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ABSTRACT

Networks have increasingly become subject to sophisticated attacks to either interrupt
network services in the form of Denial of Service (DoS) attacks or to steal information
in the form of Man-in-the-Middle (MITM) attacks. According to the IBM X-Force Threat
Intelligence 2018 index, 35% of exploitation activities involved MITM attacks [4]. To
prevent networks from attacks such as MITM and to protect data integrity and confiden-
tiality, a security solution is required to provide seamless layer 2 encryption in Local Area
Networks (LANs) and Wide Area Networks (WANSs).

Media Access Control Security (MACsec) secures an Ethernet link for traffic including
Dynamic Host Configuration Protocol (DHCP), Address Resolution Protocol (ARP), and
other protocols that are not typically secured by other security solutions such as Internet
Protocol Security (IPsec) which operates at layer 3 or Secure Socket Layer (SSL) which
protects layer 7 of the Open System Interconnection (OSI) model. In this work, MACsec
is implemented to secure LANs and WANs. Network performance analysis is performed
to evaluate the impact of MACsec on network performance. MACsec is also used to
protect networks against MITM attacks. Results are presented which show that MACsec
successfully protects networks from MITM attacks and provides end-to-end encryption

to protect network traffic.
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Chapter 1
Introduction

The internet has become central to the global information and communication infras-
tructure. It links 1.8 billion people around the world to exchange ideas and services.
The internet provides a platform for growth and innovation in sectors and services such
as manufacturing, energy, transportation, public safety, healthcare, and finance [1]. As a
consequence, securing networks has become a top priority for corporations and govern-
ments around the world [2].

Networks have increasingly become the subject of sophisticated attacks to either inter-
rupt network services in the form of Denial of Service (DoS) attacks or to steal electronic
information via Man-in-the-Middle (MITM) attacks. Therefore, it is important for orga-
nizations to have an appropriate security architecture in place to protect networks from
threats and to protect the integrity of the electronic data shared on a network. An MITM
attack targets information shared in a network and poses a great threat to data privacy.
An MITM attacker intercepts communication between two hosts in a network to secretly
eavesdrop or modify their traffic. A successful MITM attack can also be used to initiate
a Distributed Denial of Service (DDoS) attack using hosts as bots by installing malicious
code on them [19]. An MITM attack is typically carried out by spoofing the hardware
address which is commonly known as the Media Access Control (MAC) address.

According to Netcraft, 95% of the Hypertext Transfer Protocol Secure (HTTPS) servers
in 2016 were vulnerable to MITM attacks [3]. IBM reported that 35% of the exploita-
tion activities in 2018 involved attackers attempting these attacks [4]. Figure 1.1 gives
the percentage of each exploitation type in 2018. This shows that MITM attacks were
the second highest form of attack. Media Access Control Security (MACsec) is an IEEE
802.1AE security standard that provides secure communications for traffic on Ethernet
links. MACsec provides point-to-point and point-to-multipoint security between hosts

connected in a network to secure traffic and can identify and prevent most security threats



[5]. MACsec can also be used to encrypt traffic on Ethernet links so it is a solution for
most of the security challenges organizations face [5]. MACsec will be discussed in detail

in Chapter 2.

Attempts to exploit Attempts to trick users
misconfigured into clicking on a
servers malicious link or
attachment

Attempts to conduct
man-in-the-middle (MitM) attacks

Figure 1.1: Percentage of different types of exploitations in 2018 [4].

1.1 Problem Statement

In the current networking world, organizations no longer operate on a single platform
and are required to engage with multiple service providers, cloud infrastructure, and
large enterprise networks. This makes network traffic vulnerable to data tampering in
the form of attacks such as DOS, network intrusion, MITM, masquerading, passive wire-
tapping, and replay/playback. To prevent such malicious and damaging attacks, a se-
curity solution is required to provide seamless layer 2 encryption in LANs and WANSs.
This will allow network traffic to safely move across service providers networks, cloud
infrastructure, and enterprise networks.

MACsec is an efficient security solution that is intended to secure network traffic. It
can be used to secure Ethernet links for traffic including Dynamic Host Configuration
Protocol (DHCP), Address Resolution Protocol (ARP), and other protocols that are not
typically secured by other security solutions such as IPsec which operates on layer 3 and
SSL which protects layer 7.

The goal of this work is to implement MACsec to investigate the features and capa-



bilities of MACsec to secure LANs and WANs. MACsec is also used to protect networks
against MITM attacks. Network performance is measured with and without MACsec to

determine if MACsec reduces network performance.

1.2 Related Work

MACsec has been used to secure cloud networks such as communications between a
Virtual Extensible LAN (VXLAN) and Virtual Machines (VMs) to safely exchange traffic
across network cloud platforms [6]. MACsec has been implemented in a layer 2 Virtual
Private Network (VPN) over a Multiprotocol Label Switching (MPLS) network between
two sites [7]. MACsec was used between two premises connected via Open vSwitches
(OVS) in a Software Defined Networking (SDN) environment. Network throughput was
measured, and normal traffic, which is the traffic on a network without MACsec, was
found to have a higher throughput than MACsec traffic [8].

MACsec over a WAN was implemented in [9] for traffic between two remote sites
connected via a layer 2 tunneling protocol called Generic Routing Encapsulation (GRE).
It was found that the network throughput was greater for normal traffic as compared to
MACsec protected traffic. MACsec was proposed in [ 10] to protect network links between
P4 switches in a Software Defined Network (SDN). Network performance in terms of
throughput and Round Trip Time (RTT) was presented. The results obtained show higher
throughput and lower RTT when MACsec is not used between switches. In addition,
better network throughput and RTT were observed when MACsec was configured without

encryption as compared to MACsec with encryption.



1.3 Report Organization
This report is organized as follows.

Chapter 1 introduced and provided an overview of the work. The problem statement
and motivation were also presented. The related work was briefly discussed, and

the organization of this report was given.

Chapter 2 provides an overview of MACsec. MACsec terminology, benefits, and config-

uration attributes are also discussed.

Chapter 3 presents the design and implementation of LANs and WANSs. It also provides
details of the tools and utilities used along with their use cases, technical spec-
ifications, and configuration parameters. The metrics used to evaluate network

performance are also discussed.

Chapter 4 presents the results and discussion of securing LANs and WANs using MACsec.
The performance of normal and MACsec protected networks is compared. The

results of protecting networks from MITM attacks using MACsec are also discussed.

Chapter 5 concludes the report and provides suggestions for future work.



Chapter 2

Media Access Control Security
(MACsec)

Media Access Control Security (MACsec) as defined in the IEEE 802.1AE standard is a
layer 2 security protocol intended to secure communications on Ethernet links. MAC-
sec provides point-to-point and point-to-multipoint security on links between connected
hosts at layer 2. It provides secure access to the network by ensuring data integrity and
authentication. It also provides an option to encrypt traffic between hosts. MACsec can
identify and prevent most security threats including DOS, intrusion, MITM, masquerad-
ing, passive wiretapping, and playback attacks. MACsec establishes a secure link after
security keys are exchanged and verified between hosts at the ends of the link. These
keys can be configured manually or generated dynamically depending on the security
mode used in MACsec [5].

2.1 Overview of MACsec

To ensure data integrity, MACsec appends a 16 byte Security TAG (SecTAG) and a 16
byte Integrity Check Value (ICV) to all frames on the MACsec secured link. The header
and tail are checked by the receiving interface to ensure that the data was not compro-
mised while traversing the link. The frames are dropped if a data integrity check detects
anything irregular about the traffic. Furthermore, MACsec encryption ensures that the
data in an Ethernet frame cannot be viewed by anybody monitoring traffic on the link.
As mentioned earlier, MACsec encryption is optional and user configurable. It is possible
to enable MACsec data integrity checks while still sending unencrypted data over the

MACsec secured link. The MACsec frame format is similar to a standard Ethernet frame



format except that it includes an additional 32 bytes (SecTAG and ICV) [5]. Figure 2.1
shows the standard Ethernet frame format which comprises the source MAC address,
destination MAC address, VLAN tag, EtherType, payload, and CRC fields.

Preamble Destination MAC  Source MAC WLAN Ether- CRC
& SoF address address tag type Payload 4-bytes
G-bytes G-brytes d-bytes  2-bylas

Figure 2.1: Standard Ethernet frame format [11].

Figure 2.2 shows the MACsec frame format which includes fields such as source MAC
address, destination MAC address, and a 16 byte 802.1AE header (SecTAG). A MACsec
SecTAG contains an EtherType to allow MACsec frames to be distinguished from other
frames. The SecTAG also contains an Association Number (AN) and Tag Control Infor-
mation (TCI) to identify secure association and designate the MACsec version number.
A Secure Channel Identifier (SCI) is used in a MACsec SecTAG to identify secure associ-
ation by combining the MAC address and port number. The SecTAG also includes Short
Length (SL) to set the length of the encrypted data and Packet Number (PN) for replay
attack protection. A MACsec frame also include a 16 byte ICV to ensure the integrity of
the data.

Encrypted

[OMAC | SMAG | s02:1ac Hoscer | 80290 [N ETvee | Pwnoan | ©ov | cae |

0x88ES

MACsec EtherType | TCI/AN Packet Number SCI (optional)

MACsec Tag Format

Figure 2.2: MACsec protected Ethernet frame format [12].

2.2 Terminology and Functions
The MACsec terminology with the descriptions for MACsec session establishment are
given below [13].

MACsec Key Agreement Protocol (MKA) is the key agreement protocol for discovering
MACsec peers and negotiating keys between MACsec peers.



Connectivity Associations (CA) refers to the security relationship between MACsec ca-
pable devices. Endpoints that share a Connectivity Association Key (CAK) are part
of the same Connectivity Association (CA). There can be more than two endpoints

in a CA based on the support enabled by the vendor.

Connectivity Association Key (CAK) refers to the key used to establish CA and can ei-

ther be a static pre-shared key or dynamically derived.
Connectivity Association Key Name (CKN) identifies the connectivity association key.
Primary Key refers to the CAK used for the current MKA session.
Fallback Key is a key used in case the primary key does not establish a connection.

Secure Association Key (SAK) is the key used by the network ports to encrypt traffic in

a session.

Key Server is a MACsec peer in the CA which creates and distributes secure association

keys for encryption.

2.3 MACsec Attributes

MACsec has attributes which are used to establish secure communication channels for
inbound traffic and outbound traffic. MACsec attributes include cipher suite selection,
encryption, clear tag mode, encryption offset, replay protection window size, and Pre-
shared Key (PSK). These attributes are discussed below.

2.3.1 Cipher Suite

A cipher suite is used to encrypt traffic on a link that is secured with MACsec. Four ci-
pher suites are available, namely GCM-AES-128, GCM-AES-256, GCM-AES-XPN-128, and
GCM-AES-XPN-256 [15]. GCM-AES-128 and GCM-AES-256 use a 32-bit PN that must
be unique for every packet sent with a given SAK. When packet numbers are exhausted,
the SAK must be refreshed. The frequency of SAK refresh can be reduced by using GCM-
AES-XPN-128 and GCM-AES-XPN-256 cipher suites which increase the packet number
to 64 bits. The same cipher suite should be used between MACsec peers. If a MACsec
cipher suite is not configured, the default cipher suite GCM-AES-128 is used [15].



2.3.2 Encryption

MACsec allows encryption of traffic between hosts. When encryption is enabled, protocol-
specific control information and user data will be encrypted, authenticated, and an in-
tegrity check performed using ICV. When encryption is not enabled, protocol-specific con-
trol information and user data will be sent in clear text. Figure 2.3 shows the MACsec
frame format without encryption and Figure 2.4 shows the MACsec frame format with
encryption. User data will be encrypted when MACsec is configured with encryption
enabled [14].

Destination MAC address

Source MAC address

MACsec EtherType

SecTAG

(User) EtherType

Protected (user) data

ICV

Figure 2.3: MACsec protected Ethernet frame format without encryption [14].

2.3.3 Clear Tag Mode

Clear tag mode is an attribute which allows the IEEE 802.1Q Virtual Local Area Net-
work (VLAN) tag to be in clear text inside a MACsec encrypted frame. This permits
service providers to provide service multiplexing so that multiple point-to-point or multi-
point services can coexist on a physical interface, differentiated based on the unencrypted
VLAN ID. The VLAN tag in clear text also enables service providers to provide Quality of
Service (QOS) in a MACsec protected network. If clear tag mode is not configured, the
VLAN tag is encrypted by default inside the MACsec encrypted frame [16]. Figure 2.5
shows the MACsec frame format where clear tag mode is used and the 802.1Q tag is not

encrypted.



Destination MAC address

Source MAC address

MACsec EtherType

SecTAG

Encrypted data

Icv

Figure 2.4: MACsec protected Ethernet frame format with encryption [14].

Authenticated

Encrypted

m ETYPE PAYLOAD IcV m

Figure 2.5: Unencrypted VLAN tag in a MACsec encrypted frame [4].

2.3.4 Encryption Offset

Encryption offset inside the MACsec CA is used to specify the number of octets in a MAC-
sec encrypted frame that will be sent in clear text. This is used to expose IPv4 or IPv6
headers to devices such as firewalls or monitoring devices. It is also useful for load
balancing which typically needs to see the IP and TCP/UDP headers in the first 30 or 50
octets to properly balance the traffic load [17].

2.3.5 Replay Protection Window Size

Replay protection is another feature of MACsec used to protect against replay attacks.
Each encrypted packet is assigned a unique sequence number which is then verified at the
remote end for replay protection. If a packet arrives out of sequence and the difference
between the packet numbers is higher than the replay protection window size, the packet

is dropped. The replay protection window size can be configured between 0 and 232 —1



10

[12].

2.3.6 MACsec PSK

A pre-shared key includes a CKN and a CAK. This key is exchanged between devices at
each end of a point-to-point link to enable MACsec. The MACsec Key Agreement (MKA)
protocol is enabled after the keys are successfully verified and exchanged. The pre-shared
keys, CKN and CAK, must match on both ends of a link to enable the MKA protocol [12].
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Chapter 3
MACsec Implementation

This chapter explains the MACsec implementation in LANs and WANs. The network
design and configuration parameters are discussed and the utilities used and their use
cases are explained. The metrics used for MACsec performance evaluation in LANs and

WANSs are also presented.

3.1 MACsec implementation in a LAN

MACsec is configured between hosts in a LAN which is set up in a virtualized environ-
ment using VMware Workstation and Graphical Network Simulator 3 (GNS3). Figure
3.1 shows the network topology for MACsec implementation in a LAN where a MACsec
secure transmit channel was created between hosts connected via a switch. The hosts
acquire IP addresses from a DHCP server. The management station is used to configure

and perform operations on MACsec hosts.



Ei DHCP

Managemenl Station

Ethernet Switch

MAC
56:58:a5:5¢:37:76
Macsec0 10.10.12.1
— —MACsec Unencrypted —_—
Host1 m |

MAC

08:00:27:aa:f6:48
Macsec0 10.10.12.1
--------- MACsec Encrypted

Host1 Q ‘

MAC
08:00:27:aa:f8:48

Normal 172.16.93.66
Normal Ethemet: >

Host1 g ‘

MAC
08:00:27:aa:f8:48

Router

Distrbution Switch

Ethernet Switch

12

Internet

Firewall

Macsec0 10.10.12.2
4—— — —MACsec Unencrypted—— — —»

| | Q%qﬂ

MAC
08:00:27:ad:be:52

Macsecﬂ1010122
« -

-MAC: E ted - - - - - e
| sec Encryp | » Host?
E MAC

08:00:27:ad:be:52

AN

MAC
08:00:27:ad:be:52

Normal 172.16.93.201
<« Normal Etherr >

Figure 3.1: The MACsec LAN network topology.

3.2 MACsec implementation in a WAN

MACsec is configured between hosts in a WAN which is set up in a virtualized environ-

ment using VMware workstation and GNS3. Figure 3.2 shows the network topology for

MACsec implementation in a WAN where a MACsec secure transmit channel was created
between hosts. In addition, WAN and GRETAP devices are used to create a WAN and to

link MACsec hosts via a layer 2 secure communication tunnel (shown as a red link in the

figure). Furthermore, Linux bridges and virtual routers are used to establish connectivity

between MACsec hosts in the WAN.
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2.2.2.254124
1.1.1.254/24 00:bb:bb:2f:2f:2f
00:aa:aa:1f:1f:Af {

2.2.2.230
114430 4 N N 0hReRRe99.99-
00:aa:aa:11:11:11 00:bb:bb:22:22:22

vra

vrb
gretap1 . gretapt )

macsec0 macsec0

LINUX BRIDGE

LINUX BRIDGE

eth2

eth1

HOST2
192.168.1.2
00:00:00:00:00:02

HOST1
192.168.1.1
00:00:00:00:00:01

Figure 3.2: The MACsec WAN network topology.

3.3 Tools, Utilities and Use Cases

Table 3.1 gives the specifications of the tools used to design and implement the normal
and MACsec protected LAN and WAN networks used in this work. The utilities along

with their use cases are presented in Table 3.2.
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Title Technical Specification

Manufacturer Dell Technologies Inc.

CPU 3.4 GHz Turbo Intel Core i7 (7th Generation)
Memory 32 GB DDR4

Hypervisor VMware Workstation Pro v15.0

Operating Systems

Microsoft Windows 10 and Linux Kernel v4.19

Virtual Machines

Ubuntu 18.04 LTS and Kali Linux 2019.2

Network Simulator

Graphical Network Simulator 3 (GNS3) v2.2.9

Scripting Language

Bash (Unix shell and command language)

Switches

Cisco IOSv 156.2

Routers

Cisco 7200 Series (IOSXRv)

Table 3.1: Specifications of the tools used in this work.

3.4 MACsec Secure Channel Configuration Parameters

The MACsec configuration parameters are discussed below.

Secure Association (SA) is a transmit secure association number configured in MACsec

to create a secure channel with a peer having the same SA.

Packet Number (PN) is configured in MACsec for the identification of packets ex-changed

between MACsec peers. The PN is checked and tracked by MACsec peers for replay

attack protection.

Cipher Suite Key is a 128-bit key used for encryption and decryption as MACsec uses

the GCM-AES-128-bit cipher suite in Linux. Two different keys are configured in

MACsec. The first key is used by the first MACsec peer as a transmit secure asso-

ciation key and is the receiving key of the receiving MACsec peer. Similarly, the

second key is used by the second MACsec peer as a transmit secure association key

and is used by the first MACsec peer as its receiving key.

Receiving (RX) Address is the address configured in MACsec as the receiving MACsec

peer MAC address used to create a receive association with a MACsec peer.

Port is a port configured in MACsec for use as a Secure Channel Identifier (SCI). This

helps in identification when more than one secure channel is used by a host (i.e.,

for a point-to-multipoint channel).
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Utility

Description

GNS3

GNS3 is used to provide connectivity for network devices such
as switches, routers, firewalls, DHCP servers, and docker con-
tainers. GNS3 allows the integration of virtual machines for use
with network devices in real network environment simulation.

Virtual Machines (VM)

The Linux kernel version 4.19 is used which includes support to
implement MACsec. MACsec is configured on VMs and MAC-
sec protected peers communicate through MACsec protected
secure transmit channels.

Kali Linux 2020

Kali Linux is a Debian based Linux distribution which is used
to provide penetration testing tools for network security test-
ing. It is used to test penetration in unprotected and MACsec
protected networks.

EtterCap

EtterCap is a network security tool in Kali Linux VM which is
used to launch MITM attacks against unprotected and MACsec
protected networks.

Netcat

Netcat is used to create TCP client-server sessions between un-
protected and MACsec protected hosts.

TCPDUMP and WireShark

TCPDUMP and WireShark is used to sniff network traffic and
perform analysis on captured traffic traces.

QPerf Qperf is used for network performance testing including
throughput, latency, message rate, number of transmitted
bytes, number of received bytes, and CPU utilization.

ICMP The Internet Control Message Protocol (ICMP) is used to obtain

the RTT.

Bash Scripting

Bash scripting is used to configure and implement MACsec. It is
also used to configure MACsec attributes and to obtain MACsec
related statistics.

Linux Bridge Linux bridge is used to share the Network Interface Card (NIC)
with virtual NICs as an alternative to using a Network Address
Translation (NAT) based network in WANS.

DHCP DHCP is used to assign IP addresses to hosts.

Table 3.2: Use cases of the utilities.
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3.5 Performance Evaluation Metrics

The network performance is evaluated for normal and MACsec protected networks using

the following metrics.

Throughput is the amount of data transferred from source to destination within a given
time interval. Throughput is generally measured in bits per second and is controlled
by the available bandwidth.

Latency is the delay in a network due to factors such as low throughput and packet
loss. In high latency networks, the time for a data packet to travel from source to

destination will be higher than in networks with low latency.

Message Rate is the number of messages that have been transferred successfully in a
given time interval. The message rate depends on other network performance met-
rics such as latency and throughput. A high throughput, low latency connection

can transfer more messages in a given time interval.

Total Bytes Transmitted (TX) is the number of bytes successfully transmitted from a

source to destination in a given time interval.

Total Bytes Received (RX) is the number of bytes successfully received at a destination

in a given time interval.

Round Trip Time (RTT) is the time for a data packet to travel from source to destination
plus the time for the destination to send a response back to the source. RTT is an

important metric in determining the performance of a network connection.

CPU Utilization is the percentage of the CPU used by the system. CPU utilization will

vary according to the type and number of tasks performed by the system.
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Chapter 4
Results and Discussion

This chapter presents the results and discusses the effectiveness of MACsec in protecting
LANs and WANs. The performance of normal and MACsec protected networks is com-
pared. Network protection against MITM attacks using MACsec is also examined. In this
chapter, normal denotes a network without MACsec configuration, MACsec unencrypted
denotes a network with MACsec configuration but without encryption, and MACsec en-

crypted denotes a network with MACsec and encryption.

4.1 Securing Local and Wide Area Networks

In this section, MACsec is used to secure LANs and WANSs and the effectiveness of MAC-
sec is examined. The implementation of MACsec with and without encryption is also

compared.

4.1.1 Securing a LAN with MACsec

Figure 4.1 shows a traffic capture from a normal LAN obtained using WireShark. ICMP
traffic is exchanged between two hosts and includes a series of ICMP requests and re-
sponses. The frame size in a normal LAN is 98 bytes. Figure 4.2 presents a traffic capture
from a MACsec protected LAN obtained using WireShark. ICMP traffic is exchanged be-
tween two hosts and includes a series of ICMP requests and responses. In comparison
to a normal LAN, the Ethernet frame format in a MACsec protected network contains
MACsec EtherType 0x88e5 which denotes protected traffic. It can be observed that the
MACsec protected frame size is 130 bytes. This is longer than a normal network frame
since it includes an additional 32 bytes of SecTag and ICV.
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unprotected_LAN_Traffic.pcapng x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
& a fE . - = — & —
r'a MORG AIeExEFIF E QAQAQE

[i |Ap|:- y a display filter ... <Ctrl-/>

~ | Expression... +

No. Time Source Destination Protocol Lengtt Info .
1 0.000000000 5 Z .16, : (ping) request
- 2 0.000818939 172.16.226.2081 172.16.226. 66 ICMP 98 Echo (ping) reply id seq=1
3 1.001270992 172.16.226.66 172.16.226.201 ICMP 98 Echo (ping) request 1id=0x065e, seq=2
41.001288521 172.16.226.201 172.16.226. 66 ICMP 98 Echo (ping) reply 1d=-0x065e, seq=2
5 2.832318298 172.16.226.66 172.16.226.201 ICMP 98 Echo (ping) request id=0x@65e, seq=3
6 2.0832357855 172.16.226.201 172.16.226. 66 ICMP 98 Echo (ping) reply id=0x065e, seq=3
7 3.032898163 172.16.226.66 172.16.226.281 ICMP 98 Echo (ping) request 1id-0x065e, seq=4
8 3.032922168 172.16.226.201 172.16.226. 66 ICMP 98 Echo (ping) reply 1d=0x065e, seq=4
9 4.034299655 172.16.226.66 172.16.226. 2081 ICMP 98 Echo (ping) request 1id=8x865e, seq=5
10 4.034320350 172.16.226.201 172.16.226.66 ICMP 98 Echo (ping) reply 1d=-0x065e, seq=5
11 5.035294777 172.16.226.66 172.16.226. 2081 ICMP 98 Echo (ping) regquest 1d=0x065e, seq=6
12 5.0935312599  172.16.226.201 172.16.226.66 ICMP 98 Echo (ping) reply id=0x065e, seq=6
1 13 5.838092027 PcsCompu_aa:f8:48 PcsCompu_ad :be:52 ARP 60 Who has 172.16.226.2017 Tell 172.16.2
! 14 5.839003047 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 ARP 42 172.16.226.201 is at ©8:00:27:ad:be:5 -
[] »

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface @
w Ethernet II, Src: PcsCompu_aa:T8:48 (08:00:27:aa:f8:48), Dst: PcsCompu_ad:be:52 (08:00:27:ad:be:52)
p Destination: PcsCompu_ad:be:52 (08:00:27:ad:be:52)
b Source: PcsCompu_aa:T8:48 (08:00:27:aa:T8:48)
Type: IPv4 (Bx0800)
» Internet Protocol Version 4, Src: 172.16.226.66, Dst: 172.16.226.201
« Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: @
Checksum: @xe612 [correct]
[Checksum Status: Good]
Identifier (BE): 1630 (0x065e)
Identifier (LE): 24870 (@x5e06)
Sequence number (BE): 1 (9x0081)
Sequence number (LE): 256 (0x016€0)
[Response frame: 2
Timestamp from icmp data: May 21, 2020 00:32:09.000000000 EDT
[Timestamp from icmp data (relative): 1.734215124 seconds]
» Data (48 bytes)

@8 B0 27 ad be 52 08 @0 27 aa T3 483 @83 0@ 45 00 'R~ '--H E: a
60 54 f3 3 40 00 40 01 29 88 ac 10 e2 42 ac 16 T- @@ ) - B
e2 c9 08 00 e6 12 06 5e GO 01 49 04 c6 5e GO BB - L
J30 00 00 33 58 05 0O 00 GO 0O 0O 10 11 12 13 14 15 8K e E2
O 7 unprotected LAN Traffic.pcapng Packets: 24 - Displayed: 24 (100.0%) = Profile: Default

Figure 4.1: Traffic capture from a normal LAN.
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macsec_protected_LAN_traffic.pcapng e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN @ BTRE A+ersesTEaaad
[I]Applya display filter ... <Ctrl-/> = '] Expression.. *
No. Time Source Destination =

1 2] PcsCompu_ad : PcsCompu_aa:
2 0.000058928 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC 138 |MACsec frame
31.002799833 PcsCompu_ad:be:52 PcsCompu_aa:T8:48 MACSEC 130 |MACsec frame
4 1.083142766 PcsCompu_aa:f8:48 PcsCompu_ad :be:52 MACSEC 138 |MACsec frame
5 2.004181979 PcsCompu_ad :be:52 PcsCompu_aa:T8:48 MACSEC 138|MACsec frame
6 2.084235970 PcsCompu_aa:f8:48 PcsCompu_ad :be:52 MACSEC 13@|MACsec frame
7 3.005939330 PcsCompu_ad:be:52 PcsCompu_aa:fT8:48 MACSEC 138|MACsec frame
B 3.006014624 PcsCompu_aa:f8:48 PcsCompu_ad :be:52 MACSEC 138 |MACsec frame
9 4.007183661 PcsCompu_ad :be:52 PcsCompu_aa:T8:48 MACSEC 138 |MACsec frame
16 4.007256922 PcsCompu_aa:T8:48 PcsCompu_ad:be:52 MACSEC 130|MACsec Trame
11 5.0809353420 PcsCompu_ad :be:52 PcsCompu_aa:f8:48 MACSEC 138 |MACsec frame
12 5.009459605 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC 138|MACsec frame
13 5.216799047  PcsCompu_aa:f8:48 PcsCompu_ad :be:52 MACSEC 74|MACsec frame
14 5.218580951 PcsCompu_ad :be:52 PcsCompu_aa:T8:48 MACSEC 7a|MACsec frame -

4 »
» Frame 1: 130 bytes on wire (1648 bits), 13@ bytes captured (1840 bits) on interface @
- Ethernet II, Src: PcsCompu_ad:be:52 (@8:00:27:ad:be:52), Dst: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)

+ Destination: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)

» Source: PcsCompu_ad:be:52 (08:00:27:ad:be:52)

= VER: 0x@
. = ES: Not set
..1. .... = SC: Set
= SCB: Not set
= E: Not set

ces. ..08 = AN: Bx0

Short length: @

pPacket number: 55

System Identifier: PcsCompu_ad:be:52 (98:00:27:ad:be:52)

tifier: 1
ICV: 85f2208c96706df28bba62d78072 3276'
+ Data YLES |

0800 08 B0 27 aa f8 48 B8 80 27 ad be 52 88 e5
aeie B 0 3 2 2 EEl 08 0B 45 @8
GE2Z0 ©e 54 Th 25 40 80 40 1 13 6d Pa BGa 6c 62 Pa Ba
6c 01 08 @0 f1 @e O7 b4 00 01 e8 07 c6 5e 0O 0O
00 00 92 02 0O 60 G0 8O 00 80 10 11 12 13 14 15

Figure 4.2: Traffic capture from a MACsec protected LAN.
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4.1.2 Securing a WAN with MACsec

Figure 4.3 presents a traffic capture from a normal WAN obtained using WireShark. ICMP
traffic is exchanged between two hosts and includes a series of ICMP requests and re-
sponses. The frame size in a normal WAN is 136 bytes. Figure 4.4 presents a traffic
capture from a MACsec protected WAN obtained using WireShark. ICMP traffic is ex-
changed between two hosts and includes a series of ICMP requests and responses. In
comparison with a normal WAN, the Ethernet frame format in a MACsec protected WAN
contains MACsec EtherType 0x88e5 which denotes protected traffic. An additional 32
bytes is required for SecTAG and ICV, so a MACsec protected frame is 168 bytes versus a
frame size of 136 bytes in a normal network.

plain_GRE_WAN.pcap X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN JOmRE QEe2EF 5

Ig |ﬂ.|:-|: y a display filter ... <Ctrl-f =d '] Expression... +
No. Time Source Destination Protocol Lengtt Info =
1 0.600008 00:00:00_00:00:01 Broadcast ARP ) 80 Who has 192.168.1.27 Tell 192.168.1.1
2 0.000027 00:80:00_90:00:02 00:00:00_00:00:01 ARP 80 192.168.1.2 is at 00:00:00:00:00:02

— 3 0.000036 192.168.1.1 192.168.1.2 ICMP 136 Echo (ping) request 1d=0x08bb, seg=1
4 0.000048 192.168.1.2 192.168.1.1 ICMP 136 Echo (ping) reply id=8xe8bb, seg=1
5 1.083438 192.168.1.1 192.168.1.2 ICMP 136 Echo (ping) request 1d-0xE8bb, seg=2
6 1.083493 192.168.1.2 192.168.1.1 ICMP 136 Echo (ping) reply id=@xe8bb, seq=2
7 2.027887 192.168.1.1 192.168.1.2 ICMP 136 Echo (ping) request id-0xE8bb, seqg=3
8 2.827942 192.168.1.2 192.168.1.1 ICMP 136 Echo (ping) reply id=8xe8bb, seqg=3
9 3.051630 192.168.1.1 192.168.1.2 ICMP 136 Echo (ping) request 1id=8x08bb, seq=4
16 3.851685 192.168.1.2 192.168.1.1 ICMP 136 Echo (ping) reply id=0xE88bb, seqg=4
11 4.875222 192.168.1.1 192.168.1.2 ICMP 136 Echo (ping) request 1id=0x@8bb, seq=5——
12 4.875281 192.168.1.2 192.168.1.1 ICMP 136 Echo (ping) reply id=8xe8bb, seq=5
13 5.099956 192.168.1.1 192.168.1.2 ICMP 136 Echo (ping) request 1d=0x@8bb, seg=6
14 5.100004 192.168.1.2 192.168.1.1 ICMP 136 Echo (ping) reply id=8xe8bb, seq=6 -

» Frame 38: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits)
w Ethernet II, Src: G@:aa:aa:1f:1f:1f (@P:aa:aa:1f:17:1T), Dst: @P:aa:aa:aa:aa:aa (00:aa:aa:aa:aa:aa)
p Destination: 00:aa:aa:aa:aa:aa (0Q:aa:aa:aa:aa:aa)
» Source: 00:aa:aa;if:1f:1f (00:aa:aa:l1f:1f:1f)
Type: IPv4 (Bx0800)
» Internet Protocol Version 4, Src: 2.2.2.2, Dst: 1.1.1.1
w Generic Routing Encapsulation (Transparent Ethernet bridging)
» Flags and Version: @xee00
Protocol Type: Transparent Ethernet bridging (©x6558)
w Ethernet II, Src: 090:00:80_00:80:02 (00:00:00:00:00:02), Dst: 00:00:00_00:00:01 (00:00:00:00:00:01)
» Destination: G0:00:00_00:00:01 (00:00:00:00:00:01)
» Source: 00:00:00_00:00:02 (00:00:00:00:00:02)
Type: IPv4 (Bx0800)
» Internet Protocol Version 4, Src: 192.168.1.2, Dst: 192.168.1.1
» Internet Control Message Protocol

00 aa aa aa aa aa 00 aa aa 1f 1f 1f 08 0O 45 00 : . : .
PO 7a 24 B3 40 00 3f 2f 11 4d B2 02 02 B2 01 01 2597/ M
P1 01 00 0P 65 58 OO BB 0O OO GO 61 DO OO BOB OO - .-

DO 02 68 0D 45 BO OO 54 f8 29 0O 00 40 01 ff 2b E--T ) @+
cO af 01 02 cO® a8 01 61 060 00 18 4b 08 bb 00 OF - . oK

Figure 4.3: Traffic capture from a normal WAN.
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MACsec_Protected_GRE_WAN.pcap ea00
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR i® 87 IXE Q «» 0w @ @ TF
L] Apply a display filter ... <Ctrl-/>

No.

E3 -| Expression..  +

_-ﬁme Source

18. 18880
.BeBe34 @e:

MACSEC 112 MACsec frame

©0_60:00:02

28 88 _08:80:81 112|MACsec frame
3 9.000045 00:00:00_00:00:01 00:00:00_00:00:02 168|MACsec frame
4 6.080858 B8:08:80_808:80:82 09:88:08_08:808:81 168|MACsec frame
51.012208 ©00:00:00_060:00:01 00:00:00_00:00:02 168|MACsec frame
61.812244 B90:60:80_00:00:02 00:00:00_p0:60:01 168|MACsec frame
7 2.836684 @6:00:00_68:00:081 60:00:86_00:80:82 168|MACsec frame
8 2.836641 00:008:00_00:00:82 £0:00:80_00:80:01 168|MACsec frame
9 3.860360 B0:00:00_00:80:81 08:080:80_p0:86:82 168|MACsec frame
16 3.660483 00:00:00_60:00:02 00:00:00_00:80:01 168|MACsec Trame =

+ Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits)
v Ethernet II, Src: BO:aa:aa:aa:aa:aa (BB:aa:aa:aa:aa:aa), Dst: BB:aa:aa:1f:1f:1f (B0:aa:aa:1f:1f:1f)
v Internet Protocol Version 4, Src: 1.1.1.1, Dst: 2.2.2.2
- Generic Routing Encapsulation (Transparent Ethernet bridging)

» Flags and Version: 6x8008

Protocol Type: Transparent Ethernet bridging (©ex6558)

= Ethernet II, Src: 60:06:00_€0:00:01 (00:00:00:00:00:081), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

» Destination: Broadcast (ff:ff:ff:ff:ff:7f)

v Source: BO:00:08_00:00:01 (68 8:008:00:01)

E: Not set
& C: Not set
AN: Bx8
Short length: 3@
Packet number: 48
System Identifier: ©0:00:00_11:11:11 (00:00:00:11:11:11)
Port Identifier: 1
: ba a. €a. E e
+ Data YLes)

68 a2 b5 4b ef - kQZ$- ! K

ba 6b 51 5a 24 64 ea 15 1d 21

Figure 4.4: Traffic capture from a MACsec protected WAN.
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4.1.3 MACsec Unencrypted

Figure 4.5 shows a traffic capture obtained using WireShark for a MACsec protected host
without encryption enabled. The message content in the data field is plain text and the
E bit is not set in the SecTAG. Table 4.1 presents the statistics of a MACsec protected
host configured with the default configuration, i.e., without encryption. The number of
transmitted (TX) packets are 108 and OutPktsEncrypted is zero. However, since MACsec
is providing protection and validation to protect data integrity and authenticity, all 108

transmitted packets are protected which is indicated by OutPktsProtected.
f macsec_encryptionoff_integrity_authenticity_only.pcapng e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AdAm 2@ DNRE Qs> s =Eaaai

|I !Apply a display filter ... <Ctrl-/> = - Expression.. +
No. Time Source Destination Protocol Length Info 1=

10.000000000 PcsCompu_aa:f8:48  PcsCompu_ad:be:52 MACSEC 106 MACsec frame

2 0.080906792 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 106 MACsec frame

3 0.600957177 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC 98 MACsec frame

4 5,.144466270 PcsCompu_ad: be: 52 PcsCompu_aa:f8:48 MACSEC 74 MACsec frame

5 5.144515021 PcsCompu_aa: f8:48 PcsCompu_ad:be:52 MACSEC 74 MACsec frame

6 8.139978343 PcsCompu_aa: f8:¢ PcsCompu_ad:be:5 MACSEC 178 MACsec

7 8.140794221  PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 98 MACsec frame

8 160.904592000 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC 98 MACsec frame

9 10.905470762 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 98 MACsec frame

10 10.905523655 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC 98 MACsec frame -

4 ]
» Frame 6: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface 0 e

~ Ethernet II, Src: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48), Dst: PcsCompu_ad:be:52 (08:00:27:ad:be:52)
» Destination: PcsCompu_ad:be:52 (08:00:27:ad:be:52)
» Source: PcsCompu_aa:f8:48 (©8:00:27:aa:f8:48)
Type: 802.1AE (MACsec) (0x88e5)
~ 802.1AE Security tag
~ 0010 0O.. = TCI: 6x08, VER: @x0, SC
- e e = VER: 0x8
+ +.». = ES: Not set
sl sese = SCT St
e .... = SCB: Not set
l.... B... = E: Not set |
sess «Ba. = LI NoL set
...... 08 = AN: Ox@
Short length: @
Packet number: 74
System Identifier: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)
Port Identifier: 1
ICV: c54bdéced720f4041dceelccdddodfcl
~ Data (134 bytes)

[ Data: 080045000084701c40004006913f0aba0C010a0A0C02aabY. ..
eese 2-MACsec protect) -
00660 ion on w ith encr]
0e7e yption o ff (Dat
0880 integri ty and
0898

9 uthentic ity only|
a0 EEMEE cS 4b d6 ce 47 20 f4 04 1d ce el cc 4d do 'J@

@ 7 Data(data.data), 134 bytes Packets: 10 - Displayed: 10 (100.0%) Profile: Default

Figure 4.5: MACsec protected traffic without encryption.
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Parameter Number
TX Packets 108
OutPktsProtected 108
OutPktsEncrypted 0

Table 4.1: MACsec unencrypted statistics.

4.1.4 MACsec Encrypted

MACsec configuration with encryption enabled provides data integrity, data authenticity,
and encryption of payload and protocol-specific information for greater security. Figure
4.6 shows a traffic capture for a MACsec protected host with encryption enabled. Mes-
sage content in the packet is encrypted as shown in the data field and the E bit is set
in the SecTAG which denotes that encryption is enabled. Table 4.2 present the statistics
for a MACsec protected host configured with encryption enabled. The number of trans-
mitted packets is 172 where 64 packets were transmitted after enabling encryption and
these were encrypted. By default, MACsec with encryption enabled increments OutPk-
tsEncrypted but not OutPktsProtected even though it is protecting packets.

Parameter Number
TX Packets 172
OutPktsProtected 108
OutPktsEncrypted 64

Table 4.2: MACsec encrypted statistics.
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macsec_encryptionon+integrity_authenticity.pcapng e 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AN i@ b RE Q «» Je s _ Q @ @ ¥F
[I|App1vadisplay filter ... <Ctrl-f> = '] Expression.. +
No. _Time Source  Destination (Protocol  Length _ Info i
1 0.000000000 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC 106 MACsec frame
2 0.000767969 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 106 MACsec frame
3 0.000807276 PcsCompu_aa:fg:48 PcsCompu_ad:be:52 MACSEC 98 MACsec frame
4 3,.155475383 PcsComp b i PcsCompu_ad:be:5 MACSEC 178 MACsec frame
5 3.156534129 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 98 MACsec frame
6 26.455245811 PcsCompu_aa:f8:48 PesCompu_ad:be:52 MACSEC 98 MACsec frame
7 26.456374903 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 98 MACsec frame
8 26.456432402 PcsCompu_aa:T8:48 PcsCompu_ad:be:52 MACSEC 98 MACsec frame
9 31.553221676 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC 74 MACsec frame
10 31.553258824 PcsCompu aa:f8:48 PcsCompu ad:be:52 MACSEC. 74 MACsec frame r'
» Frame 4: 178 bytes on wire (1424 bits), 178 bytes captured (1424 bits) on interface @ =

- Ethermet II, Src: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48), Dst: PcsCompu_ad:be:52 (08:00:27:ad:be:52)
» Destination: PcsCompu_ad:be:52 (@8:00:27:ad:be:52)
» Source: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)
Type: B0O2.1AE (MACsec) (@xB88e5)
~ 802.1AE Security tag

~ 0910 11.. = TCI: ©xeb, VER: ©xe®, SC, E, C
8... = VER: Bx@
.@.. .... = ES: Not set
«vds ves. = 8SC: Set

SCB: Not set

sees +.00 = AN: Ox0
Short length: @
Packet number: 141

System Identifier: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)
Port Identifier: 1
ICV: d3665cb24cef1575edcbB83bobc709f81

- Data (134 bytes)

@ 7 Data(data.data), 134 bytes Packets: 10 - Displayed: 10 (100.0%) Profile: Default

Figure 4.6: MACsec protected traffic with encryption.
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4.1.5 MACsec and 802.1Q VLAN Tags

MACsec can be used with 802.1Q VLAN tags to take advantage of the security provided
by VLANs which logically group hosts in a network. Figure 4.7 shows a traffic capture
with an 802.1Q VLAN tag in a normal network. It can be observed that the 802.1Q
VLAN tag and ID is visible in the 802.1Q Virtual LAN field. The packet size is 102 bytes
which includes 4 bytes for a VLAN tag. Figure 4.8 shows a traffic capture from a MACsec
protected network. In comparison to a normal network, the VLAN tag is not visible as
it is encrypted by MACsec. The packet size is 134 bytes which contains 4 bytes for an
encrypted VLAN tag and an additional 32 bytes for SecTAG and ICV.

clear_802.1q_tag.pcapng e e o
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AR i@ B RE Qe» e Eaaqi
ii Apmyadupbvﬂhc:w<Ctﬂ45 =] ']Expmsﬁunm *
No. Time Source Destination Protocol Length Info =
3 6.202396754  PcsCompu_ad:be:52 Broadcast ARP 64 Who has 10.16,12.1? Tell 10,10.1
4 6.202416473  PcsCompu_aa:f8:48 PcsCompu_ad:be:52 ARP 46 10.10.12.1 is at 08:00:27:aa:f8:

. 203200717

6 6.203214527 10.10.12.1 10.10.12.2 cho (ping) reply 1d=@xe6fc,
7 7.204502867 10.18.12.2 16.18.12.1 cho (ping) request 1d=8x@6fc,
8 7.204520473 10.10.12.1 10.10.12.2 cho (ping) reply id=0x0s6fc,
9 8.206152838 10.10.12.2 10.10.12.1 cho (ping) request id=exe6fc,
10 8.206183793 10.16.12.1 10.10.12.2 cho (ping) reply id=0xe6fc,
11 9.206708185 10.,10.12.2 10.10.12.1 cho (ping) request id=exesfc,
12 9.206728804  10,10,12.1 10,10.12.2 cho (ping) reply  id=exesfc, .

1 ¥
+ Frame 5: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface 0
+ Ethernet II, Src: PcsCompu_ad:be:52 (08:00:27:ad:be:52), Dst: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)

» Destination: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)

» Source: PcsCompu_ad:be:52 (98:00:27:ad:be:52)

Type: 882.1Q Virtual LAN (9x8100)
862.1Q Virtual LAN, PRI: @, DEI: @, ID: 28

GBB; vin vais G = Priority: Best Eftort (default) (@)
L@ ... .... ... = DEI: Ineligible
. bpAe 0eel 0160 = ID: 20
Type: IPv4 (0xB800)
+ Internet Protocol Version 4, Src: 10.10.12.2, Dst: 10.10.12.1
» Internet Control Message Protocol

0600 08 00 27 aa 8 48 08 00 27 ad be 52 81 00 [LIEW ".H "R N 4
0010 4500 00 54 f2 87 40 00 40 01 1c 6b 6a Ga [JE--T-- @@
6c 02 0a Ga Gc 01 @8 09 56 a8 06 fc 0O 01 22 23 TERRRRE

c6 S5e 00 0D 00 00 €9 ©5 Ga 0O 00 00 0O 00 10 11 A
12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20 21 v 1

© 7 802.1Q Virtual LAN (vlan), 4 bytes Packets: 17 - Displayed: 17 (100.0%)  Profile: Default

Figure 4.7: Traffic capture from a normal network with an 802.1Q VLAN tag.
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No. Time Source Destination Protocol .I.en h__Info

10.000000000 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC
2 0.000083116 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC
31.00278824@ PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC
4 1.002949508 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC
5 2.003814750 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC
6 2.003938708 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC
7 3.005644878 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC
8 3.005860248 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC
9 4.008517466 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC
10 4.008668294 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACS

11 5.075873888 PcsCompu_ad:be:52 PcsCompu_aa:f8:48 MACSEC
12 5.876013491 PcsCompu_aa:f8:48 PcsCompu_ad:be:52 MACSEC

134 MACsec

134|MACsec
134|MACsec
134|MACsec
134|MACsec
134|MACsec
134|MACsec
134|MACsec
134|MACsec
4|MACsec
78 MACsec
78 MACsec

» Frame 1: 134 bytes on wire (1072 bits), 134 bytes captured (1672 bits) on interface ©

~ Ethernet II, Src: PcsCompu_ad:be:52 (08:00:27:ad:be:52), Dst: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)

» Destination: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)
» Source: PcsCompu_ad:be:52 (08:00:27:ad:be:52)

Type: B02.1AE (MACSEC) (OXBBES)
B02.1AE Security tag

¥ U919 II.. - TCIT UXeb, VER: ©X©, SC, E, C
co.. .00 = AN: Ox0
Short length: @
Packet number: 91
System Identifier: PecsCompu_ad:be:52 (08:00:27:ad:be:52)
Port Identifier: 1
| Icv: 467303fed5e558cfec192277d1c02e79 |
+ Data (90 bytes)

0OPE 08 00 27 aa 8 48 08 00 27 ad be 52 B8 eb wNE[ --'--H--'-R--I -
6010 a3 bo ca 26 [EETRENRNEIIR &
1020 3c 0d 90 84 9c cc ca 67 b2 la eb 21 Bc 68 44 dc LR | !-hD-
80 e8 8f a7 2a 5a b2 19 ©Ob b4 49 fb 33 04 48 db vone*Zo .I.3-H
9a 4d a2 17 14 ea 5e e7 82 bc 18 4b 70 €0 35 ba -M--..n. Kp-5
d3 cd 8a 5e 75 c¢1 e4 89 2d 78 b3 e5 ad b4 43 d9 Ag.ov =X
© ¥ 8021AE Security tag (macsec), 14 bytes Packets: 15 - Displayed: 15 (100.0%) Profile: Default
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Figure 4.8: Traffic capture from a MACsec protected network with an 802.1AE security

tag.
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4.2 Network Performance Analysis

The use of MACsec to identify and prevent security threats such as DOS, intrusion, MITM,
passive wiretapping, and playback attacks has an effect on network performance. This is
because encryption creates additional overhead in a network. In this section, the perfor-
mance of normal and MACsec protected LANs and WANs with and without encryption is
evaluated. The LAN link bandwidth is 300 Mbps which is typical for an Internet Service
Provider (ISP). For WANSs, the typical link bandwidth of 1 Gbps is used. The results are
obtained using Qperf.

4.2.1 Average Throughput

This subsection presents the average LAN and WAN throughput for normal and MACsec
protected traffic with and without encryption. The average throughput was obtained at
one minute intervals for a period of 10 minutes. Figure 4.9 presents the average through-
put of normal, MACsec unencrypted, and MACsec encrypted traffic in the LAN. The av-
erage throughput of normal LAN is 140 Mbps while the average throughput for MACsec
unencrypted and MACsec encrypted is 129 Mbps and 124 Mbps, respectively. Figure 4.10
presents the average throughput of normal, MACsec unencrypted, and MACsec encrypted
traffic in the WAN. The average throughput of normal WAN is higher than MACsec pro-
tected links at 471 Mbps, while the average throughput for MACsec unencrypted and
MACsec encrypted is 412 Mbps and 387 Mbps, respectively. Table 4.3 presents the aver-
age throughput of normal and MACsec protected LAN and WAN traffic.

There is a slight variation in the average throughput since throughput relies on factors
such as response time from the router or switch and latency. An increase in latency and
response time results in a decrease in throughput. It was further observed that MACsec
protection reduces network throughput. This is expected since introducing additional
fields in an Ethernet frame and the need to establish a secure channel with encrypted

payloads creates additional overhead.
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Average Throughput (Mbps)
Local Area Network Wide Area Network

Time Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
(min)

1 141 130 123 472 404 387
2 141 127 126 472 408 388
3 140 130 124 471 414 386
4 139 130 124 474 408 389
5 141 129 124 468 414 388
6 141 129 124 470 415 387
7 141 130 124 470 414 386
8 141 127 124 470 412 387
9 138 128 126 470 413 386
10 140 129 123 470 416 386
Average | 140 129 124 471 412 387

Table 4.3: Average throughput of normal and MACsec protected LAN and WAN traffic.

4.2.2 Average Latency

This subsection presents the average LAN and WAN latency for normal and MACsec pro-
tected traffic with and without encryption. The average latency was obtained at one
minute intervals for a period of 10 minutes. Figure 4.11 presents the average latency
of normal, MACsec unencrypted, and MACsec encrypted traffic in the LAN. The aver-
age latency of normal traffic is 0.189 ms. The average latency of MACsec unencrypted
traffic is 0.194 ms, while MACsec encrypted traffic has the highest latency at 0.200 ms.
Figure 4.12 presents the average latency of normal, MACsec unencrypted, and MACsec
encrypted traffic in the WAN. The average latency of normal traffic is 0.0110 ms, while
the average latency for MACsec unencrypted and MACsec encrypted traffic is 0.0120
ms and 0.0122 ms, respectively. Table 4.4 presents the average latency of normal and
MACsec protected LAN and WAN traffic.

It was observed that MACsec slightly increases the latency in a network. The highest
latency was observed for MACsec protected traffic with encryption enabled. This is ex-
pected due to the time it takes for the sender to encrypt and the receiver to decrypt the
payload in a MACsec frame.
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Average Latency (ms)
Local Area Network Wide Area Network

Time Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
(min)

1 0.190 0.194 0.206 0.0109 0.0119 0.0122
2 0.190 0.194 0.201 0.0109 0.0120 0.0122
3 0.190 0.194 0.205 0.0110 0.0120 0.0123
4 0.189 0.194 0.201 0.0110 0.0120 0.0123
5 0.189 0.195 0.202 0.0110 0.0120 0.0122
6 0.190 0.194 0.203 0.0110 0.0120 0.0122
7 0.189 0.194 0.196 0.0109 0.0119 0.0122
8 0.190 0.194 0.196 0.0110 0.0120 0.0121
9 0.189 0.194 0.198 0.0113 0.0122 0.0126
10 0.190 0.195 0.195 0.0110 0.0121 0.0122
Average | 0.189 0.194 0.200 0.0110 0.0120 0.0122

Table 4.4: Average latency of normal and MACsec protected LAN and WAN traffic.

4.2.3 Average Message Rate

This subsection presents the average LAN and WAN message rate for normal and MACsec
protected traffic with and without encryption. The average message rate was obtained
at one minute intervals for a period of 10 minutes. Figure 4.13 presents the average
message rate of normal, MACsec unencrypted, and MACsec encrypted traffic in the LAN.
Normal traffic has the highest message rate of 267 msg/s. The average message rate
of MACsec unencrypted is 245 msg/s, while MACsec encrypted has the lowest average
message rate of 235 msg/s. Figure 4.14 presents the average message rate of normal,
MACsec unencrypted, and MACsec encrypted traffic in the WAN. The average message
rate of normal traffic is the highest at 898 msg/s, while the average message rate for
MACsec unencrypted and MACsec encrypted traffic is 786 msg/s and 739 msg/s, respec-
tively. Table 4.5 presents the average message rate of normal and MACsec protected
traffic in the LAN and WAN.

The message rate is dependent on the latency and throughput in a network. As shown
earlier, MACsec reduces average throughput and increases average latency in a network,
which further decreases the message rate. Therefore, normal traffic in a LAN and WAN

achieved a higher message rate compared to MACsec unencrypted and encrypted traffic.
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Average Message Rate (msg/s)
Local Area Network Wide Area Network

Time Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
(min)

1 269 247 234 901 772 739
2 269 242 239 901 778 741
3 268 249 237 898 790 737
4 266 247 237 904 778 742
5 269 246 237 893 790 740
6 268 246 237 896 792 738
7 268 249 236 895 789 737
8 268 242 236 896 786 738
9 262 244 239 897 788 737
10 268 246 234 896 793 737
Average | 267 245 235 898 786 739

Table 4.5: Average message rate of normal and MACsec protected LAN and WAN traffic.

4.2.4 Total Number of Bytes Transmitted

This subsection presents the total number of bytes transmitted in the LAN and WAN for
normal and MACsec protected traffic with and without encryption. The total number of
bytes transmitted was obtained at one minute intervals for a period of 10 minutes. Figure
4.16 presents the total number of bytes transmitted by normal, MACsec unencrypted,
and MACsec encrypted traffic in the LAN. Normal LAN transmitted the highest number of
bytes at 10.6 GBytes, while the number of bytes transmitted by MACsec unencrypted and
encrypted was 9.7 GBytes and 8.76 GBytes, respectively. Figure 4.15 presents the total
number of bytes transmitted by normal, MACsec unencrypted, and MACsec encrypted
traffic in the WAN. Normal WAN has the highest number of transmitted bytes at 35.2
GBytes, while the number of bytes transmitted by MACsec unencrypted and encrypted
was 31.2 GBytes and 29 GBytes, respectively. Table 4.6 presents the total number of
bytes transmitted as normal and MACsec protected traffic in the LAN and WAN.

The amount of data transmission depends on the throughput and latency in a net-
work. Therefore, normal LAN and WAN transmitted a higher number of bytes than MAC-
sec protected. Further, MACsec unencrypted transmitted a higher number of bytes than
MACsec with encryption enabled.
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Total Number of Bytes Transmitted (GB)
Local Area Network Wide Area Network

Time Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
(min)

1 1.06 0.97 0.88 3.54 2.93 2.91
2 2.11 1.88 1.88 7.09 5.85 5.82
3 3.16 2.93 2.80 10.6 9.32 8.70
4 4.19 3.88 3.73 14.2 12.2 11.7
5 5.28 4.83 4.66 17.6 15.5 14.5
6 6.32 5.79 5.59 21.1 18.7 17.4
7 7.37 6.86 6.50 24.7 21.7 20.3
8 8.43 7.62 7.43 28.2 24.7 23.2
9 9.12 8.48 8.62 31.8 27.9 26.1
10 10.6 9.70 8.76 35.2 31.2 29.0

Table 4.6: Total number of bytes transmitted as normal and MACsec protected traffic in the LAN
and WAN.

4.2.5 Total Number of Bytes Received

This subsection presents the total number of bytes received in the LAN and WAN for
normal and MACsec protected traffic with and without encryption. The total number of
bytes received was obtained at one minute intervals for period of 10 minutes. Figure
4.17 presents the total number of bytes received by normal, MACsec unencrypted, and
MACsec encrypted traffic in the LAN. Normal LAN received the highest number of bytes at
10.6 GBytes, while the number of bytes received by MACsec unencrypted and encrypted
was 9.7 GBytes and 8.8 GBytes, respectively. Figure 4.18 presents the total number of
bytes received by normal, MACsec unencrypted, and MACsec encrypted traffic in the
WAN. Normal WAN received the highest number of bytes at 35.2 GBytes. The number
of bytes received by MACsec unencrypted WAN was 31.2 GBytes, while the number of
bytes received by MACsec encrypted WAN was 29 GBytes. Table 4.7 presents the total
number of bytes received as normal and MACsec protected traffic in the LAN and WAN.

The amount of data received depends on the throughput and latency in the network.
Therefore, normal LAN and WAN received a higher number of bytes than MACsec pro-
tected. Further, MACsec unencrypted received a higher number of bytes than MACsec
encrypted.
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Total Number of Bytes Received (GB)
Local Area Network Wide Area Network

Time Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
(min)

1 1.06 0.97 0.88 3.54 2.93 2.91
2 2.11 1.88 1.88 7.09 5.85 5.82
3 3.16 2.93 2.80 10.6 9.32 8.70
4 4.19 3.88 3.73 14.2 12.2 11.7
5 5.28 4.83 4.66 17.6 15.5 14.5
6 6.32 5.79 5.59 21.1 18.7 17.4
7 7.37 6.86 6.50 24.7 21.7 20.3
8 8.43 7.62 7.43 28.2 24.7 23.2
9 9.12 8.48 8.62 31.8 27.9 26.1
10 10.6 9.70 8.76 35.2 31.2 29.0

Table 4.7: Total number of bytes received as normal and MACsec protected traffic in the LAN
and WAN.

4.2.6 Average CPU Utilization

This subsection presents the average CPU utilization in the LAN and WAN for normal and
MACsec protected traffic with and without encryption. The average CPU utilization was
obtained at one minute intervals for a period of 10 minutes. Figure 4.19 presents the
average CPU utilization of normal, MACsec unencrypted, and MACsec encrypted traffic
in the LAN. The normal LAN used 32.5% of the CPU. MACsec unencrypted and encrypted
used a similar amount of CPU at 55%. Figure 4.20 presents the average CPU utilization
of normal, MACsec unencrypted, and MACsec encrypted traffic in the WAN. The normal
WAN used the lowest amount of CPU with an average of 16.7%. The average CPU utiliza-
tion for MACsec with and without encryption was similar at 19.7%. Table 4.8 presents
the average CPU utilization of normal and MACsec protected traffic in the LAN and WAN.

Overall, normal LAN and WAN traffic utilized less of the CPU than MACsec protected.
This is because processing MACsec frames containing encrypted information and addi-
tional fields in MACsec protected frames including SecTAG and ICV creates additional
demands on the CPU.
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Average CPU Utilization (%)
Local Area Network Wide Area Network

Time Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
(min)

1 32.4 53.3 54.8 16.4 20.3 19.8
2 31.9 54.3 55.5 17.2 19.3 20.0
3 32.7 56.0 55.0 16.8 20.0 19.8
4 33.7 54.1 55.0 16.7 19.3 19.8
5 32.2 54.5 56.1 16.4 19.1 19.8
6 32.9 55.4 56.0 16.9 20.0 19.5
7 32.0 54.9 56.4 16.5 19.3 21.0
8 31.9 55.8 55.9 16.6 19.1 20.2
9 32.8 54.3 55.1 16.5 19.2 19.8
10 32.0 54.2 55.1 16.6 19.7 19.9
Average | 32.5 54.7 55.5 16.7 19.5 20.0

Table 4.8: Average CPU utilization for normal and MACsec protected LAN and WAN traffic.

4.2.7 Average Round Trip Time

This subsection presents the average LAN and WAN Round Trip Time (RTT) for nor-
mal and MACsec protected traffic with and without encryption. The average RTT in the
network was obtained five times by transmitting 10 thousand (10k) packets each time.
Figure 4.21 presents the average RTT of normal, MACsec unencrypted, and MACsec en-
crypted LAN traffic. The average RTT of normal LAN traffic is 1.898 ms. The average
RTT for MACsec unencrypted is 2.016 ms, while MACsec encrypted has the highest RTT
at 2.091 ms. Figure 4.22 presents the average RTT of normal, MACsec unencrypted, and
MACsec encrypted WAN traffic. The average RTT of normal WAN traffic is 0.103 ms,
whereas the average RTT of MACsec unencrypted and MACsec encrypted WAN traffic is
0.127 ms and 0.131 ms, respectively. Table 4.9 presents the average RTT of normal and
MACsec protected LAN and WAN traffic.

It was observed that MACsec slightly increases the RTT in the network. The highest
RTT is with MACsec protected traffic with encryption enabled. This is expected because
of the time it takes for the sender to encrypt and the receiver to decrypt the payload in a
MACsec frame.
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Average Round Trip Time (ms)

Local Area Network Wide Area Network

No. of | Normal | Unencrypted | Encrypted | Normal | Unencrypted | Encrypted
Packets

10k 1.906 2.075 2.096 0.104 0.129 0.132

10k 1.891 1.975 2.082 0.104 0.126 0.129

10k 1.896 1.978 2.087 0.103 0.127 0.131

10k 1.899 1.980 2.091 0.104 0.128 0.133

10k 1.901 2.073 2.095 0.104 0.129 0.133
Average | 1.898 2.016 2.091 0.103 0.127 0.131

Table 4.9: Average round trip time of normal and MACsec protected LAN and WAN traffic.
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4.3 Protecting Networks from Man-in-the-Middle (MITM)
Attacks

This section presents the execution of a MITM attack. It also presents the results for
MITM attacks in normal and MACsec protected networks.

4.3.1 Executing a Man-in-the-Middle Attack

The communications between hosts in a network is associated with the port they are con-
nected to. Traffic exchanged between hosts passes through the network device responsi-
ble for providing communications (i.e., switches or routers). This device forwards traffic
to a specific source or destination and ensures other hosts connected to the same net-
work device cannot observe this traffic. However, an attacker can spoof its MAC address
to either the source or destination host to divert network traffic and act as a legitimate
peer of the target (a man in the middle). Figure 4.23 shows an attacker that has spoofed
its MAC address on two hosts (Host1 and Host2), using ARP poisoning to divert network
traffic from its original path. ARP poisoning is a method where an attacker uses malicious
ARP packets to associate its IP address with any MAC address in a network. Then traffic
exchanged between Hostl and Host2 will be diverted and passed through the attacker

who will have access to the information being shared.

Original Connection

MAC
08:0027 aafleB‘

\
L

08 00:27:ad:he:52

l
,
’

hY .‘Netwnrk Traffic Diverted L

Network Traffic Diverted .,'

-t
B
08:00:27:d1:2b:8b

Man in the Middle Attacker

Figure 4.23: Traffic diverted as a result of an MITM attack.

The steps an attacker must perform to successfully penetrate and execute an MITM
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Name IP Address — Normal | IP Address - MACsec | MAC Address

Host1 172.16.93.66 10.10.12.1 08:00:27:aa:f8:48
Host2 172.16.93.201 10.10.12.2 08:00:27:ad:be:52
Attacker 172.16.93.90 10.10.12.10 08:00:27:d1:2b:8b

Table 4.10: Network configuration details for the hosts and MITM attacker.

attack are as follows.

1. Gain access to the ports to which hosts are connected to.

2. Sniff and listen on these ports to obtain information such as subnet information.

3. Scan the subnets to discover the available hosts in the subnets.

4. Scan the hosts and select one or multiple hosts from these to target.

5. Initiate an MITM attack using ARP poisoning on the selected target hosts.

6. Once the attack is successful, sniff the traffic sent or received by the hosts.

In this work, Ettercap is used to execute an MITM attack against hosts. Table 4.10

presents the IP address and MAC address information of the hosts and attackers. Figure

4.24 shows an attacker searching for available hosts in a subnet which can be targets.
Figure 4.25 shows the IP and MAC addresses of the three hosts the MITM attacker was
able to identify in the subnet. These can be targets for an attack.

Figure 4.26 shows that the attacker has selected two hosts as targets, Host1l with IP
address 172.16.93.66 and Host2 with IP address 172.16.93.201. The attacker can now
use ARP poisoning and spoof its MAC address into these hosts. Figure 4.27 shows ARP

poisoning initiated by the attacker on the targets. After successful ARP poisoning, the

attacker is able to spoof its MAC address on the targets. As a result, the MITM attacker

can obtain any information shared between Host1 and Host2 in the network.




Jar ercap

ettercap ﬂ o] ﬂ]

Randomizing 255 hosts for scanning..
[Scanning the whole netmask for 255 hosts
3 hosts added to the hosts list

Figure 4.24: MITM attacker scanning the subnet for hosts to target.

Huost List =

IPAddress  MAC Address Description
17216.931  OC:FB:6F:F5:0C:00
17216.93.66 080027 ANFE:48
172.16.93.200 08:00:27:AD:BE:52

Figure 4.25: List of hosts identified by the MITM attacker.

tandomizing 255 hosts for scanning
scanning the whole netmask for 255 hosts
} hosts added to the hosts st

1 172.16.93.66 added to T

1201 sdded to TARGET 2

ARP poisaning

GROUP1:17

GROUP 2

172.1

Figure 4.27: ARP poisoning of the victims by the MITM attacker.
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4.3.2 Man-in-the-Middle Attack in a Normal Network

As noted above, the attacker selected Host1 and Host2 as targets and executed an MITM
attack using ARP poisoning. Figure 4.28 shows the ARP table of Host1 before the MITM
attack was executed. This table contains the peer (Host2) IP address 172.16.93.201 and
MAC address 08:00:27:ad:be:52. Similarly, Figure 4.29 shows the ARP table of Host2
before the MITM attack was executed. This table contains the peer (Host1) IP address
172.16.93.66 and MAC address 08:00:27:aa:f8:48.

=% arp -a
root (172.16.93.98) at 68:80:27:d1:2b:8b [ether] on ethe

ubuntu-VirtualBox (172.16.93.2081) at 88:86:27:ad:be:52 [ether] on eth®
gateway (172.16.93.1) at @c:fb:6f:T5:0c:88 [ether] on ethe

Figure 4.28: ARP table of Hostl before the MITM attack in a normal network.

C ; Eu# -3
at 88:00:27:aa:78:48 [ether] on enpBs3

gateway (172.16.93.1) at Oc:fb:6f:f5:0c:00 [ether] on enpBs3
root (172.16.92.90) at 88:00:27:d1:2b:8b [ether] on enpBs3

Figure 4.29: ARP table of Host2 before the MITM attack in a normal network.

After the MITM attack was executed, the attacker was able to spoof its MAC address to
the MAC addresses of the hosts. Figure 4.30 shows the ARP table of Host1 after the MITM
attack. This table contains the IP and MAC address information of Host2. However, the
MAC address of Host2 (08:00:27:ad:be:52) is now replaced with the MAC address of
the attacker (08:00:27:d1:2b:8b). This will result in any traffic forwarded from Host1 to
Host2 to be diverted. Similarly, Figure 4.31 shows the ARP table of Host2 after the MITM
attack. This table contains the IP and MAC address information of Hostl. However, the
MAC address of Host1 (08:00:27:aa:f8:48) is now replaced with the MAC address of the
attacker (08:00:27:d1:2b:8b). This will result in any traffic forwarded from Host2 to
Host1 to be diverted.

i~# arp -a
root (172.16.93.98) at 08:806:27:d1:2b:8b [ether] on ethé

ubuntu-virtualBox (172.16.93.201) at 68:00:27:d1:2b:8b [ether] on ethe
gateway (172.16.93.1) at @c:fb:6f:f5:8c:00 [ether] on ethe

Figure 4.30: ARP table of Host1 after the MITM attack in a normal network.
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root@ubuntu-virtualBox: fhomefubuntu®# arp -a
kali (172.16.93.66) at 08:00:27:d1:2b:8b [ether] on enpbs3

_gateway (172.16.93.1) at Oc:fb:6F:f5:0c:00 [ether] on enpBs3
root (172.16.93.98) at 88:00:27:d1:2b:8b [ether] on enpds3

Figure 4.31: ARP table of Host2 after the MITM attack in a normal network.

Figure 4.32 shows the traffic capture for the MITM attacker. This indicates that the
attacker is now in the middle of the targeted hosts and can sniff the traffic between Host1
and Host2. There were four ICMP packets, two ICMP requests and two ICMP responses
generated with the same sequence number. Duplicate ICMP request and response packets
are due to the MITM attack as every request packet sent by Host 1 to Host 2 is first
received by the MITM attacker due to the successful spoofing of the IP and MAC address
of Host2. Similarly, every response packet from Host2 to Host1 is first received by the
MITM attacker since they have also spoofed the IP and MAC address of Host1. Therefore,
any traffic exchanged between these hosts in a normal network will pass through the

attacker affecting data confidentiality and integrity.
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000

ll‘ApMyadhpbyﬁuen“<CULb

£ | Bpression.. +

No. Time Source Destination Protocol Length Info

276.078167371  172.16.93.261 172.16.93.66 ICHP 98 Echo (ping) request 1d=6x0d54, seq=6/1536,
28 6.085509357  172.16.93.201 172.16.93.66 P 98 Echo (ping) request 1id=9xed54, seq=6/1536,
29 6.086481403  172.16.93.66 172.16.93.261 ICHP 98 Echo (ping) reply  id=8xeds4, seq=6/1536,
30 6.093504541  172.16.93.66 172.16.93.201 NP 98 Echo (ping) reply  id=0x0d54, seq=6/1536,
317.078672423  172.16.93.261 172.16.93.66 ICHP 98 Echo (ping) request id=8x0ds4, seq=7/1792,
327.081514760  172.16.93.201 172.16.93.66 0P 98 Echo (ping) request 1id=9x0d54, seq=7/1792,
337.082188638  172.16.93.66 172.16.93.261 IchP 98 Echo (ping) reply  id=6x0d54, seq=7/1792,
347.089461561  172.16.93.66 172.16.93.201 ICHP 98 Echo (ping) reply  id=8x0d54, seq=7/1792,
35 8.081297856  172.16.93.201 172.16.93.66 IcHP 98 Echo (ping) request id=9xed5d, seq=8/2048,
36 8.085481288  172.16.93.201 172.16.93.66 ICHP 98 Echo (ping) request 1id=8xd5d, seq=6/2048,
37 8.086422350  172.16.93.66 172.16.93.261 P 98 Echo (ping) reply  id=8xed54, seq=8/2048,
388.093470872  172.16.93.66 172.16.93.261 ICHP 98 Echo (ping) reply  id=0x0d54, seq=8/2048,
300.082234671  172.16.93.201 172.16.93.66 NP 98 Echo (ping) request 1id=0xed54, seq=0/2304,
40 9.082796097  172.16.93.201 172.16.93.66 IcHP 98 Echo (ping) request 1d=6x0d54, seq=9/2304,
419.084536517  172.16.93.66 172.16.93.261 0P 98 Echo (ping) reply  id=9x0d54, seq=9/2364,
429.099526191  172.16.93.66 172.16.93.261 cHP 98 Echo (ping) reply  id=8x6d5d, seq=9/2304,
43 10.016260760 PcsCompu_d1:2b:8b  PcsCompu_aa:f8:48  ARP 42 172.16.93.201 is at ©8:00:27:d1:2b:8b
44 10.010482193 PcsCompu_d1:2b:8b  PcsCompu_ad:be:52  ARP
45 10.082953926 172.16.93.201 172.16.93.66 ICHP 98 Echo (ping) request id=8xd5d, seq=18/2560,
46 10.083424750 172.16.93.201 172.16.93.66 cHP 98 Echo (ping) request 1id=0x0d54, seq=10/2560,
47 19.684751702 172.16.93.66 172.16.93.261 ICHP 98 Echo (ping) reply  id=8x8d54, seq=10/2560,
48 10.092854065 172.16.93.66 172.16.93.261 0P 98 Echo (ping) reply  id=0x0d54, seq=1/2560,
49 11.083707477 172.16.93.201 172.16.93.66 IchP 98 Echo (ping) request id=6x0d54, seq=11/2616,

Frame 26: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ®

Ethernet II, Src: PcsCompu_di:2b:8b (©8:00:27:d1:2b:8b), Dst: PcsCompu_ad:be:52 (88:00:27:ad:be:52)
Internet Protocol Version 4, Src: 172.16.93.66, Dst: 172.16.93.201

Internet Control Message Protocol

tt1=64 (no response found!)
tt1=64 (reply in 29)

tt1=64 (request in 28)
tt1=64

tt1=64 (no response found!)
tt1=64 (reply in 33)

tt1=64 (request in 32)
tt1=64

tt1=64 (no response found!)
tt1=64 (reply in 37)

ttl=64 (request in 36)
tt1=64

tt1=64 (no response found!)
tt1=64 (reply in 41)

ttl=64 (request in 40)
tt1=64

42172.16.93.66 is at 08:00:27:d1:2b:8b (duplicate use of 172.16.93.201 detected!)

tt1=64 (no response found!)
ttl=64 (reply in 47)
tt1=64 (request in 46)
tt1=64

tt1=64 (no response found!)

100 08 60 27 ad be 52 08 00
00 54 29 73 00 00 40 01
) 5d ¢9 60 00 16 84 od 54
00 00 e9 02 0f 66 60 60

Ready to load or capture

Q7

27d12bsbeseedsee 'R+ E A
3e 0a ac 10 5d 42 ac 16 T)s--@ > I8
00 85 5d ee cd 5e 60 60 ]-.. T ] A

00 00 10 11121314 15

Packets: 130 - Displayed: 130 (100.0%) - Dropped: 0(0.0%)  Profile: Default

Figure 4.32: Traffic capture for the MITM attacker in a normal network.
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4.3.3 Man-in-the-Middle Attack in a MACsec Protected Network

This subsection presents the results of a MITM attack against MACsec protected hosts.
Figure 4.33 shows the ARP table of Host1 before the MITM attack was executed. This ta-
ble contains the peer (Host2) IP address 10.10.12.2 and MAC address 08:00:27:ad:be:52.
Similarly, Figure 4.34 shows the ARP table of Host2 before the MITM attack was exe-
cuted. The ARP table contains the peer (Host1) IP address 10.10.12.1 and MAC address
08:00:27:aa:f8:48.

i
Hia

T (16.16.12.18) at @ 8:27:d1:2b:8b [ether] on ethe
7 (19.19.12.2) at o3 7:ad:be:52 [ether] on macsece

Figure 4.33: ARP table of MACsec protected Host1 before the MITM attack.

root@ubuntu-virtualBox: fhome fubuntu# arp -a
? (10.10.12.1) at 68:0 :aa:f8:48 [ether] on macsec®

? (10.16.12.106) at 08:00:27:d1:2b:8b [ether] on enpBs3

Figure 4.34: ARP table of MACsec protected Host2 before the MITM attack.

After the MITM attack against the MACsec protected hosts, the attacker was not able
to spoof its MAC address to the MAC addresses of the hosts. Figure 4.35 shows the
ARP table of Host1 after the MITM attack. This table contains the IP and MAC address
information of the peer (Host2). The MAC address of Host2 (08:00:27:ad:be:52) has not
changed as the attack was unsuccessful. Similarly, Figure 4.36 shows the ARP table of
Host2 after the MITM attack. The ARP table contains the IP and MAC address information
of the peer (Host1). The MAC address of Host1 (08:00:27:aa:f8:48) did not change as the
attack was unsuccessful due to MACsec protection. These results show that the attacker

cannot access information shared between MACsec protected hosts.

I

1~# arp -a

? (16.10.12.18) at 08:00:27:d1:2b:8b [ether] on ethd®
7 (19.10.12.2) at 08:00:27:ad:be:52 [ether] on macseca

Figure 4.35: ARP table of MACsec protected Host1 after the MITM attack.

Figure 4.37 shows the packet capture for the MITM attacker in a MACsec protected
network. There are no ICMP request or response packets shown since they were unable to
sniff the traffic exchanged between MACsec protected hosts. As discussed in Chapter 2, in

a MACsec protected network only authenticated peers which are part of the same secure
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root@ubuntu-virtualBox: fhome fubuntu®# arp -a
? (10.10.12.1) at 68:00: aa:f8:48 [ether] on macsece

? (10.10.12.10) at 08:00:27:d1:2b:8b [ether] on enpBs3

Figure 4.36: ARP table of MACsec protected Host2 after the MITM attack.

association can access the information. Therefore, the MITM attacker was not able to
spoof its MAC address for an MITM attack. As a result, data integrity and confidentiality
in MACsec protected networks cannot be compromised by an MITM attack.

maninthemiddle_attack_MACsec_protected_network peapng (- %]
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN O o RE aer» s =EaqqE

Apply a display filter ... <Ctrl-f> md 7| Expression.. *

No. Time Source Destination Protocol  Length Info
10.000000000 PcsCompu_d1:2b:8b  PcsCompu_aa:f8:48 42 10.10.12.2 is at 08:00:27:d1:2b:8b

20.000027140  PcsCompu_d1:2b:8b  PcsCompu_ad:be:52  ARP 42 10.10.12.1 is at ©8:00:27:d1:2b:8b (duplicate use of 10.10.12.2 detected!)
310.010289716 PcsCompu_d1:2b:8b  PcsCompu_aa:f8:48  ARP 42 10.10.12.2 is at ©8:60:27:d1:2b:8h

4 10.010314974 PcsCompu_d1:2b:8b  PcsCompu_ad:be:52  ARP 42 10.10.12.1 is at ©8:00:27:d1:2b:8b (duplicate use of 10.10.12.2 detected!)

(]

» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
» Ethernet II, Src: PcsCompu_d1:2b:8b (08:00:27:d1:2b:8b), Dst: PcsCompu_aa:f8:48 (08:00:27:aa:f8:48)
+ Address Resolution Protocol (reply)

88 06 27 aa fB 48 68 8@ 27 d1 Zb Bb ©8 86 68 61 Vol Tt
¢ 68 06 86 04 00 82 68 80 27 d1 2b 8b fa Ba Bc 62 't
| B8 00 27 aa T8 48 6a Ba Oc 01 '

O 7 Readyto load or capture

Packets: 4 Displayed: 4 (100.0%) Profile: Default

Figure 4.37: Traffic capture for the MITM attacker in a MACsec protected network.
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Chapter 5
Conclusion and Future Work

Network traffic is vulnerable to data tempering in the form of attacks such as Denial of
Service (DOS), replay, and Man-in-the-Middle (MITM) attacks. With the rapid increase
in data being shared electronically, the problem of protecting data confidentiality and
integrity has become very important. Thus, there is significant interest in security solu-
tions which can protect all network traffic at layer 2. Furthermore, there is a need for
a security solution that can provide end-to-end encryption of layer 2 data on Ethernet
links.

In this work, a layer 2 security standard defined in IEEE 802.1AE, Media Access
Control Security (MACsec), was implemented to secure traffic in Local Area Networks
(LANs) and Wide Area Networks (WANs). The network performance was evaluated with
and without MACsec to determine the additional overhead as a result of using MACsec.
MACsec was also configured in a network to protect against MITM attacks.

The network performance metrics used were average throughput, average latency,
average message rate, total number of bytes transmitted and received, average CPU
utilization, and average Round Trip Time (RTT). MACsec was implemented with and
without encryption and network performance was compared with that of a normal net-
work. The MACsec protected LAN without encryption had increased network overhead.
As a result, average throughput decreased by 7.85% and average latency increased by
2.64% in the LAN. In the WAN, average throughput decreased by 12.52% and average
latency increased by 9.09%. MACsec with encryption further degraded the network per-
formance due to the data encryption at the source and decryption at the destination.
When a normal LAN was compared with a MACsec protected LAN with encryption, av-
erage throughput decreased by 11.42% and average latency increased by 5.82%. When
a normal WAN was compared with a MACsec protected WAN with encryption, average
throughput decreased by 17.83% and average latency increased by 10.90%.
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Results were also obtained which show that MACsec can protect the network against
MITM attacks. An MITM attacker was not able to spoof the MAC address and sniff the
traffic exchanged between MACsec protected hosts. This is because MACsec provides
end-to-end encryption of the data transmitted and received in the LAN and WAN.

5.1 Future Work

In the future, MACsec can be enhanced by using encryption offset inside the MACsec
connectivity association to specify the number of octets in the MACsec encrypted frame to
be sent unencrypted. It can be useful to have specific octets such as IPv4 and IPv6 headers
in plain text for monitoring or security devices that are unable to handle encrypted traffic.
MACsec can also be used in clear tag mode to leave IEEE 802.1Q tags (VLAN tags) in plain
text for services such as Quality of Service (QoS) to apply network traffic prioritization
policies based on VLAN association. Moreover, an analysis can be conducted to determine
the effectiveness of MACsec in an enterprise network environment where other security

technologies such as IPsec and 802.1x are also configured.
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