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Abstract 
 

Due to the increase in the number of cyber security attacks and malicious behaviours, different 

sectors of society are required to mitigate the risk of being targeted by threat actors. Network 

Intrusion Detection Systems (NIDS) have become an essential part of most security strategies 

deployed in organizations as a protection layer for their network infrastructure. In this project, we 

analyze the performance of a graph-based unsupervised anomaly detection model that was 

developed at the Information Security and Object Technology (ISOT) Lab. The performance 

evaluation was conducted using a large public IDS evaluation dataset called CICIDS2017. This 

allowed confirming the performance results obtained in the original model evaluation that was 

conducted using a different dataset. Furthermore, by running the Zeek intrusion detection system 

(IDS) on the CICIDS2017 we were able to compare and contrast the graph-based anomaly detector 

against Zeek.  
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Chapter 1: Introduction 
 

1.1 Threat Landscape 
 

The number and sophistication cybersecurity incidents have been rising dramatically with the 

increase in digitalization in the last decade. While there are great benefits in a thriving economy 

however this exposes great vulnerabilities that can be exploited by bad actors [3]. People who are 

reliant on the Internet to do most of their activities e.g., remote working, health services, financial 

services, education and entertainment have migrated massively to the online setting for 

convenience. According to a report by the Government of Canada, cybercriminals with the 

motivation of financial gain represent the most pervasive cyber threat to Canadians [2] [1].   

Cyber threats are not limited only to one sector. Hackers have attempted to exploit vulnerabilities 

in underlying information communication systems in different sectors and the evolving threat 

landscape has a significant impact on communities [2]. The factors which have the most impact 

on the threat landscape include releasing new software with extra functionality, developing new 

hardware platforms, using cloud services, the emergence of zero-day vulnerabilities which give 

attackers new opportunities and global events like pandemics which change the lifestyle and 

operating standard of organizations. So, threat landscape analysis is very important for societies to 

anticipate security problems, take preventive measures and adopt proactive defense strategies.  

 

1.2 Project Objectives 
 

The Activity and Event Network (AEN) is a new graph model developed at the Information 

Security and Object Technology (ISOT) Lab that enables describing and analyzing continuously 

in real-time key security relevant information about the operations of networked systems and data 

centers. It relies on modern graph database technology to model and store the graph, and provides 

a series of threat detection mechanisms and methods. One such threat detection method consists 

of unsupervised anomaly detection using bits of meta rarity metric. The goal of the project is to 

assess the performance of the aforementioned detector and compare it with Zeek IDS, which is a 

well-known IDS.   A public dataset called CICIDS2017, is used in the evaluation. The 
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performance evaluation is done by computing and comparing standard metrics such as detection 

rate and false positive rate. By using a different dataset, the evaluation allows confirming the 

performance obtained in the original evaluation of the anomaly detector, which was carried out 

using the ISOT cloud IDS evaluation dataset.  

 

1.3 Report Outline 
 

The remaining chapters are structured as follows: Chapter 2 gives an overview of the AEN graph 

model and engine. An overview of an anomaly detector based on AEN is presented along with the 

Zeek IDS. Chapter 3 presents the experimental evaluation. Chapter 4 makes concluding remarks.  
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Chapter 2: Background 
 

2.1 AEN Graph Model 
 

The AEN model is a graph model developed at the Information Security and Object Technology 

(ISOT) Lab to identify various cyber attacks and suspicious patterns of behaviours by leveraging 

inputs from a variety of security relevant data sources, such as network traffic, system logs, IDSs, 

Antiviruses and firewalls. The AEN model is based on a dynamic uncertain multigraph model 

which captures and maintains over time various data items, which are leveraged to uncover attack 

incidence from seemingly unrelated events [14].  

The graph model has the following characteristics. Nodes are labeled and they can have several 

relationships simultaneously which means they can have several edges. Relationships have their 

own properties and a source and destination. All nodes, edges and attributes may continuously 

change through time. As relationships and nodes are uncertain so nodes, edges and their attributes 

are weighted by probabilities of existence [14]. 

Because the AEN model relies on inputs from different data sources, the graph engine 

(implementation) involves several sets of adaptors that enable transforming data from each source 

into a readable format for the model. In this project, two types of data sources are used: network 

packets in pcap format and intrusion alerts from Zeek IDS. On the one hand, an adaptor is needed 

to parse pcap data and extract appropriate features to build the graph. On the other hand, because 

Zeek IDS has a different format of alert data, it requires its own adaptor to extract and convert the 

data to build the graph [14]. 

Figure 2.1 shows a partial example of a visualized graph generated from processing the network 

traffic. This AEN graph contains a variety of nodes and edges. The underlying traffic contains both 

benign and malicious activities, e.g., the host 104.16.207.165 established several sessions to 

different IPs. This is the threat horizon layer of the graph that visualizes all nodes which have 

exchanged data. 
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Figure 2.1, A partial example of a visualized graph 

 

2.2 AEN Anomaly Detector 
 

Intrusion detection systems are classified as signature-based or anomaly-based. In signature-based 

detectors whenever an attack or malicious activity is detected, that traffic pattern is saved and 

programmed as a signature and used to detect future malicious traffic. While signature-based 

detection is good at detecting known attack patterns, it cannot detect novel attack types before 

corresponding signatures are added to the detector’s database. Anomaly detection consists of 

modeling normal behavior for the system and users, and tracking and reporting any deviation from 

the normalcy (i.e., anomaly) as an intrusion. There are three categories of anomaly detection 

schemes: supervised anomaly detection, semi-supervised anomaly detection, and unsupervised 

anomaly detection [13].  



6 
 

Supervised anomaly detection requires having labeled training data for model construction and 

testing; the data is labeled as legitimate or an attack. Semi-supervised anomaly detection uses only 

legitimate samples for model construction, and testing is done using both legitimate and attack 

data. Unsupervised anomaly detection does not require a labeled dataset for training. Actually, 

there is no training phase. The constructed model is tested directly on the test data.  

One of the detectors provided by the AEN graph engine is an unsupervised anomaly detector that 

is based on the bit of meta rarity concept. Anomalous occurrences are rare events, uncommon 

events or different events [12] [13]. Tandon and Chan model the rarity of an incident, by defining 

a model with probability density distribution of values and errors. A bits of rarity-based anomaly 

score of event x has been defined as following formula with the probability density ƒ [12]:  

 

To stabilize the computations and distribute the right probabilities the log-scale transformation of 

score has been used in this formula. The negative sign gives a higher anomaly score to more 

separated events. 

Being only distinct events is not considered anomalies without defining a threshold to find the 

likelihood of belonging to a model or distribution.  

The performance of anomaly detection is based on the false alarm rate and detection rate [12]. In 

operating an anomaly detector considering how many false alarms are generated is critical. Any 

algorithm used in such a detector must involve strategies to mitigate triggering false alarms by 

enhancing the quality of anomaly score.  

The AEN anomaly detection model involves a wide range of features extracted from the AEN 

graph elements (i.e. node and edge attributes). Specifically, two groups of features based on 

session data and authentication data are defined are extracted. Examples of session features include 

session velocity, session source size, length of sessions, ratio of session size, etc.  Examples of 

features based on authentication data include unique usernames, unique password failures, unique 

source username, username dispersion per source, etc.  
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The detection involves computing statistical distributions based on the graphical model of network 

activity and events, and deriving the anomaly scores of events by applying the bits of meta rarity 

to the aforementioned feature model and underlying distributions. 

 

2.3 Zeek IDS 
 

To monitor a network for abnormal activity or any security violations, organizations use intrusion 

detection systems (IDS) as hardware tools or software applications. There are different kinds of 

IDSs based on the environment requirements; the two most common ones are network intrusion 

detection systems (NIDS) which are used for monitoring network traffic and Host-based intrusion 

detection systems (HIDS) which are used for monitoring local applications and operating systems. 

Another classification for IDSs is based on their capability to detect malicious activity as signature-

based detection and anomaly-based detection. In signature-based detection IDS, patterns of known 

malicious traffic are predefined as signatures, which are used to trigger alerts once a match to 

those signatures is observed. Anomaly-based IDS mostly relies on baselines by comparing ongoing 

activity with the statistical average of previous activities to expose unusual occurrences as possible 

intrusions [10].  

 Zeek, previously known as Bro, is a network traffic monitoring platform that was developed in 

1994 by Vem Paxson of the International Computer Science Institute (ICSI) 's Center for Internet 

Research (ICIR). Because over the years more research had been done and incorporated in the 

platform, the ICSI team changed the name of the platform from BRO to Zeek. Zeek can be used 

for both network security monitoring (NSM) and as a network intrusion detection system. The 

platform has been written in C++ language and supports different operating systems such as Linux, 

FreeBSD and MacOS [6] [15]. Zeek can be used for both signature-based and anomaly-based 

intrusion detection. Zeek captures and logs the network traffic on monitored devices. The captured 

traffic can be analyzed manually or using tools like security and information event management 

system (SIEM). It has built-in functionality for doing detection and analysis, it can interface to 

external registries to detect malware, web application attacks, SSH brute-forcing, etc. Key features 

of Zeek include customizability, resilience and flexibility, efficiency, and support for stateful and 

in-depth analysis [15]. It can rebuild an established connection between two endpoints by 
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maintaining comprehensive state information. It provides support for the analysis of a variety of 

application protocols such as HTTP, SMTP and DNS and implements retransmitting of the data 

stream on the transport layer through TCP connections. It is possible to see Zeek as a modern 

signature-based intrusion detection system as it has scripting language features that give extended 

opportunities to define signatures and detect abnormal and malicious behaviors [15].  

Zeek’s design is aimed at efficient operation for large and high-speed networks and attack 

resistance [8]. So, to meet these goals Zeek involves a layered architecture as shown in Figure 2.2. 

The architecture includes Zeek’s management framework and a central management interface for 

accessing logs [5]. Zeek provides an analysis engine that can convert the captured traffic into 

events. Another component of Zeek is the policy script interpreter which supports a variety of 

application layer protocols and can be used for both offline and real time analysis.  

 

 

Figure 2.2, Zeek Architecture [15] 

 

After generating a stream of events, the generated stream is passed to the policy layer. To execute 

the stream of events the policy layer relies on the script interpreter which is written in Zeek’s 

scripting language to express its security policies. Zeek’s scripting language enables customizing 

Zeek’s functionality to meet specific network requirements. Generally, a script has 3 sections: 1) 

base level contains the libraries, 2) formatted section explains the construction of specific event, 

3) formatted section defines the variables.  
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Chapter 3: Experimental Evaluation 

 

3.1 Dataset 
 

The dataset used in this project is a public dataset called CICIDS2017, which was released by the 

Canadian Institute for Cybersecurity (CIC) at the University of New Brunswick (UNB). The 

dataset contains both benign samples and a wide range of attacks, such as password cracking, 

denial of service (DOS), distributed denial of service (DDoS), SQL injection, cross-site scripting, 

port scan, botnet, etc. The capture of the data occurred from Monday July 3, 2017 to Friday July 

7, 2017, 9 am to 5 pm [4]. The dataset contains data in the format of pcap, labeled flows and CSV 

based on timestamps. Each day involves different traffic and attacks as shown in table 3.1. Table 

3.2 shows a breakdown of the malicious traffic per attack type and the list of IP addresses involved 

in these attacks. 

 

Days Attacks 

Monday Benign traffic 

Tuesday Brute Force, FTP, SSH 

Wednesday 

 

Dos/DDos, Dos slowloris, dos slowhttptest, Dos Hulk, Dos 

GoldenEye, Heartbleed 

Thursday Web and Infiltration Attack- Brute Force Web Attack-XSS, Sql 

Injection, DropBox Download 

Friday Botnet Ares, Port scan, firewall rules off, DDoS LOIT 

 

Table 3.1, CIC-IDS2017 Dataset’s attacks per day 
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Attacks Number of Records Malicious IPs 

DDoS 128027 192.168.10.50 

172.16.0.1 

192.168.10.12 

192.168.10.14 

192.168.10.15 

192.168.10.17 

192.168.10.5 

192.168.10.8 

192.168.10.9 

205.174.165.73 

172.16.0.1 

52.6.13.28 

52.7.235.158 

Port Scan 158930 

Bot 1966 

Infiltration 36 

Web Attack - Brute 

force 

1507 

Web Attack- Sql 

Injection 

21 

Web Attack - XSS 652 

Dos - Goldeneye 10293 

Dos - Hulk 231073 

Dos - Slowloris 5796 

Dos - Slowhttptest 5499 

Heartbleed 11 

FTP - Patator 7938 

SSH - Patator 5897 

Benign 2084030 
 

Table 3.2, Number of records per attack and list of malicious IPs involved in the attacks 
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3.2 Performance Metrics 
 

The evaluation of the intrusion detection models considered in the project is done by measuring 

their effectiveness in distinguishing between malicious and non-malicious records. This involves 

measuring metrics like True Positive (TP), True Negative (TN), False Positive (FP) and False 

Negative (FN). 

A false positive occurs when the IDS generates an alert even though there is no related malicious 

activity [18]. A false negative occurs when the IDS fails to trigger an alert while there is an 

intrusion. A true positive is the correct detection of malicious activity. A true negative is when no 

alert is triggered for legitimate activities. Accuracy (AC) is obtained from the above metrics as 

follow [16]: 

Accuracy=  
𝑇𝑁+𝑇𝑃

𝑇𝑃+𝑇𝑁+𝐹𝑁+𝐹𝑃
  

Following the tradition in the IDS literature, we compute the detection rate (DR), which 

corresponds to the TP rate and the false positive rate (FPR), which are defined as follows:  

DR= 
Number of attack instances detected

Total number of attack instances
 = 

𝑇𝑃

𝑇𝑃+𝐹𝑁
 

 

FPR= 
Number of normal instances detected as alerts

Total number of normal instances
 = 

𝐹𝑃

𝐹𝑃+𝑇𝑁
 

 

3.3 Experiments Procedure and Results 
 

3.3.1 Approach 
 

Our general approach consists of running separately each of the detector on the dataset, 

comparing the generated (classification) outputs or alerts against the labels from the dataset, and 

calculating accordingly the performance metrics.  
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3.3.2 Evaluation based on Zeek 
 

We used captured packets in PCAP format in the CICIDS2017 dataset and Zeek revision 4.0 has 

been installed. In this project, we run on packets using different scripts as policies to help detect 

the attacks. Zeek has several predefined scripts to track the traffic as a base policy. During 

installation, some default Zeek’s script packages are loaded in the base directory. Additionally, for 

more functionality and better attack coverage, we used several customized policies as shown in 

Table 3.3. 

 

Policies Description 

policy/misc/scan.zeek 
 

Detect Scan::Address_Scan & Scan::Port_Scan 

policy/protocols/ftp/detect-
bruteforcing.zeek 

Detect FTP::Bruteforcing & 
FTP::Site_Exec_Success 

policy/protocols/ftp/detect.zeek Indicates that a successful response to a “SITE 
EXEC”  

policy/protocols/http/detect-sqli.zeek Detect HTTP::SQL_Injection_Attacker &                  
HTTP::SQL_Injection_Victim 

 policy/protocols/dns/detect-external-
names.zeek 

Detect DNS::External_Name  

policy/protocols/smtp/blocklists.zeek  Detect SMTP::Blocklist_Error_Message & 
SMTP::Blocklist_Blocked_Host 
SMTP::Suspicious_Origination 

policy/protocols/ssh/detect-
bruteforcing.zeek 

Detect SSH::Password_Guessing 
SSH::Login_By_Password_Guesser 
SSH::Watched_Country_Login 
SSH::Interesting_Hostname_Login 

policy/protocols/ssl/expiring-certs.zeek Detect SSL::Certificate_Expired 
SSL::Certificate_Not_Valid_Yet 
 

policy/protocols/ssl/heartbleed.zeek Detect Heartbleed::SSL_Heartbeat_Attack 
Heartbleed::SSL_Heartbeat_Attack_Success 
Heartbleed::SSL_Heartbeat_Many_Requests 

policy/protocols/ssl/validate-certs.zeek Detect SSL::Invalid_Server_Cert & 
SSL::Invalid_Ocsp_Response 

policy/misc/capture-loss.zeek Detect CaptureLoss::Too_Much_Loss & 
CaptureLoss::Too_Little_Traffic 

Table 3.3. Zeek’s Customized Policies used in addition to the base policy in the project 
 

 

https://docs.zeek.org/en/master/scripts/policy/protocols/ftp/detect-bruteforcing.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ftp/detect-bruteforcing.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ftp/detect.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/http/detect-sqli.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/dns/detect-external-names.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/dns/detect-external-names.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/smtp/blocklists.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ssh/detect-bruteforcing.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ssh/detect-bruteforcing.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ssl/expiring-certs.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ssl/heartbleed.zeek.html
https://docs.zeek.org/en/master/scripts/policy/protocols/ssl/validate-certs.zeek.html
https://docs.zeek.org/en/master/scripts/policy/misc/capture-loss.zeek.html


13 
 

Figure 3.1 shows the log generated from running Zeek on the dataset. 

 

Figure 3.1. Log files generated from running Zeek on the dataset 

   

Some of these logs are generated from default base policies such as unknown-protocol.log which 

shows protocols that are unknown to Zeek, while others are created from customized policies such 

as ftp.log. Noticeable among the logs are conn. logs which show all ICMP/TCP/UDP connections, 

ftp/ssh/http/DNS/smtp/Mysql logs which show connections related to these protocols and 

notice.log which is a log of all alerts and malicious behaviors detected by Zeek IDS. 

Between these logs, for this project, we considered the notice.log file which has the alerts generated 

from the dataset. 
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Figures 3.2 to 3.6 show the results for different days. As an example, Figure 3.2 shows the 

notice.log file for Monday's data in the CICIDS2017 dataset. Each record in the log consists of 

the timestamp (ts), the unit identifier (uid), the identifier of the original host (id_org_h), the 

identifier of original protocol (id_orig_p), the identifier of respond host ( id_resp_h), the 

identifier of respond protocol ( id_resp_p), protocol (proto), messages, the source IP address 

(src), the destination IP address (dst)  and the destination port (p). 

Monday 

 

 

Figure 3.2. Notice log file, Monday 
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Tuesday 

 

 

 

 

 

 

Figure 3.3. Notice log file, Tuesday 
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Wednesday 

 

 

 

 

Figure 3.4. Notice log file, Wednesday 

Thursday 
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Figure 3.5. Notice log file, Thursday 

Friday 

 

 

 

 

Figure 3.6. Notice log file, Friday 
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Based on the number of attack instances detected by Zeek IDS and by comparing with the labeled 

data items we determine the number of true positive, false positive, true negative and false negative 

which are listed in Table 3.4.   

 

Days TP TN FP FN 

Monday 0 529563 355 0 

Tuesday 2 431878 196 13833 

Wednesday 12 439806 225 252660 

Thursday 1 412590 216 2215 

Friday 185 351273 40 160714 

 

Table 3.4, Total number of TP, TN, FP, and FN obtained by running Zeek on the dataset for each day 

 

 

Days Accuracy 

(%) 

DR (%) FPR (%) 

Monday 99.33 N/A 0.0669 

Tuesday 96.85 0.0144 0.0459 

Wednesday 63.49 0.0047 0.0374 

Thursday 99.47 0.0451 0.0472 

Friday 68.61 0.1149 0.0113 

Average  85.55 0.0358 0.0417 

 

Table 3.5, Zeek’s Accuracy, DR and FPR per day and average, in % 
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The results show low FPR but also very low DR values. The low DR value indicate the inability 

of Zeek to detect various attack types. In a sense, this is not surprising, since is primarily a 

signature-based detector. The ability of such a detector is limited by the availability of signatures 

for different types of attacks.  

Before uploading the notice log files to the AEN graph we need to have a graph-serialized version 

of these files.  This is obtained by running on the log files a dedicated parser that comes with the 

AEN graph engine. We used the graph engine to generate a distribution file that parsed our 

notice.log files to a serialized graph in JSON format. Due to the extremely large size of the graph, 

visualization of the full graph is not provided.  Figure 3.7 shows a subset of one day, serialized 

graph created from Zeek notice log.  

 

   

Figure 3.7. Node elements from serialized AEN Graph 

 

Figure 3.8 shows a subset of the visualized graph based on the the Zeek log file for Friday data. 
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Figure 3.8 Subset of of AEN Graph based on Zeek log file for Friday 

 

This Graph shows a variety of nodes labeled as Host, IP, Organization, Domain, IP_range 

locations and their properties. 

3.3.3 Evaluation Using the AEN Anomaly Detector 
 

The AEN anomaly detection model takes as input JSON files. So as a first step we parsed the 

captured packet data from pcap format to JSON. To use our file in this system customized scripts 

have been used as shown in figure 3.9. 
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Figure 3.9 Scripts used in Anomaly detection to read the JSON file 

 

After running the detector, it checks the graph to find suspicious IP addresses. Table 3.6 shows 

the results of each day from running the anomaly detector. 
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Days Anomaly IPs Labelled 

Malicious IPs 

Monday '192.168.10.51', '192.168.10.9', '23.217.36.24', 

'172.217.12.147', '8.254.250.126', '104.97.95.20', 

'192.168.10.15', '192.168.10.25', '38.122.35.86', 

'192.168.10.8', '192. 

168.10.16', '192.168.10.14', '192.168.10.17', '192.168.10.5', 

'8.253.185.121', '192.168.10.12', '23.50.69.163', 

'192.168.10.19', '40.77.224.145', '216.6.81.22', '192.168.10.3', 

'192.168.1 

0.50' 

Benign 

Tuesday 

 

'192.168.10.50', '192.168.10.14', '192.168.10.25', 

'77.238.121.220', '192.168.10.16', '192.168.10.12', 

'192.168.10.19', '192.168.10.9', '192.168.10.3', '172.16.0.1', 

'192. 

168.10.15', '192.168.10.17', '192.168.10.8', '192.168.10.51', 

'192.168.10.5', '65.52.108.232' 

172.16.0.1, 

192.168.10.50,  

Wednesday 

 

'216.6.81.22', '192.168.10.15', '192.168.10.14', '192.168.10.8', 

'192.168.10.19', '192.168.10.17', '198.252.206.25', 

'192.168.10.12', '192.168.10.5', '188 

.92.40.81', '192.168.10.16', '192.168.10.1', '192.168.10.9', 

'40.83.143.209', '192.168.10.25', '192.168.10.3', 

'54.241.242.218', '172.16.0.1', '212.45.97.31', '192.168.10.50', 

'148.251.17 

9.14' 

172.16.0.1, 

192.168.10.50, 

192.168.10.51 

 

Table 3.6. Suspicious IP address detected by the AEN anomaly detector 
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Days Anomaly IPs Labelled 

Malicious IPs 

Thursday 

 

'156.154.202.36', '172.16.0.1', '198.8.70.211', '216.6.81.22', 

'162.248.16.28', '192.168.10.1', '192.168.10.3', 

'192.168.10.14', '63.251.98.12', '192.168.10.17', '192.168. 

10.16', '192.168.10.51', '192.168.10.25', '192.168.10.50', 

'192.168.10.19', '205.174.165.65', '8.41.222.241', 

'192.168.10.9', '74.117.199.102', '198.211.102.20', 

'192.168.10.5', '199.244. 

49.56', '192.132.33.27', '77.238.121.220', '192.168.10.8', 

'188.92.40.81', '109.201.130.58', '199.187.193.1', 

'192.168.10.15', '192.168.10.12' 

192.168.10.8, 

205.174.165.73, 

172.16.0.1, 

192.168.10.50,  

 

  

Friday 

 

'192.168.10.3', '172.16.0.2', '192.168.10.14', '192.168.10.50', 

'192.168.10.1', '192.168.10.12', '192.168.10.9', '172.16.0.1', 

'192.168.10.16', '192.243.250.68', '192.168. 

10.17', '131.253.34.246', '188.92.40.81', '74.118.186.127', 

'192.168.10.15', '216.6.81.22', '209.15.36.34', 

'109.201.130.57', '77.238.121.220', '192.168.10.19', 

'109.201.130.58', '153.120 

.128.154', '192.168.10.51', '192.168.10.25', '192.168.10.8', 

'192.168.10.5', '210.14.132.70' 

192.168.10.12, 

192.168.10.14, 

192.168.10.15, 

192.168.10.17, 

192.168.10.5, 

192.168.10.8, 

192.168.10.9, 

205.174.165.73, 

52.6.13.28, 

52.7.235.158, 

 

Table 3.6. continue Suspicious IP address detected by the AEN anomaly detector 

 

To evaluate the anomaly detector, we calculated the detection rate by computing the ratio between 

the number of suspicious IPs detected by the detector and the total number of labeled malicious 

IPs. We computed the false positive rate by computing the ratio between the number of falsely 

reported malicious IPs and total the number of benign IPs. Table 3.7 shows the number of IPs in 

the dataset and their categories. 
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Number of source IPs 1024 

Number of malicious IPs 13 

Number of benign IPs 1011 
 

Table 3.7. Number of IP addresses in the dataset by category 

 

 Table 3.8 shows the calculated false positive rate per day for the AEN anomaly detector 

 

Days Accuracy 

(%) 

Detection Rate 

(%) 

FPR 

(%) 

Monday 97.85 N/A 2.14 

Tuesday 98.63 50 1.36 

Wednesday 98.04 66 1.85 

Thursday 97.26 75 2.63 

Friday 97.55 60 2.05 

Average 97.86 50.20 2.006 

 

Table 3.8. Accuracy, Detection rate and FPR per day for AEN Anomaly Detector, in percentage 

 

 

 

3.3.4 Discussions 
 

In a previous evaluation of the AEN anomaly detector using the ISOT cloud intrusion detection 

(ISOT CID) dataset [17], the following performance results were obtained: DR=85% and 

FPR=17.2%. As shown above, the evaluation results obtained in the project based on the 

CICIDS2017 dataset consist of DR=50.20% and FPR=2.006%. In both cases, relatively high DR 

is achieved which underscores the strong ability of the AEN detector to detect various attacks. 
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The FPR is slightly higher with the ISOT CID compared to CICIDS2017; this could be 

explained by the nature of the benign samples in the former dataset: possibly more complex 

benign usage scenarios were involved in this dataset.  

Table 3.9 shows the attacks detected by Zeek and the AEN Anomaly detector based on the 

CICIDS2017 dataset. It is clear that the anomaly detector detects a much broader range of attack 

vectors. However, based on the performance results obtained before, this comes at the cost of a 

greater number false positive.  

 

Attacks Zeek IDS AEN Anomaly Detector 

DDoS  ✓ 

Port Scan ✓  

Bot  ✓ 

Infiltration   

Web Attack - 

brute force 

 ✓ 

Web Attack- Sql 

Injection 

✓ ✓ 

Web Attack - 

XSS 

 ✓ 

Dos - GoldenEye  ✓ 

Dos - Hulk  ✓ 

Dos - Slowloris  ✓ 

Dos - 

Slowhttptest 

 ✓ 

Heartbleed ✓  

FTP - Patator ✓ ✓ 

SSH - Patator ✓ ✓ 

 

Table 3.9, The attacks detected by Zeek or AEN Anomaly Detector 
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There are a few overlaps among the attacks detected by the detectors, while some of the attacks 

are detected by one detector and not by the other, and vice-versa. This indicates that a combination 

of both detectors in a hybrid detection could result in an improved detection scheme which can 

compensate the shortcomings of the individual detectors.   
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Chapter 4: Conclusion 
 

As the number of data breaches has increased dramatically in the last decades, there is a compelling 

requirement for deploying the best techniques and choosing the best detection and prevention tools 

to protect cyber infrastructures. Since a wide variety of IDSs are currently available, commercial 

or open-source, network-based or host-based, it is important to have a better understanding of their 

performability. In this project, we studied the performance of the AEN graph-based anomaly 

detector and compared it with the Zeek IDS. An evaluation was conducted using a large public 

benchmark dataset. The results consist of an accuracy of 82.19%, DR=0.0358% and FPR=0.0417 

% for Zeek, and an accuracy of 97.86%, DR=50.20% and FPR=2.006% for the AEN anomaly 

detector.  

IDS Accuracy DR FPR 

Zeek 82.19 0.0358 0.0417 

AEN Anomaly Detector 97.86 50.20 2.006 

 

Table 3.10, Comparison of Zeek and AEN anomaly detector, in (%) 

 

These results show that the   AEN anomaly detector achieves a better detection rate compared to 

Zeek, although this comes a slightly higher FPR. Even though the AEN anomaly detector, as an 

unsupervised detector, is desirable because it does not require any training set or prior knowledge, 

it has a greater capability for detecting novel attack patterns. Furthermore, as a graph-based model, 

the AEN detector provides inherently the ability to visualize the output for further analysis and 

avoid wasting lots of time on raw data.  The underlying graph uses generated alerts to determine 

and identify an attack path.  

The performance results also highlight the fact that both detectors have different strengths and 

weaknesses, with a favorable edge for the AEN anomaly detector.  Future work may consist of 

combining both detectors through a hybrid model that will minimize the overall weaknesses and 

magnify the detection strengths. 

Furthermore, as aforementioned, we noticed a gap in the FPR values obtained by running the AEN 

detector on the CICIDS2017 and ISOT CID datasets. Future work may consist of conducting 
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thorough error analysis to study the exposed shortcomings and provide adequate solutions to 

improve the accuracy of the detector.    

Overall, choosing the best IDS depends on a comprehensive understanding of the risks the network 

faces, the capability of defining and customizing the rules and their detection rate based on the 

streams of traffic. 
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