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ABSTRACT 

Various techniques have been proposed in different literature to analyze biometric 

samples collected from individuals. However, not a lot of attention has been paid to 

the inverse problem, which consists of synthesizing artificial biometric samples that 

can be used for testing existing biometric systems or protecting them against 

forgeries. This thesis presents a framework for mouse dynamics biometrics synthesis. 

Mouse dynamics biometric is a behavioral biometric technology, which allows user 

recognition based on the actions received from the mouse input device while 

interacting with a graphical user interface. The proposed inverse biometric model 

learns from random raw samples collected from real users and then creates synthetic 

mouse actions for artificial users. The generated mouse actions have behavioral 

properties similar to real mouse actions but at the same time they possess their own 

behavior. This is shown through various comparisons of behavioral metrics as well as 

a Kolmogorov-Smirnov test. We also show through a 2-fold cross validation test that 

by submitting sample synthetic data to an existing mouse biometrics analysis model 

we achieve comparable performance results as when the model is applied to real 

mouse data. 
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CChhaapptteerr  11..   
 
 
IINNTTRROODDUUCCTTIIOONN  

11..11  CCoonntteexxtt  

With the rising number of hacking incidents and identity theft, the demand for 

strengthened security in networked environments is ever increasing. Simply having a 

password protected system is just not good enough these days. As a result, new 

methods are being developed to restrict user access as well as to protect the 

confidentiality and integrity of important data in various computer systems. One of 

these approaches is biometrics. Biometric recognition systems are widely used in 

various security applications, and are considered among the most accurate and 

efficient security systems in the market. In the Oxford dictionary, a generic definition 

of biometrics is given as “the application of statistical analysis to biological data” 

[20]. In the particular field of computer security, biometrics is defined as “the 

automated use of a collection of factors describing human behavioral or physiological 

characteristics to establish or verify a precise identity” [16].  

From finger-print scanning to voice recognition, biometrics is becoming a popular 

choice for enhancing the security of many computer systems. Unfortunately, a 

common limitation of most biometric systems is their reliance on special hardware 

devices for biometric data collection. Although a few computer vendors have started 

integrating biometric readers in their products, an overwhelming number of machines 

are still not equipped with such special hardware devices. This restricts the scope of 
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traditional biometrics systems to only networks or organizations where these devices 

are available. Thus, they are insufficient for securing computer systems for 

organizations that conduct business with a large and varied population over the 

Internet. This is where Mouse Dynamics, in other words, Mouse Actions, come into 

play. Behavioral biometrics based on mouse or keystroke dynamics represent some 

interesting alternatives, which address the above shortcomings since they can be 

implemented and collected using standard human-computer interaction devices 

readily available at any modern computing system.  

The mouse dynamics biometric is a new biometric technology which has recently 

been developed in our lab for computer user recognition based on the way a user uses 

his/her mouse [1, 2, and 3].  Previous work on mouse dynamics has been limited 

mainly to improving the design of user interfaces [19, 26]. In our research, we target 

the biometric identification problem by focusing on extracting the behavioral features 

related to the mouse movements of a user and using these features for enhancing 

computer security. 

The mouse dynamics biometric involves a signature that is based on selected mouse 

movement characteristics. These characteristics are computed using statistical 

techniques as well as using neural networks. One of its key strength compared to 

traditional biometric technologies is that it allows dynamic and passive user 

monitoring. As such it can be used to track reliably and continuously legitimate and 

illegitimate users throughout computing sessions. Unlike traditional biometrics 

systems, Mouse Dynamics biometrics might not be appropriate for static 

authentication at the beginning of a session (e.g., login) since the data capturing 
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process could take some time. This could be achieved, however, by requiring the user 

to perform specific tasks through a specially designed graphical user interface before 

granting access. Mouse dynamics biometrics could also be effective for dynamic 

authentication or identity confirmation in cases where the actions of an active user 

raise some suspicions. Besides these possible applications, we think that the most 

suitable use of mouse dynamics biometrics is for continuous monitoring applications 

such as detecting masqueraders in intrusion detection, or establishing the identity of 

perpetrators in digital forensics analysis. Mouse dynamics biometrics could also be 

used to generate and recognize electronic signatures in e-commerce transactions.  

So far the technology has been evaluated experimentally with 22 human participants 

achieving an equal error rate (False Rejection and False Acceptance) of about 2.46% 

[1, 3].  

11..22  RReesseeaarrcchh  PPrroobblleemm  

Although the results achieved can be considered meaningful, it is essential to test the 

biometric recognition system against a larger number of human users. Attracting 

human users, however, for such kind of experiments, is an uphill battle. Due to 

privacy as well as legal issues it is a real challenge to find volunteers to carry out a 

wide test in order to determine the error rates for our research. The situation is even 

worse with passive monitoring systems like ours, which require collecting several 

hours or days of test data, and may involve participants installing a data collection 

software module on their personal computers. This is unlike traditional biometric 

systems such as fingerprints or keystrokes based on fixed-text, where few test 

samples per individual are required and can be collected quickly and easily. Hence, 
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the problem boils down to having enough users to thoroughly test the analyzer 

(biometric recognition system) and ultimately determine whether it is successfully 

able to identify users or needs to be improved. 

11..33  GGeenneerraall  AApppprrooaacchh  

Similar to other biometric technologies, a possible solution to the above-mentioned 

challenge is to have a simulator. In other words, the idea is to develop an inverse 

biometric model for mouse dynamics based on the raw human data collected from 

real users. Inverse biometrics consists of the synthesis of artificial biometric samples 

that can be used for testing existing biometric systems or protecting them against 

forgeries [30]. Biometric synthesis is the inverse problem of biometric analysis, 

which involves collecting and processing biometric samples from human users and 

then simulating those to achieve the same purpose (see Figure 1-1).  

 

Figure 1-1: General Simulation Process 

 
By developing an inverse mouse dynamics biometric model we can generate 

synthetic raw biometric data that mimics real data. The challenge here is to design a 

model that is able to simulate real data with as much accuracy as possible. Building 

an Inverse Biometric model to simulate mouse movements requires the study of 

different factors and then recognizing a pattern to be able to successfully imitate the 
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acquired biometric information. Once we have a reliable model for simulation, we 

can thoroughly test our analyzer with as many users as we like until we are able to 

produce a satisfactory result. In other words, we need to test our analyzer and reduce 

the error rate until it satisfies the commercial standards. The advantage of having a 

simulator is that we can test the recognition system against any type of data we like - 

extreme data, normal data - we can even inject noise while testing, to determine how 

well the biometric system is able to cope with different scenarios and different types 

of data. This will provide us with better understanding of user behavior and allow us 

to improve the performance of the biometric recognition system. 

11..44  CCoonnttrriibbuuttiioonnss  

The main contribution of this research is an inverse biometric model that can be used 

to generate realistic mouse actions in order to test and improve technologies based on 

mouse dynamics biometrics. Towards this end, the model has been evaluated to 

ensure that the generated synthetic mouse actions indeed mimic real mouse actions 

and possess human-like behavior. The model has also been implemented in the form 

of a tool called SMAG (Synthetic Mouse Action Generator) that can be used by 

researchers to create an infinite number of artificial users and inject different behavior 

into the mouse actions of each user. Aside from this, another important contribution 

that was made towards the research of forward mouse dynamics biometrics was the 

implementation of the mouse dynamics biometric model as a client-server application 

called BioTracker. 
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11..55  TThheessiiss  OOuuttlliinnee  

The rest of this document is composed of the following chapters: 

Chapter 2: Related Work 

In this chapter we present other areas of research related to inverse biometrics and 

discuss whether or not they can be applied to mouse dynamics. Since mouse 

dynamics is a recent addition to biometrics, it is a challenge to find similar work. 

However, there are certain general principles that can be borrowed from other 

biometric models and utilized for mouse dynamics biometrics synthesis. 

Chapter 3: Mouse Dynamics Background 

This chapter explains the basics of Mouse Dynamics, the biometric analysis 

framework on which the inverse biometric model is based. Our lab is one of the 

pioneers in this field, and as such we have done considerable research that 

comprehensively establishes the mouse dynamics biometrics. This chapter essentially 

summarizes all the work that has been done up to this point.  

Chapter 4: Mouse Dynamics Simulation Model 

This chapter is the core of the thesis and discusses the inverse biometric model in 

great detail. It further elaborates on the results collected from analyzing the attributes 

of the raw mouse data. It also elucidates the process of simulation and the structure & 

workings of each of the modules involved in the architecture of the inverse biometric 

model. 

Chapter 5: Evaluation 

Evaluating the findings is of coarse an essential part of the research work. In this 

chapter we describe the different types of evaluation methods used to validate the 
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synthetic data and discuss corresponding results. Since this is an innovative area, we 

had to devise some new validation techniques to ensure thorough resemblance of the 

synthetic data to the real data. 

Chapter 6: Implementation 

This chapter presents the tool that implements the inverse biometric model. It is 

essentially a simulator that can be used to generate synthetic mouse actions. The tool 

provides features for adding behavior to the actions, analyzing actions and saving 

them to files. 

Chapter 7: Concluding Remarks 

Finally, we conclude by summarizing the results of the research and mentioning any 

future work that can be pursued for further investigation and enhancements. There are 

actually some intriguing questions that arise from the research; this chapter discusses 

such questions as well. 
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CChhaapptteerr  22..    
  
  
RREELLAATTEEDD  WWOORRKK  

There are numerous biometric technologies that are currently available in the market. 

Technologies such as fingerprint identification, facial reconstruction, voice 

identification and speech recognition have improved a lot over the years. An 

extensive amount of research work has been done on these sorts of technologies, not 

just in terms of analysis but also in terms of synthesis and simulation [31]. However, 

when it comes to mouse dynamics, not a whole lot has been studied. In fact, 

biometrics based on mouse dynamics, is a fairly new concept and has only recently 

gained interest in the field of security, mainly due to the efforts of our research lab. 

Hence, finding work related to mouse dynamics reproduction is quite a challenge.  

What we will try to do in this chapter is look at the approach taken by other biometric 

technologies for simulation. Some of these techniques will be selected and applied to 

the simulation of mouse dynamics.  

22..11  BBrriieeff  HHiissttoorryy  ooff  BBiioommeettrriiccss  

From the futuristic images that we see in the movies today, we might think that 

biometrics is a modern-day technology, but in fact, the principles behind the 

technology can actually be traced right back to Egyptian times. During that period in 

history, workers building the great pyramids were not only identified by their name, 

but also by their physical size, face shape, complexion and other noticeable features, 

such as scars [4, 10]. The Pharaohs of ancient Egypt would also authenticate decrees 
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by adding their thumbprint to a document along with their signature [17, 18]. The 

Egyptians were clearly ahead of their time, as very little development in the field of 

biometrics occurred for the next four thousand years. It was only in the late 1800s that 

people started to develop systems that used the fingerprint and other bodily 

characteristics in order to identify individuals. 

For example, in 1880, Henry Faulds, a Scottish doctor living in Japan, published his 

thoughts on the variety and uniqueness of fingerprints, suggesting that they could be 

used for the identification of criminals [17, 28]. Meanwhile, in 1900, the important 

Galton-Henry system of classifying fingerprints was published [5, 12, 17]. 

Other than a few isolated pieces of research into the uniqueness of the retina (which 

was finally turned into a workable product in 1985), the biometric industry remained 

fairly static until the 1960s, when the Miller brothers in New Jersey, USA, launched a 

device that automatically measured the length of people's fingers. Speaker 

verification and signature verification were also developed in the 1960s and 70s [17]. 

Interest from the US armed forces and intelligence agencies then emerged as AFIS 

(Automated Fingerprint Identification System) was created [17]. But it was not until 

the turn of the century, and in particular until after 9/11, that the awareness of 

biometrics broke out of specialized industry circles to reach the level of popularity 

seen today. In fact, biometrics has now become so widely accepted that there are even 

biometric passports that have embedded microchips for storing various types of 

biometric information [27]. As the technology grows however, so does the public 

concern over privacy issues. Laws and regulations continue to be drafted and 
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standards are continuously being revised. The first biometric standards (BioAPI) were 

adopted in the U.S in 2002 [17]. 

22..22  CCllaassssiiffiiccaattiioonn  

Biometrics can be classified into two main categories [25, 29]: 

Physiological  

Physiological biometrics use algorithms and other methods to define identity in terms 

of data gathered from direct measurement of the human body. Finger print and finger 

scan, hand geometry, iris and retina scanning and facial geometry are all examples of 

physiological biometrics. 

Behavioral  

Behavioral biometrics are defined by analyzing a specific action of a person. How a 

person talks, signs their name or types on a keyboard is a method of determining his 

identity when analyzed correctly. 

Biometrics can furthermore be defined as either passive or active. Passive biometrics 

do not require a user’s active participation and can be successful without a person 

even knowing that they have been analyzed. Active biometrics, do require a person’s 

cooperation and will not work if they deny their participation in the process. Mouse 

dynamics is one type of biometric that can be used in both active as well as passive 

monitoring. 
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22..33  CChhaalllleennggeess  

There are numerous challenges being faced by researchers when developing 

biometric systems. In [34], these challenges are narrowed down to four main 

categories: 

Accuracy 

Unlike password-protected systems, biometric systems do not make a perfect match. 

Instead, the biometric system makes a decision whether the provided sample is close 

to the original or not. As a consequence, there is usually a range or threshold that is 

used to interpret the result. To achieve maximum accuracy, this range has to be set 

wisely so that the system can identify the user with as much precision as possible. 

Scale 

Another challenge is how well the biometric system can cope with large amounts of 

data. Nowadays, the databases for biometric systems contain data for millions of 

users. Hence, doing a 1:1 match when searching through N users is not practical at 

all. Usually, the computation time is decreased by increasing the hardware. By having 

more processors, one is able to do more comparisons simultaneously. Another 

solution is to index the data in the database in a way so that it is readily accessible. 

Security 

Ensuring that the biometric data collected from individuals is not compromised is 

another challenge. Part of this challenge is to guarantee that the input biometric 

sample was indeed presented by its legitimate owner and that the system indeed 

matched the input pattern with genuinely enrolled pattern samples. 
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Privacy 

This is perhaps the most difficult challenge today that is obstructing biometrics 

systems. There are so many questions that are raised by concerned users when 

participating in experiments involving biometric systems. Will the undeniable proof 

of biometrics-based access be used to track the individuals that may infringe upon an 

individual’s right to privacy and anonymity? Will the biometric data be abused for an 

unintended purpose, e.g., will the fingerprints provided for access control be matched 

against the fingerprints in a criminal database? Will the biometric data be used to 

cross-link independent records from the same person, e.g., health insurance and 

grocery purchases? How would one ensure and assure the users that the biometric 

system is being used only for the intended purpose and none other?  

22..44  PPeerrffoorrmmaannccee  MMeeaassuurreemmeenntt  

Most of the biometric technologies are evaluated using the following criteria [13, 14]: 

False Acceptance Rate (FAR) or False Match Rate (FMR) 

This is the probability that the system incorrectly declares a successful match between 

the input pattern and a non-matching pattern in the database. It measures the percent 

of invalid matches.  

False Rejection Rate (FRR) or False Non-Match Rate (FNMR) 

This is the probability that the system incorrectly declares failure of match between 

the input pattern and the matching template in the database. It measures the percent of 

valid inputs being rejected.  
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Receiver (or Relative) Operating Characteristic (ROC) 

In general, the matching algorithm performs a decision using some parameters (e.g., a 

threshold). In biometric systems, the FAR and FRR can typically be traded off against 

each other by changing those parameters. The ROC plot is obtained by graphing the 

values of FAR and FRR, changing the variables implicitly. A common variation is the 

Detection Error Trade-off (DET), which is obtained using normal deviate scales on 

both axes. This more linear graph highlights the differences for higher performances 

(rarer errors).  

Equal Error Rate (EER) 

The rate at which both acceptance and rejection error rates are equal is referred to as 

EER. ROC or DET plotting is used because how FAR and FRR can be changed, is 

shown clearly. When quick comparison of two systems is required, the ERR is 

commonly used. It is obtained from the ROC plot by taking the point where FAR and 

FRR have the same value. The lower the EER, the more accurate the system is 

considered to be. 

We too, use the above-mentioned criteria to evaluate the performance of our mouse 

dynamics biometric system. 

22..55  IInnvveerrssee  BBiioommeettrriiccss  oorr  SSyynntthheessiiss  &&  SSiimmuullaattiioonn  

In [31], forward biometrics is defined as, “An analysis of Biometric Information that 

aims at classification, identification or recognition of this information”. Whereas, the 

inverse is defined as, “Generation of Biometric Information to satisfy given 

characteristics, in particular, fluctuations, noises etc”. In our case, the biometric 

information consists in mouse actions/dynamics. This definition pretty much 
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embodies the goal of our research, which is to have a simulator that generates mouse 

actions and these mouse actions should possess behavioral characteristics of a real 

person. The behavioral characteristics that the actions need to satisfy are discussed in 

more detail in chapter 3. The premise behind chapter 2 is to compare the approach 

taken with respect to other technologies.  

There really is no absolute solution to the problem of simulating biometric 

information. In fact, for different types of information, methods of simulation are 

different [31, 32]. For example, computational geometry techniques can be used to 

generate complex shapes such as fingerprints or iris impressions, or even signatures. 

For the type of data we have, the best solution seems to be machine-learning methods 

or artificial intelligence techniques. The reason is that mouse dynamics of a person 

are hard to represent using any sort of model. Moreover, they vary considerably from 

one user to another. In such a situation, we decided to use a Generalized Feed-

Forward Neural Network to learn the behavior of as many users as possible. A neural 

network is able to process large amounts of data and determine the association 

between the different types of variables involved. This is an entirely different 

approach from other biometric simulation techniques. The primary reason is that most 

of the biometric solutions are based on physiological characteristics of a person, 

whereas, mouse dynamics relates to behavioral characteristics. One example of 

another biometric based on behavioral attributes is the gait of a person, that is, the 

way a person walks. However, most of the solutions presented for gait simulation are 

based on articulated motion estimation using an adaptive model and motion 

estimation using deformable contours [32]. Hence, using a neural network to learn 
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and ultimately predict the behavior from mouse dynamics is an innovative approach 

from our side, in the field of biometric synthesis. 

22..66  BBoorrrroowweedd  IIddeeaass  

Although the core of this research is original, there are some ideas that were 

borrowed from other related simulation techniques. One of them is Noise Injection. 

Cappelli, who is the creator of a tool called SFinGe (for generating synthetic 

fingerprints), discusses the use of erosion, dilation, rendering and other noise 

injecting techniques to add realism to the fake fingerprints [9]. The same concept can 

be used to add realism to synthetic mouse actions. In fact, the actual biometric data 

collected from real users does contain a certain percentage of noise that has to be 

filtered out in order for the clean data to be analyzed. So, it only makes sense to have 

noise in the synthetic data as well. Consequently, one of the modules in our simulator 

is for injecting noise. This module is discussed in more detail in chapter 4. 

Another concept that was borrowed is Randomness. More specifically, making sure 

that the generated synthetic actions are random. In [11], Daugman talks about the 

importance of randomness for iris scans. For a synthetically generated iris impression 

to be unique from other impressions, it is essential that the simulator is able to create 

impressions in a complex random fashion. This concept was crucial in terms of 

mouse dynamics as well. In order for the mouse actions generated for each user to be 

unique, they would have to be generated randomly. This would ensure that each user 

would possess different behavioral characteristics from another user. This is why the 

first module in our simulator implements the algorithm for randomness. More 

intricate details of this module are presented in chapter 4. 
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22..77  VVaalliiddaattiioonn  PPrroocceesssseess  

Just as the method of simulation may vary for different types of biometric data, the 

process of validating synthetic data may also vary. However, it is essential to have the 

right method to assess how close the synthetic data is to the real data. This is referred 

to as “Goodness-of-Fit Test” [15]. There are several approaches to this test, such as 

Chi-squared tests, Quantile Quantle Plots (QQ-plots), and Anderson-Darling tests. 

The most popular among these that is often used for biometric data evaluation is the 

Kolmogorov-Smirnov test (KS-test). We also adopted the KS-test as one of our 

validation techniques. A KS-test basically compares data from two different sets and 

determines whether or not they are from the same distribution. The main premise 

behind the KS-test was to show that the synthetic mouse actions are not simply 

perturbed instances of real mouse actions, but in fact possess their own unique 

characteristics while at the same time they do have behavioral properties similar to 

real actions.  

Another validation process used by some of the biometric technologies is to pass the 

data from the simulator to the analyzer and then compare the results from the real 

data against the synthetic data. If the results are similar, then, the synthetic data is 

considered acceptable. In our case, this was necessary anyways, because our main 

goal for creating the simulator was to improve the analyzer.  

Both these validation techniques are discussed in more detail in chapter 5. 
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CChhaapptteerr  33..    
  
  
MMOOUUSSEE  DDYYNNAAMMIICCSS  BBAACCKKGGRROOUUNNDD  

A considerable amount of work has been done in our lab analyzing the mouse 

dynamics and establishing a biometric criterion that can be used to identify individual 

users. This chapter presents the underlying framework used for biometric synthesis 

and is largely based on [1]. 

33..11  MMoouussee  DDyynnaammiiccss  DDaattaa  

Mouse dynamics correspond to the actions generated by the mouse input device for a 

specific user while interacting with a graphical user interface. Mouse actions can be 

classified under the following four different categories: 

1. Mouse-Move (MM): corresponds to general mouse movement. 

2. Drag-and-Drop (DD): the action starts with mouse button down, movement, 

then mouse button up. 

3. Point-and-Click (PC): mouse movement followed by a click or a double 

click. 

4. Silence: no movement. 

A question that one might ask when looking at this classification is: Why is silence 

considered an action? In fact, monitoring silence intervals between actions is a 

valuable input and can lead to a lot of information about the user behavior. Different 

users can be recognized simply because their silence periods might differ from each 
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other. Based on this observation, the analysis can be divided into two major 

categories: Movement Analysis and Silence Analysis. 

Many characteristics of the mouse movement can be used for analysis. In our study 

we consider for each mouse movement the following characteristics: 

 Type of action 

 Traveled distance (in pixels). 

 Elapsed Time (in seconds). 

 Movement Direction 

 
The type of action is basically from one of the four categories mentioned above. The 

distance is the number of pixels that the cursor travels. The time is how long it takes 

to execute an action. The movement direction is determined based on the angle of the 

movement. Eight directions, numbered from 1 to 8, are considered. Each direction 

covers an area of 45 degrees moving clockwise from the forward direction.  

Type of Action Distance (pixels) Time (seconds) Direction 

Silence - 2 - 
PC 564 3.5 5 
MM 233 1 7 
Silence - 7 - 
DD 307 2 6 
PC 190 1.75 2 
DD 1 1.25 2 
Silence - 5 - 
MM 19 0.5 1 
Silence - 4 - 
PC 389 1 6 
PC 32 0.5 1 
PC 531 2.25 3 
Silence - 9 - 
MM 12 1 6 
MM 291 3.25 7 
MM 9 1.25 7 
MM 3 0.25 1 

Table 3-1: Sample Raw Mouse Data. For example, the third row indicates that the 
mouse was moved a distance of 233 pixels in direction 7 within 1 sec. 
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Table 3-1 shows sample raw mouse data collected from a real human user; each row 

corresponds to the characteristics of an intercepted mouse movement.  

When collecting the actions, several factors have to be taken into account because 

they can affect the accuracy of the analysis of the mouse biometric samples. These 

factors are listed below: 

 Desktop Resolution:  

If the samples have been collected with a specific resolution, while the 

analysis has been done on a different resolution, this will affect the range of 

the data collected, and may impact the results.  

 Mouse Cursor Speed:  

This is the speed and acceleration setting of the cursor set by the operating 

system. Any changes done to those settings can affect the calculated figures, 

and also affect the user behavior itself in dealing with the mouse input device. 

 Mouse Button Configuration:   

In order to achieve reproducible results, the mouse button configuration 

should be fixed for each user on a specific workstation.  

 Hardware Characteristics:  

Factors such as the workstation speed, and the mouse input device type and 

speed can also impact the data collection process. 

 
For most of the above factors, except for some of the hardware characteristics, the 

detector (used to collect mouse actions) can force the settings on the operating system 

to make sure that the raw data collected is consistent throughout the detection period. 
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33..22  MMoouussee  DDyynnaammiiccss  SSiiggnnaattuurree  

Raw data in itself is not very meaningful and does not convey any detail about a 

user’s behavior. However, there are various statistical graphs or factors that can be 

computed from the raw mouse dynamics data and used for biometric analysis. 

Following are some of the types of factors that were used in the analysis model 

presented in [1]. 

Examples of movement analysis: 

 calculating the average speed against the traveled distance;  

 calculating the average speed against the movement direction;  

 calculating the average traveled distance for a specific period of time with 

respect to different movement directions.  

Examples of silence analysis: 

 calculating the average of silence periods between movements; 

 calculating the amount of silence in a time interval; 

 comparing the percentage of the silence time to movement time; 

 
In silence analysis, only the short silence periods (less than 20 sec) which happen 

between movements, are considered. Longer silence periods may occur as a response 

to a particular action like reading a document, and usually contain noise. Figure 3-1 

illustrates silence analysis based on the histogram of the short silence periods. Each 

bar in the figure represents the number of silence periods detected in a user session 

where the silence period is within a 2 sec interval covering a spectrum of 10 sec.  
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Figure 3-1: Histograms of silence time for two different users. Notice that user 1 has a 
silence period of 1 sec for the majority of his actions as compared to user 2, who has 

silence period of 2 sec for the majority of his actions. 

 
The figure shows the histogram for two different users; we can easily notice the 

difference in the behavior. For example, we can see that for user 1, 45% of his silence 

periods are 1 sec long. Whereas for user 2, only 25% of his silence periods last for 1 

sec. Figure 3-2 shows silence histograms computed over three different sessions for 

the same user. We can notice the similarity of the behavior across these different 

sessions. 

 
Figure 3-2: Histograms of silence times based on 3 different sessions for the same user. 

Notice that in all 3 sessions, the silence times remain almost the same. 
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As mentioned, a variety of biometric factors can be computed from the raw mouse 

data. In [1] seven different biometric features were extracted from the collected data 

and utilized for movement analysis. These seven factors represent blocks of what is 

called the Mouse Dynamics Signature, which is used to uniquely characterize 

individuals. The seven factors (described below) can be grouped into five categories 

according to movement speed, movement direction, action type, traveled distance, 

and elapsed time.  

Movement Speed  

The Movement Speed compared to Traveled Distance (denoted MSD) factor is 

computed by approximating the raw mouse data to a curve using Neural Networks. 

Figure 3-3 illustrates sample signatures based on this factor. Twelve points computed 

through periodic sampling over the curve are used to represent this factor in the 

Mouse Dynamics Signature.  

 

 
Figure 3-3: MSD curves over several sessions for the same user. Notice that since it is 

the same user, the curves are fairly similar. 
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Movement Direction 

Two factors are derived from the movement direction, namely the Average 

Movement Speed per Movement Direction (denoted MDA), and the Movement 

Direction Histogram (MDH), which corresponds to the distribution of actions in each 

of the eight directions considered. Figure 3-4 illustrates MDA and MDH factors 

computed over different sessions (for details regarding the sessions, please see section 

3.4). MDA and MDH are each represented in the Mouse Dynamics Signature by eight 

numbers corresponding to the eight directions of movement. 

 
Figure 3-4: MDA and MDH factors computed over several sessions for the same 
user. Notice that since it is the same user, the curves for all the sessions are fairly 

similar. 

 
Action Type 

Note that for movement analysis, silences are ignored. Hence, only three types of 

actions are considered, namely: point-and-click (PC), drag-and-drop (DD), and 

regular mouse movement (MM). Two factors are computed based on the type of 

action. These include the Average Movement Speed per Type of Action (denoted 

ATA), and the Action Type Histogram (ATH), which corresponds to the distribution 
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of the performed actions over the different types of actions considered. ATH and 

ATA are each represented in the Mouse Dynamics Signature by three numbers 

corresponding to the three types of actions considered.  

Traveled Distance 

Only one factor is computed in this category, namely the Traveled Distance 

Histogram (TDH), which represents the distribution of the number of actions 

performed by the user within different distance ranges. The distance ranges observed 

are 0-100, 100-200, 200-300, 300-400, 400-500, 500-600, 600-700, 700-800, and 

800-900 (pixels). This factor is represented in the mouse Dynamic Signature by two 

numbers corresponding to the first two distance ranges, that is, the actions that fall in 

the range of 0-100 and in the range of 100-200 pixels. 

Elapsed time 

The Movement elapsed Time Histogram (denoted MTH) is the single factor 

computed under this category. MTH represents the distribution of the number of 

actions performed by the user within different time ranges. MTH is represented in the 

Mouse Dynamics Signature by three numbers corresponding to three time ranges: 

0.0-0.5 sec, 0.5-1.0 sec, and 1.0-1.5 sec. 

Overall, the mouse dynamics signature for a specific user corresponds to a sequence 

of 39 numbers corresponding to the values of the seven different factors involved: 

 MSD (Movement Speed compared to Traveled Distance)   12 values 
 MDA (Average Movement Speed per Movement Direction)  8 values 
 MDH (Movement Direction Histogram)    8 values 
 ATA (Average Movement Speed per Type of Action)  3 values 
 ATH (Action Type Histogram)     3 values 
 TDH (Traveled Distance Histogram)     2 values 
 MTH (Movement elapsed Time Histogram)    3 values 
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Table 3-2 shows sample signatures computed for two different users over several 

sessions. 

User 1 User 2  
Session 

1 
Session 

2 
Session 

3 
Session 

4 
Session 

1 
Session 

2 
Session 

3 
Session 

4 
39.502 34.845 34.308 47.244 42.772 40.769 41.236 45.382 
92.436 95.328 94.573 102.78 92.519 99.31 98.714 98.974 
147.38 153.24 134.75 155.65 156.84 155.14 154.37 158.66 
202.06 207.46 224.56 205.89 224.25 207.97 207.3 220.24 
254.23 257.17 251.55 253.53 281.01 257.61 256.8 278.95 
302.04 301.87 287.49 298.59 320.63 303.94 302.36 330.87 
344.27 341.39 332.47 341.16 344.81 346.9 343.69 373.81 
380.37 375.78 381.42 381.28 358.38 386.51 380.69 407.41 
410.39 405.31 426.83 419.04 365.63 422.84 413.42 432.57 
434.76 430.39 463.1 454.51 534.29 455.98 442.07 450.8 
454.19 451.48 488.73 487.8 536.23 486.09 466.92 463.69 

MSD 

469.43 469.06 505.34 518.91 537.22 513.33 488.3 472.66 
190.94 210.73 212.25 200.5 196.94 174.48 207.47 183.07 
234.31 277.46 259.3 222.39 255.69 365.22 328.9 350.22 ATA 
260.8 265.02 298.22 278.31 331.16 329.22 284.3 330.36 
224.5 240.85 186.68 215.63 224.89 255.89 197.07 220.45 
222.64 238.95 229.68 245.36 261.69 209.3 230.71 167.12 
200.54 239.79 291.34 224.38 266.49 232.19 246.97 247.95 
142.88 168.11 178 185.47 253.43 197.73 209.58 199.89 
221.53 262.31 240.21 158.91 275.3 203.45 277.27 187.58 
269.63 266.09 313.94 321.95 216.42 255.75 213.48 235.76 
275.6 277.9 326.71 248.2 218.55 220.04 318.5 271.02 

MDA 

250.35 224.56 251.52 282.33 304.66 249.43 253.74 278.65 
55.752 57.392 50.445 54.338 56.091 65.49 56.891 65.979 
5.7522 8.2654 7.6837 7.2668 3.2995 3.0065 3.4179 4.6392 ATH 
38.385 34.226 41.759 38.286 40.482 31.373 39.581 29.253 
12.389 10.361 10.468 13.991 10.787 9.4118 9.9228 9.1495 
14.602 14.668 12.695 11.822 12.31 11.242 13.341 11.082 
16.372 19.674 19.599 18.221 14.467 13.987 17.641 19.974 
15.819 17.346 17.817 15.618 11.041 13.333 12.569 9.1495 
9.5133 6.8685 8.3519 8.3514 8.7563 8.4967 6.946 7.3454 
8.9602 7.7998 7.1269 9.5445 13.198 14.641 14.002 12.629 
13.385 13.97 15.479 13.015 13.959 14.902 12.018 19.459 

MDH 

8.8496 9.1967 8.3519 9.3275 15.355 13.856 13.451 11.082 
30.642 27.823 23.163 28.633 26.777 29.412 25.248 27.191 TDH 
17.588 14.552 17.261 17.896 16.624 18.431 15.215 18.943 
6.7478 8.149 6.1247 9.1106 9.0102 9.1503 7.387 11.598 
31.527 27.241 28.953 31.67 28.173 26.144 29.658 27.191 MTH 
31.305 29.569 29.399 27.657 28.807 26.536 26.681 22.552 

 

Table 3-2: Sample Signatures for 2 Different Users. The table shows the 7 factors 
computed for 4 sessions of 2 different users. For instance, in the last row (belonging to 
the MTH factor) we can see that for session 1 of user 1, 31.3% of his actions fall in the 

range of 1.0-1.5 sec., whereas for session 1 of user 2, 28.8% of his actions fall in the same 
range. 
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33..33  DDeetteeccttiioonn  AAnndd  AAnnaallyyssiiss  

Various statistical packages can be used for analyzing the collected mouse dynamic 

samples and for recognizing the same user or detecting differences between two 

users. In [1], neural networks were used for this purpose. More specifically, a feed-

forward network consisting of three layers was used. The input layer consisted of 39 

nodes corresponding to the 39 numbers involved in the mouse dynamics signature. 

The hidden and output layers consisted of 40 and one nodes, respectively. The output 

computed is referred to as the confidence ratio (CR), a percentage representing the 

degree of similarity of the compared behaviors. During enrolment, a neural network is 

trained for each user, and a profile is created for each user. The profile is actually 

based on the weights of the neural network. Once the profile is created, it is stored in 

a database. During the detection mode, the weights of the neural network are restored 

from the profile database and the newly collected mouse samples are applied to the 

network. The output is then compared to the preset threshold in order to decide on the 

similarity or dissimilarity of the compared behaviors.  

33..44  DDaattaa  SSeettss  

In order to validate the proposed analysis model, several experiments were conducted 

in 2003, involving 22 users who gave informed consent. These included 16 males and 

6 females, ages ranging from 13 to 48 years, with varying computing skills. The 

mouse recognition system was implemented as a client-server application [1]. The 

client runs transparently on the user machine, collects mouse dynamics samples and 
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sends them directly to the server located in our lab for processing and detection (see 

Figure 3-5).  

 

Figure 3-5: Hardware Setup for the Experiments 

 
In order to account for confounding factors (e.g., application, hardware), the 

experiments were spread over three different stages: 

STAGE 1 

The first stage studied the effect of different combinations of hardware and software 

environments. In order to mimic real operating conditions, the participants were given 

an individual choice of operating conditions and applications. Consequently, data was 

collected using a variety of hardware and software systems. Participants installed the 

client software and used their workstations for their routine use throughout the 

experiment. The tasks performed by the users varied from word processing to 

browsing the internet or even playing video games. The experiment ran for 9 weeks, 

and allowed the collection of 284 hours of raw mouse data over 998 sessions, with an 

average of 45 sessions per participant. Overall, when the threshold was set for an 
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equal error rate (i.e., cross over point), a False Acceptance Rate (FAR) of 2.4649% 

and a False Rejection Rate (FRR) of 2.4614% was achieved. These results were 

obtained by setting the threshold to CR=50%. For complete details as to exactly how 

the FAR and FRR metrics are computed, please see [1]. 

In order to address questions about the exact impact of the environment variables on 

the results obtained, two other experiments were carried out. 

STAGE 2 

The purpose of this experiment was to investigate what would happen if the users 

were restricted to utilizing the same hardware and software. Seven random users (out 

of the 22 above) were selected and asked to browse the web only, on a PC running 

Windows XP. The data collected consisted of 49 sessions (3 to 10 sessions per user); 

some users having provided more than the three sessions requested. After analyzing 

the collected data, it was noticed that the FAR was 1.25% and the FRR was 6.25% for 

a threshold of CR=50%. The equal error rate estimated using a ROC curve was about 

2.4%. 

STAGE 3 

The purpose of this stage was to study the impact of having the same hardware, the 

same application and on top of that, the same set of actions. The seven users from the 

previous experiment were asked to interact with a customized application running on 

a PC using Windows XP. The interaction basically involved a user performing 

specific actions between two rectangles displayed on the screen. For instance, a user 

would be asked to drag one rectangle to another or simply click on one of the 

rectangles. The test was conducted for each of the three types of actions: Mouse-
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Movement, Point-and-Click, and Drag-and-Drop. Data was collected over 63 

sessions, 9 sessions per participants, and each session consisting of 100 mouse 

actions. In this stage, a FAR of 2.245% and a FRR of 0.898% was achieved, when the 

threshold was set to CR=50%. Using a ROC curve, the equal error rate was estimated 

at about 2.24%. 

Due to the difficulty of finding volunteers to participate in these kinds of experiments, 

and facing the need for increasing the number of participants in the validation process 

of mouse dynamics biometrics, we have recently started an open-ended experiment, 

in which we are actively looking for participants. Participants are enrolled as they 

come, and follow the same experimental procedure as in the above experiments. So 

far we have been able to enroll 26 new participants. For this dataset of 26 users, we 

have an average of 84 sessions per user, and the EER (FAR=2.9280%, 

FRR=2.5280%) occurs at the 40% threshold limit. 

Both of these data sets, Data Set A (consisting of 22 users) and Data Set B (consisting 

of 26 users) were used not only for analytical purposes but also to test the inverse 

biometric model. 

33..55  SSuummmmaarryy  

The main conclusion that we can reach from the above experiments is that the 

analyzer or the mouse biometric recognition system is independent of the hardware or 

software that a user uses. In other words, it is possible to characterize and identify a 

user irrespective of whether he is browsing the net or playing a video game, simply 

because his mouse dynamics remain the same. To confirm these results, please refer 

to [1]. 
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Hence the overall results achieved (FAR of 2.4649% and FRR of 2.4614%) are very 

encouraging, however, they definitely need to be improved and further testing needs 

to be conducted by increasing the user base. But as discussed earlier, finding a large 

number of human users for such kind of experiments can be very challenging. An 

alternative is to generate synthetic raw mouse data for large-scale testing. From this 

perspective, we present in the next chapter, an inverse biometric model for mouse 

dynamics.  
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CChhaapptteerr  44..    
  
  
MMOOUUSSEE  BBIIOOMMEETTRRIICCSS  SSYYNNTTHHEESSIISS  

This chapter covers the main contribution of the thesis as it presents the inverse 

biometric model developed for the synthesis and simulation of mouse dynamics. The 

chapter first describes the workings of each of the modules that constitute the model, 

and then provides a comparison of the generated synthetic data against the real data. 

44..11  OOvveerrvviieeww  

The raw data and the signatures described in the previous chapter were further 

analyzed to extract some of the common features that were inherent among the mouse 

actions for different users. After thorough examination of the raw data, a set of 

guidelines were established that would be used to ensure that the generated synthetic 

data remained within certain limits. Once these guidelines were defined, a mouse 

biometric synthesis model was developed for simulation. The main idea underlying 

the model is to take the raw data and from it create synthetic users such that every 

user is unique and every one has mouse actions associated with him that represent his 

behavior/signature. The model is based on four modules, each one designed to 

perform a specific task. Figure 4-1 depicts a diagram describing the relationship 

between these modules. 
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Figure 4-1: Architecture of the Synthetic Data Generator 

The first module is designed to generate random mouse actions that follow certain 

guidelines. These guidelines are discussed in the next section. The second module is 

based on a Neural Network. This module is designed to take in random raw mouse 

data and convert it into biometric data. The data from the second module is passed 

onto the third module, which inserts a particular behavior into the mouse data. 

Finally, this data is passed on to the last module which injects noise into it to make it 
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seem more real. The end result is realistic biometric data belonging to a unique 

synthetic user.  

44..22  RRaannddoomm  MMoouussee  DDyynnaammiiccss  GGeenneerraattoorr  

This is the first module in the Synthetic Data Generator Model, and has the assigned 

task of creating random mouse actions. The actions generated are not simply random 

numbers. In fact for the actions to be humanly acceptable, they have to follow certain 

guidelines. These guidelines were established after meticulous analysis of the raw 

mouse data as well as the associated signatures of 22 different users from the initial 

dataset collected in 2003 (see section 3.4 and also [1]). The technique that was used 

for analysis is similar to PCA (Principal Components Analysis), where smaller 

samples were taken from the bigger data sets discussed in section 3.4. These samples 

were subdivided according to the 5 attributes: Action, Distance, Time, Direction, and 

Speed, and then analyzed in terms of different factors such as the empirical mean, the 

deviations, the maximum, the minimum, etc. Before listing the guidelines, please note 

that after a thorough analysis of the raw data no pattern or distribution among the data 

sets for all the users was found. In fact, each user has a unique set of data, simply 

because each user has a unique behavior. Having said that, there are some common 

attributes among the different data sets. These attributes are basically our defining 

guidelines for creating random synthetic mouse actions, and they are: 

There should be at least one action in each direction 

None of the directions can have a zero percent value. In other words, it is impossible 

for a user to not have an action in a certain direction. Hence, there should be at least 

one action in each direction. This can be seen in the following graph, in Figure 4-2, 



34 
 

 

which shows the actions of 10 different users. This test was actually carried out on all 

the 22 users, but the results for only 10 are shown. All the 8 directions are represented 

by a corresponding bar in the figure. As can be seen, none of the users have an empty 

direction bar. Also, the minimum number of actions is at least 1000. One point to 

keep in mind though, is that this is for sessions collected over a long duration of time. 

 
Figure 4-2: Direction Count for 10 different users. The point of this graph is to show 
that the 8 directions for each of the 10 users have a minimum of 1000 actions; hence, 

there should be at least one action in each direction.  

 

There should be at least one action for each action type 

Same rule applies to the types of actions. That is, there should be at least one action 

of each type (Mouse Movement, Point-and-Click, and Drag-and-Drop). This is shown 

in Figure 4-3, where each of the 10 users has at least 1000 actions of each type. 

Notice that user 1 has very few drag-and-drops compared to the other action types, 

but they still count. Similar results were observed for the rest of the 12 users. 
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Figure 4-3: Action Count for 10 different users. Notice that there are at least 1000 

actions of all 3 action types for each of the 10 users. Hence, there should be at least one 
action for action type. 

 

Distances have to be within the resolution 

The maximum distance an action can cover has to stay within the desktop resolution 

of the computer that the user is using. It is possible to have distances greater than the 

resolution (because of curved glyphs), but even such distances are within a range of 

1.1 x maxResolution. Anything beyond that is considered as noise. This was 

established after studying the data from users, all having their desktop resolution set 

to 1024x768. So, for this resolution, the maximum distance would be 1.1x1024 = 

1126.4. The results are displayed in Figure 4-4. The figure shows for each user, the 

percentage of distances that are within 1126.4 pixels and the percentage of distances 

that are longer than 1126.4 pixels. It is clear from the figure that almost all the actions 

(at least 90%) for all the users are within 1126.4 pixels. 
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Figure 4-4: Distance Percentage for 10 different users. As can be seen, at least 90% of 

the actions for all the users stay within a distance of 1126.4 pixels (which is the 
maximum distance for a computer with a resolution of 1024x768). Actions that cover 
distances of more than the maximum distance possible are very few and are actually 

considered as noise.  

 

Time cannot be greater than 7 seconds 

It was observed from the raw data that the actions (MM, PC, or DD) are normally 

completed within the range of 0-7 seconds. If an action takes longer than 7 seconds, it 

is considered as abnormal or even noise. This is represented in Figure 4-5, which 

shows the actions that took longer than 7 seconds and the actions that took less than 7 

seconds for 10 different users. As we can see, there are virtually zero actions that take 

more than 7 seconds to complete. 
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Figure 4-5: Time Percentage for 10 different users. Notice that pretty much all the 
actions happen within a time period of 7 sec. Very few (virtually none) actions take 

longer than 7 sec to complete; such actions are considered as noise. 

 
 
The average speed in each direction has to be within a certain range 

The average speed in each direction is always within the range shown in Table 4-1. 

Average Speed In Each Direction 

 Min Max Average 
Direction 1 135.0933 476.3101 227.1742 
Direction 2 169.1930   345.6195   251.8453 
Direction 3 170.7241   343.7631   251.6624   
Direction 4 106.2778 374.1978   215.4292   
Direction 5 76.8966 456.5180 214.1051 
Direction 6 164.3243   358.9545   254.3782 
Direction 7 179.2701   362.1111   257.8720 
Direction 8 131.9675 457.5519 232.8623 

Table 4-1: Range for Average Speed in Each Direction. 

This was derived by analyzing and comparing the speed of all the 22 users against 

each other. This obviously depends on the sample of users. We tried to get a diverse 

group of users for our sample and these are the values that we observed. 
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The average speed for each action type has to be within a certain range 

When analyzing the speed, we also observed that the average speed for each of the 

action types is always within the range shown in Table 4-2. 

Average Speed For Each Action Type 

 Min Max Average 
MM 125.8393 274.6667 202.3443 
PC 115.7818   487.6500   252.6301 
DD 184.3493   474.7341   277.9983   

Table 4-2: Range for Average Speed for Each Action Type.  

 
Aside from the above-mentioned guidelines, the method/algorithm implemented for 

the random action generator is based on Normal Distribution. Note that since we do 

not know the distribution of the real data, we simply have to try different distributions 

until we find one that gives us good results. In other words, find a distribution that 

allows us to generate data that imitates real data to a considerable extent. In our case, 

Normal Distribution worked best for our model. An alternative would have been, for 

instance, to use a Uniform Distribution. This would mean that the probability for the 

occurrence of each action would be the same. This is obviously not realistic since a 

user performs different actions with different probabilities. Instead, using the Normal 

Distribution, and then generating the data by altering the mean and standard deviation 

for each synthetic user, leads to more realistic data. The generated data, of course, 

stays within the limits set by the guidelines (except in the case when noise is to be 

inserted intentionally). 
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44..33  MMoouussee  BBiioommeettrriicc  DDaattaa  GGeenneerraattoorr  

The Mouse Biometric Data Generator is the most important component of the 

proposed system. This module, after learning from random raw mouse data, generates 

biometric data. The module is based on a neural network that is trained using data 

from real users. We describe in the following, the design of the neural network and 

the underlying learning process. 

4.3.1 Neural Network Design 

The neural network that was implemented is a Generalized Feed Forward Network 

having five layers (4 hidden layers and 1 output layer) as illustrated in Figure 4-6. 

The first four layers have five neurons each and the last layer has one neuron. 

 

 
Figure 4-6: Neural Network Architecture 

 
The reason for using a Generalized Feed Forward Network as opposed to a normal 

MLP (Multi-Layer Perceptron) network is because it is more efficient and is able to 

process large amounts of data in a short period of time. The number of neurons also 

has an impact on the processing time as well as the quality of learning. If there are too 

many layers with too many neurons, it takes a long time for the network to process 

the data, but the learning ability is better. On the other hand, if we have very few 

layers and very few neurons, the learning ability decreases but the processing time 
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becomes quicker. So we have to make a trade-off and find the optimal setting. After a 

number of experiments we determined that the above configuration was best suited in 

our case. In fact, we actually tried different combinations of functions and layers, but 

the best result achieved was with 5 layers having mixed types of transfer functions, as 

Table 4-3 indicates. 

No. of Layers Transfer Functions Mean Square Error (MSE) 
5 Mixed 0.00060158 
5 All Log-sigmoid 0.0008303 
5 All Linear 0.0009826 
3 Mixed 0.004 
4 Mixed 0.0008360 
6 Mixed Undefined 

Table 4-3: Combinations used for training the Neural Network. Note that the lowest 
mean square error achieved was with 5 layers having mixed transfer functions. 

 
There are 11 inputs to the neural network; the Action, the Distance, the Direction (of 

movement), and the Average Speed in Each Direction (8 values corresponding to the 

8 directions). The output is the Time. All these attributes were defined in Sections 3.1 

and 3.2. Hence, given these inputs for an action, the neural network is able to 

determine the Time it will take for a person to carry out that action. This is what 

makes the data biometric, since the network is able to learn human behavior. A 

question that arises is: is there a relation between the inputs and the output? The 

relation might not be a direct function but at the same time, there is a relationship 

between these factors. The reason why we used this approach to design the neural 

network instead of using a classifier1 is because a classifier needs both types of data, 

real and synthetic to be able to distinguish between the two. In our case, we only have 

                                                 
1 When training a neural network, there are usually 2 sets of data. One is used for positive training and 
the other one for negative training. The classifier is used to distinguish the data in the 2 sets. In our 
case, we only have the real data, that is, one set of data. So, we cannot do negative training, and hence 
cannot go with the approach of a using a classifier. 
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raw data that is real, so if we had used a classifier it would only be able to learn what 

is real. Thus, we assume that for a given user, the Time is a function of Action, 

Distance, Direction, and the Average Speed in Each Direction. The purpose of our 

neural network is to learn that function. 

4.3.2 Learning 

We conducted supervised learning for the neural network. The learning was based on 

a performance function; the function used was Mean Square Error (MSE). Also, as 

mentioned earlier, we used alternating versions of Log-Sigmoid and Pure Linear 

transfer functions for the hidden layers. There were two phases of learning: the 

training phase in which the weights of the neural network are updated using raw data, 

and the testing phase in which the neural network is tested on additional raw data. 

Training Phase 

For the training phase we used the raw data of 17 users out of the 22 users mentioned 

earlier; the remaining five were used for testing. The training phase was conducted in 

a way so that the neural network would attain maximum learning. To achieve this, the 

data from all the users was combined together into one matrix and then shuffled. 

Moreover, the number of actions taken from all the users was an equal number (4500 

from each user); this is to ensure that the network learning was balanced instead of 

being biased towards a user with more actions. Remember that the goal here is to 

learn human behavior and NOT user behavior; hence, we want the neural network to 

be able to learn how the Time variable changes depending on the inputs irrespective 

of who the user is. We will later inject behavior into the data and associate it to a 
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particular user, but at this stage, we simply want to infer the Time to make the 

random mouse data, biometric. 

In the training phase, initially the weights were set to 0.0, but after each 

epoch/iteration of processing, the weights were automatically updated to reflect how 

close the synthetic data should be to the real data. To be more specific, the neural 

network was trained to produce a Time value which in turn was compared with the 

real value from the raw data. The weights were then updated as the generated Time 

value became closer and closer to the actual value. 

As the learning progressed, the error between the actual output and the expected 

output converged to zero. The final Mean Square Error (MSE) achieved was 

0.00060158, as shown in Figure 4-7. 

 
Figure 4-7: Training Performance of Neural Network (NN). The curve indicates the 

progress of the NN as it learns over time. The curve shows that the maximum 
performance the NN could achieve is a Mean Square Error of 0.00060158, meaning that 

once the NN is deployed and tries to predict a time value, the difference between the 
actual time and the predicted time would be a minimum of 0.00060158 sec. 
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Figure 4-8 illustrates the error difference between the actual Time and the Time 

generated by the network (for the actions of the 17 users) during the training phase. 

As can be seen, the difference is very minimal; in fact the difference is within the 

range -0.1 < 0 < 0.1 sec. This means that the network is able to determine an 

extremely accurate value of Time for the majority of the mouse actions. In other 

words, given a synthetic mouse action (Action Type, Distance, Direction, and the 

Average Speed in Each Direction), the neural network will be able to precisely guess 

the time it will take for a human to carry out that action. 

 
Figure 4-8: Error difference between the actual time and the time generated by the 

neural network during training. Notice that the difference for most of the actions is less 
than 0.1 sec, which means that the network is able to predict the time fairly accurately. 

 
 
At the end of the learning phase, the values of the weights were saved to be used in 

the testing phase as well as in the production/deployment phase. 
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Testing Phase 

During this phase, the neural network received values of Action, Distance, Direction, 

and the Average Speed in Each Direction from a set of raw data that was not used 

during the training phase. The set consisted of 5 users each having at least 12,000 

actions. Using the weights from the training phase, the neural network was able to 

determine a Time value that approximates the actual value, and thus allow the data to 

be biometric. In other words, the neural network was able to establish an association 

between the inputs and the output that has biometric aspects or human characteristics, 

instead of simply being some random values. Figure 4-9 shows the error difference 

between the Time values for the new data. Notice that most of the values are within a 

difference of 0.2, which means that they are extremely close to the actual value, 

especially since Time measured, is in seconds. 

 
Figure 4-9: Error difference between the actual time and the time generated by the 

network during testing. Notice that for most of the actions, the difference is less than 0.2 
sec, which implies that the network is able to predict the time fairly accurately even for 

values that it has not seen before. 
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44..44  BBeehhaavviioorr  IInnjjeeccttoorr  

This module has the task of adding behavioral attributes to the data. Four of the seven 

factors that represent a signature are histograms meaning that they pertain to the 

behavior of a user. These factors are: 

1. MDH:   Movement Direction Histogram 
2. ATH:   Action Type Histogram 
3. TDH:   Traveled Distance Histogram 
4. MTH:   Movement Elapsed Type Histogram 

 
Depending on the task the user normally performs and the way he normally uses his 

computer, the values for these factors are considerably different. For example, one 

user might perform more point-and-click actions than another user. Or the actions of 

one user might tend to fall in a specific direction. This module is designed to inject 

such type of behavior into the data. Depending on what type of histogram we wish to 

create, that type of behavior is injected into the data. The behavior is basically 

inserted by applying Normal Distribution to the data. For every user, the mean and 

standard deviation are altered for each of the generated attributes to ensure that a 

different behavior is introduced every time. The values of the mean and standard 

deviation are set either by the researcher who wants to insert a specific type of 

behavior or they are set to random values to generate random behavior. As mentioned 

in section 4.2, we tried different distributions and the one that gave us best results for 

our model was Normal Distribution. 

For example, Figure 4-10 shows a comparison of behavior between two synthetic 

users in terms of TDH (Travelled Distance Histogram). The first graph has a mean of 

533 and so the majority of actions fall in the range of 500-600, whereas the second 

graph has a mean of 95; that is why the 0-100 range has the highest bar. 
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Figure 4-10: Behaviour Comparison In Terms Of Travelled Distance. The graphs 

indicate how different behavior is injected. For example, in graph 1 the mean was set to 
533 so the majority of actions fall in the distance range of 500-600 pixels, whereas in 

graph 2, the mean was set to 95 and therefore, 50% of the actions fall in the 0-100 range. 

 

44..55  NNooiissee  IInnjjeeccttoorr  

When we analyzed the data collected from real users we noticed that some of the 

records were not meaningful and did not help in building signatures. We identified 

such values as noise. Even though they are not helpful, they are still a part of the raw 

data. That is why this module is designed to inject noise into the synthetic data to 

make it seem more real. 

For the noise model, we opted to implement Gaussian Distribution, since it fits well 

with our overall architecture. For the majority of the attributes of mouse actions we 

have a range, as discussed in Section 4.2. Any value that is not within the range is 

considered as noise. Hence, the idea is to generate proper values within the specified 

range and then change the variance depending on how much noise is to be injected 

into the data. For example, Figure 4-11 shows a TDH graph for a user with a desktop 

that has resolution set to 1024 x 768. This means that the maximum distance that can 

be covered within this resolution is 1024 pixels. But since it has 10% noise and 

variance set to 200 (note that only absolute values are considered), 10% of the 

generated actions are outside the 0-1024 range as indicated by the right-most bar. 
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Figure 4-11: TDH with Noise. The graph shows that 10% noise was injected into the 

actions. So, 10% of the actions have distances that are outside the maximum resolution. 

 

44..66  GGeenneerraatteedd  BBiioommeettrriicc  DDaattaa  

Once the data has been processed by all the modules (described above), the final 

result is a set of realistic mouse actions belonging to a unique signature that in turn 

belongs to a unique user. Table 4-4 shows sample synthetic mouse data produced by 

the data generator. 

Action Distance (pixels) Time (sec) Direction 
PC 735 2.11 8 
PC 904 2.38 4 
Silence 0 3.75 0 
Silence 0 0.75 0 
DD 203 1.30 8 
Silence 0 0.75 0 
PC 682 2.03 8 
MM 406 1.90 5 
MM 963 2.79 4 
MM 124 1.52 8 
DD 56 1.07 7 
DD 31 0.92 4 
DD 49 1.04 7 
Silence 0 0.75 0 
Silence 0 0.75 0 
MM 985 2.83 8 
Silence 0 0.75 0 
Silence 0 0.75 0 
MM 1085 2.99 7 

Table 4-4: Sample Synthetic Mouse Data Produced by the Generator 
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At this stage, there are two very important questions that need to be addressed: 

1) How different is the generated synthetic data from the real data? 

2) Does it behave the same way as real data? 

The first question is significant because we need to show that the synthetic data is not 

some perturbed instance of the real data, but in fact, the synthetic users created 

possess their own behavior, separate from the behavior of real users. The answer to 

the second question is also important since we want to show that even though the 

synthetic users have different behavior, the generated synthetic mouse actions possess 

similar behavioral properties to real mouse actions. In other words, the synthetic 

actions can be treated as real actions.  

To answer these questions, let us look at the following comparison between a 

synthetic user and a real user, each having 250,000 mouse actions. The comparison is 

based on the factors described in Section 3.2. We will look at the behavioral 

properties of both sets of data according to: 

 MDA: The average speed in each direction. 

 ATA: The average speed for each of the 3 actions, namely, Mouse Movement, 

Point & Click, and Drag & Drop. 

 TDH: The percentage of actions in different distance ranges. 

 MDH: The percentage of actions in each direction. 

 ATH: The percentage of all the actions. 

 MTH: The percentage of actions in various time ranges. 

 
Note that for MDA and ATA, the speed is calculated by dividing the Distance over 

Time, and is represented in units of pixels/sec. 

Figure 4-12 shows MDA graphs for data belonging to the synthetic user and data 

belonging to the real user.  
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Figure 4-12: Synthetic vs. Real - MDA Comparison. We can notice that the real user has 

the highest average speed for actions in direction 6, whereas the synthetic user has the 
highest average speed for actions in directions 1 and 2. 

 
From the figure we can see that the graphs are not even remotely close. For example, 

as far as the behavior of the synthetic user is concerned, he performs actions in 

directions 1 and 2 faster than the actions in other directions. But for the real user, his 

speed is fastest for the actions in direction 6 compared to the rest of the directions. 

And even the rest of the speeds are quite different for both the users. 

Figure 4-13 depicts the average speed for both the real and the synthetic users for 

each of the 3 actions. The real user performs the Point & Click actions faster than 

other actions; his Drag & Drop speed is very slow. But for the synthetic user, his 

average Drag & Drop speed is very fast compared to his Point & Clicks and Mouse 

Moves. 

 
Figure 4-13: Synthetic vs. Real - ATA Comparison. We can notice from the graphs that 
the synthetic user has the highest average speed for DDs, whereas the real user has the 

highest average speed for PCs. 
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The next figure, Figure 4-14, shows the distances covered by the actions. In the case 

of both users, most of their actions are within a range of 0-100 pixels. But the 

synthetic user has slightly more actions in the 100-200 range than the real user. 

 
Figure 4-14: Synthetic vs. Real - TDH Comparison. In this case, the synthetic user has 
more than 50% actions in the 0-100 range as compared to the real user who has less 

than 50% in the same range. 

 
Figure 4-15 is a comparison between the MDH graphs, which basically show the 

percentage of actions in each direction. It seems that the synthetic user carries out 

most of his actions in direction 5, compared to the real user who has actions spread 

out pretty much evenly in all the directions. 

 
Figure 4-15: Synthetic vs. Real - MDH Comparison. For example, the synthetic user 

does most of his actions in direction 5, whereas the real user does his actions uniformly 
in every direction. 

 
Figure 4-16 shows the percentage of each of the 3 action types. Again, a sharp 

contrast between the actions of the real user and the synthetic user is noticed. The 

synthetic user does more Drag & Drops than the real user; the real user moves the 

mouse a lot compared to the rest of the actions. 
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Figure 4-16: Synthetic vs. Real - ATH Comparison. For instance, we can notice that the 

real user does more MMs as compared to the synthetic user who does more DDs. 

 
The last figure, Figure 4-17, shows the time it takes for both users to carry out their 

actions. The real user performs majority of his actions within 0.5-1.0 sec, whereas the 

synthetic user performs most of his actions within 1.0-1.5 sec. 

 
Figure 4-17: Synthetic vs. Real - MTH Comparison. The graphs indicate, for example, 
the real user takes 0.5-1.0 sec for the majority of his actions, whereas the synthetic user 

takes 1.0-1.5 sec for the majority of his actions. 

 
There are a couple of things to be noted for this comparison. The first point is that the 

synthetic user was created by injecting some random behavior, instead of manually 

injecting a behavior that would be close to the behavior of real users. That is why he 

has strange behavior. For example, it might seem a bit odd that the synthetic user has 

a lot of Drag & Drops, but in fact, due to the variety of applications available 

nowadays, it is not unrealistic. If a user plays a lot of games like “World of Warcraft” 

or “Age of Empires”, he is likely to have more Drag & Drops because that is the 

norm in these types of games. The point we are trying to make is that no matter what 

application or interface the user interacts with, we can still characterize his behavior. 



52 
 

 

And that is the goal of this research, that is to be able to generate synthetic users, each 

having a unique random behavior, and then use these to train & improve our original 

mouse biometric identifier. 

Moreover, mimicking a real user when he is browsing the web or if he is using a word 

processor is not essential for the synthetic data generator. The reason is because the 

way the mouse biometric identification system works by extrapolating the behavior 

from the mouse actions without knowing what application(s) was(were) being used 

by the user. So for the system, it does not matter whether the user is performing some 

random mouse clicks or if he is actually doing some real work because it will still be 

able to characterize his behavior using various metrics. Ultimately, the identification 

model deals with the metrics obtained from the mouse actions and not the mouse 

actions themselves. Therefore, it is not necessary to specify the application(s) used 

when creating a behavior for a synthetic user. 

44..77  SSuummmmaarryy  

We have presented in this chapter, an inverse biometric model for synthesizing and 

simulating raw mouse dynamics. After having learned the human behavior, the model 

is able to produce artificial mouse actions with different types of behavior as well as 

varying amounts of noise. For these synthetic mouse actions to be considered realistic 

and an acceptable replacement of human actions, we need to evaluate their 

performance as well as their behavioral characteristics. This is discussed in the next 

chapter. 
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CChhaapptteerr  55..    
  
  
EEVVAALLUUAATTIIOONN  

In this chapter we discuss the different evaluation approaches proposed in the 

literature, and then present our evaluation procedures and results. 

55..11  CCoonntteexxtt  

To date the focus of the research on biometric synthesis has primarily been on the 

design of data generators rather than on the validation of the proposed models [8, 15]. 

As a result, to our knowledge, there is no real consensus about how to validate 

empirically or mathematically, synthetic biometric generators. One of the validation 

approaches is to visually compare the generated biometric samples with real samples. 

In the case of mouse dynamics, visual inspection is not an option simply because 

unlike biometrics such as iris-scans or fingerprints, mouse dynamics do not follow 

some obvious or (visually) recognizable shape or pattern. Another approach is to 

compare the recognition performance achieved for some existing analysis model 

using on one hand synthetic biometric samples and on the other hand real biometric 

samples [9, 30]. This technique is probably best suited for us since it is expected that 

acceptable synthetic data would yield the same performance results as real data when 

applied to a given analysis model.  

Another validation approach that has been proposed in the literature, which may be 

applicable in our settings, consists of comparing the statistical distributions of real 

biometrics to the statistical distributions of the synthetic samples. This can be 
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achieved using goodness-of-fit tests such as Chi-squared tests, Kolmogorov-Smirnov 

tests and Anderson-Darling tests. The same results may also be achieved using 

graphical statistical methods such as the Quantile-Quantile (Q-Q) plot. Q-Q plot was 

used by Daugman to establish that matching scores for a collection of iris-scans fitted 

well the beta-binomial distribution [11]. 

Existing statistical testing techniques (e.g., Kolmogorov-Smirnov, Q-Q plot) can 

rigorously be applied only under specific assumptions, which do not always apply for 

biometric systems. For instance, behavioral biometrics such as mouse or keystroke 

dynamics are characterized by their strong variability, which may conflict or 

contradict many of the assumptions required by existing statistical testing techniques. 

We argue that effective statistical testing for synthetic biometrics data generation 

would require the design of new testing paradigms addressing the specific nature of 

the biometrics considered.  

Based on the above considerations, we have adopted in this work, two different forms 

of evaluations as described in the rest of this chapter. Firstly, we compare in section 

5.2 generated synthetic data against real data using Kolmogorov-Smirnov statistical 

testing. The goal of this test is to show that even though the synthetic data has 

behavioral attributes similar to real data, it is different than the real data and not just a 

perturbed version of the real data. Secondly, in section 5.3, we apply and compare the 

recognition performance results obtained by applying synthetic and raw data to an 

existing analysis model. This test provides confirmation that the synthetic data 

performs the same, if not better, than the real data. 
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55..22  KKoollmmooggoorroovv--SSmmiirrnnoovv  TTeesstt  

The results mentioned in section 4.6 compare one synthetic user against one real user. 

One might argue that even though these two users are significantly different but what 

about the rest of the real users; how close are they to the generated synthetic users? 

To answer this question, we conducted a Kolmogorov-Smirnov test by using the 

function “kstest2” in Matlab.  

The experiment was carried out as follows. We took 4500 random mouse actions 

from each of the 22 real users (taken from the 2003 dataset discussed in section 3.4) 

and merged them into one data set called, the Real Sample. Then we generated 22 

synthetic users, and took 4500 random mouse actions from each of them and merged 

them into another data set, called the Synthetic Sample. Sample data from these two 

sets is shown in Table 5-1. 

REAL SAMPLE SYNTHETIC SAMPLE 
Action Distance Time Direction Action Distance Time Direction 
1 18 0.5 3 1 225 1.66 4 
1 567 2 3 2 0 0.75 0 
2 0 70 0 3 868 2.32 1 
2 0 5 0 3 193 1.39 6 
4 5 0.25 4 2 0 0.75 0 
1 99 1.25 1 4 219 1.31 4 
1 104 2.5 8 1 536 2.09 7 
1 29 2.5 8 1 766 2.46 4 
2 0 21 0 1 663 2.29 7 
3 23 1.25 3 4 814 2.08 1 
3 252 0.75 2 1 602 2.20 7 
3 748 1.25 6 3 214 1.41 1 
1 1 0.5 8 3 970 2.48 6 
3 605 1.75 6 2 0 0.74 0 
2 0 78 0 1 707 2.36 4 
4 12 0.25 5 4 5 0.65 4 
3 708 2 3 1 705 2.36 3 
3 1175 4 1 2 0 0.74 0 
1 318 0.75 8 3 196 1.39 3 

Table 5-1: Sample Data for KS Test. Action 1 corresponds to MM, action 2 corresponds 
to S, action 3 corresponds to PC and action 4 corresponds to DD. 
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The way the Matlab function H = kstest2(X1, X2) works is that it performs a two-

sample Kolmogorov-Smirnov test to compare the distributions of values in the two 

data vectors X1 and X2 of length n1 and n2, respectively, representing random 

samples from some underlying distribution(s). The null hypothesis for this test is that 

X1 and X2 are drawn from the same continuous distribution. The result H is 1 if you 

can reject the hypothesis that the distributions are the same, or 0 if you cannot reject 

that hypothesis.  

For each potential value x, the Kolmogorov-Smirnov test compares the proportion of 

X1 values less than x with proportion of X2 values less than x. The kstest2 function 

uses the maximum difference over all x values as its test statistic. Mathematically, 

this can be written as: max(|F1(x) - F2(x)|) 

where F1(x) is the proportion of X1 values less than or equal to x and F2(x) is the 

proportion of X2 values less than or equal to x.  

Aside from the 4 factors shown in Table 7, we also computed the Speed by dividing 

the Distance over Time. We then compared each of the 5 factors (Action, Distance, 

Time, Direction, and Speed) of the real sample against the synthetic sample. In all 5 

comparisons, the function returned a result of 1, which means that we can reject the 

hypothesis that the samples are from the same distribution. 

Just to strengthen the results obtained from the first test, we also conducted another 

test where we compared a Real Sample against another Real Sample, 4500 actions 

each. In this case, the function returned a result of 0, meaning that the two sets are 

from the same distribution. This is obviously expected but it verifies that the kstest2 

function is able to detect similarity as well as difference. 
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These tests confirm that the synthetic users have completely different behavior from 

the real users that were used to train the neural network. In other words, the synthetic 

mouse actions that are generated are NOT perturbed instances of the data that was 

collected from real users, but in fact, they exhibit their own behavioral properties. It is 

important to point out here, the distinction between actual behavior and behavioral 

characteristics. The synthetic data that is generated has behavioral characteristics 

similar to real data, but the actual behavior is different. This means that you can have 

a synthetic user whose actions will consist of MMs, DDs and PCs and other 

behavioral attributes similar to real users, but the way that synthetic user interacts 

with the computer would be different. For example, he could have more PCs or he 

could have faster MMs or most of his actions could fall in directions 2, 3 and 4; it is 

completely up to us as to what behavior we want to insert into that user. 

55..33  VVaalliiddaattiioonn  EExxppeerriimmeenntt  

In this section, we adopted an evaluation approach that focuses on the biometric 

synthesis model used. Since the core component of the proposed synthesis model is 

self-learning, we focused our effort on training and evaluating the model using real 

biometrics samples through a 2-fold cross-validation. The experiment was conducted 

with two data sets that were collected at two different times as explained in section 

3.4. The first data set (collected in 2003) is referred to as Real Data Set A and 

consists of mouse actions for 22 real users. The second set (collected in 2007) is 

referred to as Real Data Set B and comprises of actions collected from 26 real users. 

The experiment was carried out as follows. The Neural Network (described in detail 

in section 4.3.1) was first trained with the Real Data Set A, and was then used to 
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create a data set consisting of 26 synthetic users with synthetic mouse actions. This 

set is called Synthetic Data Set A. After this, the Neural Network was trained with the 

Real Data Set B and was then used to create another 22 synthetic users. This set is 

called Synthetic Data Set B. Note that each user in all the sets possessed 250,000 

mouse actions. To evaluate the two synthetic data sets, the Synthetic Data Set A was 

passed to the analysis model and compared with the Real Data Set B. Then, the 

Synthetic Data Set B was passed to the analysis model and compared with the Real 

Data Set A. This entire process is depicted in Figure 5-1. 

 

Figure 5-1: Validation Experiment 

 
 

The analysis was done by computing the FAR (False Acceptance Rate) and FRR 

(False Rejection Rate) for both the real as well as the synthetic data sets and by 

SIMULATION MODEL (Generate) 

Real Data 
Set A 

(22 users) 

Real Data 
Set B 

(26 users) 

ANALYSIS MODEL (Test) 

RESULT 1 RESULT 2 

Synthetic 
Data Set A 
(26 users) 

Real Data 
Set B 

(26 users)

Real Data 
Set A 

(22 users)

Synthetic 
Data Set B 
(22 users) 



59 
 

 

varying the confidence ratio threshold from 5% to 95%. Please read section 3.6 in [1] 

for complete details of the FAR and FRR metrics. Figure 5-2 illustrates the Receiver 

Operating Curve (ROC) derived from this analysis. Graph 1 in Figure 5-2 is for result 

1 and graph 2 is for result 2.  

 
Figure 5-2: ROC Curves. We can notice from both graphs that the performance for the 

synthetic data is overall better than the real data, especially below the 5% mark. 

 
Each of the graphs shows a curve representing the error rate for synthetic data and 

another one representing the error rate for real data. In both graphs, most of the error 

points for the synthetic data are below 1%, which means that the synthetic data is 

behaving better than the real data. In fact, in the first graph, the equal error rate for the 

synthetic data is about 0.7% at 25% threshold limit. And, in the second graph, the 

equal error rate for the synthetic data is about 0.3% at 20% threshold limit. This 

means that we are able to generate mouse data that not only has realistic behavioral 

properties but at the same time it allows us to test our model. Some questions arise 

from this, such as why is the synthetic data performing much better than the real data; 

why is there a wide gap between the curves below the 5% mark? The answer is 

because of noise. The synthetic data generator has been designed in a way so that the 

noise can be adjusted from 0-100%. For the data generated in Sets A and B, the noise 
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was varied from 0-10% only. That is why, the error rate is so low and the data is 

almost perfect. However, if we had increased the noise level, we would get a higher 

error rate. Also, if you notice, the curve for the synthetic data in graph 1 is more 

spread out than the curve in graph 2. Again, this is because there is more noise in the 

synthetic Data Set A, compared to the synthetic Data Set B. 

To study the exact impact of noise on the synthetic data, another experiment was 

carried out with 3 different sets of synthetic data. Data Set 1 had 10% noise injected 

into it, Data Set 2 had 20% noise and Data Set 3 had 30% noise. Each set consisted of 

10 synthetic users having 100 sessions and 2000 mouse actions per session. The 

results of this experiment are shown in Figure 5-3. 

 

Figure 5-3: ROC curves for noise test 
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Figure 5-3 shows ROC curves for each of the 3 synthetic data sets. The curve that has 

the lowest error rate is that of Data Set 1 since it only has 10% noise. As the noise 

increases, so does the error rate as indicated by the curves with 20% and 30% noise. 

Based on this validation we can claim that we have a synthetic data generator that has 

the ability to create realistic mouse actions with unique behavioral properties, and we 

can specify how perfect the mouse actions should be by manipulating the noise. 

55..44  SSuummmmaarryy  

This chapter presented the evaluation of the inverse biometric model based on two 

different tests. The first test showed that the synthetic mouse actions are not perturbed 

instances of real mouse actions, but in fact, they have their own behavior and at the 

same time possess human-like characteristics. The second test illustrated the 

comparison between the synthetic data and the real data based on their performance. 

The synthetic data performs better than real data. The performance is affected by the 

amount of noise present in the data. Hence, the performance can be degraded or 

improved depending on how much noise is injected into the data. 

Now that we have an inverse biometric model that has been evaluated thoroughly, the 

next chapter presents an implementation of the model in the form of a tool called 

SMAG. 
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CChhaapptteerr  66..    
  
  
IIMMPPLLEEMMEENNTTAATTIIOONN  

A prototype tool has been developed that implements the inverse biometric model, 

and can be used to generate as many synthetic mouse actions as desired. Fittingly 

enough, the tool is named “Synthetic Mouse Action Generator” or SMAG for short. 

This chapter discusses the design as well as all the different features of SMAG. 

66..11  DDeessiiggnn  

The goal of SMAG is to provide researchers with a utility to allow them to create 

synthetic users having synthetic mouse actions. Towards this end, SMAG has been 

implemented to provide the capabilities shown in the use case diagram in Figure 6-1.  

 

 
Figure 6-1: Use Case View 
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Input Hardware Parameters 

This allows the researcher to change the hardware parameters such as desktop 

resolution, mouse speed etc., before generating the data. 

Input User Parameters 

This allows the researcher to change the user parameters such as number of sessions, 

and the number of mouse actions that are to be generated. 

Adjust Noise 

This is for modifying the amount of noise that is to be inserted into the synthetic 

mouse actions. 

Set Behavior 

This is for setting different attributes for the behavior such as action percentage, 

distance percentage etc. 

Generate User 

This function generates a random user with the specified number of sessions, each 

containing the specified number of actions. 

View Users and their Actions 

This allows for viewing all the generated synthetic users and their associated mouse 

actions. 

Analyze Users 

This allows the researcher to analyze the behavior of the synthetic users through 

visual graphs. 

Save To File 

This function saves the mouse actions of each synthetic user to separate text files. 
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SMAG was designed keeping in mind evolution and extensibility. For instance, we 

could in the future, add implementation for a model that generates synthetic keyboard 

actions. Figure 6-2 shows a package diagram depicting the different modules and 

classes that have currently been implemented for SMAG: 

 

 

Figure 6-2: Package Diagram 

 

All the classes shown in Figure 6-2 were implemented in C#. Table 6-1 provides a 

description of all the classes in each package: 

Objects 
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MatlabTimeGenerator 

MouseDataGenerator RandomGenerator 

SessionGenerator 
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UInterface 

Parameters 

Program 
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PACKAGE CLASS DESCRIPTION 
 Program This is the main class that starts the application. 
 Parameters This class is used to store values of different 

parameters that are passed to the other classes. 
   

UInterface This class contains the implementation for the 
main interface of SMAG. 

BehaviorPanel This class contains the implementation for the 
panel that is used to assign behavior. 

GUI 

AnalysisPanel This class contains the implementation for the 
panel that is used to analyse the sessions of 
different users. 

   
UserGenerator This class generates users. 
SessionGenerator This class generates sessions for a user. 
MouseDataGenerator This class generates the synthetic mouse 

actions for all the sessions of a user. 
RandomGenerator This is an interface. 
RandomDistribution This class implements the RandomGenerator 

interface. It contains implementations for 
Uniform Distribution and Normal Distribution.  

Generators 

MatlabTimeGenerator This class calls the Neural Network (NN) 
implemented in Matlab. It passes data to the 
NN and retrieves the result. 

   
User Encapsulates a user object. 
Session Encapsulates a session object. 
MouseData Encapsulates data related to mouse actions, i.e., 

Action Type, Distance, Direction, Time etc. 

Objects 

GraphValues Used to store values that are passed to the 
graph class for drawing different graphs. 

Table 6-1: Class Description 

 

66..22  IInntteerrffaaccee  aanndd  FFeeaattuurreess  

Figure 6-3 shows a snapshot of the main interface for SMAG.  
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Figure 6-3: Main Interface of SMAG 

 
The main interface has several parameters that are available for modification: 

Screen Resolution: The resolution of the computer on which the user might be 

operating. 

Mouse Speed: The speed of the mouse that the user might be using. 

No of Sessions: Number of sessions to generate for the user. 

No of Mouse Actions per Session: The number of actions the user performs for each 

session. 

Noise Level: The amount of noise to be injected into the data. The noise can be 

varied from 0% to 100%. 

From the main interface, the user can also launch the Behavior Panel by clicking on 

the “Set Behavior” button. 
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Behavior Panel 

This is probably the most important feature of the tool. It allows the researcher to 

inject whatever behavior he wants into the user that he is generating. The following 

popup (shown in Figure 6-4) is opened when the researcher clicks on the “Set 

Behavior” button. 

 
Figure 6-4: Behavior Panel 

 
It allows the researcher to assign action and direction percentages to the mouse data 

that is generated. For example, the researcher can specify that 30% of the user’s 

actions are “Point & Clicks”, and 10% of his actions are in the 46-90 degree zone or 

direction 2. It also allows the researcher to specify the average speed in each 

direction, and also adjust the mean as well as the standard deviation for the distance. 

The researcher can either manually enter the percentages for each attribute or simply 
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click on the “Assign Random Percentages” button to have random percentages for the 

different attributes.  

A researcher can easily adjust all these different parameters and then click on the 

“Generate User” button to create a user with those attributes and behavior. So 

essentially, one can create as many users as one likes having as many sessions or 

mouse actions as one wants them to have. All the generated synthetic users are 

displayed neatly in a table in the main interface. The researcher can click on any user 

to view his sessions; he can then click on any session to view the actions for that 

session.  

Once the desired data has been generated, the researcher can then save to data to text 

files by clicking on the “Save To File” button in the main interface. SMAG 

automatically processes each user in the list and saves all his actions to a separate text 

file. These files can then be imported into other programs for further analysis or 

experimentation. SMAG actually has a feature for analyzing the behavior of all the 

generated users using the Analysis Panel.  

Analysis Panel 

When the user clicks on the “Analyse Users” button in the main interface, it brings up 

the popup shown in Figure 6-5. The panel shows 6 graphs for each user based on the 

6 (out of 7) factors described in sections 3.2 and 4.6. The researcher can select any 

two users from the drop-down list and then compare their sessions. This is a very nice 

feature to have since it allows one to analyze the behavior of each user visually.  
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Figure 6-5: Analysis Panel 

 

66..33  SSuummmmaarryy  

This chapter discussed the design and features of the tool SMAG, which is an 

implementation of the inverse biometric model in C#. SMAG represents an important 

aspect of our work because it embodies a medium through which researchers can 

easily evaluate existing biometric analysis models or investigate new ones. SMAG 

has some really nice features to not only create synthetic mouse actions and inject 

behavior as well as noise, but also to export and analyze the generated actions. An 

important design aspect of SMAG is that it has been developed in a way so that it can 

be evolved over time and other models can be easily added to the original design. 
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CChhaapptteerr  77..    
  
  
CCOONNCCLLUUDDIINNGG  RREEMMAARRKKSS  

Mouse Dynamics Biometrics represents an emerging field of research which may 

offer interesting opportunities in the general areas of continuous user authentication, 

network forensics, and impersonation detection. We have presented in this thesis an 

inverse biometric model for mouse dynamics and its implementation. The model has 

also been evaluated using various techniques to ensure that the synthetic data 

generated does in fact possess behavioral properties similar to real people. This is an 

important step towards the development of a framework that can be used as a 

benchmark by researchers interested in mouse biometric technology to assess and 

further improve their recognition systems and models, or develop new ones.  

77..11  FFuuttuurree  WWoorrkk  

In future work, we intend to use the proposed model to test and enhance our own 

mouse biometric analysis model. We also plan to use this model as basis to study 

possible forgeries against mouse recognition systems and design corresponding 

counter-measures. Among existing biometric technologies, keystroke is the closest 

one to mouse dynamic recognition systems. Both technologies involve several of the 

same challenges. In future work, we will investigate and implement in our current 

framework, an inverse biometric model for keystroke dynamics. By combining mouse 

dynamics with keystroke dynamics, we can have a Multimodal Biometric 

Identification system. A big advantage of having a Multimodal Biometric System as 



71 
 

 

compared to a Unimodal Biometric System is that a multimodal system can 

significantly narrow down the number of possible matches. Looking at several 

attributes of a user increases the likelihood of recognizing that user within thousands 

of other users. Hence, work is already underway in our lab for looking at the possible 

combinations of these two models so that a broader profile can be generated about the 

user’s behavior. 

77..22  IImmpprroovveemmeennttss  

Mouse Dynamics Biometrics is a fairly new area and although the inverse biometric 

model has been developed quite scrupulously, there is always room for improvement. 

In particular, studying the behavior of humans with regards to the mouse dynamics 

needs to be explored further. For instance, there are several questions that are left 

unanswered and further research needs to be done to address these. Some of these 

points are listed below: 

1. Is there a bias between left and right handed people? Would knowing that a 

user is left handed, give an attacker additional information that would make it 

easier to impersonate that user? 

2. Will a user's profile evolve over time as they become more proficient at using 

their system i.e. shorter periods of silence? 

3. What happens with age? 

4. If FRR and FAR are being used to measure the level of success of the 

solution, how can this be used for the continuous monitoring aspect of the 

solution. FRR and FAR are usually single instance authentication values 

rather than temporally based continuous monitoring aspect of the solution. 
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5. Can we improve the performance of the analysis model by having a better 

system for detection and noise filtration? 

 
All of these points are definitely worth looking into. That is why expanded research is 

being undertaken in our lab to address all these issues. For instance, through the on-

going experiment that we are conducting right now, we should be able to compare the 

newly collected data against the original dataset from 2003. This would provide us 

with concrete answers to questions 1, 2 and 3. Regarding points 4 and 5, we are 

actually working on a new performance model that would not only have a better error 

rate but would also be used for continuous monitoring and authentication of a user. 

 
These are just some of the fascinating aspects of mouse dynamics that we have 

presented. By analyzing these and further exploring the human behavior, we can build 

on the inverse biometric model to generate even more realistic and more accurate 

mouse actions. 
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