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ABSTRACT

This dissertation provides methods to utilize chaos efficiently in secure communi-
cations. Chaos has many desirable characteristics such as ergodicity and sensitivity
to initial conditions, and is considered an ideal candidate for use in cryptography
and secure communications. On the other hand, it suffers from sensitivity to noise
and fading if it is used for physical layer transmission, and errors due to the finite
precision of the numerical algorithms in digital systems. This limits the use of chaos
in cryptographic applications. Accordingly, this dissertation proposes new algorithms
to enhance the security of modern communication systems using chaos. The focus
is on developing chaotic cryptosystems for wireless systems that are reliable, secure,

and have good performance.
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Chapter 1

Introduction

1.1 Chaos Theory

Chaos is a natural phenomenon that provides the very interesting property of sen-
sitivity to initial conditions [1]. Chaos has been found to occur in a great number
of non-linear dynamic systems, and in frequency ranges from baseband to optical.
Chaos is the irregular motion of a dynamical system; it is deterministic, sensitive to
initial conditions, and impossible to predict in the long term. It is neither harmonic
nor random. Chaos is characterized by the way a dynamical system does not repeat
itself, even though the system is governed by deterministic equations.

In the same way that time and the frequency are used to identify chaotic signals,
phase-plane and correlation are used to identify the attractor and randomness of the
chaotic system. The attractor is a region of the state space from which there are
no exit paths. That is, points that get close enough to an attractor remain close
even if they are slightly disturbed. Attractors can consist of a single state called an
equilibrium state, or a cycle of states called a limit cycle. For chaotic systems, the
attractor does not settle to one of these but explores all of the state space around
the attractor for all time without ever repeating. That is, it does not return to some
previously visited point in the state space, this describes the stretching and folding
properties [2], which can be seen when plotting the states of the system against each
other. Figure 1.1 plots the trajectory of the Rossler attractor in the phase space,
depicting the stretching and folding properties.

In addition, chaotic signals have a broadband continuous frequency spectrum,

which explains the noise-like behavior of chaotic systems [3], which can be illustrated



Z-state

Y-state

Figure 1.1: The Rossler attractor.

using the correlation function. The word attractor is used to identify the chaotic
dynamical system, while generator is used when referring to the role of the chaotic
attractor in the algorithm.

In general, chaotic systems can be classified into two main categories: continuous
and discrete. For continuous time systems, for the chaotic trajectory to be non-
repetitive the system must have a minimum of three differential equations, or two
differential equations plus a forcing function. The most famous continuous chaotic
systems include Chua’s circuit [4], and the Lorenz [1] and Rossler [5] attractors. All
these systems are three-dimensional (3D). For discrete systems, one difference equa-
tion is sufficient to achieve chaotic behavior. The Logistic map is a one-dimensional
(1D) system [6], while the Henon map [7] is a two-dimensional (2D) system. Higher
dimensional continuous and discrete systems have been developed based on these
systems.

The synchronization of chaotic systems has attracted considerable interest since
the pioneering work of Pecora and Carroll [8]. They showed that the dynamics of a
drive system and of a driven subsystem (response system), become synchronized if the
Lyapunov exponents of the response system are less than zero. This drive-response

concept has led to the development of several methods for obtaining synchronized



dynamics in both continuous and discrete chaotic systems. Approaches proposed
to achieve synchronization include observer-based [9], linear and non-linear feedback
control [10, 11], adaptive control [12], backstepping design [13], active sliding mode
[14], projective synchronization [15], anti-synchronization [16], and lag synchroniza-
tion [17].

Once the problem of synchronization was solved, chaotic systems were proposed
for use in wireless communications. Two methods have been used to create broadband
signals using chaos. One uses the chaotic signal as the carrier signal [18], while the
second approach employs the chaotic signal for spreading in direct sequence spread
spectrum (DS-SS) system [19], where systems use continuous pseudo-random time
series to spread the spectrum of message signal, and the spread signal is then directly
sent through a channel to the receiver. Results have been presented concerning chaotic

modulation and demodulation [20] and channel coding [21].

1.2 Chaos in Secure Communications

Chaotic cryptosystems are an important application of chaos in communication sys-
tems. Based on Shannon’s theory of secrecy, confusion and diffusion are two proper-
ties used to make ciphers robust against statistical analysis [22]. For non chaos-based
cryptosystems (such as AES which is now used worldwide), the cipher goes through
a number of rounds of substitution and transposition operations to achieve these two
properties. On the other hand, the complex behaviour of the chaotic system provides
these properties directly [23]. The ergodicity of the chaotic signal corresponds to
the confusion, as all chaotic signals generated using different initial values have the
same statistics. In addition, the diffusion is achieved by the sensitivity to the initial
conditions and the mixing property [24]. As a result, chaos-based cryptosystems can
be used to develop strong ciphers with a simple structure, and the confusion and dif-
fusion properties are realized through the dynamics of the system. Thus, chaos is an
ideal candidate for use in cryptographic systems. This dissertation proposes chaotic
cryptosystems with simple structures which provide security comparable to that of
non chaos-based cryptosystems, as well as fast encryption rates.

Analog chaos-based communications is the first chaotic cryptosystem. It can be
achieved by synchronizing chaotic systems at the transmitter and receiver driven
by one or more analog chaotic signals which are transmitted through the physical

channel. The outputs of these systems can be used for both analog and digital



communications.

Several types of analog chaotic cryptosystems have been developed. Both the
masking and chaos shift keying are considered the first generation of the analog chaos-
based communications. With chaotic masking, the message is added to the output
of the chaotic generator at the transmitter [25]. The message signal is typically 20
to 30 dB weaker than the chaotic signal in order to hide the message and achieve
synchronization at the receiver [20]. At the receiver, the chaotic signal is subtracted
to recover the message. Several attacks on this cryptosystem have been developed
[26], which make chaotic masking insecure.

Communication systems have been developed to transmit digital data using chaos
shift keying (CSK), chaos on-off keying (COOK), differential chaos shift keying (DCSK),
and FM-differential chaos shift keying (FM-DCSK). With these modulation tech-
niques, the message (typically binary) is used to select the signal to be transmitted
from two or more chaotic systems [20]. At the receiver, the received signal is used
to drive chaotic subsystems identical to those at the transmitter. Each subsystem is
identical to one of the transmitter systems, and so one will be synchronized with the
transmitted binary symbol while the other will remain unsynchronized. The message
is recovered by low-pass filtering and then using a threshold on the synchronization
error signal. Successful attacks on this approach have been developed [27].

Chaotic modulation is considered to be the second generation of analog chaotic
cryptosystems. Two methods have been proposed to modulate the messages. The
first is called chaotic parameter modulation [28], and is based on using a message
to modulate one or more parameters of the chaotic system. The second method is
called chaotic non-autonomous modulation [29], where the message is injected into
the dynamics of the chaotic system. Techniques have been suggested to break chaotic
parameter modulation [30].

The third generation of analog chaotic cryptosystems provides a much higher
level of security than the first two generations [31]. The first approach combines a
traditional cryptographic technique with a chaotic system for synchronization. The
message is encrypted using a conventional cipher with a key signal generated by a
state variable of the chaotic system. The resulting signal is used to drive the chaotic
system such that the chaotic dynamics are changed continuously in a very complex
way. Another state variable of the chaotic system is used as the transmitted signal.
The second approach uses higher order chaotic systems (called hyper chaotic), to

increase the complexity and the key space.



Digital chaotic cryptosystems use one or more discrete chaotic systems (chaotic
maps) directly to provide security rather than via chaotic synchronization as in analog
cryptosystems. Digital processors are employed with the chaotic maps implemented
using finite precision arithmetic to encrypt the messages. Most of these systems are
based on chaos-based pseudo-random number generators (PRNGs). These numbers
can be generated using floating-point (e.g. double-precision), then a binary key is
extracted using quantization function. The initial conditions and control parameters
play the role of the secret key, which exploit the large parameter space, strong sensitiv-
ity to initial conditions, and the random-like behavior of the resulting chaotic signals.
Chaos has also been used for image encryption using the permuting mechanism of the
chaotic generators [32, 33]. Generally, the pixels of the image are consider as elements
of a matrix. The image is encrypted by permuting the pixels in non-predictable man-
ner. At the receiver, the image is retrieved by applying inverse permutation on the

ciphered image.

1.3 Contributions

As the behavior of chaotic system is sensitive to the initial conditions, any disturbance
however small will grow exponentially, and leads to a different trajectory over time. In
communication systems, the signal is transferred from the transmitter to the receiver
through a channel. Synchronization is the key to using chaos in communications and
cryptography applications. However, the channel and the receiver noise affect this
synchronization, which makes it hard to establish reliable communications between
users using chaos. As well, implementing chaos using discrete maps either for commu-
nications or encryption purposes is subject to errors due to finite precision arithmetic
[34]. This dissertation explores how to overcome these barriers, and develops reliable
algorithms that can offer security for communications with good performance. These
algorithms suggest new solutions in the physical layer and higher layers such as the
presentation and data link layers, and contribute to the use of chaotic cryptosystems
as an alternative for effective and dependable security. This dissertation consists of

two parts that are outlined below:

I The first part focuses on chaotic cryptosystems in the higher layers of digital
systems. Ciphers are developed to encrypt digital data using high-dimensional

chaotic systems. The problem of finite precision arithmetic is overcome and the



computational complexity is low. Chapters two, three and four present the first

and second contributions.

IT The second part provides security in the physical layer of the wireless communi-
cations. Based on the characteristics of the wireless channel and the frequency
of the chaotic signal, the third and fourth contributions are presented in Chapter

five and six respectively.

The contributions of this dissertation are as follows:

1. A new class of discrete chaotic systems based on 3D continuous systems is de-
veloped. These discrete systems provide Lower computational complexity com-

pared with existing methods when implemented in digital hardware/software.

2. Two new chaotic ciphers are developed. These ciphers depend on the complex
dynamic behavior of chaotic systems to provide fast and simple encryption.
Further, the problem of finite precision arithmetic in numerical computations

1S overcome.

3. A new algorithm to extract shared key between two users is developed. This
algorithm benefits from the frequency characteristics of the chaotic signal and
the fading channel to generate random sequences of bits for secure communica-
tions. The use of the frequency characteristics makes the algorithm superior to
time-domain based algorithms in terms of noise sensitivity and key generation

rate.

4. A secure transmission technique for orthogonal frequency division multiplexing
(OFDM) is developed. The phase of the chaotic signal is used to manipulate the
signal constellation of the transmitted signal. In addition to providing security,
the randomness of the chaotic phase signals is used to reduce the peak to average

power ratio (PAPR) with full spectrum efficiency.



1.4 Thesis Organization

Chapter 1 briefly introduces the concept of chaos theory, and the motivation of
using chaos in secure communications for analog and digital communications.
In addition, it gives a quick look at the problems of using chaos in secure
communications. The chapter ends with the dissertation contributions and

organization.

Chapter 2 presents a new class of high-dimensional discrete chaotic systems. The
transformation from continuous to discrete form results in new control parame-
ters. The chaotic behavior of the systems is verified, and the range of each new
parameter to preserve the chaotic behavior is defined. The low computational
complexity is verified by comparing with the computational complexity of the

corresponding continuous chaotic systems.

Chapter 3 provides a new scheme to encrypt two different digital data streams. The
cipher is based on a 3D discrete Lorenz generator. The chapter introduces the
cipher, verifies the randomness of the transmitted encrypted signal, the security,

and performance of the cipher.

Chapter 4 presents an image cipher. Similarly to the cipher in Chapter 3, the
proposed cipher uses the 3D discrete Lorenz generator which has a complex
chaotic signal and low computational complexity. The cipher offers high speed
encryption with good security, and overcomes the problem of finite precision
arithmetic of the digital hardware and software. The performance and secu-
rity are analyzed, and a comparison with previous results in the literature is

performed.

Chapter 5 introduces a new technique to achieve secure wireless communication
using physical layer security. A shared key between two legitimate users is
generated exploiting the reciprocity of the fading channel between two points in
free space. The performance according to the key generation rate (KGR), the
key disagreement probability (KDP), and the key randomness is examined. The
robustness against timing error and the signal-to-noise ratio (SNR) is verified.
This shows the superiority of using frequency characteristics of the probing

signal over other types of signal characteristics employed in the literature.



Chapter 6 introduces a secure OFDM system with PAPR reduction. The chaotic
phase randomness of the chaotic signal is used to provide PAPR reduction as
well as security. There is no need for side-information to be sent to the receiver
as in the literature, which preserves the bandwidth efficiency and increases the

security. The performance with different modulation techniques and different
SNRs is illustrated.

Chapter 7 presents some conclusions and suggestion for future work.



Chapter 2

Low Complexity Discrete
Multi-dimensional Chaotic

(Generators

2.1 Introduction

For secure communications using chaos, it has been recommended that high-dimensional
systems be used rather than those of low-dimensional [35]. Since continuous chaotic
systems have a complex dynamic behavior, many chaotic communication systems
have been proposed based on analog circuits [36, 37, 38]. One deficiency of these
systems is that both the transmitter and receiver must be constructed using very
accurate components to ensure synchronization and data recovery. In practice, com-
ponent accuracy can be insufficient due to effects such as aging, temperature and
manufacturing variations. Thus analog solutions can be very difficult to implement
[39], even for short periods of time under controlled laboratory conditions.

In modern digital communications, discrete chaotic systems are used for encryp-
tion purposes. Digital chaotic cryptosystems use one or more chaotic maps to provide
security directly rather than via chaotic synchronization as in analog cryptosystems.
These digital chaotic systems are 1D and 2D systems. Even though the logistic map
is only a 1D system, it has been widely used to encrypt images and data in digital
communication systems due to its simplicity. To enhance the security, continuous
chaotic systems are implemented in digital hardware and/or software using approx-

imation methods. Runge-Kutta is the most commonly used approximation method,
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such as in [40], where it is used to approximate the 3D Lorenz attractor for real-time
image encryption. However, the computational complexity is a drawback for imple-
menting continuous chaotic systems, and hence the applicability of using it in chaotic
cryptosystems.

In this chapter, new 3D discrete systems based on 3D continuous systems are
developed. The chaotic behavior and synchronization of the resulting systems are
verified. This is done using both Lyapunov exponents and randomness. The objective
of the proposed approach is to develop chaotic systems that can be implemented
simply and accurately. While the differential equations for dynamic system are solved
using approximation methods, the proposed approach employs discrete expression for
the integration to obtain new discrete systems. Additionally, the difference equations
of the new systems have additional parameters which enhance the security level for
the chaotic cryptosystems by increasing the key length. This provides reliable and

secure communications.

2.2 Difference Equations of the New Class of Dis-

crete Chaotic Generators

The well-known fourth order Runge-Kutta numerical integration method RK-4 [41],
is widely used to simulate first order differential equations. It is an extension of
the Euler method which provides greater accuracy [42]. RK-4 is frequently used to

simulate continuous dynamic systems using digital hardware and is given by
)/1‘4.1 - Y; + h(CLlKl + a2K2 + CL3K3 + CL4K4) (21)

where h is the step size, and K; to K4 are parameters which depend on the previous
one, This method is computationally expensive, as K; to K4 must be calculated each
iteration. In addition, these computations are performed sequentially. This results in
an increase in the execution time. The objective here is to develop discrete systems
based on continuous chaotic systems, resulting in fewer computations, lower execution
times and smaller circuits than existing solutions in the literature [43].

The finite difference approximation for derivative is

dr _ Xp — X,

4T 2.9
T At (2.2)
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where At is the step time and n is an integer. Equation (2.2) is called a forward
difference approximation. This time step is used in numerical approximation methods
to simulate the integration process in software and digital hardware. In contrast, the
proposed systems are discrete and thus do not employ a time step. Thus the solution
of (2.2) is

X =4 X g+ X, (2.3)

where ¢ is the gain. This transformation from a continuous to a discrete system
results in the new state X,, .1 being the sum of the previous state X,, and the present
transition & multiplied by gain g. This can be implemented as shown in Figure 2.1,

where D is a delay by one sample.

x XXg Xnt+1|  Dela
Y
+ o)

N
V

Figure 2.1: Discrete implementation of (2.3).

Equation (2.3) and its implementation in Figure 2.1 can be used to transform
continuous dynamical systems to obtain new discrete systems. For chaotic systems,
it must be determined if these new discrete dynamical systems have chaotic behavior.
This will be determined in the next section. Well-known continuous chaotic systems
such as those by Rossler [5] and Lorenz [1] can be converted to discrete systems by
substituting (2.3) in the corresponding state equations. The Rossler state equations
are

T = —y—z
x + Ay (2.4)
2 = B+Z(@x-0C)

where A = 0.398, B = 2 and C' = 4. Substituting (2.3) in the differential equations

in (2.4) gives the difference equations

Xn+1 - gl(_Yn - Zn) + Xn
Yor1 = X, +AY,)+Y, (2.5)
Zuii = B+ 20X~ O) + Z,



The Lorenz state equations are

where A = 10, B = 28 and C =

u = (v—u)A
= Bu-—v—20uw
w = buv— Cw

difference equations are

Un+1 - gl(Vn - Un)A + Un
Vo1 = ¢(BU, =V, —20U,W,)+V,
Wn+1 = g3(5UnVn - CWn) + Wn

12

(2.6)

8/3. Substituting (2.3) in (2.6), the resulting

(2.7)

These discrete models are investigated in the following sections to verify the chaotic

behavior and synchronization.

The advantage of the proposed discrete systems can be clearly seen by comparing

them with the corresponding Runge-Kutta based approximations of the continuous

systems. For example, using the RK-4 method given in (2.1) with the Lorenz state

equations in (2.6) gives

i
[

K22 =

Ky =
K3 =

=
Il

=
s
|

h(Vi = Ui)A

h(BU Vi — UW))

h(U;V; — CW;)

h(V; + 3 K12) — (U + 5K11)]A

(Vi

B(U; + lKH) - (Vi+ lK12) — (U + %KH)(Wi + %KB)]
(Ui + s K11) (Vi + 5K12) — C(W; + 5K13)]

(Vi + 1 Kao) — (U; + L Ky))A

[
hl
[
[
WB(U; + 3Kxn) — (Vi + 2 Ka) — (Ui + 2 Ko1 ) (W; + $Ka3))]
[
[
(B
[

h

h(Ui + 5K21) (Vi + 5K92) — C(W; + 5K53)]

h[(Vi + K32) — (U + K31)]A

h[B(U; + K31) — (Vi + K32) — (Ui + K31) (Wi + K33)]
h[(Us + K31)(V; + K32) — C(W; + K33)]

Ui + £ (K11 + 2Ko1 + 2K3, + Ky1)

Vi+ # (K12 4 2Kas + 2K3 + Kyp)

Wi + H(Ki3 + 2Ko3 + 2K33 + Ku3)

(2.8)
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Comparing (2.7) with (2.8) shows the advantage of the proposed method in terms of
complexity. In addition, the proposed method provides new discrete chaotic systems

rather than approximations of continuous systems.

2.3 Performance and Synchronization

Simulink is a simulation tool based on MATLAB which can be used to simulate linear
or non-linear, continuous or discrete, dynamic systems. The Simulink models for the
proposed discrete Rossler and Lorenz attractors are established based on Equations
(2.5) and (2.7), respectively. Each of these models has six parameters which will affect
the behavior in addition to the parameters associated with the original attractor.
These new parameters are the gains g;, g2 and g3, and the initial values of the three
delay units representing the initial state of the system.

Simulating continuous chaotic systems requires that an appropriate step size be
chosen. This is a hidden parameter within the system model (typically set to 0.01
s), used to obtain the desired behavior. Conversely, the gain parameters in a discrete
system are explicitly present as parameters, and can be chosen to vary the system
behavior in a controlled way. Thus, the ranges of these values which result in chaotic
behavior are investigated here.

Synchronization can be achieved even if the initial values differ at the transmitter
and receiver, so the choice of the initial values is not critical. However, in applications
such as chaos-based cryptography the initial conditions can play a critical role. In
this case, the discrete models are preferable as these values can be defined precisely.

Lyapunov exponents are a mean of checking the stability of dynamic systems,
and to determine if they are chaotic. They provide the average exponential rate of
divergence or convergence of nearby orbits in the phase space. There are two means
of determining the chaotic behavior of a dynamic system. The first employs the
Jacobian matrix to determine the Lyapunov spectrum, while the second calculates
the largest Lyapunov exponent to establish if the system behavior is chaotic. The
latter approach depends on the state variables and not the Jacobian matrix. In
each iteration, the deviation is determined between two orbits obtained using the
same initial conditions but with a small permutation. The first approach considers
the growth and change of an orthogonal set of vectors over the system iterations.
For a linear system, the Lyapunov spectrum can be calculated directly because the

Jacobian matrix is constant (i.e., independent of the state variables). Conversely,
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the Lyapunov spectrum for non-linear continuous systems can be determined using
approximate numerical methods. Several techniques have been employed to determine
this spectrum.

The accuracy of the solution obtained depends on the method employed, the
dimension of the system, the system parameters, the size of the data set, the number
of output values discarded at the start, the step size, and the technique used for
integration [44, 45, 46].

For 3D chaotic systems, the Lyapunov spectrum consists of three exponents. For a
dissipative chaotic system, the sum of these exponents must be negative. In addition,
the system is chaotic if at least one of these exponents is positive. A positive Lyapunov
exponent indicates that the system is sensitive to the initial conditions. For the other
two exponents, one should be approximately zero and the other should be negative.
These positive and negative exponents determine the stretching and folding properties
of the chaotic dynamic system. In this case the stationary points are neither attractors
nor repellers, and so are called strange attractors [47].

The most commonly employed method to determine the Lyapunov spectrum is
the Wolf Lyapunov exponent [48]. This is based on Gram-Schmidt reorthonormal-
ization (GSR). Table 2.1 shows the Lyapunov exponents for the Rossler and Lorenz
continuous attractors, as well as the exponents obtained using an implementation of
the Wolf method in MATLAB. The Lyapunov exponents are arranged in order from
largest to smallest. These results indicate that the exponents using these approaches
can vary, but the differences are not substantial.

For the proposed discrete systems, the Wolf method was used with (2.5) and (2.7)
to determine the Lyapunov exponents. The average of multiple runs (10 or 50) of the
proposed discrete system with different numbers of discarded initial values and data
set sizes for the Rossler and Lorenz based discrete systems are given in Tables 2.2 and
2.3, respectively. These results indicate that the first Lyapunov exponent is positive,
the second is approximately zero, and the third is negative, as with the continuous
systems.

In addition, these discrete systems are dissipative as the sum of the three expo-
nents is negative. This means they are chaotic and bounded, so that folding and
stretching occurs. Comparing Table 2.1 with Tables 2.2 and 2.3, it can be seen that
the values for the discrete systems differ (smaller) from those of the continuous sys-
tems. This is due to the fact that the discrete systems are not approximations of

the continuous systems, but rather new chaotic systems. As discussed previously,
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Table 2.1: The Lyapunov Spectrum of Some Continuous Attractors

Method Rossler system Lorenz system

[44]  0.0900 0.0000 -9.8000  1.5070 0.0000 -22.4600
[45] - 0.9057 0.00001 -14.5724
[46] - 1.4504 -0.0057 -13.9990
[48]  0.1300 0.0000 -14.1000  2.1600 0.0000 -32.4000

Table 2.2: Discrete Rossler Lyapunov Spectrum (averaged over 10 or 50 Runs)

g No. of initial values discarded No. of values  Lyapunov spectrum

0.01 20 10000 0.0006 0.0001 -0.0334
0.01 20 50000 0.0007 0.0000 -0.0333
0.01 200 10000 0.0006 0.0001 -0.0335
0.01 200 50000 0.0006 0.0000 -0.0332
0.01 2000 10000 0.0006 0.0001 -0.0334
0.01 2000 50000 0.0007 0.0000 -0.0333

they are transformations of the continuous systems to discrete systems. However, the
results in these tables verify the chaotic behavior of the discrete systems.

The second approach to determine if the systems have chaotic behavior is to cal-
culate the largest Lyapunov exponent. This method was applied to the proposed
discrete Rossler and Lorenz attractors for different initial values and data set sizes.
The corresponding results are shown in Tables 2.4 and 2.5. From these tables, the
largest Lyapunov exponents for the proposed discrete systems are near the largest
Lyapunov exponents for the continuous systems. This indicates that the proposed
discrete Rossler and Lorenz attractors will behave as chaotic systems, as the corre-
sponding continuous systems are chaotic.

The largest Lyapunov exponent method was used to define the range of the model
gain parameters g which result in chaotic behavior, and this is shown in Figures 2.2
and 2.3 for the Lorenz and Rossler attractors, respectively. To check the reliability of
the proposed discrete systems, they were run for a very long time span (approximately
one month).This was done using MATLAB for 2.592 X 10® iterations. The state
space vectors for the last 10,000 output values are shown in Figures 2.4 and 2.5 for
the Lorenz and Rossler attractors, respectively. These shapes are the same as those
for the corresponding continuous systems [1] and [5], which further confirms that the

chaotic behavior of the discrete systems is stable.
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Table 2.3: Discrete Lorenz Lyapunov Spectrum (averaged over 10 or 50 Runs)

g

No. of initial values discarded No. of values

Lyapunov spectrum

0.01
0.01
0.01
0.01
0.01
0.01

20 10000
20 50000
200 10000
200 50000
2000 10000
2000 50000

0.0100 0.0001 -0.1497
0.0103 0.0000 -0.1498
0.0102 -0.0000 -0.1496
0.0104 -0.0000 -0.1499
0.0104 -0.0001 -0.1499
0.0104 -0.0000 -0.1500

o o
o ©

o
~

Lyapunov exponent

0.2

0

12r

o o
o © -
T

=}
>
T

Lyapunov exponent

B
o
N

e N 0

I I I I I I I I I I
0.01 0.012 0.014 0.016 0.018 0.02 0.022 0.024 0.026 0.028

g1l value

I I I I I I I I I I
0.01 0.012 0.014 0.016 0.018 0.02 0.022 0.024 0.026 0.028

g2 value

(a) Lyapunov exponent versus g; for the u variable(b) Lyapunov exponent versus go for the v variable

127

Lyapunov exponent
o o
o © =
T

I
IS

I
N}
T

0

1 .
0.01 0.015

. . .
0.02 0.025 0.03
g3 value

(c¢) Lyapunov exponent versus gs for the w variable

Figure 2.2: Discrete Lorenz parameter g ranges based on the Lyapunov exponents.

Randomness is a distinguishing feature of chaotic systems. Measuring the ran-

domness is important if a chaotic system is to be used in cryptographic and spread

spectrum communications applications.
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Figure 2.3: Discrete Rossler parameter g ranges based on the Lyapunov exponents.

One method commonly used to measure randomness is the autocorrelation func-
tion. An ideal random sequence should be uncorrelated regardless of the shift. To
evaluate the randomness of the proposed discrete systems, their autocorrelations were
compared with those of the continuous systems. The results for the continuous Lorenz
attractor with a time step of 0.01 s and a run time of 100 s and the proposed discrete
Lorenz attractor with 10,000 iterations are depicted in Figure 2.6. This shows that
the autocorrelations have similar values, but the discrete system results in more zero
crossings.

Next, the limits on the gains g for the 3D discrete chaotic system are determined.
These parameters correspond to the three state equations (using 2.7). It is important

to define upper and lower limits on these parameters that will ensure chaotic behavior.
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Table 2.4: Largest Lyapunov Exponent for the Discrete Rossler Generator

g No. of values No. of initial values discarded Largest Lyapunov

0.01 10000 500 0.0618
0.01 10000 1000 0.0618

Table 2.5: Largest Lyapunov Exponent for the Discrete Lorenz Generator

g No. of values No. of initial values discarded Largest Lyapunov

0.01 10000 500 1.0414
0.01 10000 1000 1.0427

V' state
‘W state

‘u’ state ‘U’ state

(a) (u,v) space (b) (v,w) space

Figure 2.4: The discrete Lorenz attractor state space vectors.

Considering the Lyapunov exponents, the upper limit is ¢ = 0.024, as a value of
0.025 results in all exponents being positive. Alternatively, randomness is considered
in determining the lower limit. With a very small value of g, the signal will change
very slowly, which produces highly correlated output values. Figure 2.7 shows the
autocorrelation for the proposed discrete Lorenz attractor with g = 0.024, 0.01 and
0.001. The data set size used was 10,000 values. The autocorrelation for g = 0.001
shows a very high correlation between values, while g = 0.024 results a very small
correlation values. Thus the correlation increases as ¢ decreases, and a value of
g = 0.01 was found to provide sufficiently small correlation values. Therefore, an

acceptable range for ¢ is 0.01 to 0.024.
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Figure 2.5: The discrete Rossler attractor state space vectors.
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Figure 2.6: Autocorrelation of the (a) continuous Lorenz attractor, and (b) discrete
Lorenz attractor.

The synchronization of chaotic systems was first achieved by Pecora and Carroll
[8]. This was done using one state variable as a drive signal to synchronize the
remaining state variables (subsystem). The only requirement is that the subsystem
be stable, so the corresponding Lyapunov exponents must all be negative. Table 2.6
shows the conditional Lyapunov exponents of the discrete Lorenz and Rossler driven
subsystems using different driving signals. The conditional Lyapunov exponents are
the Lyapunov exponents of a driven subsystem. From this table, the state variables

u and v can be used to synchronize two Lorenz attractors, while the state variable y
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is the only driving signal that can be used for Rossler attractors. These results are
similar to the corresponding results for continuous Lorenz and Rossler attractors [8].

To confirm the synchronization of the proposed discrete systems, the Simulink
models (for 2.5 and 2.7) were used to synchronize two identical chaotic systems but
with different initial conditions. The results for the discrete Rossler attractor are
given in Figure 2.8-a using state y as the drive signal with initial state variable values
[0.1 0.01 0.2] at the transmitter and [0.4 0.1 0.3] at the receiver. As the Rossler
attractor is very sensitive to the initial conditions, the synchronization was achieved
using feedback control [49]. The results for the discrete Lorenz attractor are given
in Figure 2.8-b using state v as the drive signal with initial state variable values [0.1
0.01 0.2] at the transmitter and [0.4 0.1 0.3] at the receiver. The Lorenz attractor
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Table 2.6: Conditional Lyapunov Exponents for Different Drive-Response Subsystems
for the Discrete Lorenz and Rossler Systems

(drive-response) subsystem Conditional Lyapunov exponent

Lorenz

u driving signal; (v,w) response -0.0147 -0.0153

v driving signal; (u,w) response -0.0270 -0.1054

w driving signal; (u,v) response 0.0000 -0.1187
Rossler

z driving signal; (y,2z) response 0.0040 -0.0367

y driving signal; (x,z) response -0.0021 -0.0345

z driving signal; (z,y) response 0.0020 0.0020

synchronization was achieved using the drive-response system in [8]. These results
show that synchronization can be achieved when the initial conditions at the receiver

and transmitter differ.
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Figure 2.8: Synchronization with different initial conditions at the transmitter and
receiver using the (a) Rossler discrete attractor state y as the drive signal, and (b)
Lorenz discrete attractor using state v as the drive signal.

2.4 Conclusion

In this chapter, discrete chaotic systems were developed based on continuous 3D sys-
tems. These systems have several advantages over continuous systems. Continuous

systems implemented using analog circuits suffer from accuracy problems associated
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with analog components. Approximations based on techniques such as Runge-Kutta
methods lead to complex digital implementations. Conversely, the proposed discrete
models are much simpler and have additional parameters that can be used to con-
trol system behavior. This is an advantage when these discrete systems are used in
important applications such as real-time chaotic communications and cryptography.

Since these new discrete systems are transformations of continuous systems and
not approximations, the chaotic behavior of these systems was examined and con-
firmed for a range of system parameters. This has been done using both Lyapunov
exponents and randomness. A model was developed using Simulink to verify the
theoretical results. The proposed transformation can be applied to any continuous

system, and is not limited to the two systems examined in this chapter.
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Chapter 3

A New 3D Chaotic Cipher for
Encrypting Two Data Streams

Simultaneously

3.1 Introduction

In this chapter, a new chaotic cipher based on the discrete Lorenz generator is pre-
sented to encrypt two digital data streams. The non-autonomous modulation tech-
nique is employed to encrypt the data samples, which enhances the security of the
cipher. Each data sample is injected into the dynamics of the Lorenz generator
through one of the difference equations. Accordingly, the transmitted signal is a com-
plex mixture of the encrypted data. Thus the data are encrypted and mixed together
through the generator dynamics. The data streams affect the dynamics of the chaotic
generators independently. This technique improves the chaotic non-periodic property.
In addition, the cipher has a simple structure and so is suitable for practical applica-
tions. Moreover, using one discrete Lorenz generator for encrypting/decrypting two
data streams saves the hardware resources by approximately 50%. The cryptographic
properties of the cipher are analyzed. The results obtained show that it provides ex-
cellent security and is resistant to existing attacks such as those based on Lorenz

synchronization.
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3.2 Literature Review

As mentioned in the Introduction, chaotic cryptosystems have evolved from analog
encryption of analog and digital information, to the digital chaotic cryptosystems
used in modern communications.

Digital chaotic cryptosystems avoid the problems of analog systems by encrypting
data in higher-layers using discrete chaotic generators, rather than in the physical
layer using analog systems. Analog systems are designed considering the effects of
receiver noise and channel fading. On the other hand, the finite precision of the
digital hardware makes the chaotic orbits periodic. Generally, the length of an orbit
is different according to the complexity of the chaotic attractor, and the precision of
the digital hardware [50]. In addition, the approximation process of the continuous
chaotic systems in digital hardware is complex in terms of the computations. Thus,
most of digital chaotic cryptosystems are based on low-dimensional chaotic attractors.
The use of discrete chaotic generators in cryptosystems can be categorized as either
block or stream ciphers, or public key ciphers.

In block ciphers, a string of bits is permuted to another string with the same
length via a discrete chaotic map. [51] Is the first work presents chaotic permutations
(called Bernoulli permutation) using the Baker map, followed by several ciphers such
as in [52] where multi-chaotic systems are used.

For chaos-based stream ciphers, a chaotic generator is used as a PRNG. In these
techniques, a chaotic map is used to generate a larger set of random-like numbers from
a small set (seed), which in this case consists of the initial values and the control
parameters of the chaotic generator [53]. The observations in [34] show that the
average orbit length grows exponentially with the precision of the digital hardware.
Based on this fact, using high precision arithmetic keeps the non-periodicity for longer
orbit lengths, and avoid key repetition if used with low precision arithmetic.

Chaotic generators in public key ciphers are used to establish secure commu-
nications without exchanging secret keys [54]. The first use of chaos for public key
encryption was presented in [55], where the Chebyshev polynomial map is used. Most
subsequent work is based on the Chebyshev map.

Hashing is another technique that benefits from chaos. It is a one-way function
where a variable length input is transformed to a shorter fixed length output. Different
approaches have been investigated for chaos-based hashing such as simple chaotic-

based hash function [56], and chaotic neural network-based hash function [57].
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Digital chaotic cryptosystem have been used in many applications especially image

encryption, which is a very active research area with many ciphers [58, 59].

3.3 The New Cipher

In chaotic cryptography, a complex signal is desirable to make the encryption cipher
more robust to attacks, in particular statistical attacks. Therefore, high-dimensional
dynamical systems are preferable to low-dimensional systems. The proposed cipher
employs a 3D discrete Lorenz map. This chaotic attractor is based on a 3D continuous
Lorenz attractor [1], which has been shown to have very complex dynamics. The state

variables of the continuous Lorenz attractor are described by the following differential

equations
uw = Alv—u)
= Bu—v—20uw (3.1)
w = bSuv—Cuw

Although a continuous Lorenz attractor can be implemented using numerical tech-
niques such as Runge-Kutta methods, a discrete attractor is employed here. This is
because a discrete attractor provides greater signal complexity and can be imple-
mented simply in hardware.

As mentioned previously, with analog chaotic systems, and in particular non-
autonomous modulation, the data signal is injected into the dynamics of the chaotic
system. Then one or more state variables are sent to the receiver, which must per-
form an inverse operation to retrieve the data. This requires full knowledge of the
parameter values (i.e., the key). These systems also require synchronization between
the transmitter and receiver, which is difficult to achieve using analog circuits, and
create constraints on the data and the way it are injected into the dynamics of the
generator. The proposed discrete cipher benefits from the non-autonomous modula-
tion used in analog systems, but synchronization is easily maintained. The discrete

Lorenz attractor employed here is given by the following difference equations

Un+1 = 0 (A(Vn - Un)) + Un
Vo1 = ¢(BU, =V, —20U,W,)+V, (3.2)
Wn+1 = 93(5Unvn - CWn) + W,

where A =10, B =28, C' = 8/3, and g; = 0.01, wherei = 1,2,3. There are three
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state variables U, V' and W. Two data samples m; and my are inserted into U and

V', respectively, which gives

Un—i—l = 0 (A(Vn - Un) + mln) + Un
Vn+1 = gg(BUn — Vn — QOUan + an) + Vn (33)

The transmitted signal is the U state variable, and the objective is to retrieve m;
and mo from this signal at the receiver. Feedback is used to update the state variables
at the receiver to synchronize the system and allow decryption of subsequent data
values. To illustrate this, the cipher is analyzed for the first two iterations. Two
iterations are required because the transmitted encrypted signal is a single state
variable, but it conveys two data values. This gives one equation with two variables
which has an infinite number of solutions. Therefore, the generator at the transmitter
is used to encrypt m; and msy twice, which gives two equations with two unknowns,
which has a unique solution if the other parameters are known.

Iteration 1:

Uy = gi(A(Vo — Up) +ma,) + Up
Vi = g2(BUy — Vo — 20U Wy + ma,) + Vo
Wy = g3(5UgVy — CWo) + Wy

where Uy, Vy and W, are the initial values which are known at both the transmitter
and receiver as part of the secret key. In this case, U; conveys my, only. At the
receiver, to calculate my, all variables in the first state equation should be known,

including U;. Since Uy is the first received signal, m;, can be calculated as

i, — mund[g—llwl —Uy) = A(Vy — Up)] (3.4)

where round denotes rounding to the nearest integer. However, to update the
receiver state variables, both m;, and my, must be known. Consider the set of

equations

Uy = g1 (A(Vo — Up) + 1) + Up
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Vi = g2(BUy — Vo — 20U Wy + g, ) + Vo
ﬁ//1 = g3(5UsVo — CWy) + Wy

To calculate my, all other variables in the second state equation should be known
at the receiver. Since V; is unknown, a solution cannot be obtained. However, this
problem can be solved by estimating i using the received value of U and their
relationship with V' in the first state equation in (3.3).

Iteration 2:

The updated state equations at the receiver are

U2 = g1<A(‘71 — Ul) + 77111) + U1
Va = go(BU, — Vi — 20U, W, + 1, ) + W
/—WVQ = 93(5U1‘71 — C/—Wvl) + Wl

In the first state equation, V; is the only unknown variable once U, is received.

This requires that the receiver store the previous value of U; to obtain

~ 1

5oLl h-Uy

—my,) + U (3.5)
g1

(

2 |

Note that the value of V; depends on my, which gives an infinite number of

solutions. However, my,=m;, and mq,=msy,, so the solution is obtained from the

second state equation as

1 ~
Mo, = round[g—(Vl — Vo) — (BUy — Vo — 20U, Wy)] (3.6)
2

Therefore, the receiver must wait until U; and U; have been received before mo
can be calculated.

After m; and mgy are obtained, the receiver state equations can be updated (thus
achieving synchronization with the transmitter), and the next two data values can be

recovered. For even n, the data are recovered at the receiver using the equations

1 ~
my, = Tound[g—(UnH —U,) — AV, = U,)]
1
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Upio — U, _
Vn+1 — ( +2 +1)

- m1n+1) + Un+1
(51

(

| e

where my,,, = my,, and

~ 1 7 17 v W,
Mo, = round[g—(Vn+1 = Vo) = (BU, =V, = 20U, W, )]
2

The corresponding state equation updates at the receiver are

U1 = gl(A(vn —U,)+my,) +U,

Visr = go( BU, — V,, — 20U, W, + im0, ) + Vi, (3.7)

—~

The proposed cipher is able to encrypt and decrypt two sets of data values m;
and my simultaneously. This has implications on the security, throughput, modu-
lation, demodulation, and implementation of the system. The system security will
be discussed in detail in Section 3.5. Note that the throughput is the same as using
a cipher to encrypt and decrypt the two data streams individually as the proposed
cipher encrypts each value twice.

The modulation and demodulation of m; and ms must be done carefully since
the cipher is chaotic. According to the ranges of m; and ms, they may need to be
scaled to preserve the chaotic behavior. From a security perspective, m; and ms can
be functions of the data to be encrypted rather than the actual data values. This can
increase the robustness against some types of attacks.

Although the proposed cipher is used to encrypt two data values simultaneously,
the hardware implementation is simple. Note that encrypting two data streams using
only one chaotic generator reduces the resources required by approximately 50%. In
addition, the proposed discrete Lorenz generator has a simple structure compared
with hyper chaotic systems or solutions which combine a conventional cryptographic
cipher with a chaotic generator. This reduces the computational complexity, process-
ing time, and power consumption. The proposed implementation exploits the fact
that the discrete Lorenz map has two state variables in the first difference equation.
Further, one of these variables can be used to recover the other if the initial conditions
are known.

As mentioned previously, the proposed cipher can be used to encrypt two data
files simultaneously, or encrypt just a single file. In the latter case, the file can be

divided into two parts with one sent as m; and the other sent as ms. In addition,
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the signals corresponding to the data files (or two file halves), can be combined to
increase the security. In this proposal, simple addition and subtraction are used for

illustration purposes.

3.4 Cipher Implementation

One of the major disadvantages of using chaos in digital chaotic systems is the finite
precision arithmetic with either software or hardware implementations. Since chaotic
systems are sensitive to very small signal deviations due to the limited precision of the
digital hardware, errors due to noise and quantization will propagate and multiply.
Once the sensitivity threshold of the system is reached, synchronization between the
transmitter and receiver will be lost, leading to system failure.

Although the proposed cipher employs real numbers using floating- or fixed-point
arithmetic, the digital data have only integer values. At the transmitter, these values
are converted to floating point numbers and scaled to preserve the chaotic behavior
of the system. At the receiver, the estimated data values are rounded to integers and
then used to synchronize the receiver. This approach removes any errors in recovering
the data from the received signals and thus eliminates error propagation in the system.
This results in at cipher which is robust to errors.

The proposed cipher was first investigated via simulation using MATLAB. All
simulations were run for 200 iterations before starting the encryption/decryption
process to eliminate the effects of the initial conditions. Two files were considered, a
text file of 1120 words and a JPEG color image with dimensions 284 x 177 (both 7
kB). As the values are in the range of hundreds, m; and msy were multiplied by 0.0001
to preserve the chaotic behavior. Figure 3.1 shows a portion of the transmitted and
recovered files, as well as the encrypted signal transmitted and its autocorrelation.
Note that if a single file is being transmitted, the assignment of values to m; and ms
can be done using another encryption cipher to increase the complexity (and thus the
security), of the cipher. The proposed cipher was also used to encrypt a single 3.22 MB
JPEG image with dimensions 3072 x 2304. As before, m; and my were multiplied by
0.0001 to preserve the chaotic behavior. Note that most image encryption techniques
process the image pixels as blocks of bits (16 for gray-scale images and 24 for color
images). Conversely, the proposed cipher first converts the data values to floating-
point. After decryption at the receiver, these values are converted back to integers

to recover the original file. The results for this image file are shown in Figure 3.2.
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Figure 3.1: (a) and (b) The original text file and image, (c) the transmitted signal,
(d) the autocorrelation of the transmitted signal, and (e) and (f) the recovered text

file and image.

3.5 Security and Performance Analysis

Security is a major consideration with any cryptosystem. In this section, a security

analysis of the proposed cipher is presented based on a brute-force attack, statistical
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Figure 3.2: (a) The original image, (b) the transmitted signal, (c) the autocorrelation
of the transmitted signal, and (d) the recovered image.

analysis, differential attack, key sensitivity attack, and known Lorenz attacks.

3.5.1 Statistical analysis

A good cipher should be robust to attacks based on a statistical analysis. Therefore,
such an analysis is essential for any encryption cipher. Figures 3.1-d and 3.2-c¢ show
that the autocorrelation of the transmitted signals is low, and they are similar to the
autocorrelation of the Lorenz attractor output. This illustrates the randomness of

the generated signals, and the difficulty in exploiting them via correlation techniques.
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3.5.2 Differential analysis

Differential analysis is a powerful means of attacking cryptosystems and thus can be
used to evaluate the security of an encryption cipher. In this attack, the cryptan-
alyst is assumed to have the capability of modifying single values of the plaintext
(data) and observing the resulting encrypted signal. If such a change results in a
significant change in this signal, then the attack is considered to be inefficient and
impractical. To illustrate such an attack on the proposed cryptosystem, consider the
text file in Section 3.4 with the first character changed from C' to B, and the image
file unchanged. The difference between the new encrypted signal and the original
encrypted signal should be random. The cross-correlation of these signals and the
autocorrelation of their difference are shown in Figure 3.3-a and 3.3-b, respectively.
These results show that the correlation between the signals is minimal. This test
was repeated several times with different symbols, and similar results were obtained.
Next, the image file from the second test in Section 3.4 was employed with the first
byte changed from 255 to 254 (a change in a single bit). The cross-correlation of the
two signals and the autocorrelation of their difference are shown in Figure 3.3-¢ and

3.3-d, respectively. Again the correlation between the signals is minimal.

3.5.3 Attacks on the system

An attack based on having samples of both the plaintext and the corresponding
ciphertext is called a known-plaintext attack. When an attacker has the capability
to choose an arbitrary plaintext and obtain the corresponding ciphertext, it is called
a chosen-plaintext attack. A chosen-ciphertext attack is thus when the attacker can
insert ciphertext into the system and obtain the resulting plaintext. The goal of these
attacks is to obtain information about the secret key.

When the encryption cipher is based on non-autonomous modulation, the complex
dynamics of the chaotic cipher are modified by the data being encrypted. Thus, the
permutation and diffusion behavior of the chaotic system are directly affected by the
data. In addition, this modulation is done over two of the three state equations of the
discrete Lorenz generator with two plaintext streams encrypted. At the receiver, the
decrypted plaintext values are used to update the chaotic generator. Thus, the gen-
erator dynamics are related to both the plaintext being encrypted, and the ciphertext
being decrypted [32]. Therefore, without knowledge of the particular plaintext being

encrypted, an attacker will not be able to reproduce the particular system dynamics,
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Figure 3.3: (a) The cross-correlation of the encrypted signals generated from two text
files with a small difference between them, (b) the autocorrelation of the difference
between these encrypted signals, (c¢) the cross-correlation of the encrypted signals
generated from two image files with a small difference between them, and (d) the
autocorrelation of the difference between the encrypted signals.

so the proposed cipher is resistant to these attacks.

One situation that should be considered is when the attacker has access to the
encryption system and can encrypt null (all-zero) data. In this case, the transmit-
ted signal will reflect the dynamics of the chaotic generator without any variations
due to the data. The attacker can then perform a geometric attack on the Lorenz
generator. Despite this opportunity, these attacks will not be effective because the
discrete Lorenz generator used in the proposed approach has an additional parame-

ter g which appears in all three difference equations. Since three different g values
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can be employed, they represent three additional key parameters beyond those of the
differential equations of the continuous Lorenz generator and so provide an increased
level of security. This greatly decreases the probability of a geometric attack on the
proposed cipher being successful as will be shown later when attacks on the Lorenz

generator are considered.

3.5.4 Key space analysis and brute-force attack

The key space of an encryption cipher is the set of keys that can be used for encryption.
From a security perspective, the size of the key space should not be smaller than 200
[60]. The key for the proposed cipher includes the initial values for the three state
variables Uy, Vo and W, the parameters A, B and C, and g for each of the state
equations. From extensive experiments using this cipher for text and image files
where the data values are integers, the key length is 39 decimal digits. Thus the
key space is 10%? >> 219 which provides significant robustness against a brute-force
attack. Table 3.1 gives the sensitivity of each parameter. Any change in a parameter
greater than its sensitivity will prevent an eavesdropper from decrypting data. In
addition, the initial values should be known within the sensitivity of the variables,
and even a small change will cause a loss of data. Note that the sensitivity is affected

by the software and/or hardware used in the implementation, and thus an attack

using a different implementation may fail solely because of this.

Table 3.1: Parameter Sensitivity, Key Length and Keyspace Size

Parameter Sensitivity Number of digits

Initial values

Uy 1076 6

Vo 1076 6

Wo 10 6
Lorenz parameters

A 1073 3

B 1073 3

C 1073 3
g parameter for

U 1074 4

%4 1074 4

W 1074 4

Keyspace size 1039
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3.5.5 Key sensitivity

The cipher should be very sensitive to changes in the system parameters to resist
cryptanalysis attacks. This property is illustrated in Figure 3.4 using the text file
from Section 3.4. First the file was encrypted with initial conditions (0.1, 0,0), and
parameters A = 10, B = 28, C' = 2.6667, and g; = 0.01, i = 1,2,3. Subfigures (a) to
(i) show the decrypted text file with the parameters changed slightly to Uy = 0.100001,
Vo = 0.000001, W, = 0.000001, A = 10.001, B = 28.001, C' = 2.6677, g, = 0.010001,
g2 = 0.010001, and g3 = 0.010001, respectively. In all cases, the original file is not
obtained, which shows that the cipher has significant sensitivity to small changes in
the key.

3.5.6 Lorenz attacks

Since the proposed cipher is based on the discrete Lorenz system, it is important to
consider the attacks used against the continuous Lorenz system, which are primarily
the return map and geometry attacks. In [61], the authors showed that for non-
autonomous modulation, the return map shape is not changed but only shifted. Their
attack was based on a simple cosine function as the message data, and they were only
able to extract the periodicity of the function, not the parameters of the generator.
However, the proposed cipher is a digital system, and the data values are not periodic,
which make this attack useless. Figure 3.5 shows that the return map of the proposed
cipher is blurry as defined in [61].

In [62] a cosine function was used to blur the return map to make it more difficult
to extract the data from this map. The attack proposed in [63] predicts the periodicity
of the cosine using the power spectrum of the encrypted signal, and then a geometry
attack is employed to obtain the parameter values. Figure 3.5-a and 3.5-b present
the return map for the encrypted image signal using the proposed technique. This
shows that the map is very blurry. The red dots represent the return map without
the data, while the blue dots represent the return map with the data injected into
the system. In the proposed cipher, the complexity (confusion) of the return map
depends on the data rather than a periodic function. Since the data values are not
periodic, the attack in [63] will fail, so attacks based on the return map will not
break the proposed cipher. Power spectrum-based approaches will also not work
if the modulation is not periodic. In addition, any spectrum estimation will be a

combination of the values representing the two data, and no further information can
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Figure 3.4: Decrypted text files using the chaotic cryptosystem with the parameters
changed slightly to (a) Uy = 0.100001, (b) V4 = 0.000001, (¢) Wy = 0.000001, (d)
A =10.001, (e) B = 28.001, (f) C' = 2.6677, (g) g1 = 0.010001, (h) g» = 0.010001,
and (i) g3 = 0.010001.

be acquired without knowing the exact parameter values to solve the equations. As
an example, Figure 3.5-¢ presents the power spectrum for the encrypted bird image
from the previous section. This shows that the spectrum has no discernible features.

Another approach to breaking Lorenz attractor-based cryptosystems is via a ge-
ometry attack. This reduces the key space and the time required to predict the
remaining parameters. In [64], the drive response synchronization method was used
to construct the geometry of the Lorenz attractor. This reduced the search space

and allowed the parameters to be determined directly from the ciphertext. In [65],



37

251 2
2 15
150 ‘,5,' r
s 0.5 % 4
1L
3 05 =4 e
£ £ -05

-15f \
o S
s ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ s e
-15 -1 -0.5 0 0.5 1 1.5 2 25 -2.5 -2 -15 -1 -0.5 0 0.5 1 1.5 2
Vmax(n) Vmin(n)
(a) Vipae return map (b) Vinin return map

Power (dB)

-120

i i i i
0 100 200 300 400 500
Frequency (KHz)

(c) Power spectrum (d) Bird image

Figure 3.5: (a) and (b) The return maps, (c) the power spectrum, and (d) the bird
image.

a simple method was presented to simultaneously obtain values for the three Lorenz
parameters. This is based on the synchronization of the subsystems (v, w) or (u,w)
with u or v used as the driving signal, respectively. In [66], an adaptive method to
synchronize with a partially known Lorenz chaotic system was presented. This ap-
proach exploits a particular characterization of the Lorenz system to identify system
parameters. Note that all of the methods in [64, 65, 66] are based on the system
synchronization. The attacker uses the transmitted signal as the driving signal to
synchronize his receiver to obtain the Lorenz attractor parameters. An advantage of
the proposed cipher is that synchronization cannot be achieved without knowing all

the parameter values, including the initial values, exactly. The reason is that it injects
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two signals into the first two difference equations of the non-autonomous transmitter,
and since the transmitted signal is only the state variable U, synchronization at the
receiver cannot be achieved without estimating the second data signal and injecting
it into the second difference equation. In addition, the geometry analysis is more
complex than for the continuous Lorenz system due to the additional parameters in
the difference equations. Thus it can be concluded that the proposed discrete cipher

is secure against techniques used to attack the continuous Lorenz system.

3.6 Execution Time

Apart from security, an important issue for encryption ciphers is the time taken for
execution. A comparison of several image encryption ciphers that employ 1D, 2D
or 3D chaotic system and the proposed cipher is given in Table 3.2. The proposed
cipher was used to simultaneously encrypt two images of size 1,400,676 bytes, and
two text files of size 670,934 bytes using a Pentium dual-core 1.6 GHz processor. The
tests were run 1000 times and the average times are shown in the table. Considering
the differences in the hardware used for each cipher, the performance of the proposed
cipher is comparable. The 1D ciphers are simpler and thus faster than many higher
dimensional ciphers, but they provide much lower security. The ciphers in [67] and
[68] have speeds similar to that of the proposed cipher, while the cipher in [69] is slower
by a factor of almost 6. Note that the system characteristics for these four cases are
almost identical. In addition, despite the fact that the processor used to obtain the
results in [70] is faster than the processor used in this proposal, the proposed cipher
is faster by more than a factor of 2. For 2D ciphers, although the processor in [71]
is better, the proposed cipher is faster by a factor of 2 or more. In [72] the coupled
two-dimensional piecewise non-linear chaotic map (CTPNCM) cipher was presented
and compared with a cipher based on the advanced encryption standard (AES) using
an Intel Core 2 Duo 3.0 GHz processor, which is faster than the processor used in this
proposal. However, the proposed 3D cipher is faster than the AES-based ciphers and
is slower than the CTPNC cipher by less than 20%, but it provides better security.
On the other hand, the proposed cipher is superior to the 3D ciphers as it is much
faster than the cipher in [73], and more than a factor of two faster than the cipher in
[74]. This is despite the fact that the processor employed here is less powerful. The
results in this table indicate that the speed of the proposed cipher is superior to many

chaos-based ciphers (particularly the 3D ciphers), and is suitable for most real-time
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applications.

Table 3.2: Encryption/Decryption Speeds for Various Ciphers

Cipher System Dimension Speed
characteristics

Ref. [67] Pentium IV 1.6 GHz 1D 59.2 Mbps

Ref. [68] Pentium IV 2.1 GHz 1D 74.4 Mbps

Ref. [69] Pentium 4 1.7 GHz 1D 512 x 512 (768 kB) 1.14 s (5.2 Mbps)
256 x 256 (65 kB) 0.078 s (6.5 Mbps)

Ref. [70]  Pentium dual-core 2.7 GHz 1D 15.6 Mbps

Ref. [71] Intel core 2 duo 2.1 GHz 2D From 6.69 to 22.55 Mbps

Ref. [72] Intel core 2 duo 3.0 GHz 2D AES [128 key] 11.2 Mbps

AES [192 key] 9.25 Mbps
AES [256 key] 9.19 Mbps
CTPNCM cipher 44.9 Mbps

Ref. [73] Pentium IV 1 GHz 3D 8 Mbps

Ref. [74] Intel core 15 2.27 GHz 3D 15.44 Mbps

Proposed Pentium dual core 1.6 GHz 3D Two images (each 1,400,676 bytes)
cipher Encryption 0.5662 s (37.7 Mbps)

Decryption 0.5795 s (36.8 Mbps)
Two text files (each 670,934 bytes)
Encryption 0.2722 s (37.6 Mbps)
Decryption 0.2784 s (36.7 Mbps)

3.7 Effect of Noise

The secure transfer of data requires two operations, encryption and decryption, with
the latter reversing the encryption operation in order to recover the data. In the
proposed cipher, encryption is achieved by modifying the Lorenz generator states.
This is done by inserting weighted data samples into the dynamics of the chaotic
generator. At the receiver, the decryption process consists of two phases. First,
the data samples are extracted, and then the Lorenz generator states are updated
using these samples. Although this updating is identical to the encryption process
at the transmitter, the extraction phase requires additional arithmetic operations.
These operations create quantization noise due to the finite precision arithmetic of
digital hardware and/or software. This noise can result in the failure of the chaotic
cipher, but can be overcome by exploiting the fact that the data to be encrypted have

integer values. During the extraction phase, the floating point valued data samples
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are rounded to the nearest integer, which effectively removes the noise and prevents it
from propagating within the chaotic dynamics, which would cause decryption failure.

To test the immunity of the proposed cipher against quantization noise, small
errors were added to each arithmetic operation in (3.4), (3.5) and (3.6) during the
extraction phase. This is in addition to the existing quantization noise from the
hardware and software used. These additional errors simulate the effect of using
different computing platforms at the transmitter and receiver and show the sensitivity
to noise. The data streams in Figures 3.1 and 3.2 were used with double-precision
(64-bit) floating-point arithmetic to generate the transmitted chaotic signal. The
length of the mantissa is 52 bits. The results obtained indicate that decryption is
successful if the errors introduced in the arithmetic operations in (3.4) and (3.6) are
less than 107 (the least significant 36 bits of the mantissa are changed), and for (3.5)
are less than 107% (the least significant 32 bits of the mantissa are changed). This
shows that the rounding employed in the cipher provides significant robustness to
noise as decryption of the data can be achieved in the presence of quantization noise
which is 62% to 69% of the mantissa.

3.8 Conclusion

In this chapter, a new chaos-based cryptosystem has been proposed. It is based on
the non-autonomous modulation technique used in continuous chaotic cryptosystems.
The proposed cipher provides significant security by encrypting two data streams si-
multaneously, which effectively prevents an attacker from achieving synchronization
to obtain the system parameters. The values assigned to these streams can be done
using another cryptographic cipher to increase the key length and thus the security.
An extensive evaluation of the proposed cipher was performed which showed that
the proposed cipher is more secure and faster than other chaotic cryptosystems pro-
posed in the literature. It is therefore very suitable for most real-time encryption

applications.
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Chapter 4

Real-time Image Encryption using

a Three-Dimensional Discrete Dual
Chaotic Cipher

4.1 Introduction

In this chapter, a cipher is proposed for real-time encryption applications, in par-
ticular image encryption. This scheme employs a dual chaotic generator based on
the 3D discrete Lorenz attractor. Extending the work in the previous chapter, the
encryption is achieved using non-autonomous modulation where the image data are
injected into the dynamics of a master chaotic generator. The second generator is
used to permute the dynamics of the master generator using the same approach. In
the literature, dual chaotic cryptographic systems were developed with one genera-
tor used to drive the other to retrieve the image. Conversely, the proposed approach
uses one (permutation) generator to permute the other (master) generator to increase
the security, the orbit length, and to preserve the randomness. Decryption cannot
be achieved without the signal from the permutation generator as it is required for
synchronization with the master generator. This prevents an eavesdropper from de-
crypting the ciphered signal by synchronizing their master generator using only this
signal. Since the image data can be regarded as a random source, it results in a ran-
dom permutation of the dynamics of the master generator. In addition, a technique
is proposed to mitigate the error propagation due to the finite precision arithmetic of

digital hardware. In particular, truncation and rounding errors are eliminated by em-
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ploying an integer representation of the image data which can be easily implemented.
The simple hardware architecture of the cipher makes it suitable for secure real-time
applications.

This cipher is similar to the cipher in Chapter 3. The difference is that the cipher
in Chapter 3 encrypts two data streams at the same time, by involving the data in
the dynamics of the Lorenz generator, while in this cipher the second data stream
is replaced by a permutation signal generated from another chaotic generator. In
this chapter a second Lorenz generator is used. Moreover, in Chapter 3 the cipher
encrypts the samples of the two data streams twice and only one state variable is
transmitted. Conversely, the cipher in this chapter encrypts each sample only once

and only one image is encrypted.

4.2 The Proposed Lorenz Dual Chaotic Cipher

The proposed system consists of two 3D chaotic generators based on the discrete
Lorenz attractor. This provides greater signal complexity than other generators and
can be implemented simply in hardware. A master generator is used to create the
encrypted signal, while a permutation generator is used to permute the master gen-
erator dynamics. This permutation enhances the security of the system. According

to (2.7) the state equations of the discrete Lorenz attractor are

Un+1 = gl(vn - Un)A + Un
Vi1 = g2(BU, =V, —20U0,W,) +V, (4.1)
Wn-‘rl = 93(5Unvn - CWn) + Wn

where A,B,C and g;, i = 1,2,3 are control parameters. Different control pa-
rameters are used for the master and permutation generators. The image data are
encrypted using non-autonomous modulation via insertion into a state equation of the
master generator, while the permutation signal is injected into another state equation

of this generator. The state equations of the master generator for encryption are

Un+1 - 91((Vn - Un)A + mn) + Un
Vo1 = ¢BU, =V, — 20U, W, +p,) + V, (4.2)

where m,, is a scaled image data value and p,, is the permutation signal which is one of
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the state variables of the permutation generator. Since the image to be encrypted is
digital, it consists of blocks of bits (bytes or words). These blocks can be represented
as integers and then converted to floating-point numbers. Scaling of the resulting
values is used to preserve the chaotic behavior of the system [20]. As mentioned pre-
viously, these values are injected into the dynamics of the master generator to obtain
the encrypted signal. For decryption, the encrypted signal is used with the signal
generated by the local permutation generator to synchronize the master generator
and retrieve the image. As the U state is the encrypted state variable, this signal is

used to update the difference equations for decryption as follows

Un+1 - Un+1
Wn+1 = 93(5Un‘7n - CWn) + Wn

where U, is the encrypted signal and U , ‘7, and W are the state variables for

decryption. The retrieved image data are given by

- 1 ~
m, =round | —(Up+1 — U,) — A(V,, — U,) (4.4)
g1
where round denotes rounding to the nearest integer. This is used to eliminate noise

due to the finite precision arithmetic in the software and/or digital hardware.

4.3 Cipher Implementation

The proposed system was simulated using MATLAB with double-precision floating-
point numbers. The control parameters for the master generator are A, = 10,
By = 28, Cy = 8/3, and gy, = 0.024, i = 1,2,3, while the parameters for the
permutation generator are Ap = 9.8, Bp =27, Cp = 2.8, and gp, = 0.024, 1 = 1,2, 3.
The state variable V' of the permutation generator is used as the permutation signal
pn- A JPEG color image of size 5,067,717 bytes (3072 x 2304 pixels) was used to
investigate the system properties. This size was chosen to test the ability of the
proposed encryption cipher to mitigate the noise due to finite precision arithmetic.
The integer image pixels m,, were scaled by a factor of 0.00001 to preserve the chaotic
behavior, and the permutation values p, were scaled by a factor of 0.01 to blur the

return map as will be shown in Section 6.4. Figure 4.1 presents the original image,
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part of the encrypted signal, and the recovered image. This shows that the range of

the encrypted signal differs significantly from the range of the image data (0 to 255).

Transmitted (ciphered) signal
I
o

0 2000 4000 6000 8000 10000
Time (samples)

(a) Original image (b) Encrypted signal
m

(¢) Recovered image

Figure 4.1: An example of image encryption: (a) the original image, (b) the encrypted
signal, and (c) the recovered image.

Compared to the cipher in [75], the proposed cipher is significantly faster and
thus is more suitable for real-time image applications. With the approach in [75], two
data streams are injected into two state variable equations of the generator, which
requires encrypting each sample twice. Instead of inserting two data streams, the
proposed cipher inserts the image data into one state equation and a permutation
signal into another state equation. Therefore, the image data are encrypted only

once, and consequently the proposed cipher is faster.

4.4 Security Analysis

Security is a major consideration with any cryptosystem. In this section, the security
of the proposed cipher is analyzed based on several well-known attacks. Although

the chaotic behavior of the continuous Lorenz attractor is very complex, there have
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been numerous attempts to break ciphers based on this attractor, and these attacks
will be considered for the proposed cipher.

Known-plaintext, chosen-plaintext, and chosen-ciphertext attacks aim to obtain
information about the encryption scheme employed. In a chosen-plaintext attack,
the attacker has many plaintext-ciphertext pairs, so it is considered more powerful
than a known-plaintext attack which typically has few pairs. Therefore, any cipher
that prevents a chosen-plaintext attack should also be secure against known-plaintext
and ciphertext-only attacks. The proposed cipher is based on non-autonomous mod-
ulation, so the complex dynamics of the chaotic cipher are modified by the image
being encrypted and a second generator. Thus, the permutation and diffusion in the
chaotic system are directly affected by external signals. In addition, this modulation
is done over two of the three state equations of the discrete Lorenz generator. Since
the dynamics of this generator evolve over time, a given image data value will affect
the resulting chaotic signal differently at different times. Figure 4.2 shows the U state
variable of the master generator in the time-domain with and without the injected
image data and the autocorrelation of each signal. This indicates that although the
use of the image data results in a different chaotic trajectory, it does not alter the
properties of the chaotic signal such as the autocorrelation. For decryption, the mas-
ter generator dynamics are related to the image being encrypted and the permutation
signal. Therefore, without knowledge of the permutation signal, an attacker will not
be able to reproduce the system dynamics, so the proposed cipher is resistant to these
attacks.

T T
without data | |
with data

T
without data | |
with data

I |
il "\H Ll 1
/vﬂU i | ! /ﬁ’ﬂ \“
S /\\ i
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0.6
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Autocorrelation

Transmitted chaotic signal

(a) Chaotic signal (b) Autocorrelation

Figure 4.2: The effect of the image (a) on the time-domain chaotic signal, and (b)
the autocorrelation of the chaotic signal.
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4.4.1 Key space analysis and brute-force attack

At present, a key length of 2'% is sufficient to protect a cipher against a brute-force
attack [60]. Table 4.1 shows the sensitivity of the control parameters of the mas-
ter and permutation discrete Lorenz generators using double-precision floating-point
numbers. This sensitivity is the value below which the dynamics of the generators
for encryption and decryption converge. Conversely, the dynamics differ for larger
parameter differences. The product of the sensitivities (or equivalently the sum of
their digits) gives the key length for the cipher. The resulting key length is 60 decimal
digits and 10%° >> 2109 Note that this does not include the initial values of the mas-
ter generator. This is because synchronization of this generator can be achieved even
if the initial values are not known exactly. On the other hand, the initial values of the
permutation generator are very important since the output is used to permute the
master generator. This greatly increases the robustness against a brute-force attack,
as indicated by the values on the right of Table 4.1.

Table 4.1: The Key Length based on the Master and Permutation Generator Sensi-
tivities

Master generator Sensitivity Number | Permutation generator Sensitivity ~Number
parameter of digits | parameter of digits
Initial values Initial values

Uy - - Uy 10~4 4

Vo - - Vo 1074 4

Wy - - Wo 10~ 4
Lorenz parameters Lorenz parameters

A 1073 3 A 1074 4

B 1073 3 B 1074 4

C 1073 3 C 1074 4
g parameter for g parameter for

U 1074 4 U 10-° 5

1% 1074 4 1% 107° 5

W 1074 4 w 1075 5
Combination 102 21 ‘ Combination 10739 39

4.4.2 Statistical analysis

The encrypted signal was subjected to a statistical analysis to determine whether
information can be obtained about the dynamics of the chaotic system. Figures 4.1-b

and 4.3 show the time-domain encrypted signal and the autocorrelation of this signal,
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respectively. The nearly flat autocorrelation illustrates the randomness of the signal
and thus the difficulty in exploiting it via correlation techniques. Further, Figure 4.4
shows the low cross-correlation between the U state variable with and without the
injected image data. This clearly indicates the randomness of the generated signals

and the difficulty in exploiting them via correlation techniques.
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Figure 4.3: The autocorrelation of the signal in Fig. 4.1-b.
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Figure 4.4: The cross-correlation of the encrypted signals with and without an injected
image.

4.4.3 Differential analysis

In a differential attack, the cryptanalyst is assumed to have the capability of modifying

individual values of the plaintext and observing the resulting encrypted signal. If such
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a change results in a significant change in the signal, then the attack is considered
to be inefficient and impractical. The proposed cipher was used to encrypt a JPEG
color image with dimensions 284 x 177 and the same image with only one bit in
the first byte changed. This change results in a different signal injected into the
Lorenz generator which will propagate through the dynamics and result in a different
trajectory. Figure 4.5-a presents the difference between the signal trajectories, and
their cross-correlation is shown in Figure 4.5-b. This shows that a small variation in

the plaintext results in significant changes in the encrypted signal.

0.06 -

0.04

Difference signal
-
Crosscorrelation
o
o
o N
= —

-0.02

-0.04

-0.06 -

3 . . . . . . . . . . . . .
0 1000 2000 3000 4000 5000 6000 7000 -6000 -4000 -2000 0 2000 4000 6000
Time (samples) Shift
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Figure 4.5: (a) The difference between the signals for two encrypted images which
differ in one bit, and (b) the cross-correlation of the two signals.

4.4.4 Lorenz attacks

Since the proposed cipher is based on a discrete Lorenz system, it is important to
consider attacks against the corresponding continuous Lorenz system. These attacks
are based on the system synchronization and are primarily return map and geometry
attacks [61, 62, 63, 64, 76]. The attacker uses the encrypted signal as the driving signal
to synchronize their master generator in an attempt to obtain the Lorenz generator
parameters. However, these methods cannot be used against the proposed system
because a signal from the permutation generator is injected into the second state
equation of the driven subsystem. To illustrate this, Figure 4.6 shows the return map
of the proposed cipher obtained using the approach in [61]. In Figure 4.6-a and 4.6-b,
the red dots represent the return map of the Lorenz generator, and the blue dots

represent the return map of the proposed system without the image data injected.
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This indicates that the return map of the master Lorenz generator is blurred by the
signal from the permutation generator. Figure 4.6-c and 4.6-d shows the effect of
the injected image data on the return map. Clearly, the image data increase the
blurriness of the return map, which is desirable. The importance of a blurry return
map is that it prevents an attacker from extracting any useful information about the
generator control parameters and hence breaking the cipher [61]. The return map of
the proposed cipher is blurred using random signals from the permutation generator
and the image data. This is significantly better than using a periodic signal to blur

the return map as in [62], which was broken in [63].
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Figure 4.6: The return map of the proposed dual chaotic cryptosystem based on the
Lorenz generator: (a) and (b) without an injected image, and (c) and (d) with an
injected image.

Geometry attacks [64, 76] will also be ineffective because the discrete Lorenz
generator used in the proposed technique has additional parameters g;, one in each

of the three difference equations. Since the g; can be assigned different values, they
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represent three additional key parameters beyond those of the differential equations
of the continuous Lorenz generator, and so provide an additional level of security.
This greatly decreases the probability of a geometric attack on the proposed cipher

being successful.

4.4.5 Execution time

The time to execute a cipher is an important factor in many applications. The time
required for the proposed cipher is compared in Table 4.2 with several ciphers in the
literature. A 256-level gray-scale Lena image with dimensions 512 x 512 (262,144
bytes) was encrypted and decrypted using a Pentium dual core 1.6 GHz processor.
The proposed cipher was executed 1000 times, and the average times for the two
operations are shown in the table. The encryption process has one phase (update
phase) where produces the encrypted image. Conversely, the decryption process has
two phases, extraction where the image data are retrieved using the encrypted signal
and the state variables of the decryption master generator, and update which is iden-
tical to that for encryption. This explains why decryption is slower than encryption,
as indicated in Table 4.2. Considering the differences in the hardware used for each
cipher, the performance of the proposed cipher is comparable. From the table, the
proposed cipher is faster than the other 3D chaotic systems and the 4D hyper-chaotic
system except for the approach in [77], which is faster by about a factor two. However,
the CPU used in [77] is more powerful than that employed here. The proposed ci-
pher is faster than the technique in [75] which uses a similar approach for encryption.
Further, it is better than most of the 1D and 2D systems which are much simpler.
Consequently, the proposed cipher is superior to most existing chaotic ciphers from

a speed perspective, and thus, it is well suited for real-time applications.

4.5 FPGA Implementation

The proposed encryption system was implemented using a field-programmable gate
array (FPGA). An FPGA is a high-performance data processing device. Because no
CPU governs the entire chip and no sequential instructions have to be processed,
typically thousands of operations can be performed in parallel during every clock
cycle. The Xilinx ISE software is used to convert the developed models into bit stream
files which can be downloaded to the FPGA. Further, a Xilinx tool is used to extend
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Table 4.2: Encryption and Decryption Execution Times for Several Ciphers

Cipher System Dimension of the Execution Time
characteristics chaotic generator

Ref. [59] P. Dual Core 2.0 GHz 1D 256-level 512 x 512
(210 ms) 9.56 Mbps

Ref. [68] Pentium IV 2.1 GHz 1D 74.4 Mbps

Ref. [70] P. Dual Core 2.7 GHz 1D 15.6 Mbps

Ref. [78]  Intel Core i7-2600 3.4 GHz 1D 256-level 256 x 256
(0.1789 s) 2.8 Mbps

Ref. [71]  Intel Core 2 Duo 2.1 GHz 2D 22.6 Mbps

Ref. [72]  Intel Core 2 Duo 3.0 GHz 2D 44.9 Mbps

Ref. [79] Intel Core 132350 2.3 GHz 2D 256-level 512 x 512
(0.156 s) 13 Mbps

Ref. [80] Intel Core i7-2600 2D max. speed < 3.2 Mbps

Ref. [73] P. IV 1 GHz 3D 8 Mbps

Ref. [74] Intel Core i5 2.27 GHz 3D 15.4 Mbps

Ref. [75] P. Dual Core 1.6 GHz 3D 37.7 Mbps

Ref. [77]  Intel Core i5-2400 3.1 GHz 3D 256-level 512 x 512

(4.79208 ms) 421 Mbps
Ref. [81] Intel P. Dual Core 3.2 GHz 3D 20.6 Mbps
Ref. [82] CPU 2.4 GHz 4D 256-level 256 x 256
(hyper-chaotic) (0.4 s) 1.27 Mbps
Proposed P. Dual Core 1.6 GHz 3D 256-level image
cipher 512 x 512 (262, 144 bytes)

Encryption 0.0133 s (150 Mbps)
Decryption 0.0252 s (79 Mbps)

Simulink models in MATLAB to provide a modeling environment that is well suited
to hardware design. This tool provides high-level abstractions that are automatically
compiled into the FPGA. It also provides access to the underlying FPGA resources
through low-level abstractions, allowing for highly efficient FPGA designs. Using the
Xilinx tool in MATLAB, the encryption and decryption blocks were constructed and
are shown in Figure 4.7. Figure 4.7-a shows the implementation of the permutation
generator on the left and the implementation of the master generator on the right.
The image data (integers) are converted to floating-point numbers and injected after
scaling into the master generator. For decryption, (4.3) and (4.4) are used, and their
implementation is shown in Figure 4.7-b.

The FPGA implementation was used to encrypt and decrypt a 256 x 256 gray-

scale image of size 65,536 bytes. The original image, encrypted signal, and recovered
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(b) Decryption implementation

Figure 4.7: FPGA hardware implementation using the Xilinx tool in MATLAB: (a)
encryption, and (b) decryption.

image are presented in Figure 4.8. The autocorrelation is also shown to indicate
the randomness of the encrypted signal. These results verify the performance of the

FPGA implementation.

4.6 Conclusion

In this chapter, an encryption cipher was proposed based on a dual chaotic system
for secure real-time image applications. A 3D discrete Lorenz attractor was employed
with non-autonomous modulation. The dynamics of the master chaotic generator are
permuted by both the image data and the output of a second (permutation) chaotic
generator. This prevents an eavesdropper from synchronizing their master generator

with the encrypted signal since they have no information about the signal from the
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Figure 4.8: FPGA implementation performance: (a) the original image, (b) the en-
crypted signal, (¢) the autocorrelation of the encrypted signal, and (d) the recovered
image.

second generator. The effects of using finite precision arithmetic were mitigated
using integers to represent the image pixels and rounding the floating-point values to
integers during decryption process. Using both analysis and simulation, it was shown
that the security of the proposed scheme is excellent, and the execution speed is very

suitable for secure real-time image applications.
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Chapter 5

Secret Key Generation using
Chaotic Signals over Frequency

Selective Fading Channels

5.1 Introduction

This chapter presents a practical key generation algorithm based on the reciprocity of
wireless fading channels. A broadband chaotic signal is employed for transmission so
that the fading is frequency selective. In this case, signal components in the frequency-
domain spaced greater than the coherence bandwidth of the channel can be considered
uncorrelated. The proposed algorithm exploits this property to generate a unique
shared key between two parties. The non-periodicity of the chaotic signal provides a
unique signal for key generation which can be used even with static fading channels, so
that probing signals can be sent through the channel several times during the channel
coherence time. The proposed approach is robust to timing differences between the
parties because the frequency spectrum of the signals is employed. A technique for
information reconciliation is presented which does not reveal any information about
the values used to generate the key. The randomness of the key is confirmed, and
the effects of additive white Gaussian noise (AWGN) and timing differences on the

performance of the algorithm are examined.



5}

5.2 Literature Review

Key establishment via the exchange of secret keys is essential in many applications
for encryption to preserve data confidentiality and integrity. The challenge is for two
parties to exchange keys through an insecure channel without prior knowledge of each
other and without revealing them to an eavesdropper. Diffie-Hellman key exchange
[54] provides a solution, but it suffers from computational complexity and it lacks
authentication (however, an algorithm for authentication was proposed in [54]). Al-
though a trusted third party can be employed to solve the problem of authentication
for fixed infrastructure networks, it is not suitable for wireless communication net-
works which have a dynamic topology. Further, many mobile devices have limited
computational power.

The reciprocity of wireless fading channels means that the multipath fading statis-
tics such as the signal gains, delays, and phase-shifts are approximately the same be-
tween two parties. These statistics are highly correlated within the coherence time of
the channel [83]. The randomness of the channel due to the geometry, user movements
and /or the motion of nearby objects creates an environment which can be exploited
to achieve information-theoretic secrecy [84]. Spatial variations in the channels re-
sult in statistics which are unique for the two parties, and an eavesdropper located a
sufficient distance from them will have channel characteristics which are uncorrelated
with theirs [85]. As a consequence, there has been much research on physical layer
techniques to establish key agreement protocols in wireless communication systems
86].

There are three steps to generating a shared key using a wireless channel. First, a
probing signal is transmitted which results in data at the receivers of the legitimate
parties which are highly correlated but not necessarily identical. Differences can
occur because of the timing of the signals due to half duplex transmission, and the
independence of the noise at the receivers. Quantization is typically used to convert
the received signals into a sequence of key bits. The quantization threshold can be
determined in several ways. In [87], the mean and standard deviation of the samples
were used to determine the threshold, while in [88] the fade duration of the received
signal strength (RSS) was employed. An adaptive threshold was presented in [89].
In this case, the received signal is divided into groups and a threshold calculated
for each group. This has the additional effect of increasing the randomness of the
generated key. In [90], the cumulative distribution function (CDF) of the RSS was
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used to obtain quantization levels such that each group contains the same number
of values. While this improves the randomness of the key and the number of bits
generated, increasing the number of levels can increase the key bit mismatch rate.

Discrepancies in the bits obtained by the two parties are corrected in the next two
steps, key reconciliation and privacy amplification. In key reconciliation, messages
are exchanged so they can agree on the key bit strings. These messages reveal a
certain amount of information about the keys. In [91], a protocol was presented
which provides a lower bound on the information leakage. The problem of information
leakage during reconciliation can be solved using privacy amplification. In this last
step, common bits from both key bit strings are discarded to reduce the amount of
information disclosed [92]. In [93], an efficient protocol was used to extract the key
bits without revealing information to an eavesdropper. In particular, only one bit of
information is revealed in each communication when the parties agree, and this bit is
discarded to maintain the secrecy of the remaining bits (which are used for the key).

Key generation using a wireless channel can be done in several ways. The RSS was
the first parameter used to extract secret keys [87, 88, 89]. Recently, this approach was
used for vehicular communication networks [94]. The advantage of using the RSS is
the ease of measuring the signal amplitude and the availability of this statistic in most
communication systems. However, key generation may be limited as many consecutive
measurements can yield only a single bit due to correlated values. This is a significant
issue when the channel is static or slowly time-varying. In [95], a multiple-antenna
system was used to increase the key rate based on the fact that multiple antennas
can provide channel diversity, but this increases the system complexity. Fractional
interpolation was used in [90] to extract uncorrelated bits which are not affected by
the non-simultaneous measurements at the receivers. However, this approach results
in a low key rate compared to other methods.

The channel fading parameters can also be used for key generation. For example,
an algorithm was proposed in [88] to generate a secret key using channel fade durations
and level crossings. In [96, 97, 98], an ultra-wideband (UWB) signal was used for
key generation. The large bandwidth and the corresponding fine-time resolution of
these signals provides significant information about the channel impulse response.
Other approaches are based on the phase reciprocity of the channel [99, 100, 101].
An advantage over using the RSS is that a signal received through a fading channel
typically has a uniform phase distribution [102]. In [103], key generation based on the

phase of an OFDM signal was proposed. A cooperative key generation protocol was
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developed in [104] where two users extract the phase of the fading channel with the
aid of relay node(s). The drawbacks of using phase reciprocity are the implementation
complexity compared to RSS and channel parameter techniques, and the increased
sensitivity to noise [105]. The channel impulse response can also be used to establish a
key between users [90, 106, 107, 108]. Although the resulting key rate may be less than
with techniques based on phase randomness, this approach is more robust to noise.
Most systems use an omnidirectional antenna for key extraction, but an electronically
steerable antenna can also be employed [109]. Techniques for key agreement in a
cooperative wireless communication system were developed in [104, 110].

The performance of key generation algorithms is typically evaluated using three
parameters. The key disagreement probability (KDP) is the probability of bit mis-
match between the keys generated by the two parties, and thus characterizes the
robustness of the algorithm. The key generation rate (KGR) is the rate at which key
bits are generated, and so is a measure of the algorithm efficiency. The third param-
eter is the randomness of the key bits, and this can be determined using standard
techniques for evaluating randomness such as the autocorrelation. This provides a
measure of the resistance of the key against attacks.

In next section, a new algorithm to generate a secret key between two parties is
presented which is based on the characteristics of a wireless fading channel. Instead
of using the time-domain characteristics of the received signal such as the RSS, phase
or fading parameters, the proposed technique employs the frequency-domain char-
acteristics to generate the key. Based on the coherence bandwidth of the channel,
the effect of a frequency selective channel on the spectrum of a broadband signal is
exploited to generate a shared key. The randomness of this key is inherited from the
characteristics of the fading channel.

Chaotic signals are noise-like broadband signals which are suitable for secure ap-
plications because they are non-periodic, ergodic and sensitive to initial conditions.
The non-periodic property allows the channel to be probed at a rate greater than
the coherence time of the channel without compromising the key randomness. Fur-
ther, initial values are required for synchronization which allows the users to choose
a unique probing signal for transmission. This will be discussed in Section 5.6. For
these reasons, and without loss of generality, this proposal considers a chaotic signal

as the broadband probing signal for generating a shared key.
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5.3 The Proposed Algorithm

Chaos is a phenomenon describing the behavior of many non-linear dynamic systems.
Chaotic signals are non-periodic, so they have a spectrum which has significant energy
over a wide range of frequencies, and thus are broadband signals. Further, chaotic
signals are sensitive to the system initial conditions, so any deviation will result in
differences in the output that grow exponentially [1]. This makes it intractable to
predict these signals without prior knowledge of the initial conditions. Since they are
non-periodic and irregular, chaotic signals are uncorrelated and have characteristics
similar to those of a random signal.

When the signal bandwidth is greater than the coherence bandwidth of the chan-
nel, the fading is frequency selective, and the channel effects on signal components
separated by this bandwidth are uncorrelated. The proposed algorithm exploits this
uncorrelated effect on the frequency spectrum of a chaotic signal to generate a shared
key. The magnitudes of the frequency spectra of the transmitted and received signals
are obtained using a discrete Fourier transform (DFT). These magnitudes are used to
generate the keys bits, as described below. The uncorrelated effect of the channel on
the chaotic signal results in a random sequence of zeros and ones, as will be illustrated

in Section 5.7.

5.3.1 Probing the channel

Both legitimate parties probe the channel using a broadband chaotic signal with a
time difference that is within the coherence time of the channel. The received signal is
sampled and the frequency spectrum determined using an N-point DFT which has a
frequency resolution greater than the coherence bandwidth of the channel. According
to the frequency spectrum of the chaotic signal used, the algorithm uses the first M of
the N DF'T points to generate the key. These M DF'T points represent the frequencies
for which the chaotic signal has a significant magnitude. This truncation is used to
ensure the randomness of the resulting key bits and an acceptable KDP.

The channel effect on the transmitted signal is determined by the differences
between the magnitudes of the M DFT values of the received signal and the corre-
sponding values of the transmitted signal. As the received signal is subject to large
scale fading, the M values are normalized so that the maximum value is 1 for both
the transmitted and received signals. The M differences provide a difference vector

of positive and negative values that represents the effect of the channel on the signal
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spectrum

DV = DFTreceived - DFﬂransmitted- (51)

Assuming the channels are identical and ignoring any sources of error, if both
parties are synchronized (i.e., they have the same chaotic generator with the same
initial conditions), their difference vectors (and in particular the signs of the vector
elements), will be identical. In a real system, there are discrepancies between the
difference vectors due to the independent noise at the receivers, the half duplex com-
munications, and the timing errors in sampling the received signals by the two parties.
This can cause a mismatch in the keys generated. To mitigate this mismatch, vector
elements with a small magnitude are discarded and not used for key generation. Con-
versely, vector elements with a large magnitude indicate that the channel has had a
significant effect on the probing signal at the corresponding frequencies. Therefore,

these elements are considered as candidates in the key generation process.

5.3.2 Threshold selection

To avoid mismatches in the key bits generated due to small difference vector elements,
a threshold is used so that only elements with a large magnitude are used to generate
the keys. The standard deviation of the M difference vector elements can be used
as an adaptive (dynamic) threshold. Alternatively, since the difference vectors are
obtained from normalized DFT values, a fixed threshold can be employed. From a
security perspective, a dynamic threshold is preferred as it will be similar for the
two parties, but can be very different for an eavesdropper due to the effects of the
channel. The performance with both dynamic and fixed thresholds will be presented
in Section 5.5.

Difference vector elements with a magnitude greater than the threshold are consid-
ered as “candidate elements” for key generation, while those with a magnitude below
the threshold are discarded. To generate the key bits, positive candidate elements
are assigned a one, while negative values are assigned a zero, so that a vector of bits
is obtained. Due to noise and other effects, candidate elements with values near the
threshold may be chosen by one party but not the other, which will create a mismatch
in the bits generated. Thus, the next step is for the two parties to agree on the shared

candidate elements and discard the others. This process is called information or key
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reconciliation and is described in the next section.

5.3.3 Information reconciliation

The objective of information reconciliation is for the legitimate parties to agree on
the shared key by discarding mismatched bits, and this is done by exchanging mes-
sages between users. The proposed algorithm uses the M difference vector elements
to construct a reconciliation message m. Opposed to the bit generation process,
which depends only on the signs of the candidate elements, information reconcilia-
tion employs the indices of the elements in the difference vectors to construct m. In
particular, ones are placed at the indices of the candidate elements and zeros other-
wise to obtain a binary vector m of length M. These messages are exchanged between
the legitimate users to agree on the shared candidate elements for key generation.

From the security perspective, m does not reveal any information about the value
of the candidate elements used to generate the key, as only their locations in the
difference vector are used. However, sending these reconciliation messages through
an insecure channel allows an eavesdropper to obtain information about the positions
(indices) of the candidate elements. Although this information does not disclose any
information about the values of these elements (which is required by an eavesdropper
to obtain the key), the messages are first masked to make it more difficult for an
eavesdropper to determine even the positions. This procedure is outlined below.

Each message m is divided into K = [M/L] sub-blocks g;, i = 1,..., K, of length
L bits (corresponding to L elements), so that

m= 9192 ... 9xk] -

If necessary, the last sub-block is padded with zeros so it has length L. Each sub-
block is then masked separately as will be shown later. The masks should be reliable,
so they are created using the indices of the two elements in the difference vectors
with the largest magnitude i.e., those most affected by the channel. These indices
are denoted A and B in order of magnitude, and can take values from 0 to M — 1.
Since these values depend on the channel between the two parties and the chaotic
signal transmitted, they can be considered random and typically change with each
transmission. Each party, according to the received probing signal, has a pair of values
(A, B). One party (called Alice) has (A, By), and XORs the L least significant bits

of the binary representation of A; with her message my4. The other party (called
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Bob) has (As, B), and XORs the L least significant bits of the binary representation

of By with his message mpg. The result of these operations is

Alice: Cy =[C,,Cy, ... Cyy], where C,, = A1 @ g,

2.2
Bob: CB = [Ob10b2 ce CbK], where Obi = B2 D Gb; ( )

Then the syndrome of an (L,n) binary linear block code is calculated for each
sub-block using a parity check matrix H for the code, where L is the length of a sub-
block which corresponds to the codeword length, so the syndrome length is L — n.
The resulting messages

Alice: Ty =[T,,T,,...T,,], where T, =C, H"

cLag

5.3
Bob: TB = [T‘bljﬂb2 . TbK], where Tbi = ObiHT ( )

are exchanged between the two parties. Alice also masks her message m 4 using

By and Bob also masks his message mp using As to obtain

Alice: Sp = [S4, 54, .- Sa,], where S, = (By ® g,,)H”

5.4
Bob:  Sp =1[S5,S, ... S], where Sy, = (A ® gy, H” (5.4)

Then Alice compares S4 with the received T, and Bob compares Sg with the

received Ty

Alice: if (By @ go,)HT = (By ® gy, )H”, sub-block g,, is retained

. N (5:5)
Bob: if (Ay @ gy, )H" = (A1 © ga,)H", sub-block gy, is retained

Thus, the candidate elements corresponding to the sub-blocks that match are used
to generate the key, while the others are discarded.

In summary, the uncorrelated DFT elements ensure the randomness of the bits
obtained. It will be shown that this algorithm is robust to timing errors between
the parties and also noise at the receivers. Moreover, sending the syndromes has two
advantages. First, it disguises the reconciliation messages, and second, it shortens

the length of the reconciliation messages to (L — n)K bits compared to M bits.
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5.4 Chaotic Signals

In this section, the transmission of chaotic signals over a wireless fading channel is
examined. Due to fading, the impulse response of this channel can be considered a
random process [83]. The channel coherence time is the time during which it can
be considered static (time-invariant). Within this time, channel reciprocity ensures
that the channels between the two users are approximately equal. This property is
exploited to generate a shared key between the parties using chaotic signals. First,
communication with a wide-sense stationary (WSS) signal is considered, and then an

ergodic chaotic signal is employed which is WSS.

5.4.1 WSS signals over a fading channel

Assume that the channel impulse response is h(t) and the transmitted signal X (¢) is
WSS. The received signal Y (¢) is then

Y(t) = X(8) # ht) = /_ T X(t— (b, (5.6)

where * denotes convolution. The corresponding autocorrelation is

Ry(t1,t) = E[Y(t)Y(t2)]
= B[, X(t = B)h(B)AB [, X (t2 = h(y)dn]
= [0 [ EIX (6 — B)X (t2 — 7)]R(B)dBh(v)dy
= [T [T Ralty — Bty — 7)R(B)dBh(y)dy.
Let 7 =ty — t1, so that

Ry(ti,t2) = [7 [ Ru(ty — Bt + 7 — v)h(B)dBh(v)dy
= AT R T+ B DRBBL (DAY (5.7)
= [ AU Ralr + B = h(B)dB} b3

R, (7) is an even function so that R,(7) = R.(—7) which gives

Ry(ti,ta) = [ { S Ba=7 + 7 = BA(B)dB} h(v)dy
= [T AR(=T+7) * h(=7 +7)} h(7)dy
= [7 Ro(m =) 5 h(—(7 —7))h(7)dn,



63

and therefore
Ry(T) = Ry (1) * h(—7) = h(T). (5.8)

Equation (5.8) indicates that the autocorrelation of the received signal depends
only on the time difference 7. Thus, the received signal is WSS since the transmitted

signal is WSS.

5.4.2 Chaotic signals over a fading channel

Now consider the case that the transmitted signal X (¢) is an ergodic chaotic signal
which is WSS, and the corresponding received signal is Y'(¢). The correlation between

the transmitted and received signals at times ¢, and %o, is

ny (tl ) t2)

Tay(ti,t2) = oy (t1)oy(t2)’

where o0, (t1) and o,(t2) are the corresponding variances and Cy, (1, t2) is the autoco-

variance given by

Cay(tr,t2) = E{X(01) — pa(02) } {Y (82) — py(£2) 1],

where pi,,(t1) and g, (t2) are the corresponding statistical means. As the chaotic signal
is ergodic
Czy(T) = ny<7') — M fhy, (59)

where R, (7) is the cross-correlation between X (¢) and Y'(¢). The correlation coeffi-

cient is defined as

Ry, (T) — Hafly

rzy(tlatQ) - o0
20y

(5.10)

The two parties (Alice and Bob) share the same channel, but an eavesdropper
(called Eve) has different channels with Alice and Bob. If Alice and Bob transmit

the same chaotic signal X (), the received signals are

Yia(t) = X(t) * hq(t) +ny(t),
Vo) = X(8) ha(t) + nat)

where the subscript ab denotes the transmission from Alice to Bob. The signals
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received by Eve from Alice and Bob are

Yie(t) = X(t)* hs(t) + ns(t),
Yae(t) X () * ha(t) + na(t).

The cross-correlation between Y, and Y, is

Ry (7) = E[Yia(t)Yas(t +7)]
= E|(m(0) + [ X (= B)h(B)AB) (malt +7) + [, X(t 47— )i ()dv ) |
= B[ X = B (B)as) (S, X (t+7—1hi(3)d)
+ () [, X (47— ki (3)dy)
+ (nalt +7) [, X (0 = B)a(8)d)

+ (nl (t)’fLQ(t + ’7')) :|
(5.11)
Since n(t) and X (t) are independent, E[n(t)X ()] = E[n(t)|E[X(t)] = 0, so that

Ry 0 (T) = Ba(T) # ha(=7)  ha(7) + By s (7)), (5.12)

where R, n,(7) is the cross-correlation of the noise. The cross-correlation in (5.12)
is the same as the autocorrelation given in (5.8) for both Alice and Bob except for
the noise term, which can be assumed to be small. Clearly, from (5.10) and (5.12)
the correlation between the two received signals at Alice and Bob is maximum if
the signals are synchronized, so that the sampled sequences are the same. In a real
communication system, there will be timing errors in sampling the signals at the two
locations. As the transmitted signal is non-periodic and the number of samples is
finite, this will affect the frequency spectrum of the signal. The effect of timing errors
on the performance of the proposed algorithm will be examined in Section 5.7.

In general, for a non-linear dynamic system the mixing property causes the auto-
correlation to decay to zero for large 7, which is known as correlation splitting. This
indicates that the system states become statistically independent if they are sepa-
rated by a sufficiently large time interval [111]. For a chaotic system, the correlation
splitting is due to the instability of the chaotic trajectories [112], and as a consequence
the autocorrelation of the output decays rapidly. For most chaotic systems this decay

is exponential, with the rate of decay a function of the system [23, 113]. If there is
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a small timing difference between Alice and Bob, most of the sampled values will be
the same, so the frequency spectra will be similar. This will be examined in Section
D.7.

From a security perspective, the relationship between the received signals at Eve
and those at Alice and Bob is important as this determines the ability of Eve to
extract key bits. The cross-correlation between the signals sent from Alice to Bob

and received by Eve from Bob is

Ry o (T) = E[Yoe () Yap(t + 7)]
= B[ (ns(t) + 72, X(t = Hha(B)aB) (malt +7) + [, X(t+7 = 1)ha(3)d) |
= R, (7) x hg(—7) * ha(T) 4+ Rpyons(T)
(5.13)
The convolution of the two impulse responses h3(—7) and hy(7) in (5.13) can be

reformulated as

oo o0

hs(—7) * hy(T) = / hs(—7 + t)hi(t)dt = / hs(t — T)hi(t)dt = Ry 3(7) (5.14)

Since two channels geometrically separated by more than half a wavelength of the
carrier frequency (or the same channel used at time intervals separated by more than
the coherence time of the channel [85]), can be considered independent, R 3(7) is
near zero (i.e., the channel impulse responses are uncorrelated). Thus from (5.13) the
correlation between the signals received by Eve and those received by Alice and Bob

is small, which indicates that Alice and Bob can generate a shared secret key.

5.5 Key Bit Generation

In this section, the proposed algorithm is evaluated to show the effectiveness in gen-
erating key bits. The six tap fading channel from [114] is employed where each tap
has a delay and amplitude which are Rayleigh random variables. For the static fading
channel case, the delays and normalized powers are given in Table 5.1. The carrier
frequency is 900 MHz. A 2048-point DFT is employed with a frequency resolution
of 484 kHz, which is greater than the coherence bandwidth of the channel. Thus the

frequency components used to generate the key are uncorrelated. AWGN is assumed
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with an average signal to noise ratio (SNR) of 24.5 dB.

Table 5.1: Six Tap Static Channel Parameters

Tap Number 1 2 3 4 5 6

Delay [us] 0 0.3 1 1.6 5 6.6
Power [normalized] 0.164 0.293 0.147 0.094 0.185 0.117

The Lorenz chaotic attractor is employed to generate the chaotic signal used as the
baseband probing signal, but many other attractors are also suitable. This attractor
was chosen because of the complexity of the chaotic signal generated and its dimen-
sionality [1]. Tt has three state variables denoted x, y and z. The initial values used
are x = —0.635879435665815, y = 0.604576974430834 and z = 1.248872077476289.
The frequency spectrum of the y state variable obtained using a 2048-point DFT is
shown in Figure 5.1-a. This spectrum can be divided into part A which has large
values, and part B which has small values. Clearly noise will have a greater effect on
part B, so only frequency band A is used to extract the key bits, which corresponds
to M = 196. The resulting difference vector between the transmitted and received

signal spectra is shown in Figure 5.1-b.
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Figure 5.1: (a) The frequency spectrum of the y state variable of the Lorenz attractor,
and (b) the difference vector for the M = 196 normalized DFT values in frequency
band A.

The standard deviation of the difference vector elements is used to provide a
dynamic threshold. As mentioned previously, any vector elements with a magnitude

less than the threshold are discarded, and the remaining elements are candidates for
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generating the key bits. Here, the difference vectors have length M = 196, and L =7
is chosen for the reconciliation messages so there are K = [M/L] = 28 sub-blocks of
7 bits. Therefore, seven bit masks are used for each sub-block, and these masks are
obtained from the indices (in binary) of the two components in the difference vectors
with the largest magnitude, denoted A and B in order of magnitude. According to
(5.2), Alice uses A; as a mask and Bob uses By. Then the syndromes of the (7,3)
simplex code are calculated as in (5.3) for each sub-block. The messages T4 and Tp
of length 112 bits are sent by Alice and Bob, respectively.

Each party also generates a version of the message sent by the other party using
their own difference vectors as in (5.4). The difference vector elements corresponding
to the sub-blocks that match are used to generate the key, and the other elements
are discarded. To check the randomness of the keys obtained, one million key bits
were generated using the proposed algorithm with the static fading channel given in
Table 5.1. Table 5.2 shows the percentage of ones and zeros when using dynamic
and fixed thresholds, as well as the average number of bits per measurement with an
average SNR of 32 dB. The fixed threshold used was 0.2, as it was found this provides
sufficient robustness against noise. These results show that using a dynamic threshold
results in a higher key rate compared to using a fixed threshold. Table 5.2 also shows
that there is a bias in the bits obtained. This is due to the effect of the channel on
the transmitted signal and the fact that the difference vectors are normalized by the

maximum values.

Table 5.2: 10° Key Bits Generated Using the Proposed Algorithm over a Static Fading
Channel

Threshold Number of Number of Percentage of Number of Iterations Bits/Iteration

1s 0Os 1s
Without Complementing Bits
Dynamic 473,996 526,004 47.4% 15691 63.70
Fixed 449,306 550,694 45% 22385 44.67
With Complementing Bits
Dynamic 499,946 500,054 50% 15691 63.70
Fixed 499,677 500,323 50% 22385 44.67

A simple solution to eliminate the bias is to complement the bits every second

measurement, so that in these cases the difference vector would be

DV = DFﬂransmitted - DFTreceived' (515)
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The result of generating 1 million key bits using this technique is also given in Table
5.2. Figure 5.2-a shows the percentage of zeros after 50 trials of generating 10,000
key bits with and without complementing the bits every second measurement. This
confirms that this approach is effective in removing the bias.

Next, one million key bits were generated using the proposed algorithm with a
time-varying fading channel. The 6 channel taps were considered as Rayleigh random
variables [83] and changed independently each iteration of the algorithm (i.e., each
time a probing signal was transmitted). The results for 50 trials, each generating
10,000 key bits, are shown in Figure 5.2-b, and the results for 1 million key bits
are given in Table 5.3. The bias is lower because the channel is not static, but

complementing the bits every second measurement removes this bias.
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Figure 5.2: The effect of complementing bits on the bias of 10,000 key bits for 50
trials, (a) static fading channel, and (b) time-varying fading channel.

Table 5.3: 10° Key Bits Generated Using the Proposed Algorithm over a Time-
Varying Fading Channel

Threshold Number of Number of Percentage of Number of Tterations Bits/Iteration

1s 0Os 1s
Without Complementing Bits
Dynamic 505,350 494,650 50.5% 14196 70.44
Fixed 463,622 536,378 46.3% 19286 51.85
With Complementing Bits
Dynamic 500,197 499,803 50% 14196 70.44
Fixed 500,063 499,937 50% 19286 51.85

The results presented in this section show that the proposed algorithm can be
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employed with static or time-varying fading channels. In a communication system,
variations from the ideal results given in this section will occur due to noise, channel
differences, frequency offset, timing offset (because of half-duplex transmission), and
timing errors. The effects of noise and timing errors are important factors that will be
considered in Section 5.7 as the others have been studied extensively in the literature

and so techniques exist to mitigate their effects.

5.6 Synchronization between legitimate users

Synchronization between the two legitimate users is essential for key generation. Most
key generation algorithms in the literature use modulation such as BPSK or QPSK
for the probing signals based on standards such as IEEE 802.11/802.15.4. In some
cases non-standard but easily created signals are employed. Conversely, a chaotic
probing signal is very complex, and requires that the initial values of the chaotic
signal generators at the two parties be the same. These values can be transmitted
over an insecure channel once the connection is established without detracting from
the security of the algorithm, as is the case with other techniques in the literature.
This is because the security of the key is based on the channel, and only requires
that users be sufficiently far from an eavesdropper to ensure that the channels are
independent [85]. As will be shown in Section 5.9, even if an eavesdropper Eve has
full knowledge of the initial values, the mismatch between the key for Alice/Bob and
the key generated by Eve is almost 50%. To provide additional security, the initial

values can be kept secret, but this is not essential.

5.7 Performance analysis

In this section, the key generation rate, key disagreement probability, and key ran-

domness of the proposed algorithm are investigated.

5.7.1 Key generation rate

The key generation rate (KGR) is defined here as the number of key bits obtained per
measurement. This is a relevant parameter as it determines the number of probing

signals that must be sent to generate the required number of key bits.
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The effect of noise and timing errors on the KGR of the proposed algorithm are
investigated in this section. The timing error is the time difference in sampling the
received signals by the legitimate parties. As discussed in Section 5.4 and from (5.12),
the correlation between the signals received by Alice and Bob over the shared channel
is not reduced to zero with a non-zero timing error. The correlation coefficient (5.10)
was calculated for different timing errors with the static fading channel given in
Table 5.1 and an average SNR of 24.5 dB. The results are given in Figure 5.3. A
lower correlation coefficient indicates a reduced KGR, as shown in Figure 5.4. This
also shows that the KGR is always higher with a dynamic threshold. These results

confirm the discussion after (5.12).
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Figure 5.3: Correlation between the signals received by Alice and Bob for a given
timing error.

The effect of AWGN on the KGR is presented in Figure 5.5. Figure 5.5-a shows
the number of measurements needed to generate 250,000 key bits. As expected, the
number of measurements decreases as the SNR increases. At 0 dB, it is not possible
to generate key bits, as will be shown later in this section when the KDP is discussed.
Figure 5.5-b indicates the effect of the average SNR on the key generation rate. Again

a dynamic threshold provides better performance than a fixed threshold, particularly
with a high SNR.

5.7.2 Key randomness

The randomness of the key generated is very important from a security perspective.
To confirm the randomness, one million key bits were generated using the proposed

algorithm with the bits complemented every second measurement. A static fading
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Figure 5.4: The key generation rate (KGR) versus the timing error.
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Figure 5.5: The effect of noise on the proposed algorithm, (a) the number of mea-
surements needed to generate 250,000 key bits, and (b) the key generation rate in
bits per measurement.

channel can be considered worst case, as a time-varying fading channel has a random
effect on the frequency response. The autocorrelation of the key bits was obtained
by mapping the bits 0 and 1 to -1 and +1, respectively, and the result is shown in
Figure 5.6-a. This indicates that the generated key has a near perfect autocorrelation.
Figure 5.6-b shows the sidelobes of the autocorrelation (with the peak value at zero
shift removed). The maximum value is 0.08 compared to 1 for the peak at zero
shift. Figure 5.6-c shows the sidelobes of the autocorrelation near the centre to
illustrate how fast it falls with a non-zero shift. For large shifts, it is within a range
of approximately 0.003. Figure 5.7 shows the correlation coefficient for the first 19
sidelobes of the autocorrelation, which is very low after a shift of 4 samples. These

results confirm the randomness of the key generated.
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Figure 5.6: The autocorrelation of one million key bits, (a) static fading channel, (b)
sidelobes of the autocorrelation, and (c) sidelobes near the center.

5.7.3 Key disagreement probability

The key disagreement probability (KDP) is determined by the similarity of the key
bits generated by Alice and Bob, which is affected by timing errors and noise. From
Section 5.3, a threshold is used to discard the difference vector elements which have
a small magnitude. This reduces the probability of using candidate elements which
produce different key bits. Key bit mismatch occurs when different candidate elements
are selected by the two parties due to values above and below the threshold. The
reconciliation messages in (5.3) are used to agree on the shared sub-blocks. This
reduces the probability of key bit mismatch without revealing information about the
signs of the shared candidate elements.

Two values A and B are used as reconciliation message masks, with Alice using A

and Bob using Bs. Alice recovers Bob’s message using Bj, and Bob recovers Alice’s
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Figure 5.7: The correlation coefficient for the first 19 sidelobes of the autocorrelation.

message using A,. If the pairs of values (A, B) at Alice and Bob are identical, it
is expected that the messages for many of the sub-blocks will match. If the masks
are not identical, most of the messages will not match. In this case, a disagreement
message is sent to the other party to terminate the algorithm for this measurement.
The condition for sending this message is when 90% or more of the sub-blocks do not
match. Figure 5.8 shows the KDP and mask disagreement probability (Mask-DP)
versus the average SNR. This indicates that the KDP is zero for all SNR values from
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Figure 5.8: Key and mask disagreement probabilities for 10,000 measurements versus

the average SNR.

0 to 50 dB. Although the KDP is constant, the KGR changes with SNR. For very
low SNRs, the noise results in many variations in the difference vectors, so that the
Mask-DP is almost one and nearly all sub-blocks are discarded. This explains why the
KGR is almost zero although the KDP is zero. For higher SNRs, the influence of the
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noise and the number of mismatches are decreased. At an SNR of 50 dB, the effect

of the noise is negligible, and from Figure 5.5-b the KGR is 74 bits/measurement.

5.8 KGR comparison

The key generation rate (KGR) of an algorithm is an important consideration, par-
ticularly for secure wireless communication systems. Table 5.4 shows the key gen-
eration rate in bits/s (bps) or bits/measurement for different algorithms employing
narrowband to UWB fading channels. Both single antenna and MIMO systems are
considered that use fading parameters, received signal strength, channel impulse re-
sponse, or phase measurements for key generation. From this table, the deep fade
method [88] has the lowest key rate. This is due to the limited number of deep fades
that occur. In addition, randomness is an issue as there is redundancy in the gener-
ated key. Compared to the RSS based methods [94, 95, 96], the proposed algorithm
has a higher key rate. Further, the techniques which use the channel impulse re-
sponse have a lower key rate than with the proposed algorithm. Although the key
rate in [108] is 95 bits/measurement, the proposed algorithm can generate more bits
per second. This is because the channel can be probed at a higher rate with the
proposed approach since there is no limitation due to the channel coherence time.
In [100, 104], key generation is based on the phase randomness in a fading channel.
This technique has a higher key rate than other approaches because the phase in a
fading channel typically has a uniform distribution. However, algorithms based on
phase randomness are very sensitive to the SNR, which is a serious drawback. The
proposed algorithm has a key rate comparable to that in [100], and a similar rate to
that in [104] can be achieved if the probing signals are transmitted more frequently.
In fact, the performance can be superior depending on the channel conditions. To
summarize, the proposed algorithm employs a new approach to generate key bits us-
ing measurements in the frequency-domain. Considering randomness, key rate and
noise, this is an efficient and robust technique to obtain cryptographic keys for secure

wireless communications.

5.9 Security analysis

The uncorrelated effect of the channel on frequency components of the chaotic sig-

nal separated by the coherence bandwidth ensures the randomness of the key bits
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Table 5.4: Key Generation Rates for Various Algorithms

Algorithm  Fading Channel Type Measurement Method Key Generation Rate
(88] narrowband deep fade 1.3 bps (25 dB SINR)
[95] MIMO narrowband RSSI 10 bps
[96] ultra-wideband RSSI 58 bps (35 dB SNR)
[94] vehicular narrowband RSSI 1 bps (every 25 measurements)
[87] narrowband channel impulse 1 bps

response
[97] ultra-wideband channel impulse 17 bits/measurement
response (30 dB SNR)
[90] narrowband channel impulse 22 bps
response (DKR 2.2%)
[106] MIMO narrowband channel impulse 30 bits/measurement
response (4x4 MIMO, 30 dB SNR)
[107] relay narrowband channel impulse 1 bit/measurement
response (30 dB SNR)
[108] OFDM narrowband channel impulse 95 bits/measurement
response (256 OFDM slots, 30 dB SNR)
[100] narrowband phase of the channel 104 bps (analytical)
impulse response (20 dB SNR)
[104] cooperative narrowband  phase of the channel 900 bps
impulse response (25 dB SNR)

Proposed  wideband channel frequency 72 bits/measurement

response (32 dB SNR)

obtained, and also the security. Further, the non-periodicity of the chaotic signal
results in uncorrelated key bits even when the channel is static (i.e., regardless of the
coherence time of the channel). Masking of the positions of the candidate elements
used in the reconciliation messages improves the system security. Transmitting the
syndromes of these messages has two advantages. First, it makes it more difficult for
Eve to determine the shared sub-blocks between the parties, and second it shortens
the length of the reconciliation messages. Here, the reduction in message length is
(196 — 112)/196 = 42.8%. The key bits are obtained based on the signs of the val-
ues of the candidate elements, but the information reconciliation messages use the
positions of these elements in the difference vectors. Thus, no information about the
key bits themselves is leaked during this stage, and so privacy amplification is not
necessary. The number of key bits agreed upon in each measurement (each execution
of the algorithm) varies as shown in Figure 5.9, and will with high probability differ

from the number of bits generated by an eavesdropper. This makes it very difficult
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for an adversary to predict the key.
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Figure 5.9: Histogram of the number of key bits generated in each measurement.

The security of the algorithm is now examined from the perspective of an eaves-
dropper (Eve), who receives the transmitted signals from Alice and Bob and the
reconciliation messages sent between them, and who also knows the initial values of
the chaotic generator (their generator is synchronized with those of Alice and Bob).
Ten thousand key bits were generated between Alice and Bob using the static fading
channel given in Section 5.5 with an average SNR of 24.5 dB. Eve receives the signals
over different 6 taps channels having delays and amplitudes generated randomly from
a Rayleigh distribution. Thus Eve receives the transmitted signals over two indepen-
dent channels. The average SNR for both channels is 33.9 dB. While the correlation
coefficient (5.10) between the signals received by Alice and Bob is 0.9997, the corre-
lation coefficient between the signals received by Eve and Alice is only 0.1775. This
confirms the small correlation expected from (5.13).

Alice and Bob typically generate the same masks using the positions of the two
largest values in their difference vectors. However, these largest values are unlikely
to be the same as those at Eve. Thus it will be difficult for Eve to determine the
positions of the shared values between Alice and Bob using the received reconciliation
messages. Table 5.5 shows how often the positions of the two and five largest values
in the difference vectors at Eve match the positions of the two largest values used
by Alice and Bob. These results were obtained using 10,000 measurements with the
proposed algorithm. This shows that A and B at Alice and Bob rarely occur in the
position of the five largest values at Eve, and the probability is almost zero for just

the two largest values at Eve. Thus, it is virtually impossible for Eve to determine
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the unmasked reconciliation messages.

Table 5.5: Frequency of the Two Mask Values at Alice and Bob Appearing in the
Five Largest Values at Eve for 10,000 Measurements

The Largest The Second Largest (A, B) in the Five Largest (A, B) in the Two Largest
Value (A) Value (B) Values at Eve Values at Eve

4.74% 6.71% 0.0041% 0.0005%

Suppose now that Eve has complete knowledge of the reconciliation messages.
Since they do not reveal any information about the signs of the candidate elements,
Eve cannot obtain the key using this information and her difference vectors. Table
5.6 gives the average correlation for 100 keys generated at Alice/Bob and Eve, and
the average number of mismatched bits between these keys. The correlation was
calculated for key lengths of 1000 and 10,000 bits with an average SNR of 24.5 dB.
These results show that there is a minimal correlation between the key bits generated.
Conversely, there is a perfect match between the keys generated by Alice and Bob.
The correlation between the keys generated at Alice/Bob and Eve with different
channels is given in Figure 5.10-a, and is similar to the correlation between two 1000
bit random sequences shown in Figure 5.10-b. This low cross-correlation occurs even

though the chaotic signals transmitted by Alice, Bob and Eve are identical.

Table 5.6: Correlation of the Keys Generated at Alice/Bob and Eve, and the Per-
centage of Mismatched Bits

Key Length (bits) Average Correlation Average Number of Percentage of

(bits) Coefficient Mismatched Bits =~ Mismatched Bits
1000 0.0284 486 48.6%
10,000 0.0026 5013 50.1%

5.10 Conclusion

In this chapter, a new algorithm to extract a shared cryptographic key was proposed
based on the reciprocity of the channel between two parties. The key was obtained
using the effect of the channel on the frequency spectrum of a broadband chaotic
signal. The performance of the algorithm in the presence of noise and timing errors

between the parties was examined in terms of their effect on the key generation rate
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Figure 5.10: (a) The cross-correlation between 1000 bit keys at Alice/Bob and Eve,
and (b) the cross-correlation of two uncorrelated 1000 bit random sequences.

and key disagreement probability. An advantage of this algorithm is that it can
be employed with static or time-varying fading channels regardless of the channel
coherence time due to the use of a non-periodic chaotic probing signal which provides
uncorrelated key bits every measurement.

The Lorenz chaotic attractor was used for illustration purposes, but other chaotic
attractors which generate a broadband signal can be employed. An investigation
of other attractors will be useful in designing chaotic cryptographic key generators
for wireless applications. To improve the security, the initial values for the chaotic

generator can be exchanged securely, and this is left for future work.
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Chapter 6

Secure OFDM with PAPR

Reduction using Chaotic Signals

6.1 Introduction

In this chapter, a new physical layer security technique is proposed for orthogonal
frequency division multiplexing (OFDM) communication systems. The security is
achieved by modifying the OFDM symbols using the frequency-domain phase of a
chaotic sequence. In addition, this scheme reduces the peak to average power ratio
(PAPR), which is one of the major drawbacks of OFDM. The selected mapping (SLM)
technique for PAPR reduction is employed to exploit the random characteristics of
chaotic sequences. The PAPR reduction with this algorithm is shown to be similar
to that of other SLM schemes, but it has lower computational complexity and side-
information does not have to be sent to the receiver. The security of this technique
stems from the noise-like behavior of chaotic sequences and their dependence on the
initial conditions of the chaotic generator (which are used as the key). Even a slight
difference in the initial conditions will result in a different phase sequence, which

prevents an eavesdropper from recovering the transmitted OFDM symbols.

6.2 Literature Review

Orthogonal frequency division multiplexing is widely used in wireless communications
because of its many advantages. Analog OFDM for multi carrier transmission was
proposed in 1966 [115]. The popularity of OFDM is due to the fact that it overcomes
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the intersymbol interference (ISI) and intercarrier interference (ICI) problems com-
mon with wideband communication systems. This is achieved because the wideband
frequency selective channel is divided into parallel frequency flat sub-channels which
simplifies the receiver design, particularly in terms of channel equalization. Digital
baseband OFDM was proposed in [116] using an inverse fast Fourier transform (IFFT)
and a fast Fourier transform (FFT) for modulation and demodulation, respectively.
This eliminates the sub-carrier oscillators and coherent demodulators used in analog
OFDM, which significantly reduces the cost and computational complexity.

One of the challenging issues with OFDM modulation is the potential for a high
peak to average power ratio. This has a negative effect on OFDM performance
because the high power amplifier (HPA) is typically non-linear due to efficiency and
cost considerations. There are two solutions to this problem. The first is to use an
expensive power amplifier with a large linear region (high dynamic range), but this
lowers the power efficiency. The other solution is to reduce the PAPR by modifying
the signal constellation before performing the IFFT at the transmitter.

The PAPR of an OFDM signal is defined as the ratio of the maximum instanta-

neous power to the average power

maxo<n<nr{|s(n)|*}

E{ls(m)I"}

where s(n) is the complex baseband signal in the time-domain, N is the number of
OFDM sub-carriers, and T is the oversampling rate which is typically 4. The PAPR

is also evaluated using the crest factor (CF) which is defined as

PAPR =

(6.1)

CF = PAPR. (6.2)

The PAPR distribution can be expressed in terms of the complementary cumulative
distribution function (CCDF) [117]

CCDF = Prob{PAPR > z}. (6.3)
With no PAPR reduction, the theoretical CCDF is given by
N

CCDF =1—(1—-¢7), (6.4)

where 2% = |s(n)|?/0? and o? is the variance of the complex samples s(n) which
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represents the average power of the baseband OFDM signals. This shows that as the
number of sub-carriers increases, the probability that the peak value exceeds a given

value also increases, so the PAPR problem is exacerbated.

6.2.1 Selected Mapping (SLM) Technique

Most PAPR reduction techniques can be divided into two categories, distortion and
distortionless. Distortion techniques such as clipping create in-band interference be-
tween sub-carriers which affects the orthogonality and creates ISI, and out-of-band
interference which produces ICI. Thus, additional processing is required to reduce
these undesirable effects. Distortionless techniques such as selected mapping, coding,
tone reservation, tone injection, and partial transmit sequence do not introduce ISI
or ICI, but complexity can be an issue and side-information typically has to be sent
to the receiver, which reduces the overall data rate.

Selected mapping (SLM) is a well-known distortionless technique. With SLM,
the input data block is multiplied with M different phase sequences resulting in M
OFDM symbols, and the symbol with the smallest PAPR is selected for transmission
[118]. Therefore, the performance of this technique depends on the number of phase
sequences and their design. Side-information must be sent to inform the receiver
which sequence was used, which requires |log, M| bits. An algorithm to reduce
the side-information was proposed in [119], and an approach which does not require
explicit side-information was presented in [120], but the labels employed reduce the
data rate. In [121, 122] a comparison of phase sequence generation techniques was
given. It was concluded that these sequences should be independent to maximize the
PAPR reduction. In [123] a scheme based on exhaustive entropy and chaotic sequences
was proposed. A chaotic generator is used to generate U binary phase sequences, and
exhaustive entropy is employed to select the M sequences for SLM. However, these
techniques are very complex. Several approaches to reduce the complexity of SLM
have been developed. In [124], conversion vectors obtained using the IFFT of the
phase sequences are employed, while in [125], the IFFT structure was exploited to

reduce the number of computations required.



82

6.3 The Proposed Algorithm

6.3.1 Chaotic phase

Chaotic signals are random-like signals as their autocorrelation is similar to that of
a random signal. These signals are unpredictable, and have a broad spectrum in the
frequency-domain. Instead of the time-domain representation typically used in the
literature, the proposed algorithm uses the phase of the frequency components of the
chaotic signal. The objective is to generate phase sequences which can be used to
achieve both security and PAPR reduction, and thus these sequences should have
random-like characteristics.

The logistic map is a very simple non-linear dynamical equation which exhibits
chaotic behavior. It is considered here to generate the chaotic phase sequences, but
other generators can be employed. This map is a 1D discrete chaotic generator which
has been used extensively in the literature because it can easily be implemented in
hardware or software [6]. The dynamics of the logistic map are described by the
difference equation

Tpr1 = 1rx,(1 — ), (6.5)

where the state variable x; is a number between zero and one. The parameter r plays
a critical role in the chaotic behavior, and it has been shown that for 3.56995 < r < 4
the dynamics of the map exhibit chaotic behavior. The randomness of the state
variable z; has been studied extensively in the literature [126]. Here, the initial value
ro and the control parameter r are considered to be the secret key shared between
legitimate users. Unlike other chaotic cryptosystems that have been developed for
secure communications, the phase of the frequency spectrum of the chaotic sequence
x is used in the proposed algorithm.

To test the randomness of the chaotic phase sequences obtained, the logistic map
was used with » = 3.9 and xy = 0.24 to generate a time-domain sequence of length
N = 256. A 256-point DFT was used to obtain the corresponding frequency-domain
phase sequence. Figure 6.1-a shows the autocorrelation of this sequence, x, and Figure
6.1-b shows the cross-correlation of x and a second sequence y generated using r = 3.9
and xy = 0.37. These results indicate that the chaotic phase sequences have random
characteristics. The correlation coefficient for sequences x and y is given by

oy = 27 (6.6)

00y
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where o, and o, are the corresponding variances and Cy, is the autocovariance given
by

Coy = E[{X = i }H{Y — py}]
with means g, and p,. The correlation coefficient for the phase sequences z and y

obtained using the parameters above is 0.0261, which shows that there is minimal

correlation between them [127]. Thus, it can be concluded that the phase of a chaotic
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Figure 6.1: (a) The autocorrelation of the logistic map phase sequence for N =
256, r = 3.9 and zg = 0.24, and (b) the cross-correlation of this sequence with the
corresponding phase sequence for r = 3.9 and zy = 0.37.

signal is a good candidate for use in secure communications applications. As these
sequences have random characteristics, it is expected that they can also be used to
improve the PAPR.

6.3.2 Chaotic SLM

As stated in the previous section, with the SLM technique M different sequences
are created from the data to be transmitted, and the one with the smallest PAPR
is selected for transmission. The generation of these sequences increases the com-
putational complexity at the transmitter. The proposed algorithm benefits from the
random characteristics of chaotic phase sequences to produce the M sequences with
low complexity. The chaotic generator is used to obtain a phase sequence of length

N, and using cyclic shifts, M versions of this sequence are obtained. The length of
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the cyclic shift L is given by
L= [N/M], (6.7)

where |z]| denotes the largest integer less than or equal to z. The M sequences are
used to modify the phase of the OFDM data, and the sequence with the smallest
PAPR is selected for transmission. Figure 6.2 shows the PAPR performance using
16-QAM modulation with N = 128 and M = 4, 6 and 8, along with the performance
with no PAPR reduction. Figure 6.3 shows the PAPR performance for QPSK with
N =64 and M =4, 6 and 8, along with the theoretical performance.
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Figure 6.2: PAPR reduction for 16-QAM modulation with N = 128 and different
numbers of chaotic SLM sequences.
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Figure 6.3: PAPR reduction for QPSK modulation with N = 64 and different num-
bers of chaotic SLM sequences.
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6.3.3 Quantization of the chaotic phase sequences

Since the phase of the chaotic signal is continuous, the complexity of combining the
corresponding phase sequences with the OFDM symbols is high. To reduce this
complexity, the phase space is partitioned into a number of regions and the phase
in each region is assigned a fixed value. Then a lookup table can be used instead of
multiplications. For example, if the OFDM data constellation has S points and the
number of phase regions is K, the look-up table will have size S x K. Figure 6.4
shows the PAPR performance with QPSK modulation, N = 64 and M = 8 chaotic
SLM sequences using K = 8,16 and 32 phase quantization regions. Comparing this
figure with the corresponding results in Figure 6.3 indicates that the quantization has

a minimal effect on the performance.
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Figure 6.4: PAPR reduction using QPSK modulation with N = 64 and 8 chaotic
SLM sequences with K = 8,16 and 32 regions.

The number of regions K has an impact on the security of the algorithm, as a
greater number of regions increases the complexity, making it harder for an attacker
to determine the OFDM symbols. However, this also increases the size of the look-up
table. As the PAPR performance is not greatly affected by the value of K, it can be
chosen based on the available computational resources and required security.

The proposed system is now compared with several SLM techniques in the lit-
erature. Figure 6.5 presents the PAPR performance of 16-QAM with N = 256 and
M = 8,10,16 and 32. For M = 32 the proposed algorithm is slightly better than
the approach in [128], and for M = 16 is similar to the results in [129]. Compared
with the technique in [130], with M = 10 the proposed solution is 0.7 dB better at
CCDF = 1073, For M = 8, it is better than the results in [131], and is much better
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than those in [132]. Note that the proposed algorithm is superior from the security

perspective, and has low computational complexity.
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Figure 6.5: The proposed chaotic SLM compared with SLM techniques in the litera-
ture using 16-QAM with N = 256 and M = 8, 10, 16 and 32.

6.3.4 Data recovery without side-information

With most SLM PAPR reduction techniques, the original data are recovered at the
receiver using side-information sent from the transmitter to identify the sequence that
was used. However, the phase sequence employed can be predicted at the receiver
using the proposed algorithm without side-information. This is based on the fact
that the transmitter and receiver have the same phase sequences from the chaotic
generator. The Euclidean distance between the recovered symbols qf using the jth

shifted phase sequence and the OFDM data constellation p; is

N

d(]): Z(pz_qZJ)Q’]:LH]W (68)

=1

These distances are calculated at the receiver to predict the chosen phase sequence,
as described below.

At the receiver, the same chaotic phase sequence as at the transmitter is generated
based on the shared key between them, so it has the same M shifted sequences. The
received signal after the IFFT is combined with these sequences to remove the effect of
the phase sequences. Then the Euclidean distance (6.8) is calculated for the resulting

sequences, and the one corresponding to the lowest value of d(j) is considered as
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the original data. This approach requires that the chaotic phase constellation differ
from the constellation of the data modulation, which is typically PSK or QAM.
Thus, the transmitted OFDM symbol has a constellation which differs from the data
constellation. At the receiver, if the received OFDM symbol is modified with the
shifted phase sequence used by the transmitter, the resulting constellation will be the
data constellation. However, if an incorrect phase sequence is used at the receiver,
the resulting sequence will still be a combination of the phase sequence and data
constellations. Thus, the correct phase sequence should result in the lowest Euclidean
distance. Note that the chaotic phase constellation points have unit magnitude, so
that although the transmitted symbols are from a new constellation, the magnitudes
are unchanged, so the proposed algorithm does not increase the average transmit

power as with other PAPR reduction approaches.

6.3.5 Performance Results

In this section, an OFDM system with N = 128 is considered with QPSK and 16-
QAM modulation. The number of SLM sequences is M = 8, and these are obtained
using the logistic map as the chaotic generator. The initial conditions and control
parameter are identical at the transmitter and receiver (the legitimate users), and are
ro = 0.24 and r = 3.9.

We first consider an AWGN channel with SNR = 20 dB and K = 8 phase sequence
constellation points. Figure 6.6-a presents the quantized chaotic phase sequence and
QPSK constellations, and Figure 6.6-b the constellation of the corresponding received
OFDM symbol. The results of reconstructing the OFDM data using the 8 phase
sequences are given in Figure 6.7. This shows that chaotic phase sequence 5 is the
most likely one employed at the transmitter. The corresponding Euclidean distance
calculations are given in the first row of Table 6.1. As expected, the Euclidean distance
for sequence 5 is the lowest, so the receiver selects this sequence to recover the data
(which is correct). Figure 6.8 presents the constellations for 16-QAM with K = 8,
and Figure 6.9 shows the results of removing the effects of the phase sequences on
the received OFDM symbol. In this case, sequence 2 appears to be correct (which is
indeed the case), and this is confirmed by the Euclidean distances in the second row
of Table 6.1.

Since the proposed algorithm makes a decision based on the Euclidean distance

without using side-information, the symbol error rate (SER) performance will be
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Figure 6.7: The constellations for the 8 recovered OFDM symbols with QPSK mod-
ulation.

affected. Thus, the SER was obtained using QPSK modulation with and without
side-information (but without considering the loss in data rate in the former case).
Figure 6.10 presents the results for N = 32 and 64 over an AWGN channel. This shows
that the performance is identical for high SNRs. Further, increasing the length of the

OFDM symbols improves the performance, as the difference is insignificant for an SNR
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Table 6.1: The Euclidean Distances for the M = 8 SLM Chaotic Phase Sequences

Sequence no. 1 2 3 4 5 6 7 8

QPSK 6.66 5.67 6.02 587 1.10 5.77 590 5.66
16-QAM 2.68 1.13 243 272 257 292 254 270
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Figure 6.8: (a) The constellations of the quantized chaotic phase sequences and 16-
QAM, and (b) the received OFDM symbol constellation.

of 6 dB with N = 64, but for N = 32 the SNR should be greater than 9 dB. Given
that in practical OFDM systems N is typically 256 or larger, the loss in performance
due to not using side-information is negligible. Further, this eliminates the loss in
data rate due to transmitting this information. The corresponding performance over
a Rayleigh fading channel is shown in Figure 6.11. This indicates that the fading
channel performance is very similar to that in an AWGN channel in terms of the
SNR values where the SER with side information is the same as the SER without
side information. Thus fading does not affect the reliability of the proposed algorithm.

6.4 Security Analysis

In the literature, the outputs of chaotic generators in the time-domain are used to ob-
tain random sequences of zeros and ones. These random sequences are used to encrypt
the data either directly via modulo 2 addition, or indirectly as a key for a traditional
cryptographic algorithm. The security depends on the control parameters and initial

values of the chaotic generator, which constitute the shared key between legitimate
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users.

The complexity of the chaotic system makes it hard for an eavesdropper to

predict the key. However, some cryptanalysis methods exploit the synchronization of

the chaotic generator with the transmitted signal, and some systems can be broken

even when the control parameters and initial values are not known exactly.

Conversely, the proposed algorithm uses the phase of the frequency response of
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Figure 6.11: The symbol error rate (SER) with QPSK modulation using length (a)
N =32, and (b) N = 64 OFDM symbols over a Rayleigh fading channel.

the chaotic signal. As shown in Section 6.3.1, the phase sequences of two different
chaotic signals are uncorrelated, so the phase sequences for two parties having different
keys will also be uncorrelated. Consider the transmitted 16-QAM OFDM symbol in
Section 6.3.5 and an eavesdropper who has initial values » = 3.9 and x¢y = 0.67. Figure
6.12 shows the constellations of the recovered 16-QAM OFDM symbols with K = 8
at the eavesdropper. The similarity between these constellations makes it impossible
to predict the transmitted OFDM symbol. This is confirmed by the corresponding
Euclidean distances in Table 6.2, which are very close.

Note that quantizing the chaotic phase sequences prevents an eavesdropper from
predicting the actual phases. Further, transmitting side-information as is common
with PAPR reduction techniques in the literature can compromise the security of
the system, but the proposed approach does not require that this information be
sent. This prevents an eavesdropper from obtaining information which can assist
in predicting the OFDM data. Finally, the non-periodicity of the chaotic signal
guarantees that the phase sequences differ for each OFDM symbol.

The control parameters and the initial values of the chaotic generator form the key
shared between legitimate users. The key length is a function of the dimensionality
of the chaotic generator, the number of control parameters, and the precision of the
hardware or software in use. Since the chaotic generator is described by difference
equations and each equation has an initial value, higher dimensional generators will
have a longer key length. Chaotic systems are sensitive to very small signal deviations,

so that once the sensitivity threshold of the hardware or the software is reached, the
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Figure 6.12: The 16-QAM constellations obtained by an eavesdropper with initial
conditions different than at the transmitter.

orbit of the chaotic system will be affected. In [75], it was shown that a Lorenz
generator implemented using double-precision floating-point has a key space of 10%.
This key length is greater than 2!% and so provides significant robustness against a
brute-force attack [60]. On the other hand, using a high-dimensional chaotic generator
means more computations per key bit. As a result, the chaotic generator should be
chosen according to the required level of security and the available computational

resources. In this chapter, the logistic map is used for illustration purposes.

Table 6.2: The Euclidean Distances for the M = 8 SLM Sequences at an Eavesdropper

Sequence no. 1 2 3 4 5 6 7 8
16-QAM 248 255 264 270 244 244 273 2.54

6.5 Conclusion

In this chapter, a secure OFDM communication system has been proposed. The secu-
rity is based on the randomness of chaotic phase sequences which are combined with

the OFDM symbols. Further, the selected mapping technique is employed with these



93

sequences to achieve a reduction in the peak-to-average power ratio. A single chaotic
sequence is used to generate all of the SLM sequences for a given symbol using cyclic
shifts so that the complexity is low compared to other techniques in the literature.
It was shown that quantizing the chaotic phase sequence has a minimal effect on
the performance, but significantly reduces the computational complexity. The non-
periodicity of the chaotic signal guarantees a unique phase sequence for every OFDM
symbol. The key length is determined by the chaotic generator and the hardware
or software use. A higher dimensional generator will have a longer key length. In
addition, a technique was presented to eliminate the need to send side-information to
the receiver to recover the transmitted data, which improves the bandwidth efficiency
and security compared to other approaches. Results were presented which show that
the proposed technique has PAPR performance which is comparable to that with

other solutions, but it also provides secure communications.
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Chapter 7
Conclusions

The work presented in this dissertation concerns the topic of secure communications
based on chaotic systems. Although, chaos is considered an ideal candidate for use in
secure communications, its sensitivity to channel noise for physical layer transmission,
or errors due to finite precision arithmetic of the numerical algorithms in higher layers
such as presentation and data link layers limits the use of chaotic cryptosystems
and restrict the practical implementations. Starting from the obstacles which face
utilizing chaos in communications, this dissertation provides contributions to make
chaotic cryptosystems in communications dependable and secure.

The dissertation presents a new class of 3D discrete chaotic systems developed
from 3D continuous chaotic systems. It provides accurate chaotic values, which makes
it suitable for use in secure digital communication systems. Based on this new class,
new ciphers for symmetric key encryption were developed providing security in the
higher layers. The developed ciphers provide good security level, besides simple hard-
ware implementation and comparable speed.

With regard to wireless communications, this dissertation considered chaos sys-
tems from a different perspective. Instead of the time-domain representation of the
signals, the characteristics in the frequency-domain (either the magnitude or phase)
were used to provide secure communications in the physical layer. The first algo-
rithm exploits the reciprocity of the fading channel to provide secure communication
between two legitimate users. The frequency characteristics of a broadband chaotic
signal were used to generate the key. It was shown that it is superior to other types
of signal characteristics used in the literature in terms of accuracy and robustness to
noise. The second algorithm provides security for OFDM symbols using the phase

response of the chaotic signal. The randomness of the chaotic phase signals was ex-
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ploited to reduce the peak to average power ration of the OFDM signals without
affecting on the spectrum efficiency.

Several perspective investigations can be performed in the future.

1. Since this dissertation is the first to consider the frequency domain characteris-
tics of the chaotic signal rather than the time domain characteristics, research
can be done focusing on other representations of the chaotic signal such as
time-frequency transformations (Wavelet transform, Short-time Fourier trans-
form, Wigner distribution). This is promising field to further the use of chaos

in communication systems.

2. As the world fully relies on wireless communications, the demand for high data
rate transmission is increasing. The signals carrying information through wire-
less channels are strongly modified due to characteristics such as noise and mul-
tipath. This prevents information from being transmitted at high bit rates. New
studies in chaos-based communications have shown that although the chaotic
signal is strongly modified by the wireless channel, the dynamics of both the
transmitted and received signals for some chaotic generators is identical. This

needs more investigation as the dynamics may be vulnerable to an eavesdropper.
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