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Abstract

A network processor unit (NPU) is a programmable device that consists of sev-
eral hardware accelerators for wire-speed networking operations. One of the most im-
portant functional units in an NPU is packet classification unit (PCU) that classifies
data packets based on single or multiple fields of packet header or contents in payload
data. Large number of tasks in computer communication require packet classification.
Network packet classification requires two types of matching techniques: (i) exact
and (ii) inexact match. There are two solutions for exact match: (i) sequential and
(ii) parallel solutions. Inexact match can be of two types: (i) Longest prefix match
and (ii) Best match. This dissertation talks about these four techniques required for
the PCU.

For the sequential solution, we propose a string search algorithm that requires
reduced time complexity. It also requires a small amount of memory, and shows better
performance than any other related algorithms as proved by numerical analysis and
extensive computer simulations.

For parallel solution, we present a systematic technique for expressing the string

search algorithm as a regular iterative expression to explore all possible processor
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arrays. The technique allows some of the algorithm variables to be pipelined while
others are broadcast over system-wide buses. Nine possible processor array structures
are obtained and analyzed in terms of speed, area, power, and I1/O timing require-
ments. The proposed designs exhibit optimum speed and area complexities.

The parallel solution requires an embedding technique that embeds a source
processor array onto a target processor array having smaller number of processing
elements (PE) to meet the hardware resource constraint. We propose a novel embed-
ding technique. Through numerical analysis and extensive computer simulation, it is
proved that the performance of the target array shows the same performance as the
source array.

For Longest prefix match (LPM), we propose a novel variable-stride multi-bit
trie data structure for IP-lookup table to assist fast [P-lookup and fast lookup table
update. In this dissertation, we first explicitly elaborate the solution of a problem in
expanding IP (internet protocol) addresses. Through extensive computer simulation
on several routing tables, it is proved that our proposed algorithm shows better per-
formance (lookup and update time) than existing algorithms. However, our proposed
technique requires larger memory than others. But the memory requirement is quite
acceptable considering the current memory availability and price.

We propose a novel Best Match technique required to detect best-matched En-
glish words of obfuscated spam words. We have used a non-deterministic finite au-
tomaton (NFA) to build the English dictionary. We have used dynamic programming
with state pruning to detect the best-matched word of an obfuscated spam word in
the NFA. We have done extensive numerical simulations to prove the accuracy of our
proposed system. Our system can detect best-matched words of the words obfuscated
by spammers using five different techniques: insertion, deletion, substitution, trans-
pose, and word boundary. Upto our knowledge, no other system can deal with all

these obfuscating techniques so quickly as ours.
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Chapter 1

Introduction

Today’s communication networks need huge amount of data processing at very high
speed. Networking devices have also to be adaptable to ever-changing protocols with
QoS management capabilities. Different techniques are being tried to address these
issues. To support changing protocols, a flexible device is required. For fast data
processing, a device with the fast processing capability is required. Figure 1.1 shows
different techniques used in the communication network. Standard old-fashioned
switch-fabric technique is used for the data forwarding only. It cannot be programmed
to dynamically adapt different protocols. ASIC (Application specific integrated cir-
cuit) is built for specific purposes and so it shows better performance. But ASIC is
not flexible enough to be used for other purposes. Some people like general purpose
processors as they are flexible enough to be used for any purposes. But they have no
special hardware to speed up the performance. NPU (Network Processor Unit) [1-25]
has both ASICs and general purpose processors in it to achieve ultimate performance
and flexibility that is required for today’s data transmission. Thus NPUs are the

right choice for huge data processing at wire-speed.
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A General Network
purpose processor
> processors Units (NPU)
._—5
5
) standard
switch fabric ASIC
solutions
Performance

Figure 1.1: Communication design matrix.
1.1 A Generic NPU

Although the structure of an NPU varies by its intended uses, a generic structure of
an NPU can be drawn as shown in Figure 1.2. A generic NPU should have at least

following components:

Memories are for data storage, queue, and look-up table entries. Research is re-
quired to determine the types of memories to be used for those purposes and to
determine whether the memories should be on-chip or off-chip. Especially the
look-up table needs intelligent memory organization to take advantage of the
look-up table search algorithm to speed up the search operation for next hop’s

addresses [26].

PCU classifies packets based on packet header and/or packet data. It incorporates
(1) a parser to identify packet format, (ii) a string search machine for content
inspection, and (iii) a look-up table for IP routing. Lots of functions of an NPU
depends on classification results of the PCU. So. fast and flexible classification
unit is essential for an NPU. Research is required for (i) a fast and efficient

string search algorithm for content inspection and (ii) a look-up table based
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search algorithm for next-hop-address searching.

Queue management unit controls packet flow and manages the packet buffer. Re-

search is required to devise an efficient flow control algorithm.

Control unit, a programmable device, controls all the components of the NPU.
Research is required to find the instruction set and instruction format for this
control unit. It is also to be decided whether the control unit controls other

component through point-to-point connection or through system bus.

Bus carries data and/or control signals. A fast and efficient system bus is very
important for wire-speed data processing. Research is required to determine

the organization and characteristics of the bus.

The generic NPU in Figure 1.2 works in the following way. Packet (up to layer
2) arrives through external PHY (PHYsical interface) and framer unit. Queue man-
agement unit puts the incoming packet on the packet buffer. Parse unit of PCU
recognizes the packet header and forwards the required information to Look-up table.
Look-up unit of the PCU searches next hop addresses of the packets with the help
of the look-up table [26]. While table look-up unit works, the string search engine of
the PCU may search some strings in the packet’s payload data for security or other
reasons to speed up the overall data processing. Classified packet is then treated by
the control unit and/or other optional and additional units based on policies defined
by users. Finally the packet is forwarded to the next hop by the Queue management
unit through the PHY and framer unit.

Thus one of the most important units of an NPU to be explored is packet clas-
sification unit (PCU) [13,27-31]. A PCU classifies a packet based on its one or more
header fields or specific contents in payload data. Packet classification is essential

for routing, security, differentiated service, QoS management. etc. Thus an efficient
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Look—up memory

Y
Control unit
A

Queue/Buffer : Packet
Management unit : Buffer

—> means control flow; == means packet flow

Figure 1.2: Generic architecture of a NPU.

and fast classification unit is required for an NPU to offload the time-consuming
classification task and thereby cope with the increasing complexities of the computer

network.

1.2 Packet Classification Unit

Internet is being extensively used now-a-days by people of different tastes and require-
ments. Some people use it for entertainment, some use it for secured data, whereas

some use it for learning. These different uses require different network resources
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and rules for efficient transmission. So, we have to classify network data packets.
Previously packet forwarding decision was made on only level two (MAC) and level
three (IP) header; whereas today we have to even check layer seven (pay load) data
for content inspection [32]. Moreover, internet speed of OC-192 (10 Gbps) is already
achieved and OC-768 (40 Gbps) speed is within sight. The necessity of this complex

and fast packet classification requires a dedicated PCU in every NPU.

1.2.1 Types of Classification

The packet classification unit does three types of classification on networking data [27,

33).

1. Single-field (SF) classifier looks at a single field in the packet header for clas-
sification. The mostly-used layer 2 (MAC) and layer 3 (IP) routing fall in this
classification. Usually look-up table based classification is sufficient for these
operations. In this classification, one fixed field is extracted from the packet
header and its value is usually searched in a look-up table. The packet is clas-

sified according to this result.

2. Multi-field (MF) classifier looks multiple fields at non-contiguous locations to
classify packets. This process makes a complicated search key for the look-
up table. Network switches with features such as DiffServ require this type of
classification [RFC 2475]. Only look-up table based classification is not sufficient

in this case, a dedicated classification unit is also required.

3. Content inspecting classifier examines packet content (payload data) in order
to classify packets [31,34-38]. The search key is irregular and may consist
of hundreds of characters. Look-up concept is not suitable here, instead a

string search based classification unit is required. One of the many important
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applications of this classification is security.

1.2.2 Classifier Applications

There are many uses of packet classification unit in data networking. Several impor-

tant examples are listed below.

Routing: Layer 2 (MAC) and layer 3 (IP) routings are used in almost every network-
ing device. Previously, these are only single-field classification applications, but
with the added complexity of networking protocols, now complex multi-field

routing is required. A dedicated device will make this routing faster [39].

Increased Server Efficiency: Retrieving information from local memory is many
times faster than retrieving it from remote server. Classifier can help to store
frequently visited URLs in the server cache and thus improves server efficiency

and performance [34].

Differentiated Service: Different users require different services, different QoS, etc.
Classifiers can help to interpret the visitor and information content and give

value-added, customized, differentiated QoS services to different customers [34].

Persistence: In many cases, clients must retrieve multiple web objects from the
same server. For example, in on-line shopping, a client must constantly talk to
the same real server for the duration of the transaction, which typically spans
multiple TCP connections. In some cases, several servers may be required to
fulfill a particular request. In both cases, The reliable way to identify the user
through cookies. Cookies are embedded inside the payload data. The string
search unit of the PCU help to check cookies at a very fast rate to be persistent

in both cases [34].
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Server Load Balancing: This improves network performance and resource utiliza-
tion significantly by distributing traffic efficiently so that individual server is not
overwhelmed by sudden fluctuations in activity. It examines all user traffic and,
when appropriate, redirects traffic to the appropriate server according to cen-

trally defined policies. Load balancer can also works as a web switch [34,39,40].

Security: Classification unit can provide security in data communication in various
ways. It can detect and stop intruders. It can detect viruses communicating
in the networking path. It can be used to accept or deny packets according to
the given policy. The classifier checks the packet header and payload data to

provide these security issues [39,40].

1.3 Motivation

In this section, we talk about the justification of my research work plan. We divide this
section into two subsections: (i) the importance of NPU is described in Section 1.3.1

and (ii) the importance of PCU (a part of NPU)is given in Section 1.3.2.

1.3.1 Necessity of NPU

For wire speed data transmission, the conducting processor has to process large
amount of data in real time. General purpose processors do not have this capability.

we list the reasons of implementing NPUs in the following.

Parallel Processing: NPUs employ multiple functional units in parallel to process
huge amount of data at wire-speed. we would like to give a simple calculation

in this regard in Example (1).

Example 1: Following assumptions are taken for the calculation:
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e One IPv6 packet [41] is received at a time (i.e. single I/O).
e Single CPU is employed.
e The CPU has only one functional unit (i.e. not superscalar).

e A typical packet processing, by the assumed CPU, consists of 6 (= N)
tasks: (i) assembling, (ii) classification, (iii) header modification, (iv) seg-
mentation, (v) scheduling, and (vi) forwarding. Each task gets equal time
sharing from the CPU.

e line rate, L = 10 Gbps (OC-192).

e CPU clock speed, r = 2 GHz.

e CPU word size, w = 128 bit (data path size of Intel Pentium 4 [42]) .

e Packet size, p = 64 byte.

Maximum time allowed for packet transmission,

4
T:E 64 x 8

7 =——10X 109 =51.2 ns

Maximum cycles allowed for packet processing by the assumed CPU,
P.=T xr=512x10"" x 2 x 10° = 102.40 = 103 cycles.

Each task gets maximum

P, 103
ETl.=—= 5 ~ 17 cycles.

To process a packet, each task has to be done,

PET = 2 ikl = 4 times.
w 128

Each task has to be completed within

, ET, 17
TCC—PET—INAIQCICS.
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Thus a 2 GHz CPU has to complete each of six processing on a 64-byte sized
packet at OC-192 line rate within 4 cycles. It is impossible for a single CPU to
complete all the processing including memory operations within the time limit.
This scenario is for single I/O. Multiple I/Os would make the condition worse.
So, we need a special unit, NPU, having multiple functional units which can

work parallel for wire-speed data transmission. |

Multiple I/Os: For large data transmission, several high-bandwidth input, output
and memory access events must be supported by the processor concurrently.
Since single general-purpose CPU cannot quickly multiplex between various con-
current tasks, a general-purpose CPU might not achieve line-rate performance
beyond OC-12 [43]. For this reason, we need NPU with fast multiplexing ability
between multiple inputs, outputs and memories, instead of a general-purpose

CPU.

Fast I/Os: Communication processors must have fast I/O system. Conventional
DMA and interrupt mechanisms cannot support line rate more than OC-48 [43].
Also, there must be some mechanisms so that input packet can be started
processing without any delay and after processing outgoing packets can be sent

to appropriate output in zero time.

Instruction Cache: Generally networking packets are random in nature. This would
make data cache inefficient. But, as same instructions have to be executed on
different data, instruction cache might be helpful. Thus traditional cache mech-

anism would not be effective in NPU.

Special Instruction Set: NPUs have spacial instruction set for data communica-

tion. This helps in two ways: (i) instruction set becomes smaller that makes



Introduction 10

memory requirement lower and (ii) programmability becomes easier with appli-

cation specific instructions.

Special Memory Units: NPUs have specially organized memory units like look-up
table, queue, etc. These memory units help fast data processing operations in

NPUs.

From above discussions, it is clear that we need a special device, NPU, for wire-

speed data transmission.

1.3.2 Necessity of Dedicated Packet Classifier in NPU

The first network processing solutions emerged as highly integrated functional ICs
called Network Processors, which were designed to manage all network processing
functions, including classification. But as the data rates and data volume in the
network continue to grow, surpassing the scaling capabilities of semiconductor devices,
it becomes obvious that a dedicated classification unit is required. The classification
unit off-loads the classification works from NPU in order to cope with the growing
demand for speed. We list below the reasons of having a packet classification unit in

NPU [31].

Task Dependency: Since basic tasks of today’s NPU (e.g., routing, QoS mainte-
nance, scheduling, security, and so on) depend on the classification of packets,
a special hardware is required to classify packets quickly so that other data
processing tasks can get classified packets in no time. Thus the PCU can help

NPUs to achieve wire-speed performance.

Task Off-loading: Classifier Off-loads classification job from NPU. NPU is benefited

by this off-load in two ways: (i) increased speed and (ii) minimized code space.
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We give examples of increased speed in Example (2) and of minimized code

space in Example (3).
Example 2: (Increased speed) We calculate the search time of the IP address
of the packet header in look-up table. We assume the following values and
notations for the calculation:

e Intel IXP2800 NPU works on IPv6 packets [6,41].

e IP address size (Bits of interest), n = 128 bit.

e Packet header size, k = 40 byte.

e Packet size, p = 64 byte.

e Number of processor engines (PEs) in NPU, E = 16.

e PE’s word size, w = 32 bit.

e PE’s clock rate, r = 1.4 GHz.

e Line rate, L = 10 Gbps (0C-192).

e RAM speed, s = 133 Mhz (PC-133). It is assumed that RAM has one

port.

e Memory operation takes only transfer time. Access time, latency time,

preparation time, etc. are assumed zero.
e Hashing is used for look-up table. Collision is not considered for simplicity.
e Hash function requires h = 64 bit to calculate the key.
e Hash function calculation requires h. = 12 cycles.
e Comparison between h bit data requires, ¢, = 1 cycle.

e Modification time on packet header, m, = 2 cycles.
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According to the assumptions, one operation on RAM takes,

g L4 % IF ~ 11 cycles
cT s T 133x108 O
The typical IP search time,
t = reading and modification time of packet header from memory + hash

calculation time of the IP address 4+ comparison time of hash result
with look-up entries

= ti+it+13

Processing starts with reading a packet’s protocol headers for parsing the key.

The time to read the packet header from memory,

t; = (packet header/PE’s word size) reads x cycles for (One application read+
one packet read + application execution on packet header) /

PE’s clock rate
k  re+re+me
X e e

w T

40 x 8 . 11+11+2
32 1.4 x 10°

= 171.43 ns

The time to calculate the hash value, -

t, = mnumber of hash operations x cycles for hash operation/PE’s clock rate
n he
h r
128 12
X
64 1.4 x 10°

= 17.14 ns
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After the calculation of the hash function, this value is compared with the hash

entry. The time requirement,

ts = number of hash operations x cycles for (one application read +

comparison time of A bit) /PE’s clock rate

n » Te + Ce

h T

128 1141
¥

64 1.4 x10°

= 17.14 ns

Therefore, total time for classification,
t =1t +1to+ 13 =205.71 ns.

But total time available to process a packet is

T = packet size x number of PEs/line rate
64 x 8 X 16
= 819.20 ns.

Thus classification takes

¢ 905.71 x 100
Lo 100% = 2 X oo
7 X 100% 819.20 5%

of total packet processing operations. In this way, classifier offloads around 25%

works of NPU. [ |

Example 3: (Minimized code space) We assume the following for the calcula-

tion:

e Total number of instructions in the NPU, I = 3000.

e Number of instructions for classification, 7, = 400.
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e A dedicated classifier produces classification results in the form of a tag.

The NPU requires 7; = 30 instructions to read and process this tag.

Thus a dedicated classifier can save

(6, — 3z) (400 — 30) x 100
%) 1 o=
7 X% 3000

~ 12%

code space.

1.4 Problem Formulation

Packet classification requires two types of matching techniques: (i) exact and (ii) in-
exact matching as drawn in Figure 1.3. There are two solutions for exact match-
ing: (i) sequential solution and (ii) parallel solution. Inexact matching can also be
of two types: (i) longest prefix match and (ii) best match. In the following five sec-

Packet Classification

/\

Exact Match Inexact Match

Sequential Solution Parallel Solution Longest Prefix Match Best Match

Figure 1.3: Taxonomy of packet classification.

tions, we formulate five problems to be solved in this dissertation for four matching

techniques required for PCU.

1.4.1 Exact Match: Sequential Solution

Exact match operates on a given alphabet set X of size |X|, a pattern P = pop; - - Pm—1

of length m, a text string T = tgt; - - - t,,—; of length n, with m < n. The problem is



Introduction 15

to find all occurrences of pattern in the text string.

Exact match is required for differentiated service, server load balancing, security
and so on. Among three types of classification (Section 1.2.1), content inspection
requires most time-consuming exact matching technique. Classification by content
inspection is sometime referred as deep packet classification. The need for deep packet
classification is increasing rapidly with the emerging content-aware applications, such
as content-switching, load balancing, streaming data, policy-based firewalls, etc. Such
applications are characterized by long T and P, and irregular structures of P. For
long T and P, the memory usage is higher. So, the exact match algorithm should
utilize memory intelligently to reduce memory requirements. Also, to speed up the
operation, a large number of bits (w), called an alphabet, are compared in parallel
for exact match. Larger number of parallel bits make the alphabet set (|X| = 2%)
larger. Thus we need a string search algorithm that is fast for large n, m, and |X|
and at the same time simple and requires small memory which makes it suitable for
hardware implementation.

Traditional look-up table is not suitable for deep packet classification. Look-up
tables [26,38,44-47] require a pre-specified type of data, the data has to be organized
in specific order to search regular P. For these reasons, the string search algorithms
are well-suited for the fast deep packet classification [38,48].

Different network search operations can be done by content-addressable mem-
ory (CAM)-based search algorithms [49-51]. These algorithms can search a P in
parallel, irrespective of the length of the search table. However, the delay encoun-
tered depends on the level of parallelism employed and the hardware details. CAM
has some potential problems e.g. (i) CAM is not suitable for the irregular patterns,
(ii) it is more costly, (iii) it dissipates more heat, (iv) it consumes more power, and
(v) it requires more silicon area than other conventional memory [50, 52, 53]. Thus

CAM is suitable for the case where search time is very critical, P is regular, and the
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memory requirement is very low such as QoS, access control list (ACL), etc. [48].
That means, CAM is not suitable for such networking operations like deep packet
parsing that requires large databases [38]. For applications requiring large databases,
it is more cost-effective to use an algorithmic search technique.

From above discussions, we conclude that an algorithmic search or string search
algorithm can perform the fast irregular P search in the long P. In Chapter 2, we

propose a string search algorithm suitable deep packet classification.

1.4.2 Exact Matching: Parallel Solution

Several efficient sequential string search algorithms have been developed [54-56]. The
average time complexity for implementing the string search problem on a single pro-
cessor was proved to be O (n) (Chapter 2). Also most of these algorithms use pre-
processing to speed-up their search operations. This preprocessing requires search
operations and data index update. These preprocessing operations do not use regular
or iterative operations thus making them unsuitable for parallel implementation. To
meet the requirement of fast string matching, several hardware solutions were pro-
posed that made use of advances in Very Large Scale Integration (VLSI) and processor
array design techniques. Processor arrays are simple regular and modular structures
for implementing several recursive algorithms [57-59]. Several authors developed
techniques for mapping regular iterative algorithms onto processor arrays [58-64].
Chapter 3 presents a systematic methodology for obtaining several processor array

architectures for deep packet classification based on the techniques developed in [64].

1.4.3 Embedding Technique for Parallel Solution

The literature abounds with design techniques of processor array structures for im-

plementing several recursive algorithms. Some well-known works of the design of
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processor arrays are described in [57-59, 64, 65]. But there is no discussion on how
to adapt the number of processing elements (PEs) to meet hardware implementation
constraints without degrading the system performance.

In [65], we presented a systematic methodology for obtaining several processor
array architectures for the string search algorithm. This methodology guarantees
that the workload of each PE of the processor array is one per time step. But this
methodology, along with other methodologies proposed so far, produces processor
arrays in which the number of PEs depends on the algorithm parameters. The main
disadvantage of these methodologies is that different-sized processor arrays are pro-
duced each time the algorithm parameters change. Also the resulting processor array
size might exceed the hardware resource constraints. The feasible solution of these
problems is to embed the input-dependent processor arrays (source) into the input-
independent (i.e., fixed-sized) processor array (target). The target array may have

degraded performance because of:
e workload increase of each PE,
e complex interconnection among PEs,

e increased memory access, and

multiplexed I/Os.

In [66], we presented four embedding techniques: (i) modulus operation, (ii) dy-
namic mapping, (iii) probabilistic mapping, and (iv) changing granularity. In Chap-
ter 4, we propose a novel embedding technique based on the probabilistic mapping
and apply the technique on the string matching algorithm for deep packet classifi-
cation (DPC) to prove that the performance of the target array does not degrade

compared to the performance of the source array.
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1.4.4 Longest Prefix Match

Longest prefix match (LPM) is primarily used to determine the best next_hop route
for a packet based on its destination address. A typical router has a lookup table
which consists of prefixes (IP addresses) and next_hops as shown in Table 1.1, where
the % is a wild-card character, i.e., the string is followed by any number of Os and 1s.
In a lookup table, one destination address may match multiple table entries. In such
cases, the best next_hop would correspond to most specific prefix or longest prefix

match. For example, assume a packet’s destination address is 101010% which matches

Table 1.1: A sample lookup table. x is a wild-card character.
Prefix Next hop

0010% 1
010%
011%
10100%
10101%
101010%
11x

~N O Ol = W N

two entries in Table 1.1. Among these two, the most specific or longest prefix match
produces next_hop 6. The LPM is the most time-consuming task of IP-routing. A new
[P-addressing scheme, namely Classless inter-domain routing (CIDR), compounds the
complexity of the LPM problem [67]. In Chapter 5, we address the LPM problem to

make fast IP-routing considering every single possibility in the routing entry.
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1.4.5 Best Match

Unsolicited and unwanted e-mails are called spams [68]. Spam is not just an annoy-
ance. Substantial amounts of time, effort, and money are being wasted on spam [69—
71]. Optimistic estimates say that on the average, a USA employee gets 15-20 spam
emails daily. According to a CNN article, a study at the University of Maryland
says the loss of productivity from spam is costing USA companies about $22 billion
per year [72]. This loss is due to the time, estimated at 3 minutes per day, spent in
classifying emails and trashing unwanted ones. A recent study also gives the similar
amount of loss for spams [73].

Content-based spam filtering is one of the well-known techniques [74]. There are
two major tasks for the content-based spam filtering: word or token extraction and
spam filtering or packet classification. After extracting the most interesting tokens
from an e-mail, Bayesian filter [75], genetic algorithms [76], or neural networks [77]
uses the tokens to decide the spam probability of the e-mail message. But the problem
is that as people are getting and blocking spams, the spammers are becoming cunning
day by day [78]. They obfuscate the well-known spam words in different ways to
circumvent the spam filtering strategies [79]. If obfuscated words can be replaced by
the best-matched English words before filtering, then the filtering techniques would
perform better.

Words can be obfuscated in five different ways as given in Table 1.2 [80]. If we
look at the Table 1.2 carefully keeping in mind that spammers want to convey their
message to a human reader without much confusion, we can conclude that spammers
are allured to use insertion, substitution, and word boundary most to obfuscate spam
words, because words obfuscated by these three techniques can convey the message
without much confusion. On the other hand, spammers generally shy away from

transpose because it is hard to recognize the word obfuscated by transpose (Proved
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Table 1.2: Different obfuscating techniques.
Obfuscating technique Original word Obfuscated word

insertion offer offfer
deletion interest intrest
transpose treat traet
substitution loan 10@n
word boundary price off Price_Off

in Section 6.7). For this reason, for obfuscated spam words, we assume transpose
as two substitutions, i.e., we present here a technique for Best Match that correct
four types of errors (insertion, deletion, substitution, and word boundary) instead of
five as mentioned in Table 1.2. Chapter 6 describes a novel Best Match technique

required to detect best-matched English words of obfuscated spam words.

1.5 Contributions

We have five major contributions as described below:

1.5.1 Exact Match: Sequential Solution

We propose a string search algorithm that requires reduced time complexity. It also
requires a small amount of memory, and shows better performance than any other
algorithm for deep packet classification based on their payload data. The proposed
algorithm is based on Boyer-Moore algorithm but requires a much reduced num-
ber of operations. In addition, our algorithm’s memory requirement is lower than
Boyer-Moore algorithm without sacrificing its speed. We have done time complexity

analysis and verified its time complexities through extensive numerical simulations.
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These simulations show that our algorithm’s performance is better for long text,
long pattern, and large alphabet set and even its worst case time complexity linearly

depends on the length of the text. These works are published in [55,81].

1.5.2 Exact Match: Parallel Solution

We propose a systematic technique for expressing the string search algorithm as a
regular iterative expression to explore all possible processor arrays for deep packet
classification. The computation domain of the algorithm is obtained and three affine
scheduling functions are presented. The technique allows some of the algorithm vari-
ables to be pipelined while others are broadcast over system-wide buses. Nine possible
processor array structures are obtained and analyzed in terms of speed, area, power,
and I/0O timing requirements. Time complexities are derived analytically and through
extensive numerical simulations. The proposed designs exhibit optimum speed and
area complexities. The processor arrays are compared with previously derived proces-

sor arrays for the string matching problem. These works are published in [65,82,83].

1.5.3 Embedding Technique for Parallel Solution

We propose a novel technique that embeds a source processor array onto a target
processor array having smaller number of processing elements (PE). The technique
is illustrated using the pattern matching algorithm for deep packet classification.
Through Markov analysis, it is proved that the performance of the target array shows
the same performance as the source array. The target array is implemented and
synthesized on Stratix II Altera FPGA to verify the correctness of its operation and
to determine the effects of number of PEs on FPGA parameters. The synthesized
target array is modeled in C language and the extensive numerical simulations are

performed to verify the Markov analysis results. In addition, the throughput of the
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target array is estimated and the synthesis results are discussed. These works are

published in [66, 84].

1.5.4 Longest Prefix Matching

We propose a novel variable-stride multi-bit trie data structure for IP-lookup table
to assist fast IP-lookup and fast routing table update. We first discuss a solution
of a problem in expanding IP addresses. We give mathematical expression to deter-
mine the performance theoretically. We have done extensive numerical simulations
to determine the performance of our proposed algorithm and also to determine best
values for different parameters for the IP-lookup. The simulation results show that
our proposed technique performs better than existing techniques in terms of lookup
and update times and number of total memory access during IP-lookup. Few tech-
niques have better time performance, although the number of memory access of their
techniques are larger than that of ours. The reason of this is that they used com-
puters with better configurations. Even though, their update times are much higher
than that of ours. However, our proposed technique requires larger memory than oth-
ers. But the memory requirement is quite acceptable considering the current memory

price. These works are submitted in [85].

1.5.5 Best Match

We propose a novel Best Match technique required to detect best-matched English
words of obfuscated spam words. We use a non-deterministic finite automaton (NFA)
to build the English dictionary. We use dynamic programming with state pruning to
detect the best-matched word of an obfuscated spam word in the NFA. We have done
extensive numerical simulations to prove the accuracy of our proposed system. We

have varied different design parameters during simulations to show the effects of these
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parameters on the accuracy of the detection. Our system can detect best-matched
words of the words obfuscated by spammers using five different techniques: insertion,
deletion, substitution, transpose, and word boundary. Upto our knowledge, no other
system can deal with all these obfuscating techniques so quickly as ours. Using
simulations, we have determined the time complexity of our system which is far
less than the time complexity required to simulate an NFA. We also present the
time complexity analysis that agrees with the simulation results. These works are

published in [86, 87].

1.6 Dissertation Organization

The rest of the dissertation is organized as follows.

In Chapter 2, we propose a string search algorithm suitable for the hardware-
implementation of the deep packet classification. Through extensive numerical anal-
yses and software simulations, we have proved that our algorithm performs better
that any other string search algorithm for deep packet classification.

In Chapter 3, we propose a systematic technique for expressing the string search
algorithm as a regular iterative expression to explore all possible processor arrays
for DPC. Through extensive numerical analyses and software simulations, we have
determined the time complexities of the processor arrays.

In Chapter 4. we propose a novel technique that embeds a source processor array
onto a target processor array having smaller number of processing elements (PE).
The technique is illustrated using the pattern matching algorithm for deep packet
classification. We have modeled the embedded architecture in C language. Through
extensive numerical analyses and software simulations, we have determined the time
complexities of the processor arrays.

In Chapter 5, we propose a novel variable-stride multi-bit trie data structure
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for IP-lookup table to assist fast IP-lookup and fast routing table update. We have
simulated our technique using eleven publicly available routing tables to determine
the performance of out proposed technique.

In Chapter 6, we propose a novel Best Match technique required to detect best-
matched English words of obfuscated spam words. We have used dynamic program-
ming (with pruning) on NFA using three different data-sets to determine the perfor-
mance of our proposed technique.

Finally. we conclude our dissertation in Section 7 with future research directions.



Chapter 2

Exact Match: Sequential Solution

In this chapter, we propose a string search algorithm suitable for the hardware-
implementation of the deep packet classification. This chapter is organized as follows.
Section 2.1 summarizes several well-known string search algorithms with their time
and space complexities. This section also discusses Boyer Moore algorithm and its
shortcomings. Section 2.2 discusses our proposed modifications done in the Boyer
Moore algorithm. This section also describes our algorithm with pictorial and algo-
rithmic descriptions. Section 2.3 shows a string search example illustrating all steps
of our algorithm. Section 2.4 analyzes the time complexity of our algorithm. Sec-
tion 2.5 includes experimental details with their results in graphical and descriptive

form. Finally, Section 2.6 concludes the chapter with a summary of our achievements.

2.1 Existing Works

String search algorithms offer improvements over the brute force algorithm that finds a
PinaT in quadratic time at worst, average and best cases [88]. The improvements are

mainly to reduce average and worst case time complexities. Performance of different
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algorithms may vary with the inputs: 7', P, and symbol parameters: n, m, and |X|.

Table 2.1 summarizes time and space complexities of some well-known string search

algorithms [88]. Almost all these algorithms have been divided into two phases:

(i) preprocessing phase and (ii) searching phase. The preprocessing phase obtains

preliminary results based on n, m, and |X| to speedup the searching process.

Table 2.1: Summary of string search algorithms (W: Worst case; A: Average case; B: Best case).

Complexity [88]

Preprocessing Searching
Algorithm Underlying technique phase phase
name Space Time Time
Brute force Searches for pattern in every po- | not required not required | W: O (mn)

sition in text between 0 and (n — A: O (mn)
m) and shifts pattern by one po- B: O (mn)
sition to the right after each at-
tempt.

A | Automata Based on automata theory [89]. O (m|%]) O (m|X)) A: O(n)

¢

0

m

a

t

a

b | Simon Uses deterministic finite automa- O (m) O (m) A

: ton [90]. O(n+m)

d

Reverse Fac- | Uses the smallest suffix automa- O (m) O (m) A: O (mn)
tor ton of the reverse pattern [91].

R | Turbo Re- | Uses same techniques as Re- O (m) O (m) A: O(n)

S.v verse Factor | verse Factor algorithm after little

? modification [92] [93].

e
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Table 2.1: Summary of string search algorithms (W: Worst case; A: Average case; B: Best case).

strings for pattern matching.
This algorithm requires an or-
dered alphabet to reduce time

complexity [101].

F | Backward Uses bit-parallelism simulation | not available! | not available! | not
?: Nonde- of the smallest suffix automaton available!
f) terminis- of Reverse Factor algorithm [94].
f tic Dawg
Matching
b | Backward Uses suffix oracle instead of suffix O (m) O (m) A: O (mn)
: Oracle automaton of pattern [95].
3 Matching
Forward Uses smallest suffix algorithm of | not available! | not available! | not
Dawg pattern [96]. available!
Matching
Karp-Rabin Uses hashing for preprocessing to constant O (m) A: O (mn)
reduce quadratic time complex-
ity [97).
Shift OR Uses bitwise techniques for pre- | O (m + |X|) O(m+|Z) | A: O(n)
processing [98].
Rita Checks last, first, and middle O (|Z]) O(m+|Z|) | A: O(mn)
characters of pattern in order
before comparing other charac-
ters [99].
Galil-Seiferas Uses a decomposition technique O (m) O (m) A: O (n)
for preprocessing [100].
Two Way Divides pattern into two sub- O (m) O (m) A: O(n)

Linformation cannot be found in literature
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Table 2.1: Summary of string search algorithms (W: Worst case; A: Average case; B: Best case).

matched substring [109].

S | Skip Search | Uses buckets of characters in pat- | O (m + |X|) O(m+|Z]) | A: O (mn)
%( tern to collect the positions of
o them in pattern [102].
S | KMP Skip | Uses buckets of each characters | O (m + |X|) O(m+|%Z]) | A: O(n)
g Search in alphabet [102].
c
ll; Alpha Skip | Uses buckets of positions for each O (m) O (m) A: O (mn)
: Search factor of length log|s(m) of pat-
3 tern [102].
Morris-Pratt | Remembers the matched portion O (m) O (m) A:
of text and pattern [103]. O(m+n)
Knuth- Improves the Morris-Pratt algo- O (m) O (m) A:
Morris-Pratt | rithm [104]. O(m+mn)
M | Colussi algo- | Improves on the Knuth-Morris- O (m) O (m) A: O(n)
(r) rithm Pratt algorithm. It divides pat-
1r tern into two disjoint subsets.
? First subset is checked from left
f. to right while second one is
? checked from right to left [105].
f) Galil- Refines on Colussi algorithm in O (m) O (m) A: O(n)
? Giancarlo the searching phase [106].
d
Boyer-Moore | Uses two shifts of pattern to | O(m+ |Z|) O(m+|Z|) | A: O(mn)
algorithm speed up its searching operation.
Is considered to be most efficient
string search algorithm in prac-
tical cases [88] [107] [108].
Turbo-BM Remembers the most recent | O(m+ |Z|) Om+|Z|) [ A: O(n)
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Table 2.1: Summary of string search algorithms (W: Worst case; A: Average case; B: Best case).

| e
2! m o< o

A0 v oo OOo Y

Apostolico- Remembers the most recent ac- | O (m + |X|) O(m+1Z]) | A: O(n)
Giancarlo tivities [110].
Reverse Co- | Divides pattern into two disjoint O (m|Z]) O (m?) A: O (n)
lussi subsets [111].
Horspool Uses one of two shifts of Boyer- o (%)) O(m+1Z|) | A: O(mn)
Moore algorithm in a slightly dif-
ferent way to simplify the Boyer-
Moore algorithm [112].
Quick Search | Works on one of two shifts of o (1Z]) O(m+|%Z]) | A: O(mn)
pattern like Horspool algorithm.
This algorithm is good for short
pattern and large |3| [113].
Optimal Uses frequencies of charactersin | O (m+[Z]) | O(m?+|Z|) | A: O (mn)
Mismatch pattern [113].
Tuned Shifts pattern several times be- | not available? | not available? | not
Boyer-Moore | fore going for the actual check- available?
ing [114].
Zhu-Takaoka | Uses two consecutive tert charac- | O (m+ |Z[?) | O (m+ |Z[?) | A: O (mn)
ter to determine shift [115].
Berry- Combines the concepts of Quick | O (m+|Z|?) | O (m+|Z|?) | A: O (mn)
Ravindran search and Zhu-Takaoka algo-

rithms. It shifts pattern based
on two consecutive tert charac-
ters from the right side of pattern

window [116].

2information cannot be found in literature
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Table 2.1: Summary of string search algorithms (W: Worst case; A: Average case; B: Best case).

Smith Combines Horspool and Quick o(|%)) O(m+|Z]) | A: O(mn)
Search algorithms for fast string

searching [117].

For long n, m, and |X|, Boyer-Moore algorithm is very efficient [107]. For this
reason, we see many modifications of Boyer-Moore algorithm in Table 2.1. All those
modifications generally aim at reducing three things: (i) implementation complexity,
(ii) space requirements, and (iii) search time. To serve all these purposes, we have
modified the Boyer-Moore algorithm without sacrificing its speed. Rather, we shall

show that our modified algorithm is faster than Boyer-Moore algorithm in some cases.

2.1.1 Boyer-Moore Algorithm

Before describing our modifications, we first explain the original Boyer-Moore algo-
rithm and its shortcomings for hardware implementations. The Boyer-Moore algo-
rithm starts from the m'™® character (y) of T" and compares it with the rightmost

character (z) of P. Here, two cases may occur as follows.

y # x: Here the Boyer-Moore algorithm tries to find y in other positions of P. Fig-
ure 2.1(b) shows that P is shifted right by m characters when y does not exist
in P. Figure 2.1(c) shows that y exists in the left of the right end of P by d;
characters, so in Figure 2.1(d) P is shifted right by d, characters.

y = z: Here the Boyer-Moore algorithm continues character comparison from right
to left. In Figure 2.2(a), the Boyer-Moore algorithm finds a substring s in both
P and T. Before s, character z of P does not match character y of 7. Let
Boyer-Moore algorithm finds ¥ in the left of the position of x by d; characters

and s in the right of the right end of P by d5 characters. If d; > d». then P is
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moved right by d; characters (Figure 2.2(b)), otherwise P is moved right by d»
characters (Figure 2.2(c)).

Y PR
Text li ||‘" Text “l
: Vi

DI e e

: A ' L
Text l : ”" _ I ”II 4]

Figure 2.1: (a) The mt character of T is compared with the rightmost character of
P. (b) The P is shifted right by m characters as y does not exist in P. (c) y is found
in the left from the right end of P by d; characters , so in (d), P is shifted right by

d; characters.

From Figure 2.2(a), d; is the distance between two characters, whereas dy is
the distance between two substrings. So d; is very easy to compute, but ds is more
complex. To make the searching process faster, both d, and ds are preprocessed and
stored for use in the searching phase. As this requires extra memory storage, we have
modified the Boyer-Moore algorithm to eliminate the storage requirement and the

complex dy calculations.
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Figure 2.2: (a) after matching substring s, the Boyer-Moore algorithm calculates d,
and ds. (b) P is shifted right by d; characters if d; > ds. (c) P is shifted right by ds

characters if d; < ds.

2.2 Proposed Algorithm

In this section, we describe the proposed modifications of Boyer-Moore algorithm

followed by description of our modified algorithm.

2.2.1 Modifications of Boyer-Moore Algorithm

We showed in Section 2.1 that Boyer-Moore algorithm uses d;, ds, and preprocessing
to speed up the searching operation. We have modified all these three steps to re-
duce implementation complexity and further speed up the searching operation. The

proposed modifications are:
e Calculation of d;:

1. In Boyer-Moore algorithm, the mismatched character of 7" is searched in P.
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In this way, the maximum value of d; would be m. But in our algorithm,
the mismatched character of P is searched in 7. Thus, d; can be more
than m and thereby the movement of P would be larger to speed up the

searching process.

2. We have added more intelligence to the calculation of d; by two-way
checking. If the mismatched character of P is found in 7', then the mis-
matched character of 7T is also compared with the corresponding character
of P. This two-way checking helps more accurate and larger movements

of P (i.e., larger values of d,).

3. Assume that the distance of the mismatched character of P from the right
end of P is m; and the mismatched character of P is at the i*P position of
T. Assume that the distance of it character of T’ from the right end of T
is mo. If my; > ms as in Figure 2.3, then there is no possibility of finding
the P in T. In that case, the searching operation would terminate. This

modification speeds up the searching operation.

e Calculation of ds: Since ds is very costly to compute, we have not used ds in our
algorithm. Instead, d; calculations are made intelligent enough to substitute

the needs for ds.

e Preprocessing: Since our d,; calculations are not very complex, no preprocessing

is required and thereby the preprocessing space requirements are eliminated.

2.2.2 Description of Modified Boyer-Moore Algorithm

Our modified Boyer-Moore algorithm is described in Figure 2.4. This algorithm finds
all the occurrences of P in T'. There is one outer loop (loopl: L2-L18) and two inner

loops (loop2: L5-L8 and loop3: L13-L15). The searching algorithm has to compare
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Figure 2.3: If m; > mso, P is not in T and the algorithm terminates without any

checking. If m; < mo, P is shifted right to align two matched characters, z.

every n character of T for searching P in T. In our algorithm, P is shifted right by
d, characters for checking from new position of 7. So, the terminating condition of
loop1 should be n—d; > 0. But if n —d; < m, then there is no chance of finding P in
T. Thus loopl has the condition n—d; > m (L2), i.e., loopl executes O ((n — dy)/m)
times. Calculations of this d; depend on loop2 and loop3. We shall describe these
calculation techniques through the following steps:

e Step 1: Loop2 tries to match (condition T'[d; + 7] = P[j] in L5) consecutive
characters (Figure 2.5). This loop executes C; times, i.e., consecutive C; characters
from P and T match with each other. Here, 0 < C; < m (condition j < m in L5).

e Step 2: Loop3 is a little bit complex. This loop executes only if loop2 terminates
before m execution (i.e., P is not found in 7). If P is found in 7', d; increases by
1 to check other occurrences of P in T'; otherwise, increment of d; is determined by
loop3.

e Step 3: For loop3, after C'; character match from the loop2, let the mismatched
characters of P and T be z and y respectively. Loop3 first tries to find character
x (condition P[j] = T'[dy+71] in L15) in the range from (dy +C;+1) to (n+C1+1—m)
of the string T (condition dy +i=n+j+1—m in L15).

x Step 3(i): If z is found after (n +Cy+1—m), then (m —C; —1) > (n —d; —
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procedure Modified_Boyer_Moore(T,n, P,m)

L1:
2
L3:
L4:
L5:
L6 :
L7 =
L8:
L9:

L10:
L11:
112
L13:
L14:
L15:

116 :
LT :
L18:

//T[0 : n— 1] is Text
//P[0 : m — 1] is Pattern
dy — 0 //dy = Starting position of T, from which P is to be searched
loop, : while (n —dy) > m
i—0 //i= indexof T
j—0 //j= index of P
loop, : while j <m AND T[d; + i] = PJ[j]
g4—=4-41
je—Jj+1
end loop2
if j=m
* Match found at d;’
dy=—dy+1
else
loop3 : repeat
14—~ 1
until d; +i=n+j+1—m OR (P[j] = T[d, + i AND
(2xj—1) <0OR T[d; +j]=P[2xj—1]))
dy+—di+1—7
endif
end loopl

end Mod:fied_Boyer_Moore

Figure 2.4: Modified Boyer-Moore Algorithm

Cy — Cy — 1), this means there is no chance for P to be found in 7'. If the loop3

does not find x within that range, then the program terminates without any other
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Figure 2.5: loop (L5-L8) tries to match characters from 7" and P. After matching C

characters, y of T' does not match with z of P.

checking.

x Step 3(ii): Figure 2.6(a) shows that the loop3 finds z, C5 characters right within
the range from (d; + C; + 1) to (n + C; + 1 — m). Now, if Cy > C}, then there is
no need to check ¥y in P. So in Figure 2.6(b), d; is incremented by Cs. Clearly,
0<Cy < (n—m—dy).

* Step 3(iii): In Figure 2.6(c), since Cy < C (condition (2 x j —%) < 0 in L15),
character vy is checked with the character in the (C; — Cs)™ position of P (condition
T[d: + j] = P|2 x j — 4] in L15) in Figure 2.6(d).

* Step 3(iv): If (Cy — Cy)™ character of P is also y, then Figure 2.6(e) shows
that d; is incremented by Cs.

* Step 3(v): If (C; — Co)th character of P is not y, then the loop3 continues to
execute to find another match of character = in 7.

Through these steps, our algorithm calculates the shift of P for fast string search.
In the next section, we shall give a comprehensive illustrative example of a string

search based on our algorithm.
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Figure 2.6: How the loop3 of Figure 2.4 works. In (a), mismatched character, = of P
is found in T, C, characters right. Since C; < Cs, P is shifted right by Cy characters
in (b). In (c), mismatched character, z of P is found in T', C5 characters right. Since
C) > Cs, in (d), mismatched character y of T is searched in P. As y is found in P,
P is shifted right by C5 characters in (e).

2.3 An Illustrative Example

Here, we give an example showing all concepts of our algorithm in Figure 2.7. We
are trying to find P (‘AB.8CW’) in T (‘NMOAB_9A8Z0"CABAB_S8CWAN’). Fig-
ure 2.7(a) shows that our algorithm tries to find character matching from index
0 (Step 1). But first character from 7' (Text[0]=‘N") does not match that of P (Pat-
tern[0]="A"). So, C; = 0 here. Then, according to Step 3, we step forward to find
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the mismatched character of P (Pattern[0]=‘A’) in 7. Figure 2.7(b) shows that ‘A’
is found at Text[3]. Thus Cy = 3. Here, C; < C,. Step 3(ii) implies to shift P right
by Cy = 3 characters in Figure 2.7(c). So, d; = 3. Figure 2.7(c) indicates that we
have to find now character matching from index 4 according to Step 1. After match-
ing three characters, fourth character from 7' (Text[d,+3]="9’) does not match with
that of P (Pattern[3]='8"). Again Step 3 comes into play and finds the mismatched
character of P (Pattern[3]=‘8’) in 7. ‘8’ is found in Text[8] (Figure 2.7(d)). Here,
(Cy = 3) > (Cy = 2). So, Step 3(iii) indicates to compare mismatched character of
T (‘9) with (C; — Cy) = 15¢ character of P (‘B’). Since those two characters are un-
equal, we have to search the mismatched character of P (‘8’) again in 7" for Step 3(v).
There is another ‘8’ in Text[18] as in Figure 2.7(e). Here, since (C; = 12) > (C; = 3),
Step 3(ii) moves P forward by Cy = 12 characters. So, d, becomes d; +C, = 15. Step
1 indicates to compare characters of P (from Text[d;+0]) and T (from Pattern[0]).
Figure 2.7(f) shows that P is found at d; = 15 of 7. After this finding, we go for more
findings of P in T. According to Step 2, P is moved forward by one character (Fig-
ure 2.7(g)). So, now d; becomes d; + 1 = 16. Again after applying Step 1 and Step
3, mismatched character of P (‘A’) is found at index 21 as shown in Figure 2.7(h).
But from Step 3(i), we can conclude that since m; > my, we can safely terminate our
searching without further checking.

From Figure 2.7, we can easily calculate the number of total character compar-
isons. Table 2.2 shows the number of character comparisons in the given example.
Here total number of character comparisons is 33 for n = 23. Considering the number
of character comparisons as an indication of the execution time, we can say that the
time requirement in this particular example is 33, which is less than the maximum

time required for our algorithm (2 x n =2 x 23), as will be shown in Section 2.5.
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Figure 2.7: An example of our modified Boyer-Moore algorithm. The number of

character comparisons are: one in (a), three in (b), four in (c), three in (d), ten in

(e), six in (f), one in (g), and five in (h).

2.4 Time Complexity Analysis

There is no preprocessing in our algorithm and no preprocessing space is required.

So. we analyze only the O time complexity for our algorithm to show its speed. There

are three main loops in our proposed algorithm as shown in Figure 2.4. Almost all

the statements are within loopl, with two inner loops (loop2 and loop3) forming its

main body. There are four statements outside these two inner loops. Execution time
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Table 2.2: Number of character comparisons in the given example.

Figure index # of Comparisons

Figure 2.7(a) 1
Figure 2.7(b) 2
Figure 2.7(c) 4
Figure 2.7(d) 3
Figure 2.7(e) 10
Figure 2.7(f) 6
Figure 2.7(g) 1
Figure 2.7(h) 5

All 33

of these two inner loops would be much more than these four statements. So, for
ease of calculations, we consider only these loops for @ complexity analysis. Also,
we assume that the two inner loops have same execution time. We have done the

complexity analysis of our algorithm for worst, best, and average cases.

2.4.1 Worst Case

When d; = 1 and m = 1, loopl can run maximum O (n) times. Since d; = 1, the
loop3 would execute O (1) times. Again, another loop2 may run maximum O (m)
times. Thus, the worst case time complexity, T, is O (n(m + 1)) = O (nm).

We can do this analysis in another way. If loop3 executes maximum O (n)
times, then loopl would execute only once. Then, the complexity is O (1(n + m))

= O (n+ m), which is less than O (nm). So,

Ty =0 (nm)
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2.4.2 Best Case

In the best case, loop2 executes O (1) times, but loop3 never executes. So, d; = 0.
Then, loopl executes O (n/m) times. Thus, the best case time complexity, T; is

O (1 x (n/m)) = O (n/m).

2.4.3 Average Case

For the average case, let C be the average consecutive number of characters of P
and T that match each other and loop3 executes C times on average. This means,
loop2 executes O (C}) times and loopl executes O ((n — d;)/m) times, where a is
incremented by C5 in each iteration. Let the loopl executes z times. Then,

TL—ZXCQ
—— =2z
m

Therefore,
_n
a Co+m

Thus, the average case time complexity, 7, can be written as

z

To=0((n—nx Cy/(Cy+m)) x (Cy + Cs)/m)
Here, using summation limits from Section 2.2,

m
Cl = Z’l XpT'Obl

i=0

n—m—d;

Co = Z i X proby

i=0
where prob; is the probability that substring of i characters of PP and 7" match with
each other and prob, is the probability that consecutive ¢ characters of P and T
mismatch all together and two characters (before and after the mismatch substring)

of P and T match with each other. So prob, can be written as,

prObl = Pmm X p:n
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where p,, = match probability = 1/|X|, and p,,,, = mismatch probability 1 — r =

1—1/|X|. And prob, can be written as,

pTOb? = Pm Xp:nm

where, p,, = 1/|Z|? and ppm = 1 — 1/|Z]2

Therefore, (details are

Ci

Cs

1,

in [55])

= ) ix <1
=1
1

X -1

Q

n—m—d)

i) (1)

e By ALK
. 1=} |Z[2

i=0
= m-+ dl —

= O@)

n

The results of these analyses are tabulated in Table 2.3.

(2.1)
(2.2)
(2.3)

(2.4)

(2.5)

Table 2.3: Complexities of proposed modified Boyer-Moore algorithm after numerical

complexity analysis.

Modified Boyer-Moore algorithm

Time requirement

Worst O (mn)
Average O (n)
Best O (n/m)

2.5 Experimental Results

We took four schemes of |X|: (i) |X|= 2 for searching binary data, (ii) [X|= 26 for

searching character strings, (iii) |2|= 127 for searching 7-bit ASCII, and (iv) |X|= 65
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535 for searching 16-bit parallel data. We ran our algorithm (Figure 2.4) 10° times
for each of these four values of |X| to get data for experiments. Each time, we have
randomly generated each character of P and T and their lengths (m, n) of them for
a given |X|. We chose a random function that generated numbers uniformly spread
over a certain range so that we can get random samples in each experiment. For each
iteration, we collected the following parameters: a, b, ¢, m, and n, where, a is total
number of execution of the loopl, b is total number of execution of the loop2, c is
total number of execution of the loop3, and 1 < n,m < 1000. With these data, we

did following experiments:

2.5.1 Determining Parameters for Run Time Calculation

In Section 2.4, we considered only the two loops (loop2 and loop3) of Figure 2.4 for
complexity analysis. In this section, we prove this consideration practically.

In Figure 2.4, loop2 and loop3 are inside loopl. Loopl also has four more state-
ments (L6, L7, L9, and L11 or L16). Loop2 has two statements and Loop3 has one
statement. So, there are a total of three statements in these two loops. In addition.
each loop must execute at least one comparison in each iteration. Thus there are
total five statements to be executed per iteration of two inner loops. For ease of
calculation, we consider that all types of statements take same time for execution.

We did some experiments to prove that execution time of two inner loops (loop2
and loop3) is much bigger than these four statements. Assume A is the difference
between the execution times of two inner loops and four statements outside the two
inner loops. Then,

A=5x(b+c)—4xa

We plotted A versus sample index in Figure 2.8 and Figure 2.9 to prove that we can

take only two inner loops for time complexity analysis of our algorithm. Figure 2.9
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represents an enlarged window of Figure 2.8 for 500 sample data to get clear view of

the plots.

4 6 8 10 0 2 4 6 8 10
Sample index 4 Sample index x 10°

(a) (b)

Sample index x10* Sample index x10*

(c) (d)

Figure 2.8: Plot for A vs. sample index, where A is the difference of execution times
between two inner loops (loop2 and loop3) and four statements in L6, L7, L9, and
L11 or L16 of Figure 2.4. The plot in (a) is for |X| = 2, (b) is for |X| = 26, (c¢) is for
|2| = 127, and (d) is for |X| = 65 535.
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Figure 2.9: Redrawing of plots in Figure 2.8 for 500 sample data. The plot in (a) is
for |X| = 2, (b) is for |X| = 26, (c) is for |[X| = 127, and (d) is for |X| = 65 535.

Both Figure 2.8 and Figure 2.9 show that average value of A is an order of 10°

in all values of |3| although A can vary with T', P, n, and m. Even for lower values

of ||, small number of samples have A < 10? as shown in Figure 2.8(a) (|Z|= 2),
Figure 2.9(a) (|X|= 2), Figure 2.8(b) (|X|= 26), and Figure 2.9(b) (|X|= 26). While
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the number of samples having A < 10? becomes insignificant as |Z| increases in
Figure 2.8(c) (|X|= 127), Figure 2.9(c) (|X|= 127), Figure 2.8(d) (|X|= 65 535), and
Figure 2.9(d) (|X|= 65 535).

From these experiments, we can say that run time of our algorithm is an order of
(b+c) i.e. only the two inner loops (L5-L8and L13-L15) can be taken for complexity
analysis of Figure 2.4. This value is indeed the number of character comparisons by
our algorithm for a given 7" and P. Thus the time complexity analyses also give the

number of character comparisons by our algorithm.

2.5.2 Time Complexity Calculation

Based on run times of our algorithm, time complexities are determined. According
to Section 2.5.1, we calculated (b+ ¢) as run time for the four different values of |X|.
We normalized these values by n to get a meaningful result in each experiment.

Figure 2.10 is the result of experiments for |$| = 2. The plot of the experimental
results in Figure 2.10(a) and Figure 2.10(b) show that normalized complexity never
exceeds 2. The histogram in Figure 2.10(c) also proves this observation. So, we can
say that worst case complexity is O (2n) here. From Figure 2.10, we can also say that
average run time is near 0.9n, i.e., average time complexity is O (n) here.

Figure 2.11 shows normalized run time versus sample index, when |X| = 26.
In Figure 2.11(a) and Figure 2.11(b), the normalized run time is just over 1. This
observation is verified by the histogram in Figure 2.11(c). Here average run time is
estimated as 0.6n. Thus both worst case and average case time complexity are O (n)
here.

Figure 2.12 is for the experimental results with [X| = 127. In Figure 2.12(a)
and Figure 2.12(b), normalized run time never exceed 1. Figure 2.12(c) shows that

average normalized run time is 1. So, worst case and average case complexities both
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Figure 2.10: For |X| = 2, experimental results are plotted in (a) for all data and in

(b) for 500 data, and the histogram is in (c)

are O (n).

Figure 2.13(a) and Figure 2.13(b) show the normalized search time versus sample
index for |X|= 65 535. Here, sample data show the same behavior as the data for
|X|= 127. But Figure 2.13(c) shows that more experimental results’ normalized run

time is near 1 in this case. Here both average and worst case time complexities are
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Figure 2.11: For |X| = 26, experimental results are plotted in (a) for all data and in

(b) for 500 data, and the histogram is in (c)

also O (n).

We can conclude the following facts of our algorithm from the above experiments:

1. Normalized run time never exceeds 2. So, worst case time complexity is O (2n)

= O (n) [118] instead of O (nm) as in our theoretical analysis. As the value of
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Figure 2.12: For |X| = 127, experimental results are plotted in (a) for all data and in

(b) for 500 data, and the histogram is in (c)

|X| increases, normalized run time is restricted to 1. This means the worst case
time complexity is O (n). To make it more clear, we have plotted maximum
normalized run time complexity vs. |X| in Figure 2.14. From the graph, T, is

O (1.95n), i.e. O(n)
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Figure 2.13: For |X| = 2!® — 1 = 65535, experimental results are plotted in (a) for all

data and in (b) for 500 data, and the histogram is in (c)

Thus our algorithm performs better for larger |X|.

2. Average normalized run time is less than 1 for lower values of |X|. But as
the value of |X| increases, average normalized run time also increases up to

1. For larger values of |X|, average normalized run time is clearly 1 from his-
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Figure 2.14: Effect of |X| on search performance.

tograms (Figure 2.11(c), Figure 2.12(c), Figure 2.13(c)). Thus the average case

time complexity in O (n) as in our theoretical analysis.

From these experiments, we got time complexities different from theoretical time
complexities that we got in Section 2.4. We tabulate both theoretical and experimen-

tal time complexities in Table 2.4.

2.5.3 Effect of m on Run Time

We did some experiments to see the effects of m on run time. For these experiments,
we divided normalized run time into five groups of m: (i) 1 <m < 10, (ii) 10 < m <
50, (iii) 50 < m < 200, (iv) 200 < m < 500, and (v) 500 < m < 1000. Then, we

calculated median of the normalized run time of each group and plotted the results
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Table 2.4: Complexities of proposed modified Boyer-Moore algorithm after experi-

ments.

Modified Boyer-Moore algorithm

Theoretical Experimental
Worst O (mn) O (n)
Time requirement | Average O (n) O (n)
Best O (n/m) O (n/m)

in Figure 2.15. Median is taken, since it gives better measure on skewed data.
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Figure 2.15: Effect of P length on search performance.

In Figure 2.15, time complexities become lower for higher value of m in every
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case. These experiments prove that our algorithm works better for large m.

2.5.4 Effect of n on Run Time

Finally, we did similar experiments as in Section 2.5.3 to see the effects of n on run
time. Here five groups of n are: (i) 1 < n < 50, (ii) 50 < n < 150, (iii) 150 < n < 300,
(iv) 300 < n < 600, and (v) 600 < n < 1000. Figure 2.16 shows the graph of median

of the normalized run time versus n.
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Figure 2.16: Effect of T" length on search performance.

In Figure 2.16, time complexities become lower for higher value of n in every case
as in Figure 2.15. These experiments prove that our algorithm also works better for
large n.

In the section, we have calculated and proved some statements through different
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experiments. In Section 2.5.2, We have calculated time complexities of our algorithm.
Experiments in Section 2.5.2 have also proved that our algorithm works better for
larger values of |X|. Our algorithm also works better for larger values of m and n as

proved in Section 2.5.3 and Section 2.5.4.

2.6 Conclusion

For the hardware designing of the deep packet classification unit, our aim is to min-
imize implementation complexity and memory requirements, and to speed up the
searching operation. We have minimized the implementation complexity of Boyer-
Moore algorithm and memory requirements as there is no preprocessing and at the
same time retain the speed of original Boyer-Moore algorithm. Through complexity
analysis and experiments, we have shown that our algorithm complies with the time
complexity of Boyer-Moore algorithm and even surpasses the speed of Boyer-Moore
algorithm in some cases.

We have proved in Section 2.5 that our algorithm’s performance increases with
the increase of n, m, and |X| as needed by deep packet classification. Again after
comparison between Table 2.1 and Table 2.4, we can conclude that our algorithm is
superior to all other string matching algorithms not only in hardware implementations
but also for any string searching operation with respect to both time and space

complexities.



Chapter 3

Exact Match: Parallel Solution

This chapter presents a systematic methodology for obtaining several processor array
architectures for deep packet classification. A hardware implementation for the algo-
rithmic search engine for packet classification can be assumed to have the following

characteristics:

e The word length w is determined by the data storage organization and datapath

bus width.

e Typically the search engine is looking for the existence of the pattern P in the

text 7', i.e., the search engine only locates the first occurrence of the P in T.
e The text string T is supplied to the hardware in word-serial format.

This chapter is organized as follows: Section 3.1 discusses the literature related to par-
allel algorithms and hardwares for the string search problem. Section 3.2 introduces
the systematic methodology we employed to design the processor array architecture.
Sections 3.3, 3.4, and 3.5 describe the resulting processor arrays derived in Section 3.2.

Section 3.6 discusses the complexity analyses of our proposed hardwares. We verify
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the analysis results of the time complexity in Section 3.7 by extensive numerical sim-
ulations. In Section 3.8, we compare our design with previously designed processor

arrays for the string search algorithm. Finally, we conclude our chapter in Section 3.9.

3.1 Existing Works

Different researchers tried different approaches to speed up the string search problem
using algorithmic and hardware techniques. In this section, we summarize their works

under three categories.

3.1.1 Parallel String Search Algorithms

In this section, we discuss theoretical techniques for developing parallel string search
algorithms.

J. J&ja has proposed a parallel algorithm for string searching in [119]. His pro-
posed algorithm does several preprocessings before performing the actual search. It
preprocesses 1" in O (logym) time using O (m) operations. It also preprocesses P in
O (logym) time using O (m) operations. It does the actual searching in O (log,m)
time using O (n) operations. This technique is intended for programmable multiple
processor systems. Processors do different tasks at different times.

In [120,121], a constant-time randomized parallel string matching algorithm is
proposed. These algorithms compute deterministic samples of a sufficiently long sub-
string of the pattern. Some parameters are randomly chosen during implementation.
These randomized algorithms require O (loglogm) time for preprocessing and con-
stant time for searching on a CRCW (concurrent-read concurrent-write) PRAM (par-
allel random-access machine). The PRAM is a shared-memory model of parallel com-

putation which consists of a collection of identical processors and a shared memory.
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This complex technique is also intended for programmable multiple processor systems.
Processors do different tasks at different times. In [122], Galil also has designed a
CRCW-PRAM constant-time optimal parallel algorithm.

In [123], Misra uses the theory of powerlists [124] to develop the parallel string
matching algorithm. It can search in O (logn) time using O (nm) processors. This
algorithm can even search wild card characters. The technique used in this paper
helps to derive a parallel algorithm. The paper does not mention the type of the
hardware that is suitable for its implementation.

In [125], Chung has proposed a string matching algorithm with variable length
don’t cares. The proposed algorithm can be performed in O (1) time on an m x n
mesh-connected computer with a reconfigurable bus system using O (nm) processors.
Bertossi and Logi also proposed an algorithm with variable length don’t cares in [126].
But their algorithm can search in O (logn) time using O (mn/logn) processors using

the EREW (exclusive read exclusive write) PRAM.

3.1.2 Parallel Hardwares for String Searching

In this section, we summarize some hardwares (other than processor array) for the
string search problem.

Takefuji, Tanaka, and Lee, in [127], proposed an algorithm that requires m(n —
m + 1) processing elements and 2m(n — m + 1) comparators to search P after only
two iterations. They have organized the processing elements into a neural network
array. Although the algorithm’s time requirement is good, the area requirement is
very high.

Cheng and Fu [128] proposed the space-time domain expansion approach for the
hardware implementation of string matching. The time complexity of their approach

is O (n) using m x n processing elements. The algorithm’s space-time complexity is
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high compared to other techniques. Also they use add-hoc implementation technique
that needs verifications after implementation.

Isenman and Shasha [129] developed hardware for string matching using a de-
terministic finite state automaton based on the standard technique of Knuth-Morris-
Pratt algorithm [130]. The hardware consisted of an AT&T 32100 microprocessor
that implemented the compiled code for the UNIX System command fgrep. The
controller used 28 single character comparators together with four 16 bit adders. The
speed of the system depended on the complexity of the query but the use of multiple
comparators in parallel enabled them to achieve performance of a factor of up to 500
compared to using no parallel preprocessing. They verified the effectiveness of their

approach through extensive behavioral simulations.

3.1.3 Processor Array Designs for the String Search

In this section, we summarize some proposed processor array implementations for the
string search problem.

Foster and Kung [131] indicated that the design of fast special purpose chips
strongly depends on the correct choice of an underlying algorithm that has properties
of modularity and regularity. These properties allow design of processor arrays using
different design procedures. Thus a good algorithm must (a) require few operations
to be implemented using few simple cells; (b) local and regular data and control
flow requirements; (c) inherent pipelining and multiprocessing. Regular Iterative
Algorithms (RIAs) exhibit all these properties and the challenge is to identify such
an algorithm for the problem at hand. The processor array, proposed by Foster
and Kung, accepts two streams of characters from the host machine to represent
the pattern and text. The output of the machine is a stream of bits each of which

corresponds to one of the characters in the text string. We should note that such
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pre-assumptions about data arrivals and productions place constraints on possible
processor arrays’ hardware spaces. Foster and Kung identified a RIA suitable for the
string matching problem and their assumptions about data arrivals forced them to use
a hardware that is 50% efficient since only one-half of the cells are active at any clock
cycle. They proposed alternate structures that eliminate this inefficiency. Perhaps
another important contribution of their paper is identifying that classical algorithms
such as Boyer-Moore are not suited for fast hardware implementations since they do
not possess regularity or modularity.

Mukherjee [132] devised a processor array to compare two strings based on the
longest common subsequence technique in O (n+m) time. The processor arrays
were based on dynamic programming and an iterative algorithm was developed for
this problem. The proposed processor array had the text and pattern moving in
opposite directions.

Park and George [133] developed a processor array using a data-flow technique.
The run-time complexity of their approach is O (n/d + a) using d x m processing
elements, where a equals logm for parallel hierarchical scheme and m for parallel
linear scheme, and d is the number of input streams. Their approach cannot use data
parallelism efficiently. Parallelism is not applied when d = 1.

Michailidis and Margaritis developed processor array for the string search prob-
lem in [134] that required preprocessing and search phases. The algorithm for the
preprocessing phase was expressed as an RIA. The processor array for this phase was
obtained using a data dependency graph and was mapped on the same processor
array for the searching phase. The searching phase was implemented based on a data
dependency graph for calculating a dynamic programming matrix. The dependence
graph was transformed to a “local dependence graph” in order to ensure that in-
put data is fed at the edge nodes. Data timing and projecting the graph nodes to

processing elements (PEs) were done in one step.
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In [135], Michailidis and Margaritis solved the same as in [134] using non-deterministic
finite automata. In the same way as in [134], they used dependency graph. Their
approach has the same complexities and problems as in [134].

Sastry, Ranganathan, and Remedios [136] devised a processor array to calculate
the edit distance between two strings based on dynamic programming. In their array,
pattern is not searched in text. However, the approach can be applied in the string
searching problem. The hardware requires m + n — 1 processing elements. The
hardware has been designed and fabricated using 2-micron CMOS p-well technology.

The time required to compare two strings is
N
(n + bD x 25 x 10~% (3.1)

where NV is the number of processing elements. Equation 3.1 assumes that the pro-
cessing can be completed in a single pass. If multiple passes are required, the required
time is

((m — 1} %2 x [gw +n+ g}) x 25 x 107 %s (3.2)

They do not give reasons for some of the design steps.

3.2 A Systematic Technique for Processor Array
Design

Systematic techniques to design processor arrays allow for design space exploration
for optimizing performance according to certain specifications while satisfying design
constraints. Several techniques were proposed earlier [58-60, 64]. However most of
these techniques were only able to deal with two-dimensional (2-D) algorithms such
as one-dimensional digital filters design. They were all based on developing a data

dependence graph (DG) as the starting point. Three-dimensional algorithms, such
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as matrix-matrix multiplication, could not be easily handled. A similar argument
could be given for the case of designing two-dimensional filters for image processing
since these algorithms give rise to four-dimensional data dependencies and it would
be hard indeed to visualize or analyze the associated 4-D dependence graph. The
first author proposed a formal algebraic procedure for processor array implementa-
tion starting from a regular iterative algorithm with arbitrary dimensions [64]. The
example given in that reference dealt with designing a processor array for a three-
dimensional digital filter which gives rise to a dependence graph in a six-dimensional
space. We develop here processor arrays for the string search problem using that
formal technique. The steps we employ to design an optimized processor array for

string matching are explained in the following subsections.

3.2.1 Expressing the algorithm as an iterative expression

To develop a processor array, first we must be able to derive have to describe the string
matching algorithm using recursions that convert the algorithm into of an RIA. We
can write the basic string search algorithm as in Figure 3.1. This algorithm can also
be expressed in the form of an iteration using two indices 7 and j.
m—1
yi = /\ Match(tiy;. p;), 0<i<n—m (3.3)
j=0
where y; (Y, 0 <i <n—m) is a boolean type output variable. If y; = TRUE, then

there is a match at position ¢; i.e. tii1m—1 = Pom—1. Match(z,y) is a function that is

true when character z matches character y. A represents an m-input AND function.

3.2.2 Obtaining the algorithm dependence graph (DG)

The string matching algorithm of Equation 3.3 is defined on a two-dimensional (2-D)

domain since there are two indices (i, ). Therefore a data dependence graph can be
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procedure String_Search(T, P)

62

Ll1: fori=0ton—m

L2: 7«0

L3: while (5 < mAtiy; = pj)
L4: Je=—3+4+1

L5: end while

L6 : if (j =m)

L7: match_flag — TRUFE
L8: match_location = 1
L9: exit

L10: endif

L11: endfor

end String_Search

Figure 3.1: The basic string search algorithm.

easily drawn as shown in Figure 3.2. The computation domain is the convex hull in
the 2-D space where the algorithm operations are defined as indicated by the grayed
circles in the 2-D plane [64]. The output variable Y is represented by vertical lines
so that each vertical line corresponds to a particular instance of Y. For instance the
line described by the equation

i=3 (3.4)

represents the output variable instance y3. The input variable 7" is represented by

the slanted lines. Again, as an example, the line represented by the equation
t+7=3 (3.5)

represents the input variable instance ¢3. Similarly, the input variable P is represented

by the horizontal lines.
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Figure 3.2: Dependence graph for m = 4 and n = 10

3.2.3 Data scheduling

Pipelining or broadcasting the variables of an algorithm is determined by the choice
of a timing function that assigns a time value to each node in the DG. A simple but

very useful timing function is an affine scheduling function of the form [64]
t(p) =s'p—s (3.6)

where the function #(p) associates a time value ¢ to a point p in the DG. The column
vector s = [s, sy]' is the scheduling vector and s is an integer.

A valid scheduling function uniquely maps any point p to a corresponding time
index value. Such affine scheduling function must satisfy several conditions in order
to be a valid scheduling function as explained below.

Input data timing restricts the space of valid scheduling functions. We assume
the input text T = tot, - - - t,,_, arrives in word serial format where the index of each
word corresponds to the time index. This implies that the time difference between
adjacent words is one time step. Take the text instances at the bottom row nodes in
Figure 3.2 characterized by the line whose equation is j = 0. Two adjacent words,
t; and t;,, at points p, = (¢,0) and p, = (7 + 1,0) arrive at the time index values

1 and i + 1. respectively. Applying our scheduling function in Equation 3.6 to these
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two points, we get

t(py) = Jjsi—s (3.7)

tpa) = (Gt+1)s1—s (3.8)

Since the time difference ¢(p,) — t(p,) = 1, we must have s; = 1. Therefore, a
scheduling vector that satisfies input data timing must be specified as

s=[1 sy (3.9)

This leaves two unknowns in the possible timing functions, mainly the component s;
and the integer s.
If we decide to pipeline a certain variable whose null-vector is e, we must satisfy
the following inequality [64]
sle#0 (3.10)
We have only one output variable Y whose null-vector is ey = [0 1]*. If we want to

pipeline Y, then the simplest valid scheduling vectors are described by
s1 = [1 1] (3.11)
s, = 1 —1f (3.12)
On the other hand, to broadcast a variable whose null-vector is e, we must

have [64]
sle=10 (3.13)

If we want to broadcast Y, then from Equation 3.13 and Equation 3.9, we must have
s3=[1 0] (3.14)

Broadcasting an output variable simply implies that all computations involved in
computing an instance of Y must be done in the same time step.
Another restriction on system timing is imposed by our choice of the projection

operator as explained in the next subsection.
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3.2.4 DG node projection

The projection operation is a many-to-one function that maps several nodes of the
DG onto a single node. Thus several operations in the DG are mapped to a single
processing element (PE). The projection operation allows for hardware economy by
multiplexing several operations in the DG on a single PE. Reference [64] explained
how to perform the projection operation using a projection matriz P. To obtain the
projection matrix we require to define a desired projection direction d. The vector
d belongs to the null space of P. Since we are dealing with a two-dimensional DG,
matrix P is a row vector and d is a column vector.

A valid projection direction d must satisfy the inequality [64]
s‘d #£0 (3.15)

In the following three sections, we will discuss design space explorations for the

three values of s obtained in Egs. (3.11)-(3.14)

3.3 Design 1: Design Space Exploration when s =
L1

The feeding point of #, is easily determined from Figure 3.2 to be p=[0 0]°. Time
value of this point is ¢(p) = 0. Using Equation 3.6, we get s = 0.
To study the timing of two input variables P and T, we first find their null-
vectors:
ep = [1 0O (3.16)
er = [-1 1] (3.17)
The product of s and these two null-vectors gives
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[1 1]eT = 0 (319)

This choice for the timing function implies that input variable P will be pipelined
and input variable 7" will be broadcast.

There are three simple projection vectors such that all of them satisfy inequality
(3.15) for the scheduling function in Equation 3.11. The three projection vectors will

produce three designs

Design l.a: d, = [1 0] (3.20)
Design 1.b: d, = [0 1) (3.21)
Design l.c: d. = [1 1] (3.22)

The corresponding projection matrices could be given by

P, = [0 1 (3.23)
P, = [1 0 (3.24)
P. =1 -1} (3.25)

Our processor design space now allows for three processor array configurations for
each projection vector for the chosen timing function. In the following subsections

we study the processor arrays associated with each design option.

3.3.1 Design l.a: Usings=[1 1]'andd,=[1 0]

A point in the DG given by the coordinates p = [¢ j]* will be mapped by the

projection matrix P, into the point
p = Ppp=j (3.26)

The processor array corresponding to Design 1.a is shown in Figure 3.3. Input 7°

is broadcast to all processors and word p; of the pattern P is allocated to PE;. The
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intermediate output of each PE is pipelined to the next PE with a higher index, as

shown, such that the output samples y; are obtained from the top PE. The processor

Figure 3.3: Processor array for Design l.awhens =[1 1], d, =[1 0], and m = 4.

array consists of m PEs and each PE is active for n time steps.
The PE details are shown in Figure 3.4 , where ‘D’ denotes a 1-bit register to

store the output.

T
] Character ;
Comparator T
—

Figure 3.4: PE detail for Design 1.a in Figure 3.3.



FEzxact Match: Parallel Solution 68

3.3.2 Design 1.b: Usings=[1 1]'andd,=[0 1]

A point in the DG given by the coordinates p = [i j]* will be mapped by the

projection matrix P into the point
p = Ppp=i (3.27)

The resulting processor array is shown in Figure 3.5.

Figure 3.5: Processor array for Design 1.b whens =[1 1]',d, =[0 1]°, and m = 4.

The processor array consists of n —m + 1 PEs. Word p; of the pattern P is fed
to PEy and from there they are pipelined to the other PEs. The text words ¢; are
broadcast on the input bus to all PEs. Output y; is obtained from PE; at time i and
a tristate buffer at the output of that PE ensures that it is the only output fed to
the output bus as shown. Each PE is active for m time steps only. Thus the PEs are
not well utilized as in the design of Section 3.3.1. However, we note from the DG of
Figure 3.2 that PE, is active for the time period 0 to m — 1 and PE,, is active for
the time period m to 2m — 1. Thus these two PEs could be mapped to a single PE

without causing any timing conflicts. In fact all PEs whose index is expressed as
i =i mod m (3.28)

can all be mapped to the same processor without any timing conflicts. The resulting
processor array after applying the above modulo operations on the array in Figure 3.5
is shown in Figure 3.6. The processor array now consists of m PEs. The pattern P

could be chosen to be stored in each PE or it could circulate among the PEs where
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Y
o] L] [2] [3]
T

Figure 3.6: Processor array for Design 1.b after applying the modulo operation in

Equation 3.28 for the case when m = 4.

initially PE; stores the pattern word p;. We prefer the former option since memory is
cheap while communications between PEs will always be expensive in terms of area,
power, and delay. The text words ¢; are broadcast on the input bus to all PEs. PE;
produces outputs ¢, i +m, i + 2m, - -- at times 7, i +m, 7 + 2m, etc. The PE details
are shown in Figure 3.7. A tristate buffer at the output of that PE ensures that it is
the only output fed to the output bus as shown in Figure 3.7. The D register stores

the output.

e

- Character
ﬂomparalor

T

Figure 3.7: Processing element for Design 1.b in Figure 3.6.
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3.3.3 Design l.c: Usings=[1 1 andd.=[1 1]

A point in the DG given by the coordinates p = [i j]* will be mapped by the

projection matrix P, into the point

/!

p = Pp=i—j (3.29)

The resulting processor array is shown in Figure 3.8 for the case when n = 10
and m = 4, after adding a fixed increment to all PE indices to ensure non-negative

PE index values.

Figure 3.8: Processor array for Design 1.c when s = [1 1)', d. = [1 1], n = 10,

and m = 4.

The processor array consists of n PEs where only m of the processors are active
at a given time step as shown in Figure 3.9. At time step 7, input text ¢; is broadcast
to all PE in the array.

We notice from Figure 3.9 that at any time step only m out of the n processors
is active. To improve PE utilization, we need to reduce the number of processors.
An obvious processor allocation scheme could be derived from Figure 3.9. In that
scheme, operations involving the pattern word p; are allocated to processor 7. In that

case the processor array in Figure 3.3 will result.

3.3.4 Comparing Design 1.a with Design 1.b

In the above subsections we derived two design options. Design 1.a in SubsectionSec-

tion 3.3.1 performs better than Design 1.b in Section 3.3.2 for the following reasons:
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Figure 3.9: Processor activity at the different time steps for the design in Figure 3.8.

e PE; of Design 1.a (shown in Figure 3.4) stores a single word of P (i.e., p;) that
can be stored in a register in the ALU. On the other hand, each PE in Design
1.b (shown in Figure 3.7) stores the entire pattern P using on-chip memory

module with its associated memory access delay [137].

e The clock period of Design 1.a (Figure 3.3) is given by,
Telk(la) = max [7, + 74, 7] (3.30)

where, 7, is the processing delay, 7; is output driver delay, and 7, of Equa-

tion 3.30 is the bus delay. 7, is given by

C
T4 =Tog (3.31)
g
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where, 7y is the propagation delay when the output driver is loaded by a
minimum-area inverter, C; is the actual load capacitance, and C; is the gate

capacitance of a minimum-area inverter [138,139].

The bus delay 7, is given by [140]
m(m+1)

4

7 = RC x = 0.5 RC m? (3.32)

where R and C are the parasitic resistance and capacitance of one section of

the bus between two adjacent PEs, respectively, and m is the number of PEs.
The clock period of Design 1.b (Figure 3.5) is given by,

Taak(1b) = % + 7% + T (3.33)
where, 7, is the memory access delay.
Typically 74 smaller than 7, which varies quadratically with the size of the

processor array. Thus Design 1.a has higher clock speed than Design 1.b.

e The area of each PE in Design 1.b is more than that of Design 1.a mainly due

to the on-chip memory of size m.

e Power consumption in Design 1.a is given by

o(la) = mopg + op (3.34)

where, ppp is the power consumption by each PE and g, is the power consump-

tion of driving the bus.
Similarly, Power consumption in Design 1.b is given by

o(1b) = mope + 204 (3.35)
From Egs. (3.34) and (3.35), Design 1.b consumes more power than Design 1.a.

In summary, Design 1.a is the best among the three designs from the point of view

of speed, area, and power.
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3.4 Design 2: Design Space Exploration when s =
t
1 -1
Applying the scheduling function in Equation 3.12 to ep and e, we get

1 —1ep = 1 (3.36)

1 —1er = 2 (3.37)

This choice for the timing function implies that both input variables P and 7" will be
pipelined.

The pipeline direction for the input 7" flows in a south-east direction in Figure
3.2. The pipeline for T is initialized from the top row in the figure defined by the line
j = m — 1. Thus the feeding point of ¢, is located at the point p = [-m m]". The

time value associated with this point is given by
tp)=—-2m—s=0 (3.38)

Thus the scalar s should be s = —2m. The processor arrays derived in this section
will have a latency of 2m time units compared to Design 1.a given in Section 3.3.1.
There are three simple projection vectors such that all of them satisfy inequality

(3.15) for the scheduling function in Equation 3.12. The three projection vectors are

Design 2.a: d, = [1 0] (3.39)
Design 2.b: d, = [0 1] (3.40)
Design 2.c: d, = [I —1] (3.41)

Our processor design space now allows for three processor array configurations for
each projection vector for the chosen timing function. In the following subsections

we study the processor arrays associated with each design option.
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3.4.1 Design 2.a: Usings=[1 —1'andd,=[1 0]

Using the same treatment in Subsection 3.3.1, the resulting processor array is shown

in Figure 3.10 for the case when n = 10 and m = 4.

Figure 3.10: Processor array for Design 2.a when s = [1 —1]', d, = [I 0], and

m = 4.

3.4.2 Design 2.b: Usings=[1 —1]'andd,=[0 1

The resulting processor array is similar to Design 1.b in Section 3.3.2. Thus it has

the same problems as described in Section 3.3.4.

3.4.3 Design 2.c: Usings=[1 —1'andd.=[1 —1J

The resulting processor array is similar to Design 1.c in Section 3.3.3. Thus it has

the same problems as described in Section 3.3.4.

3.4.4 Comparing Designs 2.a, 2.b and 2.c

In the above subsections we derived three design options. All three designs have a

latency of 2m clock periods before the first result appears. Design 2.a in Subsection
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3.4.1 requires the least area since it does not require on-chip memory to store the
pattern P. In summary, Design 2.a is the best among the three designs from the

point of view of area.

3.4.5 Comparing Designs 1.a and 2.a
The clock period of Design 2.a is given by
Telk(2a) = 7 + 74 (3.42)

Typically 7, + 74 < 73, Design 2.a is faster than Design 1.a.

Power consumption in Design 2.a is given by

0(2a) = mopgp (3.43)

Comparing this equation with Equation 3.34, Design 2.a consumes less power than
Design 1.a. Thus, so far, Design 2.a is the best design among the six designs proposed

so far.

3.5 Design 3: Design Space Exploration when s =
1o

The feeding point o{ to is easily determined from Figure 3.2 to be p = [0 O]t. Time
value of this point is ¢(p) = 0. Using Equation 3.6, we get s = 0.
Applying the scheduling function in Equation 3.11 to ep and er, we get
[1 Olep = 0 (3.44)
[1 Oler = -1 (3.45)
This choice for the timing function implies that input variables P will be broadcast

and T will be pipelined.
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There are three simple projection vectors such that all of them satisfy inequality

(3.15) for the scheduling functions in Equation 3.11. These projection vectors are

Design 3.a: d, = [1 0] (3.46)
Design 3.b: d, = [1 1] (3.47)
Design 3.c: d. = [1 —1] (3.48)

Our processor design space now allows for three processor array configurations for
each projection vector for the chosen timing function. In the following subsections

we study the processor arrays associated with each design option.

3.5.1 Design 3.a: Usings=[1 0'andd,=[1 0]

Figure 3.11: Processor array for Design 3.a when s = [1 0]', d, = [1 0]%, and

m = 4.

The processor array corresponding to Design 3.a is drawn in Figure 3.11. PE;
stores only the value p;, which can be stored in a register in the ALU similar to Design
1.a. The outputs of all PEs are wire-ORed or connected to the inputs of an m-input
dynamic or static NOR gate as shown. This is the most efficient implementation that
is also practical form the point of view of CMOS VLSI circuit considerations. The

output of the NOR gate is in reality a long system-wide bus. As such, operating speed
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would suffer the same constraints that were discussed in Section 3.3.4. The processor
array for Design 3.a is similar to Design 1.a but all PEs operate on one output value
at the same time. The design has a latency of only one time step. This is the least

latency exhibited by design reported here or previously proposed so far.

3.5.2 Designs 3.b and 3.c: Usings=[1 0'andd,=[1 +1]°

These two projection vectors produce the same processor array. Each PE stores the
entire patter P in on-chip memory. The resulting array is similar to Designs 1.c and
2.c but all PEs operate on one output value at the same time. The design has a latency
of only one time step. However, the time step value is limited by the maximum of
the access time for the on-chip memory or the propagation delay of the system-wide

bus, similar to Designs 1.b, 2.b, and 2.c.

3.5.3 Comparing Designs 3.a, 3.b and 3.c

Design 3.a has the smallest area since it does not require on-chip memory. In sum-

mary, Design 3.a is the best among the three designs from the point of view of area.

3.5.4 Comparing Design 3.a with Design 1.a or 2.a

Design 3.a is limited in speed by the delay of an m-input NOR gate. Although the
outputs in all three designs are obtained through an m-input NOR gate, the gate
speed is actually determined by bus propagation delay. That bus is the output line
connecting the driver transistors of the NOR gate. Thus the clock period of Design
3 is given by

Telk(3a) = 7p + TNOoR X Tp + T (3.49)
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which is bigger than the clock periods given in Equation 3.30 or Equation 3.42. Thus,
Design 3.a is slower than Design 1.a or Design 2.a. So, Design 2.a is the best design

among the nine designs proposed in this chapter.

3.6 Time Complexity Analysis

We provide in this section analyses of best, worst and average times required to find
a match. The time complexities reported have to be scaled by the actual delay of
one time step which depends on the particular design. For example, the time step
associated with Designs 1 or Designs 2 is determined by the propagation delay of the
output driver loaded by the adjacent PE. On the other hand, the time step associated
with Design 3 is determined by bus propagation delay that increases quadratically
with the number of PEs.

3.6.1 Best Case

In the best case 1y will indicate a match. This output is obtained after m time steps

in Designs 1.a and 3.a and after 2m time steps in Design 2.a.

3.6.2 Worst Case

In the worst case, all y; outputs with 0 < 7 < m — n will produce a negative result.
Only the last output at position ¥, _,, produces a match. This output is obtained

after n time steps for Designs 1 and 3 and after n 4+ m time steps for Design 2.
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3.6.3 Average Case

Assume a character of 7' matches a character of P with probability a. Assuming all

characters are equally likely, a is given by

1 1
Pm = m = 2—u (3.50)

where w is the number of bits in a character.
Define a; as the probability of finding the first match at output ;. In that sense

all outputs y; with 0 < j < i produced negative results. We can express «; as
o =pr(1—am)! (3.51)
The average number of time steps for first match is given by

n—m

Tow= Y (m+1) o (3.52)

i=0

After a rather laborious algebraic manipulation (see [65]), we obtain

Too =N—m (3.53)

3.7 Simulations

In this section, we perform extensive numerical simulations to estimate time complex-
ities using the C programming language. The results of the numerical simulations are
compared with the analytical results of Section 3.6.

We perform the simulations based on the following assumptions:
e Number of simulations = 100,000.

e w = 32 for typical 32-bit machine.
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e Maximum value of n is 16,384 (which corresponds to the maximum network

packet size).
e Maximum value of m is 25.

e P, T, m, and n are randomly generated. We use uniform distribution so that

each value is equally likely.

3.7.1 Best Case

The best case time complexity derived in Section 3.6 is m. Since m has been var-
ied randomly in each simulation, we normalize each result by the corresponding m.
Figure 3.12(a) shows the graph of the normalized value vs. sample index. Fig-
ure 3.12(b) shows the normalized results for 500 simulations taken from the middle
of Figure 3.12(a). This allows us to see the fine scale variations. In Figure 3.12,
the minimum normalized value is 1. Thus the best case time complexity is m as

analytically derived in Section 3.6.

3.7.2 Worst Case

The worst case time complexity derived in Section 3.6 is n. Since n has been var-
ied randomly in each simulation, we normalize each result by the corresponding n.
Figure 3.13(a) shows the graph of the normalized value vs. sample index. Fig-
ure 3.13(b) shows the normalized results for 500 simulations taken from the middle
of Figure 3.13(a). This allows us to see the fine scale variations. In Figure 3.13, the
maximum normalized value is 1. Thus the worst case time complexity is n as derived

in Section 3.6.
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Figure 3.12: Experimental results are plotted in (a) for all simulations and in (b) for

500 simulations. Results are normalized by m.
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Figure 3.13: Experimental results are plotted in (a) for all simulations and in (b) for

500 simulations. Results are normalized by n.
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3.7.3 Average Case

The average case time complexity derived in Section 3.6 is n —m. Like Section 3.7.1
and Section 3.7.2, we normalize each result by the corresponding n—m. Figure 3.14(a)
shows the graph of the normalized value vs. sample index. We notice from this
figure, for all simulations, the normalized search time is very close to 1 indicating
that average search time is n — m as was derived in Section 3.6. Figure 3.14(b) is
the histogram of the results of Figure 3.14(a). This figure shows that almost all the
normalized results lie in the range between 0 and 3. So we redraw the histogram in
Figure 3.14(c) in the range between 0 and 3. In Figure 3.14, the average normalized
value is 1. The median of the normalized results is also 1.0015. Thus the average

case time complexity is n — m as derived in Section 3.6.

3.8 Comparison

In this section, we compare the technique we used to design the processor arrays with
earlier techniques and we compare the designs we obtained with previously proposed
processor arrays for the string search algorithm.

We employed a systematic technique to obtain our processor arrays by first con-
verting the string search algorithm to an RIA. Having obtained the RIA, were were
able to develop a DG which allowed us to explore possible data timing options that
conform to I/O timing requirements. Earlier approaches did not explain how the
designs were obtained or ad-hoc techniques were used. Such techniques at best help
develop one design and do not allow for design space exploration.

Design 2.a in Section Section 3.4.1 is identical to the one obtained by Foster
and Kung [131] using ad-hoc techniques. Design 2.a is also similar to that proposed

by Park and George [133]. Similar processor array has also been derived by Sastry,
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Figure 3.14: Experimental results are plotted in (a). Figure 3.14(b) is the histogram
of the results of Figure 3.14(a). Figure 3.14(c) is the same histogram in the range

from 0 to 3. Results are normalized by n — m.

Ranganathan, and Remedios in [136].
The processor array of Mukherjee [132] determines the similarity between two

strings instead of finding exact matches. Our systematic technique could be easily
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adapted for this situation by properly modifying Equation Equation 3.3. However,
the design proposed in [132] was obtained using dynamic programming approach
and has time complexity of O (n+ m). Analytical as well as numerical simulations
of our designs show an average time complexity of O (n —m) (Section 3.6). Our
design approach could also be adapted to implement the approximate text searching
considered by Michailidis and Margaritis [134, 135]

To summarize, the systematic technique we used to explore possible processor
array structures for the string search problem produced novel and efficient designs in

addition to all the designs previously proposed in the literature.

3.9 Conclusion

This chapter presented a systematic technique for expressing the string search al-
gorithm as a regular iterative expression to explore all possible processor arrays for
the string search algorithms as used in deep packet classification. The computation
domain of the algorithm was obtained and three affine scheduling functions were pre-
sented. The technique allowed some of the algorithm variables to be pipelined while
others are broadcast over system-wide buses. Nine possible processor array structures
were obtained and analyzed in terms of speed, area, power, and I/O timing require-
ments. Time complexities are derived analytically and through extensive numerical
simulations. The proposed designs exhibit optimum speed, area, and power. The pro-
cessor arrays were compared with previously derived processor arrays for the string
matching problem. In all designs, we showed that the resulting processor arrays have
m processors and their average time to produce a result is n — m (Equation 3.53).
We also compare our processor arrays with previously derived processor arrays for

the string matching problem.



Chapter 4

Embedding Techniques for Parallel

Solution

In this chapter, we propose a novel technique that embeds a source processor array
onto a target processor array having smaller number of PEs such that the dimensions
of the two arrays are the same. For example, a two-dimensional array is embedded into
a two-dimensional array of smaller size. We have applied our embedding technique on
one of the best architectures for deep packet classification that we previously obtained
in Section 3.

This chapter is organized as follows: Section 4.1 discusses the literature related
to some processor array implementations that take FPGA resource constraints (area,
I/0O, etc.) into account. Section 4.2 discusses our proposed embedding technique.
Section 4.3 discusses the embedded or target processor array for DPC. Section 4.4
analyzes the performance of the target architecture using Markov model analysis.
Section 4.5 discusses the synthesized results of the target architecture on the Stratix
IT Altera FPGA and shows the effects of number of PEs on FPGA parameters. Sec-

tion 4.6 discusses the simulation results of the C-model based on the target architec-
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ture. Finally we conclude our chapter in Section 4.7.

4.1 Existing Works

In [65], we summarized some processor array implementations by other authors for
the string matching problem. In this section, we summarize only those processor
array implementations that take FPGA resource constraints (area, I/O, etc.) into
account.

In [141], Teich et al. used an objective function to optimize the execution time us-
ing the available resources. Before this optimization process, they used tiling to embed
variables in higher dimensional index spaces into the resource-constrained computa-
tional domain. Tiling increases the granularity of computations and the locality of
data references. Also the performance of the hardware is parameter-dependent. Us-
ing their technique, once an optimal hardware is derived for certain input parameters,
the hardware cannot dynamically adapt with changes in input parameters.

In [142], Ganapathy used an approach to that in [141]. But unlike tiling, Ganapa-
thy partitioned the computational space according to the design constraints to reduce
the communication between each partition. References [143,144] also proposed similar
partitioning techniques.

In [145], Iriogoin et al. proposed a partition method, named ‘Supernode Par-
tition’, to group computations (DO loops) to form blocks (supernodes) such that
these nodes can be executed in parallel on supercomputers or any multiprocessor
system. Due to data locality, this technique improves the performance of the system
to a great extent. However, it is difficult to determine the size of supernodes to be
mapped onto a processor array. The performance of the resultant hardware is also
parameter-dependent.

In [146, 147], Shang et al. used Hermite Normal Form to map n-dimensional
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algorithms into (k — 1)-dimensional arrays without computational conflicts where
k < n. The computational conflict occurs when two or more computations/nodes in
same isotemporal planes are mapped into the same processor. Their approach does
not guarantee to perform optimally in all cases.

In [59, 148, 149], two methods were used to partition the computational do-
main: (i) locally serial globally parallel (LSGP) method and (ii) locally parallel glob-
ally serial (LPGS) method. In the LSGP method, one partition (block) is mapped
to one PE. Each PE sequentially executes the nodes of the corresponding block. In
the LPGS scheme, one block is mapped to one array. All nodes within a block are
processed concurrently. One block after another block of node data are loaded into
the array and processed in a sequential manner. In [150], Kim et al. used LPGS to
partition the computational domain for GF(2™) multiplier. But in [151], Chen et al.
proved that LSGP and LPGS methods do not guarantee efficient data communication
between partitions. Instead, they formed a supernode like [145] with n partitioning
vectors such that the data flow in the supernode domain is very local and orientated
along the positive direction in every dimension.

In [152], Koziris et al. described Chain Grouping, a similar method like [145], to
partition the loop iteration space into groups with little intercommunication require-
ments between partitions. Inside every group, the optimal hyperplane scheduling is
applied. Like [145], this partitioning method does not guarantee optimal performance
in all cases.

In [153,154], Yamada et al. proposed a string-search engine comprised of finite-
state automaton (FSA) logic and content addressable memory (CAM). A special
CAM called PCAM (pair-bit CAM) is used to accommodate variable-length pat-
terns. In this PCAM, character comparisons are performed concurrently. Based on
these comparison results, FSA searches for both exact and approximate matching.

Although this hardware can handle variable-length patterns, it cannot operate on
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arbitrary-length patterns (maximum length limitation).

The common problem of the above mentioned techniques is that the execution
time of the processor arrays is much higher than that of arrays produced without
resource-constraints. On the other word, the execution of the target array is much
higher than that of the source array. In this chapter, we develop a novel embedding

technique that has the following favorable characteristics:
e the proposed technique is simple to apply,
e interconnection patterns among PEs of the source and target arrays are same,
e execution times of the source and target processor arrays are same,
e memory accesses of the source and target processor arrays are same, and

I/Os of the target array are simple (no multiplexed I/0).

Our proposed technique is illustrated using the pattern matching algorithm for
DPC as a running example. Reference [65] explored nine possible processor array
architectures. The resulting processor arrays are characterized by (i) the number
of PEs, (ii) the functionality of each PE, (iii) the interconnections among PEs, and
(iv) the I/O location and timing. The number of PEs is the most important charac-
teristic, since it determines the hardware resources of the system and determines all
other characteristics mentioned above. But in the derived architecture, the number
of PE is determined by the input parameters. To make the number of PEs of the
array to be independent of the input parameters, we will propose a novel embedding

technique in the following section.
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4.2 Proposed Embedding Technique

The idea behind the proposed embedding technique is to use non-linear projection
operation instead of the linear projection operation given in Equation 3.26. According
to the new projection operation, each node p of the k-dimensional DG is projected
onto another point r in a k;-dimensional space. Since each point corresponds to a

PE, the dimensionality of the target array is the same as the source array.
r = min (Pp, a) (4.1)
where a is a vector of available PEs in each dimension.
a=[ag,a, " -,ax, 1) (4.2)

r can be expressed as,

r=[ro,71, -, Try—1)" (4.3)

Based on Equation 3.26, we can re-write Equation 4.1 as

r = min(q, a) (4.4)
Equation 4.4 can be expanded as:
ro = min(qo,ao0) (4.5)
r1 = min(q,a1) (4.6)
Thi—1 = Tin(gg,—1,ax,-1) (4.7)

Figure 4.1 illustrates the application of Equation 4.4 for the case of two-dimensional
source array (k; = 2). Figure 4.1(a) shows 6 x 6 source processor array which consists
of total 36 PEs. Assume that the available resources can accommodate only 16 PEs.

In that case, our target processing array will have to be of size 4 x 4, i.e., a = [3 3]t.
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To meet this constraint, we apply Equation 4.5 to Figure 4.1(a) and get the processor
array as drawn in Figure 4.1(b). For example, points in group Gy are mapped to a
single point, Gg in Figure 4.1(b). To continue the procedure, we apply Equation 4.6
to Figure 4.1(b) and get the processor array as drawn in Figure 4.1(c). For example,
points in group Gg are mapped to a single point, Gg in Figure 4.1(c).

Gs Gy Gg Go
3EH BN BN BN
210 O O EEG:
N s Y o [
0 I [ EAwG
0 | 2 3
(a) (b) (c)

Figure 4.1: Illustration of Equation 4.4 for the case when k; = 2 and a = [3 3"

(a) shows the point of q and (c) shows the point of r.

The proposed embedding technique impacts the four factors mentioned in Sec-
tion 1.4.3 in the following way. Since the highest indexed PE in target array corre-
sponds to several PEs in the source array, it linearly increases the execution time. The
highest indexed PE has to access the memory more than that of the other PEs. Since
the highest indexed PE has to do more operations than other PEs, the intermediate
results may have to be stored for proper operation. If the arrival of inputs depend
on time, some inputs may have to be stored by the highest indexed PE. However,
if the scheduling and projection operations can ensure that each dependent data is
processed in separate PE, then the workload of the highest indexed PEs can be close
to one and the memory access by the highest indexed PEs can be minimum. To take
advantage of this, the algorithm, to be implemented in the processor array, must have

the feature that the probability to continue the algorithm decreases as the algorithm
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is being executed. These will be further discussed in the following section.
Interconnection among the PEs will not be affected by the proposed embedding
technique. However, one or two more I/Os may be required for the highest indexed

PE. But I/O multiplexing is not required which may reduce the execution time.

4.3 Embedded Processor Array Designs

We explored nine possible processor array architectures for DPC in [65] using the
projection operation given Equation 3.26. As a running example for our proposed
embedding technique, we pick up one architecture shown in Figure 4.2(a), where
variables P and Y are pipelined, T is broadcast, and k; = 1 as the source archi-
tecture (details can be found in [65]). Since k; = 1. q, r, and a become ¢, r, and
a (i.e., scalar) respectively for the architecture in Figure 4.2(a). This architecture has

a non-favorable characteristic: the number of PEs depends on m, i.e.,
gmax =m — 1 (4.8)

Instead, if we use the Equation 4.4 for the projection operation, we get the architecture
as shown in Figure 4.2(b), where

Tmax = @ (4.9)

a is a user-defined parameter determined based on resource constraints, whereas m
is the number of characters in P and varies from application to application. Thus
the embedded or target architecture eliminates the problem posed by the source
architecture.

In Figure 4.2, both source and target arrays look alike except the number of PEs.
however their activities differ from each other. We draw the activities of both source

and target processor arrays in Figure 4.3. Figure 4.3(a) shows the activities of the
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(b)

Figure 4.2: Processor array architectures: (a) source array for m = 6, (b) target array

for a = 3.

array in Figure 4.2(a). The arrows show the flows of the intermediate results between

the PEs. A node calculates A;; which is defined by the following recursive equation:

Cii NAi_1.i— hen 7 >0
Ai.j = J /\ 1,j—1 when j (410)
TRUE otherwise

Thus each PE is responsible for two operations:
1. compare between ¢; and p;, i.e. C;; calculation, and
2. AND operation between C;; and A;_; ;—, which is previously calculated.

Since the A;; calculation requires A;_;;_; which is calculated in the lower indexed
PE, PE, doing the operations A; ; (where a < I < n and a < J < m) can preempt
any more operation for A; ; if the result of A;_; ;_; is FALSE. This preemption lowers
the workload of PE,.

We draw the activities of the target processor array at different time indices

in Figure 4.3(b), where PE; (0 < j < 3 or in general 0 < j < a) does its normal
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operation like Figure 4.3(a), but PE, does maximum 3 (or in general m—a) operations
at a given time index. For example, PE3, at time index 5, produces: (i) Ass, (ii) As4,
and (iii) As3. Out of these 3 outputs, As5 produces yo. The other two (or in general
m — a — 1) results must be saved in a queue.

Each PE of the target processor array in Figure 4.2(b) looks like Figure 4.4.
However, memory requirements and controller complexity are much higher for PE,

than those of other PEs. The PE details are described below:

e 1/Os are required for communication between PEs, data input/output, and

control input.

e PE, requires a queue, () to store comparison results. From Figure 4.3(b),
maximum m — a — 1 comparison results have to be stored for future use. To
speed up the matching operation, if there is any mismatch, then PE, will not

try to find any other match for that particular y;.

e PE, requires another queue, Q5 to store characters of T'. Since ), stores m—a—1
comparison results, we do not need to store more than m — a — 1 characters of
T'. So, the size of )2 is m —a — 1 as well. The queued characters can be used

by PE, in later time indices, if they are required.

e PE, requires a counter to count the number of times, the PE, has to calculate

¥,

e Each PE requires a simple ALU capable of basic numerical, logical, and boolean

operations.
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Figure 4.3: Activity of the processor array for Design 1: (a) source array for m = 6,

(b) target array for m = 6 and a = 3.

4.4 Time Complexity Analysis

In this section, we determine the performance of the embedded architecture in Fig-

ure 4.2(b). We develop a Markov model for PE, of the array, because the states
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Figure 4.4: PE of the embedded processor array in Figure 4.2(b)

of PE, exhibits memoryless property as required for the Markov model [155]. Fig-
ure 4.5 shows the Markov chain transition diagram. The Markov model has following

assumptions:
1. Each state represents a task (A;; calculation) executed by PE,.
2. Each task requires one time step to be executed.

3. There are total (m — a) x n + 2 states in the state vector ((m — a) X n tasks to

be done by PE, plus Match and Mismatch states).

The associated transition matrix for Figure 4.5 is given by Equation 4.11. i and j
of the transition probability, p;; correspond to the column and row indices of the

Equation 4.11, respectively.

0 0 0 0 0 0 0 0 0 o \
pal 0 0 0 0 0 0 0 0 0o 0
0 P 0 0 0 0 0 0 0 0o 0
ey - N R N 0 0 0 0 0 0 )
0 0 0 paHt 0 0 0 0 0 0o o0
A= 0 0 0 B 0 0 0 o o o | (4.11)
0 0 0 L=p2¥d  fepey Aeopm 0 0 0 0o 0
) 0 0 0 ) 0 0 0 0o o
0 0 0 0 0 0 P 0 0o o
Q 1] Pm ] 0 Pr o 0 Pm 1 0
\ 0 0 0 0 0 0 1-p2H 1-pn 1—pm 0 1

where, p,, is the matching probability between two characters. We assume equally
likely distribution for p,, i.e.,
Pm=2"" (4.12)
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Figure 4.5: Transition diagram for PE, of the target array in Figure 4.2(b) when
=6, n =7, and a = 3. States 9 and 10 represent Match and Mismatch states,

respectively.

To calculate the average time (7)) required to go to the Match and Mismatch
states, we use the following equation [155],
T, =) (a+1+mn) (x(n)Match + X(7)Mismatch) (4.13)
n
where,
x(n). = probability of being in state z at time step 7.

To calculate the state vector x(n), we use the following equation [155],
x(n) = A"x(0) (4.14)

where,
x(0) = state vector at time step 0 =[10 --- 0]f
Using Maple [156], we have got T, = 1 assuming nm — oo. In [65], we de-

rived the average execution time of the source processor array in Figure 4.2(a) to
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be O (n —m). Since the average execution time of the PE, of the target processor
array is smaller than n — m, the average execution time of the target processor array
in Figure 4.2(b) is also O (n —m). We will also prove this value using numerical

simulation in Section 4.6.

4.5 Synthesis of the Embedded Processor Arrays

We synthesized our target processor array in Figure 4.2(b) for four reasons:

1. We want to verify the correctness of the operation of the target processor array

on a FPGA.

2. We want to see the effects of the number of PEs in the target array on the

different implementation parameters.
3. We want to verify the memory access and I/O complexity for the target array.

4. The synthesis results will be used in Section 4.6 to verify the average execution

time of the target array using computer simulation.

To synthesize the target processor array, we used Altera Stratix I FPGA. because
Altera is one of the leading FPGA producers and Stratix II is the fastest devices of
Altera FPGA [157]. We used the following values in our synthesis:

e n = 16,384w (which corresponds to the maximum IP network packet size),
e m = 50w, and
e w = 4 bytes.

We took 5 values of a to synthesize the target processor array. We ensure m > a to

see the effect of our embedding technique on the processor array. We implemented

Y
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the controller of the PE in Figure 4.4 as an FSM (Finite State Machine), and VHDL
to describe the architecture in Figure 4.2(b). Before further discussion, we need to

know the relationship between the number of PEs in the target array and a:
number of PEs =a +1 (4.15)

We discuss the synthesis results in the following.

Figure 4.6 shows the number of Logic Cell (LC) required for the target processor
array versus a. LCs are used to implement ALU, controller, and the small memory
and/or memory-based components like counter. Each PE consists of ALU and con-

troller that linearly increases the LC usage as a increases, while the last PE (PE,)

1200

1000+

8001

600

Logic cells

4001

200f

PEs

Figure 4.6: Effect of a (number of PEs) on the Logic Cell (LC) usage of the target

Pprocessor array.

has a counter whose size logarithmically deceases as a increases. For these reasons,
LC increases non-linearly as a increases in Figure 4.6.
Figure 4.7 shows the pin count for the target processor array versus a. This

figure shows that increase of a by 1 causes the increase of the I/O pin requirement by
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PEs
Figure 4.7: Effect of a (number of PEs) on the I/O pin requirement of the target

processor array.

1, because each PE is connected with a control pin along with other I/Os. We can
use decoded control pins to reduce the I/O pin requirement instead. Since decoded
control pins do not have any impact on system speed, we used one control pin for
each PE in our synthesis. But for area-critical systems, it is recommended to use
decoded control pins. However, there is no multiplexed I/O in the target array that
may degrade the performance of the array.

Figure 4.8 shows the memory usage for the target processor array versus a. Only
PE, requires two queues that are implemented on RAM. The sizes of these queues
are m —a — 1 that decease as a increases (for fixed m). For this reason, in Figure 4.8,
the memory usage decreases by 2 x (a; — a;) X w as a increases. For example from
Figure 4.8, the memory requirements = 3,072 bits for a = 3. Then the memory
requirements should be 3,072—2 x (9—3) x 32 = 2,688 bits for a = 9 as in Figure 4.8.
Although memory requirements of the PE, increase as m — a — 1 increases, memory

access would be very low since the workload of the PE, is very low as proved in
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Figure 4.8: Effect of a (number of PEs) on the memory usage of the target processor

array.

Section 4.3.

Figure 4.9 shows the longest path delay for the target processor array versus a.
The time-critical path of the system in Figure 4.2(b) is the input bus as determined
in [65]. As a increases, the length of the bus and the number of fan-in increase linearly.
Since these two factors have quadratic impact on the critical path delay, the longest
path delay quadratically increases as shown in Figure 4.9.

Figure 4.10 shows the clock period for the target processor array versus a. Since
the time-critical path is not clock dependent, the clock period is not affected by this
path. The clock period in our synthesis depends on the size of the queues. Queues
are supported by some logic units that decrease logarithmically in their sizes as a
increases. Since smaller-sized logic units require smaller clock period, the clock period
decreases logarithmically as a increases (shown in Figure 4.10).

In practical situations, once the array is designed, the queue sizes would be fixed.

In that case, the clock period and the memory requirements would be static. Since
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Figure 4.9: Effect of a (number of PEs) on the longest path delay of the target

processor array.

Clock period (ns)
[=:]

PEs
Figure 4.10: Effect of a (number of PEs) on the clock period of the target processor

array.

our embedding technique plays with a, we are varying a (m remains fixed) to examine

the effect of a on different FPGA parameters. However, in practical, a remains fixed,
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while m varies.

4.6 Modeling and Simulations

We modeled the synthesized embedded processor array using C language. We simu-
lated the C-model for five values of a: 3, 9, 19, 39, and 49. We did the simulation 10°
times for each of these five values of a. Each time, we used the uniform distribution
to randomly generate all characters of P and T" and the lengths: m, n. We counted
the number of time steps, C; in each simulation and normalized the count by n — m

to get meaningful data. Using these values, we do the following calculations.

4.6.1 Time Complexity Calculation

Figure 4.11 is the result of experiments for a = 3. The plot of the experimental
results in Figure 4.11(a) and Figure 4.11(b) show that normalized clock counts are
close to 1 in most of the situations. The histogram in Figure 4.11(c) also proves this
observation. So, we can say that the average execution time is O (n —m).

We draw the experimental results in Figs. 4.12-4.15 for a = 9, 19, 39, and 49,
respectively. These figures also prove that the average execution time of the

embedded hardware is O (n — m), as was derived in Section 4.4.

4.6.2 Throughput Calculation

To calculate the throughput of the target processor array, we multiply C; with the
corresponding clock period derived in Section 4.5 to get the execution time of the
target processor array. We calculate the median of the execution time for five values
of a. From these medians, the target processor array with 50 PEs shows the best

performance. Since each PE works on 4 bytes of data at a time, 50 PEs mean that
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Figure 4.11: Experimental results for Tm = 4: (a) for all data, (b) for 500 data, (c)

the histogram.

the processor array can handle 200 (50 x 4) bytes which is equal to m. For this reason,
we calculate the throughput of our embedded array when a = 50. So the throughput

of our design is
4 bytes

——— = 26.362 Gbit/sec
4.522 ns it/gex
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Figure 4.12: Experimental results for @ = 10: (a) for all data, (b) for 500 data, (c)

the histogram.

This value is very promising in respect of a FPGA design.
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Figure 4.13: Experimental results for m = 20: (a) for all data, (b) for 500 data, (c)

the histogram.
4.7 Conclusion

In this chapter, we have proposed a novel embedding technique for processor array
architectures for the string matching problem for the deep packet classification unit.

Our technique has the following favorable characteristics:
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Figure 4.14: Experimental results for @ = 40: (a) for all data, (b) for 500 data, (c)
the histogram.
e the proposed technique is simple to apply,
e interconnection patterns among PEs of the source and target arrays are same,

e execution times of the source and target processor arrays are same,
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Figure 4.15: Experimental results for @ = 50: (a) for all data, (b) for 500 data, (c)

the histogram.
e memory accesses of the source and target processor arrays are same, and
e 1/Os of the target array are simple (no multiplexed 1/0).

We have designed a Markov model for the embedded architecture. Through Markov

analysis, we have proved that the performance of the embedded architecture shows
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the same performance as the source processor array. We have checked the correct-
ness of the operations and then synthesized the embedded architecture on Stratix II
Altera FPGA. We have modeled the synthesized embedded array and done extensive
numerical simulations in C language to support the Markov analysis results. In addi-
tion, from the synthesized results, we have shown the effects of the number of PEs on
different Altera FPGA parameters. We have also calculated the throughput of our
hardware. The performance of the embedded processor array is very good in terms

of the calculated throughput on a FPGA.



Chapter 5

Longest Prefix Matching

In this chapter, we propose a novel variable-stride multi-bit trie data structure for
IP-lookup table to assist fast [IP-lookup and fast routing table update. This chapter is
organized as follows. Section 5.1 gives the overview of the LPM problem. Section 5.2
summarizes some of the works on LPM. Section 5.3 picks the strides for our proposed
multi-bit trie based system. Section 5.4 discusses our proposed data structure of
the lookup table for LPM. Section 5.5 describes the technique to build our proposed
data structure. Section 5.6 describes the technique to add an entry into the lookup
table. Section 5.7 describes the technique to delete an entry from the lookup table.
Section 5.8 describes the technique to search the best next hop, i.e., the technique
for IP-lookup. Section 5.9 and Section 5.10 present the experimental results using
our proposed scheme. Section 5.11 presents the mathematical analysis of our scheme.

Finally, Section 5.12 concludes our chapter with future research direction.
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5.1 Overview

The construction of lookup tables is the primary research goal for LPM, because
lookup table dictates the performance of the IP-lookup, the memory requirements
for lookup tables, and the performance of lookup table update. Generally there is
a trade-off between time and space, especially lookup table update time and lookup
table size. In this chapter, our goal is to make the time performance better at the
expense of memory requirement. The memory requirement of our algorithm is bigger
than some approaches, but it is well within the limit of current memory availability
and price.

The trie [158] is a general purpose data structure for storing strings. Since the IP
address of the IP-packet is a string of Os and 1s, we can use the trie as a data-structure
for the IP-lookup. But there are two problems with the trie structure: (i) for a big
lookup table, the trie would be very big and (ii) more importantly, the number of
the memory access would be large for a big trie. In fact, the number of the memory
access depends on the depth of the trie structure and this depth is fixed for a particular
protocol (e.g., 32 for IPv4). Since, the memory access has the major impact on the
lookup time, we have to reduce the depth of the trie structure for faster lookup. The
traditional technique to reduce the depth of the trie is to remove each internal node
with only one child. This technique is known as path-compression and the path-
compressed trie is sometimes referred as Patricia tree [159]. But this technique works
well only for the sparsely populated trie. For the densely populated trie, another
technique namely level compression is required. Thus Level-Compressed Patricia tree
or LC-trie [44,160-162] was introduced to reduce the depth of any trie structure.
Although LC-trie shows better performance in terms of the number of nodes and the
average depth of the trie, the path and level compressions makes it difficult (time

consuming) to update the trie. But several millions updates are required per day
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for a router [163]. For this reason, Pao, et al. proposed a technique that stores
two additional information in each node of the LC-trie to make the update faster at
the expense of the lookup time. For example, for Aads routing table, lookup rate
is 2.0 million lookups per second for their technique, but 2.63 million lookups per
second for the original LC-trie ( [44]). While the original LC-trie can do few updates
per second, but the modified technique by Pao, et al. can do thousands of updates
per second.

In LC-trie, level compression depends on lookup table entries. Due to this depen-
dency, LC-trie shows significant degradation in performance in some routing tables.
In the worst case, the number of memory access would be 32 for IPv4. For this reason,
researchers on LC-trie did direct lookup for the first 16-bits and do other modifica-
tions to reduce the dynamic nature of the LC-trie [44]. To reduce the dynamic nature
of LC-trie, many researchers worked with fixed levels of the trie, called k-stride multi-
bit trie [26,164]. The depth of the subtrees combined to form a single multi-bit trie
node is called the stride. To take advantage of the distribution of lengths of entries
in a routing table, some researchers worked with variable-stride multi-bit trie. We
have chosen variable-stride multi-bit trie as our data structure that proves the best in
lookup and update performance than other approaches in our experiments. We have

reviewed some more works on LPM in Section 5.2.

5.1.1 Problem of Expansion

Almost all researchers try to check first 16 bits (corresponds level 16 in the trie) of
the prefix to make the search time faster [44]. If the prefix length is smaller than 16,
then the prefix must be expanded to make the length = 16. The problems associated
with this prefix-expansion is called Problem of Expansion. Figure 5.1 is drawn to

explain the Problem of Expansion. For direct lookup, variable or fixed-stride multi-
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bit trie structures, the Problem of Expansion must be taken care of. Each entry in
the routing table has two fields: prefix and next hop. However, from now on, for
each of description, each entry will be described by a tuple of three fields: (prefix,
prefix length, next hop), where prefix is represented in hexadecimal format. We use
the following conventions while drawing the trie: ® means a node that corresponds
to a routing entry, © means an internal node, and O means a leaf node.

In Figure 5.1, nodes ni, ns, and n3 holds the values for entries, e;, ey, and e3,
respectively, where e; = (8000 0000, 15, 2), es = (8002 0000, 14, 3), and e; = (8000

0000, 14, 4). The Problem of Expansion may occur in two ways as explained below.

n Level 14 n Level 14
n1 Level 15 ni ng Level 15
Level 16 Level 16
2 2 3 3 2 2 3 3
> > >
C1 C1 Co
- Co i g c3 i

Figure 5.1: The Problem of Expansion: (a) partial confusion, (b) complete confusion.

e Partial Confusion: In Figure 5.1(a), e; and e, are extended by 1 and 2 bits
respectively. e; covers the address range ¢y, while e; covers the address range cs.
Since e; has the larger prefix length, next hops for the address range c¢; are 2.
The search or lookup algorithm may be confused, if this Problem of Expansion

is not taken care of.

e Complete Confusion: This case is more complex than the first one. There
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is no place for e; in the leaves. For correct lookup, this Problem of Expansion

must be taken care of.

Without the consideration of above two problems, the LPM technique may not work
on all routing tables. But all of the existing approaches ignored these problems or did
not explicitly solve them. In addition to solve these problems, our goal is to reduce
the overall memory access, not only lookup table access during IP lookup and lookup

table update.

5.2 Existing Works

In this section, we discuss on some techniques on LPM. Discussion on more techniques
on LPM can be found in [165].

Degermark, et al. used variable-stride multi-bit trie for lookup table [164]. Their
goals were to minimize memory requirement and lookup time. For example, their
technique requires 160 kB for 32,732 entries. In their simulation environment, the
lookup speed is 2.2 million lookups per second. Since they do not keep the information
after changing the prefix during table build-up, it makes the deletion of an entry very
time consuming.

Sangireddy et al. varied patricia trie [159] to propose two algorithms: Elevator-
Stairs algorithm and log W-Elevators algorithm [166]. Like works in [164], their main
goal is to reduce lookup time and memory requirement. According to their simulation
results, Elevator-Stairs and log W-Elevators algorithms lookup 15.08 million lookups
per second and 20.5 million lookups per second, respectively. These two algorithms
requires 517 kB and 1413 kB, respectively, for 33796 entries of Aads routing table.
But their approaches are time-consuming to update the routing table like patricia

tree.
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Srinivasan et al. used variable-stride multi-bit trie for lookup table [167]. The
prefix expansion in their technique occurs based on the optimal memory requirements.
Reference [168] improved the algorithm used in [167]. From the simulation results,
search time for the technique in [168] is 2 to 17 times faster than the technique in [167].
But the problem is that when prefix expansion occurs, some information is lost which
makes the updating very costly.

Gupta et al. used almost the same technique as ours [169]. Their technique
requires single memory access per lookup. But the problem is that when prefix
expansion occurs, some information is lost. This results in long update time of their
technique .

Reznik studied adaptive multi-digit branching of tries in [170]. His approach has
the same problem as the work in [44].

Toannidis et al. formulated the level-compression problem as a variation of the
knapsack problem to reduce the number of memory access during lookup [171]. How-
ever, their technique possess the same problem as the original LC-trie work described
in [44]. But technique in [171] takes 9/22 less memory access during lookup than that
using the technique in [44].

Lu et al. proposed two partitioning techniques which can be applied to fixed-
stride tries to improve the lookup performance [172]. But the loss of information
during partitioning increases the update overhead.

Taylor et al. employed parallel IP lookup engines for fast lookup and fast up-
date [173]. The engines are based on Tree bitmap algorithm that compares 4-bits
at a time. However, the 4-bit stride may not always produce best lookup time and
memory requirement.

Ioannidis et al.used directed acyclic graph to optimize the the level compression
of the LC-trie in [174]. This optimization helps 34% increase in level compression and

1.21% increase in memory requirements than those of LC-trie [44]. Their technique
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requires used additional data structures to store extra information than those required
in LC-trie. Update time is very time consuming using their technique. The update
time reported their paper is O (n), where n is the total number of entries in the trie..

Kaxiras et al. proposed a set-associative memory structure for the variable-stride
multi-bit trie [175]. Their technique have also pruned some of the trie-nodes to reduce
the memory requirement like [176]. This loss of information makes it very difficult
for updating the lookup table.

Lampson et al. used the binary search on the lookup table for the LPM prob-
lem [47]. Updating the lookup table is the main problem of this technique. To make
the search time faster, their technique uses direct lookup in the first 16-bits, but
ignored the problems as shown in Figure 5.1.

Sundstrom et al. proposed block tree based variable stride trie for lookup table
structure [177]. Block tree is similar to the multi-way binary search used in [47].
Their technique’s lookup performance is much higher than the technique described
in [47).

Dharmapurikar used Bloom filters to determine all prefix matches and store re-
sults in a W-bit (W = 32 for IPv4) vectors [178]. Lookup table is built in a hash
table which is searched based on the bit-vector. Obviously, one hash-table access is
required for the IP-lookup. However, due to false positive, multiple accesses may be
required in few cases. The bottleneck of their problem is the usage of the bit-vector.
Also their technique uses direct lookup to reduce the average number of the hash-
table access, but ignored the problems as shown in Figure 5.1. Also update is costly
using their technique.

Several authors proposed CAM-based solution for LPM problem [176,179-182].
But CAM-based solutions has the inherent disadvantages compared to others in terms
of cost and power consumption [178].

From the above discussion, almost all researchers looked for fast lookup time
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only. One work using multiple Parallel search engines has good performance on both
lookup and update time [173]. However, based on simulation results, our work shows
better performance in both lookup and update time. In addition to that this chapter

first explicitly elaborates the solution of the problems portrayed in Figure 5.1.

5.3 Selection of Strides

We use variable-stride multi-bit trie for the LPM problem. In this section, we select
the strides to form the trie for lookup table. Our selection process depends on the
distribution of the entries in the routing tables. At this time, we discuss for IPv4
packets. Later in this chapter, we will explain how to adapt our approach for IPv6
packets.

To do our experiments, we have collected 11 routing tables available in [183].
The properties of these tables are summarized in Table 5.1. To save space, we have
drawn the distribution of prefix lengths only for three routers (Paix, Att, and Oregon)
in Figure 5.2. Other routing tables have similar distributions. From Table 5.1 and
Figure 5.2, prefix lengths of most routing entries are between 16 to 24. For this
reason, we have divided the prefix lengths into three divisions: (i) 1 to 16, (ii) 17
to 24, and (iii) 25 to 32. There is another reason for picking up these three values.
Since 16, 24 — 16, 32 — 24 are power of 2, divide the prefix length into these three
is easier to implement. We name this as scheme;. In another scheme, schemes, we
divide the IPv4’s 32 bits into two divisions: (i) 1 to 24, and (ii) 25 to 32. In the third
scheme, schemes, we use only one level of 32 bits. Although the lower number of levels
reduces the number of lookup table access, they increase the memory requirements
dramatically. Also the average time requirement of the lookup is not as advantageous
as the same proportion of the lookup table access counts.

We discuss only scheme,, since the discuss is applicable to scheme, and schemes.
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Table 5.1: Properties of the routing tables. PL means Prefix Length.

Site Routing Next- PL<=16 16<PL<=24 PL>24
entries  hops (%) (%) (%)
Aads 32,505 38 8.05 86.61 5.33
Att 121,711 26 6.96 93.02 0.02
East Attcanada 127.561 92 6.74 89.78 3.48
Funet 41,328 18 15.07 84.86 0.07
Mae West 71,319 38 7.08 90.55 2.37
Oregon 142,883 67 6.03 90.18 3.79
Pacbell 45,184 1 7.29 88.86 3.85
Paix 17.766 28 7.11 83.49 9.39
Telstra 104,096 182 7.37 88.68 3.96
Telus 126,687 76 6.75 90.99 2.25
West Attcanada 127,576 92 6.72 89.73 3.55

5.4 Structure of the Trie

In scheme;, the trie has three levels represented by three arrays: Levell6, Level24,
and Level32. In our approach, Levell6 holds all 2'® nodes available at level 16 in a
trie as shown in Figure 5.3(a). Now let there be a prefix of prefix length 20. The
prefix is associated with one of the nodes in Lewvell6. That node in Levell6 now
has 28 children stored in Level24 as shown in Figure 5.3(b). Similarly, if there is
a prefix of length 30, then the associated node in Levell6 has 2% children stored in
Level24 and the associated node in Level24 has 28 children stored in Level32 as
shown in Figure 5.3(c). Thus the size of Levell6 is 2'6 (fixed). But the of Level24

and Level32 depends on the entries in the routing table. Although our proposed trie
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Figure 5.2: Distribution of the prefix length for Paix router in (a), Att router in (b),

and Oregon router in (c).

organization increases the memory requirements, it improves the update time of the
lookup table significantly.

In our scheme, each node of the three levels stores the following:

e Next_hop: Unlike others [26], we store next-hop in each node for fast lookup.
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Level 16

/\ Level 16 Level 24
Level 16 Level 24 Level 32

216 28 28
(a) (b) (c)

Figure 5.3: Organization of the trie for level 16 in (a), level 24 in (b), and level 32 in

(c).

Although it increases the memory requirements, it increases the lookup perfor-
mance significantly. From Table 5.1, there are maximum 182 next-hops in a

routing table. So, 8 bits are sufficient for Next_hop.

Address: each node has to store the address of the left-most child of the node.
To keep the address field smaller, we store only the base address that must be
multiplied by 2® (equivalently 8-bit left shift which is faster than multiplication).
From our simulation results, 15 bits are enough for the Address field of Levell6
and Level24. For Level32, no address field is required, but we keep 1-bit flag

to identify valid and invalid leaf.

Identi fication: this 1-bit flag is to identify the starting node covered by a
prefix. This is required to update the lookup table (trie structure) as described
in Section 5.6 and Section 5.7.

Cover: if the node is covered by a prefix entry, then cover stores the distance
between the level of the node and the prefix length. In Figure 5.1(a), ny (i.e. e;)

and ny (i.e. es) cover two and four nodes in level 16, respectively. However, to
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reduce the Cover field, we store the value log,(cover) in the Cover field. Thus,

4-bit is required for Levell6 and 3-bit is required for Level24 and Level32.

e Duplicate: this 1-bit flag indicates that the node is covered by more than one

prefix entry.

Thus only 4 bytes are required for each node in Levell6 and Level24, while Level32
requires only 2 bytes for each node. We have drawn a node in the trie in Figure 5.4

showing all fields. For example, the left-most leaf node of the trie in Figure 5.1(a)

I Duplicate l Cover |Identification| Address | Next_hop |

Figure 5.4: Node of the trie of our proposed scheme.

looks like Figure 5.5. The right-most leaf node of the trie in Figure 5.1(a) looks like

[ /ReE | 1 [ TRUE | 0 | 2 |

Figure 5.5: Left-most leaf node of the trie in Figure 5.1(a).

Figure 5.6.

| Fatse | 2 | Fatse | 0 | 3

Figure 5.6: Right-most leaf node of the trie in Figure 5.1(a).

To overcome the problems depicted in Figure 5.1, we have introduced another
array, Level CQX (X = Level number) to store the next-hops for the node, n that
has Duplicate = TRUE. In this case, next_hop contains the address of Level CQX.

For this reason, the size of next_hop is more than 8-bit in actual implementation.



Longest Prefix Matching 121

From our simulation, it is seen that 11 bits for Levell6, 12 bits for Level24, and 10
bits for Level32 suffice for the implementation. Even though the size of next_hop has
been increased, the overall size of each node remains the same as calculated above.
Each element of Level CQX consists of: Nexzt_hop and Value. next_hop of
Level CQX contains next_hop of an entry e at index %, if e corresponds to n and
cover of e is it = X — PL, where PL is the prefix length of e. This type of assignment
of next_hop helps for fast lookup (see Section 5.8). Thus the size of Level CQ16 is 16,
while the size of Level CQ24 and Level C'(Q)32 is 8 bit only.. Value is 1-bit boolean
type field that is TRUE if the next_hop contains the last entry from the same e,
otherwise it is FALSE. For example, the contents of the array for the left-most node

of Figure 5.1(a) are given in Figure 5.7.

NH Val
0|l 2 | FALSE
1| 2 | TRUE
2| 3 | TRUE

°

[ J

@

Figure 5.7: Array for the left-most node of Figure 5.1(a). NH = Next-hop, Val =
Value, and D = default next-hop.

Thus our proposed trie structure requires six arrays: Levell6, Level24, Level32,
Level CQ16, Level CQ24, and Level C'QQ32. Out of these six arrays, Levell6 is fixed
in size and its size does not change after addition or deletion of an entry from the
routing table (trie). The sizes of other five arrays may increase or decrease when a
new entry is added or deleted from the trie. For better utilization of the memory, we
use circular queue [184] to store the available or free addresses for these arrays. To

add or store an element in one of these arrays, we have to get an address from the
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associated queue. To delete an element, we have to put the index in the associated

queue so that the index can be used for another entry.

5.5 Building the Trie

To build the trie from a lookup table, we have to initialize all queues with the free
memory locations of the associated arrays. We have also to initialize Level C'Q16,
Level 24, and Level C(Q32 with 0 and the fields of each node of the array for the

smallest trie-level, i.e., Levell6 with the values as shown in Figure 5.8. Leaf_node is

l FALSE I 0 I FALSE I Leaf_node IDe fault_next_hop I

Figure 5.8: Initial values of levell6.

the predefined address to indicate the leaf node of the trie and De fault_next_hop is
the user-defined default next_hop.
After these initializations, we use addition (Section 5.6) to add all the entries of

the lookup table in the trie.

5.6 Addition

Addition is required to build the trie and add a new entry into the trie (i.e. update
lookup table). Assume we have to add e = (P, PL, 5). We describe here only how
Levell6 and Level CQ16 are affected by the addition of e. Same description will
apply for Level24, Level C'QQ24, Level32 and Level C'(QQ32. From now on, for ease of
discussion, assume that first 16 bits of the prefix is represented by P;, second 8 bits

of the prefix is represented by is P, and last 8 bits of the prefix is represented by P;.
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We have divided our works into three subsections based on values of PL as

described below:

5.6.1 PL=16

Two situations may occur when PL = 16:

e Assume Levell6 at P; is not covered by any entry, i.e., next_hop field of Levell6
at P, contains Default_NH as shown in Figure 5.9(a). After entering e, the
trie would look like Figure 5.9(b) and node n would look like Figure 5.10. Here
we ensure that if there are two or more entries with same P and same PL. the
last one will be added into the trie. identification must be TRUE because it
is now the starting node for P. duplicate field retains its value as FALSE since
this is the first entry in that node. Address field is not required to be changed

here.

Level 16 Level 16
L) 5 D

(a) (b)

Figure 5.9: Addition of e where PL = 16 and Levell6 at P, is not covered by any
entry: (a) trie before addition and (b) trie after addition. D means Default_ N H.

[ FAtsE | 0 [ TRUE | NC | 5 I

Figure 5.10: Contents of node n of Figure 5.9(b). NC means no change.
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e Assume Levell6 at Pj is covered by an entry e; = (P, 14, 1) as shown in Fig-
ure 5.11(a). The duplicate field will become TRUE and new array Level C(Q16
is required. cover becomes invalid, identification becomes TRUE, address

remains unchanged and next_hop contains the address of Level C'Q16.

n n
Level 16 n Level 16
1 1 1 1 51T 1 1
1|F
1T
L ]
[ ]
e

(a) (b)

Figure 5.11: Addition of e where PL = 16 and Levell6 at P, is covered by an entry:

(a) trie before addition and (b) trie after addition.

5.6.2 PL <16

Assume we are going to add e = (P, 13, 5). There are already four entries, e;, e,
and e3 in its cover as indicated by ny, ns, n3, and ny in Figure 5.12(a). Adding e
starts with changing the Level CQ16 at node ns. Since cover of e is 3 which is grater
than that of e (= 2), add process jumps 2% nodes ahead to ng, where Level CQ16 is
changed accordingly. In ng, the cover of e3 is 1 which is smaller than the that of e, so
again, the add process jumps 2' nodes ahead to ny. After changing Level C'Q16 at
ny4, the add process of e terminates in the last node of its cover at n;, where next_hop

becomes 5.
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Figure 5.12: Addition of e where PL < 16: (a) trie before addition and (b) trie after

addition.
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5.6.3 PL > 16

A Level 16
1 D

1 Level 16
2 ve

Level 24
28
(a) (b)

Figure 5.13: Addition of e where PL > 16: (a) trie before addition and (b) trie after
addition.

Assume PL = 23 and P, location of Levell6 is already covered by e; as shown
in Figure 5.13(a). If the address of n; is not Leaf_node, then the same procedure is
applied as described above. If the address of n; is Leaf_node, then we have to add 2°
children of n, and the address of n, is the address of the leftmost children in Level24.
All the children are also initialized as the leaf node as described in Section 5.5. After
the initialization, Level24 and Level CQ24 will be changed according to the same

procedure as described above.

5.7 Deletion

To delete an entry e, we have to find the next-hop that will take place in the nodes
covered by e. To delete an entry in the lookup table (trie), we have to consider two

situations:

e Case 1: The duplicate field of the leftmost covered node in the next closest

level is TRUE, i.e. the leftmost node is covered by multiple entries.
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e Case 2: The duplicate field of the leftmost covered node in the next closest

level is FALSE, i.e. the leftmost node is covered only by the entry to be deleted.
Each case is dealt with two phases:
e find the next-hop to be replaced in the covered node, and
e change all nodes covered by the entry to be deleted.

The above two cases will be described in the following two subsections.

5.7.1 Casel

Finding the next-hop to be replaced is very easy in case 1. Assume we have a lookup
table of three entries: e; = (80000000, 15, 2), es = (80000000, 14, 3), and e3 =
(80000000, 13, 4). The portion of the trie wold look like Figure 5.14(a), where nodes

ny, N9, and n3 hold the entries e;, es, and ez, respectively. Also assume that we

n Level 13 iy
ny Level 14 n
ny Level 15 n
2 3 3 % @ 7 b 2 4 4 4 4 4 4
2|F 2|F
2|T j i 2|T Level.C
3T Level CQ16 4| | Level- Q16
4|T 4|T
L o
: :
(a) (b)

Figure 5.14: Deleting an entry from the lookup table: (a) shows a portion of the trie

before the deletion and (b) show the trie after the deletion of e;.

want to delete entry es. Since the cover of e; is 2 (16 — PL), we have to search the
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Level_CQ16 from index 3 (cover + 1) for the next-hop to be replaced with. In our
example, it is 4 as shown in Figure 5.14. So, Nezt_hop and Value of Level CQ16[3]
are replaced with 4 and FALSE, respectively. However, if the Level CQX holds
only two next-hops as shown in Figure 5.15(a), then after deleting e,, the duplicate

ny Level 14 n
ny n3 Level 15 1 n3
s 2 Level 16
5 2 2 4 4
2 | T |Level . CQ16
31T

(a) (b)

Figure 5.15: Deleting an entry from the lookup table: (a) shows a portion of the trie

before the deletion and (b) show the trie after the deletion of es.

field of the left-most leaf node becomes FALSE and the next_hop field of the left-
most leaf node holds 2 (= next_hop) instead of the address of Level CQX, because
array Level CQX is no longer required. In addition to changes in Level CQX, the
_hop fields of the covered nodes are to to changed as shown in Figure 5.14(b) and
Figure 5.15(b).

5. 7.2 Case 2

Finding next-hop to be replaced with in this case is little bit of tricky. We have
to start finding next-hop from the previous location (I_addr) of the left-most node
covered by the entry to be deleted. If the node in [_addr holds default_N H as the
next-hop, then we have already found the next-hop and it is de fault_N H. If the node
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Level 13

Level 14

Figure 5.16: Deleting an entry from the lookup table: (a) shows a portion of the trie
before the deletion and (b) show the trie after the deletion of es.

at [_addr does node hold de fault_N H as the next-hop, then we recalculate [_addr as,
l_addr = l_addr — 2°°"*" 4+ 1

where cover is the value of cover for the node at [_addr. Before recalculating I_addr,
we keep the previous value of [_addr in t_addr. If the identification of the node at new
l_addr is FALSE, then next-hop equals to next-hop of the node at t_addr as shown
in Figure 5.16. However, if the identification of the node at new [_addr is TRUE,
we have to check whether the cover of the new node equals to the cover we have
used to recalculate [_addr. This checking is required to determine whether the new
node is within the cover of the node we are looking for. If the cover of the new node
equals to the cover we have used to recalculate [_addr, it is within the cover of the
node we are looking for as shown in Figure 5.17(a) (ns) and Figure 5.18(a) (n5). In
this case, we have to check the duplicate field of the new node. If it is TRUE as in
Figure 5.17(a) (ns), we have to calculate two distances, d; and d, for all covers in

level CQX as,

dy: distance between the new node and the left-most node covered by the entry to

be deleted.
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81 F Level CQ16
4|T
3T

(a) (b)

Figure 5.17: Deleting an entry from the lookup table: (a) shows a portion of the trie
before the deletion and (b) show the trie after the deletion of e;.

d2 . 200‘067‘

We continue to search from lower to higher cover until we find a cover for which
ds > d;. This cover corresponds to the next-hop we are looking for. If there is no

such cover, we have to recalculate [_addr by
l_addr = l_addr — 1

and then continue searching next-hop using the above mentioned method.

However, if the duplicate is FALSE as in Figure 5.18(a) (ns), we have to continue
to search next-hop based on above discussion. In Figure 5.18(a), as the searching
continue, [_addr goes to n; that does not pass the cover test. So the next-hop= 4 as

got in ng at the previous location of [_addr.
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Figure 5.18: Deleting an entry from the lookup table: (a) shows a portion of the trie
before the deletion and (b) show the trie after the deletion of es.

5.8 Search

We keep the search process straight-forward to make it faster. If the PL < 16, then
we find the next-hop from Levell6 or Level CQ16. If the duplicate of Level16[P;]
is 1, the next-hop would be equal to Level CQ16[cover], otherwise next-hop would
be equal to the next_hop of Levell6[P;|, where cover = 16 — PL. If 16 < PL < 24,

address is calculated by,
Levell6[Py].address << 8+ P,

, where << 8 means 8bit left shift or multiplied by 2%. Since multiplication take

longer time, we use faster shift operation. Then next-hop would be equal to Level24[address].next
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and Level C'Q24[cover], if duplicate is 0 and 1, respectively. Similarly, we calculate
the next-hop for the entries with PL > 24 from level32 or level _.C'(QQ32.
The pseudo-code of the search algorithm is available in [85].

Level 14

Level 15

' Level 16

21 T| fevel CQ16

Level 22
Level 23
L g L2 I Level 24
LEl2[r]a]3] [F]2[F]af3] [T]-[T[adas] [F]1]F]a]4]
4|F
4 (T | Level_.CQ24
3T

Figure 5.19: Trie structure for e; = (60000000, 15, 1), e; = (60000000, 16, 2), es
= (60000000, 22, 3), and ey = (60000200, 23, 4). Aj is the pre-defined value for

leaf-node.

For example, assume we have a lookup table with four entries: e; = (60000000,
15, 1), es = (60000000, 16, 2), e3 = (60000000, 22, 3), and e; = (60000200, 23, 4).
The trie structure of the lookup table looks like Figure 5.19, where €. €5, e3, and
ey corresponds to nodes ny, ny, ng, and ns. respectively. We are going to search the

next_hop, z for e = (60000200, 24, z).
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Here P, = 6000. Since PL = 24 > 16, we have to get address from address of
Levell6[6000]. From Figure 5.19, we get this address as A;, which is the left-most
child of ny. Now, P, = 02. Then we have to search z in Level24[02 + A;] which is
noted by ng in Figure 5.19. But duplication of Level24[02+ A,] is TRUE, that means,
we have to search z in Level C'Q24, whose address is in nezt_hop of Level24[02+ A,].
The cover of e is 24 — PL = 0. So, z is the next-hop in Level . CQ24[0], i.e., 4.

5.9 Experiment Using Scheme;

We have written the proposed scheme in C language and compiled using gcc 3.2.2
compiler. The machine we have used has the following configurations: Intel Celeron
1.8 GHz, data bus 400 MHz, cache memory (type L2) 256 kB, RAM 256 MB (DDR
SDRAM - 266 MHz). We have used routing tables of 11 sites available in [183].

5.9.1 Experiment on Memory Requirements

Memory requirements of the 11 routing tables are summarized in Table 5.2. Levell6
requires same memory for all routing tables, because Levell6 has static number of
nodes and it is 2'%. The size of each node is 4 bytes. Thus the total memory re-
quirement for Levell6 is 262,144 bytes. On the other hand, Level24, Level32, and
Level CQX have a dynamic number of nodes based on the nature and distribu-
tion of the routing entries. However, according to the routing entries’ distributions
given in Table 5.1, Level24 and Level C'(QQ24 should be largest among LevelX and
Level CQX, respectively, as it is reflected in Table 5.2.

Memory requirements of the routing tables in Table 5.2 are presented in Table 5.3
as a percentage of the total memory requirement.

Generally, larger routing tables require larger memory. Since in our technique,
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Table 5.2: Memory requirements (Bytes) of the routing tables.

Site L16 L24 L32 L.CQI6 L.CQ24 L.CQ32  Total
Aads 262,144 3,924,992 221,696 144 4,152 24 4,413,152
Att 262,144 7,541,760 10,240 1,424 25624 0 7,841,192
East Attcanada 262,144 7,557,120 281,600 1,472 26,168 56 8,128,560
Funet 262,144 2,541,568 8,704 288 2,512 0 2,815,216
Mae West 262,144 5345280 218,112 512 10,960 24 5837032
Oregon 262,144 7,980,032 616,960 1,680 29,256 80 8,890,152
Pacbell 262,144 4,573,184 223232 272 6,272 24 5,065,128
Paix 262,144 2,754,560 217,600 128 2,376 24 3,236,832
Telstra 262,144 5,849,088 545280 1,056 16,584 216 6,674,368
Telus 262,144 7,582,720 238,080 1456 26,184 88 8,110,672
West Attcanada 262,144 7,556,096 291,328 1472 26,176 56 8,137,272

memory requirements depend on the routing entries distribution and nature, larger
routing tables may require smaller memory as shown in Figure 5.9.1, where the routing
table for “Funet” requires smaller memory than that for “Aads”, although “Funet”

has more routing entries than “Aads”.

5.9.2 Experiment on Lookup Performance

We have assumed all entries of the routing table are equally likely in our experiments.
We have randomly generated (uniform distribution) routing entries using Mersenne
Twister [185,186]. First, we have counted the number of lookups required for each
routing entry and tabulated the results in Table 5.4. C, means that the number of
lookup table access is n. For scheme;, the maximum number of lookup table access
is 4 and minimum number of lookup table access is 1. Since Levell6 (Table 5.2) has
most entries, 2 lookups are required for most entries, as it is reflected in Table 5.4.

Average number of lookups is also ~2 as expected. Since very few entries require
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Table 5.3: Memory requirements (%) of the routing tables.

Site L16 L24 L32 L.CQI6 L.CQ24 L.CQ32
Aads 594 88.94 502 0.003 009  0.001
Att 334 96.18 0.3 0.018  0.33 0
East Attcanada  3.22 92.97 3.46 0.018 032  0.001
Funet 9.31 90.28 031 0.0l 0.09 0
Mae West ~ 4.49 91.58 3.74 0.009  0.19 0
Oregon  2.95 89.76 6.94 0019 033  0.001
Pacbell 518 90.29 4.41 0.005  0.12 0
Paix 81 851 6.72 0.004 007  0.001
Telstra  3.93 87.64 817 0.016 025  0.003
Telus 323 9349 294 0.018 032  0.001

West Attcanada 3.22 92.86 3.58 0.018 0.32 0.001

Level CQ32 (Table 5.2), the number of 4 lookups is also very few.

From Table 5.3, “Funet” routing table requires Levell6 and Level24 most. The
“Funet” routing table rarely requires Level32, Level CQ16 and Level C'(Q24, and
does not require Level C'QQ32 at all. Thus the mean number of lookups for the
“Funet” routing table is the lowest among all routing table as tabulated in Table 5.4.

Then, We have counted the number of lookups per second as tabulated in Ta-
ble 5.5. To determine these counts, we have run around 100 times for each routing
tables and taken the average.

From Table 5.4, “Funet” routing table should give the best performance. How-
ever, since we did our experiments on a general purpose machine with cache memory,
due to the caching effect and due to OS intervention, simulation results may not al-

ways follow the theoretical results. Although “Funet” routing table does not have the
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Figure 5.20: Memory requirements vs. Routing entries.

best lookup performance, it is better than most of the routing entries. The maximum
lookup performance, we got from our experiments is 8.51 million search/second. The

worst case performance, we got is 2.71 million search/second.

5.9.3 Experiment on Update Performance

We have used add to build the lookup table. So, adding all the entries is equal
to the build time. We assume 50% deletion and 50% addition in our update time
calculation. Our experimental results are tabulated in Table 5.6. To explain the
values, we have tabulated the number of memory accesses to delete or add all routing
entries in Table 5.7. In this table, we see that “Funet” routing table accesses mostly

Levell6 and Level24 than other routing tables. That means “Funet” should have
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Table 5.4: Count of lookup table access.

Site Ci(%) Ca(%) C3(%) Cys(%) Mean
Aads 892 81.65 9.40 0.027 2
Att 6.78 8847  4.75 0 1.98
East Attcanada 6.60 87.62  5.78 0 1.99
Funet 16.32 8224 1.44 0 1.85
Mae West 790 8559 649 0.013 1.99
Oregon 5.72 88.52  5.77 0 2
Pacbell 796 8438 T7.64  0.02 2
Paix 792 7859 1344  0.05 2
Telstra 7.73 8546  6.76 0.05  1.99
Telus 6.677 87.61  5.71 0.01 1.99

West Attcanada 6.53 87.73  5.73 0 1.99

best build and update times as seen in Table 5.6.

5.10 Experiment Using Schemes

Experiments on the schemes would be presented in this section.

5.10.1 Experiment on Memory Requirements

We have tabulated memory requirements of the 11 routing tables in Table 5.8.
Levell6 requires same memory for all routing tables, because Lewvel24 has static
number of nodes and it is 2%* = 16, 777,216. The size of each node is 4 bytes. Thus
the total memory requirement for Level24 is 67,108,864 bytes. On the other hand.

Level32 and Level CQX has dynamic number of nodes based on the nature and
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Table 5.5: Count per second (Millions per second)

Site Lookup
Aads 5.66
Att 4.68
East Attcanada 2.7
Funet 5.86
Mae West 8.51
Oregon 4.56
Pacbell 4.14
Paix 6.75
Telstra 5.48
Telus 3.75

West Attcanada 4.19

distribution of the routing entries. However, according to the routing entries’ distri-
butions given in Table 5.1, Level24 and Level C'(QQ24 should be largest among Level X
and Level CQX, respectively, as it is reflected in Table 5.8.

Memory requirements of the routing tables in Table 5.8 are re-tabulated in Ta-
ble 5.9 as a percentage of the total memory requirement.

Generally, larger routing tables require larger memory. Since in our technique,
memory requirements depend on the routing entries distribution and nature, larger
routing tables may require smaller memory as shown in Figure 5.10.1, where the
routing table for “Funet” requires smaller memory than that for “Aads”, although

“Funet” has more routing entries than “Aads”.
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Table 5.6: Count per second (Millions per second)

Site Delete Add/Build Update
Aads 4.44 1.18 1.87
Att 6.02 1.47 2.37
East Attcanada  4.51 1.46 2.21
Funet 4.90 2.70 3.48
Mae West 7.46 1.87 2.99
Oregon 4.85 1.60 2.41
Pacbell 5.46 1.43 2:27
Paix 4.32 1.07 1.72
Telstra 6.88 2.07 3.18
Telus 5.96 1.78 2.74
West Attcanada  3.22 1.54 2.09

5.10.2 Experiment on Lookup Performance

We have assumed all entries are equally likely in our experiments. We have randomly
generated (uniform distribution) routing entries using Mersenne Twister [185,186].
First, we have counted the number of lookups required for each routing entries and
tabulated the results in Table 5.10. For this scheme, the maximum number of lookup
table access is 3 and minimum number of lookup table access is 1. Since Level24 (Ta-
ble 5.8) has most entries, 1 lookups are required for most entries, as it is reflected in
Table 5.10. Average number of lookups is also ~1 as expected. Since very few entries
require Level _.C'Q32 (Table 5.8), the number of 3 lookups is also very few.

From Table 5.9, “Funet” routing table requires Level24 most. The “Funet” rout-
ing table rarely requires Level32 and Level C'(QQ24, and does not require Level _CQ32

at all. Thus the mean number of lookups for the “Funet” routing table is the lowest
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Table 5.7: Count of memory accesses for building the routing table

Site Total L16 L24 L32 LQl16 LQ24 L.Q32
Aads 65,183 49.87 454 3.08 0.02 1.62 0.01
Att 240,954 50.51 47 0.01 0.09 2.39 0
East Attcanada 254,070 50.21 46.81 0.62 0.08 2.28 0
Funet 76,509 54.02 45.18 0.03 0.02 0.75 0
Mae West 141,651 50.35 46.32 135 0.05 1.93 0.01
Oregon 285,836 49.99 47.06 0.79 0.07 2.09 0
Pacbell 90,241 50.07 46.04 21 0.04 1.74 0.01
Paix 36,530 48.63 44.76 4.94 0.02 1.62 0.02
Telstra 207,280 50.22 46.28 1.52 0.05 1.9 0.02
Telus 252,161 50.24 46.81 0.51 0.08 2.36 0

West Attcanada 254,131 50.2 4685 0.6 0.07 2.28 0

among all routing table as tabulated in Table 5.10.

Then, We have counted the number of lookups per second as tabulated in Ta-
ble 5.11. To determine these counts, we have run around 100 times for each routing
tables and taken the average. From Table 5.10, “Funet” routing table should give the
best performance as reflected in Table 5.11. The maximum lookup performance, we
got from our experiments is 8.51 million search/second. The worst case performance,

we got is 2.71 million search/second.

5.10.3 Experiment on Update Performance

We have used add to build the lookup table. So, adding all the entries is equal
to the build time. We assume 50% deletion and 50% addition in our update time

calculation. Our experimental results are tabulated in Table 5.12. To explain the
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Table 5.8: Memory requirements (Bytes) of the routing tables.

Site Level24  Level32 Level24 (Q Level32_Q Total
Aads 67,108,864 221,696 10,272 24 67,340,856
Att 67,108,864 9,728 62,000 0 67,180,592
East Attcanada 67,108,864 233,472 63,184 56 67,405,576
Funet 67,108,864 7,680 6,624 0 67,123,168
Mae West 67,108,864 218,112 26,800 24 67,353,800
Oregon 67,108,864 539,136 70,944 80 67,719,024
Pacbell 67,108,864 223,232 15,216 24 67,347,336
Paix 67,108,864 217,600 6,048 24 67,332,536
Telstra 67,108,864 486,400 40,832 216 67,636,312
Telus 67,108,864 228,352 63,600 88 67,400,904
West Attcanada 67,108,864 240,128 63,200 o6 67,412,248

values, we have tabulated the number of memory accesses to delete or add all routing
entries in Table 5.13. In this table, we see that “Funet” routing table accesses mostly
Level24 than other routing tables. That means “Funet” should have best build and

update times as seen in Table 5.12.

5.11 Time Complexity Analysis
Assume,

® D is the probability of being Levell6.

® pcois is the probability of being Level CQ16.

® Doy is the probability of being Level24.
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Table 5.9: Memory requirements (%) of the routing tables.

Site Level24 Level32 Level24.Q Level32_.Q
Aads 99.66 0.33 0.02 0
Att 99.89 0.01 0.09 0
East Attcanada  99.56 0.35 0.09 0.0001
Funet 99.98 0.01 0.01 0
Mae West 99.64 0.32 0.04 0
Oregon 99.1 0.8 0.1 0.0001
Pacbell 99.65 0.33 0.02 0
Paix 99.67 0.32 0.01 0
Telstra 99.22 0.72 0.06 0.0003
Telus 99.57 0.34 0.09 0.0001
West Attcanada  99.55 0.36 0.09 0.0001

® pcgo4 is the probability of being Level C(Q24.

® p39 is the probability of being Level32.

® pcg32 is the probability of being Level C'QQ32.

Then time complexity for table lookup for 3-stride trie (scheme,) is given by,
Tiookup=1xa+2x(b+c)+3x(d+e)+4xf (5.1)

Then time complexity for addition to the table for 3-stride trie (scheme, ) is given

by,

Toda=1xa+2x (b7 x 20+ ¢) +3 x (d°"" x 22 +€) +4 x fo7 x 2°  (5.2)
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Figure 5.21: Memory requirements vs. Routing entries.

Then time complexity to remove from the table for 3-stride trie (scheme;) is

given by,
Tremove = 1 X a+2 x (0" 4+ ¢) + 3 x (d"" +¢€) +4 x fo (5:3)

If we look at the simulation results in Section 5.9 and Section 5.10, we will see
Tiookup < Tremove < Tpaa most of the time. There may have few exceptions because of

the distribution and nature of routing table entries.

5.12 Conclusion

In this chapter, we have proposed a novel IP-lookup algorithm that is extremely fast

in IP-lookup and table update. This chapter first explicitly elaborates the solution
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Table 5.10: Count of lookup table access.

Site Ci(%) Ca(%) C3(%) Mean
Aads 89.68 10.28 0.03  1.10
Att 94.46  5.54 0 1.06
East Attcanada 90.47  9.52 0.01 1.10
Funet 08.12  1.88 0 1.02
Mae West 9259  7.40 0.01 1.07
Oregon 90.53  9.46 0.01 1.09
Pacbell 91.50  8.49 0.01  1.09
Paix 85.23 14.73 0.04 1.15
Telstra 92.11 7.85 0.04 1.08
Telus 91.76  8.22 0.02 1.08

West Attcanada 90.27 9.72 0.01 1.10

of a problem in expanding IP addresses. We give mathematical expression to deter-
mine the performance theoretically. We have done extensive numerical simulations
to determine the performance of our proposed algorithm and also to determine best
values for different parameters for the IP-lookup. The simulation results show that
our proposed technique performs better than existing techniques in terms of lookup
and update times and number of total memory access during IP-lookup. Few tech-
niques have better time performance, although the number of memory access of their
techniques are larger than that of ours. The reason of this is that they used com-
puters with better configurations. Even though, their update times are much higher
than that of ours. However, our proposed technique requires larger memory than oth-
ers. But the memory requirement is quite acceptable considering the current memory

price.
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Table 5.11: Count per second (Millions per second).

Site Lookup
Aads 4.31
Att 3.51
East Attcanada  5.45
Funet 9.78
Mae West 6.87
Oregon 4.91
Pacbell 6.29
Paix 5.30
Telstra 6.61
Telus 2.83

West Attcanada 4.01

We have addressed the cases where same IP-address with different PL. Our
experimental results shows that scheme;, maximum and minimum lookups are 8.51
and 2.71 million per second, respectively. Memory requirements are 2.60MB (min)
and 8.47MB (max). Update count are 1.72 million per second (min) and 3.48 million
per second (max). For scheme 2, maximum and minimum lookups are 9.78 and
2.83 million per second, respectively. Memory requirements are 64.01MB (min) and
64.58MB (max). Update count are 0.50 million per second (min) and 1.02 million
per second (max).

Comparing between scheme;, and scheme,, scheme; has better update time,
memory requirement, and has comparable or slightly less lookup performance than
those of schemes. The lookup table access for schemes is half of the scheme,. But

the lookup performance of schemes is not double of scheme;. This occurs for two
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Table 5.12: Count per second (Millions per second).

Site Delete Add/Build Update
Aads 2.15 0.47 0.77
Att 2.95 0.53 0.91
East Attcanada  2.86 0.54 0.90
Funet 4.35 0.31 0.58
Mae West 4.51 0.58 1.02
Oregon 2.25 0.57 0.91
Pacbell 2.95 0.56 0.94
Paix 2.36 0.52 0.85
Telstra 2.82 0.53 0.89
Telus 1.95 0.28 0.50
West Attcanada  2.25 0.52 0.85

reasons:

e Although the lookup table access in scheme; is double of that in schemes, other

memory access during the lookup process is not double for scheme;.

e 16-bit (scheme;) memory access is faster that 24-bit (schemes) memory access

in a 32-bit machine, used in the simulation.

The lookup performance of schemes, is only slightly higher than that of scheme, at the
expense of memory requirement. If we make 1-level scheme (schemes), the memory
requirement would be 16.78 TB, making it infeasible for practical implementation.
Considering, lookup, memory and update performances, scheme; is the best choice.

Our technique can easily be expanded for IPV6 [187] without changing any con-

cepts outlined in this chapter.
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Table 5.13: Count of memory accesses for building the routing table.

Site Level24 Level32 Level24.Q Level32_Q
Aads 90.62 5.51 3.84 0.03
Att 89.29 0.06 10.65 0
East Attcanada  83.6 6.94 9.44 0.02
Funet 98.15 0.06 1.79 0
Mae West 52.2 17.3 30.43 0.06
Oregon 46.58 24.79 28.57 0.06
Pacbell 92.15 3.77 4.06 0.01
Paix 87.1 9.05 3.81 0.03
Telstra 82.38 6.76 10.78 0.08
Telus 85.37 4.52 10.07 0.04

West Attcanada  83.31 122 9.44 0.02




Chapter 6

Best Matching

In this chapter, we propose a novel Best Match technique required to detect best-
matched English words of obfuscated spam words. This chapter is organized as fol-
lows. In Section 6.1, we mention few existing techniques for Best Match. In Sec-
tion 6.2, we formulate a system that can clean-up obfuscated words created by the
five techniques mentioned in Table 1.2. In Section 6.3, we present an NFA to build
the dictionary. In Section 6.4, we describe the preprocessing required for the ob-
fuscated spam words. In Section 6.5, we discuss a technique required to detect the
best-matched word in the NFA. In Section 6.7, we do extensive numerical simula-
tions to see the effects of different design parameters on detection accuracy and also
the time complexity of the system based on our proposed technique. In Section 6.8,
we present the time complexity analysis that comply the results in Section 6.7. In

Section 6.9, we conclude our work with future research direction.
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6.1 Related Works

There are thousand of works for correcting unintentional (e.g. misspelled words)
obfuscated words [80, 188]. Few techniques in this area are mentioned below.

Different dictionary partitioning techniques are described for best matching in [189].
However their best techniques cannot deal the word that has more than one error or
whose first character is obfuscated. Similar problems exist in the work described
in [190] where S. Didanova used linear array for spelling correction. To speed up the
operation, she presented parallel architecture in her paper.

The ternary search tree is used in [191] to store the dictionary. This technique
used some heuristic approaches on the ternary search tree for best match intended
for search engine queries. However, their work is not versatile, i.e. only deals with
few specific types of errors.

Hidden Markov Model (HMM) is used in [79] to correct obfuscated spam words.
However, HMM cannot correct all word boundary errors. For example, “A27_off”
would not be decoded correctly. In fact, if the first character is missing or substituted,
HMM seems to produce erroneous results. It is also not clear whether “actr” would be
decoded as “act” or “actor”. It is also not described how non-alphabetic characters
would be treated in the HMM. There is a similar work in [192] where Ristad et al.
proposed a memoryless stochastic model for string-edit distance calculation.

Finite automata techniques in [193-196] can be used for Best Matching. But the
time requirement would be very high for a large dictionary. Universal deterministic
Levenshtein automaton is used in [197] to determine the Levenshtein distance be-
tween two words: PP and 7". The input of the automaton is a sequence of bit-vectors
computed from P and T". Since The dictionary word, T is stored in another finite-sate
automaton, two automata have to be traversed to get the matching result. Also in

their technique, different Levenshtein automata are required for different threshold
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values.
The main problem of the above techniques is that they did not consider all the

techniques used by spammers as mentioned in Section 1.4.5.

6.2 The Proposed Technique

To explain our proposed technique, we divide all characters into three categories:
1. alphabetic characters, T,
2. characters that look alike alphabetic characters, ¥, and
3. non-alphabetic characters that do not look alike alphabetic characters, ®.
If A denotes all types of characters, then
A=T+¥+o (6.1)

We use an NFA [198] based system that works faster than the method described
in [195,196] and can deal with all the obfuscating techniques mentioned in Sec-
tion 1.4.5.

Dynamic programming is used to navigate the dictionary in finite automaton [193—
196]. To reduce the exploration space of the dynamic programming, pruning is used
by some researchers [193,194].

Our proposed technique has three phases:

e Building the dictionary.
e Preprocess obfuscated words: this phase works on ¥ and ®.
e Detect best-matched words: the detection phase works on I'.

The following sections discuss these steps.
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6.3 Building English Dictionary

We have used NFA to build the English dictionary. We draw in Figure 6.1 an NFA
that holds the English dictionary which is used for detecting best-matched word.

Figure 6.1: Generalized automaton to build the English dictionary.

To build the automaton, we consider only the transitions without cost. The
meaning of cost will be discussed in Section 6.5. At this moment, we assume that T’
and € transitions are associated with costs. Thus we consider here only transitions
for alphabetic characters based on English dictionary. Costly transitions will be dealt
with during the detection of the best-matched words in Section 6.5. We implement
each state as a structure of three fields: P, S, and F. P is an array of pointers for
next states. The size of the array equals the number of English characters, i.e., 26.
S holds the resulting best matched string word. F is 2 bit flag whose significance is
written in Table 6.1.

For example, Figure 6.2 shows the automaton of three English words: “off”,

“offer”, and “few”.
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Table 6.1: Significance of F' of the NFA state.

F Meaning
F =0 P contains valid next state pointers.
F =1 S contains valid output string.
F =2 P contains valid next state pointers and S contains valid
output string. This situation occurs for the cases like
“off” and “offer”.
F =3 unused

6.4 Preprocessing Obfuscated Words

We preprocess obfuscated spam words to take off the non-alphabetic characters that
are not defined in the rule-set. Preprocessing works on some user-defined rules. The
user decides whether a non-alphabetic character belongs to ¥ or ®. For example, for
some cases, | belongs to ®; while for some cases | belongs to ¥ since it looks like i
or 1. Even an alphabetic character may look similar to another alphabetic character.
For example, I and | may be substituted by one another without much confusion.
Even some users may think that g and q may be substituted without much confusion
as well. All these look-alike characters fall in ¥ and must be defined by the user for
preprocessing.

Preprocessing (i) deletes all the characters in ® from the obfuscated word, and
(ii) substitutes all the characters in ¥ by the ones defined by the user. Assume the
following rules are defined by the user: {(, )} € ®, {|} € ¥, and {| — i, 1}, where —
means “substituted by”. If the obfuscated input is “(1)(])(v)(e)”, then preprocessing
produces “l{i, 1}ve”, i.e., the word may be “llve” or “live”. The matching phase will

decide the best-matched word.
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Figure 6.2: Automaton built for “off”, “offer”, and “few”.

6.4.1 Implementation

153

To understand the following discussion, we have to know the types of substitutions.

There are two types of substitutions:

Simple:
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e One-to-one: ‘0" — ‘o’
e One-to-many: ‘| — i’ or ‘1.
e Many-to-one: ‘><’ — ‘x’.

e Many-to-many: ‘\/\/’ — v’ or ‘w’.

Compound: Sets of substitution rules, where the first character of the substituted
strings in the whole set is same. For example, assume ‘!" is the first character of

the substituted strings in a set. Then that set may contain the following rules:

L!) Li? or 417

1< — K

9\ /P — ‘m’.

For the preprocessing phase, we use two structures: 7 and 75. T} is a hash table
of 8-bit ASCII characters [184]. During preprocessing, 7} is indexed by the ASCII
value of a character of the obfuscated spam word being preprocessed. 7) has three
fields: F, S, and A. F is a flag of 2 bits whose significance is written in Table 6.2. T5,
used for many-to-one, many-to-many, and compound substitutions, has three fields:
S1, Ss, and A. S; holds other than first characters for many-to-one, many-to-many,
and compound substitutions. S, holds the string to be substituted for S;. A holds
the next location in T3 for compound substitutions.

For example, assume the rule set is as given in Table 6.3: 7} and 75 look like
Figure 6.3 and Figure 6.4 for the rule set given in Table 6.3.

To prepossess the obfuscated spam word, we use a simple algorithm given in [86].
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Table 6.2: Significance of F' of the NFA state.
F Meaning

F =0 delete the character; the character is not a legitimate
character.

F =1 return string S; the character is legitimate or to be sub-
stituted by S.

F =2 gotothelocation A of T5; the character is the first char-
acter of many-to-one, many-to-many, and compound
substitutions.

F =3 unused

Table 6.3: Rule set
Input characters substituted to

0 0
| {i, I}
S8 X
\/\/ {v, w}
I< k

! (i, 1)
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Figure 6.3: Structure 73.
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Figure 6.4: Structure T5.
6.5 Detecting Best-Matched Words

We have used dynamic programming with state pruning to navigate the NFA to detect
the best-matched words. Dynamic programming is one of the techniques to navigate
the NFA [196,199]. But the main problem of dynamic programming is its large state
space [200,201]. This large state space increases computational time and computer
storage requirements. One of the methods to remove this problem is to prune some

of the states based on certain criteria:
e Prune the state, if the cost is greater than threshold, ©.

e Prune the state for “low cost”, if the cost is greater than the cost for the already

found word.

To prune the state during dynamic programming, we have to accumulate the cost as
the simulation is running from sg.
We have used Levenshtein distance [202] to determine the cost during the NFA

navigation. The Levenshtein distance between two strings, 7" and P is the minimal
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number of edit operations (insert, delete, and replace) required to convert P into T,
assuming P and T are obfuscated spam word and legitimate word, respectively. The
automaton in Figure 6.1 is built using English words including 7. Assume we are in
the initial state sp of the automaton in Figure 6.1 in our way to find the best matched

word for P. Now four different situations may occur:

o If py (first character of P) is ‘a’, then the next state will be s;. The cost for
this transition is 0 according to Levenshtein distance. The character index of

P will be increased by 1 for this transition, i.e., p; will be checked next.

e If we assume that the first character is deleted to obfuscate P, then the next
states will be s;, S9, -+, Sog. This corresponds to the e-transitions from sy in
Figure 6.1. The cost for this transition is 1 according to Levenshtein distance.
The character index of P will remain in its current value, i.e., pp will be checked

again.

e If we assume that the first character is inserted to obfuscate P, then the next
state will remain at sg. This corresponds to the [-transitions from sg to sp in
Figure 6.1. The cost for this transition is 1 according to Levenshtein distance.
The character index of P will be increased by 1 for this transition, i.e., p; will

be checked next.

o If we assume that pg is substituted by a to obfuscate P, then the next states
will be s9, -+, s96. This corresponds to the I'— ‘b’, I'— ‘¢’, --- transitions
from sq in Figure 6.1. The cost for this transition is 1 according to Levenshtein
distance. The character index of P will be increased by 1 for this transition,

i.e., p; will be checked next.

As we continue our search for the best matched word for P in the automaton (Fig-

ure 6.1), we have to deal the above mentioned four situations in every state of the
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automaton.
Above discussion does not include anything on how to deal with word boundary
problems. We simulate the automaton for P = pop; - - pim, P1P2 " " Pms P2D3 ** - Pms
- and collects the best matched words Wy, Wy, W, --- for costs Cy, Cq. Ca, ---,
respectively. For “low cost”, the solution is that word which corresponds to the lowest
cost. If the simulation produces two or more best matched words for the lowest cost,
then the solution is the longest word among the corresponding best matched words.
For “longer match”, the solution is the longest word among the best matched words.
If two or more best matched words have the same longest length, then the solution

is the lowest cost word.

6.5.1 Implementation

Assume S is the next state from sq for the input py. SL is the list of all possible next

states from sg. Then assuming that pq is the correct input, the best matched word is,
Wy «— DP(S,Cy, W _index + of fset)

where C (Cy = C) is the Levenshtein distance so far, W_indez is the current index
in the preprocessed word, and W _index + of fset is next index in the preprocessed

word to be processed. Generally the value of of fset is 1, however for the cases like

{i, 1}, of fset = 5.

If we assume that the first character is deleted, then the best matched word is,
W, « DP(SL,Cy, W _index)

where C; = C + 1.

If we assume that the first character is inserted, then the best matched word is,

Wy «— DP(sg,Ca, W_index + of f set)
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where Co = C + 1.

If we assume that pg is substituted, then the best matched word is,
Ws «— DP({SL — S8},Cs, W_index + of f set)

where C3 =C + 1.

Now, if we are looking for low cost match, then
W «— Min(Cy,Cy,Cs,Cs)
If we are looking for longer match, then
W — Maz(Wy, Wi, Wa, W)

The above statements are recursively used until we get the best-matched word.
In general, we have to replace sy by the current state.

Now to prune certain states, we have to check C and return from DP by
if C > © then return

before proceeding with calculating Ws. If we are looking for the low cost, then we

can further prune states by,
e calculation of W, should be done if

C0>C

e calculation of W, should be done if

Co>CANDZC, >C+1

e calculation of W5 should be done if
Co>CANDC, >C+1AND G >C+1
To deal with word boundary, we have to call D P with different values of W _index,

where W _index varies from 0 to m — 1 (m = length of the preprocessed word). The

pseudo-code of dynamic programming algorithm is given in [86].
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6.6 Example

To give an example, how the detection process described in Section 6.5 works on
the automaton in Figure 6.1, we assume that our dictionary consists of three words:
“off”, “offer”, and “few”. The automaton of these three words is drawn in Figure 6.2.
Also assume that the obfuscated word is “ofer”. The running space of the dynamic
programming described in Section 6.5.1 for “ofer” is drawn in Figure 6.5. To differ-
entiate between two f, we denote the second f as [ in Figure 6.5. x means that the
state is pruned as the cost becomes greater than ©. ® means the dead state that can

not be reached because of the character to be considered.

[ -2,0¢ |ns[ —1.1,%¢" |ns [ —2,1,'F [ —1,1,°F |nr

rjéJ\ &k Xk d k& Xk
'nwl —2,1,°r |n11

“off" 3.1,'¢|m2 [ —2,1,%¢” |mas
Sk xXx % kX dk xX
ol 4.1 7|1

—

[“off",3,1,'T
&t XX

I
]
>

Figure 6.5: Running space of the dynamic programming for the obfuscated word

‘ofer’.

In Figure 6.5, there are four outgoing paths from each state. These are for
normal, deletion, insertion, and substitution, that means, the matching algorithm is
recursively called for four times. The order of these calls has an impact on the time

complexity of the matching algorithm as will be discussed in Section 6.7. For our
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example here, we follow the order: normal, substitution, deletion, and insertion. In
Figure 6.5, leftmost outgoing path is for normal, second leftmost is for substitution,
and so on. © of our example is 1. Each node in the running space has the tuple of the
following four values: <W, corresponding state in the automaton, cost (Levenshtein
distance) from ng to the current state, and current character to be processed>.

The simulation starts with the values: <—, 0, 0, ‘0o’>. The simulation continues
with the first recursive call for the normal case that follows the leftmost path from
ng to n; in Figure 6.5. The value becomes <-—, 1, 0, ‘f’>. The simulation goes to
ns (<—, 1, 0, ‘f’>) from n, for the normal case. The simulation goes to a dead end as
it cannot continue from ns for the normal case. This is because the case that there
is no entry in P of ns of the automaton in Figure 6.2. If we assume that the next
character is substituted by ‘e’, then the next state would be ny. W in nj is “off”
with cost equals to 1 and 1 character to be checked. Thus for this W, the Levenshtein
distance is 2 which is greater than © (1). The simulation comes to a dead end for
the normal operation. Since the cost already equals to ©, the states for substitution,
insertion, and deletion operations are pruned, as they the costs in those states are
greater than ©. So, the simulation backtracks to nj to check the states for insertion
and deletion operations. The insertion operation leads the simulation to ny; without
any conclusion. The deletion operation leads the simulation to nys. Since the cost of
nyo is already 1, the states substitution, insertion, and deletion operations are pruned.
From nis, the simulation follows the path for normal operation to n,7 through ns. In
ni7, W is “offer” with cost equals to ©. Thus, “offer” is one of the possible matched
words for the obfuscated word “ofer” (for © = 1). Therefore, all four paths from ns are
tried. The simulation backtracks to n; to try the states for substitution, insertion, and
deletion operations. Both substitution and insertion operations lead the simulation
to ng without any conclusion. But deletion operation leads the simulation to n; with

the values: <—, 2,1. 1, ‘f'’>. <— 1, 1, ‘f’> of n; leads the simulation to n;3 without
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any conclusion. <—, 2, 1, ‘f’> of n; leads the simulation to the same path as n5 does
and concludes that the matched word is “offer” for the obfuscated word “ofer” (for
© = 1). Same descriptions can be applied for the substitution, insertion, and deletion

operations from ny.

6.7 Experiment

To experiment our proposed technique, we have used three different datasets: (i) man-
ually 100 obfuscations of “viagra” (dataset;), (ii) manually 100 obfuscations of 20
most obfuscated spam words (5 per word) [203] (dataset, ), and (iii) around 400 unique
obfuscated spam words obtained from around 20,000 e-mails (datasets). We have col-
lected these e-mails from the Ling-Spam corpus available in [204] and e-mails we got
in our e-mail accounts. First two datasets are mainly used to determine accuracy of
our system and the last one is mainly used to determine performance evaluation of

our system.

6.7.1 Size of the Automaton

We determine the sizes of the automaton (Section 6.3) for seven different English
word-sets found in [205] and tabulate our observations in Table 6.4. The relationship
between number of words in word-sets and the required number of states in the
automaton is not always linear, because of the character distribution in words of the
word-sets. For example, word-set; has more words than word-setg, but automaton
states of word-set; are less than that of word-sets.

The size of each state is 7 bytes in our implementation. Then the memory
requirement for the automaton for word-setg (highest value among seven word-sets

in Table 6.4) is 909 KB which is reasonable considering current price and availability
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Table 6.4: Size of the automaton for English dictionary.

Word-set number of Required number Required
Words of states memory (KB)
1 743 3,171 22
2 1,899 5,689 39
3 6,688 23,178 158
4 19,708 79,831 546
5 20,864 67,320 460
6 37,616 132,959 909
7 47,158 98,752 675

of the memory.

6.7.2 Effects of design parameters on detection accuracy

To determine the effects of design parameters on detection accuracy, we have used
all three datasets mentioned above. The considered design parameters are tabulated
in Table 6.5 along with the symbols used to represent those parameters. We have
not increased the value of © beyond 3, because if the Levenshtein distance between
an obfuscated word and the original word is greater than 2, the reader would most
probably be confused with the obfuscated word. This will oppose the principle of
spams. For this reason, the spammers does not like to obfuscate more than twice in
a word. The experiments with the real spams also show that © = 2 gives the best
detection accuracy (Figs. 6.14, 6.15, 6.16, and 6.17).

For each simulation, we have collected three types of data: (i) detection accuracy,
(ii) false detection, and (iii) no detection (fail to make any decision). We will see in

the following how the parameters in Table 6.5 affects these three types of data.
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Table 6.5: Design parameters considered in our experiments.

Design parameters Symbols
Longer match L
Low cost r

Word boundary (active) W
Word boundary (disabled) W’

Rule set (used) R
Rule set (unused) R’
Threshold O(0<O<3)

Experiment on Dataset;

Figure 6.6 shows the experimental results on dataset; for L. Using © > 2 does
not increase the detection accuracy at all. Using rule set gives the best detection
accuracy as it lowers the false detection. However, word boundary does the opposite
as it increases the false detection.

Figure 6.7 shows the experimental results on dataset; for L. Using © > 2 in-
creases the detection accuracy when the rule set is not used. To understand this,
assume “vi(@)gr@” as the obfuscated word. Without the rule set, the preprocessed
word becomes “vigr’. For low cost, our system produces “big” with cost 1 (‘b’ is
substituted by ‘v’). For longer match, it produces “viagra” with cost 2 (deletion of
2 a’s) which is correct best-matched word for “vi(@)gr@”. Like Figure 6.6, word
boundary increases the false detection.

Figure 6.8 and Figure 6.9 show the experimental results on dataset; for R’ and
R, respectively. These are to see the effects of L on the system performance. Both

figures prove that longer match gives better results.
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Figure 6.6: Experimental results on dataset; for L’: (a) detection accuracy, (b) false

detection, (c) no detection.

Experiment on Dataset,

Figure 6.10 shows the experimental results on dataset, for L’. Using © > 2 does

not increase the detection accuracy significantly, on the other hand, it decreases the

detection accuracy for some cases. Like experiments with dataset;, rule set gives the
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Figure 6.7: Experimental results on dataset, for L: (a) detection accuracy, (b) false

detection, (c) no detection.

best detection accuracy as it lowers the false detection. Similarly, word boundary

does the opposite as it increases the false detection.

Figure 6.11 shows the experimental results on dataset, for L. Using © > 2

increases the detection accuracy most of the time, but decreases the rate for RW’ (see
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Figure 6.8: Experimental results on dataset; for R’: (a) detection accuracy, (b) false

detection, (c) no detection.

Table 6.5 for the meaning). However in general, R increases the detection accuracy
and word boundary decreases the detection accuracy as in Figure 6.10.
Figure 6.12 and Figure 6.13 show the experimental results on datasets for R” and

R, respectively. These are to see the effects of L on the system performance. Like
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Figure 6.9: Experimental results on dataset, for R: (a) detection accuracy, (b) false

detection, (c¢) no detection.

Figure 6.8 and Figure 6.9, both figures prove that longer match gives better results.
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detection, (c) no detection.

Experiment on Dataset;

Like experiments on dataset, and dataset,, RW’L give better performance for datasets.

But for the datasets, for © > 2, performance is starting to degrade most of the cases.

This is because that datasets is built with the spam words from real spammers. The
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Figure 6.11: Experimental results on dataset, for L: (a) detection accuracy, (b) false

detection, (c) no detection.

goal of spammers is to go through the spam filters and yet convey the message to the
readers without much confusion. If the Levenshtein distance between an obfuscated
word and the original word is greater than 2, the reader would most probably be

confused with the obfuscated word. For this reason, experiments on dataset; gives
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Figure 6.12: Experimental results on datasets for R": (a) detection accuracy, (b) false

detection, (c) no detection.

best detection performance at © = 2.

From the above experiments, we can conclude that

e O gives the best results:

> No detection becomes 0 when © > 2.
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Figure 6.13: Experimental results on dataset, for R: (a) detection accuracy, (b) false

detection, (c) no detection.

> Most of the case, especially the experiments with datasets. if © > 2, the

detection accuracy decreases due to higher false detection.

e R gives better result than that of R’

e W’ gives better result than that of W.
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Figure 6.14: Experimental results on datasets for L’: (a) detection accuracy, (b) false

detection, (c) no detection.

e L gives better result than that of L.

e Maximum detection accuracy is 100% (on datasets, for © = 2, RW'L).
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Figure 6.15: Experimental results on datasets for L: (a) detection accuracy, (b) false

detection, (c¢) no detection.

6.7.3 Time complexity

The time complexity for preprocessing is O (m), where m is the number of characters
in the obfuscated word. Since the time complexity of the preprocessing is easy to

understand, we don’t further explain or experiment for the preprocessing time com-
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Figure 6.16: Experimental results on datasets for R’: (a) detection accuracy, (b) false

detection, (c) no detection.

plexity. We are interested here to determine the time complexity of detecting the

best-matched word in the automaton.

We have used only datasets to determine the time complexity of our system.

We assume that one time step is required to execute the dynamic program, i.e.. the
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Figure 6.17: Experimental results on datasets for R: (a) detection accuracy, (b) false

detection, (c) no detection.

simulation requires one time step each time it visits a state of the whole simulation
space. Thus to determine the time complexity, we count the number of visited states
of the simulation space (not automaton states) during simulation. Among different

variations of L, W, and R. we have chosen L', W’, and R to determine our time



Best Matching 177

complexity.

600

—— NDSI
—— NDIS

Il —=— NSDI
0 —— NSID
—— NIDS
—— NISD

400

Number of visited states
8
[=]

Number of visited states

0 1 2 3 1 2 3
Threshold Threshold

(a) (b)
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Figure 6.18 shows the experimental results for six variations of recursive calling
order. In Section 6.6, we mentioned that the simulation program is recursively called
four times for: normal (N), deletion (D), insertion (I), and substitution (S). Since
for normal call, the cost remains the same, we prefer to put N at first in order. The
remaining three calls can be ordered in six different ways. So, Figure 6.18 has six plot
for each of these variations. Assume L is the number of characters in the preprocessed
obfuscated word. For a meaningful value, we have normalized the number of visited
states by L, i.e., the numbers in y-axis in Figure 6.18 must be multiplied by L to get
the actual value. In Section 6.7.2, we proved that © = 2 gives the best detection
accuracy in most of the cases. In Figure 6.18, for © = 3 increases time complexity of
the system significantly. Thus © = 2 is the best in respect of both time and accuracy.
In Figure 6.18, the variation NSDI gives the best time complexity. To explain this,
we have tabulated in Table 6.6 the counts of the occurrences of the different types

of errors in dataset;. Fillers are handled by the preprocessing. To calculate the
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Table 6.6: Occurrence of different types of errors.

Types of errors No. of occurrence (%)
insertion (filler) 100 21.79
insertion (char) 100 21.79
deletion 12 2.61
transpose ) 1.09
substitution (filler) 164 35.73
substitution (char) 41 8.93
word boundary 37 8.06

time complexity of the dynamic programming, we have to exclude fillers from the
calculation. Then insertion occurs more than deletion or substitution. According to
the count, NISD should give the best time complexity. This does not happen during
the simulation, because of the position of occurrences of errors. For example, “iagra”
requires more time than that of “vigra”, i.e., if the obfuscation occurs in the earlier
position, it requires more time to get the result. From the experiments, the time
complexity is much less than n x m which is required to simulate an NFA, where n

= number of states in the NFA.

6.8 Complexity Analysis

To determine the time complexity of the dynamic programming, let us consider a
tree-like structure as drawn in Figure 6.5. If © = 0, then number of possible paths
in that tree is 1. The number of possible paths for © =1,2,3,---,L are 3L, 3*((L —
1Yoz 4 1) SAE = D) drens 4 D) (=) & ¢ ok 1) & (& = D)icpeoer § ), 29, 3V,

respectively.
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In Figure 6.5, there are four outgoing transitions from each state. To simplify
our calculation, assume the probabilities for all these transitions are equal and the
dynamic programming checks all four transitions with same priority. For each path
in the tree in Figure 6.5, L states are visited. Then the average number of visited

states, V, can be written as,

e For © =0,

V, =12
e For © =1,

V, =312
e For © = 2,

e In general,

V, =312 (6.2)

Comparing the theoretical value of V, (Equation 6.8) with the practical value of
V., (Figure 6.18), we can conclude the following:

e V, increases exponentially in both cases.

e Because of the state pruning of the dynamic programming, V, in practical cases,

would be smaller than theoretical V.

e Also in practical cases, transition probabilities are not equal and so the different

sequences of transitions show different values of V, in Figure 6.18.
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6.9 Conclusion

In this chapter, we have proposed a novel Best Match technique required to de-
tect best-matched English words of obfuscated spam words. We have used a non-
deterministic finite automaton (NFA) to build the English dictionary. We have used
dynamic programming with state pruning to detect the best-matched word of an ob-
fuscated spam word in the NFA. We have done extensive numerical simulations to
prove the accuracy of our proposed system. We have varied different design param-
eters during simulations to show the effects of these parameters on the accuracy of
the detection. Our system can detect best-matched words of the words obfuscated by
spammers using five different techniques: insertion, deletion, substitution, transpose,
and word boundary. Upto our knowledge, no other system can deal with all these
obfuscating techniques so quickly as ours. Using simulations, we have determined the
time complexity of our system which is far less than the time complexity required
to simulate an NFA. We also present the time complexity analysis that complies the
simulation results.

Our proposed system cannot detect “VwwlwwAwwGwwRwwA” using any of
the above mentioned variations. Because the Levenshtein distance between “Vwwl-
wwAwwGwwRwwA” and “viagra” is 10 which is greater than the biggest © = 3
in out experiments. We can introduce more intelligence inside the preprocessing to
eliminate w’s from “VwwlwwAwwGwwRwwA”. We keep this as a future work of our

research on Best Match.



Chapter 7

Conclusion and Future Works

This dissertation five major contributions.

7.1 Exact Match—Sequential Solution

Exact match is to find all occurrences of pattern in the text string. Exact match
is required for differentiated service, server load balancing, security and so on. The
existing sequential solutions have the following problems: (i) use pre-processing, i.e.,
not suitable for hardware implementation, (ii) use large amount of memory, and
(iii) very complex for the implementation.

We have proposed an exact matching algorithm that requires reduced time com-
plexity. The proposed algorithm requires a small amount of memory, and shows better
performance than any other related algorithms as proved by numerical analysis and

extensive computer simulations. These works are published in [55,81].
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7.2 Exact Match—Parallel Solution

The average time complexity for implementing the exact matching algorithm on a sin-
gle processor was proved to be O (n). To meet the requirement of the exact matching
algorithm, several hardware solutions were proposed that made use of advances in
VLSI and processor array design techniques. The existing parallel solutions have
the following problems: (i) use Ad-hoc approach and (ii) do not guarantee to exhibit
optimum speed and area complexities.

We have presented a systematic technique for expressing the string search algo-
rithm as a regular iterative expression to explore all possible processor arrays. The
technique allows some of the algorithm variables to be pipelined while others are
broadcast over system-wide buses. Nine possible processor array structures are ob-
tained and analyzed in terms of speed, area, power, and I/O timing requirements.
The proposed designs exhibit optimum speed and area complexities. These works are

published in [65, 82, 83].

7.3 Embedding Technique

The main disadvantage of existing methodologies on parallel exact match is that
different-sized processor arrays are produced each time the algorithm parameters
change. Also the resulting processor array size might exceed the hardware resource
constraints. The parallel solution requires an embedding technique that embeds a
source processor array onto a target processor array having smaller number of PEs
to meet the hardware resource constraint. In the existing techniques, the embedded
architectures shows the degraded performance.

We have proposed a novel embedding technique. Through numerical analysis and

extensive computer simulation, it is proved that the performance of the embedded
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array shows the same performance as the source array. These works are published

in [66,84].

7.4 Longest Prefix Match

LPM is primarily used to determine the best next_hop route for a packet based on its
destination address. The existing solutions have the following problems: (i) expansion
problem, and (ii) slow update of the lookup-table.

We have proposed a novel variable-stride multi-bit trie data structure for IP-
lookup table to assist fast IP-lookup and fast lookup table update. In this dissertation,
we first explicitly elaborate the solution of a problem in expanding IP addresses.
Through extensive computer simulation on several routing tables, it is proved that
our proposed algorithm shows better performance (lookup and update time) than
existing algorithms. However, our proposed technique requires larger memory than
others. But the memory requirement is quite acceptable considering the current
memory availability and price.

In future, we plan to propose a hardware for the LPM problem described in

Chapter 5.

7.5 Best Match

As people are getting and blocking spams, the spammers are becoming cunning day
by day. They obfuscate the well-known spam words in different ways to circumvent
the spam filtering strategies. If obfuscated words can be replaced by the best-matched
English words before filtering, then the filtering techniques would perform better. The
existing solutions do not deal with five techniques used by spammers: (i) insertion,

(ii) deletion, (iii) transpose, (iv) substitution, and (v) word boundary.
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We have proposed a novel Best Match technique required to detect best-matched
English words of obfuscated spam words. We have used an NFA to build the English
dictionary. We have used dynamic programming with state pruning to detect the
best-matched word of an obfuscated spam word in the NFA. We have done exten-
sive numerical simulations to prove the accuracy of our proposed system. Upto our
knowledge, no other system can deal with all these obfuscating techniques so quickly
as ours. These works are published in [87].

In future, we plan to:

e introduce more intelligence inside the preprocessing of the Best Match technique

described in Chapter 6, and

e propose a hardware for the Best Match technique described in Chapter 6.
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