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ABSTRACT

Wireless communications has gone through tremendous growth in the past decades.

There has been a shift in wireless network research from spectral efficiency and quality

of service (QoS) constraints to energy efficiency and green communications to reduce

power consumption. Green energy resources such as solar, wind, thermal and mechan-

ical vibrations can be employed to increase the energy efficiency of energy-constrained

networks such as wireless sensor networks. Converting the available energy in the sur-

rounding area into electricity, energy harvesting (EH), has been the subject of recent

research. EH from radio frequency (RF) signals can be utilized to prolong the lifetime

of devices in energy-constrained systems. Wireless power transmission (WPT) for EH

is a promising solution to provide a reliable source of energy for devices which are

difficult to service due to mobility and/or hard to reach locations.

The integration of relaying into conventional wireless networks is promising to

increase the coverage area and reduce power consumption. However, the extra power

consumed to relay signals may be a problem that can be mitigated by WPT. WPT

has made it possible for relays to power themselves by capturing ambient energy

wirelessly. The received signal at the relay can be utilized to both forward information

and harvest energy.

This dissertation focuses on practical energy harvesting schemes in wireless com-

munication networks. Further, the broadcast nature of wireless systems makes wire-

less transmissions more vulnerable to eavesdropping compared to wired signals. The

goal of this work is to develop EH schemes that are capable of supplying sustainable

energy to the relays and overcoming the secrecy hazards from potential eavesdroppers.

Power splitting (PS) and time switching (TS) are studied in communication networks

to prolong the lifetime of an energy-constrained relay. First, a dual hop system with

an amplify and forward (AF) relay employing wireless information and power transfer

(WIPT) via power splitting is studied. Optimal transmit antenna selection that max-

imizes the end-to-end signal to noise ratio (SNR) at the destination is considered and

the outage probability is derived. It is shown that the outage probability increases

with the number of transmit antennas but this also increases the system complexity.

Since the spectral efficiency with two-way relaying is higher than with one-way

relaying, a two-way EH-based relay network with an eavesdropper is investigated.

The secrecy capacity at the users is derived for two diversity combining cases at

the eavesdropper, selection combining (SC) and maximal ratio combining (MRC).



v

A friendly jammer is introduced to increase the secrecy capacity of the users by

reducing the received signal to noise ratio at the eavesdropper since the signal of the

jammer is considered as noise at the eavesdropper. The corresponding optimization

problem is reformulated using the single condensation method (SCM) and geometric

programming (GP) into a convex optimization problem. Then, GP is used to jointly

optimize the power splitting factor of the relay and transmit powers of the two users

and jammer to maximize the secrecy capacity of the system. Imperfect cancellation

of the jamming signal at the relay is assumed. It is shown that increasing the power

allocated to the jammer decreases the secrecy capacity at the users. However, when

perfect jamming signal cancellation is assumed, increasing the power allocated to

the jammer increases the secrecy capacity at the users. The secrecy capacity is also

shown to be greater with a jammer than without a jammer. Channel state information

uncertainty at the eavesdropper is also considered as an extra noise source.

TS at the relay of a two-way EH-based relay network was also considered. GP

is used to jointly optimize the time switching ratio of the relay and transmit powers

of the two users and jammer to maximize the secrecy capacity of the system. It is

shown that PS two-way relaying achieves a better secrecy capacity than TS two-way

relaying.
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Chapter 1

Introduction

1.1 Background and Motivation of Wireless Power

Transfer

Wireless communication networks have experienced exponential growth due to smart

electronic devices and internet of things (IoT) applications. However, the increased

power consumption of wireless communication systems puts a burden on service

providers and also has a harmful impact on the environment, e.g. greenhouse ef-

fect [1]. Thus, careful wireless system design is a must for these increasing demands.

To address this challenge, industry and academia have to develop energy efficient

systems. One approach is to employ cooperative communications which allows nodes

within a network to collaborate for information transmission. This leads to improved

network connectivity, enhanced energy efficiency and increased reliability. Hence,

cooperative communications can be used to improve the performance of wireless net-

works with constrained resources [2]–[4].
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Energy harvesting (EH) from ambient energy sources such as sunlight can be used

to enable green communications to significantly reduce the pressure on battery power

or grid energy. In particular, the harvested energy can be used to reduce the need

to recharge the batteries of wireless nodes as accessing these batteries can be costly,

impractical or undesirable. With renewable energy sources such as solar and thermo-

electric [5], the randomness of energy availability is a main problem [6]. Therefore, it

is important to use this energy to maximize system utility while minimizing energy

outage. Among other energy sources such as thermal, wind, and piezoelectric, radio

frequency (RF) signals are promising for EH [7]. Since RF signals carry both energy

and information, energy-constrained nodes can harvest energy and process informa-

tion simultaneously [8]. However, a careful design at the receiver is required to reliably

decode information and harvest energy successfully [8] [9]. Recently, RF EH has been

studied as a promising candidate to extend the lifetime of energy-constrained wireless

networks [10].

Ensuring secure communications between nodes is another motivation of this

work. As a result of the massive number of devices in wireless communication net-

works, a network coordinator or controller may not be available or it is not practical

to enable encrypted transmission by distributing security keys [11]. Further, keys

can be intercepted by eavesdroppers as a result of the broadcast nature of wireless

transmissions. Simple and low complexity security methods are required for energy-

constrained wireless communication networks. Conventional cryptography may not

be suitable because of the computational and key management costs which result

in high complexity and resource consumption [12]. Therefore, it is a challenge to se-

cure energy-constrained networks. Physical layer security is an emerging technique to
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improve the security of wireless networks. Compared to conventional cryptographic

schemes, physical layer security is a very different paradigm. In physical layer secu-

rity, secrecy is achieved by exploiting the characteristics of the wireless system such

as the time-varying nature of fading channels [13]. The main challenge is to provide

secure communications while minimizing the energy consumption at EH nodes.

Most of the research in information processing and wireless energy harvesting has

considered point-to-point communications and the rate-energy tradeoff for various

system configurations. These include single-input single-output (SISO) [14], [15],

[16], multiple-input single-output (MISO) [17], single-input multiple-output (SIMO)

[18], and multiple-input multiple-output (MIMO) [19]. EH relies on two switching

techniques to receive information and perform EH, opportunistic time switching (TS)

and dynamic power splitting (PS) [20]. For TS, the receive antenna switches between

an EH receiver and an information decoding (ID) receiver periodically. For PS, the

received signal is split into two portions, one sent to an EH receiver and the other to

an ID receiver. Wireless energy harvesting has also been considered for orthogonal

frequency division multiplexing (OFDM) [21] and cognitive radio [22] systems. Energy

beamforming for a multi-antenna wireless broadcasting system with wireless energy

harvesting was studied in [23]. Furthermore, multiuser scheduling was considered in

[24] with wireless energy harvesting.

Recently, wireless relaying networks which employ energy harvesting from RF

signals have been considered [25]–[27]. In [28], the optimal source and relay precoding

in a MIMO relay system was studied for different rate-energy tradeoffs. The outage

performance of cooperative communication systems was studied in [27]. The relay

in [27] and [28] was assumed to have its own energy and so does not need to charge
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from external sources. Simultaneous information and power transfer for multiuser

and multihop communications was investigated in [29]. It was assumed that the relay

is capable of processing information and harvesting energy simultaneously, but the

analysis in [14] showed that this assumption does not hold in practice. In [30], dual

hop full-duplex relaying with energy harvesting using time switching was proposed

and the outage probability and ergodic capacity of the system were derived. A greedy

switching policy was introduced in [25] to minimize the outage probability at the

destination of a three node cooperative system employing EH. In [26], the impact

of the power splitting factor was evaluated for a two-way amplify and forward (AF)

relay with SWIPT.

Physical layer security [31], [32] is a promising approach to secure wireless commu-

nications. Two-way relay networks were considered in [33]–[36] as relays are vulner-

able to eavesdropping and can be trusted or untrusted. In [34], the tradeoff between

secrecy and system complexity was studied for a two-way trusted relay network with

three different antenna selection schemes. The effect of a friendly jammer on the

physical layer security was studied in [33] for two-way untrusted relays. EH was con-

sidered in [37]–[39] to deal with the energy shortage of a two-way relay and maintain

secure communications. In [37], an untrusted power splitting relay as an active eaves-

dropper or passive eavesdropper with one-way and two-way relaying. The secrecy

outage probability was derived in [38] for an AF two-way untrusted relay employing

energy harvesting. In [39], two-way communications via a wireless powered untrusted

relay was considered for confidential communications using a friendly jammer.
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1.2 Geometric Programming and the Single Con-

densation Method

In this section, a brief description of geometric programming (GP) and the single

condensation method (SCM) is given. GP is used to obtain a nonlinear but convex

optimization problem with convex objective and inequality constraint functions and

linear equality constraints. This is achieved via a logarithmic change of variables and

a logarithmic transformation of the objective function and constraints. The resulting

convex problem can be solved efficiently using CVX solvers [40].

A GP problem has the form [40]

minimize f0(x) (1.1a)

subject to fi(x) ≤ 0, i = 1, . . . ,m, (1.1b)

gi(x) = 1, i = 1, . . . , p (1.1c)

where the fi are polynomial functions, gi are monomials, and xi are the optimization

variables. A real valued function f of the form f(x) = cxa11 x
a2
2 . . . xann where c > 0 and

ai ∈ R is a monomial function. The sum of two or more monomials is a polynomial

function such that f(x) =
∑K

k=1 ckx
a1k
1 xa2k2 . . . xankn where ck > 0.

The objective function in (1.1a) is a ratio of two posynomials, so it cannot be

transformed into GP form. To solve this issue, the denominator is approximated

as a monomial function using SCM [41]. SCM provides an upper bound on the

ratio of posynomials. This ratio can be put into GP form by approximating the

denominator of the ratio of posynomials with a monomial, but leaving the numerator
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as a posynomial. For example, w(x) =
∑

i ui(x) is the denominator of a ratio of

posynomials, where x is a vector of the optimization variables. w(x) is the sum of i

monomials, so it is a posynomial by definition, and the monomial approximation of

w(x) using SCM is

w(x) =
∏
i

(
ui(x)

αi

)αi
, (1.2)

such that w(x) ≥ w(x). For a given x, the αi are obtained such that

αi =
ui(x)

w(x)
, (1.3)

and w(x) is substituted for w(x) in the optimization problem. The objective function

after SCM approximation is a posynomial. GP is used to obtain a nonlinear but

convex optimization problem with convex objective function and inequality constraint

functions and linear equality constraints. A logarithmic change of variables and a

logarithmic transformation of the objective function and constraints are used to obtain

a GP form. The resulting convex problem can be solved efficiently using CVX solvers

[40]. As the optimal solution can be far from the initial guess x0 used in the SCM

approximation, an iterative approach is used to solve this problem.

1.3 Research Objectives and Organization

Chapter 2 In this chapter, a dual hop, half-duplex amplify and forward (AF) relay

is considered to forward the information signal from a source equipped with

multiple transmit antennas to the destination. The relay does not have a fixed

power supply, so it depends on the energy harvested from the source signal
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to amplify and forward the information signal to the destination node. The

transmit antenna at the source is selected to maximize the end-to-end signal

to noise ratio (SNR). The outage probability for a given transmission rate is

derived as a function of the power splitting factor at the relay. It is shown that

the proposed energy harvesting (EH)-based scheme outperforms the direct link

model (without a relay). Further, there exists an optimal power splitting factor

at which the outage probability is minimized. The impact of the relay placement

on the outage performance is studied. The best performance is achieved when

the relay is closer to the source node. The contributions of this chapter were

published in [94].

Chapter 3 In this chapter, two users exchange information through a wireless pow-

ered two-way relay in the presence of an eavesdropper and cooperative jam-

mer. The jammer transmits artificial noise to prevent the eavesdropper from

overhearing the information signals. In this network, the relay relies solely on

harvesting energy from the sources and jammer signals. Perfect self-interference

cancellation is assumed for both sources so each source is capable of recover-

ing the information signal of the other source assuming perfect channel state

information (CSI) [35], [36], and [42]. The goal is to optimize the power allo-

cated to the users and jammer and the power splitting to maximize the secrecy

capacity [43]. The single condensation method (SCM) is used to convert the

objective function to a standard geometric programming (GP) form. Then, GP

is employed to transform the optimization problem into a convex problem. The

contributions of this chapter were published in [109].

Chapter 4 The system model in Chapter 3 is modified assuming imperfect esti-
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mation of the channels connecting the eavesdropper to the other nodes in the

system. Further, imperfect cancellation of the jamming signal at the relay is

studied. Two combining techniques are employed at the eavesdropper, selec-

tion combining (SC) and maximal ratio combining (MRC). SCM is used to

convert the objective function to a standard GP form. Then, GP is employed

to transform the optimization problem into a convex problem.

Chapter 5 In this chapter, the secrecy capacity of the system model in Chapter 3 is

studied with a relay that employs time switching to harvest energy and decode

information. The effect of imperfect estimation of the channels connecting the

eavesdropper to the other nodes in the system is studied. In addition, the

jamming signal is not perfectly canceled at the relay which reduces the received

signal to noise ratio at the users. The time switching ratio and the transmit

power allocated to the users and jammer are jointly optimized to maximize the

secrecy capacity. The eavesdropper employs selection combining and maximal

ratio combining for the wiretapped signals to maximize the received signal to

noise ratio.

Chapter 6 Some conclusions are given as well as suggestions for future work.

In the next chapters, the reader will notice some repetition. This is because the

chapters are taken from the corresponding published and submitted journal papers.
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Chapter 2

Optimal Transmit Antenna

Selection with Wireless

Information and Power Transfer

In this chapter, a dual hop system with an amplify and forward (AF) relay employing

wireless information and power transfer (WIPT) via power splitting (PS) is studied.

Optimal transmit antenna selection that maximizes the end-to-end signal to noise

ratio (SNR) at the destination is considered. It is assumed that a direct link between

the source and destination also exists. The exact outage probability is derived and

numerical results are presented.

The main contributions of this chapter are as follows.

1. Upper bounds on the cumulative distribution function (CDF) of the end-to-end

SNR are derived.

2. The outage probability (OP) is derived and the number of transmit antennas
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at the source is varied to study the effect on the outage probability.

3. An optimal antenna selection scheme is proposed to maximize the signal to

noise ratio at the destination. The performance was compared to the case with

direct link.

2.1 System Model and Signal Representation

The wireless cooperative system considered is shown in Fig. 2.1. A source S with St

transmit antennas communicates with a destination D utilizing both a direct link and

a relay link, while the relay R and D are equipped with single antennas [30]. This

model describes a downlink mobile communications system. The mobile nodes have

only one antenna because their size is limited while the basestation has more than one

antenna. The system employs AF relaying at the relay with PS factor θ, 0 ≤ θ ≤ 1,

such that a fraction θ of the received signal is dedicated to energy harvesting. It

is assumed that the channels between the ith source antenna, i = 1, . . . , St, and

D, hSi,D, the ith source antenna and R, hSi,R, and R and D, hR,D, are subject to

independent Rayleigh fading and modelled as mutually independent and identically

distributed complex Gaussian random variables with zero mean and average power

λSD, λSR, and λRD, respectively. The distances between S and D, S and R, and R

and D are dSD, dSR, and dRD, respectively. The transmit antenna that maximizes

the signal to noise ratio (SNR) at the destination is selected.

A summary of the notation employed is given in Table 2.1.
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Figure 2.1: The system model with source antenna j selected for transmission.
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Figure 2.2: The data transmission time frame.
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Table 2.1: Notation

Symbol Description

S Source

D Destination

St Number of transmit antennas at the source

R Relay

θ Power splitting factor

hSi,D Channels between the ith source antenna and D

hSi,R Channel between the ith source antenna and R

hR,D Channel between R and D

λij Average power of the channel link between node i and node j

dSD Distance between node i and node j

xi Signal transmitted by node i

Pi Transmit power of node i

yR Signal received at node R

yDi Signal received at node D in transmission phase i

nai Baseband AWGN at node i

σ2
nai

Variance of the baseband AWGN at node i

nci Noise due to RF to baseband signal conversion at node i

σ2
nci

Variance of the additive noise due to RF to baseband conversion at node i

Continued on next page
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Table 2.1 – Continued from previous page

Symbol Description

ni Overall AWGN at i

σ2
i Overall noise variance at node i

yRe Energy harvesting signal at the relay

yRi Information retrieval signal at the relay

EH Harvested energy

ζ Energy conversion efficiency

GR Amplifier gain of the relay

Kn(.) The nth order modified Bessel function of the second kind

m Path loss exponent

RT Required transmission rate

In the proposed system, there are two data transmission phases as shown in Fig.

2.2. In the first phase, S sends a signal xS to both R and D with fixed power PS.

The narrow band signals received at R and D in this phase are

yR =

√
PS√
dmSR

hSi,RxS + naR (2.1)

yD1 =

√
PS√
dmSD

hSi,DxS + naD + ncD , (2.2)

respectively, where naR and naD are the baseband additive white Gaussian noise

(AWGN) at the receive antennas of R and D with zero mean and variances σ2
naR

and

σ2
naD

, respectively. The receiver at the destination down-converts the radio frequency,
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(RF), signal to baseband and processes the baseband signal, where ncD is the additive

noise due to RF to baseband signal conversion with zero mean and variance σ2
ncD

. The

overall AWGN at D is nD = naD + ncD with variance σ2
D = σ2

naD
+ σ2

ncD
. A block

diagram of the relay receiver is given in Fig. 2.3. The received signal at R, yR, is

split with PS factor θ such that a fraction

yRe =
√
θyR =

√
θPS√
dmSR

hSi,RxS +
√
θnaR (2.3)

is forwarded to the EH receiver. The remaining fraction

yRi =
√

1− θyR + ncR (2.4)

=

√
(1− θ)PS√
dmSR

hSi,RxS +
√

1− θnaR + ncR , (2.5)

is forwarded to the information receiver where ncR is the AWGN of the RF to baseband

signal conversion circuit at R with zero mean and variance σ2
ncR

. In (2.5), the overall

AWGN at R is nR =
√

1− θnaR + ncR with variance σ2
R = (1 − θ)σ2

naR
+ σ2

ncR
. The

energy harvested in the first phase is

EH =
ζθPS|hSi,R|2

dmSR

T

2
, (2.6)

where ζ is the energy conversion efficiency, 0 < ζ < 1, which depends on the EH

receiver design. The time portion used to receive and harvest energy at the relay is

T/2. Since the noise term in (2.3) is much smaller than the signal term, only the

energy from the transmitted signal is harvested as given in (2.6). In the second phase,

the relay amplifies yRi and forwards it to D using the harvested energy in the first
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Figure 2.3: The relay receiver block diagram.

phase. The relay transmit power can then be expressed as

PR =
EH
T/2

=
ζθPS|hSi,R|2

dmSR
, (2.7)

so the transmitted signal is

xR = GRyRi, (2.8)

where GR is the relay gain as defined in [44]

GR =

√
PR

(1− θ)PS|hSi,R|2d−mSR + σ2
R

. (2.9)
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The received signal at D from the relay in the second phase is

yD2 = xRhR,D + nD. (2.10)

2.2 Outage Probability Analysis

The destination receives two observations of xS given by (2.2) and (2.10). It is as-

sumed that the destination employs a minimum mean squared error (MMSE) receiver.

The instantaneous post-processing SNR at the destination can be expressed as [45]

γi = γSi,D +
γSi,RγR,D

1 + γSi,R + γR,D
, (2.11)

where γSi,D =
PS |hSi,D|

2

σ2
Dd

m
SD

is the SNR between the ith transmit antenna of the source

and the destination. The SNR between the ith source antenna and the relay is

γSi,R =
(1−θ)PS |hSi,R|

2

σ2
Rd

m
SR

, and γR,D =
ζθPS |hSi,R|

2|hR,D|2

σ2
Dd

m
SRd

m
RD

is the SNR between the relay

and destination. MIMO training methods can be used to estimate hSi,R, hSi,D, and

hR,D for antenna selection. A short narrowband signal as in [45] can be used to

estimate (2.11). Then the destination feeds back to the source the index of the

antenna corresponding to the largest γi. The optimal transmit antenna is

j = arg max
i
{γi}. (2.12)

Unfortunately, a closed form expression for the cumulative distribution function

(CDF) or probability density function (PDF) of γi cannot be obtained, but an upper
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bound is given by [46] and [47]

γi ≤ γSi,D + min{γSi,R, γR,D}. (2.13)

The upper bound on the SNR at D when the jth transmit antenna is selected is

γupper = γSj ,D + min{γSj ,R, γR,D}. (2.14)

A system outage implies that the mutual information I is below the required trans-

mission rate RT , i.e.

Pout = Pr {I < RT} = Pr {1/2 log2(1 + γ) < RT} , (2.15)

where γ is the SNR at the destination. The factor 1/2 reflects the two time phases

required for data transmission from the source to destination. The PDFs of γSi,D

and γSi,R are fγSi,D(x) = 1
αSD

e
− x
αSD and fγSi,R(x) = 1

αSR
e
− x
αSR , respectively, where

αSD =
PSλS,D
σ2
Dd

m
SD

and αSR = (1−θ)PSλSR
σ2
Rd

m
SR

. The CDF of the R-D link is then

FγRD(x) = Pr {γR,D < x} (2.16)

= Pr

{
|hRD|2 <

xσ2
Dd

m
SRd

m
RD

ζθPS|hSi,R|2

}
(2.17)

= 1− 1

λRD
e
− xσ2Dd

m
SRd

m
RD

ζθPSλRD |hSi,R|
2
. (2.18)

Substituting Y = |hSi,R|2 in (2.18) gives

FγRD(x) = 1− 1

λRD
e
−xσ

2
Dd

m
SRd

m
RD

ζθPSλRDY . (2.19)
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Since |hSi,R|2 is an exponential random variable with mean value λSR, f|hSi,R|2(y) =

1
λSR

e
− y
λSR . Conditioning (2.19) over Y and taking the expected value gives

FγRD(x) =

∫ ∞
0

(1− 1

λRD
e
−xσ

2
Dd

m
SRd

m
RD

ζθPSλRDy )fy(y)dy (2.20)

= 1− 1

λRDλSR

∫ ∞
0

e
−xσ

2
Dd

m
SRd

m
RD

ζθPSλRDy e
− y
λSR dy (2.21)

= 1− 1

λRDλSR

∫ ∞
0

e
− 4xσ2Dd

m
SRd

m
RD

ζθPSλRD

1
4y e
− 1
λSR

y
dy. (2.22)

Using [48, §3.324.1], we obtain

FγRD(x) = 1− Ξ
√
xK1(Ξ

√
x), (2.23)

where Ξ =
√

4σ2
Dd

m
SRd

m
RD

ζθPSλSRλRD
and Kn(.) is the nth order modified Bessel function of the

second kind. Given fγRD(x) =
∂FγRD(x)

∂x
and using [48, §8.486.18], the PDF of the

R-D link is fγRD(x) = Ξ2

2
K0(Ξ

√
x). The CDF of the upper bound on the SNR is

Fupper(c) =

∫ c

0

A(c, x)St
Ξ2

2
K0(Ξ

√
x)dx+

∫ ∞
c

B(c)St
Ξ2

2
K0(Ξ

√
x)dx (2.24)
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where

A(c, x) = 1− αSD
αSD − αSR

e
− c
αSD +

αSR
αSD − αSR

e
− c
αSD e−xg, (2.25)

= a+ be−xg, (2.26)

a = 1− αSD
αSD − αSR

e
− c
αSD , (2.27)

b =
αSR

αSD − αSR
e
− c
αSD , (2.28)

g =
αSD − αSR
αSDαSR

, (2.29)

B(c) = 1− e−
c

αSR − αSD
αSD − αSR

(e
− c
αSD − e−

c
αSR ). (2.30)

See Appendix for the derivation of A(c, x) and B(c). Substituting the binomial ex-

pansion of (a + be−xg)St for A(c, u)St in (2.24), where (y + z)n =
∑n

k=0

(
n
k

)
yn−kzk,

and observing that B(c) is independent of the integration variable x, Fupper(c) can be

rewritten as

Fupper(c) =
Ξ2

2

St∑
i=0

(
St
i

)
aSt−ibi

∫ c

0

e−gxiK0(Ξ
√
x)dx+

Ξ2

2
B(c)St

∫ ∞
c

K0(Ξ
√
x)dx.

(2.31)

An upper bound on the outage probability (OP) is then obtained by substituting

c = 22RT − 1 in (2.31).

2.3 Numerical Results

In this section, the system OP is evaluated numerically. Unless otherwise stated, the

energy conversion efficiency is ζ = 0.7, the noise variances at the relay and destination

are σ2
naD

= σ2
ncD

= σ2
naR

= σ2
ncR

= 0.01, and RT = 1 bit/sec/Hz. The values of λSD,
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λSR, and λRD are set to 1, dSD = 5, and the path loss exponent is m = 2. Fig.
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Figure 2.4: Outage probability versus the average S-D link SNR for St = 2 to 5,
θ = 0.6, ζ = 0.7, and m = 2.

2.4 presents the outage probability for the direct link without a relay (DL) and the

optimal antenna selection with an energy harvesting relay (OASEH) for St = 2 to

5. It is assumed that both sources in OASEH and DL transmit with equal transmit

power PS. The power splitting factor is θ = 0.6, and the relay is assumed to be

equidistant on the straight line between the source and the destination. Fig. 2.4

shows that the outage performance of OASEH improves as the number of transmit

antennas increases from St = 2 to 5. It is also observed that the EH relay significantly

improves the outage probability performance without additional power at the source

node. For an OP of 10−6, the improvement in OASEH relay performance is 9.3, 3.6,

and 2.3 dB for St = 2 to 3, 3 to 4, and 4 to 5, respectively, so it decreases as the
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number of transmit antennas increases. Adding antennas increases the system cost,

so there is a tradeoff between cost and performance. Fig. 2.4 shows that OASEH

improves the outage performance by 7.5 dB at St = 2 to 1.7 dB at St = 5 compared

to DL performance for an OP of 10−6. In the low SNR region, the performance is

similar, but the difference increases as the SNR increases. This is because at higher

SNRs, the EH relay harvests more energy, and hence the transmit power at the relay

is larger during the second phase.
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Figure 2.5: Outage probability versus the average S-D link SNR for St = 2 and 3,
θ = 0.2 and 0.75, ζ = 0.7, m = 2, and RT = 1, 2, and 3 bits/sec/Hz.

Fig. 2.5 presents the outage probability for different values of θ and RT . This

shows that the outage probability (OP) increases with the transmission rate. Further,

increasing θ from 0.2 to 0.75 reduces the OP for both St = 2 and St = 3.

Fig. 2.6 shows the effect of the power splitting factor θ on the OP of OASEH for



22

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Power splitting factor, 

10-7

10-6

10-5

10-4

10-3

10-2

10-1

O
u

ta
g

e
 p

ro
b

a
b

ili
ty

 d
SR

 = 1

 d
SR

 = 2.5

 d
SR

 = 3.5

d
SR

 = 1

d
SR

 =2.5

d
SR

 = 3.5

d
SR

 = 1

d
SR

 = 2.5

d
SR

 = 3.5

15dB

10dB

20dB

Figure 2.6: OASEH and DL outage probability versus the power splitting factor θ
for different relay locations, St = 3, average S-D link SNR 10, 15, and 20 dB, and
RT = 1 bit/sec/Hz.

three different relay locations with respect to the source and three different average

S-D link SNRs. The number of transmit antennas is St = 3 and dSD = 5 so that

dRD = 5 − dSR, and the transmission rate is RT = 1 bit/sec/Hz. This figure shows

that the OP initially decreases as θ increases from 0 to an optimal value, θopt, and

then increases for θ beyond the optimal value and approaches 1. At smaller values of

θ, there is less power available at the relay for energy harvesting. Hence less power,

PR, is available for the relay to forward the received signal to the destination. On the

other hand, as θ increases beyond θopt, there is sufficient harvested power, but the

signal received at the relay is poor. When this noisy signal is amplified and forwarded

to the destination node, the OP at D is high. For the relay placements shown, the



23

optimal value of θ increases as the average S-D link SNR decreases. For example, at

dSR = 1, θopt is 0.75, 0.81, and 0.84 for S-D average link SNRs of 20 dB, 15 dB, and

10 dB, respectively. This can be explained by the fact that when the EH relay is not

receiving significant power, a large portion of the received signal power is needed for

EH to maximize the end-to-end SNR.
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Figure 2.7: OASEH outage probability versus the S-R distance, dSR, for RT = 1 and
2 bits/sec/Hz, St = 3, and average S-D link SNR of 15 dB.

Fig. 2.7 presents the OP with OASEH as a function of the distance between the

source and relay, dSR, for RT = 1 and 2 bits/sec/Hz at different average S-D link

SNRs. For both values of RT the outage probability increases as the relay moves

further from the source and the maximum outage occurs near the midpoint. Further,

the lowest OP occurs when the relay is closer to the source. When the relay is close

to the source, it can harvest more energy from the transmitted signal. The received
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signal strength at the relay, yR in (2.5), is better due to the smaller path loss dSR
−m.

When the relay is close to the destination, the signal from the source is poor, but less

transmit power is required to support reliable communication from R to D. In Fig.

2.7, as the transmission rate increases, the outage probability increases because it is

affected by the SNR at the destination. The results are not symmetric around the

midpoint dSR = 2.5 as may appear from the figure. For example, at RT = 1 b/s/Hz,

the maximum OP occurs at a distance 2.52 at 10 dB, 2.505 at 15 dB, and 2.50 at 20.

For RT = 2 b/s/Hz, the maximum OP occurs at a distance 2.625 at 10 dB, 2.535 at

15 dB, and 2.515 at 20 dB. Thus, the optimum relay location can be approximated

as equidistant between the source and destination.
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Figure 2.8: OASEH outage probability versus σ2
nc for different values of θ, St = 3,

dSR = 3, average S-D link SNR 15 dB, and σ2
naD

= σ2
naR

= 0.01.

Fig. 2.8 gives the OP as a function of the RF-to-baseband conversion noise vari-



25

ance, σ2
nc = σ2

ncD
= σ2

ncR
. Two values of θ are considered, θ = 0.2 and θ = 0.75, for

transmission rates RT = 1, 2, and 3 bits/sec/Hz. The OP performance for θ = 0.75 is

better than with θ = 0.2. This is due to the fact that at a splitting factor of θ = 0.2,

a larger portion of the noisy received signal is passed to the information receiver. The

noise is amplified and forwarded to the destination which increases the OP at the

destination. Further, increasing the transmission rate degrades the performance as

the noise variance increases. Fig. 2.9 presents the OP performance as a function of θ

for different average S-D link SNR values. The relay is assumed to be equidistant on

the straight line between the source and destination. This shows that there exists an

optimal splitting factor, θopt, which is a function of the average S-D link SNR. As the

SNR increases, θopt decreases since the received signal strength improves. This allows

the relay to amplify and forward a larger portion, (1 − θ), of the received signal to

the destination, resulting in improved OP performance.

2.4 Conclusion

In this chapter, a dual hop, half-duplex, amplify and forward (AF) relaying system

with energy harvesting (EH) and optimal transmit antenna selection was investigated.

Upper bounds on the CDF of the end-to-end SNR and the outage probability (OP)

were derived. The effect of various system parameters on the performance with wire-

less energy harvesting using an AF relay was provided. The optimal power splitting

factor was considered. The OP as a function of the distance between the source and

relay was examined for different transmission rates. It was shown that increasing the

number of transmit antennas improves the OP, but this also increases the system

complexity.
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Chapter 3

Optimal Power Allocation and

Secrecy Capacity in a

Wireless-Powered Two-Way Relay

Network

This chapter considers secure two-way relay communications in the presence of an

eavesdropper. Two users without a direct link between them communicate via an

energy harvesting two-way relay. A friendly jammer is employed to reduce informa-

tion leakage to the eavesdropper. The relay relies on the signals received to harvest

energy and forward signals to the users. The power splitting factor and transmit

power at the users and jammer are jointly optimized using geometric programming

(GP) to maximize the secrecy capacity of the system. The imperfect cancellation of

the jamming signal is interpreted as noise at the users which decreases the secrecy

capacity. Further, it is shown that the secrecy capacity with a jammer is greater
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than without a jammer. The effect of the relay, jammer, and eavesdropper locations

on the performance is studied. It is shown that the secrecy capacity is greater when

the relay is equidistant from the users. In addition, having the jammer closer to the

eavesdropper results in a higher secrecy capacity.

3.1 Introduction

Energy harvesting (EH) from radio frequency (RF) signals in wireless communication

systems can be employed to extend the lifetime of energy-constrained devices [60].

Simultaneous wireless information and power transfer (SWIPT) is possible as RF

signals carry information and energy simultaneously [61]–[15]. The energy harvesting

(EH) and information retrieval differ so two separate circuits are typically employed

[95]. Two practical EH relaying protocols for communication systems are power

splitting (PS) and time switching (TS) [49]. With TS, the receiver switches between

the information retrieval circuit and the EH circuit while with PS, a portion of the

received signal is directed to the information retrieval circuit and the remainder to

the EH circuit. In [63] and [64], the transmission rate was maximized using optimal

PS and TS relaying, respectively.

In [63], the outage probability was derived for a decode and forward (DF) network

and the optimum PS and TS coefficients were obtained to maximize the transmission

rate. In [64], a SWIPT-enabled relay was studied for three scenarios, ideal (informa-

tion extraction and EH are done simultaneously), PS, and TS. The achievable rate

was optimized for each of the these scenarios at the relay. PS and TS can be used

separately or combined as in [65] where a hybrid EH protocol was proposed. This pro-

tocol is more general because the relay can switch between PS and TS. The optimal
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EH TS and PS ratios were derived to maximizing the throughput and it was shown

that a hybrid circuit outperforms separate circuits. Joint PS and TS schemes for

amplify and forward (AF) and decode and forward (DF) relay systems were proposed

in [66] and [67], respectively, and the outage probability was shown to be better than

with the hybrid protocol in [65]. In [66], the outage probability, network throughput

and energy efficiency were derived as a function of the PS and TS ratios, and the net-

work throughput was maximized. Two joint optimization problems were formulated

in [67] to maximize the channel capacity and minimize the outage probability. An

optimal offline joint relay selection and power allocation scheme was proposed in [68]

to maximize the system throughput in a cognitive two-way relaying network. This

scheme outperforms random relay selection when the transmit power is limited.

The broadcast nature of wireless relay networks makes it vulnerable to eaves-

dropping [73]. Thus, maintaining the secrecy of the transmitted information in the

presence of an eavesdropper is important [69]. The secrecy capacity is defined as

the difference between the capacity of the link from the source to destination and

the capacity of the wiretap link from the source to the eavesdropper. Cryptographic

techniques can be used in the application layer to improve the security of wireless

communications [70]. Physical layer security which exploits the physical characteris-

tics of the wireless channel can also be employed [71].

In [72], the impact of fading on the secrecy capacity of a two user network with

a potential eavesdropper was considered. It was shown that information security is

achievable even when the average signal to noise ratio of the eavesdropper links is

better than that of the user links. Physical layer security in an untrusted relay network

was first investigated in [74] where the relay was treated as a potential eavesdropper.



30

A jamming signal was used to achieve a non zero secrecy capacity. In [75], the secrecy

performance of one-way communications for decode and forward (DF) and amplify

and forward (AF) EH relays was studied. It was shown that DF provides better

secrecy than AF. The secrecy capacity of a one-way untrusted relaying network was

analyzed in [76] for PS and TS at the relay and it was shown that PS outperforms

TS.

Two-way relaying can provide a higher spectral efficiency than one-way relaying.

The secrecy performance of a two-way EH-based relay network in the presence of

an eavesdropper was studied in [77]. The optimal TS and PS ratios were derived

for a high signal to noise ratio using an iterative method. The ratios were adjusted

adaptively according to the instantaneous channel state information. It was shown

that the proposed approach provides near optimal secrecy capacity in the case of un-

known wiretap channels. In [78], secrecy capacity and energy efficiency were jointly

considered in a two-way untrusted relay network. The probability of successful eaves-

dropping was derived in [79] for a two-way three-step EH DF relay network with

independent κ-µ shadowed fading on all links. The results obtained show that the

secrecy capacity can be improved by allocating more power for information decoding

over a small reception time. In [80], the intercept probability was derived for multiple

eavesdroppers in a two-way DF EH relay network. The impact of the relay activation

power threshold and power splitting factor on the secrecy capacity was also studied.

Antenna selection considering the harvested energy was employed in [81] to maximize

the secrecy capacity of a two-way communication network. The users communicate

through two multi-antenna time-switching relays in the presence of an eavesdropper.

It was shown that the secrecy performance can be improved with equal user transmit



31

power.

The secrecy capacity can be significantly improved with cooperative jamming.

Two types of jamming signals have been considered in the literature to improve

the physical layer security of wireless communication networks. The first is friendly

jamming (FJ) where the jamming signal is known at the users [82]. The second is

Gaussian noise jamming (GNJ) where the users have no a priori information about the

jamming signal and so it is considered as interference [83]. FJ and GNJ can improve

the secrecy capacity, but FJ provides better secrecy performance because the jamming

signal can be cancelled by the users. Two secure SWIPT relaying strategies were

presented in [78] for two-way untrusted AF EH relay networks to maximize the secrecy

capacity and energy efficiency. In both strategies, the source transmits a jamming

signal to charge the relay and maintain information security. In [84], communications

in the presence of two eavesdroppers was examined. A friendly jammer is employed

that harvests energy from the user signals. One eavesdropper is located near the

transmitting user while the other is located near the jammer. The eavesdroppers

cooperate to detect user signals and reduce the effects of jamming. The jamming

signal power was optimized to maximize the secrecy capacity and energy efficiency of

the network.

A separate jammer was employed in [85] to secure two-way communications in

an EH-based relay network. A lower bound on the secrecy capacity in the high

signal-to-noise ratio regime was derived. It was shown that one-way and the two-way

communications outperforms GNJ and no jamming. In [86], the secrecy capacity of

one-way untrusted relay communications was maximized by jointly optimizing the

power allocation at the transmitter and jammer with an EH threshold at the relay.
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In [87], destination-aided jamming was employed to prevent untrusted EH relays

from eavesdropping. An energy-aware distributed beamforming scheme was proposed

and shown to improve secrecy performance. The secrecy capacity was improved in

[88] with a strategy that selects the jammer and relay nodes from multiple friendly

but selfish intermediate nodes where the jammer broadcasts Gaussian noise. Power

allocation to the intermediate nodes was determined based on price competition.

The secrecy capacity of the network was maximized while optimizing the profit of

intermediate nodes.

Multiple friendly jammers were considered in [33] for a two-way untrusted relay

system. The secrecy capacity was improved by optimizing the jamming power allo-

cated to friendly jammers. In [89], a network with multiple relay-user pairs communi-

cating in the presence of multiple eavesdroppers was examined. A joint relay-user pair

and friendly jammer selection scheme was proposed to improve the secrecy capacity.

Round-robin and conventional relay-user pair selection schemes were considered as

benchmarks. The secrecy capacity of the proposed approach was shown to outper-

form these schemes as the number of relay-user pairs and number of eavesdroppers

increase. Adaptive cooperative jamming was proposed in [90] for an EH relay network

in the presence of multiple eavesdroppers. The power allocation factor was adjusted

to maximize the secrecy capacity. Optimal PS and TS ratios were derived in [91]

to maximize the secrecy capacity in a two-way EH relay network in the presence of

multiple eavesdroppers and a friendly jammer. It was shown that PS at the relay

provides better protection against eavesdropping than TS. In [92], hybrid PS and TS

was employed in the intermediate nodes of a two-way relay network with partial relay

selection. A jammer was located near the eavesdropper to improve the secrecy capac-
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ity. Reliable secure communications was shown to be guaranteed with an appropriate

choice of parameters.

In this chapter, the physical layer security of a two-way communication system

with an EH relay is investigated. An eavesdropper is present so a friendly jammer

is employed to improve the secrecy. Joint optimization of the power allocated to

two users, a relay, and a jammer in the presence of an eavesdropper is presented.

This has not been considered in the literature. In addition, the effect of imperfect

jamming power cancellation is investigated. The main contributions of this chapter

are as follows.

1. The power splitting factor and transmit powers of the two users and jammer

are jointly optimized to maximize the secrecy capacity.

2. The optimization problem is not convex so it is transformed into a convex

problem using geometric programming (GP). The single condensation method

is employed to convert the objective function into GP format.

3. The effect of the jamming signal on the two users and Imperfect cancellation

of the jamming signal is considered. This has not been examined previously in

the literature.

4. The secrecy capacity of the system is compared to the case without a jammer,

and results are presented for different relay, jammer, and eavesdropper positions.

The remainder of this chapter is organized as follows. The system model is pre-

sented in Section 3.2. The secrecy capacity for the two-way relay network is derived

in Section 3.3 and the optimization problem is converted to a convex form. Section



34

3.4 presents the simulation results and finally, some concluding remarks are given in

Section 3.5.

3.2 System Model

Fig. 3.1 presents the system model of a two-way relay network connecting two users

A and B. This model includes a trusted relay R, a friendly jammer J , and an eaves-

dropper E. Each node operates in half-duplex mode and has a single antenna. The

eavesdropper is randomly located near the relay to listen to the signals transmitted

from and received by the relay. The A-R, E-R, A-E, B-E, R-E, J-R, and J-E

channel links are denoted by hAR, hBR, hAE, hBE, hRE, hJR, and hJE, respectively.

Rayleigh fading is assumed so all channel coefficients are Rayleigh random variables.

Further, channel reciprocity is assumed so that hij = hji. The channel gains, |hij|2,

{i, j} ∈ {A,B,R, J, E} , i 6= j, are then exponentially distributed random variables

with mean λ. The additive white Gaussian noise (AWGN) at A, B, R, and E, de-

noted nA, nB,nR, and nE, respectively, has zero mean and variance σ2. The notation

used in this chapter is given in Table 3.1.

Table 3.1: Notation

Symbol Description

A and B Users

R Relay

Continued on next page
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Table 3.1 – Continued from previous page

Symbol Description

J Jammer

E Eavesdropper

hij Channel between node i and node j

|hij|2 Channel gain between node i and node j

ni Additive white Gaussian noise at node i

σ2 Noise variance

xi Signal transmitted by node i

yi Signal received at node i

PA Transmit power of node A

PB Transmit power of node B

PR Transmit power of node R

PJ Transmit power of node J

PT Total power constraint

E[.] Expected value

yRe Energy harvesting signal at the relay

yRi Information retrieval signal at the relay

θ Power splitting factor

EH Harvested energy

ζ Energy conversion efficiency

T Total transmission time

m Path loss exponent

Continued on next page
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Table 3.1 – Continued from previous page

Symbol Description

Φ Jamming signal cancellation factor

yR Information retrieval signal at the relay after

jamming cancellation

y
(1)
E Received signal at E in the first phase

y
(2)
E Received signal at E in the second phase

SNR
(1)
E,A SNR at E for xB sent to A in the first phase

SNR
(1)
E,B SNR at E for xA sent to B in the first phase

SNR
(2)
E,A SNR at E for xB sent to A in the second phase

SNR
(2)
E,B SNR at E for xA sent to B in the second phase

SNRA SNR at A

SNRB SNR at B

RA Achievable rate at A

RB Achievable rate at B

R
(1)
E Achievable rate at E in the first phase

R
(2)
E Achievable rate at E in the second phase

RE Achievable rate at E for both phases

CA Secrecy capacity at A

CB Secrecy capacity at B

CS Secrecy capacity

The relay network requires two phases to complete the transmission between A
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Figure 3.1: System model of the two-way wireless relay network with a jammer and
eavesdropper.

and B as shown in Fig. 3.2. In the first phase, A and B send their signals xA and xB

with E[|xA|2] = E[|xB|2] = 1 and transmission powers PA and PB, respectively, to R.

At the same time, the jammer broadcasts a jamming signal, xJ with E[|xJ |2] = 1, to

make it more difficult for the eavesdropper to overhearing the signals from A and B.

The relay does not have a fixed power supply and relies on PS to harvest energy

from the user and jamming signals. The received signal at the relay has two parts

corresponding to energy harvesting and information retrieval. The energy harvesting

part is

yRe =
√
θPAhARxA +

√
θPBhBRxB +

√
θPJhJRxJ , (3.1)

where the power splitting factor is θ, 0 ≤ θ ≤ 1, and the additive noise at the relay,
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Figure 3.2: Transmission time frame for power splitting in the two-way relay network.

nR, is assumed to be much less than the other terms in (3.1) and so can be neglected

[49]. The harvested energy is

EH =
T

2
ζθ
(
PA|hAR|2 + PB|hBR|2 + PJ |hJR|2

)
, (3.2)

where ζ, 0 < ζ ≤ 1, is the energy conversion efficiency. The transmit power of the

relay in the second phase is then

PR =
EH
T/2

= ζθER, (3.3)

where ER = PA|hAR|2 + PB|hBR|2 + PJ |hJR|2. The information retrieval part of the
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received signal is

yRi =
√

(1− θ)PAhARxA +
√

(1− θ)PBhBRxB

+
√

(1− θ)PJhJRxJ + nR. (3.4)

The signal from the jammer can be assumed to be known at A and B as in [33]

so that the term
√

(1− θ)PJhJRxJ in (3.4) can be canceled from yRi at the relay

[50, 51]. However, in this chapter imperfect cancellation of this signal at the relay is

assumed. A cancellation factor Φ, 0 ≤ Φ ≤ 1, is used to indicate the fraction of the

jamming signal that remains. This fraction is amplified and forwarded to the users

A and B by the relay. If Φ = 0, then the jamming signal is perfectly canceled and

if 0 < Φ, a fraction of the jamming signal, Φ × PJ , is not canceled. The value of Φ

depends on the ability of the relay receiver circuitry to cancel the jamming signal and

the CSI of the link between R and J . The information retrieval signal after jamming

cancellation is then

yR =
√

(1− θ)PAhARxA +
√

(1− θ)PBhBRxB

+ Φ
√

(1− θ)PJhJRxJ + nR. (3.5)

The received signal at E during the first phase is

y
(1)
E =

√
PAhAE +

√
PBhBE +

√
PJhJE + nE (3.6)
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The SNR at E for xB sent to A during the first phase is

SNR
(1)
E,A =

PB|hBE|2

PA|hAE|2 + PJ |hJE|2 + σ2
(3.7)

and the SNR at E for xA sent to B during this phase is

SNR
(1)
E,B =

PA|hAE|2

PB|hBE|2 + PJ |hJE|2 + σ2
(3.8)

Since the eavesdropper does not know the jamming signal, xJ is additional noise which

reduces the SNR at E. In the second phase, the relay uses the harvested energy to

amplify and forward the received signal to the users. The transmitted signal at the

relay is

xR =

√
PR√

θ̃ [PA|hAR|2 + PB|hBR|2 + PJ |hJR|2] + σ2

yR (3.9)

=

√
PR

θ̃ER + σ2
yR, (3.10)

where

√
PR

θ̃ER + σ2
is the amplifier gain of the relay and θ̃ = 1 − θ. The received
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signal at A in the second phase is

yA = hARxR + nA (3.11)

=

√
θ̃PRPBhARhBR√
θ̃ER + σ2

xB

︸ ︷︷ ︸
information signal

+

√
θ̃PRPA|hAR|2√
θ̃ER + σ2

xA

︸ ︷︷ ︸
information signal

+ Φ

√
θ̃PRPJhARhJR√
θ̃ER + σ2

+

√
PRhARnR√
θ̃ER + σ2

+ nA

︸ ︷︷ ︸
noise

, (3.12)

and the received signal at B in the second phase is

yB = hBRxR + nB (3.13)

=

√
θ̃PRPAhARhBR√
θ̃ER + σ2

xA

︸ ︷︷ ︸
information signal

+

√
θ̃PRPB|hBR|2√
θ̃ER + σ2

xB

︸ ︷︷ ︸
information signal

+ Φ

√
θ̃PRPJhBRhJR√
θ̃ER + σ2

xJ +

√
PRhBRnR√
θ̃ER + σ2

+ nB

︸ ︷︷ ︸
noise

. (3.14)

Self interference cancellation at A and B is assumed so they can cancel their own
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signals [35, 36]. Let

γA =
PA|hAR|2

σ2
, (3.15)

γB =
PB|hBR|2

σ2
, (3.16)

γJ =
PJ |hJR|2

σ2
, (3.17)

γ = γA + γB + γJ =
ER
σ2
. (3.18)

The SNR at A is then

SNRA =

θ̃PBPR|hBR|2|hAR|2

θ̃ER + σ2

PR|hAR|2σ2

θ̃ER + σ2
+

Φ2θ̃PRPJ |hJR|2|hAR|2

θ̃ER + σ2
+ σ2

=
ζθθ̃|hAR|2γγB(

ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃
)
γ + 1

, (3.19)

and the achievable rate at A is [43]

RA =
T

2
log2 (1 + SNRA) . (3.20)

The corresponding SNR at B is

SNRB =

θ̃PAPR|hAR|2|hBR|2

θ̃ER + σ2

PR|hBR|2σ2

θ̃ER + σ2
+

Φ2θ̃PRPJ |hJR|2|hBR|2

θ̃ER + σ2
+ σ2

=
ζθθ̃|hBR|2γγA(

ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃
)
γ + 1

, (3.21)
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and the achievable rate is

RB =
T

2
log2 (1 + SNRB) . (3.22)

The signal received at E during the second phase is

y
(2)
E = hRExR + nE, (3.23)

=

√
θ̃PRPAhARhRE√
θ̃ER + σ2

xA

︸ ︷︷ ︸
information signal

+

√
θ̃PRPBhBRhRE√
θ̃ER + σ2

xB

︸ ︷︷ ︸
information signal

+ Φ

√
θ̃PRPJhJRhRE√
θ̃ER + σ2

xJ +

√
PRhREnR√
θ̃ER + σ2

+ nE

︸ ︷︷ ︸
noise

. (3.24)

The SNR at E for xA sent to B during the second phase through the main link

A→ R→ B is

SNR
(2)
E,B (3.25)

=

θ̃PRPA|hAR|2|hRE |2

θ̃ER + σ2

θ̃PRPB|hBR|2|hRE |2

θ̃ER + σ2
+
PR|hRE |2σ2

θ̃ER + σ2
+ Φ2

θ̃PRPJ |hJR|2|hRE |2

θ̃ER + σ2
+ σ2

=
ζθθ̃γγA|hRE |2

γ
[
ζθ|hRE |2(θ̃γB + θ̃γJΦ2 + 1) + θ̃

]
+ 1

. (3.26)

The SNR at E when xB is sent to A in the second phase through the link B → R→ A
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is

SNR
(2)
E,A

=

θ̃PRPB|hBR|2|hRE |2

θ̃ER + σ2

θ̃PRPA|hAR|2|hRE |2

θ̃ER + σ2
+
PR|hRE |2σ2

θ̃ER + σ2
+ Φ2

θ̃PRPJ |hJR|2|hRE |2

θ̃ER + σ2
+ σ2

=
ζθθ̃γγB|hRE |2

γ
[
ζθ|hRE |2(θ̃γA + θ̃γJΦ2 + 1) + θ̃

]
+ 1

. (3.27)

The achievable rate at E for both phases is RE = R
(1)
E + R

(2)
E . The first term

R
(1)
E =

T

2
log2

(
1 + SNR

(1)
E,i

)
is the achievable rate during the first phase and R

(2)
E =

T

2
log2

(
1 + SNR

(2)
E,i

)
is the achievable rate during the second phase for i ∈ {A,B}.

3.3 Optimization Problem Formulation

The secrecy capacity with an eavesdropper is defined as the difference between the

secrecy capacity of the main link and that of the wiretap link [43]. In the network, the

total transmit power is restricted by a power constraint P such that PA +PB +PJ ≤

PT . Under this constraint, the optimal power allocation to A and B and the optimal

power splitting factor are found to maximize the sum of the secrecy capacities at A and

B. The secrecy capacity atA andB is CS,A = [RA −RE,A]+ and CS,B = [RB −RE,B]+

[93], respectively, where [x]+ = max (0, x). The secrecy capacity is

CS = CS,A + CS,B, (3.28)

= [RA −RE,A]+ + [RB −RE,B]+ . (3.29)
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The optimization problem can be formulated as

max
θ,θ̃,PA,PB ,PJ

CS

PA + PB + PJ ≤ PT

θ + θ̃ ≤ 1

θ, θ̃, PA, PB, PJ ≥ 0

From (3.29), there are four cases to consider to maximize the secrecy capacity.

3.3.1 Case I: CS,A ≥ 0 and CS,B ≥ 0

In this case, the secrecy capacity at A is [43]

CS,A = RA −RE,A,

=
T

2
log2

 1 + SNRA(
1 + SNR

(1)
E,A

)(
1 + SNR

(2)
E,A

)
 , (3.30)
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where

1 + SNRA =

γζθ|hAR|2
(

1 + Φ2θ̃γJ + γB θ̃
)

+ γθ̃ + 1

γ(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃) + 1
, (3.31)

1 + SNR
(1)
E,A =

PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2

PA|hAE|2 + PJ |hJE|2 + σ2
, (3.32)

1 + SNR
(2)
E,A =

ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

γ
[
ζθ|hRE|2(θ̃γA + Φ2θ̃γJ + 1) + θ̃

]
+ 1

. (3.33)

and the secrecy capacity at B is

CS,B = RB −RE,B,

=
T

2
log2

 1 + SNRB(
1 + SNR

(1)
E,B

)(
1 + SNR

(2)
E,B

)
 , (3.34)
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where

1 + SNRB =

ζθγ|hBR|2
(

1 + Φ2θ̃γJ + γAθ̃
)

+ γθ̃ + 1

γ(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃) + 1
, (3.35)

1 + SNR
(1)
E,B =

PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2

PB|hBE|2 + PJ |hJE|2 + σ2
, (3.36)

1 + SNR
(2)
E,B =

ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

γ
[
θζ|hRE|2

(
θ̃γB + Φ2θ̃γJ + 1

)
+ θ̃
]

+ 1
. (3.37)

Then

CS = CS,A + CS,B,

=
T

2
log2

w
(
θ, θ̃, PA, PB, PJ

)
z
(
θ, θ̃, PA, PB, PJ

) , (3.38)

where

w(θ,θ̃, PA, PB, PJ) =
(
γζθ|hAR|2

(
1 + Φ2θ̃γJ + γB θ̃

)
+ γθ̃ + 1

)
(
PA|hAE|2 + PJ |hJE|2 + σ2

) (
PB|hBE|2 + PJ |hJE|2 + σ2

)
(
ζθγ|hBR|2

(
1 + Φ2θ̃γJ + γAθ̃

)
+ γθ̃ + 1

)
(
γ
[
θζ|hRE|2

(
θ̃γB + Φ2θ̃γJ + 1

)
+ θ̃
]

+ 1
)

(
γ
[
ζθ|hRE|2(θ̃γA + Φ2θ̃γJ + 1) + θ̃

]
+ 1
)

(3.39)
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and

z(θ,θ̃, PA, PB, PJ) =
(
PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2

)2

(
γ(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃) + 1

)
(
γ(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃) + 1

)
(
ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

)2

.

(3.40)

The corresponding optimization problem is

minimize
θ, θ̃, PA, PB, PJ

z

w
(3.41a)

subject to PA + PB + PJ ≤ PT , (3.41b)

θ + θ̃ ≤ 1, (3.41c)

θ, θ̃, PA, PB, PJ ≥ 0 (3.41d)

A Geometric programming (GP) problem has the form [40]

minimize f0(x) (3.42a)

subject to fi(x) ≤ 0, i = 1, . . . ,m, (3.42b)

gi(x) = 1, i = 1, . . . , p (3.42c)

where the fi are polynomial functions, gi are monomials, and xi are the optimization

variables. A real valued function f of the form f(x) = cxa11 x
a2
2 . . . xann where c > 0 and

ai ∈ R is a monomial function. The sum of two or more monomials is a polynomial
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function such that f(x) =
∑K

k=1 ckx
a1k
1 xa2k2 . . . xankn where ck > 0.

The constraints in (3.41b) and (3.41c) are polynomials. When the objective func-

tion and the constraints are polynomials, the problem can be converted into a convex

problem by transforming it into GP form. However, the objective function is not a

polynomial since it is a ratio of two polynomials. To overcome this issue, a mono-

mial approximation of w(θ, θ̃, PA, PB, PJ) is obtained using the single condensation

method (SCM) for GP [41]. This method approximates the denominator of the ratio

of polynomials with a monomial function. The numerator of the ratio is left un-

changed (a polynomial), hence the term single. In the above optimization problem,

w(x) =
∑

i ui(x) is the sum of i monomials which is a polynomial by definition. Then,

the monomial approximation of w(x), where x =
[
θ, θ̃, PA, PB, PJ

]T
, using SCM is

w(x) =
∏
i

(
ui(x)

αi

)αi
, (3.43)

such that w(x) ≥ w(x). For a given x, the αi in w(x) are obtained such that

αi =
ui(x)

w(x)
, (3.44)

and w(x) is substituted for w(x) in (3.41a). The resulting objective function after

the approximation is a polynomial (posynomial) function. The accuracy of the ap-

proximation was determined by calculating the difference between the value of w(x)

and w(x) at the solution point x. The maximum difference is 0.0000724. GP is used

to obtain a nonlinear but convex optimization problem with convex objective and

inequality constraint functions and linear equality constraints. This is achieved via

a logarithmic change of variables and a logarithmic transformation of the objective
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function and constraints. The resulting convex problem can be solved efficiently using

CVX solvers [40].

Since the optimal solution may be far from the initial guess x0 used in the above

approximation, an iterative approach is employed to solve this problem. If the current

optimal solution, xk+1, agrees with the initial assumption CS,A ≥ 0 and CS,B ≥ 0,

then use xk+1 to calculate w(xk+1) and solve the GP problem again. If xk+1 violates

CS,A ≥ 0 and CS,B ≥ 0, proceed to the next case.

3.3.2 Case II: CS,A ≥ 0 and CS,B ≤ 0

In this case

CS = CS,A, (3.45)

= RA −RE,A, (3.46)

=
T

2
log2

 1 + SNRA(
1 + SNR

(1)
E,A

)(
1 + SNR

(2)
E,A

)
 , (3.47)
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and

1 + SNRA =

γζθ|hAR|2
(

1 + Φ2θ̃γJ + γB θ̃
)

+ γθ̃ + 1

γ(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃) + 1
, (3.48)

1 + SNR
(1)
E,A =

PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2

PA|hAE|2 + PJ |hJE|2 + σ2
, (3.49)

1 + SNR
(2)
E,A =

ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

γ
[
ζθ|hRE|2(θ̃γA + Φ2θ̃γJ + 1) + θ̃

]
+ 1

(3.50)

are substituted in (3.47) to get

CS =
T

2
log2

w
(
θ, θ̃, PA, PB, PJ

)
z
(
θ, θ̃, PA, PB, PJ

) , (3.51)

such that

w(θ, θ̃, PA, PB, PJ) =
(
γζθ|hAR|2

(
1 + Φ2θ̃γJ + γB θ̃

)
+ γθ̃ + 1

)
(
PA|hAE|2 + PJ |hJE|2 + σ2

)
(
γ
[
ζθ|hRE|2(θ̃γA + Φ2θ̃γJ + 1) + θ̃

]
+ 1
)
,

(3.52)
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and

z(θ, θ̃, PA, PB, PJ) =
(
γ(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃) + 1

)
(PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2)(
ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

)
.

(3.53)

The optimization problem is the same as in Case I using w(θ, θ̃, PA, PB, PJ) and

z(θ, θ̃, PA, PB, PJ) in (3.52) and (3.53), respectively. The monomial approximation

w(x) is updated every iteration using the solution from the previous iteration as long

as CS,A ≥ 0 and CS,B ≤ 0 hold. If not, proceed to the next case.

3.3.3 Case III: CS,A ≤ 0 and CS,B ≥ 0

In this case

CS = CS,B, (3.54)

= RB −RE,B, (3.55)

=
T

2
log2

 1 + SNRB(
1 + SNR

(1)
E,B

)(
1 + SNR

(2)
E,B

)
 , (3.56)
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and

1 + SNRB =

ζθγ|hBR|2
(

1 + Φ2θ̃γJ + γAθ̃
)

+ γθ̃ + 1

γ(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃) + 1
, (3.57)

1 + SNR
(1)
E,B =

PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2

PB|hBE|2 + PJ |hJE|2 + σ2
, (3.58)

1 + SNR
(2)
E,B =

ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

γ
[
θζ|hRE|2

(
θ̃γB + Φ2θ̃γJ + 1

)
+ θ̃
]

+ 1
. (3.59)

are substituted in (3.56) to get

CS =
T

2
log2

w
(
θ, θ̃, PA, PB, PJ

)
z
(
θ, θ̃, PA, PB, PJ

) , (3.60)

such that

w(θ, θ̃, PA, PB, PJ) =
(
ζθγ|hBR|2

(
1 + Φ2θ̃γJ + γAθ̃

)
+ γθ̃ + 1

)
(
PB|hBE|2 + PJ |hJE|2 + σ2

)
(
γ
[
θζ|hRE|2

(
θ̃γB + Φ2θ̃γJ + 1

)
+ θ̃
]

+ 1
)

(3.61)

and

z(θ, θ̃, PA, PB, PJ) =
(
γ(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃) + 1

)
(PA|hAE|2 + PB|hBE|2 + PJ |hJE|2 + σ2)(
ζθθ̃γ|hRE|2(γA + γB + Φ2γJ) + γ(ζθ|hRE|2 + θ̃) + 1

) (3.62)
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The optimization problem is the same as in Case I using w(θ, θ̃, PA, PB, PJ) and

z(θ, θ̃, PA, PB, PJ) in (3.61) and (3.62), respectively. The monomial approximation

w(x) is updated every iteration using the solution from the previous iteration as long

as CS,A ≤ 0 and CS,B ≥ 0 hold. If not, proceed to the next case.

3.3.4 Case IV: CS,A ≤ 0 and CS,B ≤ 0

In this case, the secrecy capacity is CS = 0 because the secrecy capacity of the

wiretapped links A to E and B to E is higher than the secrecy capacity at A and B.

The algorithm to solve the optimization problem and obtain the optimal values[
θ∗, θ̃∗, P ∗A, P

∗
B, P

∗
J

]T
is summarized in Algorithm 1.

Algorithm 1 Optimization of the Secrecy Capacity CS
Require: Channel coefficients, power constraint PT , energy conversion efficiency ζ,

noise variance σ2, tolerance ε, k = 1
1: while |CS,k − CS,k−1| > ε do
2: Calculate the monomial approximation w for w using the single condensation

method (SCM) at x =
[
θk, θ̃k, PA,k, PB,k, PJ,k

]T
3: k = k + 1
4: Solve the optimization problem in (3.41) using w to find[

θk+1, θ̃k+1, PA,k+1, PB,k+1, PJ,k+1

]
5: Using the solution in step 4, calculate CS,A and CS,B
6: if CS,A ≥ 0 and CS,B ≥ 0 then
7: Go to step 1
8: else
9: Continue to Cases II, III, and IV in turn

10: end if
11: Find the optimal

[
θk, θ̃k, PA,k, PB,k, PJ,k

]
12: end while
13: Assign CS = CS,k
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3.4 Results and Discussion

In this section, the secrecy capacity of a two-way relay network with a jammer to

reduce the SNR at the eavesdropper is evaluated. There is no line of sight between A

and B so they rely on R to communicate. The simulation parameters are as follows

unless noted otherwise. The noise variance is σ2 = 10−3, the energy conversion

efficiency is ζ = 0.5, T = 1, Φ = 0, and the optimization tolerance is ε = 0.001. The

channel gains |hAR|2, |hBR|2, |hJR|2, and |hJE|2 are exponential random variables with

mean λ = 1, |hRE|2 and |hBE|2 are exponential random variables with mean λEve,

and |hAE|2 is an exponential random variable with mean 1
λEve

, λEve ∈ {1, 2, 3}. All

locations are normalized to the distance between A and B. The positions of A and

B are (0, 0) and (1, 0), respectively. R is assumed to be at the midpoint, (0.5, 0), J

at (0.5, −0.5), PT = 10 dB, and PJ = 0.1PT unless noted otherwise.

Fig. 3.3 presents the secrecy capacity as a function of the total transmit power

for three values of λEve. This shows that the secrecy capacity increases as the total

transmit power increases for all values of λEve. With a total transmit power of 15

dB, the difference in secrecy capacity between λEve = 1 and 3 is 1.53 bits per channel

use. Fig. 3.4 presents the secrecy capacity as a function of the power splitting factor,

θ, for PT = 10 and 20 dB and three values of λEve. As the transmit power increases,

the secrecy capacity improves and the optimal value of θ decreases. At smaller values

of θ, there is less power available at the relay for EH. Hence, less power is available

for the relay to forward the received signals to the users. On the other hand, as θ

increases beyond the optimal value, there is sufficient harvested energy, but the signal

received at the relay is poor. When this noisy signal is amplified and forwarded, the

secrecy capacity is low. For the same value of λEve, as PT increases, the optimal value
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Figure 3.3: Secrecy capacity versus the total transmit power for three values of λEve.

of the power splitting factor, θopt, decreases so a smaller portion of the received signal

is required to harvest energy at the relay. For λEve = 1, θopt = 0.73 and 0.71 for

PT = 10 and 20 dB, respectively.

The harvested energy, EH , at the relay as a function of the total transmit power

is shown in Fig. 3.5 for different values of θ and jamming power PJ as a fraction of

PT . This indicates that the harvested energy increases as the total transmit power

increases in all cases. As θ increases, a larger portion of the received signal is used for

energy harvesting so more energy is available at the relay. Increasing the jamming

power for a given value of θ will increase the harvested energy but not the secrecy

capacity as will be shown later for the values of θ considered. The optimal jamming

power allocation is shown in Fig. 3.6 as a function of the total transmit power for
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Figure 3.4: Secrecy capacity versus the power splitting factor for three values of λEve.

λEve = 1, 2, and 3. As λEve increases, the corresponding channels improve so the

eavesdropper is better able to intercept the transmitted signals. Thus, more jamming

power is required to decrease the eavesdropper capacity. Although increasing this

power has a positive effect on the harvested energy as shown in Fig. 3.5, the secrecy

capacity suffers. Fig. 3.7 shows that as the jamming signal power increases from

0.1PT to 0.3PT , the secrecy capacity decreases for the same value of λEve. This is

because increasing PJ results in less power allocated to A and B to transmit so the

signals received at the relay from A and B are weaker.

Figs. 3.8 and 3.9 present the secrecy capacity for different locations of the relay

and eavesdropper. The channel links between the nodes can be expressed as hij =
fij
dmij

where fij is an exponential random variable with mean 1, dij is the distance between i
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Figure 3.5: The harvested energy, EH , at the relay versus the total transmit power
for different values of θ and PJ .

and j, and m is the path loss exponent which here is m = 2.7. In Fig. 3.8, the relay is

at (0.5, 0) and the jammer at (0.5, −0.5). Two eavesdropper locations are considered,

(0.2, −0.2) and (0.5, −1), with dAE = 0.282 and 1.118, respectively, where dAE is the

distance between A and E. As the distance increases from 0.282 to 1.118, the secrecy

capacity increases. When dAE = 1.118, the gap between the curves for PJ = 0.1PT

and 0.3PT is smaller than that for dAE = 0.282. The reason is that as this distance

increases, less jamming power is required to achieve the same secrecy capacity. The

effect of the relay position on secrecy capacity is shown in Fig. 3.9 for PT = 10 and 20

dB. As the relay gets closer to A or B, the secrecy capacity decreases and the highest

secrecy capacity is achieved when the relay is equidistant between the two users as

was the case in [94].
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Figure 3.6: The optimal jamming power allocation versus the total transmit power
for λEve = 1, 2, and 3.

The effect of the eavesdropper and jammer locations on the secrecy capacity is

shown in Figs. 3.10 and 3.11. The location of the eavesdropper in Fig. 3.10 changes

from (0,−0.7) to (1,−0.7) and the location of the eavesdropper in Fig. 3.11 changes

from (0,−0.2) to (1,−0.2). The locations of the jammer are (0.5,−0.5), (0.5,−1),

(0.2,−0.5), (0.2,−1), (0.7,−0.5), and (0.7,−1). In all cases, the secrecy capacity

is a minimum when the eavesdropper is at x = 0 or x = 1, i.e. closest to A or

B, respectively. As the eavesdropper moves from x = 0 to 1, the jamming signal

power at the eavesdropper increases and the secrecy capacity increases. The secrecy

capacity decreases when the eavesdropper moves farther from the jammer after it

reaches the maximum secrecy capacity. The maximum secrecy capacity depends on

the location of the jammer. The minimum secrecy capacity in Fig. 3.11 is lower than
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Figure 3.7: Secrecy capacity versus the power splitting factor for three values of λEve
and PJ .

the minimum secrecy capacity in Fig. 3.10 because the eavesdropper is closer to the

links between A, B, and R. When the jammer is at y = −1 in Fig. 3.11, there is

less variation in the secrecy capacity compared to y = −0.5 because the jammer is

further from the relay.

3.4.1 Imperfect Jamming Signal Cancellation

The effect of imperfect jamming signal cancellation on the secrecy capacity is now

investigated. Fig. 3.12 presents the secrecy capacity for three values of λEve and the

following two cases, Φ = 0 so the jamming signal is perfectly canceled and Φ = 0.1

so 10% of this signal is not canceled. These results show that imperfect cancellation

decreases the secrecy capacity because a fraction of the jamming signal is amplified
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Figure 3.8: Secrecy capacity versus the power splitting factor for dAE = 0.282 and
1.118 and PT = 10 dB.

and forwarded by the relay which decreases the received SNR at A and B. For

PT = 15 dB, the secrecy capacity is 12.51 and 2.65 b/sec/Hz for Φ = 0 and 0.1,

respectively, for λEve = 1. The secrecy capacity is zero when λEve is 2 and 3 and

PT ≥ 10 dB.

Fig. 3.13 presents the secrecy capacity for PJ = 0.1PT and 0.3PT , and λEve = 1

and 3. This shows that the secrecy capacity decreases as Φ increases from 0 to 1 for

all cases considered. When Φ = 0, the jamming signal is cancelled completely at the

relay, so the capacity is highest. As Φ increases, more jamming power is amplified

and forwarded to A and B. This increases the noise at A and B which degrades

their SNRs, thus decreasing the secrecy capacity. Further, the secrecy capacity with

PJ = 0.1PT is better than for PJ = 0.3PT because increasing the fraction of power
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allocated to the jammer increases the jamming power not canceled which degrades

the capacity.

Fig. 3.14 presents the effect of the cancellation factor, Φ, on the secrecy capacity

as a function of the power splitting factor for PJ = 0.1PT and 0.3PT . This shows that

as the jamming power increases, the secrecy capacity decreases for all values of Φ,

but the difference varies with Φ. For PJ = 0.1PT and θ = 0.6, the secrecy capacity is

4.246, 3.442, and 0.4054 for Φ = 0, 0.1, and 0.5, respectively. The decrease in secrecy

capacity is 0.804 from Φ = 0 to 0.1 and 3.0366 from Φ = 0.1 to 0.5. This decrease is

because more jamming power is transmitted to A and B after being amplified by the

relay which reduces the SNR at A and B.

The effect of changing the jammer location on the secrecy capacity for Φ = 0,
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Figure 3.10: Secrecy capacity versus the x-axis location of the eavesdropper (y-axis
location −0.7), for different locations of the jammer.

0.1, 0.5, and 1 is shown in Fig. 3.15. The red lines represent the jammer location

(0.5,−0.1) and the black lines (0.5,−1). For Φ = 0, 0.1, 0.5, and 1, the secrecy

capacity is reduced when the jammer moves closer to the relay from (0.5,−1) to

(0.5,−0.1). This is because the received jamming signal at the relay is stronger when

the jammer is at (0.5,−0.1) which means more noise which reduces the SNR at A

and B. The difference in secrecy capacity for Φ = 0 is minimal since the jamming

signal is only an energy source and not a noise source.

3.4.2 Performance Without a Jammer

The effect of not having a jammer is now examined. Fig. 3.16 presents the secrecy

capacity as a function of the transmit power with and without a jammer. The secrecy
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Figure 3.11: Secrecy capacity versus the x-axis location of the eavesdropper (y-axis
location −0.2), for different locations of the jammer.

capacity with no jammer and PT = 15 dB is 6.36 b/sec/Hz lower than with a jammer

for λEve = 1, 11.732 b/sec/Hz lower for λEve = 2, and 10.98 b/sec/Hz lower for

λEve = 3. The presence of a jammer increases the secrecy capacity because the

jamming signal reduces the SNR at the eavesdropper. The secrecy capacity with no

jammer is near zero for λEve = 2 and 3. Further, the difference in secrecy capacity

with and without a jammer is smaller when λEve = 1.

Fig. 3.17 shows the effect of the jammer on the energy harvested at the relay.

The relay harvests energy from A, B, and the jammer in the first transmission phase.

The amount of harvested energy with no jammer is less than that with a jamming

signal of 0.3PT for both values of θ. When there is no jammer, more transmit power

is allocated to the users A and B, but the path loss due to the distances dAR and dBR
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Figure 3.12: Secrecy capacity versus the total transmit power for Φ = 0 and 0.1.

limits the energy harvested at the relay. Although the use of a jammer reduces the

power allocated to A and B, the distance dJR is smaller than dAR and dBR. Thus, a

strong jamming signal is received for energy harvesting at the relay.

The secrecy capacity as a function of the x-axis position of the eavesdropper, Ex,

is shown in Fig. 3.18 with and without a jammer located at (0.5,−0.5). The y-axis

position of the eavesdropper is −0.2, −0.5, and −0.8. The best secrecy capacity is

obtained when the eavesdropper is at Ex = 0.5 which is the midpoint between A and

B. Further, the secrecy capacity is better with a jammer because the jamming signal

reduces the eavesdropper SNR. The secrecy capacity in both cases is lowest when Ex

is 0 and 1 because the eavesdropper SNR from A and B, respectively, is highest.
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λEve = 1 and 3.

3.4.3 Time Complexity

The simulations were conducted using Matlab R2017a on a MacBook Pro laptop with

an Intel Core i5 processor. The average time required to run Algorithm 1 is 15.42

s with a jammer and 23.49 s without a jammer. Determining the optimal secrecy

capacity is more difficult without a jammer so more time is required.

3.5 Conclusion

The secrecy capacity of a two-way relay network was investigated. The effect of

an eavesdropper E was mitigated using a friendly jammer J . The power splitting

factor and transmit power at the two users A and B, and J were jointly optimized
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Figure 3.14: Secrecy capacity versus the power splitting factor for different values of
PJ and Φ for PT = 10 dB and λEve = 1.

to maximize the secrecy capacity. The single condensation method (SCM) was used

to convert the objective function into geometric programming (GP) form to obtain

a convex optimization problem. The results presented show that using a jammer

improves the secrecy performance and the amount of harvested energy at the relay.

Further, the allocated jamming power increases as the eavesdropper channel links

improve so as to reduce the information obtained by the eavesdropper. The secrecy

capacity without a jammer was examined and compared to that with a jammer. The

effect of the locations of the eavesdropper and jammer on the secrecy capacity was

also investigated. It was determined that the best secrecy capacity is achieved when

the relay is equidistant between A and B. The effect of the relative locations of

the relay and jammer with respect to the eavesdropper on the secrecy capacity was
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examined. Finally, it was shown that imperfect cancellation of the jamming signal at

the relay degrades the secrecy capacity.
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Chapter 4

Secrecy Capacity in Two-Way

Energy Harvesting Relay Networks

with a Friendly Jammer and

Imperfect CSI

This chapter investigates the security of two-way relay communications in the pres-

ence of an eavesdropper. In Chapter 3, perfect cancellation of the jamming signal

at the relay was assumed and the eavesdropper was capable of estimating the CSI

perfectly which is not the case in this chapter. The system includes two users that

communicate via an energy harvesting relay. A friendly jammer is utilized to in-

crease the secrecy capacity of the users by reducing the received signal to noise ratio

at the eavesdropper. Imperfect channel state information for the links between the

eavesdropper and other nodes is assumed. The eavesdropper employs maximal ratio

combining (MRC) and selection combining (SC) to maximize the received signal to
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noise ratio of the wiretapped signals. Geometric programming (GP) is used to jointly

optimize the power splitting factor of the relay and transmit powers of the two users

and jammer to maximize the secrecy capacity of the system. The impact of channel

estimation errors on the wiretap channel is studied. Further, the effect of imperfect

cancellation of the jamming signal at the relay is examined. This signal is considered

as a noise source at the users which decreases the secrecy capacity. The secrecy ca-

pacity is also studied for the case without a friendly jammer. This capacity is shown

to be greater with a jammer than without a jammer. The locations of the relay,

jammer, and eavesdropper have an effect on the secrecy capacity. It is shown that

the secrecy capacity is greatest when the relay is at the midpoint between the users,

and the closer the jammer is to the eavesdropper, the higher the secrecy capacity.

4.1 Introduction

Energy harvesting (EH) from radio frequency (RF) signals can be employed in wire-

less communications systems to prolong the lifetime of devices in energy-constrained

systems [60]. Since RF signals carry information and energy simultaneously [61], si-

multaneous wireless information and power transfer (SWIPT) is possible. Separate

circuits are usually employed to harvest energy and retrieve information [14]. Power

splitting (PS) and time switching (TS) are EH relaying protocols that have been de-

veloped for SWIPT [49]. In time switching, the receiver switches between the two

circuits while with power splitting, a fraction of the signal is directed to the EH cir-

cuit and the remaining is sent to the information retrieval circuit. The maximum

transmission rate with optimal PS and TS relaying was derived in [63] and [64], re-

spectively. In [63], the outage probability was obtained for a decode and forward (DF)
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relay network, and the optimal transmission rates with PS and TS were determined.

A SWIPT-enabled relay was considered in [64] for three scenarios, ideal (simul-

taneous EH and information retrieval), PS, and TS, and the maximum rate for each

scenario was obtained. PS and TS can be used separately or combined as in the

hybrid protocol proposed in [65] where the relay can switch between PS and TS. The

optimal TS and PS ratios were derived for an EH relay to maximize the throughput,

and the hybrid circuit was shown to perform better than separate circuits. In [66]

and [67], joint PS and TS schemes were considered for amplify and forward (AF) and

DF relay networks, respectively. The outage probability was shown to be better than

with the hybrid protocol in [65]. In [66], the outage probability, energy efficiency,

and network throughput were derived as a function of the PS and TS ratios, and

the network throughput maximized. In [67], two optimization problems were jointly

formulated to minimize the outage probability. The system throughput of a cognitive

two-way relaying network was maximized in [68] using an optimal offline joint re-

lay selection and power allocation scheme which outperforms random relay selection

when the transmit power is limited.

Wireless transmissions are more vulnerable to eavesdropping than wired given the

broadcast nature of wireless systems. The physical layer security of a wiretap channel

was introduced in [73] and is defined as the difference between the capacity of the

link between the source and destination and the capacity of the wiretap link between

the source and eavesdropper. This can be used to assist upper-layer cryptographic

techniques [96]–[97]. Physical layer security exploits the physical properties of wireless

channels such as fading and interference, to secure transmissions between users in the

presence of an eavesdropper [98]–[99]. However, the wireless channel conditions have
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a significant effect on these solutions [100]. Physical layer security with cooperative

relaying can be employed to mitigate this issue [101]. This was first studied in [74] for

an untrusted relay network which was considered as a possible eavesdropper. One-

way communications was investigated in [75] for DF and AF EH relays and DF was

shown to outperform AF in terms of secrecy performance. The secrecy capacity with

PS and TS relaying protocols in a one-way untrusted relay network was analyzed in

[76] and the performance of PS was better.

The spectral efficiency provided by two-way relaying is higher than with one-way

relaying. In [77], a two-way EH-based relay network in the presence of an eavesdropper

was studied. The secrecy capacity was maximized and the optimal TS and PS ratios

were derived for high signal to noise ratios (SNRs) based on the instantaneous channel

state information. It was shown that near optimal secrecy capacity is achievable with

the proposed approach even when the wiretap channels are unknown. The secrecy

capacity and energy efficiency were considered jointly in [78] for a two-way untrusted

relay network. The likelihood of successful eavesdropping for a two-way three-step

DF EH relay network was derived in [79] assuming independent κ-µ shadowing. It

was shown that allocating additional power for information decoding over a small

reception time improves the secrecy capacity. In [80], a closed-form expression for

the intercept probability was obtained for a two-way DF EH relay network in the

presence of multiple eavesdroppers. The effect of the power splitting factor on the

secrecy capacity was studied. The secrecy capacity of a two-way communication

network with multi-antenna time-switching relays in the presence of an eavesdropper

was maximized in [81]. The secrecy capacity with equal transmit power allocated to

the users was shown to be better than with an unequal transmit power allocation.
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Cooperative jamming can be used to improve the secrecy capacity of wireless

communication networks [102, 103, 104]. Both friendly jamming (FJ) and Gaussian

noise jamming (GNJ) have been proposed. The jamming signal is known at the re-

ceiver with FJ [82], but GNJ cannot be recreated at the receiver so this is treated

as noise [83]. While both FJ and GNJ can improve the secrecy capacity, the per-

formance provided by FJ is better because the users can cancel the jamming signal.

In [84], a system with two eavesdroppers and an energy harvesting friendly jammer

was considered. One eavesdropper is near the user and the other is near the jammer,

and they cooperate to obtain user signals and mitigate the effects of jamming. The

secrecy capacity and energy efficiency of the network were maximized by optimizing

the jamming signal power. The secrecy capacity with FJ was examined in [105] for

a one-way untrusted relay network without a line-of-sight transmission link. In [85],

a jammer was employed in an EH-based relay network to secure two-way commu-

nications. A lower bound was derived for the secrecy capacity with high SNRs. It

was shown that FJ with two-way communications outperforms one-way and the two-

way communications without jamming and with GNJ. In [86], the secrecy capacity

of one-way untrusted relay communications was maximized by jointly optimizing the

transmit and jamming powers with an EH threshold at the relay.

In [87], the secrecy performance with untrusted EH relays was improved using

energy-aware distributed beamforming. The secrecy capacity was improved in [88] by

selecting GNJ and relay nodes from multiple friendly but selfish intermediate nodes.

Price competition was used to allocate power to the intermediate nodes and their

profit was optimized to maximize the secrecy capacity. A two-way untrusted relay

network with multiple friendly jammers was considered in [33] and the jamming power
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optimized to maximize the secrecy capacity. In [89], a network with multiple relay-

user pairs was examined in the presence of multiple eavesdroppers. A joint relay-user

pair and friendly jammer selection scheme was proposed to maximize the secrecy

capacity. In [33], the secrecy capacity was optimized using a Stackelberg game for

power allocation between users and friendly jammers.

In [90], adaptive cooperative jamming in the presence of multiple eavesdroppers

with an EH relay was considered. The secrecy capacity was maximized by adjusting

the power allocation factor. A two-way EH relay network with multiple eavesdroppers

and a friendly jammer was investigated in [91]. The relay PS and TS ratios were

optimized to maximize the secrecy capacity, and PS was shown to be more robust

to eavesdropping. A two-way relay network was studied in [92] with partial relay

selection and hybrid PS and TS at the intermediate nodes. It was shown that secure

communications is possible with an appropriate selection of parameters.

The above results assume perfect knowledge of the CSI at the eavesdropper for the

user and relay signals. However, this assumption is not valid in practical systems due

to the presence of delays and channel estimation errors. In two-way relay networks,

imperfect CSI results in imperfect self-interference cancellation [106]. In [107], a

transmission scheme for multiple input single output (MISO) channels was presented

with imperfect CSI for the user and eavesdropper channels with cooperative jamming.

In [108], the CSI for the jammer to eavesdropper link was assumed to be unknown

and imperfect CSI assumed for the jammer to user link. The impact of imperfect CSI

on the secrecy outage capacity with cooperative jamming was analyzed. Although

imperfect CSI has received some research attention, the impact of imperfect CSI on

the security of a SWIPT two-way relay network has not yet been studied.
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This chapter considers the physical layer security of a two-way communication

system with an EH relay and a friendly jammer under the assumption of imperfect

CSI at the eavesdropper. The eavesdropper employs maximal ratio combining (MRC)

and selection combining (SC). The power allocated to the two users, relay, and jammer

are jointly optimized in the presence of an eavesdropper with imperfect CSI. This has

not been previously considered in the literature. Further, the effect of imperfect

cancellation of the jamming power at the relay is studied. The main contributions of

this chapter are as follows.

1. The effect of channel estimation errors on the secrecy capacity is investigated

when the eavesdropper employs MRC and SC. Imperfect CSI at the eavesdrop-

per has not been previously considered.

2. The secrecy capacity is maximized by jointly optimizing the power splitting

factor and transmit powers of the two users and jammer.

3. The single condensation method (SCM) is used to convert the objective function

to a standard GP form. Then, geometric programming (GP) is employed to

transform the optimization problem into a convex problem.

4. Imperfect cancellation of the jamming signal at the relay and the effect on the

users is studied. This has not been considered previously in the literature.

5. The secrecy capacity is evaluated with and without a jammer. In addition,

results are given for different eavesdropper and jammer locations.

The remainder of this chapter is organized as follows. The system model is pre-

sented in Section 4.2. The secrecy capacity for the two-way relay network is derived
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in Section 4.3 for MRC and SC at the eavesdropper. In Section 4.4, the optimization

problem is formulated and converted to a convex problem. Section 4.5 presents some

simulation results and some concluding remarks are given in Section 4.6.

4.2 System Model

The system model of a two-way relay network is presented in Fig. 4.1. It includes

two users A and B, a trusted relay R, a friendly jammer J , and an eavesdropper E.

Each node has a single antenna and operates in half-duplex mode. The eavesdropper

is located randomly near the relay to listen to the signals received by and transmitted

from the relay. The A-R, B-R, A-E, B-E, R-E, J-R, and J-E channels are denoted

by hAR, hBR, hAE, hBE, hRE, hJR, and hJE, respectively. The channels are assumed

to be reciprocal so that hij = hji, {i, j} ∈ {A,B,R, J, E} , i 6= j. With Rayleigh

fading, the channel gains, |hij|2, are exponentially distributed random variables with

mean λ. nA, nB,nR, and nE denote the additive white Gaussian noise (AWGN) at A,

B, R, and E, respectively, with zero mean and variance σ2.

In this chapter, the practical case is considered where the channels at A, B, R,

and J can be estimated accurately given that they are trusted nodes, while there are

channel estimation errors at the eavesdropper [107]. The estimated channel gain from

the eavesdropper to node i, i ∈ {A,B,R, J} , i 6= E, is given by [106]

hiE = ĥiE + eiE, (4.1)

where ĥiE is the estimated channel gain and eiE is the channel estimation error. For

simplicity, the eiE are denoted by eE which is a Gaussian distributed random variable
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with zero mean and variance σ2
e . A summary of the notation employed is given in

Table 4.1.

Table 4.1: Notation

Symbol Description

A, B Users

R Relay

J Jammer

E Eavesdropper

hij Channel between node i and node j

|hij|2 Channel gain between node i and node j

ĥiE Estimated channel between E and node i

|ĥiE|2 Estimated channel gain between E and node i

eiE Channel estimation error between E and node i

σ2
e Channel estimation error variance

ni Additive white Gaussian noise (AWGN) at node i

σ2 AWGN variance

xi Signal transmitted by node i

yi Signal received at node i

PA Transmit power of node A

PB Transmit power of node B

Continued on next page
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Table 4.1 – Continued from previous page

Symbol Description

PR Transmit power of node R

PJ Transmit power of node J

PT Total power constraint

E[.] Expected value

yRe Energy harvesting signal at the relay

yRi Information retrieval signal at the relay

θ Power splitting factor

EH Harvested energy

ζ Energy conversion efficiency

T Total transmission time

m Path loss exponent

Φ Jamming signal cancellation factor

yR Information retrieval signal at the relay after jamming cancellation

y
(1)
E Received signal at E in the first phase

y
(2)
E Received signal at E in the second phase

SNR
(1)
E,A SNR at E for xB sent to A in the first phase

SNR
(1)
E,B SNR at E for xA sent to B in the first phase

SNR
(2)
E,A SNR at E for xB sent to A in the second phase

SNR
(2)
E,B SNR at E for xA sent to B in the second phase

SNRA SNR at A

SNRB SNR at B

Continued on next page
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Table 4.1 – Continued from previous page

Symbol Description

RA Achievable rate at A

RB Achievable rate at B

R
(1)
E Achievable rate at E in the first phase

R
(2)
E Achievable rate at E in the second phase

RE Achievable rate at E for both phases

CA Secrecy capacity at A

CB Secrecy capacity at B

CS Secrecy capacity

hAR hBR

hJR

hJE

hAE hBEhRE

A R

J

E First phase

Second phase

B

Figure 4.1: System model of the two-way wireless relay network with a jammer and
eavesdropper.
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Figure 4.2: Transmission time frame for power splitting in the two-way relay network.

Fig. 4.2 shows the two phases required to forward the signals between A and B

in the relay network. In the first phase, A and B send their signals xA and xB with

E[|xA|2] = E[|xB|2] = 1 and transmit powers PA and PB, respectively, to R. During

this phase, the jammer broadcasts a jamming signal, xJ with E[|xJ |2] = 1, so to make

it more difficult for the eavesdropper to recover xA and xB. The relay depends solely

on energy harvested from the user and jamming signals for power. The signal at the

relay is divided into two parts for information retrieval and energy harvesting. The

energy harvesting part is

yRe =
√
θPAhARxA +

√
θPBhBRxB +

√
θPJhJRxJ , (4.2)

where θ is the power splitting factor, 0 ≤ θ ≤ 1. The additive noise at the relay, nR,
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is neglected because it can be assumed to be much less than the other terms in (4.2)

[49]. The harvested energy is

EH =
T

2
ζθ
(
PA|hAR|2 + PB|hBR|2 + PJ |hJR|2

)
, (4.3)

where ζ, 0 < ζ ≤ 1, is the energy conversion efficiency. In the second phase, the relay

transmit power is

PR =
EH
T/2

= ζθER, (4.4)

where ER = PA|hAR|2 + PB|hBR|2 + PJ |hJR|2. The information retrieval part of the

received signal is

yRi =
√

(1− θ)PAhARxA +
√

(1− θ)PBhBRxB +
√

(1− θ)PJhJRxJ + nR. (4.5)

The jamming signal term
√

(1− θ)PJhJRxJ at the relay can be cancelled from yRi

if R has knowledge of the jammer signal [50, 51]. The jammer is located close to

the relay and farther from A and B, so the jamming signal at A and B can be

neglected. Information regarding the jamming signal is securely shared between the

jammer, relay and users before cooperative jamming begins. However, the jamming

signal may not be perfectly canceled at the relay and this case is considered here. A

cancellation factor Φ, 0 ≤ Φ ≤ 1, is used to indicate the fraction of this signal that is

not cancelled. This fraction, Φ × PJ , is amplified and forwarded to A and B by the

relay. The jamming signal is perfectly cancelled if Φ = 0, and there is no cancellation

if Φ = 1. The value of Φ depends on the relay receiver circuitry and the CSI at R.
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The information retrieval signal assuming imperfect jamming cancellation is then

yR =
√

(1− θ)PAhARxA +
√

(1− θ)PBhBRxB + Φ
√

(1− θ)PJhJRxJ + nR. (4.6)

During the first phase, the signal received at E is

y
(1)
E =

√
PA(ĥAE + eE)xA +

√
PB(ĥBE + eE)xB +

√
PJ(ĥJE + eE)xJ + nE. (4.7)

The SNR at E for xB sent to A is

SNR
(1)
E,A =

PB|ĥBE|2

PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2

(4.8)

and the SNR at E for xA sent to B is

SNR
(1)
E,B =

PA|ĥAE|2

PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2

(4.9)

The eavesdropper does not have knowledge of the jamming signal. Therefore, xJ is

treated as additional noise that reduces the received SNR at E.

During the second phase, the relay amplifies the received signal and forwards it

to the users using the energy harvested. The signal transmitted by the relay is then

xR =

√
PR√

θ̃ [PA|hAR|2 + PB|hBR|2 + PJ |hJR|2] + σ2

yR =

√
PR

θ̃ER + σ2
yR, (4.10)

where θ̃ = 1 − θ and

√
PR

θ̃ER + σ2
is the relay amplifier gain. The received signal at
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A in this phase is

yA = hARxR + nA

=

√
θ̃PRPBhARhBR√
θ̃ER + σ2

xB

︸ ︷︷ ︸
information signal

+

√
θ̃PRPA|hAR|2√
θ̃ER + σ2

xA

︸ ︷︷ ︸
information signal

+ Φ

√
θ̃PRPJhARhJR√
θ̃ER + σ2

+

√
PRhARnR√
θ̃ER + σ2

+ nA

︸ ︷︷ ︸
noise

,

(4.11)

and the corresponding signal at B is

yB = hBRxR + nB

=

√
θ̃PRPAhARhBR√
θ̃ER + σ2

xA

︸ ︷︷ ︸
information signal

+

√
θ̃PRPB|hBR|2√
θ̃ER + σ2

xB

︸ ︷︷ ︸
information signal

+ Φ

√
θ̃PRPJhBRhJR√
θ̃ER + σ2

xJ +

√
PRhBRnR√
θ̃ER + σ2

+ nB

︸ ︷︷ ︸
noise

.

(4.12)

A and B cancel their own signals since self-interference cancellation can be assumed

[35, 36]. Let

γA =
PA|hAR|2

σ2
, (4.13)

γB =
PB|hBR|2

σ2
, (4.14)

γJ =
PJ |hJR|2

σ2
, (4.15)

γ = γA + γB + γJ =
ER
σ2
. (4.16)
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The SNR at A is then

SNRA =

θ̃PBPR|hBR|2|hAR|2

θ̃ER + σ2

PR|hAR|2σ2

θ̃ER + σ2
+

Φ2θ̃PRPJ |hJR|2|hAR|2

θ̃ER + σ2
+ σ2

=
ζθθ̃|hAR|2γγB(

ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃
)
γ + 1

, (4.17)

and the corresponding achievable rate is [43]

RA =
T

2
log2 (1 + SNRA) . (4.18)

The SNR at B is

SNRB =

θ̃PAPR|hAR|2|hBR|2

θ̃ER + σ2

PR|hBR|2σ2

θ̃ER + σ2
+

Φ2θ̃PRPJ |hJR|2|hBR|2

θ̃ER + σ2
+ σ2

=
ζθθ̃|hBR|2γγA(

ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃
)
γ + 1

, (4.19)

and the corresponding achievable rate is

RB =
T

2
log2 (1 + SNRB) . (4.20)
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The signal received at E during the second phase is

y
(2)
E = hRExR + nE, (4.21)

=

√
θ̃PRPAhARhRE√
θ̃ER + σ2

xA

︸ ︷︷ ︸
information signal

+

√
θ̃PRPBhBRhRE√
θ̃ER + σ2

xB

︸ ︷︷ ︸
information signal

+ Φ

√
θ̃PRPJhJRhRE√
θ̃ER + σ2

xJ +

√
PRhREnR√
θ̃ER + σ2

+ nE

︸ ︷︷ ︸
noise

,

(4.22)

where hRE = ĥRE + eE. The SNR at E for xB sent to A during the second phase is

SNR
(2)
E,A =

ζθθ̃γγB|ĥRE|2

γ
[
ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃

]
+ σ2

eζθγ
[
θ̃(γA + γB + Φ2γJ) + 1

]
+ 1

.

(4.23)

and the SNR at E for xA sent to B during the second phase is

SNR
(2)
E,B =

ζθθ̃γγA|ĥRE|2

γ
[
ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃

]
+ σ2

eζθγ
[
θ̃(γA + γB + Φ2γJ) + 1

]
+ 1

.

(4.24)

The achievable rate at E during both phases is then

RE,i =



T

2
log2

(
1 + SNR

(1)
E,i + SNR

(2)
E,i

)
, MRC at E

T

2
log2

(
1 + max(SNR

(1)
E,i, SNR

(2)
E,i)
)
, SC at E.

(4.25)

4.3 Secrecy Capacity Analysis

The secrecy capacity in the presence of an eavesdropper is the difference between the

secrecy capacity of the main link and the secrecy capacity of the wiretap link [43].
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The power transmitted in the network is limited by the total power constraint PT

where PA+PB+PJ ≤ PT . The power splitting factor and transmit power of A, B, and

J are allocated to maximize the secrecy capacity at A and B under this constraint.

The secrecy capacity at A is CS,A = [RA −RE,A]+ and at B is CS,B = [RB −RE,B]+

[93], where [x]+ = max (0, x). The secrecy capacity at user i, i ∈ {A,B}, is then

CS,i =



T

2
log2

(
1 + SNRi

1 + SNR
(1)
E,i + SNR

(2)
E,i

)
, MRC at E

T

2
log2

(
1 + SNRi

1 + max(SNR
(1)
E,i, SNR

(2)
E,i)

)
, SC at E.

(4.26)

The secrecy capacity is

CS = CS,A + CS,B, (4.27)

= [RA −RE,A]+ + [RB −RE,B]+ . (4.28)

and the corresponding optimization problem can be formulated as

max
θ,θ̃,PA,PB ,PJ

CS

PA + PB + PJ ≤ PT

θ + θ̃ ≤ 1

θ, θ̃, PA, PB, PJ ≥ 0
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4.3.1 MRC at the Eavesdropper

In this subsection, the secrecy capacity of the network is derived considering imperfect

channel estimation at the eavesdropper. The eavesdropper employs MRC to combine

the signals from the direct and relay links in both transmission phases. The achievable

rates at E for xB sent to A and xA sent to B, RE,A and RE,B, respectively, are defined

in (4.25). CS,A is obtained by substituting SNRA, SNR
(1)
E,A, and SNR

(2)
E,A given by

(4.17), (4.8), and (4.23), respectively, in (4.26) with i = A, and CS,B is obtained

by substituting SNRB, SNR
(1)
E,B, and SNR

(2)
E,B given by (4.19), (4.9), and (4.24),

respectively, in (4.26) with i = B. From (4.28), there are four cases to consider to

maximize the secrecy capacity as given below.

Case I: CS,A ≥ 0 and CS,B ≥ 0

In this case, the secrecy capacity is

CS = (RA −RE,A) + (RB −RE,B)

=
T

2
log2

(
wMRC
I

zMRC
I

)
, (4.29)
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where (.)MRC
I denotes the first case with MRC at the eavesdropper

wMRC
I =

[(ζθθ̃|hAR|2γγB) + ((ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1)]

[PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2]

[γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1]

[(ζθθ̃|hBR|2γγA) + ((ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1)]

[PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2]

[γ(ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃) + σ2
eζθγ(θ̃(γA + γB + Φ2γJ) + 1) + 1]

(4.30)
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and

zMRC
I =

[(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1]

[(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1]

[(((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

× (γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃]1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1))

+ [(PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)1) + θ̃]

× (ζθθ̃γγB|ĥRE|2)]]

[(((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|21) + θ̃]

+ σ2
e(PA + PB + PJ) + σ2))×

(γ[ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃]1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1)

+ [(PB|ĥBE|2 + PJ |ĥJE|21) + θ̃]

+ σ2
e(PA + PB + PJ) + σ2)× (ζθθ̃γγA|ĥRE|2)]].

(4.31)
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Case II: CS,A ≥ 0 and CS,B ≤ 0

In this case, CS,B = 0 since the SNR at the eavesdropper is higher than that at B.

The secrecy capacity is then

CS = (RA −RE,A)

=
T

2
log2

(
wMRC
II

zMRC
II

)
, (4.32)

where (.)MRC
II denotes the second case with MRC at the eavesdropper

wMRC
II =

[(ζθθ̃|hAR|2γγB) + ((ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1)]

[PA|ĥAE|2 + PJ |ĥJE|21) + θ̃] + σ2
e(PA + PB + PJ) + σ2]

[γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃]1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1]

(4.33)
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and

zMRC
II =

[(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1]

[(((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2

+ σ2
e(PA + PB + PJ) + σ2))

× (γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃]+

σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1))

+ [(PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

× (ζθθ̃γγB|ĥRE|2)]].

(4.34)

Case III: CS,A ≤ 0 and CS,B ≥ 0

In this case, CS,A = 0 since the SNR at the eavesdropper is higher than that at A.

The secrecy capacity is then

CS = (RB −RE,B)

=
T

2
log2

(
wMRC
III

zMRC
III

)
, (4.35)
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where (.)MRC
III denotes the third case with MRC at the eavesdropper

wMRC
III =

[(ζθθ̃|hBR|2γγA) + ((ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1)]

[PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2]

[γ(ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃)

+ σ2
eζθγ(θ̃(γA + γB + Φ2γJ) + 1) + 1]

(4.36)

and

zMRC
III =

[(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1]

[(((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

× (γ[ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃] + σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1)

+ [(PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

× (ζθθ̃γγA|ĥRE|2)]].

(4.37)

Case IV: CS,A ≤ 0 and CS,B ≤ 0

In this case, the secrecy capacity is CS = 0 because the secrecy capacity of the wiretap

links is higher than the secrecy capacity at A and B.
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4.3.2 SC at the Eavesdropper

In this subsection, the secrecy capacity of the network with imperfect channel esti-

mation at the eavesdropper is derived when the eavesdropper employs SC so the link

(direct or relay) with the maximum SNR is selected. Based on SNR
(1)
E,A, SNR

(2)
E,A,

SNR
(1)
E,B, and SNR

(2)
E,B given by (4.8), (4.23), (4.9), and (4.24), respectively, the

following four cases can be considered.

Case I: SNR
(1)
E,A ≥ SNR

(2)
E,A and SNR

(1)
E,B ≥ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(1)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(1)
E,B

)
,

=
T

2
log2

(
wSCI,A
zSCI,A

)
+
T

2
log2

(
wSCI,B
zSCI,B

)
,

=
T

2
log2

(
wSCI
zSCI

)
,

(4.38)
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where

wSCI,A =

[(ζθθ̃|hAR|2γγB) + ((ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ

+ 1)]

[PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2], (4.39)

wSCI,B =

[(ζθθ̃|hBR|2γγA) + ((ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1)]

[PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2], (4.40)

zSCI,A =

[(((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ)

+ σ2))]

[(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1], (4.41)

zSCI,B =

[(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1]

[(((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ)

+ σ2))], (4.42)

(4.43)
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wSCI
zSCI

=



wSCI,Aw
SC
I,B

zSCI,Az
SC
I,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCI,A
zSCI,A

, CS,A ≥ 0 and CS,B < 0

wSCI,B
zSCI,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(4.44)

and (.)SCI denotes the first case with SC at the eavesdropper.

Case II: SNR
(1)
E,A ≥ SNR

(2)
E,A and SNR

(1)
E,B ≤ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(1)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(2)
E,B

)
,

=
T

2
log2

(
wSCII,A
zSCII,A

)
+
T

2
log2

(
wSCII,B
zSCII,B

)
,

=
T

2
log2

(
wSCII
zSCII

)
,

(4.45)
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where

wSCII,A =

[(ζθθ̃|hAR|2γγB) + ((ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1)]

[PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2], (4.46)

wSCII,B =

[(ζθθ̃|hBR|2γγA) + ((ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1)]

[γ(ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃) + σ2
eζθγ(θ̃(γA + γB + Φ2γJ) + 1) + 1], (4.47)

zSCII,A =

[(((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))]

[(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1], (4.48)

zSCII,B =

[(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1]

[(γ
[
ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃

]
+ σ2

eζθγ[θ̃(γA + γB + Φ2γJ) + 1]

+ 1) + [(ζθθ̃γγA|ĥRE|2)]], (4.49)

(4.50)
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wSCII
zSCII

=



wSCII,Aw
SC
II,B

zSCII,Az
SC
II,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCII,A
zSCII,A

, CS,A ≥ 0 and CS,B < 0

wSCII,B
zSCII,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(4.51)

and (.)SCII denotes the second case with SC at the eavesdropper.

Case III: SNR
(1)
E,A ≤ SNR

(2)
E,A and SNR

(1)
E,B ≥ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(2)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(1)
E,B

)
,

=
T

2
log2

(
wSCIII,A
zSCIII,A

)
+
T

2
log2

(
wSCIII,B
zSCIII,B

)
,

=
T

2
log2

(
wSCIII
zSCIII

)
,

(4.52)
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where

wSCIII,A =

[(ζθθ̃|hAR|2γγB) + ((ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1)]

[γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃] + σ2
eζθγ[θ̃(γA + γB + Φ2γJ)

+ 1] + 1], (4.53)

wSCIII,B =

[(ζθθ̃|hBR|2γγA) + ((ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1)]

[PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2], (4.54)

zSCIII,A =

[(ζθθ̃γγB|ĥRE|2) + (γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1)]

[(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1], (4.55)

zSCIII,B =

[(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1]

[(((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2

+ σ2
e(PA + PB + PJ) + σ2))], (4.56)

(4.57)
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wSCIII
zSCIII

=



wSCIII,Aw
SC
III,B

zSCIII,Az
SC
III,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCIII,A
zSCIII,A

, CS,A ≥ 0 and CS,B < 0

wSCIII,B
zSCIII,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(4.58)

and (.)SCIII denotes the third case with SC at the eavesdropper.

Case IV: SNR
(1)
E,A ≤ SNR

(2)
E,A and SNR

(1)
E,B ≤ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(2)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(2)
E,B

)
,

=
T

2
log2

(
wSCIV,A
zSCIV,A

)
+
T

2
log2

(
wSCIV,B
zSCIV,B

)
,

=
T

2
log2

(
wSCIV
zSCIV

)
,

(4.59)
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where

wSCIV,A =

[(ζθθ̃|hAR|2γγB) + ((ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1)]

[γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃] + σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1], (4.60)

wSCIV,B =

[(ζθθ̃|hBR|2γγA) + ((ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1)]

[γ(ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃)

+ σ2
eζθγ(θ̃(γA + γB + Φ2γJ) + 1) + 1], (4.61)

zSCIV,A =

[(ζθθ̃γγB|ĥRE|2) + (γ[ζθ|ĥRE|2(θ̃γA + θ̃γJΦ2 + 1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1)]

[(ζθ|hAR|2 + Φ2ζθθ̃|hAR|2γJ + θ̃)γ + 1], (4.62)

zSCIV,B =

[(ζθ|hBR|2 + Φ2ζθθ̃|hBR|2γJ + θ̃)γ + 1][
(γ[ζθ|ĥRE|2(θ̃γB + θ̃γJΦ2 + 1) + θ̃]

+ σ2
eζθγ[θ̃(γA + γB + Φ2γJ) + 1] + 1) + [(ζθθ̃γγA|ĥRE|2)]

]
,

(4.63)

(4.64)
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wSCIV
zSCIV

=



wSCIV,Aw
SC
IV,B

zSCIV,Az
SC
IV,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCIV,A
zSCIV,A

, CS,A ≥ 0 and CS,B < 0

wSCIV,B
zSCIV,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(4.65)

and (.)SCIV denotes the fourth case with SC at the eavesdropper.

4.4 Optimization Problem Formulation

The secrecy capacity optimization problem for MRC and SC at the eavesdropper is

minimize
θ, θ̃, PA, PB, PJ

z

w
(4.66a)

subject to PA + PB + PJ ≤ PT , (4.66b)

θ + θ̃ ≤ 1, (4.66c)

θ, θ̃, PA, PB, PJ ≥ 0 (4.66d)

where w and z are defined below for each diversity scheme.
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The standard form of a Geometric Programming (GP) problem is [40]

minimize f0(x) (4.67a)

subject to fi(x) ≤ 0, i = 1, . . . ,m, (4.67b)

gi(x) = 1, i = 1, . . . , p (4.67c)

where fi(x) is a posynomial function, gi(x) is a monomial function, and x is the

optimization variable. A monomial function g of x is a real valued function of the

form g(x) = cxa11 x
a2
2 . . . xann where c > 0, ai ∈ R, and n is the number of optimization

variables. A posynomial function is the sum of two or more monomials such that

f(x) =
∑K

k=1 ckx
a1k
1 xa2k2 . . . xankn where ck > 0 and K is the number of monomial

functions.

The constraints in (4.66b) and (4.66c) are posynomials. This problem can be

transformed into GP form and then into a convex problem because the constraints

and the objective function are posynomials. However, the objective function is a ratio

of two posynomials, so it cannot be transformed into GP form. To solve this issue,

w(θ, θ̃, PA, PB, PJ) is approximated as a monomial function using the single conden-

sation method (SCM) [41]. In SCM, the denominator of the ratio of posynomials

is approximated with a monomial function. The numerator (a posynomial) is not

approximated, hence the term single. In the optimization problem, w(x) =
∑

i ui(x),

x =
[
θ, θ̃, PA, PB, PJ

]T
, is the sum of i monomials, so it is a posynomial by definition,

and the monomial approximation of w(x) using SCM is

w(x) =
∏
i

(
ui(x)

αi

)αi
, (4.68)
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such that w(x) ≥ w(x). For a given x, the αi are obtained such that

αi =
ui(x)

w(x)
, (4.69)

and w(x) is substituted for w(x) in (4.66a). The objective function after SCM ap-

proximation is a polynomial (posynomial). The accuracy of the approximation was

determined by calculating the difference between the value of w(x) and w(x) at the

solution point x. The maximum difference is 0.00107. GP is used to obtain a nonlin-

ear but convex optimization problem with convex objective and inequality constraint

functions and linear equality constraints. A logarithmic change of variables and a

logarithmic transformation of the objective function and constraints is used to obtain

a GP form. The resulting convex problem can be solved efficiently using CVX solvers

[40]. As the optimal solution can be far from the initial guess x0 used in the SCM

approximation, an iterative approach is used to solve this problem.

For MRC at the eavesdropper, the initial guess is used to calculate SNR
(1)
E,A,

SNR
(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B given by (4.8), (4.23), (4.9), and (4.24), respectively.

SNR
(1)
E,A, SNR

(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B are then substituted in (4.26) along with

SNRA from (4.17) and SNRB from (4.19) to calculate CS,A and CS,B, respectively.

Then CS,A and CS,B are compared and the 4 MRC cases are employed to maximize the

secrecy capacity. If the current optimal solution, xk+1, satisfies the initial assumption

CS,A ≥ 0 and CS,B ≥ 0, then xk+1 is used to calculate w(xk+1) and the optimization

problem is solved again. If xk+1 violates CS,A ≥ 0 and CS,B ≥ 0, then proceed to

the next case. The algorithm to obtain the optimal values
[
θ∗, θ̃∗, P ∗A, P

∗
B, P

∗
J

]T
is

summarized in Algorithm 1.
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For SC at the eavesdropper, the initial guess is used to calculate SNR
(1)
E,A, SNR

(2)
E,A,

SNR
(1)
E,B, and SNR

(2)
E,B given by (4.8), (4.23), (4.9), and (4.24), respectively. The val-

ues of SNR
(1)
E,A and SNR

(2)
E,A are compared to determine which expression for CS,A to

consider, and the values of SNR
(1)
E,B and SNR

(2)
E,B are compared to determine which

expression for CS,B to consider. The results of these comparisons determine which

case in Subsection 4.3.2 to employ. x0 is then used to calculate values of CS,A and

CS,B. Next, wSC(.) is approximated using the SCM method and the resulting wSC(.) (x)

is used in (4.66a) to solve the optimization problem. If the current optimal solu-

tion, xk+1, satisfies the initial assumption CS,A ≥ 0 and CS,B ≥ 0, then xk+1 is used

to calculate w(xk+1) and the optimization problem is solved again. If xk+1 violates

CS,A ≥ 0 and CS,B ≥ 0, then proceed to the next case. The algorithm to obtain the

optimal values
[
θ∗, θ̃∗, P ∗A, P

∗
B, P

∗
J

]T
is summarized in Algorithm 2.

4.5 Results and Discussion

In this section, the secrecy capacity is evaluated for a two-way relay network with

a friendly jammer in the presence of an eavesdropper. Users A and B can only

communicate through R since there is no direct link between them. The simulation

parameters are as follows unless noted otherwise. The noise variance is σ2 = 10−3,

σ2
e = 0.1, T = 1, the optimization tolerance is ε = 0.001, Φ = 0, and the energy

conversion efficiency is ζ = 0.5. The channel gains |hAR|2, |hJR|2, |hJE|2, and |hBR|2

are exponential random variables with mean λ = 1, |hRE|2 and |hBE|2 are exponential

random variables with mean λEve, and |hAE|2 is an exponential random variable with

mean 1
λEve

, λEve ∈ {1, 2, 3}. The node locations are normalized to the distance
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Algorithm 2 Optimization of the Secrecy Capacity, CS, for MRC at the Eavesdrop-
per

Require: Channel coefficients, power constraint PT , energy conversion efficiency ζ,
noise variance σ2, tolerance ε, estimation error variance σ2

e , k = 1
1: while |CS,k − CS,k−1| > ε do
2: Calculate the monomial approximation w for w using the single condensation

method at x =
[
θk, θ̃k, PA,k, PB,k, PJ,k

]T
3: k = k + 1
4: Solve the optimization problem in (4.66) using w to find[

θk+1, θ̃k+1, PA,k+1, PB,k+1, PJ,k+1

]
5: Using the solution in step 4, calculate CS,A and CS,B
6: if CS,A ≥ 0 and CS,B ≥ 0 then
7: Go to step 1
8: else
9: Continue to the next case of CS,A and CS,B

10: end if
11: Solve the optimization problem in (4.29) to obtain

[
θk, θ̃k, PA,k, PB,k, PJ,k

]
12: end while

13: Assign
[
θ∗, θ̃∗, P ∗A, P

∗
B, P

∗
J

]T
=
[
θk, θ̃k, PA,k, PB,k, PJ,k

]T
and CS = CS,k

between A and B so that A and B are at (0, 0) and (1, 0), respectively. R is at the

midpoint, (0.5, 0), J is at (0.5, −0.5), PT = 10 dB, and PJ = 0.1PT .

Fig. 4.3 presents the secrecy capacity versus the total transmit power, PT , for

λEve = 1 with SC and MRC at the eavesdropper, and the corresponding secrecy

capacity from [109]. This shows that the secrecy capacity increases in all cases as the

total transmit power increases. In [109], the secrecy capacity at A and B is defined as

Ci =
T

2
log2

(
1 + SNRi

(1 + SNR
(1)
E,i)(1 + SNR

(2)
E.i)

)
, i ∈ {A,B}, i.e. diversity combining was

not employed by the eavesdropper. However, in this chapter, the received SNR at the

eavesdropper is either the combination of SNR
(1)
E,i and SNR

(2)
E,i using MRC, or the

maximum is selected using SC as given in (4.26). At PT = 15 dB, the difference in

secrecy capacity between SC and [109] is 1.01 bit/sec/channel use and the difference

between MRC and [109] is 0.21 bits/sec/channel use. The reason is that SC selects



108

Algorithm 3 Optimization of the Secrecy Capacity, CS, for SC at the Eavesdropper

Require: Channel coefficients, power constraint PT , energy conversion efficiency ζ,
noise variance σ2, tolerance ε, estimation error variance σ2

e , k = 1
while |CS,k − CS,k−1| > ε do

2: Calculate SNR
(1)
E,A, SNR

(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B

if SNR
(1)
E,A ≥ SNR

(2)
E,A and SNR

(1)
E,B ≥ SNR

(2)
E,B then

4: Calculate the monomial approximation w for w using the single condensation

method at x =
[
θk, θ̃k, PA,k, PB,k, PJ,k

]T
k = k + 1

6: Solve the optimization problem in (4.66) using w to find[
θk+1, θ̃k+1, PA,k+1, PB,k+1, PJ,k+1

]
Using the solution in step 6, calculate CS,A and CS,B

8: if CS,A ≥ 0 and CS,B ≥ 0 then
Go to step 1

10: else
Continue to the next case of CS,A and CS,B

12: end if
else

14: Continue to the next case of SNR
(1)
E,A ≷ SNR

(2)
E,A and SNR

(1)
E,B ≷ SNR

(2)
E,B

end if
16: Solve the optimization problem in (4.29) to obtain

[
θk, θ̃k, PA,k, PB,k, PJ,k

]
end while

18: Assign
[
θ∗, θ̃∗, P ∗A, P

∗
B, P

∗
J

]T
=
[
θk, θ̃k, PA,k, PB,k, PJ,k

]T
and CS = CS,k

only one wiretap link which reduces the SNR at the eavesdropper. As a result, the

secrecy capacity of the network with SC at the eavesdropper is higher than that with

MRC.

Fig. 4.4 presents the secrecy capacity versus the power splitting factor, θ, with

SC and MRC for σ2
e = 0 and 0.1. This shows that SC outperforms MRC for the given

values of σ2
e and λEve, and the secrecy capacity for imperfect CSI, σ2

e = 0.1, is better

than that for perfect CSI, σ2
e = 0, for all values of θ. Considering the SNR expressions

of the eavesdropper links, the denominators of (4.8), (4.23), (4.9), and (4.24) contain

σ2
e , so increasing this term reduces the SNR at E.
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Figure 4.3: The secrecy capacity versus the total transmit power, PT , with λEve = 1
and σ2

e = 0.

4.5.1 Channel Estimation Error

Figs. 4.5 and 4.6 present the effect of the channel estimation error variance, σ2
e ,

on the secrecy capacity. Fig. 4.5 shows the secrecy capacity for λEve = 1, 2, and

3. A higher value of σ2
e means that the eavesdropper is less able to estimate the

wiretap links so the secrecy capacity improves. The difference in secrecy capacity

between SC and MRC is 0.283, 0.033, and 0.031 bits/sec/channel use for λEve = 1, 2,

and 3, respectively, at σ2
e = 0.1. Thus, increasing λEve decreases the gap between

SC and MRC. This is because a larger λEve improves the corresponding link of the

eavesdropper and degrades the other eavesdropper link. Fig. 4.6 shows the secrecy

capacity versu the channel estimation error variance for θ = 0.8 and 0.2 at λEve = 1.

At σ2
e = 0.01, SC outperforms MRC with a difference of 0.287 at θ = 0.8 and 0.285
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Figure 4.4: The secrecy capacity versus the power splitting factor, θ, for different
values of λEve and σ2

e with PJ = 0.1PT and PT = 10 dB.

at θ = 0.2. Thus, increasing θ improves the performance of SC and MRC but has

little effect on the difference between them.

4.5.2 Jammer, Cancellation Factor, and Locations

The secrecy capacity versus the jamming signal cancellation factor, Φ, is presented in

Fig. 4.7 for σ2
e = 0 and 0.5. This shows that SC outperforms MRC for both values of

σ2
e . When Φ = 0, the secrecy capacity is highest because the jamming signal at the

relay is completely cancelled. As Φ increases, more jamming power is amplified and

forwarded to A and B. Thus, the noise at A and B increases which degrades their

SNRs and thus decreases the secrecy capacity. The difference in secrecy capacity with

SC is 0.933 bits/sec/channel use at Φ = 0.1 but decreases to 0.744 bits/sec/channel



111

10
-4

10
-3

10
-2

10
-1

Channel estimation error variance, 
e
2

2.5

3

3.5

4

4.5

5

5.5
Se

cr
ec

y c
ap

ac
ity

, C
S

   SC,    
Eve

 = 1

   MRC, 
Eve

 = 1

   SC,    
Eve

 = 2

   MRC, 
Eve

 = 2

   SC,    
Eve

 = 3

   MRC, 
Eve

 = 3

Figure 4.5: The secrecy capacity versus the channel estimation error variance, σ2
e , for

three values of λEve with θ = 0.5, PJ = 0.1PT , and PT = 10 dB.

use at Φ = 0.8. The results in [109] show that the secrecy capacity without SC is

more sensitive to Φ, and the secrecy capacity decreases at a faster rate as Φ increases.

In the following figures, the secrecy capacity is considered for different locations

of the eavesdropper and jammer. The channel links can be expressed as hij =
fij
dmij

where fij is an exponential random variable with mean = 1, m = 2.7 is the path

loss exponent, and dij is the distance between i and j. Figs. 4.8 and 4.9 present the

secrecy capacity versus Φ for SC and MRC at the eavesdropper, respectively. The

jammer is at (0.5, −0.5) and the location of the eavesdropper is (0.5, −1) and (0.2,

−0.2) with dAE = 1.118 and 0.282, respectively. These results show that secrecy

capacity increases as dAE increases from 0.282 to 1.118 for both values of σ2
e . The



112

10
-4

10
-3

10
-2

10
-1

Channel estimation error variance, 
e
2

3

3.5

4

4.5

5

5.5
Se

cre
cy

 ca
pa

cit
y, 

C
S

   SC,  = 0.8

   MRC,  = 0.8

   SC,  = 0.2

   MRC,  = 0.2

Figure 4.6: The secrecy capacity versus the channel estimation error variance, σ2
e with

θ = 0.8 and 0.2, λEve = 1, PJ = 0.1PT , and PT = 10 dB.

reason is that as dAE increases, less power is required to be allocated to the jammer.

Hence, more power is allocated to A and B, and more energy is harvested at R. Fig.

4.8 shows that when σ2
e = 0, the difference in SC secrecy capacity for dAE = 1.118 and

0.282 is 1.06 bit/sec/channel use, and this increases to 1.14 bit/sec/channel use for

σ2
e = 0.1. Fig. 4.9 shows that when σ2

e = 0, the difference in MRC secrecy capacity

for dAE = 1.118 and 0.282 is 0.93 bit/sec/channel use, and this increases to 1.02

bit/sec/channel use for σ2
e = 0.1.

Fig. 4.10 presents the effect of Φ on the secrecy capacity when the jammer is

close to the relay. In this case, E is at (0.2,−1) and J is at (0.5,−0.1), so significant

jamming power is received by the relay. These results show that a small increase in

Φ causes a significant drop in secrecy capacity for both SC and MRC. For example,



113

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8

Jamming signal cancellation factor, 

-1

0

1

2

3

4

5

6

Se
cr

ec
y 

ca
pa

ci
ty

, C
S

   SC, 
e

2
 = 0.5

   MRC, 
e

2
 = 0.5

   SC, 
e

2
 = 0

   MRC, 
e

2
 = 0

   [54], 
e

2
 = 0

Figure 4.7: The secrecy capacity versus the jamming signal cancellation factor, Φ
with λEve = 1, θ = 0.5, PT = 10 dB, and PJ = 0.1PT .

with SC and θ = 0.5, the secrecy capacity drops by 4.331 bit/sec/channel use when Φ

increases from 0 to 0.01 and by 6.291 bit/sec/channel use when Φ increases from 0.01

to 0.1. This is because the jamming signal at the relay is stronger since the jammer

is closer to the relay.

Fig. 4.11 shows the secrecy capacity versus the x-axis location of the eavesdropper

(employing MRC), when the jammer is located at (0.5,−0.5) and without a jammer.

Results are given for y-axis eavesdropper positions −0.2, −0.5, and −0.8 and MRC

at the eavesdropper. The solid lines are for the case with a jammer at (0.5,−0.5) and

the other lines correspond to no jammer. When the eavesdropper is at x = 0.5, i.e.

midway between A and B, the secrecy capacity is the highest. Further, the secrecy

capacity is better with a jammer since the jamming signal reduces the SNR at the
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Figure 4.8: The secrecy capacity for SC at the eavesdropper with dAE = 0.282 and
1.118, λEve = 1, PT = 10 dB, and PJ = 0.1PT .

eavesdropper regardless of their y-axis position. The lowest secrecy capacity in both

cases (with and without a jammer), is when the eavesdropper is at x = 0 or x = 1

since the SNR at the eavesdropper from A and B, respectively, is highest.

Fig. 4.12 shows the secrecy capacity versus the x-axis location of the eavesdropper

(employing SC), when the jammer is located at (0.5,−0.5) and without a jammer.

Again, results are given for y-axis eavesdropper positions −0.2, −0.5, and −0.8.

Similar to Fig. 4.11, the secrecy capacity is highest when the eavesdropper is at

x = 0.5 and the lowest secrecy capacity is when the eavesdropper is at x = 0 or

x = 1. Further, the secrecy capacity is better with a jammer since the jamming

signal reduces the SNR at the eavesdropper regardless of their y-axis position. A

higher secrecy capacity is achieved when the eavesdropper employs SC rather than
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Figure 4.9: The secrecy capacity for MRC at the eavesdropper with dAE = 0.282 and
1.118, λEve = 1, PT = 10 dB, and PJ = 0.1PT .

MRC.

Fig. 4.13 presents the secrecy capacity versus the x-axis position of the eavesdrop-

per (employing MRC), with the jammer located at (0.5,−0.5), (0.5,−1), (0.2,−0.5),

(0.2,−1), (0.7,−0.5), and (0.7,−1). The location of the eavesdropper changes from

(0,−0.7) to (1,−0.7). In all cases, the secrecy capacity is a minimum when the

eavesdropper is at x = 0 or x = 1, which is closest to A or B, respectively. As the

eavesdropper moves from x = 0 to 1, the jamming signal power at the eavesdropper

increases so the secrecy capacity increases. The secrecy capacity decreases as the

eavesdropper moves farther from the jammer after the maximum secrecy capacity

has been reached.
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Figure 4.10: The secrecy capacity for different values of Φ with the jammer at
(0.5,−0.1), the eavesdropper at (0.2,−1), λEve = 1, PT = 10 dB, and PJ = 0.1PT .

4.5.3 Time Complexity

Matlab R2017a was used to conduct all simulations on a MacBook Pro laptop with

an Intel Core i5 processor. An average time of 84.01 s was required to run Algorithm

1 (MRC) and 4.65 s to run Algorithm 2 (SC). SC selects the maximum of SNR
(1)
E,i and

SNR
(2)
E,i while MRC combines SNR

(1)
E,i and SNR

(2)
E,i to obtain the achievable rate at the

eavesdropper. The average number of iterations required to solve the optimization

problem for a given total transmit power was approximately 2 for both MRC and

SC at the eavesdropper. However, Algorithm 2 was faster because the number of

monomial terms to be approximated with SC is 64 while with MRC it is 250.
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Figure 4.11: The secrecy capacity versus the x-axis location of the eavesdropper
(employing MRC), with a jammer at a fixed location and without a jammer.

4.6 Conclusion

In this chapter, the secrecy capacity was investigated for a two-way energy-constrained

relay network in the presence of an eavesdropper. A friendly jammer was used to re-

duce the ability of the eavesdropper to intercept the user signals. The secrecy capacity

was maximized by jointly optimizing the power splitting factor, θ, and the transmit

power of the two users, A and B, and the jammer J . The single condensation method

(SCM) was employed to convert the objective function of the corresponding optimiza-

tion problem into a posynomial form suitable for geometric programming (GP). Then,

GP was used to transform the non-convex objective function to obtain a convex opti-

mization problem. Two diversity combining techniques, MRC and SC, were employed
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Figure 4.12: The secrecy capacity versus the x-axis location of the eavesdropper
(employing SC), with a jammer at a fixed location and without a jammer.

at the eavesdropper. Imperfect cancellation of the jamming signal at the relay was

also considered. Results were presented which show that imperfect jamming signal

cancellation at the relay degrades the secrecy capacity. In addition, utilizing a jam-

mer improves the secrecy capacity and increases the amount of harvested energy at

the relay. Further, the secrecy capacity is higher if the jammer is located closer to

the eavesdropper.

Imperfect channel estimation at the eavesdropper was considered. It was shown

that as the estimation error increases, the secrecy capacity improves. MRC has shown

to provide a lower secrecy capacity than SC. Thus, to achieve the SC secrecy capacity

with MRC at the eavesdropper, a higher SNR is required at A and B.
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dB.



120

Chapter 5

Optimization of Physical Layer

Security in Two-Way SWIPT

Relay Networks with Imperfect

CSI and a Friendly Jammer

In this chapter, the security of two-way relay communications in the presence of an

eavesdropper is investigated. Two users communicate via a relay that depends solely

on energy harvesting to amplify and forward the received signals. Time switching

is employed at the relay to harvest energy and obtain user information. A friendly

jammer is utilized to hinder the eavesdropping from wiretapping the information

signal. The eavesdropper employs maximal ratio combining and selection combining

to improve the signal to noise ratio of the wiretapped signals. Geometric programming

(GP) is used to maximize the secrecy capacity of the system by jointly optimizing the

time switching ratio of the relay and transmit power of the two users and jammer.
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The impact of imperfect channel state information at the eavesdropper for the links

between the eavesdropper and the other nodes is determined. Further, the secrecy

capacity when the jamming signal is not perfectly canceled at the relay is examined.

The secrecy capacity is shown to be greater with a jammer compared to the case

without a jammer. The effect of the relay, jammer, and eavesdropper locations on

the secrecy capacity is also studied. It is shown that the secrecy capacity is greatest

when the relay is at the midpoint between the users. The closer the jammer is to the

eavesdropper, the higher the secrecy capacity.

5.1 Introduction

There has also been a shift in wireless network research from spectral efficiency and

quality of service (QoS) constraints to energy efficiency and green communication

[111] to reduce the power consumption [112]. Green energy resources such as solar,

wind, thermal and mechanical vibrations can be employed to improve the energy

efficiency of energy-constrained devices such as in wireless sensor networks. Energy

harvesting (EH) to convert the available energy in the surrounding area into electricity

has been the subject of recent research [110]. Energy harvesting (EH) from radio

frequency (RF) signals has employed in wireless communication systems to prolong

the lifetime of devices in energy-constrained systems [60]. Wireless power transmission

(WPT) for EH is a promising solution to sustainable energy for wireless devices

[113, 114, 115]. It can provide a reliable source of energy for devices which are

difficult to service due to mobility and location [20, 116, 117].

RF signals can carry both information and energy, so WPT in wireless commu-

nication systems is known as simultaneous wireless information and power transfer
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(SWIPT) [114],[20], [61], [62], and [15]. Two circuits are usually employed to harvest

energy and retrieve information [95]. Two SWIPT protocols have been developed,

power splitting (PS) and time switching (TS) [49]. With TS, the receiver switches

between the two circuits while in PS, a fraction of the signal is directed to the EH cir-

cuit and the remaining part is sent to the information retrieval circuit. The maximum

transmission rate using optimal PS and TS was derived in [63] and [64], respectively.

In [63], the outage probability was obtained for a decode and forward (DF) relay

network, and the optimal transmission rates with PS and TS were determined. A

SWIPT-enabled relay was considered in [64] for three scenarios, ideal (simultaneous

EH and information retrieval), PS, and TS, and the maximum rates for each were

obtained. PS and TS can be used separately or combined as a hybrid protocol where

the relay switches between PS and TS [65] . The optimal TS and PS ratios were

derived to maximize the throughput with an EH relay and the hybrid protocol was

shown to provide the best performance. In [66] and [67], joint PS and TS schemes

were considered for amplify and forward (AF) and DF relay networks, respectively. In

[66], the outage probability, energy efficiency, and network throughput were derived

as a function of the PS and TS ratios, and the network throughput maximized. In

[67], two optimization problems were jointly formulated to minimize the outage prob-

ability. These outage probabilities were shown to be better than that with the hybrid

protocol in [65]. The system throughput of a cognitive two-way relaying network was

maximized in [68] using an optimal offline joint relay selection and power allocation

scheme.

Wireless transmissions are more vulnerable to eavesdropping compared to wired

signals given the broadcast nature of wireless systems. The physical layer security of
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the wiretap channel was introduced in [73] and is defined as the difference between the

capacity of the link between the source and destination and the capacity of the wiretap

link between the source and eavesdropper. This can be used to assist upper-layer

cryptographic techniques [96], [82], and [97]. Physical layer security-based solutions

exploit the physical properties of wireless channels, such as fading and interference,

to secure transmissions between users in the presence of eavesdroppers [98], [99].

Physical layer security has been considered for relay networks [118], cellular net-

works [119], [120], cognitive radio networks [121], internet of things (IoT) networks

[122], and massive multiple-input multiple-output (MIMO) networks [123]. However,

wireless channel conditions have a significant effect on the solutions [100]. Physical

layer security with cooperative relaying has been employed to overcome this issue

[101]. This was first studied in [74] for an untrusted relay network which was con-

sidered as a possible eavesdropper. One-way communications was examined in [75]

for DF and AF EH relays and it was shown that DF outperforms AF in terms of se-

crecy performance. The secrecy capacity was analyzed in [76] for PS and TS relaying

protocols in a one-way untrusted relay network, and PS outperformed TS.

Two-way relay channels in which two users simultaneously exchange messages were

first considered in [124] and more recently in [125]. The spectral efficiency with two-

way relaying is higher than with one-way relaying. In [77], a two-way EH-based relay

network with an eavesdropper was investigated. The secrecy capacity was maximized

and an iterative method employed to obtain the optimal TS and PS ratios for high

signal to noise ratios (SNRs) based on the instantaneous channel state information

(CSI). It was shown that near optimal secrecy capacity is achievable with proposed

approach even when the wiretap channels are unknown. Joint secrecy capacity and
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energy efficiency were considered in [78] for a two-way untrusted relay network. The

probability of successful eavesdropping in a two-way EH DF relay network was derived

in [79] assuming independent κ-µ shadowed fading. It was shown that allocating extra

power for information decoding over a small reception time improves the secrecy

capacity. In [80], the intercept probability was derived for a two-way DF EH relay

network in the presence of multiple eavesdroppers. The effect of the PS factor on

the secrecy capacity was studied. The secrecy capacity of a two-way communication

network with multi-antenna time-switching relays in the presence of an eavesdropper

was maximized in [81] . It this case, the secrecy capacity with equal transmit power

is better than with unequal transmit power.

Cooperative jamming can improve the secrecy capacity [102, 103, 42]. Friendly

jamming (FJ) and Gaussian noise jamming (GNJ) have been considered to improve

the secrecy capacity of wireless communication networks. The jamming signal is

known at the receiver when FJ is used [82], while with GNJ the jamming signal is

considered to be noise at the receiver [83]. While both of FJ and GNJ can improve

the secrecy capacity, the performance with FJ is better because the users can cancel

this signal. In [84], a system with two eavesdroppers and an EH friendly jammer was

considered. One eavesdropper is near the user while the other is near the jammer,

and they cooperate to obtain user signals and mitigate the effects of jamming. The

secrecy capacity and energy efficiency of the network were maximized by optimizing

the jamming signal power. In [105], the secrecy capacity with a friendly jammer

was investigated for a one-way untrusted relay network with non line-of-sight trans-

missions. A jammer was employed in [85] for an EH-based relay network to secure

two-way communications, and a lower bound was derived for the secrecy capacity at
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high SNRs. It was shown that FJ with two-way communications outperforms one-way

and the two-way communications without jamming and with GNJ. In [86], the secrecy

capacity of one-way untrusted relay communications was jointly optimizing consid-

ering the transmit and jamming powers with an EH relay threshold. The secrecy

performance with untrusted EH relays and energy-aware distributed beamforming

was investigated in [87]. The secrecy capacity was increased in [88] by choosing GNJ

and relay nodes from multiple friendly but selfish intermediate nodes. Price compe-

tition was used for power allocating to these nodes and their profit to maximize the

secrecy capacity was determined. A two-way untrusted relay system with multiple

friendly jammers was considered in [33] and the jamming power was optimized to

improve the secrecy capacity. In [89], a network with multiple relay-user pairs was

investigated in the presence of multiple eavesdroppers. Joint relay-user pairs and

friendly jammer selection were determined to maximize the secrecy capacity. The

secrecy capacity was optimized in [33] using a Stackelberg game for power allocation

between users and friendly jammers.

In [90], adaptive cooperative jamming in the presence of multiple eavesdroppers

was investigated for an EH relay. The secrecy capacity was maximized by optimizing

the power allocation factor. A two-way EH relay network with an eavesdroppers and

a friendly jammer was considered in [91]. The optimal PS and TS factors were derived

to maximize the secrecy capacity and PS was shown to be better than TS. A two-way

relay network with partial relay selection and hybrid PS and TS at the intermediate

nodes was investigated in [92]. It was shown that secure communications is possible

with an appropriate selection of parameters.

In the results given above, perfect knowledge of the CSI for the user and relay
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signals at the eavesdropper was assumed. However, this is not a practical assump-

tion considering unknown delays and channel estimation errors. In two-way relay

networks, imperfect CSI results in imperfect self-interference cancellation [106]. In

[107], a transmission scheme was proposed for multiple input single output (MISO)

channels with imperfect CSI for the user and eavesdropper channels with cooperative

jamming. In [108], the CSI for the channel between the jammer and eavesdropper

was assumed to be unknown and imperfect CSI assumed between the jammer and

user. The impact of imperfect CSI on the secrecy outage capacity with cooperative

jamming was analyzed. Although imperfect CSI has received some research attention,

the impact of imperfect CSI on the security of a SWIPT two-way relay network has

not yet been studied.

In this chapter, the physical layer security of a two-way communication system

with a relay employing TS to harvest energy and a friendly jammer, and imperfect CSI

at the eavesdropper is studied. The eavesdropper employs maximal ratio combining

(MRC) and selection combining (SC) to degrade the secrecy capacity. The power

allocated to two users, a relay, and a jammer are jointly optimized in the presence of

an eavesdropper with imperfect CSI. This system has not been previously considered

in the literature for a TS EH relay. Further, the effect of imperfect cancellation of

the jamming power at the relay is studied. The main contributions of this chapter

are as follows.

1. The effect of channel estimation errors on the secrecy capacity is investigated

when the eavesdropper employs MRC and SC. Imperfect CSI at the eavesdrop-

per has not been previously considered.

2. The secrecy capacity is maximized by jointly optimizing the TS ratio and trans-
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mit powers of the two users and jammer.

3. The single condensation method (SCM) is used to convert the objective function

into a standard GP form. Then, geometric programming (GP) is employed to

transform the optimization problem into a convex form.

4. The effect of imperfect cancellation of the jamming signal at the relay is exam-

ined. This has not been considered previously in the literature.

5. The effect of the TS ratio on the secrecy capacity is investigated.

6. The secrecy capacity is evaluated with and without a jammer. In addition,

results are given for different eavesdropper and jammer locations.

The remainder of this chapter is organized as follows. The system model is given

in Section 5.2. The secrecy capacity for the two-way relay network is presented in

Section 5.3 for MRC and SC. In Section 5.4, the optimization problem is formulated

and converted to a convex form. Section 5.5 presents the simulation results and

finally, some concluding remarks are given in Section 5.6.

5.2 System Model

The two-way relay network considered here is shown in Fig. 5.1. It consists of two

users A and B, a trusted relay R, a friendly jammer J , and an eavesdropper E.

Each of these nodes has a single antenna and operates in half-duplex mode. The

eavesdropper is randomly located near the relay to listen to the signals received by

and transmitted from the relay. The A-R, B-R, A-E, B-E, R-E, J-R, and J-E
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channel links are denoted by hAR, hBR, hAE, hBE, hRE, hJR, and hJE, respectively.

Rayleigh fading is assumed so the channel coefficients are Rayleigh random variables.

Then, the channel gains, |hij|2 are exponentially distributed random variables with

mean λ. The channels are assumed to be reciprocal such that hij = hji, {i, j} ∈

{A,B,R, J, E} , i 6= j. The parameters nA, nB,nR, and nE denote the additive white

Gaussian noise (AWGN) at A, B, R, and E, respectively, with zero mean and variance

σ2.

In this chapter, the practical case is considered where the channels at A, B, R,

and J can be estimated accurately given that they are trusted nodes, but there are

channel estimation errors at the eavesdropper [107]. The estimated channel gain from

the eavesdropper to node i, i ∈ {A,B,R, J} , i 6= E, is given by [106]

hiE = ĥiE + eiE, (5.1)

where ĥiE is the estimated channel gain and eiE is the channel estimation error. For

simplicity, denote eiE by eE which is a Gaussian distributed random variable with

zero mean and variance σ2
e . A summary of the notation used in this chapter is given

in Table 5.1.

Table 5.1: Notation

Symbol Description

A, B Users

Continued on next page
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Table 5.1 – Continued from previous page

Symbol Description

R Relay

J Jammer

E Eavesdropper

hij Channel between node i and node j

|hij|2 Channel gain between node i and node j

ĥiE Estimated channel between E and node i

|ĥiE|2 Estimated channel gain between E and node i

eiE Channel estimation error between E and node i

σ2
e Channel estimation error variance

ni Additive white Gaussian noise (AWGN) at node i

σ2 AWGN variance

xi Signal transmitted by node i

yi Signal received at node i

PA Transmit power of node A

PB Transmit power of node B

PR Transmit power of node R

PJ Transmit power of node J

PT Total power constraint

E[.] Expected value

yRe Energy harvesting signal at the relay

yRi Information retrieval signal at the relay

Continued on next page
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Table 5.1 – Continued from previous page

Symbol Description

ρ Time switching (TS) ratio

EH Harvested energy

ζ Energy conversion efficiency

T Total transmission time

m Path loss exponent

Φ Jamming signal cancellation factor

yR Information retrieval signal after jamming cancellation

y
(1)
E Received signal at E in the first phase

y
(2)
E Received signal at E in the second phase

SNR
(1)
E,A SNR at E for xB sent to A in the first phase

SNR
(1)
E,B SNR at E for xA sent to B in the first phase

SNR
(2)
E,A SNR at E for xB sent to A in the second phase

SNR
(2)
E,B SNR at E for xA sent to B in the second phase

SNRA SNR at A

SNRB SNR at B

RA Achievable rate at A

RB Achievable rate at B

R
(1)
E Achievable rate at E in the first phase

R
(2)
E Achievable rate at E in the second phase

RE Achievable rate at E for both phases

CA Secrecy capacity at A

Continued on next page
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Table 5.1 – Continued from previous page

Symbol Description

CB Secrecy capacity at B

CS Secrecy capacity

hAR hBR

hJR

hJE

hAE hBEhRE

A R

J

E First phase

Second phase

B

Figure 5.1: System model of a two-way wireless relay network with two users, a
jammer, and eavesdropper.

Fig. 5.2 illustrates the two phases required to forward signals between A and

B in the relay network. The first phase is dedicated to signal reception and energy

harvesting at the relay and is divided into two subphases. As in [49], in the first

subphase, all the received signal power is used for energy harvesting. This subphase

has durationρT where ρ is the TS ratio, 0 ≤ ρ ≤ 1. In the second subphase, all the

received signal power is used for information decoding and the duration is (1− ρ)
T

2
.
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Figure 5.2: Transmission time frame for time switching (TS) in the two-way relay
network.

A, B, and J send their signals xA, xB, and xJ with E[|xA|2] = E[|xB|2] = E[|xJ |2 = 1

and transmit powers PA, PB, and PJ , respectively, to R. The relay depends solely on

energy harvested from the user and jamming signals in the first subphase to amplify

and forward the signals received from the users in the second subphase. The EH

signal during the first subphase is

yRe =
√
PAhARxA +

√
PBhBRxB +

√
PJhJRxJ . (5.2)



133

The noise at the relay, nR, is neglected because it is much less than the other terms

in (5.2) [49]. The harvested energy is

EH = ρTζ
(
PA|hAR|2 + PB|hBR|2 + PJ |hJR|2

)
, (5.3)

where ζ, 0 < ζ ≤ 1, is the energy conversion efficiency. In the second phase, the relay

transmit power is

PR =
EH

(1− ρ)T/2
=

2ρζER
1− ρ

, (5.4)

where ER = PA|hAR|2 + PB|hBR|2 + PJ |hJR|2. The information retrieval part of the

received signal during the second subphase is

yRi =
√
PAhARxA +

√
PBhBRxB

+
√
PJhJRxJ + nR. (5.5)

The jamming signal term
√
PJhJRxJ at the relay can be cancelled from yRi as in

[50, 51] as A and B are assumed to have a prior information of the jammer signal.

Further, the jammer is located close to the relay and farther from A and B, so the

jamming signal at A and B is negligible. Information regarding the jamming signal

is securely shared between the jammer, relay and users before cooperative jamming

begins. However, the jamming signal may not be perfectly canceled at the relay which

is the assumption here. A cancellation factor Φ, 0 ≤ Φ ≤ 1, is used to indicate the

fraction of the jamming signal that is not cancelled. This fraction, Φ×PJ , is amplified

and forwarded to A and B by the relay. The jamming signal is perfectly cancelled if

Φ = 0, and there is no cancellation if Φ = 1. The value of Φ depends on the circuitry
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of the relay receiver and the CSI at R.

The information retrieval signal with imperfect jamming cancellation is

yR =
√
PAhARxA +

√
PBhBRxB

+ Φ
√
PJhJRxJ + nR. (5.6)

During the first phase, the signal received at E is

y
(1)
E =

√
PA(ĥAE + eE)xA +

√
PB(ĥBE + eE)xB

+
√
PJ(ĥJE + eE)xJ + nE. (5.7)

The SNR at E for xB sent to A in this phase is

SNR
(1)
E,A

=
PB|ĥBE|2

PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2

(5.8)

and the SNR at E for xA sent to B is

SNR
(1)
E,B

=
PA|ĥAE|2

PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2

(5.9)

The eavesdropper does not have knowledge of the jamming signal. Therefore, xJ is

treated as additional noise that reduces the received SNR at E.

During the second phase, the relay amplifies the received signal and forwards this
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to the users using the harvested energy. Thus, the relay transmits the signal

xR =

√
PR√

PA|hAR|2 + PB|hBR|2 + PJ |hJR|2 + σ2
yR (5.10)

=

√
PR

ER + σ2
yR, (5.11)

where

√
PR

ER + σ2
is the relay amplifier gain. The received signal at A in this phase

is

yA = hARxR + nA

=

√
PRPBhARhBR√
ER + σ2

xB︸ ︷︷ ︸
information signal

+

√
PRPA|hAR|2√
ER + σ2

xA︸ ︷︷ ︸
information signal

+ Φ

√
PRPJhARhJR√
ER + σ2

xJ +

√
PRhARnR√
ER + σ2

+ nA︸ ︷︷ ︸
noise

, (5.12)

and the received signal at B is

yB = hBRxR + nB

=

√
PRPAhARhBR√
ER + σ2

xA︸ ︷︷ ︸
information signal

+

√
PRPB|hBR|2√
ER + σ2

xB︸ ︷︷ ︸
information signal

+ Φ

√
PRPJhBRhJR√
ER + σ2

xJ +

√
PRhBRnR√
ER + σ2

+ nB︸ ︷︷ ︸
noise

. (5.13)

A and B cancel their own signals since self-interference cancellation can be assumed
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[35, 36]. Let

γA =
PA|hAR|2

σ2
, (5.14)

γB =
PB|hBR|2

σ2
, (5.15)

γJ =
PJ |hJR|2

σ2
, (5.16)

γ = γA + γB + γJ =
ER
σ2
. (5.17)

The SNR at A is then

SNRA =
2ρζγγB|hAR|2

2ρζγ|hAR|2 (Φ2γJ + 1) + ρ̃(γ + 1)
, (5.18)

where ρ̃ = 1− ρ and the achievable rate at A is [43]

RA = (1− ρ)
T

2
log2 (1 + SNRA) . (5.19)

The SNR at B is

SNRB =
2ρζγγA|hBR|2

2ρζγ|hBR|2 (Φ2γJ + 1) + ρ̃(γ + 1)
, (5.20)

and the achievable rate at B is

RB = (1− ρ)
T

2
log2 (1 + SNRB) . (5.21)
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The signal received at E during the second phase is

y
(2)
E = hRExR + nE, (5.22)

=

√
PRPAhARhRE√
ER + σ2

xA︸ ︷︷ ︸
information signal

+

√
PRPBhBRhRE√
ER + σ2

xB︸ ︷︷ ︸
information signal

+ Φ

√
PRPJhJRhRE√
ER + σ2

xJ +

√
PRhREnR√
ER + σ2

+ nE︸ ︷︷ ︸
noise

, (5.23)

where hRE = ĥRE + eE. The SNR at E for xB sent to A during the second phase is

SNR
(2)
E,A =

2ρζγγB|ĥRE|2

2ρζγ[|ĥRE|2(γA + Φ2γJ + 1)
+ σ2

e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)

(5.24)

and the SNR at E for xA sent to B during the second phase is

SNR
(2)
E,B =

2ρζγγA|ĥRE|2

2ρζγ[|ĥRE|2(γB + Φ2γJ + 1)
+ σ2

e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)

. (5.25)

The achievable rate at E during both phases is

RE,i =



(1− ρ)T
2

log2

(
1 + SNR

(1)
E,i + SNR

(2)
E,i

)
, MRC at E

(1− ρ)T
2

log2

(
1 + max(SNR

(1)
E,i, SNR

(2)
E,i)
)
, SC at E.

(5.26)
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5.3 Secrecy Capacity Analysis

The secrecy capacity in the presence of an eavesdropper is the difference between the

secrecy capacity of the link between the users and the secrecy capacity of the wiretap

link [43]. The total transmit power in this network is limited by the total power

constraint PT where PA+PB +PJ ≤ PT . The goal is to determine the time switching

ratio and transmit power of A, B, and J to maximize the secrecy capacity at A and

B under this constraint. The secrecy capacity at A is CS,A = [RA −RE,A]+ and at B

is CS,B = [RB −RE,B]+ [93], where [x]+ = max (0, x). The secrecy capacity at user

i, i ∈ {A,B}, is then

CS,i =



(1− ρ)T
2

log2

(
1 + SNRi

1 + SNR
(1)
E,i + SNR

(2)
E,i

)
, MRC at E

(1− ρ)T
2

log2

(
1 + SNRi

1 + max(SNR
(1)
E,i, SNR

(2)
E,i)

)
, SC at E.

(5.27)

The secrecy capacity is

CS = CS,A + CS,B, (5.28)

= [RA −RE,A]+ + [RB −RE,B]+ . (5.29)
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and the corresponding optimization problem is formulated as

max
ρ,ρ̃,PA,PB ,PJ

CS

PA + PB + PJ ≤ PT

ρ+ ρ̃ ≤ 1

ρ, ρ̃, PA, PB, PJ ≥ 0

5.3.1 MRC at the Eavesdropper

In this subsection, the secrecy capacity of the communication system is investigated

with imperfect channel estimation at the eavesdropper. The eavesdropper employs

MRC to combine the signals from the direct and relay links in both transmission

phases. The achievable rates at E for xB sent to A and xA sent to B, RE,A and RE,B,

respectively, are defined in (5.26). CS,A is obtained by substituting SNRA, SNR
(1)
E,A,

and SNR
(2)
E,A given by (5.18), (5.8), and (5.24), respectively, in (5.27) with i = A.

CS,B is obtained by substituting SNRB, SNR
(1)
E,B, and SNR

(2)
E,B given by (5.20), (5.9),

and (5.25), respectively, in (5.27) with i = B. From (5.29), there are four cases to

consider to maximize the secrecy capacity as given below.

Case I: CS,A ≥ 0 and CS,B ≥ 0

In this case, the secrecy capacity is

CS = (RA −RE,A) + (RB −RE,B)

=
T

2
log2

(
wMRC
I

zMRC
I

)
, (5.30)
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where (.)MRC
I denotes the first case with MRC at the eavesdropper

wMRC
I =

(2ρζγγB|hAR|2 + 2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1))

(PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγ[|ĥRE|2(γA + Φ2γJ + 1)+ (5.31)

σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1))

(2ρζγγA|hBR|2) + (2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1))

(PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγ[|ĥRE|2(γB + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1))

(5.32)
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and

zMRC
I =

(2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1))

(2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1))

[((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

(2ρζγ[|ĥRE|2(γA + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγγB|ĥRE|2)]

[((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

(2ρζγ[|ĥRE|2(γB + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγγA|ĥRE|2)] (5.33)

Case II: CS,A ≥ 0 and CS,B ≤ 0

In this case, CS,B = 0 since the SNR at the eavesdropper is higher than that at B.

The secrecy capacity is then

CS = (RA −RE,A)

=
T

2
log2

(
wMRC
II

zMRC
II

)
, (5.34)
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where (.)MRC
II denotes the second case with MRC at the eavesdropper

wMRC
II =

((2ρζγγB|hAR|2) + (2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγ[|ĥRE|2(γA + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)) (5.35)

and

zMRC
II =

(2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1))

[((PB|ĥBE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

(2ρζγ[|ĥRE|2(γA + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)) + ((PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγγB|ĥRE|2)]. (5.36)

Case III: CS,A ≤ 0 and CS,B ≥ 0

In this case, CS,A = 0 since the SNR at the eavesdropper is higher than that at A.

The secrecy capacity is then

CS = (RB −RE,B)

=
T

2
log2

(
wMRC
III

zMRC
III

)
, (5.37)
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where (.)MRC
III denotes the third case with MRC at the eavesdropper

wMRC
III =

((2ρζγγA|hBR|2) + (2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγ[|ĥRE|2(γB + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)) (5.38)

and

zMRC
III =

(2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1))

[((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ)

+ σ2))(2ρζγ[|ĥRE|2(γB + Φ2γJ + 1)

+ σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1))(PB|ĥBE|2

+ PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)(2ρζγγA|ĥRE|2)]. (5.39)

Case IV: CS,A ≤ 0 and CS,B ≤ 0

In this case, the secrecy capacity is CS = 0 because the secrecy capacity of the wiretap

links is higher than the secrecy capacity at A and B.
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5.3.2 SC at the Eavesdropper

In this subsection, the secrecy capacity of the communication system is investigated

with imperfect channel estimation at the eavesdropper. The eavesdropper employs SC

so the link (direct or relay) with the maximum SNR is selected. Based on SNR
(1)
E,A,

SNR
(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B given by (5.8), (5.24), (5.9), and (5.25), respectively,

the following four cases can be considered.

Case I: SNR
(1)
E,A ≥ SNR

(2)
E,A and SNR

(1)
E,B ≥ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(1)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(1)
E,B

)
,

=
T

2
log2

(
wSCI,A
zSCI,A

)
+
T

2
log2

(
wSCI,B
zSCI,B

)
,

=
T

2
log2

(
wSCI
zSCI

)
, (5.40)
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where

wSCI,A =

((2ρζγγB|hAR|2) + (2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2), (5.41)

wSCI,B =

((2ρζγγA|hBR|2) + (2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2), (5.42)

zSCI,A =

((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2)

(2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.43)

zSCI,B =

((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

(2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.44)
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wSCI
zSCI

=



wSCI,Aw
SC
I,B

zSCI,Az
SC
I,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCI,A
zSCI,A

, CS,A ≥ 0 and CS,B < 0

wSCI,B
zSCI,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(5.45)

and (.)SCI denotes the first case with SC at the eavesdropper.

Case II: SNR
(1)
E,A ≥ SNR

(2)
E,A and SNR

(1)
E,B ≤ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(1)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(2)
E,B

)
,

=
T

2
log2

(
wSCII,A
zSCII,A

)
+
T

2
log2

(
wSCII,B
zSCII,B

)
,

=
T

2
log2

(
wSCII
zSCII

)
, (5.46)
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where

wSCII,A =

((2ρζγγB|hAR|2) + (2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2), (5.47)

wSCII,B =

((2ρζγγA|hBR|2) + (2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(2ρζγ[|ĥRE|2(γB + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)), (5.48)

zSCII,A =

((PB|ĥBE|2) + (PA|ĥAE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ)

+ σ2)(2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.49)

zSCII,B =

((2ρζγγA|ĥRE|2) + (2ρζγ[|ĥRE|2(γB + Φ2γJ + 1)

+ σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)))

(2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.50)
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wSCII
zSCII

=



wSCII,Aw
SC
II,B

zSCII,Az
SC
II,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCII,A
zSCII,A

, CS,A ≥ 0 and CS,B < 0

wSCII,B
zSCII,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(5.51)

and (.)SCII denotes the second case with SC at the eavesdropper.

Case III: SNR
(1)
E,A ≤ SNR

(2)
E,A and SNR

(1)
E,B ≥ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(2)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(1)
E,B

)
,

=
T

2
log2

(
wSCIII,A
zSCIII,A

)
+
T

2
log2

(
wSCIII,B
zSCIII,B

)
,

=
T

2
log2

(
wSCIII
zSCIII

)
,

(5.52)
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where

wSCIII,A =

((2ρζγγB|hAR|2) + (2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(2ρζγ[|ĥRE|2(γA + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)), (5.53)

wSCIII,B =

((2ρζγγA|hBR|2) + (2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2), (5.54)

zSCIII,A =

((2ρζγγB|ĥRE|2) + (2ρζγ[|ĥRE|2(γA + Φ2γJ + 1)

+ σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)))

(2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.55)

zSCIII,B =

((PA|ĥAE|2) + (PB|ĥBE|2 + PJ |ĥJE|2 + σ2
e(PA + PB + PJ) + σ2))

(2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.56)

(5.57)
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wSCIII
zSCIII

=



wSCIII,Aw
SC
III,B

zSCIII,Az
SC
III,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCIII,A
zSCIII,A

, CS,A ≥ 0 and CS,B < 0

wSCIII,B
zSCIII,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(5.58)

and (.)SCIII denotes the third case with SC at the eavesdropper.

Case IV: SNR
(1)
E,A ≤ SNR

(2)
E,A and SNR

(1)
E,B ≤ SNR

(2)
E,B

In this case, the secrecy capacity is

CS =CS,A + CS,B

=
T

2
log2

(
1 + SNRA

1 + SNR
(2)
E,A

)
+
T

2
log2

(
1 + SNRB

1 + SNR
(2)
E,B

)
,

=
T

2
log2

(
wSCIV,A
zSCIV,A

)
+
T

2
log2

(
wSCIV,B
zSCIV,B

)
,

=
T

2
log2

(
wSCIV
zSCIV

)
,

(5.59)
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where

wSCIV,A =

((2ρζγγB|hAR|2) + (2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(2ρζγ[|ĥRE|2(γA + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)), (5.60)

wSCIV,B =

((2ρζγγA|hBR|2) + (2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)))

(2ρζγ[|ĥRE|2(γB + Φ2γJ + 1) + σ2
e(γA + γB + Φ2γJ + 1)]

+ ρ̃(γ + 1)), (5.61)

zSCIV,A =

((2ρζγγB|ĥRE|2) + (2ρζγ[|ĥRE|2(γA + Φ2γJ + 1)

+ σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)))

(2ρζγ|hAR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.62)

zSCIV,B =

((2ρζγγA|ĥRE|2) + (2ρζγ[|ĥRE|2(γB + Φ2γJ + 1)

+ σ2
e(γA + γB + Φ2γJ + 1)] + ρ̃(γ + 1)))

(2ρζγ|hBR|2
(
Φ2γJ + 1

)
+ ρ̃(γ + 1)), (5.63)

(5.64)
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wSCIV
zSCIV

=



wSCIV,Aw
SC
IV,B

zSCIV,Az
SC
IV,B

, CS,A ≥ 0 and CS,B ≥ 0

wSCIV,A
zSCIV,A

, CS,A ≥ 0 and CS,B < 0

wSCIV,B
zSCIV,B

, CS,A < 0 and CS,B ≥ 0

0, CS,A < 0 and CS,B < 0,

(5.65)

and (.)SCIV denotes the fourth case with SC at the eavesdropper.

5.4 Optimization Problem Formulation

The secrecy capacity optimization problem for MRC and SC at the eavesdropper is

minimize
ρ, ρ̃, PA, PB, PJ

z

w
(5.66a)

subject to PA + PB + PJ ≤ PT , (5.66b)

ρ+ ρ̃ ≤ 1, (5.66c)

ρ, ρ̃, PA, PB, PJ ≥ 0 (5.66d)

where w and z are defined below for each diversity scheme.
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The standard form of a Geometric Programming (GP) problem is [40]

minimize f0(x) (5.67a)

subject to fi(x) ≤ 0, i = 1, . . . ,m, (5.67b)

gi(x) = 1, i = 1, . . . , p (5.67c)

where fi(x) is a posynomial function, gi(x) is a monomial function, and x is the

optimization variable. A monomial function g of x is a real valued function of the

form g(x) = cxa11 x
a2
2 . . . xann where c > 0, ai ∈ R, and n is the number of optimization

variables. A posynomial function is the sum of two or more monomials such that

f(x) =
∑K

k=1 ckx
a1k
1 xa2k2 . . . xankn where ck > 0 and K is the number of monomial

functions.

The constraints in (5.66b) and (5.66c) are posynomials. This problem can be

transformed into GP form then into a convex problem because the constraints and

the objective function are posynomials. However, the objective function is a ratio of

two posynomials, so it cannot be transformed into GP form. To solve this problem,

w(ρ, ρ̃, PA, PB, PJ) is approximated as a monomial function using the single conden-

sation method (SCM) [41]. In SCM, the denominater of the ratio of posynomials

is approximated with a monomial function. The numerator (a posynomial) is not

approximated, hence the term single. In the optimization problem, w(x) =
∑

i ui(x)

where x = [ρ, ρ̃, PA, PB, PJ ]T , is the sum of i monomials, so it is a posynomial by

definition. The monomial approximation of w(x) using SCM is

w(x) =
∏
i

(
ui(x)

αi

)αi
, (5.68)
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such that w(x) ≥ w(x). For a given x, αi ∀i are obtained in w(x) so that

αi =
ui(x)

w(x)
, (5.69)

and w(x) is substituted for w(x) in (5.66a). The objective function after SCM ap-

proximation is a polynomial (posynomial). The accuracy of the approximation was

determined by calculating the difference between the value of w(x) and w(x) at the

solution point x. The maximum difference is 0.00232. GP is used to obtain a nonlin-

ear but convex optimization problem with convex objective and inequality constraint

functions and linear equality constraints. A logarithmic change of variables and a

logarithmic transformation of the objective function and constraints is used to ob-

tain a GP form. The resulting convex problem can be solved efficiently using CVX

[40]. As the optimal solution may be far from the initial guess x0 used in the SCM

approximation, an iterative approach is used to solve this problem.

For MRC at the eavesdropper, the initial guess is used to calculate SNR
(1)
E,A,

SNR
(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B given by (5.8), (5.24), (5.9), and (5.25), respectively.

SNR
(1)
E,A, SNR

(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B are then substituted in (5.27) along with

SNRA from (5.18) and SNRB from (5.20) to calculate CS,A and CS,B, respectively.

Then CS,A and CS,B are compared to determine which case in Subsection 5.3.1 to

employ, and x0 is used to obtain CS,A and CS,B. Next, wMRC
(.) is approximated using

the SCM method and the resulting wMRC
(.) (x) is used in (5.66a) to solve the optimiza-

tion problem. If the current optimal solution, xk+1, satisfies the initial assumption

CS,A ≥ 0 and CS,B ≥ 0, then xk+1 is used to calculate w(xk+1) and the optimiza-

tion problem is solved again. If xk+1 violates CS,A ≥ 0 and CS,B ≥ 0, then proceed
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to the next case. The algorithm to obtain the optimal values [ρ∗, ρ̃∗, P ∗A, P
∗
B, P

∗
J ]T is

summarized in Algorithm 1.

For SC at the eavesdropper, the initial guess is used to calculate SNR
(1)
E,A, SNR

(2)
E,A,

SNR
(1)
E,B, and SNR

(2)
E,B given by (5.8), (5.24), (5.9), and (5.25), respectively. The val-

ues of SNR
(1)
E,A and SNR

(2)
E,A are compared to determine which expression for CS,A

to consider, and the values of SNR
(1)
E,B and SNR

(2)
E,B are compared to determine

which expression for CS,B to consider. These results determine which case in Sub-

section 5.3.2 to employ. x0 is then used to calculate values of CS,A and CS,B. Next,

wSC(.) is approximated using the SCM method and the resulting wSC(.) (x) is used in

(5.66a) to solve the optimization problem. If the current optimal solution, xk+1, sat-

isfies the initial assumption CS,A ≥ 0 and CS,B ≥ 0, then xk+1 is used to calculate

w(xk+1) and the optimization problem is solved again. If xk+1 violates CS,A ≥ 0 and

CS,B ≥ 0, then proceed to the next case. The algorithm to obtain the optimal values

[ρ∗, ρ̃∗, P ∗A, P
∗
B, P

∗
J ]T is summarized in Algorithm 2.

5.5 Results and Discussion

In this section, the secrecy capacity is evaluated for a two-way relay network with

a friendly jammer in the presence of an eavesdropper. Users A and B can only

communicate through R since there is no direct link between them. The simulation

parameters are as follows unless noted otherwise. The noise variance is σ2 = 10−3,

σ2
e = 0.1, T = 1, the optimization tolerance is ε = 0.001, Φ = 0, and the energy

conversion efficiency is ζ = 0.5. The channel gains |hAR|2, |hJR|2, |hJE|2, and |hBR|2

are exponential random variables with mean λ = 1, |hRE|2 and |hBE|2 are exponential

random variables with mean λEve, and |hAE|2 is an exponential random variable with
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Algorithm 4 Optimization of the Secrecy Capacity, CS, for MRC at the Eavesdrop-
per

Require: Channel coefficients, power constraint PT , energy conversion efficiency ζ,
noise variance σ2, tolerance ε, estimation error variance σ2

e , k = 1
1: while |CS,k − CS,k−1| > ε do
2: Calculate the monomial approximation w for w using the single condensation

method at x = [ρk, ρ̃k, PA,k, PB,k, PJ,k]
T

3: k = k + 1
4: Solve the optimization problem in (5.66) using w to find

[ρk+1, ρ̃k+1, PA,k+1, PB,k+1, PJ,k+1]
5: Using the solution in step 4, calculate CS,A and CS,B
6: if CS,A ≥ 0 and CS,B ≥ 0 then
7: Go to step 1
8: else
9: Continue to the next case of CS,A and CS,B

10: end if
11: Solve the optimization problem in (5.30) to obtain [ρk, ρ̃k, PA,k, PB,k, PJ,k]
12: end while
13: Assign [ρ∗, ρ̃∗, P ∗A, P

∗
B, P

∗
J ]T = [ρk, ρ̃k, PA,k, PB,k, PJ,k]

T and CS = CS,k

mean 1
λEve

, λEve ∈ {1, 2, 3}. The node locations are normalized to the distance

between A and B so that A and B are at (0, 0) and (1, 0), respectively. R is at the

midpoint, (0.5, 0), J is at (0.5, −0.5), PT = 10 dB, and PJ = 0.1PT .

Fig. 5.3 presents the secrecy capacity versus the total transmit power, PT , for

λEve = 1, 2, and 3 with SC and MRC at the eavesdropper. The secrecy capacity

increases in all cases as the total transmit power increases. The secrecy capacity of

SC outperforms MRC for all values of λEve. The reason is that SC selects only one

wiretap link which reduces the SNR at the eavesdropper. As a result, the secrecy

capacity of the network with SC at the eavesdropper is higher than that with MRC.

The effect of increasing λEve on the secrecy capacity of SC and MRC is negligible

except for MRC with PT ≤ 8 dB. The reason is that as λEve increases from 1 to 2 and

3, the corresponding channel links of the eavesdropper improve and so does the SNR

at the relay which reduces the secrecy capacity. However, once the total transmit
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Algorithm 5 Optimization of the Secrecy Capacity, CS, for SC at the Eavesdropper

Require: Channel coefficients, power constraint PT , energy conversion efficiency ζ,
noise variance σ2, tolerance ε, estimation error variance σ2

e , k = 1
while |CS,k − CS,k−1| > ε do

2: Calculate SNR
(1)
E,A, SNR

(2)
E,A, SNR

(1)
E,B, and SNR

(2)
E,B

if SNR
(1)
E,A ≥ SNR

(2)
E,A and SNR

(1)
E,B ≥ SNR

(2)
E,B then

4: Calculate the monomial approximation w for w using the single condensation
method at x = [ρk, ρ̃k, PA,k, PB,k, PJ,k]

T

k = k + 1
6: Solve the optimization problem in (5.66) using w to find

[ρk+1, ρ̃k+1, PA,k+1, PB,k+1, PJ,k+1]
Using the solution in step 6, calculate CS,A and CS,B

8: if CS,A ≥ 0 and CS,B ≥ 0 then
Go to step 1

10: else
Continue to the next case of CS,A and CS,B

12: end if
else

14: Continue to the next case of SNR
(1)
E,A ≷ SNR

(2)
E,A and SNR

(1)
E,B ≷ SNR

(2)
E,B

end if
16: Solve the optimization problem in (5.30) to obtain [ρk, ρ̃k, PA,k, PB,k, PJ,k]

end while
18: Assign [ρ∗, ρ̃∗, P ∗A, P

∗
B, P

∗
J ]T = [ρk, ρ̃k, PA,k, PB,k, PJ,k]

T and CS = CS,k

power exceeds 8 dB, the effect of increasing λEve on the secrecy capacity is negligible.

Fig. 5.4 presents the secrecy capacity versus the time switching ratio, ρ, with

SC and MRC for σ2
e = 0 and 0.1. This shows that SC outperforms MRC for the

given values of σ2
e and λEve, and the secrecy capacity for imperfect CSI, σ2

e = 0.1, is

better than that for perfect CSI, σ2
e = 0, for all values of ρ. Considering the SNR

expressions of the eavesdropper links, the denominators of (5.8), (5.24), (5.9), and

(5.25) contain σ2
e , so increasing this term reduces the SNR at E. These results also

show that the secrecy capacity increases as ρ increases until it reaches an optimal

value, and then the secrecy capacity decreases. As the time switching ratio increases,
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Figure 5.3: The secrecy capacity versus the total transmit power, PT , with λEve = 1
and σ2

e = 0.

the relay harvests more energy for signal forwarding in the second phase. However, a

larger ρ means the eavesdropper has more time to overhear the transmitted signals,

so there is a tradeoff.

5.5.1 Channel Estimation Error

Figs. 5.5 and 5.6 present the effect of the channel estimation error variance, σ2
e , on the

secrecy capacity. Fig. 5.5 shows the secrecy capacity for λEve = 1, 2, and 3. A higher

value of σ2
e means that the eavesdropper is less able to estimate the wiretap links so the

secrecy capacity improves. The differences in secrecy capacity between SC and MRC

are 0.14, 0.023, and 0.014 bits/sec/channel use for λEve = 1, 2, and 3, respectively,

at σ2
e = 0.1. Thus, increasing λEve decreases the gap between SC and MRC. This
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Figure 5.4: The secrecy capacity versus the time switching ratio, ρ, for different values
of λEve and σ2

e with PJ = 0.1PT and PT = 10 dB.

is because a larger λEve improves the corresponding link of the eavesdropper but

degrades the other eavesdropper link. Fig. 5.6 shows the secrecy capacity versus the

channel estimation error variance for ρ = 0.8 and 0.2 with λEve = 1. At σ2
e = 0.01,

SC outperforms MRC with a difference of 0.057 at ρ = 0.8 and 0.23 at ρ = 0.2.

Thus, decreasing ρ improves the performance of SC and MRC but does not have a

significant effect on the difference between them. As ρ increases, the relay harvests

more energy, so there is more higher transmit power at the relay. This improves the

received SNR at the users.
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e , for

three values of λEve with ρ = 0.5, PJ = 0.1PT , and PT = 10 dB.

5.5.2 Jammer, Cancellation Factor, and Locations

The secrecy capacity versus the jamming signal cancellation factor, Φ, is given in Fig.

5.7 for σ2
e = 0 and 0.5. This shows that SC outperforms MRC for both values of

σ2
e . When Φ = 0, the secrecy capacity is highest because the jamming signal at the

relay is completely cancelled. As Φ increases, more jamming power is amplified and

forwarded to A and B. Thus, the noise at A and B increases which degrades their

SNRs and so decreases the secrecy capacity. The difference in secrecy capacity with

SC is 0.93 bits/sec/channel use at Φ = 0.1 and this decreases to 0.74 bits/sec/channel

use at Φ = 0.8.

In the following figures, the secrecy capacity is considered for different locations

of the eavesdropper and jammer. The channel links can be expressed as hij =
fij
dmij
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with ρ = 0.8 and 0.2, λEve = 1, PJ = 0.1PT , and PT = 10 dB.

where fij is an exponential random variable with mean = 1, m = 2.7 is the path

loss exponent, and dij is the distance between i and j. Figs. 5.8 and 5.9 present the

secrecy capacity versus Φ for SC and MRC at the eavesdropper, respectively. The

jammer is at (0.5, −0.5) and the location of the eavesdropper is (0.5, −1) and (0.2,

−0.2) with dAE = 1.12 and 0.28, respectively. These results show that the secrecy

capacity increases as dAE increases from 0.28 to 1.12 for both values of σ2
e . The

reason is that as dAE increases, less power is required to be allocated to the jammer.

Hence, more power is allocated to A and B, and more energy is harvested at R. Fig.

5.8 shows that when σ2
e = 0, the difference in SC secrecy capacity for dAE = 1.12

and 0.28 is 0.53 bit/sec/channel use, and this increases to 0.57 bit/sec/channel use

for σ2
e = 0.1. Fig. 5.9 shows that when σ2

e = 0, the difference in MRC secrecy
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Figure 5.7: The secrecy capacity versus the jamming signal cancellation factor, Φ,
with λEve = 1, θ = 0.5, PT = 10 dB, and PJ = 0.1PT .

capacity for dAE = 1.12 and 0.28 is 0.51 bit/sec/channel use, and this increases to

0.62 bit/sec/channel use for σ2
e = 0.1.

Fig. 5.10 presents the effect of Φ on the secrecy capacity when the jammer is

close to the relay. In this case, E is at (0.2,−1) and J is at (0.5,−0.1), so significant

jamming power is received by the relay. These results show that a small increase in

Φ causes a significant drop in secrecy capacity for both SC and MRC. For example,

with SC and ρ = 0.5, the secrecy capacity for SC drops by 2.74 bit/sec/channel use

when Φ increases from 0 to 0.01 and by 3.17 bit/sec/channel use when Φ increases

from 0.01 to 0.1. This is because the jamming signal at the relay is larger because

the jammer is closer to the relay.

Fig. 5.11 shows the secrecy capacity versus the x-axis location of the eavesdropper
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Figure 5.8: The secrecy capacity for SC at the eavesdropper with dAE = 0.28 and
1.12, λEve = 1, PT = 10 dB, and PJ = 0.1PT .

(employing MRC), when the jammer is located at (0.5,−0.5) and without a jammer.

Results are given for y-axis eavesdropper positions −0.2, −0.5, and −0.8 and MRC

at the eavesdropper. The solid lines are for the case with a jammer at (0.5,−0.5) and

the other lines correspond to no jammer. When the eavesdropper is at x = 0.5, i.e.

midway between A and B, the secrecy capacity is the highest. Further, the secrecy

capacity is better with a jammer since the jamming signal reduces the SNR at the

eavesdropper regardless of their y-axis position. The lowest secrecy capacity in both

cases (with and without a jammer), is when the eavesdropper is at x = 0 and x = 1

since the SNR at the eavesdropper from A and B, respectively, is highest.

Fig. 5.12 presents the secrecy capacity versus the x-axis position of the eavesdrop-

per (employing MRC), with the jammer located at (0.5,−0.5), (0.5,−1), (0.2,−0.5),
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Figure 5.9: The secrecy capacity for MRC at the eavesdropper with dAE = 0.28 and
1.12, λEve = 1, PT = 10 dB, and PJ = 0.1PT .

(0.2,−1), (0.7,−0.5), and (0.7,−1). The location of the eavesdropper changes from

(0,−0.7) to (1,−0.7). In all cases, the secrecy capacity is a minimum when the

eavesdropper is at x = 0 or x = 1 which is closest to A or B, respectively. As the

eavesdropper moves from x = 0 to 1, the jamming signal power at the eavesdropper

increases and the secrecy capacity increases. Then, the secrecy capacity decreases as

the eavesdropper moves farther from the jammer after the maximum secrecy capacity

has been reached.

5.5.3 Time Complexity

Matlab R2017a on a MacBook Pro laptop with an Intel Core i5 processor was used

to obtain the simulation results. An average time of 7.89 s was required to run Al-
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Figure 5.10: The secrecy capacity for different values of Φ with the jammer at
(0.5,−0.1), the eavesdropper at (0.2,−1), λEve = 1, PT = 10 dB, and PJ = 0.1PT .

gorithm 1 (MRC) and 1.56 s to run Algorithm 2 (SC). SC selects the maximum of

SNR
(1)
E,i and SNR

(2)
E,i and MRC combines SNR

(1)
E,i and SNR

(2)
E,i to obtain the achiev-

able rate at the eavesdropper. The average number of iterations required to solve the

optimization problem for a given total transmit power was approximately 3 for SC

at the eavesdropper and 2 for MRC. However, Algorithm 2 was faster because the

number of monomial terms to be approximated with SC is 12 while with MRC it is

40.
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5.5.4 Comparison of PS and TS Two-Way Relaying Proto-

cols

In this subsection, the two proposed protocols are compared to understand the ad-

vantages and disadvantages of each protocol. Fig. 5.13 compares the optimal secrecy

capacity for PS and TS in each case of SC and MRC at the eavesdropper at λEve = 1

and using the same parameters stated at the beginning of Section 5.5. It shows that

PS two-way relaying protocol achieves a better secrecy capacity than TS two-way

relaying protocol. Since TS has a longer time for eavesdropping ( (1+ρ)T
2

) than PS (T
2
),

the eavesdropper can overhear the users for longer time.
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5.6 Conclusion

In this chapter, the secrecy capacity was investigated for a two-way energy-constrained

time-switching relay network in the presence of an eavesdropper. A friendly jammer

was used to reduce the ability of the eavesdropper to intercept the user signals. The

secrecy capacity was maximized by jointly optimizing the time switching ratio, ρ,

and the transmit power of the two users, A and B, and the jammer J . The single

condensation method (SCM) was employed to convert the objective function of the

corresponding optimization problem into a posynomial form suitable for geometric

programming (GP). Then, GP was used to transform the non-convex objective func-

tion to obtain a convex optimization problem. Two diversity combining techniques,
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Figure 5.13: The secrecy capacity versus the x-axis location of the eavesdropper
(employing MRC), with a jammer at a fixed location and without a jammer.

MRC and SC, were employed at the eavesdropper. Imperfect cancellation of the jam-

ming signal at the relay was also considered. Results were presented which show that

imperfect jamming signal cancellation at the relay degrades the secrecy capacity. In

addition, utilizing a jammer improves the secrecy capacity and increases the amount

of harvested energy at the relay. Further, the secrecy capacity is higher if the jammer

is located closer to the eavesdropper. Imperfect channel estimation at the eavesdrop-

per was also investigated. It was shown that as the estimation error increases, the

secrecy capacity improves. MRC has shown to provide a lower secrecy capacity than

SC. Thus, to achieve the SC secrecy capacity with MRC at the eavesdropper, a higher

SNR is required at A and B.
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Chapter 6

Conclusion and Future Work

6.1 Conclusions

In this work, the performance of simultaneous wireless information and power transfer

via energy harvesting in a cooperative network was investigated. The performance was

studied in terms of outage probability, secrecy capacity, and optimal power allocation.

An EH structure was proposed which provides a foundation for further research. The

results are summarized below and suggestions for future work are presented in Section

6.2.

In Chapter 2, a dual hop, half-duplex AF relay was considered to forward the

information signal from a source equipped with multiple transmit antennas to the

destination. The transmit antenna at the source was selected to maximize the end-

to-end SNR. The outage probability for a given transmission rate was derived as a

function of the power splitting factor at the relay. It was shown that the harvested

energy at the relay increased when the number of transmit antennas increased which

decreased the outage probability.
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In Chapter 3, two-way relaying was introduced to provide a higher spectral ef-

ficiency than the one-way relaying studied in Chapter 2. Two users employed a

two-way EH relay to exchange information in the presence of an eavesdropper and

a cooperative friendly jammer. The effect of the eavesdropper was mitigated using

the friendly jammer. Furthermore, the jamming signal was utilized by the relay for

energy harvesting. SCM was used to convert the objective function into GP form

to obtain a convex optimization problem. In this optimization problem, the power

splitting factor and transmit power at the two users A and B, and J were jointly

optimized to maximize the secrecy capacity. Using the jammer improved the secrecy

capacity compared to the case without a jammer. It was shown that the secrecy

capacity is degraded when the relay is not capable of cancelling the jamming signal

perfectly. The effect of the locations of the eavesdropper and jammer on the secrecy

capacity was also investigated. The best secrecy capacity was achieved when the relay

was equidistant between the two users.

In Chapter 4, the system model in Chapter 3 was modified to have imperfect

estimation of the channels connecting the eavesdropper to the other nodes in the

system. Further, SC and MRC were employed at the eavesdropper. SCM and GP

were employed to obtain a convex optimization problem and the power splitting factor

and transmit power at the two users A and B, and J were jointly optimized. It was

shown that an increase in channel estimation error improved the secrecy capacity as

the estimation error is considered as noise at the eavesdropper. It was observed that

MRC provided a lower secrecy capacity than SC. Further, the secrecy capacity was

lower if the jammer was located farther from the eavesdropper.

In Chapter 5, time switching was employed at the relay and the secrecy capacity
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was maximized by jointly optimizing the time switching ratio and transmit power

allocated to the users and jammer. It was shown that the PS two-way relaying

protocol achieves a better secrecy capacity than the TS two-way relaying protocol.

This is because with TS the eavesdropper can overhear the users for a longer time.

It was shown that imperfect channel estimation at the eavesdropper and imperfect

jamming signal cancellation at the relay resulted in a lower secrecy capacity. MRC

provided a lower secrecy capacity than SC. A higher SNR was required at A and B

to achieve the SC secrecy capacity with MRC at the eavesdropper.

6.2 Future Work

Three research directions for further work are described below.

6.2.1 Self-Interference Energy Recycling

Although secrecy is achievable in half-duplex transmission, full-duplex (FD) trans-

mission could be implemented to provide spectral efficiency where the relay receives

and transmits at the same time on the same channel. However, FD suffers from

self-interference between the transmit and receive antennas [53]. To take advantage

of this, self-interference recycling with full-duplexing was studied to extend battery

lifetime via energy harvesting [54]. In [55], an energy recycling FD relay was designed

to improve spectral efficiency and energy consumption. An FD AF multiple-antenna

relay system employing time switching energy harvesting can be considered. An en-

ergy constrained relay harvests energy and receives information in the first phase

and forwards the received signals while harvesting energy from the self-interference



172

and transmitted signal in the second phase. The beamforming vector of the relay

antenna can be optimized to maximize the achievable secrecy rate at both users in

the presence of an eavesdropper. The greedy antenna switching algorithm in [56] can

be employed to maximize the transmit power of the source, spectral efficiency of the

system, and beamforming matrix at the relay.

6.2.2 Energy Cooperation

In previous models, relays harvest energy from the transmitted signals during com-

munications. When a user has an abundance of harvested energy in its batteries it

can transmit a portion of this energy to other users with energy harvesting capabili-

ties. This is called energy cooperation [57]. It can be used to manage the energy at

wireless nodes and prolong the network lifetime [58]. In [57], energy cooperation was

introduced to allow an EH source to share energy with an EH relay. In this model,

energy cooperation between multiple relays in a two-way communications network

was considered. The relay with the best channel is selected to amplify (or decode)

and forward the information signal. If the available transmit power is not sufficient

for reliable transmission, other relay(s) can transmit power to the intended relay. The

goal is to maximize the end-to-end SNR at both users through energy cooperation.

6.2.3 Multiple Relay Selection

In this dissertation, a single relay was employed to forward information signals. Mul-

tiple EH relays can be used to increase network lifetime, improving energy-efficiency,

and decrease energy consumption and operational costs [126]. The best relay is se-

lected to forward the information signals in the presence of multiple eavesdroppers.
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This decision is based on variables such as the relay location and the current energy

available at the relay. The goal is to select the best relay to maximize the secrecy

capacity.

In [20], the performance of an EH system with best relay selection (BRS) was

investigated. It was shown that spectral efficiency degradation occurs with EH relay-

ing compared with conventional relaying. On the other hand, EH relaying has been

shown to provide increased network lifetime, improved energy-efficiency, and lower

energy consumption and operational costs.
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Chapter 7

Appendix: Derivation of A(c, x) and

B(c) in (2.24)

The end-to-end SNR at the destination of the proposed AF relay network in Chapter

2 is

γk = γSk,D +
γSk,RγR,D

1 + γSk,R + γR,D
. (7.1)

The CDF of (7.1) is

Fγ(c) = Pr

(
γSk,D +

γSk,RγR,D
1 + γSk,R + γR,D

< c

)
. (7.2)

Substituting γR,D with x and taking the expected value of Fγ(c) over x results in

Fγ(c) = Ex

{
Pr

(
γSk,D +

γSk,Rx

1 + γSk,R + x
< c

)}
, (7.3)
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where Ex is the expected value with respect to x. Now using the upper bound in

(2.14) to rewrite (7.3) gives

Fγupper(c) = Ex {Pr (γSk,D + min(γSk,R, x) < c)} (7.4)

= Ex

{
Pr (γSi,D + min(γSi,R, x) < c)St

}
(7.5)

Define Y = γSR, W = γSD, and C = W + min(Y, x), so then

FC(c) = Pr (W + min(Y, x) < c) (7.6)

= Pr (W < c−min(Y, x)) (7.7)

=
1

αSR

∫ ∞
0

Pr (W < c−min(y, x)) e
− y
αSR dy. (7.8)

There are two domains for min(y, x).

1. G1 ∈ {min(y, x) > c}, then x > c and y > c.

2. G2 ∈ {min(y, x) < c}, then x < c and y < c.

If x > c then G1 = {y > c} and G2 = {y < c}, and if x < c then G1 = {φ} and

G2 = {y > 0}. For the case x < c, FC(c) can be rewritten as

FC(c) =
1

αSR

∫ ∞
0

(
1− e−

c−min(y,x)
αSD

)
e
− y
αSR dy (7.9)

= 1− 1

αSR

∫ x

0

e
− c−y
αSD e

− y
αSR dy − 1

αSR

∫ ∞
x

e
− c−x
αSD e

− y
αSR dy (7.10)

= 1− αSDe
− c
alphaSD

αSD − αSR
+

αSR
αSD − αSR

e
− c
αSD e−xg (7.11)

= a+ be−xg (7.12)

= A(c, x), (7.13)
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where g = αSD−αSR
αSDαSR

. For the case x > c, min(y, x) = y so FC(c) can be rewritten as

FC(c) =
1

αSR

∫ c

0

(
1− e−

c−y
αSD

)
e
− y
αSR dy (7.14)

= 1− e−
c

αSR − αSD
αSD − αSR

(e
− c
αSD − e−

c
αSR ) (7.15)

= B(c). (7.16)



177

Chapter 8

Bibiolography
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