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ABSTRACT

Wireless communications has gone through tremendous growth in the past decades.
There has been a shift in wireless network research from spectral efficiency and quality
of service (QoS) constraints to energy efficiency and green communications to reduce
power consumption. Green energy resources such as solar, wind, thermal and mechan-
ical vibrations can be employed to increase the energy efficiency of energy-constrained
networks such as wireless sensor networks. Converting the available energy in the sur-
rounding area into electricity, energy harvesting (EH), has been the subject of recent
research. EH from radio frequency (RF) signals can be utilized to prolong the lifetime
of devices in energy-constrained systems. Wireless power transmission (WPT) for EH
is a promising solution to provide a reliable source of energy for devices which are
difficult to service due to mobility and/or hard to reach locations.

The integration of relaying into conventional wireless networks is promising to
increase the coverage area and reduce power consumption. However, the extra power
consumed to relay signals may be a problem that can be mitigated by WPT. WPT
has made it possible for relays to power themselves by capturing ambient energy
wirelessly. The received signal at the relay can be utilized to both forward information
and harvest energy.

This dissertation focuses on practical energy harvesting schemes in wireless com-
munication networks. Further, the broadcast nature of wireless systems makes wire-
less transmissions more vulnerable to eavesdropping compared to wired signals. The
goal of this work is to develop EH schemes that are capable of supplying sustainable
energy to the relays and overcoming the secrecy hazards from potential eavesdroppers.
Power splitting (PS) and time switching (TS) are studied in communication networks
to prolong the lifetime of an energy-constrained relay. First, a dual hop system with
an amplify and forward (AF) relay employing wireless information and power transfer
(WIPT) via power splitting is studied. Optimal transmit antenna selection that max-
imizes the end-to-end signal to noise ratio (SNR) at the destination is considered and
the outage probability is derived. It is shown that the outage probability increases
with the number of transmit antennas but this also increases the system complexity.

Since the spectral efficiency with two-way relaying is higher than with one-way
relaying, a two-way EH-based relay network with an eavesdropper is investigated.
The secrecy capacity at the users is derived for two diversity combining cases at

the eavesdropper, selection combining (SC) and maximal ratio combining (MRC).



A friendly jammer is introduced to increase the secrecy capacity of the users by
reducing the received signal to noise ratio at the eavesdropper since the signal of the
jammer is considered as noise at the eavesdropper. The corresponding optimization
problem is reformulated using the single condensation method (SCM) and geometric
programming (GP) into a convex optimization problem. Then, GP is used to jointly
optimize the power splitting factor of the relay and transmit powers of the two users
and jammer to maximize the secrecy capacity of the system. Imperfect cancellation
of the jamming signal at the relay is assumed. It is shown that increasing the power
allocated to the jammer decreases the secrecy capacity at the users. However, when
perfect jamming signal cancellation is assumed, increasing the power allocated to
the jammer increases the secrecy capacity at the users. The secrecy capacity is also
shown to be greater with a jammer than without a jammer. Channel state information
uncertainty at the eavesdropper is also considered as an extra noise source.

TS at the relay of a two-way EH-based relay network was also considered. GP
is used to jointly optimize the time switching ratio of the relay and transmit powers
of the two users and jammer to maximize the secrecy capacity of the system. It is
shown that PS two-way relaying achieves a better secrecy capacity than TS two-way

relaying.
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Chapter 1

Introduction

1.1 Background and Motivation of Wireless Power

Transfer

Wireless communication networks have experienced exponential growth due to smart
electronic devices and internet of things (IoT) applications. However, the increased
power consumption of wireless communication systems puts a burden on service
providers and also has a harmful impact on the environment, e.g. greenhouse ef-
fect [1]. Thus, careful wireless system design is a must for these increasing demands.
To address this challenge, industry and academia have to develop energy efficient
systems. One approach is to employ cooperative communications which allows nodes
within a network to collaborate for information transmission. This leads to improved
network connectivity, enhanced energy efficiency and increased reliability. Hence,
cooperative communications can be used to improve the performance of wireless net-

works with constrained resources [2]-[4].



Energy harvesting (EH) from ambient energy sources such as sunlight can be used
to enable green communications to significantly reduce the pressure on battery power
or grid energy. In particular, the harvested energy can be used to reduce the need
to recharge the batteries of wireless nodes as accessing these batteries can be costly,
impractical or undesirable. With renewable energy sources such as solar and thermo-
electric [5], the randomness of energy availability is a main problem [6]. Therefore, it
is important to use this energy to maximize system utility while minimizing energy
outage. Among other energy sources such as thermal, wind, and piezoelectric, radio
frequency (RF) signals are promising for EH [7]. Since RF signals carry both energy
and information, energy-constrained nodes can harvest energy and process informa-
tion simultaneously [8]. However, a careful design at the receiver is required to reliably
decode information and harvest energy successfully [8] [9]. Recently, RF EH has been
studied as a promising candidate to extend the lifetime of energy-constrained wireless
networks [10].

Ensuring secure communications between nodes is another motivation of this
work. As a result of the massive number of devices in wireless communication net-
works, a network coordinator or controller may not be available or it is not practical
to enable encrypted transmission by distributing security keys [11]. Further, keys
can be intercepted by eavesdroppers as a result of the broadcast nature of wireless
transmissions. Simple and low complexity security methods are required for energy-
constrained wireless communication networks. Conventional cryptography may not
be suitable because of the computational and key management costs which result
in high complexity and resource consumption [12]. Therefore, it is a challenge to se-

cure energy-constrained networks. Physical layer security is an emerging technique to



improve the security of wireless networks. Compared to conventional cryptographic
schemes, physical layer security is a very different paradigm. In physical layer secu-
rity, secrecy is achieved by exploiting the characteristics of the wireless system such
as the time-varying nature of fading channels [13]. The main challenge is to provide
secure communications while minimizing the energy consumption at EH nodes.

Most of the research in information processing and wireless energy harvesting has
considered point-to-point communications and the rate-energy tradeoff for various
system configurations. These include single-input single-output (SISO) [14], [15],
[16], multiple-input single-output (MISO) [17], single-input multiple-output (SIMO)
[18], and multiple-input multiple-output (MIMO) [19]. EH relies on two switching
techniques to receive information and perform EH, opportunistic time switching (TS)
and dynamic power splitting (PS) [20]. For TS, the receive antenna switches between
an EH receiver and an information decoding (ID) receiver periodically. For PS; the
received signal is split into two portions, one sent to an EH receiver and the other to
an ID receiver. Wireless energy harvesting has also been considered for orthogonal
frequency division multiplexing (OFDM) [21] and cognitive radio [22] systems. Energy
beamforming for a multi-antenna wireless broadcasting system with wireless energy
harvesting was studied in [23]. Furthermore, multiuser scheduling was considered in
[24] with wireless energy harvesting.

Recently, wireless relaying networks which employ energy harvesting from RF
signals have been considered [25]-[27]. In [28], the optimal source and relay precoding
in a MIMO relay system was studied for different rate-energy tradeoffs. The outage
performance of cooperative communication systems was studied in [27]. The relay

in [27] and [28] was assumed to have its own energy and so does not need to charge



from external sources. Simultaneous information and power transfer for multiuser
and multihop communications was investigated in [29]. It was assumed that the relay
is capable of processing information and harvesting energy simultaneously, but the
analysis in [14] showed that this assumption does not hold in practice. In [30], dual
hop full-duplex relaying with energy harvesting using time switching was proposed
and the outage probability and ergodic capacity of the system were derived. A greedy
switching policy was introduced in [25] to minimize the outage probability at the
destination of a three node cooperative system employing EH. In [26], the impact
of the power splitting factor was evaluated for a two-way amplify and forward (AF)
relay with SWIPT.

Physical layer security [31], [32] is a promising approach to secure wireless commu-
nications. Two-way relay networks were considered in [33]-[36] as relays are vulner-
able to eavesdropping and can be trusted or untrusted. In [34], the tradeoff between
secrecy and system complexity was studied for a two-way trusted relay network with
three different antenna selection schemes. The effect of a friendly jammer on the
physical layer security was studied in [33] for two-way untrusted relays. EH was con-
sidered in [37]-[39] to deal with the energy shortage of a two-way relay and maintain
secure communications. In [37], an untrusted power splitting relay as an active eaves-
dropper or passive eavesdropper with one-way and two-way relaying. The secrecy
outage probability was derived in [38] for an AF two-way untrusted relay employing
energy harvesting. In [39], two-way communications via a wireless powered untrusted

relay was considered for confidential communications using a friendly jammer.



1.2 Geometric Programming and the Single Con-

densation Method

In this section, a brief description of geometric programming (GP) and the single
condensation method (SCM) is given. GP is used to obtain a nonlinear but convex
optimization problem with convex objective and inequality constraint functions and
linear equality constraints. This is achieved via a logarithmic change of variables and
a logarithmic transformation of the objective function and constraints. The resulting
convex problem can be solved efficiently using CVX solvers [40].

A GP problem has the form [40]

minimize  fo(x) (1.1a)
subject to  fi(z) <0, i=1,...,m, (1.1b)
gi(x)y=1, i=1,...,p (1.1c)

where the f; are polynomial functions, g; are monomials, and x; are the optimization
variables. A real valued function f of the form f(z) = ca{*z5? ... 2% where ¢ > 0 and
a; € R is a monomial function. The sum of two or more monomials is a polynomial
function such that f(z) = So0 | cpa{* a3 ... %+ where ¢, > 0.

The objective function in (1.1a) is a ratio of two posynomials, so it cannot be
transformed into GP form. To solve this issue, the denominator is approximated
as a monomial function using SCM [41]. SCM provides an upper bound on the

ratio of posynomials. This ratio can be put into GP form by approximating the

denominator of the ratio of posynomials with a monomial, but leaving the numerator



as a posynomial. For example, w(x) = ). u;(x) is the denominator of a ratio of
posynomials, where x is a vector of the optimization variables. w(x) is the sum of i
monomials, so it is a posynomial by definition, and the monomial approximation of

w(x) using SCM is

weo - [T (“2) " 12)

%

such that w(x) > w(x). For a given x, the «a; are obtained such that

(1.3)

and w(x) is substituted for w(x) in the optimization problem. The objective function
after SCM approximation is a posynomial. GP is used to obtain a nonlinear but
convex optimization problem with convex objective function and inequality constraint
functions and linear equality constraints. A logarithmic change of variables and a
logarithmic transformation of the objective function and constraints are used to obtain
a GP form. The resulting convex problem can be solved efficiently using CVX solvers
[40]. As the optimal solution can be far from the initial guess % used in the SCM

approximation, an iterative approach is used to solve this problem.

1.3 Research Objectives and Organization

Chapter 2 In this chapter, a dual hop, half-duplex amplify and forward (AF) relay
is considered to forward the information signal from a source equipped with
multiple transmit antennas to the destination. The relay does not have a fixed

power supply, so it depends on the energy harvested from the source signal



to amplify and forward the information signal to the destination node. The
transmit antenna at the source is selected to maximize the end-to-end signal
to noise ratio (SNR). The outage probability for a given transmission rate is
derived as a function of the power splitting factor at the relay. It is shown that
the proposed energy harvesting (EH)-based scheme outperforms the direct link
model (without a relay). Further, there exists an optimal power splitting factor
at which the outage probability is minimized. The impact of the relay placement
on the outage performance is studied. The best performance is achieved when
the relay is closer to the source node. The contributions of this chapter were

published in [94].

Chapter 3 In this chapter, two users exchange information through a wireless pow-
ered two-way relay in the presence of an eavesdropper and cooperative jam-
mer. The jammer transmits artificial noise to prevent the eavesdropper from
overhearing the information signals. In this network, the relay relies solely on
harvesting energy from the sources and jammer signals. Perfect self-interference
cancellation is assumed for both sources so each source is capable of recover-
ing the information signal of the other source assuming perfect channel state
information (CSI) [35], [36], and [42]. The goal is to optimize the power allo-
cated to the users and jammer and the power splitting to maximize the secrecy
capacity [43]. The single condensation method (SCM) is used to convert the
objective function to a standard geometric programming (GP) form. Then, GP
is employed to transform the optimization problem into a convex problem. The

contributions of this chapter were published in [109].

Chapter 4 The system model in Chapter 3 is modified assuming imperfect esti-



mation of the channels connecting the eavesdropper to the other nodes in the
system. Further, imperfect cancellation of the jamming signal at the relay is
studied. Two combining techniques are employed at the eavesdropper, selec-
tion combining (SC) and maximal ratio combining (MRC). SCM is used to
convert the objective function to a standard GP form. Then, GP is employed

to transform the optimization problem into a convex problem.

Chapter 5 In this chapter, the secrecy capacity of the system model in Chapter 3 is
studied with a relay that employs time switching to harvest energy and decode
information. The effect of imperfect estimation of the channels connecting the
eavesdropper to the other nodes in the system is studied. In addition, the
jamming signal is not perfectly canceled at the relay which reduces the received
signal to noise ratio at the users. The time switching ratio and the transmit
power allocated to the users and jammer are jointly optimized to maximize the
secrecy capacity. The eavesdropper employs selection combining and maximal
ratio combining for the wiretapped signals to maximize the received signal to

noise ratio.

Chapter 6 Some conclusions are given as well as suggestions for future work.

In the next chapters, the reader will notice some repetition. This is because the

chapters are taken from the corresponding published and submitted journal papers.



Chapter 2

Optimal Transmit Antenna
Selection with Wireless

Information and Power Transfer

In this chapter, a dual hop system with an amplify and forward (AF) relay employing
wireless information and power transfer (WIPT) via power splitting (PS) is studied.
Optimal transmit antenna selection that maximizes the end-to-end signal to noise
ratio (SNR) at the destination is considered. It is assumed that a direct link between
the source and destination also exists. The exact outage probability is derived and
numerical results are presented.

The main contributions of this chapter are as follows.

1. Upper bounds on the cumulative distribution function (CDF) of the end-to-end

SNR are derived.

2. The outage probability (OP) is derived and the number of transmit antennas
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at the source is varied to study the effect on the outage probability.

3. An optimal antenna selection scheme is proposed to maximize the signal to
noise ratio at the destination. The performance was compared to the case with

direct link.

2.1 System Model and Signal Representation

The wireless cooperative system considered is shown in Fig. 2.1. A source S with S;
transmit antennas communicates with a destination D utilizing both a direct link and
a relay link, while the relay R and D are equipped with single antennas [30]. This
model describes a downlink mobile communications system. The mobile nodes have
only one antenna because their size is limited while the basestation has more than one
antenna. The system employs AF relaying at the relay with PS factor 8, 0 <6 <1,
such that a fraction 6 of the received signal is dedicated to energy harvesting. It
is assumed that the channels between the ith source antenna, ¢ = 1,...,5;, and
D, hg, p, the ith source antenna and R, hg, g, and R and D, hg p, are subject to
independent Rayleigh fading and modelled as mutually independent and identically
distributed complex Gaussian random variables with zero mean and average power
Asp, Asgr, and Agp, respectively. The distances between S and D, S and R, and R
and D are dgp, dsgr, and dgrp, respectively. The transmit antenna that maximizes
the signal to noise ratio (SNR) at the destination is selected.

A summary of the notation employed is given in Table 2.1.



Figure 2.1: The system model with source antenna j selected for transmission.

Phase 1 Phase 2
T/2 T/2

Energy Harvesting
at The Relay

Relay-to-Destination
Transmission

Source-to-Relay and
Source-to-Destination
Transmission

Figure 2.2: The data transmission time frame.

11
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Table 2.1: Notation

Symbol Description

S Source

D Destination

S Number of transmit antennas at the source

R Relay

0 Power splitting factor

hs, p Channels between the ith source antenna and D

hs, r Channel between the 7th source antenna and R

hr,p Channel between R and D

Aij Average power of the channel link between node ¢ and node j
dsp Distance between node ¢ and node j

x; Signal transmitted by node %

P, Transmit power of node ¢

YR Signal received at node R

YD, Signal received at node D in transmission phase ¢

Tai Baseband AWGN at node ¢

afbai Variance of the baseband AWGN at node ¢

Ne, Noise due to RF to baseband signal conversion at node ¢

o Variance of the additive noise due to RF to baseband conversion at node 4

N,

Continued on next page
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Table 2.1 — Continued from previous page

Symbol Description

n; Overall AWGN at i

o? Overall noise variance at node %

YRe Energy harvesting signal at the relay
YRi Information retrieval signal at the relay
Ey Harvested energy

¢ Energy conversion efficiency

Ggr Amplifier gain of the relay

K,(.) The nth order modified Bessel function of the second kind
m Path loss exponent

Rr Required transmission rate

In the proposed system, there are two data transmission phases as shown in Fig.
2.2. In the first phase, S sends a signal xg to both R and D with fixed power Ps.

The narrow band signals received at R and D in this phase are

sz\/FS
\/mR
S

hs, RTs + Ny (2.1)
ds

VP

S

hSi,D]:S +naD —I—nCD, (22)

respectively, where n,zr and n,p are the baseband additive white Gaussian noise

2

naR

(AWGN) at the receive antennas of R and D with zero mean and variances o,  and

2

T respectively. The receiver at the destination down-converts the radio frequency,
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(RF), signal to baseband and processes the baseband signal, where n.,, is the additive
noise due to RF to baseband signal conversion with zero mean and variance aiCD. The
overall AWGN at D is np = ng, + ne, with variance o3, = o7 +05 . A block

diagram of the relay receiver is given in Fig. 2.3. The received signal at R, yg, is

split with PS factor 6 such that a fraction

VOP,
YRe = \/éyR = —Shgthg + \/gnaR (2.3)

V3R

is forwarded to the EH receiver. The remaining fraction

Yri = V1 = 0yr + ne, (2.4)

1-0)P
= %hshfgl’s + vV 1-— HnaR + Negy (25)
SR

is forwarded to the information receiver where n.,, is the AWGN of the RF to baseband
signal conversion circuit at R with zero mean and variance O'ZCR. In (2.5), the overall

AWGN at R is ng = V1 — 0ngy, + ne, with variance of, = (1 —0)oy +o7. . The

energy harvested in the first phase is

OPs|hs, p|* T
Ey = M_, (2.6)

where ( is the energy conversion efficiency, 0 < ¢ < 1, which depends on the EH
receiver design. The time portion used to receive and harvest energy at the relay is
T /2. Since the noise term in (2.3) is much smaller than the signal term, only the
energy from the transmitted signal is harvested as given in (2.6). In the second phase,

the relay amplifies yr; and forwards it to D using the harvested energy in the first



15

Energy Harvesting Receiver
Vo Yr

YR

Information Receiver

Nag vl—@yR

Figure 2.3: The relay receiver block diagram.

phase. The relay transmit power can then be expressed as

_ Ey _ COPs|hs, r|?
/2 .

Pr

so the transmitted signal is

rr = GRYRi,

where G is the relay gain as defined in [44]

Gp = Pr
BN (1 - 0)Ps|hs, rPdgy + 0%

(2.9)



16

The received signal at D from the relay in the second phase is

YDy = [ERhR7D +np. (210)

2.2 QOwutage Probability Analysis

The destination receives two observations of xzg given by (2.2) and (2.10). It is as-
sumed that the destination employs a minimum mean squared error (MMSE) receiver.

The instantaneous post-processing SNR at the destination can be expressed as [45]

VS;,RVR,D
Vi =s,.p + (2.11
Z 1+9s,r + VD )
2
where vg, p = Pi‘f% is the SNR between the ith transmit antenna of the source
DYSD

and the destination. The SNR between the ith source antenna and the relay is

(1-60)Ps|hs, r|?
oRdly

¢0Ps|hs, rI’|hr,p|?
ohdpdEp

,}/Si,R -

, and ypp = is the SNR between the relay
and destination. MIMO training methods can be used to estimate hg, g, hs, p, and
hrp for antenna selection. A short narrowband signal as in [45] can be used to

estimate (2.11). Then the destination feeds back to the source the index of the

antenna corresponding to the largest ;. The optimal transmit antenna is

j = arg max{~;}. (2.12)

Unfortunately, a closed form expression for the cumulative distribution function

(CDF) or probability density function (PDF) of 7; cannot be obtained, but an upper
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bound is given by [46] and [47]

v < 7s,.p +min{vys, r, Yr.0 }- (2.13)

The upper bound on the SNR at D when the jth transmit antenna is selected is

Yupper = 7VS;,D + min{’YSj,Rv 7R,D}~ (214)

A system outage implies that the mutual information I is below the required trans-

mission rate Rrp, i.e.
P, =P. {[<RT}:PT{1/210g2(1+7) <RT}, (215)

where v is the SNR at the destination. The factor 1/2 reflects the two time phases

required for data transmission from the source to destination. The PDFs of vg, p

__=z __z .
and s, r are f,g ,(7) = —Q;DG aspand fog, () = —Q;Re osr | respectively, where

asp = 2250 and agp = U=9P5ASE  The CODF of the R-D link is then
ophddp oRdSR

Fp(r) = P.Ayrp <} (2.16)
xo 2 dT,dm
— P dihppl? < Z9D%SRRD 917
{l D) (0Ps|hs, r|? (217)
| oo,
- 11— )\—6 C0PsARrplhs; RI7 (2‘18)
RD

Substituting Y = |hg, g|* in (2.18) gives

1 wohdTpdp
(1) =1-—e D) | (2.19)

F

YRD
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Since |hg, g|? is an exponential random variable with mean value Asg, fing o2(y) =

1

py ¢ 3R, Conditioning (2.19) over Y and taking the expected value gives

o b,
Pro@) = [ (1= 5 S50 g0y (2:20
0
1 o0 wohd¥pdRn _y
= 1- o / e C9PsAgrpy ¢ ’\SRdy (2.21)
RDASR Jo
[e's) zo-2 m_ am
-1 1A / o TRl oSy, (2.22)
RDASR Jo

Using [48, §3.324.1], we obtain

Ep (l‘) =1- E\/EKl(E\/E)7 (2'23)

402 A7 di

where = = S and K,(.) is the nth order modified Bessel function of the
SASRARD
OF.
second kind. Given f, ., (z) = Wg;;D(x) and using [48, §8.486.18], the PDF of the
x

2

R-D link is f,,,(z) = £ Ko(Ey/z). The CDF of the upper bound on the SNR is

c =2 00 =2
Fu;,per(c):/o A(c,x)Si%Ko(Ex/E)dH/ B(C)St?Ko(E\/E)dx (2.24)



19

where

Ale,z) = 1— —0  cagp 4 PSR ~&pemas, (2.25)
asp — QSR asp — QSR
= a+be, (2.26)
a = 1— Le_a;a, (2.27)
asp — QSR
b = — IR ap (2.28)
asp — QSR
asp — QSR
g = 7 2.29
asplsg ( )
Ble) = 1—¢ ar — ﬁ(e‘aéu — ¢ sh), (2.30)

See Appendix for the derivation of A(c,z) and B(c). Substituting the binomial ex-
pansion of (a + be™™9)% for A(c,u)* in (2.24), where (y + 2)" = Y, (7)y"*2",
and observing that B(c) is independent of the integration variable z, F,,-(c) can be

rewritten as

St c

Z(St)as’f_ibi / e I Ky (v )dm—l— B / Ko(Z

X ? 0

(2.31)

An upper bound on the outage probability (OP) is then obtained by substituting

¢ =22t _ 1in (2.31).

2.3 Numerical Results

In this section, the system OP is evaluated numerically. Unless otherwise stated, the
energy conversion efficiency is ( = 0.7, the noise variances at the relay and destination

are o, =0, =o, =0, =001 and Ry = 1 bit/sec/Hz. The values of Asp,

TLCD 'I’LaR TLCR
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Asr, and Arp are set to 1, dsp = 5, and the path loss exponent is m = 2. Fig.

10° ¢
[«
>

10°

-
°©
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Outage Probability
s 3
A w

-
°
a

(0] 5 10 15 20 25
Average S-D link SNR (dB)

10°°

Figure 2.4: Outage probability versus the average S-D link SNR for S; = 2 to 5,
0 =0.6,(=0.7 and m = 2.

2.4 presents the outage probability for the direct link without a relay (DL) and the
optimal antenna selection with an energy harvesting relay (OASEH) for S; = 2 to
5. It is assumed that both sources in OASEH and DL transmit with equal transmit
power Pg. The power splitting factor is 6 = 0.6, and the relay is assumed to be
equidistant on the straight line between the source and the destination. Fig. 2.4
shows that the outage performance of OASEH improves as the number of transmit
antennas increases from S; = 2 to 5. It is also observed that the EH relay significantly
improves the outage probability performance without additional power at the source
node. For an OP of 1079, the improvement in OASEH relay performance is 9.3, 3.6,

and 2.3 dB for S; = 2 to 3, 3 to 4, and 4 to 5, respectively, so it decreases as the
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number of transmit antennas increases. Adding antennas increases the system cost,
so there is a tradeoff between cost and performance. Fig. 2.4 shows that OASEH
improves the outage performance by 7.5 dB at S; = 2 to 1.7 dB at S; = 5 compared
to DL performance for an OP of 107%. In the low SNR region, the performance is
similar, but the difference increases as the SNR increases. This is because at higher
SNRs, the EH relay harvests more energy, and hence the transmit power at the relay

is larger during the second phase.

Outage Probability
o

104 |——-0=02,85=3 O .
6 =0.75, §=2 SN
——-6=0.75,5=3 NN
5 0=0.2S=2 NN
_ X N
10
— —-0=0.2,8=3
6 =0.75, §;=2
6 =0.75, S,=3
-6
10

o 5 10 15 20 25 30
S-D Link SNR (dB)

Figure 2.5: Outage probability versus the average S-D link SNR for S; = 2 and 3,
0 =0.2 and 0.75, ( = 0.7, m = 2, and Ry = 1, 2, and 3 bits/sec/Hz.

Fig. 2.5 presents the outage probability for different values of  and Ry. This
shows that the outage probability (OP) increases with the transmission rate. Further,
increasing 6 from 0.2 to 0.75 reduces the OP for both S; = 2 and S; = 3.

Fig. 2.6 shows the effect of the power splitting factor € on the OP of OASEH for
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Figure 2.6: OASEH and DL outage probability versus the power splitting factor
for different relay locations, S; = 3, average S-D link SNR 10, 15, and 20 dB, and
Ry =1 bit/sec/Hz.

three different relay locations with respect to the source and three different average
S-D link SNRs. The number of transmit antennas is S; = 3 and dgp = 5 so that
drp = 5 — dgg, and the transmission rate is Ry = 1 bit/sec/Hz. This figure shows
that the OP initially decreases as 6 increases from 0 to an optimal value, 0,,;, and
then increases for 6 beyond the optimal value and approaches 1. At smaller values of
0, there is less power available at the relay for energy harvesting. Hence less power,
Pg, is available for the relay to forward the received signal to the destination. On the
other hand, as ¢ increases beyond 6,,, there is sufficient harvested power, but the
signal received at the relay is poor. When this noisy signal is amplified and forwarded

to the destination node, the OP at D is high. For the relay placements shown, the
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optimal value of 6 increases as the average S-D link SNR decreases. For example, at
dsr =1, Opp is 0.75, 0.81, and 0.84 for S-D average link SNRs of 20 dB, 15 dB, and
10 dB, respectively. This can be explained by the fact that when the EH relay is not
receiving significant power, a large portion of the received signal power is needed for

EH to maximize the end-to-end SNR.

10o§

102 ¢

—
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o

108! /,/ — —-R; =1b/s/Hz, 10dB -

§/ —— R =2 Db/s/Hz, 10dB \

7 — —-R; =1 Db/s/Hz, 15dB \
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Figure 2.7: OASEH outage probability versus the S-R distance, dgg, for R = 1 and
2 bits/sec/Hz, S; = 3, and average S-D link SNR of 15 dB.

Fig. 2.7 presents the OP with OASEH as a function of the distance between the
source and relay, dgg, for Ry = 1 and 2 bits/sec/Hz at different average S-D link
SNRs. For both values of Ry the outage probability increases as the relay moves
further from the source and the maximum outage occurs near the midpoint. Further,
the lowest OP occurs when the relay is closer to the source. When the relay is close

to the source, it can harvest more energy from the transmitted signal. The received
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signal strength at the relay, yg in (2.5), is better due to the smaller path loss dgr™™"

When the relay is close to the destination, the signal from the source is poor, but less
transmit power is required to support reliable communication from R to D. In Fig.
2.7, as the transmission rate increases, the outage probability increases because it is
affected by the SNR at the destination. The results are not symmetric around the
midpoint dgg = 2.5 as may appear from the figure. For example, at Ry =1 b/s/Hz,
the maximum OP occurs at a distance 2.52 at 10 dB, 2.505 at 15 dB, and 2.50 at 20.
For Ry = 2 b/s/Hz, the maximum OP occurs at a distance 2.625 at 10 dB, 2.535 at
15 dB, and 2.515 at 20 dB. Thus, the optimum relay location can be approximated

as equidistant between the source and destination.

100 ¢
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Figure 2.8: OASEH outage probability versus ch for different values of 6, S; = 3,
dsg = 3, average S-D link SNR 15 dB, and 0, =07 = 0.01.

Fig. 2.8 gives the OP as a function of the RF-to-baseband conversion noise vari-
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ance, 07210 =02 = U2CR. Two values of 6 are considered, # = 0.2 and 6 = 0.75, for

nep n
transmission rates Ry = 1, 2, and 3 bits/sec/Hz. The OP performance for § = 0.75 is
better than with § = 0.2. This is due to the fact that at a splitting factor of § = 0.2,
a larger portion of the noisy received signal is passed to the information receiver. The
noise is amplified and forwarded to the destination which increases the OP at the
destination. Further, increasing the transmission rate degrades the performance as
the noise variance increases. Fig. 2.9 presents the OP performance as a function of 6
for different average S-D link SNR values. The relay is assumed to be equidistant on
the straight line between the source and destination. This shows that there exists an
optimal splitting factor, ,,;, which is a function of the average S-D link SNR. As the
SNR increases, 0,,; decreases since the received signal strength improves. This allows

the relay to amplify and forward a larger portion, (1 — ), of the received signal to

the destination, resulting in improved OP performance.

2.4 Conclusion

In this chapter, a dual hop, half-duplex, amplify and forward (AF) relaying system
with energy harvesting (EH) and optimal transmit antenna selection was investigated.
Upper bounds on the CDF of the end-to-end SNR and the outage probability (OP)
were derived. The effect of various system parameters on the performance with wire-
less energy harvesting using an AF relay was provided. The optimal power splitting
factor was considered. The OP as a function of the distance between the source and
relay was examined for different transmission rates. It was shown that increasing the
number of transmit antennas improves the OP, but this also increases the system

complexity.
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Figure 2.9: OASEH outage probability versus the power splitting factor 6 for different
average S-D link SNR values, S; = 3, and dgg = 2.5.
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Chapter 3

Optimal Power Allocation and
Secrecy Capacity in a
Wireless-Powered Two-Way Relay

Network

This chapter considers secure two-way relay communications in the presence of an
eavesdropper. Two users without a direct link between them communicate via an
energy harvesting two-way relay. A friendly jammer is employed to reduce informa-
tion leakage to the eavesdropper. The relay relies on the signals received to harvest
energy and forward signals to the users. The power splitting factor and transmit
power at the users and jammer are jointly optimized using geometric programming
(GP) to maximize the secrecy capacity of the system. The imperfect cancellation of
the jamming signal is interpreted as noise at the users which decreases the secrecy

capacity. Further, it is shown that the secrecy capacity with a jammer is greater
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than without a jammer. The effect of the relay, jammer, and eavesdropper locations
on the performance is studied. It is shown that the secrecy capacity is greater when
the relay is equidistant from the users. In addition, having the jammer closer to the

eavesdropper results in a higher secrecy capacity.

3.1 Introduction

Energy harvesting (EH) from radio frequency (RF) signals in wireless communication
systems can be employed to extend the lifetime of energy-constrained devices [60].
Simultaneous wireless information and power transfer (SWIPT) is possible as RF
signals carry information and energy simultaneously [61]-[15]. The energy harvesting
(EH) and information retrieval differ so two separate circuits are typically employed
[95]. Two practical EH relaying protocols for communication systems are power
splitting (PS) and time switching (TS) [49]. With TS, the receiver switches between
the information retrieval circuit and the EH circuit while with PS, a portion of the
received signal is directed to the information retrieval circuit and the remainder to
the EH circuit. In [63] and [64], the transmission rate was maximized using optimal
PS and TS relaying, respectively.

In [63], the outage probability was derived for a decode and forward (DF) network
and the optimum PS and TS coefficients were obtained to maximize the transmission
rate. In [64], a SWIPT-enabled relay was studied for three scenarios, ideal (informa-
tion extraction and EH are done simultaneously), PS, and TS. The achievable rate
was optimized for each of the these scenarios at the relay. PS and TS can be used
separately or combined as in [65] where a hybrid EH protocol was proposed. This pro-

tocol is more general because the relay can switch between PS and TS. The optimal
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EH TS and PS ratios were derived to maximizing the throughput and it was shown
that a hybrid circuit outperforms separate circuits. Joint PS and TS schemes for
amplify and forward (AF) and decode and forward (DF) relay systems were proposed
in [66] and [67], respectively, and the outage probability was shown to be better than
with the hybrid protocol in [65]. In [66], the outage probability, network throughput
and energy efficiency were derived as a function of the PS and TS ratios, and the net-
work throughput was maximized. Two joint optimization problems were formulated
in [67] to maximize the channel capacity and minimize the outage probability. An
optimal offline joint relay selection and power allocation scheme was proposed in [68]
to maximize the system throughput in a cognitive two-way relaying network. This
scheme outperforms random relay selection when the transmit power is limited.

The broadcast nature of wireless relay networks makes it vulnerable to eaves-
dropping [73]. Thus, maintaining the secrecy of the transmitted information in the
presence of an eavesdropper is important [69]. The secrecy capacity is defined as
the difference between the capacity of the link from the source to destination and
the capacity of the wiretap link from the source to the eavesdropper. Cryptographic
techniques can be used in the application layer to improve the security of wireless
communications [70]. Physical layer security which exploits the physical characteris-
tics of the wireless channel can also be employed [71].

In [72], the impact of fading on the secrecy capacity of a two user network with
a potential eavesdropper was considered. It was shown that information security is
achievable even when the average signal to noise ratio of the eavesdropper links is
better than that of the user links. Physical layer security in an untrusted relay network

was first investigated in [74] where the relay was treated as a potential eavesdropper.
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A jamming signal was used to achieve a non zero secrecy capacity. In [75], the secrecy
performance of one-way communications for decode and forward (DF) and amplify
and forward (AF) EH relays was studied. It was shown that DF provides better
secrecy than AF. The secrecy capacity of a one-way untrusted relaying network was
analyzed in [76] for PS and TS at the relay and it was shown that PS outperforms
TS.

Two-way relaying can provide a higher spectral efficiency than one-way relaying.
The secrecy performance of a two-way EH-based relay network in the presence of
an eavesdropper was studied in [77]. The optimal TS and PS ratios were derived
for a high signal to noise ratio using an iterative method. The ratios were adjusted
adaptively according to the instantaneous channel state information. It was shown
that the proposed approach provides near optimal secrecy capacity in the case of un-
known wiretap channels. In [78], secrecy capacity and energy efficiency were jointly
considered in a two-way untrusted relay network. The probability of successful eaves-
dropping was derived in [79] for a two-way three-step EH DF relay network with
independent k-p shadowed fading on all links. The results obtained show that the
secrecy capacity can be improved by allocating more power for information decoding
over a small reception time. In [80], the intercept probability was derived for multiple
eavesdroppers in a two-way DF EH relay network. The impact of the relay activation
power threshold and power splitting factor on the secrecy capacity was also studied.
Antenna selection considering the harvested energy was employed in [81] to maximize
the secrecy capacity of a two-way communication network. The users communicate
through two multi-antenna time-switching relays in the presence of an eavesdropper.

It was shown that the secrecy performance can be improved with equal user transmit
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power.

The secrecy capacity can be significantly improved with cooperative jamming.
Two types of jamming signals have been considered in the literature to improve
the physical layer security of wireless communication networks. The first is friendly
jamming (FJ) where the jamming signal is known at the users [82]. The second is
Gaussian noise jamming (GNJ) where the users have no a priori information about the
jamming signal and so it is considered as interference [83]. FJ and GNJ can improve
the secrecy capacity, but FJ provides better secrecy performance because the jamming
signal can be cancelled by the users. Two secure SWIPT relaying strategies were
presented in [78] for two-way untrusted AF EH relay networks to maximize the secrecy
capacity and energy efficiency. In both strategies, the source transmits a jamming
signal to charge the relay and maintain information security. In [84], communications
in the presence of two eavesdroppers was examined. A friendly jammer is employed
that harvests energy from the user signals. One eavesdropper is located near the
transmitting user while the other is located near the jammer. The eavesdroppers
cooperate to detect user signals and reduce the effects of jamming. The jamming
signal power was optimized to maximize the secrecy capacity and energy efficiency of
the network.

A separate jammer was employed in [85] to secure two-way communications in
an EH-based relay network. A lower bound on the secrecy capacity in the high
signal-to-noise ratio regime was derived. It was shown that one-way and the two-way
communications outperforms GNJ and no jamming. In [86], the secrecy capacity of
one-way untrusted relay communications was maximized by jointly optimizing the

power allocation at the transmitter and jammer with an EH threshold at the relay.
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In [87], destination-aided jamming was employed to prevent untrusted EH relays
from eavesdropping. An energy-aware distributed beamforming scheme was proposed
and shown to improve secrecy performance. The secrecy capacity was improved in
[88] with a strategy that selects the jammer and relay nodes from multiple friendly
but selfish intermediate nodes where the jammer broadcasts Gaussian noise. Power
allocation to the intermediate nodes was determined based on price competition.
The secrecy capacity of the network was maximized while optimizing the profit of
intermediate nodes.

Multiple friendly jammers were considered in [33] for a two-way untrusted relay
system. The secrecy capacity was improved by optimizing the jamming power allo-
cated to friendly jammers. In [89], a network with multiple relay-user pairs communi-
cating in the presence of multiple eavesdroppers was examined. A joint relay-user pair
and friendly jammer selection scheme was proposed to improve the secrecy capacity.
Round-robin and conventional relay-user pair selection schemes were considered as
benchmarks. The secrecy capacity of the proposed approach was shown to outper-
form these schemes as the number of relay-user pairs and number of eavesdroppers
increase. Adaptive cooperative jamming was proposed in [90] for an EH relay network
in the presence of multiple eavesdroppers. The power allocation factor was adjusted
to maximize the secrecy capacity. Optimal PS and TS ratios were derived in [91]
to maximize the secrecy capacity in a two-way EH relay network in the presence of
multiple eavesdroppers and a friendly jammer. It was shown that PS at the relay
provides better protection against eavesdropping than T'S. In [92], hybrid PS and TS
was employed in the intermediate nodes of a two-way relay network with partial relay

selection. A jammer was located near the eavesdropper to improve the secrecy capac-
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ity. Reliable secure communications was shown to be guaranteed with an appropriate
choice of parameters.

In this chapter, the physical layer security of a two-way communication system
with an EH relay is investigated. An eavesdropper is present so a friendly jammer
is employed to improve the secrecy. Joint optimization of the power allocated to
two users, a relay, and a jammer in the presence of an eavesdropper is presented.
This has not been considered in the literature. In addition, the effect of imperfect
jamming power cancellation is investigated. The main contributions of this chapter

are as follows.

1. The power splitting factor and transmit powers of the two users and jammer

are jointly optimized to maximize the secrecy capacity.

2. The optimization problem is not convex so it is transformed into a convex
problem using geometric programming (GP). The single condensation method

is employed to convert the objective function into GP format.

3. The effect of the jamming signal on the two users and Imperfect cancellation
of the jamming signal is considered. This has not been examined previously in

the literature.

4. The secrecy capacity of the system is compared to the case without a jammer,

and results are presented for different relay, jammer, and eavesdropper positions.

The remainder of this chapter is organized as follows. The system model is pre-
sented in Section 3.2. The secrecy capacity for the two-way relay network is derived

in Section 3.3 and the optimization problem is converted to a convex form. Section
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3.4 presents the simulation results and finally, some concluding remarks are given in

Section 3.5.

3.2 System Model

Fig. 3.1 presents the system model of a two-way relay network connecting two users
A and B. This model includes a trusted relay R, a friendly jammer J, and an eaves-
dropper E. Each node operates in half-duplex mode and has a single antenna. The
eavesdropper is randomly located near the relay to listen to the signals transmitted
from and received by the relay. The A-R, E-R, A-E, B-E, R-E, J-R, and J-F
channel links are denoted by hagr, hgr, hag, he, hre, hyr, and h; g, respectively.
Rayleigh fading is assumed so all channel coefficients are Rayleigh random variables.
Further, channel reciprocity is assumed so that h;; = hj;. The channel gains, |h;;|?,
{i,j} € {A,B,R,J,E},i # j, are then exponentially distributed random variables
with mean A. The additive white Gaussian noise (AWGN) at A, B, R, and E, de-
noted na, ng,ng, and ng, respectively, has zero mean and variance 0. The notation

used in this chapter is given in Table 3.1.

Table 3.1: Notation

Symbol Description

A and B Users

R Relay

Continued on next page



Table 3.1 — Continued from previous page

Symbol Description

J Jammer

E Eavesdropper

hi; Channel between node 7 and node j
;|2 Channel gain between node i and node j
7 Additive white Gaussian noise at node i
o? Noise variance

X Signal transmitted by node ¢

Yi Signal received at node ¢

Py Transmit power of node A

Py Transmit power of node B

Pr Transmit power of node R

Py Transmit power of node .J

Pr Total power constraint

E[] Expected value

YRe Energy harvesting signal at the relay
YRi Information retrieval signal at the relay
0 Power splitting factor

Ey Harvested energy

¢ Energy conversion efficiency

T Total transmission time

m Path loss exponent

Continued on next page



36

Table 3.1 — Continued from previous page

Symbol Description

) Jamming signal cancellation factor

YR Information retrieval signal at the relay after
jamming cancellation

Yp Received signal at E in the first phase

Yp Received signal at E in the second phase

SNRS?A SNR at E for xp sent to A in the first phase

SN RS?B SNR at E for x4 sent to B in the first phase

SNR%?A SNR at E for x5 sent to A in the second phase

SN Rg?B SNR at E for x4 sent to B in the second phase

SNR, SNR at A

SNRp SNR at B

R4 Achievable rate at A

Rp Achievable rate at B

Rg) Achievable rate at E in the first phase
Rg) Achievable rate at E in the second phase
Rg Achievable rate at E for both phases

Cy Secrecy capacity at A

Cp Secrecy capacity at B

Cs Secrecy capacity

The relay network requires two phases to complete the transmission between A
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har hBr
AfF—-————-——-—=-==3 R |Jm—m————— — — — = > B
hir
hag J
hie

E First phase _—

Second phase — —»

Figure 3.1: System model of the two-way wireless relay network with a jammer and
eavesdropper.

and B as shown in Fig. 3.2. In the first phase, A and B send their signals z4 and xg
with E[|z4|?] = E[|zz|?] = 1 and transmission powers P4 and Pg, respectively, to R.
At the same time, the jammer broadcasts a jamming signal, z; with E[|z]?] =1, to
make it more difficult for the eavesdropper to overhearing the signals from A and B.

The relay does not have a fixed power supply and relies on PS to harvest energy
from the user and jamming signals. The received signal at the relay has two parts
corresponding to energy harvesting and information retrieval. The energy harvesting

part is

yReZ \/QPAhARl.A—i_ \lethBRxB—i_ \/ OPJhJRxJa (31)

where the power splitting factor is #,0 < ¢ < 1, and the additive noise at the relay,
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First phase Second phase
T/2 T/2

Information retrieval at R

Information signals
forwarded

Energy harvesting at R

Figure 3.2: Transmission time frame for power splitting in the two-way relay network.

ng, is assumed to be much less than the other terms in (3.1) and so can be neglected

[49]. The harvested energy is
T
Eir = 5C0 (Palhag|” + Pplhsg|” + Pylhsrl*) (3.2)

where (,0 < ¢ < 1, is the energy conversion efficiency. The transmit power of the

relay in the second phase is then

En

Pr = T_/2 = (LR, (3.3)

where Er = Palhag|* + Pglhgr|* + Pslhsr|>. The information retrieval part of the
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received signal is

yri = /(1 = 0)Pahagx s + /(1 — 0)Pghprxp
=+ 4/ (1 —G)PJhJRIJ‘i‘TLR- (34)

The signal from the jammer can be assumed to be known at A and B as in [33]
so that the term \/thRxJ in (3.4) can be canceled from yg; at the relay
[50, 51]. However, in this chapter imperfect cancellation of this signal at the relay is
assumed. A cancellation factor @, 0 < & < 1, is used to indicate the fraction of the
jamming signal that remains. This fraction is amplified and forwarded to the users
A and B by the relay. If & = 0, then the jamming signal is perfectly canceled and
if 0 < @, a fraction of the jamming signal, ® x P;, is not canceled. The value of ®
depends on the ability of the relay receiver circuitry to cancel the jamming signal and
the CSI of the link between R and J. The information retrieval signal after jamming

cancellation is then

Yr=v (]‘ - 9>PAhARCUA + v (]. - Q)PBhBRxB
+ @/ (1 = 0)Pshyrry + np. (3.5)

The received signal at E during the first phase is

y(El) =/ Pahag +/ Pghpg + Vi Pih;g +ng (36)
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The SNR at E for xp sent to A during the first phase is

Pg|hpg|?
SNRY, = b 3.7
PAT Palhagl? + Pylhygl? + o2 (3.7)
and the SNR at E for z4 sent to B during this phase is
Pulhag|?
SNRY), = alha] (3.8)

Pglhpg|? + Pjlhyg|? + o2

Since the eavesdropper does not know the jamming signal, x; is additional noise which
reduces the SNR at E. In the second phase, the relay uses the harvested energy to
amplify and forward the received signal to the users. The transmitted signal at the

relay is

VPr

\/5[PA|hAR|2 + Pg|hggr|?> + Pslhyr|?] + o2

P,
= =2 yg, (3.10)
QER + o2
Pr . : . ~ .
where , | = is the amplifier gain of the relay and § = 1 — 6. The received
QER + o2

TR = Yr (39)




signal at A in the second phase is

Ya = harTr +na

_V QPRPBhARhBR §PRPA|hAR|2
TA

1nf0rmat10n signal information signal
\/ HPRPJhARhJR \/PRhARnR

\/QER-FO'Q \/GER—l—a?

IlOlSG

and the received signal at B in the second phase is

yp = hBRTR + NB

_V QPRPAhARhBR 5PRPB|hBR|2
B

1nformat10n 81gnal information signal
\/ HPRPJhBRhJR \/PRhBRnR

\/HER+02 \/GER—l—a?

HOISQ
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(3.11)

(3.12)

(3.13)

(3.14)

Self interference cancellation at A and B is assumed so they can cancel their own
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signals [35, 36]. Let

Palhar|?

o= Dalhanl, (3.15)
Pglhpr|?

B= "5 (3.16)
Pilhr|?

Pl )

ag
E
7=7A+73+7J=U—§- (3.18)

The SNR at A is then

5PBPR|hBR|2|hAR|2
5ER—|—O'2
Prlhagl?0?  ®20PP;|hyg|?|hagl?
f| AR|%O n Rl s1hsr|?|Par] e
QER—I—O'Q HER—FO'Q
00|har|*y
(C9|hAR|2+(I)2C99|hAR|27J+‘9)74_1

SNR, =

and the achievable rate at A is [43]
T
R, = ElogQ (1—|—SNRA). (320)

The corresponding SNR at B is

§PAPR|hAR|2|hBR|2
=
N = hnlo? @925;;1;1 ETIE
RINBRITOT rlylhye"\herl” -
QER—I—O'Q (9E‘R—}—O'2
00| hpr|>7
_ CONhsrlva : (3.21)
((8|hBR|2 + D200\ hpp|2y + 9) 741
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and the achievable rate is
T

The signal received at E during the second phase is

y(2) = hgppTr + ng, (3.23)

\/QPRPAhARhRE \/ HPRPBhBRhRE
\/QER—FO'Q \/6ER+0'2

information mgnal information 81gnal
\/ QPRPJhJRhRE \/PRhREnR

\/QER—FUQ \/QER—FO'Q

DOISQ

(3.24)

The SNR at E for x4 sent to B during the second phase through the main link

A— R— Bis
SNRZ), (3.25)
OPrPalhar|*|hrs|*
_ OER + o2
0PrPglhpr|*|hre|? . PglhrEel*o® n (I)QQPRPJ’hJRP‘hREP g
GER+02 HER+02 GER+02

0~ 2

vy [Ce‘hREP(g'}/B + 5’)/J(I)2 + 1) + 5 +1

The SNR at E when x g is sent to A in the second phase through the link B - R — A
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18

SNRY,
0PrPs|hpr|?|hrE|?
— OER—I—0‘2
OPrPalhar?|hre)?  Prlhre|?0? 0PRrPs|h gl hre|?
R f’ AR|°|hRE| n f‘ RE|0 L2 R~J| JR|"IhRE| g
QER+J2 QER—}—UQ HER—I-JQ

0055 |hpEe|?
_ CO0yyB|hRE| (3.27)

2 [<‘9|hRE|2(5'YA + 0y P2 +1)+0] +1

The achievable rate at E for both phases is R = RS) + Rg). The first term
T
RS) =5 log, (1 + SN Rg,)i> is the achievable rate during the first phase and Rg) =
T
3 log, (1 + SN R(EQ?Z’) is the achievable rate during the second phase for i € {A, B}.

3.3 Optimization Problem Formulation

The secrecy capacity with an eavesdropper is defined as the difference between the
secrecy capacity of the main link and that of the wiretap link [43]. In the network, the
total transmit power is restricted by a power constraint P such that P4+ P+ P; <
Pr. Under this constraint, the optimal power allocation to A and B and the optimal
power splitting factor are found to maximize the sum of the secrecy capacities at A and
B. The secrecy capacity at A and Bis Cs 4 = [R4 — Rpa]” and Cs 3 = [Rp — RE73]+

93], respectively, where [z]" = max (0, x). The secrecy capacity is

Cg = 057,4 + CS,B, (3.28)

= [Ra— Rga]" +[Rp — Res]". (3.29)
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The optimization problem can be formulated as

_ max Cs
979’PA7P37PJ

Py+ Pp+ Py < Pr
0+0<1

6,0, P4, Pg, Py >0
From (3.29), there are four cases to consider to maximize the secrecy capacity.

3.3.1 Casel: Cs4>0and Csp >0
In this case, the secrecy capacity at A is [43]

Csa = Ra— Rga,

T o, 1+ SNR,
(1+SNRR,) (1+SNRP,)

5 (3.30)



where

1+ SNR, =
Ol (1+ @Gy, +p0) +70 + 1
F(COlhar|? + P2CO0|hag|?yy +0) +1

Pulhag|* + Pglhpe|* + Pylhyg|? + o2
PA‘hAEP + PJ|hJE|2 + O'2

Y

COOV|hre|2(va + 78 + D2v)) +F(COlhrp|? + 0) +

1

7 COlhnp 2(0ya + D207, + 1) + 5] 41

and the secrecy capacity at B is

Csp = Rp — Rg B,

A 1+ SNRp
2 (1+SNRG,) (1+ SNRE,)

46

(3.31)

(3.32)

(3.33)

(3.34)
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where
1+SNRg =
CO7|hgr|? <1+<I>257J+’YA§> +76 +1 (3.35)
i Ra 3.35
—(§0|hBR|2 + ©2C00|hprl*vs +0) + 1
PA|h,4E|2+PB|hBE|2+PJ|hJE|2+U2 (3.36)
Pplhpp|? + Pilhpl* + o2 ’ |
14+ SNREB =
COOF|hril?(va + 78 + 9%v5) +F(COlhrel* +0) + 1 (3.37)
v [ethEP (5’YB + @20y, + 1) T 5] 1
Then
CS = CS7A + CS,B?
w(e,g,PAngapJ> ( )
T, AT 7 3.38
2 z (0,9, PA,PB,PJ>
where

w(®.0, Pa, P, Py) = (760lhanf? (1+ ©%67; + 750) +70+1)
(Palhagl? + Pslhel* + 0*) (Pslhpel* + Pilhyel? +0?)
(Ce’}/‘hBR‘ (1 + 207, + me) + 70 + )
(’y |:9<|hRE|2 (073 D20y, + 1) + 9} + 1)
( [CQVLRE' (Oya + 20y, + 1) + «9] + 1)

(3.39)



and

(0,0, Pa, Py, Py) = (Palhag|® + Pglhpe|” + Pilhye” + 02)2
(7(COlhanl” + @*CO0lhan|ys +8) +1)
(F(COlanl? + OBl arl*ys +6) +1)

~ ~ 2
(¢OBTInsl(ra + 5 + B232) + T(COlhrsl* +0) +1)

The corresponding optimization problem is

o Z
minimize —

0.0, Py, Py, Py

subject to Py+ Pg+ P; < Pp,
046 <1,

0,6, Py, P3, P; >0
A Geometric programming (GP) problem has the form [40)]

minimize  fy(z)

48

(3.40)

(3.41a)

(3.41D)
(3.41c)

(3.41d)

(3.42a)
(3.42D)

(3.42¢)

where the f; are polynomial functions, g; are monomials, and x; are the optimization

ai a2

variables. A real valued function f of the form f(z) = ca{'z5? ... z% where ¢ > 0 and

a; € R is a monomial function. The sum of two or more monomials is a polynomial
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function such that f(z) = Y10, cpa{* a5 ... % where ¢;, > 0.

The constraints in (3.41b) and (3.41c) are polynomials. When the objective func-
tion and the constraints are polynomials, the problem can be converted into a convex
problem by transforming it into GP form. However, the objective function is not a
polynomial since it is a ratio of two polynomials. To overcome this issue, a mono-
mial approximation of w(6, §7 P4, Py, Py) is obtained using the single condensation
method (SCM) for GP [41]. This method approximates the denominator of the ratio
of polynomials with a monomial function. The numerator of the ratio is left un-
changed (a polynomial), hence the term single. In the above optimization problem,
w(x) =Y, u;(x) is the sum of ¢ monomials which is a polynomial by definition. Then,

~ T
the monomial approximation of w(x), where x = [9, 0, Pa, Pg, P;| , using SCM is

w(x) =[] (u(ix))a , (3.43)

%

such that w(x) > w(x). For a given x, the a; in w(x) are obtained such that

U; (X)
w(x)’

a; = (3.44)

and w(x) is substituted for w(x) in (3.41a). The resulting objective function after
the approximation is a polynomial (posynomial) function. The accuracy of the ap-
proximation was determined by calculating the difference between the value of w(x)
and w(x) at the solution point x. The maximum difference is 0.0000724. GP is used
to obtain a nonlinear but convex optimization problem with convex objective and
inequality constraint functions and linear equality constraints. This is achieved via

a logarithmic change of variables and a logarithmic transformation of the objective
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function and constraints. The resulting convex problem can be solved efficiently using
CVX solvers [40].

Since the optimal solution may be far from the initial guess xq used in the above
approximation, an iterative approach is employed to solve this problem. If the current
optimal solution, x;41, agrees with the initial assumption Cg4 > 0 and Cgp > 0,
then use x4, to calculate w(xx,1) and solve the GP problem again. If x;,; violates

Cs.4 > 0 and Cgp > 0, proceed to the next case.

3.3.2 CaseIl: Cs4 >0 and Csp <0

In this case

Cs = Cs a, (3.45)
= Ry~ Rpa, (3.46)

T 1+ SN
— 2 log, SN R (3.47)

2 (1+sNRY,) (1+SNED,)
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and

1+SNR, =
COlhanl* (1+ @2y, +p0) +70 + 1 o
— = , 3.48
7(C6|hAR|2 + ®2<89|hAR|2’)/J + 9) +1
Palhag|* + Pplhpel” + Pslhye|* + o (3.49)
PAlhAE’2+PJ|hJE|2+O'2 ’ '
CO0F|hril*(va + 78 + 2*75) + 7(COlhapl? +0) + 1 (3.50)
7 [COlnsl2(Bva + @20 +1) + 0] +1
are substituted in (3.47) to get
v w(0.0.Pa P, Py)
Cs = — log, (3.51)

207 (0,0, Pa Py, Py)
such that

w(8,6, Py, Py, Py) = (ﬁge\hARF (1 + 20y, + 735> + 50 + 1)
(Palhag|” + Pylhye” + 0?)

(7 [Mhmwgw‘ + s+ 1)+ 5] + 1) ! (3.52)
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and

Z(e, 57 PA7 PB7 PJ) = (V(CQVZARP + q)2<0§|hAR|2’YJ —+ 5) + 1)
(Palhagl® + Pglhpe|* + Pilhse)* + 0?) (3.53)

<C9§7\hRE’2(’YA + 98 + ®*y5) +7(COlhrel® + 5) + 1) '

The optimization problem is the same as in Case I using w(&,g, P4, Pg, P;) and
%(6,6, Py, P, Py) in (3.52) and (3.53), respectively. The monomial approximation
w(x) is updated every iteration using the solution from the previous iteration as long

as Cg 4 > 0 and Cgp < 0 hold. If not, proceed to the next case.

3.3.3 Case IlI: Cs4 <0 and Csp >0

In this case

Cs = Cs,p, (3.54)
= Rp — Rg,p, (3.55)

T 1+ SN
= = log, oata (3.56)

(1 + SNRS}B> (1 + SNR%}B)



and

1+SNRp =
CO|hpr|? <1 + ©207, + 7,45) +56 + 1
Y(COlhpr|? + ©2CO0|hpp|?v, +0) +1

1+ SNRy, =

Pulhag* + Pglhge|* + Pylhyg|? + o2
PB‘hBE|2 + PJ|hJE|2 + 02

Y

1+ SNRY, =

CO0Y|hrp|>(va + v5 + D2v) + F(COlhrp|> +6) + 1
bl [ethEP (5%3 + P20, + 1) + 5] +1

are substituted in (3.56) to get

v w(0.0.Pa P, Py)
Cy = = log, — ,
27 2 (0.0.Pa, Pa P))

such that

w(@,g, PA7PB,PJ) = <<97|hBR|2 (1 + @25"}7 —|—’}/Ag> +75—|— 1)
(PB|hBE|2 + Pylhysl* + 02)

(7 [ethE'Q (573 + @25%7 + 1> +§} + 1>
and

20,8, Py, Py, Py) = (7(C0|hBR|2 4 D200 hpr|>yy +0) + 1)
(Palhag|? + Pglhse|® + Prlhiel? + o?)

(OB IRRE(1a + 75 + ©295) + 7(COlhrsl> +8) + 1)
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(3.57)

(3.58)

(3.59)

(3.60)

(3.61)

(3.62)
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The optimization problem is the same as in Case I using w(@,g, P4, Pg, P;) and
%(6,6, Py, P, Py) in (3.61) and (3.62), respectively. The monomial approximation
w(x) is updated every iteration using the solution from the previous iteration as long

as Cga < 0 and Cgp > 0 hold. If not, proceed to the next case.

3.34 CaselIV:(Cgy<0and Csp <0

In this case, the secrecy capacity is Cs = 0 because the secrecy capacity of the
wiretapped links A to F and B to E is higher than the secrecy capacity at A and B.
The algorithm to solve the optimization problem and obtain the optimal values

~ T
[9*, 6%, P;, P, Pt| is summarized in Algorithm 1.

Algorithm 1 Optimization of the Secrecy Capacity C'g
Require: Channel coefficients, power constraint Pr, energy conversion efficiency (,
noise variance o2, tolerance €, k = 1
1: while |Cg) — Csy—1] > € do
2:  Calculate the monomial approximation w for w using the single condensation

~ T
method (SCM) at x = [Qk, O, Pak, Pp.k, PJJC}

3 k=k+1
Solve  the optimization problem in (3.41) wusing w to find

>

[ekJrl, Ort1, Pajt1, P st PJ,kH}
Using the solution in step 4, calculate Cs 4 and Cg p
if C&A > 0 and CS,B > 0 then
Go to step 1
else
Continue to Cases II, III, and IV in turn
10:  end if B
11: Find the optimal Qk, Qk, PA,k; PB,k; PJ’k]
12: end while
13: ASSigIl Cs = C&k
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3.4 Results and Discussion

In this section, the secrecy capacity of a two-way relay network with a jammer to
reduce the SNR at the eavesdropper is evaluated. There is no line of sight between A
and B so they rely on R to communicate. The simulation parameters are as follows
unless noted otherwise. The noise variance is 02> = 1072, the energy conversion
efficiency is ( = 0.5, T'=1, ® = 0, and the optimization tolerance is ¢ = 0.001. The
channel gains |har|?, |her|?, |hr|?, and |h;g|? are exponential random variables with
mean \ = 1, |hgg|® and |hpp|? are exponential random variables with mean Ag,,
and |hag|® is an exponential random variable with mean ﬁ, Amve € {1,2,3}. All
locations are normalized to the distance between A and B. The positions of A and
B are (0,0) and (1,0), respectively. R is assumed to be at the midpoint, (0.5, 0), J
at (0.5, —0.5), Pr = 10 dB, and P; = 0.1P¢ unless noted otherwise.

Fig. 3.3 presents the secrecy capacity as a function of the total transmit power
for three values of Ag,.. This shows that the secrecy capacity increases as the total
transmit power increases for all values of Ag,.. With a total transmit power of 15
dB, the difference in secrecy capacity between Ag,. = 1 and 3 is 1.53 bits per channel
use. Fig. 3.4 presents the secrecy capacity as a function of the power splitting factor,
0, for Pr = 10 and 20 dB and three values of Ag,.. As the transmit power increases,
the secrecy capacity improves and the optimal value of 8 decreases. At smaller values
of 0, there is less power available at the relay for EH. Hence, less power is available
for the relay to forward the received signals to the users. On the other hand, as ¢
increases beyond the optimal value, there is sufficient harvested energy, but the signal
received at the relay is poor. When this noisy signal is amplified and forwarded, the

secrecy capacity is low. For the same value of \g,., as Pr increases, the optimal value
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Figure 3.3: Secrecy capacity versus the total transmit power for three values of A\gy..

of the power splitting factor, 6,,;, decreases so a smaller portion of the received signal
is required to harvest energy at the relay. For Ag,. = 1, 0, = 0.73 and 0.71 for
Pr =10 and 20 dB, respectively.

The harvested energy, Fy, at the relay as a function of the total transmit power
is shown in Fig. 3.5 for different values of # and jamming power P; as a fraction of
Pr. This indicates that the harvested energy increases as the total transmit power
increases in all cases. As 6 increases, a larger portion of the received signal is used for
energy harvesting so more energy is available at the relay. Increasing the jamming
power for a given value of 6 will increase the harvested energy but not the secrecy
capacity as will be shown later for the values of § considered. The optimal jamming

power allocation is shown in Fig. 3.6 as a function of the total transmit power for
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Figure 3.4: Secrecy capacity versus the power splitting factor for three values of A\gy..

Agve = 1, 2, and 3. As Ag, increases, the corresponding channels improve so the
eavesdropper is better able to intercept the transmitted signals. Thus, more jamming
power is required to decrease the eavesdropper capacity. Although increasing this
power has a positive effect on the harvested energy as shown in Fig. 3.5, the secrecy
capacity suffers. Fig. 3.7 shows that as the jamming signal power increases from
0.1Pr to 0.3Pp, the secrecy capacity decreases for the same value of Ag,.. This is
because increasing P; results in less power allocated to A and B to transmit so the
signals received at the relay from A and B are weaker.

Figs. 3.8 and 3.9 present the secrecy capacity for different locations of the relay

and eavesdropper. The channel links between the nodes can be expressed as h;; = g,fl
ij

where f;; is an exponential random variable with mean 1, d;; is the distance between i
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and 7, and m is the path loss exponent which here is m = 2.7. In Fig. 3.8, the relay is
at (0.5, 0) and the jammer at (0.5, —0.5). Two eavesdropper locations are considered,
(0.2, —0.2) and (0.5, —1), with dag = 0.282 and 1.118, respectively, where d4g is the
distance between A and E. As the distance increases from 0.282 to 1.118, the secrecy
capacity increases. When da g = 1.118, the gap between the curves for Py = 0.1Pp
and 0.3Pr is smaller than that for d4r = 0.282. The reason is that as this distance
increases, less jamming power is required to achieve the same secrecy capacity. The
effect of the relay position on secrecy capacity is shown in Fig. 3.9 for Pr = 10 and 20
dB. As the relay gets closer to A or B, the secrecy capacity decreases and the highest
secrecy capacity is achieved when the relay is equidistant between the two users as

was the case in [94].
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The effect of the eavesdropper and jammer locations on the secrecy capacity is
shown in Figs. 3.10 and 3.11. The location of the eavesdropper in Fig. 3.10 changes
from (0,—0.7) to (1,—0.7) and the location of the eavesdropper in Fig. 3.11 changes
from (0,—0.2) to (1,—0.2). The locations of the jammer are (0.5,—0.5), (0.5, —1),
(0.2,-0.5), (0.2,—1), (0.7,—0.5), and (0.7,—1). In all cases, the secrecy capacity
is a minimum when the eavesdropper is at x+ = 0 or x = 1, i.e. closest to A or
B, respectively. As the eavesdropper moves from x = 0 to 1, the jamming signal
power at the eavesdropper increases and the secrecy capacity increases. The secrecy
capacity decreases when the eavesdropper moves farther from the jammer after it
reaches the maximum secrecy capacity. The maximum secrecy capacity depends on

the location of the jammer. The minimum secrecy capacity in Fig. 3.11 is lower than
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Figure 3.7: Secrecy capacity versus the power splitting factor for three values of Ag,.
and Pj.

the minimum secrecy capacity in Fig. 3.10 because the eavesdropper is closer to the
links between A, B, and R. When the jammer is at y = —1 in Fig. 3.11, there is
less variation in the secrecy capacity compared to y = —0.5 because the jammer is

further from the relay.

3.4.1 Imperfect Jamming Signal Cancellation

The effect of imperfect jamming signal cancellation on the secrecy capacity is now
investigated. Fig. 3.12 presents the secrecy capacity for three values of Ag,. and the
following two cases, & = 0 so the jamming signal is perfectly canceled and & = 0.1
so 10% of this signal is not canceled. These results show that imperfect cancellation

decreases the secrecy capacity because a fraction of the jamming signal is amplified
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and forwarded by the relay which decreases the received SNR at A and B. For
Pr = 15 dB, the secrecy capacity is 12.51 and 2.65 b/sec/Hz for ® = 0 and 0.1,
respectively, for Ag, = 1. The secrecy capacity is zero when Ag,. is 2 and 3 and
Pr > 10 dB.

Fig. 3.13 presents the secrecy capacity for P; = 0.1Pr and 0.3Pr, and Ag,e = 1
and 3. This shows that the secrecy capacity decreases as ¢ increases from 0 to 1 for
all cases considered. When ® = 0, the jamming signal is cancelled completely at the
relay, so the capacity is highest. As ® increases, more jamming power is amplified
and forwarded to A and B. This increases the noise at A and B which degrades
their SNRs, thus decreasing the secrecy capacity. Further, the secrecy capacity with

P; = 0.1Py is better than for P; = 0.3Pp because increasing the fraction of power
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allocated to the jammer increases the jamming power not canceled which degrades
the capacity.

Fig. 3.14 presents the effect of the cancellation factor, ®, on the secrecy capacity
as a function of the power splitting factor for P; = 0.1 Py and 0.3Pp. This shows that
as the jamming power increases, the secrecy capacity decreases for all values of &,
but the difference varies with ®. For P; = 0.1Pr and € = 0.6, the secrecy capacity is
4.246, 3.442, and 0.4054 for ® = 0, 0.1, and 0.5, respectively. The decrease in secrecy
capacity is 0.804 from ® = 0 to 0.1 and 3.0366 from ® = 0.1 to 0.5. This decrease is
because more jamming power is transmitted to A and B after being amplified by the
relay which reduces the SNR at A and B.

The effect of changing the jammer location on the secrecy capacity for & = 0,
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Figure 3.10: Secrecy capacity versus the z-axis location of the eavesdropper (y-axis

location —0.7), for different locations of the jammer.

0.1, 0.5, and 1 is shown in Fig. 3.15. The red lines represent the jammer location

(0.5,—0.1) and the black lines (0.5,—1). For ® = 0,0.1, 0.5, and 1, the secrecy

capacity is reduced when the jammer moves closer to the relay from (0.5,—1) to

(0.5, —0.1). This is because the received jamming signal at the relay is stronger when

the jammer is at (0.5, —0.1) which means more noise which reduces the SNR at A

and B. The difference in secrecy capacity for ® = 0 is minimal since the jamming

signal is only an energy source and not a noise source.

3.4.2 Performance Without a Jammer

The effect of not having a jammer is now examined. Fig. 3.16 presents the secrecy

capacity as a function of the transmit power with and without a jammer. The secrecy
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capacity with no jammer and Pr = 15 dB is 6.36 b/sec/Hz lower than with a jammer
for Agye = 1, 11.732 b/sec/Hz lower for Ag,. = 2, and 10.98 b/sec/Hz lower for
AEve = 3. The presence of a jammer increases the secrecy capacity because the
jamming signal reduces the SNR at the eavesdropper. The secrecy capacity with no
jammer is near zero for A\g,. = 2 and 3. Further, the difference in secrecy capacity
with and without a jammer is smaller when A\g,. = 1.

Fig. 3.17 shows the effect of the jammer on the energy harvested at the relay.
The relay harvests energy from A, B, and the jammer in the first transmission phase.
The amount of harvested energy with no jammer is less than that with a jamming
signal of 0.3Pr for both values of . When there is no jammer, more transmit power

is allocated to the users A and B, but the path loss due to the distances dar and dgg
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limits the energy harvested at the relay. Although the use of a jammer reduces the
power allocated to A and B, the distance d;r is smaller than d 4z and dgr. Thus, a
strong jamming signal is received for energy harvesting at the relay.

The secrecy capacity as a function of the z-axis position of the eavesdropper, E,,
is shown in Fig. 3.18 with and without a jammer located at (0.5, —0.5). The y-axis
position of the eavesdropper is —0.2, —0.5, and —0.8. The best secrecy capacity is
obtained when the eavesdropper is at F, = 0.5 which is the midpoint between A and
B. Further, the secrecy capacity is better with a jammer because the jamming signal
reduces the eavesdropper SNR. The secrecy capacity in both cases is lowest when FE,

is 0 and 1 because the eavesdropper SNR from A and B, respectively, is highest.
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AEve = 1 and 3.

3.4.3 Time Complexity

The simulations were conducted using Matlab R2017a on a MacBook Pro laptop with
an Intel Core i5 processor. The average time required to run Algorithm 1 is 15.42
s with a jammer and 23.49 s without a jammer. Determining the optimal secrecy

capacity is more difficult without a jammer so more time is required.

3.5 Conclusion

The secrecy capacity of a two-way relay network was investigated. The effect of
an eavesdropper E was mitigated using a friendly jammer J. The power splitting

factor and transmit power at the two users A and B, and J were jointly optimized
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to maximize the secrecy capacity. The single condensation method (SCM) was used
to convert the objective function into geometric programming (GP) form to obtain
a convex optimization problem. The results presented show that using a jammer
improves the secrecy performance and the amount of harvested energy at the relay.
Further, the allocated jamming power increases as the eavesdropper channel links
improve so as to reduce the information obtained by the eavesdropper. The secrecy
capacity without a jammer was examined and compared to that with a jammer. The
effect of the locations of the eavesdropper and jammer on the secrecy capacity was
also investigated. It was determined that the best secrecy capacity is achieved when
the relay is equidistant between A and B. The effect of the relative locations of

the relay and jammer with respect to the eavesdropper on the secrecy capacity was
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examined. Finally, it was shown that imperfect cancellation of the jamming signal at

the relay degrades the secrecy capacity.
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Figure 3.16: Secrecy capacity versus the transmit power with and without a jammer
for Agpe = 1, 2, and 3.
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Figure 3.17: The energy harvested at the relay with and without a jammer for 6 = 0.8
and 0.5217 and Mg, = 1.
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Chapter 4

Secrecy Capacity in Two-Way
Energy Harvesting Relay Networks
with a Friendly Jammer and

Imperfect CSI

This chapter investigates the security of two-way relay communications in the pres-
ence of an eavesdropper. In Chapter 3, perfect cancellation of the jamming signal
at the relay was assumed and the eavesdropper was capable of estimating the CSI
perfectly which is not the case in this chapter. The system includes two users that
communicate via an energy harvesting relay. A friendly jammer is utilized to in-
crease the secrecy capacity of the users by reducing the received signal to noise ratio
at the eavesdropper. Imperfect channel state information for the links between the
eavesdropper and other nodes is assumed. The eavesdropper employs maximal ratio

combining (MRC) and selection combining (SC) to maximize the received signal to
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noise ratio of the wiretapped signals. Geometric programming (GP) is used to jointly
optimize the power splitting factor of the relay and transmit powers of the two users
and jammer to maximize the secrecy capacity of the system. The impact of channel
estimation errors on the wiretap channel is studied. Further, the effect of imperfect
cancellation of the jamming signal at the relay is examined. This signal is considered
as a noise source at the users which decreases the secrecy capacity. The secrecy ca-
pacity is also studied for the case without a friendly jammer. This capacity is shown
to be greater with a jammer than without a jammer. The locations of the relay,
jammer, and eavesdropper have an effect on the secrecy capacity. It is shown that
the secrecy capacity is greatest when the relay is at the midpoint between the users,

and the closer the jammer is to the eavesdropper, the higher the secrecy capacity.

4.1 Introduction

Energy harvesting (EH) from radio frequency (RF) signals can be employed in wire-
less communications systems to prolong the lifetime of devices in energy-constrained
systems [60]. Since RF signals carry information and energy simultaneously [61], si-
multaneous wireless information and power transfer (SWIPT) is possible. Separate
circuits are usually employed to harvest energy and retrieve information [14]. Power
splitting (PS) and time switching (TS) are EH relaying protocols that have been de-
veloped for SWIPT [49]. In time switching, the receiver switches between the two
circuits while with power splitting, a fraction of the signal is directed to the EH cir-
cuit and the remaining is sent to the information retrieval circuit. The maximum
transmission rate with optimal PS and TS relaying was derived in [63] and [64], re-

spectively. In [63], the outage probability was obtained for a decode and forward (DF)
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relay network, and the optimal transmission rates with PS and TS were determined.

A SWIPT-enabled relay was considered in [64] for three scenarios, ideal (simul-
taneous EH and information retrieval), PS, and TS, and the maximum rate for each
scenario was obtained. PS and TS can be used separately or combined as in the
hybrid protocol proposed in [65] where the relay can switch between PS and TS. The
optimal TS and PS ratios were derived for an EH relay to maximize the throughput,
and the hybrid circuit was shown to perform better than separate circuits. In [66]
and [67], joint PS and TS schemes were considered for amplify and forward (AF) and
DF relay networks, respectively. The outage probability was shown to be better than
with the hybrid protocol in [65]. In [66], the outage probability, energy efficiency,
and network throughput were derived as a function of the PS and TS ratios, and
the network throughput maximized. In [67], two optimization problems were jointly
formulated to minimize the outage probability. The system throughput of a cognitive
two-way relaying network was maximized in [68] using an optimal offline joint re-
lay selection and power allocation scheme which outperforms random relay selection
when the transmit power is limited.

Wireless transmissions are more vulnerable to eavesdropping than wired given the
broadcast nature of wireless systems. The physical layer security of a wiretap channel
was introduced in [73] and is defined as the difference between the capacity of the
link between the source and destination and the capacity of the wiretap link between
the source and eavesdropper. This can be used to assist upper-layer cryptographic
techniques [96]-[97]. Physical layer security exploits the physical properties of wireless
channels such as fading and interference, to secure transmissions between users in the

presence of an eavesdropper [98]-[99]. However, the wireless channel conditions have
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a significant effect on these solutions [100]. Physical layer security with cooperative
relaying can be employed to mitigate this issue [101]. This was first studied in [74] for
an untrusted relay network which was considered as a possible eavesdropper. One-
way communications was investigated in [75] for DF and AF EH relays and DF was
shown to outperform AF in terms of secrecy performance. The secrecy capacity with
PS and TS relaying protocols in a one-way untrusted relay network was analyzed in
[76] and the performance of PS was better.

The spectral efficiency provided by two-way relaying is higher than with one-way
relaying. In [77], a two-way EH-based relay network in the presence of an eavesdropper
was studied. The secrecy capacity was maximized and the optimal TS and PS ratios
were derived for high signal to noise ratios (SNRs) based on the instantaneous channel
state information. It was shown that near optimal secrecy capacity is achievable with
the proposed approach even when the wiretap channels are unknown. The secrecy
capacity and energy efficiency were considered jointly in [78] for a two-way untrusted
relay network. The likelihood of successful eavesdropping for a two-way three-step
DF EH relay network was derived in [79] assuming independent -y shadowing. It
was shown that allocating additional power for information decoding over a small
reception time improves the secrecy capacity. In [80], a closed-form expression for
the intercept probability was obtained for a two-way DF EH relay network in the
presence of multiple eavesdroppers. The effect of the power splitting factor on the
secrecy capacity was studied. The secrecy capacity of a two-way communication
network with multi-antenna time-switching relays in the presence of an eavesdropper
was maximized in [81]. The secrecy capacity with equal transmit power allocated to

the users was shown to be better than with an unequal transmit power allocation.
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Cooperative jamming can be used to improve the secrecy capacity of wireless
communication networks [102, 103, 104]. Both friendly jamming (F.J) and Gaussian
noise jamming (GNJ) have been proposed. The jamming signal is known at the re-
ceiver with FJ [82], but GNJ cannot be recreated at the receiver so this is treated
as noise [83]. While both FJ and GNJ can improve the secrecy capacity, the per-
formance provided by FJ is better because the users can cancel the jamming signal.
In [84], a system with two eavesdroppers and an energy harvesting friendly jammer
was considered. One eavesdropper is near the user and the other is near the jammer,
and they cooperate to obtain user signals and mitigate the effects of jamming. The
secrecy capacity and energy efficiency of the network were maximized by optimizing
the jamming signal power. The secrecy capacity with F.J was examined in [105] for
a one-way untrusted relay network without a line-of-sight transmission link. In [85],
a jammer was employed in an EH-based relay network to secure two-way commu-
nications. A lower bound was derived for the secrecy capacity with high SNRs. It
was shown that FJ with two-way communications outperforms one-way and the two-
way communications without jamming and with GNJ. In [86], the secrecy capacity
of one-way untrusted relay communications was maximized by jointly optimizing the
transmit and jamming powers with an EH threshold at the relay.

In [87], the secrecy performance with untrusted EH relays was improved using
energy-aware distributed beamforming. The secrecy capacity was improved in [88] by
selecting GNJ and relay nodes from multiple friendly but selfish intermediate nodes.
Price competition was used to allocate power to the intermediate nodes and their
profit was optimized to maximize the secrecy capacity. A two-way untrusted relay

network with multiple friendly jammers was considered in [33] and the jamming power
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optimized to maximize the secrecy capacity. In [89], a network with multiple relay-
user pairs was examined in the presence of multiple eavesdroppers. A joint relay-user
pair and friendly jammer selection scheme was proposed to maximize the secrecy
capacity. In [33], the secrecy capacity was optimized using a Stackelberg game for
power allocation between users and friendly jammers.

In [90], adaptive cooperative jamming in the presence of multiple eavesdroppers
with an EH relay was considered. The secrecy capacity was maximized by adjusting
the power allocation factor. A two-way EH relay network with multiple eavesdroppers
and a friendly jammer was investigated in [91]. The relay PS and TS ratios were
optimized to maximize the secrecy capacity, and PS was shown to be more robust
to eavesdropping. A two-way relay network was studied in [92] with partial relay
selection and hybrid PS and TS at the intermediate nodes. It was shown that secure
communications is possible with an appropriate selection of parameters.

The above results assume perfect knowledge of the CSI at the eavesdropper for the
user and relay signals. However, this assumption is not valid in practical systems due
to the presence of delays and channel estimation errors. In two-way relay networks,
imperfect CSI results in imperfect self-interference cancellation [106]. In [107], a
transmission scheme for multiple input single output (MISO) channels was presented
with imperfect CSI for the user and eavesdropper channels with cooperative jamming.
In [108], the CSI for the jammer to eavesdropper link was assumed to be unknown
and imperfect CSI assumed for the jammer to user link. The impact of imperfect CSI
on the secrecy outage capacity with cooperative jamming was analyzed. Although
imperfect CSI has received some research attention, the impact of imperfect CSI on

the security of a SWIPT two-way relay network has not yet been studied.
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This chapter considers the physical layer security of a two-way communication
system with an EH relay and a friendly jammer under the assumption of imperfect
CSI at the eavesdropper. The eavesdropper employs maximal ratio combining (MRC)
and selection combining (SC). The power allocated to the two users, relay, and jammer
are jointly optimized in the presence of an eavesdropper with imperfect CSI. This has
not been previously considered in the literature. Further, the effect of imperfect
cancellation of the jamming power at the relay is studied. The main contributions of

this chapter are as follows.

1. The effect of channel estimation errors on the secrecy capacity is investigated
when the eavesdropper employs MRC and SC. Imperfect CSI at the eavesdrop-

per has not been previously considered.

2. The secrecy capacity is maximized by jointly optimizing the power splitting

factor and transmit powers of the two users and jammer.

3. The single condensation method (SCM) is used to convert the objective function
to a standard GP form. Then, geometric programming (GP) is employed to

transform the optimization problem into a convex problem.

4. Imperfect cancellation of the jamming signal at the relay and the effect on the

users is studied. This has not been considered previously in the literature.

5. The secrecy capacity is evaluated with and without a jammer. In addition,

results are given for different eavesdropper and jammer locations.

The remainder of this chapter is organized as follows. The system model is pre-

sented in Section 4.2. The secrecy capacity for the two-way relay network is derived
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in Section 4.3 for MRC and SC at the eavesdropper. In Section 4.4, the optimization
problem is formulated and converted to a convex problem. Section 4.5 presents some

simulation results and some concluding remarks are given in Section 4.6.

4.2 System Model

The system model of a two-way relay network is presented in Fig. 4.1. It includes
two users A and B, a trusted relay R, a friendly jammer J, and an eavesdropper F.
Each node has a single antenna and operates in half-duplex mode. The eavesdropper
is located randomly near the relay to listen to the signals received by and transmitted
from the relay. The A-R, B-R, A-E, B-FE, R-E, J-R, and J-FE channels are denoted
by har, hgr, hag, hpe, hre, hyr, and h; g, respectively. The channels are assumed
to be reciprocal so that h;; = hj;, {i,7} € {A,B,R,J,E},i # j. With Rayleigh
fading, the channel gains, |h;;|?, are exponentially distributed random variables with
mean \. na, ng,ng, and ng denote the additive white Gaussian noise (AWGN) at A,
B, R, and E, respectively, with zero mean and variance o2.

In this chapter, the practical case is considered where the channels at A, B, R,
and J can be estimated accurately given that they are trusted nodes, while there are
channel estimation errors at the eavesdropper [107]. The estimated channel gain from

the eavesdropper to node i, i € {A, B, R, J},i # E, is given by [106]

hig = /}zzE + eip, (4.1)

where /le g is the estimated channel gain and e;g is the channel estimation error. For

simplicity, the e;p are denoted by eg which is a Gaussian distributed random variable



with zero mean and variance o
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A summary of the notation employed is given in

Table 4.1.
Table 4.1: Notation
Symbol Description
A B Users
R Relay
J Jammer
E Eavesdropper
hi; Channel between node 7 and node j
|hij|? Channel gain between node i and node j
ﬁi B Estimated channel between E and node
‘/]”\Ll Bl? Estimated channel gain between E and node ¢
€iE Channel estimation error between F and node 7
o? Channel estimation error variance
n; Additive white Gaussian noise (AWGN) at node i
o? AWGN variance
X Signal transmitted by node ¢
Yi Signal received at node ¢
Py Transmit power of node A
Pg Transmit power of node B

Continued on next page



Table 4.1 — Continued from previous page

Symbol

YRe

YRi

En

Description

Transmit power of node R

Transmit power of node J

Total power constraint

Expected value

Energy harvesting signal at the relay
Information retrieval signal at the relay

Power splitting factor

Harvested energy

Energy conversion efficiency

Total transmission time

Path loss exponent

Jamming signal cancellation factor

Information retrieval signal at the relay after jamming cancellation
Received signal at F in the first phase
Received signal at F in the second phase

SNR at E for zp sent to A in the first phase
SNR at E for x4 sent to B in the first phase
SNR at E for xp sent to A in the second phase
SNR at E for x4 sent to B in the second phase
SNR at A

SNR at B

80

Continued on next page
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Table 4.1 — Continued from previous page

Symbol Description

R Achievable rate at A
Rp Achievable rate at B
RS) Achievable rate at £ in the first phase
R(E2) Achievable rate at £ in the second phase
Rg Achievable rate at F for both phases
Ca Secrecy capacity at A
Cp Secrecy capacity at B
Cs Secrecy capacity
har her
Afp-———-——— - - -3 R fb—mmMmmmmm— > B
hir
hag J
hie

FE First phase _—

Second phase — —»

Figure 4.1: System model of the two-way wireless relay network with a jammer and
eavesdropper.
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First phase Second phase
T/2 T/2

Information retrieval at R

Information signals
forwarded

Energy harvesting at R

Figure 4.2: Transmission time frame for power splitting in the two-way relay network.

Fig. 4.2 shows the two phases required to forward the signals between A and B
in the relay network. In the first phase, A and B send their signals x4 and xg with
E[|z4]?] = E[|zg|*] = 1 and transmit powers P4 and Pg, respectively, to R. During
this phase, the jammer broadcasts a jamming signal, z; with E[|z;]?] = 1, so to make
it more difficult for the eavesdropper to recover x4 and xg. The relay depends solely
on energy harvested from the user and jamming signals for power. The signal at the
relay is divided into two parts for information retrieval and energy harvesting. The

energy harvesting part is

YRe = \/ QPAhARLTJA + QPBh»BRxB + V QPJhJRCCJ, (42)

where 6 is the power splitting factor, 0 < 6 < 1. The additive noise at the relay, ng,
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is neglected because it can be assumed to be much less than the other terms in (4.2)

[49]. The harvested energy is
T
Ey = 5(9 (Palhar)? + Pglhsr|* + Pslhyrl?) (4.3)

where (,0 < ¢ < 1, is the energy conversion efficiency. In the second phase, the relay

transmit power is
Ey

Pp =1
T2

= COFp, (4.4)

where Er = Palhagr|*> + Pglhgr|* + Pslhsr|>. The information retrieval part of the

received signal is

Yri = /(1 = 0)Pahapza + /(1 — 0)Phprrp + /(1 — 0)Pihyjrry +ng. (4.5)

The jamming signal term \/mh JrTy at the relay can be cancelled from yg;
if R has knowledge of the jammer signal [50, 51]. The jammer is located close to
the relay and farther from A and B, so the jamming signal at A and B can be
neglected. Information regarding the jamming signal is securely shared between the
jammer, relay and users before cooperative jamming begins. However, the jamming
signal may not be perfectly canceled at the relay and this case is considered here. A
cancellation factor ®, 0 < & < 1, is used to indicate the fraction of this signal that is
not cancelled. This fraction, ® x Pj, is amplified and forwarded to A and B by the
relay. The jamming signal is perfectly cancelled if & = 0, and there is no cancellation

if ® = 1. The value of ® depends on the relay receiver circuitry and the CSI at R.
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The information retrieval signal assuming imperfect jamming cancellation is then

YrR = V (1 - Q)PAhARxA + v/ (1 — Q)PBhBRZL‘B + O/ (1 — Q)PJhJRxJ + ng.

During the first phase, the signal received at E is

yg) = \/PA(EAE +€E):L'A + v PB(EBE +€E)$B + V PJ(EJE +€E)$J+nE-

The SNR at E for g sent to A is

Py|hps|?

SNRY, = —— ~
E.a PA|hAE|2+PJ|hJE|2+U§(PA+PB+PJ)+0'2

and the SNR at E for x4 sent to B is

Py ’/}ZAEP

PB|EBE|2 —+ PJlﬁJEP + O'?(PA —+ PB + PJ) + O'2

SNRy, =

(4.6)

(4.9)

The eavesdropper does not have knowledge of the jamming signal. Therefore, x; is

treated as additional noise that reduces the received SNR at FE.

During the second phase, the relay amplifies the received signal and forwards it

to the users using the energy harvested. The signal transmitted by the relay is then

VP [P
TR = — 4 Yr = fé,E—R2 YR, (410)
\/9 [Palharl® + Polhprl? + Pslhyrl?] + o® RO

~ P
where @ = 1 — 0 and , [=——2— is the relay amplifier gain. The received signal at
HER —f- 0'2




A in this phase is

Ya = harTr +na

Y OPrPgharhsr V §PRPA|hAR|2

rp+

o \/OPrPrharhyr N V' Prharnr ‘n
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\/ gER + 02

‘A — = As
GER—FO'Q \/QER+0'2 \/HER—FO'z

B -

>

information signal  information signal noise
(4.11)
and the corresponding signal at B is
Yyp = hprir +np
OPrPaharhsr 0PpPp|hpr|? 0PrPshprhir vV Prhpgn
= — TA+ ~ rg+ P — Ty + w +n
\/QER—l—O'Z \/QER—FO'Q QER—FO'Q \/QER—FO‘Q
information signal information signal noise

(4.12)

A and B cancel their own signals since self-interference cancellation can be assumed

35, 36]. Let

7B =

Y=va+7vB+V=

o2

(4.13)
(4.14)
(4.15)

(4.16)



The SNR at A is then

5PBPR|hBR|2|hAR|2

0En + o°

N = P @25;;(j|h 2[han]?
RIMARITO™ rEylRC AR |
QER—FO'Q GER—{—O'Q

_ CO0|harl 75
((8|hAR|2 + B2CO0|hag|2yy + 5) 741

and the corresponding achievable rate is [43]
T
R = 3 log, (1+SNRy4).

The SNR at B is

0PAPR|har|?|hsg|?

o QER—FO'Q
SNEE = Pplhgg|?0?  ®20PgP;|hygl?|hsr|?
= + - + o2
HER—FO'Z GER+0'2

_ ¢O0|hprl*T7a
<C9|hBR|2 + (I)2<9§’h33’27J + 5) 7 + 1

and the corresponding achievable rate is

T
RB = 510g2 (1 + SNRB) .
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(4.17)

(4.18)

(4.19)

(4.20)
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The signal received at E during the second phase is

yg) = hrptr + nE, (4.21)

_ Y QPRPAhARhRE \/ QPRPBhBRhRE \/ O PrPrhyrhre VPrhrpng
— Ty + — +ng,
\/GER—FO'Q \/QER+0'2 \/GER+0'2 \/QER+0'2

S/

mformatlon &gnal 1nf0rmat10n 81gnal noise

(4.22)

where hrgp = /szE + eg. The SNR at F for xg sent to A during the second phase is

Dm |12
SNRSEQ)A CO0yyB|hrE| ‘
7 [COnel@ya + 0ys@2 + 1) + 8] +02C07 |B(3a + 75 + ©295) +1) +1
(4.23)
and the SNR at E for z4 sent to B during the second phase is
Dem 5|2
SNRE), — (007 a|hrE| '
[C9|hRE| (075 + 07,92 + 1) + 9} + 02Coy [ (va + v + P2yy) + 1] +1
(4.24)
The achievable rate at £ during both phases is then
(T
3 logs (1 + SNRY + SNR ) MRC at E
Rp,; = (4.25)

T
3 1og; (1+ max(SNR), SNRF)), SCat E,

4.3 Secrecy Capacity Analysis

The secrecy capacity in the presence of an eavesdropper is the difference between the

secrecy capacity of the main link and the secrecy capacity of the wiretap link [43].
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The power transmitted in the network is limited by the total power constraint Pp
where Po+ Pg+ P; < Pr. The power splitting factor and transmit power of A, B, and
J are allocated to maximize the secrecy capacity at A and B under this constraint.
The secrecy capacity at A is Cg 4 = [Ra — RE,A]+ and at B is Csp = [Rp — RE,B]Jr

(93], where [z]" = max (0,2). The secrecy capacity at user i, i € {A, B}, is then

.
T 1+ SNR;
B 25

— D @ | MRC at F
1+ SNRY). + SNRY),
CSJ' - (426)

T 1og 1+ SNR;
27\ 1+ max(SNRY), SNRZ)

), SC at F.

\

The secrecy capacity is

Cs = 057,4 + 05,37 (4.27)

=[Ra— Rpal" +[Rs — Res]". (4.28)
and the corresponding optimization problem can be formulated as

_max Cs
0,0,Pa,Pp,Py

Py+ P+ Py < Pr
0+60<1

07§7PA7PB7PJZO
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4.3.1 MRC at the Eavesdropper

In this subsection, the secrecy capacity of the network is derived considering imperfect
channel estimation at the eavesdropper. The eavesdropper employs MRC to combine
the signals from the direct and relay links in both transmission phases. The achievable
rates at E for zp sent to A and x4 sent to B, Rg 4 and Rg g, respectively, are defined
in (4.25). Cg 4 is obtained by substituting SN R4, SNRSEI’)A, and SNRg}A given by
(4.17), (4.8), and (4.23), respectively, in (4.26) with i = A, and Cgp is obtained
by substituting SNRp, SNRY);, and SNRY; given by (4.19), (4.9), and (4.24),
respectively, in (4.26) with ¢ = B. From (4.28), there are four cases to consider to

maximize the secrecy capacity as given below.
CaseI: Cg4 >0 and Csp >0

In this case, the secrecy capacity is

Cs =(Ra— Rga)+ (Rp— Rpp)

T wMRC
=5 log, (W) : (4.29)
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where (.)MEC denotes the first case with MRC at the eavesdropper

MRC __
Wiy =

(GO0 haRTYB) + ((COlhAR|* + ©2CO0|har|*ys + 0)F + 1)]
[Palhagl® + Pilhysl? + 02(Pa+ Pp + Py) + 07]
FCOIhre (074 + 07,02 + 1) + 6]
+02CO0710(va + 75 + ©Pp) + 1] + 1]
(OO hpRITv4) + ((COlhpRI* + ©2CO0|hpr >y + 0)F + 1))
[Pelhpe?> + Prlhys|? + 02(Pa + Pg + Py) + 07
F(COhRel? (075 + 07,9 + 1) + 0) + 02C05(0(va + 75 + ®*y5) +1) + 1]

(4.30)
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MRC __
Zr =

[(COlhar|* + D2CO0|har|?>ys + 0)F + 1]
[(COlhpr|* + ®2CO0|hpr|>ys + 0)7 + 1]
[((Pelhe|?) + (Palhag|? + Pilhyg|? + 02(Pa + Pg + Py) +02))

X (7[<9|ERE|2(§7A + 0,9 + 1)+ 5]1) + 6]

+ 02CON0(va + v + Pv) + 1] + 1))
+ [(Palhas|® + Prlhyp|? + 02(Py + Pg + Py) + o)1) + 0]
x (<9§773|ERE|2)H
((Palhapl®) + (Ps|hpsl® + Pylhys|’1) + 6]
+02(Py + Pg + Py) +07%))x

FICO R rsl? (075 + 07,9 + 1) + 6]1) + 6]
+ 02COT[0(va + v + OPy) + 1] + 1)
+ [(PslhpE|* + Prlhs*1) + 0]
+02(Pa+ Pp + Py) + 0%) x (CO07yalhrsl?)].

(4.31)
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Case II: Cs4 >0 and Csp <0

In this case, Cs g = 0 since the SNR at the eavesdropper is higher than that at B.

The secrecy capacity is then

T wiRC
:5 log, <—Z%RC , (4.32)
where (.)MEC denotes the second case with MRC at the eavesdropper

MRC __
Wiy =

[(CO0|harlTYB) + ((COhaR|* + B2COO|haR|> s + 0)F +1)]

[Palhagl® + Pilhys*1) + 0] + 02(Pa + Pg + Py) + 0%

FICOhrE]?(Bya + 07,9 + 1) + 6]1) + 6]

+ 02CO7[0(ya + vB + PPyy) + 1] + 1]

(4.33)



93

and

MRC __
2rr =

[(COlhar|® + @200 har|*ys + 0)F + 1]
[(((Pslhpel®) + (Palhapl* + Pylhs]?
+ 02(Pa + P + Pj) + 0%))
X (F[CO[hre?(Oya + 0v,9% + 1) + 6]+
02CON[0(va + v + ©2y) + 1] + 1)
+ [(Palhag)? + Pilhyp|? + 0X(Pa + Pg + Py) + 02
X (C0§773’ﬁRE|2)]]'

(4.34)

Case III: Cs4 <0 and Cgp >0

In this case, C's 4 = 0 since the SNR at the eavesdropper is higher than that at A.

The secrecy capacity is then

T MRC
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where (.)MEC denotes the third case with MRC at the eavesdropper

MRC __
Wi =

[(CO0|hprTva) + ((COlhpR[* + @%C00|hpr[*ys + 0)F + 1)]
[Palhpsl? + Pylhyp? + 0(Pa + Pg + Py) + 0]
F(COlhrE* (075 + 07,0 + 1) + 0)

+02005(0(ya + 75 + ) + 1) + 1]

(4.36)

and

MRC __
2rrr =

[(COlhpr? + D200\ hpr|*ys + 0)F + 1]
[((Palhagl®) + (Pslhsel? + Pilhs? + 02(Pa+ Pp + P;) + o))
X (7COhael?(Ovs + 07,9 + 1) + 0] + 02COT[0(va + 75 + P*ys) + 1]+ 1)
+ [(Plhpel® + Pilhp? + 02(Pa+ Ps + Py) + 0?)
X (C9577A|BRE|2)H-

(4.37)

Case IV: Cg4 <0 and Csp <0

In this case, the secrecy capacity is C's = 0 because the secrecy capacity of the wiretap

links is higher than the secrecy capacity at A and B.
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4.3.2 SC at the Eavesdropper

In this subsection, the secrecy capacity of the network with imperfect channel esti-
mation at the eavesdropper is derived when the eavesdropper employs SC so the link
(direct or relay) with the maximum SNR is selected. Based on SN Rng, SN Rg?A,
SNRS)B, and SNR(EZ?B given by (4.8), (4.23), (4.9), and (4.24), respectively, the

following four cases can be considered.

Case I: SNR\Y, > SNR, and SNRY), > SNRZ,

In this case, the secrecy capacity is

Cs=Csa+Csp
T (AESNBA) T 1 SNR
27 \1+5NvRY, ) 2 P14 5NRY, )

SC SC
WT A T W7 B

o8 | =& | + 5 logs | 57 |-
(zi%) 2 zf%

(4.38)
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where

wi =
[(CO0Ihar*Ty5) + ((COlhar|* + ©2CO0|har|*ys + 0)7

+1)]
[Palhag|? + Prlhyp|> + 02(Ps + Ps + Py) + 07, (4.39)
Wi =
(CO01hR|"T7a) + ((COlhsR|* + ®*COO|hpR|*ys + 6)F + 1)]
[Pslhgel® + Pilhys> + 02(Ps + Pg + Py) + o7, (4.40)

S
ZI,

g —
((PslhsEl) + (Palhagl? + Plhys* + 02(Pa+ P + Py)
+0%))]
[(COlhar|? + ©2COO|har s + 0)F + 1], (4.41)
zﬁg —
[(COlhpr® + ®*CO0|hpr|*ys + 0)7 + 1]
((Palhagl®) + (Polhsel + Pilhyp|? + 0(Pa+ Ps + Py)
+ 0?))], (4.42)

(4.43)



(
sc,,.sC
Wr AWr B
SC 5C

CS,A 2 0 and C&B 2 0
21 A”I,B

sc

Wr A
ol

2T.A

CS,A >0 and C&B <0

sc
Wr B

SC
%1.B

C&A < 0 and 0,5'73 >0

0, CS,A < 0 and C&B < 0,

\

and (.)7¢ denotes the first case with SC at the eavesdropper.

Case II: SNRY), > SNRY, and SNRY); < SNRY,

In this case, the secrecy capacity is

Cs =Cs.4+Csp

T 14+ SNRy
1+ SNRYD,
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(4.44)

(4.45)



where

sc _
Wrr A =

[(COOlhaR77E) + ((COlhaR|? + D2CO8|har|?s + 6)F + 1))

[Palhag|® + Pylhyg|* + 02(Py + Py + Py) + 07,

sc _
Wrrp =

[(CO01hsRv4) + ((COlhpRI* + ®2C00|hpR|*ys + 0)7 + 1)]

F(COhRp?(Ovp + 07, + 1) + 0) + 02C07(0(7a + 75 + D*yy) + 1) + 1],

sc _
RIILA =

[((Pelhpe|?) + (Palhag|? + Pilhsg|? + 02(Pa+ Pg + Py) + 02))]

[(COlhar|? + ®*CO0|har >y + 6)7 + 1,

sc _
R[I.B —

[(COlhgr]? + D2C00|hpr|>ys + 0)7F + 1]
(7 [C9|/}\LRE|2(§’YB 07,02 +1) + 0 + a2COT0(va + 15 + D)) + 1]

+1) + [(COF7valhri )],
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(4.46)

(4.47)

(4.48)

(4.49)

(4.50)



sCc ,.SC
wH AWrr B
sC

SO CS,A annd C&B ZO
RII,A”II,B

sc
Wir A
5C

CS,A >0 and C&B <0
RIT,A

sc
Wir B
SC

C&A < 0 and C&B >0
2,

O, CS,A < 0 and 0573 < 0,

\

and (.)7¢ denotes the second case with SC at the eavesdropper.

Case ITI: SNRY), < SNRY, and SNRY, > SNRY,

In this case, the secrecy capacity is

Cs =Cs.4+Csp
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(4.51)

(4.52)



where

sc  _
Wrrr A =

[(CO0\har|*Tv5) + ((CO1haR]® + @2CO8|har|>vs + )7 + 1)]
FCOI e (074 + 07,92 + 1) + 0] + 02C07[0(7a + 75 + ©*7))

+ 1]+ 1],

sc _
Wrrr,B =

(CO0|hsrTva) + ((COlhrR|* + @2C00|hpr|*ys + 0)7 + 1)]

[PB|/HBE|2 + PJ|/]'\LJE|2 —f—Ug(PA + PB + PJ) +0‘2],

sc _
RIIT,A =

[(CO07Y5 hrel®) + (TICOhrel?(Gya + 07,9 + 1) + 6]
+02C07[0(7a + 75 + DPs) + 1] +1)]

[(COlhar]? + %O\ har [y + 0)7 + 1],

sc
RII1,B —

[(COlhgr|? + D2C00|hpr|>ys + 0)7 + 1]
[((Palhagl?) + (Pslhpe|* + Plhys|?

+02(Py + P + Py) +0?))],
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(4.53)

(4.54)

(4.55)

(4.56)

(4.57)



4
sc ,.SC
Wrrr, AWirr,B
sC

SO C’SAzoandCSBEO
Z Z I’ ’
1I11,A~I1I,B

sc
Wrrr,A
5C

CS,A >0 and CS,B <0
RIIT,A

sc
Wrr _
RIIT

sc
Wir1,B
SC

057,4 < 0 and C&B >0
RII1,B

0, C&A < 0 and Cg}B < O,

\

and (.)75 denotes the third case with SC at the eavesdropper.

Case IV: SNRY, < SNRY), and SNRY), < SNRY,

In this case, the secrecy capacity is

Cs =Cs.4+Csp

T 14+ SNRy
1+ SNR?,
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(4.58)

(4.59)
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where

sc _
Wry,A =

(OBl harPTvB) + ((COlhar|® + D2CO0|har|*vs + )7 + 1)]
FICOhRE > (074 + 07,9% + 1) + 6] + 02COT0(ya + 75 + B2vy) + 1] + 1], (4.60)
SC

Wryp =

[(COB]hir*V7a) + ((COlhpr[* + @°COB]hpR|*y) + 6)7 + 1)]
F(CO g2 (075 + 07,92 + 1) + 0)

+ 02CO7(0(ya + vp + PPyy) + 1) + 1], (4.61)

sc _
RIV,A =

[(COF7YBIhRE?) + (TICORREI? By + 87,0 + 1) + 6]
+02C070(7a + B + DPy) + 1] + 1))
[(COlhaR|* + @%CO0har >y + 0)7 + 1, (4.62)

sc
R1v,B =

[(COlhgr|? + D2CO0|hpr|>ys + 0)7 + 1]

(7[C9|ERE’2<5WB + 07,92 +1) + 6]

+ 02CO70(va + v5 + ©2y)) + 1]+ 1) + [(CO077a hrpl?)] |,

(4.63)

(4.64)
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and (.)7¢ denotes the fourth case with SC at the eavesdropper.

4.4 Optimization Problem Formulation
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(4.65)

The secrecy capacity optimization problem for MRC and SC at the eavesdropper is

_minimize z
gaeaPA7PB7PJ
subject to Py+ Pg+ P; < Pr,

0406 <1,

0,0, Pa, Pg, Py >0

where w and z are defined below for each diversity scheme.

(4.66a)

(4.66b)
(4.66¢)

(4.66d)
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The standard form of a Geometric Programming (GP) problem is [40]

minimize  fo(x) (4.67a)
subject to  fi(z) <0, i=1,...,m, (4.67b)
gi(x)=1, i=1,...,p (4.67¢)

where f;(x) is a posynomial function, g;(z) is a monomial function, and z is the
optimization variable. A monomial function ¢ of x is a real valued function of the
form g(z) = cx{*x5? ... 2% where ¢ > 0, a; € R, and n is the number of optimization
variables. A posynomial function is the sum of two or more monomials such that
flr) = 8 cpafas? .zt where ¢, > 0 and K is the number of monomial
functions.

The constraints in (4.66b) and (4.66¢) are posynomials. This problem can be
transformed into GP form and then into a convex problem because the constraints
and the objective function are posynomials. However, the objective function is a ratio
of two posynomials, so it cannot be transformed into GP form. To solve this issue,
w(d, 5, P4, Pg, Py) is approximated as a monomial function using the single conden-
sation method (SCM) [41]. In SCM, the denominator of the ratio of posynomials
is approximated with a monomial function. The numerator (a posynomial) is not
approximated, hence the term single. In the optimization problem, w(x) = >, u;(x),
X = [0, 5, Py, Py, Py T, is the sum of 7 monomials, so it is a posynomial by definition,

and the monomial approximation of w(x) using SCM is

w(x) =[] (#) " (4.68)

%
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such that w(x) > w(x). For a given x, the «; are obtained such that

, (4.69)

and w(x) is substituted for w(x) in (4.66a). The objective function after SCM ap-
proximation is a polynomial (posynomial). The accuracy of the approximation was
determined by calculating the difference between the value of w(x) and w(x) at the
solution point x. The maximum difference is 0.00107. GP is used to obtain a nonlin-
ear but convex optimization problem with convex objective and inequality constraint
functions and linear equality constraints. A logarithmic change of variables and a
logarithmic transformation of the objective function and constraints is used to obtain
a GP form. The resulting convex problem can be solved efficiently using CVX solvers
[40]. As the optimal solution can be far from the initial guess X used in the SCM
approximation, an iterative approach is used to solve this problem.

For MRC at the eavesdropper, the initial guess is used to calculate SN Rg)fl,
SNRY,, SNRY,, and SNRY), given by (4.8), (4.23), (4.9), and (4.24), respectively.
SNR%)A, SNR%?A, SNRS?B, and SNRSEQ,)B are then substituted in (4.26) along with
SNR, from (4.17) and SN Rp from (4.19) to calculate Cs 4 and Cg g, respectively.
Then Cg 4 and Cg p are compared and the 4 MRC cases are employed to maximize the
secrecy capacity. If the current optimal solution, xj. 1, satisfies the initial assumption
Csa > 0and Cgp > 0, then x4 is used to calculate W(xy+1) and the optimization
problem is solved again. If x;;; violates Cs4 > 0 and Cgp > 0, then proceed to
the next case. The algorithm to obtain the optimal values 9*,5*,Pj1, Pj, P ! is

summarized in Algorithm 1.
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For SC at the eavesdropper, the initial guess is used to calculate SN Rg’) SN Rg} 4>

SNRS)B, and SNR(EQ?B given by (4.8), (4.23), (4.9), and (4.24), respectively. The val-
ues of SN Rg,)A and SN Rg,)A are compared to determine which expression for Cg 4 to
consider, and the values of SN RS)B and SN Rg?B are compared to determine which
expression for Cgp to consider. The results of these comparisons determine which
case in Subsection 4.3.2 to employ. X is then used to calculate values of Cg 4 and
Csp. Next, wzg)c is approximated using the SCM method and the resulting wff(x)
is used in (4.66a) to solve the optimization problem. If the current optimal solu-
tion, xj41, satisfies the initial assumption Cs 4 > 0 and Cgp > 0, then x;1; is used
to calculate W(xyy1) and the optimization problem is solved again. If x;,; violates
Cs.a > 0 and Csp > 0, then proceed to the next case. The algorithm to obtain the

~ T
optimal values [9*, 0%, Py, Pg, Pj] is summarized in Algorithm 2.

4.5 Results and Discussion

In this section, the secrecy capacity is evaluated for a two-way relay network with
a friendly jammer in the presence of an eavesdropper. Users A and B can only
communicate through R since there is no direct link between them. The simulation
parameters are as follows unless noted otherwise. The noise variance is 02 = 1073,
o = 0.1, T = 1, the optimization tolerance is € = 0.001, ® = 0, and the energy
conversion efficiency is ¢ = 0.5. The channel gains |har|?, |hsr|?, |hse|?, and |hpg|?
are exponential random variables with mean A = 1, |hgg|* and |hpg|? are exponential
random variables with mean Ag,e, and |hx|? is an exponential random variable with

mean s+, Apwe € {1,2,3}. The node locations are normalized to the distance

AE
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Algorithm 2 Optimization of the Secrecy Capacity, C's, for MRC at the Eavesdrop-
per
Require: Channel coefficients, power constraint Pr, energy conversion efficiency (,
noise variance o2, tolerance €, estimation error variance af, k=1
1: while ‘CS,k — CS,k71| > e do
2:  Calculate the monomial approximation w for w using the single condensation

~ T
method at x = [Hk, Ok, Pak, Pp.k, PJ,k}

3 k=k+1
Solve  the optimization problem in (4.66) wusing w to find

b

Or+15 Ok15 Pags1, P, PJ,k+1}
Using the solution in step 4, calculate Cg 4 and Cg p
if C&A Z 0 and CS,B Z 0 then
Go to step 1
else
Continue to the next case of Cg 4 and Cg p
10:  end if B
11:  Solve the optimization problem in (4.29) to obtain [Qk, Ok, Pak, Pk, PM]
12: end while . .
13: Assign [9*, 5*, PZ, PE, Pj] = [Qk, gk, PAJﬁ, PB,ky P(]’ki| and Cg = CSJg

between A and B so that A and B are at (0, 0) and (1, 0), respectively. R is at the
midpoint, (0.5, 0), J is at (0.5, —0.5), Pr = 10 dB, and P; = 0.1Pr.

Fig. 4.3 presents the secrecy capacity versus the total transmit power, Pr, for
Agve = 1 with SC and MRC at the eavesdropper, and the corresponding secrecy
capacity from [109]. This shows that the secrecy capacity increases in all cases as the

total transmit power increases. In [109], the secrecy capacity at A and B is defined as

T 1+ SNR; . . L -
C; = = log, ;; @ | i€ {A, B}, i.e. diversity combining was
2 (1+SNRy))(1+ SNRy))

not employed by the eavesdropper. However, in this chapter, the received SNR at the
eavesdropper is either the combination of SN Rg)z and SN Rg)i using MRC, or the
maximum is selected using SC as given in (4.26). At Pr = 15 dB, the difference in
secrecy capacity between SC and [109] is 1.01 bit/sec/channel use and the difference

between MRC and [109] is 0.21 bits/sec/channel use. The reason is that SC selects
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Algorithm 3 Optimization of the Secrecy Capacity, Cg, for SC at the Eavesdropper
Require: Channel coefficients, power constraint Pr, energy conversion efficiency (,
noise variance o2, tolerance €, estimation error variance az, k=1
while |Cg) — Csy—1] > € do
2 Calculate SNRY,, SNRY,, SNRY),, and SNRY,
if SNRY), > SNRY, and SNRY); > SNRY); then

4: Calculate the monomial approximation w for w using the single condensation
~ T
method at x = Hk, Qk, PA,k, PB,kn PJ7]€:|
E=k+1
6: Solve the optimization problem in (4.66) wusing w to find

|:9k+17 ek-i-ly PA,k-‘rb PB,k+17 PJ,k+1:|
Using the solution in step 6, calculate Cs 4 and Cg p

8: if CS,A > 0 and CS,B > 0 then
Go to step 1
10: else
Continue to the next case of Cg 4 and Cgp
12: end if
else
14: Continue to the next case of SN Rg’)A 2 SN R(EQ?A and SN Rg}B 2 SN Rﬁj}B
end if _
16:  Solve the optimization problem in (4.29) to obtain [Qk, Ok, Pak, Pk, PJ7]§:|
end while

~ T ~ T
18: Assign [9*,9*,pX,PE,Pj] = [Gk,ek,PAyk,PBk,PM} and OS = OS,k:

only one wiretap link which reduces the SNR at the eavesdropper. As a result, the
secrecy capacity of the network with SC at the eavesdropper is higher than that with
MRC.

Fig. 4.4 presents the secrecy capacity versus the power splitting factor, #, with
SC and MRC for ¢ = 0 and 0.1. This shows that SC outperforms MRC for the given
values of 02 and Apy., and the secrecy capacity for imperfect CSI, o2 = 0.1, is better
than that for perfect CSI, o = 0, for all values of . Considering the SNR expressions

of the eavesdropper links, the denominators of (4.8), (4.23), (4.9), and (4.24) contain

2

e’

o2, so increasing this term reduces the SNR at E.



109

N
[\

N
o

—_
(0]

—_
(o]

—
N

—_
no

Secrecy capacity, C S

10

8 1 1 1 1 1
5 10 15 20 25 30 35

Total transmit power, P - (dB)

Figure 4.3: The secrecy capacity versus the total transmit power, Pr, with Ag,. = 1
and 02 = 0.

4.5.1 Channel Estimation Error

2

e’

Figs. 4.5 and 4.6 present the effect of the channel estimation error variance, o
on the secrecy capacity. Fig. 4.5 shows the secrecy capacity for Ag,. = 1,2, and
3. A higher value of 02 means that the eavesdropper is less able to estimate the
wiretap links so the secrecy capacity improves. The difference in secrecy capacity
between SC and MRC is 0.283, 0.033, and 0.031 bits/sec/channel use for Ag,. = 1, 2,
and 3, respectively, at 02 = 0.1. Thus, increasing A\p,. decreases the gap between
SC and MRC. This is because a larger Ag,. improves the corresponding link of the
eavesdropper and degrades the other eavesdropper link. Fig. 4.6 shows the secrecy
capacity versu the channel estimation error variance for # = 0.8 and 0.2 at A\g,. = 1.

At 02 = 0.01, SC outperforms MRC with a difference of 0.287 at # = 0.8 and 0.285
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Figure 4.4: The secrecy capacity versus the power splitting factor, 6, for different
values of A\g,. and o2 with P; = 0.1Pr and Pr = 10 dB.

at # = 0.2. Thus, increasing ¢ improves the performance of SC and MRC but has

little effect on the difference between them.

4.5.2 Jammer, Cancellation Factor, and Locations

The secrecy capacity versus the jamming signal cancellation factor, ®, is presented in
Fig. 4.7 for 6> = 0 and 0.5. This shows that SC outperforms MRC for both values of
o2. When ® = 0, the secrecy capacity is highest because the jamming signal at the
relay is completely cancelled. As ® increases, more jamming power is amplified and
forwarded to A and B. Thus, the noise at A and B increases which degrades their
SNRs and thus decreases the secrecy capacity. The difference in secrecy capacity with

SC is 0.933 bits/sec/channel use at ® = 0.1 but decreases to 0.744 bits/sec/channel
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Figure 4.5: The secrecy capacity versus the channel estimation error variance, o2, for
three values of Ag,, with 8 = 0.5, P; = 0.1Pyr, and Pr = 10 dB.

use at @ = 0.8. The results in [109] show that the secrecy capacity without SC is

more sensitive to ®, and the secrecy capacity decreases at a faster rate as ® increases.

In the following figures, the secrecy capacity is considered for different locations
of the eavesdropper and jammer. The channel links can be expressed as h;; = %
where f;; is an exponential random variable with mean = 1, m = 2.7 is the path
loss exponent, and d;; is the distance between 7 and j. Figs. 4.8 and 4.9 present the
secrecy capacity versus ® for SC and MRC at the eavesdropper, respectively. The
jammer is at (0.5, —0.5) and the location of the eavesdropper is (0.5, —1) and (0.2,

—0.2) with dsg = 1.118 and 0.282, respectively. These results show that secrecy

capacity increases as dag increases from 0.282 to 1.118 for both values of o2. The
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Figure 4.6: The secrecy capacity versus the channel estimation error variance, o2 with
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reason is that as d4g increases, less power is required to be allocated to the jammer.
Hence, more power is allocated to A and B, and more energy is harvested at R. Fig.
4.8 shows that when 2 = 0, the difference in SC secrecy capacity for daz = 1.118 and
0.282 is 1.06 bit/sec/channel use, and this increases to 1.14 bit/sec/channel use for
02 = 0.1. Fig. 4.9 shows that when ¢? = 0, the difference in MRC secrecy capacity
for dyp = 1.118 and 0.282 is 0.93 bit/sec/channel use, and this increases to 1.02
bit/sec/channel use for o2 = 0.1.

Fig. 4.10 presents the effect of ® on the secrecy capacity when the jammer is
close to the relay. In this case, F is at (0.2, —1) and J is at (0.5, —0.1), so significant
jamming power is received by the relay. These results show that a small increase in

® causes a significant drop in secrecy capacity for both SC and MRC. For example,
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Figure 4.7: The secrecy capacity versus the jamming signal cancellation factor, ®
with Agy,e =1, 0 = 0.5, Pr =10 dB, and P; = 0.1Pr.

with SC and 0 = 0.5, the secrecy capacity drops by 4.331 bit/sec/channel use when ®
increases from 0 to 0.01 and by 6.291 bit/sec/channel use when & increases from 0.01
to 0.1. This is because the jamming signal at the relay is stronger since the jammer
is closer to the relay.

Fig. 4.11 shows the secrecy capacity versus the z-axis location of the eavesdropper
(employing MRC), when the jammer is located at (0.5, —0.5) and without a jammer.
Results are given for y-axis eavesdropper positions —0.2, —0.5, and —0.8 and MRC
at the eavesdropper. The solid lines are for the case with a jammer at (0.5, —0.5) and
the other lines correspond to no jammer. When the eavesdropper is at x = 0.5, i.e.
midway between A and B, the secrecy capacity is the highest. Further, the secrecy

capacity is better with a jammer since the jamming signal reduces the SNR at the
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Figure 4.8: The secrecy capacity for SC at the eavesdropper with dsp = 0.282 and
1118, )\Eve — 1, PT =10 dB, and PJ — OlPT

eavesdropper regardless of their y-axis position. The lowest secrecy capacity in both
cases (with and without a jammer), is when the eavesdropper is at x = 0 or z = 1
since the SNR at the eavesdropper from A and B, respectively, is highest.

Fig. 4.12 shows the secrecy capacity versus the z-axis location of the eavesdropper
(employing SC), when the jammer is located at (0.5, —0.5) and without a jammer.
Again, results are given for y-axis eavesdropper positions —0.2, —0.5, and —0.8.
Similar to Fig. 4.11, the secrecy capacity is highest when the eavesdropper is at
x = 0.5 and the lowest secrecy capacity is when the eavesdropper is at z = 0 or
x = 1. Further, the secrecy capacity is better with a jammer since the jamming
signal reduces the SNR at the eavesdropper regardless of their y-axis position. A

higher secrecy capacity is achieved when the eavesdropper employs SC rather than
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MRC.

Fig. 4.13 presents the secrecy capacity versus the z-axis position of the eavesdrop-
per (employing MRC), with the jammer located at (0.5, —0.5), (0.5,—1), (0.2, —0.5),
(0.2,-1), (0.7,—0.5), and (0.7, —1). The location of the eavesdropper changes from
(0,—0.7) to (1,—0.7). In all cases, the secrecy capacity is a minimum when the
eavesdropper is at x = 0 or x = 1, which is closest to A or B, respectively. As the
eavesdropper moves from x = 0 to 1, the jamming signal power at the eavesdropper
increases so the secrecy capacity increases. The secrecy capacity decreases as the
eavesdropper moves farther from the jammer after the maximum secrecy capacity

has been reached.
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4.5.3 Time Complexity

Matlab R2017a was used to conduct all simulations on a MacBook Pro laptop with
an Intel Core i5 processor. An average time of 84.01 s was required to run Algorithm
1 (MRC) and 4.65 s to run Algorithm 2 (SC). SC selects the maximum of SN ng)i and
SN R(EQ’)i while MRC combines SN Rg)l and SN RS)Z to obtain the achievable rate at the
eavesdropper. The average number of iterations required to solve the optimization
problem for a given total transmit power was approximately 2 for both MRC and
SC at the eavesdropper. However, Algorithm 2 was faster because the number of

monomial terms to be approximated with SC is 64 while with MRC it is 250.
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Figure 4.11: The secrecy capacity versus the z-axis location of the eavesdropper
(employing MRC), with a jammer at a fixed location and without a jammer.

4.6 Conclusion

In this chapter, the secrecy capacity was investigated for a two-way energy-constrained
relay network in the presence of an eavesdropper. A friendly jammer was used to re-
duce the ability of the eavesdropper to intercept the user signals. The secrecy capacity
was maximized by jointly optimizing the power splitting factor, #, and the transmit
power of the two users, A and B, and the jammer J. The single condensation method
(SCM) was employed to convert the objective function of the corresponding optimiza-
tion problem into a posynomial form suitable for geometric programming (GP). Then,
GP was used to transform the non-convex objective function to obtain a convex opti-

mization problem. Two diversity combining techniques, MRC and SC, were employed
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at the eavesdropper. Imperfect cancellation of the jamming signal at the relay was
also considered. Results were presented which show that imperfect jamming signal
cancellation at the relay degrades the secrecy capacity. In addition, utilizing a jam-
mer improves the secrecy capacity and increases the amount of harvested energy at
the relay. Further, the secrecy capacity is higher if the jammer is located closer to
the eavesdropper.

Imperfect channel estimation at the eavesdropper was considered. It was shown
that as the estimation error increases, the secrecy capacity improves. MRC has shown
to provide a lower secrecy capacity than SC. Thus, to achieve the SC secrecy capacity

with MRC at the eavesdropper, a higher SNR is required at A and B.
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(employing MRC), for different jammer locations with 02 = 0, ® = 0, and Pr = 10

dB.
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Chapter 5

Optimization of Physical Layer
Security in Two-Way SWIPT
Relay Networks with Imperfect

CSI and a Friendly Jammer

In this chapter, the security of two-way relay communications in the presence of an
eavesdropper is investigated. Two users communicate via a relay that depends solely
on energy harvesting to amplify and forward the received signals. Time switching
is employed at the relay to harvest energy and obtain user information. A friendly
jammer is utilized to hinder the eavesdropping from wiretapping the information
signal. The eavesdropper employs maximal ratio combining and selection combining
to improve the signal to noise ratio of the wiretapped signals. Geometric programming
(GP) is used to maximize the secrecy capacity of the system by jointly optimizing the

time switching ratio of the relay and transmit power of the two users and jammer.
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The impact of imperfect channel state information at the eavesdropper for the links
between the eavesdropper and the other nodes is determined. Further, the secrecy
capacity when the jamming signal is not perfectly canceled at the relay is examined.
The secrecy capacity is shown to be greater with a jammer compared to the case
without a jammer. The effect of the relay, jammer, and eavesdropper locations on
the secrecy capacity is also studied. It is shown that the secrecy capacity is greatest
when the relay is at the midpoint between the users. The closer the jammer is to the

eavesdropper, the higher the secrecy capacity.

5.1 Introduction

There has also been a shift in wireless network research from spectral efficiency and
quality of service (QoS) constraints to energy efficiency and green communication
[111] to reduce the power consumption [112]. Green energy resources such as solar,
wind, thermal and mechanical vibrations can be employed to improve the energy
efficiency of energy-constrained devices such as in wireless sensor networks. Energy
harvesting (EH) to convert the available energy in the surrounding area into electricity
has been the subject of recent research [110]. Energy harvesting (EH) from radio
frequency (RF) signals has employed in wireless communication systems to prolong
the lifetime of devices in energy-constrained systems [60]. Wireless power transmission
(WPT) for EH is a promising solution to sustainable energy for wireless devices
[113, 114, 115]. It can provide a reliable source of energy for devices which are
difficult to service due to mobility and location [20, 116, 117].

RF signals can carry both information and energy, so WPT in wireless commu-

nication systems is known as simultaneous wireless information and power transfer
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(SWIPT) [114],]20], [61], [62], and [15]. Two circuits are usually employed to harvest
energy and retrieve information [95]. Two SWIPT protocols have been developed,
power splitting (PS) and time switching (TS) [49]. With TS, the receiver switches
between the two circuits while in PS, a fraction of the signal is directed to the EH cir-
cuit and the remaining part is sent to the information retrieval circuit. The maximum
transmission rate using optimal PS and TS was derived in [63] and [64], respectively.
In [63], the outage probability was obtained for a decode and forward (DF) relay
network, and the optimal transmission rates with PS and TS were determined. A
SWIPT-enabled relay was considered in [64] for three scenarios, ideal (simultaneous
EH and information retrieval), PS, and TS, and the maximum rates for each were
obtained. PS and TS can be used separately or combined as a hybrid protocol where
the relay switches between PS and TS [65] . The optimal TS and PS ratios were
derived to maximize the throughput with an EH relay and the hybrid protocol was
shown to provide the best performance. In [66] and [67], joint PS and TS schemes
were considered for amplify and forward (AF) and DF relay networks, respectively. In
[66], the outage probability, energy efficiency, and network throughput were derived
as a function of the PS and TS ratios, and the network throughput maximized. In
[67], two optimization problems were jointly formulated to minimize the outage prob-
ability. These outage probabilities were shown to be better than that with the hybrid
protocol in [65]. The system throughput of a cognitive two-way relaying network was
maximized in [68] using an optimal offline joint relay selection and power allocation
scheme.

Wireless transmissions are more vulnerable to eavesdropping compared to wired

signals given the broadcast nature of wireless systems. The physical layer security of
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the wiretap channel was introduced in [73] and is defined as the difference between the
capacity of the link between the source and destination and the capacity of the wiretap
link between the source and eavesdropper. This can be used to assist upper-layer
cryptographic techniques [96], [82], and [97]. Physical layer security-based solutions
exploit the physical properties of wireless channels, such as fading and interference,
to secure transmissions between users in the presence of eavesdroppers [98], [99].

Physical layer security has been considered for relay networks [118], cellular net-
works [119], [120], cognitive radio networks [121], internet of things (IoT) networks
[122], and massive multiple-input multiple-output (MIMO) networks [123]. However,
wireless channel conditions have a significant effect on the solutions [100]. Physical
layer security with cooperative relaying has been employed to overcome this issue
[101]. This was first studied in [74] for an untrusted relay network which was con-
sidered as a possible eavesdropper. One-way communications was examined in [75]
for DF and AF EH relays and it was shown that DF outperforms AF in terms of se-
crecy performance. The secrecy capacity was analyzed in [76] for PS and TS relaying
protocols in a one-way untrusted relay network, and PS outperformed TS.

Two-way relay channels in which two users simultaneously exchange messages were
first considered in [124] and more recently in [125]. The spectral efficiency with two-
way relaying is higher than with one-way relaying. In [77], a two-way EH-based relay
network with an eavesdropper was investigated. The secrecy capacity was maximized
and an iterative method employed to obtain the optimal TS and PS ratios for high
signal to noise ratios (SNRs) based on the instantaneous channel state information
(CSI). It was shown that near optimal secrecy capacity is achievable with proposed

approach even when the wiretap channels are unknown. Joint secrecy capacity and
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energy efficiency were considered in [78] for a two-way untrusted relay network. The
probability of successful eavesdropping in a two-way EH DF relay network was derived
in [79] assuming independent x-p shadowed fading. It was shown that allocating extra
power for information decoding over a small reception time improves the secrecy
capacity. In [80], the intercept probability was derived for a two-way DF EH relay
network in the presence of multiple eavesdroppers. The effect of the PS factor on
the secrecy capacity was studied. The secrecy capacity of a two-way communication
network with multi-antenna time-switching relays in the presence of an eavesdropper
was maximized in [81] . It this case, the secrecy capacity with equal transmit power
is better than with unequal transmit power.

Cooperative jamming can improve the secrecy capacity [102, 103, 42]|. Friendly
jamming (FJ) and Gaussian noise jamming (GNJ) have been considered to improve
the secrecy capacity of wireless communication networks. The jamming signal is
known at the receiver when FJ is used [82], while with GNJ the jamming signal is
considered to be noise at the receiver [83]. While both of F.J and GNJ can improve
the secrecy capacity, the performance with FJ is better because the users can cancel
this signal. In [84], a system with two eavesdroppers and an EH friendly jammer was
considered. One eavesdropper is near the user while the other is near the jammer,
and they cooperate to obtain user signals and mitigate the effects of jamming. The
secrecy capacity and energy efficiency of the network were maximized by optimizing
the jamming signal power. In [105], the secrecy capacity with a friendly jammer
was investigated for a one-way untrusted relay network with non line-of-sight trans-
missions. A jammer was employed in [85] for an EH-based relay network to secure

two-way communications, and a lower bound was derived for the secrecy capacity at
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high SNRs. It was shown that FJ with two-way communications outperforms one-way
and the two-way communications without jamming and with GNJ. In [86], the secrecy
capacity of one-way untrusted relay communications was jointly optimizing consid-
ering the transmit and jamming powers with an EH relay threshold. The secrecy
performance with untrusted EH relays and energy-aware distributed beamforming
was investigated in [87]. The secrecy capacity was increased in [88] by choosing GNJ
and relay nodes from multiple friendly but selfish intermediate nodes. Price compe-
tition was used for power allocating to these nodes and their profit to maximize the
secrecy capacity was determined. A two-way untrusted relay system with multiple
friendly jammers was considered in [33] and the jamming power was optimized to
improve the secrecy capacity. In [89], a network with multiple relay-user pairs was
investigated in the presence of multiple eavesdroppers. Joint relay-user pairs and
friendly jammer selection were determined to maximize the secrecy capacity. The
secrecy capacity was optimized in [33] using a Stackelberg game for power allocation
between users and friendly jammers.

In [90], adaptive cooperative jamming in the presence of multiple eavesdroppers
was investigated for an EH relay. The secrecy capacity was maximized by optimizing
the power allocation factor. A two-way EH relay network with an eavesdroppers and
a friendly jammer was considered in [91]. The optimal PS and T'S factors were derived
to maximize the secrecy capacity and PS was shown to be better than TS. A two-way
relay network with partial relay selection and hybrid PS and TS at the intermediate
nodes was investigated in [92]. It was shown that secure communications is possible
with an appropriate selection of parameters.

In the results given above, perfect knowledge of the CSI for the user and relay
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signals at the eavesdropper was assumed. However, this is not a practical assump-
tion considering unknown delays and channel estimation errors. In two-way relay
networks, imperfect CSI results in imperfect self-interference cancellation [106]. In
[107], a transmission scheme was proposed for multiple input single output (MISO)
channels with imperfect CSI for the user and eavesdropper channels with cooperative
jamming. In [108], the CSI for the channel between the jammer and eavesdropper
was assumed to be unknown and imperfect CSI assumed between the jammer and
user. The impact of imperfect CSI on the secrecy outage capacity with cooperative
jamming was analyzed. Although imperfect CSI has received some research attention,
the impact of imperfect CSI on the security of a SWIPT two-way relay network has
not yet been studied.

In this chapter, the physical layer security of a two-way communication system
with a relay employing TS to harvest energy and a friendly jammer, and imperfect CSI
at the eavesdropper is studied. The eavesdropper employs maximal ratio combining
(MRC) and selection combining (SC) to degrade the secrecy capacity. The power
allocated to two users, a relay, and a jammer are jointly optimized in the presence of
an eavesdropper with imperfect CSI. This system has not been previously considered
in the literature for a TS EH relay. Further, the effect of imperfect cancellation of
the jamming power at the relay is studied. The main contributions of this chapter

are as follows.

1. The effect of channel estimation errors on the secrecy capacity is investigated
when the eavesdropper employs MRC and SC. Imperfect CSI at the eavesdrop-

per has not been previously considered.

2. The secrecy capacity is maximized by jointly optimizing the TS ratio and trans-
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mit powers of the two users and jammer.

3. The single condensation method (SCM) is used to convert the objective function
into a standard GP form. Then, geometric programming (GP) is employed to

transform the optimization problem into a convex form.

4. The effect of imperfect cancellation of the jamming signal at the relay is exam-

ined. This has not been considered previously in the literature.
5. The effect of the TS ratio on the secrecy capacity is investigated.

6. The secrecy capacity is evaluated with and without a jammer. In addition,

results are given for different eavesdropper and jammer locations.

The remainder of this chapter is organized as follows. The system model is given
in Section 5.2. The secrecy capacity for the two-way relay network is presented in
Section 5.3 for MRC and SC. In Section 5.4, the optimization problem is formulated
and converted to a convex form. Section 5.5 presents the simulation results and

finally, some concluding remarks are given in Section 5.6.

5.2 System Model

The two-way relay network considered here is shown in Fig. 5.1. It consists of two
users A and B, a trusted relay R, a friendly jammer J, and an eavesdropper F.
Each of these nodes has a single antenna and operates in half-duplex mode. The
eavesdropper is randomly located near the relay to listen to the signals received by

and transmitted from the relay. The A-R, B-R, A-E, B-F, R-FE, J-R, and J-F
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channel links are denoted by hagr, hgr, hag, he, hre, hjr, and h;g, respectively.
Rayleigh fading is assumed so the channel coefficients are Rayleigh random variables.
Then, the channel gains, |h;;|? are exponentially distributed random variables with
mean A. The channels are assumed to be reciprocal such that h;; = hj;, {i,j} €
{A,B,R, J,E} i # j. The parameters n4, ng,ng, and ng denote the additive white
Gaussian noise (AWGN) at A, B, R, and E, respectively, with zero mean and variance
a2,

In this chapter, the practical case is considered where the channels at A, B, R,
and J can be estimated accurately given that they are trusted nodes, but there are

channel estimation errors at the eavesdropper [107]. The estimated channel gain from

the eavesdropper to node i, i € {A, B, R, J},i # FE, is given by [106]

hip = }\LzE + e, (5.1)

where E g is the estimated channel gain and e;g is the channel estimation error. For
simplicity, denote e;p by eg which is a Gaussian distributed random variable with

zero mean and variance 2. A summary of the notation used in this chapter is given

in Table 5.1.

Table 5.1: Notation

Symbol Description

A, B Users

Continued on next page
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Table 5.1 — Continued from previous page

Symbol Description

R

YRe

YRi

Relay

Jammer

Eavesdropper

Channel between node ¢ and node j

Channel gain between node ¢ and node j
Estimated channel between £ and node
Estimated channel gain between F and node ¢
Channel estimation error between F and node 7
Channel estimation error variance

Additive white Gaussian noise (AWGN) at node ¢
AWGN variance

Signal transmitted by node ¢

Signal received at node ¢

Transmit power of node A

Transmit power of node B

Transmit power of node R

Transmit power of node J

Total power constraint

Expected value

Energy harvesting signal at the relay

Information retrieval signal at the relay

Continued on next page
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Table 5.1 — Continued from previous page

Symbol Description

p
En

Time switching (TS) ratio

Harvested energy

Energy conversion efficiency

Total transmission time

Path loss exponent

Jamming signal cancellation factor

Information retrieval signal after jamming cancellation
Received signal at F in the first phase
Received signal at E in the second phase

SNR at E for zp sent to A in the first phase
SNR at E for x4 sent to B in the first phase
SNR at E for xp sent to A in the second phase
SNR at E for x4 sent to B in the second phase
SNR at A

SNR at B

Achievable rate at A

Achievable rate at B

Achievable rate at E in the first phase
Achievable rate at E in the second phase
Achievable rate at E for both phases

Secrecy capacity at A

Continued on next page
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Table 5.1 — Continued from previous page

Symbol Description

Cp Secrecy capacity at B
Cs Secrecy capacity
har hgr
AFE-—— - - -~ 5 Rp———— >'B
|
[
hir :
[
haE J|
[
hyg\ !
[
[
|
Y

5|

First phase ~ ——

Second phase — —»

Figure 5.1: System model of a two-way wireless relay network with two users, a
jammer, and eavesdropper.

Fig. 5.2 illustrates the two phases required to forward signals between A and

B in the relay network. The first phase is dedicated to signal reception and energy
harvesting at the relay and is divided into two subphases. As in [49], in the first
subphase, all the received signal power is used for energy harvesting. This subphase
has durationpT’ where p is the TS ratio, 0 < p < 1. In the second subphase, all the
T

received signal power is used for information decoding and the duration is (1 — p)§
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First phase Second phase
‘ (L+p)T/2 9 (1-p)T/2 X
First subphase Second subphase
‘ ol 5 (1-p)T/2 .
0 )
- Information Ad R > B
Energy harvesing retrieval at R o
at R Information signals
forwarded
\ J

Figure 5.2: Transmission time frame for time switching (TS) in the two-way relay
network.

A, B, and J send their signals x4, zp, and z; with E[|z4|*] = E[|z|*] = E[jz;]* =1
and transmit powers P4, Pg, and P, respectively, to R. The relay depends solely on
energy harvested from the user and jamming signals in the first subphase to amplify
and forward the signals received from the users in the second subphase. The EH

signal during the first subphase is

Yre = V Paharra +/ Pphprrp +/ Pihjgr;. (5.2)



133

The noise at the relay, ng, is neglected because it is much less than the other terms

in (5.2) [49]. The harvested energy is

EH = pTC (PAVLAR’Q + PB‘hBR‘z + PJ’hJR|2) ) (53)

where (,0 < ¢ < 1, is the energy conversion efficiency. In the second phase, the relay

transmit power is
Ey _ 2pCER
I—pT2 1—p°

Pr = (5.4)

where Er = Palhagr|*> + Pglhgr|* + Pslhsr|>. The information retrieval part of the

received signal during the second subphase is

Yri = \/ Paharva +\/ Pphprop

+ v/ PJhJRZL'J+TLR. (55)

The jamming signal term \/P;hjrz; at the relay can be cancelled from yg; as in
[50, 51] as A and B are assumed to have a prior information of the jammer signal.
Further, the jammer is located close to the relay and farther from A and B, so the
jamming signal at A and B is negligible. Information regarding the jamming signal
is securely shared between the jammer, relay and users before cooperative jamming
begins. However, the jamming signal may not be perfectly canceled at the relay which
is the assumption here. A cancellation factor ®, 0 < ® < 1, is used to indicate the
fraction of the jamming signal that is not cancelled. This fraction, ® x Py, is amplified
and forwarded to A and B by the relay. The jamming signal is perfectly cancelled if

® = 0, and there is no cancellation if ® = 1. The value of ® depends on the circuitry



of the relay receiver and the CSI at R.

The information retrieval signal with imperfect jamming cancellation is

Yr = \/ Paharra +/ Pehprrp

—F@\/ PJhJRIJ—I—’I’LR.

During the first phase, the signal received at F is

yg) = PA(/};AE +ep)ra+ v PB(}ZBE +eg)rp

+ PJ(/};JE +ep)ry+ng.
The SNR at F for xp sent to A in this phase is

SNRy,

Py|hps)?

- PA|EAE|2 + PJ@JE’Z + 02(Py + Pg + Pj) + 02

and the SNR at E for x4 sent to B is

SNRy,

PA|EAE|2

B PB’?LBEP—FPJ‘/BJEP—FO%(PA—FPB—FPJ)—FOQ
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(5.6)

(5.7)

(5.8)

(5.9)

The eavesdropper does not have knowledge of the jamming signal. Therefore, x; is

treated as additional noise that reduces the received SNR at FE.

During the second phase, the relay amplifies the received signal and forwards this
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to the users using the harvested energy. Thus, the relay transmits the signal

_ V1 ” (5.10)
V/Palharl? + Pslhgr|? + Pylhyg|? + o2

[ Pg
=4/ — 5.11
ER +0_2 YR, ( )

| P
where E——f? is the relay amplifier gain. The received signal at A in this phase
R o

18

TR

Ya = harTr +mna

_ \/PRPBhARhBRx N \/PRPA|hAR|2xA
VEr+o? " VEgto?

J/ (. J/

Vv Vv
information signal information signal

n q)\/PRPJhARhJRx VvV Prharnp . (5.12)
ER+0'2 ! \/ER—I—O'Q A ‘
noise

and the received signal at B is

yp = hprTr +np

_ \/PRPAhARhBRx n \/PRPB‘hBR‘Qx
\/E/‘R—FO'2 A \/ER+U2 b

J/

TV TV
information signal information signal

(I)\/PRPJhBRhJR vV PRhBRnR
Er + 02 VER+o )
noise

A and B cancel their own signals since self-interference cancellation can be assumed
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35, 36]. Let

Palhag|?

A= (5.14)
Pg|hpgp|?

p= 0 (5.15)
Pylhyr|?

vy = Pylharl” ;R| : (5.16)

g
E
7=7A+VB+7J=J—§ (5.17)

The SNR at A is then

20C7 V5| har|?

SNRy = —— , 5.18
A 2T (@ + 1) 57 4 1 19
where p =1 — p and the achievable rate at A is [43]
T
Ry = (1—p)§10g2 (1+SNRy). (5.19)
The SNR at B is
2p(yyalhBr|?
SNRy — pCYYalhsR| (5.20)

20C7|hpr|? (P2, + 1)+ p(7+ 1)’

and the achievable rate at B is

T
Rp = (1 - p)a log, (1 + SNRB) . (5.21)



The signal received at E during the second phase is

1(52) = hrpTr + ng,

_ \/PRPAhARhREx n \/PRPBhBRhRE$
Erto?z " VEptor U

J/ [\ J/

Y

TV TV
information signal  information signal

+(I)VPRPJhJRhREx n V Prhreng i
Erto? 7 \VEmto: 7
n(;irse

137

(5.22)

(5.23)

where hrp = ERE + eg. The SNR at F for xp sent to A during the second phase is

@ 20y hrEe|?

5 AT o A hrgl? B2y, + 1
pCYlhre*(ya + 9%y +1) ~
+02(ya 45+ P2y, + D]+ p(F + 1)

and the SNR at E for x4 sent to B during the second phase is

20T Al hpe|?
SNR%,)B B pCY vl hRE|

20C7 (| hrel? (v + D*yy + 1) N
+02(va+vp+ P+ D]+ p(7 +1)

The achievable rate at £ during both phases is

;

(1—p)ZL log, (1 + SNRY + SNR%.) , MRC at E

(1—p)Tlog, (1 + max(SNRg,)i, SNR%;)) , SCat E.

(5.24)

(5.25)

(5.26)
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5.3 Secrecy Capacity Analysis

The secrecy capacity in the presence of an eavesdropper is the difference between the

secrecy capacity of the link between the users and the secrecy capacity of the wiretap

link [43]. The total transmit power in this network is limited by the total power

constraint Pr where P4+ Pg+ P; < Pr. The goal is to determine the time switching

ratio and transmit power of A, B, and J to maximize the secrecy capacity at A and

B under this constraint. The secrecy capacity at A is Cs 4 = [Ra — RE, A]+ and at B

is Csp = [Rp — Rp.p]" [93], where [z]" = max (0,2). The secrecy capacity at user

i, 1 € {A, B}, is then

(

\

The secrecy capacity is

1 NR;
(1-p)Llog, +(§ ol @ | MRC at E
1+ SNRY + SNRY,
(5.27)
(1—p)Llog, Lt 512/1531 ONIE SC at E.
1 +max(SN Ry, SNRy;)
Cs =Csa+ Csp, (5.28)

= [Ra— Rga]" +[Rp— Res]". (5.29)
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and the corresponding optimization problem is formulated as

_ max Cys
P7P7PAuPB7PJ

Py+ Pg+ Py < Pr
p+p<1

p7ﬁ7PA7PBa-PJZO

5.3.1 MRC at the Eavesdropper

In this subsection, the secrecy capacity of the communication system is investigated
with imperfect channel estimation at the eavesdropper. The eavesdropper employs
MRC to combine the signals from the direct and relay links in both transmission
phases. The achievable rates at E for xp sent to A and x4 sent to B, Rg 4 and Rg g,
respectively, are defined in (5.26). Cg 4 is obtained by substituting SNR4, SN Rg’)A,
and SNR%?A given by (5.18), (5.8), and (5.24), respectively, in (5.27) with i = A.
Cs g is obtained by substituting SN Rp, SNRJ(EI’)B, and SNRE)B given by (5.20), (5.9),
and (5.25), respectively, in (5.27) with ¢ = B. From (5.29), there are four cases to

consider to maximize the secrecy capacity as given below.
Case I: Cg4 >0 and Csp >0

In this case, the secrecy capacity is

Cs =(Ra— Rga)+ (Rp— Rgp)

T wMRC’
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where (.)MEC denotes the first case with MRC at the eavesdropper

MRC __
Wiy =

(2pCYvB|harl® + 2pCF|harl” (@7 + 1) + p(7 + 1))

(Palhagl® + Pylhysl + 02 (Pa + Pg + Py) +0%)

(20GTl[hre(va + @2y + 1)+ (5.31)
o2(va+ 5+ Qv+ 1]+ p(F+ 1))

(2pCyalhsrl?) + (20T hpr|? (PP + 1) + p(7 + 1))

(Plhgpe|? + Pilhys|? + 02(Ps + Pg + Py) + 02)

2pCTlIhrel* (V8 + @2y + 1) + 02 (va + 5 + PPy + 1)]

+o(7+1))

(5.32)
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MRC __
Zr =

(20l harl? (®%7, +1) + p(7 + 1))

(2p¢H|hpr)? (9%7s + 1) + p(7 + 1))

[(Pslhps?) + (Palhap? + Pilhys|? + 0(Pa+ Pp + Pr) + 0%))
(20C7[|ERE|2(7A + %y + 1) + 02 (ya + vB + P*ys + 1)]
+p(7+1))+ (PA|/];AE|2 + PJ|/};JE|2 + UE(PA + Pg+ Py) + 02)
(20775 hrel?)]

[(Palhapl®) + (Polhpp? + Pilhssl + 0(Pa+ Pp + Py) + 0%))
(20Tl hrp* (75 + @2y +1) + 02(ya + 75 + Oy + 1)]

+ (7 +1)) + (Palhge|?* + Pilhssl* + 02(Pa + Pg + P;) + 0?)

(20¢TyalhrEl?)] (5.33)

Case II: Cs4 >0 and Cgp <0

In this case, C's g = 0 since the SNR at the eavesdropper is higher than that at B.

The secrecy capacity is then

T wMRC
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where (.)MEC denotes the second case with MRC at the eavesdropper

MRC __
Wiy =

((2p¢7yBlharl?) + (20¢T|harl? (9275 + 1) + p(7 + 1))
(Palhag|? + Pslhypl? + 02(Pa + P + Py) + o?)

(2pC7HERE‘2('YA + ®*v; + 1)+ 02(ya+v5 + Py + D]+ p(F + 1)) (5.35)
and

MRC __
fir =

(2p¢F|har)? (P*vs + 1) + p(7 + 1))
[((PB|EBE|2> + (PBl/};BEF + PJ|/};JE|2 + UE(PA + Pg+ Py) + 02))
(2pCTlIhrs*(va + D2y + 1) + 02(ya + 75 + Py + 1))

+ (7 + 1) + (Palhag|? + Pilhyg|? + 02(Pa+ Pg + Py) + o)

(20¢775lhre?)]. (5.36)

Case III: Cs4 <0 and Cgp >0

In this case, C's 4 = 0 since the SNR at the eavesdropper is higher than that at A.

The secrecy capacity is then

T MRC
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where (.)MEC denotes the third case with MRC at the eavesdropper

MRC __
Wiy =

((20¢valhBr]?) + (2pCT|hER]? (2*7s + 1) + (7 + 1))
(Pelhps|? + Pilhsg|? + 02(Pa + Pg + P;) + 0?)
2pCTlIhre* (V8 + @25 + 1) + 02 (va + 8 + PPy + 1)]

+p(7+1)) (5.38)

and

MRC __
rrr =

(2p¢y|hrl® (9*v5 +1) + p(7 + 1))

[((Palhagl?) + (Pslhpel? + Pilhypl? + 02(Pa + Ps + Py)
+0%))(20CTl Rl (v5 + D*ys + 1)
+ 02(ya + 7B + D2y + D] + 57 + 1)) (Pslhpe|?

+ PJ|}ZJE|2 +02(Py+ Pg+ Py) + 02)(20C77A|ﬁRE|2)]- (5.39)

Case IV: Cg4 <0 and Csp <0

In this case, the secrecy capacity is C's = 0 because the secrecy capacity of the wiretap

links is higher than the secrecy capacity at A and B.
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5.3.2 SC at the Eavesdropper

In this subsection, the secrecy capacity of the communication system is investigated
with imperfect channel estimation at the eavesdropper. The eavesdropper employs SC
so the link (direct or relay) with the maximum SNR is selected. Based on SN RS?A,
SNR%?A, SNRS)B, and SNRg?B given by (5.8), (5.24), (5.9), and (5.25), respectively,

the following four cases can be considered.

Case I: SNR\Y, > SNR?, and SNRY), > SNRZ,

In this case, the secrecy capacity is

Cs=Csa+Csp

T gy ((LESNRa ) T 1 SNRy
27 \1+5NvRY, ) 2 P14 5NRY, )

SC SC
WT A T W7 B

o8 | =& | + 5 logs | 57 |-
(zi%) 2 zf%

T
2
T wy®



where

wiG =

((20¢yyBlharl?) + 2pCT|harl? (P2 vy +1) + (7 + 1))
(Palhagl? + Pylhygl® + 02(Pa+ Pp + Py) + 0%),

wiG =

((20¢Yvalhprl?) + 2pCHhprl? (9%7, + 1) + p(7 + 1))
(PBmBE|2 + PJ|/};JE|2 + UE(PA + P+ Pj) + 02)»

74 =

(Palhsel) + (Palhasl’ + Pilhssl* + 02 (Pa + Py + Py) + o%)
(20¢7 | har|* (@775 + 1) + p(7 + 1)),

2% =

((Palhagl?) + (Polhppl® + Pilhys* + 02(Pa+ Pp + P;) + 0%))

(2p¢F bR (PP + 1) + p(7 + 1)),
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(5.41)

(5.42)

(5.43)

(5.44)
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(
sc,,.sC
Wr AWr B
SC 5C

CS,A 2 0 and C&B 2 0
21 A”I,B

sc

Wr A
ol

2T.A

CS,A >0 and C&B <0

Y _ (5.45)

sc
Wr B

SC
%1.B

C&A < 0 and 0,5'73 >0

0, CS,A < 0 and C&B < 0,

\

and (.)7¢ denotes the first case with SC at the eavesdropper.

Case II: SNRY), > SNRY, and SNRY); < SNRY,

In this case, the secrecy capacity is

Cs =Cs.4+Csp

T 14+ SNRy
1+ SNRYD,

T
2
T wff
:5 10g2 (_ZSC , (546)



where

sc _
Wrr A =

((20¢v8lhar)?) + 2pCT|harl® (2%vs + 1) + p(7 + 1)))

(Palhag|® + Pylhyel* + 02(Pa + Py + Py) + 02),

sc
Wrrp =

((20¢valhBR)?) + 2pCT|hER]? (2*7s + 1) + p(T + 1))

(2PC7[|ERE|2(VB + @y + 1) + 02 (ya + 8 + PPy + 1))
+p(7 + 1)),

lefA =

((Polhssl®) + (Palhasl + Pylhys|* + 02(Pa + Ps + Py)
+0°)(2pClharl* (2% + 1) + 5(7 + 1)),

Z}gl(,)B =

((2p¢7valhgel?) + 20CT [ hasl*(v8 + D2y + 1)
+oi(ya+ys + @+ D]+ 57 + 1))

(2p¢y|hpr|? (®%ys +1) +p(7 + 1)),

147

(5.47)

(5.48)

(5.49)

(5.50)
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\

and (.)7¢ denotes the second case with SC at the eavesdropper.

Case ITI: SNRY), < SNRY, and SNRY, > SNRY,

In this case, the secrecy capacity is

Cs =Cs.4+Csp

148

(5.51)

(5.52)
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where

sc  _
Wrrr A =

((20¢yyBlharl?) + 2pCT|harl? (PP vy +1) + (7 + 1))
(20C[[hre|?(va + 2y + 1) + 02(ya + 75 + D2y + 1)]

+p(7+1)), (5.53)

sc  _
WrrrB =

((20CyvalhBr)?) + 2pCT|hER]? (227 + 1) 4+ p(7 + 1))

(PB|/HBE|2+PJ|/]'\LJE|2+O'§(PA+PB+PJ)+U2>, (554)

sc _
RIITA =

(2p¢T78 hReP) + 2pCTlhae*(ya + §*ys + 1)
+02(va+ 75 + ¥y + D] + p(F + 1))
(2067 |harl? (P2 +1) + 57 + 1)), (5.55)

sc
RII1,B —

((Palhag[?) + (Pslhpel* + Pilhss|? + 02(Pa + Pg + P;) + 02))
(20¢7|hpr)? (D% + 1) + p(7 + 1)), (5.56)

(5.57)
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Wrrr, AWirr,B
sC

SO C’SAzoandCSBEO
Z Z I’ ’
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sc
Wrrr,A
5C

CS,A >0 and CS,B <0
RIIT,A

sc
Wrr _
RIIT

sc
Wir1,B
SC

057,4 < 0 and C&B >0
RII1,B

0, C&A < 0 and Cg}B < O,

\

and (.)75 denotes the third case with SC at the eavesdropper.

Case IV: SNRY, < SNRY), and SNRY), < SNRY,

In this case, the secrecy capacity is

Cs =Cs.4+Csp

T 14+ SNRy
1+ SNR?,
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(5.58)

(5.59)
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sc _
Wiy, A =

((20¢v8lhar)?) + 2pCT|harl® (%vs + 1) + p(7 + 1)))
(2pCAl[hrE* (Y4 + 8%y + 1) + 02(ya + v + By + 1)]

+ 57 +1)) (5.60)

sc _
Wry,p =

(2pCT1alhsrl?) + 20CTIhsR] (B3, + 1) + (7 + 1))
(20CT][hre*(v8 + @5 + 1) + 02(ya + 18 + By + 1)

+p(7¥ +1)), (5.61)

sc
RIV,A =

(2p¢TY8lhRER) + (20¢TIhRE (YA + B2y + 1)

+02(va+ 78+ @+ 1]+ (7 + 1))

(20¢T|harl® (9% + 1) + p(7 + 1)), (5.62)
g =
((2pGF7alhrEl?) + 2pCAllhrel* (75 + ®v, + 1)

+02(va+ s+ O+ D]+ 57 + 1))

(20¢T|hsrl? (P*75 +1) + p(7 + 1)), (5.63)

(5.64)
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\

Wiy, AWrv,B

SC sSC

SC _SC C&A >0 and CS,B >0
RIV,A®IV,B

SC

Wiy, A
50 C’SAZOand CS,B <0
RIV,A

w}ggB
S—d7 C’57A<0and C&B >0
?IV,B

O, C&A < 0 and CS,B < O,

and (.)7¢ denotes the fourth case with SC at the eavesdropper.

5.4 Optimization Problem Formulation
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(5.65)

The secrecy capacity optimization problem for MRC and SC at the eavesdropper is

minimize

subject to

z
p?ﬁrPAaPBrPJ w

Py+ P+ P; < Pr,
p+p<1,

p7ﬁ7PA7PB7PJZO

where w and z are defined below for each diversity scheme.

(5.66a)

(5.66b)
(5.66¢)

(5.66d)
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The standard form of a Geometric Programming (GP) problem is [40]

minimize  fo(x) (5.67a)
subject to  fi(z) <0, i=1,...,m, (5.67b)
gi(x)=1, i=1,....p (5.67¢)

where f;(x) is a posynomial function, g;(z) is a monomial function, and z is the
optimization variable. A monomial function ¢ of x is a real valued function of the
form g(z) = cx{*x5? ... 2% where ¢ > 0, a; € R, and n is the number of optimization
variables. A posynomial function is the sum of two or more monomials such that
flr) = 8 cpafas? .zt where ¢, > 0 and K is the number of monomial
functions.

The constraints in (5.66b) and (5.66¢) are posynomials. This problem can be
transformed into GP form then into a convex problem because the constraints and
the objective function are posynomials. However, the objective function is a ratio of
two posynomials, so it cannot be transformed into GP form. To solve this problem,
w(p, p, Pa, Pg, Py) is approximated as a monomial function using the single conden-
sation method (SCM) [41]. In SCM, the denominater of the ratio of posynomials
is approximated with a monomial function. The numerator (a posynomial) is not
approximated, hence the term single. In the optimization problem, w(x) = >, u;(x)
where x = [p, p, Pa, Pg, PJ]T, is the sum of ¢ monomials, so it is a posynomial by

definition. The monomial approximation of w(x) using SCM is

w(x) =[] (?) " (5.68)

%
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such that w(x) > w(x). For a given x, «; Vi are obtained in w(x) so that

: (5.69)

and w(x) is substituted for w(x) in (5.66a). The objective function after SCM ap-
proximation is a polynomial (posynomial). The accuracy of the approximation was
determined by calculating the difference between the value of w(x) and w(x) at the
solution point x. The maximum difference is 0.00232. GP is used to obtain a nonlin-
ear but convex optimization problem with convex objective and inequality constraint
functions and linear equality constraints. A logarithmic change of variables and a
logarithmic transformation of the objective function and constraints is used to ob-
tain a GP form. The resulting convex problem can be solved efficiently using CVX
[40]. As the optimal solution may be far from the initial guess xo used in the SCM
approximation, an iterative approach is used to solve this problem.

For MRC at the eavesdropper, the initial guess is used to calculate SN Rg)fl,
SNRY,, SNRY,, and SNRY), given by (5.8), (5.24), (5.9), and (5.25), respectively.
SNR%)A, SNR%?A, SNRS?B, and SNRSEQ,)B are then substituted in (5.27) along with
SNR, from (5.18) and SN Rp from (5.20) to calculate Cs 4 and Cg g, respectively.
Then Cg4 and Cgp are compared to determine which case in Subsection 5.3.1 to
employ, and x is used to obtain Cs 4 and Cg . Next, w%RC is approximated using
the SCM method and the resulting @%RC(X) is used in (5.66a) to solve the optimiza-
tion problem. If the current optimal solution, xj, 1, satisfies the initial assumption
Csa > 0 and Cgp > 0, then x444 is used to calculate W(xy4+1) and the optimiza-

tion problem is solved again. If x;4, violates Cs 4 > 0 and Cgp > 0, then proceed
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to the next case. The algorithm to obtain the optimal values [p*, p*, P34, P5, P}‘]T is
summarized in Algorithm 1.

For SC at the eavesdropper, the initial guess is used to calculate SN Rg’)A, SN ng} s
SNRS,)& and SNR(E%)B given by (5.8), (5.24), (5.9), and (5.25), respectively. The val-
ues of SN RS?A and SN ng)A are compared to determine which expression for Cg 4
to consider, and the values of SN Rg’)B and SN Rg’)B are compared to determine
which expression for Cg g to consider. These results determine which case in Sub-
section 5.3.2 to employ. X is then used to calculate values of Cg 4 and Cgp. Next,

sC

wey is approximated using the SCM method and the resulting w7{ (x) is used in

sc
() (
(5.66a) to solve the optimization problem. If the current optimal solution, x4 1, sat-
isfies the initial assumption Cg 4 > 0 and Cgp > 0, then x;4; is used to calculate
W(Xg+1) and the optimization problem is solved again. If x;,1 violates Cs 4 > 0 and

Cs,p > 0, then proceed to the next case. The algorithm to obtain the optimal values

[p*, p*, P4, Pg, Pj]T is summarized in Algorithm 2.

5.5 Results and Discussion

In this section, the secrecy capacity is evaluated for a two-way relay network with
a friendly jammer in the presence of an eavesdropper. Users A and B can only
communicate through R since there is no direct link between them. The simulation
parameters are as follows unless noted otherwise. The noise variance is 02 = 1073,
02 = 0.1, T = 1, the optimization tolerance is ¢ = 0.001, ® = 0, and the energy
conversion efficiency is ¢ = 0.5. The channel gains |hag|?, |hsr|?, |hse|?, and |hpr/|*

are exponential random variables with mean A = 1, |hpg|* and |hpg|? are exponential

random variables with mean Ag,., and |hg|? is an exponential random variable with
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Algorithm 4 Optimization of the Secrecy Capacity, C's, for MRC at the Eavesdrop-
per
Require: Channel coefficients, power constraint Pr, energy conversion efficiency (,
noise variance o2, tolerance €, estimation error variance af, k=1
1: while ‘CS,k — CS,k71| > e do
2:  Calculate the monomial approximation w for w using the single condensation
method at x = [pk, ﬁk; PA,k7 PB,k:7 PJJC]T
3: k=k+1
Solve  the optimization problem in (5.66) wusing w to find

>

[Pk+1, Pk+1 PA,kJrl; PB,k+1: PJ,k+1]
Using the solution in step 4, calculate Cg 4 and Cg p
if C&A Z 0 and CS,B Z 0 then
Go to step 1
else
Continue to the next case of Cg 4 and Cg p
10:  end if
11:  Solve the optimization problem in (5.30) to obtain [pk, px, Pak, Psis Prkl
12: end while
13: Assign [p*, 7%, Pi, Py, P3)" = [0k, Py Pags Py Pry) and Cs = Csy,

mean ——, Apwe € {1,2,3}. The node locations are normalized to the distance

AE
between A and B so that A and B are at (0, 0) and (1, 0), respectively. R is at the
midpoint, (0.5, 0), J is at (0.5, —0.5), Pr = 10 dB, and Py = 0.1P.

Fig. 5.3 presents the secrecy capacity versus the total transmit power, Pr, for
Apve = 1, 2, and 3 with SC and MRC at the eavesdropper. The secrecy capacity
increases in all cases as the total transmit power increases. The secrecy capacity of
SC outperforms MRC for all values of Ag,.. The reason is that SC selects only one
wiretap link which reduces the SNR at the eavesdropper. As a result, the secrecy
capacity of the network with SC at the eavesdropper is higher than that with MRC.
The effect of increasing Ag,e on the secrecy capacity of SC and MRC is negligible
except for MRC with Pr < 8 dB. The reason is that as Ag,. increases from 1 to 2 and

3, the corresponding channel links of the eavesdropper improve and so does the SNR

at the relay which reduces the secrecy capacity. However, once the total transmit
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Algorithm 5 Optimization of the Secrecy Capacity, Cg, for SC at the Eavesdropper
Require: Channel coefficients, power constraint Pr, energy conversion efficiency (,
noise variance o2, tolerance €, estimation error variance az, k=1
while |Cg) — Csy—1] > € do
2 Calculate SNRY,, SNRY,, SNRY),, and SNRY,
if SNRY), > SNRY, and SNRY); > SNRY); then

4: Calculate the monomial approximation w for w using the single condensation
method at x = [pk, ﬁk, PAJg, PB,k; PJ,]C]T
=k+1
6: Solve  the optimization problem in (5.66) wusing w to find

[Pk+15 Prt1s Pags1, P st Prgsi]
Using the solution in step 6, calculate Cs 4 and Cg p

8: if ngAannd CS,B > 0 then
Go to step 1
10: else
Continue to the next case of Cg 4 and Cg p
12: end if
else
14: Continue to the next case of SN Rg’)A =2 SN Rg?A and SN Rg}B = SN R%B
end if
16:  Solve the optimization problem in (5.30) to obtain [pk, pk, Pak, Pk, Pril
end while

18: Assign [p*, 5%, P4, P, Pj]" = [pks Pk, Pak, Pk, Pra]’ and Cs = Cs

power exceeds 8 dB, the effect of increasing Ag,. on the secrecy capacity is negligible.

Fig. 5.4 presents the secrecy capacity versus the time switching ratio, p, with
SC and MRC for ¢? = 0 and 0.1. This shows that SC outperforms MRC for the
given values of 02 and Ag,., and the secrecy capacity for imperfect CSI, o = 0.1, is
better than that for perfect CSI, 02 = 0, for all values of p. Considering the SNR
expressions of the eavesdropper links, the denominators of (5.8), (5.24), (5.9), and
(5.25) contain o2, so increasing this term reduces the SNR at E. These results also
show that the secrecy capacity increases as p increases until it reaches an optimal

value, and then the secrecy capacity decreases. As the time switching ratio increases,
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Figure 5.3: The secrecy capacity versus the total transmit power, Pr, with Ag,. =1
and 02 = 0.
the relay harvests more energy for signal forwarding in the second phase. However, a

larger p means the eavesdropper has more time to overhear the transmitted signals,

so there is a tradeoff.

5.5.1 Channel Estimation Error

Figs. 5.5 and 5.6 present the effect of the channel estimation error variance, o, on the

secrecy capacity. Fig. 5.5 shows the secrecy capacity for Ag,. = 1,2, and 3. A higher
value of 02 means that the eavesdropper is less able to estimate the wiretap links so the
secrecy capacity improves. The differences in secrecy capacity between SC and MRC
are 0.14, 0.023, and 0.014 bits/sec/channel use for Ag,. = 1,2, and 3, respectively,

at 02 = 0.1. Thus, increasing Ag,. decreases the gap between SC and MRC. This
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Figure 5.4: The secrecy capacity versus the time switching ratio, p, for different values
of Agye and o2 with P; = 0.1Pr and Pr = 10 dB.

is because a larger Ag,. improves the corresponding link of the eavesdropper but
degrades the other eavesdropper link. Fig. 5.6 shows the secrecy capacity versus the
channel estimation error variance for p = 0.8 and 0.2 with Ag,. = 1. At ¢ = 0.01,
SC outperforms MRC with a difference of 0.057 at p = 0.8 and 0.23 at p = 0.2.
Thus, decreasing p improves the performance of SC and MRC but does not have a
significant effect on the difference between them. As p increases, the relay harvests
more energy, so there is more higher transmit power at the relay. This improves the

received SNR at the users.
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Figure 5.5: The secrecy capacity versus the channel estimation error variance, o2

three values of Ag,. with p = 0.5, P; = 0.1Pr, and Pr = 10 dB.

, for

5.5.2 Jammer, Cancellation Factor, and Locations

The secrecy capacity versus the jamming signal cancellation factor, @, is given in Fig.
5.7 for 02 = 0 and 0.5. This shows that SC outperforms MRC for both values of
02. When ® = 0, the secrecy capacity is highest because the jamming signal at the
relay is completely cancelled. As ® increases, more jamming power is amplified and
forwarded to A and B. Thus, the noise at A and B increases which degrades their
SNRs and so decreases the secrecy capacity. The difference in secrecy capacity with
SC is 0.93 bits/sec/channel use at & = 0.1 and this decreases to 0.74 bits/sec/channel
use at & = 0.8.

In the following figures, the secrecy capacity is considered for different locations

of the eavesdropper and jammer. The channel links can be expressed as h;; = Z;,i
ij
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Figure 5.6: The secrecy capacity versus the channel estimation error variance, o7,

with P = 0.8 and 02, )\Eve = 1, PJ = 0-1PT> and PT =10 dB.

where f;; is an exponential random variable with mean = 1, m = 2.7 is the path
loss exponent, and d;; is the distance between 7 and j. Figs. 5.8 and 5.9 present the
secrecy capacity versus ® for SC and MRC at the eavesdropper, respectively. The
jammer is at (0.5, —0.5) and the location of the eavesdropper is (0.5, —1) and (0.2,
—0.2) with dag = 1.12 and 0.28, respectively. These results show that the secrecy
capacity increases as dap increases from 0.28 to 1.12 for both values of o?. The
reason is that as d4g increases, less power is required to be allocated to the jammer.
Hence, more power is allocated to A and B, and more energy is harvested at R. Fig.
5.8 shows that when o? = 0, the difference in SC secrecy capacity for dap = 1.12
and 0.28 is 0.53 bit/sec/channel use, and this increases to 0.57 bit/sec/channel use

for 02 = 0.1. Fig. 5.9 shows that when o2 = 0, the difference in MRC secrecy
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Figure 5.7: The secrecy capacity versus the jamming signal cancellation factor, P,
with Agy,e =1, 0 = 0.5, Pr =10 dB, and P; = 0.1Pr.

capacity for dap = 1.12 and 0.28 is 0.51 bit/sec/channel use, and this increases to
0.62 bit/sec/channel use for o2 = 0.1.

Fig. 5.10 presents the effect of ® on the secrecy capacity when the jammer is
close to the relay. In this case, F is at (0.2, —1) and J is at (0.5, —0.1), so significant
jamming power is received by the relay. These results show that a small increase in
® causes a significant drop in secrecy capacity for both SC and MRC. For example,
with SC and p = 0.5, the secrecy capacity for SC drops by 2.74 bit/sec/channel use
when & increases from 0 to 0.01 and by 3.17 bit/sec/channel use when @ increases
from 0.01 to 0.1. This is because the jamming signal at the relay is larger because
the jammer is closer to the relay.

Fig. 5.11 shows the secrecy capacity versus the z-axis location of the eavesdropper
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Figure 5.8: The secrecy capacity for SC at the eavesdropper with dsp = 0.28 and
112, )\Eve = 1, PT =10 dB, and PJ = OIPT

(employing MRC), when the jammer is located at (0.5, —0.5) and without a jammer.
Results are given for y-axis eavesdropper positions —0.2, —0.5, and —0.8 and MRC
at the eavesdropper. The solid lines are for the case with a jammer at (0.5, —0.5) and
the other lines correspond to no jammer. When the eavesdropper is at x = 0.5, i.e.
midway between A and B, the secrecy capacity is the highest. Further, the secrecy
capacity is better with a jammer since the jamming signal reduces the SNR at the
eavesdropper regardless of their y-axis position. The lowest secrecy capacity in both
cases (with and without a jammer), is when the eavesdropper is at z = 0 and z = 1
since the SNR at the eavesdropper from A and B, respectively, is highest.

Fig. 5.12 presents the secrecy capacity versus the x-axis position of the eavesdrop-

per (employing MRC), with the jammer located at (0.5, —0.5), (0.5,—1), (0.2, —0.5),
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Figure 5.9: The secrecy capacity for MRC at the eavesdropper with dsp = 0.28 and
112, )\Eve = 1, PT =10 dB, and PJ = OIPT

(0.2,-1), (0.7,—0.5), and (0.7, —1). The location of the eavesdropper changes from
(0,—0.7) to (1,—0.7). In all cases, the secrecy capacity is a minimum when the
eavesdropper is at x = 0 or x = 1 which is closest to A or B, respectively. As the
eavesdropper moves from z = 0 to 1, the jamming signal power at the eavesdropper
increases and the secrecy capacity increases. Then, the secrecy capacity decreases as
the eavesdropper moves farther from the jammer after the maximum secrecy capacity

has been reached.

5.5.3 Time Complexity

Matlab R2017a on a MacBook Pro laptop with an Intel Core i5 processor was used

to obtain the simulation results. An average time of 7.89 s was required to run Al-
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Figure 5.10: The secrecy capacity for different values of & with the jammer at
(0.5,—0.1), the eavesdropper at (0.2, —1), Agye = 1, Pr = 10 dB, and P; = 0.1Pr.

gorithm 1 (MRC) and 1.56 s to run Algorithm 2 (SC). SC selects the maximum of
SN Rg?i and SN Rg)z and MRC combines SN Rg?i and SN R(EQ?i to obtain the achiev-
able rate at the eavesdropper. The average number of iterations required to solve the
optimization problem for a given total transmit power was approximately 3 for SC
at the eavesdropper and 2 for MRC. However, Algorithm 2 was faster because the
number of monomial terms to be approximated with SC is 12 while with MRC it is

40.



166

10.2
10| -
":"‘7"'!{‘7‘;] VIS ;-;A_::"":VA‘_'Q
n """"""u"";"."-377'::;7"’ Vvv:':'::‘ﬁ- "’:-'“"“"”’nwn
9 8 —,cuvuw" 7,-,77 / v'v 2, A V‘-‘_‘_v VRRRX KRR
. %/ &
@) .,7777 val AL "‘-""‘.
- 777.,7 v va v‘-‘_‘_‘_
42‘ 7"777 ol AV, v‘-‘.‘_‘_
—_ _'777" \V/ \V/ "v‘-‘_‘_
% 9 . 6 ik B v %4
& 4 v'
\V4
© v
> 94r 4 Av 4
g 5 %
et v \v4
o V, \4
@ 9ol VV —— MRC, eavesdropper at (E, , -0.5), jammer at (0.5, -0.5) VV |
w . g v MRC, eavesdropper at (E,, -0.5), no jammer Vv
v = MRC, eavesdropper at (Ex, -0.8), jammer at (0.5, -0.5)
or \v4 MRC, eavesdropper at (Ex, -0.8), no jammer ]
= MRC, eavesdropper at (EX, -0.2), jammer at (0.5, -0.5)
N \v4 MRC, eavesdropper at (EX, -0.2), no jammer 7
8 8 L L L L
0 0.2 0.4 0.6 0.8 1

The x-axis position of the eavesdropper

Figure 5.11: The secrecy capacity versus the z-axis location of the eavesdropper
(employing MRC), with a jammer at a fixed location and without a jammer.

5.5.4 Comparison of PS and TS Two-Way Relaying Proto-

cols

In this subsection, the two proposed protocols are compared to understand the ad-
vantages and disadvantages of each protocol. Fig. 5.13 compares the optimal secrecy
capacity for PS and TS in each case of SC and MRC at the eavesdropper at Ag,. = 1
and using the same parameters stated at the beginning of Section 5.5. It shows that
PS two-way relaying protocol achieves a better secrecy capacity than TS two-way
relaying protocol. Since TS has a longer time for eavesdropping ( (HT’))T) than PS (%),

the eavesdropper can overhear the users for longer time.
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(employing MRC), for different jammer locations with 02 = 0, ® = 0, and Pr = 10
dB.

5.6 Conclusion

In this chapter, the secrecy capacity was investigated for a two-way energy-constrained
time-switching relay network in the presence of an eavesdropper. A friendly jammer
was used to reduce the ability of the eavesdropper to intercept the user signals. The
secrecy capacity was maximized by jointly optimizing the time switching ratio, p,
and the transmit power of the two users, A and B, and the jammer J. The single
condensation method (SCM) was employed to convert the objective function of the
corresponding optimization problem into a posynomial form suitable for geometric
programming (GP). Then, GP was used to transform the non-convex objective func-

tion to obtain a convex optimization problem. Two diversity combining techniques,
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Figure 5.13: The secrecy capacity versus the z-axis location of the eavesdropper
(employing MRC), with a jammer at a fixed location and without a jammer.

MRC and SC, were employed at the eavesdropper. Imperfect cancellation of the jam-
ming signal at the relay was also considered. Results were presented which show that
imperfect jamming signal cancellation at the relay degrades the secrecy capacity. In
addition, utilizing a jammer improves the secrecy capacity and increases the amount
of harvested energy at the relay. Further, the secrecy capacity is higher if the jammer
is located closer to the eavesdropper. Imperfect channel estimation at the eavesdrop-
per was also investigated. It was shown that as the estimation error increases, the
secrecy capacity improves. MRC has shown to provide a lower secrecy capacity than
SC. Thus, to achieve the SC secrecy capacity with MRC at the eavesdropper, a higher

SNR is required at A and B.
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Chapter 6

Conclusion and Future Work

6.1 Conclusions

In this work, the performance of simultaneous wireless information and power transfer
via energy harvesting in a cooperative network was investigated. The performance was
studied in terms of outage probability, secrecy capacity, and optimal power allocation.
An EH structure was proposed which provides a foundation for further research. The
results are summarized below and suggestions for future work are presented in Section
6.2.

In Chapter 2, a dual hop, half-duplex AF relay was considered to forward the
information signal from a source equipped with multiple transmit antennas to the
destination. The transmit antenna at the source was selected to maximize the end-
to-end SNR. The outage probability for a given transmission rate was derived as a
function of the power splitting factor at the relay. It was shown that the harvested
energy at the relay increased when the number of transmit antennas increased which

decreased the outage probability.
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In Chapter 3, two-way relaying was introduced to provide a higher spectral ef-
ficiency than the one-way relaying studied in Chapter 2. Two users employed a
two-way EH relay to exchange information in the presence of an eavesdropper and
a cooperative friendly jammer. The effect of the eavesdropper was mitigated using
the friendly jammer. Furthermore, the jamming signal was utilized by the relay for
energy harvesting. SCM was used to convert the objective function into GP form
to obtain a convex optimization problem. In this optimization problem, the power
splitting factor and transmit power at the two users A and B, and J were jointly
optimized to maximize the secrecy capacity. Using the jammer improved the secrecy
capacity compared to the case without a jammer. It was shown that the secrecy
capacity is degraded when the relay is not capable of cancelling the jamming signal
perfectly. The effect of the locations of the eavesdropper and jammer on the secrecy
capacity was also investigated. The best secrecy capacity was achieved when the relay
was equidistant between the two users.

In Chapter 4, the system model in Chapter 3 was modified to have imperfect
estimation of the channels connecting the eavesdropper to the other nodes in the
system. Further, SC and MRC were employed at the eavesdropper. SCM and GP
were employed to obtain a convex optimization problem and the power splitting factor
and transmit power at the two users A and B, and J were jointly optimized. It was
shown that an increase in channel estimation error improved the secrecy capacity as
the estimation error is considered as noise at the eavesdropper. It was observed that
MRC provided a lower secrecy capacity than SC. Further, the secrecy capacity was
lower if the jammer was located farther from the eavesdropper.

In Chapter 5, time switching was employed at the relay and the secrecy capacity
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was maximized by jointly optimizing the time switching ratio and transmit power
allocated to the users and jammer. It was shown that the PS two-way relaying
protocol achieves a better secrecy capacity than the TS two-way relaying protocol.
This is because with TS the eavesdropper can overhear the users for a longer time.
It was shown that imperfect channel estimation at the eavesdropper and imperfect
jamming signal cancellation at the relay resulted in a lower secrecy capacity. MRC
provided a lower secrecy capacity than SC. A higher SNR was required at A and B

to achieve the SC secrecy capacity with MRC at the eavesdropper.

6.2 Future Work

Three research directions for further work are described below.

6.2.1 Self-Interference Energy Recycling

Although secrecy is achievable in half-duplex transmission, full-duplex (FD) trans-
mission could be implemented to provide spectral efficiency where the relay receives
and transmits at the same time on the same channel. However, FD suffers from
self-interference between the transmit and receive antennas [53]. To take advantage
of this, self-interference recycling with full-duplexing was studied to extend battery
lifetime via energy harvesting [54]. In [55], an energy recycling FD relay was designed
to improve spectral efficiency and energy consumption. An FD AF multiple-antenna
relay system employing time switching energy harvesting can be considered. An en-
ergy constrained relay harvests energy and receives information in the first phase

and forwards the received signals while harvesting energy from the self-interference
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and transmitted signal in the second phase. The beamforming vector of the relay
antenna can be optimized to maximize the achievable secrecy rate at both users in
the presence of an eavesdropper. The greedy antenna switching algorithm in [56] can
be employed to maximize the transmit power of the source, spectral efficiency of the

system, and beamforming matrix at the relay.

6.2.2 Energy Cooperation

In previous models, relays harvest energy from the transmitted signals during com-
munications. When a user has an abundance of harvested energy in its batteries it
can transmit a portion of this energy to other users with energy harvesting capabili-
ties. This is called energy cooperation [57]. It can be used to manage the energy at
wireless nodes and prolong the network lifetime [58]. In [57], energy cooperation was
introduced to allow an EH source to share energy with an EH relay. In this model,
energy cooperation between multiple relays in a two-way communications network
was considered. The relay with the best channel is selected to amplify (or decode)
and forward the information signal. If the available transmit power is not sufficient
for reliable transmission, other relay(s) can transmit power to the intended relay. The

goal is to maximize the end-to-end SNR at both users through energy cooperation.

6.2.3 Multiple Relay Selection

In this dissertation, a single relay was employed to forward information signals. Mul-
tiple EH relays can be used to increase network lifetime, improving energy-efficiency;,
and decrease energy consumption and operational costs [126]. The best relay is se-

lected to forward the information signals in the presence of multiple eavesdroppers.
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This decision is based on variables such as the relay location and the current energy
available at the relay. The goal is to select the best relay to maximize the secrecy
capacity.

In [20], the performance of an EH system with best relay selection (BRS) was
investigated. It was shown that spectral efficiency degradation occurs with EH relay-
ing compared with conventional relaying. On the other hand, EH relaying has been
shown to provide increased network lifetime, improved energy-efficiency, and lower

energy consumption and operational costs.
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Chapter 7

Appendix: Derivation of A(c,z) and

B(c) in (2.24)

The end-to-end SNR at the destination of the proposed AF relay network in Chapter

218

YS,,RYR,D (7‘1)

Ve = Vs, t+ .
g 1+9s,,r +7r,D

The CDF of (7.1) is

VS, RYR,D
F.(c) =Pr + <c]. 7.2
(0= Pr (s -+ A <) 72)

Substituting vz p with = and taking the expected value of F,(c) over x results in

F.(c)=E, P _ SRt )L 73
(0= B {Pr (100 + T <o)} 7
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where F, is the expected value with respect to x. Now using the upper bound in

(2.14) to rewrite (7.3) gives

F'Yuppe'r (C) - Ex {Pr (P)/Sk:aD + mln(ﬁyskaR7 :U) < C)} (74)

= F, {Pl" (vs;,p + min(ys; g, ) < C)St} (7.5)

Define Y = ygg, W = vsp, and C = W + min(Y, z), so then

Fo(e) = Pr(W4min(Y,z) < c¢) (7.6)
= Pr(W < ¢—min(Y, z)) (7.7)
- L " Pr (W < ¢ —min(y, z)) efﬁdy. (7.8)

Asr Jo

There are two domains for min(y, ).
1. Gy € {min(y,x) > ¢}, then x > c and y > c.
2. Gy € {min(y,z) < ¢}, then z < cand y < c.

If 2 > ¢ then Gy = {y>c¢} and Gy = {y <c}, and if x < ¢ then G; = {¢} and

Go = {y > 0}. For the case z < ¢, F(c) can be rewritten as

1 oo 7cfmin(y,z) oy
Fe(e) = o l—e esp e °srdy (7.9)
1 ey _y 1 X e __y
= 1—— [ e °spe esrdy — — e @spe “srdy  (7.10)
asr Jo QSR Jy
~alphasp .
_ 1 agpe *Phesp QSR o asp e %Y (7‘11)
asp — QSR asp — QSR
= a+be™™ (7.12)

= Alc ), (7.13)
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where g = 982=95k_ For the case x > ¢, min(y,z) = y so Fg(c) can be rewritten as

QXSDASR

Fc(C)

1 ¢ _ -y __Y
— (1 —e “s;> ¢ sk dy (7.14)
asr Jo
1— G*aSCR ___ %sp (efagD — eia;R) (715)
&sp — QSR

Ble). (7.16)
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