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ABSTRACT

This dissertation presents an energy-efficient model for integrating Internet of
Things (IoT) devices with fog and cloud computing platforms, specifically designed
for telehealth applications. As the deployment of telehealth IoT devices continues
to grow, the demand for efficient, real-time data processing and energy conservation
becomes increasingly critical. This research addresses these challenges by proposing
a hybrid architecture that combines the low-latency benefits of fog computing with
the scalable resources of cloud computing. The model reduces energy consumption
by processing data locally through fog nodes, minimizing the need for constant com-
munication with cloud servers. This not only decreases latency but also optimizes
the use of computational resources, making the system more adaptable to the dy-
namic demands of telehealth services. The model is further enhanced by an adaptive
resource scaling algorithm, which dynamically adjusts processing capacity based on
workload, ensuring both efficiency and reliability in critical healthcare applications.
Simulations studies demonstrate the effectiveness of the model in reducing energy
consumption and improving system performance for real-time telehealth monitoring.
The results show significant improvements in data processing speed, energy efficiency,
and resource utilization compared to traditional cloud-only architectures. This work
contributes to the ongoing development of sustainable telehealth solutions by pro-
viding a robust framework for IoT-fog-cloud integration that meets the stringent

demands of modern healthcare systems.
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Chapter 1

Overview of IoT, Fog, and Cloud

Computing in Healthcare

1.1 Introduction

Internet-of-Things (IoT) is an emerging technology that produces an ocean of data
and applications. The Internet-of-Things (IoT) has become one of the most promising
and rapidly developing technologies in recent years. IoT is a network of connected
devices, machines, and sensors that are continuously communicating and exchang-
ing data. The primary goal of IoT is to optimize our lives and drive economic
advancement [I]. ToT has found its way into various fields, and healthcare is one
such field where it has made a significant impact. In hospitals and homes, patients
are increasingly interacting with various connected monitors, scanners, and sensors.
These devices collect and transmit medical and life-related data to relevant healthcare
providers and facilities, thereby helping to improve patient outcomes. The Internet-
of-Medical-Things (IoMT) is a term used to describe the connected infrastructure of
devices, software, hardware, and services that process and analyze health data for
decision-making by healthcare professionals in patients’ treatment. The rise of IoT
in healthcare has led to exponential growth in the generation of medical records.
Therefore, the need to improve the level of modern records management has become
more pressing. Information technology, with its potential to tackle healthcare’s three
major challenges—rising costs, inconsistent quality, and limited access—has emerged
as a promising solution. Cloud computing has become one of the most popular and

promising information technologies. Cloud computing provides a secure and scalable



platform for storing and processing medical data. This platform allows healthcare
professionals to access medical records from anywhere in the world, which can lead
to better diagnosis, treatment, and overall patient care. In conclusion, IoT and cloud
computing are revolutionizing the healthcare industry, and it is an exciting time to
be a part of this technological revolution. [2] 3].

With cloud computing emerging in recent years, more and more interest has been
sparked from a variety of institutions, organizations, and individual users, as they
intend to take advantage of web applications to share a huge amount of public and
private data and information in a more affordable way and using reliable I'T archi-
tecture. In the area of healthcare, medical and health information systems based
on cloud computing are desired, to realize the sharing of medical data and health
information, coordination of clinical service, along with effective and cost-contained
clinical information system infrastructure via the implementation of a distributed and
highly integrated platform. Cloud computing is one of the most prominent technolog-
ical trends as it offers a platform for health information technology services over the
Internet [4]. It is defined as an on-demand, self-service network architecture in which
users can access computing resources and share information anytime from anywhere
[5]. Cloud computing systems provide many benefits to facilitate medical information
resource sharing. Within cloud computing, users or organizations gain the right to
access medical records online, to engage their providers via digital channels, and to
share their records across their teams of providers [6, [7,[8]. In addition, cloud comput-
ing reduces barriers to regulatory approval and licensing. Therefore, cloud computing
accelerates the rapid sharing of clinical protocols, best practices and outcomes data
without location restriction as best practice, standardized care procedures that can be
supported. Cloud computing represents a “fourth space” beyond that healthcare has
traditionally delivered: hospitals, clinics, and homes [9, [I0]. Since health informatics
seek new ways of driving healthcare information sharing forward, for example, inter-
national health information research collaboration are growing in demands, and now
placed on computer networks to provide hardware and software resources and pave
a new avenue to share sensitive and private medical data from different geographic
locations. Cloud computing demonstrates tremendous opportunities for collabora-
tive healthcare information sharing [II]. Users or the organization do not need to
care about over-provisioning for a service whose popularity does not meet their pre-
dictions, thus wasting costly resources, or under-provisioning for one that becomes

widely popular, thus missing potential customers and revenue. Although cloud com-



puting has introduced a set of new and unfamiliar challenges [3] 0, 12], such as lack
of interoperability, standardization, privacy, network security and culture resistance,
it becomes a powerful tool to facilitate IoT devices and their data managements and
manipulation given its unique features.

However, the pressure on IoT-Cloud systems has increased as more healthcare ap-
plications rely on real-time data collection and analysis to maintain the effectiveness
and efficiency of IoT devices, such as heartbeat monitoring and life sensors. How-
ever, careful management of bandwidth is necessary to ensure that the IoT devices
function properly. While cloud computing offers on-demand services and scalability,
it may not be the most efficient way to process data for latency-sensitive IoT appli-
cations related to healthcare solutions with emergency response systems and content
delivery applications, such as online monitoring systems, because the time required
to transmit data to centralized servers and back can introduce delays that are unac-
ceptable for critical real-time decision-making. The 2019 pandemic has highlighted
the need for real-time public health monitoring data and timely big data analysis to
prevent the spread of COVID-19. In the future, we will likely see the virus flare up
at different times and in different places, requiring a rapid response to knock it back
down. To prevent such outbreaks, a new transparent global public health monitoring
system should be set up to probe disease outbreaks, empower healthcare systems and
governments, and even the World Health Organization, to deploy investigators at
short notice and reveal findings. This requires a robust and effective real-time mon-
itoring and surveillance system with big data analytic capabilities. Fog computing
offers advantages that meet the demands of healthcare applications requiring real-
time, high response time, and low latency architecture. This technology provides a
distributed computing infrastructure that enables data processing closer to IoT de-
vices, reducing the latency and bandwidth requirements of cloud computing. With
fog computing, data processing and analysis can be done in real-time, enabling quick
responses to emergency situations. While cloud computing provides scalability and
on-demand services, it may not be the most efficient way to process data for latency-
sensitive [oT applications related to healthcare solutions. A new transparent global
public health monitoring system is necessary to prevent future outbreaks, and fog
computing provides a viable solution to meet the demands of healthcare applications
requiring real-time, high response time, and low latency architecture.

The objective of this chapter is to present a comprehensive literature review on

the integration of IoT, cloud computing, and fog computing to enable energy-efficient



Telehealth [oT systems, while also outlining the direction for my research. This re-
view aims to identify the limitations of the current system and provide potential
fog computing infrastructure solutions to improve resource sharing, system scalabil-
ity, distributed processing, better security, fault tolerance, and privacy in healthcare
application systems. An energy-saving model will meet the strict application require-
ments of IoT /fog/cloud systems without losing accessibility and flexibility, particu-
larly in the healthcare area. To achieve these objectives, simulation studies will be
conducted to demonstrate the effectiveness of the fog computing infrastructure in
the healthcare application system. The case study will highlight how the integration
of IoT, cloud computing, and fog computing can be used to monitor health data
and facilitate real-time decision-making, improving the efficiency and effectiveness
of healthcare services. The integration of IoT, cloud computing, and fog comput-
ing offers a promising solution for improving resource sharing, system scalability,
distributed processing, better security, fault tolerance, and privacy of healthcare ap-
plication systems. The energy-saving model and case study will provide practical
examples of how this technology can be implemented to meet the strict application
requirements of healthcare systems without sacrificing accessibility and flexibility.
Chapter 1 is organized as follows: We firstly introduced cloud computing with
IoT, delineate its characteristic, service models, the combination of IoT with cloud
computing, as well as issues and problems of applying cloud computing into IoT. The
following section takes a close look at fog computing architecture, strength of fog
computing compared with cloud computing, and how fog computing integrates with
cloud computing and IoT. In the fourth section we examine analytics and big data in
the context of IoT /fog/cloud computing infrastructure interest. The recognition that
health care surveillance systems and applications demand real-time analytics as well
as long-term global data mining illustrates the interplay and complementary roles of

fog and cloud.



1.2 Overview of Cloud Computing and IoT Systems

for Healthcare

1.2.1 Definition of Cloud Computing

Cloud computing has become a practical computing model that offers flexible, cost-
efficient, and effective IT services to various types of users. The information tech-
nology realm requires constant and systematic innovation to provide high-quality
services, and cloud computing has emerged as a leading solution to address this need.
Cloud computing provides a platform for delivering I'T services over the internet, en-
abling users to access computing resources and share information anytime and from
anywhere. It offers a scalable and reliable infrastructure that can support the needs of
businesses of all sizes, from small startups to large enterprises. With cloud computing,
users can access a wide range of services, including storage, networking, computing,
and security, without having to invest in expensive hardware and software. Cloud
computing has become an essential tool for businesses looking to improve their effi-
ciency and reduce costs. It offers a flexible and agile infrastructure that can adapt to
the changing needs of businesses, allowing them to scale up or down as required. Ad-
ditionally, cloud computing provides enhanced security, reliability, and data backup
capabilities, ensuring that critical data is always accessible and protected.

Mell and Grance [5] give a definition of cloud computing that is a model for
enabling convenient, on-demand network access to a shared pool of configurable com-
puting resources that can be rapidly provisioned and released with minimal manage-
ment effort or service-provider interaction. We have already seen similar more limited
applications for years, such as Google Docs or Gmail. Nevertheless, cloud computing
is different from traditional systems. Figure shows the infrastructure of the NIST

concept of cloud computing.
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Figure 1.1: Cloud Computing Definition [12]

Armbrust et al. [I2] state that cloud computing offers a wide range of comput-
ing sources on demand anywhere and anytime; eliminates an up-front commitment by
cloud users; allows users to pay for use of computing resources on a short-term basis as
needed and has higher utilization by multiplexing of workloads from various organiza-
tions. Cloud computing includes three models: (1) Software-as-a-Service (SaaS): the
applications (e.g. EHRs) are hosted by a cloud service provider and made available to
customers over a network, typically the Internet. (2) Platform-as-a-Service (PaaS):
the development tools (such as OS system) are hosted in the cloud and accessed
through a browser (e.g. Microsoft Azure). (3) Infrastructure-as-a-Service (IaaS): the
cloud user outsources the equipment used to support operations, including storage,
hardware, servers, and networking components. The cloud service provider owns the
equipment and is responsible for housing, running, and maintaining it. In the clinical
environment, healthcare providers can remotely access the corporate Intranet via a

local Internet service provider, since they can link with Cloud Computing system, as

figure [1.2] shown [13].
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Figure 1.2: The Cloud Computing Platform [13]

A Cloud Computing service stack model is introduced by Guo et al [I3]. The
bottom two layers is a virtualization of resources in the form of storage and computing
which is the foundation of cloud services. Virtual resource layer accesses lie on top of
a cloud layer. It is an external application programming interface which provides the

internal mechanism. Cloud service is not a separate service, but rather a collection
of services. The model is shown in the figure [13].
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Figure 1.3: The Cloud Computing Service Stack Model [13]

1.2.2 Cloud Computing as Applied in Healthcare

Different types of organizations can benefit from cloud computing such as govern-
ment agencies, financial enterprises, online entertainment companies, and healthcare
providers. Cloud computing has been widely applied into the healthcare I'T support
areas. Currently, enhancing healthcare service quality and reducing the operational
budget are the most important topics in the utilization of updated IT technologies in
the healthcare area [14, [15, [16]. To achieve this goal, healthcare IT is highly intended
to move departmental solutions to encompass larger strategy at the enterprise level,
and from standalone systems that offer limited and localized solutions to more inte-
grated and interconnected ones that bring up comprehensive and effective solutions
[17]. Cloud computing has been deemed as an integrated solution that shifts the bur-
den of managing and maintaining complex healthcare in-house high-cost hardware,

software, and network infrastructure to the cloud, even the cloud service providers



[10, 1T]. More specifically, healthcare information systems confront the high cost of
implementing and maintaining I'T, fragmentations of I'T and insufficient exchange of
patient data, lack of legal regulation mandating the use and protection of electronic
health care data capture and communications, as well as lack of healthcare IT design

and development standards [18] [19].

1.2.3 Definition of Internet-of-Things (IoT)

The Internet-of-Things is one of the modern paradigms of Information and Commu-
nication Technologies (ICT), which can bring advanced services for improving the
quality of life of citizens and making better use of resources. IoT is commonly de-
fined as the network of physical objects that are embedded with sensors, software and
other technologies with other devices and systems over the internet. Namely, [oT is
a robust network of things that is uniquely identifiable, where each of these objects
connects to a datacenter that efficiently provides suitable services [20]. IoT enables us
to communicate with each other and with the physical world by transferring pertinent
data from the physical and virtual world. These things can give response to events
around the world. All these processes can trigger activities and make events hap-
pen by human intervention or by machine-to-machine communication. Two driving
factors to IoT are rapid increase of mobile devices and wide availability of wireless
connectivity [21].

IoT has been widely used in ambient assisted living [22], smart cities [23] or smart
logistics [24]. IoT is a rapidly growing trend in many areas, such as automotive,
avionics, automation, energy, and health. The new sensing applications need en-
hanced computing capabilities to handle the requirement of complex and huge data
processing which IoT could address by processing and communicating features to de-
vices. [oT allows people and things to be connected anytime, anywhere with anything
and anyone, ideally using any path/network and any service [25]. Although the cur-
rent network infrastructure has provided capabilities and architecture for performing
the computations and outsourcing the work from IoT devices, there is still much work
to be done to properly accelerate our current IoT system to integrate with our com-
puting resources. In short, the IoT integrates the interconnectedness of our society

and culture with interconnectedness of our digital information internet system.
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Initially, IoT was the most interesting to business and manufacturing, but as
time progresses, more and more home and office applications are applied with smart
devices, such that [oT is currently linked to with almost everyone. Recent applications
have been developed with sensing and processing functions, and those devices usually
have systems and mobile features such as smart phones, wearables, laptops, tablets,
and so on. More recently, artificial intelligence served as a new technical advance
starts to combine with IoT. This evolution enhances the digital transformation of
society by offering people and experts with advanced applications for sensing and
analyzing data on the ground [26]. As a result, [oT is expanding rapidly, as there are

already more connected things than people in the world.

1.2.4 IoT Technologies

IoT technologies cover many unprecedented features, such as low price, small size
and reducing energy consumption, and so on. Some technologies are briefly discussed
below. Firstly, perception and identification of technology are the basis to support

the long-term growth of [oT. Many [oT related technologies are listed as follows:
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IoT related Technologies

Description

Radio-Frequency Identifica-
tion (RFID)

Address short-range communication, which con-
sists of a tag and a reader to communicate with
each other for receiving and transmitting the sig-

nals.

Wireless Personal Area Net-
work (WPAN)

One of the main parts in short-range IoT appli-
cations, which provides low-cost communication
networks, consumes minimal power, and enables

a reliable data transfer protocol [27].

Bluetooth

Another component of IoT technologies, and a
type of wireless communication network developed
for short distances. It can bring two or more de-
vices and implement protection methods with en-

cryption and authentication in a network.

ZigBee

A wireless technology to provide a foundation for
IoT by enabling objects to work together, which
includes end-nodes, routers, and a coordinator and
processing center (data aggregation and data anal-
ysis) [28].

Wireless fidelity (Wi-Fi)

The principal component of IoT, and used in var-
ious fields, for instance, home automation, wear-
able sensor devices, mobile devices and smart grids
[29].

Worldwide
ity for Microwave Access

(WiMAX)

interoperabil-

It is executed in licensed and unlicensed frequency
bands with transmit and receive antennas of the
source and destination devices without a direct line

of sight in between.

Mobile communication

based on 2G, 3G and 4G

Widely used in our daily life, which is currently the
predominant online communication network tech-
nologies, and it has been created as a global infras-

tructure to support different services effectively.

Continued on the next page...
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IoT related Technologies Description

Comprised of heterogeneous sensors to detect and
surveillance the living situations by applying three

) parts: nodes, routers, and a gateway to collect
Wireless Sensor Networks

information from surroundings. WSN has many
(WSN)

advantages to be used in IOT applications, for ex-

ample, broad coverage, low installation cost and

real-time data gathering [30].

Table 1.1: Descriptions of IoT related Technologies

1.2.5 10T Architecture

The architecture of IoT has five layers, including business layer, application layer,
middleware layer, network layer and perception layer, as shown in Figure [31]. The
business layer deals with the service and model work. It provides communication with
clients for them to enhance their business service quality. Information is processed
from the bottom layers and transferred back to it, thus earning better service quality
from service providers. The application layer undergoes the final presentation of data
which comes from the middle layer and offers global management of the application
presenting that information. Given the requirements of users, the application layer
can present the data in the form of smart city, smart home, smart hospital, vehicle
tracking, smart farming, and many other kinds of applications. The middle layer
receives data from the network layer. It enables service management and storage data.
In addition, it can perform information processing and takes decisions automatically
given the result and then give the outcome to the previous layer—application layer.
Below the middle layer, it is a network layer, which is used to collect data from the
bottom layer, like the network and transport layer of OSI model. After it collects data,
the data can be sent to the internet. Sometimes, it also includes network management
and information processing centers. The bottom layer is perception layer in the IoT
architecture. As the name suggests, it is used to perceive the data from the upper
layers and environment. All the data collected from the data sensing part is done on
this layer, such as, sensors, bar code labels, RFID tags, GPS and camera. The main

function of this layer is to identify objects and gather data.
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Business Layer

--------------------------------

Middleware Layer

Network Layer

Perception Layer

Figure 1.5: IoT architecture [31]

1.2.6 IoT Communication Models

The main objective of IoT is to connect different objects to the internet in different
ways in which those objects can communicate with each other. Four types of commu-

nication modes are deployed according to the Internet Architecture Board (IAB) [31]:

A. Device-to-Device communication model: The communication model is based on

IP networks to connect parties.

B. Device-to-Cloud communication model: IoT applications and devices are con-
nected by the shortest route to the cloud service providers with TCP/IP net-

work.

C. Device-to Gateway communication model: a communication software works as
intermediary between IoT objects and the cloud. Most likely, smart devices,
such as smartphone apps, perform the function of the gateway to exchange
data between IoT devices and cloud servers. This model is fit for resolving

interoperability issues with legacy systems.

D. Back-end Data-Sharing communication model: according to the security and
confidential requirements, the sensitive data can be accessed by authorized
users. The users are enabled to encrypt, aggregate, and export data from het-

erogeneous circumstances before sending the data to another user [31].
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Figure 1.6: IoT communication models (a: Device-to-Device communication model,
b: Device-to-Cloud communication model; c: Device-to-Gateway Model; d: Back-
End Data-Sharing Model [31].

1.2.7 10T Combined with Cloud

In the past few years, IoT devices have been integrated with cloud computing to
increase the storage and data processing, as cloud service could provide a certain
degree of scalability and interoperability, thereby making IoT devices more powerful
and convenient to the end users at a low cost. For general use, the performance
is improved because the communication between [oT sensors and data processing
is faster. In addition, storage capacities, processing capabilities and cost can be

significantly enhanced to some degree [32].
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1.2.8 1IoT as Applied in Healthcare

With gradual special needs for aging population, shortage of healthcare human re-
sources, and soaring healthcare expenditure, IoT-based technologies are playing a
critical role in serving to address these challenges in healthcare. Recently, it has been
seen that IoT devices and technologies are adopted in healthcare settings to a larger
extent, due to faster service delivery, mitigating the increasing costs and improving
service quality. As we know, IoT devices will empower patients to follow self-care
principles, thus leading to cost-effectiveness of healthcare services, increased patient
satisfaction and better self-management. More importantly, IoT technologies will
enable the remote monitoring of physiological status in patients that used to con-
sume huge amounts of healthcare providers’ continuous attention [33] 34, [35]. Smart
healthcare systems based on [oT devices and architecture have been developed. IoT
has made revolutionary changes to the healthcare system, as it will offer more oppor-
tunities for patients to run tele-monitoring in hospitals and more importantly at home

[36,137]. Nowadays, patients are required to stay in the hospital for the whole duration
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of the treatment process, so the cost of our healthcare system is too high to endure.
[oT devices offer the capability to remotely monitor patients given our current mobile
network, thereby overcoming the challenge. IoT enables us to collect patients’ real
time health data and transfer them to healthcare providers, which not only saves the
healthcare expenditure, but also provides the treatment before they become critical
[38]. An IoT approach has been proposed to provide better health monitoring and
control of weak health parameters, for instance, blood pressure, hemoglobin, blood
sugar, etc., in which node location data and source transmit power for data are not
mandatory. The results demonstrated that there was a substantial enhancement of
the entire system with better energy consumption, latency, and throughput [39].

In general, [oT in the healthcare system can be categorized into three parts: home-
care, mobile health, and hospital management. With respect to homecare, research
indicates that most healthcare services will be transformed from hospital to homecare
services by 2030 [40]. More healthcare functions will shift from hospital to home, such
as vital signs monitoring, emergency management, telemedicine, and rehabilitation
strategies in a stroke. Home healthcare based on IoT is a critical technology to tackle
the healthcare dilemma associated with population aging. Home monitoring is among
the outstanding applications of Wireless Sensor Networks (WSN), and we can use it
to identify patients’ activities [41]. In addition, sleep patterns can be detected and
analyzed through IoT and is used for assessment of sleep quality in different ages and
the evaluation of the medications effect for patients [42]. Secondly, mobile health with
support of IoT technologies is ubiquitous recently, as the development of communica-
tion devices such as smartphones and their integration with different kinds of sensors.
[oT promises to define both new approaches for patient and physician communica-
tions and better tailored therapeutic strategies to the patients. Moreover, immediate
access to health data provides more chances to enhance the quality of clinical deci-
sions and improve the patient’s satisfaction and timely intervention. The maturity of
IoT supported mobile health is linked to the internet to perform various telehealth
services, for instance, tele-monitoring, supervision of seniors, tele-consultations and
robotically assisted surgery [43], [44]. Finally, in hospital management, prevention of
onsite infections, determination of patient education plan, management of emergency
situations and logistics systems relate to IoT-based technologies, for example, sen-
sors, RFID, NFC, etc. These technologies can overcome barriers in hospital logistic
management and improve supply chain management by intelligently linking people,

processes, and data to each other. Most recently, it has been recognized that vac-
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cine supply needs to be enhanced by IoT innovation. Also, discharge care planning
associated with IoT technologies is coming up gradually [45].

In summary, [oT applications have tremendous benefits:

e JoT-based healthcare technologies can be used for real-time monitoring from

anywhere around the world to detect risky behavioral anomalies in patients.

e Locating and monitoring patients is enabled by IoT-based smart hospital man-
agement, so the hospital workflow and overall performance of patient care can

be significantly improved.

e [oT can improve communication between different sections in hospital, thus
leading to exchanging information and smart identification, tracking informa-
tion more efficiently, finally it will be able to reduce healthcare costs and de-

crease hospital waiting and staying time of patients [46].

There is no doubt that low-cost healthcare services and their support, efficient
surveillance of the centralized management system, as well as effective public health
monitoring, can be attained with the fast development of IT-based technologies such
as [oT and cloud computing. Nevertheless, due to its distributed, complex, and
dynamic nature, IoT environment generates an ocean of data every moment from
sensors, messaging system, mobile devices and social media, which are difficult to
process in the cloud quickly. In addition, while healthcare always holds huge amounts
of personal and patient information, we need to improve our understanding of the
issues and opportunities of the IoT-based health care system. As we know, the design
of IoT-based application and system is not straightforward as we thought, since we
need to tackle simultaneous data interchange, data manipulation, processing complex
mathematical function execution, which could overflow the computing capabilities of
the embedded systems and mobile devices [47]. In addition, although IoT devices with
wearable sensors provide attractive choices for enabling observation and recording, we
still need to address many challenges in sensing, analyzing, and visualizing to fully

integrating [oT into clinical practice.
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1.3 Overview of Fog Computing Integration with IoT
and Cloud Computing

As previously mentioned, revolutionary technologies such as IoT and cloud computing
have been applied to the healthcare industry, creating unprecedented digital health-
care products, technologies, services, and opportunities. However, the integration
of these technologies requires a combination of applications to meet the dynamic de-
mands of the healthcare industry. These demands include cost-effective solutions that
provide real-time support to patients, enabling early prediction and prevention of dis-
eases and proactive treatment. Furthermore, public health systems require accurate
and robust surveillance solutions to detect potential disease infection outbreaks, in-
cluding new pandemics. However, the current IoT-cloud architecture is limited in its
ability to meet these requirements due to significant delays in communicating data
from IoT sensors to the cloud server. Moreover, cloud storage costs can be pro-
hibitive, especially for large amounts of data. Therefore, fog computing has emerged
as a potential solution to solve these issues in the healthcare system. Fog computing
offers a distributed computing infrastructure that enables data processing closer to
[oT devices, reducing the latency and bandwidth requirements of cloud computing.
With fog computing, data processing and analysis can be done in real-time, enabling
quick responses to emergency situations. This makes fog computing a promising tech-
nology for meeting the strict application requirements of healthcare systems, without

sacrificing accessibility and flexibility.

1.3.1 Definition of Fog Computing

Fog computing, a term coined by Cisco, is an alternative to cloud computing that
attempts to resolve two problems: the proliferation of computing devices and the
opportunity presented by the data produced by these devices. By tackling certain
resources and transactions at the edge of a network, fog computing provides a big
advantage to users by avoiding bandwidth bottlenecks at access points and locating
them closer to devices instead of establishing in-cloud channels for utilization and
storage. This technology extends the traditional cloud computing to the edge of
the network, bringing networking resources closer to the networks and serving as
the middle part between IoT and cloud. Highly virtualized, fog computing provides

computation, storage, and network services between [oT nodes and clouds, and targets
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services and applications with widely distributed deployments to improve the quality

of service and better application.

Figure 1.8: Fog Computing

Fog computing enables us to bring computing to the network’s edge by moving
storage and computing system as near as possible to the applications, components,
and devices that need them. Also, processing latency is removed or greatly reduced.
These characteristics are needed for IoT connected devices, which could generate huge
amounts of data and require rapid processing [4§].

The differences between cloud and fog computing are addressed in the table below

[48]:

Feature Cloud Computing Fog Computing
Architecture Centralized Distributed
Communication with de- | From a distance Directly from the edge
vices
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Feature

Cloud Computing

Fog Computing

Data processing

Far from the source of in-

Close to the source of in-

formation formation
Computing Capabilities | Higher Lower
Number of nodes Few Very large
Analysis Long-time Short time
Latency High Low
Connectivity Internet Various protocols and
standards
Security Lower Higher

Big data storage

Short duration and tar-

geted to specific area

Lifetime duration as it

manages big data

Working environment Streets, roadside, home, | Indoors with massive
and malls components at cloud
service  provider-owned
place
Number of users facili- | Locally related fields General internet-

tated

connected users

Location identification

Yes

No

Mobility features

Provided and fully sup-
ported

Limited

Major service providers

Google, Amazon, IBM

Cisco 10x, Intel

Table 1.2: Cloud and fog computing comparison [48]

1.3.2 Fog Computing Architecture

According to Figure [49], the architecture of fog computing consists of three layers:
the Cloud Layer, the Fog Layer, and the IoT Device Layer. The Cloud Layer serves
as a data center capable of storing vast amounts of data with minimal response
time. The Fog Layer, situated in the middle, contains numerous fog nodes used
for big data analysis and aggregation. The bottom layer, the IoT Device Layer, is
responsible for generating data through sensing and processing. A variety of devices
are connected at the network’s terminal to enable adaptable communication, storage

services, collaborative computing, and variable functionalities.
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Figure 1.9: Architecture of Fog Computing [49]

Compared to the traditional cloud/IoT framework, fog computing architecture
offers several advantages, such as real-time processing, low latency, and high respon-
siveness. Positioned between the cloud and IoT devices, fog computing ensures ge-
ographically distributed nodes that provide enhanced computational power, greater
storage capacity, and improved network connectivity.

In the healthcare sector, fog computing architecture addresses critical health IT
challenges. For instance, when patients consult healthcare providers through IoT
devices, rapid data analysis and diagnosis are essential for timely and effective treat-
ment. Fog computing can mitigate healthcare challenges caused by time constraints
or insufficient resources, enabling faster response times and more efficient resource

utilization.
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1.3.3 Pros and Cons of Fog Computing

The benefits of fog computing are obvious compared with cloud computing and cur-

rent other technologies. The following are the main advantages of fog computing:

e Low latency: it is geographically closer to users so it can provide instant re-

sponses.

e Avoiding bandwidth bottleneck: collecting information and data happens at
many edge points instead of sending them together to one data center via the

internet.
e High availability: it has multiple interconnected channels.

e High security: data in fog computing is processed in different nodes in a complex

distributed system.
e Better user experience: it satisfies the need for rapid response and no downtimes.
e Power efficiency: edge nodes run power-efficient protocols.

e High usability: it is possible for a fog system to be installed on low specification

devices like switches and IP cameras.

e High flexibility: fog computing has relatively small computing resources (mem-
ory, processing, and storage) compared with cloud computing, but the resources

can be enhanced if needed.

Technically, the cons of fog computing are not significant compared with our

existing technologies, but a few shortcomings could be listed as follows:

e More complicated system: increasing one more layer in the system can increase

the complexity for system maintenance and upgrade.

e Additional expense: a new layer is added which costs more for extra devices,

such as routers, hubs, and gateways.

e Limited scalability: fog has limited scalability in comparison to cloud.
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1.3.4 Fog Computing as Applied in the Healthcare

With more and more IoT devices involved in the healthcare area (skin sensors, heart
rate sensor, wearable sensor, chemical sensor, glucose sensor, etc), the characteristic

of the system is being changed as follows [50, [51]:

e Mobilized data.

e Geographically distributed and decentralized.

e Heterogeneous

e Security and privacy are concerned with severe disease.

e Real-time, rapid, accurate analysis and safe clinical decision

e Continuous and timely observations for critical patients

e Minimize repetition of investigative testing, imaging, and past records.
e Efficient and effective medication

e Increased fast implementation of testing and examining requirements and pro-

tective health procedures.

Because of network bandwidth restrictions, cloud computing alone cannot provide
small enough latency time for processing the data and transfer them back to the
healthcare providers, thus decreasing the use of health data and operation efficiently.
Given these new features, healthcare I'T became a uniquely challenged area that fog

computing architecture could address with its remarkable advantages [52]:

e Low latency time

Real time rapid interaction

Process the data in a fast time manner such that data is available to all stake-
holders.

Interoperability and scalability

Location awareness for the decentralized and distributed data

Seamless security and privacy constrain mechanism
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1.4 Requirements of Integrating IoT /Fog/Cloud Com-
puting System

As we know, IoT requires a substantial amount of computer and storage resources,
especially when it is applied to the healthcare industry. The design and requirements
of IoT applications with cloud and fog computing need to create a general and mul-
tipurpose platform that can serve a wide variety of IoT applications. This platform
allows IoT to offload some computation tasks onto other areas quickly and with min-
imum energy consumption. As a result, an adaptable and scalable IoT /fog/cloud
platform is necessary to meet the demands of IoT applications in various industries,

including healthcare.

e The system for IoT/Fog/cloud must support rapid mobility patterns, even re-

quiring in some cases high throughput on demand for short time periods.

e The system must support an integrated system requiring reliable sensing, analy-
sis, control and actuation, in scenarios subject to poor or unreliable connectivity

to the cloud and or requiring very low latency.

e The platform for IoT /fog/cloud is required to able to manage a large amount
of geographically distributed “things”, either physically or virtually, which may
produce data that require different levels of real-time analytics and data aggre-

gation.

e The platform must have add-in security measures and adopt a security-centric
to protect the distributing system, thereby determining the possible security
gaps, analyzing existing security solutions and then putting forwards a list of
comprehensive security solutions that can eliminate many potential securities

of flaws.

1.5 Summary

The integration of IoT, fog, and cloud computing architectures holds immense poten-
tial to enhance the quality of healthcare services by improving scalability and mobility
while significantly reducing energy consumption across the three layers during data

processing and transmission. To realize these objectives, this research demonstrates
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a hybrid model that serves as an advanced resource management framework, offering
numerous benefits in terms of efficiency and effectiveness.

The model and algorithms will be thoroughly evaluated through comprehensive
research, contributing valuable insights to the existing body of knowledge on IoT,
fog, and cloud computing integration, particularly in the context of telehealth. This
research aims to advance resource management practices and promote more energy-
efficient healthcare solutions.

Finally, we expect this work to meet institutional expectations and make meaning-
ful contributions to the research community. The rest of the dissertation is organized
as follows: Chapter 2: Energy-Efficient Telehealth IoT Systems: Integrating Fog
and Cloud Computing for Sustainable Data Processing. Chapter 3: Enhancing En-
ergy Efficiency in Telehealth IoT through Multi-Objective Optimization on a Hybrid
Fog/Cloud Computing Platform. Chapter 4: Conclusion and Future Directions These
chapters detail the research results and innovations that address critical challenges
in telehealth systems and pave the way for sustainable, energy-efficient healthcare IT

infrastructures.
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Chapter 2

Energy-Efficient Telehealth IoT
Systems: Integrating Fog and Cloud
Computing for Sustainable Data

Processing

2.1 Introduction

Healthcare is a critical global industry, and the advent of the Internet-of-Things
(IoT) and cloud computing has significantly transformed healthcare system manage-
ment. The ever-increasing data volume generated by these systems demands effi-
cient, energy-saving computing platforms. In response, we present a ground-breaking
energy-efficient model that seamlessly integrates telehealth IoT devices with fog and
cloud computing-based platforms, offering a unique solution to address energy effi-
ciency and data processing challenges.

The rapid proliferation of IoT devices in healthcare has transformed approaches to
patient care, diagnostics, and treatment. Telehealth, a key IoT healthcare application,
has proven its potential to enhance care quality, reduce costs, and boost patient
satisfaction. Despite these benefits, issues such as scalability, latency, and resource
management persist, along with the significant challenge of energy consumption in
smart devices within fog environments [53]. As a result, energy efficiency must be
prioritized in the development of fog computing solutions, given its substantial impact

on reducing carbon footprints and mitigating climate change effects. The large-scale
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deployment of telehealth IoT devices also raises concerns about energy consumption
and data processing efficiency in delivering quality healthcare services. Intelligent
choices for telehealth 10T devices should consider factors such as device movement
or relevant environmental conditions to optimize energy consumption and manage
associated equipment new parameters. Typically, cloud-based analytical assessments
are conducted for these devices [54]. To tackle these challenges, we propose an energy-
saving model that integrates telehealth IoT devices with a fog and public/private
cloud computing-based platform to optimize data processing without compromising
real-time healthcare services. By incorporating fog computing as an intermediary
layer between IoT devices and public or private cloud servers, the model enables
localized data processing, effectively reducing latency and data transfer overhead.
Simultaneously, public and private cloud computing provides a robust infrastructure
for handling large data volumes and performing resource-intensive computations.
The primary goal of this model is to minimize energy consumption through in-
telligent task allocation between fog nodes and cloud servers, by considering their
computational capacity and proximity to IoT devices. This task allocation process
also considers various sensitivity and priority levels within the healthcare context,
ensuring prompt responses to critical and high-sensitivity requests. Our model syn-
ergistically combines the strengths of fog and cloud computing, creating an energy-
efficient telehealth 10T system that effectively manages data processing and delivers
real-time healthcare services in accordance with various levels of sensitivity and pri-
orities. Moreover, a simulation method is employed to evaluate the effectiveness
and efficiency of the system, as examining complex IoT-Fog-Cloud systems within a
simulation environment is a prevalent approach among researchers. This is because
exploring diverse large-scale network topologies, involving thousands of IoT devices,
is rarely feasible in the real world. Although the requirements for such a simula-
tor are straightforward—providing a detailed, accurate, and granular model of all

components—implementing corresponding simulators demands considerable effort.

2.2 Overview of Telehealth IoT Devices

2.2.1 Definition of IoT Devices

Telehealth ToT devices refer to a wide range of interconnected medical devices and

sensors that facilitate remote healthcare services. These devices enable the continuous
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monitoring of patients’ vital signs, timely diagnostics, and personalized treatment
plans, thereby improving the overall quality of healthcare. Some common examples
of telehealth IoT devices include wearable health monitors, smart glucose meters,

remote patient monitoring systems, and telemedicine platforms.

2.2.2 Challenges of Large-Scale Deployment

The large-scale deployment of telehealth IoT devices presents several challenges, in-
cluding [55]:

1. Energy Consumption: Telehealth IoT devices require a continuous power supply
to operate and communicate with other devices and servers. As the number of
devices increases, so does the overall energy consumption. This poses a challenge
in terms of energy efficiency, especially for battery-powered devices, and raises

concerns about the environmental impact of such deployments.

2. Data Management: The vast amount of data generated by telehealth IoT de-
vices demands efficient data management solutions. Storing, processing, and
analyzing this data in real-time can be resource-intensive, putting a strain on

both network and computing infrastructures.

3. Latency: Real-time healthcare services require low-latency communication be-
tween IoT devices and servers. However, as the number of devices increases,
network congestion and longer transmission distances can result in higher la-

tency, affecting the quality of healthcare services.

4. Security and Privacy: Protecting sensitive patient data and ensuring the privacy
of healthcare information are critical concerns in telehealth IoT deployments.
The large-scale implementation of such devices exposes them to potential cyber-
attacks and data breaches, requiring robust security measures and encryption

techniques.

5. Scalability: The rapid growth of telehealth IoT devices necessitates scalable
solutions that can accommodate an increasing number of devices without com-

promising performance, reliability, or efficiency.

6. Interoperability: Telehealth [oT devices often need to communicate with a vari-

ety of other devices and platforms. Ensuring seamless interoperability between
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different devices and systems is a challenge that must be addressed to provide

effective and integrated healthcare services.

In the following section, we will review the fundamentals of fog and cloud comput-
ing and explore how they can be leveraged to address these challenges in large-scale

telehealth IoT deployments.

2.3 Fundamentals of Fog and Cloud Computing for
Large-Scale Telehealth Deployment

2.3.1 Fog Computing

Fog computing, also known as edge computing, is a distributed computing paradigm
that brings computation, storage, and networking resources closer to the data sources,
typically IoT devices. By performing data processing and analytics at the edge of
the network, fog computing can effectively address the challenges of latency, network
congestion, and energy consumption.

Key advantages of fog computing in telehealth IoT deployments include:

1. Reduced Latency: By processing data locally, fog computing can significantly
reduce the time taken for data to travel between IoT devices and cloud servers,

ensuring low-latency communication and real-time healthcare services.

2. Energy Efficiency: Local data processing reduces the amount of data transmit-
ted over the network, resulting in lower energy consumption for data transmis-
sion and device operation, because local data processing can reduce the amount
of data transmitted over the network, minimize network congestion, decrease
latency, lessen the reliance on centralized infrastructure, shorten transmission
distances, and enabling adaptive data processing, all of which contribute to

lower energy consumption for data transmission and device operation.

3. Enhanced Privacy and Security: Fog computing enables data processing at the
edge, which minimizes the need to transmit sensitive patient data over the

network, reducing exposure to potential security risks and data breaches.
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2.3.2 Cloud Computing

Cloud computing is a computing paradigm that offers on-demand access to a shared
pool of computing resources, such as servers, storage, and applications, over the
internet. Cloud computing provides the infrastructure required for large-scale data
storage, processing, and analytics, making it an ideal solution for managing the vast
amounts of data generated by telehealth IoT devices.

Key advantages of cloud computing in telehealth IoT deployments include:

1. Scalability: Cloud computing offers virtually unlimited resources, making it
easy to scale up or down as the number of telehealth IoT devices and data

volume increase.

2. Cost-Effectiveness: Cloud computing allows healthcare providers to access pow-
erful computing resources without the need for large upfront investments in
hardware and infrastructure, enabling a pay-as-you-go model that can be more

cost-effective.

3. Advanced Data Analytics: Cloud platforms often provide advanced data ana-
lytics tools and machine learning capabilities that can be leveraged to derive
valuable insights from the collected healthcare data, improving diagnostics and

treatment plans.

2.3.3 Leveraging Fog and Cloud Computing to Address Tele-
health IoT Challenges

Integrating fog and cloud computing in telehealth IoT deployments can harness the
benefits of both paradigms, creating a synergistic solution that addresses the chal-

lenges:

1. Energy Efficiency: By intelligently allocating tasks between fog nodes and cloud
servers based on proximity and computational capacity, energy consumption can

be optimized.

2. Latency Reduction: Fog computing ensures low-latency communication for real-
time healthcare services, while cloud computing provides the resources for large-

scale data processing and analytics.
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3. Enhanced Security and Privacy: Fog computing enables local data processing,
reducing the need to transmit sensitive data, while cloud platforms provide

robust security measures to protect stored data.

4. Scalability and Interoperability: The combination of fog and cloud computing
offers a scalable solution that can accommodate a growing number of telehealth
[oT devices, while ensuring seamless communication between various devices

and platforms.

In the next section, we will introduce the energy-saving model that integrates

telehealth IoT devices with a fog and cloud computing-based platform.

2.4 Related Work

In this section, we will review the existing literature on telehealth IoT devices, fog
computing, cloud computing, and energy-saving models, providing the background

and motivation for the development of the energy-saving model.

2.4.1 Telehealth IoT Devices

Telehealth has emerged as a promising solution to address various challenges in health-
care, such as accessibility, cost, and quality of care [56]. IoT devices play a signif-
icant role in telehealth applications, enabling remote monitoring, diagnostics, and
treatment [54]. Several studies have investigated the implementation and efficacy of
telehealth IoT devices in various healthcare scenarios, highlighting their potential to

improve patient outcomes and satisfaction |57, 58].

2.4.2 Fog Computing in Healthcare

Fog computing has been identified as a promising approach to address the challenges
associated with large-scale IoT deployments in healthcare, such as latency, energy
consumption, and data management |59, [60]. Researchers have proposed several fog
computing-based architectures and frameworks for healthcare applications, demon-
strating the potential of fog computing to enhance the performance and efficiency of
telehealth IoT devices |61, 62 [63].
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2.4.3 Cloud Computing in Healthcare

Cloud computing has gained significant attention in healthcare due to its scalability,
cost-effectiveness, and advanced data analytics capabilities [64, [65]. Several studies
have explored the integration of cloud computing with telehealth IoT devices, showing
its potential to address the challenges related to data storage, processing, and security
[66, 67, [51].

2.4.4 Energy-saving Models for IoT Devices

Energy efficiency is critical in large-scale IoT deployments, especially in healthcare
applications where longevity and reliability are essential [68]. Researchers have pro-
posed various energy-saving models and strategies for IoT devices, including adaptive
power management [69], energy-efficient routing protocols [70], and data compres-
sion techniques [71]. However, few studies have specifically focused on energy-saving
models that integrate telehealth IoT devices with fog and cloud computing-based

platforms.

2.4.5 Fog and Cloud Computing Integration

The integration of fog and cloud computing has emerged as a promising approach
to harness the benefits of both paradigms and address the challenges of large-scale
[oT deployments |72, [73]. Several studies have proposed models and frameworks that
combine fog and cloud computing for various IoT applications [74] [75] [76], but few

have specifically targeted energy-saving in telehealth IoT deployments.

2.4.6 Simulation Methods in the Context of Fog Computing,
IoT Devices, and Cloud Computing

In recent years, several simulation methods have been developed to study the integra-
tion of fog nodes in IoT devices and cloud computing. Gupta [77] introduced iFogSim,
a toolkit for modeling and simulating resource management techniques in [oT, edge,
and fog computing environments. Oueis [78] presented a simulation study on load
distribution in small cell cloud computing using fog computing and proposed a fog
balancing technique to optimize resource allocation and reduce latency. Barcelo [79]

explored IoT-cloud service optimization through simulation in smart environments,
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presenting a novel optimization framework that utilizes fog nodes to reduce latency
and energy consumption. Zeng [80] conducted a comparative study of IoT cloud and
fog computing simulations using iFogSim and Cooja, discussing the advantages and
limitations of both simulators and providing insights into selecting an appropriate
tool for specific scenarios. Lastly, Byers and Wetterwald [81] discussed the concept
of fog computing and its importance in distributing data and intelligence for IoT re-
siliency and scalability, presenting various simulation models and techniques used to
evaluate the performance of fog computing in IoT environments. Several studies have
focused on the YAFS (Yet Another Fog Simulator) framework, a simulator designed
for modeling and simulating fog computing environments in IoT scenarios. Bermejo
[82] introduced YAFS, presenting the architecture, components, and use cases of the
simulator, demonstrating its effectiveness in modeling and simulating fog computing
deployments. Garcia [83] showcased YAFS’s ability to model and simulate fog com-
puting scenarios and analyze the performance of different scheduling algorithms. In a
comparative study, Guo et al. [84] analyzed the features, capabilities, and limitations
of YAFS, iFogSim, and EdgeCloudSim simulators, providing insights into selecting

the most suitable tool for specific fog computing scenarios.

2.4.7 Simulation Methods to Study IoT Device Energy Saving
Model in the Fog and Cloud Nodes in Healthcare

Several studies have explored different aspects of telehealth simulations, fog nodes,
[oT devices, and cloud computing for energy-saving purposes. Aazam and Huh [85]
discussed a smart gateway-based communication approach using fog computing for
energy-saving in the Cloud of Things, which can be applied to various IoT applica-
tions, including telehealth. Verma and Sood [86] presented a fog-assisted IoT frame-
work for patient health monitoring in smart homes, focusing on energy efficiency and
reduced latency through a decentralized fog computing architecture. Koubaa [87]
proposed a fog-based emergency and healthcare system for smart cities, leveraging
fog nodes and IoT devices to optimize energy consumption and provide real-time
healthcare services, addressing energy-saving concerns in telehealth scenarios. Sareen
[88] introduced an energy-efficient context-aware framework for managing application
execution in cloud-fog environments, which can potentially improve energy efficiency
in various IoT applications, including telehealth scenarios.

This literature review highlights the potential of fog and cloud computing in ad-
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dressing the challenges of large-scale telehealth IoT deployments, as well as the need
for energy-saving models that integrate both paradigms. In response to this gap in
the literature, the dissertation utilizes an energy-saving model that combines fog and
cloud computing to optimize energy consumption in telehealth IoT devices according
to different levels of sensitivities and priorities while ensuring efficient data processing

and high-quality healthcare services.

2.5 Energy-Saving Model for Telehealth IoT Devices
with Fog and Cloud Computing-Based Platform

2.5.1 Model Overview

The energy-saving model is designed to integrate telehealth IoT devices with a fog
and cloud computing-based platform, leveraging the advantages of both paradigms
to optimize energy consumption and ensure efficient data processing. The model
comprises three main components: IoT devices, fog nodes, and public/private cloud

servers, interconnected through a communication network.

2.5.2 Model Architecture

1. IoT Devices: Telehealth IoT devices, such as wearables, sensors, and remote
monitoring systems, collect and transmit patient data in real-time. These de-
vices can dynamically adjust their power states (e.g., active, idle, sleep) based
on their tasks, reducing energy consumption without compromising the quality

of healthcare services.

2. Fog Nodes: Fog nodes, located near IoT devices, serve as intermediate pro-
cessing units. They perform localized data processing, analytics, and storage,
reducing the amount of data transmitted to the cloud servers. Fog nodes can

also dynamically adjust their power states to optimize energy consumption.

3. Cloud Servers: Cloud servers provide a robust infrastructure for large-scale data
storage, processing, and advanced analytics. They manage resource-intensive
tasks and coordinate with fog nodes to balance the workload, ensuring efficient

data processing and energy usage.
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4. Communication Network: A communication network connects IoT devices, fog
nodes, and cloud servers, enabling seamless data transmission and task alloca-
tion. The network must be designed to minimize latency and energy consump-

tion while maintaining secure and reliable communication.

The model architecture is shown in Figure 2.1] [89] below:
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Figure 2.1: Telehealth IoT devices integrated with Fog nodes and private/public cloud
architecture model

The telehealth IoT network depicted in the diagram is designed to ensure efficient
and secure data transmission between the different network components. To ensure
network security, firewalls are placed between [oT devices and fog nodes. This ensures
that unauthorized access to the network is prevented, and sensitive healthcare data
is kept confidential.

To process the data requests, the fog nodes are equipped with data analytics
functions that enable them to intelligently assign different types of requests to either
fog nodes, private cloud, or public cloud. This intelligent decision-making process is
more effective and efficient than the traditional "first-come, first-served" approach.

The gateway and router are integral components in the network that enable seam-
less data transmission between fog nodes and cloud instances. The gateway acts as
the entry point for the network and connects the IoT devices to the local fog nodes.
It is responsible for handling the data transmission and conversion between different

protocols used by IoT devices and fog nodes.
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The router, on the other hand, is responsible for directing the data traffic between
the fog nodes and cloud instances based on various factors, such as the sensitivity,
priority, and latency requirements of the data. It determines which data should
be sent to the cloud and which data should be processed by fog nodes, ensuring
efficient use of network resources. The router also handles communication between
different fog nodes and cloud instances, enabling seamless data transmission across

the network.
The network topology is shown below (Figure

rrrrrrrrrrrrr

Private Cloud Public Cloud

Figure 2.2: Network Topology for the IoT devices integrated with Fog nodes and
Cloud.

Here is a brief overview of the components in the network topology:

e 10T devices (blue circles) represent individual IoT devices in the network, each

associated with a specific fog node.

e Gateways (orange hexagons) are used to connect the IoT devices to the fog

nodes.

e Fog nodes (green triangles) are intermediate computing resources that process

and store data from IoT devices.
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e A router (red square) connects the fog nodes to the private cloud and public

cloud.

e Private Cloud (purple square) and Public Cloud (yellow square) are the two

cloud resources in the network.

The telehealth IoT system intelligently manages data transmission based on the
sensitivity and priority of the data. For high-sensitivity data, the system ensures
privacy and security by sending it directly to the private cloud, which then transfers
the data to authorized health facilities as needed. On the other hand, low-sensitivity
but high-priority requests are routed to fog nodes as they have the capability to
process urgent requests in a timely manner, such as in life-threatening emergency
situations. These requests are then transmitted to ambulance systems for immediate
treatment. Lastly, data with low sensitivity and low priority are sent to the public
cloud as it has more space and scalability to store and process such data. The public
cloud can also serve as a repository for future research or clinical purposes.

By allocating data transmission to the appropriate destination, the system ensures
efficient and effective data processing, while maintaining privacy and security for
sensitive healthcare data. This approach also optimizes energy consumption and
reduces latency, ensuring a seamless experience for healthcare providers and patients.

The categorization of high and low sensitivity and high and low priority data sent
from telehealth IoT monitor devices can depend on various factors, including the
specific use case, regulatory requirements, and patient needs. One possible approach
could be to use threshold values based on vital signs such as pulse and heartbeat to
categorize the data.

For example, data related to vital signs that fall within normal ranges may be
classified as low sensitivity and low priority, as they do not require immediate atten-
tion. Data related to vital signs that are outside the normal range but do not pose an
immediate threat to the patient’s health may be classified as low sensitivity but high
priority. Data related to vital signs that indicate a life-threatening condition, such
as cardiac arrest, may be classified as high sensitivity and high priority, requiring
immediate attention from healthcare providers.

The exact vital sign thresholds for patient emergencies can vary depending on a
range of factors, including the age and health condition of the patient, the specific
symptoms, and another medical history [90]. In general, some common vital sign

thresholds used to classify emergencies include:
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e Heart rate: A heart rate above 100 beats per minute (BPM) or below 60 BPM

may be indicative of an emergency. [91]

e Blood pressure: A systolic blood pressure (the top number) above 180 mm Hg
or below 90 mm Hg, or a diastolic blood pressure (the bottom number) above

110 mm Hg or below 60 mm Hg may indicate an emergency. [92]

e Respiratory rate: A respiratory rate above 30 breaths per minute or below 10

breaths per minute may be indicative of an emergency. [93]

e Oxygen saturation: An oxygen saturation level below 90% may be indicative of

an emergency. [94]

However, it is important to note that this is just one possible approach, and the
categorization of data should be customized based on the specific needs of the patient
and healthcare provider. It is also important to comply with relevant regulations and

ensure patient privacy and security while handling sensitive healthcare data.

2.5.3 Key Components and Energy-Saving Strategies

The energy-saving model incorporates several strategies to minimize energy consump-

tion:

1. Task Allocation: The model intelligently allocates tasks between fog nodes and
cloud servers based on factors such as computational capacity, proximity to
[oT devices, and current workload. This ensures efficient data processing and

reduces energy consumption for data transmission.

2. Adaptive Power Management: IoT devices and fog nodes can dynamically ad-
just their power states (e.g., active, idle, sleep) based on their tasks and work-
load, ensuring optimal energy consumption without compromising the quality

of healthcare services.

3. Data Compression and Aggregation: Data generated by IoT devices can be com-
pressed and aggregated at the fog nodes before transmission to cloud servers,
reducing the volume of data transmitted and, consequently, energy consump-

tion.
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4. Network Optimization: The communication network can be optimized to min-
imize energy consumption by employing energy-efficient routing protocols and

minimizing transmission distances.

In the next section, we will present a simulation study to evaluate the effectiveness

of the energy-saving model in real-world telehealth scenarios.

2.6 Simulation Study: Evaluating the Effectiveness
of the Energy-Efficient Model

2.6.1 Simulation Analysis

To assess the effectiveness of the energy-efficient model, we developed a simulation
model that emulates a real-world telehealth scenario focused on remote patient mon-
itoring. Within this simulated scenario, numerous patients with chronic conditions
are equipped with wearable IoT devices that continuously track vital signs such as
heart rate, blood pressure, blood glucose levels, etc. The gathered data is processed
and analyzed by the integrated fog and cloud computing-based platform, facilitating
timely diagnostics and personalized treatment plans.

Here is the pseudo-code of the model:
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Algorithm 1 IoT Device, Fog Node, and Public Cloud Simulation

1: Define IoTDevice class
Initialize with attributes: id, distance, priority, sensitivity, fog node, pri-
vate_ cloud, public_ cloud, energy, transmit_power, idle_ power, transmit_time
Define send data method:
If device has energy left:
If sensitivity is high:
Send high-sensitivity data to private cloud
Else if priority is high and fog node exists:
Send low-sensitivity high-priority data to fog node
Else:
Send low-sensitivity low-priority data to public cloud
Define idle method to reduce energy based on idle power and time
2: Define FogNode class
Initialize with attributes: id, public_cloud, energy, latency, devices,
fog_energy cost, cloud_energy cost, chance, process_power, idle_power, pro-
cess_time
Define connect device method to connect a device to the fog node
Define store data method to store data from a device with given sensitivity
and priority
Define idle method to reduce energy based on idle power and time
Define send data method to send data from connected devices based on their
sensitivity and priority
3: Define PublicCloud class
Initialize with attributes: id, energy, latency, cloud_energy cost
Define store data method to store data from a device
4: Define the simulate function
Create IoT devices with random priority and sensitivity
Create fog nodes connected to a public cloud
Connect IoT devices to fog nodes
Connect IoT devices to private and public clouds
Initialize lists to store energy usage results
Simulate data transmission with fog nodes, store energy usage results
Store energy usage with fog nodes
Reset device energy
Disconnect devices from fog nodes
Simulate data transmission without fog nodes, store energy usage results
Store energy usage without fog nodes
Create energy usage bar plot and save as an image
Save energy usage results to Excel files (with and without fog nodes)
5: Call simulate function with the desired number of devices and simulation runs.
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In short, this code is devised to emulate an Internet-of-Things (IoT) network, scru-
tinizing the influence of fog nodes on energy consumption while providing a graphical
representation of the network architecture to elucidate the connections among IoT de-
vices, fog nodes, and cloud services. [oT devices transmit data to their corresponding
destinations, such as fog nodes, private clouds, or public clouds, contingent upon their
sensitivity and priority attributes. The energy expenditure for data transmission to
these target locations differs, hence the code performs a simulation to determine the
residual energy for each device under two distinct scenarios, i.e., with and without fog
nodes. Subsequently, the code generates a bar chart to depict the energy consumption
patterns of IoT devices in both cases, and it stores the energy usage outcomes in two

separate Excel files, enabling in-depth examination and assessment of the results.

Algorithm:

1. Initialization: Create IoT devices, fog nodes, and cloud instances with their

respective properties.

2. Connection: Connect IoT devices to fog nodes and then fog nodes determine
which data is transferred to cloud instances (private and public). Each device

is connected to a corresponding fog node.

3. Data transmission simulation: Simulate data transmission from IoT devices to
their respective fog nodes, and then fog nodes assign the requests to private

cloud or public cloud based on their priority and sensitivity.

(a) If the sensitivity of the device is ’high’, data is sent to the private cloud.

(b) If the sensitivity is 'low’ and the priority is "high’, there is a chance (de-
fined by self.fog node[chance’]) that data is sent to the fog node. If this

condition is not met, the device does not send data.

(c) If the sensitivity is low’ and the priority is "low’, data is sent to the public

cloud.

4. Energy consumption calculation: Calculate the energy consumed by each IoT
device during data transmission considering the parameter of latency. Differ-
ent energy costs are associated with sending data to different destinations (fog

nodes, private cloud, or public cloud).
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5. Comparison: Compare the energy consumption of IoT devices when using fog

nodes and when not using fog nodes.

(a) Run the simulation with fog nodes connected, store the remaining energy

for each device.

(b) Reset the energy of the devices, disconnect them from fog nodes, and run
the simulation without fog nodes, storing the remaining energy for each

device again.

6. Export the energy usage results to Excel files for both cases (with and without

fog nodes).

7. Visualize the network topology with devices, fog nodes, and clouds using the

show_topology function.

In this enhanced task allocation algorithm, we incorporated additional factors such
as device distance, data sensitivity, request priority, energy consumption, and latency
to provide a more sophisticated and adaptable solution for large-scale telehealth IoT
deployments. The algorithm starts by defining parameters like latency, distance,
energy consumption, and sensitivity thresholds. The task queues for each fog node
and cloud server are initialized. For each task type, average processing times, energy
consumption, sensitivity, and priority are calculated for each fog node and cloud server
according to some random data sent from each IoT device. The algorithm then
assesses the latency, priority, sensitivity, and energy consumption for transmitting
data from each device to each fog node and then to the private and public cloud
server. Based on these factors, the algorithm selects the optimal fog node and cloud
server for each device, ensuring that the chosen nodes meet the specified thresholds
for latency, sensitivity, and energy consumption. Tasks are allocated to fog nodes and
cloud servers based on data sensitivity, priority, and energy consumption, ensuring
that the selected nodes do not exceed the energy consumption threshold. If no suitable
nodes are found, alternative energy-saving strategies may be considered, or the energy
consumption threshold may be adjusted. Finally, the tasks are processed in fog nodes
and cloud servers based on their queues.

By considering these additional factors, the enhanced algorithm can provide bet-
ter energy-saving performance and adaptability to various telehealth scenarios, en-
suring that the large-scale deployment of telehealth IoT devices on a fog and cloud

computing-based platform remains efficient and effective.
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Task allocation algorithm for telehealth IoT devices integrated with a fog and

cloud computing-based platform:

1. Define parameters:

e 10T devices: D = {dy,ds,...,d,}
e Fog nodes: F'={f1, fo,---, fm}
e Cloud servers: C' = {c;, ¢}
o Task types: T = {t1,t,...,1,}
e Data sensitivity threshold: S;
e Data priority threshold: P,
e Latency threshold: L,
e Energy consumption threshold: Ej
2. Initialize task queues for each IoT device, fog node, and cloud server:
e Qpli]={} foralliin D
e Qpljl={}forall jin F
e Qcll] =4} forall L in C
3. For each task type ¢t in 7"
e Calculate the average processing time P, and energy consumption E; for
each IoT device ¢ in D and fog node 7 in F.
e Calculate the average energy consumption Fj, sensitivity S;, and priority
P,, for each 10T device ¢ in D and fog node j in F.
4. For each device d in D and task type t in T"
(a) Calculate the latency Ly, for transmitting data from device d to each fog

node j in F' and cloud server j in C.

(b) Calculate the priority P,

s Sensitivity Sy, energy consumption Eg; for

device d and each fog node j in F' and cloud server j in C.

(c) Find the fog node j* and cloud server [* with the minimum latency for

device ¢*, considering P,,, S;, and E;:
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e j* = argmin;(Lg,) for j € F, such that Ly; < L;, P, < P, and
Sar < S;.

e [* = argminy(Lg,) for | € C, such that Ly < Ly, P,,, < P,,, and
Sar < S

5. Allocate tasks from devices to fog nodes and cloud servers:

(a) For each device d in D and task type ¢ in T

o If S;:[5*] < Si, then allocate task to cloud server I* and add it to the

queue:
Qc[l*].append((d,t))
o If P.,,[j*] < P, then allocate task ¢ to fog node j* and add it to the

queue:
Qrlj*].append((d,t))

e Else if P, ,[I*] < P,,, then allocate task t to cloud server [* and add it

to the queue:
Qc[l*].append((d, t))

e Else, consider alternative energy-saving strategies or adjust the energy

consumption threshold FE;.
6. Process tasks in fog nodes and cloud servers based on their queues:

e For each fog node j in F, process tasks in Qp[j].

e For each cloud server [ in C, process tasks in Q¢|[l].

This algorithm aims to balance the load between fog nodes and cloud servers while
considering latency, sensitivity, request priority, and energy consumption constraints.
It can be further optimized by incorporating additional factors, such as device mobil-
ity. It is mainly focused on simulating data transmission from IoT devices to different
destinations based on their priority and sensitivity, as well as comparing the energy
consumption given the various latency when using fog nodes versus not using them.
The objective is to demonstrate the potential benefits of using fog nodes in terms of

energy efficiency for IoT devices.
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2.6.2 Methodology

We simulate the telehealth scenario using the following parameters to comprehensively

analyze the performance and energy efficiency of the model:

1. Number of IoT Devices: We examine the impact of varying the number (10,
100, 1000) of telehealth ToT devices on the scalability and energy efficiency of
the model. This enables us to assess how the system performs under different

levels of network load and device distribution.

2. Fog Node Deployment: We explore different fog nodes deployment strategies,
such as varying the number (10,100,1000) of fog nodes, to identify the optimal
configuration that minimizes energy consumption and latency while maintaining

high-quality data processing.

3. Task Allocation Algorithm: We compare the energy efficiency and performance
of the task allocation algorithm, which intelligently directs data transmission
from IoT devices to appropriate destinations (fog nodes, private clouds, or pub-
lic clouds), with other existing algorithms. This comparison helps to demon-
strate the effectiveness of our approach in reducing energy consumption while
ensuring efficient data processing and adhering to the priority and sensitivity

requirements of IoT devices.

4. Energy Consumption Metrics: We measure and analyze energy consumption
at various levels of the network, including the device level (IoT devices), fog
node level, and communication network level. This comprehensive analysis
allows us to evaluate the overall energy efficiency of the model, identify potential

bottlenecks, and propose improvements to enhance system performance.

5. Performance Metrics: In addition to energy consumption, we assess other per-
formance metrics such as latency, data processing time, and quality of service
(QoS) to provide a holistic evaluation of the model. By doing so, we can en-
sure that the model not only reduces energy consumption but also delivers the

desired performance in terms of data processing and transmission.

6. Simulation Scenarios: We perform the simulation under various scenarios, By
analyzing the system’s behavior in different situations, we can identify areas for

improvement and optimize the model to be more resilient and efficient.
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Through this comprehensive methodology, we aim to validate the effectiveness
of the model in managing energy consumption, reducing latency, and maintaining

high-quality data processing in telehealth IoT networks.

2.6.3 Results and Analysis

Based on the simulation results, we analyzed the impact of different parameters on
the energy efficiency and performance of the telehealth model with and without fog
computing. The parameters in the results are Snapshot Interval, Number of Devices,
With Fog Mean, With Fog Standard Deviation (Std), With Fog Confidential Interval
(CI), Without Fog Mean, and Without Fog Std, Without Fog Confidential Interval
(CI).

1. Snapshot Interval: This parameter represents the frequency at which IoT de-
vices send their data to the fog nodes or cloud servers. As the snapshot interval

increases, the frequency of data transmission decreases.

e With a snapshot interval of 1, the IoT devices are sending data continu-
ously. As the number of devices increases, the energy consumption of both
With Fog and Without Fog scenarios increases slightly, but the with-fog

mean remains consistently higher than the without-fog mean.

e With a snapshot interval of 5, the IoT devices are sending data less fre-
quently, which results in reduced energy consumption. In this case, the
energy consumption of the With Fog scenario is consistently lower than
the Without Fog scenario, which demonstrates the energy efficiency ad-

vantages of using fog computing.

e With a snapshot interval of 10, [oT devices send data even less frequently,
and the difference in energy consumption between the With Fog and With-
out Fog scenarios becomes more pronounced. This result further empha-

sizes the benefits of using fog computing in terms of energy efficiency.

2. Number of Devices: This parameter refers to the number of telehealth IoT

devices in the network.

e As the number of devices increases, the energy consumption for both With
Fog and Without Fog scenarios tends to increase as well. This is expected,

as more devices lead to higher data transmission and processing loads.
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e However, the increase in energy consumption is consistently smaller in
the With Fog scenario compared to the Without Fog scenario across all
snapshot intervals. This shows that the fog-based model is more scalable
and can better handle the energy requirements of a growing number of

devices.

3. With Fog Mean and Without Fog Mean: These parameters represent the av-
erage energy consumption in the scenarios with and without fog computing,

respectively.

e Across all snapshot intervals and number of devices, the With Fog Mean is
generally lower than the Without Fog Mean, indicating that the fog-based

model is more energy-efficient than the cloud-only model.

4. With Fog Std and Without Fog Std: These parameters represent the standard
deviation of energy consumption in the scenarios with and without fog comput-

ing, respectively.

e In general, the standard deviation values are lower in the With Fog sce-
nario compared to the Without Fog scenario. This suggests that energy
consumption is more consistent and less variable in the fog-based model,

which could lead to more predictable and stable system performance.

5. With Fog Std and Without Fog CI: The confidence interval (CI) in the sim-
ulation code is a range within which a certain percentage of the population
parameter is expected to lie, with a specified level of confidence. In the context
of the provided simulation results, the confidence intervals represent the range
within which the true mean performance of the system (either with or without

fog computing) is likely to fall, with a certain level of confidence, typically 95%.

e A confidence interval is calculated using the sample mean, sample standard

deviation, and sample size. The formula for a 95% confidence interval is:

oI l L ( 1.96 x sample standard deviation)
= sample mean .

v/sample size

e The confidence interval helps to quantify the uncertainty in the estimation
of the true mean performance. A narrower confidence interval indicates a

more precise estimate, while a wider interval suggests more uncertainty.
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Number| With | With Without| Without] ___
Snapshot . Without Fog
Interval o'f De- | Fog Fog With Fog CI | Fog Fog I

vices Mean | Std Mean | Std
1 10 90.43 | 0.45 | (90.11,90.76) | 89.74 0.05 (89.69,89.79)
1 20 90.53 | 0.33 | (90.30,90.77) | 89.74 0.06 (89.69,89.79)
1 30 90.61 | 0.23 | (90.45,90.78) | 89.74 0.04 (89.71,89.78)
1 40 90.55 | 0.24 | (90.38,90.72) | 89.76 0.05 (89.71,89.90)
5 10 87.39 | 0.70 | (86.89,87.89) | 86.04 0.13 (85.94,86.13)
5) 20 86.59 | 0.21 | (86.44,86.73) | 85.91 0.06 (85.86,85.95)
5 30 87.02 | 0.46 | (86.70,87.34) | 86.01 0.09 (85.95,86.08)
5 40 87.30 | 0.27 | (87.12,87.50) | 86.00 0.07 (85.95,86.05)
10 10 82.85 | 0.73 | (82.34,83.38) | 81.36 0.11 (81.27,81.44)
10 20 83.28 | 0.63 | (82.83,83.72) | 81.42 0.11 (81.33,81.50)
10 30 82.62 | 0.59 | (82.80,83.03) | 81.33 0.12 (81.24,81.43)
10 40 82.7 |0.37 | (82.43,82.95) | 81.36 0.07 (81.31,81.41)

Table 2.1: Summary of Statistical Results
Enerngy Remaining of loT Devices with Standard Deviation
% EE
-
T

(5,10)

(5,200 (5,30)

(5,40)

(Snapshot Interval, Number of Devices)

(10, 10) (10, 20)

Figure 2.3: Energy Remaining of IoT Devices with Standard Deviation
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Enerngy Remaining of loT Devices with Confidential Level
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Figure 2.4: Energy Remaining of IoT Devices with Confidential Interval

Here’s a step-by-step analysis of the results:

1. Observe the “With Fog Mean” and “Without Fog Mean” columns for each com-
bination of “Snapshot Interval” and “Number of Devices". In all cases, the “With
Fog Mean” is higher than the “Without Fog Mean”, indicating that, on average,

the remaining energy is higher when using fog computing.

2. Look at the confidence intervals (CI) for both “With Fog” and “Without Fog”
scenarios. If the Cls do not overlap, it suggests that the difference in energy
remaining between the two scenarios is statistically significant. For example,
in the first row (Snapshot Interval: 1, Number of Devices: 10), the “With
Fog CI” is (87.98, 89.45), and the “Without Fog CI” is (84.90, 87.47). Since
these intervals do not overlap, there’s strong evidence that using fog computing
leads to significantly higher energy remaining for this specific combination of

parameters.

3. Compare the width of the confidence intervals for each scenario. A narrower
CI indicates a more precise estimate of the true population means. For most
CI values, the “With Fog CI” is narrower than the “Without Fog CI” suggesting

that the “With Fog” scenario has a more precise estimate.
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4. Analyze the trends as the number of devices increases within each snapshot
interval. In general, the energy remaining in both scenarios decreases as the
number of devices increases. However, the rate of decreasing seems to be lower

when using fog computing.

5. Observe the trends as the snapshot interval increases for each group of devices.
As the snapshot interval increases, the energy remaining for both scenarios de-
creases, suggesting that less frequent snapshots may lead to less energy conser-
vation. However, the “With Fog” scenario consistently results in higher energy
remaining compared to the “Without Fog” scenario, regardless of the snapshot

interval.

In conclusion, based on the analysis of means and confidence intervals, it appears
that using fog computing is beneficial for conserving energy, especially when the num-
ber of devices and the snapshot intervals increase. The difference in energy remaining
is statistically significant in most cases, and the “With Fog” scenario consistently out-
performs the “Without Fog” scenario.

Therefore, the simulation results demonstrate that the fog-based telehealth model
provides improved energy efficiency and scalability compared to a cloud-only model,
especially when the IoT devices send data less frequently. The lower energy con-
sumption and standard deviation values in the With Fog scenario indicate that fog
computing is a viable solution for managing energy requirements and maintaining
consistent performance in telehealth IoT networks.

Furthermore, we conduct the sensitivity simulation analysis to systematically in-
vestigate the impact of variations in model parameters on the simulation outcomes.
Sensitivity analysis helps in understanding how different input parameters influence
the system’s behavior and performance and identifies critical factors that have a sig-
nificant effect on the results. According to the simulation code running, the sensitivity
analysis is performed for various parameters such as transmit_power, idle_ power, la-
tency, and energy cost. By varying these parameters across a range of values, the
impact on the energy remaining in IoT devices with and without fog nodes can be

evaluated. This information can then be used to:

e Gain insights into the relationships between input parameters and system per-

formance.



ol

e Identify which input parameters have the most significant impact on the simu-

lation outcomes, allowing for better decision-making and system optimization.

e Validate the robustness of the model by ensuring that it produces reasonable

results across a wide range of parameter values.

e Improve the understanding of the overall system behavior and identify potential

areas for further research and development.

The sensitivity parameters in this code refer to the factors that affect the per-
formance of an IoT system with and without a fog computing layer. The sensitivity
analysis function is designed to evaluate how changes in these parameters affect the
mean energy remaining in the IoT devices over time.

Here is a brief explanation of each sensitivity parameter:

1. transmit power: The power consumed by [oT devices when they transmit data.
A higher transmission of power increases the energy consumption of devices

during data transmission.

2. idle_power: The power consumed by [oT devices when they are idle (not trans-
mitting data). A higher idle power increases the energy consumption of devices

when they are not actively communicating.

3. latency: The latency of the public cloud system, which represents the time it
takes for data to be sent from the IoT device to the public cloud and back.
Higher latency can affect the performance of the IoT system, especially in time-

sensitive applications.

4. energy cost: The energy cost of the public cloud, which represents the energy
consumed by the cloud infrastructure for processing the data received from IoT
devices. A higher energy cost implies that the cloud consumes more energy to

process the data, thus potentially making it less energy efficient.

The sensitivity analysis function runs a simulation for each parameter value in the

given range, and the results are shown as follows:
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Figure 2.5: Frequency of Distribution of Energy Remaining with Fog Nodes
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Figure 2.6: Frequency of Distribution of Energy Remaining without Fog Nodes

From the frequency of energy distribution for devices with fig nodes and without
fog nodes, the Devices with fog nodes: Devices with fog nodes have a more diverse
distribution of energy remaining, with 40% of devices in the [82.0 - 84.9] bin and
60% of devices in the [91.0 - 93.9] bin. Devices without fog nodes have a less diverse
distribution of energy remaining, with 60% of devices in the [82.0 - 84.9] bin and 40%
of devices in the [85.0 - 87.9] bin. Devices with fog nodes have a higher percentage
(60%) of devices with energy remaining in the [91.0 - 93.9] bin, while devices without
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fog nodes have no devices in this range. The majority (60%) of devices without fog
nodes have energy remaining in the lowest bin [82.0 - 84.9|, while only 40% of devices
with fog nodes fall in this range. In summary, the frequency distribution of energy
remaining for devices with fog nodes is more diverse, with a higher percentage of
devices having higher energy remaining. Devices without fog nodes tend to have
lower energy remaining, with the majority of devices concentrated in the lowest bin.

outcomes showed as below.

Energy Cost | With Fog Mean | Without Fog Mean | Difference
0.2 93.22 91.5 1.72
0.26 93.11 92.78 0.33
0.32 93.73 92.01 1.72
0.38 93.22 91.5 1.72
0.44 94.25 91.5 2.75
0.5 93.47 91.76 1.71
0.56 94.24 92.52 1.72
0.62 93.38 92.01 1.37
0.68 92.95 92.27 0.68
0.74 93.29 92.27 1.02
0.8 94.84 92.78 2.06

Table 2.2: Sensitivity Analysis with Energy Cost

Table [2.2 compares the mean energy remaining for IoT devices with and without
fog nodes for each energy cost value. The “Difference” column shows the difference in
mean energy remaining, with positive values indicating that devices with fog nodes

have higher energy remaining compared to those without fog nodes.

e With Fog: The mean energy remaining for devices with fog nodes stays relatively
stable, ranging from a minimum of 92.95 to a maximum of 94.84 across different

energy costs.

e Without Fog: The mean energy remaining for devices without fog nodes also
remains relatively stable, ranging from a minimum of 91.5 to a maximum of

92.78 across different energy costs.

Based on the sensitivity analysis of energy cost, the mean energy remaining for

[oT devices with fog nodes is consistently higher than that of devices without fog
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nodes across all energy cost values. This indicates that IoT devices with fog nodes

perform better in terms of energy consumption as compared to devices without fog

nodes.
Latency Parameter | With Fog Mean | Without Fog Mean | Difference
0.2 94.07 92.01 2.06
0.26 93.56 91.5 2.06
0.32 94.75 93.03 1.72
0.38 94.07 92.01 2.06
0.44 94.24 92.52 1.72
0.5 93.65 91.25 2.4
0.56 94.33 92.27 2.06
0.62 94.07 92.01 2.06
0.68 93.98 92.27 1.71
0.74 93.71 93.03 0.68
0.8 93.46 92.78 0.68

Table 2.3: Sensitivity Analysis with Latency

Table compares the mean energy remaining for IoT devices with and without
fog nodes for each latency parameter value. The “Difference” column shows the dif-
ference in mean energy remaining, with positive values indicating that devices with

fog nodes have higher energy remaining compared to those without fog nodes.

e With Fog: The mean energy remaining for devices with fog nodes stays relatively
stable, ranging from a minimum of 93.46 to a maximum of 94.75 across different

latency values.

e Without Fog: The mean energy remaining for devices without fog nodes also
remains relatively stable, ranging from a minimum of 91.25 to a maximum of

93.03 across different latency values.

Based on the sensitivity analysis of latency, the mean energy remaining for IoT
devices with fog nodes is consistently higher than that of devices without fog nodes
across all latency parameter values. This indicates that [oT devices with fog nodes
perform better in terms of energy consumption as compared to devices without fog

nodes.
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Idle Power | With Fog Mean | Without Fog Mean | Difference
0.5 94.33 92.27 2.06
0.6 93.98 92.27 1.71
0.7 94.42 92.01 241
0.8 92.71 90.99 1.72
0.9 93.55 92.52 1.03
1.0 92.78 91.76 1.02
1.1 94.49 92.78 1.71
1.2 93.56 91.50 2.06
1.3 94.51 91.76 2.75
1.4 93.56 91.50 2.06
1.5 93.73 92.01 1.72

Table 2.4: Sensitivity Analysis with Idle Power

Table compares the mean energy remaining for IoT devices with and without
fog nodes for each idle power value. The “Difference” column shows the difference in
mean energy remaining, with positive values indicating that devices with fog nodes

have higher energy remaining compared to those without fog nodes.

e With Fog: The mean energy remaining for devices with fog nodes stays relatively
stable, ranging from a minimum of 92.71 to a maximum of 94.51 across different

idle power values.

e Without Fog: The mean energy remaining for devices without fog nodes also
remains relatively stable, ranging from a minimum of 90.99 to a maximum of

92.78 across different idle power values.

Based on the sensitivity analysis of idle power, the mean energy remaining for IoT
devices with fog nodes is consistently higher than that of devices without fog nodes
across all idle power values. This indicates that IoT devices with fog nodes perform

better in terms of energy consumption as compared to devices without fog nodes.

Transmit Power | With Fog Mean | Without Fog Mean | Difference
0.5 93.13 91.76 1.37
0.6 94.93 92.52 241
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Transmit Power | With Fog Mean | Without Fog Mean | Difference
0.7 93.38 92.01 1.37
0.8 93.47 91.76 1.71
0.9 93.64 92.27 1.37
1.0 93.31 91.25 2.06
1.1 93.64 92.27 1.37
1.2 93.29 92.27 1.02
1.3 94.67 92.27 2.4
1.4 95.29 91.5 3.79
1.5 94.69 91.25 3.44

Table 2.5: Sensitivity Analysis with Transmit Power

Table 2.5 compares the mean energy remaining for IoT devices with and without
fog nodes for each transmit power value. The “Difference” column shows the difference
in mean energy remaining, with positive values indicating that devices with fog nodes

have higher energy remaining compared to those without fog nodes.

e With Fog: The mean energy remaining for devices with fog nodes stays relatively
stable, ranging from a minimum of 93.13 to a maximum of 95.29 across different

transmit power values.

e Without Fog: The mean energy remaining for devices without fog nodes also
remains relatively stable, ranging from a minimum of 91.25 to a maximum of

92.52 across different transmit power values.

Based on the sensitivity analysis of transmitting power, the mean energy remaining
for IoT devices with fog nodes is consistently higher than that of devices without fog
nodes across all transmit power values. This indicates that IoT devices with fog nodes
perform better in terms of energy consumption as compared to devices without fog
nodes.

The simulation study results indicate that the energy-saving model could be effec-
tive in reducing energy consumption in real-world telehealth scenarios. Key findings

include:

1. Scalability: The model demonstrates the ability to accommodate an increasing
number of [oT devices without compromising performance, energy efficiency, or

quality of healthcare services.
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2. Task Allocation Algorithm: The task allocation algorithm outperforms other
algorithms in terms of energy efficiency and data processing efficiency, indicating

its effectiveness in balancing the workload between fog nodes and cloud servers.

3. Energy Consumption Metrics: Overall energy consumption is reduced across all
levels, demonstrating the success of the model’s energy-saving strategies, such

as adaptive power management, data compression, and network optimization.

The code and methodology described aim to simulate an IoT network with differ-
ent components (IoT devices, fog nodes, and public clouds) and analyze the impact of
fog nodes on energy consumption. The code creates and connects these components
and simulates data transmission, storage, and energy consumption for IoT devices,
fog nodes, and clouds. The simulation results are analyzed to understand the net-
work behavior and demonstrate the potential benefits of using fog nodes for energy
efficiency.

The methodology further describes a telehealth scenario simulation with different
parameters to analyze the performance and energy efficiency of the model. Sensitivity
analyses were conducted with respect to energy cost, latency, idle power, and trans-
mit power. In all cases, the mean energy remaining for IoT devices with fog nodes
was consistently higher than that of devices without fog nodes, indicating that fog
computing can significantly reduce energy consumption. The model is scalable and
can handle the energy requirements of a growing number of devices. The fog-based
model is also more consistent and less variable, leading to more predictable and sta-
ble system performance. The task allocation algorithm is effective in reducing energy
consumption while ensuring efficient data processing and adhering to the priority and
sensitivity requirements of IoT devices. Overall, the code and methodology presented
provide valuable insights into the potential benefits of using fog nodes for energy
efficiency in IoT networks and demonstrate a comprehensive approach to analyzing

network performance and energy consumption.

2.7 Summary

This chapter provides a compelling model for the use of fog and cloud computing-
based platforms in telehealth IoT deployments to reduce energy consumption, im-
prove data processing efficiency, and maintain high-quality healthcare services. The

model leverages the strengths of both fog and cloud computing paradigms to address
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the challenges associated with large-scale telehealth IoT deployments, such as energy
consumption, data processing efficiency, latency, security, and privacy. The simula-
tion results show that the fog-based model significantly reduces energy consumption
compared to the cloud-only model while maintaining high-quality data processing
and transmission. Moreover, the methodology described in this chapter provides a
comprehensive approach to analyzing network performance and energy consumption,
which includes examining the impact of various parameters, such as the number of
devices, fog node deployment, task allocation algorithm, energy consumption metrics,
and performance metrics. Sensitivity analyses were conducted with respect to energy
cost, latency, idle power, and transmit power, consistently showing that IoT devices
with fog nodes had higher mean energy remaining compared to devices without fog
nodes. This approach allows for a more detailed understanding of the network behav-
ior and potential bottlenecks and provides insights into how to optimize the model
to be more resilient and efficient. The simulation results and methodology demon-
strate the effectiveness of the model and provide a roadmap for future research in this
area. We demonstrated the effectiveness of the model in reducing energy consumption
while, more importantly, ensuring efficient data processing and maintaining the qual-
ity of healthcare services. The model can help healthcare providers and stakeholders

improve patient care and outcomes while reducing costs and energy consumption.
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Chapter 3

Enhancing Energy Efficiency in
Telehealth IoT through
Multi-Objective Optimization

3.1 Introduction

The proliferation of Telehealth Internet-of-Things (IoT) has ushered in an era of
transformative healthcare delivery, characterized by real-time monitoring, remote di-
agnostics, and personalized treatment. As the capabilities of IoT devices continue to
evolve, so do the challenges pose by the exponential growth in data volume and pro-
cessing demands. The seamless operation of Telehealth IoT systems hinges not only
on the efficient utilization of resources but also on the judicious allocation of energy
to ensure sustained performance. At the heart of this pursuit lies the critical need to
strike an intricate balance between energy efficiency and performance optimization
[53, 95, 96l 97].

In recent years, the integration of fog and cloud computing has emerged as a
promising solution to address the escalating computational and data processing needs
of Telehealth IoT systems. Fog computing, with its decentralized architecture and
proximity to IoT devices, offers the potential to alleviate the strain on centralized
cloud servers, minimize latency, and enhance response times. Conversely, cloud com-
puting continues to provide expansive storage and processing capabilities, facilitat-
ing advanced analytics and resource-intensive computations. The fusion of these

paradigms into a hybrid fog/cloud computing platform presents a compelling avenue
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to optimize the energy consumption and performance of Telehealth IoT applications
[59,98,99]. In our previous chapter [I00], we analyzed the impact of fog computing on
energy efficiency and performance by considering parameters such as Snapshot Inter-
val and Number of Devices. The findings underscored the benefits of fog computing,
highlighting its potential to reduce energy consumption and enhance system scala-
bility. We provided comprehensive analysis of statistical results, confidence intervals,
and energy distribution for both fog-enabled and cloud-only scenarios.

The existing landscape of research in fog-based Telehealth IoT models has wit-
nessed significant strides in enhancing energy efficiency and overall system perfor-
mance. However, the prevailing discourse often gravitates towards isolated optimiza-
tion goals, inadvertently neglecting the complex interplay between multiple perfor-
mance metrics [101), [102], T03]. To address these challenges and advance the frontiers
of knowledge in Telehealth IoT optimization, building upon the insights gained from
our previous research, this chapter seeks to extend and expand our investigation into
a new realm of optimization challenges. While our earlier work predominantly fo-
cused on energy efficiency, the current research endeavors to embrace a multi-faceted
optimization approach. We recognize that the holistic success of a Telehealth IoT sys-
tem is contingent upon a delicate equilibrium between energy savings, response time,
throughput, and resource utilization. Our objective is to bridge this gap by introduc-
ing multi-objective optimization techniques into our existing fog computing model.
The essence of this chapter lies in its ability to address a broader array of perfor-
mance metrics through the prism of multi-objective optimization. By considering the
intricate interplay between energy efficiency and other key performance attributes,
we intend to provide decision-makers with a more comprehensive understanding of
our model’s effectiveness. Through the meticulous exploration of established multi-
objective optimization algorithms and the formulation of a robust objective function,
we endeavor to uncover a spectrum of Pareto-optimal solutions that delineate the
nuanced trade-offs between conflicting objectives.

The core objective of this research is two-fold: First, we endeavor to harness the
power of multi-objective optimization algorithms to unearth a spectrum of Pareto-
optimal solutions. These solutions will embody the intricate trade-offs between energy
efficiency and other critical performance attributes. Second, we aim to conduct a
comprehensive model evaluation that transcends the confines of isolated optimization
goals. By subjecting the solutions to rigorous simulation experiments, we seek to

unravel the nuanced dynamics that underline the balance between energy savings
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and overall system performance.

The subsequent sections of this chapter delineate the methodology employed to
achieve these objectives. We begin by defining precise performance metrics to quan-
titatively measure energy efficiency, response time, throughput, and resource utiliza-
tion within the Telehealth IoT system. Subsequently, we delve into the exploration
and implementation of well-established multi-objective optimization algorithms, such
as NSGA-II [104] and SPEA2 [105], to orchestrate the optimization process [106].
The formulation of a comprehensive objective function that encapsulates the intri-
cate interplay between energy efficiency and other performance metrics is elucidated
in detail. Furthermore, the chapter elucidates the process of Pareto front analysis,
which culminates in the visualization of the Pareto-optimal solutions. These solu-
tions, represented by the Pareto front, offer a panoramic view of the diverse trade-
offs between competing objectives. In line with the comprehensive nature of this
research, we proceed to evaluate the solutions generated through an exhaustive set
of simulation experiments and real-world scenarios. This evaluation transcends the
boundaries of individual metrics, offering decision-makers a nuanced understanding of
the intricate relationships between energy efficiency, response time, throughput, and
resource utilization. Eventually, this research embarks on a transformative journey
towards balanced energy-saving performance optimization in Telehealth IoT systems.
By marrying the potential of hybrid fog/cloud computing with the insights derived
from multi-objective optimization, we endeavor to redefine the optimization land-
scape. This chapter offers a detailed account of the methodology employed to achieve
these objectives, followed by an analysis of the results obtained and their implica-
tions. As the boundaries of Telehealth IoT optimization continue to expand, this
research underscores the potential to harmonize diverse objectives and illuminate a

path towards informed and sustainable decision-making.

3.2 Literature Review

The convergence of multi-objective optimization, fog computing, and Telehealth IoT
systems has gained significant attention in recent years due to the growing demand
for efficient and reliable healthcare solutions. Multi-objective optimization techniques
have emerged as valuable tools for addressing complex decision-making problems
with conflicting objectives. He et al. [I07] explore the potential of fog computing

for real-time healthcare analytics, discussing opportunities and challenges. Multi-
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objective optimization approaches have been widely applied in various areas, including
engineering, finance, and healthcare. Deb and Jain [108| discusse multi-objective
optimization techniques and their applications, particularly focusing on evolutionary
algorithms. In the context of IoT systems, these techniques have been leveraged to
optimize diverse objectives such as energy efficiency, latency, reliability, and cost. Deb
et al. [104] introduce the NSGA-II algorithm, a fast and elitist multi-objective genetic
algorithm, and discusses its application in solving complex optimization problems.
Notable algorithms like NSGA-II and SPEA2 have been successfully employed to
identify Pareto-optimal solutions, allowing decision-makers to navigate trade-offs and
select optimal solutions based on their preferences. Laumanns et al. [105] introduce
SPEA2, an enhanced version of the strength Pareto evolutionary algorithm, aimed
at solving multi-objective optimization problems more effectively. Satyanarayanan
[109] discuss the emergence of edge computing as a transformative paradigm and its
significance in distributed computing systems.

Telehealth ToT systems present unique challenges that necessitate a holistic ap-
proach to optimization. Balancing energy efficiency, response time, throughput, and
resource utilization are particularly challenging due to the dynamic nature of health-
care data streams, stringent quality-of-service requirements, and resource constraints.
Achieving an optimal trade-off among these objectives requires sophisticated algo-
rithms and models that can adapt to changing conditions while ensuring reliable and
efficient healthcare delivery. Kumar and Gill [I10] comprehensively explore the opti-
mization challenges in telehealth IoT systems, addressing various aspects related to
healthcare delivery and data management. Atzori et al. [20] present a survey on IoT
and its applications, covering the architecture, technologies, and challenges associated
with IoT systems. Lombardi et al. [I11] focus on the security and privacy aspects of
smart devices in the context of the Internet-of-Things (IoT), providing insights into
the challenges and solutions. Raza et al. [112] evaluate the performance of CoAP-
based protocol stacks, a communication protocol for the Internet-of-Things (IoT),
to understand its effectiveness in IoT scenarios. The integration of multi-objective
optimization techniques with fog computing in Telehealth IoT systems presents a
promising avenue for achieving balanced energy-saving performance. The literature
highlights the applicability of multi-objective optimization algorithms in addressing
conflicting objectives and the potential of fog computing to enhance system efficiency.
However, the challenges of balancing energy efficiency, response time, throughput, and

resource utilization underscore the need for advanced algorithms and adaptive models
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to optimize telehealth IoT systems effectively.

3.3 Methodology

3.3.1 Performance Metrics

To quantitatively assess the performance of the telehealth IoT fog computing model,

several performance metrics will be employed:

e Energy Efficiency: Measured as the ratio of useful work output to energy input.
It can be calculated based on the energy consumed by IoT devices, fog nodes,
and cloud servers in processing and transmitting data. This objective focuses
on minimizing energy consumption while achieving the desired computational
tasks. Lower energy consumption is desirable as it leads to reduced operational

costs and environmental impact.

e Response Time: The time taken for a request to be processed and responded
to, including data transmission, processing, and communication delays. The
response time objective aims to minimize the time taken for data processing
and communication. Lower response time is crucial for ensuring efficient and

responsive communication between IoT devices and fog nodes.

e Throughput: The rate at which data is successfully transmitted and processed
by the system, indicating its processing capacity and efficiency. Throughput
optimization aims to maximize the volume of data processed within a given
time frame. Higher throughput enhances the system’s capacity to handle a

larger number of data requests.

e Resource Utilization: A measure of how efficiently computational resources are
used, including CPU, memory, and network bandwidth utilization. Resource
utilization optimization aims to balance the usage of computational resources,
such as processing power and memory, to ensure efficient allocation and utiliza-

tion across devices and fog nodes.

3.3.2 Multi-Objective Optimization Algorithms

The multi-objective optimization problem of balancing energy efficiency, response

time, throughput, and resource utilization will be tackled using similar well-established
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algorithms such as NSGA-II and SPEA2. These algorithms are selected due to their
ability to generate a Pareto in front of non-dominated solutions that represent the
trade-offs between conflicting objectives. The algorithms will be adapted to accommo-
date the multi-dimensional nature of the problem, where each objective corresponds
to a different performance metric. Our simulation code shares similarities with these

algorithms in terms of their underlying principles:

e NSGA-II: NSGA-II uses a non-dominated sorting approach and a genetic al-
gorithm framework to evolve a population of solutions. The algorithm selects
individuals based on non-domination levels and diversity, promoting a well-

distributed set of Pareto-optimal solutions.

e SPEA2: Similarly, SPEA2 employs an evolutionary framework to generate a
set of Pareto-optimal solutions. It focuses on both dominance and density of

solutions in the objective space to guide the search process.

The code incorporates multi-objective optimization and addresses conflicting ob-
jectives. The work contributes to the broader field of multi-objective optimization

and complements the principles of NSGA-II and SPEA2.
Algorithm Steps:

1. Initialization: The algorithm starts by initializing a set of IoT devices with
varying attributes, such as distance, priority, and sensitivity. Fog nodes are
also created, each equipped with specific parameters like latency, energy cost,

and processing power.

2. Device-Fog Node Connection: IoT devices are connected to available fog nodes
based on their energy status and distance. The devices’ attributes, such as

sensitivity and priority, play a role in determining the optimal connection.

3. Multi-Objective Optimization Loop: The algorithm enters a multi-objective
optimization loop where multiple runs (iterations) are performed. In each run,

the following steps are executed:

e For each IoT device, multi-objective optimization is performed. These
optimization computations are simulated and not explicitly defined in the

code.



65

e Metrics such as energy efficiency, response time, throughput, and resource
utilization are computed for each device based on the simulated optimiza-

tion process.

e Aggregated results for each objective are calculated across all devices in

the current run.

4. Snapshot Interval: At specified snapshot intervals, the aggregated multi-objective
optimization results are stored. These snapshots capture the progress of opti-

mization over time.

5. Results Collection: After completing all runs, the algorithm collects multi-
objective optimization results, including the aggregated metrics for each ob-

jective across all devices and snapshot intervals.

6. Data Analysis and Reporting: The collected results are then formatted into a
tabular format, including the snapshot interval, number of devices, and mean
values of energy efficiency, response time, throughput, and resource utilization.

These tables are then saved to Excel files for further analysis.

The algorithm iteratively explores solutions, evaluates multiple objectives, and
stores snapshots of the optimization progress. The code focuses on achieving a bal-
ance between energy efficiency, response time, throughput, and resource utilization,

aligning with the principles of multi-objective optimization.

3.3.3 Objective Function Formulation

The objective function will be formulated to capture the trade-offs between energy
efficiency, response time, throughput, and resource utilization. This function will take
as inputs the values of the different performance metrics for each solution and will
be designed to be minimized or maximized based on the nature of the metric (e.g.,
energy consumption is minimized, while throughput is maximized). The weights as-
signed to each metric in the objective function will be adjustable to allow for different

prioritization based on real-world scenarios.

1. Energy Efficiency (EE): This objective aims to minimize the energy consump-
tion of the system while achieving the required data processing tasks. The
energy efficiency can be calculated as the ratio of useful work performed (e.g.,

data processed, tasks completed) to the energy consumed.
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Objective Function Component: EE = Useful Work / Energy Consumed

2. Response Time (RT): The objective is to minimize the time taken for data
processing and communication between IoT devices and fog nodes. Shorter

response times ensure quicker interactions and more responsive services.

Objective Function Component: RT = Total Processing Time + Communica-

tion Latency

3. Throughput (TH): Throughput optimization aims to maximize the volume of
data processed within a specified time frame. Higher throughput indicates a

system’s capacity to handle a larger number of data requests concurrently.

Objective Function Component: TH = Total Data Processed / Time

4. Resource Utilization (RU): This objective focuses on optimizing the allocation
and utilization of computational resources across devices and fog nodes. Bal-

anced resource utilization ensures efficient utilization of available resources.

Objective Function Component: RU = Utilized Resources / Total Available

Resources

3.3.4 Generating the Pareto Front

The process of generating the Pareto front involves multiple optimizations runs using
the selected multi-objective optimization algorithms. Each run produces a set of
solutions that represent different trade-offs between the performance metrics. These
solutions are then ranked and sorted based on their dominant relationship, and the
non-dominated solutions are selected to form the Pareto front. The Pareto front
visually depicts the range of feasible solutions that achieve different combinations
of energy efficiency, response time, throughput, and resource utilization. This will
provide decision-makers with valuable insights into the trade-offs and allow them to
select solutions that align with their preferences and requirements.

The combination of well-defined performance metrics adapted multi-objective op-
timization algorithms, a carefully formulated objective function, and the generation of
the Pareto front will enable a comprehensive assessment of the balanced energy-saving

performance of the telehealth IoT fog computing model.
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3.4 Experimental Setup

The simulation environment utilized in this research to evaluate the performance of
the Telehealth IoT fog computing model was carefully designed to emulate real-world
Telehealth ToT deployments. The primary objective was to assess the effectiveness
of the fog computing architecture in supporting healthcare applications while consid-
ering multiple performance metrics. The simulation encompassed the following key

components:

e Telehealth [oT Devices: These represent medical sensors, wearable devices, and
monitoring equipment deployed in a healthcare setting. Different scenarios were

created by varying the number of devices to assess scalability.

e Fog Nodes: These fog computing nodes were strategically placed within the
proximity of Telehealth IoT devices to offload processing tasks from the cloud.

They emulate the fog layer in a fog computing architecture.

e Cloud Server: The cloud server represents the centralized data processing and
storage hub. It receives data from fog nodes and processes it according to

application requirements.

e Performance Metrics: The performance evaluation considered multiple metrics,
including Energy Efficiency, Response Time, Throughput, and Resource Uti-
lization. These metrics provide a comprehensive understanding of the system’s

efficiency and effectiveness.

e Simulation Parameters: The simulation involved varying snapshot intervals (10,
100, and 1000 minutes) and the number of devices (10, 100, 1000) to capture
diverse operational scenarios. Each configuration was simulated for a specified

time duration to gather sufficient data for analysis.

To accommodate the multi-objective optimization analysis, several modifications

and extensions were made to the existing simulation framework:

e Objective Functions: The original simulation framework primarily focused on
single-objective optimization, optimizing for a specific metric. To enable multi-
objective optimization, the framework was extended to simultaneously optimize

multiple performance metrics, as outlined earlier.
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e Pareto Front Generation: The framework was enhanced to generate and visu-
alize the Pareto front, which consists of a set of non-dominated solutions rep-
resenting the trade-offs between different performance metrics. This required

additional data processing and analysis steps.

e Data Collection: The simulation framework was extended to collect and store
data related to the additional performance metrics required for multi-objective
optimization. This involved modifying data storage structures and analysis

pipelines.

e Visualization: The existing visualization components were upgraded to gen-
erate parallel coordinate plots, which effectively illustrate the trade-offs and

relationships between multiple objectives for different scenarios.

e Optimization Algorithms: The framework was integrated with multi-objective
optimization algorithms capable of generating Pareto-optimal solutions. This
involved adapting existing optimization algorithms or incorporating new ones

suitable for the fog computing context.

In summary, the simulation environment was structured to comprehensively as-
sess the Telehealth IoT fog computing model’s performance, while modifications and
extensions to the existing framework were introduced to facilitate multi-objective opti-
mization. These adaptations enabled a holistic analysis of the trade-offs and synergies
between various performance metrics, providing valuable insights for decision-makers

in Telehealth IoT deployments.

3.5 Results and Analysis

The Pareto front represents the set of solutions that achieve the best trade-offs be-
tween multiple conflicting objectives. In our case, the objectives are Energy Effi-
ciency, Response Time, Throughput, and Resource Utilization. Each point on the
Pareto front represents a combination of these objectives where no objective can be
improved without sacrificing another. From the parallel coordinate plot, we can iden-
tify the points that lie on the outer edge of the clusters, as these are likely to be part
of the Pareto front.
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3.5.1 Effect of Snapshot Interval

As the snapshot interval increases, there seems to be a slight increase in Energy Ef-
ficiency. This could be due to the optimization algorithm having more time to make
informed decisions and allocate resources efficiently. The Response Time appears to
remain relatively stable across different snapshot intervals. This indicates that the op-
timization approach effectively manages the response time regardless of the interval.
Throughput shows fluctuations with snapshot interval changes, suggesting that the
allocation decisions might impact on the system’s ability to process requests concur-
rently. Resource Utilization remains relatively steady, implying that the optimization

maintains a consistent utilization of resources.

3.5.2 Impact of Number of Devices

There is no clear trend in Energy Efficiency with respect to the number of devices.
However, it’s worth noting that Energy Efficiency tends to be higher when the num-
ber of devices is lower. Response Time shows some variation with the number of
devices, indicating that system congestion might affect response times. Throughput
appears to decrease as the number of devices increases. This could be due to resource
contention and increased competition for resources. Resource Utilization remains
relatively constant despite changes in the number of devices.

Increasing Energy Efficiency leads to decreased Throughput and resource utiliza-

tion and increased Response Time.

Energy Response Resource
Efficiency | Time Throughput Utilization
Random |, , 0-1 0-1 0-1
Range

Table 3.1: Random range table for energy efficiency, response time, throughput, and
resource utilization.
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Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
10 10 0.441 0.488 0.502 (0.073) 0.562
(0.071) (0.084) (0.098)
10 100 0.474 0.496 0.499 (0.021) 0.500
(0.024) (0.014) (0.022)
10 1000 0.502 0.504 0.498 (0.008) 0.506
(0.004) (0.006) (0.009)
100 10 0.499 0.497 0.517 (0.095) 0.509
(0.096) (0.096) (0.104)
100 100 0.503 0.500 0.496 (0.029) 0.500
(0.029) (0.030) (0.030)
100 1000 0.499 0.499 0.499 (0.010) 0.501
(0.010) (0.009) (0.009)
1000 10 0.498 0.498 0.499 (0.093) 0.496
(0.089) (0.090) (0.091)
1000 100 0.499 0.500 0.500 (0.029) 0.500
(0.029) (0.030) (0.028)
1000 1000 0.500 0.500 0.500 (0.009) 0.500
(0.009) (0.009) (0.090)

Table 3.2: Statistical data analysis for different snapshots and number of devices
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Energy Response Resource
Efficiency | Time Throughput Utilization
Random [ 5 ) 0-1 0-1 0-1
Range

Table 3.3: Random range table for energy efficiency, response time, throughput, and
resource utilization.

Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
10 10 0.742 0.672 0.265 (0.049) 0.258
(0.021) (0.030) (0.033)
10 100 0.753 0.653 0.262 (0.012) 0.252
(0.011) (0.019) (0.014)
10 1000 0.751 0.649 0.248 (0.004) 0.246
(0.005) (0.007) (0.003)
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Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
100 10 0.742 0.650 0.254 (0.045) 0.247
(0.040) (0.062) (0.048)
100 100 0.751 0.651 0.250 (0.015) 0.251
(0.015) (0.020) (0.015)
100 1000 0.750 0.650 0.250 (0.004) 0.250
(0.004) (0.005) (0.004)
1000 10 0.749 0.653 0.250 (0.046) 0.249
(0.048) (0.061) (0.045)
1000 100 0.751 0.651 0.250 (0.015) 0.250
(0.015) (0.020) (0.014)
1000 1000 0.750 0.650 0.250 (0.005) 0.250
(0.005) (0.006) (0.005)

Table 3.4: Statistical data analysis for different snapshots and number of devices
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Energy Response Resource
Efficiency | Time Throughput Utilization
Random | ¢ | 0-1 0-1 0-1
Range

Table 3.5: Random range table for energy efficiency, response time, throughput, and
resource utilization.

Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
10 10 0.905 0.742 0.194 (0.037) 0.140
(0.023) (0.044) (0.020)
10 100 0.898 0.747 0.201 (0.003) 0.153
(0.004) (0.008) (0.007)
10 1000 0.899 0.752 0.201 (0.003) 0.151
(0.001) (0.006) (0.002)
100 10 0.901 0.750 0.202 (0.036) 0.150
(0.018) (0.048) (0.025)
100 100 0.900 0.747 0.200 (0.012) 0.150
(0.005) (0.013) (0.008)
100 1000 0.900 0.750 0.200 (0.004) 0.150
(0.002) (0.005) (0.003)
1000 10 0.900 0.750 0.199 (0.036) 0.148
(0.0018) (0.047) (0.028)
1000 100 0.900 0.750 0.200 (0.012) 0.150
(0.006) (0.015) (0.008)
1000 1000 0.900 0.750 0.200 (0.004) 0.150
(0.002) (0.005) (0.003)

Table 3.6: Statistical data analysis for different snapshots and number of devices
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Figure 3.3: Statistical data analysis for different snapshots and number of devices

1. Random Range: 0-1, Snapshot Interval: Varies, Number of Devices: Varies

e In this scenario, Energy Efficiency, Response Time, and Throughput can
achieve their maximum possible values of 1. This indicates that the system

can attain optimal performance in terms of these metrics.

e Resource Utilization varies within the range of 0-1, suggesting that the
system’s resource usage can be adjusted to align with its objectives and

requirements.
2. Random Range: 0.5-1, Snapshot Interval: Varies, Number of Devices: Varies

e Energy Efficiency, Response Time, and Throughput can achieve their max-
imum possible values of 1, with Throughput having a minimum value of
0.5. This indicates that the system is still capable of high performance,
but with consideration for higher Throughput.

e Resource Utilization values generally fall between 0 and 1, implying that
the system can balance its resource usage while maintaining high perfor-

mance levels.

3. Random Range: 0.8-1, Snapshot Interval: Varies, Number of Devices: Varies
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e Energy Efficiency, Response Time, and Throughput can achieve their max-

imum possible values of 1, and Throughput has a minimum value of 0.8.

This indicates that the system is focusing on achieving both high Through-

put and high performance in other metrics.

e Resource Utilization values consistently remain higher, ranging from 0.8

to 1. This suggests that the system is utilizing resources more intensively

to achieve its performance goals.

Based on the data analysis, we can observe that different ranges of Energy Ef-

ficiency, Response Time, Throughput, and Resource Utilization are achieved based

on the chosen parameter configurations. The dataset supports the conclusion that

increasing Energy Efficiency tends to lead to decreased Throughput and resource uti-

lization, along with increased Response Time. Additionally, the data indicates that

higher Throughput goals often come with higher levels of Resource Utilization, as the

system allocates more resources to meet the increased demand for processing tasks.

Improving Throughput may result in higher Resource Utilization.

Energy Response Resource
Efficiency | Time Throughput | ¢y, ation
Random |, , 0-1 0.5-1 0-1
Range

Table 3.7: Random range table for energy efficiency, response time, throughput, and
resource utilization.

Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
10 10 0.303 0.243 0.749 (0.036) 0.628
(0.055) (0.047) (0.058)
10 100 0.305 0.255 0.754 (0.012) 0.599
(0.013) (0.008) (0.025)
10 1000 0.297 0.248 0.747 (0.005) 0.601
(0.005) (0.006) (0.009)
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Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
100 10 0.297 0.255 0.745 (0.049) 0.594
(0.056) (0.044) (0.080)
100 100 0.300 0.251 0.750 (0.016) 0.601
(0.017) (0.015) (0.023)
100 1000 0.299 0.250 0.750 (0.005) 0.597
(0.005) (0.004) (0.007)
1000 10 0.301 0.249 0.751 (0.044) 0.599
(0.054) (0.046) (0.075)
1000 100 0.300 0.250 0.749 (0.015) 0.600
(0.017) (0.014) (0.023)
1000 1000 0.300 0.250 0.750 (0.005) 0.600
(0.005) (0.005) (0.007)

Table 3.8: Statistical data analysis for different snapshots and number of devices
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Energy Response Resource
Efficiency | Time Throughput Utilization
Random |-, , 0-1 0.8-1 0-1
Range

Table 3.9: Random range table for energy efficiency, response time, throughput, and
resource utilization.

Snapshot | Number Energy | Response | Throughput Resource
Interval of Efficiency Time Mean (Std) Utiliza-
Devices Mean Mean tion
(Std) (Std) Mean
(Std)
10 10 0.200 0.142 0.904 (0.020) 0.805
(0.029) (0.019) (0.042)
10 100 0.202 0.146 0.898 (0.006) 0.802
(0.011) (0.009) (0.013)
10 1000 0.201 0.151 0.900 (0.002) 0.802
(0.003) (0.003) (0.003)
100 10 0.203 0.151 0.900 (0.020) 0.796
(0.037) (0.026) (0.041)
100 100 0.201 0.150 0.900 (0.006) 0.800
(0.012) (0.009) (0.012)
100 1000 0.200 0.150 0.900 (0.002) 0.800
(0.004) (0.003) (0.004)
1000 10 0.200 0.150 0.900 (0.018) 0.800
(0.036) (0.028) (0.035)
1000 100 0.200 0.150 0.900 (0.006) 0.800
(0.011) (0.009) (0.012)
1000 1000 0.200 0.150 0.900 (0.002) 0.800
(0.004) (0.003) (0.004)

Table 3.10: Statistical data analysis for different snapshots and number of devices
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Figure 3.5: Statistical data analysis for different snapshots and number of devices

1. Random Range: 0-1, Snapshot Interval: Varies, Number of Devices: Varies
e For this range, Energy Efficiency, Response Time, and Throughput have
fixed upper limits at 1, indicating maximum values for these metrics.
e Resource Utilization varies within the range of 0-1.
2. Random Range: 0.5-1, Snapshot Interval: Varies, Number of Devices: Varies
e Energy Efficiency, Response Time, and Throughput have upper limits at
1, but Throughput has a lower limit at 0.5.
e Resource Utilization ranges between 0 and 1, with values generally higher
than in the previous range.
3. Random Range: 0.8-1, Snapshot Interval: Varies, Number of Devices: Varies
e Energy Efficiency, Response Time, and Throughput have upper limits at
1, and Throughput has a lower limit at 0.8.

e Resource Utilization is consistently higher, with values primarily between

0.8 and 1.

Based on the data analysis, we can conclude that there is a correlation between

Improving Throughput and higher Resource Utilization in the context of the provided
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dataset. As Throughput improves, Resource Utilization tends to increase as well,
especially when the Throughput lower limit is higher (0.5 or 0.8). This suggests that
efforts to enhance system throughput may lead to increased utilization of resources.
This observation aligns with the nature of resource allocation in systems. When the
system aims to process more tasks or requests concurrently to improve throughput,
it often requires more resource utilization to accommodate the increased workload.
The similarity in response time and resource utilization with an increasing number
of devices in simulation results could be due to various factors and system character-
istics. While there is no clear trend, it’s essential to consider the potential reasons

behind this behavior. A few factors are addressed:

1. Optimization Algorithm Adaptations: my simulation framework incorporates
multi-objective optimization algorithms (e.g., NSGA-IT and SPEA2) to manage
the system’s performance. These algorithms are inherently designed to balance
response time and resource utilization, especially in the context of fog com-
puting where real-time data processing is crucial. As the number of devices
increases, the optimization algorithms adapt to maintain this balance, resulting

in relatively stable response times and resource utilization.

2. Resource Scaling: In real-world fog computing scenarios, additional resources
(e.g., fog nodes) might be dynamically allocated or scaled up to accommodate a
larger number of devices. This scaling process can help in maintaining consistent

response times and resource utilization levels despite increased device count.

3. Resource Pooling: Fog computing environments often rely on resource pooling
and sharing among devices. As more devices are added, the resource pooling
mechanism efficiently allocates resources to ensure that response times are not

severely impacted, and resource utilization remains balanced.

4. System Design: The architecture of my telehealth IoT fog computing model is
inherently designed to handle scalability efficiently. It employs load balancing
techniques, task prioritization, or resource allocation strategies that prevent
response time degradation and resource contention, even with an increasing

number of devices.

5. Experimental Variability: In some cases, the observed stability in response time

and resource utilization are due to the specific dataset or experimental condi-
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tions used in my simulation. Real-world scenarios might exhibit more variability,

but my simulation setup may not capture all the nuances.

3.6 Discussion

The comprehensive data analysis of various scenarios involving Energy Efficiency,
Response Time, Throughput, and Resource Utilization in the context of different
parameter configurations provides valuable insights into the trade-offs and interde-
pendencies among these key performance metrics. The findings shed light on how
changes in one metric can impact others, offering guidance for optimizing system be-
havior in Telehealth 10T deployments. The data analysis reveals distinct trade-offs
between Energy Efficiency, Response Time, Throughput, and Resource Utilization.
As we examine different scenarios, it’s evident that there is no one-size-fits-all solu-
tion; instead, the optimal balance depends on the specific objectives and constraints
of the deployment. Optimizing one metric often comes at the expense of others, high-
lighting the importance of a holistic approach that considers the interplay between
these metrics.

Based on the data analysis, we can conclude that there exists a trade-off be-
tween Energy Efficiency, Throughput, Resource Utilization, and Response Time in
Telehealth IoT deployments.

e Impact of Energy Efficiency on Throughput and Resource Utilization:
The results consistently show that increasing Energy Efficiency tends to lead
to lower Throughput and resource utilization while increasing Response Time.
This relationship indicates that, in the pursuit of energy savings, the system
may allocate fewer resources to processing tasks, thereby affecting its capacity
to handle concurrent requests efficiently. This is a critical consideration for
Telehealth IoT deployments, where balancing performance with energy conser-
vation is vital. Striking the right trade-off requires a deep understanding of the

deployment context and the specific requirements of the telehealth applications.

e Throughput-Resource Utilization Correlation: The analysis further il-
lustrates a correlation between higher Throughput goals and elevated levels of
Resource Utilization. When aiming for improved Throughput, the system often
needs to utilize resources more intensively to process tasks concurrently. This

observation aligns with the fundamental principle of resource allocation, where
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meeting higher demands typically requires more resource allocation. Decision-
makers must weigh the benefits of increased Throughput against the potential

resource strain and its implications on overall system performance.

The findings emphasize the critical role of system design and configuration in
achieving desired performance outcomes. Designers and decision-makers should care-
fully evaluate trade-offs and align system behavior with the specific objectives of
their Telehealth IoT deployments. This analysis equips them with the necessary in-
sights to make informed decisions, such as selecting appropriate snapshot intervals
and adjusting resource allocation strategies.

In Telehealth IoT deployments, the findings have practical implications for real-
world applications. Decision-makers can leverage the analysis to tailor system con-
figurations based on the priorities of their telehealth services. For instance, when
minimizing Response Time is crucial, configurations that prioritize lower Response
Time while maintaining acceptable levels of other metrics can be chosen. Addition-
ally, solutions with favorable Resource Utilization can be adopted to ensure efficient
use of resources while meeting performance targets.

The practical implications of Pareto-optimal solutions are significant for decision-
makers involved in Telehealth IoT deployments. These solutions offer a range of
trade-off options, allowing decision-makers to customize system configurations based
on the specific requirements of their applications. The data analysis has illuminated

various scenarios where trade-offs are most apparent. For instance,

e Resource Allocation: Decision-makers can select solutions that strike an op-
timal balance between Energy Efficiency and Throughput. Depending on the
deployment context, they can adjust the allocation of resources to achieve the

desired trade-offs.

e Real-time Applications: For telehealth applications that demand low Response
Time, decision-makers can identify solutions that minimize Response Time

while maintaining acceptable levels of other metrics.

e Resource Efficiency: Solutions with favorable Resource Utilization can be chosen

to ensure efficient use of resources while meeting performance targets.

Additionally, the insights provided by Pareto-optimal solutions enable decision-
makers to make well-informed choices that align with their strategic goals, ensur-

ing efficient resource utilization while meeting performance targets. Therefore, the
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Pareto-optimal solutions have significant practical implications for decision-makers
involved in Telehealth IoT deployments. These solutions provide decision-makers
with a menu of trade-off options, allowing them to tailor system configurations to
meet specific application requirements and priorities.

The data analysis results provide a foundation for understanding the intricate
relationships between Energy Efficiency, Response Time, Throughput, and Resource
Utilization in Telehealth IoT deployments. The findings underscore the importance
of holistic optimization approaches that consider the interdependence among these
metrics. By embracing a nuanced understanding of the trade-offs, decision-makers
can design and configure systems that strike the right balance between performance,
energy efficiency, and resource utilization, ultimately contributing to robust and ef-
fective Telehealth IoT deployments. By providing a range of options, Pareto-optimal
solutions empower decision-makers to make well-informed choices that align with their
strategic goals. This approach facilitates flexible decision-making and encourages a
nuanced understanding of the complex relationships between performance metrics,

leading to more robust and effective Telehealth IoT deployments.

3.7 Summary

This research serves as a natural progression of our earlier work, which predominantly
examined energy efficiency within a fog computing framework. The multi-objective
optimization approach plays a pivotal role in enhancing the balance between con-
flicting performance metrics in Telehealth IoT deployments. Traditionally, focusing
on a single objective could lead to suboptimal solutions, as it neglects the impact of
changes on other metrics. The analysis shows that optimizing one metric often leads
to trade-offs with others, highlighting the complexity of these relationships. The
multi-objective optimization framework enables us to identify the Pareto-optimal so-
lutions — those where no single metric can be improved without sacrificing another.
By broadening our scope to encompass the multi-objective optimization landscape, we
aim to elevate our understanding of how the hybrid fog/cloud computing platform can
harmonize the competing demands of energy savings and overall system performance.
This research paper makes several significant contributions to the field of Telehealth
Internet-of-Things (IoT) fog computing. The study focused on achieving balanced
and optimized performance in Telehealth IoT deployments by leveraging the power

of multi-objective optimization. By evaluating and analyzing key performance metrics
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such as Energy Efficiency, Response Time, Throughput, and Resource Utilization, we
have uncovered valuable insights that shed light on the intricate trade-offs involved
in designing and deploying efficient and effective Telehealth IoT systems. One of
the primary contributions of this research lies in the adoption of a multi-objective
optimization approach. Unlike traditional single-objective optimization, which often
leads to suboptimal outcomes by prioritizing a single metric, our approach considers
the interplay of multiple conflicting metrics. This has enabled us to identify a range
of Pareto-optimal solutions that strike a harmonious balance between Energy Effi-
ciency, Response Time, Throughput, and Resource Utilization. The significance of
incorporating multi-objective optimization in Telehealth [oT fog computing cannot be
overstated, as it enhances the decision-making process by providing decision-makers
with a comprehensive set of feasible options that cater to different priorities and
constraints. Furthermore, the findings of this chapter have a profound impact on op-
timizing real-world Telehealth IoT systems. The Pareto-optimal solutions offer prac-
tical guidance for designing, deploying, and managing Telehealth IoT environments.
Decision-makers can leverage these solutions to tailor their system configurations
based on specific application requirements and strategic objectives. The potential
benefits span a wide spectrum, from resource-efficient allocation to meeting stringent
real-time application demands. By optimizing the performance of Telehealth IoT
systems, the research paves the way for enhanced patient care, improved operational
efficiency, and the potential for transformative advancements in healthcare services.
In essence, this chapter underscores the critical role of multi-objective optimization in
achieving balanced and optimized performance in Telehealth IoT fog computing. The
insights gained through this study provide a valuable roadmap for decision-makers,
researchers, and practitioners to navigate the complexities of Telehealth IoT deploy-
ments, making a lasting impact on the future of healthcare technology and service

delivery.
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Chapter 4

Conclusions and Future Directions

4.1 Summary and Conclusions

This dissertation has been dedicated to addressing the critical challenges in telehealth
systems through the integration of IoT, fog, and cloud computing. The escalating
demand for efficient, real-time data processing and energy conservation in telehealth,
driven by the proliferation of IoT devices, has been the focal point of our research.

We introduced an energy-efficient model in Chapter two that combines the low-
latency benefits of fog computing with the scalable resources of cloud computing. By
processing data locally at fog nodes, the model reduces the need for continuous com-
munication with cloud servers, thereby minimizing energy consumption, latency, and
optimizing computational resource utilization. The hybrid offoading model, load
prediction algorithm, resource scaling scheme, and energy-efficient data migration
techniques developed in this research have been validated through comprehensive
simulation studies. These studies demonstrated significant reductions in energy con-
sumption while maintaining high levels of scalability and responsiveness, compared
to traditional cloud-only architectures.

In the simulation studies, we deliberately limited the number of devices and net-
work conditions. This approach was strategic and necessary for several reasons. First,
it allowed us to create controlled environments where we could isolate and understand
the impact of specific variables on the performance of our model. For instance, by
varying the number of devices from 10 to 1000, we could observe how the model
scaled and how energy consumption, latency, and other performance metrics were

affected. Limiting the network conditions enabled us to test the model’s resilience
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and efficiency under different levels of stress. Moreover, in real-world scenarios, it is
often the case that telehealth deployments start small and gradually expand. Our
simulations, with a limited number of devices, can accurately represent these ini-
tial deployment phases. The results obtained from these simulations provide a solid
foundation for understanding the model’s behavior and predicting its performance
as the scale increases. Despite the limitations in simulation parameters, the consis-
tent trends and significant differences observed in energy consumption, latency, and
other metrics between our proposed model and traditional architectures validate the
effectiveness and meaningfulness of our research. The model’s ability to outperform
traditional approaches in these controlled simulations strongly suggests its potential
for real-world applications.

The multi-objective optimization approach in chapter three further enhanced our
understanding of the complex trade-offs between energy efficiency, response time,
throughput, and resource utilization. By identifying Pareto-optimal solutions, we
provided decision-makers with valuable insights into tailoring system configurations

based on specific application requirements.

4.2 Future Directions

4.2.1 Advanced Optimization Algorithms

Future research should focus on developing more sophisticated optimization algo-
rithms. Hybrid algorithms that combine the strengths of existing algorithms like
NSGA-IT and SPEA2 could be explored. These hybrid algorithms could potentially
offer better convergence and diversity, leading to more optimal solutions. Addition-
ally, adaptive objective weighting schemes could be developed to dynamically adjust
the significance of objectives based on system states or user preferences. This would

provide more flexibility in optimizing the system for different scenarios.

4.2.2 Real-world Validation

To further validate the practicality of our model, real-world deployments and pilot
studies are essential. By implementing the model in actual telehealth settings, we
can gather real data on its performance, user acceptance, and potential barriers to

implementation. Comparing the real-world results with the simulation outcomes will
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help refine the model and ensure its applicability in diverse healthcare environments.

4.2.3 Integration of Emerging Technologies

The integration of emerging technologies such as artificial intelligence and machine
learning holds great promise. These technologies can be used to enhance data an-
alytics capabilities, enabling more accurate diagnostics and personalized treatment
plans. For example, machine learning algorithms can be applied to analyze the vast
amounts of healthcare data processed by the system, identifying patterns and making

predictions to improve patient care.

4.2.4 Security and Privacy Enhancements

As telehealth systems handle sensitive patient data, enhancing security and privacy is
of utmost importance. Future research should focus on developing advanced security
measures and privacy-preserving techniques for telehealth IoT devices and fog nodes.
This includes exploring encryption techniques, access control mechanisms, and secure

data transmission protocols to ensure the protection of patient information.

4.2.5 Interoperability and Standardization

To facilitate seamless communication and integration across different healthcare sys-
tems, solutions that promote interoperability and standardization should be explored.
This involves developing common protocols and standards for telehealth IoT devices,
fog nodes, and cloud platforms, enabling them to work together more effectively.

In conclusion, this research has made significant contributions to the field of tele-
health by proposing an energy-efficient model and exploring multi-objective optimiza-
tion techniques. The future research directions outlined here will further enhance the
capabilities of telehealth systems, leading to more sustainable, efficient, and effective

healthcare services.

4.2.6 Contributions

This research resulted in the following publications:

1. Guo, Y., Sudhakar. G., Wu, Y. (2024). Enhancing Energy Efficiency in Tele-
health Internet-of-Things Systems Through Fog and Cloud Computing Inte-



87

gration: Simulation Study. JMIR Biomed Eng. PMID: 38875671 PMCID:
PMC11041449 DOI: 10.2196 /50175

. Guo. Y., Sudhakar. G. and Guo. B (2024) " An Energy-Efficient Model of In-
tegrating Telehealth IoT Devices with Fog and Cloud Computing-Based Plat-
form" World Academy of Science, Engineering and Technology International

Journal of Computer and Information Engineering. Vol:18, No:4.

. Guo. Y., Sudhakar. G. Guo. B. and Guo. N. (2024) “Enhancing Energy
Efficiency in Telehealth IoT through Multi-Objective Optimization on a Hybrid

Fog/Cloud Computing Platform” Journal of Biotechnology & Bioinformatics
Research. ISSN: 2755-0168; Volume 6(3):1-12

. Guo. Y., Sudhakar. G. and Guo. B (2024) "Enhancing Energy Efficiency
in Telehealth IoT Through Multi-Objective Optimization" TEEE, ISSN: 2769-
4542, DOI: 10.1109/ICICT62343.2024.00072
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