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ABSTRACT

This thesis focuses on two classes of learning problems in stochastic multi-
armed bandits (MAB): graphical bandits and private bandits. Different from the
basic MAB setting where the learning algorithm can only have one observation,
for a bandit problem under a graphical feedback model, the learning algorithm
may be able to have more than one observation every time it interacts with the
environment. Meanwhile, the learning algorithm only needs to suffer a regret re-
sulting from the pulled arm if it is not the optimal one, which is the same as the
basic MAB setting. The first theme of this thesis is to derive instance-dependent
regret bounds for stochastic bandits under graphical feedback models.

In a basic MAB problem, the learning algorithm can always use the learnt in-
formation to make future decisions. If each reward vector encodes information
of an individual, this kind of non-private learning algorithm may “leak” sensi-
tive information associated with individuals. In an MAB problem with privacy
awareness, the learning algorithm cannot rely on the true information learnt to
make future decisions in order to comply with privacy. What a private learning
algorithm promises is even if an adversary sees the output of the learning algo-
rithm, this adversary almost cannot infer any information associated with a single
individual. The second theme of this thesis covers three variants of private online
learning: the private bandit setting, the private full information setting, and the

private graphical bandit setting.
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Chapter 1
Introduction

This thesis focuses on two major learning problems in sequential decision-making
(online learning) under uncertainty. One is the multi-armed bandit (MAB) prob-
lem under graphical feedback models. The other one is the multi-armed bandit prob-
lem with privacy awareness. Although the framework of MAB is simple, it is very
powerful and meaningful, as it guides people to conquer the dilemma of exploration-
vs-exploitation in an unknown environment.

The story of solving an MAB problem can be dated back to 1933, when William
Thompson showed an idea about how to pull arms sequentially in a 2-armed
bandit problem. From then, MAB problems are always drawing great attention
from researchers and engineers across different fields such as maths, statistics, eco-
nomics, computer science, pharmaceutical science, and electrical engineering. Ac-
tually, the idea shown by Thompson was developed into one of the most “sample-
efficient” and practical learning algorithms for stochastic bandits: Thompson Sam-
pling. The first contribution of this thesis is to provide theoretical guarantees for
Thompson Sampling algorithms under the settings where feedback relationships
can be represented by graphs.

In this modern information age, instead of seeing a teller in person, most of the
services that our daily life needs can be fulfilled by using Apps online, for instance,
banking, shopping, and filing taxes. Some interactions may involve sensitive in-
dividual information which may be collected by a third party to do data analy-
sis in order to offer a better service. Not surprisingly, people are starting being
concerned about privacy. The implementation of differential privacy mechanisms
within the learning algorithm used by a third party can tackle the privacy concerns
raised by the participating individuals. The remaining contribution of this thesis



is to devise online learning algorithms with privacy awareness. Through the pre-
sented private algorithms and their theoretical guarantees, we plan to answer the
following fundamental questions in differentially private online learning: how to
maintain the privacy-vs-regret trade-off and what is the price for the algorithms to

protect privacy of individuals.

1.1 Multi-Armed Bandit (MAB) Problems

A multi-armed bandit (MAB) problem is a classical sequential decision-making
problem [8]. In this learning problem, we have a fixed arm set A with size K, a
Learner, and an environment that generates rewards for all arms. Learner inter-
acts with the environment in a sequential way. In eachround t = 1,2,..., T, the
environment generates a reward vector X; := (X (t),..., Xg(t)) that is hidden to
Learner. Simultaneously, Learner pulls an arm J; € A. At the end of round ¢, the
environment reveals only the reward of the pulled arm X, (t) to Learner. Learner
observes and obtains a reward X, (). The goal of Learner is to pull arms sequen-
tially to maximize its cumulative reward over T rounds. The reward vector X; can
be generated in a stochastic way or an adversarial way, depending on the learning
tasks. In this thesis, all the presented learning problems are under the settings that
the rewards for a specific arm j € A are i.i.d. over time from a fixed but unknown
probability distribution v; with [0, 1] support.

In an MAB problem, the information revealed by the environment in each
round is very limited. Learner can only observe the random reward of the pulled
arm. This imperfect feedback model makes Learner in an exploration-vs-exploitation
dilemma. In every round, will Learner pull the arm with the highest empirical
mean so far, or pull an arm that has not been pulled too often? The former op-
tion tends to do exploitation to gain reward while the latter option tends to do
exploration to gain information about the environment. Actually, any successful
learning algorithm for MAB problems cannot fail to achieve the trade-off between
exploration and exploitation.

Since Learner has no idea about the distributions from which random rewards
are generated, Learner can only rely on tracking the number of observations and
the empirical mean among these observations to make a decision. Let y; be the
mean of distribution vj, i.e., the mean reward of arm j. For a K-armed stochastic

bandit problem, p1, 2, ..., ux can fully characterize a learning problem instance.



For ease of presentation, we assume that the first arm is the unique arm with the
highest mean reward, i.e., 1 > p;forallj € A\ {1}.

As we will show in Section 2.1, we use (Pseudo)-Regret to measure the quality
of any developed learning algorithms. The regret measures the cumulative per-
formance loss when Learner fails to pull the arm with the highest mean reward.
Under the notion of (Pseudo)-Regret, we do not make any assumption on how the
problem instance is generated. If a regret bound depends on a specific problem
instance 1, 2, ..., Uk, we say this regret bound is the problem-dependent one.
Typically, there are two terms in a problem-dependent regret bound. We call the
term depending on T the leading term and the term that does not depend on T the
constant term.

In Section 2.2, we will review the existing optimal learning algorithms for stochas-
tic bandits, i.e., the Upper Confidence Bound (UCB)-based [5, 24, 19], the Thomp-
son Sampling-based [2], and the elimination-style learning algorithms [17, 6], and
discuss the ideas how they achieve the exploration-vs-exploitation trade-off. We
will also show that the problem-dependent regret bounds for these algorithms take
either an O ( Y %) formoranO ( Y Wﬂ) form, depend-

jEAp<m J jeAmj<py Kb Hik)
ing on the utilized learning algorithm'. As implied by the problem-dependent re-
gret bounds, the limited feedback from the environment, i.e., only obtaining one
observation per round, makes the learning algorithms suffer a regret bound that
is linear in the number of sub-optimal arms. In terms of the time horizon T, the
problem-dependent regret bounds grow only logarithmically in T.

1.2 MAB under Graphical Feedback Models

Full information game. There is also one setting where the feedback model is
perfect, i.e., the complete reward vector X; = (Xi(t),..., Xg(t)) can be seen in
every round regardless of which arm is pulled by Learner [18, 41, 40]*>. We call
this setting the full information setting. A nice feature of the full information setting

is that exploration is not needed. For the full information setting with stochastic

Y (x,y) := xlog (;) +(1—x)log (%) indicates the Kullback-Leibler (KL) divergence be-
tween two Bernoulli distributions with parameters x and y.

2In this thesis, Learner plays a single action instead of playing a weight distribution over all
actions.



Figure 1.1: MAB under graphical feedback models

rewards, as we will show in Section 2.3, Learner will suffer only an O (@)
regret, a constant regret that does not depend on T.

The first theme of this thesis is to study the settings that lie between the
bandit setting and the full information setting: MAB problems under graphi-
cal feedback models (graphical bandits). In this thesis, Chapters 3, 6 are related
to this theme. Motivated by tremendous practical applications, graphical bandits
have been widely studied in [31, 10, 3, 14, 30, 22].

Formally, a graph G := (A, £) is used to represent the feedback models among
all arms collected by a set .A. Each node i € A in the graph corresponds to an
arm and an edge {i,j} € £ indicates the feedback relationship between nodes i, j.
Under a graphical feedback model, each time Learner pulls arm 7, Learner can also
have an observation for arm j. Figure 1.1 presents a concrete example for graphical
bandits with 5 nodes. In this example, when pulling arm C, besides obtaining an
observation from arm C, Learner can also have observations from arms B and E.

By leveraging the graphical feedback models, the problem-dependent regret
bounds can be improved from O (IGOTQT)) to O (%) or O <w>,
where «(G) indicates the independence number and 5(G) indicates the clique cov-
ering number of graph G [10, 30, 22, 14]. If the size of the graph is very large, the
improvement from linearity in K to linearity in graph-specific quantities is of great

significance.



1.3 Differentially Private Online Learning

Since in an online learning setting, data points are arriving in a sequential way, we
let X;.7 be the sequence of reward vectors that are fed into a learning algorithm.
Each reward vector can encode information associated with an individual. Let X}.;
be another sequence such that X;.r and X7, differ in at most one reward vector.

A good private online learning algorithm guarantees that even if we change the
input from Xj.7 to X].7, the output of the learning algorithm, e.g., the sequence of
the pulled arms, stays almost the same. This property implies that from the output
of a differentially private online learning algorithm, an external observer is very
unlikely to infer any information associated with any single individual.

In differentially private online learning, typically, Learner needs to maintain
a regret-vs-privacy trade-off. On one hand, the learning algorithm would perform
better if more information is revealed in each round. On the other hand, the more
information revealed, the harder for the learning algorithm to achieve differential
privacy.

Formally, we say an online learning algorithm I is e-differentially private if for
any two neighbouring reward sequences Xj.7 and X/.7, for any set D of decisions,
it holds that

P {I1(Xy.7) € D} < ¢ -P{Il(Xy.;) € D} , (1.1)

where IT(X;.7) indicates the output sequence when a private algorithm IT takes
X1.7 as input and IT(X].;) indicates the output sequence when a private algorithm
IT takes X7.7 as input.

Let o be an arbitrary point in the decision space. From (1.1), we know that, for

a private online learning I'l, we have

n ]P{H(XLT):(T} c
(P o) << )

From (1.2), it is easy to see that if we set € — oo, the private algorithm Il(-) can be
considered as a non-private algorithm.

The second theme of this thesis is to design e-differentially private online
learning algorithms, particularly, for the bandit setting, the full information
setting, and the graphical bandit setting. Chapters 4, 5, and 6 are related to
this theme. Differentially private online learning have been widely studied in



[23,1, 32,21, 33, 34, 37, 38].

1.4 Overviews of Chapters

We now present an overview of the key contributions in each chapter.

1.4.1 Overview of Chapter 3

This chapter addresses a stochastic multi-armed bandit problem with an undi-
rected feedback graph. Just as mentioned in Section 1.2, the graphical bandit set-
ting lies in between the bandit setting and the full information setting. By lever-
aging the graphical feedback structure, the problem-dependent regret bounds can
be improved from being linear in the total number of arms to being linear in some
graph-specific quantities such as the independence number and the clique cover-
ing number.

Motivation. Regarding the setting of stochastic graphical bandits, [10] devised
the first UCB-based learning algorithm, UCB-N, for it. The key idea behind UCB-
N is to construct a confidence interval for each arm. Then, Learner pulls the arm
with the highest upper confidence bound, the same as in UCB1 of [5]. The leading
term for UCB-N is linear with the size of an arbitrary clique covering C. However,
the constant term is still linear in the total number of arms.

Later, [28, 29] devised a Thompson Sampling-based learning algorithm, TS-
N, for the setting of graphical bandits. However, they only presented problem-
independent regret bounds for TS-N under the notion of Bayesian Regret instead of
the commonly-used Pseudo-Regret in bandit problems. Since, empirically, Thomp-
son Sampling-based algorithms usually perform better than the UCB-based algo-
rithms, we are interested in deriving a more refined regret bound, the problem-
dependent regret bound under the notion of Pseudo-Regret, for TS-N.

Main Results. We devise a UCB-based algorithm, UCB-NE (Algorithm 5), and
derive a problem-dependent regret bound (Theorem 9) for it. The regret bound of
UCB-NE improves the constant term of UCB-N while preserving the same leading
term as UCB-N. The constant term of UCB-NE is linear in the size of an arbitrary
clique covering C up to logarithmic factors.

Also, we present the first problem-dependent regret bounds for TS-N [28], where

again the regret bounds are linear in the size of a clique covering C up to loga-



rithmic factors. We derive two problem-dependent regret bounds for TS-N. The

tirst problem-dependent regret bound for TS-N (shown in Theorem 10) takes the
(14-€)log(T)Ac +0

cee Tlm—Acm)

mean reward gap and € > 0 can be chosen as small as desired. In this regret

w form, where A¢ can be viewed as a clique-specific
€

bound, the leading term for each clique is asymptotically optimal. However, the
constant term hides problem-dependent constants, which makes it difficult to tune
€ to minimize the regret bound. The second problem-dependent regret bound for

TS-N (shown in Theorem 11) takes the ) 0 (1("1%'%?) +0 <%> form, where
ceC €) C CarAVe

€ can be any value in (0,1). When comparing the second bound to the first bound,

there is no hidden problem-dependent constants® and all the terms are expressed
explicitly. The exposure of all the terms is beneficial to tune parameters to mini-
mize the regret bound.

Key Ideas of UCB-NE. The reason that makes UCB-NE succeed in improving
the constant term for each clique from being linear in the clique size to being log-
arithmic in the clique size lies in our novel idea to construct the upper confidence
bounds. We take the degrees of the nodes in the feedback graph into account when
constructing the upper confidence bounds. We boost the exploration of an arm if
it has a higher degree. The intuitive understanding of why this works is that if we
pull an arm with a higher degree, we can have more observations than pulling an
arm with a lower degree.

Key Ideas of TS-N. To derive a problem-dependent regret bound for TS-N, we
use similar ideas that have been presented in [2] to derive problem-dependent re-
gret bound for the standard stochastic MAB problems. We cut the mean reward
gap Ac into three pieces by finding two clique-specific problem-dependent con-
stants xc and yc such that 3 — Ac < x¢ < yc < p;. By introducing xc and
yc, the “distance” between y; — Ac and y; is separated into three “sub-distances”.
Informally, the “distance” between x¢ and yc impacts the leading term while the
“distance” between y; — Ac and xc and the “distance” between and yc and y;
both impact the constant term. The key to have problem-dependent bounds lies in

the tuning of xc and yc properly to make sure the the probability to pull any arm
L

in clique C is in the order of ok

Then, by using a union bound, the impact of the

clique size can be removed.

3For our presented version here, actually, the O(-) notation hides a small problem-dependent

logarithmic factor log? ( ylliilAc) .



1.4.2 Overview of Chapter 4

In this chapter, we investigate two variants of differentially private online learning:
the differentially private stochastic bandit setting and the differentially private full
information setting with stochastic rewards.

Motivation. Regarding the private stochastic bandit setting, [32] devised the
first private UCB algorithm for it. However, the presented regret bound is far
from optimal. Later, [33] devised the Differentially Private Successive Elimina-
tion (DP-SE) algorithm, an elimination-style algorithm, which achieves the optimal
@) (jeA§~>0 mli%g,)e}) regret bound, where A; indicates the mean reward gap of a
sub-optir]nal arm j and € is the required privacy parameter. However, like other
elimination style algorithms, DP-SE does not practically perform well compared
to UCB-based algorithms. Also, DP-SE is not an anytime learning algorithm as
the elimination rule relies on knowing T in advance. Therefore, we are motivated
to have an anytime and optimal private UCB-based algorithm. Regarding the full
information setting, to the best of our knowledge, there did not exist any learning
algorithm that has a constant regret, i.e., a regret bound does not depend on T.

Main Results. Regarding differentially private stochastic bandits, we present
two anytime learning algorithms: Anytime-Lazy-UCB (Algorithm 8) and Hybrid-
UCB (Algorithm 9)*. We devise the first optimal UCB-based algorithm, Anytime-
Lazy-UCB. The regret bound for Anytime-Lazy-UCB is shown in Theorem 14.
Regarding differentially private full information setting with stochastic rewards,
we present a novel learning algorithm, Follow-the-Noisy-Leader (FITNL, Algo-
rithm 10). FTNL is the first learning algorithm for this setting that enjoys an
@) (@ﬁ—%) regret bound, a constant regret (Theorem 19), where A, indi-
cates the minimum mean reward gap among all sub-optimal arms. In this chapter,
we also conduct experiments to see the practical performance comparison among
DP-SE, Anytime-Lazy-UCB, and Hybrid-UCB. The experimental results show that
Anytime-Lazy-UCB is competitive with DP-SE.

Key Ideas of Anytime-Lazy-UCB. A nice property of differential privacy is
that it is immune to post-processing. From this property, we know that if Learner

4Previously, [37] devised the first Hybrid-UCB style algorithm. The Hybrid-UCB style algo-
rithm can be viewed as a private version of UCB1 of [5]. However, there are some issues in their
analysis. For completeness, we propose our own Hybrid-UCB learning algorithm by extending our
Anytime-Lazy-UCB. Theorem 17 presents our regret bound for Hybrid-UCB.



relies on the output of an e-differentially private learning algorithm to make de-
cisions, then the learning algorithm run by Learner is also e-differentially private.
Keeping this property in mind, we let the algorithm that computes the empirical
means be e-differentially private. Then, we can claim that the learning algorithm
to make decisions is also e-differentially private. Actually, [32, 33] operate under
this framework to design their private algorithms.

The reasons that make Anytime-Lazy-UCB succeed are the usage of forgetful-
ness and laziness. Forgetfulness comes from the idea that the differentially private
empirical mean for an arm is computed only based on a certain number of newly
obtained fresh observations rather than using all the observations obtained from
the very beginning. Also, reusing observations is not allowed when updating
the differentially private empirical mean for an arm. The idea of laziness comes
from the fact that the differentially private empirical mean of the pulled arm is
not updated immediately. We take a lazy way to update it. We only update the
differentially private empirical mean of an arm after accumulating enough fresh
observations for that arm.

Key Ideas of FTNL. Recall that in a full information game, the complete reward
vector can be observed in each round, i.e., more information is revealed than in a
standard bandit setting. At first glance, one may think that more noise is needed
by the private learning algorithm for a full information setting. Actually, the same
level of noise as for a private bandit algorithm can be maintained by taking ad-
vantage of the Report Noisy Max (RNM) algorithm [16]. In Section 2.5, we will
provide a detailed discussion about how to use RNM in the design of a private full
information learning algorithm.

The reason why FINL succeeds is the usage of a property that full information
games have — the exploration is not needed. In a full information game, all the
arms always have the same amount of observations. Therefore, Learner does not
need to track the empirical mean of each arm directly. Instead, Learner only needs
to track the index of the arm that has the highest aggregated reward. From the prop-
erty that differential privacy is immune to post-processing, as long as the algorithm
that outputs the arm with the highest aggregated reward is e-differentially private,
we know that the algorithm to make decisions is also e-differentially private.
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1.4.3 Overview of Chapter 5

This chapter investigates a novel variant of stochastic multi-armed bandits, bi-
level bandits with unknown arms, which is motivated by the following practical
application.

Motivation. Consider a drug testing problem in the medical sector. We have
a set of pharmaceutical companies that are testing multiple drugs. Now, a foun-
dation (it can be viewed as Learner) plans to invest in these pharmaceutical com-
panies to assist them to do the testing. Due to a limited budget, in each period,
the foundation can only choose one company to assist it to test one particular
drug. However, to lock-in continuous support from the foundation, the selected
company may not want to reveal the outcomes of a specific drug, particularly, a
drug that is potentially inferior, as this potential failure drug may prevent the com-
pany from receiving further support from the foundation. Therefore, the company
would like the outcomes of a particular drug that is under testing to be invisible
to the foundation. Since the selected company would like to use the allocated sup-
port to test a drug that will succeed with high chance, and the foundation would
also like to invest in a company that will succeed with high chance, they all have
the goals to accumulate as much reward as possible.

This is one of the motivating applications that can be framed as a bi-level ban-
dit problem. In a bi-level bandit setting, there are two levels of arms, but only
Level-I arms (the pharmaceutical companies) are visible to Learner. Level-II arms
(drugs) remain hidden and cannot be pulled nor observed directly by Learner. By
introducing an extra level (Level-I arms) between Learner and the arms associated
with rewards (Level-II arms), Learner has no chance to learn the outcomes of a
particular (Level-II) arm directly.

Learning Problem. Let A be the Level-I arm set and A; be the Level-IIl arm
set managed by Level-I arm j. Regarding the learning protocol, in each round
t, the environment generates a random reward X;;(t) € [0,1] for each Level-II
arm from an unknown distribution with mean y; ;. Simultaneously, Learner first
pulls a Level-I arm [; € A. Then, the selected Level-I arm J; pulls a Level-II arm
Iy € Aj,. Under the bi-level bandit feedback model, the environment only reveals
the reward of the pulled Level-Il arm X, j, () to the selected Level-I arm J; instead
of to Learner. Learner can observe a reward YJ,(t) = Xj, ;,(t) reported by J;.

Main Results. Even if the rewards associated with each Level-II arm are i.i.d.
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over time, the rewards associated with a specific Level-I arm (from Learner’s per-
spective) are non-i.i.d. over time. Note that a Level-I arm runs its own algorithm to
decide which Level-II arm to pull. It is challenging to devise a learning algorithm
with an O(log(T)) regret bound for bi-level bandits. We devise an elimination-
style learning algorithm, Two-Level Elimination Algorithm (Algorithm 12), for bi-
level bandits, and derive an O(log(T)) regret bound (Theorem 20).

Since drug testing usually involves the participation of volunteers, the act of
revealing outcomes directly to Learner might also compromise the privacy of in-
dividuals. Therefore, we also present a differentially private learning algorithm,
Algorithm 13, for bi-level bandits. The private learning algorithm for bi-level ban-
dits guarantees that the participation of a single individual in the testing has al-
most no impact on the decisions of the foundation to decide which company to
support or the decisions of a specific company to decide which drug to test. The-
orem 22 presents a regret bound for Differentially Private Two-Level Elimination
Algorithm.

Technical Difficulties and Key Ideas. Since the rewards for a specific Level-I
arm are non-i.i.d, the naive algorithm where Learner runs the round-based UCB
over Level-I arms and each Level-I arm runs the round-based UCB over all its
managed Level-II arms may not have a provable non-trivial regret bound. The
key idea behind our novel Two-Level Elimination Algorithm is the controlling of
the number of pulls of a sub-optimal Level-I arm j by constructing an asymmetric
confidence interval. Note that all Level-II arms managed by Level-I arm j have no
chance to be pulled if j itself is not pulled by Learner.

From Learner’s perspective, the empirical mean of a Level-I arm j is the em-
pirical average of [0, 1] random variables that are independently drawn from some
distributions.

Although each Level-I arm is not associated with a fixed true mean reward, the
expected value of the empirical mean does have an upper bound y; ;+, the high-
est mean reward among all the Level-II arms managed by Level-I arm j. By let-
ting a Level-I arm j run an elimination-style algorithm, Learner can construct an
asymmetric confidence interval stating that the gap between the empirical mean
of Level-I arm j is not too far from p; ;« after accumulating enough observations.

The reason why the elimination-style learning algorithm succeeds is that the
elimination-style algorithm progresses in epochs and eliminates the bad arms with
the progression of epochs. The shrinking of the non-eliminated arm set implies
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that all the arms kept have good mean rewards with high probability. Also, in
the elimination-style algorithm, all the non-eliminated arms will be pulled equal
times in each epoch. All these factors ensure that the collection of observations for
a specific Level-I arm within an epoch is a mixture of random variables that are
independently drawn from distributions with similar means and the number of
observations drawn from each distribution is identical.

There are two key challenges to design a differentially private learning algo-
rithm for bi-level bandits. One is still brought by the non-i.i.d. rewards for each
Level-I arm. This challenge can still be tackled by constructing an asymmetric
confidence interval. The other challenge is the controlling of the noise variables
included in the differentially private empirical mean of each Level-I arm. Ideally,
we only want to include one noise variable.

Recall that the roles of a Level-I arm can be viewed as two-fold. One is to
pull Level-II arms sequentially. The other one is to report rewards to help Learner
to pull Level-I arms sequentially, i.e, Learner’s decision relies on the output of
the algorithm run by a Level-I arm. Since the goal is to guarantee that both the
algorithms of Learner and Level-I arms are differentially private, we need to be
careful when designing the private learning algorithm run by each Level-I arm.

One of the naive designs is to have a single private algorithm (at Level-I arm’s
side) first and then apply the post-processing to this private algorithm twice. More
specifically, we let the algorithm that computes the empirical means of the man-
aged Level-II arms be e-differentially private. From the the property that differ-
ential privacy is immune to post-processing, we know: (1) the algorithm to pull
Level-II arms is e-differentially private; (2) the algorithm to compute Level-I arm’s
empirical mean is e-differentially private. However, this design will result in a
sub-optimal regret bound as the differentially private empirical mean for Level-I
arm j may include more than one noise variables.

By using the property that differentially private algorithms can be composed,
we take the strategy of composing two differentially private algorithms with each hav-
ing its own purpose. More specifically, for the first private algorithm, we let the
algorithm that computes the empirical means of the managed Level-II arms be e-
differentially private. Then, from the post-processing property, we know that the
algorithm to pull Level-II arms is e-differentially private. For the second private al-
gorithm, we simply let the algorithm that computes the empirical mean of Level-I
arm j itself be e-differentially private. By composing these two private algorithms,
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the number of noise variable included in the differentially empirical mean of a
Level-I arm is limited to 1.

1.4.4 Overview of Chapter 6

In this chapter, we provide more insights and a deeper understanding for differen-
tially private online learning algorithms. The focus of this chapter can be viewed
as a generalized version of the settings that have been presented in Chapter 4, or
a differentially private version of the setting that has been presented in Chapter 3.
We study the learning problem of differentially private graphical bandits.

Motivation. So far, there are only private online learning algorithms for private
bandit settings and full information settings. Both of these two settings have the
property that the number of observations revealed is fixed over time. In a private
bandit setting, the number of revealed observation is 1 while in a full information
setting, the number of revealed observation is K. The unchanging number of ob-
servations over time makes the amount of noise injected within the learning algo-
rithms under control. Therefore, we are interested in differentially private graphical
bandits where the number of observations revealed is changing over time’.

Main Results. We devise the first learning algorithm, DP-UCB-N (Algorithm 14),
for differentially private graphical bandits, and it has a regret bound that is linear
in the size of the input clique covering C up to logarithmic factors for both the
leading and constant terms. Theorem 24 presents a regret bound for DP-UCB-N.
which is
log (|Ci| - T)

© min { AM", ¢}

1<i<|C| ,
where C is an input clique covering and A™" indicates the minimum mean reward
gap among all sub-optimal arms covered by the i-th clique.

The regret bound for DP-UCB-N also covers the two special cases. The first one
is, if the feedback graph only contains isolated nodes, the regret bound shown in
Theorem 24 will be the same as the one for Anytime-Lazy-UCB, the optimal regret
bound for private stochastic bandits. The second one is, if we set € — oo (non-
private graphical bandit setting), the regret bound shown in Theorem 24 is a better
bound than the one shown in Theorem 9.

SWe still assume that the feedback graph is static.
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Key Ideas of DP-UCB-N. Before discussing the key ideas behind the design of
DP-UCB-N, let us present a definition of [;-sensitivity in a brief and informal way
under the settings that all the rewards are in [0,1]. The /;-sensitivity of an algo-
rithm tells us the maximum number of impacted arms when we change a reward
vector. For example, in a bandit setting, when we change a reward vector in round
t, only the empirical mean of the pulled arm in round ¢, i.e., only one arm, can be
impacted. In a full information setting, although the changing of a reward vector
can impact the empirical mean of every arm, by using RNM, still only the arm with
the highest empirical mean in round t can be impacted.

A nice property of the two differentlly private online learning variants that
have been discussed in Chapter 4 is the number of observations obtained in each
round is fixed. Consequentially, by using clever algorithms, we can make sure
that the [;-sensitivity is fixed all the time. The fixed [;-sensitivity makes it easy
to decide the needed noise to have e-differentially private algorithms. Informally,
the amount of noise injected is linear in the number of impacted arms when we
change a complete reward vector.

However, under graphical feedback models, the number of observations ob-
tained in each round is varying over time. It can be any value in [1, K], depending
on the pulled arm and its degree in the feedback graph. The changing number
of observations over time makes the /;-sensitivity also change over time. There-
fore, to have a private algorithm with a good theoretical guarantee, the key lies
in the controlling of the /;-sensitivity, i.e., we would like to control the number of
impacted arms when we change a single reward vector.

Fortunately, we can use the ideas of Anytime-Lazy-UCB and FITNL to design
a private learning algorithm for graphical bandits. The high-level idea behind the
design is, instead of running a private UCB over the arm set directly, Learner runs
Anytime-Lazy-UCB over a set of cliques (each clique can be treated as a “super
arm”), and each clique runs a similar algorithm as FTNL, i.e., we only reveal the
information of a single arm. By using this combination, the number of impacted
arm can be limited to 1 when we change a single complete reward vector. Note
that the changing of a reward vector can only impact one clique and the impacted
clique only reveals the information of one particular arm. As we will show in
Section 6.4.1, actually, the noise level injected for private bandit settings, private
full information settings, and private graphical bandits is the same.
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Chapter 2
Background Knowledge

In this chapter, we will provide some background knowledge that help readers to
understand this thesis. We will first review the existing algorithms for stochastic
bandits and full information game. For stochastic bandits, we will review the Up-
per confidence bound (UCB) algorithm [5], Thompson Sampling (TS) algorithm
[2], and an elimination-style algorithm based on [17, 6]. For full information set-
ting with stochastic rewards, we will review Follow-The-Leader (FTL) algorithm.
Next, we will review the key definitions and theorems about differential privacy.
Then, we will present an algorithm called Report Noisy Max, which can be viewed
as a private algorithm of FTL. At the end of this chapter, we list all the useful in-
equalities and probability distributions related to this thesis.

2.1 (Pseudo)-Regret

Before we present the learning algorithms in detail, let us define a performance
metric to measure the quality of the developed online learning algorithm. Through
this chapter, let y; := [E [X;(t)] be the mean reward of arm j € .A. We assume that
the first arm is the unique best arm, the arm with the highest mean reward. Let
Aj := p1 — y; be the mean reward gap between the best arm and a sub-optimal
arm j. Intuitively, A; states the performance loss per round when Learner pulls a
sub-optimal j instead of pulling the best arm 1.
We use regret R(T) to measure the quality of the learning algorithms.

Definition 1. ((Pseudo)-Regret). The regret R(T) is defined as the expected performance
loss caused by the fact that Learner may fail to pull the arm with the highest mean reward.
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Mathematically, it is defined as

R(T) = %%E{éxj(t)} ‘]ELéX’f(t)} 2.1)

T
— T B | X0)]

There are two types of regret bounds. One type of regret bound does not de-
pend on a specific problem instance (y, ..., px). We call this type of regret bound
the problem-independent regret bound. From [4], we know that the best problem-
independent bound is O <\/ﬁ > Compared to the O (x/ﬁ ) regret bound, a
more refined regret bound would be the problem-dependent regret bound, which
depends on a specific problem instance. As we will show in Theorems 1, 2, and 3,

the problem-dependent regret bounds for stochastic bandits take the form either

jeA:ZAj>0 O (%) or jex&po @) (%) , where dg (x,y) indicates the Kull-
back-Leibler (KL) divergence between Bernoulli distributions with parameters x
and y. As we will show in Theorem 4, the regret bound for the full information
setting with stochastic rewards takes the O (@) form, a constant regret that

does not grow with T.

2.2 Stochastic MAB Algorithms

We now discuss each learning algorithm one by one.

2.2.1 Upper Confidence Bound (UCB)

Algorithm 1 UCB1 [5]
: Input: Arm set A ;

—_

2: Initialization: O; - 0, ﬁj,oj —Oforallje A;
3: fort=1,2,... do
4:  Construct ﬁj(t) = ljo; + %](,t) forallj € A;
Pull J; + argmaxﬁj(t) ;
jeA
~ fy,0p, 05 +X), ()
Set Jij,0;, t ]tO]t:'l —, 05, + O}, +1.

5. end for
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There are several variants of UCB-based learning algorithms [5, 24, 19], depend-
ing on how to construct the confidence intervals. This thesis is based on UCBI [5].

t-1
Let Oj(t —1) := ¥ 1{Js = j} be the number of pulls of arm j by the end of
s=1

round t — 1. Let ﬁj,oj(;—l) be the empirical mean of these O;(t — 1) observations.
The idea behind UCB is to construct a confidence interval around the empirical
mean. From Hoeffding’s inequality (Inequality 1), we know that ﬁ]-/oj(t,l) is not
too far from p; with high probabolity.

In each round ¢, Learner constructs the upper confidence bound ﬁj(t) as

_ ~ 21n(¢)
#i(t) = Hjo,-1) T m (2.2)

and pulls the arm with the highest upper confidence bound, i.e., J; < arg njax H (t).
S

After seeing X, (t), the number of pulls of arm J;, and the empirical m]ean of arm

Jt will be updated.

The first term in the RHS of (2.2) contributes to the exploitation while the sec-
ond term in the RHS of (2.2) contributes to the exploration. By constructing the
upper confidence bound in this way, even if an arm has a small empirical mean,
it still has the chance to be pulled, as the second term may boost the upper confi-
dence bound of this specific arm. Algorithm 1 presents the UCB learning algorithm
in detail.

We now present a problem-dependent regret bound for Algorithm 1.

Theorem 1 (Theorem 1 [6]). The regret of Algorithm 1 is at most

8In(T 2
Rucer(T) < ) % + (1 + %AJ->
jEA:A]'>0 ]

Remark. For the problem-dependent regret bound, there are two terms with
one term depending on T. We call the term depending on T the leading term. For
the term that does not depend on T, we call it the constant term. In a standard
stochastic bandit problem, both the leading term and the constant term are linear

in the number of sub-optimal arms.
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2.2.2 Thompson Sampling

Algorithm 2 Thompson Sampling over Bernoulli Bandits [2]

—_

: Input: Arm set A ;
: Initialization: O; <~ 0, Q; <« Oforallje€ A;
fort=1,2,... do

Sample 0;(t) ~ Beta (Qj+1,0; — Qj+1) ;

Pull J; < argmax0;(t) ;

jeA

Set Oj, +~ O, +1, Q< Qp + X, (1) -

end for

Thompson Sampling was first introduced in [36] for a 2-armed bandit problem
but only very recently, theoretical regret bounds were provided [2, 25]. It has been
shown in [12] that Thompson Sampling practically performs extremely well for
stochastic bandit problems.

Thompson Sampling is a Bayesian-style heuristic algorithm. The key idea is we
maintain a belief about how the problem instance is generated. More specifically,
we maintain a belief for the mean reward y; of each arm j. For example, in a
Bernoulli bandit problem, we believe that each y; is generated from a distribution
with [0,1] support. After seeing an observation from arm j, we correct our belief
in a Bayesian manner.

The probability density function Beta(«a, B) of Beta distribution with parameters
a, B is shown in (2.15). Note that Beta(1,1) is a uniform distribution with [0, 1]
support. As we have no information about how the mean reward is generated
before the learning task starts, it is natural to use Beta(1,1) as a prior distribution
for the mean reward of arm j. In Thompson Sampling, Learner draws an arm from
the posterior probability of being the best arm.

Algorithm 2 presents the Thompson Sampling over Bernoulli rewards in detail.
Let O;(t — 1) be the number of pulls of an arm j and Q;(t — 1) be the number of
Bernoulli trials that have succeeded by the end of round ¢t — 1. In each round
t, Learner draws a random posterior sample 6;(f) from the posterior distribution
Beta(Q;(t —1) +1,0;(t — 1) — Q;(t — 1) + 1), and pulls the arm with the highest

0i(t), ie, Ji < arg rjax 0;(t). After obtaining an observation Xj,(t), we update
je
the posterior distribution of arm J; based on Bayes’ theorem, i.e., if X},(t) = 1, we

increment the first parameter in the Beta distribution of arm J; by one; if Xj,(f) = 0,
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we increment the second parameter by one. The trade-off between exploration and
exploitation is achieved by these random posterior samples.
We now present a problem-dependent regret bound for Algorithm 2.

Theorem 2 (Theorem 1 [2]). The regret of Algorithm 2 is at most

Res(T) < Y <(1+€)1n(T)Aj+O($>) ,

jeA:D;>0 dir, (1j, 1)

where € can be any value in (0, 1].

Several remarks are in order for Theorem 2. In the above mentioned regret
bound, the constant term hides problem dependent constants. From Pinsker’s in-

equality, we know Therefore, regarding the leading term, Thomp-

1
dxr (i) — 2A2
son Sampling is better than UCBl as

Ri(T) < T (¢+ (&)

jeA:AJ»>O KL(u] ;11)

< B o)

Thompson Sampling is asymptotically optimal as we have the following regret
lower bound: [26]
A

.. R(T j
lim inf > . (2.3)

N

2.2.3 Elimination-Style Algorithm

Recall that both UCB and Thompson Sampling are round-based, i.e., Learner pulls
an arm and updates the statistics of the pulled arm in each round. Arm elimination-
style learning algorithms are usually epoch-based. Instead of making a decision to
pull an arm in each round, Learner maintains an active arm set V, C A in each
epoch r and pulls every arm in the active arm set V; for a certain number of times.
At the end of epoch r, Learner eliminates the arms that have performed poorly
from the active arm set. We say an arm performs poorly if its upper confidence
bound is still smaller than the maximum lower confidence bound. By doing the
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elimination, the size of the active arm set shrinks with the progress of the epoch,
and eventually, only the best arm will be kept with high probability.

In this section, we present a modified version of the elimination-style algo-
rithms that have been shown in [6, 17]. The key modification is, instead of using
all the observations that are collected from the very beginning, in each epoch, we
do not reuse any observation obtained from the previous epochs. As we will show
in Chapters 4, 5, and 6, the dropping of observations is extremely important to
devise differentially private online learning algorithms with good regret bounds.

Algorithm 3 presents the modified version of the elimination-style algorithm
in detail. Initially, we set V; < A. With the progression of epochs, the size of the
active arm set shrinks until either only one arm is left in the active arm set or all T

rounds have been consumed.

Algorithm 3 Elimination Algorithm

: Input: Armset Aand T ;

2: Initialization: Set r <+ 1, active arm set V «+ A ;

3: while Still have rounds left and |V| > 1 do

4 SetL,:=2log(KT) 2% ;
Pull each arm j € V for L, times ;
Eliminate an arm j € V if rule (2.4) is satisfied ;
Setr+r+1;

end while

: Pull the single arm left in V until all T rounds are consumed .

—_

SANRSE

In epoch 7, we pull each arm in V; for L, := 21log(KT)2% times. Let 1ij, be the
empirical mean of arm j among these L, observations in epoch r. We will eliminate
an arm j € V, at the end of epoch r if arm j’s upper confidence bound is smaller
than the maximum lower confidence bound among all arms in V;, i.e., we will

eliminate arm j if the following rule is satisfied:

21og(KT) < max | i, — 21og(KT)

24
Lr leVr Lr ( )

ﬁj,r +

We now present a problem-dependent regret bound for Algorithm 3.
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Theorem 3. The regret for Algorithm 3 is at most

log(KT)
Rae(T) <), O(A—>

]E.A:A]'>O ]

Proof sketch of Theorem 3: By using rule (2.4) to decide whether a sub-optimal arm
j € V, will be eliminated or not, we know that with high probability Learner will
eliminate an arm j € V; if its mean reward gap A; satisfies A; > 4 - 0.5 by the end
of epoch r. That is also to say, an arm with mean reward A; can be in the active arm
set for at most log (Ai]) epochs with high probability. Also, if arm j € V;, it implies
its mean reward gap A; < 4-0.5""! with high probability (otherwise, it cannot be
in V;). Therefore, the regret caused by pulling a sub-optimal arm j is at most

os()
Y LA

r=1

log<Aij> (2.5)
Y 2log(KT)2% -4.0.5!

' li)g(KT))

IN

IN

O

Aj

/N

]

Remark. The elimination-style algorithms that will be presented in Chapter 5
are built on top of Algorithm 3. Typically, the elimination style learning algorithm
relies on T as input, i.e., it is not an anytime learning algorithm, which is different

from UCB and Thompson Sampling-based learning algorithms.

2.3 Full Information Game Algorithm

In this section, we review a simple but optimal learning algorithm, Follow-the-
Leader (FTL), for full information setting with stochastic rewards. A nice feature
of the full information game is that exploration is not needed. Therefore, we only
need to do pure exploitation. We can behave in a greedy way.

Let fi;(t — 1) be the empirical mean of arm j by the end of round ¢ — 1. Since in

a full information game, the reward vector can be seen in each round, #;(t — 1) is
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the empirical mean of t — 1 observations of arm j. FTL simply pulls the arm with

the highest empirical mean in each round, i.e., J; +— argmaxji;(f —1). At the end
jeA
of round ¢, the empirical means of all the arms will be updated.

Algorithm 4 FTL [40]
: Input: Arm set A ;
2: Initialization: ji; «— O forallj € A;
3: fort=1,2,... do
4. Pull J} - argmaxy;;
jeA

Set fi; + FUHNW forall j e A

end for

—_

We now present a problem-dependent regret bound for Algorithm 4.

Theorem 4. The regret of Algorithm 4 is at most

log(K
Rere(T) <O (%) ,
min
where Amin = _min A; indicates the minimum gap among all sub-optimal arms.

jeA:A>0

Remark. The regret bound for a full information setting with stochastic re-
wards does not depend on T. It only depends on the number of arms. Some dif-
ferentially private learning algorithms in Sections 4.5.1 and 6.4.1 are built on top of
FTL.

2.4 Differential Privacy

We now review the key technical definitions and theorems about differential pri-
vacy. As differential privacy was originally used do private data analysis over a
database, during the review, we will discuss how to link the ideas for databases to
diffferentially private online learning.

Let a database D hold data from individuals. Each row in D contains informa-
tion associated with a single individual. Let X be the set of all rows in a database
D. Differentially private data analysis ensures that a statistical analysis over a
database can be done in an accurate way, and, simultaneously, the privacy of each

individual is protected.
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The very first definition is the [;-sensitivity of a function f : NI*¥l — RK. A
function f can be viewed as a query on a database D.

Definition 2. (Definition 3.1, I1-sensitivity [16]). The li-sensitivity of a function f :
NI*T — RF s

Af = max If(x) = fFWll (2.6)

xyeNIl|lx—y|l;=1

where || x — y||, measures the number of rows on which x,y € NI*! differ.

For two databases x,y € INI*l such that ||x — y|; = 1, we say that databases
x,y are neighbouring each other. The [;-sensitivity of a function f measures the
maximum output gap when f works over any two neighbouring databases.

Remark. When linking to differentially private online learning, the informa-
tion associated with an individual (stored in a row) can be viewed as a reward
vector with k entries with each entry in {0,1}. For a function f : {0,1}* — R that
computes the sum of a vector with k entries, the /;-sensitivity is 1, as changing the
value of a single entry in the vector can impact the sum at most 1.

Definition 3. (Definition 3.3, Laplace mechanism [16]). Given any function f : NI¥| —
IR¥, the Laplace mechanism is defined as

M (x,f(-),e) = f(x)+ (Y1, Yo, .., Yi) (2.7)

where Y; are i.i.d. random variables drawn from Lap <%>

In this thesis, we use X ~ Lap(b) to denote a random variable drawn from
Laplace distribution centered at 0 with scale b. The probability density function
of a Laplace distribution centered at 0 with scale b is shown in (2.16). All the
presented differentially private online learning algorithms in this thesis use the
Laplace mechanism to inject noise except the one called Hybrid-UCB that will be
presented in Section 4.4.2.

With these preparations, we now present privacy and the accuracy guarantees
for the Laplace mechanism.

Theorem 5. (Theorem 3.6 in [16]). The Laplace mechanism preserves e-differential pri-
vacy.
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Theorem 6. (Theorem 3.8 in [16], accuracy of Laplace mechanism). For any § > 0, we
have

iMoo - sl (5) Hh<s o a9

We now present a nice property for differentially privacy, which is differential

privacy is immune to post-processing.

Proposition 1. (Proposition 2.1, Post-Processing [16]). Let M : NI*¥l — R be a random-
ized algorithm that is e-differentially private. Let f : R — R’ be an arbitrary randomized
mapping. Then f o M : NIXl — R is e-differentially private.

In this thesis, we will use Proposition 1 repeatedly. This proposition motivates
the design of differentially private online learning algorithms. Since Learner re-
lies on the differentially private empirical means to make decisions, as long as
we ensure that the algorithm that computes the empirical mean is e-differentially
private, from Proposition 1, we know that the online learning algorithm is also
e-differentially private.

Theorem 7. (Theorem 3.16, Composition theorem [16]). Let M, : NI¥l — R, be an
€;-differentially private algorithm for i € [k]. Then if My NI — TTF_ R, is defined

k
to be My (x) = (Ma(x), ..., My(x)), then My is Y e;-differentially private.
i=1

To design differentially private online learning algorithms with good theoreti-
cal guarantees, we repeatedly use the Post-Processing Proposition, the Composi-

tion Theorem, and the Laplace mechanism.

2.5 Report Noisy Max

For Chapters 4 and 6, we also use an algorithm called Report Noisy Max (RNM)
[16], which is very related to Follow-the-Leader (FTL) that has been shown in Al-
gorithm 4.

Here, to link with differentially private online learning, we use a different way
to explain the learning problem that RNM can solve. Let M, «, be a matrix with m
rows and n columns with the value of each entry Xij € {0,1} forall1 <i<m,1<
j < n. Matrix M;,x, can be considered as a simple database. We now have a data
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analyst who wants to find which column has the highest sum over all rows, i.e., finding

m
argmax ). X;;, in a differentially private way. How can the data analyst design a
1<j<n i=1
private algorithm to do this?

One of the straightforward algorithms is to query the noisy sum of each column
tirst. Then, the data analyst find the column that has the highest noisy sum. Since
a row can affect the sum of all the columns, the /;-sensitivity of the function f :
{0,1}™" — R" is A Fo=n. Therefore, from Definition 3, we know that a noise
variable drawn from Lap (£) is needed to be injected to the sum of each column if
we use the Laplace mechanism.

Practically, we can have a better private algorithm for this problem, which is the
Report Noisy Max (RNM). Just as the name of the algorithm implied, in RNM, only
the index of the column with the highest noisy sum is returned. The noisy sum of
each column remains hidden to the public. In RNM, a noise variable drawn from
Lap (%) is needed.

We now present a privacy guarantee for RNM.

Theorem 8. (Claim 3.9). RNM is e-differentially private.

Remark. Several remarks are in order for RNM. If a private online learning
would like to use RNM more than once, each time fresh observations (reward vec-
tors) must be fed into RNM. Reusing any observation is not allowed.

If we want to let RNM return both the index of the column with the highest
noisy sum and the highest noisy sum itself, we need to inject a noise variable
drawn from Lap (ﬁ) . One of the intuitive ways to understand why Lap <01§> is
needed is, the data analyst can first query the database which column has the highest
noisy sum? If we inject Lap (01?) noise to each column, the private algorithm an-
swering this query, RNM, is 0.5e-differentially private (from Theorem 8). Then, the
data analyst can do a follow-up query, what is the noisy sum of Column X? Note that
Xis the returned column index from the first query. The private algorithm answer-
ing the second query is also 0.5e-differentially private, as even if we change a row,
the [;-sensitivity of the algorithm that computes the sum of column X is 1. There-
fore, from Definition 3 and Theorem 5, we know that the algorithm answering
the second query is 0.5e-differentially private. From Theorem 7, the composition

theorem, we know that this modified version of RNM is e-differentially private.
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2.6 Useful Facts

In this section, we list all the useful inequalities that are used in this thesis.

Inequality 1. (Hoeffding’s inequality). Let X1, X, ... Xy be independent random vari-
- n
ables with each X; € [0,1]. Let X = % 'Z X; be the empirical mean of these random

i=1
variables. For any € > 0, we have

P{’)A(— E (%] ‘ >eb <o (2.9)

Inequality 2. (Chernoff-Hoeffding theorem). Let X1, Xj, ... X, be independent random
. n

variables with each X; € {0,1}. Let X = % Y. X be the empirical mean of these random

i=1

variables. Let y :=E [)A(] Then, for any 0 < A < 1 — u, we have

P {X >t /\} < ek (uAm) (2.10)
and, for any 0 < A < p, we have
P {5( < - /\} < e mdku(p=Am) 2.11)

Inequality 3. Let Y ~ Lap (b). For any § > 0, we have

P {|Y| > In (%) -b} <5 (2.12)

Inequality 4. (Lemma 2.8 [11]). Let Y1,Ys,...YN be i.i.d. random variables that are
N

drawn from distribution Lap (b). Suppose Y := '21 Y;. Letv > by/Nand0 < A < @
1=

Then, we have
2

P{Y>A}<e @ . (2.13)

Inequality 5. (Corollary 2.9 in [11]). Let Y;, v, and b be defined as in Inequality 4. Sup-

pose0 < 6 < land v > b-max{\/ﬁ,,/ln (%)} Then, we have

nv{m > 9,/81n (%)} <5 . (2.14)
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Distribution 1. (Beta distribution). The probability density function of a Beta distribu-
tion with parameters o, B > 0 is
x”‘_l(l _ x)/%—l

flxe,B) = , (2.15)
Joyt (1 —y)Ftdy

where x € [0,1].

Distribution 2. (Laplace distribution). The Laplace distribution (centered at 0) with scale
b is the distribution with probability density function
||

Lap(x | b) = zl—be_b . (2.16)
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Chapter 3

Problem-dependent Regret Bounds
for Online Learning with Feedback
Graphs

This chapter addresses the stochastic multi-armed bandit problem with an undi-
rected feedback graph. We devise a UCB-based algorithm UCB-NE and derive a
problem-dependent regret bound for UCB-NE that is linear in the size of a clique
covering up to logarithmic factors. Also, we provide problem-dependent regret
bounds for a Thompson Sampling-based algorithm, TS-N, where again the regret
bounds are linear in the size of a clique covering. Finally, we conduct experiments
to see how UCB-NE, TS-N, and a few related algorithms perform practically.

3.1 Introduction

In the stochastic multi-armed bandit problem, a learning agent sequentially de-
cides to pull an arm in each of T rounds in order to maximize its cumulative re-
ward. Each arm emits rewards that are i.i.d. according to a fixed but unknown
distribution specific to that arm, and in a given round the agent only observes the
reward of the arm it pulled in that round. Naturally, the limited feedback aspect of
this game creates a tension between exploration — acquiring information to better
estimate the mean reward of an arm — and exploitation — pulling the arm that
empirically looks the best so far.

The standard notion of regret in this setting is the (pseudo)-regret (hereafter re-
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ferred to simply as “regret”), which measures the difference between the agent’s
expected cumulative reward and the expected cumulative reward of the arm with
the highest mean reward. For simplicity of this initial exposition, we consider the
case of K arms where one arm has a mean reward of y and all other arms have a
mean reward of u — A for some A > 0. While it is known that a problem-independent
regret bound of order O(v/TK) is possible [4], more refined, problem-dependent re-
gret bounds that take into account the distributions from which the rewards are
generated also exist [5, 19, 2]. These problem-dependent regret bounds grow only
logarithmically in T and take the form O (Klng(T)> or O (%) A

A number of recent works have considered the setting of online learning with
feedback graphs. This setting can be viewed as an extension of the multi-armed
bandit setting where additional side observations are available when pulling an arm,
as specified by a feedback graph G. When pulling an arm, one receives observa-
tions from that arm and all of its neighbors in the feedback graph. A concrete appli-
cation is an online advertising /promotion system in a social network. A merchant
may give a special discount to some selected users to promote their items. The
merchant can then observe whether the selected users like the advertised items or
not. Meanwhile, the selected users are likely to recommend the advertised items to
their friends via social networks. Therefore, the merchant may also get additional
observations from the friends of the selected users.

Whereas the regret bounds in the standard multi-armed bandit problem are
inherently linear in the number of arms, under the graphical bandit setting it is
possible to break this dependence, replacing K by certain graph-theoretic proper-
ties. For instance, in the case of undirected feedback graphs, [10] developed an
UCB-based algorithm, UCB-N, that replaces K by the clique covering number in
the leading term of the regret bound (the term depending on T); however, their
regret bound still has a constant term (the term not depending on T) that is lin-
ear in K. For directed feedback graphs, [14] developed an arm elimination-style
algorithm which, remarkably, replaces K by a(G)logK for the leading term (and
also the constant term) in a problem-dependent bound; here, a(G) is the indepen-
dence number of feedback graph G (where directed edges are counted as undi-
rected edges). However, as we explain in Section 3.5, the additional log K factor is

sometimes unnecessary and the algorithm does not perform well in practice.

Ydxi(p,q) = plog s +(1—p)log % is the KL divergence of a Bernoulli distribution with suc-
cess probability p from a Bernoulli distribution with success probability 4.
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Thompson Sampling-based algorithms typically perform the best, and this is
also the case for the setting of online learning with feedback graphs. Indeed, an
algorithm called TS-N (due to [28]) exhibits excellent empirical performance in the
case of feedback graphs. However, whereas there are problem-dependent regret
bounds for Thompson Sampling in the case of standard bandit feedback [2, 25], no
problem-dependent regret bounds have been shown for TS-N in the case of feed-
back graphs. Existing bounds, due to [28, 29], do depend on the clique covering
number or «(G) but are only on the Bayesian regret.

Our core contributions, all for undirected feedback graphs, are as follows:

1. We devise a new UCB-based algorithm, UCB-NE, for the stochastic N-armed
bandit problem with an undirected feedback graph. We prove a problem-
dependent regret bound for this algorithm which, for any clique covering,
is linear in the size of the clique covering and logarithmic in the size of the
cliques, both with respect to the leading and constant terms; the precise result
can be found in Theorem 9. A nice feature of UCB-NE is that it does not
depend on a clique covering as input. Instead, only the degrees of the nodes
of the graph are used to construct the upper confidence bounds.?

2. For the TS-N algorithm of [28], we give two problem-dependent regret bounds
that, similar to UCB-NE, depend only linearly on the size of a clique covering
and logarithmically on the size of each clique. These are the first problem-
dependent regret bounds for any Thompson Sampling algorithm that im-
prove with properties of feedback graphs. Both bounds involve a free pa-
rameter € which allows a trade-off between the leading and constant terms,
similar to the previous bounds by [2, 25]. The first bound, Theorem 10, tends
to optimize the leading term and hides problem-dependent constants, again
similar to the previous regret bounds by [2, 25] in the standard bandit set-
ting. This makes it difficult to assess the trade-off between the leading and
constant terms, as is needed to tune €. We therefore present our second regret
bound, Theorem 11, that gives an explicit form for the constant term, thereby
enabling to suitably tune e. We note that our bounds also hold for the spe-

cial case of standard bandit feedback, in which case our bounds represent

ZWe note in passing that [10] introduced an algorithm called UCB-MaxN that also attempted
to improve the constant term. However, as we explain in Section 3.3, the regret analysis of this
algorithm may not always realize such an improvement.
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the first fully explicit bounds for Thompson Sampling; previous bounds did
not explicitly control the constant term, which in some cases may actually be
larger than the leading term.

3. We present experimental results to practically study how the regret grows
for UCB-NE, TS-N, UCB-N, the arm elimination-style algorithm of [14], and
another algorithm called TS-MaxN [38].

3.2 Stochastic Graphical Bandits

We consider a stochastic N-armed bandit problem with an undirected feedback
graph. The learner plays this game for T rounds. At the beginning of round ¢, the
environment generates random rewards in [0, 1] for all arms independently® from
fixed but unknown distributions. Let X;(¢) € [0, 1] be the random reward for arm
iatround t.

Graph G := (N, &) denotes an undirected feedback graph that captures all the
feedback relationships over arm set N. An edge {i,j} € £ means that Learner
can get a side observation of arm j when pulling arm i, and vice versa. Note that
pulling arm 7 always lets Learner observe the reward of arm i itself, i.e., £ includes
self-loops. We assume that graph G does not vary over time. For each i € N/, let set
N collect arm i and all its neighbors in G. In each round ¢, the learner pulls an arm
Iy € N. Then, Learner obtains the reward of the pulled arm Xj,(¢) and observes
the reward of each arm in Nj,. The goal of the learner is to pull arms sequentially
to maximize its expected cumulative reward over T rounds.

Let y; denote the true mean of arm i’s reward. We assume that the first arm is
the unique best arm, i.e., 1 > u;, Vi # 1. It is possible to modify the analysis if
there are multiple best arms. Let A; := y; — y; be the mean reward gap between
arm i and the best arm. Note that A; = 0. To measure the quality of our learning
algorithms, we use the (pseudo-)regret R(T), which is defined as

R(T) = E

T
Y - ylt] . (3.1)
=1

3Actually, for UCB-NE, it is not required that the random rewards of all arms be generated
independently, i.e., they can be generated from a joint distribution.
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In this work, an arbitrary clique covering C is used to derive our regret bound*.

C is a set of cliques such that |J C = N where C € C is a clique. A clique in G is
ceC
a subset of \V such that all nodes are neighbors with each other. Then, the regret

R(T) can be further expressed as

R(T) = -ezjvém 1L =i}]- A

T (3.2)
< Y EYY 1{L=i}-A

CeC t=1ieC

7

Rc(T)

T

where Re(T) := Y. Y. 1{I; = i} - A; denotes the intra-clique regret, i.e., the regret
t=1ieC

of pulling any sub-optimal arm in clique C. Note that we only need to analyze

the cliques that are not equal to {1}. For any C # {1}, let u@® := Ig\a{x} His
icC\{1
AF® := max A;, and Agﬁn = min A;.
icC\{1} icC\{1}

3.3 Literature

To fully exploit the feedback structure, previous works have used either a clique
covering C over all the nodes in G or the independence number a(G) to derive re-
gret bounds. The independence number of a graph is defined as the cardinality
of the maximum independent set. The first regret bound of a stochastic N -armed
bandit problem with an undirected feedback graph was provided by [10]. The
authors devised two UCB-based algorithms: UCB-N and UCB-MaxN. In UCB-N,
just like the standard UCB in previous work [5], Learner pulls the arm with the
highest upper confidence bound in each round while in UCB-MaxN, Learner first
locates the arm with the highest upper confidence bound but actually pulls the arm
with the highest empirical mean among the neighbors of the arm with the highest
confidence bound. [10] exploited properties of clique coverings to derive problem-
dependent regret bounds, i.e., pulling any arm within a clique C allows Learner
to obtain an observation of all the arms within C. The leading term for UCB-N is

“None of the presented algorithms relies on C as input. Only the regret analysis needs to use C.
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0 ( > AMX In(T)

ceC c
the algorithm does not need to know the feedback graph in advance for UCB-N.

) while the constant term is O ( Y. |C \) = O(|NV|). Note that
ceC

Regarding UCB-MaxN, it seems to be possible to improve the problem-dependent
constant term to O(|C|) asymptotically under an assumption, i.e., that the best
sub-optimal arm within each clique is unique and the gap ¢ between this best sub-
optimal arm and the second best sub-optimal arm (within the same clique) is not
arbitrarily small. However, as we explain in Appendix 3.7.3, there appears to be
a subtle issue with the proof of the regret bound for UCB-MaxN. Our algorithm
UCB-NE improves the constant term in their regret bounds by avoiding depen-
dence on é and provides a regret bound that holds for an arbitrary clique covering.
Note that in UCB-NE, the learning algorithm only needs to know the feedback
graph instead of the knowledge of clique coverings. Later, [30] exploited the prop-
erties of an independent set I to derive a problem-dependent regret bound for

UCB-N. Their regret bound is O <log(T) log(KT) mz%) v %), where Z(G) col-
[€Z(G) ier ™
lects all the independent sets of graph . Although their regret depends on the

size of the independent sets, the leading term has an extra log(T) factor, which
may be sub-optimal.

[14] devised an elimination-based algorithm® to exploit a directed feedback
graph. Note that an undirected feedback graph can treated as a special directed
teedback graph. They gave a problem-dependent regret bound that scales with

the independence number a(G). Their regret bound is O ( D %) , where V'
veV'’
is the set of O (a(G) In(|\])) arms with the smallest gaps. Although the indepen-

dence number «(G) is always no greater than the clique covering number, due to
the multiplicative interaction with In(| V), their regret bound may not be always
better than one which scales with the clique covering number. Also, although this
elimination-based algorithm has a good theoretical guarantee, it does not work
well practically as shown by [29] and further confirmed by our experiments in
Section 3.5. Additionally, the learning algorithm needs to know the time horizon
T in advance. Otherwise, a “doubling trick” shown in [6] may be needed to have
an anytime learning algorithm.

[28] and [29] devised a Thompson Sampling-based algorithm, TS-N, to ex-
ploit an undirected feedback graph. They gave regret bounds scaling with the

STheir algorithm admits regret bounds even if G varies over time.
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clique covering number (an O C|TIn(|NV|)) regret bound) and the indepen-
q & & P

dence number (an O (\/ a(G)TIn(|N |)) regret bound). However, they used the
Bayesian regret instead of the pseudo-regret to measure the quality of the learning al-

gorithms, and their regret bounds are problem-independent. We derive problem-
dependent regret bounds for TS-N that depend on a clique covering. Later, [30]
derived a problem-dependent bound for TS-N. However, their regret bound is still

O (log(T) log(KT) Ima>g<)

12 Y Al) , which may be sub-optimal in terms of T.
e 1

icl
3.4 UCB-NE and TS-N

3.41 UCB-NE and Regret Analysis

Algorithm 5 presents the UCB-NE (‘E’ stands for extra exploration). Let O;(t) be
the number of observations of arm i until the end of round t and f; o, () be the
empirical mean of arm i until the end of round ¢.
2n( A4t
Let fi;(t) == fljo,—1) + —o.—1 be the upper confidence bound of arm i

at round f. Note that the second term in the upper confidence bound is enlarged
2In(t)
O;(t-1)
rithm explore more and, in the regret analysis, enables us to get rid of the factor

as compared to the standard value of . This enlargement makes the algo-
that makes the constant term scale linearly in the size of the clique. More specifi-
cally, the extra exploration allows the constant term from each clique to be divided
by something no smaller than the clique size.

In every round ¢, Learner pulls the arm with the highest upper confidence

bound, i.e., I} < argmax fi;(t). Then, at the end of round ¢, all the neighboring
ieN
arms of the pulled arm including itself, i.e., all i € N}, will be observed and the

corresponding O;(t) and #; o,(;) will be updated.
Although UCB-NE does not depend on a clique covering as input, the algo-
rithm needs the knowledge of graph structure as the degree information for each

arm is used to construct the upper confidence bound. Let N¢ := max { a i }
[AS
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Algorithm 5 UCB-NE
1: Set O; < 0, ﬁiloi ~0,VieN;

2: fort=1,2,...,do
zm(wi\%-t)
Set ﬁi(t) = ﬁiloi + —0o Vie N;
Pull arm I; <— argmax ji;(t) ;
ieN

fori € N}, do

SetO; <~ 0O;+1;

Observe X;(t) ;

N fiio, (0i—1)+X;(t)
Set Hio; < L 0; .

7. end for
8: end for

Theorem 9. The regret R(T) of UCB-NE is at most

i?f{ Y, E [RC(T)]}

CeC,C#{1}
8AR™In(Nc - T) T2
< inf SH— +(1+—) AR
C (;C ( (Arcmn)Z 3 C
C#{1}

Several remarks are in order. First, we discuss the case where no side obser-
vations are available, i.e., a standard stochastic multi-armed bandit problem. We
can take a trivial clique covering C = {{i},Vi € N} to recover the regret bound
of this classic setting. From C = {{i},Vi € N'} we have AT'™™ = Al = A; and
Nc = |N;| = 1forall C # {1}. Then, our regret bound is the same as the one for
UCBI1 in [5]. Next, we discuss the difference between UCB-N in [5] and UCB-NE if
side observations are available. Given the same feedback graph, the leading term
of UCB-NE and UCB-N is the same. With respect to the constant term, for each
clique C, UCB-N is O(|C|) while UCB-NE improves to O (%) when the clique
size is large. However, when taking the trivial clique covering C = {{i}, Vi € N'},
UCB-N boils down to the same regret bound as UCB1 while UCB-NE needs to pay
an additional price of %‘IN"') for each sub-optimal arm i.

Similar to the analysis of UCB-N, to obtain our regret bound, we also bound

the total number of times that Learner pulls any sub-optimal arm within each
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clique. For each clique C, the regret can be decomposed into two regimes, the
under-sampled regime and the sufficiently sampled regime. Specifically, we say
that a clique C is in the under-sampled regime if the total number of times that

Learner has pulled any arm in C is less than a threshold L¢ := {%-‘ +1,
C

where we recall that Nc = max { ]/\fﬁ} For the rounds when clique C is in the
under-sampled regime, the tlotal regret is at most Lc - A7® while for the rounds
when clique C is in the sufficiently sampled regime, we use a concentration in-
equality to bound the total regret from this regime by a constant not depending
on the clique size. Note that the term N¢ appearing in L typically would not be
present in a standard UCB analysis or the analysis of UCB-N. We use this term
because, as explained earlier, UCB-NE’s upper confidence bounds have an extra

|1/4

exploration term |N;|'/* that is upper bounded by Nc.

3.4.2 TS-N and Regret Analysis

Algorithm 6 presents TS-N in detail. Unlike the previous section, O;(f) denotes the
number of times that arm i has been observed until the end of round t — 1. Q;(¢) de-
notes the number of times that Learner gets reward equal to 1 among these O;(t)
observations, i.e., the number of times that the Bernoulli trial succeeds until the
end of round t — 1. For each arm i € N, let 0;(t) denote a random value indepen-
dently generated from posterior distribution Beta(Q;(t) +1,0;(t) — Q;(t) + 1) at
round t, where Beta(«, ) denotes a beta distribution with parameter a, 8. At the
end of round ¢, all the neighboring arms of the pulled arm including itself will be
observed and the parameters of the corresponding beta distributions will be up-
dated. Let X;(t) € {0,1} be the random reward for arm i at round ¢. Note that
TS-N does not depend on a clique covering as input nor needing the knowledge of
the feedback graph.

Let N¢ := max |Ni| and, for a,b € [0,1], let d(a,b) := aln(%) + (1 — a) In(1=%)
be the KullbacL-Leibler (KL) divergence of a Bernoulli distribution with success

probability a from a Bernoulli distribution with success probability b.
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Algorithm 6 TS-N [28]

1: Set O; + 0,Q; < 0,Vie N ;

2: fort=1,2,... do

3. Sample 0;(t) from Beta(Q; +1,0; — Q; +1),Vi e N;
4:  Pull arm [; < argmax0;(f) ;

ieN
fori € N}, do
SetO; < 0O;+1;
Observe X;(f) ;
Set Q; < Q; + X;(t) .
7:  end for
8: end for

Theorem 10. The regret R(T) of TS-N is at most

ir(}f{ Y, E [RC(T)]}

cec,CA{1}

<inf{ Y Ateoh@ o (miNoiy L
C {CGC,C;A{l} d (@™ ) ( (ec)? >

where ec can be any value in <0, min {% — 1,1}) and mc € (U™, py) is a
unique clique-specific problem-dependent constant. The Big-Oh notation in the constant

term hides problem-dependent constants.

Let us make a few remarks about this theorem. First, we discuss the case where
there is no feedback graph, i.e., a standard stochastic multi-armed bandit problem.
We compare our regret bound with Theorem 1 in [2]. We can take a trivial clique
covering C = {{i}, Vi € N'} to represent the case where there is no feedback graph.
Then, we have y®® = y; and N¢ = |N;| = 1forall C # {1}, and our regret bound
boils down to Theorem 1 in [2] with the only difference of the choice of ec. In [2],
they have freedom to choose any ec € (0, 1) while we may not have that freedom.
During the proof of our Theorem 10, more precisely, in Lemma 1, we present the
range of ec in our regret bound. We use ec to control the problem-dependent
constant term to make it scale logarithmically with the clique size. It is important
to note that ec does not depend on the number of arms within clique C. Instead,
ec only depends on y; and u@® (the mean reward of the best sub-optimal arm
in clique C). Next, we discuss the difference between TS-N and UCB-NE. With
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respect to the leading term, TS-N is better than UCB-NE while for the constant
term, TS-N may be worse than UCB-NE. However, the constant terms for TS-N
and UCB-NE both scale logarithmically with the clique size instead of linearly.
With respect to the leading term, Theorem 10 provides a good theoretical guar-
antee while for the constant term, it hides many problem-dependent constants.
The hidden terms can be found in the proof. Also, there is a limitation of the choice
of ec for each clique C. Therefore, we provide another theorem for which any
€ € (0,1) is allowed and the constant terms can be expressed explicitly. The expo-
sure of the previously-hidden constant term enables us to achieve a good trade-off

between the leading and constant terms by tuning e properly.

Theorem 11. For any € € (0,1), the regret R(T) of TS-N is at most

cec,CA{1}

irgf{ Y, E [Rc(T)]}

(3+Ac)?AR™In(T)
2(1—€)?(ARin)2

< inf J CECCAH1)

c (3+Ac)2 AR (In(Ne)+1) Amax ’
T ey +O(e4<ACW)

’/{ IélaX

where A¢ := log (Vl_eNCmn)

In Appendix 3.7.2, we show that instead of paying O (ﬂ) , an alternative

et (Aréﬁn)él

Notation and definitions: Before presenting the analysis, we first introduce some
important notation and definitions. Let T¢(f) be the total number of times that
Learner pulls any arm in clique C until the end of round t — 1, ie., Tc(t) :=

t-1
1{Jje Cs.t. I, = j}.
1

sS=

Different from UCB-NE, in TS-N, fi;(t) = o(-g(it()t)rl is defined as the empirical

mean of arm i at round ¢. F; collects all the history information until the end of
round t sequentially, which is 7 = {I;, X;(s),Vi € Np,s = 1,2,--- ,t}. Define
Fo = {}, and note that 7/ C F; C --- C Fr_ always holds. For each arm i,
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note that O;(t), Q;(t), and f1;(t) are determined by F;_1. Also, the distribution that
generates 0;(t) is determined by F;_.

To prove Theorem 10, we first do a regret decomposition. L¢ is a clique-specific
positive integer that will be chosen later, and tuning L needs some novel tech-

niques.

T
Re(T) =) Y HIi=i}-A;
t=1ieC
=Y Y {I; =i, Tc(t) < Le} - A

SLC,Arémx

T i Y 1{I; =i, Tc(t) > Lc} - A

5:1 ieC

J/

-~

¥
The first term in (3.3) is upper bounded by Lc - AZ* by bounding the indicator
function directly. We show how to choose L¢ properly via Lemma 1 and the dis-

cussions following it.

Lemma 1. For clique C, we can always find xc € (ug*,11), yc € (U@, 1), and a
sufficiently small 0 < ec < 1 such that the following hold simultaneously:

(D) p™ < xc < yc <p;

(ii) d(xc, p1) = 1+€C A (pE®™, p) S

(iii) d(xc,yc) = 1+ec d(xc, 1) ;

(iv) d(xc,yc) = d(xc, pe™) -

After fixing xc, yc, and ec that satisfy all the conditions in Lemma 1, set L¢ :=

In((Nc)"c-T) _ , . _d(xcyc) )
Aoy T 2, where N¢ = max |N;| and 5¢c = Ty > 1 (condition (iv) in
Lemma 1).

Several remarks are in order for Lemma 1 and the choice of L. Regarding the
choice of x;,y;, and € in the standard Thompson Sampling analysis in [2], € can be
any value in (0,1). They chose to fix € € (0,1) first, and then chose x; € (p;, 1)
such that d(x;, u1) = d(ﬁzl) and y; € (x;, 1) such that d(x;,y;) = d(f‘—gél) How-
ever, in this paper, if we exactly reuse the ideas in [2] to choose x¢ and yc, ie.,
fixing ec € (0,1) first and then choosing xc and y¢ only satisfying conditions (i),

(ii), and (iii) in Lemma 1, and then set Lo = d(ln( ) ) + 2, to the best of our knowl-

edge, for each clique C, we can only derive a problem-dependent regret bound
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for which the constant term scales with the clique size instead of logarithmically
scaling with the clique size. To have a regret bound for which the constant term
scales logarithmically with the clique size in a finite time horizon setting, we may
sacrifice some freedom of the choice of ec. However, ec can always be chosen as
small as desired.

The second term ¥ in (3.3) can be further decomposed into ¥4, ¥, and ¥;3 by in-
troducing events E-(t) := { max <x } dE%(t) := { 0;(t) < },
g c(t) EC\{l}uz() ¢ and E¢.(f) max, O (t) <yc

which is shown in (3.4).

T
=Y Y I =i, EL(t), Tc(t) > L} - A
t=1ieC
) ¥
T
; L(‘: {1t = i, EG (), E&(4), Tc(t) > Le} - A ol
b ¢
T
+) Zl{lt =i, EL(t), EL(t), Tc(t) > L} - A
t=1ieC
¥s

After the aforementioned further regret decomposition, we show that E[¥;] <

AICnaX
d(xc uE™) .
to show that after a fixed arm i € C \ {1} has been observed enough times, i.e.,

(see Lemma 4)°. The key step in proving this result (see Lemma 3) is

O;(t) > L¢, it is a rare event that its empirical mean fi;(¢) is greater than xc. Next,
we upper bound E[¥>] by AZ®, which is accomplished by Lemma 6. This lemma
relies on a result, Lemma 5, which states that after a fixed arm i € C\ {1} has
been observed enough times, i.e., O;(t) > L¢, and its empirical mean fi;(t) is close
enough to its true mean, i.e., ﬁi(t) < Xc, it is a rare event that its posterior sam-
pling value 6;(t) is greater than yc. Lemma 5 crucially relies on condition (iv) of

max

Lemma 1, ie. that d(xc,yc) > d(xc, ug®), without which we do not know if it
is possible to obtain our desired bound in Lemma 5. This control is important, as
Lemma 6 is proved roughly by taking a union bound over all the arms in C, of
which there are at most |C| < N¢. Finally, we show that [E[¥3] is O(1) in the sense
that it does not grow with T; here, the Big-Oh notation hides problem-dependent

constants. We do this via Lemma 8, which is roughly analogous to Lemmas 2.9 and

®Lemmas 3 through 8 are in Appendix 3.7.2.
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2.10 of [2]. We mention in passing that Lemma 8 relies on another result, Lemma 7,
which is analogous to Lemma 2.8 of [2].

Proof sketch of Theorem 10. As we are analyzing the regret for clique C, for ease of

presentation, we drop the subscript C in ec. Let ¢c := In (%) > 0, A/C 1=
11 —yc, and D¢ := d(yc, p1). Recall conditions (i) to (iv) in Lemma 1 when choos-
d(pg* )

max >

ing xc, yc, and €. From condition (ii), d(xc, p1) = , we have xc — uf

(1+e€)
ﬁd(y%—c’”l) due to the convexity of function x +— d(x, 1) when x € [ug®, uq].
. , . . 1 1 (1+e)*¢2
Then from Pinsker’s inequality we have ACeC i) < P S G )
Putting together condition (ii) and condition (iii), i.e., d(xc,yc) = —(’fi 2‘1) and
d(xc,u1) = % we have d(x¢,yc) = %
. _ In(T) In(Nc) _ _(1te)y
Now, rewriting Lc = FIEPATS) + T +2and by applying d(xc ) dES )
1 (1+e)’¢2 (1+e)*In(T) | (1+€)*¢¢In(Nc)

and e ) < szt 10 Lo, wehave Le < G,y sz
From (3.3) we have E[R¢(T)] < Lc - AR* + E[Y] and by applying Lemmas 4,
6, and 8, and using the above rewrite of L,
we further have that IE [Rc(T)] is at most

Icnax
LC . Amax _|_ _|_ Amax
C d( ,"l/lrélax) \C/./
N————  Lemma 6
Lemma 4
24 Amax Amax Amax Amax
+—=—+0| S5+ FE—+-5; )
A2 A2 ADc A

~"

C

Lemma 8

ADX(1+¢€)?In(T)  AR™(1+€)?¢p2(In(N¢) + 1)
< max + 2 max (3 5)
d(uE™, ) 2e2(d(pd™, u1))? :
(Lc—2)-Amax

+ 3Arcnax + 24Arcnax + O <A1’C1’13X + Argax + AI’é]l&X)

A2 A2 ADc AR
o(1)
Amx (1 4 €'Y In(T) In(N¢) +1
< —¢ O ——+——]+0(1) ,
<m0 (e o

where €' = 3¢ and the Big-Oh notations in the last inequality hide problem-dependent
constants. O
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Before presenting the proof of Theorem 11, we present a new lemma that gives
a novel way to choose xc and yc. After fixing xc and yc, we prove Theorem 11
by exploiting the properties of the squared Hellinger distance [39] and its link to
the KL divergence d(a,b). The squared Hellinger distance between two Bernoulli
distributions with success probabilities a and b is defined as d3;(a,b) = (v/a —

VD)2 + (VI—a—1—b)2

Lemma 2. For clique C and any € € (0,1), we can always find xc € (ug, u1) and

max

yc € (uE™, u1) such that ud™> < xc < yc < p1 and d(xc,yc) = d(xc, ug®) hold
simultaneously.

Proof of Lemma 2. Fix € € (0,1) and then set yc = py — eAR™. Clearly, yc €

( maXx

Hc
d(b, u2®>) where b € [ug*,yc]. Note that h(b) is strictly decreasing when b €

(™, yc] since I'(b) = In (’}Ig—cllnyﬁ) < 0. Also, we know that h(pum®) =
d(ug®™,yc) > 0and h(yc) = —d(yc, ud*) < 0. Therefore, there exists a unique
m' € (ug™,yc) such that h(m') = d(m',yc) —d(m', pg>) = 0 and m’ = pg®> +
d(pE™yc)(1—e)Azn
d(pe™yc)+d(yepe™ Yrewe)
. . . xXc,y
that setting xc = m’ guarantees #¢ = d(xc,c—yfgcax)

,u1) as € € (0,1). Then we construct a monotonic function h(b) = d(b,yc) —

) by using the linearity of the function /. Now, set xc = m’. Note

= 1, concluding the proof. O

Proof sketch of Theorem 11: After fixing xc and y¢ that satisfy the conditions shown
in Lemma 2, all the proofs of Lemmas 3 through 8 still hold as only Lemma 5

needs to use the condition 77c > 1. Just as when proving Theorem 10, let Lc =
In((Nc)"c-T) d(xcyc)

2, wher = o = 1. Then we hav 1 = 1 <
d(xcyc) T Wheredic d(xe,pd™) eh we € Aacye) ~ Ao =
min , max) \ 2
1 QOB () dn el
d(ud*yc) . A(uE™ g —edE™) b . Pinsker’s i lit
I P AmTE =~ 2o (a2 y using Pinsker’s inequality.
C ) C )
<1 d(py —eAT 1 E™) ) '
d maX, _ Amln _ Amln
Let {c := (”g(lme); ¢/ Now we upper bound {¢. Let V¢ := % >
- C

1. From Lemma 4 in [42] and the symmetric property of the squared Hellinger
distance, we have d(p; — eAT™, yax) < (2 +log(Vc)) - d3;(p1 — eAR™, ) =
(2 +log(Ve)) - d3 (u2a, jq — eAR™) < (2 +1og(Ve)) - (U2, ug — eAZ™). Then

(3+log(Vc))?
2(1—€)2

Recall that A/C = w1 —yc and Dc = d(yc, u1). By applying yc = p1 — eAR™ to
A and D¢, we have A. = eAR™ and D¢ = d(u; — eA™, 1) < €2(AR™M)2. Now,
applying Lc, Lemma 4, Lemma 6, and Lemma 8 to (3.5), we have that E [R¢(T)] is

we have (¢ <
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at most
rcnax
Lo - Amax 4+ AmaX
C c d (xc , ‘urcnax) \C,./
N~——~——" Lemma 6
Lemma 4
N 24A8a" L0 Arcna'x
€2 (Aréun)z et (Aréun)él
Lerr?;a 8
_ (3+log(Ve) PAZ™ In(Ne - )
- 2(1 —e)>(Ag™M)?
(3-+log(Vo)pap | [ ap
2(1 _ e)Z(ArCnm)z 64(Agun)4
where Ve = £ 1;§§§m. As we explain at the end of the proof of Lemma 8, instead of

. Apax o AR n(T-e AR
paying O (W) , an alternative is to pay O (W) O

3.5 Experimental Results

We conducted experiments with fixed (i.e. not time-varying) undirected feedback
graphs with two equally-sized cliques. The reward for each arm is generated
ii.d. according to a Bernoulli distribution and the rewards of the arms in a given
round are independently generated. In the experiment, there is only one optimal
arm, which means one clique can include the unique optimal arm while the other
clique only contains sub-optimal arms. Also, we set all the sub-optimal arms with
the same mean reward (and hence the same gap). We set the gaps for the sub-
optimal arms to be the same, i.e., letting AZ® = Arcnin =: A. Therefore, all the other
factors that may impact the regret have been removed except for the size of the
clique. We vary the size of the cliques. In our experiments, we double the number
of arms in each clique to study the effect of clique size on the regret, starting at 2
arms per clique (hence 4 arms total) until we hit 1024 arms per clique (2056 arms
total). Each experiment is run for T = 35, 000 rounds for each run, and we take the
average of 100 independent runs.

We compare the performance of UCB-N, UCB-NE, TS-N, the elimination-based
algorithm of [14], and an algorithm called TS-MaxN devised by [38]. The rea-
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son why we do not compare to UCB-MaxN is that it becomes equivalent to UCB-
N for our choice of feedback graphs. Algorithm 7 presents the TS-MaxIN algo-
rithm in detail. Compared to TS-N, instead of pulling the arm with the highest
posterior sampling value, i.e., J; < argmax®6;(t), in TS-MaxN Learner pulls the
arm with the highest empirical mean alfrjl\é)ng all the neighboring arms of J;, i.e.,
Iy < argmax/i;(t). Note that TS-MaxN needs the knowledge of the feedback

ieNy,
graph.
As can be seen from our experimental results (Figure 3.2), the elimination-
based algorithm does not perform well practically. Also, the regret bound of the

elimination-based algorithm is O <|C | MW'#) while UCB-NE’s regret bound

is O <]C D 4 e IH(K\/D ) . Hence, our selected problem instances are the ones for
which UCB-NE’s theoretical guarantee is better than that of the elimination-based
algorithm. Figure 3.1 shows the regret of all the remaining algorithms except for
the elimination algorithm. We can see that although the number of arms per clique
increases exponentially, the regret grows almost linearly with respect to In(|C|) for
UCB-NE and TS-N. Also, UCB-N always performs better than UCB-NE, TS-N al-
ways performs better than UCB-N and UCB-NE, and TS-MaxN performs better
than TS-N.

Algorithm 7 TS-MaxN [38]
1: SetO; «+ 0,Q; «+ 0,Vi € N;
2: fort=1,2,... do
3:  Sample 0;(t) from Beta(Q; + 1,0; — Q; + 1) distribution for alli € N/ ;
4:  Locate arm J; <— argmax6;(t) ;

ieN
5. Pull arm [; < argmax fi;(t) ;
iEN]t
6: forie N do
7 SetO; + 0;+1;

Observe X;(t) ;

Set Q; «+ Q; + X;(t) .
8: end for
9: end for
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Figure 3.1: Regret for UCB-N, UCB-NE, TS-N, and TS-MaxN with different num-
ber of arms per clique

3.6 Conclusion

In this work, we have shown new problem-dependent regret bounds for the stochas-
tic multi-armed bandit problem with feedback graphs. Our UCB-style algorithm,
UCB-NE, is the first algorithm of this type that provably obtains regret that is lin-
ear in the size of a clique covering rather than linear in the total number of arms.
Our regret bounds for the Thompson Sampling-style algorithm TS-N are the first
problem-dependent regret bounds for Thompson Sampling that improve with side
observations. To ensure that the regret bound is linear in the size of a clique cover-
ing rather than linear in the total number of arms, we required important innova-
tions to the previous analysis of [2].

While UCB-NE achieves this by improving the constant term (relative to UCB-
AmaX I (max Ni)

ieC
(Arcnin)Z

N)toO| &
CceC

be achieved for UCB-N, i.e., without modifying the way of constructing upper

, we still believe that the same constant term can

confidence bounds. In Appendix 3.7.4, we provide more discussions about UCB-
N.

Regarding the elimination-based algorithm in [14], although the independence
number is always no greater than the clique covering number, their regret bound’s
leading term scales with the worst O(a(G) - In(|NV|)) arms. Instead, for regret
bounds that depend on clique coverings, for each clique we pay for its worst arm
only once. If an undirected feedback graph satisfies a(G) = |C|, the leading term of
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Figure 3.2: Regret for elimination algorithm with different number of arms per
clique

the elimination-based algorithm is O ( A ) while UCB-NE can achieve

o (le|™2).

The same as [38], our experimental results in Figure 3.1 also confirm that TS-
MaxN outperforms TS-N practically. Therefore, it is desirable to have a problem-
dependent regret bound for TS-MaxIN and we also believe that the constant term
also scales logarithmically with the clique size.

3.7 Appendix of this Chapter

The organization of this appendix is as follows:

3.7.1 - Proofs of Theorem 9 ;

3.7.2 - Proofs of Theorem 10 ;

3.7.3 - Discussion of UCB-MaxN [10] ;
3.7.4 - Refined Regret Bound of UCB-N ;

3.7.5 - Constant term in Theorem 1.1 of [2] .
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3.7.1 Proofs of Theorem 9

t
Proof of Theorem 9: To derive a regret bound of UCB-NE, let T;(t) := Y 1{I; = i}
s=1

be the total number of times that arm i has been pulled until the end of round ¢
and T¢(t) be the total number of times that Learner pulls any arm in clique C until

t
the end of round ¢, i.e., Tc(t) := Y. 1{3j € Cs.t. [, = j}.
s=1

_ 11 _ | 8In(Nc-T)
Recall that N¢ = max {|N'l\4} and Lc [—(Agﬁ“)z —‘ :
Then, we have

E [Re(T)]
T
= LY EM{L=i}] A

ieCt=1

- ¥ LEML=i-a

ieC\{1} =1

< té]E [1{3i € C\{1} s.t. ui(t) = ma(t), Ti(t) > Ti(t — 1), Te(t — 1) < L} AF™
E E [1{3i € C\{1} s.t. f;(t) = i (t), Ti(t) > Ti(t — 1), Tc(t — 1) > L] AF™
=1

<

Lc - Amax
+ LER(E € O} st mlt) = m(0), T0) > Tt~ D, Te(t = 1) > L} AP
t= b

-

(@)

(3.6)
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Now, we analyze term («). We have

(1) = E[1{3ie C\{1} st g;(t) > (), T:(t) > Ti(t — 1), Te(t — 1) > L)

< E 1{ max fi;(t) > pa(t), Ti(t) > T;(t — 1), Tc(t — 1) > Lc}]
L ieC\{1}
[ 1 1
R 2In (|G £-1) . 2In(|N; |3 -t)
< E _1 {ier?\a{)i} {}ui,Oi(t—l) + W} = f0,(t-1) Tll)’

T;(t) > Ty(t — 1), Tc(t = 1) > Lc}]

t—1  t-—1 1 1
< E |1 MR b1 (V1L 1)) QY Y1 )
T Oc=Lc OF:l {iencl%}{yl'oc Oc = o O

Ti(t) > Ti(t — 1) }]

-1 -1
< )»

OC:LC 01=1
=Lc -
) 2In(Ne-1) | _ . \/zln(wl\i 1)
E |1 : b S CLY S G SR Y
o o+ PR o 2
L\ (V) 7

(3.7)
If (B) holds, it means at least one of the following three inequalities must hold:

21 i

A Zln(Nc-t)
; > max , 3.9
{iergg{ﬁ}#,oc P Oc } (3.9)
2In(Nc -t
{y1<yg‘a><+z %} | 510
C

Sln(Nc-T) ZIH(Nc-t)

Note that when O¢ > o inequality {yl < pmax 4o O—c} cannot
C
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be true. Then, we have

(@ < ¥ ¥
Oc=Lc O1=1
1
. . 2In(N 1) . L [2m(N e
® |1y 2+ VIRt (< - 2t
t-1  t-1
= X X
Oc=Lc 0;=1
1
. 2In(Nc 1) . L [2m(nE
(< > e BT i < - il )
(3.11)
By applying Hoeffding’s inequality, we have
1
N ) 2In(JNVqE )
P {V1,01 <m—\ 05 — } (3.12)
1.1 1
and
P . > q/max ZIH(NC'f)}
{ier??ﬁ}””o@ = Heo Tt Oc
S Z P {ﬁi,oc > }lrélax ZInEDI\C]C.t) }
icC\{1} (3.13)
< X H’{ﬁi,oc > Ui+ ZI“SZC t)}
ieC\{1}
1, _[C] 1
SEONeR S

By plugging (3.12) and (3.13) into (3.11), we have that («) < t% Then, by plug-
ging the upper bound of term («) and L¢ into [E [R¢c(T)], we have

E[Rc(T)] < SnNelamaxy (14 7) amax (3.14)

(o)’

Then, the regret of UCB-NE is at most

: AT In(Ne-T) 2
R(T) <inf — = 14+ &) AR ,
(T) < n {CGCEA{H (amnz T ( + 3) C }

whereNC:max{\/\/i\%}. O
icC
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3.7.2 Proofs of Theorem 10

Proof of Lemma 1:
First, we construct a monotonic function g(a) = d(a, 1) — 2d(a, uF*) where
a € [ug®, u1]. We now claim that g(a) is a strictly decreasing function when a €

(uo)? (1(—a)(1—5121)
a-pq lfyrélax
,#1]. Also, we know that g(u@®) = d(ug™,u1) > 0and g(u1) =

max

[ne
when a € [ug™

<0

, #1]. Tt is trivial to prove this claim as ¢’(a) = In

—2d(p1, u@®) < 0. There thus exists a unique mc € (uE®, yq) such that g(mc) =

max

0. Therefore, we have g(a) > 0 when a € (ug

(mC/ ;ul)
Now, we choose xc such that xc € (u@*,mc| and d(xc, 1) >

,mc] while g(a) < 0 whena €

d(pe™, m)
d(pue™, m)
hold simultaneously implies € can be any value in (O, min {% -1,1 }) As
xc € (ug®,mcl, it means g(xc) = d(xc, 1) — 2d(xc, ug®™) > g(mc) = 0, which

M= Nj=

hold simultaneously. The fact that xc € (u@®, mc] and d(xc, p1) >

guarantees d(xc, i1) > 2d(xc, ug®). Then, we can always find yc € (xc, pt1) such

that d(xc,yc) = %. After fixing x¢ and yc, it is trivial to prove condition (iv)

. d , max
since d(xc, ye) — d(xe, u2™) = 2G4 — d(xc, pp) = L) — d(xe, u2) >
0. =

As there is no closed-form expression of mc, we give a lower bound of m.

From ¢'(a) = In ((FEZ)Z : %If;g;g’ﬁ) we know ¢”(a) < 0. Then, from the con-
C

d(yré\ax’yl ) .Arcr}in
P UE) d (@ )
To analyze the first term in (3.4), i.e., term ¥, we prepare two lemmas. Lemma 3

cavity of g(a) we have mc > uZ* + 5T

claims that after an arm i € C\{1} has been observed enough times, i.e., O;(t) >
Lc, itis a rare event that its empirical mean fI;(t) is greater than xc. Lemma 4 uses

a union bound over all the arms in clique C based on Lemma 3.

Lemma 3. Fori € C\{1}, we have
Loorn 1 1
tglﬂ){‘ul(t) > xC,O,-(t + 1) > Ol(t),O,(t) Z LC} S N_C . W
Proof of Lemma 3: The proof uses the fact that in each round, we can get at most one

observation for any arm. Let 7; denote the time stamp when the k-th observation
of arm i happens. Note that 1{O;(t + 1) > O;(t)} cannot be true during the rounds
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whent € {1ty +1, -+, T 1 — 1} since no new update can be conducted at the end
of these rounds.
We have

L P(ju(t) > c,04(t+1) > O4(1),04(1) = L)

Tjp1—1
<E[ L Y pt) > xe0t+1) > 0i(1)}
k:LC t:Tk
[ T a1 (3.15)
=E k_ZL t:Z {f1:(t) > xc} - H{Oi(t+1) > Oi(t)}

T
=E | ¥ 1{pi(w) > xc}
kLc

The first inequality in (3.15) uses the fact the number of observations starts from at
least Lc and increments to at most T. All the T rounds are segmented into multiple
intervals and in each interval, only one observation is obtained except for the last
time interval during which zero observation may be obtained. The last equality
uses the fact that 1{O;(t + 1) > O;(t)} = Owhent € {fz+1, -+, Tty1 — 1} and
1{O0;(t+1) > O;(t)} = 1 only when t = 7.
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Then, we can use the definition of {1;(1;) and further have

E

T T
Y H{pi(n) > xc}] = ¥ P{pi(nw) > xc}
k:LC k:LC

T .
Y P{& > o)
k=Lc

T
< Y ]P{%>XC}

k=Lc
T
< v e—(k—l)'d(xcfi“)
k=Lc
d(xc,ui) (316
d(xc,umax)
O e R B
< d(xc p™)
d(xc ™)
— (1  Ndacyo) .1
= ((NC)WC.T) e d(xc,ue™)
d(xc )
_ 1 11\ dGes
= NC d(XC/VIéIaX) (T) e

The first inequality in (3.16) uses the definition of f1;(7;), the empirical mean of
k — 1 observations. Note that although T is the time stamp when the k-th obser-
vation happens, O;(t) and Q;(t) will only be updated at the end of round 7. This
is why we only have k — 1 observations at round 7. The third inequality uses the
Chernoff-Hoeffding bound (Fact 1 in [2]). Note that this lemma does not need to
use 77¢ > 1 during the proof. O

Lemma 4. For any C, we have

T max
E I =i EM(8), Te(t) > Lo} - A < 26
[tgl i&j { t 1, C( )/ C( ) = C}] = d(xc,um™)
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Proof of Lemma 4: For clique C, we have

E f Y 1{I; =i, EX(t), Tc(t) > LC}} A
t=1ieC

T
=E|Y ¥ 1{If:i,E?;<t>,Tc<t>2Lc}]-Ai
| t=1ieC\{1}

A
<E |y 1{3ie C\{1}s.t. I, = i, E(t), Te(t) > LC}}  Amax
Lt=1

[T
=E 1H{Iie C\{1}s.t. I; =i, max #1;(t) > xc, Tc(t) > L - Amax
L AGE eI bl max () > 0, Telt) > Le) | - A7

(Use the definition of EX(t) = { rgfl{x} fii(t) < xc} and then the union bound)
jec\{1

T
< Y E|Y1{die C\{l} s.t. Iy =1, ﬁ](t) > xc, Te(t) > Lc}} . Arélax
jecvy  Lisa

T
= Y Y P{FieC\{l}s.t. Iy =ip(t) >xc, Tc(t) > Lc} - A
jeC\{1} =1
(Pulling any arm in clique C makes arm j observed )

T
< XY P{(t) > xc, Oj(t+1) > Oj(t), Oj(t) > Lc}-AE™
jeC\{1} =1

-~

Lemma 3
< Y Lo 1 Amax
]GC\{l} NC d(xC/VC ) C
A?ax
= d(xc,uE™)
(3.17)
O

To analyze the second term in (3.4), i.e., term ¥,, we prepare Lemma 5 and
Lemma 6. Lemma 5 claims that after an arm i € C\{1} has been observed enough
times, i.e., O;(t) > L¢, and its empirical mean 1;(f) is close enough to its true mean,
i.e., f1;(f) < xc, it is a rare event that its posterior sample 0;(t) is greater than yc.
Lemma 6 uses a union bound over all the arms within clique C based on Lemma 5.

Lemma 5. For i € C\{1}, we have
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Proof of Lemma 5: For any sub-optimal arm i € C, we have
L P{pi(t) < xc,0i(t) > yc, Oi(t) = Lc}

_E [él{ﬁiu) < xc,0,(1) > yo, Of(t) > Lc}}

] (3.18)

=E LéllE [1{ﬁi(t) < xc,0;(t) > yc,Oi(t) > LC}|Ft71]

T
= E[% 1{u(t) < % O(0) > LelFi} - P{0(1) > yel Fir})

-~

w(t) v(t)

Let F f"éa (-) denote the CDF of Beta(«, ) and F? p(+) denote the CDF of binomial
distribution with parameter n, p. We categorize all the instantiations of F;_; into
two types based on whether a specific instantiation F;_; can make the indicator
function w(f) return 1 or not. Let y(¢) := w(t) - v(t). In each round ¢, for the
instantiation F;_q of F;_q that makes w(t) = 0, we have y(t) = 0, while for the
instantiation F;_q of F;_1 that makes w(t) = 1, i.e., both events f1;(f) < xc and

O;(t) > Lc are true, we only need to analyze v(t) = P{6;(t) > yc|Fi—-1 = F—1}.
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Note that 6;(t) is sampled from Beta(Q;(¢) + 1,0;(t) — Q;(t) + 1). Then, we have
P{6;(t) > yc|Fi—1 = F1}

=1- F(gei?;)+l,oi(t)fQi(t)+1(yC)

_ beta
= 1= F 0un+1)+1,0-p 1) (0,+1) YC)

<1- F}c)f:t(%i(f)Jrl)Jrl,(l*xC)(Oi(t)+1)(yC)

= ng(t)Jrl,yC(xC(Oi(t) +1)) (3.19)

< e~ (Oi()+)d(xcyc) < g=Led(xcyc)

_ln((NC)’7C-T)
<e dbcyc)
_ 1
- (NC)VC .T

-d(xc,yc)

1
Nc T

IN

The third equality uses Fof’fé" (y) =1-— P£+ﬁ—1,y(“ —1) (Fact 3 in [2]) and the
inequality followed by this equality uses the Chernoff-Hoeffding bound again. The
last inequality uses yc > 1. Note that without the condition 7c > 1, it is not
easy to make the clique size scale logarithmically with the clique size. Applying

v(t) =P{6;(t) > yc|Fi-1=F_1} < ﬁ to (3.18) concludes the proof. O

Lemma 6. For any C, we have

T
E[Y ¥ 1{l =i Eg(t), EE(H), Tc(t) > Le}] - A < AR
t=1ieC
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Proof of Lemma 6: For clique C, we have

E {i Y 1{I; =i, EL(t), E&(t), Tc(t) > Lc}} A
t=1ieC

=E

T
Y ox 1{It=i,E£(t),E2(t>,Tc(t>ZLC}]-Ai
t=1icC\{1}

T
<E {2 1{3i € C\{1} s. t. I, = i, EA(t), EL(t), Tc(t) > LC}} - AT
=1
(Remove the event {3i € C\{1} s. t. I; = i} from the indicator function)

<E [éll{lsé‘;(t),%, Te(t) = Lc}] SAZT

T
=E | ¥ 1{EL(}), 0:(t) >y, Te(t) > L }.Amax
Lg { C()jer?f‘{’i} i(t) > ye, Te(t) > Le}t| - AR

(Use the definition E%(t) = { max 6;(t) < yc} and then the union bound)

. jeC\{1}
< Y lE{Zl{E@(t),Hj(t)>yC,TC(t)2LC}}-Aré‘ax
jec\{1y  L=1
Use the definition EX(t) := N () <
(Use the definition E{ (1) i= { max k(1) < xc})

[T
= E 1{ max . (t) < xc,0:(t) > yc, Tc(t) > L - Amax
E BBt me ) S xe8) > ye Te 2 L) | g

T
< T B[L 100 < w60 > ve T > Lo} - Az
jecvy L=

[T
< £ B[R0 <080 > e, 00 > e} - ap
ety L=
T
= ¥ Y P{a(t) < xc,0i(t) > yc, O(t) > L} -AE™
jeC\{1} =1

-~

C| Lemma 5
max
< N AC

S Argax
(3.20)
u

To analyze the third term in (3.4), i.e., term Y3, we prepare Lemma 7 and
Lemma 8. The key techniques in these two lemmas use the ideas in [2] with slight
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modifications. For C # {1}, define p.; := P{61(t) > yc|F;—1} and recall that
A/C = yu1 —yc and D¢ = d(yc, p11).

Lemma 7. Fori € C\{1}, we have

P{3i € C\{1} 5. t. I = i, EA(t), E&(1)| Fi 1} < SE4P{T = 1, (1), EL ()| Fi 1}

Proof of Lemma 7: Recall that p.y = P{6,(f) > yc|F;_1}. The proof uses a similar
idea as when proving Lemma 2.8 in [2]. The key idea behind the proof is to exploit
the feature that 6;(t) for all i € N are generated independently in each round ¢
and, given F;_1, the distribution that generates 6;(¢) is determined. Recall that
the outcome of event Eg(t) is determined by an instantiation F,_; of F;_1. If the
instantiation F;_; is the one that makes event Eg(t) talse, it is trivial to prove since
both sides in Lemma 7 are 0. If the instantiation F;_7 is the one that makes event
Eg(t) true, then it suffices to prove that for all such instantiations F;_; we have

P{3i € C\{1}s.t. I; = i|EL(t), Fi_1 = F_1}

w
. (3.21)
< —1pft’t P{l = 1|E&(t), Fr 1 = Fr 1)

-

Y

For clique C, recall that E4(¢) = { rg\a{x} 0;(t) <yc } Now, we analyze term w
ieC\{1
in (3.21) and have

w
P{3i € C\{1}s. t. I = i|EL(t), Fs_1 = Fr_1}
P{6;(t) < yc,Vj € NEL(t), Fr1 = Fr1}
P{6:(t) < yc|EL(t), Ft—1 = Fr_1}
P{0;(t) < yc,Vj € N\{1}EL(t), Fr1 = F 1}
P{6:(t) < yc|Fi1 = Fa}-P{6;(t) <yc,¥j € N\{1}EL(), Fi1 = Fra}
(1= pet) ']\P{@j(t) <yc, Vi € NM\{1}HEL(t), Fioq = Pt—l}l
B

VAN

Now, we analyze term vy in (3.21) and have



58

Y
P{I; = 1|E&(t), F;-1 = F1}
P{61(t) > yc > 6;(t),Vj € N\{1}EE(t), Fi_1 = F1}
P{0:(t) > yc|EL(t), Fr-1= Fr1}
P{6;(t) < yc,Vj € N\{1}EL(t), Fi-1 = F1}
= P{6:1(t) > yc|Fi1 = Fa} - P{6;(t) <yc,Vj € N\{IHEL(H), Fio1 = Fra}
= Pet-PLO;(t) <yc, Vj € N\{}EL(t), Frq = Fia}
p

v

Then, we have

P{3i € C\{1}s. t. I = i|E&(t), Fr-1 = F1} - =

1_Pc,t
< B
< P{L =1EL(t), Fio1 = Fa} - 5
which concludes the proof. O

Lemma 8. For any C, we have

T

IE[tzl .Xél{It =i, EL(t), E&(t), Tc(t) > Lc A
=lie

24Amax ArCnaX Al’cl’laX

c +0 Sl
< =+ - -
— 2 /2 !/ /4
A A2 ADc A

C

Proof of Lemma 8: The proof uses a simple fact which is pulling arm 1 means it must
be observed. Also, in each round ¢, the learner can get at most one observation
of arm 1. Let 7; be the time stamp where arm 1 gets the k-th observation and set
Tp = 0. Note that p.; cannot change during the rounds whent € {tz+1,--- , 11}
since the beta distribution that generates 6; (t) does not change.



For clique C, we have

T
E | Y Y 1{L =i EX(t), EL(t), Tc(t) > Le}| - A
t=1ieC
[ T
=E|), ) YhL=i EL(t),EL(t), Tc(t) > Lo} | - A
| t=1ieC\{1}

(Remove event {T¢(t) > L} from the indicator function)

T
<E|Y 1{3ie C\{1}s.t. I, =i, EL(t), EL(t)}| - AD™
| t=1
T
=Y P{3ie C\{1}s.t. I, = i, EA(t), EL(t)} - AD™
t=1

_ iluz (i € C\(1} 5.t 1 = i, EL(1), EL(H)] Fi_1}] - 6B

(By using Lemma 7 we can get the following)

T 11—

< LB [P = 1 B, B R} o
t=1 L Fot

—1_ c maxX
- B[P - e, £ o
=1 L FG

T rq_—
<Y E %1{01@%1) > Ol(t),Eé(t),Eg(t)}} - AR
1 c,t

T Tkt 1—
<Y Y E { Pet -1{O1(t+1) > Ol(t),Eg(t),Eg(t)}} AT
k=0 t=1r +1 Pet

(Use the fact that 1{O1(t +1) > O1(t)} =0whent € {5 +1, -+, 11— 1})
< i E 1 - pCer+1:| _Arélax
k=0 Petia
(Use the fact that p. ¢ does not change when t € {7x +1,- -+, Tt11})
—y E | Pt ”k“] A

k=0 L Pem+1

-~

(Slightly modify Lemma 2.9 in [2] we can get)
8
AE 3Amax T Amax Amax Amax
L e
k=0 Bc  4ss \eAck/2 (k+1)AZekPc — A2k/4 _
Ac
- 24Arcnax o (Arélax N Argax N Arcnax>

— /2 /2 / /4
A A2 ' ALDc AP

59
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The modification is only at the beginning of the proof of Lemma 2.9 in [2]. More
specifically, we only need to modify the following: Let O;(t) = jand Q;(t) = s. Let
y = yc. Thenwe use p.; = P{0;(t) > y|F;_1} instead of their p; ; during the proof.
Another modification is to let 7; 4+ 1 be the time stamp after the j-th observation of

arm 1 instead of the time stamp after the j-th pull of arm 1. For the second term in
Arcnax
AZDc

Big-Oh notation in the last inequality, in [2], it is © ( ) originally but it can be

improved to O (XA,CD ) Also, an alternative way is to pay O (M). For

cYC (Ac)z

Amax

the last term in Big-Oh notation, instead of paying O | =5 |, an alternative way
aé

is to pay O <w>. [
(Ac)?

3.7.3 Discussion of UCB-MaxN

Here, we provide more details about the issues with the proof of the regret bound
for UCB-MaxN [10]. In the analysis of Theorem 3 of [10] (the regret bound for
UCB-MaxN), one of the steps of the proof appears to be problematic. Specifically,
there seems to be an issue with the second inequality below inequality (3) (the
first inequality just after “The first summation can be bounded using the Chernoff-
Hoeftding inequality as before:”). In our understanding, pulling arm k¢, the best
sub-optimal arm within clique C, does not mean its upper confidence bound must
be greater than that of the globally best arm. An example is that arm k¢ may
have a neighboring arm j, not belonging to clique C, which has the highest upper
confidence bound while, simultaneously, arm k¢ has the highest empirical mean
among all the neighbors of arm j. In this example, arm k¢ is pulled but its upper
confidence bound is not necessarily greater than or equal to that of the globally best
arm. It is important to note that arm k¢ might be collecting observations from pulls
of its neighbors that are not neighbors of j. Therefore, it is possible that the upper
confidence bound of arm k¢ is no greater than that of arm j while simultaneously,

the empirical mean of arm k¢ is no smaller than that of arm j.

3.74 Refined Regret Bound of UCB-N

In this section, we revisit the learning algorithm of UCB-N [10] and derive the
following regret guarantee which is inspired by the comments from Prof Kwang-
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Sung Jun. The theorem shown in Theorem 12 addresses the concern if AT is too

small.

Theorem 12. The regret of UCB-N [10] is at most

R(T) < inf { ) 8In(T) . AF® 4+ min {M 8]C|} - NG 4 BAF

- min 2 in\2’
¢ |ceccrny (AZ™M) (AZ™)
(3.22)
Proof of Theorem 12: For each C # {1}, we set L¢ := Saﬂiﬁ) + 1. Then, we have
C
E [Rc(T)]
S LC X Ar&'\ax
T
+ leE [1{3i € C\{1} s.t. fi;(t) > i (t), T;(t) > Ti(t — 1), Te(t — 1) > L] AR
=
< L¢- Ar&'\ax
T . ~ 21In ~ 2In
+ EllE [1{31 € C\{1} s.t. flio,4—1) + oi(tgi) > fl,0,(-1) T W(fi),
T(t) > Ty(t— 1), Te(t — 1) > Lc}] - AR
S LC . Alé'lax

- Y T j 7 2In(t) - 4 2In(#)
+ ¥ X Y E|Y{3ieC\{1} st o +1/ 5" = fo, +1/ 5,
t=10¢c=Lc O;=1

Ti(t) > Ti(t —1)}] - AZ™
T -1 -1
Le - AT+ L L X

t=10c=Lc O;=1

IN

E [1 {Hi € C\{1} s.t. o + /220 > py o, + %”H . Amax

(3.23)
If the indicator function returns 1 in the last step of (3.23), it implies at least one

of the following events is true:

2In(|C| - t
o fiso, > s 4 |20CLD

, 3.24
ieC\{1} Oc (3.24)

. 2In(t
flio; < p1— o( ) , (3.25)
1
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2In(|C[-1) _ AT
Oc 2

(3.26)

21n8§|~t) > A% cannot be true when O¢ > L¢. It is not hard

We now show

to see we have

21n(|C|-t) 2In |C| T) 2In |C| T) 2In |C| T) AQn
Oc IClT 2
Amm

(3.27)

which yields a contradiction with (3.26).
We now upper bound the probabilities that events shown in (3.24) and (3.25)
happen by using Hoeffding’s inequality. We have

IP{ max fljo. > U+ 21“8?'”}

ieC\{1}
< ¥ o ~20c G (3.28)
ieC\{1}
< y _1
ey 1€
<

t_4

Similarly, we also have

. 2In(t 1
1P{m,ol< - Of)}<t—4 . (329)

We now come back to (3.23). By plugging in (3.28) and (3.29) into (3.23), we

have

E[Rc(T)] < Le-Ag™+ th i AC™

BIn(T) . a4 BIC) . pmes | gmen (3.30)

(amin)’ (amin)?

<
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Let Le := 2"T) 4 1. Then, we also have

(apin)’

E [Re(T)]
< Lc- Aréiax

T t—1 t—1
+ ¥ Y X E|[IieC\{1}stpio +/ 20 > ﬁ1,ol+\/2lgft)}] . Amax,

t=10c=Lc O0;=1
(3.31)

If the indicator function is true, it implies at least one of the following is true:

21n(¢)

;0. > UP™ _— 3.32
e, Hioe Z HC™ [~ (3.32)

~ 21In(t
flio, < M1 — O( ) p (3.33)

1

2In(t) _ ARn
3.34
Ooc ~ 2 (3.34)

When O¢ > L, we know the event shown in (3.34) cannot be true as
2In(t) 2In(T) 2In(T) AN
< = . .
\/ Oc = \/ Lc < 8In(T) 2 (3.35)
(Arcnm)z

Now, we analyze the probabilities that events shown in (3.32) and (3.33) hap-

pen.
We have
P ~ > g,max 21n(t)}
{2 v R
< ° ]P{ﬁi,OCZVz’+ zgét)} (3:36)
ieC\{1}
< ICl- &

Similarly, we have

N 2In(t 1
P {741,01 S - Oi )} < a (3.37)
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By plugging in (3.36) and (3.37) into (3.31), we have

T t—-1 t-1
E[Rc(T)] < LA™+ Y ¥ ¥ 2|ClhAp>
t=10¢c=Lc O1=1 (338)
< apnye OB HBIC A7 80T
C

By combining (3.30) and (3.38), we have

E[Re(T)] < 3D pmax i § 8I0UCD g0 U amax | g pamax (359
min 2 min 2
(a2™) (82™)

which concludes the proof. O

3.7.5 Constant term in Theorem 1.1 of [2]

In this section, we present an explicit version of the constant term shown in Theo-
rem 1.1 in [2]. We use the same notations as the ones used in [2].

We first construct a function dq(x, u1) = xIn <%) +(1—x)In ( 11:;1>, where
x € [p, p1]- It is not hard to see that dq(x, #1) is monotonically decreasing when

x € [pi, u1]. Also, we have dq(p1, 1) = 0and dq(x, u1) > 0 when x € [y, p1]-
Since the first derivative of dq(x, y1) with respect to x is

(1 — 1)
d'(x, 1) = In (L) <0 , 3.40
1( ;1/11) Vl'(l_x) = ( )
and the second derivative is

1 1
1 = -4+ — 41
dai (x, u1) x+1—x>0 , (3.41)
it is not hard to see that dy(x, j1) is convex.

For a fixed € € (0,1), we let x; € [y, u1] be the unique value such that

d i
da (xi, 1) = % . (3.42)
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From (3.42) and the convexity of dq(x, 1), we have

€ 1
> . . . . )
%2 ) dy (pi, p1) (3.43)

pi-(1=p1)

Now, we construct another function dy(x;, x) = x;In () 4+ (1 — x;) In <%>,

where x € [u;, u1]. Note that da(x;,x;) = 0. Also, when x € [u;, x;], function
dy(x;, x) is monotonically decreasing, and, when x € [x;, j1], function dp(x;, x) is
monotonically increasing.

We let y; € [x;, p11] be the unique value such that

do (x;, 1)

3.44
1+e ( )

do(x;,yi) =

Note that dq (x;, pt1) = da(x;, y1) and by combining (3.42) and (3.44), we have

da(xi,yi) = % : (3.45)

Now, we lower-bound dy(x;, i;) by using Pinsker’s inequality. From Pinsker’s
inequality, we have

dz(xi, ]11) Z Z(Xi — Vi)2 . (346)
By using (3.43), we have
2
bl ) 2 25— P2 =2 )P [ ——— | G
S € e o 1nu1-((11—m§
Hi-(1—m

Then, we have

1 (1+€)2-n2 (1= m) 1 (1
dz(xi’yi)g 2 (Vi'(l_,ul)> (v (pis p1))? O( ) - B8)

where O(-) notation hides problem-dependent constants.

It is important to note that when y; approaching 0 or y; approaching 1, the
constant term will blow up. Since the proof of our Theorem 10 uses similar ideas
as mentioned above, we also consider the cases that the mean rewards of all the
arms are away from 0 and 1.
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Chapter 4

Differentially Private Stochastic

Online Learning

In this chapter, we consider two variants of differentially private stochastic online
learning. The first variant is the differentially private stochastic bandits. Previ-
ously, [33] devised the DP Successive Elimination (DP-SE) algorithm that achieves

the optimal O ( L IOAL,T + Kloeg T) problem-dependent regret bound, where
1<j<K:A>0 )
K is the number of arms, A; is the mean reward gap of arm j, and € is the required
privacy parameter. However, like other elimination style algorithms, it is not an
anytime algorithm. Until now, it was not known whether UCB-based algorithms
could achieve this optimal regret bound. We present an anytime, UCB-based al-
gorithm, Anytime-Lazy-UCB, that achieves optimality. Our experimental results
show that the UCB-based algorithm is competitive with DP-SE. The second vari-
ant is the full information version of the differentially private stochastic online
learning. Specifically, for the problems of decision-theoretic online learning with
stochastic rewards, we present the first algorithm that achieves an O (% + log K)
regret bound, where Ap, is the minimum mean reward gap among all the sub-

optimal arms.

41 Introduction

In this work, we consider the setting of differentially private online learning with
stochastic rewards. In particular, we consider the problems of multi-armed bandits
(MAB) and decision-theoretic online learning (DTOL) proposed by [18, 40, 41]. In
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both settings, we have a Learner, K actions and a stochastic environment. At the be-
ginning of each round, the environment draws random rewards according to fixed
but unknown distributions for all the actions. Simultaneously, Learner chooses
one action to play and obtains the reward associated with the played action. Re-
garding the feedback model after playing an action, in an MAB problem, Learner
only observes the reward of the played action. In contrast, in a DTOL problem,
Learner can observe the rewards of all the actions. Learner’s goal is to accumulate
as much reward as possible over T rounds.

In these classical settings, Learner can always use the true random rewards
obtained in previous rounds to guide it to make a future decision. However, this
may not be true in some applications. Take clinical tests for example; some patients
may not be willing to let others know that they have participated in certain tests
due to privacy concerns. Hence, for the sake of privacy, Learner cannot always use
the true results in previous tests to design the tests for the future.

Motivated by this kind of practical application, prior works of [23, 20, 32, 37,
1, 33] have explored the setting of differentially private online learning under the
framework of event-level differential privacy that was proposed by [15]. Differen-
tial privacy provides a tool to tackle privacy concerns by creating plausible denia-
bility of any possible outcomes from a learning algorithm. Simultaneously, it also
guarantees that the output of a learning algorithm is almost as accurate as without
implementing differential privacy.

Regarding the differentially private stochastic bandits, [32, 37] devised upper
confidence bound (UCB)-based algorithms [5]. However, the regret bounds of
their algorithms are sub-optimal. We will provide more discussion about their
learning algorithms in Section 4.3. Only very recently, [33] devised DP-SE, an op-
timal Successive Elimination (SE)-based algorithm [17]. However, just like other
elimination-style algorithms, the horizon T needs to be known in advance. Hence,
DP-SE cannot be an anytime learning algorithm. Also, in some problem instances,
SE-based algorithms do not practically perform well compared to UCB-based al-
gorithms. In this paper, we devise an anytime, UCB-based algorithm with the op-

timal O Y IOAL,T + @) problem-dependent regret bound, where A; is
1<j<K:A;>0 )
the mean reward gap for a sub-optimal arm j and € is the privacy parameter.
Regarding the differentially private full information setting, [23, 20, 1] derived

regret bounds with adversarial losses and the best known regret bound (in terms
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of the problem of prediction with expert advice) is O (\ /Tlog(K) + %bg%n

[1]. Note that the term involving € is at least linear in K. However, for the non-
private full information setting with stochastic rewards, the best known result is
@) (%) [40], where Apin is the minimum mean reward gap among all sub-

min

optimal actions. Note that this regret bound does not depend on T. Therefore,
it will be interesting to see what regret bound is possible for the differentially pri-
vate full information setting with stochastic rewards. In this paper, we devise an
algorithm with an O (% + @) regret bound. Note that the term involving
privacy parameter € is logarithmic in K.

Recall that in a non-private stochastic environment, learning algorithms typi-
cally rely on each action j’s empirical mean (the average value among all obser-
vations of action j) to make a decision. However, with the consideration of dif-
ferential privacy, Learner cannot rely on the true empirical means as doing so will
violate privacy. Instead, Learner can make a decision based on each action j’s dif-
ferentially private empirical mean which is action j’s true empirical mean plus some
injected noise.

To achieve our goals to devise algorithms with good theoretical guarantees, we
use the ideas of “laziness” and “forgetfulness”. At first glance, these ideas seem
only to make learning algorithms worse. However, they are the key to devise good
algorithms in a stochastic environment with differential privacy. The term “lazi-
ness” comes from the idea that we only update the differentially private empirical
means occasionally (not too often). The term “forgetfulness” comes from the idea
that the differentially private empirical mean is only computed based on a certain
amount of newly obtained observations instead of all the observations obtained
from the very beginning.

The following summarizes the key contributions.

1. We devise the first, anytime, UCB-based algorithm, Anytime-Lazy-UCB, for

private stochastic bandits with the optimal O( Y IOAL,T + @) re-
1<j<K:A;>0
gret bound.

2. We devise the first algorithm, Follow-the-Noisy-Leader (FTNL), for the pri-
vate stochastic full information setting. FTNL enjoys an O (ﬂgﬂ + M)

min €

regret bound. Note that the term involving € is only logarithmic in K.

3. We show that a version of a UCB-based algorithm with the Hybrid mech-
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anism of [11] obtains an O Y max {IOgA(lT), IOge(T) log <1°§A(T)> } re-
1<j<K:A;>0 ! !

gret bound (in Section 4.4.2). The same result was previously presented by

[37]; we explain in Sections 4.3 and 4.4.2 why we opt to present our own

result.

4. We conduct experiments to compare the practical performance of our UCB-
based algorithm with DP-SE of [33].

4.2 Learning Problem Settings

4.21 Stochastic Online Learning

In the stochastic MAB problem, we have an arm set .4 with size K and a stochastic
environment. At the beginning of round ¢, the environment generates a reward
vector X(t) := (Xi(t), Xa(t),..., Xk(t)), where each X;(t) € [0,1] is i.i.d. over
time from a fixed but unknown distribution. Simultaneously, Learner pulls an
arm J; € A. Then, Learner observes and obtains X}, (¢), the reward associated with
the pulled arm. The goal of Learner is to accumulate as much reward as possible
over T rounds.

In the stochastic DTOL problem, we also have an action set .A with size K and
a stochastic environment. Different from the bandit setting where Learner can
only observe XJ,(t), in a DTOL problem, Learner can observe the complete reward
vector X(t) = (Xq1(t), Xa(t),..., Xk(t)) in every round. The goal of Learner is still
to accumulate as much reward as possible over T rounds.!

Let 1 := [E [X;(t)] be the mean reward of an arm (action) j € .A. Without loss
of generality, we assume that y; > p; for all j € A\{1}. Let A; := p1 — p; be
the mean reward gap for a sub-optimal arm j. Let O;(t) := Y{_; 1{Js = j} be the
number of pulls of arm j € A by the end of round ¢.

We use (pseudo)-regret R(T) to measure the performance of Learner’s deci-

IDTOL is typically studied under losses. To unify the presentation with stochastic bandits, we
use reward vectors.



70

sions. It can be expressed as

T T
R(T) := maxE Lz X]-(t)—tng]t(t)]

jeA =1
T
= T n1 — E Lzl “l/l]t:| (41)
= ¥ E[0;(T)] - A,
jeA

4.2.2 Differential Privacy

In this work, we consider differentially private online learning under the event-
level framework of [15]. Formally, we say two sequences of reward vectors Xi.1
and X].; are neighbours if they differ in at most one reward vector. If a reward
vector encodes information associated with an individual, a differentially private
online learning algorithm guarantees that even if an external observer sees the
output of the learning algorithm, e.g., the pulled arm sequence, it is very unlikely
to infer whether the learning algorithm takes Xj.r or X/.; as input. That is also to
say, the information of a single individual cannot impact the output of a private
learning algorithm too much. The definition below is the same as the one used in
[32,37,1, 33].

Definition 4 (Differential Privacy). An algorithm I1 is e-differentially private if for any
two neighbouring reward sequences Xy.t and X1.7, for any set D of decisions made from
round 1 to T, it holds that P {I1(Xq.7) € D} < e -P{II(X].;) € D}.

4.3 Literature

[32] devised the first differentially private UCB algorithm for stochastic bandits by
using the Tree-based aggregation mechanism of [15, 11]. In their work, for arm j, a
complete binary tree with T leaf nodes is used to track arm j’s differentially private
empirical mean. Then, Learner constructs upper confidence bounds based on each
arm’s differentially private empirical mean to decide which arm to pull. In arm j’s
binary tree, each leaf node holds an obtained observation of arm j. The usage of a
tree with T leaf nodes results in a sub-optimal regret bound as the /;-sensitivity of

the tree-based aggregation mechanism with T leaf nodes can be log(T). Also, since
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a complete binary tree with T leaf nodes is maintained, their algorithm cannot be
an anytime algorithm.

[37] applied the Hybrid mechanism of [11] for private stochastic bandits. They
claimed an O (KIOE(T) + Kloeg(T) log <1°§_(AT)>> regret bound by using the Hybrid

mechanism in UCB. However, we are uncertain about some parts of their analy-

sis (some concerns have also been raised by [33]). Hence, for completeness, we
provide our own regret bound for another Hybrid mechanism-based UCB. This
bound, appearing in Section 4.4.2, is the same as the stated bound of [37]; Also, in
Section 4.4.2, we provide more details about why we present our own result.

[33] devised DP-SE, an optimal differentially private algorithm for stochas-
tic bandits, based on the Successive Elimination (SE) algorithm of [17]. Their

o) (K lng + Klng> regret bound matches the Q) (Klng + Klng> lower bound of

[34]. Since DP-SE is built on top an elimination algorithm, DP-SE progresses in
epochs and at the end of each epoch, the arms with smaller differentially pri-
vate empirical means are eliminated. In DP-SE, the number of pulls of each non-
eliminated arm in each epoch is carefully designed, which depends on both T and
€. Therefore, DP-SE cannot be an anytime algorithm. Also, in some problem in-
stances, DP-SE does not practically perform well compared to algorithms in the
UCB family. Our algorithm, Anytime-Lazy-UCB, is the first optimal algorithm in
the UCB family. Also, it preserves the typical property that UCB has: the anytime
property. The experimental results in Section 4.6 confirm that Anytime-Lazy-UCB
is competitive with DP-SE.

For the private stochastic full information setting, until now it was not known

whether any algorithm could achieve an O <% + @) regret bound. As

mentioned in Section 4.1, the best known result is O (« /Tlog(K) + w)

€

in the problem of prediction with expert advice with adversarial losses. Our al-

gorithm, Follow-the-Noisy-Leader (FITNL), achieves an O (% + %> regret

€
bound in the private stochastic full information setting.

4.4 Bandit Setting

As mentioned in Section 4.3, for the setting of private stochastic bandits, it is possi-
ble to have a better regret bound by leveraging the fact that for a sub-optimal arm

j, it is wasteful to maintain a complete binary tree with T leaf nodes. Instead, we
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can use the following design. We can construct an array with size O (Ajrﬁi—%>
to hold the to-be-obtained observations if we knew the gap A; and T in advance.
Every time arm j is pulled, the obtained observation will be inserted into an empty
slot in the array. When the array is full, we aggregate the values of all the inserted
observations and inject a noise variable drawn from Lap (1/€), where Lap(b) de-
notes a Laplace distribution centered at 0 with scale b. Intuitively, this idea works,
as once a sub-optimal arm j has been observed “enough" times, Learner will not
pull it again with high probability.

As practically we do not know the gap A;, and to achieve the goal of devising
an algorithm which does not need to know T in advance, we take the strategy
of constructing a sequence of arrays with the array size doubling each time. To
minimize the amount of noise needed to have an e-differentially private algorithm,
we only update the differentially private empirical mean when an array is full of
inserted observations, i.e., we update the differential private empirical mean in a
lazy way (not too often). Also, the updated differentially private empirical mean
is computed only based on observations in a single array, i.e., we abandon all the
observations held in the previous arrays.

In this section, we first present our anytime, UCB-based learning algorithm,
Anytime-Lazy-UCB. Then, we provide some discussion of Hybrid-UCB, a version
of UCB that uses the Hybrid mechanism of [11]. Let log(x) denote the base-2 loga-
rithm of x and In(x) denote the natural logarithm of x. Let }_ 7 denote the aggre-
gated values of all inserted observations in an array 7.

4.4.1 Anytime-Lazy-UCB

The idea behind Anytime-Lazy-UCB is to create arm-specific arrays sequentially.
Every time arm j is pulled, the newly obtained observation will be inserted into an
empty slot in an array. For arm j, let 7;(r) be the r-th array with size )L](.T) = 2" Let
rj(t — 1) be the index of the most recently created array that is full of inserted obser-

vations by the end of round ¢ — 1. Our definition of 7;(t — 1) guarantees that array
T(rj(t_l)) ri(t=1))
j

be interpreted as the aggregated reward of all observations inserted in 7;(

can
ri(t-1))

is full of observations by the end of round ¢t — 1. Hence, )} 7;(

To have an e-differentially private algorithm, we apply the Laplace mechanism

of [16], i.e., we inject a noise variable drawn from Lap (1/€) to }_ ﬁ(rj(t_l)).
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Let i1 =D ) be arm j’s differentially private empirical mean among the
]/ ] /rj t—
1))

observations held in 7;(rj (= , which is

(rj(t-1)
_ (277" iap (1))

LIINCGSY) = D)

4.2)
jA; / ri(t=1) ;

At the beginning of round ¢, for each arm j, Learner constructs the upper confi-
dence bound 7;(t) as

~ 31n(t) 31n(#)
(1)) + e T 4.3
i O E_A](]u 0) (4.3)

and pulls the arm with the highest upper confidence bound, i.e., Learner pulls arm
S u.(t).

Ji € argmax Hi(t)
At the end of round t, the reward of the pulled arm, Xj,(t), will be inserted

T]t(f—1)+1)

into an empty slot in 7}f . Next, we check whether it is the “right" time

to update the differentially private empirical mean of arm J;. The rule is that if
T(r]t(til)*»l)
J

will be full after inserting X}, (t), then the differentially private empir-
t
ical mean of arm J; will be updated. Also, if array 7,

frw*l)“) will be full after

inserting Xj, (), we will create a new empty array for the future use.

Algorithm 8 presents Anytime-Lazy-UCB in detail. At first glance, Algorithm 8
may consume O(T) space for each arm. However, as described below, an efficient
implementation based on cumulative statistics rather than creating arrays explic-
itly only needs O(1) space for each arm, i.e., the space complexity of the efficient
implementation of Algorithm 8 is O(K), the same as UCB1 [5]. Also, Anytime-
Lazy-UCB is simple in the sense that for each arm, it does not need to carefully
tune the size of arrays as the array size has no dependency on €.

(r)

One of the efficient implementations of Algorithm 8 is we can compress 7;
to a tuple (N ]-(r),S](-r),)L](.r)) rather than explicitly creating an array 7;(”, where
counter N ].(r) records the number of already inserted observations and S](r)

the aggregated rewards among these inserted N ].(r) observations. When N ].(7) hits

records

A](.r), the differentially private empirical mean of arm j will be updated. Note that

Algorithm 8 uses two tuples simultaneously at most. Therefore, the space com-
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plexity of Anytime-Lazy-UCB is O(K) if using this efficient implementation as each

arm only consumes constant space.

Algorithm 8 Anytime-Lazy-UCB
1: Initialization: Arm set .4, and privacy parameter € ;
2: forjc Ado
3: Set i 4 0;
Pull j once to initialize i1 9 ;

Set O] ~—1 ;

Create 7;(1) with size /\](1) —2;
4: end for
5 fort =K+1,K+2,... do

6:  Construct z;(t) based on (4.3) ;
Pull J; € max 7 (t) ;
jeA ]

Set O]t — O]t +1;

Insert X, (t) to an empty slot in 7}t(r1t+1) ’,

V]t+1

7. ifO;, = ¥ A} then
r=0

8: Set rp <1 t+1;

Update i () basedon (4.2);

]tr/\]' t ’r]t
1 1

Create a new array 7}t(r]t+ ) with size Agl i+ 2t
9: endif
10: end for

We now present a privacy guarantee for Algorithm 8.
Theorem 13. Algorithm 8 is e-differentially private.

Proof sketch: Intuitively, differential privacy holds because if two neighbouring re-
ward vector sequences differ in a round ¢, then this difference can be witnessed for
only one arm J;. Ultimately, the affected observation Xj,(t) will be used only via
a noisy sum involving Lap (1/€) noise. Hence, e-differential privacy holds. For

completeness, we give a full, mathematical proof in Appendix 4.8.1. O

We now present regret guarantees for Algorithm 8. Theorem 14 provides a
problem-dependent regret bound while Theorem 15 provides a problem-independent
regret bound.
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Theorem 14. The regret of Algorithm 8 is at most

log(T)
O T . (A 1
(jeA:ZA:pO mln{Ai’€}>

Theorem 15. The regret of Algorithm 8 is also at most

Klog(7))

€

@) ( KTlog(T) +

Theorem 14 is optimal in the sense that it matches the () ( ’ AZA . IOAng + Kl(;g T)
AN >

problem-dependent regret lower bound of [34]. When € is v]ery lajlrge, Theorem 14
is the same as the regret bound of non-private stochastic bandits. Our Theo-
rem 15 is the same as the problem-independent regret of DP-SE (shown in The-
orem 4.4 of [33]). We mention in passing that apparently both of our problem-
independent regret upper bound and that of [33] stand in opposition to a minimax
regret lower bound of [7] (see Theorem 3 therein). However, the latter is an un-

published manuscript.

Proof sketch of Theorem 14: Instead of upper bounding E [O;(T)] directly, we take a
different approach based on which array the last observation of arm j is inserted
into. Let 6; be the index of the array where the O;(T)-th observation is inserted.
Note that 6; is random. Recall that the array size of 7;(r) is )L](-r) = 2", Let w}s) =

1 A = >_12" be the total length of all arrays up to the array with index s.
24In(T
Letd; := {log (A]T{(A])e}>—‘ Then we have
o'
E [O]'(T)} ] "+E [ r= d+1 )\](7’)}
(d] log(T _ (s)
+3 P60 =s}w:
] s=d; +l { ] } j (4.4)

bounded E}:Lemma 9
<O sl .
A]--mm{Aj,e}

The idea of (4.4) is that if the last observation of a sub-optimal arm j is inserted
(d)

into array 7;(5) , where s < d]-, the number of pulls of j is at most Zf; 12 =w j
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If the last observation of a sub-optimal arm j is inserted into array 7;(5) , where

s > d;j+1, the number of pulls of arm j is at most }J_; 2" = w}s). Our Lemma 9 (in
Appendix 4.8.2) further shows that if arm j has been pulled enough, the probability
to pull it again is very low. Note that we can create at most log(T) arrays as the

array size doubles each time. O]

4.4.2 Hybrid-UCB

Both Anytime-Lazy-UCB and DP-SE use the ideas of laziness and forgetfulness
to achieve optimality. They both drop observations. They do not update the dif-
ferentially private empirical mean of the pulled arm in every round nor use all the
observations obtained so far. Therefore, it is a natural question to ask what regret
bound is possible if the differentially private empirical mean of the pulled arm is
updated at the end of each round by using all the observations obtained so far.

[37] applied the Hybrid mechanism of [11] for differentially private stochastic
bandits and devised the DP-UCB-Bound learning algorithm (Algorithm 1 in [37]).
In DP-UCB-Bound learning algorithm, the differentially private empirical mean
of the pulled arm is updated at the end of each round, and the differentially pri-
vate empirical mean is computed based on all the obtained observations from the
very beginning. They claimed an O (Klof(T) + Klof(T) log (IOE.(GT)» regret bound
of their DP-UCB-Bound learning algorithm.

However, [33] raised some concerns about their claimed regret bound. We care-

fully studied the proof of Theorem 3.2 of [37] and found numerous issues, e.g.,
(A.6), and all steps involving (A.6) such as (A.11), (A.12), (A.14) and afterwards.
We do believe that it is possible to have a correct analysis for Algorithm 1 of [37].
However, this new analysis is outside the scope of this thesis.

For completeness, we now show that by extending our array-based design,
Algorithm 8, and applying the Hybrid mechanism of [11] for stochastic bandits,
yielding Hybrid-UCB, we can have a near-optimal regret bound. Our Hybrid-
UCB, a variant of Algorithm 1 of [37], can be found in Algorithm 9. Similar to
[37], our Hybrid-UCB also maintains two differential privacy mechanisms simul-
taneously with each preserving e/2-differential privacy, to track the differentially
private empirical mean of each arm. If arm j is pulled in round ¢, to update arm j’s
differentially private empirical mean at the end of round ¢, all arm j’s observations

obtained so far will be partitioned into two groups and each differential privacy
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Algorithm 9 Hybrid-UCB

1: Initialization: Arm set .4 and privacy parameter € ;

2

o

10:

: forj € Ado
3:

Pull arm j once ;
Insert the corresponding observation into an empty array .7-"].(0) with size 1;

Setij1 < 2.7-"]-(0) + Lap <ﬁ> ;
Set O] +—1;
Set i 4 1;

Create an empty complete binary tree B;rj )

(rj)
j

with A](.rj ) + 2"i leaf nodes and

an empty array .7-"].(rj ) also with size A/ 277 ;

end for
:fort =K+1,K+2,... do

Construct upper confidence bound ﬁj(t) based on (4.8) forallj € A;
Pull arm J; € max7i.(t);
jeA ]

Set O]t — O]t +1;

Insert X, (¢) into the left-most empty leaf node in B}:] Y and the left-most

empty slot in F ](:I 2 ;

-1
Noisily sum all observations inserted into arrays (.7: ](to),' . F ](;]* )> to

have f]t/():”]t_l based on (4.5) ;

Noisily sum all observations inserted into complete binary tree B}:] 2 to have
B Ji,r;, Dased on (4.6) ;

I?] 0:r —1+§] 1
e~ VIt haged on (4.7) ;
[@]

Set ﬁ]tlo]t — t

if O, — %Am th
1 Jt = I en

Set Ty <= T, +1;
) (ry,)

Jt
— 2"

with A + 2"t leaf nodes

;)

and a new empty array F ](tr] 2 also with size Agt I
end if

Create a new empty complete binary tree B;:] !

end for
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mechanism takes care of one group of observations.

Let Oj(t — 1) be the number of observations of arm j by the end of round ¢ — 1.
In Hybrid-UCB, all O;(t — 1) observations are partitioned into two subsequences,
and different subsequences will use different differential privacy mechanisms to
inject noise. Every time a new observation of arm j is obtained, we insert this
newly obtained observation into both an empty leaf node in a complete binary
tree and an empty slot in an array (except the only pull in the initialization phase).

Let 7j(t — 1) be the binary tree (and array) index that the O;(t — 1)-th obser-

vation was inserted into by the end of round ¢t — 1. Then we know that arrays

0) (1) (rj(t=1)=1)
.7-"]. ,]—"]. ,...,]—"].7

are always holding the same observations.

will be full of inserted observations, as .7-"].(r) and B](r)

The first subsequence contains the observations that have been inserted into

arrays (.7-"].(0),]-"].(1) S F Fjti=1)= 1)> and each array ]—" ") is injected with a noise

]
variable Z; N Lap <%> Then the noisy sum of all these observations inserted

into these arrays F ri(t—1)—1 Can be expressed as
T’j(tfl)fl ( ) ( )
= r r
P]',O:r]-(t—l)—l = Zo (E}"] + Z]- ) . (4.5)
r=

The second subsequence contains the remaining observations, i.e., the ones in-

(rj(t=1))

serted into binary tree B i . Note that according to the tree-based aggrega-

(rj(t=1))

tion mechanism [15, 11], each node in binary tree B i

ri(t—=1
. A}m )

1
variable Y],(U) ~ Lap (%) , where v is a node in complete binary tree

is injected with a noise

(rj(t=1))

j . Node v can be a leaf node or an internal node in B I /
(rj(t=1))

log [ A j

the binary tree B]-,rj(t_l) can be expressed as

Bgrj(t_l)) . Note that

= rj(t — 1). The noisy sum of all these observations inserted into

]r]t 1) EBr]t Y Z Y](v) / (46)

UESj,t,1

-1) . (rj(t=1))

is the aggregated values of all observations inserted into 5 I !

where ¥, B]@ (t
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and S; ;1 is the set of nodes (p-sums) involved in the tree-based aggregation mech-

anism in order to noisily sum the values of observations inserted into complete bi-

nary tree B;rj(tfl)). Note that the size of set S;;_1 can be at most log <)\;’”j(tl))> _

log <2rf(t_1)> =ri(t—1).
Let ﬁj,oj(t—l) be the differentially private empirical of arm j by the end of round

t — 1. It can be expressed as

_ . fj,o:rj(t—1)—1 + E]’,r]-(t—l)
Hji0j(t=1) *= 0;(t—1)

(4.7)

At the beginning of round ¢, for each arm j, we construct the upper confidence
bound ﬁj(t) as

_ - 3log(t 6v/8-log(t) - |log (Oj(t —1) +1) ]
Hilt) = Hioye-1) + oj(tg—( 1)) e-O]-(t—]l)

(4.8)

and pull the arm with the highest 71;(t), i.e., J: € arg max7i,(t).
jeA
At the end of round ¢, the observation of the pulled arm, X, (¢), is inserted into
the left-most empty slot (and the left-most leaf node) in the most recently created
array (and tree). If there is no empty space left after inserting X, (t), we will create
a new empty array and a new empty binary tree for future use.

We now present privacy and regret guarantees for our Hybrid-UCB.
Theorem 16. Algorithm 9 is e-differentially private.

Proof of Theorem 16: As Hybrid-UCB is the composition of our array-based learn-
ing algorithm, Algorithm 8 with the required privacy parameter set to 0.5¢, and the
tree-based aggregation mechanism of [15, 11] with the required privacy parameter
set to 0.5¢, from the composition theorem of [16] (the property that €’s can be added
up), we immediately conclude that Algorithm 9 is e-differentially private. O

Theorem 17. The regret of Algorithm 9 is at most

max log(T) log(T) o <log(T)>}
O(jEA:ZA:f>0 { YRR & €-A;
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From Theorem 17, we know that the regret of Algorithm 9 is sub-optimal com-
pared to the regret of Anytime-Lazy-UCB. However, in terms of T, the sub-optimality
is only an extra factor of loglog T.

4.5 Full Information Setting

Different from the bandit setting where only the reward of the pulled arm can be
observed, in a full information game a complete reward vector of all actions can
be seen. Therefore, it may be harder to preserve e-differential privacy in a full in-
formation game. A naive algorithm is to let each action’s algorithm that computes
the empirical mean be (e/K)-differentially private. Then, Learner runs the naive
Follow-the-Noisy-Leader (FTNL). The key difference between Follow-the-Leader
(FTL) and the naive FINL is that in FTL, Learner plays the action with the highest
empirical mean while in the naive FTNL, Learner plays the action with the highest
differentially private empirical mean. From the Post-Processing Proposition and
the Composition Theorem of [16], we immediately have that learning algorithm
of Learner is e-differentially private. However, a straightforward analysis of this
naive FTNL will result in an O (max {%, Klo%:(K) }) regret bound if we still use
the ideas of laziness and forgetfulness to update the differentially private empiri-
cal mean 2. Note that the term involving e is still O(K). If K is very large, the naive
FTNL is very sub-optimal.

To remove the linearity in K, in this section, we introduce a new ingredient in
the design of the naive FTNL, which is the algorithm called Report Noisy Max
(RNM) [16]. Note that we have presented what RNM is in Section 2.5.

4.5.1 FTNL

Algorithm 10 presents FTNL in detail. FINL progresses in epochs with epoch s
having 2° rounds and at the end of each epoch, FTNL invokes a procedure called
Report Noisy Max (RNM). Let X(s) be the collection of all complete reward vec-
tors belonging to epoch s. In epoch s, Learner plays J©~1) for 2° times, where
J6=1) is the output of RNM (Algorithm 11) that takes (X(s — 1), €) as input. At the
end of epoch s, RNM takes X(s), all the complete reward vectors within epoch s,

2Without using the ideas of laziness and forgetfulness , the regret bound may pay an extra factor
of loglog T, which has been described in Section 4.4.2.
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as input and outputs a single action that has the highest differentially private em-

pirical mean, ie., J®) < arg max }j2s, where [ is the true empirical mean of
IS

observations in epoch s and fi;»s = fi;»s + Lap(1/€)/2° is the differentially private
empirical mean of action j. After invoking RNM, FTNL moves to the next epoch
and plays the output J® for 251 times. For initialization purpose, we sets = 0
and J©) = 1.

It is important to note that RNM must take fresh observations as input every
time. If RNM reuses any observation more than once, then the claim of preserving
e-differential privacy is violated. In a private stochastic full information setting,

forgetfulness plays an even more important role.

Algorithm 10 FTNL
1: Initialization: Action set A and privacy parameter € ;
Sets + 0;
Set [+ 1;
2: while Still have rounds left do
3:  Play J for 2° times ;
Set | «+— RNM(X(s),€) ;
Sets<-s+1.
4: end while

Algorithm 11 Report Noisy Max (RNM)
1: Input: (X(s),€) ;
2: Output: | € argmax;c 4 (fijs + Lap(1/€)/2°) .

We now present FTNL's privacy and regret guarantees.
Theorem 18. Algorithm 10 is e-differentially private.

Proof sketch of Theorem 18: Let Xq.7 := (X(1),...,X(t),...,X(T)) be the sequence
of original reward vectors and X}.; := (X(1),...,X'(t),...,X(T)) be an arbitrary
neighbouring sequence of reward vectors such that X;.1 and X7, differ in at most
one reward vector. Let us say that they differ in the reward vector of round . Note
that the change of a single reward vector may impact the differentially private
empirical means of all actions in .A. However, by introducing the procedure of
RNM to FINL, the amount of noise needed to preserve e-differential privacy is

significantly reduced.



82

Let epoch s be the one including round t. Then, we know that the decisions
made until the last round of sy stay the same whether working over Xi.1 or X7.1,
conditioned on the noise injected. Recall that J(*0) indicates the action output by
RNM at the end of epoch sy when working over Xj.7. Let |’ (0) indicate the corre-
sponding action output by RNM when working over Xj.;. As Lap (1/€) noise is
injected to each action j’s observations obtained in epoch sy, from Claim 3.9 (the
Report Noisy Max algorithm is e-differentially private) of [16], for any o € A, we

P {](50) - U} <P {]/(So) - (T}
We defer the full, mathematical proof to Appendix 4.8.5. O

have

Theorem 19. The regret of Algorithm 10 is at most

where Amin = ]eglgl>0 A]

Theorem 19 has no dependency on T and is only logarithmic in K. When € is
very large, Theorem 19 will be the optimal O (log(K)/Amin) regret bound for the
non-private stochastic full information setting.

Proof sketch of Theorem 19: Let (dq,dy,...,d,,. ) be a sequence of non-decreasing
positive integers, where rmax := [log (1/Amin)]. The choice of these integers can
be found in Appendix 4.8.6. We partition all T rounds into (*max + 1) phases with
a phase r < rmax containing epochs from d,_; + 1 up to d, and phase rmax + 1

containing epochs from d,,, -+ 1 onwards. We also partition all actions in A to

Tmax
7max groups based on the gaps. Let ®) := {ie A:05 <A; < 0.5 71}, where
1 < < rmax, collect all actions with gaps between (O.Sr, O.Sr’l} . Note that playing
any action in ®(") will suffer at most 0.5 ! regret in a single round. We upper
bound the regret phase by phase. For all the epochs in phase 7, the regret R(") is at
most ;

—1 r

RM < 'y ¥y 2.p {160 o] 057"
g=1s=d,_1+1 (4 9)
d, :
+ Y .05
s=d, 141

For the first term in (4.9), as shown in the proof of Lemma 11 in Appendix 4.8.6,
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the probability of playing any action in ®4), where g < r — 1, is very low in any
epochs belonging to phase . The second term in (4.9) uses the idea that playing
any action in ®1, where q > r, will suffer at most 0.5 ! regret per round. Taking a
summation of R(") over all phases concludes the proof. O

4.6 Experimental Results

x10°
50 : : : :
|-&-Hybrid-UCB -¥-Anytime-Lazy-UCB > DP-SE| _4
40+ 1
§§30’
(@)
(0]
CE 20 .
O L L L L
0 0.5 1 15 2

t %108

Figure 4.1: Mean reward setting 1: regret with € = 0.5

x10°
-4-Hybrid-UCB ~¥Anytime-Lazy-UCB - DP-SE

0 0.5 1 1.5 2
t x10°

Figure 4.2: Mean reward setting 1: regret with e = 1

We conduct experiments to see the practical performance of Anytime-Lazy-
UCB, Hybrid-UCB, and DP-SE of [33]. We set T = 2 x 22! and each plot is an
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12 [l-&-Hybrid-UCB ~¥Anytime-Lazy-UCB - DP-SE| |
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(2]

0 0.5 1 1.5 2
t %108

Figure 4.3: Mean reward setting 1: regret with e = 8

x10°
12 [-&-Hybrid-UCB ~¥Anytime-Lazy-UCB - DP-SE| i

10+

Regret
(o))

0 0.5 1 1.5 2
t x10°

Figure 4.4: Mean reward setting 1: regret with € = 64

average of 15 independent runs. We set B = 1/T in DP-SE. For the choices of €, we
set ¢ = 0.10,0.25,0.5,1, 8,64, 128. We set the number of arms K = 5 and reuse the
same mean reward settings of [33]:

1. Mean reward setting 1: 0.75,0.70, 0.70, 0.70, 0.70;
2. Mean reward setting 2: 0.75,0.625,0.5,0.375, 0.25.

Figures 4.1 and 4.2 show that when € is small (¢ = 0.5,1), Anytime-Lazy-UCB
is competitive with DP-SE while Hybrid-UCB does not perform well. However,
when € is large (¢ = 8,64), Hybrid-UCB starts performing well, as shown in Fig-
ures 4.3 and 4.4. The larger € is, the better the performance. This fact is just what
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x10

Hybrid-UCB DP-SE  Anytime-Lazy-UCB
Figure 4.5: Mean reward setting 1: final regret for all €

we have expected, as Hybrid-UCB with a large € value is basically UCBL1 of [5].
Recall that Hybrid-UCB uses all the observations obtained so far to compute dif-
ferentially private empirical mean and updates the differentially private empirical
mean of the pulled arm at the end of each round. Figure 4.5 summarizes the fi-
nal regret (the total regret suffered by the end of round T) for all the considered
choices of € and all the compared algorithms. Apparently, for the UCB-based al-
gorithms, Hybrid-UCB and Anytime-Lazy-UCB, the final regret decreases as € in-
creases. However, just as already shown in [33], the final regret of DP-SE with
different choices of € tends to stay flat. For some experimental settings (e.g., € is
very small), DP-SE practically performs better than Anytime-Lazy-UCB.

Figures 4.6, 4.7, and 4.8 show the performance of all the algorithms in mean
reward setting 2 with € = 0.5,8,64. Generally, all three algorithms in setting 2
behave very similarly to how they perform in setting 1, e.g., Anytime-Lazy-UCB
is competitive with DP-SE and Hybrid-UCB performs well with large € values.
Appendix 4.8.7 provides more plots with other choices of €.

4.7 Conclusion

We have introduced the first non-elimination-style algorithm that obtains the opti-
mal problem-dependent regret for differentially private stochastic bandits. More-
over, it is an anytime algorithm, a property that DP-SE (which is also optimal) does

not have. While it may be possible to obtain an anytime variant of DP-SE by way
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Figure 4.6: Mean reward setting 2: regret with € = 0.5
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47 o L
@(3
(@]
(0]
oo v

1

0 L L L L

0 0.5 1 1.5 2

t x10°

Figure 4.7: Mean reward setting 2: regret with e = 8

of the exponential trick of [9, 6] to preserve the regret bounds, using such tricks
is wasteful and may harm the regret by a multiplicative constant between 4 or 8,
depending on whether the focus is to preserve problem-dependent regret bounds
or problem-independent regret bounds. Despite the above difference, Anytime-
Lazy-UCB and DP-SE share in common that they are both lazy and forgetful, i.e.,
they both update the differentially private empirical mean occasionally and use
the newly obtained information only. This raises a natural open question: Is there
any optimal algorithm for this setting that avoids being either lazy or forgetful?
Suppose that such an optimal algorithm exists which simultaneously avoids
both of these properties. Such an algorithm would use all the history informa-
tion obtained by the end of each round, in the style of classic UCB-style algo-
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Figure 4.8: Mean reward setting 2: regret with € = 64

rithms. We conjecture that any such algorithm cannot be optimal. Proving this
would require a lower bound. We further conjecture that the lower bound is
Q (max { KIOE(T), KIOE(T) -log (%) }) Note that this conjectured lower bound

matches the regret upper bound of Hybrid-UCB in Theorem 17.

In the stochastic full information setting, there is no private regret lower bound
yet (i.e., the one depending on €). We also conjecture that our O (% + @)
regret upper bound from Theorem 19 is optimal and leave as an open question
proving a matching lower bound.

We believe that, by using the ideas of laziness, forgetfulness, and RNM, it
is possible to devise optimal learning algorithms for other differentially private
online learning variants such as differentially private Combinatorial multi-armed
bandits (CMAB) [13] and differentially private graphical bandits [10]. As we will
show in a later Section 6.4, the ideas of forgetfulness, laziness, and RNM will be
confirmed to be useful to devise a good differentially private learning algorithm

for graphical bandits.

4.8 Appendix of this Chapter

The organization of this appendix is as follows:

4.8.1 - Proofs of Theorem 13 ;

4.8.2 - Proofs of Theorem 14 ;



88

4.8.3 - Proofs of Theorem 15 ;
4.8.4 - Proofs of Theorem 17 ;
4.8.5 - Proofs of Theorem 18 ;
4.8.6 - Proofs of Theorem 19 ;

4.8.7 - Additional experimental plots .

In these sections, we will often make use of the following facts.
Fact 1. (Fact 3.7 in [16]). If Y ~ Lap(b), for any 0 < 6 < 1, we have

P {|Y| > In (%) -b} =5 . (4.10)

Fact 2. (Corollary 2.9in [11]). Let y1, 72, ..., ¥x beii.d. random variables drawn
n
from Lap(b). LetY = Y ;. Forany 0 < § < 1, and x > b - max {\/ﬁ,\/ln (%)},
i=1

we have
]P{]Y]>X- 81n<§>}§5 ) (4.11)

4.8.1 Proofs of Theorem 13

Proof of Theorem 13: Let Xi.7 be the original reward vector sequence and X/.; be an
arbitrary neighbouring reward vector sequence of Xj.7 such that they can differ in
an arbitrary round. Let us say Xj.r and X/ .1 differ from each other in round ¢. Let
D;.1 be the sequence of decisions made through round 1 to round T when working
over Xj.r. Let D{:T be the sequence of decisions made when working over X{:T.

For an arbitrary oy.7 € AT we claim that
P{Dir =ovr | Xor} < e -P{Dir =07 | Xir} - (4.12)

To prove this claim, we rewrite both sides in (4.12) first.
The LHS in (4.12) can be expressed as

P {DlzT = 01.T | Xl:T}
=P {Dy =0y | Xl:T}]P {Dis1.7 = 0p1.7 | D1y = U1:t,X1:T]; . (4.13)
I
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Similarly, we have

P {Di:T =0T | Xi:T}
= P{Dy, =01 | X0} P{Djyr = oy | Dy = 010, Xpp} - (414)

17/

Since Xy.1 and X].; only differ in round ¢ at most, the sequence of arms pulled
up to round ¢ (including round f) has the same distribution either of Xj.7 or X ;.
That is also to say, we have

P{Dy; =014 | Xp.7} =P {D}; =01t | X171} - (4.15)

We now only need to prove 17 < € - i’ to conclude the proof.
Let r be the index of the array where the observation obtained in round ¢, i.e.,
Xj,(t), is inserted, when taking X;.r as input. Note that r is random. Let f, > ¢
be the first round such that, at the end of this round, array 7}<r)

t

is full of inserted
observations. Note that ¢, is also random.
Then 7 can be expressed as

log(T) T _
n = Z Z Z]P{]t:]/r:q/t*:5|Dl:t:Ulzt/XLT}
jed q=1 s=t (4.16)
P {Dti1.7 =017 | Je =, v = q,t« =5, D1y = 01, X1.7}

o

Similarly, let J; be the arm pulled in round t when working over X}.;. Let 7’ be

the index of the array where observation X/, (t) is inserted. Let t;, > t be the first
t

round such that, at the end of this round, array 7}§r/) is full of inserted observations.
t
Then 7’ can be expressed as

! log(T) T / . ! / / !
T ]'GEA qgl sgtlp{]t =jr' =gt =s| Dy, = ‘Tlit'XtT}
IP {D/ =0 I ! D/ o X/ (4'17)
N t+1.T — Yt+1LT | ]t =11 =q,t,=5Dy; =01, 1;T}J .

~\~
Dé/

Since X141 = X{4_1, X¢s1:71 = Xj, 1.7, and the fact that Xj,(t) (or X7, (t)) will
: : g

only be used after array 7}@ (or TE’/)) is full of inserted observations, we have that
t
J+ and ]/ have the same distribution, r and " have the same distribution, and ¢, and
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t' have the same distribution. Therefore, only « and «’ are different in (4.16) and
(4.17). We now show a < ¢€ - o/,

We now rewrite « as

M
P{Dii1.7r = 0ty1.7 | Jt = j, v = q,tx =5, D14 = 014, X1.7}
= P{Dii1t, = 0ts14, | Jt =], v = q,tx =5,D1p = 014, X1.7}

P Dy, v1.7 = 0t,41.7 | Disay, = 01, Jt = j, v =q,tx =5,D1p = Ul:trxlﬂ;

4

. =M
b
(4.18)
Similarly, we rewrite &’ as
a/
= P {D£+1:T =01t | Ji =, = q,t. =5,Dy, = 014, X1}
=P {D;H;t; = 04128, ‘ ]t/ =jr=qt. =5 D{;t = 014, X{;T}

!/ _ / o (A A ! !/ _ !
P e Dy yr =041 | Diyry =0, Jt =7 =4t =5,D1y = 014, Xir

-

=M

J/

I
(4.19)

Since X;y1.7 = X{ 1.7, and the fact that Xj,(¢) (or X/, (¢)) will only be used after
: t

/
t4-1:t,
have the same conditional distribution. We now show B < e€ - p’. The key idea

array 7}50 (or Tﬁ”) is full of inserted observations, we have that D; 1., and D
t

to prove this piece of argument is to use the property that differential privacy is
immune to post-processing [15].
Recall that ﬁ] NG

tr Jp *

all inserted observations in array 7}@ (i.e., at the end of round t,) when work-

_is the differentially private empirical mean of arm J; among

ing over Xj.r. Let ﬁjg AW be the differentially private empirical mean of arm J}
4 ]t 4

among all inserted observations in array TIE” (i.e., at the end of round t,) when
t

working over X/.;. As Lap (%) noise is injected to each array after the array is full
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of inserted observations, for all Z C IR, we have

~ (r)
r {‘u]t,/\;:)/?’ . A]t el | M}

" (4.20)
€ . 7 P /
< P {VW?'“ Ay ez m }
As X;, 1.7 = X;’+1:T conditioned on t, = s,t, = s, we have
P < Dt 41.71 = 01T | B, 0 A ez M
* * ]t’A]t S ]t
4.21)

_ / _ ~ (r') /
= P {Di’;-ﬁ-l:T - O-t;-‘rlZT | H];,A;;/),r' ’ A]t/ € IIM }
t

By combining (4.20) and (4.21), we have B < ¢° - /, which concludes the proof.
O

4.8.2 Proofs of Theorem 14

Proof of Theorem 14: To prove Theorem 14, instead of upper bounding the expected
number of pulls of a sub-optimal arm j directly, we take a different approach. Our
new approach is based on which array the last observation of arm j is inserted into.
Let 0; be index of the array where the O;(T)-th observation is inserted. Note that 6;

i - 241n(T) (N . v Ay or —prtl
is random. Let d; := [log <A],,min{A].,€}>—‘ and w; = Sgl /\]. = s:12 =2 2.

d) log(T)
Then we have w; =0 (W .
We have that the number of pulls of a sub-optimal arm j by the end of round T

(except for the pull in the initialization phase) is at most

o ) gk 4 1) _
=1 =

=1 r

+ A (4.22)
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By taking the expectation of both sides, we have

N
E[0[(T)] < Bl LA
r=
) log(T) S
< w4y Plo=s} ¥ A](T)
5= d+1 r= d]-—H
. IOg( )
< w4ty Ploj=s}-w (4.23)
5= d+1x ~— _
=0(1 ),Lemma9
< 8T} + 0 (log(T))

A]--min{Aj,e}

_ log(T)
_ O lestm)__
Aj~m1n{A]-,e}

S
The second term in the third inequality of (4.23) uses the fact that ) /\]@ < w](s) .
T:dj-l-l

Also, if the last observation of arm j is inserted into array 7;(5), where s > d; + 1,

it implies array 7;(571) has no empty slots left at all, i.e., the number of inserted

s=1) _ 9s—1 5 od;+1-1 24In(T)
=27 =27 = Aj-min{Aje}

of i.i.d. observations makes the probability that arm j is pulled in the future very

observations in array 7;(571) is )\]( This amount

low. We formalize this intuition in Lemma 9.
Lemma 9. For a fixed sub-optimal arm j and s > d; + 1, we have P {Oj =s}- w}s) <
O(1).

We now prove Theorem 14 and defer the proof of Lemma 9 to the end of this
section.

From (4.1), we have the regret

R(T) = % E[O(T)] -4
jEA:A>0
log(T ]
= jEA:A, >0O (A mm{A €}> A (4.24)
_ ( _log(T) )
]GAA <0 mm{A e} ’
which concludes the proof. O

Proof of Lemma 9: Recall thatd; = [log <—Aj-21i$&)

e)ﬂ andw”) = 1) A](S) =y 2=
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2't1 — 2. Then we have log (%) <24 < 2log <%). We upper
] 4 ] 1’

bound the LHS of Lemma 9 as

11){9]':5}

: P{HtE{“’fs D1k, LTy = jt-1) =51}l
3 s
t:w].s_
T
i) 2 ©
B t:a%sn |: {V]()—lul()r]( ) s }] w]
T  [log(t)]-1
< ¥
f—sD =0

2

- In(£3)  In(#3)
E |1 ‘u]}257115—1 + 25—1 + e2s—1 = Hiore + T + €2t ) w]'

¥
(4.25)
If ¥ is true, then at least one of the following is true:
- In(3)  In(#)
Hipsa 2\ 5o + 51 (4.26)
< ,/ n(£) (4.27)
Pt < 1 — €2T ; .
3
S(t ) (4.28)
For (4.26), we apply inequahty (5.9) and Hoeffdmg s inequality. We have
~ In(#3 In(#3
P {P‘j,zs—l,s1 > i+ 25(71) + (1)}
In(#3) In(#3)
< {:M]251s 1>:u]2515 1+€25 1}+H){V]2515 1>]/l] 25—1
Inequality .9) Hoeffdmg s inequality

~

- o)

(4.29)
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Similarly, for (4.27), we have

~ In(£3) In( 1
Pl <5020 o (1) L am

We now prove that inequality (4.28) cannot be true by using contradiction. The
RHS in (4.28) is upper bounded as

n(B) | In(f)

2571 625’1
< /0D T (Note that s — 1 > dj)
2] e (4.31)
< 1221(52 + h;ﬁ?}) (Use the lower bound of 2%)
€.
A]--min{Aj,e} Aj-min{Aj,e}
< O5A] ,

which implies that (4.28) cannot be true.
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We now come back to (4.25) and have

P {Bj =s} w](S)
T  |log(t)]-1

IN
-]

¥
T [log(t)|-1 In(£) In(#
(s) . , n(#)  In(#)
t:w]. o N g
(=0(1/8))
~ In(t3)  In(#3)
+ IP{,”LZTTSFM_  TET:
(=0(1/1))
T [log(t)]-1
< y o < t% ) o'
t:wfsfl) =0 !
- (5
< Y O)-wf
ey NS
t:wj
T (s)
< S0 (#)deoey
ol
< O 2
< 0O()
(4.32)
The second to last inequality uses the following fact. When r > 1, we have
w(H—l)
_2*2p 4272 221 _ 227241 _ 1
i}m =T s =2y =T~ r — 2ty <3 D
]
4.8.3 Proofs of Theorem 15
Proof of Theorem 15: Let A* := KIOg( ) be the critical gap threshold and, for each

j € A, let Nj := E[O;(T)]. We use the following basic decomposition of the
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pseudo-regret:

Y, NA= ), NA+ )Y N (4.33)
jEA:A;>0 JEAN;>A* JEAN<A;<A*

We now bound each summation in turn.

The first summation in (4.33) can be upper bounded as

A — log(T)
J'EAE'ZA*N]A] N jGAzng*O<mm{AJ"S})
log(T) log(T)
< Y  O(maxq{8~,
JEADZN (max{ 547 5 (4.34)
< O KmaX{loi(*T),loge(T)}
K

< 0 max{ KTlog(T),lng(T)}> ,

where the first equality uses the problem-dependent regret bound of Algorithm 8.
The second summation in (4.33) admits the bound:

Y, NA <A ) Nj<TA = ,/KTlog(T) . (4.35)
JEAD<A;<A* JEAD<A;<A*
Combining (4.34) and (4.35) concludes the proof. O

4.8.4 Proofs of Theorem 17

Proof of Theorem 17: Before we step into the detailed proof, we first give a few def-
initions and then we decompose the regret.

= o (e {252 (232) )

Let w! ZA _ oy oor—orl g,
s=0
Then we have w;d) =0 (max {1"‘;1(2 ), IZ(A ) -log (IOg( )> }) Let 6; be the

array/tree index that the O;(T)-th observation of arm j is inserted into by the end
of round T. Note that 6; is random. Then we have the number of pulls of a sub-
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optimal arm j by the end of round T is at most

0/T) < y. AV
] =

— A4 p Al (4.36)
] ] )

As 0; is random, by taking the expectation of both sides, we have

0.
E[0(T)] < " +E| ¥ A](.”]
(r:)derl (4 37)
(d;) log(T .
< w; g _;HIP{G]- =s} -w](s)
s=dj+1\ ~ )
Lemma 10

To upper bound (4.37), we introduce Lemma 10 first, which states that after a sub-
optimal j has been observed “enough” times, the probability that it will be pulled

again is very low.
Lemma 10. For a fixed sub-optimal arm j and s > d; + 1, we have P {6; = s} - w}s) =
O(1).

We now prove Theorem 17. The proof of Lemma 10 is deferred to the end of
this section.
From (4.1), we have

R(T) = ¥ E[O)T)]- 4
jGAZAj>0
, log(T)
< v oA+ Y Plo =50 A (4.38)
jeAao |/ s=d+1x —

=0(1), Lemma 10
_ log(T) log(T) log(T)
- B ol [ g ()
which concludes the proof. O

Proof of Lemma 10: The idea behind the proof uses the fact that if the last observa-
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tion of arm j in inserted into array ]-" (tree B ) it implies that arm j is pulled

again after it has already been pulled w]( Y

(s—1)

private empirical mean of these w;

times. To calculate the differentially
observations, Hybrid-UCB uses observa-

tions inserted into arrays (.7-"].(0),}"].(1), .. .,]-"].(S_Z)> and observations inserted into

B (S_l). Note that based on our learning algorithm, all arrays <]-" -(0), F .(1), o, F -(5_2))

j jorY j
(s—1)

and binary tree B j are full of inserted observations.

We now start the proof of Lemma 10. We have

P {Gj =5} -w](S)

< P {Ht S {w(s_l) +K,..., Ty =j,0i(t-1) = w;S_l)} -w}s)
T S— S
< ¥ E[{r02m0.00-1) =]«
=y (4.39)
T t—1
S { Byt [oEE 6B
t=w(* Y =1 4 “j e,
]
iy + /200 6¢g10g(t>£og(h+1>p” o

Let ¥ be the indication function in the last inequality of (4.39). If ¥ is true, then
at least one of the following is true:

~ 3log(t 6v/8log(t)-
By 2yt [ 2RE 4 S (4.40)

1 j €wj
o < i — 310;15(16) _ 6¢§10g(t)£5110g(h+1”) ,_ (4.41)
A 31 () 6v8log(t)-s
5 < w]‘;gl) ewj(’g 5 (4.42)

Before upper bounding ¥, let us first introduce some notation. Let ﬁj,O:rj(t—l)—l =
ri(t=1)-1
Z }:,]: be the aggregated reward of all observations inserted into arrays

(J:j(O)' ]:j(l)' L _;‘j(rf(t_l)_l) , i.e., the non-noisy version of fj,O:rj(t—l)—l' Similarly,

letB, 1 =LB "

FjOr(t 1) 1+B;r 1)
5. ) be the true empirical mean of all these O; (t — 1) observations,

be the non-noisy version of E ri(t-1)- Also, let ji; 0j(t-1) =
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i.e., the non-noisy version of ﬁj,oj(t—l)- After these preparations, we now analyze
(4.40), (4.41), and (4.42) one by one.
For (4.40), we use Hoeffding’s inequality and inequality (4.11). We have

~ 31 6\/ 1
w; € w]

< PO ZH 2?%) +P { et 2 By ey 6{;@?2} }
< PO Z It 2]‘(;‘;%) +P {Fpe 2> oot 3@010#}
+ P{Bjs 1> B+ 3«@5_55;@)}

+ P{Bjs1>DBjs 1+ —3\/@0‘3.(52'(5_1)}

0 %4)
(4.43)

In the last inequality of (4.43), for the first term, we use Hoeffding’s inequal-
ity. Note that 3log(t) > 4In(t). We now provide more details about how to
apply inequality (4.11) for the second and the third terms. For the second term,

_ 1 V8log()(s—1) 1 34/In(t)-(s—1) 1
we set X = g5z Ogs(lnzt(:) = 05 am@p > o5 2VIn(B)(s 1) >
£ Max {\/ s —1,+/In(t4) } For the third term, we set y = 521 - ‘/i:?g((:j)) > =L
" :

0
V/4In(t) = $=2 max {\/s —1,/In(#*) } Note that we always have s — 1 < log(2° —
1) < log(t) < In(t*).
Similarly, for (4.41), we have

eh

P {ﬁllh <y — 310;15(t) . 6\/§log(t)(UOg(h+1)J)} =0 (%4) . (4.44)

We now show that (4.42) cannot be true by using contradiction.

As 2% > max {2561A0j2g(T), 256€1f)A<‘§j(T) ‘log (%)} > %, the first term
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of the RHS in (4.42) is upper bounded as

3log(t) 3log(T) _  /3log(T ) 3log 3log(T o \[A
\/w(s_l) < \/ G [ S d+1 S 25610g 25 7560 =
]

]

(4.45)

To upper bound the second term in the RHS of (4.42), we construct the fol-

lowing decreasing function first. Let f(x) = 2, where x > 2. Then we have

fl(x) = % — xm( ) < 0. Let zj = log (% -log (%))_ Then we have
s > d]- +12>z; + 1>z Therefore, we also have

1 T 2561og(T 2561og(T
Z; log(256e?Ag-< ).log( e-OAg-( ))> Zlog( e'OAg'( )) €A
I - i J < / = ! . (4.46)
25 S oF 256 log(T) 256log(T) = 256log(T) 256 log(T) 12810g(T) :
210g E'A]‘ 10g E‘Aj G-A]' log E'A]'

The second term in the RHS of (4.42) is upper bounded as

61/8log(t)s 6\f10g() 2‘6\/§log(t) s« 121/810g(T) A 3V24
ew}(s—l) M( 1) € = € " 128log(T) ~ 16
(4.47)
From (4.45) and (4.47), we know that the RHS in (4.42) is at most {f L+ 3\1[6A <

% which implies (4.42) cannot be true.
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We now come back to (4.39). We have

IP{G]: }
Lo ~ FIog(1) | 6Blog(r)
t= w] ] /
i+ /280 6\/§log(t)£LI£og(h+1)J)}}.w](s)
T
< L T (P{A40)} +P{(34D}) -
= A= “J
T t-1 (4.48)
< £ Po()f
tzw](%l)h:l
< £ O(t%) w'®
t:w(sfl) ]
)
w®
= O<w<51>>
]
< o(1) .
wof gty
Note that e il < 4. N

]

4.8.5 Proofs of Theorem 18

Proof of Theorem 18: Let Xi.7 be the original reward vector sequence and Xj.; be
an arbitrary neighbouring reward vector sequence of Xj.r such that they differ in
an arbitrary reward vector from each other at most. Let us say they differ in the
reward vector in round t. Let Dj.1 be the sequence of decisions made through
round 1 to T when taking Xj.r as input. Similarly, let Dj.; be the sequence of
decisions made when taking X.; as input.

Let op.7 € AT. We claim that

P {Dy.r = ov.7 | Xir} < e -P{Dyr =07 | X7} - (4.49)

Let (") be the last round of epoch r, i.e., at the end of round T(’), a new action
will be output by RNM. Also, let ry be the epoch including round ¢. Hence, we
have t € {T(ro’l) +1, 701 42 . 7o) } We set (0 = 0. Note that for a fixed
t, ro is also fixed.
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The LHS of (4.50) can be rewritten as

P{Dy.r =oy.7 | Xi.7} = P {D_ (1), 1.000 = Optr1) 11.200 | X017}

1<7’<1’0

]P {D (ro) 41:.¢(ro+1) = Y (r0) 4-1:7(r0+1) ’ X1 T}

-

o

IT P {D (-1),1.00) = Oet-1)11:00) | X7}

r>ro+2

(4.50)
Similarly, the RHS of (4.50) can be rewritten as

P{Dir=cur | Xis} = I P{Dly.1 =00 | X}

1<r<rg

! !
P {D (r)) 4-1:¢(ro+1) — UT(’0>+1;T(70+1) | Xl:T}

J/

~~
DC/

r>¥OI+ZIP {D/ (r=1) 4+1:7(") = O2-1) 41:70) | X{:T}
(4.51)

The idea behind (4.50) and (4.54) is that the decisions made in epoch r only
depends on the reward vector sequence in epoch r — 1, i.e., the decisions made in
epoch r have no dependency on the decisions made in epoch r — 1.

Since Xj.7 and Xj.; only differ in round f at most, the decisions made from
round 1 to round (") (including round 7(1)) and from round 71 4+ 1 to the
end stay the same under either Xj.1 or X].; conditioning on the noise injected.
Therefore, in (4.50) and (4.54), only « and «’ can be different. Now we analyze the
relationship of « and «’.

Recall that J") indicates the action output by RNM at the end of epoch  over
Xi.1. Let J (") indicate the action output by RNM at the end of epoch r over Xj. ;.
As Lap <%> noise is injected to each action j’s fresh observations obtained in epoch
ro, from Claim 3.9 of [16], we have

P { J) — ‘Tf<ro>+1} <. { o) =g | XLT} , (4.52)

which implies
P {DT(’O)—H - UT(’O)+1} <e-P {D‘/[’(VO)+1 = U (rp) 41 ’ Xi:T} . (4.53)

As the decisions made in rounds {T(m) +1,70) 2 . . (tl) } stay the same,
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we have

X1.T
X1

]I-) D 70 _|_1 T(Vo+1) =0 (70>+1 T

_ / _
= PD 200) 1 1.0+ = It 417

:U (r0) 41/

(ro+1) | D 0) 11 =0 _¢ (o) 417

(4.54)

By combining (4.53) and (4.54), we have a < ¢“a’, which concludes the proof.
[l

4.8.6 Proofs of Theorem 19

Proof of Theorem 19: Let rmax 1= [log <
groups based on the mean reward gaps. Let @) := {j € A4:0.5" < A; <0571},
where 1 < 7 < rmax, collect all actions with gaps between (0.5r,0.5’_1]. Note that

playing any action in ®() will suffer at most 0.5 regret in a single round. Let

8log(K
A .— ﬁ%, where 1 < v < rmax. Let (dy,dy, ..., d,, ., ) be a sequence of

Al' ﬂ . We partition all actions in A to rmax

non-decreasing positive integers, where d, := [log (A(r)ﬂ .

We partition all T rounds into (rmax + 1) phases. For a phase 7 < rmay, it con-
tains epochs d,_1 +1,d, +2,...,d,. For the last phase r = rmax + 1, it contains all
+ 1 to the end. We set dy = 0.

We upper bound the regret phase by phase. For all epochs in phase ¥ < rmax,

the epochs from epoch 4

Tmax

the total regret R(") is at most

R(’)g Z 2. 05”+ ): 2. Z]P{ Deo}. 05! . (@455
=d, 1+1 =d,_1+1

Note that the first term in (4.55) uses the fact that playing any action in groups
&) or+1)  Plrmax) will suffer at most 0.5 1 regret in a single round.
For all the epochs in the the last phase 7 = rmax + 1, the total regret is at most

log(T) Tmax
RimatD) < Y Z P{jeV e} 05" . (4.56)
S:dTmax""_1

By taking a summation of the regret over all phases, we know that the regret by
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the end of round T is at most

IN

IA

IN

R(T)

Z R _|_ R(rmaerl)

Tmax dy dr -1
y y, 25.05 714+ 2% rz P {]@*1) € c1><q)} .o.5q1>

r=1 SZdr,1+1 SIdr,1+1 q:l

log(T) Ymax
Y25,y { J6=1) ¢ cp(q)} .0.57-1
s=drmax+1 g=1

Tmax dy
2°.051
—T
max
y Z 2 ZIP{] €1} 051!
r=1s=d, 1+1 ¢=1

N

=:A
log(T) T'max 1
y oo ZJP{ Ve o@los!

S:deax +1 g=1

J/

-

IZAZ

We now upper bound term I' in (4.57) as

The last inequality in (4.58) uses the inequalities that 2~"max < A and 2%max
64log(K)

Tmax
r = Y, z 25.0.51
r=1s=d,_1+1

rnfx (2%l podat2 4y ) L0571
=1

(21 + 22 4o+ 2d1) + (2d1 + 2d1+1 4+ 2d271)

(

(29572 +2%7 L ot 3 + ... (4.58)
(2d7max—1+2*7’max + Zdrmax_1+3*rmax + ...+ Zd’max+177’max)

2

(21 +22 4 ... 2rmax F1=Tmax)
4 . 2d7max +1—"max

ININ + + +

8. 2drmax77max
log(K)
O (min{Amime} )

IN

Amin'min{Aminze}

IAIA

For the proof of the first inequality, from log ( ) < Tmax

mm
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log( >+1 wehaveAl
proof of the second inequality, we have

Yrmax = 2[log(Am)] < o plog(Almax)
161og(K) _ 16:2'max.Jog(K)

— 2)\(7ma><)

(K)
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and Apin > 0.5"max > 0.5Anin. For the

64log(K)

min{0.5%'max ¢.0.5'max } ~ min{0.5"max e}

mm{O 5Amm 0. 56}

Let A := Aq + Az. We now upper bound A in (4.57) as

Tmax

—1
A= BT 2 L P{J caw]. 0501

r=1s= dr 1+1 []:1
log(T) Tmax
oy 2
S:drmaerl g=1
Tmax log(T)
= Yy Y 28.113{](5—1)
g=1s=d;+1
’max log(T)
= Yy Y 25.1[){](5—1)
r=1s=d,+1

max lOg ( T)

)DEDY

r=1jed() s=d,+1

IN

Y, 2P {yt

E P {](5_1) c CI)(‘i)} -0.5‘1_1

q)} .0.57-1
(7)} .0.5"1

= j} 051

J/

4

Amin 'min{ Amin,€ }

(4.59)

The second equality in (4.59) simply rearranges the summation order. In the last

inequality, we use the union bound and Lemma 11 to upper bound the term (.

Lemma 11 states that in all epochs from phase r + 1 onwards, the probability of

playing any action in group @) is very low.

Lemma 11. For any j € ®"), we have

3 2swp{ﬂ*4> ]}<:o(

1
K-min{0.5%,¢-0.5"} )

(4.60)

We defer the proof of Lemma 11 to the end of this section. We now upper bound
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the term A in (4.57). We have

A

IN

VAN

<

<

Tmax log(T)

X X X

=1 jeq)(r) s=d,+1

max

1
i’;l ) %(”) o (K-min{0.527,0.57€}
=1 je

rﬁﬁgcwmmﬁmﬂ

max Z O( 1 >
= je(I)(V) K-min{Apin,€}

O (iammer)

2P {je1 = jl .05

)aw*

(4.61)

We now prove Theorem 19. By plugging (4.58) and (4.61) into (4.57), we have

R(T) <O

which concludes the proof of Theorem 19.

(%) o

log(K)
(4.62)

]

Proof of Lemma 11: Recall that }i;,s-1 is the true empirical mean of action j among

25—1 observations. We have

~ Y; ~ Y,
Hios1+ 571 = Py + 2511}
Y.

7 ] .
.”j 21+ 501 = 7/‘] vl

(4.63)

Y Aj
g S — P

> §>

}+Pj

P

=

PJye-1 = ]'}
S .]P ﬁj/zs—l Z ]71/25—1}
< P
< P
+ P

P‘1251<#1_A_}+]P{

,25
}A.
]

§_4} 7

where Y] and Yj are i.i.d. according to Lap (%)

Hoeffding’s inequality can be applied to the first and third term in the last in-

equality of (4.63), giving

_ j
r {}1]',25—1 > ]’l] + Z}

A
(4.64)
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and
A

' _ps1p2.1
P{ﬁl,zsl < p1— ZJ} <O (6 A 8) : (4.65)

From (5.9), we upper bound the second and fourth term in the last inequality
of (4.63) as

Y' A s—1.1
j ] —eN;-2s—1.1
113{25_1 > Z} <O (et ) (4.66)
and y A
i —eA.s—11
P {25_11 < _Z]} <0 (e €;2 4) . (4.67)

By plugging (4.64), (4.65), (4.66), and (4.67) to (4.63), we have

P { Je=1) = ]-} <0 (6-25‘1'mi“{A?f€Af}'§) . (4.68)
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We now come back to the proof of Lemma 11. We have

LHS of (4.60)

which concludes the proof.

IN

IN

IN

IN

IN

IN

log(T)

y 2°.P {](5*1) — ]}

s=d,+1

logz(:T) .0 <625—1.min{A]2,eAj é)
s=d,+1

log(T L
gz(: ) 0 (25 . e_zs 1.m1n{A}2,€Aj é)
s=d,+1

J
J
logz(:T) o (25 ‘ 625.min{A]2.,eAj}.é>

s=d,

fdl;)g(T) Of2s. e—?.min{A?,eA]-}.é) ds

—min{ AZeA; $25.1
. mm{A],eA]}z 3

@) <_ %.min{A]Z,eA]-} In(2)

(4.69)
- mir\{A]Z,eA]» }2dr %
© (e min{A]Z,eA]-}
O e— min{A]z,eA]-}J\(")%
min{AJZ,eA]}
—log(K)
1
O (K-min{O.é2’,e-0.5’}> ’
[
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4.8.7 Additional experimental results

Figure 4.9, Figure 4.10, and Figure 4.11 show the performance for mean reward
setting 1 when setting € = 0.1,0.25,128. Figure 4.12 shows the final regret of all
the algorithms with all choices of € in the mean reward setting 2 while Figure 4.13,

Figure 4.14, Figure 4.15, and Figure 4.16 show the individual performance when
setting e = 0.1,0.25,1, 128.

x10°
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Figure 4.9: regret with € = 0.1 for mean reward setting 1
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Figure 4.10: regret with € = 0.25 for mean reward setting 1
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Figure 4.11: regret with e = 128 for mean reward setting 1
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Figure 4.12: Mean reward setting 2: final regret for all €
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Figure 4.13: regret with € = 0.1 for mean reward setting 2
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Figure 4.14: regret with € = 0.25 for mean reward setting 2
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Figure 4.15: regret with € = 1 for mean reward setting 2
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Figure 4.16: regret with € = 128 for mean reward setting 2
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Chapter 5

Bi-Level Bandits: A Multi-Armed

Bandit Problem with Unknown Arms

This chapter investigates a novel variant of stochastic multi-armed bandits: bi-
level bandits with unknown arms. In this hierarchical setting, there are two levels
of arms but only Level-I arms are visible to Learner. Level-II arms remain hidden
and cannot be pulled nor observed directly by Learner. However, each Level-II
arm is managed by a Level-I arm. Regarding the learning protocol, in each round,
Learner first pulls a Level-I arm. Then, the selected Level-I arm pulls a Level-II
arm. Note that the environment only reveals the reward of the pulled Level-II arm
to the selected Level-I arm instead of to Learner. The goals of both Learner and the
selected Level-I arm are to accumulate reward as much as possible. In this chapter,
we also investigate a differential private version of bi-level bandits. Our design
guarantees that both the algorithms of Learner and Level-I arms are differentially

private.

5.1 Introduction

The stochastic multi-armed bandit problem is a classical sequential learning game.
In this game, we have a Learner, a fixed and known arm set .A with size K, and
a stochastic environment. In round ¢, the environment generates a reward vec-
tor X; := (X;(t),..., Xk(t)) according to fixed but unknown probability distribu-
tion(s). Simultaneously, Learner pulls an arm I; directly from the arm set. Then, the

environment reveals the reward of the pulled arm to Learner and Learner obtains
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a random reward X, (f). Learner plays this game repeatedly for T rounds with the
goal to accumulate as much reward as possible. In this classical setting, Learner
can always pull an arm directly from the known arm set and use the obtained re-
wards to make future decisions. However, in some cases, Learner may not be able
to pull an individual arm directly nor observe the outcome of the pulled arm.

A motivating application is a sequential investment problem in the medical
sector. Suppose there are multiple drugs that are under testing (each drug being
an arm and pulling an arm meaning conducting a trial on that drug) by multiple
pharmaceutical companies, and a foundation (Learner) plans to invest resources
in these pharmaceutical companies to assist the testing of drugs. Each period, the
foundation selects a company and provides it some support. Then, the selected
company can use the support to test the drugs. Critically, the selected company
may not want to reveal the outcomes of a specific drug, particularly, a drug that
is potentially very inferior, as it may prevent the company from receiving further
support from the foundation. Therefore, it is vital that the outcomes of a particular
drug are invisible to the foundation. Since the selected company would like to
use the allocated support to test the drugs that will succeed with high chance and
the foundation would like to invest in the companies that also succeed with high
chance, they both have the goal to accumulate reward as much as possible. Note
that if a clinical trial is successful, we say that a reward is obtained.

In this work, we consider a new variant of stochastic bandits in which Learner
does not directly pull and learn the outcomes of a specific arm —Bi-Level Bandits
with Unknown Arms. In this setting, we have two levels of arms. The arms in the
tirst level are known to Learner and can be pulled directly by Learner (e.g., the
pharmaceutical companies in the aforementioned example). In contrast, the arms
in the second level are unknown to Learner, i.e., these arms cannot be pulled nor
be observed directly by Learner (e.g., the drugs in the aforementioned example).
However, each arm in the second level is managed by an arm in the first level.
In each round, Learner first pulls an arm in the first level and then the selected
tirst-level arm pulls an arm in the second level. At the end of the round, the en-
vironment reveals the reward of the pulled second-level arm only to the selected
tirst-level arm instead of to Learner. Learner can have a reward reported by the
selected first-level arm without disclosing the identity of the pulled second-level
arm. By introducing the intermediate level, the outcomes of a particular (second-
level) arm can be hidden.
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Since drug trials involve testing over volunteers, the act of revealing outcomes
directly to Learner might also compromise the privacy of individuals. Therefore,
the learning algorithm run by each intermediate level and Learner should also
preserve the privacy of individuals. Fortunately, differentially private learning
algorithms [16] provide a tool to tackle this kind of event-level privacy concern.
In this work, we also consider a differentially private version of bi-level bandits,
which guarantees that an external observer is very unlikely to infer the true infor-
mation associated with an individual from the output of the learning algorithms.
Motivated by other real-world applications, various works [32, 33, 37, 21] have
explored differentially private stochastic multi-armed bandit problems.

It is important to note that although the rewards for each second-level arm are
iid. over time, the rewards for a specific first-level arm are non-i.i.d. as the first-
level arm’s decision about which second-level arm to pull may change over time.
Therefore, it is non-trivial to devise a learning algorithm with an O(log(T)) regret
bound for bi-level bandits. In this paper, we show the possibility to have a learning
algorithm with an O(log(T)) regret bound in this non-i.i.d. environment. The idea
behind our learning algorithm is to construct asymmetric confidence intervals for
the first-level arms. To tackle the challenge that a first-level arm does not have a
fixed true mean, we construct a confidence interval around the mean reward of the
best second-level arm managed by this specific first-level arm.

We now list the key contributions in this paper:

1. We propose a new bandit setting, bi-level bandits with unknown arms, and

devise a two-level elimination algorithm with

y y 0 log(KT)

: 4 o A)
JEAiGAj:max{Aj,Af])}>O max {A]’ Ai

()
i
a sub-optimal second-level arm (j, i) instead of the optimal second-level arm

regret bound, where A’ is the performance loss when a first-level arm j pulls

(j,i*), Aj is the minimum performance loss when Learner pulls a sub-optimal

tirst-level arm j, and K is the total number of arms in the second level ;
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Figure 5.1: Learning Model of Bi-Level Bandits
2. We present a differentially private two-level elimination algorithm for which

1
max {Aj, AZ@}

1
"€

Y. Y. O [ log(KT) - max

jeA ieAj:max{Aj,Afj) }>0
regret bound is achievable, where € > 0 is the required privacy parameter ;

3. Our proposed differentially private two-level elimination algorithm can be
converted to a new, simpler, and optimal private elimination algorithm for

stochastic bandits that is different from the one proposed in [33] ;

4. We conduct experiments to show the practical performance of our proposed

learning algorithms and to verify our theoretical results .

5.2 Bi-Level Bandits

In this section, we first present the learning problem of bi-level bandits. Then, we
present our proposed learning algorithm, Two-Level Elimination Algorithm. At
the end of this section, we present regret analysis of our proposed algorithm.

5.2.1 Bi-Level Bandits Learning Problem

In a stochastic bi-level bandits problem, we have a hierarchical arm structure with
two levels of arms. Level-I arms are visible to Learner and can be pulled directly.
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These arms are collected into a set A with size m. Each Level-I arm j € A manages
a set A; of size k; Level-Il arms that are unknown to Learner and can only be pulled
by Level-I arm j. Note that all Level-II arm sets are disjoint.

At the beginning of round t = 1,2,..., T, the environment generates a random
reward X;;(t) € [0,1] from an unknown but fixed distribution with mean y;; for
each Level-Il arm (j,i). Simultaneously, Learner pulls a Level-I arm J; € A first
and then J; pulls a Level-Il arm I; € Aj,. Let (J;, I;) indicate the decision pair in
round t to index the pulled Level-II arm. After pulling (], I;), the environment
reveals the reward of the pulled Level-II X}, ;,(t) only to Level-I arm J;. At the end
of round ¢, Learner realizes a reward Yj,(t) = X, ,(f) reported by J;. Although
the rewards X, ;,(t) are i.i.d. over time, at Learner’s side, the rewards Yj,(t) are
non-i.i.d. over time as J;’s decision about which Level-II arm to pull may change
over time. This game will be played repeatedly for T rounds. Both Learner and
the selected Level-I arm would like to accumulate as much reward as possible.
Figure 5.1 provides a graphical illustration of the learning protocol. Note that I;’s
identity is never disclosed to Learner. Consequently, even if Learner learns Y, (f),
it cannot infer I; nor X, 1, (t).

For each Level-T arm j € A, let (j,i*) < argmaxy;, be the best Level-Il arm
iG.A]'

managed by Level-I arm j. Let Agj )= Wi+ — Mj,i be the mean reward gap between

a sub-optimal Level-II arm (j,i) and the best Level-Il arm (j,i*). The gap AEJ )

measures the performance loss in a single round when Level-I arm j pulls (j, 1)

instead of (j,i*). Let j* = argmaxy;;+ be the best Level-I arm, which is defined
jeA
as the Level-I arm that has the Level-II arm with the highest mean reward. Let
Aj := pjs i — pj- be the mean reward gap of sub-optimal Level-I arm j. The gap
Aj measures the minimum performance loss in a single round when Learner pulls
a sub-optimal Level-I arm j. Note that the mean reward gap between Level-II arms
(i) and (j,7) s pj o — i = B+ AV
j* and each (j,7*) are unique. However, this assumption can be removed by using

. To ease the presentation, we assume that

arguments in [6].
We use (pseudo)-regret R(T) to measure the performance of our developed
learning algorithms, which is defined as the expected cumulative performance loss
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between pulling (j*,i*) and (J;, I;). Mathematically, the regret can be expressed as

gl

T
R(T) = max, B[ 2 X0~ X X1 (0)
_ . (i (7)
= L L E [E (e Ir) = (]/1)}} ' <A1+Ai >
JEAIEA; =1

1

(5.1)

5.2.2 Two-Level Elimination Algorithm

One may think that a naive approach that lets both Learner and each Level-I arm
run the round-based UCB may work. In reality, this naive combination may not
have a provable non-trivial regret bound as each Level-I arm does not have a fixed
true mean due to the random decisions made about which Level-II arm to pull.
Note that one of the key reasons why UCB works well both theoretically and prac-
tically is that the upper confidence bound of a specific arm is no smaller than the
corresponding true mean with high probability. However, in bi-level bandits, since
a Level-I arm does not have a fixed true mean, it is very challenging to construct a
confidence interval for a Level-I arm.

We now present our two-level elimination learning algorithm, Algorithm 12.
The key idea behind the algorithm is to construct an asymmetric confidence in-
terval around p; i+, the best achievable mean reward for Level-I arm j, by using
the idea of abandoning observations. The dropping of observations contributes to
controlling the deviation of the empirical mean of a Level-I arm.

The learning algorithm progresses in epochs and in epoch 7, Learner maintains
an active Level-I arm set A(") C A and each active Level-I arm j € A maintains
an active Level-II arm set A](.r) C A]'. LetK := 2}11:1 kj be the total number of Level-
Il arms and L") := 2log(KT) - 2%, where r > 1, be the number of pulls of an active
Level-II arm in epoch r. When epoch 7 starts, Learner allocates each active Level-I
arm j exactly L") - ‘A](r) ) rounds to ensure that Level-I arm j can pull each of its

active Level-II arm exactly L") times (Line 4 in Algorithm 12).
Line 5 in Algorithm 12 presents the algorithm run by each active Level-I arm j.

Let O](? collect all the obtained observations from a Level-Il arm i € A](r) within
(r)
]

Level-Il arms managed by j € A(") within only epoch r. After collecting these
i)

observations, each active Level-I arm j € A first reports the empirical mean j

only epoch r and O’ collect all the obtained observations accounting for all active
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among all observations collected in (’)](r) L. Then, the active Level-I arm j € A

will eliminate the bad Level-Il arm i € .A](r) if its empirical mean ﬁ](rl) (among

observations collected in (’)](ri)) satisfies the rule:

~(r)
]

1 7 _ L)
TS (i -2) (5.2)
]

To compute ﬁ](rl)

observations collected in O

, we only consider those observations obtained in epoch 7, i.e., all
)
ji
dropping observations obtained in previous epochs contributes to controlling the

; see (5.5) and (5.6) later for more details about why

deviation of the empirical mean of an active Level-I arm.

To achieve a good theoretical guarantee, Learner eliminates a Level-I arm j €
A) based on (3]@, the empirical mean reported in epoch r by an active Level-I arm
€ AU, Learner will eliminate a bad Level-I arm j € A() if its empirical mean

91’
j

satisfies the rule:

6 +0.8. 1 o) _g. 1
9]. +2-8-% <]'/r23§> <9]., 8 27) . (5.3)

Note that the absolute values of the additive terms at both sides in (5.3) are not
equal. Let 9](7) =E [BA]@} be the expected value of @(r). Two arguments support
the idea in (5.3).

The first argument is, from Hoeffding’s inequality, with high probability, we

have
0 -8 L <8 <0 +8 % | (5.4)
A0

which states that the empirical mean 6" will not be too far from its expected value

]
6"
e
The second argument is, with high probability, we have

which states that 9]@ will not be too far from its best achievable true mean p; ;.

(r)

Tt is equivalent to reporting the aggregated reward among all these (’)]-T observations, as

Learner knows the total number of observations.
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The idea behind this argument is that with high probability, a Level-I arm j will
have already eliminated a Level-Il arm i € A; by the end of epoch r — 1 if its mean
reward p;; satisfies p;; < pj+ — 8- 5 (see Lemma 13 in Appendix 5.7.1).

By combining (5.4) and (5.5), we construct an asymmetric confidence interval

for the empirical mean of Level-I arm j € A e, with high probability, we have
i =28 <8 <pp+8 L (5.6)

With the progression of epochs, the confidence interval shrinks, and after enough
epochs, Learner will eliminate a bad Level-I arm with high probability. Lemma 16
in Appendix 5.7.1 proves this claim. Once a Level-I arm is eliminated, none of its

Level-II arms can be pulled.

Algorithm 12 Two-Level Elimination Algorithm
1: Input: Level-l arm set A, Level-Il arm set A, forall j € A, and T ;
2. Initialization: r + 1, A + A, and .A](.l) — Aj forallj e A;
3: while T rounds have not been consumed yet do
4. Learner sets L") = 210g(KT)227 ;
.A](.r) ‘ rounds for each Level-I arm j € A

Learner allocates L(")

5. Each Level-Tarm j € A):
(i) pulls each Level-Il arm i .A](.r) for L") times and puts all the obtained

observations in O](r) and (9(:), respectively ;

Jr
(ii) reports @;r)

(iii) eliminates a Level-I arm i & .A](.r) based on inequality (5.2) and reports
(r+1)

4]
6: Learner eliminates Level-I arm j € A(") based on inequality (5.3) and gets

Ar+1)

7

7. r<+<r+1.
8: end while

5.2.3 Regret Analysis

We now present a regret guarantee for Algorithm 12.
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Theorem 20. The regret of Algorithm 12 is at most

> y 0 ( log(KT) )
>0

. ) CA)
]EAieAj:max{Aj,Al(] max {A]’ Ai

Several remarks are in order for Theorem 20. Recall that the mean reward gap
between Level-Il arms (j*,i*) and (j, i) is Aj + N Suppose we place all these K

i
Level-Il arms only in one level, and run the standard elimination algorithm [6] over

these K arms. Then the regret is at most ) Yy @) AIOg(AT(%) instead
JeA ie Apmax{a; a0} >0 i
log(T) . . : 1 2
of O —38-L__ | for each sub-optimal (7,7). Since —~ < ~, the
(max{AJ-,Af” P (] ) max{A]-,A](]) } - A]-—l-Af])

multiplicative factor of performance loss is at most 2 when converting a one-level

bandit problem to a bi-level bandit problem.

Proof Sketch of Theorem 20: For a sub-optimal Level-II arm i managed by Level-I
arm j, we upper bound the expected number of pulls based on the quantities A;

and Afj ). If Aj < Afj ), our technical Lemma 14 in Appendix 5.7.1 proves that
each sub-optimal Level-II arm 7 can be in Level-I arm j’s active arm set for at most
{log <64 / Afj )ﬂ epochs with high probability. If A; > Al(j ), Learner will have al-
ready eliminated Level-I arm j before the Level-I arm j eliminates Level-II arm i
with high probability. Therefore, all the Level-II arms managed by the Level-I arm
j (obviously, including Level-II arm i itself) will not be pulled after the round when
Level-I arm j is eliminated. Our technical Lemma 16 in Appendix 5.7.1 formally
proves that each sub-optimal Level-I arm j can be in Learner’s active arm set for at

most [log (48/A;)] epochs with high probability. O

5.3 Differentially Private Bi-Level Bandits

In this section, we present a differentially private learning algorithm for bi-level
bandits along with both privacy and regret guarantees.
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5.3.1 Differential Privacy

Let X1.7 be the sequence of reward vectors from round 1 to round T that are fed
into the learning algorithm. Before presenting the formal definition of differential
privacy, we first define the notion of a neighbouring sequence. We say Xj.; is a

neighbouring sequence of X.r if Xy.7 and X/ 1 differ in at most one reward vector.

Definition 5. (Differential privacy). A learning algorithm 11 is e-differentially private if
for any decision set J C Range (I1), we have

P {11 (Xyr) € T} < P{IL(X}7) € T} -

The definition of differential privacy guarantees that from the output of the
learning algorithm, i.e., ((J1,I1), (J2,I2) ..., (Jr, IT)), an outside observer is very
unlikely to infer whether the learning algorithm takes the original reward sequence
Xq.1 or a neighbouring reward sequence Xj.; as input. This property implies that
the information in any single round t has almost no impact on the output of the

learning algorithm.

5.3.2 Differentially Private Two-Level Elimination Algorithm

By modifying Algorithm 12, we now present a differentially private algorithm; this

algorithm is shown in Algorithm 13. The high-level idea behind our private learn-

ing algorithm is to have each Level-I arm’s algorithm be e-differentially private.

Then, from the property that differential privacy is immune to post-processing

(Proposition 2.1 in [16], it is also shown in Proposition 1), the algorithm run by
Learner is e-differentially private.

RecAa(ll) that in Algorithm 12, each active Level-I arm j reports both ’;he empirical

r r+1
|

mean 6; and the updated size of the active Level-II arm set |A]( . To have a
private version of this step, we use the Laplace mechanism (Definition 3.3 in [16],
it is also shown in Definition 3) to inject noise. The key challenge to devise a dif-
ferentially private learning algorithm that has a good theoretical guarantee is the
controlling of the noise variables. A naive way is to inject a noise variable drawn
from Lap ( ﬁ) to the observations obtained for each active Level-II arm. Then,

each Level-I arm computes its differentially private empirical mean and conducts
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the differentially private elimination to have an updated size of the active Level-II
arm set that will be used for the future epoch. However, this naive way will result
in a sub-optimal regret bound due to the fact the computed differentially private
empirical mean may contain multiple noise variables.

To limit the amount of noise variables included in the differentially private em-
pirical mean of a Level-I arm, we take the way of composing two differentially
private algorithms at each Level-I arm’s side with each 0.5e-differentially private.
The first private algorithm computes a differentially private version of @;r) and the
second private algorithm conducts a private elimination to have a private version
of |.A](.r+1) |. Then, from the basic composition theorem that €’s can be added-up
(Theorem 3.16 in [16], it is also shown in Theorem 7), we claim that the composed
algorithm run by each Level-I arm is e-differentially private.

We still set L(") = 21og(KT) - 2%, the number of pulls of an active Level-II arm
in epoch r. For the first private algorithm, as our goal is to preserve 0.5¢-differential

()

privacy, we inject a noise Z;' ~ Lap <01ﬁ) to all the obtained observations of

(r)

~ Z:
Level-l arm j € A1), ie, (9]@. Let 9]@ = 5]@ + |A(”]| 0 be the differentially
).

private empirical mean of a Level-Tarm j € .A](-r). For the second private algorithm,

we inject a noise Z](;) ~ Lap (ﬁ) to the obtained observations of each Level-II

7"
armi € A](.r), ie., O](?. Let ﬁ](rl) = ﬁ](rl) + 7y be the differentially private empirical
mean of a Level-Il arm i € A](.r). We now come back to the elimination rules set by

each active Level-I arm j and Learner.
The differentially private elimination rule at Level-I arm j’s side is now modi-
tied to

i)+ %+ 2 < e (~J(',rz‘2 — - %> : (5.7)
i'eA;

Compared with the non-private elimination rule (5.2), the above private elimina-

tion rule includes an extra term at each side. These extra terms use the fact that

with high probability, the amount of noise injected per observation is not too much

(shown in (5.9) in the appendix of this chapter).

The differentially private elimination rule at Learner’s side is now modified to

a(r) .1 , 48 3 " o 1 3
TSyt et e < (97 b ) oY
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Besides the argument shown in (5.4), several other arguments support this private
elimination rule. The first argument is that the amount of noise injected is not too
much (shown in (5.9) in the appendix of this chapter). The second argument is that
with high probability, the expected reward 9](7) =E [GA]@} of an active Level-I arm
J is not too far from its best achievable mean reward p;;+ (shown in claim (iii) in
Lemma 20 in Appendix 5.7.3). By combining (5.4) and claim (ii7) in Lemma 20, we
construct an asymmetric confidence interval round the empirical mean 51@, which
is quite similar to the one shown in (5.6). Note that when € — oo, (5.7) will be same

as (5.2) and (5.8) will be the same as (5.3).

Algorithm 13 Differentially Private Two-Level Elimination Algorithm

1: Input: Level-I arm set A, Level-Il arm set A; for all j € A, T, and privacy
parameter € ;

2. Initialization: r +— 1, AV « A, A](.l) «— Ajforallje A;

3: while T rounds have not been consumed yet do

4 Learner sets L(") = 2log(KT)2% ;

.A](.r)‘ rounds for each Level-Iarm j € A" ;

5. Each Level-Tarmj € A®"):

(i) pulls each active Level-llarm i € A](r) for L") times to have (’)](r) and O](;) ,

Learner allocates L(")

respectively ;
(ii) injects Z]@ ~ Lap (ﬁ) to O\ and reports é}m ;

j
](:) ~ Lap (ﬁ) to (9](;) for each i € A](-r), eliminates a Level-I

armi € A](r) based on inequality (5.7), and reports ‘A](rﬂ)

(iii) injects Z

4

6: Learner eliminates Level-I arm j € A(") based on inequality (5.8) and gets

A(H—l) ;
7. r+r+1.
8: end while

5.3.3 Privacy and Regret Analysis
In this subsection, we provide privacy and regret guarantees for Algorithm 13.
Theorem 21. Algorithm 13 is 1.5e-differentially private.

Proof sketch of Theorem 21: The high-level idea behind the proof is to show that the

algorithm run by Learner is e-differentially private and the algorithm run by Level-



124

I arms is 0.5e-differentially private. By composing these two private learning algo-
rithms together, we can claim that Algorithm 13 is 1.5e-differentially private.

The challenging part for the proof is to show that the algorithm run by Learner
is e-differentially private. The idea behind the proof is to use the following two
arguments repeatedly. One argument is that differentially private algorithms can
be composed, i.e., a composition theorem saying that €’s can be added-up (Theo-
rem 3.16 in [16], it is also shown in Theorem 7). The other argument is that differen-
tial privacy is immune to post-processing (Proposition 2.1 in [16], it is also shown
in Proposition 1). Recall that each active Level-I arm reports both the differen-
tially private empirical mean and the updated size of the active Level-II arm set,
and Learner relies on these two parameters from all active Level-I arms to do the
elimination. Since the algorithm run by each active Level-I arm to compute the dif-
ferentially private empirical mean is 0.5e-differentially private and the algorithm
to compute the updated size of the active Level-II arm set is also 0.5e-differentially
private, from the composition theorem, we claim that the composed algorithm run
by each Level-I arm is e-differentially private. Since Learner relies on the differ-
entially private empirical means and the sizes of the active Level-II arm set to do
the elimination, from the post-processing proposition, we can conclude that the
algorithm run by Learner is e-differentially private. O

Theorem 22. The regret of Algorithm 13 is at most

log(KT) log(KT)
max{A A(j)}, €
7=

Z Z O | max

jeA ieAj:max{A]-,Al(j) } >0

Several remarks are in order for Algorithm 13 and Theorem 22. First, when
setting €/ = 3¢, Algorithm 13 is ¢’-differentially privacy; when € — oo, the term
involving privacy parameter € will vanish, i.e., the regret bound shown in Theo-
rem 22 will be the same as the one shown in Theorem 20. Therefore, co-differentially
private bi-level bandits can be viewed as the basic bi-level bandits shown in Sec-
tion 5.2. Second, if we only have one Level-I arm and it has K Level-II arms,
the setting of differentially private bi-level bandits boils down to the setting of
differentially private stochastic bandits and Algorithm 13 achieves the optimal

Y. O <10Ag# + @) regret bound. Note that our Algorithm 13 is a sim-
i€A12A§1)>0

i
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Figure 5.2: The impact of m: m = 2,4,6,8
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Figure 5.3: The impact of k: k = 2,4,6,8

pler version of the differentially private elimination-style algorithm than the one
that has been presented in [33]. The simplicity comes from the fact in our differ-
entially private elimination algorithm, we do not need to compute the number of
pulls of (Level-II) arms in a private way. Instead, we simply quadruple the number

of pulls in each epoch.

5.4 Experimental Results

In this section, we present experimental results to show the practical performance
of our learning algorithms and to verify our theoretical results. Our results are the

average of 10 independent runs. Recall that m is the number of Level-I arms and
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Figure 5.4: The impact of €: € = 0.05,0.35,100

ki is the number of Level-Il arms managed by a Level-l arm j.
The first experiment is to see the linearity of regret in the number of Level-I

arms. To remove the impact of € and mean reward gaps, i.e., max {Aj, Al(] ) }, we

set Aj = Afj ) = € = 0.35. Then, we fix the number of Level-II arms kj = 2 for
all j < m. Let us say k := k;. Now, only parameter m can impact the regret. We
increase the number of Level-I arms linearly, e.g., setting m = 2,4,6,8. Figure 5.2
shows the performance comparison in this set of settings. Just as expected, the
regret grows linearly with the growth of m.

The second experiment is to see the linearity of regret in the number of Level-II
arms. We still fix Aj = Agj ) = € = 0.35. Then, we fix the number of Level-I arms
m = 2. We now increase the number of Level-II arms linearly to see the practical
performance. We set the number of Level-Il arms k; = 2,4, 6,8 for all j < m. From
Figure 5.3, we can see that the regret grows linearly with the growth of k;. The
third experiment is to see the impact of privacy parameter €. We set m = 4, k; = 8
forall j < m, and A; = A = 0.35. Then, we set e = 0.05,0.35,100 to see the
impact of privacy parameter € on the regret. Figure 5.4 shows the regret in this
set of settings. When setting a very small ¢, e.g., € = 0.05, the learning algorithm
suffers more regret as the term 1 plays a dominating role. When setting a very
large €, e.g., € = 100, the learning algorithm basically boils down to a non-private

()

setting and the term 1/ max {Aj, A; } dominates the % term. More experimental

results can be found in Appendix 5.7 4.
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5.5 Literature

Differentially private multi-armed bandit problems have been well studied in [20,
32,34, 33,37,7,23,1, 21], and our work is most related to the variants of differ-
entially private stochastic bandits. Regarding problem-dependent regret bounds
for differentially private stochastic bandits, the authors of [32] devised the first
differentially private UCB and Thompson Sampling (TS) algorithms but with sub-
optimal regret bounds. Recently, the authors of [33] and [21] devised the differen-
tially private elimination algorithm and UCB-based algorithm, respectively, with
the optimal O (Klog(T)/A) 4+ O (Klog(T)/e) regret bound.

Regarding the setting of (differentially private) bi-level bandits, only very re-
cently, we discovered a very interesting setting in [27]: federated private bandits
with multiple agents. At first glance, our learning setting seems to be very related
to theirs in that our Level-I arms can be viewed as their agents and our Level-II
arms can be viewed as their arms. However, when taking a detailed look, these
two learning settings are quite different. One of the fundamental differences is
that in bi-level bandits, all Level-II arms are unknown to Learner while in feder-
ated private bandits, Learner necessarily knows of all the arms. Besides, for the
learning setting in [27], in each round t, each agent pulls an arm while in our set-
ting, only one of the Level-I arms is allowed to pull a Level-II arm. The authors
of [35] proposed a decentralized online learning setting where there are multiple
cooperative learners. When comparing their setting to ours, our Level-I arms can
also be viewed as their learners and our Level-II arms can be viewed as their arms.
However, their learners work in a cooperative way while our Level-I arms work

independently.

5.6 Discussion

In this work, we have presented a new bandit setting: bi-level bandits, and novel
two-level elimination algorithms to solve this problem. Actually, instead of run-
ning the elimination style algorithm, Learner actually can run a UCB-based algo-
rithm by computing the upper confidence bound based on our developed asym-
metric confidence intervals to decide which Level-I arm to pull. One may ask what
is the advantage to running the elimination style algorithm at a Level-I arm’s side.

Recall that both Learner and each Level-I arm are at the same side, i.e., they both
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want to accumulate as much reward as possible. The advantage of running the
elimination style algorithm at each Level-I arm j’s side is that the number of pulls
of the best Level-II arm (j,7*) is always guaranteed to be no smaller than the pulls
of any other sub-optimal Level-II arm. Along with the fact that the bad Level-II
arms will be eliminated gradually, the empirical mean of a Level-I arm j becomes
closer and closer to the best achievable mean reward y; ;<. If a Level-I arm runs
an algorithm that does not guarantee the number of pulls of the best Level-II arm
(j,i*) (e.g., running the round-based UCB), the empirical mean of a specific Level-
I arm might be quite under-estimated, which will make it eliminated at an early
stage by Learner. Therefore, it is not wise for a smart Level-I arm to choose to run
the round-based UCB algorithm, as it may not have any benefit.

From the perspective of an intermediate level entity, one of the advantages of
the bi-level bandit learning model is that the learning algorithm has a biased posi-
tive opinion of such an entity (such as drug company) that has good average per-
formance but, meanwhile, has some poorly performing drugs (an outcome which
is only known to the company after it has begun clinical trials). Bi-level bandits en-
ables drug developers to be able to focus on high-risk drugs that might also have
high reward for society, without the potential downside of a funding organiza-
tion reducing funding after discovering that a drug performs very poorly. On the
other side, due to the feature that bi-level bandit model enables more risk taking,
a company'’s ability to better mask its failures from society can naturally also pose
a risk to society, and this is a concern that should be considered when using such

a framework.

5.7 Appendix of this Chapter

The organization of the appendix is as follows:

5.7.1 - Proofs of Theorem 20 ;
5.7.2 - Proofs of Theorem 21 ;
5.7.3 - Proofs of Theorem 22 ;

5.7.4 - Additional experimental results .
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For both the proofs of Theorem 20 and Theorem 22, we will Fact 1 below and
Lemma 12.
Fact1. If Y ~ Lap(b), for any 0 < 6 < 1, we have

]P{\Y|>ln(%)-b}:(5 . (5.9)

. l
Lvie{12,... }vie Al
be the event that in all epochs I € {1,2,...,r}, for all Level-Il arm i € .A](l), all the
o(r)

confidence intervals hold simultaneously. Let £ i

£!"). Note that we set 1 {5-(0)} = 1forallj € A. As we will show in Lemma 12

) )
below, event £ ].(7)

For a Level-I arm j, letf,' {‘7"]1 — Hji| <

be the complementary event of

is a low probability one.

Lemma 12. In any epoch r > 1, for a Level-I arm j € A", we have P {Ej(r)} =
O (m)-

Proof of Lemma 12: The proof first uses a union bound and then uses the Hoeffd-
ing’s inequality. We have

P {@} = P{Irefn2.. . die AV st @) -

1
<
N L r}zeA {‘M]l Hid _21}

1
Zg}

le{12,.
Hoeffdmg s inequality (5 10)
T 21,1
—2-21 KT)-24" =
< Z Z 2e og(KT)- 20
=1 iG.Aj

< O(gm)

which concludes the proof.

Note that ﬁ](-li) is the empirical mean of 21og(KT) - 2% observations that are i.i.d.

according to a fixed distribution with mean y; ;. O

5.7.1 Proofs of Theorem 20

We first present some lemmas and then give the proof of Theorem 20. Recall that
9(7')

;' =E [@m} is the expected mean reward of an active Level-I arm j € A") after
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collecting all the observations within epoch r. As will be shown in the last claim

of Lemma 13 below, 9]@ will be very close to its best achievable mean reward ;-

with high probability.

Lemma 13. In any epoch r > 1, for a Level-I arm j € AY), if event Ej(r) is true, we have
the following claims:

(i): The best Level-II arm (j,i*) will not eliminated by the end of epoch r, i.e., (j,i*) €
A(H'l) .
]‘ /
(ii): A sub-optimal Level-II arm (j, i) with mean reward p;; will not be in .A](.FH) if
Wii < Wi — 4
(lll) ‘l/l]'/i* —8- % < 9](7’) S ]’lj,i* .

From Lemma 13, we have the following lemma, which states that once the num-

ber of completed epochs is enough, a sub-optimal Level-Il arm (j, i) with a mean

(/)

reward gap A;”’ will be eliminated with high probability.

()

Lemma 14. For a sub-optimal Level-II arm (j,i) with a mean reward gap A;”, in any

epoch r > [log (%) —‘ , if event gj(f) is true, this sub-optimal Level-II arm (j, i) will not
be in ATV
HARE

Let V() = {yjli* —2.8:- 4 <0 < +8-LVe{1,2..,1}Ve€ A(l)}

be the event that in all epochs I € {1,2,...,r}, the empirical mean of a Level-I

arm j € AU, e, 5]@, is not far from its best achievable true mean p; ;«. It is im-

portant to note that the confidence interval of @?l) is asymmetric. Let V() be the

complementary event of V(). Note that we set 1 {V(O)} = 1. As we will show in

Lemma 15 below, event V(") is a low probability one.

Lemma 15. In any epoch r > 1, we have IP {W} =0 (ﬁ)

For each sub-optimal Level-I arm j € A\{j*}, define A; := log (i—?). The intu-
itive understanding of A; is that if the number of epochs has progressed enough,
i.e., more than Aj epochs have transpired, Learner can safely eliminate a sub-
optimal Level-I arm j with a mean reward gap A; with high probability. We for-

malize this intuition in the next lemma.

Lemma 16. When r > Aj and event V") is true, we have that a sub-optimal Level-I arm
j with a mean reward gap A; will not be in AU+,
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With these preparations in place, we now prove Theorem 20.

Proof of Theorem 20: The regret shown in (5.1) can be further decomposed as

R(T)

T

E[1{(];, I;) = (i)} - A;
L LB = G-

J/

Lem;a 17 (5'11)

T .
+ ¥ Y YERULL) =GN (a+a))

JEAICAN{(,i*)} t=1

J/

Lemma 18

For the first term in (5.11), we prepare Lemma 17 to upper bound it, and for the
second term in (5.11), we prepare Lemma 18 to upper bound it.

Lemma 17. For a sub-optimal Level-I arm j € A\{j*}, we have
T
L E[1{( ) = (i")}] 41 =0 () +o(3). (5.12)

= ]

Lemma 18. For a sub-optimal Level-Il arm (j,i) € A\{(j,i*)}, we have

T .
L E[{( 1) = (,)}] (80 +2a;) =0 (%) +0(4). (13

By plugging Lemma 17 and Lemma 18 into (5.11), we have

R(T) < Y 0 log(KT) ry 3 0 log(KT)
) jeA\{*} ( Bi ) jeAic AN{(,i*)} max{ ;0 }

- T ZO<M>+Z > o(M)
jedvgyi=Gin \max{8a ) | e an iy \max{aa}

_ 1) log(KT)l )
Z 2 Al(j)}>0 (max{A Al(])}>

jeAieAj:max{Aj, . i

which concludes the proof of Theorem 20. O

We now present the proofs of Lemmas 13 through 18.
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Proof of Lemma 13:
Claim (i): We use contradiction to prove this argument. Suppose that a Level-I
arm j eliminates the best Level-Il arm (j,i*) in an epoch s < r and event 5].(7) is

true. Recall that the elimination rule of each active Level-I arm j, which is shown

in (5.2), is:
MO =) 1
Hj/i + 2s < i/r?jé) ( j,i’ 2S>
]

If& ].(r) is true, for the best Level-Il arm (j,i*), we have

~(s) , 1 1 1
Let (j, iis)) < arg max <ﬁ](sl2 — 21—5> If& ]-(r) is true, simultaneously, we also have
i’eA}S)
NONER 1\ 1
STCIN <” it E) 2 TR (5.16)

As i > Moo always holds, it means that the best Level-II arm (j, i*) will not be
eliminated in epoch s, which yields a contradiction. Both the first inequalities in
(5.15) and (5.16) use the fact that if event £ ].(r) is true, it means ﬁ](il > i — % and

~(s) 1
< U. (s + 55 are true.
yj,iff) H i T2

Claim @ii): If £ ].(r) is true, we show that, for an epoch s < r, a sub-optimal
Level-Il arm (j,i) € A](S) with mean reward y;; < p;+ —4- 3 willnot be in .A](.SH).
If 8].(7) is true, for a sub-optimal Level-Il arm (j,7) € A](-S) with mean reward

]/lj,i < ]’lj,i* —4- 21—5, we have

~(s) 1 1 1 o 2 2
i T < (Vj,i + 5) tos T Mt 55 S i s (5.17)

From claim (i), we know that the best Level-Il arm (j, i*) is always in the active

Level-II arm set of Level-I arm j.

Therefore, if £ ].(r) is true, simultaneously, we also have

~(s) 1 N 1 1 N 2
jri* - E > (;’l],l* — E) — E = ]/l],l* — E P (5.].8)
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which implies a sub-optimal Level-Il arm (j, i) with mean reward p;; < pj+ —4- %

will not be in .A](.SH).

Claim (iii): Let ]-"].(rfl) collect all the history information by the end of epoch

r — 1, i.e., collecting the pulled Level-II arms by Level-I arm j and their rewards.

(

Then we rewrite 6 ].r) as

i - B[

- (5.19)

1
j ieA](.”

The upper bound of 6@

s trivial to prove as we have

(r) _ 1 ) 1 =y
9]' =E ‘A(r) Y. Hji| <E ‘A(r) Yo i | = Hjr
ieA}’) ieA](’)

] ]
The proof of the lower bound of 6]@ uses claim (ii). We have

r 1 1 1
j ieA](r) i z’eA](.r)

Proof of Lemma 14: When r > {log (%)—‘, we have p;; = pji — Al(f) < pjp—4-

%. From claim (ii) in Lemma 13, we know that this sub-optimal Level-II arm (j, 1)

will not be in A](Hl). O



134

Proof of Lemma 15: In certain steps during the proof, we use Lemma 12 and claim
(iii) in Lemma 13. We have

—_— r
Nl < o) <y —0.8.1 g0 o>, 48.1 ¢
]P{V } < EljezAlp{ej < —2-8- 1,8 }+IP{9] > i +8- 4, }
. _
+ ¥ 2113{5].”)}
I=1jeA
r
<X ,ZAIP{GA}” S =284 8-k <ol <pyl
=1je
- s I U B R
* EljeZA]P{Gf > g+ 89, Wi =83 <9 S”f”*}
; _
+ ¥ 113{5].”}
I=1jeA
:O(ﬁ) Lemma 12
4 5 o) 1 5 < o) 1 1
< < gy -8 — >0 R _1
< lgljeZAiP{ej <6 -8+ P8 =00 18- /+O<K2T2>
Hoeffding?srinequality
< 0 ()

(5.20)

For the second to last inequality, recall that 9](1) =E [é?l) ] and 5](1) is the empirical

mean of ’A](l)‘ - 21log(KT)2? independent observations with each in [0,1]. From
Hoeftding’s inequality, we have

IP{’@@ —E [5@” > 8. %} < 92 2ro8(KT) 200 (ﬁ) |

]

Proof of Lemma 16: There are two steps needed to complete the proof. The first step
is to prove that the best Level-Iarm j* is in AU+ if event V(") is true. We prove this
argument by using contradiction. The second step is to prove that a sub-optimal
Level-I arm j with a mean reward gap A; will not be in AU+ when r > Aj and
event V') is true.

Step 1: Recall that j* = argmax p;;:. Suppose that Learner eliminates j* in an
jeA
epoch s < r and event V() is true. Also, recall that, as already shown in (5.3),
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Learner will only eliminate the best Level-I arm j* in epoch s if

56 L p g1 0t) _g. 1
O +2:8: % < max (0 -8-%) . (5.21)

If event V(") is true, for the best Level-I arm j*, we have
0 +2-8- % > (pjep—2-8-%)+2:8- L =ppp . (5.22)
The first inequality in (5.22) uses the fact that if event V() is true, we have @;f ) >
. 1
]’l]*,l* — 2 . 8 T 98
Let j(5)* € argmax (GA](,S ) _s. %) If event V(") is true, simultaneously, we also

j1EAB)
have

5(s) 1 1 1
O =82 < (V]«s)*,i* +8- 2—) =83 < i r - (5.23)

%

]‘S)* <

The last inequality in (5.23) uses the fact that if event V() is true, we have
Ky i + 8- 21—5

The arguments of (5.22) and (5.23) together imply that the best Level-I arm j*
has no chance to be eliminated in epoch s, which yields a contradiction.

Step 2: As we have shown that j* € A("), we now show that a sub-optimal
Level-Iarm j € A1) with a mean reward gap A; will not be in AU+ when r > Aj
and event V") is true.

For a sub-optimal Level-I arm j € A", if event V(") is true, we have

A4
é\](r)_|_2.8.% < (lujli*—i—8~21—y>+2-8-%:]/ljli*+%—%S]/lj,i*‘f‘jj . (5.24)
o) <

]
. . A;
Wi+ 8- 5. The second inequality uses the fact that 5 < 217] < gz whenr > A,

The first inequality in (5.24) uses the fact that if event V(1) is true, we have

Simultaneously, if event V() is true, then for the best Level-I arm j*, we also
have

8y

1 1 1 24 Aj Aj
i —8'7 > <‘u]'*,i*—2'8‘7>_8'7:]1]'*,1'*_7Z,u]'*,i*—%:]/l]',i*"i_%/

(5.25)
which indicates that the sub-optimal Level-Iarm j € A\ {j*} will be eliminated
by the end of epoch r, when r > A;. The first inequality in (5.25) uses the fact that
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if event V(") is true, we have 51(*7 UBS Pjeis —2-8- % The second inequality uses the

A.
fact that —% > —ﬁ > —z¢ whenr > Aj. O

Proof of Lemma 17: All T rounds can be divided into at most log(T) epochs. Let
T, + 1 be the first round of epoch 7, i.e., allrounds t € {5, + 1,7 +2,..., 7,41} are
in epoch r. Note that each active Level-II arm will be pulled exactly 21log(KT) - 22

times in epoch r. We set 71 = 0. We have

T
LHSin (512) = L E[1{(J 1) = (i)} 4

tog(T) [ 7 .
;1 El Y 1{(UvI})= (]/1*)}] gAY

<
t=1,+1
P‘j“ Tr+1 ..
< LE| ¥ H{Uul) =01} -4
r=1 f:Tr+1
log(T) Tr41 ..
+ X E| X 1{(Uul) = (i)} -4
r:(/\ﬂJrl t=1+1
[A]
< Y 2log(KT) 2% A,
r=1
log(T) Tr41 o
+ X E| ¥ 1{(ul)= (i)} -4
r:(/\]-]—l-l t=1+1
log(KT) togll) w -
< O(gA—.>+ E| Y. 1{(UsL) = (i)} A
I r=[A;]+1 t=7+1

J/

-

)
(5.26)

Then we decompose term () in (5.26) into two parts based on events V(1)
and V("—1). We have
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log(T) I Tr+1 ..
¢ = Y E| ¥ H{(Uul)= (Jrl*)}] 4
r:[)\j]—&-l :t:Ty+1
log(T) Tr41
< Y E| T 1{(]t11t) Z(]'/i*)fv(rfl)} B

r= |V/\]—| +1 t:Tr+1

J/

i —0, Lemma 16 (5.27)
log(T) [ T -
+ E| Y 1{vrT}|-a
r=[A]+1 =T+l
§O( % ) Iemma 15
< o)
By plugging the upper bound of () into (5.26), we conclude the proof. O

Proof of Lemma 18: All T rounds can be divided into at most log(T) epochs. Let

T, + 1 be the first round when epoch r starts. This implies that all rounds t €

{t+1,%+2,...,T41} are in epoch r and each active Level-II arm will be pulled

exactly 2log(KT) - 2 times. We set 7; = 0. We have

. |
LHSin (5.13) = zlE[l{(]t,If)=(j,i)}]-(Af])+Aj>

log(T) Tr41 ..

< Y E| ¥ 1{Uul)= (i)}
r=1 _t:Tr+1 .
log(T) [ Ty

< Y E[ Y H{Uhh) = ()

r=1 Li=T+1

. (Agj) + Aj)

-2-max{Al@,A]-}

J/

~"

(1)

(5.28)

We decompose term (77) based on events & j(r_l), V=1 and their complemen-

tary events. We have
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log(T) [ = .
L E|l ¥ {0t = (i) €' ”,v<rl>}] 2-max {2/, ;]
r=1 _t:Tr—H
log(T) [ 7 —_
Y E i 1{8].(7_1)}] 2. max{ 1(), ]}
r=1 Li=T+1 )
SO(%),Zemma 12
e[ £ 177 2mfara)
E 14V -2-max{ A7, A;
\rzl Lt=T+1 l ! .
§O(%),ﬁmma15
log(T) [ T 1 )
Y E| Y {01 =i & ),W—l)}] 2-max{a)), A}
r=1 Lt=T+1

J/

(@)

(5.29)

We consider two cases to upper bound term (w) based on whether Al(j ) < Ajor

(/)
Ai > A]

Case I: if Aj = max {Al(j), A]'}, we have

(w)

IN

IN

log(T) T
LE| Y 1{<Jt,1t)=(j,z'>,5}"1>,v<r*1>} 2.4
r=1 t=1,+1
log(T) Tr41
r=1 t=7,+1
’—/\/ Tr+1
LE| L 1{<Jt,1t)=(j,i>,v<f—1>}] 24
r=1 t=1+1
log(T) Tri1 . B 5.30
SB[ Y {0 =Gy} 20 (530
7’=[/\[|+1 = Tr+1\ ~ )
=0, Lemma 16
[A4]
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Case II: if Agj) = max {Al(j), A]}, we have

log(T) Tr1 r— '
@ = ¥ E| & 1{0ul)= (i) v} 2.a)
r=1 t=1,+1
log(T) Tr41 r— i
< LB ¥ {0l =Gl U} 2 a)
r=1 t=1+1
()
o e . (/)
< E| Y 1{(UuIt) = (G, i)}|-2-4,
r=1 t=71+1
log(T) Tr+1 r— ]
" S B[ {0 =008V} 280 (63)
64 =141 ~~ g
r=log A0 +1 =0, Lemma 14

5.7.2 Proofs of Theorem 21

Proof of Theorem 21: Recall that Xj.r is the original reward vector sequence and
X1.7 is an arbitrary neighbouring reward vector sequence of Xy.r such that they
can differ in an arbitrary round. Let us say X;.7 and X{. differ from each other in
round ¢.

Let Dy.7 € AT be the sequence of decisions made by Learner through round 1
to round T when working over Xj.r. Let D|.; € AT be the sequence of decisions
made by Learner when working over X].;. Let set KC collect all the Level-II arms.
Let Wy.r € KT be the sequence of decisions made by Level-I arms through round 1
to round T when taking Xj.r as input. Let Wy.;. € KT be the sequence of decisions
made by Level-I arms through round 1 to round T when taking Xj.; as input.
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For an arbitrary pair (1.7, 01.7) € AT x KT, we claim that

P {(Dy.r, Wr.r) = (011, 017) | Xior} < e P {(Di.r, Wi.r) = (ov.1 011) | Xior} -
(5.32)
The RHS in (5.32) can be rewritten as

P {(D1.7, Wi.t) = (0.1, p1.7) | X1:7}
= P{(D1.t, Wit) = (o1, 01:4) | X1.7}
IP{(DtH:T, Wit1.r) = (Or+1.7, pr41:7) | (D1:p, Wht) = (01:t,P1:t),X1:T};

-~

¥

(5.33)

Similarly, we have

P{(DizT’ W{:T) = (UlzT/plzT) ’ Xi:T}
=P {(Di:t’ W{:t) = (Ulzt/plzt) | Xi:T}
]P{(D;H:Tf t/—l—lzT) = (O441.7, Pr41.7) | (Di:t/ W{:t) = (Ulztfplzt)/Xi:T}/

M
(5.34)
Since Xj.4_1 = X{,,_,, we have
P {(D1.t, W1t) = (01:4, p1:¢) | X1.1} = P {(D1.p, Wi) = (016, 01:4) | X117}
(5.35)

Now, we only need to show i < e>¢y’ to conclude the proof.

We first rewrite ¢ as

v = P{(Dtr1.1, Wisrr) = (011, 041:7) | (D1t W) = (011, 01:) , X117}
= P{Dy1r = 0pprr | (D, Wa) = (01, p1:0) , X171}
7
P{Wii1.r = pri1.r | Divrr = 0pnr, (Dry, Way) = (01, 014) , Xt}

-~

¢

(5.36)
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Similarly, we rewrite ¢ as

Y = P{(Diiy.0Wiiir) = (Grur prsnr) | (D1, Wiy) = (01, 014) , Xi1
= P{Diy1.r =01t | (DL Wiy) = (01, 014), X17 )
14
P {Wisrr = o1 | Digrr = orerr, (D1, Wiy) = (011, 014) IX{:T}J
P

(5.37)
Recall that (], I;) is the decision pair in round t. Let r be the epoch that includes
round ¢t when taking Xj.r as input. Let H be the first round such that, at the end
of this round, observation X, ;,(t) will be used by Level-I arm J;, i.e., Level-I arm
Jt will finish pulling all the managed active Level-II arms in epoch r at the end of
round H and do the elimination to update the active Level-II arm set. Let Q be the
first round such that, at the end of this round, observation Yj,(t) = Xj, 1, () will be
used by Learner, i.e., Learner will finish pulling all the active Level-I arms in epoch
r at the end of round Q and do the elimination to update the active Level-I arm set.
Similarly, let (]}, I}), ¥', H and Q' be the corresponding parameters when work-
ing over X{.;.
Now, we show { < ¢¢¢" and ¢ < e"¢¢/, respectively.

Proofs of { < ¢°{’:

We rewrite ( first and have

4
- ]P{DtJrlzT = Ot+1:T | (Dlzt/ Wl:t) - (Olzt/plzt)/Xl:T}
log(T) T T
= XX X XX

jeAieK s=1 h=tq=h

P E]t, L) =(ji),r=s,H=hQ = q | (D1t Wait) = (o1:t, P1:4) » X107
-G

P < Dii1.r = Org1r |§, (Dy.t, Wit)

= (o1, 1) , X1
—M

(.

\

~~
o

(5.38)
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Similarly, {’ can be rewritten as

C/
= P {D£+1:T = Ot+1:T | (Di:t’ W{:t) = (Ul:t/pl:t) /Xi:T}
log(T) T T
= XX X L X

JEAIEK s=1 h=tq=h

P (1) = (i), = s, H =h,Q' = q | (Dhy Why) = (014, p14) , Xig

=G/

0

P DéJrl:T = 0+1:T ’ G// ( i:t' W{:t) = (Ulit/plit) /Xiﬂ;

. =M

0(/

(5.39)
Note that only & and &’ may be different in { and ’. We now rewrite « and «/,

and have

v = P{Di1.0 =0r41:0 | M} P {Dg+1.1 = 0g+1.7 | M, Diy1.0 = Ut+1:Q}J ,
v

(5.40)

o« =P {D;Jrl:Q’ = 0p1.0 | M’} P {D'Q,H:T = 0gi1:r | M, Di 1o = 0’t+1:Q,}.

-
/

Y
(5.41)

We now only need to analyze 7 and 9/, and we will show that ¢ < ¢y’ by
using the properties that differential privacy is immune to post-processing (Propo-
sition 2.1 in [16], it is also shown in Proposition 1) and differentially private algo-
rithms can be composed (Theorem 3.16 in [16], it is also shown in Theorem 7).

Recall that 5}:) is the differentially private empirical mean of an active Level-

I arm J; among all the collected observations in (’);tr) at the end of epoch r when

working over Xj.7. Let @v},r/)
t

Level-I arm J; among all the collected observations in O

be the differentially private empirical mean of an active

;,r/) at the end of epoch /
t
when working over X].r.

Recall that the first private algorithm (at Level-I arm’s side) is to compute the
(r)

differentially private empirical mean among all the collected observations in O, .
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As a noise drawn from Lap (ﬁ) is injected, from Theorem 3.6 in [16] (it is also

shown in Theorem 5), we know that, for any a € R, we have

P {0 ‘A}j)’ LW =a| M, Dy = 0ii10}

7 / / (5.42)
< %%.p {Qg) : ‘Ag) L) =a | M,Dj, o = Ut“:Q/}

For the remaining active Level-I arms except the one pulled in round ¢, the condi-
tional distribution of the differentially private empirical means cannot be impacted
by the changed reward vector in round ¢.

Recall that ﬁg)lt is the differentially private empirical mean of an active Level-II

arm (J;, I;) among all the collected observations in O;:,)It at the end of epoch r (i.e.,

at the end of round H). Let N(,r/), be the differentially private empirical mean of an
H i yp P

active Level-Il arm (J{, I;) among all the collected observations in o), at the end

Jidi
of epoch 7’ (i.e., at the end of round H’).
As anoise drawn from Lap (ﬁ) is injected, from Theorem 3.6 in [16] (it is also

shown in Theorem 5), for any b € R, we have

P {ﬁg,)lt L) = p | M, Diy1.0 = Ut+1:Q}

S 60.5€ . 11) {ﬁ;;/l); . L(r) = b | M/, D;—l—liQ/ = Ut-|—1:Q/}

(5.43)

For the remaining active Level-II arms except the pulled one in round ¢, the
conditional distribution of the differentially private empirical means cannot be im-
pacted by the changed reward vector in round t.

Recall that the second private algorithm (at Level-I arm’s side) is to do the pri-
vate elimination and compute the updated size of the active Level-II arm set. From
the property that differential privacy is immune to post-processing (Proposition 2.1
in [16], it is also shown in Propostion 1), for any ¢ € IN, we have

1
P { ’A§:‘+ )’ =cC | M, Dt+1:Q = Ut+1:Q} (5 44)
/ 1 .
S 60'56 P {‘Ag * )‘ =C | M/, D£+1ZQ/ = UH_LQ/}
For the remaining active Level-I arms except the pulled one in round ¢, the distri-
bution of the updated size of the active Level-II arm set cannot be impacted by the
changed reward vector in round t.

As Xg41.7 = X(y 1, conditioned on Q = g and Q" = g, from the property that
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differential privacy is immune to post-processing (Proposition 2.1 in [16]), we have

(r)

P 3 Dgi1r = 0gr1r | M, Diy1.g = 0ri1:, 8] Ag) L) =g,

)| 407
AI!

(r+1)
A t

_= C} _=
_ (r+1)| _
=aq, 'Af{ ‘ = c} .
(5.45)
By combining (5.42), (5.44), and (5.45), we have v < ey, which implies { <
e’

/

1)

~r
P Doy i1.r = 0@t | ML Do = Oy 9%

Proofs of ¢ < e0>¢¢':
We first rewrite ¢ as

¢

= P Wi = P17 | Diyrr = 0t41:7, (D1, Wit) = (016, 01:4) » X1:T
—y

log(T) T T

= LY L L YLP{Ul)=(i)r=sH=hQ=q|Y

icAiek s=1 h=tg=h ~~
] q v

P < Wir1.r = pry17 | V., Dyyrr = 01ty (D1:t, Wiit) = (014, p1:t) , X1.T

~

N =:Z
M
(5.46)
Similarly, we have
(P/
= Py Wenr = prenr | \D;—H:T = 0rr1.1, (D1 Wiy) = (01:4,014) , X11
5
log(T) T T L o / / /
= XYY X Y YXPe(ULL)=0i)r=sH=hQ =q|Y
jeAieK s=1 h=tq=h N —~ .
=V
P W[‘HiT = P41 | Y/' D£+1:T = Ot4+1:T/ (Di:t' W{:t) = (Ul:t/ Pl:t) ;Xizz
I
(5.47)

0.5¢

Now, we show 1 < e”¢7’ to conclude the proof.
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We rewrite 77 as

N = P{Wii.r =pr1.7 | Z}
= P{Wit1.g = pt+1:1 | Z} P {Whi1r = pr+1.7 | Wet1:H = Pr+1:0, 2}
X

(5.48)
Similarly, we have

n' = P{Wr=prur|Z'}
= P{W 1 =P | 2} P{Wh1.r = prrnr | Wi = prunn Z'}

!/

X
(5.49)

By using similar arguments that have been shown in (5.43) and (5.44), we have

X < eO.5€

X', which concludes the proof of ¢ < e%>¢¢’.
By plugging { < ¢°¢’ and ¢ < €¥>¢¢/ into (5.36) and (5.36), respectively, we
conclude the proof of Theorem 21.

]

5.7.3 Proofs of Theorem 22

Let /\/].(r) = {’Z](ll)‘ < ML(KT),VZ e{1,2...,r},Vie .A](.l)} be the event that in all

€
epochs! € {1,2,...,r}, for all the Level-II arms, the noise injected is not too much.

Let /\/'j(r) be the complementary event of /\/].(r) . Note that we define 1 {/\/j(o)} = 1.

As we will show in Lemma 19 below, event /\/j(r) is a low probability one.

(rn{ _ 1
Lemma 19. In any epoch r > 1, we have IP {/\f] } =0 <K3T3).

Recall that 9]@ = E [éy) } As will be shown in the last claim of Lemma 20
(r)

below, 0 ].r is not too far from its best achievable mean reward y; ;« with high prob-
ability.

Lemma 20. [ an epoch r > 1, for a Level-I arm j € A(), if both events £ ].(r) and ]\/'].(r)
are true, we have the following claims:

(i): The best Level-II arm (j,i*) will not be eliminated by the end of epoch r, i.e.,
(],Z*) e A](r+1);
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(ii): A sub- optimal Level-1I arm (j,i) € A](.r) with mean reward y;; will not be in

r—|—1 1 1 .
Zf?‘ﬂ < P‘Jl* —d oy 12 o

(ZZZ). Wi — % — 48 . GL < 9(”) < Wi+

- A-/>

1

Let 7, := max {log (A ) log < i) } The intuitive understanding of

7j,i is that once enough epochs have transpired, i.e., more than ;; epochs, a Level-

I arm j can safely eliminate a sub-optimal Level-II arm (j, i) with a mean reward
gap Al(] ) with high probability. We formalize this intuition in the next lemma.

Lemma 21. For a sub-optimal Level-Il arm (j, i), in any epoch r > y;;, if events £ ].(7) and

/\/'].(r) are both true, we have that a Level-IT arm (j,i) with a mean reward gap Afj ) will not
be in AV
e

Let VO 1= Ly =2 8 — 2 <0 <y + S, V1€ {1,201}, ¥j € A}

be the event that in all epochs | € {1 2,...,r}, the empirical mean of a Level-I
arm j € AU is not far from its best achievable true mean i+ Let V(") be the

complementary event of V(). Note that we set 1 {V(O)} = 1. As we will show in

Lemma 22 below, V(") is a low probability one.

Lemma 22. In any epoch r > 1, we have IP {W} =0 (ﬁ)

Let N() .= {‘Z].(l)‘ < 61%(KT),VZ e{l,2...,r},Vj€ .A(l)} be the event that
in all epochs I € {1,2,...,r}, for all the Level-I arms, the noise injected is not

too much. Let V(") be the complementary event of N'("). Note that we define
1 {/\/ (0)} = 1. As we will show in Lemma 23, event N (") is a low probability one.

Lemma 23. In any epoch r > 1, we have IP {/\/'(7)} =0 (ﬁ)

For a Level-T arm j € A\{j*}, let A; := max {log <216) log (\/ﬁ) } The

intuitive understanding of A; is that if the epoch number has not progressed to
Aj, Learner can hardly make a decision to eliminate this sub-optimal Level-I arm
j. However, if enough epochs have transpired, Learner can safely remove Level-I
arm j from the active arm set with high probability. We formalize this intuition in

the next lemma.

Lemma 24. When r > Aj, if events V) and N0 are both true, we have that a sub-
optimal Level-I arm j with a mean reward gap A; will not be in AU+,
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After all these preparations, we now prove Theorem 22.

Proof of Theorem 22: The regret shown in (5.1) can be further decomposed as

R(T)
T
E[1{(J, I}) = (j,i*)}] - A;
jeA)\:{j*}g—Z% U 1) = G701 -4

J/

~- (5.50)

Lemma 25

T .
+ T T Y EMU =i (8+aY)

jeAic AN{(j,i*)} =1

7

Lemma 26

For the first term in (5.50), we prepare Lemma 25 to upper bound it, and for the
second term in (5.50), we prepare Lemma 26 to upper bound it.

Lemma 25. For a sub-optimal Level-1 arm j € A\{j*}, we have

L E[(( 1) = (1,7))]- 4 =0 (max {“5T 660} ) 0 (}). 551

Lemma 26. For a sub-optimal Level-Il arm (j,i) € Aj\{(j,i*)}, we have
T .
LER{(n 1) = (i)} (a7 +a))

~ 0 (o { 2y 20 ) o (1)

177

(5.52)

By plugging Lemma 25 and Lemma 26 into (5.50), we have

R(T) < j€A§{j*} 0 (max {logg< ), log(gKT) })

+ 2 E O [ max log(KT)A ,log(GKT)
jeAieAN(i*)} ( {max{AjrAE”} (5.53)

log(KT log(KT
oy . O<max{ A(KT)  og! )}) ,

jEA iEAj:max{Aleif)}>0 maX{A].,A.]')} €

which concludes the proof of Theorem 22. O
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We now present the proofs of Lemmas 19 through 26.

Proof of Lemma 19: From (5.9), we know that with probability at most O < AT )

(1) 6log(KT) __ 3In(KT) 41In(KT) (D)
have ‘Zj,i ) > Oge = ln(;)-O.S-e > 8.56 . Note that Z].’Z. ~ Lap <@> Then,
taking a union bound over all Level-II arms and over all the epochs concludes the

proof. O

Proof of Lemma 20:
Claim (i): We use contradiction to prove this argument. Suppose that a Level-I

arm j eliminates the best Level-Il arm (j,i*) in an epoch s < r and events £ ].(r) and

J\/].(r) are true. Recall that the elimination rule used by Level-I arm j in epoch s,

which is shown in (5.7), is:

()—i—l—l— 5 < max go L _ 3
lu]z €22 i’GA(.S) :u]',i/
j

Recall that L) = 21og(KT) - 2%.
If 5 and N are both true, then for the best Level-Il arm (j,i*), we have

1

V to T+
_ 3
- (‘u] i* + 25 + €225 (554)
> I“t],l* - 6225> + 25 + e22‘:
= ]’l],l*

z)
The first equality in (5.54) uses the fact that ﬁj(sll = ﬁ](il + L]('sl) . The first inequality

uses the facts that if event £ ]-(r) is true, we have ﬁ](szl > Ujie — %, and if event J\/].(r)

(s)

z)
is true, we have Z (SZZ > —ML(KT) , which implies ’(Z) > = 225
Let (j/iis)) — arg max (;4]( 1) — % — 225> If 5 andN are both true, simul-

zeA
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taneously, we also have

lelgﬂs) T8 T g2
1 1
= ”j,zéf)

As pji > Moo always holds, it means that the best Level-II arm (j, i*) will not be
eliminated in epoch s, which yields a contradiction.

Claim (ii): For an epoch s < r, we show that a sub-optirnal Level-Il arm (j,i) €

A](.S) with mean reward p;; < pj» —4- 5 —12- L will not be in A](-S+1)

= if events

]-(r) and J\/ ") are true.

If 5 and J\/ are true, for a sub-optimal Level-Il arm (j,7) € .A](.S) with mean

reward Hii < y],l* —4- % —12- ﬁ, we have

B+ E+ o3

(”ﬂ F)+ ()t ek (5.56)
Wit E+

N

€.:22s

IN
Nro
o

Wijn = 5 — e

From claim (i), we know that the best Level- II arm (j, i ) is always in the active
Level-II arm set. Therefore, simultaneously, if 5 and N are both true, we also

have
~(s) 1 3
ji* 28 €-22s
_ 6

which means a sub-optimal Level-Il arm (j, i) with mean reward p;; < pj« —4-
112 s+1)
225

Claim (iii): Recall that 9]( = E [5}7)}. Let ]-"]-(r_l) collect all the history infor-
mation by the end of epoch r — 1, i.e., collecting the pulled Level-II arms by Level-I

will not be in A
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arm j, their rewards, and the injected noise. Then, 0]@

o - B

- efei 157

can be rewritten as

_ 1 1)
—]EIE’A(r>-EM]Z|f
J ZGA
- (5.58)
1)
- E |k Z]E[y]ll]-"r d
‘ j zeA
= E |5 Z P‘J,
Aj 16A
The upper bound of 6]@ is trivial to prove as we have
( ) 1 1 _
= T Z .ujz <E T Z V}l* = Hj,i*
‘A zeA ‘Aj IGA
The proof of the lower bound of 9]@ uses claim (ii). We have
(r) _ 1
9]‘ = E ‘A(r) Z ﬂ]z
] 16.,4}
1 1 1
> E ‘A(r) | Z(r) (.uj,i* 4 5712 22(7—1)>
] 1€Aj
1 1
= M 8- 27 48 €22
O
Proof of Lemma 21: When r > v;;, we have 4 - % +12- 6;2, <4. 2,}7 +12- eleﬂ =
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Al@. Then, we have p;; = pj; — Afj) < pjie—4- 21—, —12- 22, From c%a)lm (ii) in

Lemma 20, we know that Level-II arm (j,7) with a mean reward gap Ai
be in A](Hl). O

will not

Proof of Lemma 22: In certain steps during the proof, we use claim (iii) in Lemma 20

and Hoeffding’s inequality. We have

P {0}

r

= 121j§4<]1){7)<”]1*_2 8-y —48- 22’}+P{A()>y“*+8 }>
1

50 YT B OO
121,62,4]1){ < pji—2-8 21 18— &N, }

IA

-~

(¢1)

1
+ oy ZIP{ >>W+8 EW,N-(”}
I=1jeA_ 2 / /

CEEA )RR

l 1jeA 1jeA
<0 (ﬁ), Lemma 12 and Lemma 19
(5.59)
We now upper-bound term (7). We have
(gl) =P é\]()<‘u]1*_2 8- __48 221/ / }
(1) 48~ gll)
< PLOY <y —2-8-5-48- Ly, y]l* 84— 2 <0 <H]',i*}
) ~ o 1
< {5’ <6 -85}
< e—‘A](”)-2log(1<:r)-221~64~§
1
< O(wn)
(5.60)
Similarly, we have
@) = P{8" 2 +8 150 N}
l l
< PO > pe+8- 0 e -8 3 -2 <ol <y 560
< p{g 200 15 1) '
< o(p)
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The first inequalities in (5.60) and (5.61) use claim (iii) in Lemma 20. The last in-
equalities in (5.60) and (5.61) use Hoeffding’s inequality. Note that 5](1) is the empir-

ical mean of ‘A](l)‘ -210og(KT) - 2% observations with each observation in [0,1]. [

Proof of Lemma 23: From (5.9), we know that with probability at most O < AT ) we

have ‘ Zj ‘ > 61056(KT) > 41n(KT) . Note that Z( ) Lap <W) Then, taking a union
bound over all Level-I arms and over all the epochs concludes the proof. O

Proof of Lemma 24: There are two steps needed to complete the proof. We first
prove that the best Level-I arm j* is will not be eliminated by the end of epoch
r if events V(") and A'(") are both true. We prove this argument by using contra-
diction. Then, we prove that a sub-optimal Level-I arm j with a mean reward gap
Aj will not be in AU+ when r > Aj, and events V() and N'(") are both true.

Step 1:

Recall that j* = argmax ;. Suppose that Learner eliminates j* in an epoch
jeA

s < rand events V(") and N'(") are both true. Also, recall that according to (5.8),

Learner will only eliminate Level-I arm j* € A®®) in epoch s if

g .8. 1 L1 6log(KT) As) o 1 6log(KT)
6]* +2 8 s +48 €025 + G)A](i) 6 < ]/Iéljé) (9/ 8 s N A]</S> «L(S>>

If events V") and N'() are both true, for the best Level-I arm j*, we have

8) 0.8, 1 4 4g. 1 6log(KT)
0. +2-8 5 +48- =+ VRN

(s)
_ 5) Z_ 1 6log(KT)
— (9 ’A ) +2 8 25 +48 €225 + E‘A(i) -L(S)
z

_ (als) e, 1 1 ) i 61log(KT)
frnd (6]* +2 8 2s +48 €_225 + (‘A](i) ~L(S> + 6’./4}(? -L(S)

(5.62)

The last inequality in (5.62) uses the fact that if event V(") is true, we have 5( °) +2-

8- 5 +48- > pje v, and if event V(") is true, we have Z(*) + 61%(”) > 0.

225

Let j(s)* € arg max 9-15) —8- 4 — 6log(KT) ) 1f avents V() and N'(") are both
j’GA(5> 2 € A](-/S) L6
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true, simultaneously, we also have

(s) |,
A]'(S)* L)
Z(s)
_ </9‘(s) —8-l) + j&x  6log(KT) (5.63)
jo z A e e A® |
](s)* ](5)*
< K e

The last inequality in (5.63) uses the fact that if event V(") is true, we have §(<S ))* -

] S
8- & < 1. », and if event N'(") is true, we have zle) _ ClogKT) ¢
2 JE (o) €

The arguments of (5.62) and (5.63) together imply that the best Level-I arm j*
has no chance to be eliminated in epoch s < r, which yields a contradiction.

Step 2: As we have shown that j* will not be eliminated, we now show that
a sub-optimal Level-I arm with a mean reward gap A; will not be in AU+ when
r > Aj,and both events V(") and (") are true.

If events V") and N'(") are both true, for a sub-optimal Level-Iarm j € A1) we

have ") 6log(KT)
A(r 8.1 .1 °8
6] +2 8 o7 +48 €.22r + G‘A](r) L(")
(r)
_ (a9 A" )28 1qag. 1, 4 SloskD
_ (9]' A >+2 Syt et T

~

Z(r)
9.7’) +2.8. % + 48 . eéZV + ( r]) + 610%§KT()r)
e 4710 T e AP L (5.64)

(
]
6log(KT
< (e +8-3)+2:8: 2,+48 §2r+2 —(Zgg\ng
@)
6log(KT
< pye+54 (3 + )
< W+ g0 4

The first inequality in (5.64) uses the fact that if event V() is true, we have 5]@ <

(r) < 610g€(KT)

Wi+ 8- %, and if event N'(") is true, we have Z } . The last inequality

A.
uses the fact that % + ;2, < 2%] + 62+A] < ﬁ, when r > /\]-.

If events V") and A(") are both true, simultaneously, for the best Level-I arm
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j*, we also have

. _9..1 o1 .1  6log(KT)  6log(KT)
> (H]*,z* 2-8-5 —48 ) 8- . ,4}(;) L0 e.‘A](;)J,L(r)

> Py — 208 % —48- eézr -8 % N e.z(igﬁ%?zﬂ N e~261<1>(§1<1<TT)?22r (569
= e —3-8-F —48- fr —2. B0

> pjeie =54 (F + 2y )

S S e REAY

= Witz 4

which indicates that the sub-optimal Level-I arm j € A\ {j*} will be eliminated
by the end of epoch r when r > A;. The first inequality in (5.65) uses the fact that
if event V") is true, we have @J(:) > i e —2-8- % — 48 - ﬁ, and if event N'(7) is
true, we have Z(r) > —ML(KT). O

* €
Proof of Lemma 25: All T rounds can be divided into at most log(T) epochs. Let
T, + 1 be the first round of epoch 7, i.e., allrounds t € {t, + 1,7 +2,...,T,41} are

in epoch r. Note that each active Level-II arm will be pulled exactly 2log(KT) - 22
times in epoch r. We set 71 = 0. We have



LHS in (5.51)
T
N tgllE A{(Je 1) = (,i")} - 4;

IN

r:l t:Tr+1
[Af] Tr+1 ..
CE| Y {( L) = (i)} -4
r=1 t=7+1
log(T) Tri1 ..
+ X E| Y {(,I)= (i)} -4
I’:[/\j]-‘rl t=1+1
A/ log(T)
Y 2log(KT)-2*-A;j+ Y E
r—1 r:f/\ﬂ—i—l
( {1 &) 1 (KT)}) log(T)
O (max { =8, =& + ) E
/ r=[A;1+1

log(T) T .
E| ¥ 1{(]t11t):(]f1*)}]'Af

IN

Tr+1

IN

t=1+1

Tr+1

IN

t=7+1

Y H{Uul) = (i)}

155

j

Y, 1{(Uul) = (j,i*)}] A

J/

-~

(@)

(5.66)

Then we decompose term ({) in (5.66) based on events V=1, A'("=1) and their

complementary events. We have

log(T) [ Tr+1 o
@ = X E| ¥ ()= (],l*)}] 4,
r=[Aj]+1 [t=T+1

log(T) T,
< % E| ¥ {0l = (i) VNI g
r= ’—/\]1 +1 t=T+1 ~— ~
| =0, Lemma 24
log(T) [ T . log(T) Tr+1 -
+ E| Y 1{veula+ Y B[ L 1{NCT} g,
r= Dt]] +1 | t=T+1 r= [/\j]-f—l t=7+1
SO(%),‘{emma 22 SO(%),Lemma 23
< o(3)
(5.67)
By plugging the upper bound of () into (5.66), we conclude the proof. O]

Proof of Lemma 26: All T rounds can be divided into at most log(T) epochs. Let
T, + 1 be the first round when epoch r starts. This implies that all rounds t €

{t+1,%+2,...,7.41} are in epoch r and each active Level-II arm will be pulled
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exactly 21og(KT) - 2% times. We set 7; = 0. We have

, I (i ()
LHSin (5.52) = EllE[l{(]t,It)—(Jﬂ)}]'(Ai +Af>

log(T) Tr41 . (i)
< L E| L 1{Uul) =G| - (a7 +a)
r=1 t=1+1
log(T) [ Tr+1 T ()
< Y Bl Y {00 =i} ] 2 max{al, )
r=1 t=1,+1 ]

-~

()
(5.68)
We decompose term (77) based on events 5]-(7_1), N}-(r_l), V=1 and N1 and
their complementary events. We have

(n) < w
lOg(T) [ Tr+1 W ()
+ Y E| Y 1{<Jt,1t)=<j,i),N]. } 2-max{a), A}
¥r:1 Lt=T+1 y
SO(%),LemmaN
log(T) [ T =1 ()
+ Y E| Y 1{(]t,It):(j,i),5]. } -2-max{A/,A]~}
\r:l Lt=T+1
<0(L ,Iemma 12
log(T) [ = - (K) (5.69)
r+1 = ()
+ Y E| Y 1{(]t,lt):(],z),V(’_1)}] -2max{A/,A]-}
r=1 Lt=Tr+1 B
§O(%),‘Lremma22
log(T) [ T ()
+ E| Y 1{0u1) = (i), N0} -2-max{a)), A}
\r:l Li=T+1 |
<O(1L), Lemma 23
< w+0<%) ,
where w :=
log(T) T, .
2L E| & 1{( ) =G €NV N <f—1>}] max {7, A}
r=1 t=7+1

We consider two cases to upper bound term (w) based on whether Al(j ) < Ajor
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Ai > A]
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]

Case I: if A; = max {Afj), A-}, we have

(w)

log(T) T
E| ¥ (1) = (j,i),é’j("”,f\/-“‘”,W—U,NU—U}] 2. A
r=1 t=7+1 ]
log(T) T,
S| Y I{Ut,lt)Z(J',i),V("l),/\/(’—l)}] 2

r=1 t=7,+1

[A4] T

E| L 1{(n) = (), VNI 2
r=1 t=1+1

log(T) Tr+

L OE| Y 1{0uh) = (i) VNI 20,

r= I_/\]-I +1 t=1+1

=0, L;rgma 24
[A;]
2log(KT)-2*"-2-A;j+0
=1
0 (max {logg(T), log(KT) })

j €

log(KT) log(KT)
0) (max {max Aj,Afj)}/ e }) .

(5.70)
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Case II: if Al@ = max {Aj} , Al@, we have

log(T) T ;
@ = £ E| £ 1{0nl)= (i, "NV N0 20D
r=1 t=1+1 J ]
log(T) T, ;
< Y E| L {0 1) =G, N ]2 a))
r=1 t=1+1 J 4
[ Tr1 . ()
< E| ¥ 1{(Uul)= (1)} -2-4
r=1 t=1,+1
log(T) T, ;
+ ¥ E| L 1{(]t,It):(]_,i>,8-(r—1),./\/-'(7’—1)} 24
=[]+ |t=wrl ] —

=0, Lemma 21

',i] '
_ﬁl 21og(KT) 2% -2 AV

v
X
_ 0 (max {loi((I;T)’ log(eKT) })

_ log(KT) log(KT)
O (max {max{Aj,AEj)}' c }) .

(5.71)

5.7.4 Additional experimental results

Table 5.1: Mean reward setting with 5 Level-II arms

Level-Ilarm 1 | Level-Il arms 2 to 3 | Level-Il arms 4 to 5

Level-larm 1 | 0.90 0.65 0.40
Level-Ilarm 2 | 0.65 0.40 0.15
Level-Iarm 3 | 0.65 0.40 0.15

Level-larm 4 | 0.65 0.40 0.15
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Table 5.2: Mean reward setting with 9 Level-II arms

Level-Illarm 1 | Level-Il arms 2 to 5 | Level-II arms 6 to 9
Level-Iarm 1 | 0.90 0.65 0.40
Level-Tarm 2 | 0.65 0.40 0.15
Level-Iarm 3 | 0.65 0.40 0.15
Level-I arm 4 | 0.65 0.40 0.15

Table 5.3: Mean reward setting with 13 Level-II arms

Level-Illarm 1 | Level-Il arms 2 to 7 | Level-Il arms 8 to 13
Level-Tarm 1 | 0.90 0.65 0.40
Level-I arm 2 | 0.65 0.40 0.15
Level-Iarm 3 | 0.65 0.40 0.15
Level-Iarm 4 | 0.65 0.40 0.15

We consider a setting where the number of Level-I arms is m = 4 and the num-
ber of Level-II arms associated with each Level-I arm is k = 5,9,13. The mean
rewards with different number of Level-II arms are shown in Table 5.1,Table 5.2,
and Table 5.3. Note that in all these three mean reward settings, we have A; = 0.25.
()

For half of the Level-II arms, we set A ;

AY = 05.

The first experiment is to see the performance comparison when we set a very

= 0.25 and for the remaining half, we set

small €, e.g.,, ¢ = 0.1. Figure 5.5 shows the experimental results when we set
€ = 0.1. Note that in this setting, the value of € is smaller than A; and AZ(] ) The

second experiment is the case where we set € = 0.25. In this setting, almost half
of the Level-II arms have mean reward gaps Al(] )
()
i

the experimental results when € = 0.25. The third experiment is the case where we

that are equal to € while for the

remaining half, their mean reward gaps A;’’ are greater than €. Figure 5.6 shows

set € = 0.5. In this setting, almost half of the Level-II arms have mean reward gaps
()
i

are smaller than €. Figure 5.7 shows the experimental results when € = 0.5. The

Afj ) that are equal to € while for the remaining half, their mean reward gaps A

fourth experiment is to see the performance comparison when we set a very large
€, e.g., € = 1. Figure 5.8 shows the experimental results when € = 1. In all these
experiments, we can see that the regret grows linearly as the number of Level-II

arms increases.
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Figure 5.5: € = 0.1 and the impact of k: k = 5,9,13
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Figure 5.6: € = 0.25 and the impact of k: k = 5,9,13
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Figure 5.7: € = 0.5 and the impact of k: k = 5,9,13
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Figure 5.8: € = 1.0 and the impact of k: k = 5,9,13
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Chapter 6

Differentially Private Graphical
Bandits

This chapter addresses the differentially private version of the learning problem
that has been presented in Section 3.2, i.e., the differentially private stochastic
multi-armed bandit problem with undirected feedback graphs. In this chapter,
we also provide our own understanding of how to devise efficient differentially

private online learning algorithms in a stochastic environment.

6.1 Introduction

In Section 3.1, we have presented why we are interested in investigating learn-
ing algorithms for graphical bandits and in Section 4.1, we have presented why
differentially private online learning such as private bandits and private full infor-
mation setting are attracting consistent attention. In this chapter, we will inves-
tigate a learning problem that is broader than the private bandit setting and the
full information setting, which is differentially private graphical bandits. Note that
differentially private graphical bandits can also be viewed as a private version of
the learning problem that has been presented in Chapter 3. So far, to the best of
our knowledge, there is no prior work investigating this learning problem either
under stochastic rewards or adversarial rewards.

The key difficulty in having a good private algorithm for graphical bandits is
the control of the /1-sensitivity of the algorithm that computes the empirical means

and meanwhile maintaining a good exploration-vs-exploitation balance. For both
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the private bandit setting and the full information setting, we do not have this is-
sue due to the fact that in each round, either 1 observation or K observations is
revealed, i.e., a fixed amount of observations are obtained in each round. How-
ever, in graphical bandits, the number of observations revealed can be any num-
ber between 1 and K, depending on the pulled arm and the feedback model. In
Section 6.3, we will discuss in detail why the changing number of observations
make it non-trivial to design efficient learning algorithms for differentially private
graphical bandits.

In this chapter, we present a novel UCB-based algorithm, DP-UCB-N, for dif-
ferentially private graphical bandits with undirected feedback graphs. Our algo-
rithm relies on a specific clique covering C as input, and obtains a regret bound
which is linear in the size of the given clique covering C up to logarithmic fac-
tors both for the leading and constant terms, i.e., an O . Y —mii%{(AiJnTi} )

1<i<|Cl:AMN >0 i
regret bound, where A™" indicates the minimum mean reward gap among all sub-
optimal arms within a clique C; € C. The high-level idea behind DP-UCB-N is to
let Learner run Anytime-time-UCB over a set of cliques instead of over arms di-
rectly, and each clique runs a modified version of RNM that has been presented
in Section 2.5 and Subsection 4.5.1. By using this combination, the goals of con-
trolling the sensitivity and balancing exploration-vs-exploitation can be achieved

simultaneously.

6.2 Learning Problem

In this section, we first recap the learning problem of stochastic graphical bandits
and then we present the definition of differentially private graphical bandits.

6.2.1 Stochastic Graphical Bandits

We consider a stochastic multi-armed bandit problem with an undirected feed-
back graph. In this game, we have a fixed arm set .A with size K, a stochastic
environment, and an undirected graph G = (A, £) representing all the feedback
relationships among all arms in A. At the beginning of round ¢, the environment
generates random rewards X;(t) € [0,1] for all j € A independently from fixed
but unknown distributions. Simultaneously, Learner pulls an arm J; € A.
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Graph G = (A, £) denotes the feedback relationships over arm set .4. An edge
{i,j} € &€ means that Learner can get an observation of arm j when pulling arm
i, and vice versa. Note that pulling arm i always lets Learner observe the reward
of arm i itself, i.e., G includes self-loops. We assume that graph G does not vary
over time. For an arm j € A, let set V; collect all arm j’s neighbouring nodes in
G including arm j itself. At the end of round t, Learner obtains a reward X, (t)
and observes the reward of each arm in Nj,. The goal of Learner is to pull arms
sequentially to accumulate as much reward as possible over T rounds.

Lety;:=E [X]- (t)] be the mean reward of arm j. We assume that the first arm is
the unique best arm, i.e., u1 > p;, Vj # 1. Let Aj := p1 — pj be the mean reward gap
between arm j and the best arm. To measure the quality of our learning algorithms,
we use the (pseudo-)regret R(T), which is defined as

T
R(T)=E |)_ i — y]t] : (6.1)
t=1

6.2.2 Differential Privacy

Different from the definitions that have been shown in Definitions 4 and 5, for dif-
ferentially private graphical bandits, the feedback graph also impacts the decisions
made by Learner. Therefore, we present a generalized version of Definition 4 for
fitting differentially private graphical bandits. Let us say X;.7 and X, are neigh-

bouring reward sequences such that they differ in at most one reward vector.

Definition 6 (Differential Privacy). An algorithm I1 is e-differentially private if for any
two neighbouring reward sequences Xq.t and X{.7, for any set D of decisions made from
round 1 to T, for any feedback graph G, it holds that

P {I1(Xy.r,G) € D} < ¢ -P {I1(X}.;,G) € D} . (6.2)

Several remarks are in order for Definition 6. If G only contains isolated nodes,
ie, & = {{i,i} :i € A}, then the differentially private graphical bandits setting
boils down to the differentially private bandit setting and Section 4.4 has presented
an optimal UCB-based algorithm, Anytime-Lazy-UCB (Algorithm 8), for this spe-
cial case. If G is a complete graph, i.e, € = {{i,j} : i,j € A}, then the differentially
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private graphical bandit setting boils down to the differentially private full infor-
mation setting and Section 4.5 has presented a good learning algorithm, FITNL
(Algorithm 10), for this special case.

6.3 Discussion

So far, to the best of our knowledge, there does not exist any work on investigat-
ing the learning problems of differentially private graphical bandits either with
stochastic rewards or adversarial rewards.

The challenge to design a good differentially private learning algorithm for
stochastic graphical bandits is brought by the changing number of observations
revealed in each round. The varying number of observations revealed over time
makes it difficult to decide the needed noise level to have an e-differentially private
learning algorithm.

In the differentially private online learning, particularly, the settings where
both exploration and exploitation exist, we need to maintain a proper trade-off
from two perspectives. The first trade-off is the one between exploration and ex-
ploitation (accumulating reward vs gaining information). The second trade-off is
the one between a privacy guarantee and a regret guarantee. Intuitively, the more
information revealed, the harder to satisfy the privacy requirement. Suppose the
following extreme case. If we do not disclose any information, then there is no
privacy concern. However, Learner has no chance to maintain the exploration-vs-
exploitation trade-off. Consequentially, it is not surprising that Learner will suffer
a regret that is linear in T.

Recall the two differentially private online learning settings that have been dis-
cussed in Chapter 4, the private bandit setting and the private full information
setting. They both have the property that the number of observations obtained in
each round t is fixed. This property plays an important role to decide the needed
noise to have e-differentially private learning algorithms.

In the differentially private stochastic bandit setting, by using the ideas of lazi-
ness and forgetfulness, since only one reward is revealed, the /1-sensitivity for the
composed algorithm that computes the empirical mean of all arms is 1. Note that
the single change of any reward vector can only impact the empirical mean of one

arm once. From Definition 3, we know that we only need to inject a noise drawn
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from Lap (%) to each arm’s observations.

In the differentially private full information setting with stochastic rewards,
recall that exploration is not needed as the reward vector (K observations) can be
seen in each round. By using Report Noisy Max (shown in Section 2.5), we also
only need to inject a noise variable drawn from Lap <%> . Although K observations
are revealed, the presented algorithm for full information game, Algorithm 10,
still has a regret bound that is logarithmic in K for the term involving privacy
parameter €. We can say that in these two cases, we inject the minimum amount of
noise.

However, in graphical bandits setting, the number of observations revealed at
the end of each round is changing over time. It can be any value between 1 and K,
depending on the out-degree of the pulled arm (the number of outgoing edges of
the pulled arm). Take the undirected feedback graph shown in Figure 6.1 for ex-
ample. In round s, if arm 4 is pulled, i.e., Js = 4, then Learner obtains observations
from arms {4,5,7}. Inround ¢/, if arm 6 is pulled, i.e., J¢ = 6, then Learner obtains
observations from arms {6,1,2,7}. Note that Learner can obtain an observation
of arm 7 if an arm from {3,4,5,6,7} is pulled. Therefore, how can we decide the
amount of noise needed for the observations of arm 7?

We can always use a safe but naive strategy which is injecting a noise drawn
from Lap (%) to each arm’s obtained observations. Note that this naive strategy
does not leverage the feedback graph to decide the noise level at all. Then, from
the standard composition theorem that €’s can be added up (Theorem 7), we know
that the learning algorithm that computes the empirical means is e-differentially
private. It is not surprising to see that this naive strategy will result in a very
sub-optimal regret bound, as the injected noise is much more than Lap (%) A
better strategy is to inject a noise drawn from Lap (%), where m; = max W
is the maximum degree among all the neighbouring nodes of arm j. Intuit]ively,
this strategy will have a better regret bound than the naive strategy, as m; < K.
However, the injected noise is still more than Lap <%> .

In order to have a differentially private learning algorithm with a good theoret-
ical guarantee, ideally, we only want to inject a noise drawn from Lap (%) up toa
universal constant. Recall that for the regret bounds of private bandit setting and

Klog(T)

full information setting, the terms involving € are O (T) (Theorem 14) and

O ( @) (Theorem 19), respectively. Motivated by the regret bound of UCB-NE
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that has been shown in Section 3.4, we would like the regret bound for the privacy

log(|C|-T)
€

term takes the formof O | ). ), which does not depend on K.

Since graphical banditsclfe in between the bandit setting and the full informa-
tion setting, a natural question is: is it possible to use the techniques that have
been used to design the optimal differentially private bandit learning algorithm
and full information algorithm to devise a good learning algorithm for differen-
tially private graphical bandits?

(o~

Figure 6.1: Undirected Feedback Graph

6.4 Differentially Private Algorithm

By leveraging the ideas shown in Sections 4.4 and 4.5, we can devise a good learn-
ing algorithm for differentially private graphical bandits for which the term in-
volving € in the regret bound can be much better than O(K) for some feedback
graphs.

In this section, we first present a differentially private learning algorithm for
graphical bandits: DP-UCB-N. Then, we present privacy and regret analysis for
DP-UCB-N. It is important to note that DP-UCB-N relies on a specific clique cov-

ering C as input.



167

6.4.1 DP-UCB-N

The high-level idea behind DP-UCB-N is to let Learner run private UCB (Anytime-
Lazy-UCB) over a set of cliques instead of over all arms. To help Learner achieve
the tradeoff between exploration and exploitation, we use the “information mini-
mization principle” [16], by letting each clique only disclose the highest differen-
tially private empirical mean and its arm ID. For each clique, it runs a modified
version of RNM that has been introduced in Section 2.5. More specifically, each
clique returns a tuple with two attributes. The first attribute is the arm ID with the
highest differentially private empirical mean. The second attribute is the highest
differentially private empirical mean.

Note that in graphical bandits, the exploration-vs-exploitation trade-off is still
needed to be maintained for most of the cases. We can view how to achieve this
trade-off from two perspectives. Returning the highest differentially private em-
pirical mean helps Learner to construct the upper confidence bound, to achieve
the exploration-vs-exploitation trade-off at a clique-level. Returning the arm ID
with the highest differentially private empirical mean is to help Learner to do pure
exploitation within a clique. Note that the information of all the remaining arms
within the clique other than the disclosed arm are hidden to Learner.

Before presenting the learning algorithm, let us have some notations and defi-
nitions first. Let C be the input clique covering of graph G which is a set of cliques
that cover all nodes in G. Let C; € C be a clique. We choose a clique covering C
such that there is no overlapping nodes among cliques. Let 8(G) = |C| be the size
of the clique covering C, i.e., the number of cliques covering all nodes in graph G.

As we will still use the ideas of forgetfulness and laziness that have been pre-
sented in Section 4.4.1, let O;(t — 1) be the effective number of observations by the
end of round t — 1 of arm j. The effective number of observations is not the same
as the total number of observations for a specific arm j. The effective number
of observations is the amount of observations that have been used to compute

the differentially private empirical mean PN‘j,Oj(t—l) 1= ﬁj,oj(t—l) + %, where
]

Zj ~ Lap (ﬁ) That is also to say, the number of effective observations doubles
every time when computing the differentially private empirical mean.

Let i*(t — 1) < arg max ﬁ]-/oj(t,l) be the arm within clique C; that has the high-
JeCi
est differentially private empirical mean by the end of round ¢t — 1. It is impor-

tant to note that, just as have mentioned in Section 2.5, Report Noisy max (RNM)
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must take fresh observations as input, i.e., reusing observations is not allowed. Let
(i* (t—1), ﬁi*(t—l),O,-m,l)(t—l)) indicates a tuple reported from clique C; by the end
of round t — 1.

Algorithm 14 presents the learning algorithm in detail. For the initialization,
for each clique, we choose one arm and pull it once to have an observation for all
the arms within the clique. Then, we inject a noise drawn from Lap (ﬁ) to each
arm’s observation. Each clique reports a tuple (i*, ji;« 1) with the first attribute indi-
cating the arm within clique C; that has the highest differentially private empirical
mean and the second attribute in the tuple indicating the highest differentially pri-
vate empirical mean itself. Note that in Section 2.5, we have presented the ideas
about why we need to inject a noise drawn from Lap <01@> .

After the initialization phase, we have tuples (i*, ji;- 1) returned by each clique.
For rounds t = B(G) 4+ 1,B(G) +2,..., Learner first constructs the upper con-
tidence bounds based on all the reported differentially private empirical means
from each clique. That is also to say, for clique C;, Learner constructs the upper
confidence bound 7 (t) as

() = T 3log (ICi| 1) , _6log(|Cil 1)
Fill) = B (=00 -y =1 \/ Ot 1) T Oy (-1

Learner first locates the clique Cj, with the highest upper confidence bound,

i.e., Cj, € argmaxji(f). Then, Learner pulls the arm that has been reported by the
C;eC
located clique, i.e., it pulls arm J; « I (t —1).

It is important to note that for each clique, only the highest differentially pri-
vate empirical mean can be seen by Learner. The remaining differentially private
empirical means are still hidden. This satisfies the principle of information min-
imization. After pulling arm J; < I/ (t — 1), Learner gets an observation for all
arms in clique Cj,.

6.4.2 Privacy and Regret Guarantees

In this subsection, we present privacy and regret guarantees for DP-UCB-N.
Theorem 23. Algorithm 14 preserves e-differential privacy.

Proof sketch of Theorem 23: Let us say that the reward vector in round ¢ are different

between X;.1 and X].;. Fix a sequence of noise variables. It is not hard to see that
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Algorithm 14 DP-UCB-N

1: Input: An arm set A, undirected feedback graph G, a clique covering C, and

privacy parameter € ;

2: Initialization: For each clique C; € C, do the following:

Select one arm and pull it once ;
Set O]- +—1foralljeC;; % the effective number of observations

Inject a noise drawn from Lap (ﬁ) to each arm j’s observation ;

Report a tuple (i*, i 0., ) ;
Setr; < 0; % epoch index at clique-level
Set N; < 1forallj € C;; % global counter

3 fort =|C|+1,|C|+2,... do

4.

10:
11:
12:

13:

14:
15:

16:

Learner locates the index of the clique with the highest upper confidence
bound based on (6.3), i.e., setting I; <— arg max;(t) ;
1<i<|c|
Learner pulls the arm reported by clique Cj,, the arm with the highest differ-
entially private empirical mean within clique Cy,, i.e., pulling J; < I} ;
forj € Cj, do
SetNj «+ N;+1; % increment global counter
rlt—i—l
if N; = ZO 2" then
r=

O; « 2r % Update the number of effective observations
end if
end for
if Oj, = 2"+ then
for j € Cj, do

Inject a fresh noise variable drawn from Lap (Olﬁ) to all these O; obser-

vations ;
Update the differentially private empirical mean o, ;
end for
Clique Cj, reports a tuple (I;", 171?,0,*)/ where I} < argmaxi;o, ;
t .
JeCy,
Set r <1+ 1.
end if

17: end for
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the information (including the located cliques and the pulled arms) from round 1
to t (including round t) are the same whether taking Xj.7 or X}.; as input. Let us
say Iy = It’ = 1, where It’ indicates the index of the located clique in round ¢ when
taking X7.; as input. Note that the reward vector in round t may only impact the
statistics of all arms within the located clique in round ¢, i.e., clique C;.

Let typ > t the round at the end of which clique C; will report a new tuple.
Since X114, = X L1, o WE know that the decisions made from round t + 1 to tg
(including round ty) are the same whether taking Xj.7 or X{. as input.

The decisions made from round t( 4 1 may start to diverge between taking X;.1
and X/.; as input. We now show that even if from round ¢y + 1, the decisions are
almost the same by using the Laplace mechanism (Definition 3.3 in [16]). As a noise
variable drawn from Lap (ﬁ) is injected to the obtained observations of each
arm j € C;, from Theorem 3.6 [16] that Laplace mechanism preserves e-differential
privacy and Claim 3.9 that the Report Noisy Max is e-differentially private [16], we
know that the reported arm by clique C; at the end of ¢ is almost the same whether
taking Xj.7 or X].; as input. Also, the differentilly private empirical mean of the
reported arm is almost the same whether taking X;.1 or X}.; as input.

Since the reward vector in round t cannot impact the statistics of arms other
than those in clique C;, and even for arms in clique C;, Learner can only see the
statistics of the arm with the highest differentially private empirical mean, the de-
cisions made from round ty + 1 are exactly the same conditioned on that the im-
pacted clique outputs the same arm and the same differentially private empirical
mean of that arm. O

We now present a regret bound for Algorithm 14. Let AM" = éniAn . Aj be the
jeli: j>

minimum mean reward gap among all sub-optimal arms in clique C;.
Theorem 24. The regret of Algorithm 14 is at most

log (|G| - T)

© min { AM", e}

1<i<|c|

Several remarks on are in order for Algorithm 14 and Theorem 24.

1. Both the leading and constant terms are linear in the size of clique covering

C up to logarithmic factors ;
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2. When setting € — oo, the differentially private graphical bandits setting will
be the non-private graphical bandit setting that has been studied in Chap-
ter 3. However, for each clique, the regret bound shown in Theorem 24 will

be O (bgg#) instead of the O (%) bound that is shown in

Theorem 9. The improvement comes from a more refined analysis that is

presented in Appendix 6.6.2. Note that A" := max Aj is the maximum
Jebi

mean reward gap among all sub-optimal arms in clique C;.

6.5 Conclusion and Future Work

In this section, we discuss more about differentially private graphical bandits. One
of the downsides of Algorithm 14, DP-UCB-N, is that it relies on a specific clique
covering C as input, and the regret bound only holds for the input clique covering.
There may be computational issue. However, for the non-private graphical bandit
setting, Algorithm 5, UCB-NE, does not rely on C as input, and thus the regret
bound holds for all the possible clique coverings and there is no computational
issue. A natural question is: is it possible to have a private learning algorithm
for graphical bandits that does not rely on C as input? That is also to say, is
there any computationally efficient learning algorithm for differentially private
graphical bandits?

Before answering this question, let us briefly summarize why DP-UCB-N suc-
ceeds to tackle the challenge that has been discussed in Section 6.3. Briefly, DP-
UCB-N runs a private learning algorithm over a set of cliques, and each clique runs
Follow-the-Noisy-Leader and returns a tuple with two attributes to help Learner
to achieve the exploration-vs-exploitation trade-off. This combination makes the
learning algorithm have a lower and unchanged /;-sensitivity. Even if a reward
vector is changed, it can only impact the statistics of at most one clique regardless
of how many arms are covered by that clique. That is also to say, the degrees of the
nodes of the graph cannot impact the /1-sensitivity directly.

In contrast, if we run a private algorithm directly over the arm set, when chang-
ing a reward vector, the number of impacted arms highly depends on the degrees
of the nodes of the graph. Therefore, our conjecture is that a good private learning
algorithm for graphical bandits requires Learner not to run a private algorithm directly
over the arm set. Instead, Learner can run a private algorithm over groups that cover all
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arms. For DP-UCB-N, each clique can be viewed as a group.

Now, to answer the aforementioned question, we only need to find a computa-
tionally efficient way to form groups that cover all the arms. Ideally, the number
of groups is linear in the independence number, another important quantity of
the graph. Fortunately, by modifying the idea of ALPHASAMPLE in [14], we
can form groups in an efficient way. Then, Learner can run a private learning al-
gorithm over these formed groups, and each group runs a similar algorithm to
FTNL. However, by using the idea of ALPHASAMPLE, an extra log(K) factor is
expected in the regret bound.

6.6 Appendix of this Chapter

The organization of this appendix is as follows:

6.6.1 - Proofs of Theorem 23 ;

6.6.2 - Proofs of Theorem 24 .

To prove Theorem 24, we use the following fact.
Fact 1. (Fact 3.7 in [16]). If Y ~ Lap(b), for any 0 < § < 1, we have

]P{\Y|>ln(%>-b}:(5 . (6.4)

6.6.1 Proofs of Theorem 23

Proof of Theorem 23: Let Xq.1 be the original sequence of reward vectors and X/ . be
an arbitrary neighbouring sequence of reward vectors of Xj.r such that X;.r and
X{.p differ in round ¢ at most. Let Dy.7 be a sequence of decisions made from round
1 to round T when taking Xj.7 as input and let D].; be a sequence of decisions
made when taking X} . as input.

We claim that for any ¢1.7 € AT, we have

P {Dy.r = ov.7 | X1.7,G} < e -P{Di.r = .7 | X1.7, G} . (6.5)

As G is fixed, we drop G during the proof. Since Xj.7 and X}.; only differs in

round ¢, the arms pulled up to round ¢ (including round t) has the same distribu-
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tion under either of Xy.1 or X} ;. That is also to say, for any j € A, we have

P{Ji =j,Dit =014 | Xi.r} =P {J} =}, D}, = 14 | X{.7} (6.6)

where J] indicates the arm pulled in round ¢ when taking X/ ; as input.
The LHS of (6.5) can be rewritten as

P {Dy.r = ov.7 | X1}
= .ZA]P {Jt = j, D1t = o1t | Xu.r} P{Dyyrr = 0pyvr | Jo = j, D1y = 01, Xuor} -
IS ~~

o

(6.7)
Similarly, we have

P {Di:T =0T | Xi:T}
= ,ZA]P {]1{ = Di:t = 01t | Xi:T} P {D;+1:T = Ot4+1.T | ]t/ =] D{:t = O1:ty Xi:T}-
j€ ~ ~~

“/

(6.8)

By plugging (6.6) into (6.7) and (6.8), we only need to analyze the relationships
between « and &’ in (6.7) and (6.8).

Let tg > t be the first round such that, at the end of round ¢, the differentially
private empirical means of all arms in clique C;, will be updated and a new tu-
ple (I:(to),ﬁlt*(to)lolz“(to)(to)> will be reported. Note that ty is random. Similarly,
let t, > t be the first round such that, at the end of round ¢{, the differentially

private empirical means of all arms in clique Cy; will be updated and a new tuple

(I (), T I )0y fé)) will be reported. Note that Cy, is clique that covers J{ when
taking X{.; as input.
Forany 1 <i < B(G), we have

P{l;=i| ]t =j, D1t =014, X1:t = 014}

. . (6.9)
— ]P{I/:l | ]t/:]'Di:t:Ulzt/Xi;t:(let}
Forany t <s < T, we have
P{to=s|Ji=j I} =i, D1y = 014, X1t = 014} (6.10)

=P {t6 =S | 11{ = Z/]é = ]"Di:t - al:t/Xi;t - Ul:t}
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We now rewrite « as

& = ][){DszalT|]t:sz1tzalt/X1T}

T B(G
= Plto=s,I; =i =17,D14 =014, X
Szt 121 {to t =1|Jt =j, D1y = o1, X7} 6.11)
P{Dyy1.r = opuer | to =8, It =1, Js = j, D1y = 01, Xur}
B
Similarly, ' can be rewritten as
o = ]P{D/T:‘TlT”f_]'z Dy = o1, Xir}
T B(G
= P{t)=s1 =i =7, = 0.4,
szt 121 { 0 | ]t ] lt 1:t 1T} (6.12)
P{Dj,1.r =01 | o =51 =i, J; = j, D1y = 01, Xi:T}J
13

By plugging (6.9) and (6.10) into (6.11) and (6.12), respectively, we know that
only B and B’ can be different. We now show that < e° - §'.
For B, we have

B = P{Di1r =017 |to=51 =1 =j D1y =01, X117}
= P{Dii14, = Ots14y | to =8, It = i, ]t = j, D1t = 01¢, X1.7}

) ) 6.13
P { Dyy1:7 = Oppt1:7 | to =5, 1t =i, ]t = ], D1y, = 1y, X1:T (6.13)
N ::VM )
5
Similarly, for B/, we have
B = P{D r=0r|ty=sI=i] = 1t =01, Xi.7 }
= ]P{DZ_HH _0t+1t’ | tO =5 I/ =1, ]t _]/ 1,5 —01t1X1T
P Dt’+1T—‘7t’+1T ’ tO_S It =1, ]t =1i,D t/ = Ot X1T
.—M/
7
(6.14)

Note that X;.7 and X}.; only differ in round ¢, and any reward observed in
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round t will not be used in the algorithm’s decision-making until after round ¢

/

i have the same conditional distribution. We
0

and t). Therefore, D}, 1., and D

now show v < ¢€ -7/

As a noise drawn from Lap <01?> is injected to the newly obtained observa-

tions, from Claim 3.9 in [16], for any a € A, we have
P {1} (ty) = a | M} SIP{I{*(t{)) —a M’} 0% (6.15)
Meanwhile, is for any 7 C IR, we also have

P {711 1),011 1) Ot (f0) € T | M, I (t0) =

(6.16)
= F {ﬁlé*(té),oz;*u’o)(té) Oy (o) € T M, I (1) = a} o
By combining (6.15) and (6.16), we have
P {It*(fo) =a, ﬁl;k(to),OI;F(to)(to) +Op (1) (to) € Z'| M}
(6.17)

< e P {It'*(tf)) =4, P00 O (t) €T M'}

*
(1)

As Xpp1.1 = X we have

/
to+1:T”

P {Dto+1:T = 0ipr1.7 | If (to) = 4, ﬁlf(to),Olt*<t0>(t0) Op 1) (to) € I,M}

_ / _ I* e\ = / !/
=P {Dt()—i—lzT = oyt | I () = a, PI (15,0, 0 (1) Opr(tg) €L, M.

6.18
By combining (6.17) and (6.18), we have y < ¢/, which concludes the pr(oof. )
O
6.6.2 Proofs of Theorem 24
Proof of Theorem 24: We first rewrite the regret and have
4 ,
RO = cizelcieci:ZA:po]E t:11 Ur= ]}] Aj (6.19)

7

=:R;(T)
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Let R;(T) be the regret suffered by pulling sub-optimal arms within clique C;
over T rounds. Let us say that the unique best arm is in C;. We now analyze the
regret by pulling any sub-optimal arm in C; € C, i.e., upper bounding R;(t) for all
1<i<|C|.

Before upper bounding the regret, let us introduce some notations first. For

any clique C; € C, let AMN := émAn . Aj indicate the minimum mean reward gap
j€ >

among all sub-optimal arms within clique C; and let rg)alx = {log ( ) )-‘ . For

the proof, to have a refined regret bound analysis, we take two partitions. One
partition is taken over the arms in each clique C; and the other partition is taken
over all T rounds.

For each clique C;, we partition all arms in C into multiple groups based on the
mean reward gaps. Foreach1 <r < rr(n)ax, 1et<I> ={j€Ci:05 <A <05 1 c
C; collect all arms with mean reward gaps between [0.5’, 0.5~1). Note that pulling
any arm in <I>£i) will suffer 0.5" ! regret at most per round.

We also partition all T rounds into multiple phases, and each phase may have
multiple reported tuples. It is important to note that each reported tuple must be

computed based on fresh observations.

(i) ._ _64log(|Gi|-T) () 4() () (@) 40
Let A, = in[0.5%, c057]" Let (do ,dy7,d, "”'drﬁ'{llx'drr%ﬁl) be a sequence
of non-decreasing non-negative integers that partitions all T rounds into multiple
phases. Foreach1 < r < rr(fl)ax, we set dﬁl) = [Iog (Wﬂ. We set d(gl) = 0 and
d(zg) 0= log(T).

rmax

Let Ti(sfl) be the round at the end of which the s-th tuple from clique C; will
be reported. Note that Learner will use the newly reported tuple to construct the
upper confidence bounds for all the rounds until after a new tuple is reported,

i.e., for all rounds in {Ti(sfl) +1, TZ-( b +2,. ( )} Learner will use the tuple

(s—1)

reported by round T; to construct the upper confidence bounds.

Let N;j(t—1) := Z 1{J, € C;} be the total number of pulls of arms in clique
C; by the end of round t -1
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For any clique C; € C, we have

IN
g/
vs|

T .
L {7 (6) = 7y (1), Ni(H) > Ni(t = 1), 3 € @ st = ]}] 0.5

IN
!
!
o
“

I

Ti(s> )
E [ Y1 {ﬁi(t) > 70, (1), Ni(t) > Ni(t —1),3j € ® s.t. ], = j}
t

(6.20)
The first inequality in (6.20) uses the fact pulling any arm in group CIDSi) will suffer
at most 0.5 ! regret per round. The second inequality partitions all T rounds
into multiple intervals based on whether a new tuple will be reported by clique
C; or not. Note that each clique can report at most log(T) tuples during the entire
learning.

We now partition all these log(T) reported tuples further by using the afore-

mentioned non-decreasing non-negative integers (déi), dgi), .., d (2) 1) . We have
B A
R(T) < Y y Y o051
r=1 g=0 s:déi)+1
Tz‘(S) '
E Y. 1 {ﬁi(f) > (1), Ni(t) > Ni(t —1),3j € o st Jy = j}
t:Ti(sfl)_'_l
@ d%
Tmax q+1
< Y Y 25.051
1=0 ol 11
B dph
+ Y Y o571
11 o 41
Ti(S)
E V(8 = 7 (0, Ni(t) > Ni(t = 1), Fj € o sit. i = j}
t T(s71)+1

(. J/

(6.21)
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We now analyze term { in (6.21). We have

¢
[ |
= E| ¥ 1{m0) = m0,NE) > Nt - 1), 3 € @) st )i = j}
=7V 41
s
< E| Y 1{Nj(t)>Ni(t—-1)
t*Ti(S_l)—H
3log(|C;|-t) 6log( |C | t _
maX l/l] O (t 1) + Oj(f—l) + . O Z ;/l }]
]€<1>
ue
< E Y 1< Ni(t) > Ni(t—1), max P‘]zs L+ 3lo%SLC|t n 61(25§L€a|.t) >
_t:Ti<571)+1 ]Ed)
~ 3log(|Cq|t) 6log(|Cq]|-t)
yl/_ol(t_l) + Ol(ffll) + g.ol(til) }]
Ti(s) log(t—1)
< E|l L Y 1{Ni(t) > Ni(t - 1),
_t:Ti(571)+1 hIO
max ey + /S 4 SOEIGI > o[BI SloB L) }]
]€<I>
(6.22)

The second inequality in (6.22) uses the facts that the number of effective observa-
tions for any arm within clique C; is 25-1 for all rounds in {Ti(s_l) +1,..., TZ.(S) },
Slog(|Cu[-t) | 6log(|Gil-H) ~ - 3log(|Cy-t)

and 7ty (t) = max figo,1-1) +\/ o1 T o-1y 2 Froe-n oy Tomy t
6log(|Gy]t)
O1(t=1) -

If the indicator function in the last inequality of (6.22) is true, it implies that at
least one of the followings is true:

3log (ICi[ 1) _ 6log (ICi| - 1)
25—1 6-25_1

Max fi;os-1 — >up —057 (6.23)

]GQD()

3log (|C t 610 Cql -t
\/ 8 | ik ge(.|2;| )sm , (6.24)
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3log (|C;|-t)  6log(|Ci|-t)
2( T B e v > 057 . (6.25)

Let Z](S) ~ Lap (ﬁ) be the noise injected to the 2° observations of arm j. For

inequalities (6.23) and (6.24), we apply the Hoeftding’s inequality and use inequal-

ity (6.4) to upper bound the probability that these events happen. We have

IN

IN

(VAN

- 3log(|C;|-t)  6log(|Ci|-t)
]P{.mamsl P — SR 2 g 05
]€<1>q

y P {ﬁjzs-l _JAo8(GlD) _ 6log(IGlt) 5 0.5q}

2s—1 .ps—1
je@ff) ¢
~ 3log (|G- 6log(|C|-
=P {fpm - /T - G > |
je@,(;)
- z Y 3log([C;['H) _ 6log(|Cyl-
L P {Plj,zsl T = O%EL{' ) - (;gé'sfﬁ‘ > Hj
je@él)
m 3log (IGilt) (s=1) _ 3log (ICGi[t)
) ]I’{]/t]-251— —7 2> M tPqZ ——=——=2>0
. , - j .
jecbf{) 28 V0.5 € -
4 HoeffdingTSrinequality Inequality (6.4)
2/}
(IGil-+)° 626
Similarly, we have
- 3log (|C1]-t) = 6log(|Cq|-t) 2
P \/ < < — . 6.27
{WH T A TS

We now show that (6.25) cannot be true by using contradiction when s —1 >

64log(|C;|-T)

. : i 1 o\t
4. Note that 21 > 2 _ olls(W)] _ Jog<mi“{0~52qf'0'5”}ﬂ > _ 64log (|G| T)

~ min{0.5%,€-0.51}
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We have
) 3log(|C;|-t) 61 G|t
LHSin (6.25) = 2 ( &S ' sl )>
31og( |C| T) 6log(|C;|-T)

< 64log(|C;|-T) + . 641og(|C;|-T)
mln{O 529 ¢.0. 57} min{0.52fi,e-0.5q} (6.28)
3mm{o 52q 0. 54} 6-min{0.5%7,¢-0.57 }

S 64ec

< (\f05f4 4 605q>

< 051 ,

which yields contradiction.
Therefore, we have

(s)

T; log(t—1)
¢ < E| ¥ Y 1{Ni(t) > Ni(t — 1),
tf'fl-(s_l)-l-l h=0
max fijps1 + SIO%ELcli"t) + 61(:;g§|scl‘ > \/W 6log |C1| 1)
jeal)
T log(t—1)
< El Y X I{N(t)>Ni(t-1),
t=2s"141 h=0
max P‘Jz -1+ 310%95"“) + 61°€g§|scl‘ D > g \/W 6log |C1| -t
jea!
T log(t—1)
< Y Y (P{(623)istrue} + P {(6.24)is true})
t=2s"141 h=0
T log(t—1) A
< ¥ r 4
t=2s-141 h=0
L4
< Yt
t=1
< 7

(6.29)
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By plugging the upper bound of ¢ to (6.20), we have

@ d¥ @i d¥
Fmax q+1 Fmax q+1
R(T) < Y Y 25-0574+)y Yy 7-0501
9=0 s:déi)—&-l =1 s:d;i)—&-l
@ a¥
<58 208 (6:30)
q=0 s:d,gi)Jrl

< o gy )
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