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ABSTRACT

Reliable routing using alternate paths is investigated in this dissertation. We propose 

precalculated alternate paths as a method 6 )r 6 st recovery horn link and node failures in 

IP networks. We demonstrate that path switching time, and thus failure recovery time are, 

as expected, considerably Aster than the standard method of recalculating a new path on 

the fly. However, to be effective, the alternate paths should share a minimal set of links 

and nodes - preferably none - with the Ailed path. As shared links are considered in this 

work, we give a reliabihty model Ar this situation (non-diqoint alternate paths) and 

develop estimates of reliability as a function of the number of shared links. Alternate path 

finding algorithms to calculate suitable alternate paths subject to predehned constraints 

are also developed.

Implementation of these techniques A r improving routing reliability is shown A be 

straightArward Ar explicit routing protocols such as Multi-Protocol Label Switching 

(MPLS) with Explicit Routing mode. This mode is expected A be the protocol of choice 

Ar applications requiring guaranteed Quality of Service (QoS) carried on Ae coming 

generation of wavelength-switched networks (Internet H, CA Net IH, etc.) We propose a 

Rehable MPLS (R-MPLS) protocol by ^rplying alternate path routing A MPLS, usmg 

our new algorithms A precalculate appropriaA alternate paths. Simulation resulA show 

that R-MPLS can achieve fast recovery Aom failures.

We also address reliability issues Ar Ae problem of optimal Service Level 

Agreement (SLA) admission control. To achieve rehable admission control, we apply 

alternate paA routmg A an existing SLA-based admission controller called SLAOpt. A 

Ae existing Utihty Model, SLA admission control is mapped A Ae Multiple-Choice 

Multi-Dimension Knapsack Problem (MMKP), where Ae aim is A maximize system 

utihty (i.e., revenue). However, SLAOpt is static m terms of network Apology and does 

not consider rehabAty. Motivated by this, we propose a Rehable SLAOpt (R-SLAOpt),



Ill

in which utility optiinization is subject to the additional constraint of reliability. A new 

algorithm was also developed to calculate multiple groups of alternate paths that meet the 

desired QoS demands and reliability requirement. After QoS adaptation, R-SLAOpt 

selects an appropriate path group containing two or three paths 6 r each admitted session 

and performs resource reservation on aU paths in the group. In the event of node or link 

failure, a session can be quickly switched to one of the alternate paths, maintaining the 

guaranteed QoS without having to run the full admission algorithm again. In this way, we 

have obtained a unified treatment of routing reliability and optimal SLA admission 

control.

Finally, simulations are presented which investigate R-SLAOpt's impact on system 

per6 )rmance and the gains made in reliability.
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1. Introduction

Emerging multimedia-based Internet applications require both gwa/iry q/"

(QoS) guarantees, for traditional QoS demands such as bandwidth and end-to-end delay, 

and for routing reliability during transmission. This means that new routing protocols 

with these features must be designed and implemented.

1.1 The Growing Internet

The size of the Internet has been increasing rapidly far two decades. Growing 6 om a 

predecessor -  the ARPANET, built in 1970 to connect a small community of researchers 

via a few tens of machines -  the Internet had about 60J million users in September 2002 

[Nua02]. In July 1998, the number of Internet hosts was estimated at Jd million. After 

several years, in January 2003, the Internet connected more than J 77 million hosts in total 

[Lot03]. The growth of the global Internet has been phenomenal.

The amount of trafhc carried by the Internet is growing very rapidly as well. The 

types of trafBc have become diverse too, with dramatic increases in voice, image and 

video trafBc -  anticipated 5)r the foreseeable future. These types of trafhc require that the 

underlying network provide higher levels of reliability, security, QoS guarantees, and 

multicasting support than are available 6 om die present best-ef&rt datagram architecture 

and protocols. Hence, some of the old Internet protocols will have to be extended, 

modihed or replaced.

The explosive growth in the size and trafBc volume of the Internet has not come 

without a price. Serious performance degradation and scalability problems have been 

observed during the past decade. These include severe packet loss, insufhcient bandwidth 

and excessively high delay and variance of delay (jitter).

Routing protocols must meet several demands in the current Internet. They must 

continually update their routing tables to reflect changes of network topology. A failure



can change the best paths to catain destinations. It takes some time for any routing 

protocol to compute the new best paths, and the paths used in the meantime may be 

suboptimal or even non-functional. The process of Snding the new paths after the 

netwoik topology changes and switching the trafBc Bom the Ailed paths onto the new 

paths is called convergence [Moy98a] *. The time spent in this process is the so-called 

convergence time. The preferred routing protocols can update the routing table quickly 

and have short convergence time. To signiBcantly reduce the convergence time is a m ^or 

consideration in designing a reliable routing protocol. Fast selection and establishment of 

the new paths are essential.

Alternate path routing is one ^iproach that can reduce the convergence time and 

speed up recovery Bom network component failures. In such a routing mechanism, a 

suitable path group containing a primary padi and multiple alternate paths can be 

precalculated and preestablished for a given source-destination pair. Therefore, the failed 

paths can be quickly replaced by previously calculated alternates in case of failures. This 

process is called jxz/A fwircAing.

1.2 M otivation

Traditionally, calculating new paths based on die new netwoik topology resulting 

Bom a failure of a link or switch is the standard way to bypass the Ailure in a routing 

protocol. However, this means that Ae entire routing table has to be rebuilt when a failure 

occurs. This solution works well when Ae network is small and stable. However, when 

Ae network becomes big and/or unstable, such a solution will be mefBcient because of 

Ae signiBcant overhead of time costs and system resources mvolved. In this type of large 

network, nodes and edges may relatively Bequently fail and recover. To adapt A Aese 

changes quidcly, routing protocols are required A Bequently recalculaA new paths that 

do not use Ae failed nodes or edges, and Aen deploy Ae new paths to bypass Aose 

failures.

*  Congestion in the network may also trigger a similar process -  find a new path and switch some traffic to 
the new path, so that the congestion is removed. In this dissertation, we concentrate on routing reliability.
Congestion control is beyond the scope o f our work.



One typical approach to speed up the recalculation of new paths based on the latest 

netwoik topology is to reuse old path information, i.e., partially rebuild the routing table 

[McqSO, Nar99a, NaiOOb]. When a failure occurs, the cost of path recalculation will be 

reduced significantly. However, this approach still cannot eliminate the recalculation 

overhead for each failure: a certain amount of computation is still unavoidable for partial 

rebuilding of the routing table.

Reliable routing protocols should tolerate maximal failures of nodes and edges with 

minimal effect on performance, so that die system reliability is improved. Responses to 

the Silures by using suitable redundancy and adaptation are ways to build reliable and 

survivable services [Hil03]. Typically, a routing protocol using an alternate path 

mechanism is a good candidate, because using precalculated alternate paths when failures 

occur allows us to eliminate the path recalculation at the time of failure [Wan90, Bah92, 

Seg98]. This idea is the basis of alternate path routing, and was first ^iplied to the public 

switched voice network more than half a century ago. In alternate path routing, the 

convergence time can be improved substantially by simply replacing the Ailed path with 

a precalculated alternative.

Diqoint paths contain no shared links and nodes among paths Ar a given source- 

destination pair and can be used for alternate path routing. Mudi research has been done 

on efBcient algorithms for hnding disjoint paths [Has85, G0I88, Che97]. However, some 

drawbacks exist when using strictly disjoint paths in routing protocols. In some netwoik 

topologies, we may not Gnd enough diqoint paths, or such paths may be too long.

Non-disjoint paths (i.e., partially digoint paths) may also he used Ar alternate path 

routing, and this may solve the problems that are encountered m disjoint path routing. 

Because this approach can Alerate some com m on links or nodes among paths, more 

paths may be Aund and their lengths may be shorter as compared A Ae approach of 

disjoint path routing. The ^-shortest paths algorithms [Yen71, Epp99, Mar99] are 

candidates to calculate Ae non-disjomt paths. However, Aere may be too little variation 

(i.e., too much overlapping) among Ae calculated paths. Therefore, directly applying a AT- 

shortest paths algorithm A calculate non-disjomt paths is not practical.



The routing convergoice time is desired to be reduced. If such time is small in routing 

protocols, we can speed fault recovery and improve routing reliability. It is now an 

important research Geld. In Gme-oiGcal applicaGons such as remote medical systems or 

delivery of interactive multimedia streams, reliable data transmission is essential even in 

an unstable network. To satisfy these demands, alternate path routing is necessary. 

However, the subject of alternate path routing by using non-disjoint paths has not been 

adequately studied to date. Also, studies on bow the com m on links aGect reliability in 

alternate path routing have not matured. These moGvate our research on improving 

reliability by using non-disjoint alternate paths.

1.3 Objectives

Improving routing reliability by using precalculated alternate paths is the main 

consideraGon of our research. For this purpose, we describe related problems and our 

objecGves in the following subsecGons.

1.3.1 Seeking EfBcient Alternate Path Finding Algorithms

Calculating appropriate alternate paths is essenGal if  alternate path routing is applied 

to achieve high reliability. We attempt to select mulGple disjoint or non-disjoint paths, 

which meet the predeGned constraints on reliability and other QoS demands such as 

bandwidth and end-to-end delay. Any overlapping of the alternate paths has a m ^or 

impact on reliability. Hence, common links and nodes among the paths have to be 

limited. However, we only consida" common links in our work.

An alternate path Gnding algorithm that opGnGzes reliability and meets the predeGned 

constraints wiG provide a soluGon. However, such an algorithm we develop has 

signiGcant computaGonal ovahead. Haice, to efhcienGy calculate suitable alternate 

paths for our reliable routing scheme, fasta and sim pla heurisGc algorithms are also 

necessary and desirable.

The m^or tasks for seeking new alternate path Gnding algonthms are:



a). Quanti^ing routing reliability when certain common links exist between the 

primary and alternate paths Ar a given sonrce-destination pair.

b). Developing efBcient algorithms to calculate suitable alternate paths (diqoint or 

non-diqoint) as backiq)s. The constraints of path selection are reliability and 

expected QoS guarantees on bandwidth and end-to-end delay.

1.3.2 Improving Reliability for MPLS

Mw/ri-frotoco/ ZaW  AwfcAing (MPLS) [RosOl] is an onerging routing scheme for 

the coming generation of lypplications requiring guaranteed QoS. A label-driven 

forwarding mechanism is used in MPLS, which can easily adiieve explicit routing. More 

analysis of MPLS is represented in Sections 6.1 and 6.2.

Currmtly, problems associated with the offering of reliable services on MPLS are 

getting more attention 6 om researdiers. An important practical issue Ar MPLS is Ae 

capacity to recover quickly &om failures. Our work concentrates on achieving reliable 

routing Ar IP networks m Ae MPLS Aamework. Based on Ae proposed alternate paA 

Aiding algoriAms, we will propose a Re/iob/e MPLS" (R-MPLS). This will improve 

recovery time by quidcly switching a primary path, afActed by network component 

failures, A a precalculated and preestablished alternate paA.

1.3.3 Unifying Reliable Routing wiA Utility-optimal Admission Control

Existing researdi on optimal Zeve/ (SLA) admission control

[Kha98, WatOl, Akb02a] has aimed A maximize system utility (i.e., revenue) subject A 

system resource constraints. An SLA, rqiresenting a potential session and descnbmg all 

requirements and features of that session, is a contractual agreement between end-users 

(or subscribers) and a network provider,

Watson developed an SLA-based utility-optimal admission controller called SLAOpt 

[WatOl] by using Ae AAde/ proposed by Khan [Kha98]. Based on Ae Utility 

Mode, Ae admission control can be mapped onA an AA/fi-Dimenfion



(MMKP) [Kha98, AkbOlb]. However, SLAOpt did not consider 

reliability: it assumed that there w ae no Mlures of network components.

A reliable extension to SLAOpt called R-SLAOpt will be proposed in this 

dissertation, based on alternate path routing and R-MPLS. R-SLAOpt adds a way to deal 

with reliability requirements of SLAOpt. This work is a uniGcation of reliable routing 

and per&rmance optimization in admission control. In R-SLAOpt, after path switching, 

the desired QoS level (typically, bandwidth demand and end-to-end delay) for an 

admitted SLA will still be guaranteed.

Several tasks are involved to obtain such uniGcation:

a). Using the concept of a fatA Groig?, which contains a primary path and acceptable 

alternate paths for a given source-destinaGon pair. In SLA adaptaGon, a path group 

will be associated with a certain QoS level.

b). Developing a new algorithm to select acceptable candidate path groups subject to 

reliability requirements and QoS guarantees.

c). Extending the existing process of QoS adaptaGon (i.e., the process of solving the 

MMKP 6 )r admission control in SLAOpt by upgrading and downgrading QoS 

levels) to accommodate incoming SLA requests among the candidate path groups. 

When an SLA is admitted, a path group will be associated with it. This group, 

called the working path group, saGsGes the QoS guarantees and rehabiUty 

requirements speciGed by the SLA. The primary path in the working group will be 

used as the working path; the others are the alternate paths.

d). Switching to an available altanate path in the working path group to reduce the 

convergence Gme when the working path is aGected by a Ailure. All QoS service 

levels provided by the alternate path are kept unchanged aAer path switching.



1.4 Main Contributions

We introduce a concept called &r quantifying die routing

reliability when multiple paths with common edges exist for a given source-destination 

pair. For a homogeneous network, mathematical formulae are derived to calculate die 

connection reliability. Then, we develop four alternate path Gnding algorithms to 

calculate paths with common edges subject to QoS guarantees and reliability 

requirements. These algorithms have different features, which may satisfy diverse 

demands of network applications in a core netwoik with limited size.

We propose a reliable version of MPLS with the Explicit Routing mode by ^plying 

our new algorithms and using path switching at sources. Furthermore, we study an 

existing static admission control model and consider netwoik component failures in 

admission control. Based on our woik in routing reliability and the alternate path routing 

mechanism, we develop a new admission control model with reliability guarantees.

1.5 Dissertation Organization

The rest of this dissertation is organized as d)llows. C huter 2 provides background 

in&rmation on the routing protocols, existing work on MPLS reliability and related work 

on SLA-based admission control.

In Chapter 3, the alternate path routing mechanism is discussed. Several aspects are 

addressed: how and when to calculate alternate paths, how to dynamically use the 

alternate paths, and what the main features of alternate path routing are.

In Chapter 4, deGnitions of network reliability are presented. The preferred number of 

alternate paths is discussed by considering the tradeoff between reliability and resource 

assumpGon. Furthermore, by analyzing the types of path overl^s, mathemaGcal 6 )imulae 

are derived to calculate the connecGon reliability.

In C huter 5, new altanate path Gnding algorithms are developed by considaing 

reliability (i.e., connecGon reliability in this context) and QoS demands. A reliability- 

optimal algorithm is developed at Grst, then three heurisGc algorithms are proposed to



efGdaitly calculate suitable alternate paths. Simulations are performed to validate these 

new algorithms.

In Chapter 6 , we carefully analyze the label-driven explicit routmg mechanism in 

MPLS, and apply our new alternate path Ending algorithms to MPLS. By extending 

MPLS, a new Reliable MPLS (R-MPLS) is introduced. Related simulation tests show 

that reliability in R-MPLS can be signiEcantly improved.

In Chapter 7, we propose a new model 6 )r an SLA-based admission controller by 

adding reliability to the existing SLAOpt. The new controller, called Reliable SLAOpt 

(R-SLAOpt), is based on alternate path routing and R-MPLS. The new model combines 

routing reliability with utility-optimal admission control. Simulations illustrate that R- 

SLAOpt has much higher reliability than SLAOpt does, and the alternate paths can be 

quickly selected and activated when netwoik component failures occur.

Chapter 8 concludes this dissertation. We discuss the work we have presented, our 

miyor contributions, and directions for future research.



2. Background

Useful background information related to our work on routing protocols, routing 

reliability and admission control is described in this chapter.

2.1 Network M odel

A netwoik is modelled as an undirected graph, where T is the set o f nodes

and E is the set of edges. Typically, we use to rqxresent the number of nodes and Af to 

rq)resent the number of edges in the graph. Routers or switches in the netwoik are 

modelled as nodes of the graph, and links (transmission facilities) between nodes are 

modelled as edges with associated weights. A node or an edge in the netwoik is called a 

network co/iÿw/zcnl. In this dissertation, the terms "link" and "edge" are interchangeable, 

as are the terms "router", "switch", "node" and "vertex". We also use the terms "length" 

and "weight" interchangeably in relation to an edge. Denoted by a positive number, the 

edge weight may be used to convey various meanings such as distance, cost, delay, load, 

or failure probability.

A path Pat hom a source node s to a destination node fis  a sequence of edges starting 

at f  and ending at f. All nodes on path Pat except f  and f are called mfcma/ noaky or 

mfemWmfe nodey. The /engfA q/pofA P^ is the sum of the lengths of all the edges on P,t- 

We use the terms "path" and "route" interchangeably. In this dissertation, edge length 

denotes link delay and path length then means end-to-end delay, as we ignore node 

delays. The mmiAer q/" Aqpy of pafh P«t is the total number of edges on Pgt. A sAorfgyf 

pofA hom y to f is A path with minimum path length j&om the set of all possible paths 

horn y to f. In some cases, there are multiple equal-length shortest paths between these 

two nodes.

A pair of paths hom y to fis a^e-Æ ÿomf if  diey have no edge in common; they are 

node-<&ÿof»f if they have no node in common (except the source and the destination
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nodes). The ikarms "cowMom " and Aarec/ a;(ge " are used intaxdiangeably here, as 

are the tenns "common nodle" and "fAwW node". The term "dtyomf /xzrAf " refers to 

paths with no shared edfges and no shared nodes. The term "non-d(ÿo;nt " refers to 

paths with some shared edges or shared nodes. It has dK sanaerneanh^as the term 

diiÿoznZ potAr". In this dissertation, we pam it shared edges in our proposed 

new routing algorithms. "Do«6/e-sAwed eo[geg " (DSEs) are edges shared by two paths, 

while "fnp/e-sAored (TSEs) are edges shared by three paths. Typically, both

types of shared edges may exist among multiple paths between s and they tend to 

degrade reliability, as the failure of a shared edge can affect all of the paths which share 

that edge.

A g r^ h  G may have several digoint paths j&om node f  to node r. If there are n such 

paths, then the connccr%w(y of pair , () is n. Obviously, increasing the connectivity of 

each node pair tends to improve G s reliability, but the cost of building the network 

represented by G will also increase.

It is common that network componœt failures may occur due to hardware faults or 

software bugs. In this case, a link or node becomes non-operational. We represait such a 

non-operational component as a %/hfW or nodle" and say that it has

suffered a failure. For simplicity, we oAen use the term " to represent the non-

operational components, including failed links and &iled nodes. A non-operational 

component may also be called a /m t" or Modlc". Obviously, a non-

operational component can cause a path that contains this component to fail. Such a path 

is called a potA " or an /wzrA ".

2.2 Overview o f Routing Protocols

Routing algorithms can be grouped into two mrgor classes: adaptive and non- 

adaptive. Adrqptive algorithms adjust the paths for packet delivery according to changes 

in network topology or congestion; non-ar%)tive algorithms do neither. Static routing 

algorithms, an example of non-adaptive algorithms, use routing tables that are conhgured
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and manually maintained by network managers. Adaptive routing algorithms play a 

fundamental role in the IntemeL Most current routing protocols faü into this class.

From the viewpoint of packet delivery along paths, there are two routing modes 

which can be deployed by routing protocols: hop-by-hop mode and explicit mode. In 

explicit routing, all intermediate nodes will fbUow a path spedhed by some other entity, 

usually the source (in source routing) or a network manager. The desired path is 

established and used as an end-to-end path. However, in hop-by-hop routing, every node 

independently calculates its own routing table, and independently makes all routing 

decisions. Such independence of routing decisions at each node favours scalability, but 

makes it hard to choose consistent paths (expected by the source node) at each 

intermediate node.

In source rowfrng (one kind of explicit routing) [Sun77], a node keeps

in&rmation about complete paths to all possible destinations. When the node sends a 

packet, the complete path specihcation is stored in the packet. Intermediate nodes use the 

path inhmnation supplied to farward the packet onward towards its destination. This 

feature makes explicit routing very useful for a number of purposes, such as 

implementing policy routing [Ste93a, Ste93b] or traffic engineering [Awd99, Awd02]. 

The MPLS [RosOl] hamework and the ATM PNNI [ATM02] routing protocol provide 

support for source routing.

M ^or benehts of explicit routing are:

1). pofA co»tro/&z6z/;ry — This is obvious. The sender of the packets can

precisely control the path through the network to the destination. However, in hop- 

by-hop routing, every node makes routing decision independmtly.

2). EnAuncmg s&zhfAfy -  Since only the source node will perform path 

calculations, certain methods may be easily applied at the source to reduce 

recalculation far new paths.

3). E/zmmofzng pufA -  loop avoidance is not a big problem in explicit routing. 

After the source calculates a loop free path, all intermediate nodes will fbUow this 

path. Hence, further mechanisms far loop avoidance may be not necessary.
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4). Agpporff/ig gwaraMfegy -  explicit routing is essential to support desired QoS 

guarantees in transmission. When the source per&rms path calculations, the QoS 

demands of a session request can be taken into account in the design of the path 

finding algorithms.

5). TnyroWng routfng -  the entire end-to-end path can be solely decided by the

sender. Hence, the sender can direct data packets so that they reach the destination 

th rou^ trusted nodes and links.

Routing algorithms also can be categorized as or (fiyfnfwW.

Centro/rza/ routing o^gontAms are controlled by a single, centralized node and that 

node requires global knowledge of the network topology. The central node runs the 

routing algorithm, and informs the other nodes of the network about the paths 6 om each 

source to each destination. However, these types of algorithms suffer serious scalabihty 

and reliability problems. For example, when the central node fails, the whole network 

will also fail.

D ütribuW  rouiing «(gontAnw do not depend on a central node (hop-by-hop routing 

falls into this category). Each node independently selects a successor node 6 om its set of 

ar^acent nodes to use to reach a given destination. The complete path for a given node 

pair is formed by consecutive successor nodes. Distributed routing algorithms can be 

classiSed as /mWrotg or dkrance-vecro/" algorithms [Hui95].

In distance-vector algorithms, such as RIP [Hed88] and RIP2 [Mal98], each node in 

the network keeps a routing table. This routing table contains entries for all the reachable 

destinations of the network. Each aitry includes the following information -  the distance 

to each destination and which node is the next stop on this path (i.e., the vector). By 

broadcasting each node's current routing table to all its neighbors, nodes can compare the 

routing tables and then choose the minimum cost paths to desired destinations. Distance- 

vector algorithms often use a very simple metric, namely the Aqp couar (i.e., the number 

of hops) o f a path, to calculate the best path. A path with the minimum hop count to a 

destination will be selected for data transmission, hi general, the advantage of the 

distance-vector algorithm is its simplicity.
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One m ^or drawback of the distance-vector algorithm is the so-called CoMntiMg-m- 

problem [Hed88], which makes the routing algorithm very slow to respond to 

topology changes in the network.

In link-state algorithms, such as OSPF [Moy98b] and IS-IS, [IS002], each node 

builds a description of the entire network topology by receiving link-state updates. A 

link-state update message describes local link states (e.g. current link delay) and 

associated neighbors for a particular node. Once a network has converged to a steady 

state, each node in the network will have an identical copy of the link-state database, 

which represents the latest network topology. A shortest-path algorithm can be applied to 

calculate paths o f m inimum total delay to destinations based on such a database.

Link-state algorithms eliminate the Counting-to-InlSnity problem in path calculation 

when network topology changes, and they have much faster response time than distance- 

vector algorithms do. A global view of the network topology can be extracted horn the 

link-state database, upon which complicated routing mechanisms can be built, &r 

example, to calculate paths that meet hard QoS guarantees or reliability requirements. 

Unfortunately, the link-state algorithms do not scale well owing to the need to provide 

the entire topological description at each node, so their use in practice is restricted to 

small networks or to small componaits of larger networks, e.g. the component 

[Moy98b] of the Internet.

2.3 OSPF and QOSPF

IP routing protocols can be divided into two classes: Thferfor Gorewqy /Zoutmg 

froiocok (IGPs) and Exfenor Gateway EoWrng frotoco/s (EGPs) [Hui95, Tan96]. IGPs 

are used for routing in a network, all of which is under a common administration, i.e., a 

component Autonomous Syston (AS) of the Internet. EGPs are used to exchange routing 

information between networks that are located in difkrent ASs. As a popular link-state 

IGP, Qpem fotA First (OSPF) [Moy98a, Moy98b] is designed to be used inside

an AS. Eorder Gateway Frotocoi^ (BGP) [Rek95], a scalable distance-vector algorithm, 

is often used as an Internet Exterior Gateway Routing Protocol.
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OSPF, a link-state algorithm, is a dynamic routing protocol designed to support 

routing in TCP/IP networks. It was developed by the OSPF working group of the Thremer 

jEnginegrfng Thwk Force (IETF) [Moy98b]. Each node stores an identical copy of a link- 

state database that describes the latest topology of the whole network. Using this 

database, every node individually calculates the forA (SPT) to all other

nodes with itself as the root. Sudi a path calculation uses Dijkstra's shortest path 

algorithm [Di)59], which has the time complexity Tbÿkm, = using a heap data

structure. Then, data packets are transmitted along those paths with shortest length.

OSPF consists of three m ^or sub-protocols: the frofoco/, the /(owfrng Do/a 

JExcAonge fro/oco/ and the FVoodrng FYo/oco/. The Hello Protocol dynamically discovers 

and maintains neighbor adjacencies by exchanging periodical focAe/r. The Routing 

Data Exchange Protocol is used to achieve synchronization of link-state databases when 

two nodes become adjacent. The Flooding Protocol performs reliable flooding of 

Ao/g (LSAs) to all nodes within a network whenever network topology

changes occur. Every LSA is an individual entry in the OSPF link-state database. Figure

2.1 A shows a sample OSPF network with d nodes. Figure 2.IB illustrates the SPT at 

node f. Figure 2 .ID is the related link-state database built up &om individual LSAs. 

Based on this database, the calculated routing table at node f  is illustrated in Figure 2.1C.

Multiple SPTs may exist in certain networks. It is common that multiple equal-length 

shortest paths may exist between some pairs of nodes. Figure 2.1 A is such an example. 

OSPF will choose one for packet forwarding according to certain policy.

QOSPF [Gue97, Apo99a, Apo99b] is an extension to OSPF for achieving Quality of 

Service (QoS) routing, which tries to improve network utilization and user service levels 

based on certain types of explicit routing. The latest link load inkrmation is contained in 

the QOSPF link-state database. QOSPF includes metrics required to support QoS, an 

extension to the OSPF LSA mechanism to propagate updates o f QoS metrics.

QOSPF selects QoS paths 6om candidates by /Ae wrdleg/-fAor/eg/ pa/A Wec/roM 

cn/enoM [Apo99b, Cor90a]. When several such paths are available, the preference is the 

path whose available bandwidth (i.e., the smallest value of available bandwidth on any of 

the links in the path) is maximal. This selection strategy baieûts load balancing. In the
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worst case, complexity of precomputation of the widest-shortest paths for bandwidth 

levels is OfKMMogAp.

t

(A). A sang)le OSPF network.

Next far*
LerngfA

a a I
b a, c 4
c a, c 3
d a 2
t a 3

(C). Routing table at node a.
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(D). A conceptual view o f the exchanged LSAs (here, A© -  neighbor, Len -  edge length).

Figure 2.1. The main data structures in OSPF.

In alternate path routing, information about link load and delays in a network is a 

fundamental base k r  alternate path calculations. Based on OSPF, QOSPF can provide 

such inkrmation by its link-state database. Hence, QOSPF can be further used as an 

underlying routing protocol to build reliable routing architectures.

2.4 Previous W oit on Routing Reliability

The Multi-Protocol Label Switching (MPLS) [RosOl] is an IP-based routing 

architecture using ATM-like "label swapping" to speed up packet krwarding without 

introducing changes to existing IP routing protocols. MPLS effectively provides a path or
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circuit constructed on top of IP, permitting the selection of a path horn source f  to 

destination r and then constraining all IP datagrams of a flow to 6)Uow that path by way 

of the explicit routing mechanism. Genaul issues on MPLS-based recovery and fault 

tolerance are addressed in [Sha03, Far03].

Other literature [Che99, DovOl] addresses m ^or aspects and challenges when routing 

reliability and QoS guarantees are considered in routing protocols. In this section, we 

survey some research work on improving routing reliability.

Minimizing bandwidth demands on alternate paths [BanOla, Li02, NorOl] is one of 

the m ^or research concerns when such pafbs are used to restore failed paths. As a backup 

restoration, an acceptable alternate path should achieve efGcient bandwidth usage. Based 

on this idea, Li proposed a path-selection algorithm, called fu // /kyfomiron

(FIR) [Li02], for restoration of a cormection over shared bandwidth in MPLS and 

Genero/rzaf MPLS" (GMPLS) [Man03] hameworks. Extorsions to GMPLS signaling 

protocols were also proposed to collect information of bandwidth usage. By modifying 

the weight of each link based on its load, FIR calculates the disjoint paths (for the 

primary and alternatives) by using a shortest path algorithm and link-pruning process. 

Li's approach may reduce the amount of reserved restoration bandwidth dramatically in 

the calculated paths; however, this rgrproach frcused on a new signaling protocol and 

used disjoint alternate paths, whidi does not meet our need to improve reliability by non- 

disjoint alternate paths.

Norden [NorOl] investigated distributed algorithms for routing with badcup 

restoration (i.e., trafBc on a failed working path will be restored by a precalculated 

backup path), and proposed a new concept o f a Bactryp Lowf DirfnAufzo/i (BLD) matrix 

that captures partial network states. Each node maintains an xiVBLD matrix, which 

encapsulates values of all link capacities and the load states used by the primary and 

backup paths. Such a BLD matrix can be exchanged between peer nodes. During path 

calculation, link w ei^ t can be updated based on the BLD matrix, and a pair of paths (the 

primary and alternative) will be calculated. However, such a path-selection algorithm is 

developed &>r achieving load balance and effective bandwiddi usage on the calculated 

path pair, and does not concentrate on improving reliability. The selection of the unique
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backup path is only based on link load in&rmation. Anotho? drawback of this approach is 

the signifcant overhead of message exchanges for BLD updates.

Baneqee and Sidhu proposed a failure protection model [BanOla] to tolerate random 

failures. This rqrproach uses a concept called resffient bomW&A, which is a certain 

amount of bandwidth shared among paths for a given node pair. When sufBcient résiliait 

bandwidth is reserved, a backup path can provide protection to multiple primary paths. 

The backup path is disjoint with the primary paths. This approach focuses on optimizing 

bandwidth usage and reducing bandwidth waste upon the backup paths. The drawback of 

this failure protection mode is that link load is the only criterion used to calculate the 

single backup path, which is disjoint to the primary path. Hence, this approach does not 

meet our need to use non-disjoint paths in altamate path routing.

In guaranteed QoS services, it is essential to meet end-to-end delay of transmission in 

delivering multimedia streams with guaranteed QoS, as well as to have enough 

bandwidth capacity. Lee and Gerla developed an approach [LeeOl] for improving fault 

tolerance and load balancing in QoS provisioning using multiple alternate paths. This 

approach considered the constraints of end-to-end delay and bandwidth demand in path 

calculations. QOSPF [Apo99b] is used as the underlying routing protocol to o ffa  delay 

and load information on links. The proposed multiple QoS path computation algorithm 

running at source nodes searches for maximally digoint (i.e., minimum overlapping) 

paths. Multiple paths are calculated subject to the following conditions:

1). minimizing hop count,

2). satisfying the given QoS constraints (delay and bandwidth), and

3). maximally disjoint 6om already computed paths (by tracking common edges).

This approach combines QoS routing [Apo98] and reliability considerations. QoS 

routing is a routing scheme that supports the desired QoS guarantees. The proposed path 

finding algorithm selects suitable alternate paths 6om possible paths while increasing the 

number of hops 6om a given source to destination. The algorithm is based on a 

F irrt (BPS [Cor90b]) method, which may have to search for all possible paths
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6om the source to the destination in the worst case. Computational overhead of this 

algorithm was signi&canL Also, routing reliability for this approach is only indirectly 

represented as the number of common edges, without precise definitions or quantised 

calculations. Further discussion of this algorithm is provided in Section 5.3.1.

Lee and Gerla's work is closely related to ours. However, our work goes much 

further. We will avoid their drawbacks of signihcant computational overhead, analyze the 

impact to the reliability caused by common edges, and propose new efGcient alternate 

path finding algorithms subject to the desired constraints of QoS guarantees and 

reliability requirements.

Veerasamy and Venkatesan proposed a method to split trafBc [Vee94] on the primary 

and disjoint alternate paths to achieve reliable routing. When one path fails, associated 

trafBc on that affected path will be rerouted on the alternate paths. The alternate path will 

require enough prereserved bandwidth for future restoration. Two splitting methods, 

even-splitting and best-splitting, are discussed in the paper. This approach focused on 

improving sharing of spare bandwidth and reducing network cost, and did not Bt our 

objective of non-digoint alternate path routing.

One approach to reliable routing in MPLS is to use the so-called Afïnmwm 

(MIR) [KarOO, KodOO, BanOlb, BanOlc], which means that the 

calculated paths B)r every node pair will have minimum "mfgy/ergnce " with each other. 

In other words, a newly selected path should avoid picking cnhcul /rntr that may be 

critical far satisfying future requests. The critical links indicate the links with a very 

heavy trafBc load. To obtain MIR, Kodialam, Lakshman and Kar proposed a

Routing (MIRA) [KaiOO, KodOO], where the smallest w ei^ted

path is calculated by Dijkstra's shortest path algorithm, after the critical links are 

identiBed and pruned. Banejee and Sidhu extended the MIRA algorithm [BanOlb, 

BanOlc] by considering delay constraints in the path calculation, as well as bandwidth 

demands. The new algorithm developed uses a K-shortest paths algorithm [Epp99] to 

calculate candidate paths satisfying an end-to-end delay constraint. Among the K paths, 

the least critical path (containing the fewest critical links) is chosen.
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MIR can achieve satisfactory QoS routing and load balancing in a static netwoik. 

However, MIR is completely difGsrent from alternate path routing -  only one path is 

calculated for a given node pair. When a network component fails, one or more working 

paths will be affected, and path calculation and establishment have to be reinvoked.

In summary, although the existing work is related to routing reliability, it does not 

exactly 6t our goals of improving reliability by using non-disjoint alternate paths. 

Therefore, we have to develop new routing algorithms for these purposes.

2.5 Related Work on Utility-optim al Adm ission Control with Hard 

QoS Guarantees

Hard or absolute QoS guarantees for multimedia service require end-to-end 

guarantees covering the sever, network and client. The server should have enough 

resources to deliver multiple multimedia streams with the desired QoS demands. The 

network should provide reliable cormections with enough bandwidth, low enough latency 

and jitter. The client's machine should be powerful enough to play the multimedia 

streams with the desired QoS demands.

The admission controller in [Kha97, Kha98] works as a resource manager by 

allocating the resources such as network bandwidth, CPU cycles, I/O bandwidth, 

memory, etc. of die server to the usa^ when his/ha multimedia session starts. It also 

performs QoS adaptation dynamically by upgrading or downgrading a session in 

progress.

As a resource managa Air the bandwidth of the links of a network, SLAOpt [WatOl] 

is an SLA-based admission controUa for jEnterprisg h/aw orb (EN). An EN is deSned as 

a network with a limited numba of nodes (typically less than 70Q) and links administered 

by a single organization or an autonomous subsidiary of an organization. The objective 

function of SLAOpt is to optimize the utility (often revenue) of the system by applying 

the Utility Model [Kha98].
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Based on the Utility Model, utility-optinial admission control can be mapped onto an 

MMKP [Kha98, AkbOlb], a variant o f the classical 0-7 fYoA/e/n [Mai90]. An

exact solution of the MMKP, a NP-hard problem, is not suitable far the real-time 

admission control problem. Hence, the Admission Controller provides a fast near optimal 

solution to the MMKP, 6om time to time, in order to determine which sessions to 

upgrade or admit at which QoS levels. Three heuristics namely, M-HEU, I-HEU and C- 

HEU [AkbOlb, Akb02b], exist for solving the MMKP for real-time admission control.

However, SLAOpt is a static admission controller whm dealing with netwoik 

topology changes. SLAOpt does not consider Êûlures of the network. SLAOpt focuses on 

performance optimization in bandwidth allocation and assumes that the netwoik topology 

is static. This is not true in practice. More research work is necessary to meet reliability 

requirements in the admission controller, while still optimizing system utility. New 

mechanisms to respond to netwoik component failures have to be developed.
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3. Alternate Path Routing Mechanisms

In alternate path routing, multiple paths (i.e., a path group) 6 )r a given source- 

destination node pair are typically precomputed for a session request. Among the 

calculated paths, a prehared one can be diosen as the primary path according to a certain 

policy, and the others are used as altanate paths. Ranking the alternate paths is also a 

policy issue.

There are two ways to use the alternate paths: the scheme and the

" scheme. In the hrst schane, the alternate paths work together with the 

primary path for balancing trafBc load in a flow-based or packet-based mode. Load 

balancing is the main goal. In the second scheme, the alternate paths work as backups. 

Hence path recalculation is not necessary if there are alternate paths available when 

Ailures occur in a network. This scheme can signiBcantly improve reliability. Our 

analysis of reliable routing focuses on the primary/backup scheme.

3.1 ClassiGcation o f Alternate Paths

Traditionally, alternate paths can be calculated by two categories of algorithms -  

disjoint path algorithms and non-digoint path algorithms. Much research has been done 

on developing algorithms to calculate diqoint paths [Suu74, Has85, G0I88, Che97].

Non-disjoint paths can also be used 6)r alternate path routing. The calculated paths in 

this case can exhibit a limited number of shared nodes and shared edges. The candidate 

algorithms for calculating non-disjoint paths are diverse [Kub97, Lee99, Epp99, PuOlb]. 

Typically, j[-shortest paths algorithms [Yen71, Mar99, Jim99] are commonly used to 

calculate such paths.
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3.1.1 Disjoint Paths

Diqoint paths are often used for load balancing or as backup paths. Generally, a max 

set of disjoint paths for a given node pair can be obtained by calculating the maximum 

flow [For56, Din70, Gol98, NagOl] between a source-destination pair. The Diÿomt 

fotAs frob/em can be described as:

For a prap/t ^  and a p/yan node pa/r 0 e K cony^ofe a 
max/mum set of d/syo/nt paths Aon? s to f.

By dehnition, no shared edges or nodes will exist among the paths calculated by the 

disjoint path Snding algorithms. This property can signihcantly improve routing 

reliability. However, drawbacks still exist: diqoint backup paths may not always exist for 

a primary path. Also, in some network topologies, we may not 6nd as many disjoint paths 

as desired, or the calculated disjoint paths may be too long. Moreover, the shortest path 

may not be included in the output set of diqoint paths.

3.1.2 K Best Disjoint Paths

The AT Bayf Diÿomr PofAf [Suu84, Cas90, Nik97] improves on the Disjoint

Paths Problem by incorporating additional optimization. The problem is:

Fora graph ^  anda pA/en node pa/r (!s, () e V, conpute K 
paths /Py, Pz, ... Px/ hwn s to t, sotÿeof to the /o//ow/np 
constra/nts; 

" Path P̂y, ... Px̂  a/a d/si/o/nf iv/fh /aspect to each other 

" 2Z.̂ P() /s m/nZ/num. ts /enpth otP& /e  //, 2 ,... ZÇ

The same drawbacks exist for the AT best diqoint paths as in the previous case:

1). We may not 6nd enough disjoint paths,

2). The calculated paths may be too long.
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3). The shortest path may not be included in the calculated paths.

3.1.3 K Shortest Paths

Existing Æ-shortest paths algorithms [Epp99, Mai99] rank paths by their lengths in 

ascending order. The problem of fo/As calculation can be described as:

For a praph E) and a p/wan node pa/r (1 e  V; co/rpufe K 
paths Pa ... Aom s  to f. Let O be a set /nc/ud/ng a// 

poss/b/e paths, and set = fPy, P?,... P /̂ cO . The ca/ou/afed 

/C paths must satts^;

" t_̂ P(̂  ^L^P/fV, L̂ Pf̂  /s /enpth of P/, /e  f/, 2 ,... /Ç

" L̂ Px:/ ^  tor any path p e  fO -

That is, when running a A-shortest paths algorithm, not only is the shortest path to be 

determined, but also the second shortest, the third shortest, and so on up to the ^  

shortest path.

The Æ-shortest paths algorithms can minimize alternate path lengths and can End 

relatively large numbers of paths, because shared edges or nodes are tolerated. These 

properties of the ^  shortest paths solve the problems that are encountered in the diqoint 

paths. However, the A-shortest paths algorithms also have drawbacks when used directly 

in a routing protocol. There may be too little variation (i.e., too much overlapping) among 

the calculated paths. Hoice, for reliability reasons, the Æ shortest paths sometimes cannot 

be directly used as alternate paths.

3.2 Adaptive Selection o f N ew  Paths When Failures Occur

Link or node fnlures may occur in networks. Although failures are currently much 

less common than those in the past due to wide usage of Ebre links, failures are sEU not 

rare. The consequences of a failed link are very serious, owing to the large number of
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sessions which may be afkcted, due in turn to the very large capacity of hbre links. A 

suitable response to such a failure in dynamic routing protocols is to quickly Gnd new 

optimal paths and reroute the trafBc via the new paths (c a lle d re c o v e /)^ , fallowed as 

soon as possible by repair of the 6iled component. The recovery mechanism used to 

bypass the failures should be as fast as possible for minimizing down time and use as few 

network resources as possible to minimize costs. A similar process also occurs when link 

lengths grow to unacceptable values due to increases in their trafBc load.

Convergence time is one of the important metrics used to measure reliability of a 

routing protocol. During the interval of convergence time, the protocol has to Bnd a new 

path; however, 6/ock Ao/ea (i.e., netwoik partitioning) or path cycles may occur. Routing 

during convergence time may be unstable and inconsistent.

When the network topology dianges, a conventional way to perform routing recovery 

in single path routing is to recalculate new paths, i.e., on-demand (on-the-By) path 

calculation. In alternate path routing, the alternate paths can be precalculated and 

preestablished. The following subsections overview these two methods of path

calculation.

3.2.1 On-demand Path Calculations

This is the Brst path calculation method mentioned above. It calculates new paths 

when needed. In link-state routing protocols, the simplest way to bypass failures is to 

rebuild the entire fulA (SPT) and the routing table afto" a node receives the

topology update messages. Some implementations of OSPF [NexOl] deploy this method 

to respond to link-state updates. A lthou^ it is the easiest way to adjust the routing table 

according to the latest network topology, rebuilding the whole routing table will always 

be expensive, and will result in long convergence times. Routing cycles may be easily 

introduced during such a long convergmce time. Hence, it is not preferable to constantly 

rebuild the entire SPT and the routing table.

To relieve the burden of rebuilding computations, partial rebuilding of the SPT is 

often applied in routing protocols [McqSO, Nar99a, NarOOb]. The motivation for this
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^)proach is to reduce recalculation oveihead. It tries to dynamically maintain the SPT 

after a Allure occurs, instead of completely recalculating the entire SPT.

McQuillan [McqSO] modiGed Dÿkstra's shortest path algorithm, so that changes in 

network topology require only some incremental calculations. His algorithm intends to 

identify the afkcted and unaffected nodes when Allures occur, and then partially r*u ild  

the SPT including the affected nodes. Because the SPT is just partially rebuilt, 

computational overhead of the McQuillan's approach is reduced.

Narvaez et al. presented another dynamic SPT algorithm [Nar99a, Nar99b] that 

makes use of the structure of the previously computed SPT. In their Ball-and-String 

model, the increase (or decrease) of an edge weight in the SPT corresponds to the 

lengthening (or shortening) of a string. Based on this model, they derived an efBcient 

algorithm Aat propagates changes in distances to all afkcted nodes, in a natural order and 

in an economical way. The priority of node relabelling can be determined by using new 

notions describing the maximum decrement or increment of path length. Although this 

approach can speed path recalculations when failures occur, a certain amount of 

computation is still necessary.

After a new path is recalculated, it has to be established by underlying signaling 

protocols before daA transmission. This is a non-avoidable step in the on-demand path 

calculation mode. Along the new path, all intermediate nodes will install the path and 

reserve the resources required by the incoming daA flow. Obviously, the time cost of 

path establishment is a signiGcant part of the convergence time, and this cost varies with 

network size.

3.2.2 Precalculated Alternate Paths

As stated, certain computational overhead is unavoidable in on-demand path 

calculation, and it causes a longer convergence time. The use of precalculated and 

preestablished alternate paths is an qiproach Aequently used to improve the reliability of 

routing in networks [Wan90, Bah92]. MulGple paths are calculated and established 

beforehand Ar a given node pair, say x and When node x detecA that the working path
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to y  has failed, node % will pafbrm  a path switch, meaning that the failed path will be 

replaced by a precalculated alternate path. Such a path switching process is obviously 

much faster than recalculating a new path to node y followed by path establishment, 

because the required computation is only a table lookup.

As stated, the alternate paths may work in the primary/backup scheme or in the 

parallel scheme w i6  the primary path. The primary/backup scheme is feasible whether 

the alternate paths (including the primary path) are disjoint or non-disjoint. On the other 

hand, the parallel scheme may balance the trafBc load among links and thus may not need 

path switching when failures occur. This sdieme is only feasible when the calculated 

paths for a given node pair are diqoint. For non-diqoint alternate paths, there have by 

deBnition shared edges or nodes, which may create bottlenecks and cause congestion. 

Resolving these problems in the parallel schone is still an open topic in the area of 

routing protocols and is beyond die scope of this dissertation.

The m ^or beneût of using the alternate paths in routing protocols is the improvement 

in convergence time when failures occur. The small time needed for table lookup will 

signiBcantly reduce calculation and require less of other system resources. For 

comparison, in the previously discussed approach of partially rebuilding the SPT, a 

certain amount of computation is always required to maintain the affected SPT when 

failures occur. However, three drawbacks exist Bir the alternate path approach:

1). Reliability improvement in alternate path routing has the cost of more resources 

reserved on the alternate paths. If the alternate paths are seldom used, the extra 

resources reserved on these paths will be wasted.

2). The alternate paths are precalculated, therefore these paths cannot respond to the 

latest network topology. In other words, we may use suboptimal alternate paths as 

new working paths aAer multiple failures occur.

3). When all available alternate paths are affected by failures, path recalculation has to 

be performed. Generally, to calculate one primary path and multiple alternatives for 

each destination is more cosdy than to calculate one shortest path for each 

destination. Furthermore, setting up multiple paths may take more time than setting
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up only one path. Therefore, in altanate path routing, path recalculation and 

reestablishment must be inûequenL

If we can provide viable solutions to the above problems, the alternate path routing 

approach will be an efBcient way to shorten routing convergence time and improve 

routing reliability. This is one of the 6)cuses o f this dissertation.

3.3 Fault Restoration Methods

Several fault restoration techniques [CheOO, Sta99, Vee99] have been developed 6 r  

&st bypassing of a failed link or node in routing protocols. Some techniques require 

precalculated alternate paths, and some do not. In either case, precalculated alternate 

paths can speed fault recovery. In this section, we ovoview these techniques.

3.3.1 Link Restoration

Link restoration [CheOO] finds an alternate path that reconnects the two end nodes of 

a failed link yl, as shown in Figure 3.1. The affected working path is v-:» r,

and the back up path is v -f r. Although one rerouted path is shown in

the Sgure, all working paths which utilize the fMled link must be rerouted at the same 

time. The new paths can be calculated on-demand after the failure occurs, or 

precalculated as backups. For restoration speed and efBciency, the alternate paths should 

be precalculated and preestablished, at the same time as the primary path.

Bandwidth reservation along the alternate path can be performed during the step of 

path preestablishment, in order to make it available for active trafBc when the working 

path fails. If bandwidth is not reserved, it is possible that the preselected alternate paths 

may have inadequate bandwidth available when the failure occurs.
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Narvaez proposed a fault-tolerant link-state routing protocol without flooding 

[NarOOa]. The idea is to construct a shortest restoration path 6)r each unidirectional link 

fault by per&rming only local updates on the affected nodes. Wu extended this idea to bi­

directional link 6ults, and proposed a new protocol [WuOl] that can efBdently update 

the routing tables of nodes on the restoration path. The construction of the restoration 

path is initiated at both end nodes of the Aulty link.

Link restoration is a simple and &st recovery technique, because no fault notihcation 

messages need to be sent to ofher nodes. The end nodes o f the failed link initiate the path 

restoration process, which is transparent to the other nodes in the netwoik. However, 

there are several disadvantages to the link restoration technique:

1). It cannot efhciently handle node failures. For example, assume node v fails in 

Figure 3.1, then node w initiates link restoration process. The new path hom node f 

to node r will be s - f  v-^ t. However, this path does not work because

it contains the failed node v.

2). When multiple link failures occur, the hnal path 6om the source to the destination 

becomes quite complex and end-to-end delay may grow signiBcantly; even worse, 

routing cycles may occur.
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3.3.2 Partial Path Restoration

Partial path restoration [CheOO] attempts to And an alternate path horn the source, say 

j, to the downstream end node y, of the failed link y), as shown in Figure 3.2. This

technique can restore any possible link or node failures between s and v. The restoration 

process will be initiated by s, after f  receives the notice of the failure.

Working path

Source

 ^

figure forho//wiA regforofion.

Destination

However, response time to the failures in partial path restoration will be longer than 

that of the link restoration technique. It will take a certain amount of time for the source s 

to receive notice of the failed link (w, y] after the failure occurs. Also, f  has to 

precalculate alternate paths to each of the intermediate nodes, and store them for future 

use. This creates a burden of computational and storage overheads. Moreover, the end-to- 

end delay guarantee may be broken if the alternate paths are used, because the complete 

path after restoration is composed of two segments: y] and 6—̂ (1.

Similar problems as with the link restoration technique exist in the case of multiple 

6ilures. Also, the complete path horn f  to r after the alternate paths are used may become 

too long and cycles may occur.

3.3.3 Path Restoration

In partial path restoration, the segment of the original working path downstream from 

the failure to the destination is unaffected by the rerouting process. For more flexibility, it 

m i^ t be desirable to reroute the entire failed path to anothe padi between the source f



30

and destination f. Shown in Figure 3.3, the new path after restoration at source f  is 

%-:» y - f  This technique is called path restoration [CheOO]. In this technique, the 

alternate paths 6om to f must be precalculated and preestablished. Similar to partial 

path restoration, response time to the failures in path restoration is longer than that of link 

restoration.

Working path

O r
Source\

— X — 0 "

N Q .-----------© - '

Figure 3.3. Path restoration.

< D
/  Destination

Backup path

In the context of alternate path routing, path switching represents the process of 

performing path restoration at source fidentifying the failed working path, switching the 

failed path to a backup, and resuming data transmission along die backup path.

Path restoration offers more flexibility than the link restoration or partial path 

restoration technique. Any alternate paths 6om f  to f can be used far rerouting, subject to 

the requirements of QoS routing. This technique is fairly economical and can reroute the 

paths more efBciendy. Important features of the path restoration technique are:

1). It can guarantee end-to-aid delay after an alternate path is selected.

2). The complete path after path switching is predictable. Routing cycles cannot be 

formed.

3). It reduces computational and storage overheads as compared to the previous two 

padi restoration techniques.
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3.3.4 \̂ urtual P-Cycles

Grover and his research group have developed a path restoration technique called the 

FfrtwaZ frotectioM Q/c/e (p-cycle) [StaOOa, StaOOb, Gro02] for fast restoration horn 

failures. As a ring protection technique, p-cycles were initially conceived as 

preconGgured undirected protection cycles 6)r use in fPhve/emgrA-Divtgzon 

(WDN^ and (SONET) transport in mesh networks, and

were extended to IP networks by implementing them as Prrma/ Crrcurtr (VCs) [Sta99].

In the event of a failure, af&cted packets are encapsulated and immediately diverted 

by a preconGgured p-cyde, which is spedGed as an alternate path entry in the routing 

table. Those packets will travel throu^ the p-cycle unGl the failure is cleared; the packets 

are then removed Gom the p-cycle and routed normally towards their destinaGon. The p- 

cycle provides a kind of circular shiA as an immediate detour 6)r the packets, preventing 

their loss, until routing reconvergaice occurs.

A #p#m om <h* oyde W * -1 R##*onHkn Path,

A span o f th e  p-cyd* falls - 2 Resforatlon Paths

FzgM/ie r g c o v e z y a  apon _/üf/«re.

The mechanism Air achieving protecGon by a p-cycle is illustrated in Figure 3.4 

[StaOOb]. The p-cycle shown in case (A) has itself been disrupted by one failed span (a 

span is an opGcal link) on the p-cycle, while case (B) shows an straddling span Mlure. A
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straddling span is a link not on the p-cycle but the two end nodes of the span are on the p- 

cycle. In both cases, the p-cycle can o8er full restoration -  in case A, surviving spans of 

the remaining p-cycle will form a restoration path and connect two aid nodes of the 

failed span (3c, in case B, there are two restoration paths to coimect the flailed 

straddling span (3c, ^  horn opposite directions.

The p-cycle technique is mainly considered at the network design level to improve 

the survivability of the network. This technique has good restoration performance as a 

static technique. However, it is not easy to dynamically reoptimize the conhgurations of 

multiple p-cycles (e.g., p-cycle number and arrangement) to provide protection for every 

node and span based on the latest topology. Signihcant computation may be involved for 

such changes. The p-cycle technique may not provide satisfactory fault recovery in the 

case of multiple failures. Furthermore, the end-to-md delay of the restoration paths may 

vary signihcantly, depending on where the failures are. For example. Figure 3.4A and 

3.4B show two différait cases.

3.4 Analysis o f  Alternate Path Routing

Features of alternate path routing when responding to dynamic changes of network 

conditions may differ 6om traditional single path routing. Such diSerences are discussed 

in the fallowing subsections. For reasons of comparability, our analysis is based on an 

assumption that both single path routing and alternate path routing use the same link-state 

protocol, e.g. OSPF [Moy98b].

3.4.1 Responsiveness

A routing protocol can work correctly only when its convergence time is smaller than 

the rate of changes of network topology and tra&c load.

However, far extremely 6 s t and temporary changes, both routing schemes (alternate 

path and single path routing) have ratha limited c^ability to make appropriate
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responses. Route updating is often slow as compared with changes in trafBc intensity or 

load on individual hnks. For example, OSPF sets the interval of Hello packets to 70 

seconds in a LAN [Moy98b]. There&re, load changes may not be detected immediately. 

Moreover, the communication delay also imposes a limit on how fast the routing 

algorithm can react to trafBc changes. As the netwoik grows, so will the communication 

delay of flooding link-state updates. It may be possible that a temporary failure or 

transient congestion on a link has already recovered, when the link-state update 

information providing notiBcation of the error is flooded to all nodes in the network.

For the case of long term link/node failures or slowly varying trafBc load changes, 

both routing schemes can respond effectively. Alternate path routing yields much faster 

response than single path routing does. The reason is that path recalculation and 

reestablishment have to be performed in single path routing when failures occur, while 

only path switching is needed in alternate path routing.

Hence, one fundammtal assumption for our work on reliable routing is that the 

rerouting speed of the protocols should be faster than the rate o f network topology 

changes. Dealing with very fast trafBc load variation and studying efBcient congestion 

control mechanisms for routing protocols are beyond this research.

3.4.2 Estimation Error

It is important to be able to characterize the delay that individual packets are 

sutjected to in their journey through the network [Wan92, Wal97]. The overall 

transmission delay can be traced to four main causes.

1). froc&gsmg de/ay -  This is the time it takes to process a packet at each node 

and prepare it for retransmission. This delay is determined by the complexity of the 

protocol and the computational power available at each node.

2). fropagodoM delay -  This is the time it takes a packet to actually propagate 

through a communication link. This delay is dictated by the length of the 

communication path and the transmission medium.
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3). ZmJb ferwce (7 ^ ^  — or Link/Line service time. Also known as the 

transmission delay. This is the time that it takes to stuff an entire packet, 6om the 

Brst bit to last bit, into a communication link.

4). gwadng jg/cy ( 7 ^  This is the time that a packet has to wait in a queue for link 

service. 7  ̂ is governed by the length of the queue on a link and the scheduling 

strategy used by the node.

Let m represent the number of nodes in a path P. Assume all nodes and hnks in the 

network are identical. Let 7 '̂ rqMesent the queuing delay (including the packet to be 

served) of node ; on the path P. Then, the overall delay 7̂ wMff (indicate the delay of the 

path) can be estimated as:

71,w«a = »'X'7},nx; + (h -7^x7)ny  + 27;,' (3.7^

The propagation delay 7}^y is detomined by the length of the physical channels and 

is independent of the actual trafhc on the link; likewise, the processing delay 7},̂ % is 

determined by the available hardware and again is not affected by trafhc. We hence focus 

on the queuing delay 27^ Here, A*r simphcity, our discussion ignores the possibihty of 

retransmissions, which of course would add to the overall delay. In practice, however, 

retransmissions are rare in most data networks (li^ tly  loaded, optical), so this 

assumption may be safely made.

For a given network, the three types of delays, i.e., 7},nx, 7}̂ ny and 7 ^  may exhibit 

little fluctuation even thoug)i big trafBc load changes occur in the network. However, the 

queuing delay 7  ̂may show remarkable swings with changes of trafBc load, and hence of 

link congestion. 7  ̂contributes the most to variations in the overall delay

A flooding mechanism is applied to distribute link-state updates in OSPF, Bom one 

node to all the others, so that every node has an identical copy of the link-state database. 

Then, the routing paths are calculated based on the contents of the database. However, 

because of the delay in receiving the routing data (i.e., the link metrics), the values that a 

remote node uses to perform the calculation may not match the latest network topology. 

The difference between the estimated value (i.e., the old value of the metric used to
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paibrm  path calculation, measured at time and the measured value (i.e., the real value 

of the metric upon the time of path calculation, measured at time is called effâmwzfâ&M 

error.

Postponed response to failures in a routing protocol will cause estimation error. 

Moreover, estimation error still exists in a network widi static topology (i.e., no fiailures) 

but with trafdc load variation. Wang studied such estimation error [Wan92] for the 

shortest path algorithms by considering the overall delay of routing data through a link i. 

Let and be the network utilization &ctors at time f/ and respectively. Let A/) be 

the change of the n^work utilization, i.e., A/) = The utilization of a bnk is

determined by the load on this link.

Based on Wang's studies. Figure 3.5 plots the estimation a ro r as a function of /?/ 

whœ A/) is fixed By irKaneasiryg/?/ gradually, tlie estimadicm error ixanainsi/erif low until 

/?f approaches 1. This threshold behaviour results from the &ct that the delay changes 

much more inapidly under heavy trafGc. Figure 3.6 shows the estimation error as a 

function of pacentage of change in the utilization &ctor. The «dimation error is low 

when the trafhc load is deceasing but rises sharply when the traffic load is inoreasing. 

The change in traffic load A/? dq)ends on the nature of traffic and the overall delay. 

W hœ this delay is large, the differœce betwem and terwds to increase. In gaieral, 

the estimation error is low when the trafhc load in the network is light or decreasing.
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Figure 3.6. Normalized estimation error as a Junction o f Ap/pi.

The conclusions of Wang's studies can be used to analyze the estimation error for 

both sin^e path routing and alternate path routing.

Typically, OSPF uses link delay as the metric to perform path calculation: such a 

metric has an indirect relation with trafBc load on the link. As mentioned earlier, the 

queuing delay 7  ̂depends on the utilization of the link Under conditions of light loading, 

packet queuing is minimal, and thus 7  ̂is largely negligible. In this situation, the overall 

link delay 7̂MerW/ will be dominated by the propagation delay 7]̂ %̂  and the transmission 

delay 7 ^ .  The reported delay values are 6irly good predictors o f the delay encountered 

aAer rerouting and, in fact, routing tends to be fairly independent of trafBc conditions. 

Under moderate loading, 7  ̂is no longer negligible. However, routing changes result in 

moderate trafBc shift. There&re, 7  ̂does not change too drastically and the delay metric 

remains a useful predictor of expected delay. On a heavily loaded network, queuing delay 

7  ̂ may exert a signiBcant influence on the link delay metric. In this situation, the 

estimation error for the metric values will be so large that the delay metric is no longer a 

usable predictor for the next path calculation.

A routing parameter in OSPF is used to represent the length of time

between two Hello packets that the node sends to its neighbours to maintain the links and
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measure (he delay of (he links. The typical value of the /k/ZoThferW far a /oca/ area 

aehw /* (LAN) is 70 seconds, i.e., we can say that the time interval between the two path 

recalculations (i.e., route updating interval) is about 70 seconds for a LAN in

single path routing.

However, in alternate path routing, the hequency of path recalculations will be 

signiGcantly reduced. In most cases, path switching will be used to replace affected paths 

with the precalculated alternatives. No path recalculation will occur if there are still 

available alternatives for a given node pair. Typically, the time intoval between the two 

path group recalculations for alternate path routing may be much longer than

&r single path routing in the same network œvironment. This is exactly the 

advantage of alternate path routing. On the odier hand, within the longer interval , 

(he trafBc load on links may show notable changes, caused by longer accumulation, so 

that using precalculated alternate paths may not a d ^ t well to the changes. During a long 

time interval between the two path group recalculations, the estimation error in alternate 

path routing would be bigger than that in single path routing. Hence, alternate paths may 

exhibit suboptimal performance. Only when trafBc load is not very heavy can such 

estimation error be omitted.

Certainly methods can be used in alternate path routing to reduce (he bigger 

estimation errors:

1). We can trace aU dynamic changes of Unk lengths. After a source node s calculates 

multiple acceptable paths to a destination A node f  can record such changes, and 

update the length of afkcted paths in its routing table, by receiving link-state update 

messages. Then, a suitable path can be selected among the multiple candidate paths 

as (he working path. For example, it could choose (he path whose length is the 

shortest. When a path length becomes longer than (he QoS requirement for end-to- 

end delay, that path can be marked as Ailed.

2). Another method to reduce the estimation error is to use admission control 

mechanisms at s, so that congestion would be avoided. As a result, (he estimation 

error would be kept in a quite low level. In Chapter 7, we propose such an 

admission control mechanism when using precalculated alternate paths.
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3.5 Summary

Alternate path routing mechanisms have been described in detail in this chapter. 

Several types of path restoration techniques which use the alternate paths were also 

introduced. Link restoration is the simplest of these techniques, suitable for a single link 

failure. Path restoration is widely used in explicit routing due to its flexibility in path 

calculations and efGdency in path switching at the source. P-cycle restoration is a ring 

protection technique, which can provide fast restoration when failures occur. However, 

dynamic reoptimization for p-cycle number and reconhguration of multiple p-cycles are 

quite expensive.

New features when using altanate path routing are also discussed in this chapter. 

Alternate path routing can achieve higher responsiveness through fast path switching. 

However, estimation errors may be increased because the time interval between the two 

path group recalculations is usually much longer than that in single path routing. This 

means that the precalculated alternate paths may be suboptimal paths before the next path 

group recalculations. But, if there is little congestion in the network, or the trafBc loads 

do not change too much, the estimation errors when using precalculated alternate paths 

still could be tolerated.

In the next chapter, we will present our definitions of network reliability. Also, we 

will illustrate different types of overhqxping paths and analyze the preferred number of 

paths in alternate path routing, based on the tradeoff between reliability and resource 

consumption. Furthermore, mathematical Armulae to calculate reliability when multiple 

paths are chosen for a given node pair will be derived.
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4. New Results on Routing Reliability

RecœÜy, a concept called SAwaf /(ü t Zm t Groz/p (SRLG) [ChaOO, PapOl] has been 

proposed to ensure routing diversity. SRLG is a set of optical lines sharing a common 

physical transmission resource (such as Gber, conduit), i.e., sharing a common risk. For 

instance, a set of links belongs to the same SRLG, if they are established over the same 

Sber segment. However, we are not interested in using SRLG to analyze reliability. We 

consider links or nodes shared among multiple paths, rather than a group of links sharing 

a common physical resource.

Improved routing reliability is one of the m ^or potential advantages of alternate path 

routing, as it provides multiple paths between a given node pair (). We are interested 

in determining a small set of non-disjoint paths between s and t with a limited number of 

shared edges. The problems we must consider include: how reliability is defined and 

calculated, and how reliability is aSected by the underlying alternate path hnding 

algorithms. In this chapter, we will give deGnitions of network reliability and we will 

derive new formulae to calculate reliability in the presence of shared edges. Also, we will 

discuss the major Actors afGecting network reliability.

4.1 Introduction

Network reliability encompasses a range of issues related to the design and analysis 

of networks, which are subject to random component Ailures. In our discussion of 

network reliability, we mainly consider how the underlying routing protocol affects the 

network reliability. For a given network, the routing protocol will determine the paths, 

i.e., edge sets, which will be used Ar daA transmission. Obviously, the selection of 

suitable edge sets has a signiGcant inGuence on network reliability.
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The key issues when considering reliability in alternate path routing are edge sharing 

and node sharing. This is because shared edges or nodes will decrease the reliability of a 

path set. Failures of shared edges or nodes may cause failures of multiple paths.

Only shared edges are considered in our analysis. Shared nodes can be considered as 

a special case of shared edges. The reasoning behind this is as follows. Assume a node v 

has weight w. When v is shared by multiple paths, it can be split into two vertices, v ' and 

V'', connected by an edge (v', v 'y  with weight w. The node v ' holds all incident edges to 

V, and v " holds all out-going edges 6om v. By this method, a shared node can be 

transAmned to a shared edge. Moreover, metrics of the node v, such as delay, capacity or 

failure probability, can also be represoited as the w e i^ t of edge v '^ . Figure 4.1 

illustrates this transfarmation.

becomes -y

Figure 4.1. Construction o f auxiliary edge and node.

In reliability analysis, network components (nodes and edges) can assume one of the 

two states: cpenzfrng or This is the so-called two-srofe morfc/. The state of a

component is by assumption a random event that is indepœdent * of the states of the 

other components.

In alternate path routing, the routing reliability analysis problem can be described as 

fallows: based on some givai probabilities that each component is operating, compute a 

measure of reliability on the paths between a given node pair as calculated by an alternate 

path finding algorithm. To simplify reliability analysis in this chapter, we use the number

* This as8img)tion can be argued in caiain Gber networks. For exangile, links on two disjoint paths 6)r a 
given node pair may share a same fber segment These links share a common risk and their states 
(operating or failed) are not independent. The concept o f Shared Risk Link Group (SRLG) considers 
such situation. In path calculations, SRLG information can be taken into consideration [Kom02] so that 
the common risk will be reduced to select suitable paths.
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of edges (i.e., hop count) in a path to represent the path length. In other chapters, path 

length represents end-to-end delay.

4.2 Définitions o f Network Reliability

In the two-state model, a network component's probability of functioning correctly is 

called its co/TgwneMt re/mbf/fry. When a component fads, two types of time intervals are 

involved, i.e., the /yiean Üme to (called MTTF or 2}) and mgzm fi/ne to r^ o ir

(called MTTR or 7^. Reliability could have one of the several possible interpretations. 

The most two common interpretations are:

1). the component's reliability, or

2). the component's availability.

In this dissertation, we use the term re/zobz/zry to mean the prohability that a 

component or systan is operating. Here, we discuss a more specific dehnition. The term 

ovoz/obf/f^ is used in the context of repairable systems. In these settings, components 

alternate between heing in an operative state, and having failed and being currently under 

repair. The component availability is deGned as the probability that at a random point in 

time the component is operating. An estimate of availability is

ConÿWMgMt avzzzbzbz/zfy = ^  /  (7/ + 7^ (4.7)

The deGnition of component reliability does not involve consideraGon of repair. 

Rather, a length of time r is speciGed and the rehability of a component is deGned to be 

the probability that the component does not Gdl within time r.

Components like routers and links are assumed repairable. Hence, reliability of the 

components is represented by the component's availability. In our analysis, the only
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netwoik components that we consider are edges (i.e., links). For simplicity, we assume 

that all edges have identical re lia b ility *. Failure probability of each edge is g = (7

4.2.1 Netwoik Reliability

Network reliability is deSned as the probability that the netwoik is operating (i.e., the 

data flows still can be correctly delivered to their desired destinations by the 

precalculated paths) during a specihed time interval r. The following analysis of netwoik 

reliability is based on literature [Bal92, Col87].

Two netwoik reliability measures are often used. The hrst one is the 

measure, rqu-esented as ^  G). Here, is the graph representing the network,

and f  is the source node receiving input data flows. Nodes ^ represent the desired 

destinations of data packets. In a simple case, AT = (F  -  denotes the

probability &at there still exist operating paths 6 om s to each node in Æ The second 

measure is called a/Z-nerW/w/ measure, represented as denotes the probability

that there exist operating paths between every pair of nodes in G. In this measure, any 

node in the network can receive data. We list dehnitions of the netwoik reliability 

measures as Aillows:

^  = fr/lAere exwl palAr s to eacA nodlg m ^

= (4.2)

Here, E ' is a subset of E and includes all edges that are on every path 6 om f  to each 

node in set Æ All paths are calculated by the alternate path hnding algorithms. = 7 if

all communication paths hom s to each v e  AT are operational. This means Aat if every

* In a heterogeneous network, network components may have different reliability. This makes calculations 
o f network reliability complex. Considering a simpler scenario, assume that all nodes have identical 
reliability p i  and all edges have identical reliability p 2 . Network components with higher reliability may 
be preferable in path calculations. However, calculating network reliability is still hard due to existence 
o f common nodes and common edges. This problem is an open research topic.
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edge g e  Æ' operates, then the network operates. = 0 if  the communication between 

node s to at least one node v e  Æ fails.

= fr/tAerg g%tyf /wtAf Agtween evgry /w /r nodky m 6^

E'cf

The deGnition of / ( g /^  is similar to that of (^. The set jE ' includes all

edges that are on every path between every pair of nodes in G. = 7 if all 

communication paths in the netwoik are operational. = 0 if  the communication

between at least one pair of nodes fails.

To support the desired netwoik reliability, explicit routing is usually required to 

guarantee that the calculated paths are fallowed at all intermediate nodes until the desired 

destination is reached. A source node is somewhat special; it can trace netwodc topology 

changes, and perform path calculation and path switching when necessary.

However, in alternate path routing, computations of netwoik reliability will become 

di&cult because of the ovo-lapping of mulGple paths far each node pair. These paths can 

be either disjoint or non-diqoinL In this case, it is complex to calculate reliability by 

either 7(g/(f, or7(g/(1(^.

4.2.2 Connection Reliability

One special case of reliability is the lwo-rg?7n;nn/ measure [Bal92, Col87] of netwoik 

reliability, represented as TZg/̂ fs, I, Such a measure represents the probability that data 

trafhc can be correctly delivered Gom s to I. The deGnition of two-taminal measure of 

the netwoik reliability is:

7(g//f, I, = fr/lAgrg gxwts nl /east on j?olA s to t/

E 'c E
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Here, the set includes all edges that are on evay communication path horn f  to A

= 7 if such communication is operational, while = 0 if  the communication 

between node f  and / Ails.

In alternate path routing domain, only a few number of paths are selected 6 om all 

possible paths for the f-r node pair by path calculation algorithms. Packet Arwarding in 

the explicit routing mode is only perArmed on these limited end-to-end paths. The 

edges/nodes which are not on the chosen paths will not be used An data delivery. 

ThereAre, we introduce Connecfm/i as an estimation of routing reliability

when there exist multiple paths 6 om s to r."

Connection Reliability is the probability that at least one path 6 om s to r is operating.

Let R represent connection reliability. R is a decreasing function of the number of 

common edges and of the number of edges on the paths, and an increasing function of the 

reliability of each edge. The common edges make the multiple paths Aom s to r 

interdependent, and the calculation of R is done using the method of inclusion/exclusion 

[PuOla]. Section 4.4 gives a detailed derivation of our formulae.

In this dissertation, we use connection reliability to quantify reliability for a given 

node pair in alternate path routing. Without special mention, the terms reliability, routing 

reliability and connection reliability are interchangeable. The formulae for calculating 

connection reliability will be fqyplied in our new alternate path Anding algorithms far 

selecting suitable alternate paths that meet the desired reliability requirements.

4.3 Failure Probabilities in Netwoiks

Failures may occur in both conventional cable-based networks and current Gber- 

based networks. Compared with cable-based networks, optical networks are usually more 

reliable due to the advanced Aber techniques. It is meaningful to estimate the failure 

probabiliAes of network componœts. In this secAon, we will do this analysis using 

sample data about opAcal networks Aom pracAce.
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In an optical network, routers or switches are connected by optical transmission 

systems (optical links) using optical interAce cards. Any of these components may fail 

during data transmission.

From experiences with Nortel optical networks [BelOl], almost all router 6 ilures are 

caused by software, and the typical value of router MTTF is about a week. Because of the 

software nature of router failures, the router MTTR is relatively quick (a reboot taking a 

few seconds to minutes). Most optical transmission system failures (link failures) are 

hardware failures, and almost all of those failures are caused by cable cuts. The 

estimation provided to us of link MTTF is in the magnitude of several years. As failures 

are hardware based, link MTTR is a matter o f the hours required to locate and splice the 

broken link. For connecting routers and optical links, the interface cards (i.e., interAce 

modules) with lasers and associated chips running at 2.JG6A have a failure rate o f about 

7,500 Ailures in 70  ̂hours, which means that the MTTF is about 0.07x/0^ hours or 76 

years. A router would contain many such interface cards. Replacing a failed card does not 

require much time -  it might vary 6 om tens of minutes to several hours.

To estimate the component reliability we can assign sample values to MTTF and 

MTTF for each type of component based on above experimental data. Then, the 

component reliability could be computed by Formula 4.1. The component failure

probability is g = (7 - p). Table 4.1 shows the estimations of the q values.

Table 4.1. Estimations offailure probability to the network components.

A m y Am% Failure probability 
of o cooÿwnoMt

Router 7 weet 0.̂ %

20 Aowry 0.2%

6.67 x7(X Aowry 2 Aou/3 2x70^
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From the above table *, we observe that the optical links have a slightly smaller 

failure probability than the routers. Among the three types of componaits, the interface 

cards have the minimum failure probability.

4.4 Preferred Number o f  Alternate Paths

One interesting question in alternate path routing is the optimal number of alternate 

paths. We prefisr to calculate two or three paths for a given node pair. In this section, we 

state the reason 6 )r this preference. For simplicity, we assume:

1). Every edge in the netwoik is identical in lengdi and reliability. Let represent the 

reliability of an edge.

2). There are no shared edges among paths (i.e., disjoint paths).

3). All the paths have same length m (i.e., the same number of edges).

These assumptions are reasonable in practice. The number of hops in a path could be 

used as an estimation of the path lengdi [Hed88, Mal98]. Moreover, in general, the 

number of edges shared among paths should be held to a low level, and the variance in 

the number of hops of the paths between two nodes is often small. Consider the relation 

between the connection reliability ̂  for a given node pair () and the number of paths L

Then we have:

Obviously, the value of t  is a measure of resource consumption. For a bigger value of 

t  a router has to introduce more computational overhead to calculate the desired paths.

* Here, we do not consider Imk congestion. That is another type of problem in routing protocols. Link
congestion has similar behavior to link failure. When it occurs, link length (i.e., link delay) will increase 
sharply. A threshold T  can be used to treat congestion as a link failure when an increase o f link delay 
exceeds the predefined T  value.
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and a much bigger routing table is required. When A: increases, edge sharing among paths 

will become more complex to assess too. On the other hand, a bigger value of ̂  means 

better reliability Æ Therefore, our problem becomes how to best resolve the tradeoff 

between better reliability and excessive resource consumption.

Figures 42A, 4.2B and 4.2C illustrate the behavior of as a function of ̂  p  and w. 

In case A, we 6 x p  = and set path length m as d, 72 and 7& In case B, we 6 x p  = 

and also set path length m as d, 72 and 7& In case C, we 6 x m = 72, and setp  as 

P7% and In these figures, connection reliability 7( increases faster when t  is 

smaller but grows slowly when t  is larger. Put another way, the incremental improvement 

in reliability diminishes rapidly as A: increases.
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Here, we apply the 20-^0 /(w/g * [Koc98], an empirical rule of thumb in engineering 

and economics, to choose the optimal number of paths in alternate path routing. From 

Figure 4.2C, when path length is moderate (m = 72 ,̂ and the edges are not very reliable 

(p = the minim um  reliability is when ^ = 7. Assume the maximum

reliability is = 700% for a very large t. From the curve, ^ = j  achieves 7( ' = PO.2% 

reliability. On the other hand, according to the 20-^0 rule, the expected reliability based 

on the tradeoff between reliability and the number of paths is 7( "  = TLw + <̂ 0% x  -  

7(mV = 90.^%. Hence, 7( ' » "  is a valid assumption, and we can say that ^ = 2 may be 

the best choice to balance the achieved reliability and demanded resource consumption. 

The same analysis can be applied to the case w h e n = 97% and m = 72 in Figure 4.2C.

* Vilfredo Pareto (1848-1923) was an Italian economist who, in 1906, observed that twenty percent o f  the 
Italian people owned eighty percent o f their country's accumulated wealth. Later, this rule has come to be 
called Pareto's Principle [Koc98], or the 20-80 Rule. It states that a small percentage of efGart, is 
responsible for a large percentage o f  the resulting effect, often in a ratio o f approximately 20:80. His rule 
has been applied as an empirical rule o f  thumb in engineering and economics - a minority o f  input 
produces the majority o f results. The improvement o f reliability with increase in k  seems to be an 
example o f Pareto's classic idea, as are so many other cases of engineering desigrn
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However, in Figure 4.2B, w hai the edges are quite reliable (p = 999^, the reliability 

' achieved by two paths ^  is almost equal to the corresponding K In this scenario 

according to the 20-^0  rule, t  = 2 is a better choice than t  = 2.

Here, we do not consider shared edges amongst the paths. Shared edges will 

obviously reduce the value of Æ However, &r achieving high routing reliability, only a 

very limited number of shared edges can be allowed among the calculated alternate paths. 

For simplicity and brevity, we apply fbe above analysis to such non-diqoint alternate 

paths. Thus, the preferable value of t  is 2 or 2.

Furthermore, &r the case of A: > 2, edge sharing will become more complex. An edge 

can be shared by four paths, 6 ve paths and so on. The complexity o f an alternate path 

finding algorithm when considering such types of edge sharing may signiGcantly 

increase. Also, more alternate paths will require a much bigger routing table. The third 

drawback is that estimation errors (discussed in Section 3.4.2) may increase, because the 

time interval between the two path group recalculations will become longer when more 

alternate paths exist These alternate paths may not match the latest network topology 

changes.

Setting it = 3 can be used as the upper bound on the number of precalculated paths for 

a givai node pair. The underlying alternate path jSnding algorithm may also affect the 

number of altanate paths that can be calculated. For certain netwoik topologies, it is 

possible that only one alternate path can be calculated.

Therefore, by such selection of path numba" = 2, the introduced computational 

overhead and additional storage requirement during the routing process are not very 

signiGcant, and these costs are tolerable in the current router technologies.

Finally, it is interesting to recall that alternate path routing was Gist used in the voice 

switching networks, and there the value of t  was always 2, one primary route and one 

alternate route.

* It is possible that, in an optical network, the reliability of netwoik congionents could be (or better).
We have discussed this in Section 4.3.
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4.5 Calculation o f  Connection Reliability

In this section, we will closely examine the important role of shared edges in the 

calculation of connection reliability Æ Shared edges make the paths interdependent, 

because if  a shared edge fails, multiple paths will be affected. In alternate path routing, 

the path finding algorithms will calculate two or three paths (depending on the user's 

speciGcadon) &r each pair of nodes. Therekre, shared edges can be classiGed as 

fAuraf that are common edges used by two paths, or tnpfe-fAwaf that are 

common edges used by all three paths (if there are three paths).

4.5.1 Edge Sharing o f Alternate Paths

Let us consider the case of three communicaGon paths 6 )r a given node pair (). It 

may be common that a few shared edges exist among the three paths Gom f to t aAer an 

alternate path Gnding algorithm is executed at node & Figure 4.3 illustrates several 

sample cases of edge sharing. When only two communicaGon paths exist Gom f to r, 

edge sharing becomes much simpler, there are no triple-shared edges.

For convenience, we introduce the hallowing notaGon Gar our malhemaGcal analysis. 

Let m/, and rqaresent the length (here, the number of edges) of paths Pi, and P3 

respecGvely. Each path involves three types of edges: unshared edges (also called 

independent edges), double-shared edges and triple-shared edges, as shown in Figure 4.4.
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figure 4.3. &ump/e coses ed ê sAonng o/mong tAree /xüAs.

We deGne:

the length of path P] : m/ = Zy + 1 /; + Zyj + 7̂

the length of path P;:

the length of path P3: m 3 = 13 + 1/3 + 1 .Z3 + 1/33

where.

If, the nnmber of unshared edges used only by path ;; ; = /V, 2, 5^

lÿ , the number of double-shared edges used by paths z and/- 2, 2 ,̂ z

1 /33, the number of triple-shared edges used by all three paths
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Finthermore, assume every edge has identical failure probability g. Then, every edge 

has identical reliability p  = (7 - %). The failure probability of nodes is omitted in our 

calculation of connection reliability.

5

Fzgwre DowWe- a/wf Awezf omong fAree yxzfAf f 6) t

4.5.2 Formulae to Compute Connection Reliability

If there are two paths (Pi and ?%) 6om f  to r, then only double-shared edges among Pi 

and P2 may exist. Using the notation described in the last section, we can quickly obtain 

the fallowing farmula to calculate the connection reliability 7( for this scenario:

-

Calculations will become complex when the number of paths increases to three. Edge 

sharing has three cases: indepœdent, double-shared and triple-shared edges (shown in 

Figures 4.3 and 4.4). Certain mathematical methods of inclusion/exclusion have to be 

used to calculate 7(. Here, we derive the following formulae far three non-disjoint paths 

by applying the 3-D Venn Diagram model [FreSO], a technique to calculate occurrence 

probability of three interdq)endent events using inclusion/exclusion. The detail steps of 

this derivation are described in Appendix A. From Equations A. 12-A. 16, we have

R — So ~ Si S2 

Here,

(4.77)

(4.72)



53

_  p  (ml+m2)-(L123+L12) _|_ ^  (ml+m3)-(LI23+Ll3) _|_ ^  (m2+m3}-(LI23+L23) ^

In some special cases, simplified formulae can be obtained to calculate the connection 

reliability as shown below (i.e.. Equations A. 17-A. 19 in Appendix A).

(1). The three paths (P,, Pz and Pg) are disjoint (case 1 in Figure 4.3)

= 7 -  (7 - (7 - p '^  - (7 - p '^  (4.7J^

(2). Only triple-shared edges exist among Pi, Pz and P3 (case 2 in Figure 4.3)

p  = -  (7 ' (7 - (7 (:f.74)

(3). Only double-shared edges between Pi and Pz exist (case 3 in Figure 4.3)

p  = y _ y; . y; _  . yy _ y ,^ y ; yy.7 ;^

4.5.3 Sample Calculation Results

Formulae 4.11-4.17 were used in calculating the results shown in Figures 4.5-4.7. 

Figure 4.5 shows connection reliability comparisons when only triple-shared and only 

double-shared edges exist among the three paths (cases 2 and 3 in Figure 4.3). It 

illustrates that the overall connection reliability 7( decreases as the number of triple- or 

double-shared edge increases, whidi agrees with intuition.
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Figure 4.6 shows the variation of the ^  for difkrent combinations of the double- 

shared edges (cases 3 ,4  and 5 in Figure 4.3). These variations are relatively minor. When 

only double-shared edges exist, even distribution of the double-shared edges among the 

three paths will cause a slightly hi^ier connection reliability ^  compared to the case
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where the double-shared edges are mainly upon only two of the paths. In the calculation, 

all path lengths are fixed as ^0 and reliability of every edge

Figure 4.7 illustrates the relation of 72 to single edge reliability when only triple- 

shared edges exist among the three paths (case 2 in Figure 4.3 with different All path 

lengths are fixed at 20 edges.

Obviously, a triple-shared edge is a throughput bottleneck and a critical link to the 

three partially disjoint paths. If possible, we should avoid picking three paths with triple- 

shared edges hem the candidate path set.
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Figure < 7. FeZaOom ofF omd eô ge p wAen on/y (rÿ/e-aAored ecwf.

4.6 Summary

In this chapter, we have presented the deSnitions of network reliability. Network 

reliability has been analyzed through three types of measures: the t-fgrmi/w/ measure 

72e/(s, A) alZ-fennina/ measure 72e/(m and Aw-fennimz/ measure A

In alternate path routing, multiple end-to-end paths are used to deliver data packets 

6)r a given node pair (). We introduce a concept o f connection reliability, the 

probability that at least one path 6om f  to f is operating. Connection reliability is a
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function of edge reliability, the number of edges on the paths, and the number of edges 

shared among the paths. In this dissertation, routing reliability is quanüûed by using the 

concept of connection reliability.

In the presence of three partially disjoint paths between a given node pair in a 

network, we used the 3-D Venn Diagram to model the connection reliability. The 

mathematical 6)imulae to calculate such reliability were derived. In an alternate path 

Gnding algorithm, these Gmnulae are useful and essential to calculate as a constraint 

for deciding whether a candidate path is acceptable or not.

In the next duster, we will propose new alternate path Gnding algorithms based on 

the reliability analysis in this chfQ)ter. The new algorithms can efGcienGy calculate 

suitable alternate paths subject to predeGned constraints on reliabihty demand and QoS 

guarantees, such as end-to-end delay and bandwidth requirement.
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5. New Alternate Path Finding Algorithms

In the last chapter, the knuulae for calculating connection reliability (i.e., reliability 

in our context) wa-e derived. In this chapter, we will apply those formulae in alternate 

path Gnding algorithms. From the review of previous work in Section 2.4, existing path 

finding algorithms may not quite Gt the needs of our reliable routing using non-disjoint 

alternate paths. To propose new efGcient algorithms that consider reliability when 

calculating suitable alternate paths is necessary.

5.1 A  N ew  Alternate Path Finding Algorithm Optimizing Reliability

In this section, a new alternate padi Gnding algorithm called OptAlt is proposed to 

calculate optimal alternate paths for a given node pair, by maximizing reliability subject 

to desired QoS guarantees on end-to-aid delay and bandwidth.

5.1.1 Problem Dehnition

As stated in SecGon 4.2.2, the reliabihty is the probabihty that there is a connecGon 

Gom a given source s to desGnaGon r. The selected mulGple paths are called a potA group 

(or porA G)r which the rehability wiU be maximized. We deGne the 

ppGmo/ .4/rernore fotA FW ing frob/em, the problem of selecting the optimal path 

group, as follows:

Objective:

Find a path set (two or three paths) Gom s to r with maximum reliabihty Æ 

Constraints:

1). There must be at least available bandwidth on each link of each of the paths.
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2). Each path length (takai here to represent latency, i.e., end-to-end delay) is at most 

the specihed maximum end-to-end delay value 2,,̂ %.

5.1.2 The OptAlt Algorithm

Alternate path calculations done at j  require a global view of the entire network, 

which can be provided by the underlying routing protocol QOSPF [Apo99b]. To 

calculate suitable alternate paths with optimal reliability hom f  to r, we develop a new 

Qprrma/ / w z t A ( c a l l e d  OptAlt) based on the problem de&nition

stated in Section 5.1.1. Figure 5.1 illustrates its pseudo code.

/ / AbhMvt AyoAigy AWr aw aAWKx/Zkw? tAe

/ ) .  A nne (Ae /ibAs wAose ai@i6&iA4e Aa/KAwMA a w  Asss fAaa fAe Aaasf cbsAiSK/ 
AawWAAÆk*,/
Lbe (Ae w y  Ar^AarAssf /«(As a^orAAw /M s/afy A? / W  aiAF acnqoAAA? /«(As 
MVk%seAsqg(AsawAsss(Aaa(Ae4oeoMscf/r«xA97(mencf-(b-encfrAa6y(  ̂A/f 
all these paths in a set T; 

jy. (bwA3bra(fa«!(*»«(A3wa('A/«(As/h«7A)e/«(Asef7:^i(AccmA('%a(Av7A 
caAbK/a/xatAgnx^  ̂a/k/Ato»7(aAK A/«(A!ÿ M^AewAAsa/xwqneagkiûfaawAer 
W k a(A ^(A eg w q p s6 e (A  = ^
/iar eacA /«(A GaAwWe caonecAbn w W *R y Æ jiabcf (Ae /«(A ^w qp  
»KA!A (A em aM b?m ?Æ as(A ew saf.

Figure 5.1. Pseudo code for the OptAlt alternate path finding algorithm.

OptAlt is a hrute-fbrce algorithm. The time complexity of the OptAlt algorithm can 

be analyzed hom the above pseudo code. Assume that the netwoik contains Af links and 

#  nodes. Let ^  represent the size of the set T containing all acceptable paths. Step 7 will 

take Z/fntfnwAig = O(A0 time, and step 2 will take = 0(M7ogAT + TiOy) [Mai99] time 

to calculate all 77 candidate paths that meet the end-to-end delay constraint. In steps 2 and 

the number of possible combinations (i.e., path groups) is y/C*. Hence, the time needed 

to fmish steps 3 and 4 is = 0(gC*). The entire time complexity of the OptAlt

algorithm is:
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= wAen A = 2

= wAen A = j  (5.7,)

The reasoning 6)r optimality of onr OptAlt algorithm is as follows. By the link- 

pruning process, step 1 in the algorithm shown in Figure 5.1, all remaining links aAer the 

link-pruning process will contain at least bandwidth. AAer step 2, the X^shoAest 

paths algonthm, all 77 acceptable paths Aom s to r meeting the end-to-end delay 

constraint are calculated. Then, in step 3, there are in total possible candidate path 

groups composed of the 77 candidate paths. Step 4 will choose a path group with 

maximum 7( Aom all possible candidate groups. Therefore, after these four steps, OptAlt 

can guarantee that the selected path group will be an optimal solution with maximum 

reliability.

In some cases, multiple path groiqis may have the same maximum reliability. In this 

case, we can pick the preferable group by the Allowing rules:

1). A group containing Awer triple-shared edges is preferable.

2). Else, a group containing Awer double-shared edges is preferable.

3). Else, a group with shorter primary paA is preAmble.

4). Else, a group wiA shorter alternate paths is preferable.

5). Else, a group wiA more available bandwidth on Ae primary paA is preferable.

6). If still tied, Aen we pick one group at random.

5.1.3 Analysis o f the OptAlt Algorithm

From Formulae 4.11-4.14 for calculating reliabAty 7(, we know that 7( is a function of 

Ae numba" of edges on paAs and Ae number of edges shared among paths. A  OptAlt, 

we cannot predict or control the numba^ of shared edges m Ae selected optimal paA 

group. Howeva, a network provida or a u sa  may want to specify a particular num ba of 

shared links for Ae preferable alternate paths. For example, a remote medical operation
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in Montréal may audk for a cxmrwacdcm to a medical center in Los Angels, by three paths 

with at most two double-shared links and no triple-shared links. This shows that the 

numba" of shared edges can also be used to indirectly represait the infuaice of 

reliability.

Another drawback of new proposed OptAlt is that the number of candidate path 

groups will increase sharply when there are more acceptable paths. For example, let each 

group contain three paths, and there are 6 acceptable paths calculated by the Al-shortest 

paths algorithm. We 6en have to check gCj = 20 candidate path groups. If diere are 

such paths, the number of candidate path groups will increase to /jQ  = As a result, 

cxMiipud2dioiial(yveiliearl\viUirM3Msase signihcantly.

A/ioreoveâ  thus sbwortest pwrdi for givrai rwodk: padr rruiy not tws incdudei in tlie 

opdnudixdhgpoup selected by OptAlL Howenner, inscüiüecasest the shortest path may be 

preferred by the user for its features -  short, reliable and compatible with the currently 

popular shortest path routing strategy. In alternate path routing, the pim ary path will be 

used most of the time, whenever the failure probability is not too hig^i. This is true of 

onnaüopüadiK#woAs.

Hence, we need to develop heuristic algorithms to reduce computational oveihead in 

alternate path calculations under various path selection constraints. Also, the shortest path 

is contained in the chosen path group.

5.2 Constraints &)r Acceptable Alternate Paths

Like Section 5.1.1, let Lmar represent the maximum acceptable end-to-end delay 6om 

f  to r. Let .Bmk be the demanded bandwidth. Let D&Emw and represent the

maximum number of acceptable double- and triple-shared edges among paths, 

respectively. Obviously, there are no triple-shared edges if we only calculate two paths 

(i.e., the group size = .^. Without loss of generality, we assume here that we will 

calculate three accqytable paths: one primary path, Po, and two alternate paths. Pi and P;. 

A heuristic alternate path findmg algorithm should calculate an accqytable path group, in 

which each path P ;, ; = 0, 2, must satisfy the following constraints:
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1). Available capacity of each link on path Pi is at least -

2). Po is a shortest path 6om f  to f .

3). Length of path P, is at most &)r all ;.

4). Number of edges (i.e., edge count or hop count) of P, is at most .5)^1 -

5). Number of double-shared edges among all calculated paths is at most .

6). Number of triple-shared edges among all calculated paths is at most .

The users can specify all of these path selection constraints or some of them in path 

calculations. For the ûrst constraint, the link-pruning process in OptAlt can be used in the 

proposed heuristic path Gnding algoridrms to meet the demanded bandwidth, i.e., the 

links with insufBcient bandwidth are pruned.

The alternate paths that are calculated by the heuristic path Snding algorithms subject 

to predefined path selection constraints are termed the a/termate /xztAf.

5.3 Caiculatmg Acceptable Alternate Paths

As discussed before, the connection reliability for a node pair (1 is a function of the 

number of shared edges among paths and the edge counts in the paths. There is a tradeoff 

between these two types of parameters. For achieving the required reliability, an alternate 

path finding algorithm may emphasize either aspect: calculating longer alternate paths 

with fewer shared edges, or shorter alternate paths with more shared edges.

The proposed OptAlt algorithm can calculate optimal path group with fewer shared 

edges and shorter path lengths, but it has high time complexity. Hence, we propose three 

faster new algorithms to calculate the acceptable alternate paths subject to the constraints 

described in Section 5.2.

In certain networks, there may exist multiple equal-length shortest paths far a given 

node pair. If this is the case, we can choose one containing the minimum edges as the 

primary path, as it minimizes system costs. If several equal-length shortest paths have the 

same m inim um edges, we break the tie by a random choice among the paths. After the
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primary path is selected, the leA equal-length shortest paths can be used as acceptable 

alternate paths if they meet the predehned constraints. However, if  we still cannot find 

enough paths, the alternate path Ending algorithms have to be used.

5.3.1 An Existing Algorithm to Calculate Alternate Paths

In this section we look at an existing alternate path algorithm that is closely related to 

our work.

Using multiple alternate paths, Lee and Gerla proposed an ^proach [LeeOl] for 

improving fault tolerance in QoS provisioning. This approach was brieEy descried in 

Section 2.4. They developed an alternate path Ending algorithm by extending 

Cavendish's single path soluEon [Cav98], which is based on Belhnan-Ford's shortest 

path algorithm [Cor90a], to calculate suitable alternate paths far a given node pair 

subject to mulEple QoS constraints. For simpEcity, we denote Lee and Gerla's algorithm 

as L&G in this dissertaEon.

L&G selects acceptable alternate paths Eom all possible paths by a BFS-like (Breadth 

First Search) method when increasing the hop number of temporal paAs (described by 

[LeeOl]) starting Eom source s. Such paAs are extended m a hop-by-hop 

manner. If destinaEon r is reached and Ae complete paA Eom s A t satisEes Ae paA 

selecEon constraints, A ai this paA is an acceptable path. The Eme complexity of L&G 

wiA .Anodes is:

One beneEt of L&G is that it can optimize Ae number of hops of Ae calculated 

alternate paths. However, L&G is complex and mefEcieot for its h i^  time and space 

costs. The algorithm may often have A calculate and sAre large number of valid 

temporal paths Eom s A every mtermediate node, which are cosEy operaEons.

A Ae Allowing subsecEons (SecEons 5.3.2-5.3.4), three new algorithms are 

developed A speed Ae calculaEons of Ae acceptable altemaA paths.
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5.3.2 An Extension to the MPS AT-Shortest Paths Algorithm (EMPS)

The ^-shortest paths algorithms calculate a set o f paths &r a given node pair, which 

are ranked by path lengths in ascending order. However, path overlapping is omitted in 

the Æ^shortest paths algorithms.

Among the numerous .^-shortest paths algorithms, we choose Martins' MPS 

algorithm [Mar99] for its ease of implementation and absence of complex data structures. 

MPS uses a deviation approach to calculate paths in a directed or undirected graph. It 

calculates and ranks the deviarfon * between a given node pair based on the

shortest path. Appendix D presents pseudo code of the MPS algoridrm in detail.

To calculate acceptable alternate paths, we can extend the MPS Æ-shortest paths 

algorithm by considering common edges among paths, based on the path selection 

constraints. Two extra processes in our new algorithm considering demands of QoS 

guarantees and reliability requirements are added. The Srst process is the

which deletes the links with insufScient bandwidth. The second process is the 

jMtA-cAeckiMgprocess, which determines whether the calculated (ï = 2, 3... shortest

path is acceptable, subject to the constraints of path lengths and the number of shared

edges among the path and the already selected paths.

Our alternate path Ending algorithm is an extension of die MPS algorithm. We call it 

EMPS. Assume that we want to compute three paths (Po, P; and Pi) 6om f to r by EMPS, 

where path Po is the shortest path 6om f to r. The major steps to calculate the two

alternate paths (Pi and Pi) are shown in Figure 5.2.

* Let node v be an intermediate node o f the shortest path Pj(s, t). Assume path P(v, t) is a new shortest 
paA among all possible paths &om v to t, f  fv, (1 (Tf/g. (1. A deviation path (1 of P A  V at node v 
is a concatenated path: (1 =» PA' x) II Pfv, Here, node v is called a deviation node of pathPA, t).
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f/. AarÆvm (Ae p^A-cAeoMny /yooay A? deAsm?AK wAefAer 6  aocqpüA^g or /x%t 
6«4^A9(AecicM$(mMya(^/»(AA30g(Af am(/(Ae/?m?Aera^&Ae/a/e(ÿieg.

/? 6  aaaqo(ÈiA<̂  (Aer? we Awe Aw*/ a/? aAsmafe /xe(A a/x/ MC A? 
am?aM/y%A(y^.
fFam?0lMÆA9(A == ̂  (Aeo (Ae a&V».
/?Q0ieaf/kw7 5& pJ.

Figure J.2. Aeudlo code )br fAe EMP5' o/femofe jxzfA yînduig ô gorüAm.

Step 4 in EMPS performs the path-checking process for each new path calculated by 

MPS. For the Grst alternate path Pi, there are only double-shared edges between Po and 

Pi. Triple-shared edges may exist only when we calculate the second alternate path P%.

Here, we examine the time complexity of the EMPS algorithm. The link-pruning 

process will take time. Let represait the number of the Aortest paths

(calculated by MPS) that meet the end-to-end delay constraint. The path-checking 

process introduces an extra = 0 ( ^  time cost in the calculation. Therefore, the

total time cost of the EMPS algorithm Tkwps is:

= Taitfwumg + + HAp + 0(H)

= 0(M ogH + HN)

In EMPS, the acceptable alternate paths are sequentially selected 6om the ranked 

shortest paths. Shared edges among paths are used as the path selection constraints. 

Hence, we can say that EMPS considers the path length at Grst, then the shared edges. In 

other words, EMPS 6nds the acceptable alternate paths that are as short as possible.

Using a sample weighted graph shown in Figure 5.3A, we illustrate m ^or steps 

(Figure 5.3B) of how to select three acceptable paths 6om source node a to destination 

nodeyby EMPS. In this example, we assume that each link has sufBcient bandwidth, and 

the path selection constraints are:

1). The maximum number of double-shared edges < 3.

2). There are no triple-shared edges (i.e., = 0).
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fo fg/ecf fAe occg)(aA/g o&grwdg pofAf

ca/cw/aW Ay Co7?y/g(g fofA fo/A
/gngfA

The number o f 
(A)wA/g-fAarg(/ 

ga^gg

The number 
o f triple- 

fAargft ga(ggg

7% gf
shortest path a —̂ b—>e—> f 3 0 0 Yes

7%g2^
shortest path a -^ b —̂ c -^ f 4 1

(a—> b)
0 (PofA f ^

TTigr'
shortest path a —̂ b —̂ d —> c—̂ f 5 1 1 No

7%g/*
shortest path a - ^ d -> c - > f 6 2

(a—̂ b) and (c-^f)
0 Yes

Figure 5.3. Major steps to calculate the acceptable alternate paths by EMPS.

5.3.3 An Edge Weight Increasing Alternate Path Ending Algorithm (EWl)

The Vhcrawmg o A e m a t e / w t A c a l l e d  EWI [PuOlb], is

another new heuristic algorithm we developed. EWI is intended to calculate acceptable 

alternate paths between two nodes that will have as &w shared edges as possible. This 

algorithm considers the shared edges at Erst to maximize the diversity among the paths 

(i.e., minimize the shared edges), and thai the path lengths are applied as the additional 

path selection constraints.

In Dijkstra's algorithm [Dij59], if  we set die wei^it w(f, y) = ZNFDV77T far an edge 

y), then this edge will not be added to the shortest path Tanenbaum [Tan88] indicates 

that alternate paths may be obtained by deleting all edges of path P* and recalculating a
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new shortest path by reinvoldng Dÿkstra's algorithm. This is equivalent to setting 

=i7VF17Y77T:

Heuristically, a new shortest path P '^ will have fewer common edges * with the 

previous shortest path P,* if P 'a is recalculated aAer incrementing every edge's weight of 

Pgt by a larger value A IF Such value can be treated as a penalty upon each edge on the 

previously selected path. Rouphail [Rou95] developed a pretrip route-planning scheme 

by providing tourists alternate routes using similar ideas. After the shortest path Po was 

calculated, he increased each edge's weight in Po by 20% J0% and 700% of its original 

weight. The best alternate route far the tourists could thoi be chosen 6om the candidate 

paths as recalculated by Dykstra's algorithm.

Our new algorithm also applies this concept of edge weight penalty and 

calculates alternate paths by recursive invocation of Dÿkstra's algorithm. However, AfF 

is iq)dated (increasing or decreasing) logarithmically Ar speeding calculation.

Let Po be the shortest path 6om s to f. We start with a large A FF = ^  on Po to ensure 

a minimum number of shared edges between a new calculated shortest path Pi and the 

existing Po. If Pi does not meet the desired constraints, A FF is decreased by half (FFô /  2), 

and then a new P'l can be calculated. If P'l fails the tests again, AMF will be further 

decreased.

On the other hand, if Pi satisGes the desired constraints, then Pi is a candidate 

alternate path. In this case, we will ino-ease AFFby FF?/^, and then calculate a better P'l 

with fewer shared edges. Such increasing and decreasing operations are similar to a 

binary-search method shown in Figure 5.4. When P'l and Pi calculated using different 

AFF are the same, or the change of AFF is less than a predeGned value, we stop and pick 

the previously candidate path as the acceptable alternate path. By the same steps, the 

second alternate path Pi can be calculated based on the previously calculated Pi and Po.

* There is one exception. If an edge is a cut edge connected nodes sand t  this edge will appear in both
paths P„ and

 ̂ The key point in EWI is to find a biggest edge weight penalty A IF fO < AFF ^  so that the newly 
calculated sbmtest path may have the fewest shared edges with the previously selected paths. Whether
the new path is acceptable is determined by the path-checking process.
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/ /  These two functions will return a new edge weight penalty J i y ^ 0 < J i y ^  .
//  diyis the old edge weight penalty
/ /  /?and rare the lower bound and higher bound of adaptive edge weight penalty, respectively. 
//  In Initialization, w eset/? = 6 ^ r = l % .

{
jy/2IW==C/

a y ;

= /]iy /
}

{

' {

r = z i y /

; }
nsA/m ^iy?/

Fzgwe L̂ wfofg eoUgg wezgA/ jzema/fy Æv :n o 6/MO/y-fgorcA mgfAodl

In EWI, the initial value of A IF is set to IFô = the sum of the weights of all edges 

in the undirected graph (or arcs in the directed graph). For example, in Figure 5.5, the 

primary shortest path Po between nodes o and c is c. If we choose A IF as the 

maximum edge weight in the graph, i.e., AW — 3, the next shortest path ?i will still be 

c with length There&re, A IF has to be much bigger. If edge (a, c) increases its 

weight by A IF = IFb (here, IF) = thai we can get the desired alternate path Pi

(h-:> Obviously, if we choose A I F »  IFg, the calculation far Pi is exactly as same 

as choosing AIF = IF).

Figure 5.5. Choose the appropriate initial value AW.

EWI calculates alternate paths in a series of phases. In every phase, we keep probing 

one valid path by the ec^e-weigAr-mcrg/Ment process, in vhich AIF logarithmically 

dithers between IF) and 0. Every path calculated by Dijkstra's algorithm is tested to see if
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it meets the desired constraints to determine whether it is acceptable. At most one 

alternate path is gœerated within each phase. When there are multiple acceptable paths 

h)und in a phase, the path calculated by the larger value of AIK is preferable. Therefore, 

the Gnal path set (three paths) would include a minimum number of common edges. The 

pseudo code of the new EWI algorithm is illustrated in Figure 5.6.

/Mfne nVjose akaSbAb AwxW# a/e ZAao Asasf dsair»/Aa/xWAA ̂  /

= 6?/

AW= Wo; //l%=ZM^
p  =  Of f  =  Wo /

Ç = <P/ /yÇ6a/»(Asef/bsù]in?a<yca/kA3{9ûsyM^kwaee4A]yaaaAsma<e/%aA
/ ^  = awy/ /y/^/qoy«eMÉrawaccqa&AbaAsma&/»f/>/b(ax/
/qœaf

6B4/?ÛWMg_6E77B^G4/VDm47F ; / / a  AAe/ArgoA)

Axnaasea  ̂e d g i e r ' «7

(Ascnsasiea/faÿies'iwaÿAfom/^AyAiy/ /y/esaveÆr%ArM«ÿ/Wÿaa/^
Alf=Aiy/ awe ûk »@Aie

/y/?w,y6aaaccqo6Aibc»*a3We

AIV=A7craa9^e(ÿieMe6%yxGniaA)tk//^M^/ //AxnaaseAiy
d=/diy-dM/7/ /yj-fWedlengea^JM/ka/MSf
/ /  Tesûby; /kpeaf eabwWbw oKseet*:;  ̂aooqoùaAb cawiokWBs? 
^d;2l>7^a/xy(%ew,(Z<2yf / / r^apresef AnesAot/

Ç /
goù) 654/?C7mKLÆ:577BL04AZ%ZM7F/

}
}

= //Mie/WaaaAsr7%afefia(/>
}
abe f  /y/^A/Kfaooqo(aA49

Jjy=damaase_eô ieMt)gV%jaew/(>Y)%̂ /;̂ AÎ  /ydaoreaseAiy
^=/diy-Alvy/ //A -(AecAamgerydM/kaAAes

/yr-6^M2sAa(3^a7ax/m9û%ba6K/«(Ajea4:^
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abe //w e  jÉW/Wa/7 aAanrwfe/wfA
=/%bilr(/!K/»fA caA3uëù9C^Zymax*7?(^^iy/)»7?aef 0 /

}
///^A(/)eaAsmgA?/x^ we/Ma/

/MfwOMAAAA

//jl7y*%e6kywMol?w77e*e Me{^/)eme^(wa43^MW*»%7/w(A^
/BsefZiy= M'o/
/r?creasea/fec(^ef'iMe^f«7&yZy^iy/
/ ^  = /^y  /yaBf(Ae/xeM^ae4ac(a/aAs»«kf«ÉAagMW*lr]!^pa(/>
aD(D/3yMQW6L/MEM(_Æ /yf(3/fA)C3jk%A&fea/Miy/»</>

}

Figure 5.6. Pseudo code fo r  the EWI alternate path finding algorithm.

Figure 5.7 illustrates how EWI works in a sample network. Nodes f  and r are the 

source and the destinatiorL The total w e i^ t of all arcs in the graph is IPo = 2w, = 20. 

Assume that the only constraint on the alternate paths is = j  (i.e., the number of 

edges on an alternate path is at most .^. Other constraints, such as path length and shared 

edges are omitted for simplicity.

7. In case A, a Aortest path Po (f-:> n -f  (1 is calculated and it is selected as the 

primary path. The laigth of Po is 7̂.

2. In case B, every edge on Po has its weight increased by AIF = IPô = 20 (r.e., w / = 

w, + AI^. Then, we reinvoke Dijkstra's algorithm to obtain the 2"  ̂path Pi

6 -^  (1. The length of Pi is P. However, Pi has V edges, which violates the 

constraint: 77^0% = 2. There&re, path Pi has to be discarded, although it has 0 

common edges with Po.

57^ 2. In case C, we now try to logarithmically reduce A IF on path Po and recalculate the 

next shortest path. When AIF = 2, the second acceptable path P% c— <7-  ̂(I 

can be obtained. Pz has three edges and has a real path length of 6. Because no
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other acceptable paths can be found 6 )r any AIF > 2 , is chosen as the hrst 

alternate path, although it has one common edge with Po.

hi case D, we have already Aiund two valid paths Po and P;. Thus, the edge- 

weight-increment process is per&rmed on both paths. By invoking Dijkstra's 

algorithm again, a third accqitable path P3 is obtained as the second alternate 

path. It has one common edge with Po and no common edges with P2. The real 

path length of P3 a -4 6 -^  (1 is 7, and P3 also satishes the constraint on the

number of edges.

A). P„: s-M -H i-H , path length = 4 
Po is selected as the primary path

B). Pi: path length = 9
(Increase all edges in'PohyAW  = Wo = 20, 

and then recalculate path). But, P, violates 
= 4 and it has to be discarded.

C). can be accepted.
The real path length is 6. (Increase Po by 

AW = 2, and then recalculate path)

D). P3: can be accepted.
The real path length is 7. (Increase Po and P; by 
AIF = = 20, and then recalculate paths)

P.S. For each edge, weight values in braces are &ke (adjusted by the edge-weight-incrememt process).

Figure 5.7. Major steps to calculate the acceptable alternate paths by EWI.

Let us examine the time complexity of the EWI algorithm. The link-pruning process 

takes time. Dijkstra's algorithm runs in time in a graph

with M edges and W nodes. For the inner loop in the pseudo code, we increase or decrease
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A FF in logarithmic steps between FFg and 0; therefore, Dijkstra's algorithm will be called 

at most (ZogFFb + 7) times to calculate one acceptable alternate path. So, the time 

complexity of the EWI algorithm is:

ZkwT = TgntffWmg + 2 X (ZbgFFô + 7) x  Znyjtm = 0(37) + 2 x  (7«%FFô + 7̂  x  0(377og7V)

= 0(377og^x7og^

5.3.4 An Extension to the Bak's Algorithm (EBAK)

Bak's approach is to achieve load-balanced routing [Bak99a, Bak99b, BakOO]. By 

randomly choosing an intermediate node v 6om a selected set of network nodes, an 

alternate path hom a source f to a destination 7 can be constructed by a concatenation of 

two segments -  a shortest path 6om r  to v and a shortest path hom v to 7. Node v is 

called a ̂ rvo7 node. We can reuse the idea of path concatenation to construct the alternate 

paths. However, we have to consider the path selection constraints described in Section 

5.2, to calculate acceptable alternate paths.

Based on the main idea in Bak's approach of achieving load balance, we develop an 

algorithm, called EBAK (Exrewfon 7o a(gon7A/M) to calculate acceptable alternate 

paths for a given node pair in an undirected graph. The pseudo code of the EBAK 

algorithm is illustrated in Figure 5.8:

77. Aume TAe iWs wVkKB wmbAle are Assr (Aao TAe Aaasf absAer/

4[). A/f /MOb X 6 /V-  a/f /Mobe or? ArtP a mode sef 7: we ca# rtAeaef
p/wfaodaÿ MVkb)aM&A%sajy/Mdss^7Ae^nv%A7Aia7a/B/Kf 7)/

.9' Av" eadi X e 7; oowstnxf a pa* 7%  ̂ (1 = AA ^  // <7. Art 7%  0  ArTP a
7F7^ (laxrWrsacycil^ or 7»%, (7 AarA^nkaAgpa**/:^ 7/km we 

ab/xfpu77'{% ( 1 ^ / 7 /
4). 5brf7Aepa*ae77/*a9QS«AÿoirnbraccDimi»^*7Aepa*7sng*/

Okxee Aw aoô pCaAb aAemaTe 7» * a  /ham 77 7y ocmsManhp TAe pnsds7&%d 
cousAaMa/brpa* /by%/*ga/*/7Ae aamAer a^aAa/edaobey/

Figure J.& Aeudb coiTe 7%)'' (Ae EA4X a/ierTuzie poiA ̂ mAmg a/goriiAm.
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In step 5 in Figure 5.8, there may exist multiple equal-length shortest paths from f  to

i.e., Po'(s, x), z = 7, and multiple equal-length shortest paths from x to r, i.e.,

P(/(x, t), y = 7, 2,...M. If this is the case, we construct a complete path P' "̂ (s, t) for each 

possible combination of Po'(s, x) and P(/(x, t), i.e., P ' '̂ (s, t) = Po'(s, x) || Po (̂x, t). Here, r  

=7, 2, ... (f xy). Then we put a P ' '(s, t) into the path set ^  if P ' "̂ (s, t) does not contain a 

cycle, or P ' '̂ (s, t) is not a duplicate path in Æ

MBAK difkrs 6om the Bak's approach as fallows:

1). Bak's approach facuses on improving load balance without considerations of 

routing reliability and QoS guarantees. The shared edges among paths are also not 

considered. On the contrary^ MBAK includes the link-pruning and path-checking 

processes to calculate accqrtable alternate paths subject to the predefined path 

selection constraints.

2). Bak's approach uses a small node set diosen by certain randomization. However, in 

MBAK, all nodes that are not on the primary padi Po(s, t) are used as pivot nodes,

6)r calculating «rough alternate paths.

3). Every pivot node determines a candidate path 6om f  to f by path concatenation. 

The acceptable alternate paths are selected 6om all appropriate candidate paths 

(containing no cycles) after they are sorted in ascending order.

4). In Bak's routing scheme, data packets are distributed on the paths in a random 

fashion 6 r  balancing trafhc. However, EBAK is developed for alternate path 

routing. At any time instance, there is only one working path for a given node pair 

and the other paths are used as backups. Path switching occurs only when the 

working path is afkcted by the failures.

From the pseudo code shown in Figure 5.8, we can analyze the time complexity of 

EBAK. Steps 4 and 5 will take Ttuzw-// = time because diere are at most - 2) 

concatenated paths in set H. The path-sorting process in step 6 will take =

time, and the path-checking process in stqr 7 will take 

time. Therefore, the entire time complexity of the EBAK algorithm Tkaxx is:
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TeBAK t  link-pruning 2  X  TDijkstra Tbuild-H Tpath-sorting Tpath-checking

=  +  2  X

Figure 5.9 shows an example of two Shortest Path Trees (SPTs), one SPT is rooted at 

the source and the other is rooted at the destination. In Table 5.1, rn^or steps for how to 

select the acceptable alternate paths by the EBAK algorithm are illustrated.

A), the sample graph

B). the SPT tree rooted at node s C). the SPT tree rooted at node t

ffgwg 3. P. 7%g fAorkgf /w/A (reeg rooW om (Ag fowrcg omf fAg
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Table 5.1. Construct the acceptable alternate paths by the EBAK algorithm.
prAwpy/wfA f (o f fie., (Ae a Ao r f a y f 6 a-9 c-^ A-f ( W(A /engfA

Pivot
node Complete path fo(A

WgtA
# o f shared 

wtrA f@
Ads

cycle?
a s-> a—> b-^t 4 I No figs
d s - ^ d —>e-^t 4 0 No far

g s —̂ g —>s—>c—̂ b—̂ t 5 3 Yes No

f s —̂ f—̂ s—̂ c —t’b—̂ t 5 3 Ties M)
e s -^ d —̂ e -^ t 4 0 No DwpAcnre
h s —̂ g - ^ h - ^ i - ^ t 6 0 No Yes
i s -^g -^h -> i-> t 6 0 No Duplicate

5.4 D iscussion

Four new altanate path Ending algorithms are proposed in this chapter, namely, 

OptAlt, EMPS, EWI, EBAK. These algorithms have diCkremt optimizing objectives 

while calculating acceptable alternate paths. Comparisons among our algorithms and 

L&G [LeeOl] are shown in Table 5.2.

Table 5.2. Comparisons o f the alternate path finding algorithms.

Algorithm
Objectives to be 

optimized 
(to the alternate paths)

Time complexity in the
worst case

OptAlt maximize reliability

EMPg minimize poiA iengiAs

minimize sAwed edjger IqgAf xiogH y *

OfMlogN)

fy). minimize (AgnwmAerq/̂ ed[ge$ 
on/NziAj 

2). minimize poiA iengiAs

* H  represents the candidate paths (calculated by the ^-shortest paths algorithm) whose lengths satisfy the 
desired end-to-end delay constraint, k represents the number o f paths to be calculated for a given node 
pair, i.e, A = 2, or

IFo is the sum of the weights of all edges in the grqih.
' Better load balancing may be a side beneEt of EBAK, Wiich derives Eom the Bak's algorithm. However, 

we do not consider load balancing in dûs work.
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Although the OptAlt algorithm provides the best reliability for alternate path routing, 

its overhead of computation is often signiûcant.

The EWI algorithm tries to maximize diversity among the calculated paths, and then 

applies constraints of path lengths. In its logarithmic penalty-updating process, a 

maximum penalty will be chosen, by which the calculated alternate path may have a 

minimum number of shared edges with the previously calculated paths.

The EMPS algorithm selects accq>table alternate paths hom the shortest paths. Its 

path-checking process per&rmed upon the ranked paths ensures that short alternate paths 

are selected. The edges shared among paths are constraints in this path-checking process. 

Compared with EWI, the acceptable alternate paths calculated by EMPS may have more 

shared edges.

Similar to EMPS, L&G is also based on a shortest path algorithm and selects the 

accqrtable paths subject to the predeGned constraints. Hœce, paths calculated by L&G 

will have shorter path lengths but more shared edges among paths than EWI does. 

Another beneSt of L&G is that there may be a smaller number of hops on the calculated 

paths when compared with EMPS. This feature comes hom its BFS-like method, with the 

price of signiGcant overhead of computaGon.

The alternate paths calculated by EBAK may have moderate path lengths and 

numbers of shared edges. There is no single objective optimized by this algorithm. 

EBAK stands somewhere between EWI and EMPS, and is the simplest and fastest 

algorithm in Table 5.2 to calculate the acceptable alternate paths.

By comparing the worst-case time complexiGes of 7L&& 7 ^  and Zkaxx, we

see that our new heurisGc algorithms can calculate acceptable alternate paths much faster 

than L&G.

The primary and alternate paths can be affected by network component failures. 

When all paths for a given node pair fail, a path recalculaGon becomes necessary. 

However, failures are not the unique reason to trigger a path recalculaGon. When 

accumulated changes oflink lengths on a path achieve a high level (e.g. exceeding certain 

threshold), we can also treat the paGi as "failed". With this method, alternate paths can be



76

recalculated to accommodate link delay (including queuing delay) changes. This method 

will be used in the proposed R-MPLS in Section 6.3.

5.5 Simulations

We implemented the L&G, OptAlt, EMPS, EWI and EBAK algorithms. Simulations 

were per&rmed to compare the performances of these algorithms. For each node pair in 

the graph, we tried to calculate three acceptable alternate paths use these algorithms.

In aU simulation tests, we 6xed the predehned constraints Bar selecting the alternate 

paths as follows:

« The maximum num be of edges on eadi path = 70

* The m axim um  number of double-shared edges ^

* The maxim um  number of triple-shared edges = /

We implemented a random graph topology generator for the simulation purposes. In 

Appendix B, we describe the popular models for generating random graphs, and illustrate 

our approach of random graph generator in detail. In a generated graph, each edge will be 

assigned a length, which is the distance between the two end nodes of the edge. The 

relations among g r^h  parameters are shown in Equations B.5-B.7. Such graph 

parameters are the number of nodes ̂  the number of edges and average degree oygD 

of all nodes in the graph.

In the simulations, we Gxed graph size as W = JO and changed the value of M

5.5.1 Achieved Optimality

The new OptAlt algorithm calculates path groups with optimal reliability TZopt, Let 7( ' 

represent the reliability calculated by a heuristic algorithm. Hence, optimality in 

reliability achieved by the heuristic algorithm can be estimated by 7% which is a
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measure of how close the heuristic solution is to the optimal solution. In the simulations, 

we assume that each edge has identical reliability Table 5.3 shows the

optimality comparisons.

m#D
it '/Rgp, (Ae qpÜmo/% offAg Aewrküc o^gonrAw 

-  re/AzW/Wg; co/cwAzW Ay

2 &G EM7 EBvtA:

244 4&72 4& « 44.07 4&24

4.40 4&7f 4&02 44.03 4&2g

4&&7 4&jg 44.07 4&37

4.fO 4&73 4&04 44.03 4&27

74.70 4&70 4&67 44.06 43.33

From the above table, we can observe that all of these heuristic algorithms can 6nd 

solutions at least of the optimal. EWI shows the best per&rmance among the 6)ur 

algorithms. The reason is that there are less shared edges in the alternate paths calculated 

by EWI. We also observe that L&G has slightly better reliability than EMPS, because the 

alternate paths calculated by L&G tend to have slightly kwer edges. In the above table, 

EBAK shows the least reliability of calculated paths, but the deoease in reliability when 

compared with the other algorithms is not great.

5.5.2 The Number o f Calculated Paths

We attempt to select three paths &r each source-destination pair. It is useful to know 

the number of paths calculated by the underlying alternate path Ending algorithms under 

same network conditions, because a sufficient number of calculated paths improves the 

reliability. Table 5.4 shows the simulation results far the average number of paths 

calculated by the L&G, EWI, EMPS and EBAK algorithms. Here, we again observe that 

EMPS calculates almost the same numbers of alternate paths as L&G. Both End sli^E y 

more paths than EWI and EBAK.
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Table 5.4. Average number o f paths calculated by the heuristic algorithms.

oygO
CWcwWaf manZw qfpafAy /wfAf ore

Zx&G EB2 K

2*2 2*2 277 2 J2

296 2P7 2P4 262

2PP 2PP 2P6 27*

P.gO 3 3 2PP 2*4

7^.70 3 3 3 2P7

From the table, both EMPS and EWI algorithms can still End nearly three paths 6)r 

every pair of nodes in most cases. W hai the input graph is sparse, the algorithms 

determine a small set of alternate paths. For example: for aygD = EWI gives an 

average of 277 paths; while for EMPS, the value is 2&j. Both numbers are close to j. 

Under the same network conditions, EBAK may End sEghEy fewer paths, on average 

2 J j  paths. This is because there are only limited numbers of candidate paths constructed 

by path concatenaEon at the pivot nodes, and one pivot node can only decide one 

candidate path.

5.5.3 The Numbers of Shared Edges

Shared edges have signiEcant inEuences on reliabihty. Hence, it is interesting to 

compare the number of edges shared among paths calculated by the diEerent algorithms. 

Tables 5.5 and 5.6 illustrate the simulaEon results far numbers of double- and triple­

shared edges, respectively.
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Table 5.5. Average numbers o f double-shared edges among paths calculated 
Zy (Ae AewrK(zc a(gon(Amg.

oygD
The number o f double-shared edges

ER7

267 26^ 0.67 7.62

2J7 236 O.VV 7.67

27^ 276 0.37 7.36

P.&O 7.7j 7.60 0.32 7.27

7^.70 7.62 7.6V 0.26 7.07

ThA/e J. 6. v4vemge mgwAem qZ" (rÿ/e^Aare(f omomg ̂ (A f coZcw/aW
Ay (Ae AewrK(ic o^on(A7Mf.

avgD
The number o f triple-shared edges

2&G EMP6 EM? E&4E

2.PV 0.V6 0.V7 O.OP 0.23

VPO 0.3P 0.V7 0.06 0.7P

7.36 0.33 0.36 0.07 0.76

P.60 0.26 0.27 0.07 0.76

14.70 0.22 0.23 0.06 0.72

For all of the algorithms, fewer shared edges wiU exist as the graph becomes denser. 

The main reason may be that when the graph becomes denser, evay node will have more 

neighbors, and there will be more choices for the alternate successors at each node. 

Therefore, for each given node pair, the algorithms tend to 6nd acceptable paths with 

fewer shared edges.

From the above two tables, we also observe that EWI is calculating paths with the 

fewest shared edges when compared with the o&er algorithms. EBAK stands between 

EWI and EMPS. The alternate paths calculated by EMPS and L&G contain more shared 

edges when compared with EWI and EBAK. Moreover, EMPS results in almost the same 

number of shared edges as L&G. The simulation results meet our expectation. The 

reason is that the objective of EMPS and L&G is to minimize path length, whereas EWI 

seeks to minimize the number of shared edges.
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5.5.4 Lengths of Alternate Paths

Simulations were per&imed to investigate the lengths of alternate paths calculated by 

the heuristic alternate path hnding algorithms. When the graph contains = JO nodes 

and each node has about J edges we observe that the average length of the

Srst alternate path calculated by EWI is about longer than the first alternate path 

selected by EMPS. For the second alternate path, the value becomes about This 

indicates that EWI is Ending longer alternate paths than EMPS does. We also observe 

that, alternate paths calculated by EBAK have path lengths lying between the lengths of 

alternate paths calculated by EMPS and EWI. Comparing EBAK to EMPS, the Erst 

alternate path is about f  longer and the second alternate path is about 22% longai.

In the simulaEons, we observe that the alternate paths calculated by EMPS and L&G 

have almost the same path lengths. However, the average number of edge on acceptable 

alternate paths calculated by these two algorithms is slighEy diEerent. L&G selects paths 

with about 72% fewer edges than EMPS does.

5.6 Summary

In this chapter, a new alternate path Ending algorithm (OptAlt) optimizing reliability 

subject to QoS guarantees was proposed. Moreover, three new heurisEc alternate path 

Ending algorithms (EMPS, EWI and EBAK) have also been developed to speed up 

calculaEons of acceptable alternate paths. The paths calculated by these heurisEc 

algorithms may be disjoint or partially disjoint; however, they satisEed the constraints far 

selecting acceptable alternate paths, such as bandwidth demands, end-to-end delays and 

bounds on the number of shared edges.

The proposed heurisEc algorithms have different features, which may saEsfy diverse 

demands on end-to-end delay and the number of shared edges. EMPS tends to select 

shorter path lengths (i.e., end-to-end delays), while EWI tends to result in fgwer shared
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edges among paths to achieve higher reliability. EBAK stands somewhere betwem EWI 

and EMPS. EBAK may be preferable &r its simplicity.

One existing alternate path Ending algorithm, Lee and Gerla's algorithm (L&G), was 

also reviewed. This algorithm is similar to EMPS. However, the time complexity of L&G 

is much bigger than that of EMPS. Simulations were designed to compare L&G with our 

algorithms. The results showed that our algorithms could efBciently calculate the 

acceptable alternate paths.

We will apply our new alternate path Ending algorithms to MPLS. In the next 

chapter, a reliable MPLS called R-MPLS will be proposed.
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6. Reliable MPLS (R-MPLS)

MPLS [RosOl] is a currently emerging routing architecture. It describes a label 

substitution protocol that is used for routing data padcets through predetermined paths 

and can be used to implement other desired routing features, such as QoS guarantees. 

MPLS can be viewed as a service that provides a path or circuit-switched construct in 

addition to the usual datagram service, far IP networks. MPLS is driven by industry 

players who realize that a path-switched service carrying IP datagrams is an essential 

supplemœt to datagram switching for many multimedia and other future ^plications.

To speed up the restoration of routes after Ailures occur, altanate path routing can be 

used in MPLS [HasOO, KinOl]. Multiple explicit paths for a source-destination pair can 

be set up by MPLS signaling protocols [AwdOl, Jam02]. The source nodes can 

preestablisb alternate paths 6 r  improvement of routing reliabibty. Existing research 

ef&rt of improving reliability &r MPLS has been reviewed in Section 2.4.

In this chapter, we will propose a new extension to MPLS called TZg/wA/e (R- 

MPLS), derived by deploying alternate path routing and path restoration. Also, we will 

apply our new path bnding algorithms to R-MPLS, because they can calculate acceptable 

alternate paths meeting the bandwidth and end-to-end delay constraints essential to 

multimedia appbcations.

6.1 MPLS Overview

The essence of MPLS is the generation of a short Gxed-length /oW  [RosOl] that acts 

as a shorthand representation of an IP packet's header. The label is used to identify a 

Egumr/eMce Ciasf (FEC), by which a group of IP packets are forwarded 

over the same path. Thus labels correspond to paths. In MPLS, these labels are attached 

to IP packets by the hrst MPLS device they encounter as they enter the network. Such a 

device is called an ingress Labe/ Raafer The LER analyzes the contents of
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the IP header and selects an appropriate label (indicating a desired path) with which to 

encapsulate the packeL Within the network, only the MPLS label is used to make 

forwarding decisions. Finally, as MPLS labeled packets leave the network, an egress 

LER removes the labels.

In MPLS, packets are 6)rwarded along a fixed for each

label, by a label-driven relay mechanism. Each node on the LSP is called a LaW  

SWfcAmg Roufer *. At each hop, the LSR strips ofF the existing label in a packet 

and qiplies a new label which tells the next-hop LSR how to hnward the packet. MPLS 

thus provides a mechanism 6)r sending packets independent of the IP routing tables in the 

routers, namely ZaW-a&iven wwfing. Each packet is routed through a predehned path, 

which is determined before data transmission. The conventional IP routing mechanism is 

not used in MPLS. Figure 6.1 illustrates a LSP and the related forwarding tables (i.e., 

routing tables) on LSRs.

Forwarding Table
Forwarding Table

Forwarding Table

Intface
In

Label
In

Dest Intface
Out

Label
Out

4 47.1 2 m#

Intface
In

Label
In

Dest Intface
Out

3 5

Intface Dest Intface Label
In Out Out
2 47.1 I

2#

5(IntP 47.

IP 47.1.1.1

ffgwre 6.7. JLoAe/ AwfcAa/ PofA

An ingress or egress LER is also a LSR.
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6.2 Explicit Roüting in MPLS

Althoug^i hop-by-hop routing dominates the current Internet, explicit or source 

routing, where the source node specihes a path 6om itself to a given destination before 

data flows, is becoming a necessity in latency sensitive applications such as audio and 

video streaming -  one example of the QoS requirements of multimedia applications.

As a non-Explicit Routing mode in MPLS, hop-by-hop routing binds network 

resources such as link and switch cqiacity to data flows too late to permit absolute QoS 

guarantees. The link restoration technique (Section 3.3.1) can be used as an adaptive 

routing scheme to quickly bypass failures or congestion. However, sudi routing scheme 

is not suitable in QoS routing with reliability requirements. The reasons are:

1). Route calculations and label binding at each node are independent. A source caimot 

control the end-to-end routes to a desired destination. As a result, the end-to-end 

delay of the alternate routes may not be guaranteed.

2). In hop-by-hot routing, the connection reliability calculated at the source is not the real 

estimation of the reliability because routes chosen independently at intermediate 

nodes may not be consistent.

3). When path switches occur at intermediate nodes due to failures, end-to-end delay 

bounds may not be guaranteed and path cycles may be farmed.

Precalculated routes as provided by source routing are necessary to permit 

sufBciently early binding of resources to flows and to allow us to achieve the desired 

QoS guarantees. In explicit routing, a path calculated at a source guides the flow of 

packets through all intermediate nodes to the destination. This feature of explicit routing 

provides a support to guaranteed services. Explicit routing is generally used to improve 

path controllability, eliminate cycles in the paths, support QoS demands [AwdOl, 

Jam02], implement policy routing [Ste93a, Ste93b] and support trafBc engineering 

[Awd99, Awd02].

Explicit routing is well supported in MPLS. In the label-driven routing mechanism in 

MPLS, labels are distributed between LSRs by a An
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jfowfe can be established by installing a Co/KtrgMt-fwKaf Eowfa/ ESP (CR- 

6om an ingress LSR to an egress LSR. T hae exist two signaling protocols to 

establish an ER on all intermediate LSRs along the route: CP-IDP [AndOl, Jam02] and 

R5TP-7E [AwdOl, Zha93], either is sufBciemt in setting up the path for a given source- 

destination pair.

The complete specification of the selected ER is i^ovided by the ingress LSR in a 

setiQ) message and the route specihcation is installed on all intermediate nodes by eitha 

one of die two MPLS signaling protocols. All the nodes along the ER follow the route 

speciÊcation and use this route as a basis for label requad, label mapping, and data 

transfa. A label request message containing the entire path information is used to 

establish the end-to-end path. The direction of a label request is 6om the ingress LSR to 

the egress LSR along the route, while the direction of label m^qrping is from the egress 

LSR to the ingress LSR along the reverse route. Binding between the labels and FECs 

will be completed after this label mapping process. Resource resavation may or may not 

be performed at all intermediate LSRs. A fta the ER is established, explicit routing can be 

easily achieved by an operation of label lookup at each of the intamediate LSRs.

Label-driven routing in MPLS can be adaptive, because CR-LSP rerouting is 

srqyported by the signaling protocols in MPLS *. In general, LSP rerouting pertains to the 

provisioning of a new route for an old LSP on failure notlGcation, topology change, or 

for optimization purposes.

6.3 The Proposed R-MPLS

We have developed a reliable altanate path approach for MPLS called Re/iub/e 

(R-MPLS) [Pu02]. The main idea of R-MPLS is to ^ p ly  alternate path routing 

and fast path restoration at source nodes to MPLS, for fast fault recovery in case of 

failures. The main features of R-MPLS are:

* Conventional MPLS based on OSPF single path routing will recalculate a new path and then establish it
as a new ER in response to a failure. Hence, it will take a certain amount o f  time to get the new ER ready 
at the ingress LSR. Extensions to MPLS signaling protocols [HasOO, KinOl] support preestablishment of 
multiple alternate paths for better reliability.
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1). R-MPLS is an extension to MPLS for improving reliability. Onr new alternate path 

hnding algorithms are applied in R-MPLS. To consider reliability, we assume that 

all links have the same reliability. We are addressing homogeneous networks.

2). R-MPLS uses QOSPF (QoS extension to OSPF) [Apo99b] as the underlying 

routing protocol, which traces all changes (i.e., failures and link delay changes) on 

netwoik topology and trafSc load. Path calculations are based on QOSPF link-state 

database.

3). Two or three paths (i.e., the suitable path group) can be precalculated by our 

altanate path finding algorithms. Among these calculated paths (disjoint or 

partially disjoint), the shortest path is the primary path and the others are alternate 

paths.

4). All calculated paths, including the primary and alternate paths, will be 

preestablished as explicit routes (ERs) with resource reservation by a LDP before 

starting transmission. For a DWDM hber network, one lambda can be used to 

represent one route in generalized MPLS [Ash03, Ber03]. Therefore, we can 

reserve one lambda for an alternate path to reduce cost of resource reservation.

5). When failures occur, the paths affected by the failures are marked, then replaced by 

available alternate paths without path recalculation. This is the path switching 

process in R-MPLS.

6). In case of link length (i.e., link delay including queuing delay) changes, the 

precalculated paths containing the links with modiSed lengths are identiGed. For 

each such path, the path length (i.e., end-to-end delay) will be adjusted at the source 

based on the latest link Imgdi inhumation. In other words, R-MPLS will trace the 

link delay changes and keq) the path lengths in the routing table updated.

7). When a path length becomes too long to satisfy the end-to-end delay demand, that 

path will be treated as a failed path. If such a path is a current working path, then 

path switching will be initiated at the source.
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Due to time consumption of dissemination of routing information and end-to-end path 

establishment, scalability in MPLS and R-MPLS is poor when using explicit routing in a 

network. Hence, R-MPLS is applicable to a core netwoik of limited size, e.g. an 

Enterprise Network. Also, we do not consider edge networks connecting end users.

In R-MPLS, a path group recalculation is urmecessary in case of a working ER 

failure. The ingress LSR will be notiSed, with failure information, and it will then switch 

to a preestablished backup ER. A path group recalculation is per&rmed at the ingress 

LSR, only when all three paths to the same egress LSR fail.

Both path calculation and MPLS label calculation are done be&rdiand. There&re, 

when a failure occurs, the ingress LSR will take less time to identify the affected paths 

and switch to backups (i.e., path switching in R-MPLS) than to recalculate new shortest 

paths (i.e., the convaitional way).

Let Af and #  represent the number of edges and the number o f nodes in a graph

respectively. There will be at most 3 - 7̂  entries in the routing table at the source

in R-MPLS. Hence, path switching will take 0(7^) time 5)r a table lookup process. 

However, the conventional path recalculation when MPLS uses single path routing will 

take 0(Af7og7Y) time by using Dijkstra's shortest path algorithm.

In MPLS, when a new ER is calculated in response to failures, the ingress LSR will 

send tear-down messages to delete the affected ER and then try to setup a new ER with 

resource reservation. In order to establish the new path, the path setup process has to be 

initiated again by the ingress LSR. Consequently, signihcant message exchange 

ovaheads will be introduced.

We propose a diffierent scheme j&r R-MPLS. The MPLS signaling protocol can be 

extended so that it will not send the tear-down messages when a working ER fails. 

Instead, such an ER is simply marked as failed in the routing table without actually 

removing it. We still keep the aitry of the failed ER in the routing table. After path 

switching, the ingress LSR will start to use an available preestabhshed alternate ER. As a 

result, routing convergence time can be signihcantly reduced.
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This scheme is also helpful in failure recovery. If a previous failure is recovered, the 

ER afkcted by the failure can be quickly restored by changing the status of this path in 

the routing table. There are three policies to reuse the recovered path if  its length (i.e., 

end-to-aad delay) is shorter than the currently working path. In the Erst policy, a shorter 

path is always preferred to be a working path. Haice, path switching will be per&rmed to 

use the recovered path. However, this policy may introduce frequent path switches 

(called /xztA ykpplng). The second policy intends to reduce path Rapping when a shorter 

affected path recovers. Path switching will only be per&rmed when the working path 

fads. This will minimize path flapping, but cannot take advantages of using the shorter 

paths. In the third policy, a percentage threshold can be predeEned to determine whether 

path switching is necessary. If the raEo of path lengths between the recovered path and 

the current working path exceeds sudi threshold, we will switch the working path to the 

recovered path with much shorter length.

Only when all paths 6)r a given source-destinaEon pair fail, the ingress LSR will have 

to remove all paths at once, and ask for a new path group recalculaEon. Hence, R-MPLS 

can take Eill advantage of alternate path routing and path restoradon technique.

6.4 Simulations

We developed a simulaEon platform (i.e., a simulator) of alternate path routing whose 

intend is to study R-MPLS properEes. The heurisEc alternate path Ending algonthms 

(i.e., L&G, EWL EMPS and EBAK) were used in the simulaEons. We mainly focused on 

performance testing of the algorithms and the effecEveness of path switching routing 

scheme in R-MPLS.

6.4.1 SimulaEon PlatEarm Structure

Figure 6.2 gives a Eowchart E)r the main structures of the simulator. Alternate path 

Ending algonthms build of routing tables based on the input g r^ h  topology (e.g., a 

sample graph or a random graph generated by our graph generator, descnbed in
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Appendix B). Moreover, the random &ilure generator can generate three types of random 

link-state updates (i.e., link Wlures, node failures and link length changes) as needed. A 

node failure can be treated as a node whose all associated edges fail, hi the simulations, 

we assume that all nodes in the g r^ h  are notihed with update events immediately and 

simultaneously.

Simulations have been performed on a sample optical netwoik (a representative of a 

class of current enterprise networks), which is shown in Figure 6.3. This network 

contains jV = 37 nodes and Af = edges. The average degree of all nodes is = 

In the simulations, we assume that each edge has the same capacity, link delay and 

identical reliability Every edge is assigned an identical length 7. For simplicity,

we 6x node 0 as the source node and all the other nodes are destinations. We preset the 

same constraints Air all heuristic alternate path finding algorithms as fallows:

" The maximum length of an acceptable path = 72

* The maximum number of double-shared edges = V

* The maximum number of triple-shared edges = 7

Switch aftected 
paths to

alternate paths

Network
topology

graph topology input

input

Random link-state 
update generator

Identify all affected 
paths by scanning the

routing table
table lookup 
process

inject topology updates

routing table

ré»

The alternate path- re-invocation
finding algorithms

maintain the
calculated paths

Routing table for
storing all primary
and alternate paths

do path switching do path re-calculation (s-^v)

Figwre 6.2. fAKcture oflAe JR-MPTj' amw/oAo/z
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Figure 6.3. A sample 31-node network.

For each source-destination pair, we try to calculate three paths (one primary path and 

two alternate paths). Furthermore, to deal with the link length changes, a predehned 

threshold 7 ^  is used to decide whether path switching should be per&imed. If a current 

working path increases its length more than 7 ^ ,  we consider that this path has Mled. In 

our simulations, we set 7 ^  = .

6.4.2 Features o f the Calculated Paths

The features of the paths calculated by the heuristic alternate path finding algorithms 

are illustrated in Table 6.1. The column labeled TWrnhf/rtx shows the average connection 

reliability achieved by the algorithms. The column labeled oygfMrm shows the average 

number of calculated paths. The columns labeled and oyg7%E show the average

number of double- and triple-shared edges among the calculated paths, respectively.

In the simulations, we observe that EMPS and L&G calculate alternate paths with 

similar properties. This is expected.
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7ü6/e 6.7. J%epofAy ca/cwfaW fAe oAgrnofg p a / A ( % o n f A m j .

XygPAAzm avgDSE XigTSE

2.69 2.70 0.60

2.67 2.76 0.67

EW 2.6* 7.06 0.76

9&2J 2.67 2.641 0.26

When OptAlt, the algorithm optimizing reliability, is used in dns sample network, the 

maximum reliability achieved is about When using single shortest path

(calculated by Dijkstra's shortest path algorithm) routing for each source-destination pair, 

the average reliability is about Column in Table 6.1 shows that, like

L&G, our algorithms can calculate the acceptable alternate paths with much h i^ e r 

reliability (Column than the single shortest path algorithm does.

The above table also indicates that all the algorithms can calculate enough numba^ of 

paths. EWI tends to calculate the acceptable alternate paths with the fewest shared edges 

among all of these algorithms. In the contrary, paths calculated by EMPS and L&G tend 

to contain the most shared edges. Moreova, in the simulations, we observe that the first 

alternate path calculated by EWI is about longa than that by EMPS. For the second 

alternate path, the value is about ^0%. Comparing EBAK to EMPS, the Grst alternate 

path is about 77% longa and the second alternate path is about 26% longer. Hence, 

EBAK stands between EWI and EMPS. The simulation results support our analysis about 

features of the algorithms in Section 5.4.

6.4.3 Path Switching

To investigate the dynamic properties of R-MPLS, we simulated the dynamic routing 

process in the presence of failures. Three types of link-state update events were 

simulated: node failure/recovery, edge 6ilure/recovery and edge length change. We 

randomly ii^ected the link-state update events of desired types. Each iiyected event is 

detected with probability 7 by the neighboring nodes, and all other nodes are notified



92

immediately. Then, the source node starts the scanning process to determine all paths 

affected by this update event By counting the number of affected paths to each 

destination, we detomine whether path switching or path recalculation should be 

performed at the source to bypass the failure. In R-MPLS, path switches will suffice to 

bypass failures in most cases.

For simplicity and efBciency, node failure events were used in the simulations of path 

switching (far R-MPLS) and path recalculation (for MPLS). As we discussed before, path 

switching in R-MPLS is much faster than path recalculation in conventional MPLS using 

single path routing. The simulation results also indicate this -  it will take about

to identify the affected paths at node 0 by scanning the routing table, and then pick 

entries of the available precalculated alternate paths in R-MPLS; and it will take about

to recalculate new shortest paths by Dijkstra's algorithm in MPLS. Here, "ms" means 

millisecond. The above two values are the time costs of software execution *. We also 

observe that the values of &r our new algorithms are almost the same. The reason is 

that only dqyends on the number o f path entries in the routing table.

Let represent time interval to receive the failure notice. In OSPF, when a node 

detects a link failure, it will compose a LSA and notify such failure to every node in the 

network In a broadcast network, dissemination of the routing information takes about 

7.3ms, 7^. 7ms and 'fP.3ms in average when die numbers of nodes in the networks are 70, 

JO and 700, respectively [ShaOl]. For our 37-node network, it may take about =Pms by 

interpolation.

* Our simulations were implemented in C (Microsoft Visual C++® 6.0), and ran on a desktop computer 
(650MHZ Pentium III CPU, 128MB main memory, and Windows 2000 operating system).

 ̂ OSPF uses an adjustable parameta "AftnLSfmerW' (often 3 seconds) to reduce routing messages and 
path recomputations. It is the minimum time bctweœ two distinct originations of LSA ft)r a node. For
two continuous failures around a same node with very short interval, origination o f LSA to the second 
Ailure may be delayed. But, this scenario is rare. We can decrease AAnLSftUervo/ for quicker response.



93

In R-MPLS, there is no time cost for establishing a chosen alternate path. Hence, the 

entire convergence time to respond to a failure is

(R-jWPZA =  ty +  (nWkA

When single path routing is used in MPLS, the process of reestablishing a new 

calculated path is unavoidable. Let represent the LSP Lutency (i.e., the

time cost to establish a new path). The entire convergence time to respond a fiailure in 

conventional MPLS is

tM PIf =  +  twcof +

To establish an explicit path and allocate required resources at every intermediate 

node, two end-to-end steps are needed by an MPLS signaling protocol: propagate a label 

request 6om the source to destination, and per&rm label mapping reverse 6om the 

destination to source. As an estimation of time cost to establish the new path, would 

typically have a big contribution * to the total convergence time Moreover, 

increases when the size of netwoik grows. As a conclusion, tg-MPU «  rjwPLS is true based 

on these data, i.e., R-MPLS would have much smaller convergence time than 

conventional MPLS using single path routing.

6.4.4 Path Recalculation

R-MPLS is proposed 5)r improving the reliability of MPLS by f ly in g  the alternate 

path scheme. It is meaningful to compare reliability 6)r R-MPLS and MPLS under 

identical failure conditions in the network. We performed corresponding simulations to 

obtain the ratio of numbers of required path recalculation Rrew when the source node

* Example 1, in the New Jersey LATA test network {10 nodes and 23 links), the time cost demanded to 
establish a new path (i.e., call setqp) could be tq) to hundreds of milliseconds [Cho93].
Example 2, Ali etal. designed a MPLS performance test suite [Ali02] by using a IW95000 network 
analyzer and a UNIX workstation. There was only one link in this two-node network. According to their 
simulation results, it took to in average to establish a LSP b^ween the two nodes. Obviously, 
such time will increase quickly when die LSP has more links. Hence, padi establishment is costly.
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uses the alternate path Gnding algorithms (Le., in R-MPLS) and the Dÿkstra algorithm 

(i.e., in conventional MPLS). Here, a path recalculation in R-MPLS means a path group 

(the primary path and the acceptable alternatives) recalculation. A smaller value of 

denotes that more failures can be tolerated before next path recalculation is required. The 

simulations are based on the same link-state database. In R-MPLS, the database is used 

for the initial alternate path calculations as well as to respond to ûdlures.

Table 6.2 illustrates the results of the ratios when injecting the same sequence of 

link-state update events to R-MPLS and MPLS during the simulations. From this table, 

we observe that the number of path recalculations in R-MPLS is much smaUa  ̂than in 

conventional MPLS. Such results matdi the analyses in Section 6.3 and show that we can 

significantly improve the reliability of R-MPLS by using alternate paths. This table also 

suggests that, when EWI is used, R-MPLS will need to do about half as many path 

recalculations as the conventional single path routing in MPLS for the node failures or 

the link failures, and about fewer for the weight changes (Row 3). Similar 

conclusions can be made for L&G, as well as the EMPS and EBAK algorithms.

Table 6.2. The ratios o f numbers o f path recalculations between R-MPLS and MPLS.

Algorithm
The ratio o f path recalculation Rrecai (°ro)

Node failure & 
recovery

Edge failure & 
recovery

Edge length 
changes

L&G

7672

VP. 7 7 76177

Furthermore, Table 6.2 shows that using EWI in R-MPLS will lead to sli^ tly  fewer 

path recalculations than the other algorithms. Paths calculated by EWI tm d to contain the 

fewest shared edges, so that more failures may be tolerated. We also observe that node 

failures cause bigger values than either the edge failures or weight length changes 

do. The main reason is that a node fiailure can be treated as several edge failures and will
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there6)re aSect more paths, while a certain nmnber of edge length changes (i.e., enough 

to reach the threshold) will result in one or multiple path failures.

6.5 Summary

In this chapter, we proposed a Reliable MPLS (R-MPLS) based on alternate path 

routing. Our new alternate path Gnding algorithms are used in R-MPLS.

R-MPLS uses precalculated and preestablished alternate paths for improving 

reliability in case of failures of network components. Fast path switching can 

signihcantly reduce the response time to 6ilures. Furthermore, the alternate path routing 

scheme gives R-MPLS a capacity to tolerate more failures before the next path 

recalculation becomes necessary. Only whoi all paths from f  to r 6 il, a new path group 

recalculation is initiated. As a direct conclusion, under identical failure conditions in the 

network, there will be a signifcant reduction of path recalculations in R-MPLS, as 

compared to conventional MPLS using single path routing.

Simulations have been performed to analyze features of R-MPLS. The results 

indicated that, under identical failure conditions in a netwoik, R-MPLS could achieve fast 

recovery from failures, and reduce path recalculations. The simulation results support our 

analysis to R-MPLS.

In the next chapter, we will propose a new admission control scheme based on R- 

MPLS and an existing admission control model. As an application of alternate path 

routing, the new scheme combines routing reliability with utility-optimal admission 

control. Furthermore, strategies to reduce idles of the preestablished alternate paths (i.e., 

a waste of resources) will be studied in the next chapter too.
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7. Unification of Our Work on Reliability 

with Previous Work on Admission 

Controls for Optimal Network 

Performance with QoS Guarantees

Providing guaranteed Qwo/ify «Service (QoS) for multimedia applications has 

become an area of increasing interest [Cra98, Seg98, Apo99b]. To achieve such 

guarantees, the allocation and reservation of resources become necessary, and this must 

be done before the session requiring the resources is admitted and the guarantee of QoS is 

issued. Otherwise, we risk violating that guarantee.

CPU cycles and I/O bandwidth in clients and servers, link bandwidth in networks, 

buffers in each node, may all be consideed as system resources. In a network oriented 

towards multimedia applications, some form of admission control must be used to admit 

or deny sessions, reserve resources and issue QoS guarantees: if we admit all applicants, 

we may over-consume resources and thus violate the guarantees. Admission control 

based on Service Z.cve/ (SLAs) is an efBcient technique for achieving these

goals [Mul99, IwaOO, LiuOl]. An SLA is a contractual agreement between customers and 

network providers, in which the customer requests service at a desired level of QoS and 

for a proposed price, and the provider agrees to provide the level of QoS at the agreed 

price, or does not agree.

In this chapter, we apply the alternate path routing mechanism and R-MPLS to this 

admission control problem, and develop a reliability-conscious SLA-based admission 

controller [Pu03a, Pu03b] for data networks. We assume that all links in the network 

have the same reliability. Our work is an extension to previous work on SLA-based 

admission control [Kha98, WatOl, Akb02a] and kcuses on improving reliability while
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achieving desired QoS levels, subject to all system resource constraints. Alternate path 

routing is used for this purpose because of its fast response when a working path fails.

The basic idea is this: we precalculate multiple alternate paths for each session and 

perfarm resource reservation * on all these paths. In the event of node or link failure, a 

session can then be quickly switched to one of the alternate paths, maintaining the 

guaranteed QoS without having to run the full admission algorithm again.

The main drawback of our approach is tAe r&rource -  resources

allocated to the alternate paths may be wasted if these paths are seldom used when the 

network is quite reliable. To resolve this problem, we propose several schemes of 

resource reservation on the alternate paths in Section 7.3.6.

7.1 The SLA Optimization Problem

An SLA details the price offered and the level of QoS requested for the transmission 

of a multimedia flow through a network, and enc^sulates speciGcations 6)r this Sow 

In an SLA-based system, an considers incoming SLA requests and

assigns available network resources in order to maximize network utility (often net 

revenue) while respecting all QoS guarantees. Khan & Manning [Kha97, Kha98, Kha02] 

solved the admission control problem, by showing that it could be mapped to a variant of 

the combinatorial knapsack problem, called the Multiple-Choice Multi-Dimension 

Knapsack Problem (MMKP). Based on this work, Watson developed an Admission 

Controller called [WatOl] to process and admit SLAs to a network.

However, Watson's admission controller assumes that the network topology is static. 

An initial snrqrshot of the network topology is used for all subsequent path calculations. 

Hence their work cannot deal with path failures. These are caused by node or link 

failures, which are assumed not to occur.

* EfBcient resource reservation strategies are worthy far future research. This should be investigated or
developed by technologies such as AI (Artificial Intelligence), to adaptively use various algorithms under 
different conditions and preferences.

" Several levels of QoS may be proposed, with an ofkred price far each, in \idiich case the Admission 
Controller is free to select one of proposed levels at vtdnch to admit the flow.
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Consideration of node or link ûâlnres motivates our proposal to extend SLAOpt, an 

extension which attanpts to improve reliability in the face o f failures, and which adapts 

to topology changes as are caused by node or link failures. Our extension is called 

(R-SLAOpt). Precalculated and preestablished alternate paths are used 

in R-SLAOpt, so that reliability will be signiScantly improved. Here, reliability refers to 

the probability that a particular SLA session will remain unaffected by phenomena such 

as netwoik Mlures. For this purpose, a new alternate path finding algorithm was 

developed and new path switching mechanisms were introduced.

Each admitted SLA in R-SLAOpt is associated with both a pnm a/y palA and multiple 

o/remalB puiAf. The primary paA will be initially used as Ae pafA, Ae paA that

carries the packets of a customer's flow. If Ae working paA is Asrupted by a failure of 

one of its constituent nodes or links, Ae SLAs associated wiA Ae flows conveyed by Ae 

failed paA are called The source node will reroute Aese SLAs to an

available alternate path, so that Ae QoS guarantees Ar all Ae affected flows can be 

maintained. This process is referred A as pofA fwilcAmg, and has been discussed m detail 

m Chapter 6.

Four sub-problems were identiSed Ar R-SLAOpt:

1). Calculating acceptable primary and alternate paAs and grouping Aem as multiple 

polA sets (also called pulA gro&ps) Ar each SLA request.

2). For each admitted SLA, ensuring that all calculated paths meet Ae speciSed 

bandwidA and end-to-end delay constraints.

3). PerArming admission control and QoS adaptation by running efBcient algorithms 

A solve Ae MMKP. This mcludes selecting an optimal paA group A serve an 

admitted SLA.

4). Switching affected flows fAm Ae Ailed working paths A suiAble preestablished 

altanate paths when failures occur.

The main implementation task m R-SLAOpt was A mtegraA algorithms and software 

previously developed by Watson and Akbar et. al., for SLA admission control wiA Ae
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software and algorithms developed &r path switching under failure conditions. Put 

another way, our goal was to unify our work on R-MPLS with Khan et. al.'s work on 

utility-optimal admission control.

7.2 Related Work

In this section related work is pr^ented, including previous work on multimedia 

adaptation by SLA admission control.

7.2.1 Existing Systems without Guarantees

The best-effbrt datagram service model of the current Internet does not require 

resource reservation prior to data transmission. When a packet arrives at a router, and 

buffer space and link capacity on the outgoing link are available, the packet is forwarded 

to the next router; otherwise, the incoming packet may be delayed, or even dropped. It is 

therefore, in general, impossible to predict or guarantee the bandwidth or latency 

experienced by a stream. Additionally, since each packet of a session is forwarded 

through the network independently, packets may arrive at the destination out of order. 

This service model has many advantages, but it is unwoikable for real-time multimedia 

applications requiring absolute standards of per&omance, such as guaranteed end-to-end 

bandwidth, or strict delay constraints.

To support an absolute guarantee of QoS, it is necessary to have explicit routing (so 

that the links used are identihed), resource reservations on diose links (so that bandwidth 

is in fact available as promised along the selected route), and admission control (to 

prevent over-consumption of resources). These issues are discussed in the following 

sections.
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7.2.2 Service Level Agreement (SLA)

A Service Level Agreement (SLA) is a contract between a netwoik service provider 

and a customer. It is an agreement to provide a certain level of service, described by a 

bandwidA requirement wiA a delay bound &om a source f  A a destination Ar a 

certain period of time, at a given price [Akb02b]. Delay jitto" bound may be also 

speciSed m Ae SLA. Jitter is related to bufler sizes allocated on each mtermediate node 

from f  A which could be considered as one resource constraint when perAiming 

admission control *. An SLA could speci:^ adAtional conditions such as:

1). Time-dependent service (e.g., 2G6A next Tuesday 6om 2 to 6 pm, for a 

videoconference)

2). Repetitive service (Ae above, but every Tuesday)

3). Multiple service/price options (e.g., JAAA @ or 2 AAA

4). Service auction and bidding prices (If a customer cannot get the service that she 

wants at jlJOAow, she may choose A raise her bid A

For Ae original Utilty Model and SLAOpt, Kahn [Kha98] and Watson [WatOl] 

defined SLAs as specifying a source node, a destination node and one or more QoS 

levels. Each QoS level deAies an oGered utility (i.e., cost or revenue), a bandwidA 

requirement and an end-A-end delay constraint.

R-SLAOpt aims A guarantee reliability. Accordingly, the SLA speciScation was 

extended A contain reliability requirements. The expected m inim um  reliability (labeled 

as RmiV can be treated as an additional QoS parameter m Ae SLA, similar A Ae end-to- 

end delay requirement. Any set of paA groups created A serve a particular SLA request 

must satis^ Ae constraint on reliability:

* Delay jitter is also related to the scheduling and forwarding strategies used at a node. To guarantee jitter, 
particular strategies are necessary at each intermediate node, as well as admission control at the source.

'  When desired, die number of double- and triple-shared edges can be also used as the parameters
indicating reliability, instead of using R^„.
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It is reasonable that reliability is one of the important factors inflnencing pricing in an 

SLA speciGcation: customers should expect to pay more 6>r higher reliability.

Another newly introduced parameter is the number of paths (denoted as in each 

path group used to serve a particular SLA request. This is referred to as size in the 

context of R-SLAOpt. When group size * = 7, R-SLAOpt is equivalent to SLAOpL More 

alternate paths in each path group will permit h i^ e r reliability, but will require more 

resources and therefore should influence pricing.

7.2.3 The Utility Model

The Utility Model [Kha98] was proposed 6 r  the admission and adaptation of sessions 

in a multi-session multimedia service provider (i.e., a server). For each session described 

by an SLA, there is a set of QoS levels, e.g.. Gold, Silver and Bronze, and the 

corresponding prices ofkred by the user. Each session ; is either rejected or admitted at 

one of the offered QoS levels g,. The chosen QoS level determines both the fesfion 

wri/fty and the s&yszoM rgyowrce ugage QoS adaptation is performed by

adjusting the sessions' QoS levels upward or downward. The objective of QoS adaptation 

and admission control is to maximize the system utility obtained, subject to honoring all 

QoS guarantees to the sessions admitted. This implies observing the resource constraints 

of the system - communication link bandwidths and latencies, CPU cycles, memory and 

I/O bandwid&s. Figure 7.1 shows the relation between the system and session utility, and 

between resource mapping and related constraints.

The main contribution of the Utility Model was the solution of the admission control 

problem by mapping it to the MMKP [Kha98, AkbOlb], where we wish to select at most 

one stone 6om each of several piles of stones, maximizing the total weight of the chosen 

stones while respecting multiple volume constraints on the knapsack. The mapping Gom 

the SLA admission control problem to the MMKP is:

1). A stone represents a single QoS level, using a particular path, for an SLA.

2). A pile of stones represents an SLA (with all possible QoS levels).
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3). The weight o f the knapsack represents total utility (revenue).

4). The dimensions of the kn^sadc volume represent the network resource constraints.

sesskm mUUty fumcdom rwomrce m ailing

wadom utOMy «X0) session resources r

system resource eomstnUntssystem

maximize U

Figure 7.1 Relations between system and session utilities, and between resource 

TTKçymgï aW comstmM A

The MMKP is NP-hard and, it turns out, impractical for real time decision making 6)r 

cases of realistic size. However, heuristic algorithms [Kha02, Akb02a] have been 

developed to solve the MMKP. One such algorithm is I-HEU [AkbOlb, Akb02b] for QoS 

adaptation. I-HEU is an incremental heuristic; it Ends a solution of the MMKP using the 

results of the previously determined solution. I-HEU generally achieves about 97% of the 

utility of the optimal solution. The Erst iteration of I-HEU takes a considerable amount of 

time. However, later iterations require much less time than the initial run -  about to 

90% less, due to its incremaital nature.

7.2.4 SLAOpt

SLAOpt is a Icwg/ vdgreemcnr QptW zcr which was developed as a prototype

Java implemoitation of the Utility Model applied to admission control of a data network 

[WatOl]. SLAOpt is an admission controller that seeks to maximize utility for a network.
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subject to the constraints imposed by the QoS guarantees ofkred to each admitted 

session. Applying the Utility Model to a netwoik introduced the problem of matching 

paths in the network to a QoS level described in an SLA. Note that SLAOpt makes no 

provisions &r failure conditions. It simply assumes the admission control algorithm will 

be run again. This may lead to degrading or ending some of the previously admitted 

sessions.

SLAOpt uses the MPS A^-shortest paths algorithm [Mar99] to Snd multiple suitable 

paths 6)r each SLA. For every admitted SLA after QoS adaptation, one optimal path 

within such candidate pa&s will be chosen to serve the SLA session, so that the system 

utility is maximized. The complexity of die MPS algorithm is 7 ] ^  = + AN),

where M is the number of edges and N  is the number of nodes in a graph, and A is the 

number of paths found.

7.3 Reliable SLAOpt (R-SLAOpt)

Usually, optimizing performance and reliability are two difGa«nt and competing 

goals for an admission controller. Haice it is more complex to simultaneously optimize 

them both. Optimization of per&rmance may lead to a loss of reliability, and vice versa. 

Hence, R-SLAOpt is designed to optimally accommodate the SLAs requests with the 

desired QoS levels, while obeying a constraint on reliability.

7.3.1 Design Issues o f R-SLAOpt

As mentioned earlier, alternate path muting is employed by R-SLAOpt to impmve 

reliability. Mechanisms of path switching &)r SLA flows in case of failures are also 

pmposed here. In this implanentation, R-SLAOpt uses the 1-HEU algorithm to solve the 

MMKP 6)r QoS adaptation.

1). The MMKP is solved periodicall)^ the interval between solutions is called an 

SLAs arriving during the epoch are batched for processing at the qwch's
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end. Figure 7.2 shows an example of the epoch and the associated computational 

timelines in R-SLAOpt.

2). At the end of each epoch, the routing algorithm calculates paths 6om the latest 

des(ziption of the netwodc topology, which reflects all changes due to failure, repair 

or provisioning of desired QoS guarantees during the epoch *. Then, the admission 

algorithm processes batches of SLAs h)r optimal adaptation.

3). Dynamic path switching in response to failures may occur at any time during an 

epoch. When a failure occurs during path Gnding or admission determination, that 

failure will be ignored until the computation finishes. Then, based on the newly 

calculated paths, the failure will be handled by a path switch.

4). In the event that the alternate paths are all unavailable, path recalculation is 

necessary. The failures and link lœgth changes (e.g., caused by congestion) during 

an epoch will be takai into account at the end of the next epoch, when the latest 

topology is used to calculate new paths.

h epoch i ■ epoch (i+1) H
I I I

epochs

U1 Time cost for I-HEU

H  Time cost to calculate 
acceptable path groups

N  Time cost for path
switching on failures

f(gurg 7.2. ^ (fmg/wig fAowfngpgrfbdKco/ ca/cw/offow wwf/wfA fwf/cAfag in

The fallowing assumptions apply to R-SLAOpt:

1). The underlying routing protocol will provide all nodes in the netwoik (and the 

Admission Controller itself) with identical and updated copies of the netwoik 

topology database.

* PaA calculations arc not necessary if  a previously admitted SLA still has an available path 6om its source
to destination.
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2). AU failures in the netwoik will be detected, and each copy of the topology database 

will be updated immediately.

7.3.2 The Structure o f R-SLAOpt

R-SLAOpt extaids SLAOpt with structural changes. In R-SLAOpt, a source node f 

receives the QoS adaptation results (the calculated path groups) &om the Admission 

Controller. Node f  then assigns the flows with itself as source f  (specihed by the SLAs) 

to the selected working paths. When necessary, f  will per&rm path switching. In other 

words, SLA rerouting in response to Ailures can be performed very quickly at without 

having to consult the Adiqiting Module. The structure of the proposed rdiable Admission 

Controller based on R-SLAOpt is illustrated in Figure 7.3.

R-SLAOpt

Adapting Module (like SLAOpt)Send the SLAs and the 
selected working path 
groups to the related 
source nodes

Calculated 
pofA group;

At the source node s

Trace the resource usage (bandwidth).
Run I-HEU periodically to solve the 
MMKP.
Marking affected paths when failures occur 
during an epoch. If all paths for an SLA 
fail, then invoke path recalculation and I- 
HEU for SLA réadaptation.

Receive information about a 
particular SLA and its selected 
working path group.
Route the flow described by the 
SLA to the first path in the 
working path group.
Switch each afkcted SLA to an 
available alternate path if  the 
working path Ails.
Path switching only occurs in the 
same path group.

Maintain the link-state database that 
describes the latest topology.
Calculate candidate path groups for the 
SLAs at each epoch when necessary,
subject to the reliability constraint. 
Identify the affected paths when link or 
node failure occur, and then inform the
adapting module.

f ig u re  7.3. 2%e orcAiteclure (Ae new re/idh/e adbiisfion contro//er (RnSL4Qp().
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In SLAOpt, QoS adaptation considers multiple single paths. In R-SLAOpt, QoS 

adaptation considers multiple path groups, eadi of them consisting of multiple paths.

At the end of each qx)ch, the Routing Module will calculate new paths if necessary, 

and the Ad*g)ting Module will process newly arriving SLAs and the afkcted SLAs based 

on the latest topology.

R-SLAOpt differs 6om SLAOpt in that each o f the alternate paths in a group must 

meet the end-to-end delay constraint. Let Daur denote the end-to-aid delay constraint h)r 

a given SLA. Let path length rqxresent the total delay 6om the source to the destination. 

In SLAOpt, a path whose length Ze/i ^ i s  eligible to participate in QoS adaptation. 

However, in R-SLAOpt, path groups are used to accommodate incoming SLAs. Let 

LenfPol, and be the length of path f f / and in group

respectively. Let denote the maximum path length among and

If and only if the delay criterion is satisGed can group gfr) be

eligible to participate in QoS adaptatioiL Due to this rule, when path switching is 

performed at a source node, the end-to-end delay constraint can still be met by any o f the 

alternate paths. Also, of course, each of the alternate paths must have sufBcient 

unallocated bandwidth on all of their links to accommodate the SLA in question.

7.3.3 GAPA -  A New Algorithm to Calculate Acceptable Path Groups

In the MPS ^-shortest paths algorithm [Mar99], path overl^)ping is not considered. 

In practice, shared links among difkrent paths must be considered if reliability is to be 

adequately addressed. A failure on a shared link may affect multiple paths; hence, the 

number of shared links has a signiGcant impact when attempting to meet a reliabihty 

constraint. A new algonthm is there&re needed to calculate mulGple path groups 

associated with diffierent reliability constraints subject to the QoS demands on bandwidth 

and end-to-end delay. During this research work, we could Gnd no such existing 

algorithm.
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A new alternate path finding algorithm called the Growpaf fofA

y4(gonfAni (GAPA) was therefore invented &r R-SLAOpt. GAPA generates candidate 

groups of paths that are provided to the admission controUer. Using the latest netwoik 

topology, GAPA selects appropriate path groups 6om all possible candidates, subject to 

the constraints of a speciGed upper bound on path length and a lower bound on 

connection reliability 6)r each path group. Three was chosen as the iq)per bound for the 

number of paths in a group, as larger groups were found to introduce complexiGes in the 

calculaGon of R, and may waste too much reserved bandwidth on the alternate paths if 

those paths are not used. The only way to guarantee sufBcient bandwidth on an alternate 

path whm we switch to it is to reserve all of the (potentially) required bandwidth on that 

path.

GAPA has three major steps. First, the MPS A-shortest paths algorithm is used to 

calculate the JiT acceptable paths. The latency of each path P;, ; e  /7, must saGsfy the 

end-to-end delay constraint speciGed in the SLA, i.e., the path length must meet

the requirement far the maximum end-to-end delay for all speciGed QoS levels of the 

Gow. Secondly, we compose all possible path groiq» Gom the calculated A candidate 

paths *. Finally, the acceptable path groups (after sorting) are chosen by selecting the 

ones whose cormecGon reliability R saGsGes the customers' demands. The Gme 

complexity of GAPA is

= 7A/pg + 0(7)) + 0(%/og^

where,

7' = xCj

is the number of all possible path groups, and A represents all acceptable groups 

whose R is greater than the minimum reliability speciGed in the SLA. GAPA also 

works weU when the speciGed group size A = 2. The algonthm complexity is almost the 

same as far A = j, except that the number of candidate path group is The pseudo 

code for the GAPA algonGnn is illustrated in Figure 7.4.

* When each group contains three distinct paths, there will be at most or such path
groups. For example, let Æ = 6, we Aen have = 20 candidate path groups.
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7.3.4 Path Switching

Fast path switching at the source nodes is the most signiGcant advantage of R- 

SLAOpt when compared to SLAOpL We assume that the controller has been notiGed of 

the exact nature of the &ilure by the underlying network inGastructure and thus can 

easily determine a path's validity. There are two steps that the admission controller must 

execute when notiGcaGon of Gulures is received -  locating the aGected paths and then 

switching these failed paths to available alternates when necessary. Locating the affected 

paths is essentially a linear operaGon in the controller, vdiere every path in the working 

group for each acGve SLA is checked to determine if it is sGIl vaGd. If a working path is 

invalidated due to a failure, a valid path can be selected quickly Gom the precalculated 

alternate paths. Note that path switching can only occur within the same path group.
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With this path switching mechanism, R-SLAOpt can use a precalculated and 

preestablished path to quickly replace a fiailed one without recalculation and 

reestablishment. Our simulations also support this. Hence, R-SLAOpt could be a good 

candidate 6)r supporting applications with real-time constraints. The pseudo code 6)r 

per&rming path switching is shown in Figure 7.5.

In practice, however, the time required h)r path switching would most likely be 

limited by the undalying netwoik inhastructure. The speed of the mechanisms used to 

signal the failure of netwoik components would be a major factor limiting the time taken

6)r path switching.

"WscT/
;

77ie5L4 Aa/MscAsi//

}

/9b(/tAe/%3fa»g^AbaAamakpa(A/^/%a, tAesAarAssfow^/

}
}

Ffgwre 7.J. ffewdo ( W e p o l A  fmfcAmg.
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7.3.5 Resource Reservation Scheme

SLAOpt was originally designed to accommodate SLAs 6om a set of multiple single 

paths. After an optimal path Popt &r an SLA was established, the required resources 

would be reserved on each link along path However, in R-SLAOpt, QoS adaptation 

is based on multiple path groups, each of ̂ Mddch contains multiple pa&s. Hence, resource 

reservation has to be modified after an optimal path group is selected.

When considering a given SLA, the Admission Controlla" will make bandwidth 

reservations on all links of all paths of the path group selected. The shortest path of the 

group, say f  % can be selected as the primary path. If f  o fails during an SLA session, the 

working path will be switched to f /, the Grst alternate path, if  f /  is still available. For a 

same admitted SLA set, bandwidth allocated in R-SLAOpt will be double (i.e., ^ = 2̂  or 

triple (i.e., t  = 3) when compared with SLAOpt. However, redundant resource 

reservations beneût fault recovery and improve reliability. Because sufhcient bandwidth 

resources have already been reserved, the affected SLA can be appropriately 

accommodated on f /. The same situation would occur with the second alternate path, 

in the event that Pi also failed.

7.3.6 Pessimistic versus Optimistic Reservation o f Resources

In R-SLAOpt, the admission controller reserves resources on all three paths in the 

selected woiking path group. This pessimistic scheme ensures that all QoS requirements 

will be guaranteed. However, this introduces signihcant waste of bandwidth resources on 

the alternate paths, fo  (i.e., the shortest path in the group) is always selected as the 

woiking path. When Ailures are rare on path f  / and P ; are much less likely to be 

used. Hence, reserving resources on all the links on P/ and P j may not be necessary, as 

these resources will be idle.

To solve this problem, the reliability criterion on P/ and P^ could be relaxed in the 

case where Pg is very reliable. A kind of optimistic scheme might be used wherein a 

percentage of the total required resources is reserved on the links in paths P& P/ and P;.
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For f  0, this parameter would be /? = 7/ for f  / and f ; , /? < 7. Obviously, this approach 

would introduce a risk of QoS downgrade when alternate path routing was fgxplied. 

Finding (^propiiate p  values for the alternate paths f  / and and investigating the 

influences of QoS degradation caused by changes of these values are both interesting 

problems requiring further study.

There is another possible solution to the above problem: resource reservation on 

alternate paths could only fqyply to SLA flows. Non-SLA flows, those which do not have 

QoS requirements (such as FTP or email traffic), could be transmitted on the bandwidth 

reserved far these paths while they were not in use far SLA flows. However, SLA flows 

would have priority access to the resources on the alternate paths. When an altanate path 

was activated due to failure of the primary path, the non-SLA flows would be displaced, 

so that the SLA flows could be accommodated.

A business-related question raised by R-SLAOpt is what to do with an SLA after path 

switching has occurred. The SLA now has fewer alternate paths remaining, and it could 

be argued that it is thus less reliable. One possible policy is to calculate new path groups 

during the next adaptation phase and switch the SLAs to these, thus restoring the 

reliability. An alternate policy is to reduce the utility cost to the SLA (i.e., charge the user 

less) to match the reduction in reliability. The charge &r an SLA would thus be 

proportional to the number of paths reserved k r  the SLA. For example an SLA might be 

paying 30.30 per minute for a given QoS level when three paths are reserved far its use. 

If the failure of a link makes one path invalid then the user would pay 30.20 a minute. A 

counter argument to this policy is that the path failure is essentially transparent to the 

users, and since they see no changes in the QoS, they should see no change in billing. 

This is a policy issue and this work only addresses mechanisms to implement decisions.

7.4 D iscussion

The lengths (i.e., end-to-end delays) of precalculated paths can be statically 

maintained in the proposed R-MPLS and R-SLAOpt. The complete paths and the 

asscxnated path lengths are stored in the routing table at the source. When a link length
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change occurs, the underlying routing protocol will report such update. Then, the source 

can modify the path lengths of the affected paths in its routing table according to the 

update. By this method, dynamic trafhc and queuing delay can be considered in our 

reliable routing scheme.

Both R-MPLS and R-SLAOpt are based on alternate path routing and redundant 

resource reservations. To improve reliability is one of our main goals. R-MPLS and R- 

SLAOpt are practical in a network when the bandwidth capacity is not a limitation 6)r 

network applications. For example, in current fiber networks, shortage of bandwidth 

capacity on links is rare.

R-SLAopt is designed for a core network with limited size (e.g., an enterprise 

network). However, it is common that network components are reliable (i.e., failures 

occur rarely), but incoming trafhc is dynamic. Moreover, in wireless networks, channel 

characteristics (e.g., bandwidth) is variable during communications. Link or node 

congestion may be easily introduced within an epoch. To solve this, we have to extend R- 

SLAOpt. For example, historical information or experimental data about input trafdc and 

channel characteristics can be used in admission control calculations, congestion control 

mechanisms are necessary to relieve congestion, and the qx)di interval in R-SLAOpt 

may be shorten. Such extaisions are considered as future work for R-SLAOpt.

In R-SLAOpt, system utility is optimized in admission control subject to QoS 

guarantees and reliability requiremoits. However, R-SLAOpt can be extended with 

diverse purposes far various preferœces, such as optimize rehabihty or optimize resource 

usage. These extaisions need further r^earch.

7.5 Simulations

R-SLAOpt uniGes performance optimization and reliability provision in an SLA 

admission controller. Several simulations were done to compare the performance of R- 

SLAOpt and SLAOpt. These included paibrmance analysis of the routing algorithm and 

of the QoS adaptation algorithm used for solving the MMKf in R-SLAOpt. The 

engineering tradeoff between reliability and per&irmance was also analyzed to measure
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the quantitative e@ect of the reliability constraint on utility. Timing measurements in the 

simulations were taken to estimate the execution times of the algorithms. Moreover, 

artiGcial failures were injected into the network to investigate the reliability features o f 

R-SLAOpL Figure 7.6 illustrates the major software components of the R-SLAOpt 

simulator.

graph topology inputs re-invocation

input
candidate path groups

repeat

inject failures
SLA Adaptation

routing table

table lookup 
process

No YesAll 3 paths to a 
^node V fail?^do path switching do path re-calculation (s—tv)

Network
topology

Random failure 
generator I-HEU to solve 

MMKP

Active SLA and its
selected path group

Switch affected 
paths to 

alternate paths

Grouped Alternate 
Path-hnding 

Algorithm (GAPA)

Identify all affected 
paths by scanning the

routing table

Use the shortest path of
the group as the working 

path for the SLA

Figure 7.6. The software structure o f the R-SLAOpt simulator.

All simulations were based on a sample optical network, a global network with 

components representing cities in North Ammica, Australia and Africa. The network 

consists of nodes and Af = links. In the simulations, aU links were assumed

identical and assigned with the same parameter values:

1). Link capacity: c = 700,000
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2). Link delay: / = 70 *

3). Link reliability:

The simnlations described here are aimed at investigating reliability issues that arise 

when failures are injected into an admission-controlled network. In Appendix C, more 

simulations which investigate features of the proposed GAP A path finding algorithm, and 

the per&rmance of QoS adaptation in R-SLAOpt are described.

7.5.1 SLA Test Sets

Performance data were collected 6om generated SLA batdies of different sizes. The 

characteristics of these batches were generally chosen to illustrate the performance of R- 

SLAOpt over a range of conditions. As an SLA-based system of the type R-SLAOpt 

would support has yet to be dq)loyed, actual measuremaits of expected trafBc are 

unavailable. The test sets used here were randomly generated in the same manner as 

those used by Akbar in [Akb02b].

The size of the batches was varied ova a wide range of values (7 JO -  7^00 SLAs) to 

explore R-SLAOpt's per&rmance. The bandwidth requirements for the QoS levels of an 

SLA were set to vary with the total size of the SLA batch so that tho-e would always be 

mild contmtion 6)r network bandwidth. In other words, these parameters were set so that 

there were never enough resources to accommodate all the SLAs seeking admission to 

the system. Moreover, the SLAs were generated so that higher QoS levels would be 

associated with bigger bandwidth requirements and shorter end-to-end delays.

The same SLA test sets were used in SLAOpt and R-SLAopt for all comparisons. 

Utility values were not adjusted to reflect the higher cost of reliable service to the users. 

This allowed analysis of the reliability and performance tradeoff

* Assume that the photon speed in fiber is about O.dc fc = meter/second). Then, an optical link with
10ms delay is about 1800 kilometers in length.
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7.5.2 Reliability versus Utility TradeofT

The computational time necessary to solve the MMKP by I-HEU will sharply 

increase when SLAs have a great number of possible QoS choices upon different paths. 

Hence, in the simulations, it is more efBcient to use a small number of candidate paths 

(noted as ^  6)r SLAOpt, or of candidate path groups (noted as G) for R-SLAOpt. To 

compare SLAOpt and R-SLAOpt, K and G should be the same. In previous work 

[Akb02a, WatOl], K = 5 was used in simulations.

In order to be comparable with previous works, we still use K = 5 6)r SLAOpt and G 

= J  6)r R-SLAOpt in our simulations. The MPS K-shortest paths algorithm calculates J  

acceptable shortest paths far SLAOpt and R-SLAOpt. For simplicity, we assumed that 

two alternate paths were used as backups for each incoming SLA in R-SLAOpt -  the 

group size was set as t  j  for GAP A. Thus there would be a total of jQ  = JO possible 

path groups composed 6om the 5 acceptable paths. The Erst G = J path groups with 

maximum cormection reliability R were selected as the candidate groups 6 r  QoS 

a(%)tation by the admission algorithm.

SLAOpt does not consider reliability, allocating only a single path 6 r  each admitted 

SLA to achieve maximum utility. In R-SLAOpt, each admitted SLA is associated with 

multiple paths &r higb reliability. Obviously, system utility is decreased due to the higher 

consumption of resources. In order to compare SLAOpt and R-SLAOpt, we can apply the 

concept of the cormection reliability to SLAOpt and calculate its reliability based on its 

single path data delivery.

Table 7.1 shows a comparison of system utility and reliability between SLAOpt and 

R-SLAOpt for the ad^rtation of one initial batch of SLAs. The simulation results were 

gathered bom one admission operation at the brst epoch. Note that the utility values 

offered by the SLAs are not adjusted to reflect higher or lower reliability. The smaller 

utilities obtained by R-SLAOpt occur because extra resources on each alternate path in 

the working group must be reserved, and thus fewer SLAs can be admitted. This is 

expected, and the percentage loss of utility can be compared to the corresponding 

improvement in reliability. It is a truism that reliability costs money; here we are actually 

able to quantify the utility cost of various degrees of network reliability.
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Table 7.1. Comparisons o f utility and reliability between SLAOpt and R-SLAOpt.

t/f MffËÿybr 
JLXQpf

/JO ^07 2 /J 0.9620 0.99W

JOO 7J6 6/2 0.9602 0.9920

^JO /OgJ 920 0.92&9 0.9920

600 /^63 /229 0.9600 0.99/2

7J0 /OOO /J69 0.9292 0.99//

900 2/97 /066 0.9602 0.9927

/OJO 2J09 2 /6 / 0.9292 0.99/2

/200 297J 22/6 0.9292 0.9929

/jJO J j /^ 279/ 0.9207 0.99//

/JOO 2690 2/26 0.9297 0.99/2

/6J0 ^092 2^^/ 0.9606 0.99//

/SOO f46J 2 7 ^ 0.9206 0.9929

7.5.3 Reliability when Network Topology Changes

In R-SLAOpt, the recalculation of new paths and réadaptation of SLAs due to 

topology changes only becomes necessary when all paths in a working group fail. 

However, in SLAOpt an SLA has only one unique working path. If this path fails, 

recovery steps must be performed immediately. To analyze this improvement in 

reliability, two values of interest were investigated through simulation. First, the time 

required by the admission controller to handle failures was tested. This was the time 

taken by the controller upon notihcation of a failure to check if paths are valid and to 

signal path changes. Also of interest was the number of SLAs requiring recalculation 

(noted as 6)r SLAOpt and R-SLAOpt under the same failure conditions.

For simplicity and efGcimcy, random node Ailures were used in the simulations.
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7.5.3.1 Path Switching

Figure 7.7 shows the time * required for performing path switching in case of node 

failures. It is the time, for each previously admitted SLA, that R-SLAOpt needs to 

identify all affected paths and selects available precalculated alternate paths when 

necessary. For comparisons. Table 10.3 in Appendix C illustrates time consumption of 

path calculations and QoS adaptation between SLAOpt and R-SLAOpL

20

l i

P
I

10

600 15000 1000 2000

foffnpufSm#

Figure 7.7. Time cost o f path switching in R-SLAOpt.

In the simulations, the time for path switching is indeed very small as compared to 

those for path recalculation and SLA réadaptation. For example, in SLAOpt, when there 

are 7 JOO SLAs in the system, path recalculations by the MPS algorithm will take about 

50.27MS, and SLA réadaptation will take about (hom Table 10.3). Moreover, to 

establish the newly calculated paths SLAOpt will need extra time. Section 6.4.3 has 

shown that the process of path establishment is very costly. On the other hand, based on 

Figure 7.7, switching the failed paths to backups in R-SLAOpt will only take about 

fO.Pmf and 73.3ms 6)r k = 2 and t  = 3, respectively. Hence, response to &ilures in 

SLAOpt is much slower than that in R-SLAOpL

* The simuladom of SLAOpt and R-SLAOpt were inqilemented in Java, and ran on a deddop computer
(650MHZ Pentium m  CPU, 128MB main memory, and Windows 2000 operating system) and Java™ 2
Platform, Standard Edition (J2SE™) 1.4.1_01.
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As stated, the time taken by the controller in R-SLAOpt to select alternate paths is 

comparatively small. The simulation results indicate that the R-SLAOpt can more quickly 

obtain a new path in case of failures than SLAOpt As a result, R-SLAOpt is worth 

further investigation as an ^propriate candidate for supporting real-time applications 

requiring SLA type control.

7.S.3.2 Affected SLAs

A ndwoik component failure may affect transmission of certain SLAs if  their 

working paths contain the failure. In SLAOpt, the affected SLAs have to recalculate new 

paths and then perform QoS adaptation. However, in R-SLAOpt, path switching is used 

in most cases to respond the failure because recalculation becomes necessary only when 

all paths for an SLA fail. Undo" the same failure conditions for SLAOpt and R-SLAOpt, 

the smaller number of SLAs requiring recalculation implies higher reliability.

To measure (the numbo" of affected SLAs requiring path recalculation due

to failures), a series of simulations w ee designed to incorporate random node failures. In 

the simulations, the group size k was varied between 7 and 3 f)r different test runs, and 

the system was subjected to the same sequence of hulures. R-SLAOpt was equivalent to 

SLAOpt when ^ = 7. Random node failures were injected into the system, at intervals 

(denoted as 77) of 20 and 700 epochs — one node failure was irgected into the network 

every 7f epochs.

In a real SLA admission controUa", die system is dynamic -  some existing SLAs are 

removed and new SLAs are added to the system as time elapses. It was meaningful to 

simulate such a dynamic process in our simulations of SLA admission control. Therefore, 

we designed the simulations as follows: several (approximately 70% of the initial batch 

size) SLAs would be removed hom the systan and new ones (approximately 72. of 

initial batch size) would be submitted in each epoch following the initial adaptation.

Table 7.2 illustrates the total number of afkcted SLAs as a percentage of

the total number of admitted SLAs (denoted as Muf ccqpfg((), i.e., percentage f
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/  (shown in Columns 2-4). A smaller f  value indicates that there were fewer

active SLAs affiected by fmlures during the epochs.

7hA/g 7.2. ccwe nodle

(W tm/fcr one 
node TôÂ/wre ewe/y

P. (Ae q^cfed of a percenfage 
7%) o f rAe odWMed

A = 7 A = 2 A = 2

5 0.47 j.22 4.47

20 2.24 7.22 7.04

700 0.J7 0.22 0.22

It can be seen that, when using altanate paths to respond to ûulures, the value of f  

drops quickly. For ̂  = J, there is an average 44% drop in the value of f  6om t  = 7 to t  

= 2, and a further 77% drop 6om t  = 2 to t  = 2. Similar improvements occur when 77 = 

20 or 700.

These results demonstrate that there are &r fewer SLAs requiring recalculations due 

to network topology changes when using R-SLAOpt in a long term environment. In other 

words, R-SLAOpt can signiGcantly improve reliability. This meets the design criterion 

and expectations for R-SLAOpt.

7.6 Summary

In this chuter, we have uniSed our work on reliability through alternate path routing 

with previous work by our colleagues on network admission control. We have presented 

a reliable SLA admission controller called R-SLAOpt. Precalculated alternate paths are 

used to improve the reliability of SLA flows.

A new alternate path algorithm called GAPA was developed to calculate multiple 

acceptable path groups 6 r  each SLA. SLA admission control is achieved by solving the 

MMKP admission problem with existing algorithms, considering path groups instead of 

single paths. Each path in a group satisfies the end-to-end delay guarantee, and sufficient
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bandwidth is reserved on all the links on the paths in the selected group for the admitted 

SLAs. Consequently, when failures occur, the source node can quickly shift an affected 

SLA flow 6om a failed woddng path to an available alternate path, without violating any 

QoS guarantees for end-to-end delay or bandwidth.

Simulations to investigate the features of R-SLAOpt were presaited. The simulation 

results showed that the GAPA algorithm can calculate suitable path groups to 

accommodate incoming SLAs, and that R-SLAOpt can improve reliability while doing 

QoS adrq)tation. Moreover, in the simulations of path switching, failures were injected 

and path switching was performed when the working path failed. The results showed that 

the time cost for path switching was very small when compared with the time cost of QoS 

adaptation. It was also observed that the number of SLAs affected by failures 

signiScantly deoreased when there were more alternate paths in each group.
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8. Conclusions

8.1 Major Contributions

Our w oit concentrated on improving routing reliability by using precalculated and 

preestablished alternate paths for sessions with requiranents for guaranteed QoS. 

Routing reliability is quantised as connection reliability in this approach. The sets of 

calculated alternate paths may contain limited number of shared edges, but must meet the 

reliability requirements and QoS guarantees. Furthermore, we unified our research on 

routing reliability with previous work by colleagues on the SLA-based admission control 

problem. The MPLS explicit routing mode played a key role in this unification.

The major contributions of our work are:

1). We developed new strategies to improve routing reliability by adapting to packet 

networks the alternate path routing mechanism, which was first introduced to the 

switched voice network over JO years ago. Path restoration, a 6 st and efhcient 

failure recovery technique, and precalculated alternate paths are used as the basis of 

reliable routing.

2). We examined how to use non-disjoint alternate paths in alternate path routing for 

higher reliability. For such purposes, the effect on rehability of link sharing 

between non-disjoint paths far a given node pair was analyzed in detail.

3). The preferable number of paths &r alternate path routing was evaluated by applying 

the 20-&0 rule. This number can thus be reasonably chosen as three, based on the 

tradeoff between achieved reliability and system resource consumption.

4). An analysis method for routing reliability was proposed, to quantify routing 

reliability by using cormection reliability 6)r a given node pair. We calculated such 

reliability (i.e., the ova-all success probability of the multiple diqoint or non- 

diqoint paths), and investigated how double- and triple-shared links affect the
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dynamic routing process, by applying the 3-D Venn Diagram model [FreSO]. 

General mathematical 6)imulae to calculate connection reliability were derived.

5). An alternate path Ending algorithm (i.e., OptAlt) that optimizes reliability subject to 

the path-selection constraints of QoS guarantees was developed. The calculated 

path group Ear a given node pair will have maximum possible reliability.

6). For simplicity and efSciency, three new heuristic algorithms (i.e., EMPS, EWI and 

EBAK) were also developed to calculate acceptable alternate paths that meet the 

requirements on path lengths and the number of shared links, as well as the 

bandwidth demands. Each alternate path Ending algorithm has distinct features and 

may satisfy particular requirements.

7). Simulations were per&rmed to validate the altanate path Ending algorithms. For 

this purpose, we implemented a random graph topology gœerator based on 

Waxman's model [Wax88]. The simulation results suggested that our algorithms 

can calculate a sufficient number of alternate paths, which can provide the QoS 

guarantees and meet the reliability requirements.

8). We applied our alternate path Ending algorithms and analysis of routing reliability 

to MPLS. Reliable MPLS (R-MPLS), an extension to MPLS, was proposed to 

improve system reliability based on MPLS explicit routing mechanisms.

9). We developed a simulator for alternate path routing in R-MPLS and injected 

arüEcial failures. The simulaEon results showed that, compared with the fault 

recovery process in MPLS using single path routing, path switching in R-MPLS is a 

very fast process and reliability can be signiEcanEy improved.

10). Furthermore, we reviewed the problem of SLA-based admission control using the 

MMKP to achieve maximum revenue. An existing approach is SLAOpt. To 

improve reliability, node or link Ailures needed to be considered in admission 

control. Based on SLAOpt, we proposed a reliable SLA-based admission control 

scheme (i.e., R-SLAOpt), by qxplying SLA-based QoS adaptaEon together with R- 

MPLS, thus unifying our work and this previous work on utility-optimal admission 

control. Related resource reservaEon methods were also careEdly examined.
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11). A new alternate path Snding algorithm called GAPA was developed for R- 

SLAOpt to calculate multiple acceptable paths groups, each of which meets the 

constraints on reliability and QoS requirements. Each path group may contain two 

or three paths. An optimal group was selected as the woiting path group for an 

admitted SLA to achieve maximum revenue.

12). We developed a Java simulation 6)r R-SLAOpt, the reliable SLA-based 

admission controller. The simulator was used to simulate network component 

failures. The simulation results demonstrated that R-SLAOpt has much higher 

reliability than SLAOpt does under the same 6ilure conditions.

8.2 Future Work

Some future work on routing reliability and its applications is suggested as fallows:

1). In our analysis of reliable routing, only shared links were considered. Future work 

can study the problem of node sharing among paths in alternate path routing.

2). We only deployed the technique of path restoration to speed the convergence time 

in case of failures. Research on fast failure recovery techniques based on other 

restoration techniques, such as link restoration and partial path restoration, subject 

to QoS constraints, may be an interesting topic to study.

3). Three new heuristic algorithms were developed to calculate acceptable alternate 

paths. However, in these algorithms, the shortest path is always used as the primary 

path, and alternate path calculations are based on this path. In some cases, a path set 

which does not include a shortest path may be a better choice, e.g., there may be 

fewer shared edges among paths and shorter alternate path lengths. A search for 

altanate path hnding algorithms that address this problem is interesting.

4). So far, we have focused on achieving the reliability requirements and QoS 

guarantees by explicit routing. Currently, hop-by-hop routing still dominates in IP 

networks. Hence, improving reliability in hop-by-hop routing subject to the QoS 

guarantees may be a useful reseandi topic.
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5). R-SLAOpt adapts the QoS levels of incoming SLAs among multiple selected path 

groups by solving the MMKP. However, other types of bandwidth allocation 

solutions, instead of mapping admission control to the MMKP, could be a research 

direction. Objective functions may also be diverse -  including but not limited to 

maximizing reliability or minimizing resource usage.

6). One m ^or drawback of alternate path routing is the idle resource problem. The 

alternate paths may often idle whm the network is reliable, so that the praeserved 

resources on these paths are wasted. We have proposed several methods to handle 

such situatioiKi. However, more research for developing efficient and practicable 

strategies to balance the tradeoff o f reliability and resource consumption is 

worthwhile.

7). Multicasting is a c^ability to deliver data hom a source to a groiq* of receivers. It 

is a kind of emerging multimedia-based applications. Improving reliability in 

multicasting (estimated by K  QjV with QoS guarantees is still an open topic. 

How to introduce multicasting capability to R-MPLS and R-SLAOpt is a 

meaningful work. Based on the idea of alternate paA routing, multiple multicast 

trees 6om the source to the group of receivers are essœtial h)r high reliability. 

Then, when failures or congestion occur, alternate paths can be quickly activated 

and used. More research work on multicasting extension to R-MPLS and R- 

SLAOpt is necessary.

8). Very similar to the multicasting extension, our work can be also extended to n-to-1 

(multipoiot-to-point) network ^yplications. However, congestion may be easily 

introduced due to trafBc merging. There&re, new resource reservation schemes are 

necessary and certain congestion control is required.

9). Our research on routing reliability using non-disjoint alternate paths now focuses on 

existed networks. It is reasonable to extend our work to network design beh)re a 

network is built. Common links and nodes shared by the altonate paths should be 

considered in the network design level so that reliability can be optimized.
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10. Appendices

10.1 Appendix A , Calculating Connection Reliability

Assume now we have three paths for a givoi irodkejpair Shared edges make the 

paths intedependœt. If a shared edge fails, multiple paths will be affected. Figures 4.3 

and 4.4 illustrate the types of shared edge which may be present. We use the notions 

described in Section 4.5.1, and apply the 3-D Venn Diagram model to calculate 

connection reliability jRL whidi is the probability that the connection 6om a to f still 

exists.

10.1.1 3-D Venn Diagram

A Venn Diagram model is very useful in calculating the probability of ideqpendent 

events. A 3-D Venn Diagram [FreSO] is shown in Figure 10.1. Events 1,2 and 3 represent 

three depaident events. Let P /l) , P,(2) and P^3) rqxresent the occurrence probability of 

events 1, 2 and 3, respectively. The overall event occurrence probability of the system 

can be calculated using the 3-D Venn Diagram model.

figw re 70.7. j-D  Kew: Dfognam. JSvenA 7, 2 fAreg jgw w Ten/ ewenA.
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We introduce the following deSnitions in the 3-D Venn Diagram:

% = rAe occwremce events 7, 2 or 3 rw/qpewfenfTy

= ( ^ . 7;

j'y = fAe ̂ roAoAf/ffy q/̂ occurrence q/̂ evenü 7 o/u7 2, or 7 ow7 3, or 2 oruf 3 

i7mu/mneowf(y

= T'rfZyz) + fXEW +

% = fAe ̂ roAoAi/i^/ q/"occurrence q/^evenly 7 on<7 2 on(7 3 fyynu/roneouf7y

Using the Venn Diagram model, j', the probability of occurrence of any non-null 

subset of events 7, 2 and 3, can be obtained by ± e  following formula:

g = %-.9y + %

10.1.2 Deriving Mathematical Formulae

We use F  and 7( to represent the overall probabilities of connection failure and 

success bom f  to f. 7( is the connection reliabibty and 7̂  = (7-7^. The 3-D Venn Diagram 

model is used to calculate 7(. First of all, we have to bgure out the three dependent events 

that may lead to overall connection success bom f to 7:

* Evewr 7. the connection success caused by success of path Pi 

f /7 ^  = prcAuAf/ify q/po/A fy fucc&rs

$ Evgwf 2. the connection success caused by success of path Pg 

= proAuAz/ffy q/pofA success = p ^
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* JFvewf 3: the connection success caused by success o f path P3

Referring to our notation and Figure 4.4 in Section 4.5, we can calculate the 

probabUities: f /7 3 ;, f /2 3 ; and f/7 2 3 )

of connection swcc&yj wfing 6otA fy owi fi/nu/toneoufix

=^robobiiity o f connection fuccegf using 6otA f  / on(/ si/nu/toneousiy

_  fZ/+13+1/33+173+̂ /3+̂ 23!;

=  ^  ()M/+m3Hl/̂ J+/./a; ^  m

= j/robobi/ii)/ o f connection success using botb on// si/nu/toneous(y

_  ̂ (L2+L3+L123+LI2+LI3+U3)

— p(m2+m3HU23+L23) ^  j q ^

f /7 2 ^  =^robobi/i^ o f connection success using f /, o/uf f 3 simu/toneousiy

_  (LI+L2+L3+LI23+L12+L13+L23)

= O f«^+'̂ +'"iK2*l/33+l/3+l/3+133; f4 7 7,1

Therefore, according to ± e  3-D Venn Diagram model,

% = f4.721

3/ = f /7 2 ; + f /7 3 ; + f/2 3 )

_ ^  (;m/+m3Hl/33+l/3; /m /+m 3Hl/33+l/3; fmi3+m3Hl/33+133; 731

S 2 ~  P  ( 1 2 3 )  — p  ^  ̂  +m3/-f3 *1/33+1/3+1/3+133/ ^  y ̂
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So, the connection probability jR and the connection failed probability F  can be 

calculated by the following formulae:

In some special cases, simplified formulae may be derived &om Formula A 7J to 

calculate the reliability of the overall connection hnm source f  to destination f, as shown 

below.

(1). The three paths (Pi, P; and P3) are digoint (case 1 in Figure 4.3)

(2). Only triple-shared edges exist among Pi, Pg and P3 (case 2 in Figure 4.3)

^  = 7 ? ' ^ 7 - ( 7 .  ( 7 -  ( 7 ( ^ . 7 6 ^

(3). Only double-shared edges between Pi and P2 exist (case 3 in Figure 4.3)

7( = 7 -  (7 - 7; '^ ; v ;  -  r; - r/ - 7; %  (:4.7P)
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10.2 Appendix B, Random Graph Generator

The random graph generator is a part of onr alternate path routing simulation 

platform. It generates random network topologies 6 r  the simulations. This appendix 

describes in detail how we implement a random graph generator based on existing 

network topology models.

10.2.1 Random Network Topology Models

Recently, several hierarchical network topology models have been developed [Doa96, 

Zeg96, Cal97]. These topology generation models can fit the simulation needs of 

hierarchical routing protocols such as OSPF. However, far an enterprise network 

containing less than 700 nodes, edges and nodes may be placed in a rather 6ee marmer, 

instead of a hierarchical topology. A reasonable requirement for such network topology is 

that there should be much fewer long edges than short edges. Based on this observation, 

we can choose a simple random graph model far topology generation.

The most common random g r^ h  model is one proposed by Waxman [Wax88], with 

the probability of an edge 6om node w to node v given by:

where 0<o; )9<7 are parameters of the model, (7 is the Euclidean distance 6om w to v, 

and 1 is the maximum distance between any two nodes in the graph, i.e., 7, is the 

maximum separation in the graph.

An increase in or will increase the numbar of edges in the grq>h, while an increase in 

will increase the ratio of long edges relative to short edges. In Waxman's model, given 

the differences in edge probability functions, one might have expected more differences 

in properties of the graphs generated; moreover, different Z values do not cause 

noticeable changes in the graphs generated [Zeg96]. These are the reasons why we 

choose this model.
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We also use another simple model, the pure random model [Erd59], to give the 

probability of an edge fu, occurring as:

ffu , y) = /;, w hae 0<j? <7,^  is a constant. (3.2)

Our graph generator is based on these two models. Let / = then we have:

yl = <% when ^  (3.

yl = w hai(7> / (3 .^

The Euclidean distance cf of an edge is used as the edge length. Any two nodes within 

distance / of eadi o tha have a constant probability of being joined by an edge. Likewise, 

nodes with a separation greata than / have a probability ofbeing connected which deca)^ 

exponentially with their separation. The distance / plays a role as a region threshold. An 

edge whose length is shorta than / is called a short edge. It will be picked randomly 

according to a constant probability value a  An edge whose length is longa than / is 

called a long edge. It will be placed in the graph according to an exponentially decreasing 

probability based on the edge length. Heuiistically, far graphs with the same maximum 

separation L, a longer threshold distance I should be chosen when a graph has fewer 

nodes or has dœser edges, while a shorter / should be applied A)r a graph that contains 

more nodes or sparser edges. The parameters a  and / are ai^ustable in our 

implementation. If an edge is too short, it should be discarded. This constraint has been 

used in the graph generator to limit the number of edges that are too short.

10.2.2 Implementing Waxman's Model

In our implementation of the griph generator, there are two input parameters: W (the 

number of node in the graph) and <7 (die edge density in the graph, a percentage value). 

Formulae B.5-B.7 describe the relationships among M (the number of edges in the 

g r^h), 7% <7 and oygD (average degree of all nodes in the gn^h).
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= (3.6)

M = (^x o y g Z ))/2  (3 .^

The generated random graph will be put into a xÆ  grid. The threshold distance / 

can be calculated as 6)Uows [Doa96, Zeg96] *:

/ = 5'xAo = 5'x(K /fgrf(% ^ (3.6()

We can set 6̂ / = = j  as the initial threshold for the long edge // = (3; x  Aq), i.e., an

edge will be counted as a long edge if its lœgth is bigger than //, and the probability that 

this edge will be placed in the graph follows 6om Formula B.4. In the implementation, 3/ 

can be changed according to the generated edges. If the obtained graph contains too few 

edges, we slightly increase the value of 3/; otherwise we decrease 3/ a little. Furthermore, 

we set 3z = 3 = 0.2 as the threshold 5)r edges to be too short, i.e., an edge will be 

discarded if its length is less than = (3; x  The size of the grid is set as = 300 to 

be convenient for drawing the pictures of generated graphs with enough separations 

between nodes.

At first, the graph gœerator randomly places the desired number of nodes #  in the 

grid. Then the distance between every two nodes is checked and an edge is placed 

between them according to the probability described in Formulae B.3 and B.4. Because 

the number of edges M ' in the generated graph may not be equal to the desired number of 

edges M  the software will adjust the value of tzand 3/ such that /M ' -  M i s  

true. Then the software will stop and output the generated graph. 7̂  is a predeGned 

threshold to determine whether the generated number of edges M ' in the graph is 

acceptable. We set it to 7  ̂= 2% in the implementation.

* In the % xÆ grid, mqipose (he ̂ nodes are evenly distributed on the rectangles (i.e., cells) of the grid, 
thai we will have sgrr(A) nodes in die cells in the horizontal (or vertical) direction, each with a point in a 
cell center. The distance 6om point to point (a neighbor cell) is Ag = AT /  Based on the variable
A* the dneshold distance / can be preset in a reasonable manner.
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10.2.3 Validation o f the Implementation

Figure 10.2 shows a sanqile generated random graph with the number of nodes = 

VOO and edge density d = (i.e., the number of edges Af = 24,^. Figure 10.3 shows the

distribution of long edges (i.e., edge length exceeds the threshold From this Sgure, we 

can observe that such distribution is exponential.

/

ffgwre V0.2 X aomp/g ggngroW  rcW om g/upA W A ZOO wodgg g<a(gg 4gMg;^
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Figure 10.3. Exponential distribution o f edge lengths for the graph in Figure 10.2
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10.3 Appendix C, More Simulations on R-SLAOpt

This appendix contains more simulation results far R-SLAOpt, the proposed reliable 

admission control approach. Our GAPA algorithm was used to calculate multiple 

acceptable candidate path groups subject to predehned constraints on QoS levels and 

reliability requirements. The simulations to analyze features of GAPA and QoS 

adaptation in R-SLAOpt were performed. Also, the simulation results illustrated the 

influence on the algorithm results 6om difkrent inputs of group number and group size. 

All simulation conditions were the same as those in Section 7.4.

10.3.1 Features o f the Calculated Working Path Groups

The shortest path between a given pair of nodes is usually considered preferable by 

traditional routing technologies when transmitting data flows. It is therefore meaningful 

to investigate how often the shortest path was included in the selected working groups 

when R-SLAOpt hnishes the QoS adaptation. By using the same simulation conditions as 

the previous sections, the results show that the probability of including the shortest path 

was about whai group size = 2  When t  the probability was about 

When a working path group contains die shortest path, that path may be chosen as the 

primary working path, depending upon die path-selecdon policy in R-SLAOpt. In the 

simulation implementation, this was the case. These results indicate that R-SLAOpt takes 

advantage of shortest path routing in most cases.

Table 10.1 shows the link type distribution amongst the paths selected by R-SLAOpt. 

There are three possible distinct link types in a path groi^. Liakr (IndepL)

are links utilized by only one padi in the group, (DblSL) are links

shared by two paths, and Lfakr (TriSL) are links shared by three paths.

From this table, it can be seai that the mfgority of the links in each path group were of the 

independent type, which is expected and benedts routing reliability.

Table 10.2 illustrates further analysis of the number of shared links in the selected 

working groups. For simplicity and clarity, group size was set to k = 2  Thus, no
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5'Aarecf Zf/itv would exist. Column 2 shows &e probability that a working group only 

contains ihdepenffgnt In other words, only disjoint paths are included in these

groups. Columns 3-6 show the probabilities that a groiq) contains only 7, 2, 3, or 4 

double-shared links, respectively. There was about a 50% probability that the selected 

working path groups contain only disjoint paths. Groups with more than 3 double-shared 

links were fairly uncommon.

/O.7. dkfrfWfom o f  /in* in lAe WecTgi/ w orkng groi^pr.

Group size k = 2 Group size k = 3

IndepL IndepL D6/SZ

Probability o f  link 
type distribution

Table 10.2. Double-shared links in the selected working path groups (k = 2).

Working groups 
contain only ... Disjoint paths Number o f  

DblSL = I
Number o f  
DblSL = 2

Number o f  
D6/aL = J

Number o f  
DblSL = 4

Occurrence
probability jJ./7% 2.67%

10.3.2 Algorithm Execution Time

Table 10.3 compares execution times * of one initial QoS adaptation 6)r SLAOpt and 

R-SLAOpt. It can be observed that the proposed algorithm GAPA in R-SLAOpt will take 

up to 72% more time than that of the MPS Æ-shortest paths algorithm (shown in Section 

10.4, Appendix D) in SLAOpt. This is expected as GAPA effectively adds several 

additional steps to MPS. Howevo", it can also be seen that the total time &r QoS 

adaptation in R-SLAOpt is less than that in SLAOpt. Although this might at first seem

* The simulations of SLAOpt and R-SLAOpt were implemented in Java, and ran on a desktop computer
(650MHZ Pentium m  CPU, 128MB main memory, and Windows 2000 operating system) and Java™ 2
PlatGarm, Standard Edition (J2SE™) 1.4.1_01.
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unusual, it is consistent with the way the two admission controllers work. The 

explanation is as follows.

In this simulation, SLAOpt always considered up to hve shortest paths from the MPS 

algorithm. R-SLAOpt, on the other hand, considered up to 6ve path groups. From the 

point of view of the internal admission algorithm (i.e., I-HEU in this case), both these 

situations are simply a choice between sets of links. However, since each path group 

contains three paths, there is a greater probability that a path groiq) will violate the end- 

to-end delay constraint and thus be eliminated as a W id choice by the admission 

controller. The admission algorithm will require less time to select the optimal path group 

in R-SLAOpt, as it will likely have &wer choices. Moreover, when each path group 

contains more paths, the maximum number of SLAs that can be admitted will be readied 

more quickly, as each SLA requires more resources. Hence, fewer SLAs will be accepted 

for bigger group sizes. Using SLAOpt as a baseline (i.e., t  = 7 / we observed that about 

and 70% of the SLAs are accepted when ^ = 2 and respectively. As a result, 

the execution time will be reduced further because the most optimal solution will consist 

of fewer SLAs and be reached earlier.

Table 10.3. Comparisons o f time consumption between SLAOpt and R-SLAOpt.

m
SLAOpt (in seconds) R-SLAOpt (in seconds)

(comparisons 
o f time costs 
fo r GAPA 
and MPS)

T
Total time 

costs

T,
Only for  

AfPO

r , / r
w

r
Total time

costs

T f  
Only for  
G,t7^

r , ' / r

70.̂ 7.25 6.7P 76.7 7.40 0.6P 7.60

57.5 2.55 0.75 25.5 2.5P 70.2 7.62

57.7 5.40 6.0P 4P.6 jtP7 7.00 7.72

600 704.2 <1.77 5.P4 PP.2 5:50 5.54 7.2P

750 772.0 7.46 4.52 744.P P.77 6.52 7.25

POO 265.7 75.52 5.05 205.0 76.05 7.07 7.20

/050 545.0 20.PP 0.45 207.7 52.55 77.50 7.72

V200 475.2 55.20 7.44 404.7 40.00 P.PO 7.74

/J50 552.5 45.P6 7.P6 475.7 4P.P2 70.55 7.74

7500 675.5 50.20 7.45 566.5 57.56 70.75 7.74

7650 004.4 54.07 6.77 600.0 62.66 P.22 7.76

7000 905. P 72.00 7.40 025.7 05.20 70.00 7.74
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Also 6om above table, it can be obsaved that the execution time of the routing 

algorithms (both MPS and GAPA) comprised only a small part of the total time for the 

entire QoS adaptation process. For instance, MPS took approximately & 5% of the total 

calculation time for SLAOpt, and GAPA took about 72% of the time required for R- 

SLAOpt.

10.3.3 QoS Adaptation with DiSerent (3roup Number and Group Size

Figure 10.4 illustrates the simulation results for ()oS adaptation in R-SLAOpt when 

the number of considered path groups G and the group size t  were varied. Figures 10.4A 

and 10.4B show results far = 3, while Figures 10.4C and 10.4D show results far A = 2.
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It can be observed that the execution time and the utility obtained increased as the 

group number G increased. This is expected, because if  there are more path groups as 

candidates for each SLA, the adaptation algorithm will need more time to choose the 

optimal group. More choices also increase the probability that highor utility may be 

obtained after adaptation.

When group size was increased (i.e., from = 2 m t  the obtained utility 

decreased up to while the execution time decreased up to 20%. This is consistent 

with expectations, as &r ^ = 2 resources must be reserved 5)r an additional path in each 

selected path group. More resources will be consumed and fewer SLAs can be admitted, 

hence, fewer SLAs will be admitted and the system utility will decrease. The admission 

algorithm would require less time to select the optimal group, as it would likely have 

fewer choices vdien the group size is bigger.

Further simulations were performed to analyze the relationship between QoS 

adaptation and the group size k, With a fixed G = 2, QoS adaptation was run upon 

diSerent k values. Figure 10.5 shows the simulation results. The utilities decreased up to 

22% when k increased from 2 to 2, and decreased a further 22% when k increased 6om 2 

to 2. Meanwhile, the execution time of the algorithm dropped 22% and 20%, 

respectively.
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10.4 Appendix D , The MPS Æ-Shortest Paths Algorithm

Developed by Martins, Pascoal, and Santos, MPS [Mar99] is a well known X-shortest 

paths algorithm. Ease o f implementation and absence of complex data structures are the 

main advantages of MPS. MPS uses a deviation approach to calculate paths in a directed 

(or undirected) graph. It calculates and ranks the AT shortest deviation paths in lor a given 

node pair a g r^ h  4̂̂  based on the shortest path 6om f to t. MPS has time 

complexity Pseudo code ofMPS is shown in Figure 10.6.

// X ~  the set o f  candidates to the calculated shortest paths.
// r /  -  the shortest path tree (SPT) rooted at t. Based on this SPT, let D(v) = the distance from v to t.
H c ij -  the detour length for arc (i, j), which is c y = w(i, j) + D(j) ~ D(i).

Compute 7^
Compute for any arc (t,y) € A
Rearrange the set of arcs of (AT, A) in the eorted forward star form 

/* For the computed reduced costs */
Pi f -  shortest path from a t o t  /* p i i s a  path of 7^  */
k  4—  1

{P*}
7k +- {P&}
W hile & < Ff and X 96 0 
do begin

X 4— X — {p& }
Ujk 4- deviation node of p* 
for each node u € p̂ ĵ  ̂
do begin

if A(v) -  Ajĵ  (v) 96 0 
then begin

(v, a;) +- hrst arc in the set A(v) — Aj;^ (v)
7^—  PwO <v, (v, a;), j?) op**
X 4— X U {g}
çut 4—  <t;,(v,a;),a;>op**
7* 4—  7& u {g#}

/*  In such a way that p*.,, o is a path of 7& */
end

end
k  4— k  1
p* 4- shortest path in X

F igure fO.d. A e u d d  c o 4 e  o f  ike A fPy p a r k  o(goriiAm.




