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Abstract

Log messages are now broadly used in cloud and software systems. They are important for classification and anomaly detection as millions
of logs are generated each day. In this paper, an unsupervised model for log message anomaly detection is proposed which employs Isolation
Forest and two deep Autoencoder networks. The Autoencoder networks are used for training and feature extraction, and then for anomaly
detection, while Isolation Forest is used for positive sample prediction. The proposed model is evaluated using the BGL, Openstack and
Thunderbird log message data sets. The results obtained show that the number of negative samples predicted to be positive is low, especially

with Isolation Forest and one Autoencoder. Further, the results are better than with other well-known models.
(© 2020 The Korean Institute of Communications and Information Sciences (KICS). Publishing services by Elsevier B.V. This is an open access
article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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1. Introduction

Software systems and applications such as online search
engines and cloud servers are now widespread. Availability
is expected 24/7 and access failures can cause considerable
hardship to both organizations and clients. Thus, significant
amounts of money are spent to maintain the quality and
availability of these services. This is achieved using log mes-
sages which are generated to indicate the system state. Storing
records for audit or security purposes is called logging [1].
Each logging statement produces log messages related to a
specific task. Unstructured log messages consist of runtime
data which include verbosity, time stamps and raw content
that is a summary of the system operation. The structure
can vary significantly in form, making it difficult to identify
abnormalities in these logs [2].

Log messages are used for many tasks such as performance
monitoring [3] and anomaly detection [4,5]. Most methods
use rules to detect abnormalities in logs, but this requires
specific domain knowledge [6]. Some consider only one log
component such as the time stamps or verbosity which reduces
the ability to recognize anomalies. Anomaly detection can
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be done manually, but this is not feasible for large-scale
frameworks because of the complexity and amount of data [7].
Thus, automated log analysis techniques to identify anomalies
are needed.

Deep Learning (DL) employs networks with multiple con-
nected layers and belongs to the class of machine learning
(ML) techniques. DL can reduce data complexity and find
similarities between data [8]. Thus, DL techniques are very
suitable for big data. They can also be used for feature extrac-
tion and to reduce data dimensionality [9]. DL has produced
excellent results for applications in image processing, text clas-
sification and Natural Language Processing (NLP) [10]. These
techniques can be classified as generative, discriminative or
hybrid methods. Discriminative methods are typically used for
supervised classification. Generative methods are unsupervised
and typically used to reveal patterns in unlabeled data. Hybrid
methods combine discriminative and generative methods [11].

Several anomaly detection methods have been developed
using ML and DL algorithms. Gaussian Mixture Model
(GMM) and Variational Bayesian Gaussian Mixture Model
(BGM) are probabilistic models which have been used in
intrusion detection systems [12]. Elliptic Envelope (EEnve-
lope) generates an elliptical space around the center of mass
of the data and has been employed for detecting anomalies
in audio sensors [13]. Local Outlier Factor (LOF) measures
the local deviation of data and has been used for detecting
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anomalies in traffic data [14]. One-Class Support Vector Ma-
chine (OC-SVM) has been employed for anomaly detection in
networks [15].

A supervised method was proposed in [16] to detect errors
and anomalies in logs using decision trees. A hybrid model
was presented in [17] to detect anomalies using K-means
clustering and decision trees. The anomaly detection method
proposed in [18] employs stacked Long Short-Term Memory
(LSTM) networks. The online method given in [19] employs
an LSTM network and provides better results than Isolation
Forest. Deeplog [20] uses a deep learning LSTM network to
predict anomalies but it has high computational complexity
and only positive (normal) logs are used for training [21].
The proposed model uses both normal and abnormal (negative)
logs for training and has lower complexity than other DL
algorithms in the literature.

One of the main challenges in anomaly detection is dealing
with unlabeled data. Millions of log messages are produced
each day in cloud and other systems. Unfortunately, labeling
even a small portion of these logs for model training is not
possible. One way to deal with this unlabeled data is to use
unsupervised methods. Isolation Forest [22] is an ensemble
approach that isolates abnormal samples to detect anomalies.
It has been used for tasks such as anomaly detection in
sensor data [23] and intrusion detection [24]. Isolation Forest
has high accuracy and linear time complexity, but it may
perform poorly with large and complex data [25]. Recently,
Extended Isolation Forest was proposed in [26] to improve
anomaly detection with Isolation Forest. Extended Isolation
Forest employs slopes and intercepts whereas Isolation Forest
uses attributes and values. Functional Isolation Forest was
proposed in [27] to detect anomalies in functional data using
Isolated Forest. In this model, anomalies are detected using a
collection of Functional Isolation Trees [27].

Isolation Forest has been used to find abnormal data, but
in this paper it is used to detect normal data with a threshold.
An Autoencoder [28] is used to extract features for Isolation
Forest. An Autoencoder is a feed-forward Artificial Neural
Network (ANN) which can learn data features [29]. These
networks have been used for a number of tasks including
interpolation [30], representation learning [31] and generative
modeling [32]. In an Autoencoder network, the code layer (a
hidden layer) is used for feature extraction and dimensionality
reduction so the size of this layer is typically small [33].
However, in this paper the last layer output is used to extract
features so the code layer need not be smaller than the input.
In addition, most state-of-the-art ML/DL methods such as
Deeplog use customized parsing models, but in the proposed
model text logs with only simple pre-processing are employed.
The proposed model is evaluated using the accuracy, precision,
recall and F-measure metrics with three log message data sets,
namely BlueGene/L (BGL),' Openstack’ and Thunderbird.’

The main contributions of this paper are as follows.

1 https://github.com/logpai/loghub/tree/master/BGL
2 https://github.com/logpai/loghub/tree/master/OpenStack
3 https://github.com/logpai/loghub/tree/master/Thunderbird

1. Isolation Forest is used to find positive logs rather than
anomalies.

2. An Autoencoder network is used to extract features for
Isolation Forest.

The proposed architecture includes two Autoencoder networks
and Isolation Forest. Feature extraction using Autoencoders
has two main advantages. First, it improves the Isolation Forest
results as Isolation Forest alone does not provide good results
for log message anomaly detection. The use of an Autoencoder
with Isolation Forest has not been previously investigated.
Further, Isolation Forest is used to predict positive data in-
stead of negative data and a threshold is employed. Second,
an Autoencoder is well suited to separating anomalies from
normal data so two Autoencoders are used to provide better
separation.

The rest of this paper is organized as follows. In
Section 2, the Isolation Forest and Autoencoder architectures
are presented and the proposed model is described. The results
and discussion for the three data sets are given in Section 3.
Finally, some concluding remarks are given in Section 4.

2. System model

In this section, the Isolation Forest and Autoencoder archi-
tectures are given along with the proposed model.

2.1. Isolation forest

Isolation Forest [22] is an ensemble approach which has
been used to detect anomalies. It begins with a random at-
tribute and chooses a partition between the lowest and highest
values in order to separate a sample. This continues until the
samples are isolated. The Isolation Forest is built by adding
a number of Isolation Trees separated into different attributes.
The number of partitions needed to isolate a sample is equal
to the path length passed from the root to a leaf.

The Isolation Tree technique is based on Extra Trees [34].
In Isolation Tree, each division is random. A sample located
near the root, i.e. its path is short, implies that it is easier to
distinguish and therefore easier to isolate from samples that
are in deeper leaves. It is expected that anomalies (abnormal
samples) will have a smaller average path length than positive
(normal) samples. When a sample is at a leaf deep in the tree,
the score will be low (close to 0), while if it is shallow the
score will be high (close to 1). The anomaly score of a sample

x with Isolation Forest is
—E(h(x))

s(x, N)=2"am | (D

where N is the number of samples trained in each tree of the
forest, E(h(x)) is the average length of the paths in all trees,
and ¢(N) is the normalization factor which is [35]

2H(N — 1) —=2(N = 1)/N if N > 2,
c¢(N) = 1 if N =2,
0 otherwise,
2

where H(N — 1) is the harmonic number given by In(N — 1)+
0.5772156649.
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Fig. 1. Autoencoder architecture with an input layer, output layer, and one
hidden layer.

2.2. Autoencoder architecture

An Autoencoder [28] is a feed-forward multilayer neural
network with the same number of input and output units.
Training is performed using a loss function to ensure that the
output is close to the input. The aim is to learn a compact
representation while minimizing the error for the input data.
A deep Autoencoder is an Autoencoder which has more than
one hidden layer [36]. It can represent complex distributions
if multiple encoder and decoder layers are employed. The
encoder and decoder outputs are

y=a(Wx + D), 3)
and
z=a(W'y +b), 4)

respectively, where x is the input, W is the encoder weight
matrix, b is the encoder bias vector, W’ is the decoder weight
matrix, b’ is the decoder bias vector, and a is the activation
function. Fig. | shows the architecture of an Autoencoder with
an input layer, output layer, and one hidden layer.

2.3. Proposed model

The proposed model for unsupervised anomaly detection
includes two deep Autoencoder networks and an Isolation
Forest. First, text pre-processing including tokenization and
changing letters to lowercase is applied to the data set. Next,
the sentences are padded to 40 words and sentences with
less than five words are eliminated. The word frequency is
then computed and the data is shuffled. Next, the data set is
normalized and scaled between 0 and 1. Then it is divided into
the first training set #; (around 0.5% for BGL and Thunderbird,

and 5% for Openstack), second training set f, (around 2% for
BGL and Thunderbird, and 17% for Openstack) and testing
set #3 (around 97.5% for BGL and Thunderbird, and 78% for
Openstack). The proportion of positive and negative logs in
these sets is the same as in the original data sets. The sets #;
and t, are small as their size affects the speed of the algorithm.
The BGL and Thunderbird data sets are larger than Openstack
so a smaller proportion of the data is used for these sets.
Further, the Openstack data set is small so a larger proportion
of the data is needed for training convergence.

The first Autoencoder is used for feature extraction from a
small amount of data in an unsupervised way. It is trained with
t; (which contains both positive and negative log messages).
This Autoencoder has an encoder layer with 512 units and L1
regularizer, followed by a decoder layer with 256 units. The
output layer has the same size as the input which is 40 units.
The categorical cross-entropy loss function, Relu activation
function and ADAM optimizer are used to train this model
with a batch size of 64 and a maximum of 500 training epochs.
The ADAM optimizer is used because it has fast convergence
and good performance in DL algorithms [37]. Early stopping is
used to prevent overfitting. After training the first Autoencoder,
the second training set #, and testing set f3 are fed into this
Autoencoder to extract features (as the last layer output which
has the same size as the input), which are denoted as f> and
f3, respectively.

Feature set f, is fed into the Isolation Forest with 100
Isolation Trees and this is tested using f3 to predict the data.
Next, a percentage of the positive predicted data (30% for
BGL and Thunderbird, and 70% for Openstack), is randomly
chosen from the Isolation Forest output and this is denoted
as p;. The remaining positive predicted data and the negative
predicted data are denoted as p,. p; is used to train the
second Autoencoder which has the same architecture as the
first Autoencoder. The maximum number of training epochs
is 100 and early stopping is used to prevent overfitting. After
training the second Autoencoder, p; is input to this Autoen-
coder to extract features (as the last layer output of the trained
Autoencoder), which is denoted as o;, and then p, is input to
this Autoencoder and the extracted features are denoted as 0,.
Anomalies are detected using a threshold. To determine the
threshold, the average and standard deviation of the feature
values of each sample in o; are computed. The threshold is
given by

T = stdv x c, %)

where stdv is the standard deviation of the positive data
predicted with Isolation Forest (01) and c¢ is a constant. For
unlabeled data, this constant can be estimated based on the
final predicted test data. In the data sets, it is known that about
10% of the data is negative and the remainder positive. Thus,
the constant can be chosen based on the percentages obtained.
The larger data sets (BGL and Thunderbird) were divided into
smaller size sets and used in the proposed model. It was found
that smaller data sets require a larger constant. Based on the
results, the constants for BGL, Thunderbird and Openstack are
¢ =0.5,0.1 and 5, respectively.
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Algorithm 1 Proposed Model Algorithm

Require:
set: f3.
. for epochs do
Train the first Autoencoder with #;.

first training set: #;; second training set: ,; testing

: Train Isolation Forest with f, and test with f5.

: Randomly select a percentage of the positive predicted
logs as pi, and the remaining predicted logs are p,.

. for epochs do

Train the second Autoencoder with p;.

1
2
3: Compute f, and f3 using #, and t3, respectively.
4
5

: Compute 0; and o, using p; and p,, respectively.

: Compute the average and standard deviation of the feature
values of each sample in 0; and determine the threshold
using (5).

10: Compute the average of the feature values of each sample

in os.

11: If an average is less than the threshold, flag the sample as

an anomaly.

© o 23 o

The second Autoencoder needs fewer epochs to train be-
cause the features have been extracted with the first Au-
toencoder. Further, there is more input data for the second
Autoencoder than the first Autoencoder, and typically deep
learning algorithms need large amounts of data to work well.
The loss and accuracy of the model were used to determine
the number of epochs. The proposed model algorithm is given
in Algorithm 1 and the architecture of the proposed model is
given in Fig. 2.

3. Results

In this section, the proposed model is evaluated using the
BGL, Openstack and Thunderbird data sets. Four criteria,
namely accuracy, precision, recall and F-measure, are used to
evaluate the performance. Accuracy is the percentage of the
data that is correctly predicted and is given by

. T, + T,

T,+T,+F,+F,
where T, is the number of positive samples which are pre-
dicted by the model to be positive, F, is the number of
negative samples which are predicted to be positive, T, is
the number of negative samples which are predicted to be
negative, and F,, is the number of positive samples which are
predicted to be negative. Precision is expressed as

(6)

Ty
P=_———, (N
T,+ F,
and recall is
T,
=—r (®)
T, + F,
The F-measure is given by
2x PxR
F="-""—. C))

P+R

All experiments were run on the Compute Canada Cedar
cluster with 24 CPU cores, four P100 GPUs and 125 GB of
memory, and the algorithms were implemented using Python
in Keras* and Scikit-learn.’

The hyperparameters of the proposed model were not tuned
so for all data sets the default values were used. Each exper-
iment was repeated 10 times, and the minimum, maximum
and average testing accuracy, precision, recall, F-measure and
time were obtained. Table | gives the results for the BGL,
Openstack and Thunderbird data sets for (a) Isolation Forest,
(b) Isolation Forest with one Autoencoder, and (c) Isolation
Forest with two Autoencoders (proposed model). For Isolation
Forest alone, the first training set #; is input to the Isolation
Forest and the results are obtained using the testing set #3.
For Isolation Forest with one Autoencoder, the first training
set ¢ is input to the first Autoencoder for training. Then the
second training set #, and testing set f3 are input to this trained
Autoencoder for feature extraction, giving f> and f3, respec-
tively. Then f; is fed into the Isolation Forest for training and
the results are obtained using f3. Isolation Forest with two
Autoencoders indicates that the results are obtained with the
second Autoencoder using a threshold (proposed model).

3.1. BGL

The BlueGene/L. (BGL) data set has 4,399,502 positive
logs and 348,460 negative logs. From these, 23,997 logs
are used for the first training set, 93,551 for the second
training set and the remaining 4,630,414 for testing. With
the Isolation Forest model, the average testing accuracy is
88.7% with average precision, recall and F-measure of 28.9%,
36.6% and 32.3% for negative logs, and 94.8%, 92.8% and
93.8% for positive logs, respectively. With Isolation Forest
and one Autoencoder, the average testing accuracy is 90.8%
with average precision, recall and F-measure of 42.7%, 76.5%
and 54.3% for negative logs, and 98.0%, 91.9% and 94.9%
for positive logs, respectively. With Isolation Forest and two
Autoencoders, the average testing accuracy is 99.6% with
average precision, recall and F-measure of 96.8%, 98.7% and
98.1% for negative logs, and 99.8%, 99.7% and 99.8% for
positive logs, respectively.

The precision, recall and F-measure results for negative
logs are better than the 82.5%, 94.7% and 88.2%, respectively,
with the nLSALog algorithm [38], and the 83%, 99% and
91%, respectively, with SVM unsupervised learning [39]. The
precision, recall and F-measure results for negative logs are
also better than the 92%, 91% and 92%, respectively, with
the Improved K-Nearest Neighbor supervised algorithm [40].
Experiments were also conducted with several well-known al-
gorithms for anomaly detection. The average testing accuracy,
precision, recall, F-measure and time for the BGL data set with
the Variational Bayesian Gaussian Mixture Model (BGM), El-
liptic Envelope (EEnvelope), Gaussian Mixture Model (GMM),

4 https://github.com/keras-team/keras
5 https://github.com/scikit-learn/scikit-learn
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Fig. 2. Architecture of the proposed model: (a) Isolation Forest with one Autoencoder, and (b) the second Autoencoder for anomaly detection (Isolation
Forest with two Autoencoders).

Table 1

The testing accuracy, precision, recall, F-measure and time for (a) Isolation Forest, (b) Isolation Forest with one Autoencoder and (c) Isolation Forest with
two Autoencoders. The minimum, maximum and average (in parenthesis) values for the BGL, Openstack and Thunderbird data sets for 10 runs. Positive
labels are denoted by 1 and negative labels by O.

Data set Testing accuracy Label Precision Recall F-measure Time (s)
- — - . 9 _ _
BGL $8.6%—(88.7%)—88.8% 0 28.1%—(28.9%)-29.7% 35.2%—(36.6%)-38.1% 31.2%—(32.3%)-33.4% 276
1 94.7%—(94.8%)-95.0% 92.8%—(92.8%)-92.9% 93.7%—(93.8%)-93.9%
@) Openstack 86.9%(86.9%)-87.0% 0 54.5%—(59.2%)—64.0% 52.5%—(57.6%)-62.8% 53.5%—(58.4%)-63.4% 6
1 92.1%—(92.9%)-93.8% 92.7%—(93.4%)-94.1% 92.4%—(93.1%)-93.9%
— o) — __ O | (v
Thunderbird 78.8%—(79.0%)-79.3% 0 29.9%—(30.8%)-31.8% 19.3%—(19.6%)-20.0% 23.5%—(24.0%)-24.6% 158
1 84.8%—(84.8%)-84.9% 90.8%—(91.0%)-91.3% 87.7%—(87.8%)-88.0%
BGL 90.6%—(90.8%)-91.0% 0 40.2%—(42.7%)-45.2% 57.1%—(76.5%)-95.9% 47.2%—(54.3%)-61.4% %63
1 96.5%—(98.0%)-99.6% 90.6%—(91.9%)-93.3% 94.9%—(94.9%)-94.9%
O - 0 (/A O, ) (¥ O 07,
) Openstack 92.9%(92.9%)-93.0% 0 66.9%—(67.1%)-67.3% 99.4%—(99.5%)-99.7% 80.1%—(80.2%)—80.3% 171
1 99.5%—(99.7%)-99.9% 91.8%—(91.8%)-91.9% 95.5%—(95.6%)-95.7%
Thunderbird 81.8%(82.9%)-84.1% 0 45.6%—(49.9%)-54.2% 41.9%—(49.6%)-57.4% 43.7%—(49.3%)-54.9% 652
1 88.4%—(89.8%)-91.2% 89.5%—(90.7%)-92.0% 89.1%—(89.9%)-90.8%
- . [ O - 0 O o
BGL 99.4%(99.6%)-99.9% 0 94.1%—(96.8%)-99.5% 97.8%—(98.7 %)-99.6% 96.6%—(98.1%)-99.6% 1499
1 99.8%—(99.8%)-99.9% 99.5%—(99.7%)-99.9% 99.7%—(99.8%)-99.9%
© Openstack 98.4%(99.1%)-99.7% 0 93.5%—(96.1%)-98.7% 95.7%—(97.5%)-99.3% 94.6%—(96.8 % )-99.0% 366
1 99.3%—(99.6%)-99.9% 98.9%—(99.3%)-99.8% 99.1%—(99.4%)-99.8%
Thunderbird 99.0%(99.4%)-99.9% 0 94.7%—(97.2%)-99.8% 97.6%—(98.6%)-99.6% 97.2%—(98.4%)-99.7% 1158
1 99.6%—(99.7%)-99.9% 98.9%—(99.4%)-99.9% 99.4%—(99.6%)-99.9%

K-means, Local Outlier Factor (LOF), and One-Class Support

Vector Machine (OC-SVM) algorithms using 10-fold cross-

validation are given in Table 2. The results show that the
proposed model is significantly better than these algorithms.
Note that only 5% of the data set was used for LOF and
OC-SVM due to the high computational complexity of these

algorithms.

3.2. Openstack

The Openstack data set has 137,074 positive log messages
and 18,434 negative log messages. From these, 7353 logs are
used for first training set, 26,545 for the second training set and
the remaining 121,610 for testing. With the Isolation Forest

model, the average testing accuracy is 86.9% with average
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Table 2

The results for the BGL data set with average testing accuracy, precision, recall, F-measure
and time for BGM, EEnvelope, GMM, K-means, LOF and OC-SVM algorithms using 10-fold
cross-validation. Positive labels are denoted by 1 and negative labels by 0.

Algorithm Testing Label  Precision  Recall  F-measure  Time (s)
accuracy

o en 1 mm an o e
EEnvelope 85.2% (1) ;igzz ;ZZZZ ;TSZZ 6197
oMM 6s0% | ew ese wow 1B
K-means 48.6% (1) 21583‘1%% é?g;i z;ll%% 18571
LoF 8% U oaen  wan oo MO
ocsVM s U o sorw o WS
Table 3

The results for the Openstack data set with average testing accuracy, precision, recall, F-
measure and time for BGM, EEnvelope, GMM, K-means, LOF and OC-SVM algorithms
using 10-fold cross-validation. Positive labels are denoted by 1 and negative labels by O.

Algorithm Testing Label  Precision Recall F-measure  Time (s)
accuracy
N L I
EEnvelope  80.8% i s8%  Son 890 318
oM sso R -
Kemeans  400% | wow  awox wor
LoF 8025 U man wae mee 1
ocsvM 359 U e s sese N

precision, recall and F-measure of 59.2%, 57.6% and 58.4%
for negative logs, and 92.9%, 93.4% and 93.1% for positive
logs, respectively. With Isolation Forest and one Autoencoder,
the average testing accuracy is 92.9% with average precision,
recall and F-measure of 67.1%, 99.5% and 80.2% for neg-
ative logs, and 99.7%, 91.8% and 95.6% for positive logs,
respectively. With Isolation Forest and two Autoencoders, the
average testing accuracy is 99.1% with average precision,
recall and F-measure of 96.1%, 97.5% and 96.8% for neg-
ative logs, and 99.6%, 99.3% and 99.4% for positive logs,
respectively.

The precision, recall and F-measure results for negative
logs are similar to the 94%, 99% and 97% obtained with
the Deeplog network [20]. Experiments were also conducted
with several well-known anomaly detection algorithms. The
average testing accuracy, precision, recall, F-measure and time
for the Openstack data set with the BGM, EEnvelope, GMM,

K-means, LOF, and OC-SVM algorithms using 10-fold cross-
validation are given in Table 3. The results show that the
proposed model is significantly better than these algorithms.

3.3. Thunderbird

The Thunderbird data set has 3,000,000 positive log mes-
sages and 600,000 negative log messages. From these, 17,000
messages are used for the first training set, 65,700 for the
second training set and the remaining 3,517,300 for testing.
With the Isolation Forest model, the average testing accuracy is
79.0% with average precision, recall and F-measure of 30.8%,
19.6% and 24.0% for negative logs, and 84.8%, 91.0% and
87.8% for positive logs, respectively. With Isolation Forest
and one Autoencoder, the average testing accuracy is 82.9%
with average precision, recall and F-measure of 49.9%, 49.6%
and 49.3% for negative logs, and 89.8%, 90.7% and 89.9%
for positive logs, respectively. With Isolation Forest and two
Autoencoders, the average testing accuracy is 99.4% with
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average precision, recall and F-measure of 97.2%, 98.6% and
98.4% for negative logs, and 99.7%, 99.4% and 99.6% for
positive logs, respectively.

The precision, recall and F-measure results for negative
logs are better than the 96%, 96% and 96%, respectively, with
the Improved K-Nearest Neighbor supervised algorithm [40].
Experiments were also conducted with several well-known
algorithms for anomaly detection. The average testing accu-
racy, precision, recall, F-measure and time for the Thunderbird
data set with the BGM, EEnvelope, GMM, K-means, LOF,
and OC-SVM algorithms using 10-fold cross-validation are
given in Table 4. The results show that the proposed model is
significantly better than these algorithms. Note that only 5%
of the data set was used for LOF and OC-SVM due to the high
complexity of these algorithms.

3.4. Discussion

Isolation Forest has been shown to provide good results for
anomaly detection problems [24]. However, it is used in this
paper to predict positive logs. Table 1(a) shows that Isolation
Forest alone does not provide good results for the problem
considered here, as the precision, recall and F-measure for the
negative logs in all data sets are poor. However, the corre-
sponding results for positive logs are much better. Comparing
the results in Table 1(a) with Tables 2—4, it is evident that the
precision for positive logs with Isolation Forest is better than
that with the other algorithms even though a smaller portion of
the data was used for training. Also, Isolation Forest is faster
because it has linear time complexity [22]. Table 1(b) shows
the effect of feature extraction with an Autoencoder before
Isolation Forest. These results indicate that most of the criteria
for the positive and negative logs are improved for all three
data sets. However, the negative log results are still poor. For
the BGL data set, the average precision, recall and F-measure
are improved from 28.9%, 36.6% and 32.3% to 42.7%, 76.5%
and 54.3%, respectively, for negative logs while for positive
logs the corresponding results are 94.8%, 92.8% and 93.8% to
98.0%, 91.9% and 94.9%. While the recall for the positive logs
has decreased slightly, here precision is the most important
criteria. For the Openstack data set, the average precision,
recall and F-measure are mostly improved from 59.2%, 57.6%
and 58.4% to 67.1%, 99.5% and 80.2% for negative logs
and from 92.9%, 93.4% and 93.1% to 99.7%, 91.8% and
95.6% for positive logs (only the recall for the positive logs
has decreased). For the Thunderbird data set, the average
precision, recall and F-measure are improved from 30.8%,
19.6% and 24.0% to 49.9%, 49.6% and 49.3%, respectively,
for negative logs while for positive logs the corresponding
results are 84.8%, 91.0% and 87.8% to 89.8%, 90.7% and
89.9%. Again, the recall for the positive logs has decreased
slightly.

Precision for positive logs is the percentage of true positive
logs detected out of all logs detected as positive, while recall
for positive logs is the percentage of the positive logs that are
detected. Table 1(b) shows that the precision for the positive
logs is very reliable with 90% to 99% accuracy. Thus, it can be

concluded that most logs which are predicted to be positive are
correct. In other words, the number of negative logs predicted
to be positive (Fp) is low with just Isolation Forest (especially
with one Autoencoder). This reliable positive data (p;) is
used to train a second Autoencoder for anomaly detection
with a threshold. Table 1(c) gives the test data results with
this Autoencoder which has been trained with p;. Average
precision, recall and F-measure for positive and negative logs
are improved significantly for all data sets to more than 96%.

Isolation Forest with one Autoencoder is the most important
step. Autoencoder networks are typically used for dimension-
ality reduction and so have fewer units in the hidden layers.
However, we use a higher number of units in these layers so
the input size is the same as the output. Binary cross-entropy
is typically used in Autoencoder networks, but it was found
that with categorical cross-entropy the averages of the feature
values for each sample in 0, are more separable into positive
and negative logs, which is desirable here. This means that
most of the positive logs have high average values and most
of the negative logs have low average values. Further, it was
noticed that the values for unimportant features (for example
features that are repeated in the data set), are near zero with
categorical cross-entropy and Relu activation without dimen-
sionality reduction in the code layer. This indicates that the
Autoencoder network works well for feature extraction with
log messages.

The proposed unsupervised method has three advantages
over supervised methods. First, knowledge via log message
labels is not required making this approach suitable for many
practical applications. This is important as there are a vast
variety of systems producing different log messages which
makes it difficult to label data for supervised methods. Second,
labeling data is a very time-consuming task because of the
volumes of data and so is not a practical solution. Third,
using an unsupervised method eliminates the human error
inherent in labeling. Although supervised methods typically
provide better performance than unsupervised methods, the
proposed unsupervised method is better than the Improved
K-Nearest Neighbor supervised algorithm [40] for the BGL
and Thunderbird data sets. This is because they use a simple
supervised machine learning algorithm. Conversely, the pro-
posed model employs deep learning to extract features via
deep Autoencoder networks.

Only a small amount of training data was used (less than
3% for BGL and Thunderbird, and 22% for Openstack for
Isolation Forest with one Autoencoder, and less than 30%
for BGL and Thunderbird for Isolation Forest with two Au-
toencoders), whereas training deep networks usually requires
a significant amount of data for convergence. More training
data was needed for the Openstack data set because it is
small (around 25 times smaller than Thunderbird and 30 times
smaller than BGL). The features extracted using the Autoen-
coder network were used as the input for Isolation Forest.
This feature extraction required only a very small amount
of training data, so the execution time was fast (1499 s for
BGL, 1158 s for Thunderbird and 366 s for Openstack after
pre-processing). Further, an Autoencoder network is a very
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Table 4

The results for the Thunderbird data set with average testing accuracy, precision, recall, F-
measure and time for BGM, EEnvelope, GMM, K-means, LOF and OC-SVM algorithms using
10-fold cross-validation. Positive labels are denoted by 1 and negative labels by 0.

Algorithm Testing Label  Precision  Recall  F-measure  Time (s)
accuracy
v w1 LRSI
EEnvelope 75.4% (1) 21322;2 295;%7% 251?% 5027
T
om0 DWW o
LoF  7s5% U man wen s 1
ocsvM 40T | Taew i sae 0
fast deep learning algorithm, especially compared to LSTM References

networks, and the time complexity of Isolation Forest is linear.
We did not tune the hyperparameters so the results may be
improved with tuning such as the learning rate and number of
hidden layers.

4. Conclusion

Cloud systems are capable of generating millions of text
log messages everyday. Thus, while the detection of anoma-
lies in these logs is very important, the volume makes this
a difficult task. In this paper, a model was proposed for
unsupervised anomaly detection using Isolation Forest and
two deep Autoencoder networks. These networks are used
for feature extraction and anomaly detection. Isolation Forest
is often used for anomaly detection, but here it is used to
predict positive data. The proposed model was evaluated using
three well-known log message data sets, namely BGL, Open-
stack and Thunderbird. The results obtained show that this
model is better than other models employed in the literature.
This is because training and feature extraction with the first
Autoencoder network improves the Isolation Forest results,
especially for positive log messages. Further, the number of
negative logs predicted to be positive (F,) is low with Isolation
Forest, particularly with one Autoencoder. In the future, the
performance of other models such as Gaussian Mixture Model
and the effects of hyperparameter tuning can be investigated.
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