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Abstract

Software testing remains one of the most challenging and costly steps of software
development process. Although object-oriented programming has become the dominant
paradigm in industry, object-oriented software testing is mostly still in the research stage.
Traditional software testing techniques are not well suited for object-oriented programs
due to the powerful mechanisms, such as encapsulation, inheritance and polymorphism,
characteristics of object-oriented programming. Hence, a need for the development of
appropriate testing techniques for object-oriented applications becomes more urgent. This
thesis introduces some test strategies based on a subset of Unified Modeling Language
(UML) for testing object-oriented programs, more specifically, state diagrams and class
diagrams. Corresponding coverage criteria are also presented. The approaches discussed
in this thesis are implemented as a module of an existing UML-based verification tool

ironment (PrUDE).
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Chapter 1

Introduction

This thesis describes an investigation in the area of testing of object-oriented software.
Much attention is focused on features in object-oriented programming language such as
encapsulation, inheritance and polymorphism, which present many new challenges to
testers. Some solutions for these challenges are presented herein. The goal of our work is
to define appropriate test strategies for test data generation and test result evaluation
based on the UML specification. In particular, defining test strategies based on UML
state and class diagrams is conducted in tiz'lis thesis. In addition, test coverage analysis and
test automation are also taken into account. The test strategies defined in this thesis are
implemented in Java and integrated into a prototype UML-based verification tool named

the Precise UML Devélopment Environment (PrUDE).

1.1 Motivation

Testing remains one of the most challenging and costly steps of the software
development process. Especially for mission-critical systems, such as air traffic control
and health information systems where failure is unacceptable [01], the cost of testing may
be even higher. Although nowadays object-oriented programming has become the
dominant paradigm in industry, object-oriented software testing is mostly still in the
research stage [02, 03]. Traditional testing techniques, which are designed for testing

procedural software, have been found to be inadequate for testing object-oriented
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programs, The main reasons for that are the new challenges raised by inherent features
from which the power of thé object-oriented paradigm derives, such as encapsulation,
inheritance and polymorphism. Thus, a need for developing appropriate testing
techniques for object-oriented programs becomes more urgent. Among other issues
underlying software testing is the knowledge that even though we can generate test cases
based on sound methodologies, we may still question these test cases on how complete
they are and whether they can uncover errors with an acceptable level of reliability. The
main concern behind this is test coverage, which can increase the confidence that an

implementation has been thoroughly tested after running the test cases generated.

1.2 Problem Statement

A number of researchers have reported that not all forms of traditional testing techniques
are applicable and effective for object-oriented testing [17, 18, 19]. In traditional software
testing, testing units are procedures or functions [01, 05]. Testing a procedure or a
function usually consists of selecting representative set of input values and observing the
corresponding outputs (e.g. test oracles) after the execution of a program. However,
things become different in object-oriented programs since a class enéapsulates state
information in a collection of variables, also referred to as state variables, and has also a
set of behavior represented by a collection of methods that operate on those state
variables. Client objects can interact with a server object through its public interface, but
they cannot see how its behavior and state are implemented. The unobservable nature of
state makes it often impossible to decide whether an error has occurred.

Another significant difference between traditional and object-oriented programs is
inheritance. In fact, inheritance is the biggest innovation in modern object-oriented
programming and provides the most powerful mechanism for reuse. However, from the
perspective of testing, 6ne could point out that this- may also provide the mechanism of
mis-reuse by which anomalies can be propagated from a class to its derived classes.
Therefore, when, what and how we should test or retest derived classes or the base class
appears important. There are some other problems related to polymorphism and dynarhic
binding. Polymorphism permits instances of different types to be bound to a reference of
another type according to the structure of inheritance. Dynamic binding means
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implementation of a method is unknown until runtime. Polymorphism and dynamic
binding present major challenges and make object-oriented testing extremely time
consuming and costly.

The problems that this thesis will address are twofold: (1) define test strategies for test
case generation and test result evaluation in order to find errors that are related to those
new features in object-oriented software, and (2) define adequacy criteria to regulate test

case selection and evaluate what level of coverage of code execution can be achieved.

1.3 Approaches
1.3.1 Specification-Based Testing

Traditionally, there are two main approaches to testing software: (1) structural testing or
white-box testing; which is based on program implementation, and (2) functional testing
or black-box testing, which is based on program specification. White-box testing is
concerned only with testing the software products, i.e. code; it cannot guarantee
conformance of the implementation to the specification. By contrast, black-box testing is
concerned mainly with specification; it cannot guarantee that all parts of the
implementation have been tested. In black-box testing, software is exercised over a set of
inputs, and outputs are observed for correctness. It doesn’t matter how those outputs are
achieved. Botﬁ techniques have advantages and disadvantages. Table 1.1 compares
white- and black-box testing techniques.

Although good results can be obtained by white-box testing, the gain in reliability of
software is often limited. It is possible to write an apparently flawless program, but with
resulting behavior differing from the program specifications. Hence, our primary interests

are directed to black-box testing, also called specification-based testing [20, 21].
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earlier; as soon as specifications
are complete

More effective for testing large-
scale systems

Test cases generated can be used
for different programs, such as
Java and C++

Specification can be used to
generate expected results for
output which

reduce costs significantly

checking, can

Advantages Disadvantages
White-Box . High percentage of code test|e Too many test cases when
Testing coverage, almost every line of testing large-scale systems
code can be tested s Programs may not behave as
* A number of tools support test expected in the specifications
automation e Failure of testing may require
o Test some complex segments of a great deal of modification
code that can make testing unduly
costly and time consuming
Black-Box |e Exposes any ambiguities and e Test cases are difficult to
Testing inconsistencies in specifications dt;sigr1 without clear
» Test cases can be generated specification

Some code or paths may not
be tested

Few tools support it

Table 1.1 Comparison of White-Box and Black-Box Testing

1.3.2 A Test Model Based on the UML

In this research work, the UML [22] specification is selected as the test model to
investigate some new error features related to object-oriented programs. We believe that

the UML specification can provide a good representation for test case generation and test
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result evaluation for object-oriented software. The selection of UML is motivated by the
following considerations [15]:

e UML is an OMG standard and very popular specification language that is used to
model modern object-oriented systems by many organizations in software
industry. Test approaches based on UML may be widely accepted.

e UML is an object-oriented notation, hence the specific characteristics of object-
oriented programs can be easily analyzed.

¢ The richness of UML, which provides nine different sub-models. Each of these
sub-models covers a different view of the system and may also be used to
generate test data for different testing levels, such as unit testing, system testing,
integration testing,. _

e The existence of efficient commercial UML tools, for example Rational Rose
[23], may also facilitate the use of this approach because the construction of the

specification would no longer be problematic any more.

The UML specification, used as the test model, should be precise and describe system
behavior rigorously, otherwise testing may still be flaw-based. Fortunately, several works
on formalizing UML notations have been proposed or are under development [24, 25, 26,
27]. In previous work, Traore and Aredo have defined the formal semantics of UML
state, class and sequence diagrams using PVS-SL (Prototype Verification System-
Specification Language) [28, 29]. Detailed discussion of that is beyond the scope of this
thesis, and interested readers are referred to [30, 31, 32].
| As mentioned previously, UML has nine sub-models or diagrams, each of which
models an object-oriented system from different points of view. Meanwhile, each of these
diagrams can be also used for testing at various degrees and from different levels. Our
objective is to investigate how we can define systematic test strategies for object-oriented
programs based on a formalized version of UML sub-models. Our work focuses on the
definition of efficient strategies for test cases generation by adapting and improving
existing strategics. The UML state and class diagrams are among the most important of
the nine UML diagrams. Accordingly, these two UML diagrams are initially investigated.

UML state diagrams, used to mode| the dynamic behavior of an object, are suited to



CHAPTER 1. INTRODUCTION 6

define test strategies for class testing. For class diagrams, which contain a cluster of
classes, we will focus mainly on integration testing based on the relations among these

classes.

1.3.3 Completeness of Software Testing

One of the most difficult questions to answer when testing a program is deciding when to
stop [03, 05]. In order to address this issue well, we need to do fest coverage analysis,
which is twofold: how complete the test cases generated are, and what percentage of the
code has been exercised by executing the test cases. As mentioned earlier, a test case
involves a collection of input values that drive the execution of a software program under
specific condition. Test cases are run against software in order to reveal defects.
Unfortunately, the entire domain of values for software testing cannot be exhaustively
searched. A good selection of test cases should be complete and effective. Adequacy
criteria are therefore defined for testers to evaluate whether the derived test cases are
enough to detect the expected errors. If the test cases are not enough, the test criteria may
also guide testers to identify which test cases are missing and which additional test cases
should be generated to achieve good coverage.

A large variety of test coverage measures exist, but three fundamental measures from
which most other coverage criteria are derived are worth mentioning: (1) statement
coverage, (2) decision coverage, and (3) condition coverage. Statement coverage can
report whether each statement is encountered, but it is insensitive to logic operators, such
as && (AND) and || (OR). Decision coverage reports whether boolean expressions tested
in a program (e.g. if-statement or while-statement) evaluate to both true and false.
Decision coverage is also known as branch coverage and all-edges coverage. Condition
coverage reports the true or false outcome of each boolean sub-expression separated by
logic-or and logic-and, and measures each sub-expression independently. Criteria for
adequacy is based mainly on the combination of these three coverage criteria to evaluate

the test cases generated from the test strategies defined in this thesis.
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1.3.4 Test Automation

Test automation is also one of the important aspects we consider in software testing. Over
the past years, time-to-market has been the driving force behind many software
development organizations. This has also increased the pressure on testers, who are often
being asked to test more code in less time. Test automation improves dramatically their
productivity.

Test automation is based on software that automates any aspect of testing a software
system [03]. Without tool support, testing is always tedious and of low productivity. Our
objective is to develop a test environment for object-oriented programs involving all the
aspects of testing activities such as test planning, test ca;c;e generation, test case execution,
test result review and test coverage analysis. In this thesis, we focus mainly on defining
some strategies for test case generation and test results evaluation, and also defining
adequate criteria to evaluate the test cases and their execution. Then, we implement these

test strategies as a specific component of the PrUDE tool suite.

1.4 Contribution

In this thesis, we propose a transition test strategy [15], which is based on a UML
statechart diagram, and suited for primitive as well as object variables. The proposed
transition test strategy extends the conventional domain analysis technique. We propose
more specifically a new approach that allows analysis of boundary conditions involving
primitive as well as object variables.

We also introduce relational test strategies fo test class association and inheritance
based on UML class diagrams.

We define a set of functional coverage criteria that can be applied to evaluate the

transition and relational strategies,

1.5 Thesis Outline

The remainder of this thesis is organized in chapters dealing with some of the steps of
developing comprehensive and efficient solutions to some of the challenges involved in

object-oriented programs testing. It is divided into six major parts. The first part (chapter
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2) describes background material. Part two (chapter 3) presents a test strategy based on
UML statechart diagrams. Part three (chapters 4, 5, and 6) introduces some test strategies
based on UML class diagrams. Part four (chapter 7) describes test covefage criteria. Part
five (chapters 8 and 9) shows the practical use and implementation of the test strategies
defined in this thesis. The last part (chapters 10 and 11) summarizes our results and

discusses related work.

Chapter 2 — Background
Chapter 2 presents background material underlying the specification-based testing
process, software testing metrics and process, UML diagrams as test model and domain

testing,

Chapter 3 — A Test Strategy Based On UML State Diagrams
Chapter 3 presents the state transition test strategy, which is based on UML statechart
diagrams.

Chapter 4 — Testing Based On UML Class Diagrams

Chapter 4 introduces some test strategies based on UML class diagrams that focus mainly
on testing relationships between classes. In particular, the investigation of errors related
to two important mechanisms for constructing new classes in object-oriented languages,

class association and class inheritance, is made.

Chapter 5 — Testing Class Association

Chapter 5 presents a relational test strategy for testing class association.

Chapter 6 — Testing Class Inheritance
Chapter 6 describes some of the problems encountered in class inheritance hierarchies

and corresponding test strategies.

Chapter 7 — Test Coverage Analysis

Chapter 7 defines adequate criteria and metrics for test coverage.
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Chapter 8 — PrUDE
Chapter 8 presents the implementation of the test strategies as defined in this thesis in a

prototype tool named PrUDE.

Chapter 9 — Example — A Patient Document System (PDS)
Chapter 9 presents a case study — Patient Document Service in order to show the practical

use of our strategies.

Chapter 10 — Related Work

Chapter 10 presents related research on testing object-oriented programs.

Chapter 11 — Conclusion
Chapter 10 makes some concluding remarks and gives some directions regarding future

work on testing object-oriented programs.
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Chapter 2

Background

In this chapter, we start by presenting a brief overview of UML and some background
information on software testing and test metrics. Then, the specification-based software
testing process is reviewed briefly. A popular testing technique, namely domain testing,
is also discussed. All these principles and techniques represent important foundation for

the testing strategies proposed in this thesis.

2.1 Overview of Software Testing: Process and Metrics
2.1.1 Life Cycle Testing

Software testing is the process that tries to explore and uncover evidence of flaws and
explore flaws in software systems. These flaws may result from various reasons such as
mistakes, misunderstandings, and omissions occurring during any phase of software
development. Testing is important because it substantially contributes to ensuring that
software applications perform as intended.

Software testing, as an integral part of the sofiware development process, used to be
placed at the latter phases immediately before operation and maintenance in the
traditional software development life-cycle process shown in Figure 2.1. For most
projects, testing after coding is the only verification technique used to determine the
adequacy of the system. If testing is restricted to a single phase, there is the potential that

errors with significant and costly consequences may occur. Studies have demonstrated
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Figure 2.1 Traditional Software Life-Cycle Development Process

|<Test | Requirements‘ Design | Implemel'n:aticml Test Repotting 4

Planning Testing Testing Testing

| i

Figure 2.2 Software Testing Process

that it is at least 10 times more costly to correct an error after coding than before, and
two-thirds of the errors occur in the design phase, before coding [56]. Hence, testing

should start early and must not be isolated to a single phase in the development process if
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lower costs and higher quality systems are the main concerns of an organization from the
testing management point of view. Moreover, testing activities should be incorporated
into each phase of software development showing different verification requirements.
The concept of a life-cycle testing process that may span the whole life cycle of
development is proposed and introduced by Perry [56]. Life-cycle testing falls roughly
into the five phases shown in Figure 2.2, paralleling the software development process:
test planning, requirements testing, design testing, implementation testing, and test
reporting, each of which are reviewed in the following paragraphs:

Test Planning. Test planning can start once a development project starts. Developing a
test plan is similar to any software planning process. In this stage, the potential members
of the test team are initially identified, and the objectives of testing are determined.
Developing a test plan involves the following activities: specifying the types and scope of
testing activities to be performed on each part of the application and the group who is
responsi‘ble to produce them; outlining the test environments such as software, hardware,
testing tools needed to conduct the tests; and, developing a preliminary schedule for
testing activities. Of course, the costs of testing need to be estimated as well, The test
plan can be written at a high level. Its main purpose is to ensure that a systematic
approach to testing is established, and that the testing is adequate to verify the
functionality of the software product.

Requirements Testing. The requirements phase is a user-oriented phase in software
development process. This phase has always been critical in the implementation of
software systems. Requirements must be clearly described or defined without any room
for misinterpretation and ambiguities because any errors could be compounded later in
the development process. Testing the requirements ensures that the requirements are
recorded or documented properly according to user needs, and adequately address the
business problem. Testing activities during this phase may comprise the mediation
between end users and developers, the identification of business process risks, and the
review of documentation, which captures business rules or user requirements. If the
requirements contain no errors, the costs of testing would be significantly reduced.
Design Testing. In the design phase of the software development, requirements are

converted into an abstract document, often called the design specification, which serves
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as the basis for building the final software product. There are different ways and tools
currently used for describing or modeling the system structure during the design phase.
Moreover, the design process could result in an almost infinite number of possible
solutions, Thus, the methods and efforts involved in design phase testing are diverse and
depend strongly on the kind of speciﬁcatioﬁ language and tool used for modeling the
system, Design testing may be static by using raw design models or dynamic by using
simulation. Whatever approach is chosen, the overall goal of design testing is to ensure
that the design is complete, accurate and matches with the requirements.

Implementation Testing. Because many of the implementation tasks are tedious and
repetitive, they are error prone. The main goal of implementation testing is to ensure that
the design specification has been correctly implemented. Testing in this phase is highly
technical and specific, and it requires testers with strong programming experience,
Implementation testing usually consists of two approaches: static testing and dynamic
testing. Static testing uses techniques such as review and inspection to uncover defects;
dynamic testing tries to verify the functionality of programs through their execution. In
this phase, testers may face thousands of test cases, and execute programs many times;
therefore, implementation testing may be time-consuming and costly.

Test Reporting. Reporting the test results is also one of the most important phases in the
software testing process, and is mostly for management needs. The project test status
report mainly addresses the issues that are of high interest to management such as when
the final product will be released, whether or not enough testing has been achieved, and
how reliable will the system be. In order to do so, the best way is to use test metrics (see
Section 2.2.3) to evaluate test approaches, and define work products’ to report what has

been achieved for current testing.

2.1.2 Test Levels

During development the errors that may occur in a software system are diverse and
complex. No single test technique can cover all kinds of errors. It is necessary for testing

activities to distinguish errors and to define different and appropriate test strategies to

! Typical testing work products usually include test cases, fatlure reports, plans, logs, test scripts etc.
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deal with them, Program testing may involve different levels traditionally designated as
unit, integration and system testing:
o Unit Testing. Individual modules are tested to ensure that they work properly, but
no guarantee is given that when the modules are tested as a whole, they won’t fail.
» Integration Testing. A collection of related functions that can be viewed as a
component or subsystem is tested to ensure that the component or subsystem
works properly
o System Testing. Consists of testing the whole system after all the components or
subsystems are combined into the final product. System testing is usually

performed in the real deployment environment.

2.1.3 Test Metrics

Test metrics are the measures that are used for evaluating the effectiveness of individual
testing strategies or techniques and the complete testing process. Mostly, test metrics can
measure the overall test quality from a quantitative point of view in software testing just
as blood pressure is widely used in the medical field to pre-dict the probability of. heart
attack or stroke. Quantitative management of software quality is a broad area, There are
many kinds of approaches or metrics used to evaluate quality of testing. Traditional
metrics, such as McCabe’s cyclomatic complexity (MCC) and number of lines of code
(LOC), are usually used for functional or procedural programs testing. Several new
metrics geared specifically to object-oriented programs such as depth of inheritance tree
(DIT), have been developed recently; see [60][61] for a survey on thesg metrics,

As mentioned previously, the objectives in each phase of the testing process are
di-fferent. This may result in the different use of test techniques, which result in the
different use of test metrics as well. In fact, one metric is usually insufficient to
conclusively evaluate everything: multiple metrics must be applied. How to choose
proper metrics for a project or which metrics are practically useful for which test phase
seems to be the main concern. For example, in the test-planning phase, the cost metrics
evaluating test budget is very important. In requirement or design testing, object-oriented
metrics are mostly suitable for measuring the complexity of a project in order to decide

how much effort should be devoted to testing. In program testing, lines of code are
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obviously among the most important metrics for test coverage. Test metrics are
particularly important in the test report phase. The use of test metrics is a powerful means
to generate concise and clear test results for reporting the whole test process. Such reports
can enhancé quantitative management decision-making and help to determine whether
the final software products are ready for release. Unlike technical reports with

considerable detail, test metric reports should be short and easy to read.

2.2 Specification-Based Software Testing Process

Most software professionals argue that requirements and specifications are critical to
successful systém delivery and support. In a well-organized software project, the
specification should be clearly recorded and made available from the early stages of the
software development to the end. However, for a long time, specifications were used only
by developers to write code. In [62] Poston suggested that software testing should start
with a written or modeled specification in order to reduce the costs of testing.
Specification-based testing consists of identifying behavioral difference between the
system models and the actual implementation.

Specification-based testing process, illustrated in Figure 2.3, parallels a typical
software development process [62]. The testing process starts with a well-modeled
specification that describes the behavior and characteristics of a software system to be
developed. Test cases are created from the specification, executed and evaluated.
Specification-based testing may cover all levels of testing including unit, integration or
system testing. We review briefly in the sequel the main activities involved in a
speci-ﬁcation—based test process:

e Specification validation and verification (V&V): the specification, if used as a
basis for software testing, must be unambiguous, consistent and complete. In
order to do so, rigorous verification of the specifications should be conducted.
This may consist of informal reviews or formal verification, or a combination of
both approaches. The purpose of the V&V is to ensure the correctness of the
specification and its conformance to the customer requirements.

e Test case generation: it is an essential phase of the specification-based testing

process because other activities, such as test case execution and test result
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evaluation, depend on the generated test cases. Test cases are derived from the
valid and correct specifications. The expecfed results corresponding to the test
cases can also be generated at the same time.

e Test case execution: test case execution waits until the code is completed. The
IUT (Implementation Under Test) is run .against inputs (generated and
documented test cases), and outputs known as actual outputs are produced. In
order to find whether the test passes or fails, the actual outputs are compared with
expected outputs (e.g. test oracles).

¢ Test result evaluation: test result evaluation includes the evaluation of overall
testing techniques and the quality of software products. This can be achieved by
evaluating each test case to determine the pass/failure of that test case, and the
effects of exercising all the test cases together. For example, a type of test quality
evaluation is known as fest coverage analysis. In test coverage analysis, adequate
criteria are defined to evaluate the completeness of test cases, and the

thoroughness of code execution.

V&v Testd
- Ma::;:gent Documentafs Test
Specifi m
peclicadon F) feps

test test
strategy coverage
Test Case Test Results
Generation . Evaluation
fronitor
f
test cases pass/fail
Test Case
. Execution
instrumented code coverage analysis

Figure 2.3 Specification-Based Software Testing Process
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2.3 Using the UML in Software Testing
2.3.1 What is the UML

The UML is a notation for specifying, visualizing and documenting modern object-
oriented software systems. It was originally developed by Grady Booch, Ivar Jacobson
and James Rumbaugh, and was standardized by the Object Management Group (OMG)
in January, 1997 [16]. Since then, UML has rapidly been accepted in the software
industry as the standard modeling language.

A significant benefit of UML is a graphical notation, which is used to describe the
blueprints of an object-oriented software system. This makes for much easier
communication between designers and developers in an organization, or in different
development teams. Also UML plays an important role in the modeling process of large
and complex software systems. UML consists of nine types of diagrams, which can bé
divided into two categories: four types of diagrams describe static application structure,
and five describe dynamic behavior.

e Structural Diagrams: include Class Diagrams, Object Diagrams, Component
Diagrams, and Deployment Diagrams.
¢ Behavior Diagrams: include Use Case Diagrams, Sequence Diagrams, Activity
Diagrams, Collaboration Diagrams, and Statechart Diagrams.
A Use Case Diagram is used to document and capture user requirements; Class
Diagrams and State Diagrams model class structures and their dynamic behaviors, which
may result in the implementation of a software product, i.e. code. An Activity Diagram
illustrates the dynamic behavior of a system as well, and is used to model control flow
from activity to activity. Sequence diagrams and Collaboration Diagrams describe
interactions among classes in terms of message exchange over time or a series of
sequenced messages. A Component Diagram describes the organization of physical
software components including source code, binary and executable code. A Deployment
Diagram describes hardware topology and software components deployed on particular

hardware or network.
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2.3.2 Testability of UML Models

UML models are basically developed and used when building object-oriented software
systems. The UML provides a notation for expressing OO models, but it doesn’t
prescribe any specific process about how to use the notation. The flexibility and
extensibility of UML models make them appropriate for software testing and test case
generatibn. There are two main concerns with the use of UML test models: firstly, the
identification of the elements of UML diagrams that can be used for test design, such as
the constraints used to express business rules or system requirements. Secondly, the
selection of the testing levels (e.g. unit, integration and systems); UML diagrams can be
potentially used in one or several of these levels. The nine different types of UML
diagrams as mentioned previously provide the capability to explore static structure,
dynamic behavior and physical deployment of a software system. Test design based on
them can also cover various aspects of the software system from a testing point of view.
We revisit, in the following, each of the nine diagrams, and discuss how they can be used
for testing;

Class Diagrams and Object Diagrams. Class diagrams describe the static structure of
a system; they are mostly used to represent classes of entities with common
characteristics and the relationships between these classes. Object diagrams are closely
linked to class diagrams. Just as an object is an instance of a class, an object diagram
could be viewed as an instance of a class diagram. Class diagrams may be used to
develop interesting intepration testing strategies. This may consist of testing
relationships, such as associations and generalizations, and identifying and verifying the
properties and constraints of a relation. For example, are association multiplicities
consistent? Do all subclasses implement the is-a-kind-of relation properly? We may also
pay attention to constraints between relations, or perform traceability testing between
class and sequence diagrams by tracing whether every message appearing in the sequence
diagram are defined as a method in the appropriate class.

Component Diagrams. A component diagram describes the organization of the
physical components of a system. Component diagrams are good candidates for '

integration and system testing. Components can be grouped together to form a new
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component or subsystem. When testing components or component-based software, test
case generation based on UML component diagrams is usually the best choice because in
most cases the source code of the components delivered by vendors is unavailable, and
only interface specifications are provided. Hence, many white-box techniques will not be
applicable. Since the functionalities of a component are provided through its interface,
testing the services of the interface (e.g. testing operations in the interface through
message sending) based on information in a component diagram seems to be the main
concern.

Deployment Diagrams. Deployment diagrams depict the hardware and network
topology on which the software components are deployed. Deployment diagrams provide
guidance in software delivery and installation. Therefore, they are suitable for system
testing. Whether ;'my software or software components described in a deploynllen’t
diagram can be executed properly in a real system environment will be tested. We may
also investigate how deployment diagrams can be used for test case generation in
distributed testing because they are instrumental in modeling the deployment and
maintenance of distributed software models.

Use Case Diagrams. Use case diagrams model the functionality of a system, and are
good sources of integration testing and system testing as well. Use case diagrams
describe scenarios that are instances of a use case. Therefore, from a testing point of
view, a good way to start is to identify the scenarios involved in a use case. Each scenario
specifies a flow of events. Depending on how deeply you want to test, test cases may be
generated for each flow. Unfortunately, use cases in a use case diagram are described ata
very high level, and quite often important operational variables corresponding to the
inputs for each flow are not precisely described by the diagram. Sequence and
collaboration diagrams complement use cases by providing a more detailed and accurate
definition of the scenarios involved.

Sequence Diagrams and Collaboration Diagrams. Sequence diagrams describe
interactions among classes in terms of an exchange of messages over time. Collaboration
diagrams describe interactions in terms of communication links among classes. Both are
particular kinds of interaction diagrams. Because sequence and collaboration diagrams

are semantically equivalent, one can convert one diagram into the other without loss of
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information!. Their contribution to testing is at the integration testing level although they
may also bf;& used at the module level. Testing may focus on tracing the sequences of
messages among objects; more specifically, all end-to-end paths (sequences of messages)
should be identified and exercised.

Statechart Diagrams. A statechart diagram describes the behaviour of a class in
response to external stimuli. Statechart is one of the more appropriate for test case
generation among the nine UML diagrams, hence, several test strategies based on state
diagrams are available in the literature [03] [51] [52] [53] [54]. Most of these approaches
are based on finite state machines (FSM). Testing may consist of exploiting state
information by connecting it with pre and post conditions, and invariants. State-based
testing is mostly conducted at the module level. At the system level, we may also
consider combining local state diagrams to form a global one that can serve for system
testing, )

Activity Diagrams. An activity diagram illustrates dynamic behavior by modeling
control flow from activity to activity. Be;:ause the model borrows ideas from flow charts
and state transition diagrams, activity diagrams use some of the same modeling
conventions, and can be viewed as a special kind of state diagram. For testing, this type
of diagram can be used to develop test models for control flow-based techniques, such as
logic-based testing, since activity diagrams support all elements of a basic flow graph. In
addition, if an activity diagram supports concurrent action states, it may also be of
interest in developing corresponding test strategies as concurrent models. Since an
activity in the activity diagram represents an operation on some class in the system that
results in a change in the state of the system, activity diagrams are usually good for

integration and system testing.

2.4 Domain Testing

2.4.1 Overview

The domain testing model was first proposed by White and Cohen [07] for software
testing in the early 1980’s. Basically, a program is divided into different execution paths,

so-called control flows. In order to ensure that a program is running under the right path,
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a path condition, usually a predicate expression, must be explicitly specified. In domain
testing, domain analysis provides the definition of a domain corresponding to the path
and its boundaries corresponding to the path conditions in a program, and the domain
testing fault model reveals anomalies indicated by incorrect path conditions.

The domain and its boundary conditions can be defined based on either requirements
(specifications) or programs (source code). No matter what is used, defining a domain
and its boundaries is the central step. A well-defined domain should always be complete,
precise and unambiguous, and its boundary conditions should be consistent with the
constraints from requirements or programs. By contrast, an ill-defined domain due to
missing boundaries and domain overlapping, for example, could misguide the evaluation
of the test result or cause additional errors, regardless of finding some program defects.
Once a domain is defined, test values can be quickly chosen in terms of On-Off and In-

Out point selection criteria [07].

2.4.2 Terms and Concepts

Domain

A domain is the collection of all possible input values for the program under test.
Sub-domain

A sub-domain is a subset of a domain or a partition of the domain based on predicate
expressions (also called boundary conditions). A sub-domain may correspond to an
execution path in the program. For exaﬁlple, suppose that a fragment of the program

under test is given as follows:

x: float
if x>=0 then
y = 4
else
Assuming that there is only one input variable, the domain will be a one-dimensional
domain corresponding to (-eo, +ec). Based on the two possible paths of the program
execution, it is necessary to define two sub-domains D1 with boundary (-, 0) and D2

with boundary [0, +o0). D1 and D2 correspond to two paths -- else and then, respectively.
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If a selected test value is in domain D1, the program executes the else path, otherwise, the
then path is executed.

On and Off, In and Out points

The definition of test data using domain analysis consists of identifying special points in
the domain referred to as On, Off, In and Out points. An on point is a value that lieson a
boundary. An off point is a value not on a boundary. An in point is a value that satisfies
all boundary conditions and does not lie on a boundary. An out point is a value that
satisfies no boundary conditions and does not lie on any boundary. For example, Figure
2.4 describes a two-dimensional domain defined by the following boundary conditions:
x<100 and y-x<15 for a function y = x+15. The two sub-domains defined are SDI,
striped area including two bold lines (boundaries) and SD2, outside of striped area.
Among all the points indicated, A and E are on points, C, D and B are off points., C is an

in point, B and D are out points.

5D2

Figure 2.4 On and Off, In and Out Points
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2.4.3 Domain Matrix

The results of the domain analysis are expressed in a domain matrix, which consists of a
table used to build a complete test suite. A domain matrix may be either a column-like or
row-like table. Table 2.1 shows a column-like table for the above example.

Column Variable lists all the input variables in a domain, column Condition indicates
the boundary conditions for each variable where the term Typical in this column means
no restrictions for that variable, and column Type specifies the kind of points. The
remaining columns labeled Test Cases correspond to the test values generated. For
example, the first test case (number one) is x=100 and y=113. Row Expected result

indicates whether the test cases are either accepted or rejected.

Test Cases

Variable | Condition

x<=100

Typical

y y<=x+15

Typical

Reject | Accept

Expected result

Notes: *Accept: IUT (Implementation Under Test) accepts this value
and produces correct resulis.

**Reject: IUT (Implementation Under Test) rejects this input.

Table 2.1 Domain Matrix

2.4.4 Limitations

Not all types of anomalies or errors in a program can be revealed by domain testing.
Domain testing has limitations, as do other software test techniques. The following are
some of the main drawbacks. First, domain testing is generally expensive requiring the
selection of a relatively large number of ON and OFF points. When the number of

variables becomes large, the actual number of test cases could be explosive. Secondly,
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domain testing does work well with predicates that include only AND operators, but has
trouble with those predicates that may include OR operators. If a domain is defined by a
predicate that contains OR operators, its subdomains can be separated or partially
overlapped. Thirdly, loops may also restrict the usefulness of domain testing since loops
may lead to different predicate expressions, and in turn, the corresponding domain

boundaries are changed.
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Chapter 3

A Test Strategy Based On UML State Diagrams

UML state diagrams are usually used to model the dynamic behavior of an object. They
are therefore well suited for performing tests at the class level. This chapter presents a
transition-based test strategy for object-oriented testing based on UML state diagrams.

Both primitive variables and object variables are considered when using this test strategy.

3.1 Overview of UML State Diagrams

UML state diagrams are used to model the dynamic behavior of any modeling element,
such as a class, éuse case or Ian entire system [16]. A UML state diagram is mainly used
to show the sequence of states an object can have during its lifetime. So it is appropriate
for developing test cases at the class level. Figure 3.1 depicts a UML state diagram for a
network reconfiguration protocol. '

A UML state diagram comprises of states and transitions. A state is a condition or
situation during the life of an object in which it satisfies some conditions, performs some
activities and waits for some events. States can be classified as either simple states or
composite states. Composite states contain other states as sub-states. UML state diagrams
are based on the paradigm of a hierarchical state machine. A composite state can be
further classified as a sequential state (or-state) or a concurrent state (and-state). In
Figure 3.1, the root state NetworkStatus is a sequential state that consists of the direct
sub-states Init, Electing, ErrorDetected and LeaderElected. When a sequential state is
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active, only one of its .direct sub-states can be active at a time, However, when a

concurrent state is active, all of its direct sub-states are active simultaneously. State

Electing is an example of a concurrent state,

NetworkStatus \

Electing

confirm()[c3]

Connection

confirm()[c2)/
updhte

[ ParentElected ]

confirm()[c3]

Connection

[ ParentElected J

confim()[c2)/
updite

electLeader()[c5]

L ErrorDetected ]

clccﬂ,eaderO[M]\

[ LeaderElected ]

Figure 3.1 UML State Diagram for a Network Reconfiguration Protocol

\
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A transition is a relationship between two states indicating that an object in the first
state (source state) can enter the second state (target state) when a specified event occurs
and some guard conditions are satisfied, An event is an occurrence usually corresponding
to a message call that can trigger a state transition. For example, in Figure 3.1, the event
electLeader() may trigger either of two different target states, ErrorDetected and
LeaderElected, from the composite source state Electing. If the guard condition c4 is
satisfied, the object will enter the state LeaderEfected. Otherwise, if the guard condition
¢S is satisfied, the object will enter the state ErrorDetected. A self-transition is a
transition in which the source and target state are the same. The transition beMyParent is

an example of self-transition.

3.2 Rigorous Semantics for UML Statechart

A formal semantics for UML statecharts using PVS [28, 29] has been suggested by
Traore [30], and implemented in the PrUDE tool. The whole PVS semantic model for a
given UML statechart diagram consists of three generic PVS theories named
AbstractSyntax, WellFormedness and FormalSemantics that describe respectively the
abstract syntax, the well formedness rules, and the actual semantics. The detailed
definition of the three theories is given in [30]. The proposed semantic model defines a
set of predicates for the formal representation of the primitive elements involved in a
statechart diagram. More specifically, states and actions are precisely defined by
predicates function of the instance variables of corresponding class. The predicate
associated with a state corresponds to a condition that must hold for the state to be active.
The predicate of an action corresponds to the action postcondition. Guard and state
predicates are defined as function of a record type, named ¥, whose fields correspond to
the attributes of the class related to the statechart diagram:

TL 12, .....,Tn : TYPE '

V:TYPE=[#al:Tl,a2: T2, ..., an: Tn #]
where al, a2, ..., an are state variables in a class with respective types T1, T2, ..., Tn.
The predicate associated with an action corresponds to its postcondition, which is defined
as a function of another record type, named VC, which combines both the current and

future state information.
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VC :TYPE = [#:current: V, next: V#]
A guard condition is naturally defined as a predicate expression of the instance variables.
The semantics of a UML statechart diagram is defined as a pair consisting of a root
state and a set of transitions. A transition is a five tuple consisting of a source state, a
target state, an event, a guard condition and an action. To fire a transition, two steps are
needed: a transition is firstly enabled, and then, the enabled transition is fired. If the event
instance generated matches its trigger, its guard condition is true and its source state is
active, a transition is enabled, and eligible to fire. Firing a transition will activate its
target state and execute its action. These steps are formalized in [30] by defining two
predicates named enabled and fired as follows:
v, vi: VAR V: ve: VAR VC ; e: VAR Event; tr: VAR Transition
enabled(e,tr,v): bool = pred (source(tr))(v) AND
(trigger(tr) = e) AND
pred(guard(ir))(v)
fired(tr,v,vl): bool = pred(target(tr))(vi) AND
pred(effect(tr))(vc) AND

where vc = (Hcurrent:= v, next:= vi#)

3.3 Transition Test Strategy
3.3.1 Test Expressions

A UML statechart can be used in practice to describe the sequence of states through
which an instance of a class (i.e. an object) evolves during its lifetime, as well as the
sequence of messages it sends and/or receives. The messages exchanged during that
lifetime correspond to method calls, i.e. events, and are associated to transitions between
states. Therefore the actual execution of a method is closely related to the firing of a
corresponding transition in the statechart specifying the class behavior. Since a method
can be executed under various circumstances, several transitions can be associated with a
method, each corresponding to a particular condition or circumstance. A natural test

model at the class level may thereby consist of the set of transitions involved in the
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associated statechart diagram. Using that test model, we can define a transition-based test
strategy that we’ll call the transition test strategy in the rest of this thesis.

The transition test strategy is a class-based test strategy that focuses on the test of the
methods involved in a class. It allows the generation of test cases at the method and class
level. The activation of a transition involves two predicates, enabled and fired, as defined
above. Predicate enabled defines the enabling condition for the transition, and predicate
fired defines the outcome of firing the transition. These pair of predicates can be used to
define a pre-post condition pair for the transition. Given the transition depicted in Figure -
3.2, the pre-condition for method m() consists of the conjunction of the source state
predicate, and the guard condition:

pre-m: pred (S1) A pred (c)
the post-condition for method m() consists of the conjunction of the target state predicate,
and the action predicate:

post-m: pred (S2) A pred (a)

S

m( ) [c]/a
L= ]
Figure 3.2 Transitions

The pre/post-condition pair derived from a transition is actually a partial pre/post-
condition for the method involved. The global pre/post-condition for a method
corresponds to the combination of the pre/post condition pairs associated with all the
transitions involving that method. The pre and post conditions identified are functions of
the attributes of the class under test and of the method parameters, some of which may

be of a complex data type.
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3.3.2 Refinement and Decomposition

Next, we need to convert the expressions obtained into executable test assertions by
refining them. The preconditions are broken into disjunctive normal form (DNF). The
decomposition approach used is similar to the one adopted in [50]. The purpose of this
decomposition is to eliminate the disjunction (e.g. v) operator from the expression of a
precondition. For example, given a relation (@ A b)v (p A ¢), the decomposition consists
of transforming this expression into two disjoint cases: a A b and p A q. Each DNF
expression is analyzed separately using the domain testing technique in order to generate
the test cases, which can be collected using a domain matrix. Difficulties arise mainly
when DNF expressions involve object or complex variables, in which case we build a
decision tree based on the attributes structure of the object variables involved (see
Section 3.4).

Test execution starts using individual methods (e.g. m()) corresponding to transitions
in a statechart diagram. We create a fresh object, and set its source state using the test
values generated. Then, after the method execution, we observe the outcome of the target
state. Object state can be set and observed by using mutator and accessor methods (e.g.
set/get methods). Class testing is conducted by testing all the methods involved in the

class,

3.3.3 Example

To illustrate our testing approach, we consider a small banking application implemented
in Java. The application is kept quite simple in order to ease the understanding of the
approach. Figures 3.3 and 3.4 depict respectively the class diagrams and statechart
diagrams extracted from the UML specification. The complete Java program is provided
in Appendix A. There are only two classes naﬁcd Account and Customer in this class
diagram (see Figure 3.3). The Account class provides methods for making various
banking operations, such as deposit, withdraw and transfer, An account is characterized
by the dverage income of its owners, its balance, and the credit line allocated by the credit
manager. An account may be owned by one or several Customer objects. The UML

statechart diagram in Figure 3.4 describes the behavior of an Account object in terms of
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the messages it sends and receives. Transitions between states take the form
Event[Guard]/Actions, all of which are optional. An account object is initialized in the
Credit state. It may remain in that state or shift to the Debit state according to the balance

of the account and the transactions performed.

Account
Customer
balance: double
creditLine: double name: string
id; int {sct}owners | jncome: doubls
averagelncome: double address: string

L*

deposit{amount:doublc)

withdraw(amount: double)

transfer(amount: double,
dest: Account)

Figure 3.3 Class Diagram for the Banking Application

/AccountStateMachine{\ deposit(amountYundateDeposit \

Credit

N N,

withdraw(amount)[c2] transfer(amount,dest){c8]

. /updateWithdraw fupdateTransfer
withdraw(amoun
[c1)/updateWithdraw transfer(amoun},dest)[c7] depositjamount)[c4]/
/updateTransfe updateTpeposit
Debit

A NN

transfer(amount,dest)[¢6] withdraw(amount)[e5] deposit(amount)[c3]
\f'updateTra.nsfer fupdateWithdraw fupdateDeposit J

Guard conditions:

forall acc: Account

cl = (amount-acc.balance<=acé.creditLine) AND (ace.balance<amount) AND (0<=amount)
¢2 = (amount=<acc,balance) AND (0<=amount)

¢3 = (ace.balance+amount<0) AND (0<=amonnt)

¢4 = {0<=acc.balancetamount) AND (0<=amount)

¢5 = (amount-acc.balance<=ace.creditLine) AND (0<=amount)

¢6 = (amount-acc.balance<=acc.creditLine) AND (0<=amount)

¢7 = (amount-ace.balance<=acc.creditLine) AND (acc.balance<amount) AND (0<=amount}
¢8 = (amount=<acc.balance) AND {0<=amount)

Figure 3.4 Statechart Diagram for the Banking Application
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We illustrate our approach in the sequel by considering the transitions involving
method withdraw. There are three transitions that involve method withdraw. Each
transition gives rise to a pre-post condition pair. Let us define, for instance, the pre-post
~ condition pair corresponding to the withdraw transition that originates from state Credit
and arrives at state Debit. Firstly, the predicates associated with the state, guard condition
and action are defined as follows (where balance’ is the value of balance after the
execution of the method):

(States)
pred(Credit) = 0 < balance
pred(Debit) = balance <0
(Guard conditions)
pred(cl) = (amount — balance < creditLinfe) A
(balance < amount) A
(0 < amount)
(Actions)
pred{update Withdraw) = ((balance’ < 0) A
(balance = 0.99*balance’-amount)) v
((0 < balance’) A

(balance = balance’-amount))

Then, the pre/post-condition pair corresponding to method withdraw can be derived as
follows:

pre wirkdraw = pred(Credit) A pred{cl)

pOst withdraw = pred(Debit) A pred(updateWithdraw)
By replacing the predicates involved by their respective expressions, we obtain the

following expressions:
Prewitkdraw = (0 < balance) A
(amount — balance < creditLine) A
(balance < amount) A

{0 < amount)
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postwirhdraw = ((balance < 0) A
(balance’ <0) A
(balance = 0.99*balance’-amount)) v
((balance < 0) A
(0 < balance™) A
(balance = balance’-amount))
The next step towards test case generation is the decomposition of the preconditions into
DNF. In this case, prewikdaraw doesn’t require any further decomposition because it is
already in disjunctive form. However, we do need to break it into elementary conjuncts
prior to performing domain analysis. The four conjuncts involved in the expression are
given below:
conjl = (0 < balance)
conj2 = (amount — balance < creditLine)
conj3 = (balance < amount)
conj4 = (0 < amount)
We define test cases by analyzing the domain and by studying the boundary conditions
for each conjunct. The test cases are identified and organized using the domain matrix
depicted by Table 3.1. There are in total eight test cases based on the above boundary
conditions. Only four of these test cases make the preconditions TRUE and are valid test

Cascs.
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balance>=0

amount- on |
balanced balance<=credilLine | off
balance<= amount on
. off
typical in
amount>=0 on
off
amount- on
amount balance<=credilLine | off
on
balance<= amount
off
typical in
amount- ) on
creditLine [balance<=crediLine | opf |

typical - in | 1000 | 1000 [ 100 | 100 100 | 100 & e
Expected Results TRUE| TRUE |TRUE |FALSE | FALSE [FALSE| TRUE [FALSE
Key: TRUE=IUT accepts this value, FALSE=IUT rejects this input'

Table 3.1 Test Cases for Method Withdraw

3.4 Analyzing Object Predicates Using Decision Tree

As we mentioned earlier, domain testing is a systematic test case generation approach
based on assertions. The key idea of it is to define boundary conditions or constraints for
the input variables, which may correspond to message parameters and instance variables
(attributes) in a class. However, the most challenging aspect of this technique is that it
would be relatively easy and straightforward if all input variables were primitive data
types, but what about variables of complex types, such as object variables? _

It is essential to consider this situation because most object-oriented implementations
define instance variables or method parameters with complex data types. In this case, we
cannot directly generate test cases from the predicates of the defined states of an object.
Instead, we can define a decision tree model, which mimics the attribute structure of the

object variables involved to assist us.
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In this section, we describe an approach for creating a decision tree model for a
predicate with object variables in order to generate test cases using domain analysis. In
the sequel, we call a predicate involving only primitive variables a simple predicate and a

predicate involving at least one object variable an object predicate.

3.4.1 Decision Tree

A decision tree is a directed acyclic graph used to address problems with hierarchical
structure. More formally, a decision tree T is a pair (D, E) where D is a set of nodes and
E is a set of edges. D contains only one root node, zero or more internal nodes and zero
or more /eaf nodes (also called terminals). An edge is a connection between nodes, every
node has exactly one incoming edge and zero or more outgoing edges except that root
node has no incoming edges and leaf nodes have no outgoing edges. Figure 3.5 shows a

typical decision tree representation.

node ’ ) leaf

Figure 3.5 A General Form of Decision Tree

Decision trees have been successfully used for complex problem solving in a wide
range of areds and applications. The rationale behind using a decision tree is that
sometimes complex tasks of decision-making, which are difficult to solve directly, can be

broken down to simpler ones. Then, based on some decision rules, the final complex
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decisions can be made indirectly. Russell says that a decision tree takes as input an
object or situation described by a set of properties, and outputs a yes/no decision.
Decision trees therefore represent boolean functions. Functions with a larger range of
outputs can also be represented... [11].

There are two frequently used approaches to decision tree construction: fop-down and
bottom-up, Whichever way is chosen, a well-designed decision tree having the following
features is always the main concern:

e clear definition of the problems,

* simple and concise terminology and expressions,

e good split rules for internal nodes, and

¢ leaf nodes sufficiently pure and easily usable for decision-making,
Splitting rules are criteria used to distinguish leaf nodes from internal nodes. Stopping
rules are criteria for stopping the decomposition process for internal nodes. Both of them
determine the structure of a decision tree. Typically, the design of a decision tree using
the top-down approach boils down to three tasks: (1) the selection of splitting rules, (2)
the definition of the stopping rule, and (3) the labeling of the terminal nodes [12].

3.4.2 Construction of Object Decision Tree

Given an object predicate, we construct a corresponding decision tree, that we call an
object decision tree, by navigating through the attribute structure of the object variables
involved. The nodes of the tree correspond to the variables involved in the object
predicate. More specifically, the combination of all the primitive variables involved in the
predicate is represented as a single leaf node, and each object variable is mapped to a
unique non-terminal node. Each non-terminal node is then refined downward following
the local attribute structure of the corresponding object variable and by applying the
previous rule: the combination of all of the primitive variables at a given level is mapped
to a single leaf node, and object variables are mapped to non-terminal nodes.

The root n;ade in the tree may correspond to an instance of the class under test. We
may give an arbitrary name to that instance and start the construction from there. Each
edge in the decision tree corresponds to predicates of the child node in the edge. Given

two nodes @ and & where a is the parent of b, we denote by Pa— b the predicate
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associated with edge (a, b); Pa— b is a function of b. If b is a leaf node, Pa— b resolves
to a predicate that can be analyzed using the classical domain analysis method.

The decision tree must be non-overlapping (e.g., the conjunction of any two paths must
evaluate to false) and exhaustive (e.g., the disjunction of all paths must evaluate to true).

To better understand how an object decision tree is generated, the previous banking
application example is still used, but modified by adding one extra class named Morey,
and reducing the number of atiributes and methods to keep the tree simple (see Figure
3.6). Money encapsulates the value and currency of the amount involved in banking
transactions. Predicates such as those associated to Debit and Credit become object
predicates because they involve object variables such as balance. Therefore, object
decision trees should be constructed based on the attribute structure of every object
involved in these predicates. Figure 3.7 depicts the object decision tree for the banking
application where acc is an object variable of type Account, balance and income are
6bject variables of type Money, and c is an object variable of type Customer.
Alternatively, in practice the rectangle with the broken line could be added in the tree for
a node representing a set of objects, but the decision outcome (e.g., predicates) will
depend on each individual object in the set, rather than the set itself. For example, in this
" case, there is a set of objects of class Customer named owners for which an object

variable ¢ is used to represent its individual elements and evaluate associated predicates.

Customer
Account name: string

{setfowners | jh00me: Money
balance: Money address: string
id: int L.*
deposit{curr:string, amount: doublc)
withdraw(curr;string, amount:double)
transfer(curr:string, amount: double,

dest: Account)
Money

currency: string
value: double

exchange( )

Figure 3.6 Modified Class Diagram for the Banking Application
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acc

o balance

Figure 3.7 Object Decision Tree For the Banking Application

Test case generation starts by analyzing the simple predicates (related to the leaf
nodes) using classical domain testing. Instances of the object variables corresponding to
parent nodes are then constructed accordingly. By iterating bottom-up and reusing the
previously built instances, classical domain analysis is applied level by level up to the

root node.

3.4.3 Test Case Generation Algorithm

The test case generation algorithm is straightforward. It computes a collection of
instances for the object variables involved in the class under test based on the given

object predicates. Figure 3.8 shows the major steps of this algorithm.
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(1) Before starting the process of test case generation, decompose each
complex DNF expressions involved in the preconditions into a set of
simple expressions

(2) Compute the test values based on each simple expression in this set
locally

(3) Construct the corresponding instances for the object variables based on
the object decision tree bottom-up until reaching the instance of the class
under test.

(4) Repeat steps 1 to 3 for all DNF expressions in the precondition

Figure 3.8 Test Case Generation Algorithm

The test case generation algorithm is described by applying it to the withdraw method in
the banking application example. Before starting to describe the algorithm, it is necessary
to specify how the object predicates are defined, and how the related complex constraints
are expressed and recorded. We exi:ress the constraints using a subset of Object-
Constraint Language (OCL) [64]. For instance, the fact that financial transactions must
take place in US dollars is expressed as follows:
a.m.currency = “US”

where a is an object variable of type Account, and m is an object variable of type Money.
By extending the previous predicates of method withdraw with that new constraint, we
get the following expressions:

(States)

V acc: Account, m:Money

pred(Credit) = (acc.m.currency= “US”) A (0 £ acc.m.value)

pred(Debit) = (acc.m.currency= “US”) A (acc.m.value < 0)

(Guard conditions)

V acc: Account, m: Money

pred(cl) = (ace.m.currency = “US™) A

(acc.m.value < amount) A
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(0 < amount)
(Actions)
.V ace: Account, m: Money
pred(updateWithdraw) = ((acc.m.currency = “US”) A
(acc.m.value’ <) A
(acc.m.value = 0.99*acc.m.value’-amount)) v
((acc.m.currency = “US”) A
(0 £ acc.m.value’) A

(acc.m.value = acc.m.value’- amount))

(pre/post condition pair)
Prewitdraw = ((acc.m.currency = “US”) A
(0 < acc.m.value ) A
(acc.m.value < amount) A
(0 < amount)
pOstwihdraw = ((acc.m.currency = “US™) A
(acc.m.value < Q) A
(acc.m.value’ <0) A
(acc.m.value = 0.99*acc.m.value’- amount)) v
{(acc.m.currency = “US”) A
(acc.m.value < Q) A
(0 < acc.m.value’) A
(acc.m.value = acc.m.value’- amount))
The precondition in this case is already in normal form, so it is ready to be used for
domain analysis.

During the first step of the algorithm, complex expressions are decomposed into a set
of elementary expressions by eliminating the AND operator. In order to apply domain
analysis, the obtained expressions are replaced by equivalent expressions in which
referenced variable names are replaced by corresponding primitive variable names, That

is essentially a syntactic operation whose sole goal is to ease the manipulation of
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expressions during domain analysis. For example, the previous precondition can be
decomposed into the following simple conditions: ¢l = {currency = “US”}, c2={value =
0}, c3={amount > 0} and c4={value<amount} for the Money object. Test values that
satisfy these simple conditions are easily identified for the Money object. Suppose that
the input values for method parameters currency and amount are respectively “US™ and
200, respectively, the instances m/ and m2 shown in Table 3.2 (a) can be used for
possible test case generation because the values for attributes currency and value satisfy
the above four simple conditions.

The next step of the algorithm is to construct the object variables accordingly based on
the object decision tree bottom-up and level by level until getting the instances of the
class under test, which will be treated as the object values used for object domain
analysis. Table 3.2 (b) shows the construction of instances for object Account. The final
test cases are also represented in the domain matrix shown in Table 3.3, If there is more

than one DNF expression in the precondition, repeat the same process from steps one to
three.

Table3.2 (a) Construction of Instances
For Class Money (m)
Instances Instance Variahles
currency value
m1 us 100
m2 us 150
m3 Us 300
mé4 us -100
'm5 CA 100

Table3.2 (b) Construction of Instances
For Class Account (acc)

Instance Variables

Instances balance id
accl m1 1234
acc2 m2 1234

Table 3.2 Construction of All The Instances Involved
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Boundary Test Case
Variables condition type 1 2 3 4 5
ace.m.cumency==cun=="Us &
acc.m,valua>=0&% on
acc scc.m.value<=amount off
typical in accl | acc2
on Us Us
curr |curr="Us" off
typical in
on
amount [amount>=o0 off
{ typical in 200 200
Expected Results TRUE | TRUE

Table 3.3 Domain Matrix for Object Variables

3.5 Summary

The selection of test data is a crucial step of program testing, Domain analysis is a
straightforward and effective way for selecting test values, We have presented in this
chapter a test strategy at the class level based on the set of transitions involved in the
statechart describing the dynamic behavior of the class. The proposed strategy, named the
transition test strategy, combined an extended form of the conventional domain analysis

technique in order to cope with predicates involving object data types as well as primitive
data types.



Chapter 4

Testing Based On UML Class Diagrams

This chapter presents an overview of UML class diagrams. Two types of the most
important relationships between classes in object-oriented paradigm, association and
inheritance, are described, Issues on testing class association and irheritance are also

discussed.

4.1 Overview of UML Class Diagrams

UML class diagrams give a static overview of a‘ system by showing its classes and the
relationships among them. The main constituents in a class diagram are classes and
relations. Figure 4.1 shows an example of a UML class diagram for a small banking
application.

A class is an abstraction of a concept or a physical thing; it may have attributes and
operations associated with it. An attribute is a named property of a class that describes
a range of values that instances of the class may exhibit. An operation is the
implementation of a service that can be requested from any object of the class, and
that may affect its behavior. Graphically, a class is rendered as a rectangle, which can
be further divided into three parts. The top part lists the class’s name; the middle part
lists attributes, if any; the bottom part lists operations, if any. In Figure 4.1, for
example, the class named 4ccount consists of attributes — accNo and balance, and
operations — deposit, withdraw and transfer. However, the class Savingdccount has

only one attribute named inferestRate and no operations.

43
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Bank Branch
-name: string . -code: int
‘ c . -address: string
+createAcc{acc: Account)
1
o e h
multiplicity
»
Customer
-name: string Account
ssn int aceNo: int
-addressistring L.* a 1.* -balance: double
{set}owners {set}accounts | +deposit(amount:double)

+withdraw{amount:double)
+ransfer{amount:double,

acc:Account)
SavingAccount ChequeAccount
-interestRate: double -interesiRate: double

Figure 4.1 An Example of UML Class Diagram

44

A relationship between two classes is drawn as a line. Our class diagram Figure 4.1

shows three kinds of relationships, namely association, aggregation and generalization

(e.g. inheritance), which are important in UML. We give a brief description of these

relations as follows;

* Association: a structural relationship specifying that instances of two classes

are related. An association represented by a joining line shows peer-to-peer

* visibility for instances of the two classes.

¢ Aggregation: a special kind of association in which one class belongs to .

another class or is part of another class. An aggregation is described using a

line with diamond end pointing to the containing class.

* Generalization: characterizes a relationship between a general concept or

thing and a more specific one. A generalization is described by a directed line

with an open arrowhead pointing from the specific class to the general class.
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Multiplicity parameters may appear at the end of the association line: numbers,
letters and symbols indicate the number of instances of each class that will be
involved in the relationship. In our example, every customer has at least one account
and every account is owned by at least one customer. Table 4.1 depicts some

examples of multiplicities.

Multiplicities Meaning

1 one and only one instance of the class is involved in

the relation

1.n the number of instances of the class varies from 1 ton
* or 0..* the number of instances of the class is arbitrary
none no restriction on the number of the instances of a class

Table 4.1 Symbols of Multiplicities in UML

4.2 Class Association and Inheritance

Classes seldom stand alone in object-oriented systems. Classes involved in an object-
oriented program collaborate and work together to form a system that fulfills some
required tasks. In general, classes can be used to compose new classes in two ways, or
in other words, using two kinds of primary connections: association and inkeritance.
Using association, one class may contain instances of another class. Most object-
oriented language implements this through attributes of the objects. Inkeritance
allows the representation of one class to be defined in terms of the representation of
one or more existing classes. The new class (child class) inherits its parent’s state
variables (attributes) and methods. The mechanisms described above are among the

most important features of object-oriented programs.

4.3 Issues on Testing Classes and Relationships

Since association and inheritance play an important role for OO design and
programming, it is necessary to ensure that they are correctly modeled, and are
consistent with the requirements. There are three main issues underlying testing class

association and inheritance; we review them briefly in the sequel.
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i

Firstly, a UML class diagram provides structural information of classes and
relationships such as the attributes of a class, what classes are involved in a
relationship, or the multiplicity of an association. Hence, from the simplest testing
point of view, syntax testing should be performed to verify that the class diagram
contains correct and proper information.

The second issue concerns the scope of integration testing. An object-oriented
program is usually made of a collection of classes to solve problems. Objects interact
through their methods or associations with other objects. However, such relationships
could be within a system, a subsystem, or a cluster of classes. The interactions
between objects could also take place within one class, a class hierarchy, or a client
and server environment. Thus, the scope for integration testing of class relationships
must be taken into account. A UML class diagram models a cluster of related classes
within a package corresponding to a software component or a subsystem; hence
testing relationships of classes within a cluster and a subsystem seems feasible.

Thirdly, dependency is another important issue for testing the relationships of
classes as well as testing classes since classes often depend on each other in many
ways. Among the most typical examples of class dependency are super and sub
classes in inheritance, one class may be used to define the instance variables of
another class, objects used as method parameters and so on. Therefore, dependency
analysis becomes a key step for integration testing of classes and their relationships.
As a matter of fact, dependency analysis can also result in the decision of test order
that impacts the construction of test drivers or stubs, and the preparation of test cases.
Most approaches to cluster testing adopt dependency analysis to support bottom-up
testing [03]. UML class diagrams, as a graph-based model, can provide some basic
dependency information for various classes, but the testing order for these classes is
not addressed.

In short, the test approaches may vary due to their intrinsic differences although
integration testing can be applicable for testing class association and inheritance. In
this context, we present in defail in Chapter 5 and Chapter 6 some strategies for

testing association and inheritance, respectively.
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4.4 Summary

Relations in UML class diagrams are important as well as classes. UML class
diagrams provide a static view for not only a set of classes but also the relationships
between these classes. Few classes are separated from other classes in an object-
oriented system. Integration testing of classes requires a thorough examination of the

relationships involved.
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Chapter 5

Testing Class Association

This chapter presents a relational test strategy for class associations. The proposed test
strategy is an integration testing strategy. The test model used consists of the

collection of association and aggregation relations involved in a class diagram.,

5.1 Properties of Association in UML Class Diagrams

An association in UML is a structural relationship specifying that one object is
logically connected to another object. Given an association connecting two classes,
one can navigate from an object of one class to an object of the other, and vice versa.
Consider for example a Person object who is employed in a Departmeit object of a
company. The association “is employed” could be implemented through attributes of
Person and Department objects. That is, each Person object has an attribute
Department pointing to appropriate department in the company. Each Department on
the other hand has an attribute Person pointing to a set of persons who are working in
that department. In UML, aggregations are associations with special semantics
representing “whole-part” or “is part of” relations between objects. Hence, testing
associations is identical to testing class aggregation.

On the other hand, from the perspective of testing, it is often considered that
identifying the existence of the relations of two objects doesn’t seem to be so
significant. Instead, the primary concern is to ensure the definition of properties that
relations must strictly hold. The following are two important properties for an

association worth testing:
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® Referential integrity means that an object referenced from other objects should
exist. For instance, for two related objects Person and Department, we may
require that a Person has to work at or belong to a Department of the
company. In other words, if a Person is located or found, its corresponding
Department must exist or be known.

e Multiplicity denotes associations having cardinality such as 01'16-t0-one, one-
to-many or many-to-many. For example, in a relation “is employed at”
between object Person and Department, a Person may belong to only one
Department, but the Department may possess an unrestricted number of
Person objects as members. In this case, the property of multiplicity for the

relation “is employed at” is one-to-many.

5.2 A Relational Test Strategy

The graph structure of a UML class diagram lends itself to relational testing. We
present a relational test strategy for testing associations. The relational test strategy
developed herein is based on concepts and techniques from a formal relational model
and is useful in testing the above properties of associations between classes. It focuses
on the test of special methods or sets of attributes associated with a class such as
constructors, vectors, or hashtables.

A UML class diagram D can be formally defined as a pair consisting of a set of
classes C and a set of relations R, and denoted D = {C, R}. The set of relations R may
contain several subsets including a set of associations R4 or a set of generalizations
RG etc., R4, RG < R. Our relational test strategy focuses mainly on testing the
collection of associations in R4 including all UML associations and aggregations. A
class can be naturally associated with a type. A relation can be associated with a
predicate taking the name of the relation and having as parameters the elements
involved in the relation. Given an association L between two classes A and B, of
respective multiplicities m and n (see Figure 5.1), we define the corresponding
predicate as follows:

L:TaxMxTsxM — bool
where Ta and Ts are the types associated respectively with classes A and B, and M is
the set of multiplicities. Multiplicities correspond to constraints on the number of

instances of classes involved in associations.
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The relational test model that we use to test class associations consists of the set of
association relationships (e.g. RA4) associated with the class diagram (e.g. D). Each
association is a 5-tuple consisting of the name of the association, the classes involved,
and the corresponding multiplicities. The strategy is to first test each single
association in the set of associations. Then, in order to test a collection of associations
relating several classes, graph matrices corresponding to class diagrams are defined
and reduced using the node-reduction algorithm defined by Beizer [01].

Given an association L involving classes A and B with respective multiplicities m
and n, as depicted in Figure 5.1, corresponding predicate can be modeled as follows:

pred_L : bool =[L, A, m, B, n]
suppose that a and b are respectively instances of classes A and B. Applying predicate
L to the tuple <L, a, B.size(), b, A.size()> should evaluate to true if A.size( ) and
B.size( ) are within the ranges defined by the multiplicities (e.g. m, n). Otherwise, that
indicates the existence of a bug in the implementation of the association. Either a or b
being null or nonexistent will result in the failure of creating the corresponding data
set, or either B.size( ) or A.size( ) being out of scope of m or n can falsify the
predicate. This would imply that association properties such as referential integrity or

multiplicity are violated.

Figure 5.1 Associations

5.3 Test Case Generation for An Association

To illustrate our test case generation approach for association, we extend the banking
application example. One of the basic requirements is that each account must have at
least one account owner (i.e. customer), but a customer does not have to possess an
account. For instance, the bank may still keep records for those former customers who
have already closed their accounts. The UML design class diagram used is shown in
Figure 4.1 of Chapter 4. The partial class diagram depicting the relationship between

the class Customer and Account is shown in Figure 5.2.
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; Account
Custor_ner -accNo: int
-name: string -balance: double
~$sm: Int 1.* has 0.*
-address:string
{set}owners {set}accounts

+deposit(amount: double)

+withdraw(amount; double}

+ransfer(amount; double,
acc: Account)

Figure 5.2 Subset of the Class Diagram for the Banking Application

First, the association Aas can be defined as a predicate as follows:
¥V ¢: Customer, acc: Account
pred_A : bool = [has, ¢, X, acc, Y]
where X is the set accounts containing a set of instances of class Account, and Y is the
set owners containing a set of instances of class Customer. Test cases generated are
based on this predicate.

The first property of the association we want to test is referential integrity, Based
on the requirement mentioned above, the referential integrity of the association has
requires that if an instance of class Account exists, a corresponding instance of class
Customer must be available. In order to test that, the instances of class Customer are
treated as input data, and whether the corresponding instances of class Account are
successfully created or not will be observed by assigning ﬁon-null or null instances for
class Customer. Test cases for testing referential integrity of the association has are
shown in Table 5.1 in which Table 5.1(a) shows the set of instances for class

" Customer, and Table 5.1(b) is the domain matrix representing generated test cases.

Construction of Instances for Object Customer
Instance Variables
Instances -
name ssn address
ci John 100001 88 Queen St.
c2 Nulj
c3 Smith [ 100002 | 168 King St.
cd Null

@
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Table 5.1 Test Cases for Referential Integrity

Boundary Test Case
Variables [condition| type 1 2 3 4
on
accNo off
typical in 98-12345 | 98-12345| 76-27456 | 76-27456
on
balance off
typical in 1000 1000 2000 2000
¢ t=nuil —21 cf ' c3
Customer off c2 c4
typical in
Expected Results TRUE FALSE TRUE FALSE
(b)
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Another important constraint we want to test is the multiplicity property of this

association, which implies how many instances of the class can be connected with the

instance of another class. For example, the m{iltiplicity 1.2 for class Customer

corresponding to the set Y in this association has means that every account must have

at least one or up to two account holders (Customers). Likewise, the multiplicity 0..*

for class Account corresponding to the set X in the association has means each

customer can have zero or more accounts, in other words, unrestricted number of

accounts. Test cases are designed to ensure that the size of the set Y is within the

scope of the multiplicity constraints defined in the class diagram. Table 5.2 shows a

number of instances of class customer constructed. Test cases for the multiplicity of

the set Y in the association has are shown in Table 5.3, In this case, there is no

restriction for the set X.

Construction of Instances for Obhject Customer
Instances Instance Variables
name SSN address
c1 John 10001 1 Queen St,
c2 Mary 10002 2 Queen St.
c3 Smith 10003 3 Queen St.
¢4 Tom 10004 4 Queen St.
ch Carter 10005 5 Queen St.

Table 5.2 Construction of the Instances for Class Customer
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Variables Condition |Type
On
Off |- .
Customers Typical h | {1} {€1.62.03) | {c1, c2, c3, o4 5}
Number of added
customers to the | 1=<Y.size() 1. 1 2 3 5
account
Expected result Accept| Accept | Accept Accept Accept

Table 5.3 Test Cases for the Multiplicity of the Association

5.4 Testing Multiple Associations

Associations can be “joined”. For instance, a joined association can be expressed as
hase belonge own or {Customer, Account, Branch, Bank} where has is the association
between object Customer and Account, belong is the association between object
Account and Branch, and own is the association between object Branch and Bank as
shown in Figure 5.3. Referential integrity ensures the joined association will work.
For instance, if a Customer is successfully added to a Bank, not only does the Bank
object have to exist, but also the corresponding 4ccount and Branch objects must be
available as well. Hence, the main concemn of testing multiple associations consists of
testing referential integrity, which is the property of a joined association.

Most testing activities based on graph specifications are likely to deal with path
processing. The relational test strategy developed for testing multiple associations
herein is no exception, To test referential integrity for a joined association, tracing the
path expressions involving several associations and classes in a UML class diagram is
crucial. However, as the number of nodes and edges becomes larger, the path
expression will become complex. Such tasks as tracing paths are sometimes tedious
and error prone; matrix operation can make this simple, A relation matrix, which
represents all the classes involving path tracing and the node reduction algorithm can

be used to get the expected path expression of any two nodes.
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Bank Branch
id: int id: int
name: string tlame: string
— 3
createAcc( )
1
belong
®
Account
Customer -accNo: int
-name: string -balance: double
-ssn: int 1.2 has 0.*

-address:string {sct}owners {set}accounts .
+deposit{amount: double)

+withdraw(amount: double)
+transfer(amount: double,
acc: Account)

Figure 5.3 Modified Class Diagram for the Banking Application

5.4.1 Graph Matrix Representation of A Class Diagram

Since the test model we use to test class association consists of a set of associations,
and sometimes class associations do involve several associations and classes, we need
to determine a set of independent paths related to multiple associations and then
prepare test cases that will force execution of each path in the set. In order to do so,
graph matrices can make the process of determination of a set of paths simple, precise
and automatic.

A graph matrix is a square array with one row and one column for each node in the
graph. Each row-column combination corresponds to a relation between the node in
the row and the node in the column. The relation, for example, could be denoted
simply using the link name [01]. Figure 5.4 shows an example of graph and its
corresponding graph matrix. For instance, the connection from node 1 to node 2 in
Figure 5.4 (a) is labeled b, and in the corresponding matrix Figure 5.4 (b), it is located
in the cell corresponding to the first row and second column. Similarly, for a UML
class diagram, classes are modeled as nodes, and the relation between classes

corresponds to the edges of the graph.
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I 3
1 b | atf
2 c
3 d e
() (b)

Figure 5.4 A Graph and Its Matrix Representation

5.4.2 Node Reduction Algorithm

The node reduction algorithm is an efficient way to get the path expressions from one
node to another node, typically from the entry node to the exit node through
processing a matrix. Compared with other methods, it is the most methodical and may
be the quickest way to get the resultant of path expressions between two specified
nodes [01]. The main steps of this algorithm are as follows:

(1) Before the initiation of the node reduction procedure, the entry node and exit
node are determined. They should be located in the first and second position in
the row and column of the matrix. If not so located, the nodes can be relocated
by interchanging the corresponding rows and columns in the matrix without
changing the underlying graph.

(2) Select one node for removal every time based on the rules. Usually start by
removing the last node. ’

(3) Continue the node-reduction process until the two nodes of interest remain.

The node reduction algorithm procedure is described in the following paragraphs.

The first step and the most crucial and complex step of the algorithm eliminates a
node and replaces it with a set of equivalent links. The previous graph example can be
used to better describe this algorithm. The whole process for one node reduction is
depicted in the changes to the matrix representation in Figure 5.5. Suppose we want to
get the path expression from node 1 to node 2 in the matrix shown in Figure 5.5 (a).
The algorithm will start reducing one node, for instance node 3, at a time. If any loop
terms had occurred at this point (e.g. node 3), we should eliminate the loop term first

by premultiplying every term in that row by the loop term starred (see Figure 5.5 (b)).
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If there is no loop term at this point, the node is ready to be removed by combining
the elements in the column of this node (or last column in a matrix) with elements in
the row of this node (last row in a matrix), and then putting the result into the entry at
the corresponding intersection. In this case, the term a+f in the position (1,3) will
combine with the term de” in the position (3,2) to yield the (1, 2) term b+ade” +fde”
shown in Figure 5.5 (c), which is the value after node reduction. If the reduction of

more than one node is needed, continue the process until the final two nodes are left.

1 3 1 2 3 1 2
1 b | a+f 1 b é////z b+ ‘
2| ¢ = 2 %// —= 1 (a+hde

3 d e 3

(a) (b) (©
Figure 5.5 A Node Reduction Process

5.4.3 Example

To illustrate how to generate test cases for multiple associations, we still consider the
above simple banking application example shown in Figure 5.3. Suppose a Person can
become the customer of a bank by opening an account at any branch of the bank, and
a joined association (i.e. multiple associations) between objects Customer and Bank is
to be tested. We assume each single association in the diagram has already been tested
without finding errors before testing the joined association. Test case generation steps
are described in the following paragraph.

First, the matrix representation of the class diagram is generated in order to obtain
the path expression from object nodes Customer to Bank. In this case, objects
Customer and Bank are assigned respectively to column/row 1 and 2 in the matrix; for
the rest of the object nodes, the number can be arbitrarily chosen. The matrix is shown
in Table 5.4.
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Customer Bank Account Branch

Customer has
Bank

Account belong

Branch own

Table 5.4 The Matrix Representation of the Class Diagram

Secondly, the node reduction algorithm is applied to get all possible path
expressions between objects Customer and Bank. Figure 5.6 shows this process in
more detail. Since there is no loop in the graph, nodes are eliminated one after the

other until the two nodes Customer and Bank are left.

Customer Bank Account Branch

Customer, has
Bank
Account
Branch ”ni
ﬂ.
Customer Bank Account
Customer has
Bank
Account belongeown
4
Customer Bank
Customer hasebelongeown
Bank

Figure 5.6 Node Reduction Process

Thirdly, test cases are generated based on the final path expression, which describes
the joined association. For example, the path expression between Customer and Bank

is hase belonge own. In order to test referential integrity for the joined association,
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test cases involving null or non-null value of the objects Bank, Account and Branch

are generated, and used to evaluate whether or not object Customer is successfully

created. Tables 5.5 (a, b, c) show the construction of corresponding instances for

Bank, Branch and Account. The domain matrix of test cases generated for the

referential integrity of the joined association is shown in Table 5.6.

Tab. 5.5 (a) Construction of Instances for| | Tah, 5.5 (b) Construction of Inistances for
Object Bank Object Branch
Instances !nstance Variables instances Instance Variables
id name id name
bk1 001 CIBC brch1 23 Bay&King
bk2 null brch2 45 Johnsan&Quadra
bk3 001 CIBC breh3 null
bk4 001 cise brchd 56 Tillicum Center
Tab. §.5 (c) Construction of Instances for
Object Account
Instances instance Variables
accNo balance
accl 34547 2000.00
acc2 29605 456.92
acc3 87132 2300.00
accd null

Table 5.5 Construction of Instances of Bank, Branch and Account

Boundary Test Case
Variables | condition type 1 2 3 4
on bk1
bk I= null off bk2
Bank typical in bk3 bk4
on brchl
breh 1= null off brch3
Branch typical in brch2 brch4
on acc?
acc I= null off accd
Account typical in acc2 acc3
Expected Results TRUE | FALSE | FALSE [ FALSE

Table 5.6 Test Cases for the Referential Integrity of Multiple Associations
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5.5 Summary

In this chapter, a new technique for testing the associations between classes in a UML
class diagram is presented. The goal of testing an association is to verify its
properties, more specifically, multiplicity and referential integrity. The approach is
based on basic concepts and techniques from the formal relational model. Approaches
for testing both single and multiple associations are also discussed. When testing
multiple associations, the graph matrix representation of 2 UML class diagram is first
modeled. Then, nodes are removed by using a node-reduction algorithm in order to be
able to get the path expression between any two nodes in a convenient way. The

approach is believed to enhance the capture of errors in class association.



Chapter 6

Testing Class Inheritance

This chapter gives a brief overview of the features of class inheritance in object-
oriented languages. Then specific kinds of errors related to class inheritance
hierarchies are discussed and corresponding testing approaches are presented. The test
model used is for integration testing and consists of only inherited classes in a UML

class diagram, among which are a base class and its subclasses.

6.1 Inheritance in Object-Oriented Development

Inheritance is perhaps the most significant innovation in object-oriented
programming. One of its most important features is that it provides a mechanism for
reuse. A class is both a module and a type: as a module, it encapsulates a set of data
members and member functions offered to other classes; as a type, it describes a
number of run-time objects — its instances. Thus, inheritance implies two different
things: subclass and subtype. Further, there are two kinds of reuse: module reuse and
type reuse. For instance, if a class A is inherited by a class B, as module reuse, that
means all the attributes and methods in class A can be inherited and directly
referenced within class B. On the other hand, as type reuse, the class B is also a
subtype of the class A, and any instance of class B can be freely used whenever an
instance of class A is expected, this is sometimes referred to as “substitutability” [01,
02]. From a testing perspective, errors related to subclass inheritance can mostly be
checked by a language compiler or processor. Most errors, such as inheritance and
polymorphism faults, are caused by misuse of subtype, hence, we will restrict our

attention to the investigation of anomalies related to subtype inheritance.

60
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Polymorphism is the capability to treat an object as belonging to more than one
type and is often bound up with inheritance. Two forms of genuine polymorphism are
the most familiar in object-oriented languages: (1) Inclusion polymorphism can refer
to subtyping; it specifies that an instance of a subclass can be used whenever an
instance of a super class is expected. (2) Parametric polymorphism refers to types (or
objects) that are parameters to functions and types (or objects). For example, array is a
parametric type which allows instances of array[int], array[boolean] and so on. When
polymorphism is combined with method overriding, the same call can result in the
execution of different methods. This is called dynamic binding, which ifnplies the
method that is actually executed cannot be known statically and must be determined
based on the type of the object during runtime when the call is executed.

Three other issues for class inheritance of concern are:

(1) There may exist multiple inheritance among classes, that is, a subclass may have

several parent classes with faults that may be inherited,

(2) Due to the anomalies in a super class that can be also inherited by all its
descendants when we use the powerful mechanism of inheritance, testing
subclasses should be based on the strong assumption that the super class is
anomaly free.

(3) Accessibility to the super class facilities depends strongly on programing
language: in Java, for example, only public or protected attributes in the super
class can be accessed from its subclasses although all the attributes in the super
class are inherited. The following fragment of Java code shows that the private
attribute id in class Account cannot be accessed from its subclass
SavingsAccount; the error will be uncovered (sée Figure 6.1) when compiling
the subclass.

class Account

{
public String name;
private int id;
protected double amount;

Account()

{}
}

class SavingsAccount extends Account

{

SavingsAccount()
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name="John";
id=1001;
amount=2456.00;

Terminal

hangyeRlocalhost hongyel$ cd Thesis
hongyeBlocalhost Thesisl$ cd RunExamples

hongueBlocalhost RunExamples]$ ls )
f|Account,class  Savingsfccount,class  chapters, 1-Privatelnheritance.png
flAccount. java  SavingsfAccount. java

i [hongueRlocalhost RunExanples]$ Jjavac Account,java

hongyeBlocalhost RunExamples]$ javac SavingsRccount,java
avingsfccount, javail2: id has private access in Rccount

1d=10012

error
| (hongue@localhost RunExamples]s [

mm
Figure 6.1 A Screen Snapshot for Compiling the Class SavingsAccount

Hence, unless otherwise noted, this thesis makes three assumptions regarding class
inheritance:

* the strategies for the testing of class inheritance are only for the mechanism of
single inheritance, which can be used to model most features of modern
object-oriented systems.

o the base class has been thoroughly tested at least at the module level and found
to have no errors.

o all the state variables (attributes) used in a super class can also be accessed

from its subclasses.

6.2 Liskov Substitution Principle (LSP)

LSP is a principle that regulates inheritance and polymorphism in object oriented
design. The purpose of LSP is to make object-oriented code more reusable and
maintainable. The formal statement of this principle is as follows [04]:

If for each object ol of type S there is an object 02 of type T such that for all

programs P defined in terms of T, the behavior of P is unchanged when olis
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substituted for o2 then § is a subtype of T.
More simply, this means that modules that use references to base types (e.g. super
class) must be able to use references to derived types (e.g. sub class) without knowing
the difference. Under this substitution principle, the methods in a subclass must obey
the following rules [02]:
e the preconditions for the overriding methods in a sub class must be the same
or weaker (less restrictive) than those in its super class
¢ the post-conditions for the overriding methods in a sub class must be the same
or stronger (more restrictive) than those in its super class

e the class invariant must be the same or stronger, that is, add constraints

Suppose a design involving inheritance and polymorphism as shown in Figure 6.2.
Class C inherits from class B, and each class has a different implementation for the
method m(), which can be denoted and distinguished as B::m() or C::m(). An instance
of class T is considered sending messages to an instance of class B. When writing
programs, polymorphism allows the instance of C to be substituted for the instance of
B. But, the substitution should follow the rules regarding pre and post conditions for
each inherited operation as mentioned above. For instance, the method call() in T
must satisfy the preconditions of the m() operation of B in order for the method
B::m() to execute. If an instance of C is to be replaced, the preconditions for C::m()
must not add any new conditions to those of B::m(). In other words, class T knows

only preconditions of the m() method of the base class.

T B
calilBb)
A m( )
Y1 call (B b){
b.m();
or C
call (Cc){
c.m();
m()

Figure 6.2 A Design In‘volving Inheritance and Polymorphism
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6.3 Some Problems With Class Inheritance and

Polymorphism

The power that inheritance and polymorphisin bring to the expressiveness of object
oriented programming, also creates the potential for a number of new faults. For
software testing, identifying potential sources of errors is critical for successful
development of suitable test strategies. Basically, as indicated by Binder [03], there is
a variety of errors related to class inheritance; most of these errors come from some
degree of misuse of polymorphism and overridden methods, dynamic binding and so
on. We review more closely, some of the faults related to polymorphism and

overridden methods in the class inheritance hierarchy.

6.3.1 Inconsistent Overriding

An incorrect overriding method in a descendent class may break the functionality of
methods in its super class, especially the method for making copy operations. To get a
better understanding of this etror, let us consider an example related to abstract data
types. The code fragment given in Figure 6.3 implements inheritance hierarchy
between the class List and Set. The class Lis encapsulates a data structure that allows
duplicating elements and the copying of a list to another list. The class Set has only
non-duplicated elements. Since one may think of a Ser as a list that contains no
duplicates, the Set class could inherit from the List class in order to reuse existing
cede. The only change would be to override the addElement method to provide the
non-duplicated element requirement. This seems to be fine, but it may be possible to
break the functionality of the method copyTo because the copyTo method may still
work error-free as long as a List is copied to another List, a Set is copied to another
Set, or even a Set is copied to a List. However, errors can occur when copying a List
to a set. For instance, if a given List /a in the class TestCopy (see Figure 6.3) contains
elements {a, b, ¢, a, b} and is copied to another List /b, there will be no problem; but,
if the List /g is copied to a new Set 5], the set will just contain {a, b, ¢} because it
doesn’t allow duplicated elements. Figure 6.4 shows the printed results of the list /b
and the set 5/ after executing the class TeszCopy in which the list /b is completely the

same as the given list /a, but the set s/ is not. Clearly, this is not exactly what the
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method copyTo should have done: The LSP (Liskov Substitution Principle) has been

violated.

return list.get(i);

// Returns the number of elements in the list
public int getLength()
{

list.size();
}

//Returns true if element is contained in this list
public boolean hasElement(Object element)

{

return list.containsfelement);

//Removes all the elements for this list
public void clear()
{

list.clear();
}

{f Copies the content of one list into dest list
public void copyTo(List dest)

dest.clear();

int n = getLength();

for(int i = 0; i < n; i++){
dest.addElement(list.getElementAt(i));

}
}lend of class List

public class List public class Set extends List
{ {
Vector list;
List() #/ Adds element to this set eliminating the duplicated one
public void addElement(Object element)
list=new Vector();
} if{thasElement(element))
{//Adds an element to the end of the list super.addElement(element);
public void addElement(Object element)
}
list.add(element);
}/end of class Set
//Gets the i-th element in this list
public Object getElementAt(int i) public class TestCopy

public static veid main(String(] args)

{
List la= new List(};
la.addElement("a");
la.addElement("b");
la.addElement("c");
la.addElement("a"™};
la.addElement("b");

System.out.printin("The list la is :"+a);

List Ib= new List()
la.copyTo(Ib);
System.out.println("The list 1b is ;"+1b);
for(int i=0;i<Ib.getLength();i++)
System.out.printin("One of eletnents in the list 1b is
"+lb.getElementAt(i));
}
Set 51 = new Set()
la.copyTa(sl);

System.out,println("The set s1 is :"+sl);
for(int i=0;i<s1.getLength(i++)
{

System.out.println("One of elements in the set 51 is
"+5]. petElementAt(i));
)

}end of main method

Hiend of class TestCopy

Figure 6.3 Code Fragment Showing the Inheritance of Class List and Set
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Terminal

hongye@localhost honguel$ cd Thesis/
hongye@localhost Thesis]$ ed R
unExamplel RunExamples
hongueRlocalhost Thesis]$ cd RunExamplel

hongue®localhost RurExamplell$ ls

ist.class List.java Set,class Set.java TestCopy.class TestCopu.java
hongye@localhost RunExamplel]$ javac ®,java

hongyeRlocalhost RunExamplell$ jdva TestCopy

The list la is :List@73d6a5

The list 1b s :ListB111f71

of elements in the list Ib is ta

of elements in the list lb is tb

of elements in the list lb is ic

of elements in the list lb is :a

of elements in the list 1b is tb

set sl is :5et0310442

ne of elements in the set sl is :a

ne of elements in the set sl is tb

ne of elements in the set sl is :c

hongyeRlocalhost RunExampleils [

Figure 6.4 A Snapshot for the Resuits of Running the Class TestCopy

The LSP violation is established by carefully analyzing the pre and post conditions
of the overriding and overridden methods as follows:
pre and post conditions for the oven‘idden method addElement in the class List,
« pre: element != null
post: this.getLength() = = old.getLength() + 1 and
this.contains(element) = = true
pre and.post conditions for the overriding method addElement in the derived class
Set,
pre: element != null and this.contains(element) = = false
post: this.getLength() = = old.getLength() + 1 and
this.contains(element) = = true
When replacing a method’s implementation through overriding, the pre and post
conditions of the overriding methods in a derived class might also replace those of the
base method. But, when doing so, one must only replace preconditions with weaker
preconditions and post conditions with stronger post conditions. In this example, the
pre condition of the overriding method in the derived class is stronger than thét of the
base method in its super class although the post conditions for both methods are the
same, therefore, the LSP is violated and the inheritance between these two classes

might be flawed.
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6.3.2 Data Flow Anomaly

A data flow anomaly refers to an inaccurate use of data, In general, a data flow
anomaly could happen in various ways in class inheritance, and becomes even more
frequent as the use of polymorphism and overridden methods increases. Two common
examples that may involve potential data flow anomalies are described as follows:

(1) State variable confusion. The introduction of a new state variable in the subclass
having the same name as an existing variable in the super class may easily result in a
data flow anomaly. Suppose a state variable x is defined in the super class A4, and
another state variable with the same name x is defined in the subclass B. The

corresponding code fragment is given below:

public class 4 ?ubﬁc class B extends 4 public class Test
{
int * t.": d public static void main
nt y: e (Stringf ] args)
7 blic B {
?ubbc A g;u ic BQ) B b =new BY);
x=25; x=35; b.m();
y=15; mi; intv = b.getZ();
/ } System.out.printin{"The

result is: ¥ +v);
public void m{) public void m()
{

f )
int w=x.//suppose this x is from B
} z=x+y+w;Hsuppose this x is from A HMend of class Test
Hend of class A }
public int getZ()
{
return z;
}
}iend of class B

In the case that both state variables x from classes 4 and B are considered to be
referenced, and used in an overriding method m() of the subclass B, however, the
value of all these two state variables might come from the descendent class’s B if the
overriding method is called in practice. Hence, by running class Test, the printed
outcome of variable z shown in Figure 6.5 is 85 (i.e. 35+15+35=85), which is
supposed to be 75 (i.e. 25+15+35=75). In this case, a data flow anomaly will occur
unless these two state variables are explicitly indicated, such as super.x or this.x. After

rewriting code in the m(} of the subclass B as follows:
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public void m()

int weathis.x;//this x is from B
z=super.x+y+w;/fthisx is from A

}

then, recompiling class B and running class Test again, the calculated outcome for

variable v is 75 this time, which is also shown in Figure 6.5.

Terminal

[hongueBlocalhost hongyel$ cd ThesisPrint

[hongyeBlocalhost ThesisPrint]$ cd RunExample
[hangys@lacalhost RunExamplel$ ls

A.clazs* A, javax B.classk B, Jjava* Test,classk  Test, jovax
[hongye@localhost RunExamplel$ javac *,java
[hongys@localhost RunExamplel$ java Test

The result is 85

[hongyeR@localhost RunExamplels javac ¥, java
[hengyeRlocalhost RunExamplel$ java Test

The result is 75
[hongye@localhost RunExamplel$ [

Figure 6.5 A Snapshot Showing Two Different Outcome for the Variable z

(2) State variable accessibility. This kind of data flow anomaly is a function of the
depth of inheritance trees. Consider an inheritance hierarchy involving three classes, '
4, B and C, with polymorphic method m(). 4 is the root class, B is the subclass of
class 4, and C is the subclass of class B as depicted by Figure 6.6. The state variable x
in the ancestor class A4 is declared as private and defined by the polymorphic method
denoted as A::m(). Because A::x is private, it is impossible for the subclasses to
directly define the state variable A4::x; instead, they can define 4::x by using the
overriding methods. Suppose that we want to define A::x from class C, and
accordingly we provide an overriding method in class C denoted as C::m(). At that
time, there is no overriding method in class B (see Figure 6.6(2)). So, C::m() can call
A::m() directly to modify A::x. Later, suppose that class B also adds an overriding
method m denoted as B::m() as shown in Figure 6.6(b). In this circumstance, for
C::m() to properly define A.::x, method C::m() needs to call B::m() first, then from
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B::mf() to call 4::m(). Otherwise, the data flow anomaly may occur if method C::m()
still tries to call A::m(} directly.

m() m() &

m()

m{ ) m() J

(a) (b)

Figure 6.6 State Variable Accessibility Anomaly

6.4 Testing Inconsistent Overriding

Testing inconsistent overriding is intended to test class inheritance designed for LSP
compliance. In this approach, test cases are defined in particular for those overridden
methods in a class inheritance hierarchy because it is believed that misuse of method
overriding in derived classes is most likely to result in LSP violation. Thus, it is
strongly suggested that not only should any overridden and overriding methods in the
class inheritance hierarchy be tested separately, but also additional test cases
especially for these methods must be generated.

To generate test cases for the overridden and overriding methods, first, we may still
use the approach presented previously to define the pre and post condition pairs for
each overriding and overridden method. Then, the weakest precondition and the
strongest post condition among those pre and post conditions are selected to form a
new pre and post condition pair, which will be used for test case generation. Test

execution is based on the interactions between objects instead of the individual
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method. As we know, an object interaction is a request from one object often called
the client to another object often called the server to perform some operations (the
services) provided by the receiver [02]. In most object-oriented languages, this can be
achieved by message calls between objects. A focus of the object interaction is
whether the client object meets the preconditions of the method in a server object.

In order to verify that an overriding implementation in a class inheritance hierarchy
works properly, we can simulate object interaction by creating a client object (test
driver class) that will send a message call to the overridden and overriding methods
associated with different contexts of the object involved in class inheritance. Each
successful execution of an overridden or overriding method of the corresponding
object must satisfy the precondition of the overridden method in the base class that
should be weaker than that of any of its derived classes. Then, the action for each
overridden and overriding method must lead to a state corresponding to the strongest

post conditions among them.

6.5 Data Flow Testing

A computer program contains two essential elements: code, the sequence of computer
instructions, and data, the information on which the instructions operate. This is
particularly important in object-oriented programs because code and data are merged
into a single entity, i.e. an object. In procedural programs, code and data have strong
independence. Code can still be executed without values being assigned for some
variables. However, in object-oriented programs, missing data values may result in a
failure and interrupt the execution of a program. Data flow testing is used to test how
values of data that are associated with variables can affect the execution of programs.
Anomalies that data flow testing can reveal are usually that the data values are not
available when they are supposed to be.

Data flow testing takes into account variable occurrences in the program as Beizer
and Huang described in their respective data flow anomaly models [01, 08]. Each
variable occurrence can be classified as either a definition or a use occurrence, usually
denoted by lower case letters o and w; a' denotes that the value of a variable is defined,
and u denotes that the value of a variable is used. Use of a variable can be further
classified as either a computation use or a predicate use. If the value of a variable is

used for computation, and the variable usually appears on an assignment statement,
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the use of the variable is called a computation use (c-uses). Otherwise, if the value of
a variable is used to decide the outcome of a predicate statement for directing the
control flow, the use of the variable is called a predicate use (p-uses).

Data flow testing is usually used to track the definition and use of a variable (def-
use pair), in which abnormal actions could happen, during program execution, In
general, three important kinds of data flow anomalies'can be distinguished based on
the océunence of a def-use variable [01]: '

(1) Using a variable (¢c-use or p-use) which is not yet defined

(2) Redefining a variable before it is used (define a variable twice)

(3) Defining a variable without using it
Data-flow oriented test selection criteria proposed by most researchers are all-du -
paths, all-u, all-p—use/sona;e-c-use and all-c-use/some-p-use, all-d. etc, among which
all-u and all-d paths are the strongest ones [01, 09, 10]. These criteria are intended to
select a set of paths that cover all occurrences for all the definitions and uses of the
given variables. Test data should cause the execution of the implementation under test
along the selected set of paths. Detailed information on these ¢riteria will be provided
in a later section dealing with test coverage.

When doing data flow testing, data flow graphs are often not used, rather, control
flow graphs are typically used to show what happens to the variables of interest. A

well-designed control flow graph is essential for effective data flow testing.

6.6 Application of Data Flow Testing to Class

Inheritance Testing

This section presents an approach to test data flow anomalies in polymorphic and
overridden methods during object interaction in a class inheritance hierarchy. Data
flow testing, as its name indicates, is abled for revealing data flow anomalies. As
mentioned earlier, performing data flow testing requires the construction of a control
flow graph. In fact, any algorithm or way for selecting nodes and links between nodes
may lead to a corresponding test strategy.

The method call graph shown in Figure 6.7 can be built and used as the control
flow graph. The method in each class can be modeled as a node, and a call from a
calling method to a called method can be. modeled as a link with the arrow pointing to

the called method. Due to the existence of overridden and overriding methods
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involved in class inheritance, the name of method in the graph should have a prefix
indicating the context of an object with which the method should be associated .in
order to distinguish it. For example, in Figure 6.7, B::m() means the method m() in the
class B. The data flow graph can be generated based on speciﬁcatioﬁ and
implementation. '

Each node may be associated with some state variables either defined or used. After
the call graphs are defined, we can list all the variables associated with the specified
method (du-pairs) in terms of test requirements or specifications as depicted in Table
6.1. Test case generation is based on static analysis of the method call graph. In this
case, the strongest test data selection criteria, all possible du-paths criteria, are used to
generate two executed set of paths, each of which includes a set of methods call. An
assumption is made that before the first method in each object is called, the
corresponding object will be first instantiated and some variables may be initialized.
For example, {B::g(), B::h(); B:m(); B:n()} and {B::g(), C::h(); C:m(); B:m();
B::n()}. From the first path, we can deduce this path covers the du-pairs for the given
variable x and y since the path includes method B::h() which defines x and y, and
method B::n() which uses x and y. But, the second path does not cover du-pairs for
the x and y because of missing the method B::h(), this probably will cause data flow
faults. In order to avoid this error, the x and y must be defined before the execution of
the method B::n(), for example, if we define the x and y in the method of the class

C::h() or C::m(), this anomaly could be corrected.

—» Bug) —¥» B:h() —P Bum() ——» Bun()

T

Ch) —» Cim()

Figure 6.7 Methods Call Graph
Variables | Definition use
X B::h() B:in).
b B:h() B::n()
u C:h() Cixm()

Table 6.1 DU-Pairs
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The test case execution for data flow testing may require a test driver concurrently
simulating the method calls according to the def-clear paths, or instrumentation in

source code to detect the correct value of a variable.

6.7 Summary

Based on “substitutability” in subtype inheritance, an instance of the parent class
occurring in a test suite ought to be replaced by an instance of each of its subclasses.
Although in principle this is very useful and we can rerun a super-class test suite
against any instance of its subclasses, testing the interaction between the super-class
and the subclass methods is far from what these test suites can achieve because
object-oriented programs so often use inheritance combined with polymorphism and
overridden methods. Hence, we need to define new test techniques and develop
additional test cases in order to deal with them. To do so, two test strategies for testing
class inheritance have been presented: (1) an object interaction test strategy for the
test of LSP-conformance, and (2) a data flow testing strategy for revealing data flow

anomalies involved in object interaction.



Chapter 7

Test Coverage Analysis

This chapter presents test coverage analysis along with the definition of adequacy
criteria. The purpose of the adequacy criteria is to facilitate the generation of complete
test sets achieving higher code coverage. Code coverage metrics are also discussed in

order to evaluate the effectiveness of test cases during code execution,

7.1 Test Coverage Overview

Test coverage analysis is a process commonly used to create adequacy criteria and
increase the confidence that an implementation has been thoroughly tested. For
example, test cases can be generated by means of a fest strategy, but in the later
execution of programs, some code may never be executed due to the possibility of
missing test cases. At this stage, one hardly knows how effective test cases are until
one finds what code is, or isn’t executed. This dilemma may be avoided by defining
efficient adequacy criteria based on test requirements and/or analytical techniques. So
far, there is a large variety of test coverage models or tools available, both
commercially and academically. The three basic criteria commonly used are
Statement Coverage, Decision Cr;verage and Condition Coverage. It has been
suggested that the combination of these three methods can achieve 80-90% or more
coverage [34].

Even though available criteria may achieve a high coverage percentage, we must
admit that there is still no absolute guarantee of error free software. Hence, one should
never rely solely on test coverage to devise test cases. Most researchers argue that the

use of test coverage in combination with the test strategy, can play an important role

74
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because it can mitigate the impact of uncovered code during software testing, and
especially help the tester find some rational points at which to stop testing. Interested
readers are referred to Binder [03] for the correlation between when to stop testing

and test coverage.

7.2 Coverage Criteria for State-Based Test Strategies

7.2.1 The Transition Coverage Criterion

The transition coverage criterion is defined in terms of the state diagram of a class. At
a minimum, a tester should test every transition in the state diagram at least once.
Transition coverage is analogous to statement or branch coverage. Basically, a class,
the basic unit in object-oriented programs, contains five kinds of methods namely
constructor and destructor methods, mutator (e.g. sef methods) and accessor methods
(e.g. get methods), and user-defined methods. All of them except accessor methods
can change the state of an object, however, not all of them may appear on the state
diagram, for example, mutator methods (set methods) are usually not defined in a
statechart diagram since they don’t reflect the functionality of a class, and testing of
these transitions can be achieved after the code is implemented by simply selecting
input/output values. Therefore, for the transition-based test strategy proposed in this
thesis we can define the transition coverage criterion as follows:

Transition Coverage Criterion:

For each transition in a state diagram, there must exist a

corresponding set of test cases for it.

7.2.2 The Precondition Coverage Criterion

The precondition coverage is defined in terms of a precondition in the pre-post
condition pair of a transition. This coverage is similar to condition coverage. To better
convey our idea for this kind of coverage, we define the following terms:

(1) Boolean Operators are AND, OR and NOT.

(2) A predicate is a boolean function

(3) A DNF (Disjunctive Normal Form) expression is a boolean expression that is

composed of literals and only AND operators.
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(4) A literal is a simple boolean expression (in which there is no operator
involved)
A pre or post condition is composed of predicates. A pre condition can be
decomposed to several DNF expressions. Test cases are generated based on each DNF
expression separately. The test cases generated at least should cover every DNF
expression in the pre condition, that is, make each DNF expression true at least once
without considering other DNF expressions. This coverage criterion can be finally
defined as follows:
Precondition Coverage Criterion:
For each DNF expression in the precondition on a transition, there must

exist a corresponding test case for it.

7.2.3 The DNF Coverage Criterion

The DNF coverage is an extension of the precondition coverage. As mentioned
previously, a DNF is composed of conditions. The DNF coverage criterion is based on
the rationale that each condition should be tested independently without interference
from other conditions. In other words, each condition in a DNF must independently
affect the outcome of the DNF. Effectively, each unique combination of conditions
must be tested.

However, finding the combination of all conditions that satisfy the DNF coverage is
sometimes laborious and errors are common since the number of combinations will
increase exponentially as the number of conditions increase. In order to obtain
possible combinations of conditions, perhaps the simplest and most straightforward
way is to use a decision table. Consider a DNF involving two conditions, A and B,
there will be four possible unique combinations of the two conditions which
determine the outcome of the decision table, each of which is monitored, and must be
tested, for satisfying the coverage. Table 7.1 shows the four combinations. Given n
conditions involved in a DNF, the number of such unique combination of conditions
is 2",

In fact, the number of unique combination may be less than 2" in practice due to the

mechanism of short circuiting logic operators provided by some languages, such as
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TRUE FALSE FALSE
FALSE TRUE FALSE

FALSE FALSE FALSE

Table 7.1 Combinations of Conditions for A DNF

Java and C++. That is, evaluating their second operand depends on the outcome of

evaluating the first operand. For example, for a piece of Java code,
if (A&&B){

if the condition A resolves to false, the program will directly execute the statement 2
without evaluating the value of condition B. Therefore, a large number of conditions
may significantly reduce the number of combinations. Table 7.2 shows the refined
combination of conditions for the above example in which the number of

combinations is reduced from four to three.

TRUE FALSE |  FALSE
FALSE Don’t Care FALSE

Table 7.2 Refined Combinations of Conditions for A DNF

Now, the DNF coverage criterion can be defined as follows:
DNF Coverage Criterion:
For each DNF, there should be test cases that make all the

conditions involved true and each of them false at least once.
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7.3 Coverage Criteria for Class-Based Test Strategies

7.3.1 The Association Coverage Criterion

Association coverage is defined for the relational test strategy based on a class
diagram, and is similar to the transition coverage criterion. The main difference is that
they are based on different models. One is based on state diagram and the other is
based on a class diagram. The association coverage criterion is defined as follows:
Association Coverage Criterion:
For each association in a class diagram, there must exist a

corresponding set of test cases for it.

7.3.2 The All-Paths Coverage Criterion For Associations

In most cases, testers will address this situation, that is, they will want to test the
relation of two classes that are indirectly connected. The above relation coverage
criterion tests a relation independently, but does not test sequence of relations; thus,
some faults may not be adequately revealed. Consider the following three related
classes as shown in Figure 7.1. To investigate these kinds of errors, path coverage
requires that complete paths between any two classes should be taken, and can be
defined as follows:

Path Coverage Criterion:

For each sequence of relations (i.e. path} from class A to C, there must

exist a corresponding set of test cases for the path.

For the above example, testing relations between A and B requires inputs that
satisfy the six following sequences of relations; <RI, Ri>; <R1, Rii>, <RI, Riii>,
<R2, Ri>, <R2, Rii> and <R2, Riii>.

Ri
A R1 B C
Rii
R2
Riii

Figure 7.1 Implicit Relations Between Classes
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7.4 Code Execution Metrics

Code execution metrics provide measures of whether or not a code segment has been
covered during the execution of a given test case. It is often expressed in terms of the
ratio of the number of code segments executed or evaluated to the total number of
code segments. However, in the course of code execution, some code segments may
be executed several times (e.g. loops); if every execution is counted for them, the
actual ratio of code execution coverage may not be correctly reflected. Hence, code
éxecution metrics for code coverage usually refers to the unique code coverage. To
measure how comprehensive a test execution is, we can use the code execution

coverage metric that can be expressed as a percentage as follow:

Number of lines of code executed once

Code execution coverage = * 100%
Total number of lines of code

Code execution metrics can help testers or managers know what code isn’t covered,
and then determine what additional test cases need to be developed. This process can
help find “dead code”, which will never be executed. Code execution metrics are also
suitable to show statement coverage, branch coverage or path coverage. In addition,
code execution metrics and the adequate coverage criteria complement each other.
Coverage criteria are used as guidance to generate more complete and efficient test
cases, but how complete the test cases really are can be reflected through code
execution metrics. Thus, the combined use of both is believed to bring good test
coverage.

The results of code execution measurements are usually reported concisely by using
graphs such as bar charts, or pie charts. Figure 7.2 s;hows samples of bar chart and pie

chart report styles for reporting code coverage metrics.
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Code Execution Metric Report

Number of Lines of Code

(a) Bar Chart

Code Execution Metric Report

(b) Pie Chart

Figure 7.2 Samples of Code Coverage Metric Report Charts

7.5 Summary

Test coverage analysis is a structural testing technique that helps eliminate gaps in a
test suite. Adequate criteria are traditionally defined based on code. This chapter

presents several adequacy criteria, such as the transition coverage criterion, the pre-
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condition coverage criterion, DNF coverage criteria and the relation coverage
criterion, and the all-paths coverage criteria. These criteria are defined in terms of
specifications/requirements, and in more precise manner to evaluate test cases
generated especially from either the state-based transition test strategy or class-based
relational test strategy in this thesis, which are based on UML state diagram or class
diagrams, respectively. Code execution metrics are considered among the most
effective ways to evaluate the efficiency of test cases applied to a software

application.
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Chapter 8

PrUDE

Test automation tools are needed to help testers improve productivity. This chapter
presents a prototype software verification and validation (V&V) tool named PrUDE
which is being developed by the ISOT group at the Department of Electrical and
Computer Engineering, University of Victoria (http://www.isot.ece.uvic.ca). The tool
supports test case generation and execution for object-oriented programs. In particular,

the implementation in PrUDE of the test strategies presented in this thesis is discussed.

8.1 Overview of PrUDE

PrUDE (The Precise UML Development Environment) is an integrated UML-based
verification and validation (V&V) framework. One of the functions of the PrUDE tool
suite is to automate, either fully or partially, some of the most important phases of the
testing process including test case generation, test execution and test result reporting. Test
cases are generated based on a valid UML specification. The UML specification is
rigorously verified using consistency-checking, proof-checking or model-checking,
Model checking and proof checking are based on the PVS toolkit, and can be run at the
back end. This allows users to deal with only their familiar design notations (e.g. UML)
without handling too many formal artifacts. Figure 8.1 gives an overview of the V&V
strategy underlying the PrUDE platform,
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OCL business
rules

Semantic
Conversion

OCL2PVS
Translation

PVS model

-- Consistency-checking
-- Well-formedness-checking

‘

Validation/Verification
-- Model-checking

-- Proof-checking

-- Manual Review

/

Valid UML Model

Test case generation

Test case execution/
Test coverage analysis

Figure 8.1 V&V Strategy Using the PrUDE Platform

In practice, users can build a UML model using their favourite UML tools, such as
Rational Rose or ArgoUML, and then submit the model to PrUDE for verification. The
model must first be converted to the XMI format. Most UML tools support XMI as a

model exchange format. For tools such as Rational Rose, the UML to XMI converter
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needs to be installed with the UML tools. For tools such as ArgoUML, the conversion is
done automatically when the model is saved, Then, using PrUDE, a PVS model
representing the formal semantics of the UML model, which serves as a basis for the
formal validation of the UML model can be automatically generated. In principle, the
UML model may need to be augmented by expressing business rules using an assertion
language such as the Object Constraints Language (OCL). Corresponding expressions are
converted in PVS and integrated to the semantic model. The PVS toolkit can then be
invoked in order to check the model and the system properties.

The test component of PrUDE allows the generation of suitable test cases from a valid
UML model. Test cases are derived from various constraints related to the model, such as
pre and post conditions, and invariants. Once the test cases have been generated, PrUDE
also provides a test execution component that can be invoked to execute the test cases for
Java implementations. After testing is completed, a test report can be generated using
PrUDE.

8.2 Main Functionalities of PrUDE

The main functionalities of PrUDE are carried out by four key components namely the
Specifier, Analyzer, Generator and Tester, each of which is briefly reviewed in the
following paragraphs.

Specifier. The Specifier component is mainly used to generate the PVS formal
specification for the UML model and add the complementary definition into the
generated PVS semantics. An XMI file that contains the UML model is first imported
and parsed by the Specifier component. Then, ﬁe PVS semantics are generated
automatically.

Analyzer. The Analyzer component is used to conduct the major verification tasks. It
is also used to edit the PVS semantics file previously generated from the Specifier
component, and if needed, to integrate the system properties into the PVS semantics. The
PVS semantics, including the system properties for the UML model, are now ready for
proof checking. During the verification process, the PVS proof-checking system can be

invoked directly from this component, and will run at the back end either in batch mode
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or interactively. The final verification results can be displayed in the reporting text box of
PrUDE.

Generator. The Generafor component is used for test case generation based on
constraints collected from valid UML specifications. It implements in the current version
two test strategies: the transition test strategy for a UML state diagram, and the relational
test strategy for a UML class diagram. The transition test strategy is used for method
testing at the class level, so it is a unit testing strategy. The relational test strategy focuses
on testing of the relations between classes, and is used thereby for integration testing, The
Generator uses a mix of automation and heuristics to generate test cases. The selection of
test values is eventually contained in the domain matrix.

Tester. The Tester component is used for test case execution of Java implementations,
The Tester uses the Java reflection API to directly access and modify the internal states
of objects without needing accessor and mutator methods (e.g. get and set methods). The

tester also provides support for test execution reporting.

83 Impiementation and Operational Features of
PrUDE

The detailed presentation of all the features of PrUDE is beyond the scope of this thesis.
Implementations related to the transition test strategy, including test case generation and

execution, is described in detail in this section.

8.3.1 The Main Interface of PrUDE

PrUDE has a user-friendly interface as shown in Figure 8.2. At the top of the window are
the menu and tool bar providing various operations such as create, save or exit a project.
The subjacent area of the toplbar is divided into four major sections as displayed. The left
part, used 1o browse the tree structure of a project created by users, includes two sections
named Specification and Program, which are used respectively for specification
verification and program testing. In both cases, users can select a node in a tree and open
a popup menu by right-clicking, and then conduct the corresponding V&V or testing

activities by choosing a submenu in the popup menu. The upper right part consists of four
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tabbed panels, each of which is related to a different component (e.g. tester, specifier).
For example, the Specifier tab is used to edit the generated PVS file, and the Tester tab

can edit the source code of a program under test. The lower right part is a text area used

for displaying the run-time status and the log messages.

. Q" FDs.pr]

Specification
 Program

fﬁ.ng;‘;‘g.r AR e Tz i_ T

ﬁ Program

Project: PDS.prj has been syccessfully created

Figure 8.2 A Snapshot of PrUDE Main Interface

8.3.2 Importing Program Under Testing

To conduct the testing activities, the program under test (PUT) is initially imported into
PrUDE. One of the classes, Testinterface in PrUDE using the Java class loading
mechanism and Java reflection, has been implemented for this purpose. Given the
specified URL for classes and resources (e.g. the directory including the Java source and
class files), all the Java files underlying that URL can be searched and found by
overriding the method findClass of java.lang.ClassLoader. Once a class is located, the
information related to the class such as class name, the names of the methods of the class,

or package name, if applicable, can be easily obtained by using Java reflection. In
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PrUDE, PUT is represented hierarchically in a tree structure as shown in Figure 8.3. For

example, this tree shows that there is a method named getRight in a class named

wvot.test.SecurityProfile.

© & Specification
? = pds
©-[] Statechart
@4 PVS
- Program
& Wit

e T e oy
@ o vvot
D 3 rest
@3] Persan.java
& Person.class
= (] AccessRight Java
g AccessRight.class
¢ =) SecurityProflle Java [rour Specification Flle has existed)
getRight [Four model is: pds
setRight
setPerson
getPerson
#) SecurityProfile.class
=[] DoecProvider.java
DocProvider.class
&) .nautilus-metafile.xml

Figure 8.3 Import Programs Under Test

8.3.3 Test Case Generation

Test cases generation is based on preconditions in the transition test strategy. There. are
two different approaches for test case generation, one for primitive variables and another
for object variables, which have also been implemented in two different software
components; both use heuristics to guide users in the process.

The key difference between the two approaches is how domain analysis is used to
generate test cases. Both approaches start by choosing a method under test corresponding
to a transition in a UML statechart diagram, then, based on the states, guard conditions
and actions involved in the transition, pre and post condition pairs are generated. If there

are only primitive variables involved in the pre and post conditions, the traditional
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domain analysis is applied by identifying the boundaries of the variables. Figures 8.4
shows a domain matrix in PrUDE representing the generated test cases for primitfive
variables. However, in the case where there are object variables involved in the
preconditions, domain analysis cannot be used directly. Instead, the object decision tree
first needs to be constructed. Then the domain analysis for object variables is conducted
by reusing the object instances defined in the decision tree. Figure 8.5 shows a domain
matrix representing test cases generated for object vari-ables in PrUDE. The left part of
the window displays the hierarchy of the tree structure, the lower right part of the window
shows the construction of the corresponding instances in the decision tree, and the upper
right part of the window shows the domain matrix in which some variables are assigned

object values.

1

RN TR WP T AEIRY

Figure 8.4 Domain Matrix for Primitive Variables
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Figure 8.5 Domain Matrix for Object Variables

8.3.4 Test Execution

After test case generation, PrUDE also provides text execution for Java programs. One of
the classes, TestRunjava in PrUDE, has been implemented for this purpose by mainly
using the Java reflection API that can access internal information of an object and invoke
a method of the object directly at run time so that building test drivers or writing test
scripts is unnecessary. Test execution starts by creating a fresh instance of the class
containing the method under test, then the initial values of the state variables are set
based on the test cases. After execution, test results are evaluated based on post

conditions. Figure 8.6 shows the result of a test execution in PTUDE.
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Figure 8.6 Test Results Displayed in PrUDE after Test Case Execution

8.4 Summary

Formal verification and validation may significantly improve software quality during
software development. However, using abstract formal languages and notations to design
software systems is not likely to be widely used in the software industry since most
designers and developers lack background in formal methods. PrUDE provides, in this
context, an automated environment that bridges the gap between formal verification
techniques such as proof-checking and semi-formal verification techniques such as

testing,
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Chapter 9

Example — A Patient Document System (PDS)

In order to illustrate our approach, this chapter describes a case study on a critical system
that provides a secure patient document service. The process of test case generation based
on the state transition strategy is mainly discussed. Test result and coverage analysis are

also presented.

9.1 Functional Requirements

Binkadi Life, an insurance company needs to rapidly create a health care marketplace.
The central and initial component of the marketplace would be a patient document
service (PDS) that provides support for the company’s 1,000,000 care providers, benefit
coordinators and agents. The initial version of the PDS will only maintain secure patient
medical records and make them available to authorized persons worldwide. Subsequent
versions are expected to expand the basic functionality with several new services.

The main function of the PDS system is to provide secure access to patient medical
records worldwide. The system must provide special protection features dealing with
suspicious users and disclosure of unauthorized information. The actors involved in this
system are the patients, patients' relatives and friends, doctors, and site administrators.
The main resources to be secured are the medical records of patients. A patient may
choose a unique family doctor who is automatically granted the right to read and modify

his medical records. Ohly authorized doctors can read or modify a medical record. Every
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doctor is solely responsible for the modifications that he makes to a medical record, and
the system is expected to enforce this responsibility. An authorized doctor is a registered
doctor that a patient has chosen either as his family doctor or as 2 "guest" doctor, e.g. a
specialist, or for travel reasons or unavailability of the family doctor. The patient is the
only person that is allowed to choose his own doctor. A patient may have read access to
his own medical record, but he cannot modify it. He may grant read access to his friends
and family members. The site administrator is the only person who can create, delete,
read and modify a patient record. The system is required to be secure, i.e. it must ensure

that authenticity, integrity, confidentiality, and authorization are always preserved. '

9.2 UML Design Specification

The UML specification consisting of a variety of diagrams describes the PDS system

from different view. We present in the following some of these diagrams.

9.2.1 Class Diagram

The class diagram provided in Figuée 9.1 depicts the structural components of the system
described above. Potential users of the system are represented by the Patient, Doctor,
Administrator, and Friend classes. These classes are subclasses of the Person class that
describes a set of common attributes. The DocProvider class manages the access to and
delivery of medical records, which are described by the MedicalRecord class. The

SecurityProfile of a user is defined as a set of AccessRight associated to the Person class.
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Figure 9.1 Class Diagram of Patient Document Service

9.2.2 State Diagram
The statechart diagram shown in Figure 9.2 describes the dynamic behavior of the

DocProvider class. The system starts in an initial state where security parameters are

initialized. Then, it moves to its basic operating state NormalOperation in which it waits
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for or processes requests from users. When a request is received, the security profile of
the user is checked and the request is either served or rejected. NormalOperation is
defined as a concurrent state where connection requests and other services are dealt with

simultaneously.

/ DocmentServerStat\
[ e

register(p) Init

NormalOperation | [irecoverable]
® Connecting
logout(session)/ / \
clearSession normalOperation
login(uid,pwd) Abno P
[faccept] .
Togin(uid,pwd){acceptl/ [ SecurityViolation ]
createSession -
logout(session)/ [recoverable]

Connected clearSession

— - - | Recovery I
request(req)
request(req)
execute(req) detectViolation()

[rehOK]

\ Servicity

Figure 9.2 State Diagram of the Class DocProvider
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9.2.3 Sequence Diagram

The sequence diagram shown in Figure 9.3 describes a scenario in which a user registers
on a secured patient document server represented by DocProvider, then logs in to
perform specific operations such as create, read, modify, and delete on patient’s medical
records depending on his access level. If the login is successful, a session object carrying
the user data is created and will perform the operations on behalf of the user during the
session. The session object is automatically destroyed after the user logout. That is one of

several scenarios that take place during the system life.

p:Person dp:DocProvider

register()

reg_OK()

login()

/ [NoAccept]login_Nok()

[accept]login_OK()

create()

s:Session

sendRequest()

recvResult()

logout()

X

Figure 9.3 Sequence Diagram of a Login Scenario

9.2.4 Complementary Semantics

Since our goal is to use the UML specification as the basis for our testing activitics, we
need to augment it by improving precision and removing ambiguities. The standard UML
notation provides only a partial specification of the system. The UML specification

produced needs to be extended by providing complementary semantics for the elementary
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features (e.g. state, actions, and conditions) and properties involved using languages such
as OCL or any other mathematical or textual languages. We define in the following the
complementary semantics of the states, guard conditions and actions for the statechart in
Figure 9.2 using OCL. The context of the expressions is the DocProvider class with
which the statechart is associated. For example, predConnected characterizes the state
Connected, and specifies that state Connected is active when DocProvider is in its normal
operation, has just established a connection, and has at least an active user. Preddccept
corresponds to the guard condition accept, and ensures that for a login operation there is a
security profile in the security database that matches the profile of the requesting user.
Predicate predCreateSession corresponds to the outcome of the action createSession,
which can create a new session and update the total number of current sessions in the
context of DocProvider once the request from a user is accepted.

Context DocProvider

Predicates associated to states

predldle(): Boolean

self. mode = true and self.connection = false

predConnected(): Boolean

self.mode = true and self.connection = true and self.users — notEmpty

predWaiting(): Boolean

self.mode = true and self.service = false

predProcessing(): Boolean

self.mode = true and self.service = true and self.sessions — notEmpty

predSecurityViolation(): Boolean

self. mode = false and self.securityStatus = false

predRecovery(): Boolean
self.mode = false and self.securityStatus = true
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Predicates associated to guard conditions
predAccept(sp:SecurityProfile): Boolean _
exists (sp | self.securityDirectory.includes(sp) and
sp.owner.userid=uid and

sp.owner.password = pwd )

Predicates associated to actions
predReqOK (sp:SecurityProfile, ac:AccessRight, req:Request): Boolean
exists ((sp, 1, req) | self.securityDirectory.includes(sp) and
sp.owner=req.source and .
sp.right.includes( ac) and
ac=req.action)
predCreateSession(): Boolean

+

exists (self.sessions—size = self.sessions—size + 1)

9.3 The Process of Test Case Generation for PDS

Due to space limitations, we present in the sequel only results related to one test strategy,

namely the transition test strategy.

9.3.1 Test Case Generation

The complete Java program for PDS is provided in Appendix B. At the implementation
level, test cases are collected and generated based on the constraints and invariants
involved in the UML and OCL specifications. In this thesis, we present in the sequel an
example of test case generation involved in object ‘domain analysis for method Jogin() of
the class DocProvider (see Figure 9.2) based on the transition test strategy. There are 2
transitions involving method login(): a transition that originates from state Idle and

atrives in state Connected, and a self transition that loops in state Idle. Based on the
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predicates associated with the elements of each transition, we identify the two pre-post
condition pairs associated to method login() as follows:
DocProvider::login(uid:string, pwd:string):true
prel: predidle( ) and predAccept( )
postl: predConnected( ) and predCreateSession( )

DocProvider::login(uid:string, pwd:string):false
pre2: predldle( ) and not predAccept( )
post2: predidle()

Due to the object variables involved in the pre and post condition pairs, the object
domain analysis technique is used for test case generation. Having replaced the predicates
involved with their respective referenced expressions based on the rules mentioned
previously, we obtain the following expressions:

¥ dp: DocProvider, 3 sp € dp.securityDirectory, owner: Person
prel = (dp.mode == true A dp.connection == false ) A
~(dp.sp.owner.userid = uid A dp.sp.owner.password = pwd)
postl= (dp.mode = = true A dp.connection = = true) A

(dp.sessions.size()’ = dp.sessions.size()+1)

. ¥V dp: DocProvider, 3 sp € dp.securityDirectory, owner: Person
pre2 = (dp.mode = =true A dp.connection == false ) A
(dp.sp.owner.userid = uid A dp.sp.owner.password = pwd)

post2= (dp.mode = = true A dp.connection = = false)

where dp.securityDirectory is a set of SecurityProfiles and dp.owner is a Person object.
After that, we need to break the preconditions into DNF expressions, but, in this case, the
preconditions are already in normal formal.

Test cases can be defined by analyzing the domain of the object variables involved.
The instances of these objects are first built based on the object decision tree, and then,

our extended domain matrix technique is used to identify and organize the test cases.
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Table 9.1 from (a) to (d) shows the construction of the instances for objects Person,
AccessRight, SecurityProfile and DocProvider, respectively. Table 9.2 shows the
generated test cases for the pre-post condition pair 1 of the method /ogin, and Table 9.3
shows the generated test cases for the pre-post condition pair 2 of the method /login. We
obtain in total eight potential test cases for both pre-post condition pairs. But only three
of the eight test cases, which make the postcondition true (indicated by a “TRUE” in the
Expect Results row), correspond to effective test cases. The remaining potential test cases

falsify the preconditions, so we can’t conclude anything after executing them.,

Table 9.1(a) Instances For Class Person

Instance Variable
No.| ObjectVar. | name | userid | password | address ssn__|age
1 pi Alex | alex camry 40 Bay St. | 1234567 | 20
2 p2 Alex alex camry 40 Bay St. | 1234567 | 20
3 p3 Alex | alex camry 40 Bay St. | 1234567 | 20
4 p4 Alex alex camry 40 Bay St. | 1234567 | 20
5 p5 Alex | alex camry 40 Bay St. | 1234567 | 20

Table 9.1 (b) Instances For Class AccessRight
Instance Variable

No.|Object Var.| read |modify|create| delete | addFriend| addDoctor
act TRUE|FALSE(FALSE[FALSE| TRUE TRUE
ac2 _ [TRUE|FALSE|FALSE|[FALSE| TRUE TRUE
ac3 TRUE|FALSE|FALSE|FALSE| TRUE TRUE
ac4 |TRUE|FALSE[FALSE|FALSE| TRUE TRUE
ach TRUEIFALSE| TRUE |FALSE| TRUE TRUE

o | | N =

Table 9.1 {c) Instances For Class SecurityProfile

Instance Variable

No. Object Var. owner right
1 sp p1 aci
2 sp2 p2 ac2
3 sp3 p3 ac3
4 sp4 pd acd
5 spdS p5 ach
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Table 9.1 (d) Instances For Class DocProvider

Instance Variable
No.| Object Var. | mode | connection | service |securityStatus| securityDirectory
1 dp1 TRUE| FALSE False False sp1
2 dp2 TRUE FALSE False False sp2
3 dp3 TRUE| FALSE False False sp3
4 dp4 TRUE FALSE False False sp4
5 dps TRUE FALSE False False sp5
Table 9.1 Construction of the Instances for Object Variables
Domain Matrix For method login() in Class DocProvider
{for pre/post pair 1)
Boundary Test Case
Instance
Var. condition type 1 2 3 4
dp.mode==trued&
dp.cannection==false& &
dp.sp.p.usarid=uid &% on d p1
dp.sp.p.password=pwd off dp2 dp3 dp 4
dp  [typical in
on
off
uid  [typical in alex alex smith smith
on
off
pwd |typical in camry honda camry honda
Expected Results TRUE | FALSE | FALSE | FALSE

Table 9.2 Test Cases for the Pre and Post Condition Pair 1 of Method Login
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Domain Matrix For method login() in Class DocProvider
(for pre/post pair 2)

Boundary Test Case
Instance
Var. condition type 1 2 3 4
dp.mede==true&&
dp.connection==false&& on dp3 dp4
dp.sp.p.useridl=uld off dp1 dp2
dp typical in
on
off
uid  |typical in alex alex smith smith
on
off
pwd typical in camry honda camry honda
Expected Resuits FALSE | FALSE | TRUE TRUE

Table 9.3 Test Cases for the Pre and Post Condition Pair 2 of Method Login

9.3.2 Test Case Execution

Test execution starts at the class level by testing the individual methods involved in the

101

class. Individual methods are tested by creating an instance of the class and setting the

test values (i.e. an initial state) using the reflection APL. After calling the method on the

modified instance, we get the new state of the object still using the reflection API, and

then finally evaluate the post conditions. The general approach to do so consists of

writing test drivers or scripts. However, in our approach as mentioned earlier, the Java

reflection mechanism is applied to directly modify and access object internal states. Also,

this has been implemented in the PrUDE toolkit for executing a Java program

automatically. Figure 9.4 depicts the results generated for the execution of the test cases
shown in Table 9.2 for method login.
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Figure 9.4 Test Execution Using the PrUDE Toolkit

9.4 Test Results and Analysis

To evaluate the effectiveness of the transition test strategy, an empirical study has been
undertaken to demonstrate the feasibility of the three state-based test coverage criteria
defined previously. The goal is to show that these coverage criteria are effectively used,
and help us achieve good code execution coverage and completeness of test case
generation.

The implementation of PDS used herein is a moderate size program with
approximately eight hundred lines of Java code including ten classes and fifty-nine
methods. Twenty faults are created manually, each of which may be inserted into a
separate version of the program. Most of these faults are functional errors that are
inconsistent with specifications, and they are well distributed in the different methods

corresponding to the transitions defined in the state diagram. The measurement for the
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test cases generated focus mainly on two aspects: the ability to detect faults and the code
execution coverage.

The first measurement applies to an individual method. The method Jlogin of class
DocProvider is selected for the evaluation. Six test cases are generated for the pre-post
condition coverage criterion and the DNF coverage criterion. As a result, two faults in the
method login are detected, and the six test cases cover all the code within the method

login, Table 9.4 shows the result of detected errors and coverage for the method login.

Class vvot.test.DocProvider
Method login
Number of Errors Detected 2
Total Errors 2
Number of Lines of Code Executed ' 28
Total Lines of Code 28
Code Execution Coverage 100%

Table 9.4 Error Detection Result and Code Execution

Coverage for Method Login

The other measurement is for the methods of a class. In this case, the class
DocProvider is chosen as an example. There are thirty-four test cases that are generated
for the transition coverage criterion. By executing all thirty-four test cases, sixteen
functional faults are detected, and four faults are not revealed. The percentage of the
detected faults and code execution coverage for the class DocProvider are shown in
Figure 9.5. The correlation between the overall code execution coverage and the number

of test cases generated for the class DocProvider is also shown in Figure 9.6.
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Figure 9.5 Error Detection Result and Code Execution

Coverage for Class DocProvider

Figure 9.6 Test Case Quantity Report for Class DocProvider

Through ﬁetailed analysis of the faults, we learmned that the four undetected faults are
all naturally occurring faults made in the mutator or accessor methods, which could never

been found by using this test methodology. The reason is that mutator or accessor
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methods are usually not defined in a statechart diagram. However, complementary test
cases for testing these methods are easily developed based on white-box techniques, i.e.
code. For example, test data development for a mutator method that actually change one
of the object’s states into another state could still use the transition strategy, but the main
difference is that the definition of state predicates will be code-based, rather than
specification-based. Most mutator and accessor methods (e.g. set or get methods) are also
not covered by executing our test cases in that the Java reflection mechanism is used to
set and access the values of state variables in the object. This seems not to have
significant effect on detecting the functional errors inserted although code execution
coverage is decreased. In addition, the test case quantity report shown in Figure 9.6
presents a good snapshot of the fact that the total test cases generated are enough to

achieve the general goal of code coverage.

9.5 Summary

This case study shows that the transition test strategy is particularly useful to deal with
most functional faults in object-oriented programs. Meanwhile, the coverage criteria
defined works well with the transition test. The case study demonstrates that the
transition test strategy and the coverage criteria defined are effective in finding functional

faults, which is just the focus of this research.
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Chapter 10

Related Work

We review briefly, in this section, some of the work related to the research presented in
this thesis.

10.1 Testing Based on Formal Specifications

A lot of research has been done using specifications for testing of object-oriented
programs. Most approaches suggested are based on formal notations, such as Object-Z
(an extension of Z), Algebraic Specification, and Contract Specification [38, 39, 40].
Chang and colleagues suggest in [38] that test data can be generated from formal
specifications expressed in Object-Z [37]. They model the dynamic behaviour of a
system by constructing so-called enhanced state tramsition diagrams (ESTDs). An
enhanced state transition diagram includes information about inputs and outputs,
parameters, functions and pre-post conditions. A probability associated with each
transition is provided to indicate its usage frequency. The pre- and post conditions are
obtained from an Object-Z specification, and can be interpreted by testers. Test cases can
be eventually generated based on the information provided. The strength of their
framework is the testing of more probable and important scenarios (e.g. a sequence of
transitions) in a system determined using the probability weight. Unfortunately, their

approach is currently program dependent and only targeted at testing programs written in
CH++.
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Doong and Frankl propose the ASTOOT approach [39] to test object-oriented
programs by using algebraic specifications. They recommend heuristic guidelines on the
use of equivalent ground terms as class level test cases. However, relatively little work
has been conducted for integration testing. Chen improves the ASTOOT approach of
Doong and Frankl, and presents a unified methodology called TACCLE for object-
oriented software testing at the class and cluster levels [40]. Although algebraic
specifications for classes were still used in TACCLE, nonequivalent ground terms have
been used to generate test cases at class levels using state-transition diagrams that
troubled Doong and Frankl in using ASTOOT. Chen also introduces Contract
specifications [41] used for integration testing at the level of a cluster of classes. Two
automatic tools, GCS and ESI, have recently been developed to support cluster-level
testing, -

In short, formal specifications can be used to support a comprehensive testing of
object-oriented programs. The common advantage is that test data is gencrated based on
precise specifications. Thus, inconsistency between implementations and requirements is
reduced. However, the complexity of the models along with strong mathematical

demands on testers may present a serious barrier for wide scale adoption.

10.2 State-Based Testing

State-based testing techniques rely on the construction of a finite-state machine (FSM) or
state-transition diagram that represents the change of states of the program under test.
Object-oriented state testing is an important aspect of object-oriented testing, and is
widely used for testing object-oriented programs.

Kung [42] presents an approach in which state machines are constructed from source
code by combining reverse engineering and symbolic execution methods. The reverse
engineering method depends on symbolic execution to retrieve the information of states
for data members and the effects of the member functions against the states of the data
members. A transition can then be constructed between the states of a data member based
on the information acquired. Eventually, the transitions are used to construct the test
model, which consists of a state-transition diagram called object state diagram (OSD)
that represents state dependent behaviours of objects. The strength of the approach is that
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the test model is a hierarchical state machine that resembles the concepts of aggregation
and inheritance in object-oriented development. Hence, test cases can be generated for
the state behaviour of a class and interclass interaction. However, the difficulty and costs
of the approach may be much higher than those of exploring such errors at unit level
testing.

Both Marlon and Jean’s approaches to specification-based testing use UML statechart
diagrams as the underlying specification [43, 44], similar to our approach. In Marlon’s
approach for testing Java programs, transitions, states and specific state of the object in a
statechart are directly mapped to Java class operations, Java class attributes and range of
attribute values, respectively in programs, which can be regarded as test-ready
information. Then, test drivers and test scripts incorporating test cases and test oracles are
constructed based on the information. This approach has also been implemented in a
prototype tool called DAS-BOOT (Design And Specification Based Object-Oriented
Testing). Jean showed in their approach that several user-defined UML statecharts from a
commercial tool, such as Rational Rose, could be used to construct a global behaviour
model. In this global model, the significant properties, i.e. the behaviours of individual
state machines are preserved. Test cases are then generated based on the finite global
state machine using the Category-Partition Method. A UML specification is a
semiformal specification that is popular in modeling object-oriented systems. UML
statecharts are state transition diagrams that can be used to directly generate test cases.
Hence, the approaches based on UML statecharts greatly reduce the cost to construct a
finite state machine. However, both approaches indicated herein are used for integration
testing of component interactions; the construction of a global state machine may be
subject to the state explosion problem and become unmanageable. Whether or not the
dynamic behaviour of individual classes in a software component is correct cannot be

guaranteed either.

10.3 Class-Based Testing

One of the most important problems that arises when testing classes is the complex

dependencies that may exist between the classes due to inheritance, association and
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aggregation relationships. Hence, a number of papers have provided strategies and
algorithms to derive test orders from dependencies [45] [46] [47] [48] [49].

Tai and Daniels propose a strategy that focuses mainly on the problem of cycle
breaking [45]. In their approach, every class in a class model called an Object Relation
Diagram (ORD) [48, 49] that is produced from code by means of reverse engineering is
assigned a level number consisting of a major level number and a minor level number. A
major level number is based on inheritance and aggregation relations only. For classes
with the same major level number, each class is assigned a minor level number according
to associations between these classes. For example, a class is said to have level numbered
i-j, if its major number and minor level number are i and j, respectively. If there are no
cycles in ORD, the test order can be obtained from ORD by a topological sort', If there
are cycles in the ORD, their algorithm suggests the deletion of more edges to break
cycles. However, the computation of major level numbers does not take into account all
association relationships. Thus, where the cycles are taking place is not considered. Also,
their approach relies on the assumption that a stub developed for one class can be reused
in any association relationship involving that class. This assumption is debatable.

Labiche and colleagues present a very different strategy to deal with dependencies by
exploiting a class model produced during design phases, for example, using class
diagrams in UML [46]. In their approach, two sets of classes and a boolean function are
associated with each class x. The set of classes on which this class depends statically is
denoted D1. D2 denotes the set of classes on which this class depends either statically or
dynamically or both. The boolean function indicates whether or not this class may be
dynamically dependent on at least one class of D2 due to polymorphism. 'Then, the test
levels can be deduced from these two sets and the boolean functions. The whole approach
is implemented in a prototype tool called TOONS (Testing level generator for Object-
OrieNted Software), which can automatically perform dependency analysis, define test
levels and order them. Their approach considers not only dynamic dependency
(polymorphism), but also abstract classes that cannot be instantiated. The final result of

the test order is represented by a test order graph for visualization. However, their

! A topological sort is an ordering of a directed graph in which all predecessors of every node are listed
before the node itself,
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approach does not take into account cycles, and assumes that cycles in class diagrams

have already been broken.

10.4 Domain Testing

White and Cohen first proposed the domain testing technique [07], which has been
modified by Clarke, Hassell and Richardson [35]. This technique can be mainly used to
catch path selection errors or missing path errors in a program [36]. White and Cohen
have shown their strategy to be effective for detecting domain errors and straightforward
for selecting test data. However, their approach is limited to programs containing only
linear predicate expressions and programs with variables defined over continuous
domains. In addition, complexity and costs are very high requiring a relatively large
number of test cases. For example, consider a program containing 10 variables. The
White and Cohen’s N x N strategy requires 10 On points, plus one Off point for each
inequality predicate, and 10 On points, plus two or three OFF points for each equality
predicate. If there are 10 decision statements in a path, their strategy requires between
110 to 130 test cases in order to test that path.

Jeng and Weyuker improved the White and Cohen strategy by exploring each of the
limitations mentioned above and proposing a new strategy called the Simplified Domain-
Testing Strategy [13]. They introduced a new approach to detecting domain errors
indirectly by using a border shift, which was equivalent to directly detecting domain
errors. By sampling a potential displaced area that is the expression of a pair of On-Off
points, domain errors can frequently be detected. In their approach, it doesn’t matter
whether or not borders are linear. Therefore, the restrictions on programs containing only
linear predicates and variables defined over continuous domains are removed. Another
strength of their approach is that they define only two points, one On and one Off point,
for each inequality border to expose a border shift. The On point can be located anywhere
on the given border. For an equality border, the approach requires one On point and two
Off points to assure that the correct border is not an inequality border. Hence, the number

of test cases selected is significantly reduced.
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The domain testing strategies mentioned above are particularly useful for test case
selection. However, they are only applicable for variables of primitive types in programs,

and do not take into account complex variables (e.g. classes).

10.5 Summary

There is a lot of research on testing of object-oriented programs. Since object-oriented
programs involve many unique features that do not appear in traditional programs such as
encapsulation, object instantiation, inheritance, polymorphism and overridden methods, a
variety of test techniques to respond to these unique features have been. developed.
Examples of these methodologies are specification-based testing, code-based testing,
formal or semiformal techniques, state-based and class-based testing. Each approach
addresses specific issues, and therefore reveals specific kind of faults. However, no single

model is able to cover all kinds of errors in object-oriented programs.
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Chapter 11

. Conclusion

Software testing is widely used as a means for engineers to develop high quality systems.
A variety of test strategies and models for the testing of object-oriented programs has
been developed due to the popularity of object-oriented technology in recent years. Some
are specification-based, and others are code-based; both have advantages and
disadvantages. The main goal of our research was to investigate how efficient test
strategics for object-oriented systems can be defined by using UML specifications.

This thesis proposes transition and relational test strategies covering different test
levels, which deal with problems introduced by new features of object-oriented languages
such as encapsulation, inheritance, and polymorphism. The transition test strategy is
defined based on a statechart diagram of a class, and is mainly used to test methods of a
class at the unit level. Inputs and outputs in this approach are not independently treated as
traditional unit testir.lg, and they must be associated with states of classes. The relational
test strategies based on class diagrams focus mainly on testing relationships between
classes. They are mostly used for integration testing of a cluster of classes. More
specifically, the properties of each association in a class diagram, such as multiplicity and
referential integrity are tested. Strategies for testing class inheritance investigate mainly
subtype substitution rules and data flow anomalies between a super and a sub class due to
the use of polymorphism and overridden methods.

Domain testing in combination with other test strategies for test case selection is

optimized and extended. Domain testing now can be used for object variables in object-
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oriented programs. In addition, adequate criteria are defined for test coverage based on
specification or requirements. These adequate criteria can be used to measure the
effectiveness of the test strategies and the thoroughness of code execution.
| The PrUDE tool suite that supports the platform is designed in order to allow the
integration of new test strategies. The tool provides heuristics to users, and automates test
case generation and execution.

In short, the main contributions from this thesis can be summarized as follows:;

* transition test strategy for testing errors of operational behavior in classes

relational testing strategy for testing errors of class association

e strategies to test class inheritance for testing mainly errors of conformance rules
and data flow anomalies brought by the use of overridden methods between super
and sub classes

¢ adequate criteria for test coverage analysis which can help to increase confidence

that code is executed

» implementation of the transition test strategy

In this thesis, the test strategies for test case generation are mainly presented based on
two sub-models of UML, ie. state and class diagrams. In future work, we plan to
investigate other UML diagrams as well, Firstly, two other diagrams are worthy of note:
use case diagrams identify the functionality provided by the system (use cases), and
describe behavior of the system. Use case diagrams may be helpful for detecting test
scenarios at the system testing level. Sequence diagrams describe interactions between
different objects. Hence, a trace-based testing strategy may be adequate for inteération
testing. Secondly, component and deployment diagrams provide information about the
overall structure of the system and the interconnections among modules. They may be

used to investigate possible test case generation for distributed testing,
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Appendix A

The Java Program for the Banking Application

Account.java
package bank;

import java.lang.*;
import java.util. *;

public class Account
{
private int accNo;
private double balance;
private double creditLine;
private int id;
private Vector owners = new Vector( );//list of account holders (customers)

public Account(int accNo, double balance, Customer c)

{
this.accNo = accNo;
this.balance = balance;
creditLine=getAverageIncome();
if(c '=mull)
{
owners.add(c);
}
else
{
/freturn message
System.out.println( “A valid customer is needed here”);
}
}
public void deposit(double amount)
{
if(balance>=0)
{
balance += amount;
}

else
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}

{
/fcalculate fees
double fees = (double)balance*0.01;
/fupdate fees
balance = balance + amount — fees;
}
}
public void withdraw(double amount)
{
if(balance>=0)
{
balance -= amount;
}
elese
{
/fcalculate fees
double fees= (double)balance*0.01;
/hapdate fees
. balance = balance - amount — fees;
}
i
public void transfer(double amount, Account dest)
{
if(0 <= balance — amount + creditLine)
withdraw(amount);
dest.deposit(amount);
t
elese
{
System.out.printin(*“Transfer Denied: insufficient fund™);
}
public int getAccNo( )
{
return accNo;
}

public void setAccNo(int i)
{
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accNo=i;
}
public int getBalance( )
{ .
return balance;
¥
public void setBalance(double d )
{
balance=d;
t
public double getCreditLine( )
{
return creditLine;
}
public void setCreditLine(double d )
{
creditLine=d;
}

/fattribute averagelncome is not represented directly in the program, so the
// programmer needs to provide a method that allows its retrieval
public double getAveragelncome()

{
Enumeration enum = owners.elements();
int size = owners.size();
double average =0 ;
while{enum.hasMoreElements())
{
average=average+((Customer)enum.nextElement()).income/size;
}
return average;
}

}fend of class Account



Customer.java
package bank;

import java.lang.*;
import java.util.*;

public class Customer
{
private String name;
private int ssn;
private String address;
private Vector accounts = new Vector( );//list of opened accounts

public Customer{String name, int ssn, String address)

{
this.name=name;
this.ssn=ssn;
this.address=address;
}
public String getName( )
{
return name;
}
public void setName(String s )
{
name = s;
}
public int getSsn( )
{
return ssn;
}
public void setSsn(int i )
{
ssn = i;
}
public String getAddress()
{
return address;

}
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public void setAddress(String s )
{

}

}/fend of class Customer

address = s;
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Appendix B

The Java Program for Patient Document Service

DocProvider.java
package vvot.test;

import java.util.*;

import java.lang.*;
import java.lang.Class;
import java.io.*;

import java.lang.reflect.*;

public class DocProvider
{
private boolean mode;
private boolean connection;
private boolean service;
private boolean securityStatus;
private Hashtable vprofile = new Hashtable();
private Hashtable vsession = new Hashtable();
private-Hashtable vinedrecord = new Hashtable();

/**initialize the security parameters*/
public DocProvider(boolean b1,boolean b2, boolean b3, boolean b4)

{
mode=bl;
connection=b2;
service=b3;
securityStatus=b4;
}
public void setMode(boolean b)
{
mode=b;
}
public boolean getMode()
{
return mode;

}



public void setConnection(boolean b)

{
}

connection=b;

public boolean getConnection()

{
}

public void setService(boolean b)

{

return connection;

service=b;
}
public boolean getService()
{
return service;
}

public void setSecuirtyStatus(boolean b)
{

}

public boolean getSecurityStatus()
{

}

public Hashtable getVprofile()
{

}

securityStatus=b;

return securityStatus;

return vprofile;
public Hashtable getVsession()
{

}

public Hashtable getMedRecord()
{

}

return vsession;

return vimedrecord;
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/**create the profile in SecurityProfile for a new registered person */
public void register(Person user) throws java.lang.ClassNotFoundException
{

Class cpatient = Class.forName('"Patient");

Class cfriend = Class.forName("Friend");

Class cdoctor = Class.forName("Doctor");

Class cadmin = Class.forName("Administrator");

if(cpatient.isInstance(user))

{
String tmpuid=user.getUserid();
if(1vprofile.containsKey(tmpuid))
{
AccessRight ar = new AccessRight
(true,false, false,false,true,true,true, true);
SecurityProfile sp = new SecurityProfile(user,ar);
vprofile.put(tmpuid,sp);
//the action of a successful registration
mode=true;
3
}
if(cfriend.isInstance(user))
{
String tmpuid=user.getUserid();
if{!vprofile.containsKey(tmpuid))
{
AccessRight ar = new AccessRight
(true,false,false,false, false, false,false, false);
SecurityProfile sp = new SecurityProfile(user,ar);
vprofile.put(tmpuid,sp);
//the action of a successful registration
mode=true;
}
b
if(cdoctor.isInstance(user))
{

String tmpuid=user.getUserid();
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if(!vprofile.containsKey(tmpuid))

{
AccessRight ar = new AccessRight
(true,true,false,false,false, false, false, false);
SecurityProfile sp = new SecurityProfile(user,ar);
vprofile.put(tmpuid,sp);
//the action of a successful registration
mode=true;
}
¥
if(cadmin.isInstance(user))
{
String tmpuid=user.getUserid();
if{lvprofile.containsKey(tmpuid))
{
AccessRight ar = new AccessRight
(true,true,true,true,true, true, true, true);
SecurityProfile sp = new SecurityProfile(user,ar);
vprofile.put(tmpuid,sp);
//the action of a successful registration
mode=true;
}
}

}

/**check the username and password of the user*/
public void login(String uid,String pwd)

{
if(mode==true&&connection—==false)
{
String tempuid=
(((SecurityProfile)vprofile.get(uid)).getPerson()).getUserid();
String temppwd=

(((SecurityProfile)vprofile.get(uid)).getPerson()).getPassword();
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if(uid.equals(tempuid)&&pwd.equals(temppwd))

//the action of the successful login
connection=true;

Person tp = ((SecurityProfile)vprofile.get(uid)).getPerson();

Session s = new Session(tp);

vsession.put(uid,s);
}
else
{
/Hthe action of the unsuccessful login
connection=false;
}
}
}
public void detectViolation()
{
if(securityStatus==false)
{
if{(connection==true)
{
mode=false;
connection=false;
}
if{service==true)
{
mode=false;
service=false;
¥
if(connection=—=true& &service==true)
{
mode=false;
connection=false;
service=false;
}



}

public void backToNormal()

if(mode==false)

{
mode=true;
connection=false;
service=false;
}
else
{
new DocProvider(false,false, false,true);
}
}
public void sendRequest(Request req)
{
if(mode==true& &service==false)
{
String tmpuid =((Request)req.getOwner()).getUserid();
if{vsession.containsKey({tmpuid)
{
service = true;
1
}
}
public void recvResult()
{
}
public void close()
{
}

public void abNormalClose()
{
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}//end of class DocProvider

SecurityProfile.java

package vvot.test;

import java.util.*;
import java.lang.*;
import java.io.*;

public class SecurityProfile

{

private Person owner;
private AccessRight right;

public SecurityProfile(Person p, AccessRight ar)
{

OWner=p;
right=ar;

}

/**set the value of attribute owner*/
public void setPerson{Person p)

{
owner=p;
}
public Person getPerson()
{
return owner,
}

/**set the value of attribute right*/
public void setRight(AccessRight ac)
{

right=ac;
}
public AccessRight getRight()
{

return right;

}
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}/end of class SecurityProfile

AccessRight.java
package vvot.test;

import java.util.*;
import java.lang.*;
import java.io.*;

public class AccessRight

{
private boolean read;
private boolean write;
private boolean create;
private boolean delete;

private boolean addDoctor;
private boolean removeDoctor;
private boolean addFriend;
private boolean removeFriend;

public AccessRight(boolean r,boolean w,boolean ¢,boolean d,
boolean ad,boolean rd,boolean af,boolean rf)

{
read=r;
write = w;
create = c;
delete = d;
addDoctor = ad;
removeDoctor=rd;
addFriend = af}
removeFriend = rf;
}

/**set the value of attribute read*/
public void setRead(boolean b)

{
}

public boolean getRead()

réad=b;



{
}

/**get the value of attribute write*/
public void setWrite(boolean b)

{ :

return read;

write=b;
}
public boolean getWrite()
{
return write;
}

public void setCreate(boolean b)

{

create=b;
}
public boolean getCreate()
{

return create;

}

public void setDelete(boolean b)
{

delete=b;
b
public boolean getDelete()
{
return delete;
h

public void setAdd]joctor(boolean b)
{

}

public boolean getAddDoctor()
{

}

public void setRemoveDoctor(boolean b)

addDoctor=b;

return addDoctor;
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{
}

public boolean getRemoveDoctor()

{
}

public void setAddFriend(boolean b)
{

}
public boolean getAddFriend()

{ .
return addFriend;
}

public void setRemoveFriend(boolean b)

{
}

bublic boolean getRemoveFriend()

{
}

removeDoctor=b;

return removeDoctor;

addFriend=b;

removeFriend=b;

return removeFriend;

}//end of this class AccessRight

Person.java
package vvot.test;
import java.util.*;
import java.lang.*;

import java.io.*;

public class Person

protected String name;
protected String userid,;
protected String password;
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protected String address;
protected int ssn;

public Person(String u,String p, int s)

{
name=null;
userid=u;
password=p;
address=null;
SSN=s;
}
Person()
{
}
public void setName(String s)
{
name=s;
}
public String getName()
{
return name;
}
public void setUserid(String s)
{
userid=s;
}
public String getUserid()
{
return userid;
}

/**get the value of attribute pwd*/
public void setPassword(String s)

{
}

public String getPassword()

password=s;



{
}

public void setAddress(String s)
{

return password;

address=s;
}
public String getAddress()
{
return address;
}

public void setSSN(int i)
{

}

public int getSSN()
{

}

ssn=i;

return ssn;

}#/end of class Person

Session.java

package vvot.test;

import java.util.*;
import java.lang.*;
import java.io.*;

public class Session

{

Person owner;

public Session(Person p)

{
}

public void sendRequest()
{

owner=p;
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}

public void logout()
{

}

}/end of class Session

Patient.java

package vvot.test;

import java.util.*;
import java.lang.*;
import java.io.*;

public class Patient extends Person

{

private Hashtable vlist = new Hashtable();

Patient(String u,String p, int 5)

{
name=null;
userid=u;
password=p;
address=null;
SSn=s;

¥

public void addDoctor(Doctor d)

{
vlist.put(d.getUserid(),d);

}

public void remDoctor(Doctor d)
{

vlist.remove(d.getUserid());
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public void addFriend(Friend f)

{
vlist.put(f.getUserid(),f);

}

public void remFriend(Friend f)
{

vlist.remove(f.getUserid());

}

}//end of class Patient

Friend.java

package vvot.test;

import java.util.¥;

import java.lang.*;

import java.io.¥;

public class Friend extends Person

{
private String unid;
Friend(String u,String p, int 8)
{

name=null;
userid=u;
password=p;
address=null;
SSn=s;

b
V/end of class Friend

Doctor.java
package vvot.test;

import java.util, *;
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import java.lang.*;
import java.io.*;

public class Doctor extends Person

{
Doctor(String u,String p, int s)

{
name=null;
userid=u;
password=p;
address=null;
ssn=s;

}

}/fend of class Doctor

Administrator.java
package vvot.test;
import java.util.*;
import java.lang.*;

import java.io.*;

public class Administrator extends Person

{

private String uid;
Administrator(String u,String p, int s)
{

name=null;

userid=u;

password=p;

address=null;

8SN=s;
}

t//end of class Administrator
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MedicalRecord.java
package vvot.test;

import java.util.*;
import java.lang.*;
import java.io.*;

public class MedicalRecord
{

private Person owner;
private String medicalinfomation;

public MedicalRecord(Person p,String info)
{

OWner=p;
medicalinfomation=info;

}

/**get the value of attribute owner*/
public void setPerson(Person p)

{
owner=p,
}
public Person getPerson()
{
return owner;
}

/**set the value of attribute owner®/
public void setMedicallnfomation(String str)

{
medicalinfomation=str;
}
public String getMedicallnfomation()
{
return medicalinfomation;
}

}//end of class MedicalRecord



Request.java
package vvot.test;
import java.util.*;
import java.lang.*;

import java.io.*;

public class Request

{

private Person owner;

public MedicalRecord(Person p)
{

}

/**set the value of attribute owner*/
public void setOwner(Person p)

owrner=p;

{
owner=p;
}
public Person getOwner()
{
’ return owner;,
}

}//end of class Request
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