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ABSTRACT

Network connectivity is a fundamental property affecting network performance.

Given the reliability of each link, network connectivity determines the probability
that a message can be delivered from the source to the destination. In this thesis,
we study the directed network connectivity where the message will be forwarded
toward the destination hop by hop, so long as the neighbor(s) is (are) closer to the
destination. Directed connectivity, closely related to directed percolation, is very
complicated to calculate. The existing state-of-the-art can only calculate directed
connectivity for a lattice network up-to-the size of 10 x 10. In this thesis, we devise
a new approach that is simpler and more scalable and can handle general network
topology and heterogeneous links. The proposed approach uses an unambiguous
hop count to divide the networks into hops and gives two steps of pre-process to
transform hop-count ambiguous networks into unambiguous ones, and derive the end-
to-end connectivity. Then, using the Markov property to obtain the state transition
probability hop by hop.

Second, with tens of thousands of Low Earth Orbit (LEO) satellites covering the
Earth, LEO satellite networks can provide coverage and services that are otherwise
not possible using terrestrial communication systems. The regular and dense LEO
satellite constellation also provides new opportunities and challenges for network pro-
tocol design. In this thesis, we apply the directed connectivity analytical model on
LEO satellite backbone networks to ensure ultra-reliable and low-latency (URLL)
services using LEO networks, and propose a directed percolation routing (DPR) al-

gorithm to lower the cost of transmission without sacrificing speed. Using Starlink



v

constellation (with 1,584 satellites) as an example, the proposed DPR can achieve a
few to tens of milliseconds latency reduction for inter-continental transmissions com-
pared to the Internet backbone, while maintaining high reliability without link-layer
retransmissions.

Finally, considering the link redundancy overhead and delay /reliability tradeoft,
DPR can control the size of percolation. In other words, we can choose a part of links

to be active links considering the reliability and cost tradeoff.
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Chapter 1
Introduction

Many emerging applications require Ultra-Reliable and Low-Latency (URLL) ser-
vices, and they will be a driving force for the future growth of communication net-
works. First, for many Internet-of-Things applications, real-time sensing and control
information needs to be exchanged among machines or algorithms which are less intel-
ligent and not error-resilient, demanding high-reliability and in-time/on-time services.
Here are the delay requirements for such real-time control applications: industry 4.0 (a
few ns to a few ms); in cellular systems, Common Public Radio Interface (< 100 us),
and inter-site coordinated multipoint (Co-MP) (< 250 ps); smart grid (< 5 ms); ve-
hicular communications for autonomous driving (a few ms). Second, applications such
as high-frequency trading need to compete with each other at the ms level to profit
from the high correlation of financial data distributed globally. For these applications,
reducing a milli-second in delay can lead to million-dollar profits.

Compared to the previous delay-sensitive multimedia applications such as voice/video
over IP, the above applications not only have a more stringent delay requirement but
also cannot tolerate packet loss. The combination of high reliability and low latency
brings tremendous challenges to packet-switching communication networks. It also
attracts extensive research and standardization activities, covering both the back-
bone, access networks, and specialized/dedicated network systems. For the Internet
community, IETF Deterministic Networking (DetNet) and IEEE 802.1 Time-Sensitive
Networking (TSN) working groups closely cooperate with each other, aiming to sup-
port end-to-end service guarantee [15, 3]. In cellular systems, the 3GPP standard
organization investigates how to provide URLL services with the 5G New Radio
(NR) radio access networks, 5G core networks, and 5G fronthaul/backhaul [1]. For

data center networks, how to apply priority flow control to ensure URLL services has
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Figure 1.1: Tree vs. mesh networks.

also been heavily investigated.

Given the traffic statistics and communication link properties, how to reserve/allocate
resources in a single link to ensure latency /reliability has been extensively investi-
gated. In a tree-topology network shown in Fig. 1.1(a), there is a single path for each
flow, so we can ensure the URLL services of each link along the path to ensure the
end-to-end performance. However, this approach is ineffective for mesh networks. In
a 2 x 2 mesh network shown in Fig. 1.1(b), there are 6 “shortest” paths (in terms
of hop count) between the source and destination pair. In a 4 x 4 and 9 X 9 one,
the number of “shortest” paths is 70 (eight choose four) and 48,620 (eighteen choose
nine), respectively. Given the many possible paths, a key issue not fully explored yet
is to deliver the message over multiple paths to ensure low latency and high reliability
simultaneously.

How to quantify and then ensure network connectivity and reliability for large-
scale, mesh topology networks is an open issue. If delivering a message over a mesh
network using all possible paths, the end-to-end delay is the minimum of all paths.
Given each link has only a certain probability to successfully deliver a packet within
a bounded delay (e.g., without involving link-layer retransmission), the end-to-end

reliability over the network is a key issue. Since there exists many dependent paths



in a two-dimensional network, the calculation of connectivity is prohibitively complex
if using the traditional probability theory, i.e., 0(2(2: )) for an n x n lattice network.
Note that 207) ~ 7.2e75 for n = 5. To tackle the high complexity of the problem,
a recursive approach was devised which can give the directed connectivity of two-
dimensional lattice networks up-to the size of ten-by-ten [20]. This work published
in 2014 is also the best known result. How to obtain closed-form solution for a larger
network remains open.

In this thesis, we propose a new, more efficient approach that can calculate a
two-dimensional lattice of the size of 15 x 15, and it can handle both regular and
irregular topology networks. First, we pre-process a network to a directed graph with
unambiguous hop count (from the source) for each vertex, so all vertexes with the
same hop count can be grouped into a set. Then, we construct a Markov process to
decouple the end-to-end reliability problem by calculating the connectivity between
any neighbor sets, which results in much lower complexity compared to the exist-
ing state-of-the-art solution. The proposed method is named Hop-State Algorithm
(HSA).

Furthermore, to reduce link cost without violating the service guarantee, two met-
rics are proposed to assist a trimming process to select a part of the network to deliver
the message under the reliability constraint. According to analysis different networks
with same number of links, two intuitionistic metrics are proposed to quantitative
analysis of the end-to-end reliability. Therefore, less active links can be selected to
achieve a certain threshold reliability by backward deduction.

As an application scenariothanks to the reusable rocket technologies and the de-
velopment of small-size, light-weight, and low-cost satellites, launching Low Earth
Orbit (LEO) satellites becomes more economical. With tens of thousands of LEO
satellites covering Earth, LEO satellite networks can provide coverage and services
that are otherwise not possible using terrestrial communication systems. How to
provide URLL communication services over long distances has been one of the most
challenging and profitable networking problems. For instance, in high-frequency trad-
ing (flash trading), the opportunity to realize a profit may be available for only a few
to a fraction of a millisecond before parity is achieved. Since the propagation speed
of light in the space is about 50% higher than that in fiber optical links, using LEO
as the backbone for long-distance communication is anticipated to save tens of mil-
liseconds for inter-continent transmissions. URLL services thus are critical to the

profitable operation of LEO networks.



However, the current Internet architecture and TCP/IP protocol stack were de-
signed to provide best-effort connectivities for arbitrary network topologies, and they
do not take the advantages of the regular and dense LEO satellite constellation, and
cannot well-support URLL communication services. For instance, routing strategies
on the Internet are based on various ways to implement shortest-path routing, so
the optimal path can be used to minimize the metrics such as the number of hops,
delay, or other link costs [12, 18]. The reliability of transmissions highly depends on
link-layer retransmissions using the automatic repeat request (ARQ) protocols. In
LEO, the distance between satellites are hundreds to thousands of km away, so prop-
agation delay over a single link can take up-to tens of ms, harmful to URLL services.
Furthermore, satellites at different locations may experience severely uneven loads.

In the literature, several new routing strategies have been proposed for LEO satel-
lite networks, aiming to balance the load or taking multi-path to enhance the through-
put [17, 12, 18]. How to using redundant satellite links for URLL communication
services remains an open issue, which motivates this work.

Given the large bandwidth of inter-satellite optical communication links, we aim to
achieve URLL communication by directed percolation (DP) of packets in the network.
Since the LEO network exhibits a grid structure, packets can take many possible
links to reach the destination, so long as the next hop is closer to the destination.
For example, Toronto is in the northeast of San Francisco, so the packet from San
Francisco can be delivered towards north/east to reach Toronto. DP is a fundamental
problem heavily investigated by Physics, Chemistry, Material Science, etc. To the best
of our knowledge, this is the first application of DP for backbone networks supporting
URLL services.

The main contributions of this thesis are three-fold. First, we propose a new
routing strategy, named Directed Percolation Routing (DPR), where each satellite
routes a packet over several output links towards the destination. The reliability
and latency of the service can be ensured given the redundant transmissions, instead
of relying on link-layer retransmissions. Second, we develop a performance analysis
framework to quantify the reliability and latency of DPR, when different numbers
of links are used for packet transmission. Third, using the Starlink constellation as
an example, we conduct extensive simulations to obtain the delay distribution and
reliability performance of DPR, compared with the optimal shortest-path routing
and multi-path routing. Simulation results show that with the proposed DPR, the

inter-continent propagation delay can be reduced by at least 4 to 21 ms, while the



reliability can be several orders higher than single-path optimal routing. The analysis
and simulation results reveal the tradeoff between the transmission cost and the
service quality in terms of delay and reliability, which can be used to set DPR system
parameters according to the service requirements.

The rest of the thesis is organized as follows. Sec. 2 gives the related work. The
new HSA approach to derive the directed connectivity of the network is given in
Sec. 3. Sec. 4 presents the case study, applying directed connectivity analysis and
link selection strategy in LEO satellite backbone networks, and proposes a directed
percolation routing for providing inter-continental URLL services. Sec. 5 applies
the HSA approach in two-dimensional lattice networks to compare its performance
and validate its correctness with the existing work handling 2-D lattice networks.
In Sec. 6, we focus on the performance evaluation with several experiments on the
performance comparison, and how to select links from the network to achieve high
connectivity /reliability is also given, followed by the concluding remarks and further

research issues in Sec. 7.



Chapter 2

Related Work

The connectivity of in two-dimensional multi-hop networks is a fundamental prob-
lem [4]. Due to the random location of the nodes in such networks, the multi-hop
forwarding has to be characterized probabilistically. The approximate formula is pre-
sented for the probability of network connectivity [8]. With the assumption of a
uniform distribution of nodes, the exact analytical expressions of the probability of
connectivity are obtained in one-dimensional networks but only approximate bounds
for the connectivity in two-dimensional networks [5]. The connectivity of message
propagation in the two-dimensional ladder case is also derived [19].

On the other hand, geometric algorithms are also used in wireless sensor net-
works [7]. Different techniques based on stochastic geometry and the theory of
random geometric graphs (including point process theory, percolation theory, and
probabilistic combinatorics) have led to different results on connectivity, capacity,
outage probability, and other fundamental limits of wireless networks [10]. Due to
the physical space of nodes, networks show a unique geometric characteristic such as
triangles, rectangles, and hexagons [21, 22, 23]. Although hexagons and rhombuses
are also used, the square lattices network is most widely used in city scenarios. In ad-
dition, extra nodes can be distributed to improve connectivity by exploring geometric
structures for sensor network operation and design.

Another approach to compute the probability of network connectivity is percola-
tion theory [9]. Given a destination, messages flooding to the certain directions in
geographical forwarding which is similar to a directed percolation process. For mes-
sages with a given destination, or vehicles traveling in certain directions, geographical
forwarding is often deployed to minimize the network overhead due to flooding [19].

Thus directed percolation becomes a utilitarian model in such scenarios, and most ex-



isting work applies the results from isotropic or directed percolation on square lattices.
However, the DP problem only cares about the existence of a giant component, while
DC has to determine the exact connectivity to each vertex, which is more relevant to
network performance [20].

The most related existing work is presented in [20]. Considering a 2D lattice
topology, a recursive decomposition approach is developed by extending the 2D ladder
connectivity to establish the analytical expression. Instead of splitting up a network
into parts, this approach decomposes lattice in one path and the union of all other
paths. Although it can quickly determine the network connectivity without lengthy
simulation, the maximum result of this approach is 10*10 lattice due to its huge path
number.

This thesis also studies the DC problem on square lattices. Given the complexity
of the DC problem on square lattices, this thesis studies another solution based on
hop number in the network. We try to establish a research model to address the most
significant challenge of DC, to determine the exact connectivity to each vertex. If we
want to separate networks into parts, the probability of vertexes is not mutually ex-
clusive. Different from the existing work, we analyze the whole network and separate
its links into groups instead of derivative a small part from the whole lattice. We also
explore the exact connectivity expression as a function of the link reliability prob-
ability. In addition, our new approach extends to more general DC problems with
variable link reliability probabilities, irregular shape, and three-dimensional networks.

In many routing algorithms, virtual topology is widely used to control the dynam-
ical satellite networks. Duan[6] proposed a distributed processing method based on
the position information to selects the ‘nearest’ satellite. To maintain satellite com-
munication continuity, it reduces the propagation delay while keeping the handover
times acceptable and maintain a lower complexity. However, the ‘nearest’ satellite
shows sustainable and rarely handover in Starlink. [12] divided the whole space into
small cubes (i.e., net grids) and then, satellites can be located by net grids instead of
coordinates. Then, the routing complexity is significantly reduced.

Besides, this thesis also focus how to avoid busy links on LEO satellite backbone
networks. Many routing algorithms focused on how to minimize end-to-end prop-
agation delay. Due to the unbalanced traffic load in dynamical inter-satellite links
(ISLs), some links may become heavily loaded even congested while others remain
underutilized. To avoid the congestion, an explicit load balance (ELB) scheme is

used to requests congested satellites to decrease the sending rate[17]. Unfortunately,



a part of link congestion still can not be effectively prevented. [13] proposed a State-
Aware and Load-Balanced (SALB) routing model to divides the occupancy rate of
each queue into several levels and each level corresponds to a link-state.

Multipath routing has been used in satellite networks [18]. This thesis proposed a
Network Coding based Multipath Cooperative Routing (NCMCR) protocol for LEO
satellite networks to improve the throughput. This source-based and destination-
based multipath cooperative routing algorithms deliver different parts of data flow
along multiple link-disjoint to decrease the end-to-end (e2e) delay. However, this al-

gorithm flooding messages through detour links which bring redundant transmissions.



Chapter 3

Directed Connectivity Analysis

3.1 System Model

In a network with the DPR strategy, a message from the source node can take all
possible directed paths to reach the destination. This message propagation process
mimic filtering of fluids through porous materials along a given direction, due to the
effect of gravity. To avoid the blindly flooding cost, we assume that each message
will be delivered over each link once. In other words, if a router receives a duplicated
message, it will discard the message. Then, the link cost to deliver the message
depends on the number of active links in the network. As shown in Fig. 3.1(a), at
the source and all intermediate nodes, the message will be duplicated and forwarded
to the neighboring nodes if the neighbor is closer to the destination!. This network
can be viewed as a directed graph where vertexes are network nodes (e.g., routers)
and edges are the links between the vertexes. There will not be any loop given the
directed percolation routing in this directed graph. At any moment, each link or
edge (used interchangeably in this thesis) can be connected with a probability. This
connectivity probability can also be defined as the link reliability, or the probability
that a packet can be successfully delivered over the link. (The physical meaning of
the connectivity probability can be defined in different applications.)

To calculate the end-to-end connectivity in a directed graph, we first define hop
count of each vertex or node (used interchangeably in this thesis), and then pre-

process the network graph based on hop count.

'To make it simple, we use geography distance to decide which node is closer to the destina-
tion, and assume each link between two nodes are in a straight line, which is the case for wireless
communication systems. We can extend the definition of distance to link distance for wired networks.
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(a) unambiguous network (b) unambiguous network

Figure 3.1: Unambiguous and ambiguous samples

3.1.1 Unambiguous Hop Count

Node with unambiguous hop count: If every directed path from the source to
reach a vertex has the same number of hops, the vertex has an unambiguous hop
count. For example, in Fig. 3.1(a), V; is the source, and there are two paths to reach
vertex Vs, i.e., Vi — Vo — Vi and V7 — V3 — V5. The hop count of both paths is
two, so V5 has an unambiguous hop count of two.

Network with unambiguous hop count: If all vertexes in a network have
an unambiguous hop count, we define the network as an unambiguous hop count
network; otherwise, it is an ambiguous one. For example, in Fig. 3.1(a), the source
vertex V; has the hop count of 0, the hop count of vertex V5, and V3 are both 1, that
of vertex Vy, V5, and Vg are 3, and so on. Thus, this network has unambiguous hop
count. In Fig. 3.1(b), the hop count to reach vertex Vs can be either 2 or 3 when
taking different directed paths, so it is an ambiguous hop-count network.

In an unambiguous hop-count network, the vertexes can be grouped into sets G},
where h is the hop count to reach the vertexes from the source. For instance, in

Fig. 3.1(a), the dotted line h; passes all vertexes in group G.
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Figure 3.2: Pre-process network graph

3.1.2 Pre-process Network Graph

We take two steps below to pre-process the network graph. First, to simplify the
analysis, we can convert a network to an equivalent one with a simpler topology by
combining chained links passing through the nodes with a single link in and a single
link out. For example, as shown in Fig. 3.2 (a), V5 and Vj each has a single link in and
a single link out, so the links in and out from them, by, b3, and b; can be combined
into one, named b, 37 as shown in Fig. 3.2 (b). The connectivity probability of b; 37
equals the multiplication of the connectivity probabilities of by, b3, and b;.

Second, an ambiguous hop-count network can be converted to an unambiguous
one as follows. For a vertex, if it can be reached by several paths with different
hop counts, virtual links (each has the connectivity of 1) should be inserted into
the shorter paths until all paths have the same hop count to reach the vertex. For
instance, the network in Fig. 3.2(b) is an ambiguous hop-count network. Two paths
to reach vertex V7 are Vi — V7 and V| — V3 — V5. Thus, we add a virtual link by into
the first path by adding a virtual vertex V,, as shown in Fig. 3.2(c). Similarly, we add
a virtual vertex V,, in the bottom link between V3 and Vjy to make V5 unambiguous.
Then, the network becomes an unambiguous one as shown in Fig. 3.2(c).

With the two-step pre-processing, we can obtain the simplified unambiguous net-
work with the same connectivity as the original one. In the following, we can focus

on the connectivity analysis of unambiguous networks.
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3.2 Connectivity Analysis

3.2.1 Label States for Each Hop Set

For an unambiguous network, we can partition all the vertexes into sets, Gy, based on
their hop count A from the source. Considering whether or not each vertex received
the message in a vertex set, there are 2" states, where n is the number of vertexes in
the vertex set. For instance, the vertex set G, in Fig. 3.1(a) have 2 vertexes V5 and
V3. Thus, one of the following three states should be reached to ensure a connected
network: V3 receives the message but V5 not, V5 receives the message but V3 not, and
both of them receive the message.

Obviously, if a message can reach its destination, the message must reach at least
one vertex in each vertex set GG;, where 7 is smaller than or equal to the hop count of
the destination. The state of GG; depends on the states of GG;_; and the connectivity
of links between the two sets only, and we do not need to consider how the state of
G;_1 is reached. This is in fact an important Markov property that can help us to
simplify the connectivity analysis substantially.

To denote the state of each set, we first use a binary number to label whether or
not a vertex receives the message by 1 and 0, respectively. Then the sequence of the
binary labels of all vertexes in a set can be converted to its state label. For instance,
the three states of Gy in the above example can be labelled by state 015 = 1, 105 = 2,
and 115 = 3, respectively.

Denote all states for the message reaching at least one vertex in set G, as SJ, where
k is the state label. We have 1 < k < 2™ — 1 where r;, is the number of vertexes in
G}, Using this notation, S? implies that in Gy, the first and third vertexes receive

the message, and the rest not.

3.2.2 State Transition Probability

We define P(S?') as the probability of reaching state S and P(b,) as the probability
of link b,, is connected.

Considering the links between two neighbour vertex sets, the state transition prob-
ability from S} to S} is denoted as H,.

For instance, as shown in Fig. 3.1(a), for state Sz, given four links b, by, bs, and
bs, and the states in Gy, we can obtain the states S? (1 < k < 2™ — 1) in Gq as

follows.
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For S}, V4 is connected to the source, Vi, so we need to consider its outgoing links
by and by. If by is connected but by is not, V} is connected, and thus state S? can be
reached from Sf. We have H{, = P(bs)(1 — P(b)).

For S3, only V3 is connected and it cannot deliver messages to V.

For S, V5 and V3 both received the message, so bs, by, bs, and b all should be
considered. When b3 is connected but others are not, only V; received message. This
state can be expressed as S7. We have H3, = P(bs)(1— P(bs))(1— P(bs))(1— P(bg)).

Then, P(S?) is given by

P(S}) = P(Sy) - Hi, + P(S3) - Hy. (3.1)

Similarly, all connectivity probabilities of states in G3 can be given, as shown in
Fig. 3.3(a).

Using the Markov property, given the states in the G}, and the connectivity of
links between G} and Gy, the probability to reach states in G is given by

2"h —1

P(SEY) = Y P(SP) - Hiy. (3.2)
k=1

Next, we elaborate how to obtain the state transition probability H. ,’; w- Using the
binary sequence of state k, we define vertex set A includes those who have received

the message and can send it to their next hop as
A={Va,Vay,Vas,...,Vay,}, (3.3)

where « is the number of vertexes in A.

For instance, in Fig. 3.3(b), to reach Hf,, 7 = 111, means that VI Vj* Vi
can send messages to vertexes in Gp11. Given the links from G}, to Gj11, we have
E ={Vey,Vey,Ves, ..., Ve } who may receive the message, where € is the number of
vertexes in F.

In the above example, given o = 3, A = {V/", Vi, V}'}, and thus E = {V[*! v vty
with e = 4. Using the binary number of &', we have vertexes C' = {V¢1, Vg, Vs, ..., Ves}
(0 > 0) who may receive the message corresponding to this state. Obviously, C' should
be a subset of E.

We define set I = {Viy,Viy, Vlis,...,VI1,} (¢ > 0), which contains the vertexes in
E but not in C, i.e., E=CUI and ) = C'NI. In the example shown in Fig. 3.3(b),
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10 = 10104, so C = {VI v (6 = 2). Correspondingly, I = {V;"™' v+t
(L=2).

From the definitions, vertexes in C' receive the message, and vertexes in I do not
receive the message. Define P(C;) as the probability of at least one message is received
by vertex V¢;, and P(I;) as the probability of vertex Vi, receiving no message. We
have

H'o = T, P(Cy) - T, P(Ly). (3.4)

For set A defined in (3.3), define {Va., Vaes, ..., Vae, } as the vertexes who are
linked with V¢;, and p; is the number of these links, as shown in Fig. 3.3 (c¢). For
the example shown in Fig. 3.3(b), {V{*, V}*} (p, = 2) are linked with V;*™ and the
two links are b; and by. 2 Following the same principles, for V"™ it is linked with
{VJ} (py = 1) through link bs. These links are denoted as be;,. (1 < K < p;), so
the connectivity probability of these links are P(bc; ), respectively. For Vg, to be

reached, at least one link of bc; , should be connected, so we have
P(C;) =1 =1L (1 = P(beiy))- (3.5)

Following the approach, using the example in Fig. 3.3(b), C = {VJ**' v}
has two vertexes. The first vertex VJ*™' can be reached through links by and bs, so
P(C}) = 1—(1—=P(by))(1—P(bs)). The other vertex V"™ can only receive the message
from link b because vertex V' is not connected, so P(Cy) = 1 — (1 — P(bg)) = P(bg).
As shown in Fig. 3.3(d), similarly, vertex V'[; can receive messages from {Va;1, Vs, ..., Vay, },
where ¢; is the number of these links. The probability of link bl;.(1 < & < ¢;) is

connected is denoted by P(bl;,). For vertexes in I which are not connected, we have
P(Ij) = IL_ (1 = P(bljx)). (3.6)

In the example in Fig. 3.3(a), group I has two vertexes, V"' and V. If V"™ is
not connected, link b; is not connected, so P(I;) = 1—P(b;). If V"™ is not connected,
links by and b5 are both disconnected, we have P(I3) = (1 — P(by))(1 — P(bs)).

2Note that p; is equal to or less than 2 in lattice networks, but in other networks, e.g., in triangle
networks, p; can be larger.
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Figure 3.3: State transitions

Then the H ,’;k/ can be expressed as

Hfpy =TI [1 =TI (1 — P(bey )] (37)
XIL,_ 11 (1= P(bly ).

The result state transition probability of the example in Fig. 3.3(a) is

H? o =P(C1)P(Cy)P(I)P(Iy)
=[1— (1= P(b2))(1 — P(b3))]P(bs)
(1= P(b1))(1 = P(ba))(1 — P(bs))

3.2.3 Hop-State Algorithm (HSA) for Connectivity Calcula-
tion

Our connectivity calculation is summarized in the Hop-State Algorithm (HSA) shown
in Algorithm 1, with the termination condition when the final hop reaches the des-
tination. When we calculate for a network with one destination, the final hop set

has one vertex only, and the corresponding connected state probability is also the
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probability that the network is connected.

Algorithm 1 Hop-State Algorithm (HSA) for Connectivity

1: h =0 # hop count number
2: for not reach the destination do

3: k' = 0 # state number

4: for k' < 2™+ do

5: K=K+1

6: P(S£,+1) =0

7 k = 0 # state number

8: for £ < 2™ do

9: k=k+1
10: if The corresponding C' belongs to £ then
11: # add the probability contributing to state &’ in hop h + 1 from

state k£ in hop h

12: P(Spth) = P(Spth) + P(SE) - H}
13: end if
14: end for
15: end for

16: h=h+1
17: end for
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Chapter 4

Low Earth Orbit (LEO) Satellite
Networks

4.1 Case Study: Starlink LEO Lattice Network

Low Earth Orbit (LEO) satellite networks have attracted a lot of attention in recent
years and it is a motivating example for our HSA approach. The Starlink project
by SpaceX proposes an LEO network with thousands of satellites. In the first phase,
1,584 satellites will be launched in 72 orbital planes with 22 satellites each. Neighbour
satellites in the same orbital plane and two nearest satellites in neighbour orbital
planes can communicate with Inter-Satellite-Links (ISLs). The structure is similar
to the lattice networks where each satellite is a vertex in the lattice and each ISL is
the edge. The method of creating grid topology of satellites was introduced by our
previous work [11].

Given the lattice network topology of LEO, we can apply directed percolation
routing to ensure high-reliability and low-latency inter-continental network services.
In the following, we first introduce the directed percolation routing used in LEO net-
works and devise the strategy to configure the routing scope to ensure high reliability

with low cost.

4.1.1 Directed Percolation Routing (DPR)

Note that the LEO backbone is drastically different from the traditional Internet
backbone. First, all satellites are flying at high speed but at a predefined orbit and

speed. Satellites in the same orbital plane have a low relative speed, while those
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in different orbital planes have a high relative speed. Links between satellites in
the same orbital plane are named Satellite-Link (SL) and those between satellites
in neighbour orbital planes are Orbit-Link (OL). Each satellite maintains relatively
stable SL links and highly dynamic OL links. Second, the locations of all satellites at
any time instant are known and they form a grid topology, as shown in Fig. 4.1. Also,
the distance and link capacity of all [SLs at any time instant can be estimated. Third,
each ISL can be up to a thousand km long, which results in a high propagation delay.
Fourth, depending on the current locations, the traffic volumes to different satellites
are highly uneven. These prominent features and the needs to support URLL services

request a re-visit to the network architecture and routing protocol design.

Figure 4.1: LEO network topology

Traditional Internet routing aims to find the shortest path to minimize the end-
to-end path cost, using centralized or distributed algorithms. In LEO, ISL links are
long-distance and highly dynamic, and using link-layer retransmissions to ensure per-
hop and then per-path reliability will lead to large delay variation, not desirable for
URLL services. On the other hand, given the grid topology of satellites, there are
many paths between a pair of satellites with similar costs or latency. It is desirable to
take the advantage of the grid topology and the many available links in the network
for URLL services.

Given the same angular velocity of the satellites with the same orbit altitude, the
satellites in the same orbital plane are almost static relatively, and each uses two
SL links to connect to their neighbors in the same orbital plane. Each satellite can
connect to its nearest satellites in the two neighbour orbital planes uses two OL links.
as shown in Fig. 4.1, the black lines indicate SL links and gray lines indicate OL links.

A simple method is to use directed flooding to send the packet over the whole grid

between the source/destination satellites. If the grid starting from the source satellite
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and ending at the destination satellite is of size m x n, directed flooding means that
each satellite (acting as a router in the LEO backbone network) will relay any packet
to the neighboring satellite that is closer to the destination of the packet. Using
the Starlink constellation as an example, each satellite maintains four ISL links, two
with the neighboring satellites in the same orbital plane and two with those in the
neighbor orbital planes. Given the high connectivity of the LEO backbone, such a

flooding strategy is prohibitively costly, as the destination may receive up to (m:{”)

m-+n

copies of the same packet, as there are ( N

) paths in the m x n grid.

To avoid such flooding costs, we can ensure that each packet is transmitted only
once per link, so packets will be percolated in the grid towards the destination. Thus,
we name it Directed Percolation Routing (DPR). Using DPR, each router in the
grid will forward a packet to each of its neighbor satellites which are closer to the
destination once. Since the same packet may reach a satellite through more than
one links, each satellite needs to store the identity of packets being transmitted for a
period of time, i.e., a timer is set for a packet identity stored, and it will be removed
from the buffer when the timer expires. Meanwhile, when a satellite receives a packet
from its neighbor, it will be compared with the stored packet identities. If the new
arrival finds a match, the new arrival will be dropped and no further action is needed;
otherwise, the new arrival’s identity will be stored, and the packet will be sent to the
neighbor satellite(s) who is (are) closer to the destination. According to our analysis,
a timer of 50 ms is sufficient, so the storage and comparison cost introduced by DPR
is limited.

With DPR, considering the m x n grid where each satellite has four ISLs, each
satellite will receive at most two copies of the same packet, and it will send at most
two copies out. DPR’s total transmission cost of a packet in an m x n grid equals the
number of links, 2mn + m + n, which is much more affordable compared to flooding.
The load is also evenly distributed to all links in the grid. Even if the movement of
the satellites may lead to topology change from time to time, the location-based DPR
routing can make the decision based on the current locations of neighboring satellites.
Thus, the DPR routing based on locations is simple and robust.

A major benefit of DPR is that, given the redundant but evenly distributed trans-
missions, the end-to-end reliability can be substantially improved, without relying on
link-layer retransmissions. It is particularly desirable in LEO networks for URLL ser-
vices as the link-layer retransmission is very time-consuming. When random nodes or

links failure occurs, the redundant transmissions from the other part of the network
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can maintain the URLL services.

Furthermore, the DPR can be flexibly configured to reduce the transmission cost
by removing some overly-congested or undesirable ISLs from the percolation paths to
make a tradeoff between transmission cost and service quality. Such a tradeoff relies
on a thorough analysis of DPR performance given the network topology and each
ISL’s characteristics. In the following section, we will develop the analytical model

to study the DPR performance.
To quantify the performance of DPR, we first analyze the network topology using

Starlink parameters. The topology can determine the SL and OL link distance and
propagation delay. Then, based on the path loss model, we can obtain the link reli-
ability. Applying the directed connectivity analytical model in the previous section,
the end-to-end DPR reliability can be obtained.

4.2 LEO Analysis

To quantify the performance of DPR, we first analyze the network topology using

Starlink parameters [2].

4.2.1 LEO Topology

As satellites’” movement is predictable, the LEO topology is predictable. Accord-
ing to Kepler’s third theorem, the orbital period is T = 271\/m, where p =
398600.441 km?/s* on Earth, and r is the radius of Earth plus the altitude of the
orbit. For Starlink, we have the period of satellites equal to 5738.82 s. Since each
packet can live in the LEO backbone network for at most several hundred millisec-
onds, the topology of satellite networks is assumed static during the lifetime of a
packet. According to the movement patterns of satellites, any source satellite can
easily estimate the network topology at any time.

The LEO topology is shown in Fig. 4.1, where the hexagram symbol denotes
satellite. The black lines are SLs and the gray lines are OLs. Starlink has 72 orbital
planes, while we draw 24 here for a clear illustration. Assuming the satellites are
evenly distributed in an orbit, the length of each SL is 27 sin(7/m;), where m, = 22
(for Starlink) is the number of satellites in an orbital plane.

As shown in Fig. 4.2(a), for circular orbits of Earth, there is an intersection line of
any two orbits (red orbit and green orbit) through the geocenter. The two intersection
points of the two orbits are denoted by I and I’. Denote the 22 satellites in the
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(¢) Two neighbour orbital planes and the (d) The relative distance of two satellites
Equatorial plane

Figure 4.2: Distance model of satellites in neighboring orbital planes

green orbit by B}, Bi, Bi, ..., Bi,, marked in the blue hexagram. Their projections
on the red orbit are denoted by By, By, BY, ..., B, marked in green diamond, where
ZIOB! = ZIOB*(1 < n < 22). In arcs BB, (1 < n < 21), the middle points
are M,(1 < n < 21), and in arc @ the middle point is M. We have 22 arcs
which are MnMn+1(1 <n < 21) and m Only one satellite will be located in
each arc when the satellites are evenly distributed in the orbital plane, denoted by
B}, B% B2, ..., B3, Satellite B} and B? are the matched satellites in the neighbour
orbital planes and their links are OLs. Next, we calculate the distance between two
satellites and the OL distance.

4.2.2 Satellite Distance

We first define a convenient coordinate system for satellites to calculate their distance.
Let the geocenter (point O) be the origin. The x-axis is on the lines of intersections
between the equatorial plane and the satellite orbit plane. The z-axis is perpendicular

to the equatorial plane. The y-axis is perpendicular to x- and z-axes, constituting
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the right-handed system. Satellites are located in the spherical surface whose sphere
center is O and the radius is r. The longitude ranges from 0 at the meridian, which
passes through the forward x-axis, to 7 eastward and —7 westward, and the latitude
ranges from 0 at the Equator to m/2 at the North Pole and —7/2 at the South Pole.

Each satellite’s altitude and latitude are affected by the inclination of its orbit. As
shown in Fig. 4.2(b), for a satellite located at point B, set its longitude and latitude
angles as o and 5. Point C is the projection of B in the equatorial plane (the blue
circle). Line BA is perpendicular to OA, so C'A is also perpendicular to OA. In
AOBC, Z/BOC = 3, |OB| = r, so |OC| = rcosf, |BC| = rsin5. In AABC, the
inclination of the satellite orbit is ZBAC' = 6. In Starlink, § = 53° in all orbits, so
|AC| = r%. In AOAC, ZAOC = a, so sina = 222 In AOAB, set ZAOB as the

tan @ °

Ce . __ sinB
initial phase angle v, siny = =—.
In our coordination system, the coordinate of B is (rcosacos 3,528 rsin f).
! > tan 6’

For any two satellites with altitude and latitude angles of (ay, ;) and (ag, f2),
respectively, their distance L = r[(cosa;cosf; — cos sy cos B2)? + (sinay cos B —

sin v cos (32)? 4 (sin By — sin f5)?]/2.

4.2.3 Distance of Orbit-Links (OLs)

Point [ is an intersection of two orbits. As shown in Fig. 4.2(c), 71 (72) is the
angle between OI and OS; (OSs). We denote the latitude angle of I by ; and the
longitude angle by a;. We have sinay = sin(ay — n) for (n = 1,2,...,m, — 1),
where m, = 72 is the number of orbital planes and A = 27 /m,. If two orbits are
neighbours, n = 1. Then ay = (7 + A)/2. Set LIOS1 = v and ZI0S2 = ~,. We
have 7, = arcsin[sin(arctan(sin(%52) tan §)) /sin 6] and v, = m — 7.

For a satellite in the green orbital plane, B!, its coordinate is (a1, ), and its
matched satellite in the red orbital plane, B2, has the coordinate of (s, 82). Define
ZIOB} = w, so ZIOB!! = w (0 < w < 2m). Define the angle between the two
orbital planes as Z/B!OB?2 = ¢, in the range of —227“5 < ¢ < 227” Next, we have
ZIOB? = w+¢. Asshown in Fig. 4.2(d), sin(y; +wt) = sin 8 /tan 6 and sin (v, +wt +
¢) = sin By /tan 6. Next, we have sin «; = tan f; /tan§ and sin(ay — \) = tan S5 /tan 0
(keep a; and 7 + wt in the same quadrant, and as and 75 + wt 4+ ¢ in the same
quadrant). Finally, plugging in the formula of distance between two satellites in

Sec. 4.2.2, we can calculate the OL distance.
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4.2.4 Bond Probability and End-to-End Reliability

In Starlink, the satellite height is 550 km above Earth, still inside the atmosphere,
so we can use the propagation channel model in Sec. 1. Given the OL and SL link
distances obtained, and plugging into the channel model in Sec. 1, we can obtain the
SNR of each ISL.

The demodulation error probability with M-ary pulse-position modulation is given

by[14]

P - %exp(—SNR/ZL). (4.1)

The bit error rate is related to P, by

BER = 25"'P,/(2F — 1), (4.2)
where k£ = log 2M . Finally, the packet loss rate in the link can be expressed as

P, = exp (Nlog(l — P.)), (4.3)

where N is the packet length.

In percolation theory, each link is called a bond, and the probability that a link
is connected is called the bond probability, p. Since with DPR, each packet is trans-
mitted over a link once, the packet loss rate of a link thus equals one minus the bond
probability. Given the lattice grid and the bond probability of each link, the end-
to-end reliability (or connectivity) can be calculated using the recursive numerical
method given in [20]. Based on the end-to-end reliability analysis, we can further
tune on/off links in the network to make a tradeoff of transmission overhead and per-

formance. Such a tradeoff can be observed from the performance evaluation below.
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Chapter 5
Performance Analysis

Different network scenarios correspond to the different topologies. As lattice net-
works have a wide range of applications, we here focus on analyzing 2-dimensional
(2D) lattice networks in this section. We first present the complexity analysis of the
proposed method for 2D lattice networks and compare it with the state-of-the-art.

We then analyze the complexity and efficiency in dealing with irregular networks.

5.1 Connectivity of 2D Lattice Networks

In an m x n lattice network for directional percolation routing as shown in Fig. 5.1(a),
each path from the source (at the origin) to the destination (at (m,n)) has m west-
east links and n south-north links. Given the combinations of an arbitrary sequence
of m west-east links and n south-north links, the number of the paths between the
source and destination equals (m:;”)

For the source and destination to be connected, at least one of these paths should
be connected. Using the Principle of Inclusion-Exclusion (PIE), to calculate the
network connectivity (i.e., the source and destination are connected), we need to sum
the probabilities of each path is connected, minus the probabilities that any pair of
paths are connected, plus the probabilities that any triple of paths are connected, and
so on. For instance, a 1 x 1 lattice network has two path as shown in Fig. 5.1(b). The
reliability of the network is the sum of probabilities of two path minus the probabilities

of two path both connected, as shown in the gray area. The complexity is dominated
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Path1

Path2

Path1 is connected Path2 is connected
(a) mxn (b) PIE principle

Figure 5.1: Lattice networks

by the number of path combinations, i.e.,

(n+m

n ) n+m
5 (< : >) o)y, (5.1

- 2
=1

Thus the total complexity of the PIE approach is O(Q(Tbtm)), which is extremely high.

In [20], a recursive approach (RAC) to calculate the connectivity of lattice net-
works was developed. In this approach, the network is decomposed step by step, and
the connectivity of a network (whether with the lattice topology or a decomposed
tower topology) can be calculated based on the decomposed network connectivity.

For an m x n lattice network, the complexity of the RAC algorithm in (5.2) is given

by
[(m“) (mf_’l_l)]-[1+<m—1><n—i>1
<m“_1> [+ (m —1)(n—i)].

Using the big O notation, the complexity of this algorithm for an n x n network is

O <n2n,(i+'l) which is asymptotically O(y/n4"), much lower than that of PIE.

In our proposed approach, decoupling the network vertexes into sets with the same

(5.2)

3&
,_.»—A

=1

hop count, links are also divided into m 4 n groups, where the links in each group
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connecting two neighboring vertex sets. We then can consider cases one by one in an

m X n (m > n) lattice. The complexity of the proposed hop-state algorithm as

n—1

23 (2 =T =1+ (m—n)- (2" —1)% (5.3)

=1

In other words, the complexity of the proposed algorithm is O(4") for a regular n x n
lattice. Comparing to the state-of-the-art in [20], we achieve a /n reduction.

The theoretical detailed complexity performance comparisons for regular m x n
lattice networks are given in Fig. 5.2(a). Here, the x-axis represents n. The dashed
lines are for the cases m = 7, the solid lines are for the cases m = n. From the
figure, the complexity (super-)exponentially grows with minm,n for all approaches.
The green line is the PIE approach which has explosive growth and it reaches our
computation capacity for 4 x 4 lattice networks. For the other two approaches, they
can handle larger networks so long as minm, n is reasonably small. The red lines are
for the existing RAC approach and the blue line is the simulation running time of our
approach. Comparing to [20], the proposed HSA algorithm has substantially lower
complexity and is more scalable.

The connectivity of n x n lattice network is a polynomial expression of p. For
instance, the connectivity of 2 x 2 network is p* —6p® —4p” 4 2p8+4p? +2p'° —4p't +-p'2.
We have compared the connectivity results of lattice networks up-to 10 x 10 using
HSA and RAC, and they give the same results. This validate the correctness of the
two approaches.

Note that the coefficient of the connectivity expression becomes extremely large
when the size of the network is large. For example, in 10 x 10, the biggest coefficient
is 5.0537 * 10%¢ and in 18 x 18, the biggest coefficient is 2.8092 * 10'25. Due to the
coefficient sensitivity, these coefficients should be exact integers. Thus, it cost a
lot of time at Bignum calculation. The blue line is HSA for calculating analytical
expressions and the red line is for the RAC approach.

If we know the numerical link probability p of each link, the numerical calculation
of connectivity is much faster. Orange line in Fig. 5.2 (b) gives the running time for

numerical calculation of connectivity using the proposed HSA.
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Figure 5.2: Complexity comparison, for lattice network connectivity

5.2 Connectivity for Irregular Lattice Networks

In some realistic network scenarios, due to the physical limits or given the trade-off
of link cost and connectivity performance, not all links in a lattice network can be
available for data transmission. We compare the connectivity probability and the

corresponding computation complexity for different irregular lattice networks.

5.2.1 Joint vs. disjoint vertexes

If two paths passing the same vertices other than the source and destination, we
named the vertices as joint vertices. As shown in 5.3, the source vertex is O and the
destination vertex is D, the paths in Fig. 5.3(a) do not pass any common vertex other
than O and D, but paths in Fig. 5.3(b) are joint at vertex .J.

Given the same number of links, if there are more joint vertexes, the total number
of directed paths will be higher. For example, Figs. 5.3(a) and (b) can be viewed as
selecting 8 edges in a 2 x 2 lattice networks for delivering messages from O to D. The
number of four-hop paths in Fig. 5.3(a) is two, and that in Figs. 5.3(b) is four, whose
result is in higher connectivity according to the PIE principle.

Therefore, comparing the connectivity of two same-size networks with the same
number of links, we conjecture that the one with more joint vertexes has higher con-
nectivity. It is difficult to quantify how joint paths affecting the overall connectivity.
We define a simple metric, Jd = —b, to describe the degree of joint vertexes in a
network, where A; is the number of links and A, is the number of vertexes in the
network. We then conjecture that the same-size network with a larger Jd can have

higher connectivity. This can be used as a guideline when we have the freedom to
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choose a limited number of links to be activated in a network while maintaining high

connectivity /reliability.

(a) Disjoint vertex (b) Joint vertex
Figure 5.3: Networks with vs. without joint vertex

2 bnum

brum +m +n+2
should be even). When Jd is the maximum, we named the network as joint networks.

Given by, active bonds, Jd has a maximum of (bpum —m —n
We next give some examples to demonstrate the above guideline. We create networks
with few joint vertices that follow the style of Fig. 5.4(a), (b), (c), and (d). Then,
we create joint vertices networks with the same active link number that follows the
style of Fig. 5.4(e), (f), (g), and (h). It takes more time to calculate the connectivity
for disjoint networks than the joint networks, as shown in Fig. 5.5(a). Setting all link
probabilities as 0.99, the end-to-end connectivity of networks is consistent with the
theoretical results. Also, the joint networks have better connectivity than the disjoint

ones, as shown in Fig. 5.5(b), which validates the proposed guideline.

F jj= 7]

() (f) (8) (h)

Figure 5.4: Activate links of disjoint and joint networks
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Figure 5.5: Comparing computing time and connectivity of joint and disjoint networks

5.2.2 Variance of group size for each hop count

In addition to Jd, another metric that affects the connectivity is the variance of set
size of different hop counts. For instance, as shown in Fig. 5.6, both networks are joint
networks but the reliability of the network in (a) is probably higher than the network
in (b) because of the bottleneck marked by the red circle. In order to quantify the
degree of the bottleneck, we define the variance of the number of vertices in each hop
set, 02, as another metric.

Using the variance formula,

9 _ Efllmax (Th _ 7:)2

5.4
P (5:4)

Where 7 is mean value of all hop set, and Ay, is the hop number of the destina-
tion. For example, for the networks in Fig. 5.6, the hop set sizes (for Gy, ... Gy,
are 1,2,3,3,3,3,3,3... and 1,2,3,4,4,3,3... individually, and their variances are
approximately 0.39 and 0.96, respectively. There end-to-end reliabilities of different
link probability from 0.9 to 1 is shown in Fig. 5.6(c). Obviously, smaller variance
leads to better results.

We run the simulation using a joint network following the style of Fig. 5.7(a) and
some random joint networks following the style of Fig. 5.7(b), (c), and (d). First,
black links become active, then red links become active, and then blue and brown
links become active. Links of the same color have the same number. The simulation
results are shown in Fig. 5.8. A larger variance often leads to some large size sets,
resulting in longer computing time, as shown in Fig. 5.8(a). A smaller variance can

generally lead to higher reliability, as shown in Fig. 5.8(b). Thus, we can rely on the



metric to select the links to achieve higher reliability.
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Figure 5.7: Average and random joint networks
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Chapter 6

Performance Evaluation

6.1 Performance Evaluation of DPR

To evaluate the performance of DPR in LEO networks and validate the analysis,
we conducted simulations using Starlink system parameters, and considered a few
important inter-continent source-destination pairs.

Starlink covers the whole Earth except the Arctic and Antarctic, so all cities are
always covered. Given the location of two cities (e.g., New York to Johannesburg and
Toronto to Shanghai), at any time, we can easily identify the satellites covering the
corresponding earth-stations. The quadrilateral satellite grid between New York and
Johannesburg is plotted in Fig. 6.1(a), while the grid between Toronto and Shanghai
contains a fold, as shown in Fig. 6.1(b). The blue line is the trace as the crow flies.
The red line in the quadrilateral networks is a shortest path in the LEO network.

OL Distance — Following the analysis in Secs. 4.2.2 and 4.2.3, the distance of OLs
can be calculated with a fixed gap ¢. Fig. 6.2 shows the distance of OLs. Obviously,
a smaller gap ¢ always has a shorter distance. Thus, ¢ = 0 will lead to the shortest
distance and the highest reliability.

Bond Probability — By calculating the distance of the SLs and OLs, we can
obtain the bond probability (p) of each link using the formula in Sec. 4.2.4. The
parameters are given in Table 6.1. The hardware parameters are from [16].

Fig. 6.3 shows the relationship between distance and bond probability with a fixed
transmit power. From the figure, p is very distance sensitive. When the distance is
above a threshold, p quickly drops to zero when the distance is further increased by
50 km. If we use a high transmit power, the system may waste energy substantially;

if we use a low transmit power, some links with long distances can hardly deliver any
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message successfully. To achieve reasonable performance, transmit power should be
adjusted for different ISLs to keep p in a reasonable range. In the following, we set
0.9 < p <0.999.

Reliability — To investigate the tradeoff of link cost and performance, we can
activate a part of ISLs in a grid. Given the nature of DPR, we use the number of
active bonds (links) instead of path number for performance comparison. Here, the
number of active bonds is proportional to the communication cost.

We consider the 10 x 7 quadrilateral grid network between Toronto and Shanghai
as an example, where there are in total 157 links (bonds) in the grid. To deliver a
packet from the source to destination, the least number of active bond number is 17
when a single 17-hop path is used. We chose the optimal single-path to obtain the
path-reliability and tuned p for all links from 0.9 to 0.99, and we also investigated
the scenario where the bond probability of each link is randomly chosen between 0.9
and 0.99. As shown in Fig. 6.4(a), using single-path routing, even when p = 0.99,
the end-to-end reliability is only 0.85, not desirable for URLL. On the other hand,
with the increase of the bond number, DPR achieves a higher reliability. When
p = 0.99, using 61 active bonds can achieve a close to one reliability, so we can turn
off the rest 97 to save cost. In the situation of congestion, we can inactivate those
bonds with higher traffic loads. When p is as low as 0.9, we can still achieve above
0.98 end-to-end reliability when we activate about 100 bonds. Fig. 6.4 also shows
that the simulation results match the analysis well. The dotted line shows DRP in
heterogeneous bond probability (average of 0.95). We can found the performance is

similar to the homogeneous bond probability case (p = 0.95) when there are more
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Table 6.1: Simulation Parameter Settings

Parameters Values
bandwidth (GHz) 400
pulse-position modulation 1024-ary
operating wavelength (nm) 1550
transmit power (dBm) 20
transmitter /receiver aperture diameter (mm) 150
transmitter/receiver optics efficiency 0.8
transmitter/receiver pointing error (urad) 1.1
temperature (Kelvin) 289.85
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Figure 6.4: Active bond number vs. reliability

than 37 active bonds.

Delay — Next, we simulated the shortest path routing and DPR to evaluate the
delay performance. For shortest single-path routing, we chose the path with the
smallest delay between the two cities, and the lost packet will be retransmitted in the
link layer. On the other hand, for the proposed DPR, the packet will be retransmitted
only if timeout (when zero copy is reached in the destination and no end-to-end ACK
is received by the source). For each setting, 10,000 packets were transmitted and
their delays were measured.

The resulting delay distribution when p = 0.99 and p = 0.999 are shown in
Fig. 6.5(a) and (b), respectively, where the blue bars are for single-path and the or-
ange bars for DPR. From the figures, not only the average delay of DPR is smaller,
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Table 6.2: Reliability and Delay Performance

Johannesburg Shanghai Tokyo New York

— Rio de Janeiro | — Toronto — Paris — Canberra
Direct distance 7100 11537 9887 16303
(km)
LEO path 9405 14164 12096 18225
distance (km)
LEO grid 3x13 7 x 10 6x9 I9x7
Loss rate
w. DPR 2.0e — 6 2.0e — 6 2.0e — 6 2.0e — 6
Min delay
reduction (ms) 4 u 9 2

more importantly, using the shortest-path routing, about 10% of packets suffering a
delay jitter more than 20 ms when p = 0.99, while only 0.02% of packets suffering
delay outage using DPR. When p = 0.999, about 1% of packets suffering a delay jitter
around 14 ms using the shortest-path routing, and all packets can reach the destina-
tion within 50 ms using DPR. Thus, DPR is more desirable for URLL communication
services.

We also chose four inter-continent pairs of Johannesburg and Rio de Janeiro,
Shanghai and Toronto, Tokyo and Paris, and New York and Canberra to compare
the performance in Table 6.2. To ensure URLL services, we have p = 0.999, and
no link-layer or end-to-end retransmission is used. From Table 6.2, with DPR, the
reliability crossing the LEO backbone is about 99.9998%. Furthermore, since the light
propagation speed over the air is about 50% higher than that in fibre optical cables,
even using the direct distance to under-estimate the propagation distance of fibre
cables, the inter-continent backbone in LEO can still save at least 4 to 21 ms one-way
propagation delay, making LEO a game changer for time-sensitive applications such

as flash trading.



37

6.2 Performance Study and Reliability /Cost Trade-
off

We next apply our approach to choose active links and obtaining the connectivity of
the active network. Following this principle, it is clear that all lattice networks are
regular multi-hop networks. We can build an efficient communication network with
the least satellite resources and get the directed connectivity by HSA.

As shown in Fig. 6.6(a), here are all links between New York and Johannesburg
so long as the next hop is closer to the aim satellite. Obviously, it is a typical lattice
network with variable connectivity of each link. We consider the LEO satellite net-
work as a topological two-dimensional grid which is a 7 * 8 lattice network. Following
keeping large Jd and small S?, we make sure the number of active links between
each neighbour hop are the same except triangles at both ends. Then, we can choose
active links as shown in Fig. 6.6(b). If the network needs higher reliability, active
links between each neighbour hop can be added as shown in Fig. 6.6(c). The final
active links between satellites can be shown in Fig. 6.6(d).

Between New York and Johannesburg is the ocean, so satellites above the area
are not busy. However, in other areas, for instance, between London and Tokyo,
metropolises such as Paris, Vienna, Moscow, and Beijing are located there. The huge
throughput of satellites above these metropolises may have some busy links. The
red lines are busy links as shown in Fig. 6.8(a). The network when close to polar
regions may bending occurs. However, the folding network also has the same lattice
topological.

When we select links for message delivery, we can avoid the busy links to achieve
better load balancing and performance. In the corners, the two links connected to the
source and destination can be selected first, as shown in Fig. 6.7(a). In the middle,
let the number of active links between neighbour hop be n;. We start with one corner
and choose the active links step by step. The end vertexes can be n:/2 + 1 or n;/2.
When the end vertexes are n;/2, we prefer the links in the middle unless they are
busy links. In each step, as shown in Fig. 6.7(a), if all blue links are not busy and at
least one green link is not busy, we can choose them; if one of the blue links or both
green links are busy, we need to take a step back, and re-select the previous hop’s
links to probe for other better choices. With this recursive algorithm, the resulting
link selection is shown in Fig. 6.7 (b), where the black links are selected for routing

and the red links are the busy ones being avoided. After the recursive process, the
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(a) All links between New York (b) Topological active links
and Johannesburg

(c) More topological active links (d) Active links between New York
and Johannesburg

Figure 6.6: Simulate between New York and Johannesburg

topology of the active network is shown in Fig. 6.8(b) and its real active links are

shown in Fig. 6.8(c). Our process to choose active links is shown in Algorithm 2.
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(a) Corner of active links (b) Active links avoiding busy links

Figure 6.7: How to avoid busy links
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(a) All links between London (b) Topological active links (c) Active links between Lon-
and Tokyo avoiding busy links don and Tokyo

Figure 6.8: Simulate between London and Tokyo

Algorithm 2 Finding active links

Input: end vertexes
for have not reach another corner’s vertexes do
if Blue links not have busy bonds then
recall this code with input new end vertexes
else
if upper orange link is not busy bonds then
recall this code with input new end vertexes
else
recall this code with input new end vertexes
end if
end if
end for
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Chapter 7
Conclusions

In this thesis, we can explore path diversity in a mesh network to ensure high reliability
and low latency. Based on a Markov model, the closed-form network reliability as a
polynomial expression of link reliability has been obtained using the proposed HSA,
which is of lower computational complexity and more scalable than the state-of-the-
art in the literature. Furthermore, we proposed two metrics that can be used for
selecting the links in a network for routing to ensure performance while reducing link
cost. From the analytical and simulation evaluation, exploring path diversity is an
effective approach to ensure the reliability and delay performance for URLL services.

Then, we developed the DPR for the LEO backbone. First, we abstract the
network into a quadrilateral topology. Each packet can be directly percolated in an
nxm grid network to reach the destination. Furthermore, we can inactivate some ISLs
to control the size of percolation to avoid congestion or reduce the transmission cost.
From the analytical and simulation evaluation, the reliability and delay performance
of DPR can support inter-continent URLL services.

Many open issues are beckoning further investigation. Given the unique features
of the LEO satellite backbone, for instance, how to further reduce the computation
complexity to analyze the reliability of an even larger network, how to optimize
the link selection process to minimize the link cost given the reliability and delay
constraints, and how to jointly optimize link parameters (such as transmission power,
modulation, and coding configuration) and the link selection in routing for URLL
services. For DPR, bonds can be heterogeneous and some bonds are more critical
than the others, e.g., the two connecting to the source and the two to the destination.
Applying a random forwarding probability in different parts of the networks to reduce

overhead, ensure load balancing, and avoid congestion while maintaining the service



quality needs further investigation.
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