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ABSTRACT

The rapid growth of internet-connected devices has made robust cybersecurity measures
essential to protect against cyber threats. 10T cybersecurity includes various methods
and technologies to secure internet-connected devices and systems from cyber attacks.
The unique nature of 10T devices and systems poses several challenges to cybersecurity,
including limited processing power, minimal security features, and vulnerability to
attacks like DoS and DDoS. Cybersecurity strategies for 1oT include encryption,
authentication, access control, and threat detection and response, which utilize machine
learning and artificial intelligence technologies to identify and respond to potential
cyber attacks in real-time. The report discusses two projects related to cybersecurity in
10T environments, one focused on developing an intrusion detection system (IDS) based
on deep learning algorithms to detect DDoS attacks, and another focused on identifying
potential abnormalities in 10T networks using a fingerprint. These projects highlight the
importance of prioritizing cybersecurity measures to protect against the growing

number of cyber threats facing 10T devices and systems.
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Chapter One

Introduction

As the number of internet-connected devices continues to grow, the need for robust cybersecurity
measures to protect against cyber threats has become increasingly important. 10T cybersecurity
refers to the methods and technologies used to secure internet-connected devices and systems from
cyber attacks. The unique nature of 10T devices and systems presents several challenges to
cybersecurity. 10T devices often have limited processing power and memory, making them more
vulnerable to attacks such as denial-of-service (DoS) and distributed denial-of-service (DDoS)
attacks. Additionally, many IoT devices are designed with minimal security features, making them
easy targets for hackers.

Cybersecurity for 10T involves a range of strategies, including encryption, authentication, access
control, and threat detection and response. Encryption helps protect the privacy and integrity of
data transmitted between loT devices, while authentication and access control ensure that only
authorized users can access and interact with 10T systems. Threat detection and response involve
the use of technologies such as machine learning and artificial intelligence to identify and respond
to potential cyber attacks in real-time. Ensuring strong cybersecurity for 10T is crucial for a range
of industries, including healthcare, manufacturing, and transportation, as I0T devices are
increasingly used to control critical systems and infrastructure. As the number of 10T devices
continues to grow, it is essential to prioritize cybersecurity and implement robust measures to
protect against cyber threats. In this report, we are going to discuss two projects that we have done

in this domain.

For the first project, we understood that as the protected design of computer networks shifts
towards unrestricted connection, the network gains increased flexibility, widespread coverage, and
cognitive capabilities. These improvements have expedited the progress of advanced internet
technologies, such as big data, cloud computing, the Internet of Things (loT), and networks that
can be programmed. However, the possibility of a DDoS attack caused by centralized control
becomes more evident with software-defined network architecture [1]. There are two types of IDS,

namely vulnerability assessment and anomaly detection. Vulnerability assessment identifies
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attacks through recognized signatures, while anomaly detection detects unusual attacks based on
normal usage patterns. Detecting unknown threats is challenging using abuse and anomaly
detection. Although anomaly detection is helpful in identifying them, it has a high rate of false

alerts because defining a range of typical usage patterns is complex [2].

Currently, identifying DDoS attacks is considered one of the most difficult network attack types
[3]. These attacks aim to exhaust the target network or platforms, rendering the victim unable to
carry out routine operations. DDoS attacks can be divided into two categories: resource bandwidth-
consuming attacks and system resource-consuming attempts. Resource bandwidth attacks utilize
many zombie hosts to rapidly generate a large amount of traffic, which is then directed towards

the victim's server, completely consuming its network bandwidth resources.

One type of attack that can occur is flooding, which involves sending a large number of repeated
packets such as UDP, TCP, and ICMP packets. This flooding attack can result in UDP flooding,
TCP flooding, or ICMP flooding. Another type of attack is amplification, which can be
accomplished through reflection, such as in DNS reflection amplification attacks. In system
resource attacks, attackers can take advantage of protocol vulnerabilities to use the victim's host

resources [4].

The traditional methods of network analysis and data processing face several challenges and
difficulties, such as the reliability of the analysis and the real-time handling of vast amounts of
data. In cellular networks, the behavior of network traffic can be extremely complex due to various
factors, including device mobility and network heterogeneity. Deep learning has been effective in
dealing with large-scale data analysis and discovering complex patterns. Networking researchers
are utilizing deep learning techniques for traffic monitoring and analysis applications, such as
traffic prediction and categorization, due to their success [5]. Traditional machine learning
methods based on expert-generated features are outdated and unable to keep up with the increasing

number of applications and the ever-changing nature of mobile traffic [6].

As cyberattacks become more advanced, it is getting harder to identify them in various sectors
such as industry, national defense, and healthcare. Traditional intrusion detection systems are not
able to recognize complex attacks with unconventional patterns. Attackers are able to avoid
detection by pretending to be normal users. Deep Learning (DL) has the potential to address these

challenges [2]. DL-based intrusion detection does not rely on a significant amount of malicious
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activity or a predefined set of typical activities to establish detection rules. Instead, DL

autonomously identifies intrusion patterns through empirical data learning.

The main objective of our first project is to examine innovative techniques in the field of
metainnovation by utilizing an IDS (Intrusion Detection System) based on deep learning. The
primary focus of the project is to detect DDoS (Distributed Denial of Service) attacks in loT
(Internet of Things) environments using various machine learning algorithms such as MLP (Multi-
Layer Perceptron), LSTM (Long Short-Term Memory), BiLSTM (Bidirectional LSTM), KNN (K-
Nearest Neighbors), SVM (Support Vector Machine), LDA (Linear Discriminant Analysis), DT
(Decision Tree), and RF (Random Forest). The NSL-KDD (Network Security Laboratory-
Knowledge Discovery and Data Mining) dataset is used in this project, and it consists of two labels,
0 and 1, representing abnormal and normal behavior, respectively. The findings of the

classification process are presented using a confusion matrix.

In the second project we realized that anomalies in an internet of things (1oT) network provide
important information about network traffic and patterns. The presence of anomalies does not
necessarily suggest a destruction of the network, but they do offer valuable insight into the nature
of the issues relating to anomalies in the network. Thus, using a fingerprint is one method of
detecting irregularities in loT-connected devices. The fingerprint is one of the most important
components of the network for identifying 10T devices attached to it. Researchers face a number
of challenges in identifying potential abnormalities in networked systems. Active fingerprinting
provides additional information regarding connected devices, but it limits its use since it must be
able to identify the device and apply security regulations when a network abnormality occurs. It
may therefore be more appropriate to use the passive fingerprinting technique on any network-
connected device instead of using the active fingerprinting technique. As there is no additional
monitoring traffic sent to the network with the passive fingerprint approach, the network capacity
is also utilized far less. A passive fingerprinting approach uses properties of USB hardware,
features from protocol headers, and unique deviations from device clocks to create unique

fingerprints for a device.

Identifying abnormalities in 10T devices on a network can help manage network resources and
security rules effectively. If a collection of characteristics can be utilized to describe the device's

typical behavior, the model may be the main foundation for identifying aberrant device behavior



of the same kind. Anomaly diagnosis can reveal consequences of device errors/faults other than
assaults, which are often hidden from security technologies. The selection of a security strategy in
this situation is dependent on an accurate identification of the type of equipment. A bad forecast
not only contributes to the slowdown of the device but also compromises the security of the
network. Our second project aims to identify devices in a network in order to facilitate the
identification of unusual behavior in 10T devices. Using machine learning, we propose a feature-

based approach to introduce a fingerprint technique and identify unusual device behaviors.

1.1 Structure of the Report

The rest of the report is organized as follows:

Chapter two of the report provides a condensed overview of the previous research that has been

conducted in the area being studied.

Chapter three of the report is dedicated to introducing the first project and outlining the research

methodology employed to carry out the investigation as well as results obtained.

Chapter four of the report is focused on presenting the second project, including the methodology
employed to conduct the research and the outcomes of the investigation.

Chapter five represents the concluding section of the report, which summarizes the key findings
and presents the implications of the study. Additionally, this chapter outlines the limitations of the
research, highlights the potential areas for improvement, and recommends directions for future

research.



Chapter Two
Related Work

This chapter provides an overview of the related work in the specific area being studied. This
includes a summary of existing ideas and approaches that have been proposed and implemented
by previous researchers in this field for each project. The purpose of this chapter is to provide a
comprehensive understanding of the current state of the research, highlight the gaps that need to
be addressed, and identify opportunities for further exploration. By analyzing the existing
literature, the projects aim to build upon the knowledge that has already been established and

contribute to the development of new and innovative ideas.

2.1 Literature Review for the first Project

Currently, Distributed Denial of Service (DDoS) attacks pose the most prevalent and potent threat
to businesses, and their attractiveness as a tool for hackers is on the rise [7]. In 2018, GitHub
experienced one of the most massive DDoS attacks in history, which received significant media
attention. This attack severely impacted the security of one of the three pillars of the CIA security

triad, namely "presence." [8]

Attackers utilize numerous dump terminals, computers, and botnets to carry out DDoS attacks
simultaneously, causing a depletion of the targeted system's resources and making all services
inaccessible. There are various legal and efficient technologies available that can be employed for

performing DDoS attacks on both small and large scales.

A recent DDoS attack [8] misused the legitimate Memcached utility, which is typically used to
reduce the burden on supporting Internet services. The attacker exploited Memcached items and
fabricated IP addresses, directing Memcached responses to target addresses at a rate of 126.9
million packets per second, overwhelming the target system'’s capacity. Moreover, using fake IP

addresses makes it challenging to trace DDoS attacks [9].



There are several studies available on Intrusion Detection Systems (IDS). Manso et al. [10]
suggested an IDS based on software-defined networks, which identifies DDoS attacks and sends
alerts to sensor nodes. Karim et al. [11] evaluated the effectiveness of Snort-based IDS in a network
environment. Xu et al. [12] proposed a deep forest-based model for detecting and defending
against DDoS attacks on smart nodes, with a focus on significant data context. Additionally,
researchers have explored machine learning-based anomaly detection techniques for commercial

sensor networks [13].

Lv et al. [14] suggest that it is feasible to utilize deep learning (DL) to tackle security challenges
in CITS Digital Twins (DTs). In Lv et al.'s proposed research [16], they investigate the use of
Digital Twins in manufacturing smart devices and enhance their fault diagnosis performance. Liu
etal. Sun et al. [18] explain a lightweight communication approach for remote control. The authors
are of the opinion that evaluating the functionality of the system demonstrates its suitability and
feasibility for situations that do not demand promptness but necessitate a high degree of

anonymity.

Mehbodniya et al. [19] proposed the use of Naive Bayes, random forests, and logistic regression
as machine learning techniques to identify fraudulent identity attacks. Cao et al. [20] formulated
an optimization model for SAGIN-IoV service needs and proposed an improved algorithm. Sun et
al. [21] investigated a lifelong learning framework named Generalized Lifelong Spectral
Clustering (GL22SC). Ahmadi et al. [22] put forward that deep-Q-reinforcement learning
ensembles can employ a combined deep-Q-reinforcement learning ensemble based on spectral
clustering (DQRE-SCnet) to select a subset of devices in each communication round. Sun et al.
[23] described Flexible Clustered Lifelong Learning (FCL3), which comprises two knowledge

libraries: a feature learning library and a model knowledge library.

Liu et al. [24] optimized the SFERNN by minimizing the cross-entropy loss on the source branches
and the distributional discrepancy between the source and target branches. Mehbodniya et al. [25]
developed a digital signature framework using the modified Lamport Merkle Digital Signature
method for generating and verifying digital signatures. Zhang et al. [26] utilized an improved gray
wolf optimization (IGWO) algorithm to construct a safety early-warning model for electric vehicle
(EV) charging. Dong et al. [27] developed the Knowledge Aggregation-induced Transferability
Perception (KATP) technique, which is an innovative effort to differentiate between transferable



and untransferable knowledge across domains. According to Yang et al. [28], a negative survey
approach can be employed to safeguard aggregated vehicle fuel consumption data from time
series-based differential attacks. Wu et al. [29] proposed an algorithm that combines interactive
machine learning and active learning to predict HBR.

Khaliqg et al. [30] propose parking recommender systems using local differential privacy (LDP)
and elliptic curve cryptography (ECC), but there are still some research gaps in this area. Wu et
al. [31] found that recent SBR prediction models have not performed well due to mislabeled
instances in five publicly available datasets. Kim et al. conducted several KDD computer vision
experiments to divide the dataset into four groups based on two or more independent variables,
namely, attack and benign. Instead of focusing on primary groups, they concentrated on specific

attacks within the same area and created a DL model for detecting DoS in both databases. [2]

Wang et al. proposed a real-time DDoS attack detection system for the software-defined Internet
of Things. They utilized an updated firefly algorithm to improve the performance of the
convolutional neural network (CNN) in detecting DDoS attacks. The system was able to accurately
detect both normal and malicious traffic with over 99% accuracy [4]. Liu et al. proposed a two-
level DDoS attack detection approach based on information entropy and deep learning. The first
level identified suspicious elements and ports with coarse granularity, while the second level used
a CNN model to distinguish regular traffic from suspicious traffic at the packet level. The proposed
method achieved a detection accuracy of 98.98% in an SDN context [1]. Additionally, Zheng et
al. [32] discovered that class imbalance negatively affected the accuracy of SBR prediction.

Zhang et al. [33] employed a random forest classifier to create a Just-in-Time defect prediction
model based on data from six open source projects. Liu et al. [34] developed a DeepBAN
communication framework that was found to improve the energy efficiency of dynamic WBANS
by 15% compared to stochastic scheduling schemes. Gera et al. [35] used a novel dominant feature
selection algorithm to extract the dominant feature set. Liu et al. [36] explored smart contract
vulnerability detection using graph neural networks and expert knowledge. Zhang et al. [37]
proposed a solution for rapid video prefetching and traffic reduction. Zong et al. [38] applied a
multiscale grouping (MSG) structure and a 3D-BoNet instance segmentation model to a 3D point

cloud tunnel dataset, using their new detection method.



Varmaghani et al. [39] proposed a technique to optimize energy consumption in dynamic wireless
sensor networks using fog computing and fuzzy multiattribute decision-making. Singh et al. [41]
developed algorithms for mobility and traffic management that are both flexible and high-
performing through the use of sophisticated fuzzy logic. Xie et al. [42] have suggested various
heuristic or metaheuristic algorithms/methods for solving the NP-hard problem. Li et al. [43] have
summarized constructive interference (Cl) and explained how it can benefit 1-bit signal design by
considering traditional undesired multiuser interference and interference caused by imperfect

hardware components.

Ghanbari et al. [45] improved VFD detection by developing feature extraction methods using a
mother wavelet. Ramtin et al. [48] investigated the maximum damage a DDoS attacker can cause
without being detected by a detection system at the network edge. They examined two classical
classifiers based on hypothesis testing, considering whether the detector knows the distribution of
attack traffic or not. The authors mathematically showed that the maximum damage follows a
square root law and provided empirical data to illustrate their findings. Zheng et al. [49] proposed
a detailed visual reasoning model that introduces different levels of knowledge representation into
deep learning. They developed a multilayer semantic representation network for sentence
representation [50]. Yu et al. [51] demonstrated the feasibility of inferring keystrokes on touch
screens using a side-channel attack with an off-the-shelf smartphone. Kong et al. [52] proposed
user authentication to protect user privacy and offer personalized services. The Breast Cancer
Ultrasound Dataset was used as input for a two-dimensional contourlet by Hajipour et al. [53].
Zhao et al. [54] presented a fog-based smart grid scheme with sensible pricing and packing.
Finally, Meng et al. [55] proposed a method for adaptive neural tracking control of an uncertain

two-link rigid-flexible manipulator under vibration amplitude constraints.

Mishra et al. [67] conducted a comparison of intrusion detection and prevention methods for
minimizing DDoS attacks and placed emphasis on detection techniques. Ghayvat et al. [79]
proposed a strategy that incorporates a blockchain-based nondisclosure method with a two-step
authentication architecture and an elliptic curve cryptography-based cryptographic signature
framework to safeguard the ecosystem against DoS and DDoS attacks. In another study, Mirsky

et al. [80] demonstrated a plug-and-play network intrusion detection system that can autonomously



and efficiently learn to detect attacks on the local network using Kitsune, a collaborative algorithm

that utilizes autoencoders to differentiate between normal and anomalous traffic patterns.

In this section, we tried to provide a comprehensive summary of the latest research in the field of
loT intrusion detection. With the widespread adoption of 0T devices, the security of these devices
has become a major concern. As a result, researchers have been working tirelessly to come up with

innovative solutions to detect and prevent intrusion into 10T systems.

2.2 Literature Review for the second Project

Detecting anomalies in an Internet of Things (IoT) network is crucial in understanding network
traffic and patterns. While the presence of anomalies does not necessarily imply that the network
is being compromised, it provides valuable insights into the nature of the issues related to
anomalies in the network. To identify irregularities in loT-connected devices, one of the effective
methods is to use a fingerprint, which is an essential component of the network for identifying loT
devices attached to it. However, identifying potential abnormalities in networked systems presents
several challenges for researchers.

loT anomaly detection studies did not focus on Euclidean distance involved in high-dimension
information without upper limit. Aljawarneh et al. [96] for instance, provided a gaussian-based
technique for feature extraction of an anomaly in the Internet of Things. In order to identify
intrusions, 10T nodes with Euclidean distance were used. To train their classification technique,

they used the K-nearest Neighbor algorithm.

Cheng et al. [97] introduced the HS-TCN method for anomaly detection as a semi-supervised
technique. Using convolutional neural networks, it performs the task. A feature in their model was
labeled to train on unlabeled data. In their discussion of fingerprinting techniques, Kim et al. [98]
presented a fingerprinting method based on the edge of 10T in a cloud environment. They used
packet analysis and packet placement history to identify anomalies. Additionally, Blaise et al. [99]
proposed a fingerprinting technique for identifying Bot anomalies. This technique involves the
discovery of the host distribution frequency, the detection of anomalies based on machine learning,

and the categorization of Bots based on behavior.



For identifying illicit activity in 10T services, Fang et al. [110] introduced the DIB technique in
medical services. It is responsible for managing personnel states and anomaly operations. Using

fuzzy machine learning, they trained and classified their material.

In this section, we present a comprehensive overview of the literature that has been conducted for
our second project. By presenting this literature review, we hope to provide a solid foundation for
our second project and to build on the existing body of knowledge in the field. Our review serves
as a starting point for our research, allowing us to better understand the current state of research,

identify research gaps, and develop appropriate research questions and methodologies.
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Chapter Three

Project One

ML-DDoSnet: 10T Intrusion Detection Based on Denial-of-Service Attacks Using Machine
Learning Methods and NSL-KDD

The security of the Internet of Things (10T) is a complex issue that involves protecting datagrams
with integrity, confidentiality, and authentication services, as well as safeguarding the network
from external threats. Given the heterogeneous technologies and data processing methods used by
loT devices, standard security solutions may not be sufficient, and intelligent procedures that can
handle various levels of data flow are necessary. To address this issue, a project called "ML-
DDoSnet: 10T Intrusion Detection Based on Denial-of-Service Attacks Using Machine Learning
Methods and NSL-KDD" was developed, which focuses on using deep learning-based intrusion
detection systems (IDS) to identify DDoS attacks. According to tests, BiLSTMs are better for
binary classification (normal/attacker), while sequential models like LSTM or BiLSTM are more
effective at detecting complex attacks in multiclass classifiers. However, further research is needed
to address specific challenges, such as the impact of different data processing techniques on IDS.
Among the different models tested, the BILSTM approach was found to be the most reliable and

suitable solution for detecting DDoS attacks in IoT.

3.1 Methods and Material

3.1.1 Distributed Denial-of-Service (DDoS) Attack

DDosS attacks refer to distributed denial-of-service attacks. These attacks exploit the limitations of
network resources, such as the infrastructure that underpins a company's website. A DDoS attack
involves flooding the targeted online resource with many requests to overload its capacity to
handle multiple demands, thus causing it to malfunction. The traffic that floods the target comes
from different sources, making it challenging to stop the attack by blocking a single source [86].

A DoS or DDoS attack can be likened to a large crowd of people surrounding a shop's entrance,
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making it difficult for genuine customers to visit and disrupting business operations. Multiple
attack machines can generate more attack traffic than a single attack machine, and shutting down
multiple attack machines is more difficult than shutting down a single attack machine. The activity
of each attack machine can be stealthy, making it harder to detect and shut down. As the
overwhelming signal comes from various sources, relying solely on ingress filtering may not be
sufficient to stop the attack. Additionally, it can be hard to distinguish between regular user traffic

and DoS attacks when originating from various locations [87].

The utilization of computer networks that are connected to the Internet is common in conducting
DDosS attacks. These networks are composed of malware-infected PCs and other devices, such as
Internet of Things (10T) equipment, and are controlled remotely by an intruder. A botnet refers to
a group of bots, which are standalone devices. The attacker can send remote commands to each
bot to launch an attack using the botnet. Each bot queries the IP address of the victim's server or
network, and overwhelming it could result in a denial-of-service attack against normal traffic.
Since each bot operates as an Internet node, distinguishing between attack traffic and normal traffic
can be challenging [88].

DDoS attacks focus on different layers of a network connection. To comprehend other DD0S
attacks, it's crucial to comprehend how a network connection is formed. A network connection on
the internet comprises multiple layers or components. Each layer in the model has a specific
purpose, similar to how each layer in a house has a particular function. The OSI model, a
theoretical framework consisting of seven layers, is used to explain network connections as

depicted in Figure 3-1.
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Figure 3-1: The 7-layer conceptual framework for describing network connectivity.

Although flooding a target device or network with traffic is a common characteristic of DDoS
attacks, attackers may employ different attack methods depending on the target's defenses. There
are three types of DDoS attacks, and intruders may use multiple attack vectors or switch between
different types of attacks in response to the target's countermeasures. This information comes from
sources [86-88].

3.1.2 Feature Extraction

The process of preparing data for network traffic classification involves three main stages: data
preprocessing, training, and validation. During the data preparation stage, raw data is collected
from various sources such as recorded network traffic, checked network information, and sampled

packet data, and transformed into a properly formatted dataset with appropriate labels [89]. Once
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the preprocessing is complete, the specific machine learning technique and problem domain will
dictate the primary method used for training. Feature extraction, which is a crucial step in building
a classification model, is then carried out on the processed data. The feature extraction process
aims to improve the classification model's performance by removing irrelevant features and
reducing the number of attributes in the dataset to speed up the training process. After the feature
extraction, the resulting dataset, which has a suitable collection of features, is separated into two
sets for training and testing. The machine learning technique chosen automatically learns the
model parameters and produces a classifier during the training phase.

Most learning algorithms require the human selection of hyperparameters. The appropriate values
of hyperparameters for a particular situation must be determined. Past experience, values from
other successful applications, validation techniques, and rules of thumb are all used to select
appropriate hyperparameters. Using the specified learning method, separate classifiers targeting
different groups of hyperparameters can be trained using the training set. The performance of the
classifiers developed is then evaluated using a validation set that does not overlap with the training
set. The best-performing hyperparameters are used to construct the final classifier. In the testing
phase, the performance of the final classifier is evaluated based on the predictions it makes using
the defined activity [90].

3.1.3 Multilayer Perceptron

An artificial neural network (ANN) imitates the structure and operation of biological neural
networks. The system is composed of artificial neurons arranged in layers and connected by
weighted edges, as shown in Figure 3-2. Each neuron processes and aggregates the input signals
using an activation function to generate an output signal. The output signals are then passed on to
the next layer, until the final output layer is reached [91]. Hidden layers between the input and
output layers perform calculations and processing. During the training phase, the weights of
connected neurons are randomly assigned and then refined using a learning algorithm.
Backpropagation with gradient descent is the most commonly used approach for adjusting the edge
weights. ANN can vary in size and shape, but a simple ANN typically consists of a feedforward

network with no loops [91].
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function

Figure 3-2: The leading architecture of the MLP method.

3.1.4 Long Short-Term Memory (LSTM)

In 1997, a new model called Long short-term memory (LSTM) was proposed, which is a type of
gated recurrent neural network. Bidirectional LSTM is an extension of the LSTM model. The key

feature of these networks is their ability to retain data for future cell processing.
LSTM can be thought of as an RNN with two essential vectors and a memory pool [92]:

e The first vector represents the output at the current step, which is in a short-term state.
e The second vector represents the long-term state, which is capable of storing, retrieving,

and discarding information for long-term use as it passes through the network.

Figure 3 illustrates that a perceptron determines the decision to read, store, or write. The activation
functions produce a value between 0 and 1. The forget and output gates determine if new
information should be retained or discarded. The selection of the model is made using the LSTM
block's memory and the output gate's state. The output is then fed back into the network as input,
creating a recurring sequence. The LSTM model can address the difficulties that traditional
machine learning methods face in extracting the meaning at a higher level while categorizing texts
[93]. The model utilizes a content matrix consisting of pretrained distributed word vectors as input

and then utilizes its unique memory structure to extract feature expressions that create context
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information (as seen in Figure 3-3). The LSTM approach is depicted in Figure 3-3(a), which
utilizes only historical context, resulting in a limited understanding of complex words due to the
lack of future context. The BiLSTM combines a forward LSTM layer and a backward LSTM layer
to address this issue. The correlation technique can be used by summing the information from both

directions before and after the word. Figure 3-3(b) shows the architecture of the model [93].

Output layer Vi1 i Yin Output layer
I, n h,,,  Backward layer
e N s
Forward layer _)<_j ) {_
Forward layer
Input layer X, X, X Input layer X X, il
(a) LSTM (b) BiLSTM

Figure 3-3: The architecture of the LSTM and BiLSTM methods.

3.2 Results and Discussion

3.2.1 Data Collection

The NSL-KDD database was proposed to address some of the significant inconsistencies in the
KDD dataset [94]. It includes a comprehensive dataset that simulates a variety of intrusions in a
military network environment. However, some of the problems highlighted by McHugh in the
KDD dataset still persist in the current version. While the natural network structure may not be
entirely represented, it can still be used as a resource because of the lack of public datasets for
network-based systems. Researchers may utilize this dataset to compare various intrusion
detection technologies by incorporating user data. Moreover, the NSL-KDD training and testing
sets contain a substantial number of records, which offers the advantage of conducting tests on the
entire dataset instead of randomly selecting a small portion. This approach can save costs and

ensure that the evaluation results of different research projects are consistent and comparable [94].
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The NSL-KDD dataset provides advantages compared to the original KDD dataset as it has less
information in the learning suite, which avoids classifier bias towards certain records. In addition,
testing sets do not have duplicate history, which prevents any influence on training performance
due to higher detection capability of repeating data [95].

The primary KDD dataset has an inverse relationship between the number of records picked from
each category and its proportion, leading to varying recognition accuracy for different machine
learning methods. This makes it more efficient to accurately assess different learning strategies
over a wider range. The training and test sets contain a large number of records, making it
economical to conduct tests on the entire dataset rather than selecting a small portion randomly.
This ensures that the results of different research paper assessments are consistent and similar. One
significant disadvantage of KDD datasets is the excessive number of redundant records, which can
negatively affect pattern recognition, particularly for networks vulnerable to attacks such as U2R
and R2L. Additionally, these duplicate records in the test set can distort assessment results since

approaches with better detection rates for repeated records can influence the outcome [94].

3.2.2 Results of Feature Extraction

DDosS detection techniques commonly use passive network monitoring to collect network traffic.
The obtained data is then analyzed to identify any attack traffic. There are two primary methods
of scanning a passive network, which include packet capture that intercepts and records network
data packets, and network flow monitoring that provides aggregated traffic data for a flow between
two endpoints. The effectiveness of DDoS detection systems is evaluated using two sets of
features, including packet-level and flow-level characteristics. Table 3-1 summarizes these

characteristics.

In this study, a flow is defined as a one-way series of packages with the same 5-tuple values, which
consist of the source IP address, source port number, destination IP address, port number, and
protocol ID. The research investigates the detection performance of machine learning-based

algorithms on these specified characteristics.
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Table 3-1: The correlation coefficient for 10T intrusion detection.

Correlation value Qualitative value ‘

(-0.1,0.1) Very weak
(-0.3,-0.1) or (0.1, 0.3) Weak
(-0.5, -0.3) or (0.3, 0.5) Moderate

(-1,-0.5) or (0.5, 1) Strong

3.2.3 Classification Results

Numerous techniques for detecting Distributed Denial of Service (DDoS) attacks have been
introduced, with many of them relying on a straightforward Artificial Neural Network (ANN)
implemented using the backpropagation algorithm. The main difference between these techniques
lies in the design of the ANN in terms of the number of neurons in each layer and the number of
hidden layers. Most ANNs that have been evaluated have a single hidden layer, where the input
layer neurons reflect the extracted features from network traffic, while the output layer neurons
display the required labels. Typically, the number of neurons in the hidden layer ranges from 3 to

50. ANNs have broad applicability in various detection tasks.

In this project, an Artificial Neural Network (ANN) is utilized to determine the quantity of
compromised devices involved in a DDoS attack. The system creates a regular profile beforehand
and continuously monitors network traffic to detect any attack. A DDoS attack is documented
when the entropy of flow size differs from a standard preset threshold. The difference value is
entered into the ANN model to compute the number of compromised devices. To detect DDoS
attacks, an ensemble detection approach is developed that integrates multiple ANN classifiers. In
the proposed method the training dataset is initially divided into two categories, namely attack

and regular traffic.

The dataset for each category was split into n subgroups, with the data being separated into k

distinct groups within each subset. By leaving out one of the disjoint sets, k training sets were
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generated using these non-overlapping sets. This resulted in k and n ANN classifiers being formed
for each category. Then, a new instance is evaluated by all classifiers. A weighted majority voting
approach is used to make decisions on the n subsets within each class, while a weighted product
rule is used to make decisions across different categories.

In this project, eight machine learning algorithms are utilized for diagnosing DDoS attacks in 10T.
The NSL-KDD dataset is used, with labels of 1 and O representing normal and anomalous
behaviors, respectively. The first diagnostic approach employed is the MLP network. The ANN
network is constructed with two hidden layers, consisting of 19 and 10 neurons each. 70% of the
dataset is used for training, while the remaining 30% is reserved for validation and testing. The
iteration process continues until the numerical label's Mean Squared Error (MSE) is fixed. The

results of the MLP network are depicted in Figure 3-4.
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Figure 3-4: The MLP method training process.
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The outcomes of the categorization process are displayed through a confusion matrix, which is
illustrated in Figure 3-5.
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Figure 3-5: The training process of the LSTM and BiLSTM networks.

The results of the training process are illustrated in Figure 3-6, which displays the confusion
matrix. The confusion matrix reveals that the model successfully detects 99.9% of the attacks, as
it correctly identified 12098 out of 12109 anomaly nodes. However, the model misclassified 11
nodes. Thus, the sensitivity of the training process is 99.9%. On the other hand, specificity is a
measure that indicates the frequency of false positives. The analysis of the results reveals that

97.6% of the normal nodes are accurately classified, while 2.4% are misclassified.

The accuracy metrics of the model are determined by the true-positive rate, which represents the
percentage of all diagnostic positives. The results show that 98.4% of the 12297 nodes used in
DDoS attacks were correctly classified as positive nodes. In conclusion, the training procedure

achieved 99% accuracy, indicating that it is highly effective in identifying DDoS attacks.
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The results obtained from testing the dataset validate the effectiveness of the employed networks.
The accuracy of the testing samples for 30% of the data is 79.5%. Additionally, the sensitivity,
specificity, and accuracy scores are 97.9%, 67.3%, and 66.5%, respectively. By measuring the
difference between the two accuracies using overfitting metrics (OF), the OF is found to be 19.5%,

indicating good categorization findings.

The LSTM and BIiLSTM algorithms demonstrated high accuracy values of 99.9% and 100%,
respectively, in the training procedure. The OF values for LSTM and BiLSTM are 20.1% and
17.7%, respectively. The study employed eight machine learning algorithms, including MLP,
LSTM, BILSTM, KNN, SVM, LDA, DT, and RF, to confirm the classification findings. The
LSTM and BiLSTM methods outperformed other approaches in terms of test accuracy.
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Figure 3-6: The confusion plots of the used ML methods.
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In order to compare the effectiveness of various machine learning approaches for detecting DDoS
attacks, the ROC (receiver operating characteristic) curve is presented in Figure 3-7. The ROC
curve shows the false positive rate on the horizontal axis and the true positive rate on the vertical
axis. The ideal classifier would have the highest true positive rate and the lowest false positive
rate. Based on the results, the BILSTM approach seems to be the best classifier for the given

features.
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Figure 3-7: The ROC curve of the proposed methods.
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The accuracy rates of various machine learning classifiers are depicted in Figure 3-8. According
to the data, the accuracy values for MLP, LSTM, BiLSTM, KNN, SVM, LDA, DT, and RF are
79.5 percent, 80 percent, 82.3 percent, 77 percent, 82.8 percent, 69 percent, 77.7 percent, and 75.4
percent, respectively. Among these classifiers, the BILSTM architecture with the highest accuracy
is considered the most accurate and appropriate approach for diagnosing DDoS attacks in 10T,

using the given strategy.
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Figure 3-8: The accuracy, train sensitivity, and test sensitivity of the proposed approach.
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3.4 Conclusion

In this project, a variety of machine learning algorithms including MLP, LSTM, BiLSTM, KNN,
SVM, LDA, DT, and RF were employed to diagnose DDoS attacks in 10T using a dataset called
NSL-KDD. The dataset had labels indicating normal and anomalous behaviors. The accuracy of
each algorithm was evaluated using a confusion matrix. The MLP algorithm had the highest
effectiveness in recognizing attacks, with a 99.9% success rate according to its training confusion
matrix. Specificity, which measures the frequency of bad outcomes, was used to evaluate
misdiagnoses. The accuracy of the LSTM and BiLSTM algorithms during the training phase was
found to be 99.9% and 100%, respectively. The BiLSTM approach was found to be the best
classifier for the dataset, with a test accuracy of 82.3%, followed by LSTM, SVM, and RF. KNN,
LDA, and DT had lower test accuracy values. The ROC was used to compare the performance of
the different algorithms in diagnosing DDoS attacks.
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Chapter Four

Project Two

A Framework for Detecting Anomalies of Fingerprint in Parallel and Distributed Network
Attack Systems Based on The Internet of Things: Applications Based on Convolutional Deep

Learning Algorithms

The operation of an internet of things (10T) network can potentially divulge significant information
about network activity and traffic. While anomalies in the network may not always pose an
immediate threat, they can provide valuable insight into potential network issues. Therefore, a
fingerprinting approach can be employed to detect errors on loT-connected devices.

By analyzing traffic patterns, it is possible to uncover the effects of device errors or faults beyond
just attacks, which are typically disguised from standard security solutions. Consequently, it is
imperative to identify the specific type of equipment in order to select the appropriate security
measures. Failing to make accurate predictions can slow down device performance and
compromise network security. Thus, we developed a second project called "A Framework for
Detecting Anomalies of Fingerprint in Parallel and Distributed Network Attack Systems Based on
The Internet of Things: Applications Based on Convolutional Deep Learning Algorithms." The
primary goal of this project is to detect anomalous behavior in 10T devices by identifying them on
a network. To achieve this, we propose a feature-based approach that uses machine learning to

create a fingerprint method and identify unusual behavior patterns in devices.

Our approach outperforms existing methodologies, resulting in a 14% increase in the average
forecast F1-score. By comparing packet header features with long-term device behavior, we aim

to extend this technique to detect unusual device activity.
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4.1 Methods and Materials

4.1.1 Machine learning

Often referred to as a model, a machine learning algorithm describes data in the context of a
problem. The goal is to convert data into insight. A retailer may use a machine-learning algorithm
to estimate sales for the next quarter based on previous sales and other relevant information. In a
similar way, a manufacturer of wind turbines may visually inspect crucial machinery and pass the

video data via algorithms designed to detect hazardous flaws.

Supervised machine learning techniques can be used to predict or justify the value of a category.
For example, they can determine if a customer is likely to make an online purchase, with the
potential outcomes being either a buyer or non-buyer. Additionally, there are more than two
categories that can be classified, and a classification algorithm can be used to identify normal or
anomalous data. The approach chosen depends on the problem at hand, and there are two types of
learning: supervised and unsupervised. Figure 4-1 below provides a breakdown of machine

learning techniques, which will be discussed in more detail individually.

Classification
Feature Based Supervised
. . method Regression
Machine learning ' L
Unsupervised Clustering

Figure 4-1: Flow chart of machine learning methods.
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4.1.2 Convolutional Neural network

Convolutional neural networks consist of neurons that have adjustable weights and biases. Each
neuron processes a set of inputs, calculates a dot product, and may also include a non-linear
operation. The entire network can be represented as a single differentiable scoring function, which
takes the raw image pixels as input and produces class scores as output [105]. Moreover, they still
employ a loss function (such as SVM/Softmax) on the last fully connected layer, and all the

learning strategies developed for traditional neural networks are still applicable [106].

A ConvNet is made up of multiple layers, each with its own unique function for transforming one
set of activations into another [107]. The three primary types of layers used to build ConvNet
topologies are the Convolutional Layer, Pooling Layer, and Fully-Connected Layer, which are the
same types of layers used in traditional neural networks. These layers can be combined in different
ways to create a complete ConvNet architecture.

4.1.3 Proposed Method

The proposed approach for fingerprinting involves extracting device characteristics from their
fingerprints. Statistics such as packet arrival time, Ethernet packet size, IP header size, packet
number, packet direction, and source/destination IP addresses (minimum, maximum, mean,
variance, etc.) are among the attributes that can be provided. A multi-class machine learning
classifier can be trained using the generated fingerprint to identify different Internet of Things
devices. Furthermore, it is possible to extract characteristics from encrypted communication using
existing information. Instead of extracting the characteristics of each individual packet during the
initial device setup, feature extraction is performed on a series of packets. In the absence of data
with the necessary features, systematic analysis is required to identify abnormalities. Therefore,
machine learning techniques are utilized to analyze the data, discover correlations, or predict

unknown events.

This approach utilizes a classification method based on machine learning. The goal is to identify
traffic anomalies in an 10T system using a suggested fingerprint. The first step is to create a labeled

data set, which serves as the suggested fingerprint for classifying and identifying the features of
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networked devices. Once the labeled data set and device fingerprint have been generated, machine
learning techniques are used to classify the packets, with a deep convolutional neural network
being recommended for this purpose. In the third phase, the approach's performance is evaluated
based on several criteria, including accuracy, sensitivity, precision, specificity, F1-score, and risk

detection error. Figure 4-2 depicts the conceptual diagram of this approach.
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Figure 4-2: Conceptual diagram of the proposed model.

29



4.1.4 Performance Metrics

Precision, also called positive predictive value, is a metric that indicates the proportion of relevant
results among the retrieved examples. It measures the probability that a retrieved instance is truly
positive rather than false positive. It is an important measure for evaluating the accuracy of
predictions and identifying the percentage of false positives for each device type. In other words,
precision can help to assess the quality of the classification model and its ability to correctly
identify the targeted devices [108]. The higher the precision, the fewer false positives and the more
accurate the model is in predicting the device types. Therefore, precision is a crucial metric for
machine learning models that aim to identify and classify networked devices in an loT system.
Here is a mathematical representation of precision.

. TP (1)
Precision = W

In addition to recall rate, sensitivity rate and True Positive rate are also known as true positive rate.
The tool displays the proportion of relevant examples found in the search as compared to all
relevant instances in a test, as well as the probability of finding a relevant instance at random. We
utilize Recall to assess the accuracy of each forecast for each device type. Here is a mathematical
representation of recall [109].

TP @
Recall = TP-l-—F]V

The F1-score is a measure that assigns the same importance to precision and recall. In addition to
the F1-score, there are two other commonly used F-measures: the F2-score and the F0.5-score,
which place more emphasis on recall and precision, respectively. The F1-score is used to evaluate
the accuracy of predictions for each type of device. When the F1-score is at its highest value, it
represents the harmonic mean of precision and recall. The Fl-score can be mathematically
represented as follows [18-19].

. 2 X Percision X Recall 3)
1 =

Percision + Recall
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4.2 Results and Discussion

4.2.1 Feature Selection

To create a unique identifier for each device, packet-based fingerprinting is used, which extracts
23 characteristics from every packet to create a feature vector. The first 12 feature vectors are
utilized to generate a 176-dimensional fingerprint for the device. The fingerprint is constructed by
creating two sequences of 21 packets each, which are filtered using the device's MAC address.

Finally, Scapyl is utilized to extract the necessary features for the fingerprint creation process.

4.2.2 Implementation Tools and Dataset

The Sentinel[100] dataset can be used by IoT devices for anomaly detection and fingerprinting.
The dataset contains a total of 27 smart home devices that are connected via Ethernet or WiFi.
MATLAB software is utilized to conduct feature extraction, fingerprinting, and deep learning

network training.

The data is derived from the devices' traffic patterns during their setup, including powering on,
establishing a direct wireless or Ethernet connection, and transmitting WiFi credentials. The
average capture time was 68 seconds, and the average packet length was 350 bytes. A device can
now be easily configured by following a series of instructions in a PC program or using a
smartphone app. Whenever the device is captured, it is hard reset to return it to its original factory

settings.

4.2.3 Classification results

The scikit-learn package is used to compare the average F1-scores of popular classification
techniques, which is a useful way to assess the impact of the chosen algorithm. In Table 4-1, the
minimum, maximum, and average F1-scores for each classification technique are presented (refer
to Figure 4-3). To provide more extensive insights, a 10-fold cross-validation was employed across
10 rounds during the classification process. The Random Forest (RF) classifiers achieved the

highest average prediction F1-scores with the least amount of variance. Even though decision tree
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classifiers were outperformed in terms of prediction F1-score, RF classifiers categorized devices

more rapidly. We utilized RF as the classification method to train our model and predict device

types.
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Figure 4-3: The results of classification (F1 score Metrics).

The Gini impurity measures the probability of incorrect classification of a randomly selected
fingerprint, based on class distribution. In the RF algorithm, the significance of each feature in
classification is determined by averaging it across all trees. The average significance values for
each feature used in RF classification can be found in Figure 4-4. The top 10 characteristics of
packet-based and sequence-based techniques are summarized in the table, with sequence-based
fingerprinting relying on sequences generated from a known source. The majority of the top 10
attributes are related to packet size, with 80% pertaining to source-originating sequences and the
remaining 20% for bidirectional sequences. Other than packet size, features such as source or

destination port class and packet direction can affect prediction accuracy by approximately 0.18.
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Table 4-1: Selected features for classification based on RF method.
Feature name Sequence
Size of Packet IP payload size
IP counter of Destination Ethernet frame size
HTTP feature Ethernet frame size
Destination port Ethernet frame size
UDP feature Ethernet frame size
IP feature IP payload size
Source port IP payload size




The average prediction F1-score is impacted by the features used for classifier training. To
investigate this, the number of features used to train the classifier was varied and the resulting
average F1-score was measured. Figure 4-5 displays a plot of F1-scores against the number of
features used by the classification algorithm to build the model. The F1-score values in the model
have somewhat increased with the inclusion of additional features, particularly at feature numbers
2,4,7,and 25. A significant improvement in F1-score has been attributed to the inclusion of highly
important characteristics. Beyond the first 40 attributes, the significance value drops below 0.1,
which has a lesser impact on the ability to differentiate between different device types.
Consequently, after the first 40 features, the F1-score surpasses 0.90, and as more features are

added up to 90, the accuracy progressively increases from 0.90 to 0.92 without any sudden jumps.
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Figure 4-5: The performance of the presented CNN method through classification experiments.
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4.3 Conclusion

Neural network-based techniques are commonly employed in 10T to classify or detect anomalies
using various artificial intelligence algorithms. To develop a novel approach for device
fingerprinting, in this project, we extract features from a sequence of packets, including packet
sizes, interarrival times, Fast Fourier Transform of interarrival times, packet directions, and so on.
Our method has improved the average prediction F1-score by 14% when compared to state-of-the-
art techniques. Consequently, the average prediction F1-score for the 10 devices with the lowest
F1-score increased from 0.45 to 0.78. We also examined the impact of the confidence threshold
on the classifier's ability to detect unknown devices and suggested possible threshold ranges that

could be used in different scenarios.
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Chapter Five

Conclusion

The Internet of Things (10T) has become a vital component of modern society, with the ability to
connect and control various devices remotely. However, the security of these devices is of utmost
concern due to their complexity and heterogeneity, which makes them vulnerable to attacks and
breaches. Standard security solutions, such as firewalls and intrusion detection systems (IDS), may
not be sufficient to protect IoT devices, and more intelligent procedures that can handle various

levels of data flow are necessary.

Fortunately, machine learning-based IDS has emerged as a promising solution for detecting attacks
and anomalies in 10T networks. These IDS can analyze traffic patterns and data flow in real-time
to identify potential threats. However, there are specific challenges that need to be addressed, such

as the impact of different data processing techniques on IDS accuracy.

To improve loT security, fingerprint-based approaches and feature-based anomaly detection
methods have been proposed. These approaches aim to identify and categorize 10T devices based
on their unique characteristics, allowing for more accurate and efficient detection of abnormal
behavior.

Ultimately, a comprehensive and proactive approach to IoT security is essential for protecting IoT
devices and the data they generate. This approach should consider both hardware and software
components, as well as the network infrastructure. By adopting such an approach, 10T devices can

operate safely and securely in today's interconnected world.
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