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ABSTRACT

Large software organizations handle many customer support issues every day in
the form of bug reports, feature requests, and general misunderstandings as submitted
by customers. Strategies to gather, analyze, and negotiate requirements are comple-
mented by efforts to manage customer input after products have been deployed. For
the latter, support tickets are key in allowing customers to submit their issues, bug re-
ports, and feature requests. Whenever insufficient attention is given to support issues,
there is a chance customers will escalate their issues, and escalation to management is
time-consuming and expensive, especially for large organizations managing hundreds
of customers and thousands of support tickets. This thesis provides a step towards
simplifying the job for support analysts and managers, particularly in predicting the
risk of escalating support tickets. In a field study at our large industrial partner,
IBM, a design science methodology was employed to characterize the support process
and data available to IBM analysts in managing escalations. Through iterative cycles
of design and evaluation, support analysts’ expert knowledge about their customers
was translated into features of a support ticket model to be implemented into a Ma-
chine Learning model to predict support ticket escalations. The Machine Learning
model was trained and evaluated on over 2.5 million support tickets and 10,000 es-
calations, obtaining a recall of 79.9% and an 80.8% reduction in the workload for
support analysts looking to identify support tickets at risk of escalation. Further on-
site evaluations were conducted through a tool developed to implement the Machine
Learning techniques in industry, deployed during weekly support-ticket-management

meetings. The features developed in the Support Ticket Model are designed to serve
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as a starting place for organizations interested in implementing the model to predict
support ticket escalations, and for future researchers to build on to advance research

in Escalation Prediction.
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Chapter 1

Introduction

1.1 Motivation for this Research

Large software organizations handle many customer support issues every day in the
form of bug reports, feature requests, and general misunderstandings as submitted by
customers. A significant portion of these issues create new, or relate to, existing tech-
nical requirements for product developers, thus allowing requirements management
and release planning processes to be reactive to customer input.

These support issues are submitted through various channels such as support fo-
rums and product wikis, however, a common default for organizations is to offer direct
support through phone and online systems in which support tickets are created and
managed by support analysts. The process of addressing these support tickets varies
across different organizations, but all of them share a common goal: to resolve the
issue brought forth by the customer and keep the customer happy. If a customer
is not happy with the support they are receiving, companies have escalation pro-
cesses whereby customers can state their concern for how their support ticket is being
handled by escalating their problems to management’s attention.

While the escalation process is needed to draw attention to important and unre-
solved issues, handling the underlying support ticket after an escalation occurs is very
expensive for organizations [19], amounting to millions of dollars each year [28]. In
these situations, immediate management and senior software engineers’ involvement
is necessary to reduce the business and financial loss to the customer. Furthermore,
software defect escalations can - if not handled properly - result in a loss of reputation,

satisfaction, loyalty, and customers [4].



Understanding the customer is a key factor in keeping them happy and solving
support issues. It is the customer who, driven by — a perceived — ineffective resolution
of their issue, escalates tickets to management’s attention [6]. A support analyst’s
job is to assess the risk of support-ticket escalation given the information present
-- a largely manual process. This information includes the customer, the issue, and
interrelated factors such as time of year and life-cycle of the customer’s product.
Keeping track of customers and their issues becomes infeasible in large organizations
who service multiple products across multiple product teams, amounting to large
amounts of customer data.

Past research proposed Machine Learning techniques that model industrial data
and predict escalations [6,19,22,28], though none of these efforts attempted to equip
ML algorithms with the same tools that support analysts use every day to under-
stand their customers. The focus had instead been on improving Escalation Pre-
diction algorithms while utilizing largely all available support data in the studied
organization, without much regard to modelling analysts’ understanding of whether
customers might escalate. Defining which information analysts use to identify issues
at risk of escalation is the first step in Feature Engineering: a difficult, expensive,
domain-specific task of finding features that correlate with the target class (in this
case, escalations) [11]. Using these features in a Machine Learning model is designed
to leverage the analysts’ expert knowledge in assessing and managing the risk of
support-ticket escalations to create an automated approach to Escalation Prediction.
Additionally, once Feature Engineering has been completed, these features can serve
as a baseline for other organizations with similar processes, interested in conducting

Escalation Prediction with their own support data.

1.2 Research Questions

I studied the aforementioned problem in a field study at IBM: a large organization
with hundreds of products and customers, and a strong desire to avoid escalations.

Two research questions guided the research:

RQ1 What are the features of a support-ticket model to best describe a customer

escalation?

RQ2 Can Machine Learning techniques that implement such a model assist in esca-

lation management?



1.3 Methodology

A design science methodology was employed with our industrial partner, IBM, to
address the above research questions. The three main phases of design science are
Problem Characterization, Development of Artifacts, and Topic research, all of which
are iterative in nature [27]. The Problem Characterization phase of this research was
composed of multiple cycles of learning from our industry collaborator, including an
initial ethnographic exploratory study of the escalation process, and a detailed review
of the data available to IBM support analysts. The Development of Artifacts phase
went through multiple design cycles with IBM, producing two artifacts: a conceptual
model of support tickets in which features represent the contextual knowledge held
by support analysts about the support process, and the operationalization of those
features into an Escalation Prediction Machine Learning Model. Finally, the Topic
Research phase involved reviewing existing work in the research area of Customer
Relationship Management and Escalation Prediction through Machine Learning, and

reflecting on how the research results are transferable to other settings.

1.4 Contributions

The first main contribution of this research is the model of support ticket features —
through feature engineering — that support teams use to assess and manage the risk
of escalations. This contribution was developed through observations of practice and
interviews with management, developers, and support analysts at IBM, as well as
analysis of the entire IBM customer support data repository containing more than
2.5 million support tickets and 10,000 escalations. The second contribution is the
investigation of this model when used with machine learning techniques to assist in
the escalation process. A statistical validation of the techniques was complimented
with an in-depth study of the use of these techniques, delivered to IBM through a
tool in daily management meetings assessing escalations at one collaborating product
team, IBM Victoria in Canada.

1.5 Thesis Outline

Chapter 1 - Introduction introduces the thesis with the motivation, research

questions, and contributions of the research.



Chapter 2 - Related Work discusses the existing work in the relevant research

areas that serve as the basis for this thesis.

Chapter 3 - Methodology breaks down the different phases of the design science
methodology.

Chapter 4 - Problem Characterization explains the context in which this re-
search was conducted and outlines the problem to be addressed through the

research.

Chapter 5 - Feature Engineering outlines the features engineered for the ma-

chine learning model.

Chapter 6 - PMR and CritSit Data Collection details the process of getting

the repository data for this research (support tickets and escalations).

Chapter 7 - Development and Statistical Evaluation of the Machine

Learning Model explains the machine learning model created for this research.

Chapter 8 - Validation with IBM (1): Model Output outlines and discusses

the first evaluation of the machine learning model and the features.

Chapter 9 - ECrits: Delivering Machine Learning Results for Live Data
describes the tool built for this research to deliver the results of the Machine

Learning model to IBM

Chapter 10 - Validation with IBM (2): ECrits Deployment outlines and

discusses the second evaluation cycle where the tool was released to IBM

Chapter 11 - Discussion brings together all of the results, and elaborates on what

each one means.

Appendix A - SPSS Modeler Additional information about the machine learning

tool used in this research

Appendix B - Questions for Support Analysts Questions asked to support an-
alysts to facilitate the generation of information regarding support tickets and

escalations

Appendix C - Publications Publications created as a result of this research



Chapter 2

Related Work

The development and maintenance of software products is highly coupled with many
stakeholders, among which the customer plays a key role. “Customer relationship
management” is the research area of customer satisfaction and retention through
techniques aimed at understanding how customers interact with companies and how
to better that experience to increase customer satisfaction and retention [25]. Sup-
port tickets are one way in which customers interact with companies, whereby issues
are submitted to support personnel for assessment and response. In working towards
a streamlined management of these tickets to deliver a faster and more complete cus-
tomer support experience, previous work has proposed the categorization of support
tickets [9, 10, 21,22, 33] to allow for faster triage and response times for customers.
An extension of categorizing support tickets, is to try and predict which tickets are
likely to escalate. Previous work by Ling et al. [19], Sheng et al. [28], and Bruckhaus
et al. [6] utilized machine learning (ML) algorithms to perform escalation prediction.

To address the issue of support ticket management within large organizations,
a review of existing works in the following relevant research areas was conducted:
Customer Relationship Management, support ticket automated categorization, and

Escalation Prediction.

2.1 Customer Relationship Management

Customer relationship management (CRM) involves integrating artifacts, tools, and
workflows to successfully initiate, maintain, and (if necessary) terminate customer re-

lationships [25]. Examples of CRM practices include: customer participation require-



ments-gathering sessions, customer feature suggestions through majority voting, cus-
tomer incident reports, and support tickets [14,24]. Other tactics of involving cus-
tomers in the requirements gathering phase such as stakeholder crowd-sourcing (e.g.
Lim et al. [17]) and direct customer participation (e.g. Kabbedijk et al. [14]) are
CRM processes that aim to mitigate the potential cost of changing requirements
after development has begun.

An outstanding aspect, however, is the effort and cost associated with the manage-
ment of a product’s ongoing support process: dealing with bugs, defects, and feature
requests through artifacts such as product wikis, support chat lines, and support tick-
ets. When support tickets are not handled in a timely manner or a customer’s business
is seriously impacted, customers escalate their issues to management [28]. Escalation
is a process very costly for organizations [6,28] and yet fruitful for research in ML that

can parse large amounts of support ticket data and suggest escalation trends [6,20].

2.2 Support Ticket Automated Categorization

In working towards the automation of support ticket handling, the automatic cate-
gorization of support tickets based on the text contained within the description has
been a common focus in the literature. This categorization involved directing support
tickets to the people who could best handle them.

Marcu et al. [22] used a three-stage correlation and filter process to match new
support issues with existing issues in the system. Their goal and contribution was to
speed up the triage and resolution process through finding similar issues previously
resolved. This goal of speeding of the triage and resolution process is the driver
behind all of the related work in this section.

Di Lucca et al. [9] built an automated router to categorize incoming support
tickets into one of eight categories representing various levels of expertise required
to address support tickets. They started by testing a number of baseline techniques
(probabilistic model, vector space model, support vector machine, classification and
regression trees and k-nearest neighbor classification) in order to report the relative
performance of each technique. The main purpose of their work, however, was the
actual implementation of the router, an automated way to handle misclassifications
at run-time. Their router first performed standard information retrieval techniques
(stop-word removal, stemming, and encoding) to transform the data, then the data

was fed into the classifiers above to produce one of the eight categories discussed



above and subsequently passed to the knowledge expert under that category. Finally,
if the chosen category was correct, the knowledge expert would mark the entry as
correct, otherwise the data was sent for reclassification with the incorrect category
removed as an option.

Diao et al. [10] sought to classify incoming tickets based on a set of rules defined
by experts in the industry domain who work with support tickets. Their research was
driven by the subsets of support ticket data that do not contain a labelled corpus to
perform supervised techniques for classification. Examples of such situations include
small datasets where labels would not be sufficient, situations where the classification
needed is perhaps a new one in the system and has not yet being labelled, and
attempting to classify old data that does not have the new labels.

Wang et al. [33] used a two-stage approach to classifying incoming support tickets
that leveraged labelled and unlabelled data. The first stage utilized distance metric
learning to classify the unlabelled data, and then the second stage used active learning
to label some of the unlabelled data based on the decisions made by the distance
metric learning. This process of changing the labels of the data using a small starting
set of labeled data and knowledge about the dataset from the distance metric learning
allows an iterative loop to be defined where more and more data is labelled for as
long as the loop runs.

Maksai [21] also used a two-stage approach for classifying incoming support tickets,
only their stages were graph clustering and hierarchical clustering. Their work differs
by including “time spent manually labelling tickets” as a metric to be considered
when comparing approaches.

All of the above research requires the description of the support tickets to do the
necessary natural language processing tasks (NLP) (such as extracting topics and
important words) that are needed to follow up with the aforementioned algorithms.
In working with our industry collaborator to address their problem, beginning with
a baseline of these techniques to help direct their support tickets to the proper end
point was an initial goal; however, they were unable to provide the text of the support

tickets for confidentiality and privacy reasons.

2.3 Escalation Prediction

A natural extension to the task of automatically categorizing support tickets (out-

lined in Section 2.2) is the classification of support tickets by labelling incoming



support tickets with the class label “escalation” or not. This labelling is also known
as Escalation Prediction (EP), which has had some attention in the recent years.

Ling et al. [19] and Sheng et al. [28] propose cost-sensitive learning as a technique
for improved ML results optimized for EP. Their research, however, was primarily
focused on the cost-sensitive learning algorithms and the improvements they offered,
with no consideration to the individual attributes being fed into the model. Similarly,
Bruckhaus et al. [6] conducted preliminary work investigating the use of neural net-
works to conduct EP on data from Sun Microsystems. Their work does not describe
how they selected their final attributes from an initial set of 200. In the absence of a
written explanation of their feature engineering efforts, we have limited evidence that
the model attributes chosen are best suited to characterize support ticket escalation
in the organization studied, nor confidence that they might be applicable to other
organizations.

The end goal of EP through ML is to identify events generated by customers
which might lead to escalations, yet none of the previous research attempts to solve
the problem of EP by understanding how analysts identify escalations. Previous
research does not focus on the customer through data selection or feature engineering
aimed at the knowledge that support analysts have about their customers. We are
limited to the kinds of data ML algorithms can understand, however, the way in
which that data is augmented and presented to ML algorithms can be engineered
to more closely model the knowledge support analysts have about their customers.
This process of augmenting and choosing the presentation details of the data is called

“Feature Engineering” (FE) and will be discussed in the next section.

2.4 Feature Engineering

In order to understand feature engineering, it is helpful to first define and understand
what is meant by “feature”. All ML implementations, including ones built to perform
EP, require data to be formatted as a set of features with a target class. For this
research, we will not be considering ML applications in the visual or audio domain, but
rather just textual data where the input data is similar to that of an excel sheet, with
columns of features and rows of entries. As such, our features can be conceptualized
as lists of numbers.

This section will first discuss what FE is, and provide a simple example of why it

is necessary in certain situations and why it can be difficult. Following that subsec-



tion, there will be two more subsections detailing “feature extraction” and “feature
selection.” The term “feature engineering” is often used in the literature to refer to
the combined pre-processing steps of taking data from its raw form to the set of fea-
tures that are fed into the chosen ML model, using a series of feature extraction and
feature selection algorithms. This general definition, however, is not the one that will
be used in this thesis when referring to “Feature Engineering”; instead, the definition

that will be used is detailed in the first subsection below.

2.4.1 Feature Engineering

In this thesis, “Feature Engineering” (FE) will refer to the difficult, expensive, domain-
specific task of finding features that correlate with the target class using domain-
specific knowledge [11]. Existing academic literature on FE in the support process
is sparse, and those that do apply FE in their work have not explained the process
through which it was conducted.

Pedro Domingos describes FE in this excerpt from his article in the Communica-
tions of the ACM:

Often, the raw data is not in a form that is amenable to learning, but you
can construct features from it that are. This is typically where most of
the effort in a Machine Learning project goes. It is often also one of the
most interesting parts, where intuition, creativity and “black art” are as

important as the technical stuff. [11]

The goal of FE is translating domain-specific knowledge into useful ML features (the
use of the word “useful” is described below). This task can be difficult for researchers
because it requires a great deal of domain-specific knowledge about the data, which
requires industry collaborators to provide access to their environment to gain con-
textual knowledge, and researchers to dedicate time to learning about the domain;
luxuries such as these are not often granted to researchers. As pointed out by Domin-
gos, the process of FE requires just as much intuition and creativity as technical
knowledge. The goal behind “useful” features is to create features that represent the
phenomenon being studied as closely and simply as possible, so that a ML algorithm
can interpret and classify against exemplar instances of that phenomenon. The pro-
cess of FE involves brainstorming, devising, selecting, and evaluating features to be
used in a ML model [5].
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To explain the purpose of FE, here is an example of a situation in which the design
decisions made are a FE problem. Imagine there is some factory that runs 24 hours a
day, with three shifts of workers: “morning” (06:00-14:00), “afternoon” (14:00-22:00),
and “night-shift” (22:00-06:00). This factory has a certain number of injuries reported
every year, with some data to go along with those reports. Management is looking to
not only lower the rate of injuries, but also predict when the next one will happen so
that preventative measures can be taken to prevent impending injuries. One of the
data points available is the time of the injury, as written on the incident report, listed
as a timestamp in this format: “2014-09-20T20:45:00Z”, which is a common format
for timestamps. That timestamp must be converted from a string to a set of integers
for ML algorithms to read that data point, and how that conversion happens involves
design decisions that would be better informed by people who are knowledgeable
about the domain of the factory.

A good first approach, also referred to as the “naive” approach, would be to
convert the timestamp into appropriate categories, such that the following data fields,
all integers, are stripped from the timestamp: year, month, day, hour, minute, second.
In that way, the data from these timestamps can now be read and used by a ML
algorithm, and it can be considered that all raw data about that timestamp has been
captured by the features created. However, there are many domain-specific attributes
of this timestamp that should be considered, that would possibly change the way in
which that information is processed and given to the ML algorithm. Here is a list of

things to consider:

e This timestamp was self-reported by whoever filled out the incident report, so

perhaps the seconds have no actual meaning with regards to the incident.

e As categorical values, “minute” and “second” are perhaps too detailed and
simply add complexity to the data that is not necessary. Since every minute
and every second are consider equally disjoint, where minute 4 and minute 5 are
just as different as minute 4 and minute 35, perhaps it would be easier for the
ML algorithm if the hours, minutes, and seconds were converted into a single
Real value from 0 to 24, with the input data rounded to the nearest 6 minutes.
This would produce a feature, “time”, that is a Real value from 0 to 24 in 0.1

increments.

e Finally, and perhaps the most important, the exact time is probably not impor-

tant, but rather, the shifts that the employees are working on could be a major
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cause of an increase or decrease in likelihood of an accident. Perhaps night-shift
workers are more fatigued and lack the same perceptive abilities of their peers

working day-shift and afternoon-shift.

So, from the above domain-specific knowledge, it would be advisable to remove the
“seconds” feature or perhaps convert the hours, minutes, and seconds into a Real value
form 0 to 24 with some predefined increment allowance, and add an additional field
that represents which shift the employee was working based solely on that timestamp.
Now, for this example, it is worth mentioning that some machine learners such as
Decision Trees [30], will form these buckets of information automatically (such as
“hour greater than 22 AND hour less than 6”), but of course this is just one example
and not all algorithms are equipped to perform in the same way. The process of
engineering features allows domain-specific knowledge to guide the creation of features

and subsequently help ML algorithms be directed towards their target goal.

2.4.2 Feature Extraction

Feature extraction, and subsequently feature selection, are often mentioned alongside,
or in place of, FE. They have similar goals of guiding the data through methods
designed to target the proper phenomenon, but they have more rigid approaches that
use math to help reduce complexity. Feature extraction is the process of reducing the
number of features from an initial set to a new reduced set by projecting features into
a lower dimensional space, usually through the combination of the original features
[31]. Through this process, information is lost, but dimensionality reduction seeks to
simplify the data to reduce the chance that ML algorithms will find bad or incorrect
trends in noisy data. Less information also means less noise, as long as the reductions
being applied are done so in an intelligent way, usually through mathematical means
of eliminating the weaker — less correlated — dimensions.

As mentioned, a common method of performing feature extraction is through di-
mensionality reduction. Examples of such algorithms include principle component
analysis, linear discriminant analysis, and canonical correlation analysis [31]. Addi-
tional methods for feature extraction include mRmR, CMIM, BW-ratio, INTERACT,
GA, SVM-REF, and independent component analysis [15]. As is portrayed through
the magnitude of available algorithms and research papers describing them, feature

extraction is a well-researched area of ML.
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2.4.3 Feature Selection

A similarly well-discussed area of research in ML is feature selection. Instead of
general methods applied to reduce dimensionality, a subset of all available features in
the data are selected for the process of ML, and the subset chosen is the one with the
least number of dimensions while providing the highest accuracy [16]. The feature
selection approach is designed to minimize redundancy and maximize relevance in the
feature set [31].

Applying feature selection techniques requires a more intimate relationship with
the data over feature extraction, since choices have to be made about which features
to select. The choices are, however, informed by statistical tests such as the pearson

correlation coefficient, information gain, relief, fisher score and lasso [31].

2.5 Summary and Conclusions

2.5.1 Summary

CRM research tells us that the way in which customers are managed at various stages
of their relationships with a company directly impacts the potential for repeat revenue
and overall satisfaction with their products. CRM literature outlines methods for
gathering requirements from customers before, during, and after a product is released,
however, these formal methods of gathering requirements are not the only important
avenue for listening to customer feedback. The support system offered by companies
is in place for helping customers through issues they have with products, as well as for
listening to customers’ feedback towards a product in the implicit form of feature and
change requests. Occasionally, customers will become upset with the way in which
the support process is conducted and escalate their support issue by whatever means
outlined by the specific company in question. These escalations can be costly for
organizations, and are generally avoided by companies by means of managing their
support issues in a timely manner. When a company becomes too large to manage
all of their support issues with the same level as detail as is necessary to keep all
customers happy, escalations can become an expensive problem that is not easily
solved by simply adding more support personnel to the process. At this point, an
automated solution is the next step in effectively addressing incoming support tickets.

The research field of automated methods of handling support tickets begins with

the automatic categorization of incoming support tickets, so the right support analyst
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can be assigned to work on the ticket. The research in this field is largely focused
on the concept that support tickets have categories of knowledge required to address
the underlying problem, and as long as that category can be properly identified,
time can be saved in manually figuring out who is best fit to deal with an incoming
support ticket. The problem description of support tickets is the most important
aspect to understanding what knowledge category is required to address the support
ticket, and since that is available right when it is opened, this entire automated
support ticket categorization process can be done when the ticket is first filed by the
customer. The next step in automatically managing support tickets, would be to
harness more information about the support ticket such as ongoing information that
is being collected during the life-cycle of the ticket, and this will allow the next major
phase of support ticket management to be realized: predictive modelling on which
support tickets are likely to escalate.

EP is the research field where ML techniques are applied to support datasets to
predict which support tickets are likely to escalate. This research field to-date has
received some, but not much, attention. The majority of research that has been
conducted puts a major emphasis on the algorithms behind the predictive process,
but not the data or the support process itself. The research in this area that is the
most relevant to the problem to be addressed by this thesis is FE.

FE is the process of using domain-specific knowledge to turn raw data into useful
ML features. This area of research is not well published, and as such no existing
literature describing the process and advancements in this field were found. A single
general-discussion research paper was found that described the importance of FE, but

it contained no specifics regarding the process or existing works in the research area.

2.5.2 Conclusions

This thesis aims to address the issue of escalating support tickets within IBM’s ecosys-
tem using techniques found in escalation prediction research, and build on that re-
search by creating a set of engineered features so that future researchers and practi-
tioners can begin their work from those features. This will be accomplished through
several iterative phases: extensive context-building work within a support organiza-
tion; iterative cycles of FE focused on understanding the analysts’ knowledge of the
customer during the support ticket process, as well as during the escalation manage-

ment process; and finally, real-world deployment of the ML techniques that implement
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this model to gain feedback on the support ticket features.

EP is a very context-dependent problem, that varies depending on the data avail-
able and the organization in question; however, the research conducted in this thesis
aims to generalize through abstracting away from the specifics of the collaborating
organization and focusing on aspects of the escalation process that are relatable to
other support structures within other organizations. The main technique for produc-
ing a ML model to perform EP is the construction of features through a well-iterated
process of FE. The specifics of the engineered features produced are designed to guide
future researchers and practitioners in producing their own engineered features for
EP, with the hope that future iterations of engineered features can be contrasted
against the baseline produced in this research. Had an existing set of engineered fea-
tures been available from previous research, producing results using their engineered
features and our data would have been the first step in this research.

FE itself is not a well-published area of research, and as such this thesis work
aims to be a contribution to the research world with regards to the process and fea-
tures produced to serve as an example for future researchers of FE. Although current
research in ML appears to be more focused on automated solutions to generating
and refining feature sets — apparent by the lack of research in FE, the process of
creating features is still necessary to perform feature extraction and feature selection.
Working with our industry collaborator, this research aims to show a use-case of FE,
particularly the iterative process of gathering information and transforming it into a

set of features to feed into a ML model.
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Chapter 3

Methodology

This research began when IBM approached our research team because of our previous
empirical work [26,34] in investigating development practice in IBM software teams
and developing ML solutions to support developer coordination. To investigate the
problem they presented (detailed in Section 4.3), a design science approach was used
[27,32], as illustrated in Figure 3.1, whereby artifacts in the research were iteratively
developed and evaluated with the stakeholders in the problem domain.

The design science methodology can be summarized in three major phases: prob-
lem characterization, topic research, and development and evaluation of artifacts.
Problem characterization is the continuous process of understanding the problem
rooted in the context of the industrial partner(s), while giving back to them through
feedback and suggestions based on the evaluations and research conducted. The topic
research phase, beginning immediately after initial stages of problem characterization,
is the iterative process of investigating theories, constructs, and methods from exist-
ing research that apply to the characterized problem and contributing back to the
research community through questioning, improving, and documenting the research
methods and underlying theories. The development and evaluation of artifacts phase
is the connection between the two previous phases, where artifacts (tools) are de-
signed and built to address the characterized problem, guided by knowledge gained
from previous work and the problem characterization phase.

The problem characterization phase, and development and evaluation of artifacts
phase, are explained in detail in this Chapter. The results of the topic research phase
are Chapter 2, Related Work.
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Figure 3.1: Design science research methodology applied in this thesis

3.1 Problem Characterization

When IBM approached our research group regarding the general problem of esca-
lating support tickets, we did not know the details of the problem, the context that
surrounded the problem, or how to best approach solving the problem. In order to
gain more information and answer all of the above questions, I conducted a two-month
ethnographic exploratory study at IBM. During that time, I worked alongside IBM
employees, attended daily stand-ups and general meetings, interviewed employees
when I needed details regarding specific topics, and held group meetings for brain-
storming about topics and ideas.

Following the ethnographic exploratory study, a series of semi-structured inter-
views were conducted to refine what I had learned, and to focus the direction of the

research towards the knowledge support analysts had about their customers. The-
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matic Analysis was then used to generate themes and codes from the interview notes,
which helped to further refine and focus the knowledge from the support analysts.
Those themes and codes would later serve as the foundation for the automated solu-

tion created to address the initial problem of escalating support tickets.

3.1.1 Ethnographic Exploratory Study

To learn about IBM processes, practices, and tools, and to learn more about the
problem and surrounding context, I worked on-site at IBM Victoria for two months.
I attended daily support stand-up meetings run jointly by development and sup-
port management, and conducted follow-up interviews with management, developers
and support analysts. During the ethnographic exploratory study, there was a large
portion of time dedicated to learning about and documenting the repository data

available for support tickets and their escalations.

3.1.2 Interviews

Once the ethnographic exploratory study was complete, we had a good understanding
of the problem and the surrounding context, and now it was time to act on that
knowledge. It was understood that an automated solution was required to address
the problem of support tickets escalating, and the related work showed promising
work in EP, but the lack of FE research meant that we could not operate on an
existing baseline feature set. In order to proceed with EP, a set of features had to be
engineered from the data available, using the knowledge gained from the ethnographic
exploratory study. In order to create the set of engineered features, some additional
interviews were necessary to target specific knowledge support analysts have about
their support tickets and their customers.

I conducted a series of semi-structured interviews with support analysts at IBM,
five at IBM Victoria and four in worldwide customer support organizations, all of
whom are customer facing in their daily jobs. I was interested in identifying informa-
tion that is currently available in customer records and support tickets, particularly
information analysts use to assess the risk of support ticket escalations. Questions
asked included “Why do customers escalate their issues?”, “Can you identify certain
attributes about the issue, customer, or IBM that may trigger customers to escalate
their issue?”, as well as exploratory questions about support ticket attributes as we

identified in the support ticket repository. The full interview script can be found in
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Appendix B. The approach behind these questions was directed at understanding
the manual process of tracking support tickets and their escalations. The goal was
to model the information available to support analysts in assessing the possibility of
customers escalating their issues. This was done through investigating their prac-

tice, analyzing interview notes, and engineering a set of features into a support ticket
model (RQ1).

3.1.3 Thematic Analysis of Interview Notes

The interviews from the previous subsection provided plenty of information, but the
goal of performing EP required a set of engineered features, so a mapping from inter-
view notes to features was necessary. The first step of that mapping was to create a
set of categories from the interview notes, which is a product of thematic analysis [8].
From the interviews conducted with IBM, the responses were labelled with feature-
like names, thematic codes, that represented possible directions for ML features that
could automate the process of EP. From there, categories (thematic themes) were
created to group the codes based on types of available support data. The themes and
codes were refined and validated through two focus groups consisting of: the Victoria

Site Manager, the L3 Support Analyst, and an L2 Support Analyst.

3.2 Development and Evaluation of Artifacts

With the problem characterization phase complete, the problem and its surrounding
context were defined well enough to proceed with developing and evaluating artifacts
that would serve as the solution to address the problem of support tickets escalat-
ing. The development and evaluation of artifacts was conducted through multiple
design cycles with our industry collaborator in which three artifacts were produced:
a support ticket model of which features represent the contextual knowledge held by
support analysts about the support process, the operationalization of those features
into an escalation prediction machine learning model, and the visualization of those
results through a tool built to deliver the results to IBM. All artifacts were iteratively
studied and improved through direct support ticket and escalation management ac-

tivities with our industry collaborator.
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3.2.1 Support Ticket Model Features

The first artifact created was the support ticket model features, which are the engi-
neered features to be fed into a ML model to predict which support tickets are likely
to escalate. The process of creating these features was iterative, including multiple
follow-up meetings with IBM to discuss potential additional features and validate
existing features. To develop the support ticket model features, the customer and
support ticket repository consisting of over 2.5 million support tickets and 10,000
escalations was analyzed. The support ticket attributes were mapped to the codes
from the analysis under each of the themes identified. Throughout this process, cer-
tain types of support ticket data were usable as-is, without modifying the attributes
in IBMs dataset such as “number of days open”, and other types of data had to
be restructured, counted, averaged, or in some cases even engineered from multiple
attributes, such as “support-ticket/escalation Ratio” which involved two attributes
being weighed against each other. Once a code had data mapped to it, it was consid-
ered a feature of the model. In developing the model features, there was an emphasis
on abstracting as much as possible from the specifics of IBM’s data and processes to

increase transferability to other organizations.

3.2.2 Interviews & Group Brainstorming

The creation of the support ticket model features began with the baseline codes gen-
erated from the thematic analysis previously outlined; however, that initial list was
expanded on with group brainstorming and validated with interviews where IBM em-
ployees were asked to identify whether or not the created features correctly mapped
to the concepts they represented. This was done to both help generate new features
as well as to help mitigate threats to construct validity [29], where a research arti-
fact created doesn’t properly represent the underlying concept, a real threat when
researchers create mappings from industry data to concepts in industry [18] (since

they do not necessary understand the full context of the data in use).

3.2.3 Machine Learning Model and Statistical Validation

With the support ticket model features started, I moved on to building the ML
model that would serve to both validate the support ticket model features through
the results of the ML model, and deliver predictions against support tickets to IBM



20

to help address the problem of support ticket escalations. The features created were
iteratively validated with IBM, but their purpose was to be used in a ML model
to perform EP, which required that a ML model be built. The ML model was also
statistically validated, through the inspection and discussion of a confusion matrix
of the output of the ML model. The model was developed and evaluated iteratively,
going back to IBM as the model improved to discuss the potential reasons for the
behaviour of the model. This was done as the support ticket model features were
being finalized, so as new features became available, the model was given access to
more information. That new information was added, tested, and the output evaluated

by IBM, repeatedly, until the results were sufficient for IBM’s criteria.

3.2.4 Validation with IBM (1): Model Output

Once the ML model had all of the features integrated and the results (precision and
recall) were not increasing anymore, a manual evaluation of the model was performed
to provide some insight into how to better improve the results. This manual evalua-
tion involved examining ten major (suggested by IBM) closed escalations from IBM
Victoria in the dataset, and running the ML model to produce escalation-risk graphs
for each of the escalations. The graphs plot the escalation risk as produced by our
ML model over time, from the first stage to its last stage. By “stage” I am referring
to the historical entries that exist per support ticket. E.g., a support ticket with 16
changes to its data will have 16 stages, each consecutive stage containing the data
from the last stage plus one more change. The goal was to compare the output of our
model with what IBM remembered about these ten support tickets when they were
handled as escalating issues (i.e. at the time of each stage).

The 2-hour in-depth review involved four IBM support representatives: the Site
Manager, the Development Manager, the L3 Support Analyst, and an L2 Support
Analyst. I printed the graphs of these escalations, discussed them as described below,

and took notes during the meeting:

1. Revealing to the members support ticket IDs and customer names of the support
tickets in the analysis, allowing them to look up these support tickets in their

system and read through them.
2. Discussed the support tickets in the order the members preferred.

3. Displayed the graphs of the escalation risks.
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4. Inquired about how the model performed during each support ticket in com-

parison to what they experienced at the time of each support ticket.

The results of this evaluation helped guide the future research conducted, includ-
ing informing us of a critical piece of information regarding the state of the repository

data, something we likely would not have discovered otherwise.

3.2.5 ECrits Tool

With the ML model developed, the next step was to deliver the results of this model to
IBM, for the purpose of studying its impact within their organization. To do this, the
results of the MLL model had to be delivered to IBM at regular intervals throughout
their work day, and fit seamlessly into their work flow of addressing support tickets.
The first obvious choice was to modify the existing application they use to manage
support tickets, however, there were several good reasons not do so. The existing tool
is complex — IBM has been building on the same system for 30+ years, robust —
one of the reasons they have not built a new solution yet, and secure — the biggest
reason they would not allow us to add additional features as non-IBM employees.
The next best choice was to develop our own tool that mimicked existing features of
their tool, while adding in the additional features necessary to deliver the results of
the research.

So, a tool called “ECrits” was developed to integrate the results of the ML model
running in real time. ECrits is a communication and issue tracking tool that allows
users to track support tickets, manage escalations, and communicate with other team
members regarding them. The tool was developed iteratively in collaboration with
support analysts at IBM. Initial prototypes of the tool were used and tested for
usability during daily support management meetings over a period of a week and
features suggested by the analysts were implemented incrementally. The final version

of the tool was used by IBM in a four-week study, explained in the next subsection.

3.2.6 Validation with IBM (2): ECrits Deployment

The tool, ECrits, was evaluated over a period of four weeks during daily stand-up
support meetings with managers and support analysts. The support analysts had
access to their normal support tool during this time, however, in addition to that

tool, the site manager was using an excel sheet stored locally on his computer to keep
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track of which issues to give extra attention to. The effectiveness of the meetings
relied on support analysts to bring up and discuss support tickets they were working
on.

The tool was first integrated in a pilot study to gain feedback on shortfalls and
bugs. After the short (one week) pilot, a week was spent improving the tool based
on recommendations before the full four-week deployment. The participants of this
study were the Victoria Site Manager, the Development Manager, the L3 Support
Analyst, and two L2 Support Analysts. I participated in all of these meetings while
the tool was in use for the first two weeks of the study, as well as two days near the
end of the study.



23

Chapter 4
Problem Characterization

To gain a deeper understanding of the problem expressed by IBM and the context
in which the problem exists, I conducted an ethnographic exploratory study of the
IBM support ticket process and escalation management practice. In this section,
I discuss the details of the ethnographic study and the insights gained towards a

detailed characterization of the problem and its context.

4.1 Ethnographic Exploratory Study

The ethnographic exploratory study involved working on-site at IBM Victoria for two
months, attending daily stand-up meetings both for support analysts and product
developers, conducting follow-up interviews with individuals in the company, and
arranging group meetings to discuss topics that arose from the observations.

IBM Victoria conducts daily stand-ups for their support team as well as their prod-
uct team, both of which I attended when possible. As knowledge was gained about
the IBM ecosystem, the software team I worked with, and the underlying problem,
questions would arise requiring more detailed explanations of the information being
recorded. Those questions were collected and formulated into interviews with specific
IBM employees who were picked because of their expertise. When a certain topic
or problem area seemed worthy of exploration, but no particular questions arose, a
group meeting with multiple IBM employees was arranged to work through the topic
with open questions.

The main IBM Victoria staff involved in the interviews and group meetings in-

cluded the Victoria Site Manager, the Development Manager, the L3 Support Analyst,
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and two L2 Support Analysts. In addition to the aforementioned activities, informa-
tion about the IBM support ticket process and escalation management practice was
occasionally sought through interviews with IBM employees external to the Victo-
ria team. The exact number of external employees contacted is hard to figure out,
since “contact” included chat messages, emails, and phone calls, of which not all were
recorded; however, a rough estimate is 20 external employees. Of those 20 employees,
four of them were intentionally sought out for their expertise, and those interviews
were planned, recorded, and the results were used extensively in understanding the
problem of support ticket escalations. Those external employees, to remain nameless
for confidentiality reasons, were all senior analysts and managers at IBM support

organizations in North Carolina and California.

4.2 Research Setting: IBM

IBM is a large organization offering a wide range of software, hardware, and ser-
vices to many customers world-wide. For this research, I interacted closely with the
management and support team at the IBM Victoria site, which employs about 40
people working on two products called IBM Forms and Forms Experience Builder.
Several other IBM employees in senior management, worldwide customer support,
and Watson Analytics provided us with their input about the support process. The
data obtained for this research was customer support data consisting of over 2.5 mil-
lion support tickets and 10,000 escalation artifacts from interactions with 127,000

customers in 152 countries.

4.2.1 IBM Support Structure

IBM has a standard process for recording and managing customer support issues

across all its products. The support process involves multiple levels:

LO — Ownership Verification L0 Support is the first level you reach when con-
tacting IBM regarding an issue. The representatives at this level take down
basic information about the issue and check product ownership, which is a re-
quirement to use IBM support services. This level of support is offered in the
user’s native language but the contact at this level has no technical knowledge

to address the issue.
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L1 — Basic User-Error Assistance L1 Support is offered in the user’s native lan-
guage as well, except they have basic technical knowledge about a wide variety
of IBM products and technology in general. They will attempt to solve sim-
ple issues and act as a gatekeeper between the customer and L2 support, only
allowing them to be escalated to L2 once the L1 support representative knows

they cannot help the customer any further.

L2 — Product Usage Assistance from Knowledge Experts L2 Support is the
first level of support that is specialized to the product being offered. Each
software lab has its own L2 Support team that is very knowledgeable about
their specific product. This level does not guarantee native-language support,

and as such L1 Support may to be involved in translating back to the customer.

L3 — Development Support of Bugs and Defects This advanced level of sup-
port plays different roles in different software labs at IBM, but it is supposed
to be a mediator between the support team and the developers. In fact, the L3

role in certain software labs is a rotating position that is filled by developers.

4.2.2 Problem Management Records

At IBM, the support process is managed through artifacts called Problem Manage-
ment Records (PMRs). PMRs contain all of the conversation information between
Support and customers, with the exception of phone calls which are not recorded or
transcribed. PMRs also contain information about the support issue such as descrip-
tion, level of severity and priority, and other simple attributes such as customer name
and ID. The full list of attributes is not important as not all of them are used in our
model; in future sections we list all of the attributes used in the model. Each PMR
is composed of stages, where each stage represents a change in the state of the PMR.
All of a PMR’s stages combined creates the history of the PMR. These stages are
formally called Call Records.

4.2.3 Critical Situations

PMRs have internal attributes that represent how serious the issue is, which subse-
quently represents the amount of resources IBM and the customer should be dedi-
cating to the issue. However, there is also an external attribute and process called

a “Critical Situation” (aka Crit, CritSit). CritSits are formally a separate artifact
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and process that involves third-party IBM employees getting involved with a PMR
(or set of PMRs) in order to help the PMR(s) get to completion faster. Informally,
a PMR is said to “Crit” when a CritSit is created and attached to a PMR, and
IBM employees simply treat the PMR as having an additional attribute flag which
represents the issue being at the highest level of attention. This “formal/informal”
distinction is important because multiple PMRs can be attached to a CritSit, and
this is not widely known within IBM. This causes confusion about why certain PMRs
went into a critical phase, when in fact it may be that some other PMR caused the
CritSit and other PMRs were lumped into the process. The implications of these

misunderstandings are considered in the discussion section.

4.3 The Problem

As a result of the knowledge gained from the ethnographic exploratory study, the
problem this research tackles is as follows: an increasing number of support ticket
escalations resulting in additional, costly efforts by IBM as well as dissatisfied cus-
tomers. IBM sought some automated means to enhance their support process through
leveraging the data available in their large customer support repository.

Support analysts are tasked with handling PMRs by responding to customer
emails: answering questions and offering advice on how to get passed their issue.
Manually tracking risk of escalation, however, requires detailed attention beyond the
PMR itself, tracking the business and emotional state of the customer, and ulti-
mately making judgment calls on whether they think a PMR is likely to escalate.
This becomes tedious as support analysts manage more and more customers, as each
customer within this ecosystem might be related to multiple products and support
teams. Dissatisfaction with any of the other products might result in escalations by
the customer; furthermore, customers inevitably have trends, repeat issues, and long
term historical relationships that might contribute to escalations.

Support analysts are explicitly tasked with managing customers and their issues,
and implicitly tasked with knowing behind-the-scenes details of those customers and
their issues. The problem is the complexity of the customer and product ecosystems,
and how they interact with each other. Classification of incoming support tickets
is a method to assist support analysts in knowing which tickets require the most
attention, but in order to build such an algorithm, knowledge of the support system

must be captured and transferred to the algorithm appropriately.
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Chapter 5
Feature Engineering

An automated solution to manage the tracking and predictive modelling of all PMRs
in the IBM ecosystem would allow trends in the data to be harnessed, and support
analysts’ time to be properly leveraged for the PMRs that need the most attention.
In working towards an automated solution, defining which information analysts use
to identify support issues at risk of escalation was the first step.

As described in Section 3.1, a series of interviews were conducted with IBM em-
ployees to gain information about how support analysts identify issues at risk of
escalation. Following the interviews, thematic analysis was used to analyze their re-
sponses, with a focus on attributes of their perspective that could become features of
a predictive model. The results of that thematic analysis are in Table 5.1, organized
by the themes and codes produced. These themes and codes served as the basis for
the FE phase that followed.

Themes Codes
IBM Tracked Metrics How long has a PMR been open
Customer Perception of the PMR Fluctuations in severity

Process Support analyst involvement

Customer Perception of Time with Initial response wait time
Respect to their PMR

Average response wait time on
respective PMRs

How many PMRs they have owned
Traits of Customers How many CritSits they have owned

Expectation of response time

Table 5.1: PMR-Related Information Relevant to Predicting PMR Escalations
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FE is the difficult, expensive, domain-specific task of finding features that correlate
with the target class [11]. The target class for the predictive modelling in this research
is Critical Situations, and the task of finding features that correlate with CritSits
began with the Thematic Analysis. The final list of features was developed through
the iterative cycles of the design science methodology. The list of engineering features
is called the Support Ticket Model Features.

The list of the Support Ticket Model Features is shown in Table 5.2. The four
feature categories and an initial set of 13 features were created immediately following
the thematic analysis, while the additional features (shown in italics in the table)
were added as a result of the two evaluation cycles described in Chapters 8 and
10. Each category and the initial 13 associated features are described below, with
explanations from the problem context. The additional features are explained later

in the evaluation sections they were engineered from.

5.1 Basic Attributes

IBM maintains a few useful attributes associated with PMRs for their support an-
alysts to reference. When support analysts are addressing PMRs, the Number of
entries is a useful attribute that represents how many actions or events have oc-
curred on the PMR to date (e.g. an email is received, a phone call is recorded, the
severity increased, etc.). Additionally, the number of Days open is a similar attribute
that keeps track of days since the PMR was opened.

This feature category, generally lacking in an in-depth analysis of PMRs, is com-
plemented by three other categories that leverage PMR information support analysts

identified as most useful in assessing risk of escalation.

5.2 Perception of Process

Within the support process, there are many people involved with solving customer
issues, but there are only a certain Number of support people in contact with the
customer. Although more support people on a PMR should mean a faster resolution
of the issue, more support people in contact with a customer may cause the customer
to become overwhelmed.

If a customer wants to convey the urgency or importance of their issue, the severity

attribute on their PMR is the way to do that; customers are in charge of setting the
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severity of their PMRs. Severity is an attribute from 4 to 1, with 1 being the most
severe; severity can be changed to any number at any time, not just increased or
decreased by 1. Any Number of increases in severity is a sign that the customer
believes their issue is becoming more urgent; conversely, any Number of decreases
in severity can be interpreted as the issue improving. Support analysts watch for
increases to severity, but the most severe situations are modelled by the Number of
sevs /sev3/sev2 to sevl transitions, as this represents the customer bringing maximum
attention to their PMR.

5.3 Perception of Time

The customer’s perception of time can be engineered using timestamps and ignoring
PMR activity that is not visible to the them. The first time when customers may be-
come uneasy is the Time until first contact with a support analyst. At this stage, the
customer is helpless to do anything except wait, which is a unique time in the support
process. Once a customer is in contact with support there is an ongoing back-and-
forth conversation that takes place through emails and phone calls, the timestamps of
which are used to build an Average support response time. Each customer has their
own expectation of response time, which in turn can be compared to the average
response time on the current PMR. This Difference in average vs expected response
time requires that the customer’s expectation of response time is known, which is

explained in the next section.

5.4 Customer Profile

The customer is the gate-keeper of information, the one who sets the pace for the
issue, and the sole stakeholder who has anything to gain from escalating their PMR.
As such, it seems appropriate to model the customer over the course of all their
support tickets. Customers within the IBM ecosystem have a Number of closed PMRs
and a Number of closed CritSits. Combined, these two numbers create a CritSit to
PMR ratio that represents the historical likelihood that a customer will Crit their
future PMRs. Finally, customers have a predisposed Fxpectation of support response
time from their past experiences with IBM support. This is calculated by averaging

the Average support response time feature over all PMRs owned by a customer.
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Feature

Description

Basic Attributes

Number of entries

Number of events/actions on the PMR

Days open

Days from open to close (or CritSit)

Escalation Type

CritSit Cause, CritSit Cascade, or None

PMR ownership level

Level of Support (L0 - L3) that is in charge of
the PMR, calculated per entry

Perception

of Process

Number of support people in contact with
customer

Number of support people the customer is
currently communicating with

Number of increases in severity

Number of times the Severity increases

Number of decreases in severity

Number of times the Severity decreases

Number of sev4/sev3/sev2 to sevl transitions

Number of changes in Severity from 4/3/2 tol

Perception of Time

Time until first contact

Minutes before the customer hears from IBM
for the first time on this PMR

Average support response time

Average number of minutes of all the support
response times on this PMR

Difference in average vs expected response time

(Expectation of support response time) minus
(Average support response time)

Days since last contact

Number of days since last contact, calculated
per entry

Customer Profile

Number of closed PMRs

Number of PMRs owned by customer that are
now closed

Number of closed CritSits

Number of CritSits owned by customer that are
now closed

CritSit to PMR ratio

(Number of CritSits) over (Number of PMRs)

Expectation of support response time

Average of all Average support response time
of all PMRs owned by a customer

Number of open PMRs

Number of PMRs this customer has open

Number of PMRs opened in the last X months

Number of PMRs this customer opened in the
last X months

Number of PMRs closed in the last X months

Number of PMRs this customer closed in the
last X months

Number of open CritSits

Number of CritSits this customer has open

Number of CritSits opened in the last X months

Number of CritSits this customer opened in the
last X months

Number of CritSits closed in the last X months

Number of CritSits this customer closed in the
last X months

Ezxpected support response time given the last X
months

Average of all Average support response time of
all PMRs owned by a customer in the last X
months

Table 5.2: Support Ticket Model Features
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Chapter 6

PMR and CritSit Data Collection

With the FE phase complete, it was now time to get the data from IBM. Repository
data collection is a necessary and often difficult task that is required for predictive
modelling. For this research, IBM was the source of the data, and the data itself
was the PMRs and CritSits. The FE phase of this research involved studying IBM
and conceptualizing what the features would be, but without the actual data those
features could not be formalized or created. This phase of the research was to collect
the data from IBM so that the features could be mapped to actual data.

Chapter 4, Problem Characterization, discussed my involvement with IBM when
I worked on-site at IBM Victoria for two months with the purpose of learning about
their processes, practices, tools, and problems. However, the total duration of that
involvement continued over two years, including the objective of learning about and
gaining access to the IBM data necessary for this research. The two-month-long
ethnographic exploratory study was not long enough to find and gather the data
necessary for this research, and as such the work described here happened after that
study.

Spending time at IBM Victoria to observe and participate in meetings involved a
general agreement with IBM about confidentiality. Learning about and getting access
to IBM data, however, was a much more involved process of being integrated into
the IBM ecosystem including getting an IBM laptop, learning about the applications
I had to use, learning who to contact and how, and spending a lot of time reading
through internal IBM forums to learn where their data was and how to get access to
it. Once set up with the tools necessary to access the IBM ecosystem, I had to find,
gain access to, and collect (download) the necessary data. This process was by far

the longest stage of the project, lasting around eight months.
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6.1 Data Sources

The challenge of getting the data included both finding and getting access to the
repositories that stored the PMRs and CritSits. IBM is large organization, better
defined as a number of smaller companies with shared goals and objectives. As
such, there is no central location, physical or digital, where their data is stored.
Additionally, IBM believes in high security standards, including security through
obscurity: not only are the data sources behind security and confidentiality walls, but
so are the wiki pages that describe the data. So simply hearing that a data source
exists is not enough to go and investigate whether that data source is sufficient. There
is an additional step where your intentions and security clearances must be verified
just to give you access to the documentation that describes the data, not the data
itself! Access to the data itself requires additional privileges to be granted.

After various conversations with many people within the ecosystem and many
requests for permission to learn about data, I came across three data sources: CQDB,

Ishango, and Wellspring. These data sources proved sufficient for this research.

CQDB The Customer Quality Database is a data-warehouse that houses all customer-
related data including all PMRs across IBM globally (for more information on
PMRs, see Section 4.2.2). CQDB, containing vast amounts of customer infor-

mation, was the hardest of the three data-sources to get access to.

Ishango Ishango, a production database for real-time querying of analytics based
data, contains Critical Situations. The PMRs in CQDB that have a CritSit
attached to them contain the ID of the CritSit; however, they do not have the
date at which the CritSit occurred. CritSits, the artifacts within Ishango, have
the date at which they occurred.

Wellspring Wellspring, a live data source reflecting the current state of PMRs across
IBM’s ecosystem, provides a user-friendly view of PMRs for the purpose of
reviewing individual PMRs. The data from CQDB and Ishango, however, comes
in a pure text-based form, visible either from the queries you make, or from the
CSVs you download. The process of accessing the raw data is slow and viewing
the raw data is hard to interpret. Assuch, Wellspring served as an excellent data
source to use when learning about PMRs. Additionally, Wellspring provides
access to the text of PMRs such as chat logs and emails between customers and
IBM Support, neither of which are provided by CQDB or Ishango.
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6.2 Data Mapping

Once the features had been conceptually engineered, and the data had been collected,
the final step before applying ML techniques was to map the data collected to the
features in Chapter 5. The process of doing so involved cleaning the data, merging the
two datasets (CQDB and Ishango), and engineering PMRs from the overall dataset
of Call Records.

6.2.1 Cleaning the Data

The data from both datasets was already in a usable state right from download, but
the CritSit ID column from CQDB was misused and had erroneous characters. It
appeared that some people were using the CritSit ID column as either a placeholder
for something else or simply not understanding what the purpose of the field was.
Values appearing in that field included “crit”, “critsit”, “accounting”, “escalation”,
and other categorical values, when in fact the column should contain some unique
identifier such as “AJ638562” (example generated randomly; any relation to an actual

CritSit is coincidence). This field was cleaned using a Python script.

6.2.2 Combining the Data

Once the data had been cleaned, the CQDB data had to be combined (joined) with the
Ishango data. As described in Section 4.2.2, PMRs have stages called Call Records;
CQDB contains Call Records which combine to create PMRs. The Call Records
from CQDB contain a CritSit ID if their associated PMR has Crit, but the CritSit
ID appears on all Call Records regardless of when the PMR actually Crit. In other
words, if a PMR has 20 Call Records, and that PMR is attached to a CritSit, all 20
Call Records will have the CritSit ID listed in them, even if the PMR Crit on the
10th Call Record. So, this field cannot be used to identify when a CritSit occurred,
even though the Call Records are arranged temporally. CritSit data downloaded from
Ishango, however, contains the date of the CritSit. Joining these two tables together
puts a CritSit date in the Call Records that contain a CritSit ID, for use later on.
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6.2.3 Engineering the Data

The overall dataset — which was a set of Call Records — had to be engineered down
to a set of PMRs. Using the same example as above, if a PMR has 20 Call Records,
each corresponding to a small window in time of the interactions that occurred on
this PMR, they have to be combined in some way to produce a single output row
of attributes that reflects the 20 states of the PMR in some meaningful way. The
overall objective was to create the engineered features that are outlined in Chapter 5,
Feature Engineering, but those features were not all immediately obvious in the Call
Record data.

A Python script orchestrates the transformation of Call Records into PMR en-
gineered features by looping through all Call Records, one PMR at a time, creating
the features outlined in Chapter 5 by counting, averaging, and calculating various
attributes of the Call Records. In addition to the work done per PMR, the script
keeps track of some information across the entire dataset to build Customer Profile

features.
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Chapter 7

Development and Statistical
Evaluation of the Machine

Learning Model

To address Research Question 2, the engineered features from Chapter 5 had to be
used in a ML algorithm to produce predictions against incoming PMRs. The ML
algorithm chosen for this research based on performance when ranked against other
classifiers is the Random Forest classifier [30].

The predictive modelling for this research was conducted using SPSS Modeler,
an enterprise tool designed for data manipulation, statistical analysis, and machine
learning applications. Due to our close collaboration with IBM, I was provided free
access to this tool to use for research purposes for the duration of this project. The
full details of SPSS Modeler and how the tool was used to produce the work-flow
described in this chapter is explained in Appendix A.

This chapter will review the details of the MLL model, beginning with an overview
of the complete process from data to predictions and ending with a description of the

results.

7.1 Machine Learning Model Overview

ML, from data to predictions, can be conceptualized in four main stages: data pro-
cessing, training, testing, and interpreting the results. As ML is an experimental

process, all of the stages can be considered iterative, including the complete process
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from start to end.

Data Processing The data obtained for this research is 2.5M PMRs and 10,000
CritSits. That data came already cleaned, so all that was left to do before

training on the data was to split the data into 10 sets for 10-fold cross validation.

Training 10 different models were trained using 90% of the data each. They each
left out a different set of the 10 sets created in the Data Processing step. The
left out set from each would later become the test set for each of the models.
The models were all trained with the same default values for Random Forest,
except that the model was told to handle imbalanced data, which it did through
oversampling the minority label. To over-sample the minority label means to
re-use the minority label until there is an equal number of each of the labels.
Our two labels for this research are “CritSit - Yes” and “CritSit - No”. The
“yes” label was imbalanced 1:250 against the “no” label, which means that

oversampling had to use each instance of “yes” 250 times to balance out the

data. Under-sampling was tested as an option for this data and produced similar
results overall. Over-sampling was chosen as the technique moving forward
because we wanted the ML algorithm to learn from all 2.5M non-escalation
data points, allowing the algorithm to better interpret incoming support tickets.
This decision, however, came at the cost of potentially over-fitting to the 10,000

escalations.

Testing Each of the 10 models described above were fed the remaining 10% of the
data withheld during training. In this way, no model was trained and tested
using the same data, but 100% of the total data had predictions against it. This
method assumes that no parameters were tuned to improve the results during
training, which there were not. Had any tuning been necessary, a validation set

would have been withheld for the final evaluation.

Interpreting the Results The results of the 10 models were combined together,
and from that complete set a confusion matrix (Figure 7.1) was produced. The
model has a binary output as the target class is 0 or 1. Most models, including
the one we selected, output a confidence in that prediction, and we chose to
correlate that to Escalation Risk (ER). For example, if the model output a
prediction of 1, with confidence 0.88, this PMRs ER is considered to be 88%.
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Any ER over 50% is categorized as a Crit in the output of the model. The

confusion matrix and overall results are discussed in the next section.

7.2 Machine Learning Results

The 2.5 million PMRs and 10,000 CritSits were randomly distributed into 10 folds,
and then 10-fold leave-one-out cross-validation was performed on the dataset using the
Random Forest classifier. The results of the validation can be seen in the confusion
matrix in Table 7.1, the recall for “CritSit — Yes” is 79.94%, with a precision of
1.65%. A confusion matrix is a useful method of analyzing classification results [12]
that graphs the True Positives (TP), True Negatives (TN), False Positives (FP),
and False Negatives (FN). The diagonal cells from top-left to bottom-right represent
correct predictions (TN and TP).

These results were created from feeding the 13 original Support Ticket Model
Features into multiple supervised ML algorithms: CHAID [23], SVM [30], Logistic
Regression [13], and Random Forest [30]. Although other algorithms produced higher
precision, we chose Random Forest because it produced the highest recall. High recall
was preferred for two reasons: as argued by Berry [3] and exemplified in the recent
work of Merten et al. [24]. Additionally, our industrial partner expressed a business
goal of identifying problematic PMRs while missing as few as possible. The input I
received from the IBM analysts was that they would prefer to give more attention to
PMRs that have potential to Crit, rather than potentially missing CritSits.

The ratio of CritSit to non-CritSit PMRs is extremely unbalanced at 1:250, there-
fore some kind of balancing was required to perform the ML task. The Random Forest
classifier we used has the capability to handle imbalanced data using oversampling of
the minority class [30]. In other words, the algorithm re-samples the minority class

(CritSit) roughly enough times to make the ratio 1:1, which ultimately means that

Actual Total Predicted as
CritSit - No CritSit - Yes
CritSit - No 2,557,730 2,072,496 (TN) 485,234 (FP)
81.03% 18.97%
CritSit - Yes 10,199 2,046 (FN) 8,153 (TP)
20.06% 79.94%

Table 7.1: Random Trees Classifier 10-Fold Cross Validation Confusion Matrix
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each of the minority class items are used 250 times during the training phase of the
model. This method allows all 2.5 million of the majority class items (non-CritSit)
to be used in learning about the majority class, at the cost of over-using the minority
items during the learning phase.

As previously mentioned, the recall for “CritSit — Yes” is 79.94%, with a precision
of 1.65%, and the business goal for building the predictive model was to maximize the
recall. Additionally, Berry et al. [2] argue about tuning models to predict in favor of
recall when it is generally easier to correct FPs than it is to correct TNs. Significant
work has been completed towards identifying which of the PMRs are CritSits, this

work is measured through the metric “summarization”, calculated as such:

TN+ FN
TN+ FN+TP+FP

In short, summarization is the percentage of work done by classification algorithms
towards reducing the size of the original set, given that the new set is the sum of
FP + TP [3]. Summarization alone, however, is not useful, it must be balanced
against recall. 100% recall and any summarization value greater than 0% is progress
towards solving identification and classification problems. Our model has 79.94%
recall and 80.77% summarization. Simply put, if a support analyst wanted to spend
time identifying potential CritSits from PMRs, our model reduces the number of
candidate PMRs by 80.77%, with the statistical guarantee that 79.94% of CritSits

remain.
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Chapter 8

Validation with IBM (1): Model
Output

Using our close relationship with IBM Victoria, I conducted an in-depth review of
the model output in a 2-hour meeting with the support analysts and managers, to
gain deeper insights into the behavior of the model on an individual PMR-level basis,
to improve the model features.

Overall, the MLL model performed well in predicting the ER per PMR, per stage.
However, the findings of this in-depth review of the model are broader and pertain
to a) improvements in the model with respect to the Customer Profile information
and b) our increased understanding of IBM’s support process. Both findings relate to
refinements in the model as well as recommendations to other organizations intending

to apply similar models to perform EP.

8.1 Role of Historical Customer Profile Informa-
tion

Two of the ten PMRs in this evaluation showed a trend of building ER over time as
events occurred, as shown in Figure 8.1. Manual inspection and discussion with the
analysts indicate that this behavior was correlated with a lack of Customer Profile
information for both PMRs. All Customer Profile features (see Table 5.2) refer to
data that is available when the PMR is created and will not change during the lifetime
of the PMR, therefore, the initial ER is solely due to the Customer Profile features,
and the changes in ER during the lifetime of the PMR must be due to the other three
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categories.

In contrast, PMRs with too much Customer Profile information were immediately
flagged as CritSits. The model had learned that excessive Customer Profile informa-
tion correlates with high ER. Five of the ten PMRs had this behavior, two of which
can be seen in Figure 8.2. Manual inspection of the five PMRs revealed that there
was a lot of Customer Profile information for each of the five PMRs, i.e., the “Number
of Closed PMRs” field was 200+ for each of the five customers of these PMRs.

These findings show variance in model performance for the two extremes of quan-
tity of Customer Profile information in the PMRs we studied. I saw expected behavior
for lack of Customer Profile information but unexpected behavior for the opposite,
PMRs with extensive Customer Profile information. These variances point to the role
of the Customer Profile category in capturing aspects of the customer beyond the cur-
rent PMR, allowing traits of the customer to be considered during the prediction of
ER. To properly capture the features of the Customer Profile category, I made refine-
ments to our model by adding new attributes that add decay of customer information
over time, such that the history does not exist forever. These attributes, indicated
in italics in Table 5.2, are: “Number of PMRs opened in the last X months” and
“Number of CritSits opened in the last X months” as well as the revised attributes
“Number of PMRs Closed in the last X months”, “Number of CritSits closed in the
last X months”, and “Expected support response time given the last X months”. I
also added features to represent the current state of the customer’s involvement with

the support team: “Number of open PMRs” and “Number of open CritSits”.

8.2 Recording True Reason for CritSit PMRs is

Important

The second insight from this study was about IBM’s support process and feedback
into revised features in our model. We ran into a situation where on some of the
PMRs our model showed low ERs, although they appeared officially as CritSits in
the IBM system. We discovered that it is common practice to Crit every PMR owned
by a customer when any one of their PMRs Crit. Therefore, there was a distinction
between the “cause” CritSit - the CritSit PMR that caused the Crit to happen, and
“cascade” CritSits - the CritSit PMR(s) that subsequently Crit due to the process

of applying a Crit to every PMR owned by the same Customer in response to some
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“cause” CritSit.
(“cascade” CritSits) in which the model behaved correctly.

Through manual inspection of PMR historical information, the study participants
identified that these three PMRs were not the cause of the CritSit, and in fact there
were other PMRs with the same CritSit ID that were responsible for them being
recorded as CritSits in the IBM system. Therefore, I recommended to IBM to track
the difference between “cause” and “cascade” CritSits to allow for a proper separation

of the data. I also added a new feature to our model, “Escalation Type”, seen in Table

5.2.

Figure 4 shows two of the three PMRs that had this behavior
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Chapter 9

ECrits: Delivering Machine

Learning Results for Live Data

A meaningful component to working with industry, and explicitly part of design
science in the relevance cycle, is contributing back to industry with insights regarding
the problem being investigated; furthermore, to address RQ2, the ML model needed
to be operationalized for IBM to use — and be studied using — the results of the ML
model. This chapter will discuss the tool (ECrits) created to deliver the results of the
ML model to IBM for the purpose of studying its impact within their organization.

9.1 Tool Overview

ECrits is a communication and issue tracking tool that allows users to track sup-
port tickets, manage PMR escalations, and communicate with other team members
regarding them. The tool was developed iteratively in collaboration with support
analysts at our industrial partner IBM. Initial prototypes of the tool were used and
tested for usability during daily support management meetings over one week and
features suggested by the analysts were implemented incrementally.

ECrits has two main views, the Overview and the In-Depth view. The Overview
allows support analysts to view all of the active PMRs in their organization, with
some limited information being displayed about each PMR. The Overview also allows
support analysts to “follow” PMRs they wish to see at all times in the sidebar. The
In-Depth view contains the information for one PMR, with a much more detailed

accounting of all the available data for that particular PMR.
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Figure 9.1: ECrits Overview Page

9.2 Features

The tool was developed to deliver the results of the predictive model to IBM, the
features of which are geared towards that end. In addition, the features were designed
based on the work-flow observed during the exploratory study detailed in Section 3.1.
Those observations revealed three main use cases: initial assessment of new PMRs,
investigation of PMR updates, and collaboration towards solving PMR issues. These
three use cases guided the feature-set built into the tool.

After the pilot study, two additional features were added to the tool: (1) Display-
ing a Manual Escalation Risk (MER), a number field from 0 to 100 (to be input by
anyone on the team) to eliminate the need to remember the analysts’ assessments
of each PMR during past meetings; and (2) Displaying a Change in Escalation Risk
(CER), a number field from -100 to 100 that represents the change in ER since the
last update, to eliminate the need for anyone to memorize ERs by tracking changes
manually. With the MER and CER being tracked and displayed, the team could
expedite the daily PMR review process and focus on PMRs that either had a high
MER or CER.
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Figure 9.2: ECrits In-Depth View for A PMR

9.2.1 Initial Assessment of New PMRs

Assessing new PMRs is the first step in the issue-management process, the first chal-
lenge of which is gathering and summarizing available data on the customer and issue.
Often, all available data on the issue is included in the PMR, however, all available
data on the customer is spread across company archives, most notably across other
PMRs. The algorithms behind ECrits gathers relevant customer information from all
other PMRs in the system and calculates Customer Profile metrics. Those metrics are
then fed into the ML model as features and subsequently displayed within ECrits as
seen in Figure 9.2. Displaying these attributes, along with the other three categories,
grants support personnel additional insights into the tickets at hand that they would

otherwise have to find and calculate themselves.

9.2.2 Investigation of PMR Updates

Support analysts may check on their PMRs at any time, and knowing what has
updated since their last check is the most pertinent information. ECrits displays a

Change in Escalation Risk if the ER has changed since the last update. This is a
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visual notification that something within the PMR has changed, and, the impact it
had on the likelihood of escalation. ECrits displays live data from IBM’s support-
ticket ecosystem, and the ML results are updated at certain intervals throughout the
day. At any time, IBM support analysts can check the tool and see what these values
are. Together, the ML results and the underlying features that are displayed provide
support analysts with a quick method of checking updates to their PMRs.

9.2.3 Collaboration Through Communication

Previous to ECrits, team members communicated via email or in person and their
conversations were not saved directly to the PMR they were communicating about. As
multiple support analysts may work on a single PMR throughout its life cycle, keeping
track of all changes and updates to a PMR is very important. ECrits maintains a
comment system on individual PMRs that weaves comments in with the updates,
as seen in Figure 9.2. In addition to the comment ability, ECrits has a next action
collaboration feature where the next action reflects the next actionable task on the
PMR. This textual field is filled in and submitted similar to a comment in that it
temporally weaves itself into the updates and comments of individual PMRs, but in
addition to that, the next action displays in the Overview page (Figure 9.1) to allow
collaborators to easily check and follow-up on the completion status of a current next

action.

9.3 Implementation

The tool was developed in collaboration with an undergraduate researcher, Emma
Reading. The technologies chosen were based on experience the two of us had with
previous projects, and are detailed below. During the development of the tool, we

encountered a number of challenges, also explained below.

9.3.1 Technologies

ECrits is built on a modified MEAN stack using MySQL, ExpressJS, AngularJS, and
NodeJS. The MEAN stack allows the entirety of the web application to be built using
JavaScript. NodeJS is a server-sided JavaScript framework and ExpressJS is a NodeJS

framework that makes it easier to manage endpoints within NodeJS. AngularJS is a
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client-side front-end JavaScript web framework and was used for building the dynamic
UI for ECrits. Finally, MySQL is a relational database that was used for storing user

information and communication data.

9.3.2 Technological Limitations

The tool was built as a stand-alone application, but it utilizes real-time data from IBM
servers. A requirement for accessing internal IBM APIs is that applications must be
running behind the IBM firewall, which was a major technical and business challenge
for us as researchers outside the IBM ecosystem. Additionally, the tool displays
ML results for data updated daily, which involves the management of changing data
and ML models changing based on that data. During the iterative development and
evaluation of ECrits, due to time constraints, we were not able to implement a fully-
automatic solution to manage the changing data and models, therefore a large portion

of that was manually managed by one of the researchers.
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Chapter 10

Validation with IBM (2): ECrits
Deployment

The second evaluation investigated the assistance provided by the model running in
real time during the stand-up meetings at the Victoria site when analysts together
with management discussed open PMRs. The model results were distributed to IBM
employees through a tool described in Chapter 9

10.1 Study Findings

The use of the tool during the PMR management meetings allowed the managers and
support analysts to focus on the PMRs that needed their attention. In the absence
of the tool, the analysts would review PMRs brought up by support analysts and
discuss them based on the memory of the participants, often relying on management
to bring up additional items they had forgotten. With the tool, they were able to
parse through a list of PMRs ranked by ER. The MER functionality allowed them to
record their own assessment of the ER, and compare it with the ER output by the
ML model. It allowed for subsequent meetings to be quicker because the team could
see their past evaluations of PMRs, and focus on ones they had assigned a high MER.
The CER field provided a quick reference to which PMRs had increased in ER since
the last update.

During the study, it was observed that a high risk of escalation was often correlated
to the same types of customer problems. The team also identified that there were two

important aspects of PMRs that mattered to them as well as the customer: PMR
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ownership level, and days since last contact. PMRs are always being directly managed
by some level of support, and the difference between L2 and L3 support means a lot
to IBM as well as the customer. L2 is product-usage support, where customers are
generally at fault, and L3 is development-level support, where bugs are triaged and
the product is at fault. Similarly, the number of days since last customer contact
was brought up as an important factor for deciding when a customer may Crit. As
a result of these discussions, two new features were added to our final set of model

features in Table 5.2: “PMR ownership level” and “Days since last contact”.

10.2 Limitations

This 4-week deployment into their organization was a trial to investigate if the results
of the ML. model running in real time could provide the support analysts with infor-
mation that could help them address their support tickets faster and more directed
towards potential issues. There were multiple reasons why empirically measuring the
impact of this tool was difficult, and therefore absent in this study and chapter. The
main factors hindering some form of empirical measurement were small product team,
low PMR volume, rareness of CritSits, and duration of study. The best chances of
seeing results from this tool “in action” against live CritSit PMRs would have been
to work with an IBM team who gets a high volume of PMRs, has a high percentage
of CritSits against their PMRs, and make the duration of the study last many (at
least 6) months. We, however, did not have another IBM team available to us, the
team had a very small volume of PMRs at any one time, and the duration of the
study was limited by a major organizational shift that was occurring within IBM at
the time, essentially putting a deadline on how long our study could be. As a result,
we chose to run the study to show that we could get real-time results from the tool,

but with limited reporting ability that we chose to manifest as anecdotal comments.
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Chapter 11
Discussion

Prompted by the problem of inefficiency in managing customer support ticket esca-
lations IBM, the approach had been to study and model the information available to
support analysts in assessing whether customers would escalate on a particular prob-
lem they reported, and to investigate ML techniques to apply this model to support
the escalation management process. A design science methodology was employed
to target and address the problem at IBM. As outlined by Sedlmair et al. [27], the
contributions will be discussed through three main design science aspects: problem
characterization and abstraction, validated design, and reflection. In addition, the

threats to validity will be discussed following the section on validated design.

11.1 Problem Characterization

The investigation of IBM support practices in the ethnographic study was the first
step in the design science iterative process, providing a more detailed understanding
of the support ticket escalation problem at IBM. Two lessons learned during the
problem characterization phase are described here.

The first lesson learned is about the importance of this step and iterating through
it in the design study. From the initial interviews with the support analysts an under-
standing of how they work as well as the initial list of the PMR model features was
discovered. However, it was only after the first evaluation step that the understand-
ing of the problem context in the analysts’ job was refined and solidified. Details of
the cascading CritSits process and its effect on how data was being presented to the

analysts were uncovered. This turned out to be crucial to understanding the PMR
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life-cycle and to refinements in the Support Ticket Model Features.

The second lesson relates to abstracting from the specifics of IBM relative to data
that can be modeled for EP in other organizations. It was discovered that some
elements of the support process may be intentionally hidden from customers to sim-
plify the support process for them, but also to protect the organizations information
and processes. An example of this is the offline conversations that occur between
people working to solve support tickets: a necessary process of information sharing
and problem solving, but these conversations are never revealed to customers. Other
organizations might have similar practices, and being aware of the distinction be-
tween customer-facing and hidden information is important. Introducing additional
information to a ML model (such as this hidden information) can be beneficial to the
results, however, when modelling escalations - a process initiated by customers - it
is risky to introduce data to the algorithms that customers are completely unaware
of. This is likely to introduce noise into the data, adding unnecessary complexity to
the already complex task of modelling the customer’s likelihood of escalating their

support ticket.

11.2 Validated Support Ticket Model Features

The three artifacts iteratively developed in the design science methodology are the
Support Ticket Model Features, their implementation into an EP ML model to assist
support analysts in managing support-ticket escalations, and the tool that delivered
the results to IBM using live data. The Support Ticket Model Features were derived
from an understanding of support analysts at our industrial partner and were itera-
tively refined through several validations of the EP ML techniques that implemented
it.

The task of predicting support ticket escalations is fundamentally about under-
standing the customers’ experience within the support ticket management process.
The features of the Support Ticket Model were designed to represent the knowledge
that support analysts typically have about their customers. Through the process of
FE, our work identified the subset of features relevant to EP from an understanding
of practice around escalation management. We sought to abstract from IBM practice
towards a general model of the escalation management process, and therefore have
our results be applicable to support teams in other organizations.

Once the Support Ticket Model Features had been created, they were used in a
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ML model, the Random Forest classifier. The results of the 10-fold cross validation
(shown in Table 7.1) were promising, with a recall of 79.94% and summarization of
80.77%. Our collaborating IBM support team was very pleased with this result, as
an 80.77% reduction in the workload to identify high-risk PMRs is a promising start
to addressing the reduction of CritSits.

Finally, ECrits was built to integrate the real-time results of putting live PMRs
through our model to produce escalation risks. Use of ECrits granted shorter meetings
addressing more issues focused on support tickets deemed important by IBM and the
ML model, while still allowing for longer meetings to review more PMRs if they
needed to. The main benefit was the summarization and visualization of the support
tickets based on a combination of our model output as well as their own assessment
through the MER.

11.3 Threats to Validity

The first threat, to external validity [29], is the potential lack of generalizability of
the results due to our research being conducted in close collaboration with only one
organization. To mitigate this threat, the categories and features in the support ticket
model were created with an effort of abstracting away from any specifics to IBM pro-
cesses, towards data available and customer support processes in other organizations.

The second threat, to construct validity [29], applies to the mapping of the infor-
mation and data collected through interviews with support analysts to the thematic
themes and codes. To mitigate that threat, multiple techniques were used: member
checking, triangulation, and prolonged contact with participants [29]. The design sci-
ence method of iteratively working with industry through design cycles puts a strong
emphasis on member checking, which Lincoln and Guba [18] describe as “the most
crucial technique for establishing credibility” in a study with industry. We described
our themes and codes to our IBM analysts and managers, to validate that the data
mappings resonated with their practice, through focus groups and general discussions
about the results. Triangulation, through contacting multiple IBM support analysts
at different sites as well as observations of their practice during support meetings, was
used to search for convergence from different sources to further validate the features
and mappings created [7]. Finally, my contact with IBM during this research lasted
over a year, facilitating prolonged contact with participants which allowed validation

of information and results in different temporal contexts, with different people.
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The third threat, to internal validity [29], relates to the noise in the data that we
discovered during the iterative cycles of our design science methodology. As discussed
in Chapter 8, the CritSits in our dataset could be “cause” or “cascade”. Due to
limitations of our data, we are unable to reliably tell the two types of CritSits apart;
however, there is a small subset of CritSits we know for sure are “cause” CritSits. At
the cost of discarding many “cause” and uncertain CritSits, we removed all “cascade”
CritSit PMRs by discarding the CritSits that had more than one associated PMR.
The newer “real” CritSit PMRs (CritSits with only one PMR attached) in our data
then totaled 3,500 (35% of our original target set). The recall on the new target set
was 74.47%, with a summarization of 82.85%, meaning that the threat to internal

validity due to this noise in our data is negligible.

11.4 Reflection

This thesis adds to the research of automating the prediction of support ticket escala-
tions in software organizations. I reflect below on the relationship between this thesis
and the existing techniques, and discuss implications for practitioners who wish to

use this work.

11.4.1 Limitations in Addressing Previous Research

The three most prominent related works that addressed EP through ML techniques
are Ling et al. [19], Sheng et al. [28], and Bruckhaus et al. [6].

The work done by both Ling and Sheng and colleagues involves improvements
to existing ML algorithms using cost-sensitive learning, with no consideration to the
attributes being fed into the model. The option of using their work as a baseline to
compare precision and recall required our data to be in such a format that it could
be run through their algorithms. Our data, however, was not fit for classification-
based ML algorithms because it is archival, with multiple historical entries per each
support ticket. Basic classification ML algorithms require there to be one entry per
support ticket, so any archival data such as ours would have to go through a process
to convert that data into a summarized format. The final summarized data depends
on the conversion process chosen; therefore, we could not simply convert our data
and hope it conformed to the constraints of the previous studies due to the lack of

information regarding their data structures.
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The work done by Bruckhaus et al. [6] has a similar data processing issue, except
their work involved some FE to convert attributes into a usable form. The information
provided on their FE process and algorithm selection is insufficient to replicate their
process. Furthermore, the details about their neural network approach, including the
parameters and tweaks made to their proposed algorithm, are not provided, making
its replication very difficult. Given the lack of ability to replicate the process and
results of previous work with our data, we were not able to contrast our work against
this related work; instead, our research focused on FE and iteratively developing our

predictive model with industry support analysts through our design-science approach.

11.4.2 New Directions for Further Improving the Model

This thesis represents a first step towards a model of support ticket information
through FE relevant to predicting the risk of support ticket escalations; however, fur-
ther validation of the model (with its complete set of features) is needed. Through the
design-science iterative cycles, improvements were discovered for the model features,
but they were not all included in the ML implementation due to limitations of the
available data. These improvements inform new research questions that would allow

further development of the model, for example:

e What is a meaningful time window for the decay of customer history? (One

month, six months, etc.)

e What features would better represent customers within organizations? (Open

tickets, number of products owned, etc.)

e Would certain subsets of the data (countries, product areas, product teams,

etc.) perform better?

e Would sentiment analysis on conversations with the customer during the esca-

lation process improve the model?

e Could NLP techniques be employed to automatically classify the types of cus-
tomer problems and would certain type of problems correlate with high risk of

escalations?

e [s there a business impact by using this model and its supporting tools? Are

there economic savings?
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11.4.3 Implications for Practitioners

The model developed has the potential for deployment in other organizations given
that they have enough available data and the ability to map it to the features provided
by the Support Ticket Model. To implement the ML-based EP model developed in
this research, organizations must track, map, and augment their data to the Support
Ticket Model Features. If the high recall and summarization obtained at IBM is
obtained at other organizations, there is potential to reduce their escalation identifi-
cation workload by roughly 80%, with the potential for roughly 80% of the escalations
to remain in the reduced set. Once the model is customized, the final step is to run
the data through a Random Forest classifier.

Prior to implementing the model, organizations should do a cost-benefit analysis
to see if the potential benefits are worth the implementation effort. Included in this
analysis should be the cost of a support ticket - with and without an escalation,
as well as time required to manually investigate tickets, customers, and products
for escalation patterns. If the overall cost of escalating tickets and the investigative
efforts to avoid escalations outweigh the overall time-spent implementing the model

described above, then there is a strong case for implementation.
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Appendix A

SPSS Modeler

Appendix A describes the user interface features of the tool SPSS Modeler that was
used in this research to create the ML model. This content is necessary to re-create the
work done in this thesis, although not necessary to understanding the methodology,

design choices, or results.

A.1 SPSS Definitions

SPSS is a visual tool, so included in this chapter are pictures of the final layout de-
signed in SPSS to take the data from beginning to end. SPSS Modeler conceptualizes
the work-flow from data to results as a “stream”. Figure A.1 is the complete stream
constructed for this research, from reading in the CSV, to outputting the confusion
matrix results. In order to understand the data manipulation stages and the SPSS
pictures that map to those stages, this section will explain the necessary elements of
SPSS.

There are “nodes” within the stream which represent different manipulations ap-
plied to data, and there are arrows which represent data flowing from one node to

another. Here is a breakdown of the role each type of node plays in the stream:

Circle Node These are input to the stream. Notice that data only flows out of the

circles, not in, since they are input nodes.

Hexagon Node These are data manipulation nodes that take the data from one
state to another. Notice that data flows in to and out of these nodes, since they
take data as input, manipulate that data in some way, and then output the new
state of the data.
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Figure A.1: SPSS Model Stream

Square Node These are output nodes that take data in all different forms and
output some textual or visual representation of that data. This output can be
as simple as a table of all of the data being fed into the node, or as complex as

a graph plotting the data over some interval.

Pentagon Node These are model-training nodes that represent some kind of ML
algorithm. In the stream shown in Fig A.1, all of the model-training nodes
are Random Tree classifiers. These nodes take in features to be fed into the
ML algorithm, and output a ML model “nugget” (shown as a yellow diamond)

which represents the trained model.

Diamond Node As output from a pentagon model-training node, a diamond nugget
is created that represents the trained model. This node takes in instances of

the test data and outputs a prediction for each of the instances.

Grey Nodes Any node that is grey is there to visually separate the flow of data.
The nodes themselves do nothing to the data; the data going in comes out with

no change.
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A.2 Machine Learning Stages

The ML process is largely a data manipulation and mapping process, whereby data is
transformed into a state that is usable by the ML algorithm. The SPSS stream built
for this research matches that format, with the majority of the stream dedicated to
manipulating the data until it is in the right form to be used for training and testing
the ML model.

As seen in Fig A.1, there is a flow from the input node to the output node whereby
the arrows flow in one general direction. This flow represents the order in which
certain manipulates are being applied to the data. This section outlines the different
functions that are being applied to the data in groups of operations, outlined in

various boxes in Fig A.2 that I will refer to as stages.
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Figure A.2: SPSS Model Stream Annotated

Data Input & Typing

The stream begins with data entering the application through an input node from a
CSV file containing all of the PMRs and their engineered features. The steps to take
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the data from its raw form to the CSV that is imported here, are outlined in Section
6.2. Importing the data from CSV involves normal procedures such as setting the
delimiter between entries and specifying if the file contains header names.

The next two nodes are designed to do some basic manipulation to the data. The
first node removes certain attributes that were in the CSV for bookkeeping reasons,
but could not remain in the data for the classifier to run properly. These removed
features included the CritSit_ID, Num_Entries_Total, and some dates that were not
needed. The second node sets the “Type” of the data, which involves assigning each
column a category of Typeless, Flag, Continuous, Nominal, or Ordinal — standard

data types for statistical and ML purposes [30].

Random Number Assignment

For this research, 10-fold cross validation was used to provide more consistent and
robust results; however, when this SPSS stream was built, SPSS did not offer native
support for 10-fold cross validation and so it had to be manually orchestrated using
SPSS features.

The first step to this manual process was the assignment of random numbers be-
tween 1 and 10 to each PMR. Prior to assigning the numbers, however, the data is
split into CritSits and non-CritSits to make inspection of the random number assign-
ment easier. This step of assigning random numbers does not guarantee that each
of the 10-folds will have exactly the same number of PMRs, however, the exactness
is not important and would have cost additional time in orchestrating those splits
(while still being random), and even more time required every run of this algorithm

to implement such a procedure.

Save & Verify Random Distribution

The entire stream takes upwards of 8 hours to run to completion, and if it needs
to be interrupted at some point, it cannot be resumed unless the random number
assignments are saved. If half of the models trained before cancelling the execution,
and the other half were trained at a later date, the random numbers would be different
and the results of the 10-fold cross validation would be invalid. The first node in this
stage saves the data fed into it in a local program cache that can also be saved offline
for use at a later date. The cache node allows resuming the stream with the same

random number assignments.
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The other four nodes in this stage are there for two reasons: to run data through
the cache node — as you cannot execute a node such as the cache node directly, and
to see the output of the random number assignment and verify that it is seemingly
evenly distributed. This check is purely visual, producing bar graphs of the number
of PMRs assigned numbers 1-10.

Create & Type Partitions

At this stage it is time to split the data into two sets: testing and training. By this
point, the data has been labelled with numbers 1-10, with the intuition that those are
folds, but this stage is where those folds are realized. For the next 5 stages, including
this stage, there is duplicate work being done to the data, each set of duplicate work
being applied to one of the ten folds. For simplicity, I will describe the work being
applied to the first fold, with the assumption that all work can be generalized to all
folds.

The first node in this stage labels all rows with the random number “1”7 as “test-
ing”, and everything else as “training”. Since the random numbers are between 1 and
10 and distributed relatively evenly, there will be roughly 10% of the data labelled as
“testing” and roughly 90% of the data labelled as “training”. This creates a 90/10
training /testing split for this particular fold. Then, in the next node, the SPSS data
type “partition” is assigned to this new label. This allows SPSS classification nodes
to automatically know which data is to be used for training and subsequently which
ones are to be used for testing. However, given that this distinction is not explicit in
future steps that are executed, I chose to split the data myself manually in the next

stage and only feed the classifier the training data.

Split Data into Test and Train Sets

As outlined in the explanation of the previous stage, this stage splits the data into
training and testing sets based on the random number assignment that was trans-
formed into a label of “testing” or “training”. This stage was added as a precaution
to the lack of explicit description as to how the classifier handles training vs testing
data.
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Train 10 “Random Trees” Models

Now that the data has been properly segmented, the model can finally be trained.
The classification model chosen for this task was the Random Trees classifier. Many
models were tried here including CHAID [23], SVM [30], and Logistic Regression [13],
but Random Trees (a different name for Random Forest [30]) was chosen for its high
recall. Training each Random Trees node takes around 30 minutes ( 300 minutes for
all 10 models to train, one for each fold).

All settings of the Random Trees classifier were set to default except the “Han-
dle Imbalanced Data” option was selected, forcing the classifier to over-sample the
minority set [1], producing a classifier built on a balanced set of data. As noted in
the previous stages, the data has already been split into train and test so although
the Random Trees classifier has re-sampled data to balance the data, the re-sampling
has occurred after the segmentation and therefore the model will not be trained and
tested on the same data.

Once the classifier is done training, it produces a yellow diamond “nugget” node
that represents the trained classifier. This nugget is linked to the classifier that
produced it, with the ability to be re-trained by the classifier by re-running data
through it.

Running Test Data through the Models

Once the nugget node is created, the testing data can now be fed through the nugget
node (model) to produce predictions against that data. This stage of the stream,

called “classifying”, takes roughly 10 minutes per fold to complete.

Combining Results of All 10 Folds

Recall from Section A.2 that each of the folds has 10% of the data reserved for testing,
and due to the random number separation of the data that each of the 10% testing
sets are disjoint, so by recombining them, for all ten folds, we will produce predictions
for the entire dataset. This stage is just that, the combining of prediction results from

all ten folds into a single set of predictions.
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Save & Display Results

The predicted values of the combined set take around an hour and 40 minutes to
complete, so those predicted values are saved in a cache (explained in further detail
in Section A.2) so that the results can be viewed in different ways and debugged
without the need to re-train or re-classify again.

For this research, the most important results can all be seen or calculated from
the confusion matrix of the results. The confusion matrix from this stream can be

seen in Table 7.1.
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Appendix B

Questions for Support Analysts

B.1 Basic Questions

e Why do customers escalate their issues?

e Can you identify certain attributes about the issue, customer, or IBM that may

trigger customers to escalate their issue?

— Issue
— Customer

— IBM

B.2 Specific Questions

B.2.1 In-Depth

e What jump in severity should we consider serious and mark as a heuristic

— 4 to 37 3 to 27 Perhaps 3 to 17

— Or is it just the actual level, so level 1 is the most serious..? (Should we

record if a PMR was ever a Sev1?)

When severity is changed more than once in two days..”

Customer goes without contact for 2 days..”

Customer does not hear back within X working hours or Y total hours..?
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e Number of times at which a customer responds at the end of the work day?
e Number of times their problem has changed queues?

e Number of support people they have dealt with?

e How many total Calls have customers had to respond to?

e Number of times a customer has been asked for additional information?

e Should we record certain trigger words? (Database, server, system, multiple

people, etc..?)
e How many PMRs have been filed against this customer?
e How many CritSits have been filed by this customer?

e How many different products are owned by this customer?

B.2.2 Evaluation

e What do you think about the current evaluation of each of the categories?

— Are there any that do not make sense?

— Should any of them be removed?

e Are there any additional attributes you would add to the category?
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Abstract—Understanding and keeping the customer happy is a
central tenet of requirements engineering. Strategies to gather, an-
alyze, and negotiate requirements are complemented by efforts to
manage customer input after products have been deployed. For
the latter, support tickets are key in allowing customers to submit
their issues, bug reports, and feature requests. Whenever insuffi-
cient attention is given to support issues, however, their escalation
to management is time-consuming and expensive, especially for
large organizations managing hundreds of customers and thou-
sands of support tickets. Our work provides a step towards simpli-
fying the job of support analysts and managers, particularly in
predicting the risk of escalating support tickets. In a field study at
our large industrial partner, IBM, we used a design science meth-
odology to characterize the support process and data available to
IBM analysts in managing escalations. Through iterative cycles of
design and evaluation, we translated our understanding of support
analysts’ expert knowledge of their customers into features of a
support ticket model to be implemented into a Machine Learning
model to predict support ticket escalations. We trained and evalu-
ated our Machine Learning model on over 2.5 million support tick-
ets and 10,000 escalations, obtaining a recall of 79.9% and an
80.8% reduction in the workload for support analysts looking to
identify support tickets at risk of escalation. Further on-site eval-
uations, through a prototype tool we developed to implement our
Machine Learning techniques in practice, showed more efficient
weekly support-ticket-management meetings. The features we de-
veloped in the Support Ticket Model are designed to serve as a
starting place for organizations interested in implementing our
model to predict support ticket escalations, and for future re-
searchers to build on to advance research in escalation prediction.

Index Terms—Customer relationship management, machine
learning, escalation prediction, customer support ticket.

I. INTRODUCTION

Large software organizations handle many customer support
issues every day in the form of bug-reports, feature requests, and
general misunderstandings as submitted by customers. A signif-
icant portion of these issues create new, or relate to, existing
technical requirements for product developers, thus allowing re-
quirements management and release planning processes to be re-
active to customer input.

These support issues are submitted through various channels
such as support forums and product wikis, however, a common
default for organizations is to offer direct support through phone

and online systems in which support tickets are created and man-
aged by support analysts. The process of addressing these sup-
port tickets varies across different organizations, but all of them
share a common goal: to resolve the issue brought forth by the
customer and keep the customer happy. If a customer is not
happy with the support they are receiving, companies have esca-
lation processes whereby customers can state their concern for
how their support ticket is being handled by escalating their
problems to management’s attention.

While the escalation process is needed to draw attention to
important and unresolved issues, handling the underlying sup-
port ticket after an escalation occurs is very expensive for organ-
izations [1], amounting to millions of dollars each year [2]. Ad-
ditionally, gathering bottom-up requirements from support tick-
ets is an important requirements-gathering practice for compa-
nies looking to address customer feedback and suggestions;
however, escalations (and the process of managing them) take
time away from support analysts, making the discovery of bot-
tom-up requirements much less efficient. When escalations oc-
cur, immediate management and senior software engineers’ in-
volvement is necessary to reduce the business and financial loss
to the customer. Furthermore, software defect escalations can —
if not handled properly — result in a loss of reputation, satisfac-
tion, loyalty, and customers [3].

Understanding the customer is a key factor in keeping them
happy and solving support issues. It is the customer who, driven
by a perceived ineffective resolution of their issue, escalates
tickets to management’s attention [4]. A support analyst’s job is
to assess the risk of support-ticket escalation given the infor-
mation present — a largely manual process. This information in-
cludes the customer, the issue, and interrelated factors such as
time of year. Keeping track of customers and their issues be-
comes infeasible in large organizations who service multiple
products across multiple product teams, amounting to large
amounts of customer data.

Past research proposed Machine Learning (ML) techniques
that model industrial data and predict escalations [1],[2],[4],[5],
though none of these efforts attempted to equip ML algorithms
with the knowledge-gathering techniques that support analysts
use every day to understand their customers. The focus had in-
stead been on improving Escalation Prediction (EP) algorithms
while utilizing largely all available support data in the studied



organization, without much regard to modelling analysts’ under-
standing of whether customers might escalate. Defining which
information analysts use to identify issues at risk of escalation is
the first step in Feature Engineering (FE): a difficult, expensive,
domain-specific task of finding features that correlate with the
target class (in this case, escalations) [6]. Using these features in
a ML model is designed to leverage the analysts’ expert
knowledge in assessing and managing the risk of support-ticket
escalations to create an automated approach to EP. Additionally,
once FE has been completed, these features can serve as a base-
line for other organizations with similar processes interested in
EP with their own support data.

In our research, we studied this problem in a field study at
IBM: a large organization with hundreds of products and cus-
tomers, and a strong desire to avoid escalations. Two research
questions guided our research:

RQ 1. What are the features of a support-ticket model to best de-
scribe a customer escalation?

RQ 2. Can ML techniques that implement such a model assist in
escalation management?

The contributions of our work have been iteratively devel-
oped and evaluated through a design science methodology [7]
with our industrial partner, IBM. Our first main contribution is
the model of support ticket features — through FE — that support
teams use to assess and manage the risk of escalations. This con-
tribution was developed through observations of practice and in-
terviews with management, developers, and support analysts at
IBM, as well as analysis of the IBM customer support data re-
pository containing more than 2.5 million support tickets and
10,000 escalations. Our second contribution is the investigation
of this model when used with ML techniques to assist in the es-
calation process. We complemented a statistical validation of
our techniques with an in-depth study of the use of these tech-
niques in daily management meetings assessing escalations at
one collaborating product team, IBM Victoria in Canada.

II. RELATED WORK

The development and maintenance of software products is
highly coupled with many stakeholders, among which the cus-
tomer plays a key role. Customer Relationship Management
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(CRM) involves integrating artifacts, tools, and workflows to
successfully initiate, maintain, and (if necessary) terminate cus-
tomer relationships [8]. Examples of CRM practices include:
customer participation requirements-gathering sessions, cus-
tomer feature suggestions through majority voting, customer in-
cident reports, and support tickets [9],[10]. Other tactics of in-
volving customers in the requirements gathering phase such as
stakeholder crowd-sourcing (e.g. Lim et al. [11]) and direct cus-
tomer participation (e.g. Kabbedijk et al. [9]) are CRM processes
that aim to mitigate the potential cost of changing-requirements
after development has begun.

An outstanding aspect, however, is the effort and cost asso-
ciated with the management of a product’s ongoing support pro-
cess: dealing with bugs, defects, and feature requests through ar-
tifacts such as product wikis, support chat lines, and support tick-
ets. When support tickets are not handled in a timely manner or
a customer’s business is seriously impacted, customers escalate
their issues to management [2]. Escalation is a process very
costly for organizations [2],[4] and yet fruitful for research in
ML that can parse large amounts of support ticket data and sug-
gest escalation trends [4],[12].

ML techniques have been proposed in various ways in pre-
vious research. Marcu et al. used a three-stage correlation and
filter process to match new support issues with existing issues in
the system [5]. Their goal and contribution was to speed up the
triage and resolution process through finding similar issues pre-
viously resolved. Ling et al. [1] and Sheng et al. [2] propose cost-
sensitive learning as a technique for improved ML results opti-
mized for EP. Their research, however, was primarily focused
on the cost-sensitive learning algorithms and the improvements
they offered, with no consideration to the individual attributes
being fed into the model. Similarly, Bruckhaus et al. [4] con-
ducted preliminary work investigating the use of neural net-
works to conduct EP on data from Sun Microsystems. Their
work does not describe how they selected their final attributes
from an initial set of 200.

The end goal of EP through ML is to identify events gener-
ated by customers which might lead to escalations, yet none of
the previous research attempts to solve the problem of EP by un-
derstanding how analysts identify escalations. Previous research

Design Science Research

Problem
Characterization

Development of Artifacts

Support Ticket Model Features
Escalation Prediction ML Model

Escalation Prediction
Research

* Software companies with
support for their products

» Customer Relationship
Management techniques
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) ) Cvel Design Cycle Cvel

« Challenges in managing cle cle * Preliminary Escalation
support tickets and their Prediction work done using
subsequent escalations Machine Learning

Evaluation 1 Evaluation 2

* Need for an automated * ML Model * Model Deployment + Feature Engineering as a
solution to help identify * Statistical Results o Pilot Study general solution to serve as
support tickets at risk of * In-Depth Review o Full Study the basis for beginning
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Fig. 1. Design Science research methodology in our study



does not focus on the customer through data selection or FE
aimed at the knowledge that support analysts have about their
customers. Our work addresses this by doing several iterative
phases: extensive context-building work within a support organ-
ization; iterative cycles of FE focused on understanding the an-
alysts’ knowledge of the customer during the support ticket and
escalation management process; and finally, real-world deploy-
ment of our ML techniques that implement this model to gain
feedback on the support ticket features.

III. RESEARCH METHODOLOGY

This research began when IBM approached our research
team because of our previous empirical work [13],[14] in inves-
tigating development practice in IBM software teams and devel-
oping ML solutions to support developer coordination. They de-
scribed their current problem as: an increasing number of cus-
tomer issue escalations resulting in additional, costly efforts as
well as dissatisfied customers. They sought some automated
means to enhance their support process through leveraging the
data available in their large customer support repository.

A. Design Science Approach

To investigate this problem, we employed a design science
methodology [7],[15], as illustrated in Fig. 1, whereby artifacts
in our research were iteratively developed and evaluated with the
stakeholders in the problem domain. First, the design science
methodology guided the problem characterization phase
through various relevance cycles including an initial ethno-
graphic exploratory study of the escalation process and data
available to IBM customer support analysts. Then, the develop-
ment and evaluation of the artifacts was conducted through mul-
tiple design cycles with our industry collaborator. Two artifacts
were produced: a Support Ticket Model of which features repre-
sent the contextual knowledge held by support analysts about the
support process, and the operationalization of those features into
an Escalation Prediction Machine Learning Model. Both arti-
facts were iteratively studied and improved through direct sup-
port ticket and escalation management activities with our indus-
try collaborator. Finally, to fulfill the rigor cycle in our method-
ology, we reviewed existing work in CRM and EP through ML,
and reflected on how our research results are transferrable to
other settings.

B. Study Setting

IBM is a large organization offering a wide range of products
to many customers world-wide. In our study, we obtained cus-
tomer support data consisting of over 2.5 million support tickets
and 10,000 escalation artifacts from interactions with 127,000
customers in 152 countries. We also interacted closely with the
management and support team at the IBM Victoria site, which
employs about 40 people working on two products called IBM
Forms and Forms Experience Builder. Several other IBM em-
ployees in senior management, worldwide customer support,
and Watson Analytics provided us with their input about the sup-
port process.
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IV. PROBLEM CHARACTERIZATION

To ground the development of the two artifacts in a deeper
understanding of the problem expressed by IBM, we first con-
ducted an ethnographic exploratory study of the IBM support
ticket process and escalation management practice. In this sec-
tion, we discuss the details of our ethnographic study and the
insights we obtained towards a detailed characterization of the
problem and its context.

A. Ethnographic Exploratory Study and the Escalation process

To learn about IBM processes, practices, and tools used by
support analysts to collect and manage customer support tickets,
one of the researchers worked on-site at IBM Victoria for two
months. He attended daily support stand-up meetings run jointly
by development and support management, and conducted fol-
low-up interviews with management, developers and support an-
alysts. The IBM Victoria staff involved in these sessions in-
cluded the Victoria Site Manager, the Development Manager,
the L3 Support Analyst, and two L2 Support Analysts. Addi-
tional information about the IBM support ticket process and es-
calation management practice was sought through interviews
with four other senior analysts and managers at IBM support or-
ganizations in North Carolina and California. Additionally, ex-
tensive time was spent understanding the data available in the
large IBM support ticket repository.

IBM has a standard process for recording and managing cus-
tomer support issues across all its products. The support process
involves multiple levels: LO, ownership verification; L1, basic
user-error assistance; L2, product usage assistance from
knowledge experts; and L3, development support of bugs and
defects. When a new support issue is filed by a customer, a Prob-
lem Management Record (PMR) is created to document the life-
time of the issue, including attributes such as severity and prior-
ity, and conversations between customers and support. For sim-
plicity, we may use the term PMR to refer to a support ticket
henceforth in the paper.

IBM handles escalations through a process, and artifact,
called a Critical Situation (CritSit) that is used when customers
are not happy with the progress of their PMR. A PMR is said to
“Crit” when a CritSit is opened and that PMR is attached to the
CritSit artifact. CritSits can be opened by customers for any rea-
son, although the most likely scenario is to speed up the resolu-
tion of their PMR for business or financial reasons. The process
of opening and handling a CritSit involves IBM resources in ad-
dition to the original resources already being used to solve the
issue; furthermore, CritSits are perceived as poor management
of PMRs, regardless of the underlying cause. Avoiding and re-
ducing CritSits are top priorities for IBM.

B. The Problem

Currently, support analysts are tasked with handling PMRs
by responding to customer emails: answering questions and of-
fering advice on how to get passed their issue. Manually tracking
risk of escalation, however, requires detailed attention beyond
the PMR itself, towards the customer behind the PMR: by track-
ing the business and emotional state of the customer, and ulti-
mately make judgment calls on whether they think a PMR is



likely to escalate. This becomes tedious as support analysts man-
age more and more customers, as each customer within this eco-
system might be related to multiple products and support teams.
Dissatisfaction with any of the other products might result in es-
calations by the customer; furthermore, customer inevitably
have trends, repeat issues, and long term historical relationships
that might contribute to escalations. To manage the tracking and
predictive modelling of all PMRs in the IBM ecosystem, an au-
tomated solution is required.

V. ENGINEERING SUPPORT TICKET MODEL FEATURES

Our approach to addressing the manual process of tracking
PMRs and their escalations began by modeling PMR infor-
mation available to analysts in assessing the possibility of a cus-
tomer escalating their issue, followed by engineering a set of fea-
tures into a Support Ticket Model (RQ1). To begin the FE pro-
cess, we analyzed data from our on-site observations and con-
ducted interviews aimed specifically at understanding how ana-
lysts reason through the information about their PMRs and cus-
tomers. We first describe the interview questions and data we
gathered, followed by our data analysis procedure, and then the
PMR model features that emerged from our analysis.

A. Interviews

We conducted a series of semi-structured interviews with
support analysts at IBM, five at IBM Victoria and four in world-
wide customer support organizations, all of whom are customer
facing in their daily jobs. We were interested in identifying in-
formation that is currently available in customer records and
support tickets, particularly information analysts use to assess
the risk of support ticket escalations. We asked questions such
as “Why do customers escalate their issues?”, “Can you identify
certain attributes about the issue, customer, or IBM that may
trigger customers to escalate their issue?”, as well as exploratory
questions about support ticket attributes as we identified in the
PMR repository. The full interview script can be found online'.

B. Thematic Analysis

We used thematic analysis [16] to analyze our observation
notes as well as interview transcripts. From the interviews con-
ducted with IBM, the responses were labelled with feature-like
names, thematic codes, that represented possible directions for
ML features that could automate the process of CritSit predic-
tion. From there we moved on to categories, thematic themes, to
group the codes based on types of available support- data. The
themes and underlying codes are listed in Table I. We validated
these themes and codes through two focus groups consisting of:
the Victoria Site Manager, the L3 Support Analyst, and an L2
Support Analyst. We then refined the themes and codes from the
feedback we received in these meetings.

C. Support Ticket Model Features

To develop the Support Ticket Model Features we analyzed
our customer and support ticket repository data consisting of
over 2.5 million PMRs and 10,000 CritSits. We then mapped the
PMR attributes to the codes from our analysis under each of the

1
http://thesegalgroup.org/wp-content/uploads/2017/02/support-analyst.pdf
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TABLE I. PMR-RELATED INFORMATION RELEVANT TO PREDICTING PMR
ESCALATIONS

Themes Codes

IBM Tracked Metrics How long has a PMR been open

Customer Perception of the PMR | Fluctuations in severity

Process

Support analyst involvement

Initial response wait time

Customer Perception of Time with

Respect to their PMR Average response wait time on re-

spective PMRs
How many PMRs they have owned

Traits of Customers How many CritSits they have owned

Expectation of response time

themes we identified. Throughout this process, certain types of
PMR data were useable as-is, without modifying the attributes
in IBM’s dataset such as “number of days open”, and other types
of data had to be restructured, counted, averaged, or in some
cases even engineered from multiple attributes, such as
“PMR/CritSit Ratio” which involved two attributes being
weighed against each other. Once a code had data mapped to it,
it was considered a feature of the model. In developing the model
features, we sought to abstract as much as possible from the spe-
cifics of IBM’s data and processes to increase transferability to
other organizations.

The list of our Support Ticket Model Features is shown in
Table II; the list represents the final features as developed
through the iterative cycles of our design science methodology.
The four feature categories and an initial set of 13 features were
created immediately following our thematic analysis, while the
additional features (shown in italics in the table) were added as
aresult of the two evaluation cycles described in Sections VI and
VII. We describe each category and the initial 13 associated fea-
tures below, with explanations from the problem context. The
additional features are explained later in the evaluation sections
they were engineered from.

Basic Attributes. IBM maintains a few useful attributes as-
sociated with PMRs for their support analysts to reference.
When support analysts are addressing PMRs, the Number of en-
tries is a useful attribute that represents how many actions or
events have occurred on the PMR to date (e.g. an email is re-
ceived, a phone call is recorded, the severity increased, etc.). Ad-
ditionally, the number of Days open is a similar attribute that
keeps track of days since the PMR was opened.

This feature category, generally lacking in an in-depth anal-
ysis of PMRs, is complemented by three other categories that
leverage PMR information support analysts identified as most
useful in assessing risk of escalation.

Perception of Process. Within the support process, there are
many people involved with solving customer issues, but there
are only a certain Number of support people in contact with the
customer. If a customer wants to convey the urgency or im-
portance of their issue, the severity attribute on their PMR is the
way to do that; customers are in charge of setting the severity of
their PMRs. Severity is an attribute from 4 to 1, with 1 being the



most severe; severity can be changed to any number at any time.
Any Number of increases in severity is a sign that the customer
believes their issue is becoming more urgent; conversely, any
Number of decreases in severity can be interpreted as the issue
improving. Support analysts watch for increases to severity, but
the most severe situations are modelled by the Number of
sevd/sev3/sev2 to sevl transitions, as this represents the cus-
tomer bringing maximum attention to their PMR.

Perception of Time. The customer’s perception of time can
be engineered using timestamps and ignoring PMR activity that
is not visible to the them. The first time when customers may
become uneasy is the Time until first contact with a support an-
alyst. At this stage the customer is helpless to do anything except
wait, which is a unique time in the support process. Once a cus-
tomer is in contact with support there is an ongoing back-and-
forth conversation that takes place through emails and phone
calls, the timestamps of which are used to build an Average sup-
port response time. Each customer has their own expectation of
response time, which in turn can be compared to the average re-
sponse time on the current PMR. This Difference in average vs
expected response time requires that the customer’s expectation
of response time is known, which is explained in the next sec-
tion.

Customer Profile. Tracking customer history allows for in-
sights into customer-specific behaviors that manifest as trends
across their PMRs. The customer is the gate-keeper of infor-
mation, the one who sets the pace for the issue, and the sole
stakeholder who has anything to gain from escalating their PMR.
As such, it seems appropriate to model the customer over the
course of all their support tickets. Customers within the IBM
ecosystem have a Number of closed PMRs and a Number of
closed CritSits. Combined, these two numbers create a CritSit to
PMR ratio that represents the historical likelihood that a cus-
tomer will Crit their future PMRs. Finally, customers have a pre-
disposed Expectation of support response time from their past
experiences with IBM support. This is calculated by averaging
the “Average support response time” feature over all PMRs
owned by a customer.

VI. EVALUATION 1

The next step in our research was to seek validation of the
Support Ticket Model Features with IBM support analysts, and
to investigate the application of these features in a ML model to
predict escalations (RQ2). We evaluated the output of the ML
model through statistical validation as well as with IBM support
analysts at multiple sites.

A. Machine Learning Model

The creation of the ML model was straightforward once
PMR data had been mapped to the categories. In total, there were
13 attributes under four categories in the initial set of features
that were used in the first stage of training. The model has a bi-
nary output as the input of our target class is 0 or 1. Most models,
including the one we selected, output a confidence in that pre-
diction, and we chose to correlate that to Escalation Risk (ER).
For example, if the model output a prediction of 1, with confi-
dence 0.88, this PMR’s ER is 88%. Any ER over 50% is catego-
rized as a Crit in the output of the model.
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TABLE II. SupPORT TICKET MODEL FEATURES

Feature Description

Basic Attributes

Number of entries Number of events/actions on the PMR

Days open Days from open to close (or CritSit)

Escalation type CritSit Cause, CritSit Cascade, or None

Level of Support (L0 — L3) that is in

PMR ownership level charge of the PMR, calculated per entry

Perception of Process

Number of support people in
contact with customer

Number of support people the customer is
currently communicating with

Number of increases in severity | Number of times the Severity increase

Number of decreases in severity | Number of times the Severity decrease

Number of sev4/sev3/sev2 to Number of changes in Severity from 4/3/2
sev1 transitions to 1

Perception of Time

Minutes before the customer hears from

Time until first contact IBM for the first time on this PMR

Average number of minutes of all the

A t ti . .
Verage support response time support response times on this PMR

Difference in average vs
expected response time

(Expectation of support response time)
minus (Average support response time)

Number of days since last contact, calcu-

Days since last contact
v lated per entry

Customer Profile

Number of PMRs owned by customer that

Number of closed PMRs
are now closed

Number of CritSits owned by customer

Number of closed CritSits that are now closed

CritSit to PMR ratio (Number of CritSits) over (Number of

PMRs)

Expectation of support response | Average of all “Average support response
time time” of all PMRs owned by a customer
Number of open PMRs Number of PMRs this customer has open
Number of PMRs opened in the | Number of PMRs this customer opened in
last X months the last X months

Number of PMRs closed in the Number of PMRs this customer closed in
last X months the last X months

Number of CritSits this customer has

Number of open CritSits open

Number of CritSits opened in
the last X months

Number of CritSits this customer opened
in the last X months

Number of CritSits closed in the
last X months

Number of CritSits this customer closed
in the last X months

Average of all “Average support response
time” of all PMRs owned by a customer
in the last X months

Expected support response time
given the last X months

We fed the 13 original Support Ticket Model Features into
multiple supervised ML algorithms: CHAID [17], SVM [18],
Logistic Regression [19], and Random Forest [18]. Although
other algorithms produced higher precision, we chose Random
Forest because it produced the highest recall. High recall was
preferred for two reasons: as argued by Berry [20] and exempli-
fied in the recent work of Merten et al. [10]. Additionally, our
industrial partner expressed a business goal of identifying prob-
lematic PMRs while missing as few as possible. The input we
received from the IBM analysts was that they would prefer to




give more attention to PMRs that have potential to Crit, rather
than potentially missing CritSits.

The ratio of CritSit to non-CritSit PMRs is extremely unbal-
anced at 1:250, therefore some kind of balancing was required
to perform the ML task. The Random Forest classifier we used
has the capability to handle imbalanced data using oversampling
of the minority class [18]. In other words, the algorithm re-sam-
ples the minority class (CritSit) roughly enough times to make
the ratio 1:1, which ultimately means that each of the minority
class items are used 250 times during the training phase of the
model. This method allows all 2.5 million of the majority class
items to be used in learning about the majority class, at the cost
of over-using the minority items during the learning phase.

B. Statistical Results & Validation

The 2.5 million PMRs and 10,000 CritSits were randomly
distributed into 10 folds, and then 10-fold leave-one-out cross-
validation was performed on the dataset using the Random For-
est classifier. The results of the validation can be seen in the con-
fusion matrix in Table III. A confusion matrix is a useful method
of analyzing classification results [21] that graphs the True Pos-
itives (TP), True Negatives (TN), False Positives (FP), and False
Negatives (FN). The diagonal cells from top-left to bottom-right
represent correct predictions (TN and TP).

The recall for “CritSit — Yes” is 79.94%, with a precision of
TP TP

TP+FN TP+FP’
respectively. The recall of 79.94% means that the model is re-

trieving 79.94% of the relevant PMRs (CritSits), whereas the
precision of 1.65% means that the algorithm is retrieving a lot
more Non-CritSit PMRs than CritSit PMRs, so much so that the
ratio of CritSit PMRs to all PMRs retrieved is 1.65%.

As previously mentioned, our business goal for building the
predictive model was to maximize the recall. Additionally,
Berry et al. [22] argue about tuning models to predict in favor of
recall when it is generally easier to correct FPs than it is to cor-
rect TNs. Significant work has been completed towards identi-
fying which of the PMRs are CritSits, this work is measured
through the metric “summarization”, calculated as such:

TN + FN
TN+ FN + TP + FP

In short, summarization is the percentage of work done by
classification algorithms towards reducing the size of the origi-
nal set, given that the new set is the sum of FP + TP [20]. Sum-
marization alone, however, is not useful, it must be balanced
against recall. 100% recall and any summarization value greater
than 0% is progress towards solving identification and classifi-
cation problems. Our model has 79.94% recall and 80.77% sum-
marization. Simply put, if a support analyst wanted to spend time
identifying potential CritSits from PMRs, our model reduces the
number of candidate PMRs by 80.77%, with the statistical guar-
antee that 79.94% of CritSits remain.

C. Model Output Validation

Using our close relationship with IBM Victoria, we then con-
ducted an in-depth review of the model output in a 2-hour meet-

1.65%. Recall and precision are calculated as
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TABLE III. CRITSIT PREDICTION CONFUSION MATRIX

Actual Total Predicted as
ctua ot CritSit - No CriSit - Yes
o 2,072,496 .
CritSit - No | 2,557,730 e 485,234 (1) 18.97 %
C"Y’f;’ T | 10,199 | 2,046 (1) 20.06% | 8,153 (1P)79.94 %

ing with the support analysts and managers, to gain deeper in-

sights into the behavior of the model on an individual PMR-level

basis, to improve the model features.
1) Study Setting

We examined ten major (suggested by IBM) closed CritSit
PMRs from IBM Victoria in our dataset and ran our ML model
to produce escalation-risk graphs for each of the CritSit PMRs.
The ten CritSit PMRs chosen by IBM were memorable escala-
tions, memorable enough to be discussed with clarity. We show
six of the ten graphs in Fig. 2-4, each graph is a single PMR. The
graphs plot the ER as produced by our ML model over time,
from the first snapshot to its last snapshot. By “snapshot” we are
referring to the historical entries that exist per PMR. E.g., a PMR
with 16 changes to its data will have 16 snapshots, each consec-
utive snapshot containing the data from the last snapshot plus
one more change. Our goal was to compare the output of our
model with what IBM remembered about these ten PMRs when
they were handled as escalating issues (i.e. at the time of each
snapshot).

The 2-hour in-depth review involved four IBM support rep-
resentatives: the Site Manager, the Dev. Manager, the L3 Sup-
port Analyst, and an L2 Support Analyst. We printed the graphs
of these ten CritSit PMRs, discussed them as described below,
and took notes during the meeting:

a. Revealing to the members PMR numbers and customer
names of the PMRs in the analysis, allowing them to look up
these PMRs in their system and read through them.

b. Discussed the PMRs in the order the members preferred.

Displayed the graphs of the Escalation Risks.

d. Inquired about how the model performed during each PMR
in comparison to what they experienced at the time.

2) Study Findings

Overall, our ML model performed well in predicting the ER
per PMR, per snapshot. However, the findings of this in-depth
review of the model are broader and pertain to a) improvements
in our model with respect to the Customer Profile information
and b) our increased understanding of IBM’s support process.
Both findings relate to refinements in our model as well as rec-
ommendations to other organizations intending to apply our
model to perform EP.

°©

a) Role of Historical Customer Profile Information

Two of the ten PMRs in this evaluation showed a trend of
building ER over time as events occurred, as shown in Fig. 2.
Manual inspection and discussion with the analysts indicate that
this behavior was correlated with a lack of Customer Profile in-
formation for both PMRs. All Customer Profile features (see Ta-
ble II) refer to data that is available when the PMR is created and
will not change during the lifetime of the PMR; therefore, the
initial ER is solely due to the Customer Profile features, and the



changes in ER during the lifetime of the PMR must be due to the
other three categories.

In contrast, PMRs with too much Customer Profile infor-
mation were immediately flagged as CritSits. The model had
learned that excessive Customer Profile information correlates
with high ER. Five of the ten PMRs had this behavior, two of
which can be seen in Fig. 3. Manual inspection of the five PMRs
revealed a lot of Customer Profile information for each of the
five PMRs, i.e., the “Number of Closed PMRs” field was 200+
for each of the five customers of these PMRs.

These findings show variance in model performance for the
two extremes of quantity of Customer Profile information in the
PMRs we studied. We saw expected behavior for lack of Cus-
tomer Profile information but unexpected behavior for the oppo-
site, PMRs with extensive Customer Profile information. These
variances point to the role of the Customer Profile category in
capturing aspects of the customer beyond the current PMR, al-
lowing traits of the customer to be considered during the predic-
tion of escalation risk. To properly capture the features of the
Customer Profile category, we made refinements to our model
by adding new attributes that add decay of customer information
over time, such that the history does not exist forever. These at-
tributes, indicated in italics in Table II, are: “Number of PMRs
opened in the last X months” and “Number of CritSits opened in

the last X months” as well as the revised attributes “Number of

PMRs Closed in the last X months”, “Number of CritSits closed
in the last X months”, and “Expected support response time
given the last X months”. We also added features to represent the
current state of the customer’s involvement with the support
team: “Number of open PMRs” and “Number of open CritSits”.
b) Recording True Reason for CritSit PMRs is Important

The second insight from this study was about IBM’s support
process and feedback into revised features in our model. We ran
into a situation where on some of the PMRs our model showed
low ERs, although they appeared officially as CritSits in the
IBM system. We discovered that it is common practice to Crit
every PMR owned by a customer when any one of their PMRs
Crit. Therefore, there was a distinction between the “cause” Cri-
tSit — the CritSit PMR that caused the Crit to happen, and “cas-
cade” CritSits — the CritSit PMR(s) that subsequently Crit due to
the process of applying a Crit to every PMR owned by the same
Customer in response to some “cause” CritSit. Figure 4 shows
two of the three PMRs that had this behavior (“cascade” CritSits)
in which our model behaved correctly.

Through manual inspection of PMR historical information,
our study participants identified that these three PMRs were not
the cause of the CritSit, and in fact there were other PMRs with
the same CritSit ID that were responsible for them being rec-
orded as CritSits in the IBM system. Therefore, we recom-
mended to IBM to track the difference between “cause” and
“cascade” CritSits for a proper separation of the data. We also
added a new feature to our model, “Escalation Type”.

VII. EVALUATION 2

The second evaluation investigated the assistance provided
by our model running in real time during the management meet-
ings at the Victoria site when analysts together with management
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discussed open PMRs. To do this, we developed a prototype tool
that displays all open PMRs and their current predicted ER, as
well as the 13 calculated features — per PMR — that go into the
prediction.

A. Our Prototype

Our prototype tool displayed all active PMRs at the Victoria
site with two main displays: the overview, and the in-depth view.
The overview displays all open PMRs in a summarized fashion
for quick review. The in-depth view comes up when a PMR is
selected and shows the details of the PMR. Included in this view
is: the history of email correspondence between support and cus-
tomer, description of the issue, and the ML model features that
were used to produce the escalation risk (ER).

B. Study Setting

We evaluated the use of our prototype over a period of four
weeks during daily stand-up support meetings with managers
and support analysts. The only tool being used to track PMRs
day-to-day before our study was an excel sheet stored locally on
the Site Manager’s computer. The effectiveness of the meetings
relied on support analysts to bring up and discuss PMRs they
were working on.

Our prototype was first integrated in a pilot study, to gain
feedback on shortfalls and bugs. After the short (one week) pilot,
a week was spent improving the tool based on recommendations
before the full four-week deployment. The participants of this
study were the Victoria Site Manager, the Development Man-
ager, the L3 Support Analyst, and two L2 Support Analysts. One
of the researchers participated in all these meetings while the
tool was in use for the first two weeks of the study, as well as
two days near the end of the study.



After the pilot study two additional features were added to
the tool: (1) Displaying a Manual Escalation Risk (MER), a
number field from 0 to 100 (to be input by anyone on the team)
to eliminate the need to remember the analysts’ assessments of
each PMR during past meetings; and (2) Displaying a Change in
Escalation Risk (CER), a number field from -100 to 100 that rep-
resents the change in ER since the last update, to eliminate the
need for anyone to memorize ERs by tracking changes manu-
ally. With the MER and CER being tracked and displayed, the
team could expedite the daily PMR review process and focus on
PMRs that either had a high MER or CER.

C. Study Findings

The use of our prototype during the PMR management meet-
ings increased their efficiency. In the absence of our tool, the
analysts would review PMRs brought up by support analysts and
discuss them based on the memory of the participants, often re-
lying on management to bring up additional items they had for-
gotten. With our tool, they were able to parse through a list of
PMRs ranked by ER. The MER capability allowed them to rec-
ord their own assessment of the ER, and compare it with the ER
output by our ML model. It allowed for subsequent meetings to
be quicker because the team could see their past evaluations of
PMRs, and focus on ones they had assigned a high MER. The
CER field provided a quick reference to which PMRs had in-
creased in ER since the last update.

During the study, we observed that a high risk of escalation
was often correlated to the same types of customer problems.
The team also identified that there were two important aspects
of PMRs that mattered to them as well as the customer: PMR
ownership level, and days since last contact. PMRs are always
being directly managed by some level of support, and the differ-
ence between L2 and L3 support means a lot to IBM as well as
the customer. L2 is product-usage support, where customers are
generally at fault, and L3 is development-level support, where
bugs are triaged and the product is at fault. Similarly, the number
of days since last customer contact was brought up as an im-
portant factor for deciding when a customer may Crit. As a result
of these discussions, two new features were added to our final
set of model features in Table II: “PMR ownership level” and
“Days since last contact”.

VIII. DISCUSSION

Prompted by the problem of inefficiency in managing cus-
tomer support ticket escalations at our industrial partner IBM,
our approach had been to study and model the information avail-
able to support analysts in assessing whether customers would
escalate on a particular problem they reported, and to investigate
ML techniques to apply this model to support the escalation
management process. We employed a design science methodol-
ogy and here we discuss, as outlined by Sedlmair et al. [7], our
contributions through three main design science aspects: prob-
lem characterization and abstraction, validated design, and re-
flection.

A. Problem Characterization

The investigation of IBM support practices in our ethno-
graphic study was the first step in our design science iterative
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process, providing a more detailed understanding of the support
ticket escalation problem at IBM. We elaborate here on two les-
sons learned during the problem characterization phase.

The first lesson we learned is about the importance of this
step and iterating through it in the design study. From our initial
interviews with the support analysts we were able to draw an
understanding of how they work as well as the initial list of our
PMR model features. However, it was only after the first evalu-
ation step (the in-depth investigation of the ten CritSit PMRs at
the Victoria site) that we reflected and refined our understanding
of the problem context in the analysts’ job. We were able to un-
cover details of the cascading CritSits process and its effect on
how data was being presented to the analysts. This turned out to
be crucial to understanding the PMR life-cycle and to refine-
ments in our PMR model features.

The second lesson relates to abstracting from the specifics of
IBM relative to data that can be modeled for EP in other organ-
izations. We learned that some elements of the support process
may be intentionally hidden from customers to simplify the sup-
port process for them, but also to protect the organization’s in-
formation and processes. An example of this is the offline con-
versations that occur between people working to solve support
tickets: a necessary process of information sharing and problem
solving, but these conversations are never revealed to customers.
Other organizations might have similar practices, and being
aware of the distinction between customer-facing and hidden in-
formation is important. We recommend that companies experi-
ment with both including and not including information hidden
from customers in their ML models. Information not known to
their customers may be introducing noise to their models.

B. Validated Support Ticket Model Features

The two artifacts we iteratively developed in our design sci-
ence methodology are the Support Ticket Model Features and
their implementation into an EP ML model to assist support an-
alysts in managing support-ticket escalations. We believe that
the major, unique contribution of this research is the Support
Ticket Model. Its features were not only derived from an under-
standing of support analysts at our industrial partner, but were
iteratively refined through several validations of the EP ML
techniques that implemented it.

The task of predicting support-ticket escalations is funda-
mentally about understanding the customers’ experience within
the support ticket management process. The features we created
in our model were designed to represent the knowledge that sup-
port analysts typically have about their customers. Through the
process of FE, our work identified the subset of features relevant
to EP from an understanding of practice around escalation man-
agement. Finally, we sought to abstract from IBM practice to-
wards a general model of the escalation management process,
and therefore have our results be applicable to support teams in
other organizations.

Once the Support Ticket Model Features had been created,
they were used in a ML model, the Random Forest classifier.
The results of the 10-fold cross validation (shown in Table III)
were promising, with a recall of 79.94% and summarization of
80.77%. Our collaborating IBM support team was very pleased



with this result, as an 80.77% reduction in the workload to iden-
tify high-risk PMRs is a promising start to addressing the reduc-
tion of CritSits.

Finally, a prototype tool was built to integrate the real-time
results of putting live PMRs through our model to produce esca-
lation risks. Use of our prototype tool granted shorter meetings
addressing more issues focused on support tickets deemed im-
portant by IBM and the ML model, while still allowing for
longer meetings to review more PMRs if they needed to. The
main benefit was the summarization and visualization of the sup-
port tickets based on a combination of our model output as well
as their own assessment through the MER.

C. Reflection

Our work adds to the scarce research into automating the pre-
diction of support ticket escalations in software organizations.
We reflect below on the relationship between our work and these
existing techniques, and discuss implications for practitioners
who wish to use this work.

1) Limitations in Addressing Previous Research

The work done by both Ling and Sheng and colleagues [1],
[2] involves improvements to existing ML algorithms using
cost-sensitive learning algorithms, with no consideration to the
attributes being fed into the model. The option of using their
work as a baseline to compare precision and recall required our
data to be in such a format that it could be run through their al-
gorithms. Our data, however, was not fit for classification-based
ML algorithms because it is archival, with multiple historical en-
tries per each support ticket. Basic classification ML algorithms
require there to be one entry per support ticket, so any archival
data such as ours would have to go through a process to convert
that data into a summarized format. The final summarized data
depends on the conversion process chosen; therefore, we could
not simply convert our data and hope it conformed to the con-
straints of the previous studies due to the lack of information re-
garding their data structures.

The work done by Bruckhaus et al. [4] has a similar data pro-
cessing issue, except their work involved some FE to convert
attributes into a usable form. They neither describe how they
conducted their FE nor the final set of engineered features, there-
fore we could not compare FE results. Furthermore, the details
about their neural network approach, including the parameters
and tweaks made to their proposed algorithm, are not provided,
making its replication very difficult.

Given the lack of ability to replicate the process and results
of previous work with our data, we were not able to contrast our
work against this related work; instead, our research focused on
FE and iteratively developing our predictive model with support
analysts through our design-science approach.

2) New Directions for Further Improving the Model

Our work represents a first step towards a model of support
ticket information through FE relevant to predicting the risk of
support ticket escalations; however, further validation of our
model (with its complete set of features) is needed. Through our
design-science iterative cycles, we discovered improvements for
the model features but we were not able to include them all into
the ML implementation due to limitations of our available data.
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These improvements inform new research questions that would

allow further development of the model, for example:

e What is a meaningful time window for the decay of customer
history? (One month, six months, etc.)

e What features would better represent customers within or-
ganizations? (Open tickets, number of products owned, etc.)

e  Would certain subsets of the data (countries, product areas,
product teams, etc.) increase the precision?

e Would sentiment analysis on conversations with the cus-
tomer during the escalation process improve the model?

e Could NLP techniques be employed to automatically classify
the types of customer problems and would certain type of
problems correlate with high risk of escalations?

e Is there a business impact by using this model and its sup-
porting tools? Are there economic savings?

3) Implications for Practitioners

The model we developed has the potential for deployment in
other organizations given that they have enough available data
and the ability to map it to the features provided by our model.
To implement the ML-based EP model we developed, organiza-
tions must track, map, and augment their data to the Support
Ticket Model Features. If the high recall and summarization we
obtained at IBM is obtained at other organizations, there is po-
tential to reduce their escalation identification workload by
~80%, with the potential for ~80% of the escalations to remain
in the reduced set. If this frees up time for support analysts, then
they can put additional effort into more important aspects of the
support process like solving difficult issues and identifying bot-
tom-up requirements from support tickets.

Prior to implementing our model, organizations should do a
cost-benefit analysis to see if the potential benefits are worth the
implementation effort. Included in this analysis should be the
cost of a support ticket — with and without an escalation, as well
as time required to manually investigate tickets, customers, and
products for escalation patterns. If the overall cost of escalating
tickets and the investigative efforts to avoid escalations out-
weigh the overall time-spent implementing the model described
above, then there is a strong case for implementation.

IX. THREATS TO VALIDITY

The first threat, to external validity [23], is the potential lack
of generalizability of the results due to our research being con-
ducted in close collaboration with only one organization. To mit-
igate this threat, the categories and features in our support ticket
model were created with an effort of abstracting away from any
specifics to IBM processes, towards data available and customer
support processes in other organizations.

The second threat, to construct validity [23], applies to the
mapping of the information and data we collected through inter-
views with support analysts to the thematic themes and codes.
To mitigate that threat, multiple techniques were used: member
checking, triangulation, and prolonged contact with participants
[23]. The design science method of iteratively working with in-
dustry through design cycles puts a strong emphasis on member
checking, which Lincoln and Guba [24] describe as “the most
crucial technique for establishing credibility” in a study with in-
dustry. We described our themes and codes to our IBM analysts



and managers, to validate that our data mappings resonated with
their practice, through focus groups and general discussions
about our results. Triangulation, through contacting multiple
IBM support analysts at different sites as well as observations of
their practice during support meetings, was used to search for
convergence from different sources to further validate the fea-
tures and mappings created [25]. Finally, our contact with IBM
during this research lasted over a year, facilitating prolonged
contact with participants which allowed validation of infor-
mation and results in different temporal contexts.

The third threat, to internal validity [23], relates to the noise
in the data discovered during the iterative cycles of our design
science methodology. As discussed in Section IV, the CritSits in
our dataset could be “cause” or “cascade”. Due to limitations of
our data, we are unable to reliably tell the two types of CritSits
apart; however, there is a small subset of CritSits we know for
sure are “cause” CritSits. At the cost of discarding many “cause”
and uncertain CritSits, we removed all “cascade” CritSit PMRs
by discarding the CritSits that had more than one associated
PMR. The newer “real” CritSit PMRs (CritSits with only one
PMR attached) in our data then totaled ~3,500 (35% of our orig-
inal target set). The recall on the new target set was 74.47%, with
a summarization of 82.85%, meaning that the threat to internal
validity due to this noise in our data was negligible.

X. CONCLUSION

Effectively managing customer relationships through han-
dling support issues on ongoing software projects is key to an
organization’s success, and one practice that informs activities
of requirements management. Support analysts are a key stake-
holder in gathering bottom-up requirements, and proper man-
agement of support ticket escalations can allow them to do their
job with less attention to escalations. The two artifacts we devel-
oped in this work, the Support Ticket Model Features and its im-
plementation in a ML classifier to predict the risk of support
ticket escalation, represent a first step towards simplifying sup-
port analysts’ job and helping organizations manage their cus-
tomer relationships effectively. We hope that this research leads
to future implementations in additional industry settings, and
further improvements to EP through ML in future research.
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Abstract—Managing support tickets in large, multi-product
organizations is difficult. Failure to meet the expectations of
customers can lead to the escalation of support tickets, which is
costly for IBM in terms of customer relationships and resources
spent addressing the escalation. Keeping the customer happy
is an important task in requirements engineering, which often
comes in the form of handling their problems brought forth in
support tickets. Proper attention to customers, their issues, and
the bottom-up requirements that surface through bug reports
can be difficult when the support process involves spending a
lot of time managing customers to prevent escalations. For any
given support analyst, understanding the customer is achievable
through time spent looking through past and present support
tickets within their organization; however, this solution does not
scale up to account for all support tickets across all product
teams. ECrits is a tool developed to help mitigate information
overload by selectively mining customer information from sup-
port ticket repositories, displaying that data to support analysts,
and doing predictive modelling on that data to suggest which
support tickets are likely to escalate.

I. INTRODUCTION

Support personnel manage support tickets as a means of
listening to customer concerns; these concerns often relate
to bugs in the product, or translate to product enhancements
and requirements. However, a large portion of their time is
spent managing potential and ongoing escalations of those
support tickets, instead of handling the underlying bottom-up
requirement being presented by the customer. Escalations are
a process initiated by unsatisfied customers who are looking
for a faster or more thorough solution to their problem,
but instead, escalations introduce more process, people, and
resources directed at handling the escalation itself instead of
the underlying issue behind the support ticket.

Support analysts, tasked with managing support tickets
and preventing escalations, have to rely on the information
provided to them in support tickets; however, support tickets
often only contain information immediately relevant to the
issue at hand such as a description of the issue, issue side-
effects, resources affected by the issue, etc. Companies such
as IBM collect and archive their support tickets across all
offered products, creating a wealth of information. Support
personnel within companies already have access to support
ticket records, yet parsing and summarizing any amount of
this data is a time-consuming task. Even if available data
was collected and summarized, what conclusions are to be
drawn from this data, what question should be answered? For
our industry collaborator, that question is “how likely is this
support ticket to escalate?”” To answer that question, more than

just the data relevant to this support ticket are needed, trends
in the entire data set of support tickets may be relevant.

Given that a company collects and archives their support
ticket data, scripts can be written to collect and summarize data
relevant to the support ticket at hand, saving support personnel
many hours of tedious work. Once collected, that data can be
displayed to support personnel so they can draw their own
conclusions about the state of the data and the implications
it has for the support ticket. In addition to that, the collected
data can be used to build a predictive model to provide support
analysts with a quick-reference initial-triage summary of the
risk of escalation for each support ticket.

II. ECRITS

ECrits is a communication and issue-tracking tool that
allows users to track support tickets, manage PMR escalations,
and communicate with other team members regarding them. At
IBM, support tickets are called Problem Management Records
(PMRs). The tool was developed iteratively in collaboration
with support analysts at our industrial partner IBM. Initial
prototypes of the tool were used and tested for usability
during daily support management meetings over a period
of four weeks and features suggested by the analysts were
implemented incrementally.

ECrits builds on our work on Machine Learning (ML)
techniques for escalation prediction to support IBM support
analysts in real time assessment of escalation risk [1]. The ML
technique used to be the model used in this tool is a Random
Forest classifier fed a number of engineered features built
from the data collected in their ecosystem. While our research
paper describes the model and the engineered features, here
we describe ECerits: a tool that delivers the results of the model
in an actionable form.

ECerits has two main views, the Overview and the In-Depth
view. The Overview allows support analysts to view all of
the active PMRs in their organization, with some limited
information being displayed about each PMR. The Overview
also allows support analysts to “follow” PMRs they wish to
see at all times in the sidebar. The In-Depth view contains
the information for one PMR, with a much more detailed
accounting of all the available data for that particular PMR.

III. MOTIVATION
A. Initial Assessment of New PMRs

Assessing new PMRs is the first step in the issue-
management process, the first challenge of which is gathering
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and summarizing available data on the customer and issue.
Often, all available data on the issue is included in the PMR,
however, all available data on the customer is spread across
company archives, most notably across other PMRs. The
algorithms behind ECrits gather relevant customer information
from all other PMRs in the system and calculates customer
profile metrics. Those metrics are then fed into the ML model
as features and subsequently displayed within ECrits as seen
in Fig. 2. Displaying these attributes, along with the other
three categories, grants support personnel additional insights
into the tickets at hand that they would otherwise have to find
and calculate themselves.

B. Investigation of PMR Updates

Support analysts may check on their PMRs at any time, and
knowing what has updated since their last check is the most
pertinent information. ECrits displays a Change in Escalation
Risk if the Escalation Risk has changed since the last update.
This is a visual notification that something within the PMR has
changed, and, the impact it had on the likelihood of escalation.
ECerits displays live data from IBM’s support-ticket ecosystem,
and the ML results are updated at certain intervals throughout
the day. At any time, IBM support analysts can check the tool
and see what these values are. Together, the ML results and the
underlying features that are displayed provide support analysts
with a quick method of checking updates to their PMRs.

C. Collaboration Through Communication

Previous to ECrits, team members communicated via email
or in person and their conversations were not saved directly to
the PMR they were communicating about. As multiple support
analysts may work on a single PMR throughout its life cycle,
keeping track of all changes and updates to a PMR is very
important. ECrits maintains a comment system on individual
PMRs that weaves comments in with the updates, as seen in
Fig. 2 as green text blobs. In addition to the comment ability,
ECerits has a “next action” collaboration feature where the next
action reflects the next actionable task on the PMR, displayed
as light blue text blobs. This textual field is filled in and
submitted similar to a comment in that it temporally weaves
itself into the updates and comments of individual PMRs, but

Fig. 2. ECrits In-Depth View for A PMR

in addition to that, the next action displays in the Overview
page (Fig. 1) to allow collaborators to easily check and follow-
up on the completion status of a current next action.

IV. IMPLEMENTATION

A. Technologies

Ecrits is built on a modified MEAN stack using MySQL,
ExpressJS, Angular]S, and Nodel]S. The MEAN stack allows
the entirety of the web application to be built using JavaScript.
NodelS is a server-sided JavaScript framework and ExpressJS
is a NodelJS framework that makes it easier to manage
endpoints within NodeJS. Angular]S is a client-side front-
end JavaScript web framework and was used for building the
dynamic Ul for Ecrits. Finally, MySQL is a relational database
that was used for storing user information and communication
data.

V. CONCLUSIONS

Machine Learning applied to support datasets and visualized
for support personnel is a field of study that needs more
examples of practical applications. ECrits provides such an
example through a collaboration with IBM using real data
and deployed within their production environment. ECerits
also provides a novel approach to managing and utilizing
customer data in the support process: the data used to create
the escalation risk is directly displayed to support analysts
so they can come to their own conclusions about the risk of
escalation, and weigh that against the predicted risk.

The future improvements of this tool include providing a
more detailed account — per PMR — of the data used in the
model, as well as improving the underlying ML model to
produce more precision predictions. We are also looking to
perform a longer study at IBM to record and compare metrics
to test the hypothesis that a tool such as this provides a notable
increase to actionable situations through awareness of the data.

REFERENCES

[1] L. Montgomery and D. Damian, “What do support analysts know about
their customers? on the study and prediction of support ticket escalations
in large software organizations,” in Proc. of IEEE International Confer-
ence on Requirements Engineering, August 2017, to appear.

IEEE copyrighted paper - Accepted for publication at IEEE RE 2017 - Authors’ preprint version



7

Bibliography

1]

Ricardo Barandela, Rosa M Valdovinos, J Salvador Sanchez, and Francesc J
Ferri. The Imbalanced Training Sample Problem : Under or over Sampling 7
Structural, Syntactic, and Statistical Pattern Recognition, pages 806-814, 2004.

Daniel Berry, Ricardo Gacitua, Pete Sawyer, and Sri Fatimah Tjong. The case
for dumb requirements engineering tools. In International Working Conference
on Requirements Engineering: Foundation for Software Quality, pages 211-217.
Springer, 2012.

Daniel M Berry. Tech report: Evaluation of tools for hairy requirements engineer-
ing and software engineering tasks. Technical report, Department of Computer

Science, University of Waterloo, 2017.

Barry W Boehm. Software engineering economics. IEEFE transactions on Soft-

ware Engineering, 1:4-21, 1984.

Jason  Brownlee. http://machinelearningmastery.com /discover-feature-

engineering-how-to-engineer-features-and-how-to-get-good-at-it /, 2017.

Tilmann Bruckhaus, Charles X Ling, Nazim H Madhavji, and Shengli Sheng.
Software escalation prediction with data mining. In Workshop on Predictive Soft-
ware Models (PSM 2004), A STEP Software Technology & Engineering Practice,
2004.

John W Creswell and Dana L. Miller. Determining validity in qualitative inquiry.
Theory into practice, 39(3):124-130, 2000.

Daniela S Cruzes and Tore Dyba. Recommended steps for thematic synthesis
in software engineering. In Empirical Software Engineering and Measurement
(ESEM), 2011 International Symposium on, pages 275-284. IEEE, 2011.



[9]

[10]

[11]

[12]

[13]

[15]

[16]

[17]

78

G A Di Lucca, M Di Penta, and S Gradara. An approach to classify software
maintenance requests. In International Conference on Software Maintenance,
pages 93—-102. IEEE Comput. Soc, 2002.

Yixin Diao, Hani Jamjoom, and David Loewenstern. Rule-Based Problem Clas-
sification in IT Service Management. In 2009 IEEE International Conference on
Cloud Computing, pages 221-228. IEEE, 2009.

Pedro Domingos. A few useful things to know about machine learning. Commu-
nications of the ACM, 55(10):78-87, 2012.

Tom Fawcett. Roc graphs: Notes and practical considerations for researchers.
Machine learning, 31(1):1-38, 2004.

David W Hosmer Jr, Stanley Lemeshow, and Rodney X Sturdivant. Applied
logistic regression, volume 398. John Wiley & Sons, 2013.

Jaap Kabbedijk, Sjaak Brinkkemper, Slinger Jansen, and Bas van der Veldt.
Customer involvement in requirements management: lessons from mass market

software development. In Requirements Engineering Conference, 2009. RE’09.
17th IEEE International, pages 281-286. IEEE, 2009.

Samina Khalid, Tehmina Khalil, and Shamila Nasreen. A survey of feature
selection and feature extraction techniques in machine learning. 201/ Science
and Information Conference, pages 372-378, 2014.

L Ladha and T Deepa. Feature selection methods and algorithms. International

journal on computer science and engineering, 3(5):1787-1797, 2011.

Soo Ling Lim, Daniela Damian, and Anthony Finkelstein. Stakesource2. 0: using
social networks of stakeholders to identify and prioritise requirements. In Soft-
ware Engineering (ICSE), 2011 33rd International Conference on, pages 1022
1024. IEEE, 2011.

YS Lincon and EG Guba. Naturalistic inquir, 1985.

Charles X Ling, Shengli Sheng, Tilmann Bruckhaus, and Nazim H Madhavji.
Predicting software escalations with maximum roi. In Data Mining, Fifth IEEE

International Conference on, pages 4-pp. IEEE, 2005.



[20]

[21]

[22]

23]

[25]

[20]

[27]

79

Gordon S Linoff and Michael JA Berry. Data mining techniques: for marketing,

sales, and customer relationship management. John Wiley & Sons, 2011.

Andrii Maksai, Jasmina Bogojeska, and Dorothea Wiesmann. Hierarchical Inci-
dent Ticket Classification with Minimal Supervision. In 2014 IEEFE International
Conference on Data Mining (ICDM), pages 923-928. IEEE, 2014.

Patricia Marcu, Genady Grabarnik, Laura Luan, Daniela Rosu, Larisa Shwartz,
and Chris Ward. Towards an optimized model of incident ticket correlation. In
Integrated Network Management, 2009. IM’09. IFIP/IEEE International Sym-
posium on, pages 569-576. IEEE, 2009.

John A McCarty and Manoj Hastak. Segmentation approaches in data-mining:
A comparison of rfm, chaid, and logistic regression. Journal of business research,

60(6):656-662, 2007.

Thorsten Merten, Matus Falis, Paul Hiibner, Thomas Quirchmayr, Simone
Biirsner, and Barbara Paech. Software feature request detection in issue track-
ing systems. In Requirements Engineering Conference (RE), 2016 IEEE 24th
International, pages 166—-175. IEEE, 2016.

Werner Reinartz, Manfred Krafft, and Wayne D Hoyer. The customer relation-
ship management process: Its measurement and impact on performance. Journal
of marketing research, 41(3):293-305, 2004.

Adrian Schroter, Jorge Aranda, Daniela Damian, and Irwin Kwan. To talk or not
to talk: factors that influence communication around changesets. In Proceedings
of the ACM 2012 conference on Computer Supported Cooperative Work, pages
1317-1326. ACM, 2012.

Michael Sedlmair, Miriah Meyer, and Tamara Munzner. Design study method-
ology: Reflections from the trenches and the stacks. IEEE transactions on visu-
alization and computer graphics, 18(12):2431-2440, 2012.

Victor S Sheng, Bin Gu, Wei Fang, and Jian Wu. Cost-sensitive learning for
defect escalation. Knowledge-Based Systems, 66:146-155, 2014.

Forrest Shull, Janice Singer, and Dag IK Sjgberg. Guide to advanced empirical

software engineering, volume 93. Springer, 2008.



[30]

[31]

[32]

33]

[34]

80

Pang-Ning Tan et al. Introduction to data mining. Pearson Education India,
2006.

Jiliang Tang, Salem Alelyani, and Huan Liu. Feature Selection for Classification:
A Review. Data Classification: Algorithms and Applications, pages 37-64, 2014.

R Hevner Von Alan, Salvatore T March, Jinsoo Park, and Sudha Ram. Design
science in information systems research. MIS quarterly, 28(1):75-105, 2004.

Fei Wang, Jimeng Sun, Tao Li, and Nikos Anerousis. Two Heads Better Than
One: Metric+Active Learning and its Applications for I'T Service Classification.
In 2009 Ninth IEEE International Conference on Data Mining (ICDM), pages
1022-1027. IEEE, 2009.

Timo Wolf, Adrian Schroter, Daniela Damian, and Thanh Nguyen. Predicting
build failures using social network analysis on developer communication. In
Proceedings of the 31st International Conference on Software Engineering, pages
1-11. IEEE Computer Society, 2009.



