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Abstract 

In this work , the performance of slow frequency hopped differential phase shift key­

ing (SFH/DPSK) systems is analyzed at the block and codeword levels. The effect 

of error correlation in DPSK demodulat ion is considered when evaluating block 

and decoded error probabilities. T he exact block and decoded error probabilities 

are derived and computed for additive white Gaussian noise (AWGN) and partial 

band noise (PBN). In the presence of tone interference and AWGN, the ranges for 

the block and decoded error probabili t ies are computed . These calculated ranges 

can provide a good estimate of the system performance. The effect of interleaving 

technique on improving the system performance is addressed under various condi­

tions. The performance under worst case jamming is analyzed and the results are 

presented . 

A parallel approach to the design of a universal receiver is introduced and applied 

to SFH/DPSK while the channel has interference from tone jamming and AWGN. 

It is shown that the designed receiver can always provide a decision error probability 

which is within a specified degredation from optimality regardless of the time-varying 

characteristics of the channel. 
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Chapter 1 

Introduction 

1.1 Modulation and Interference 

We consider information transmission using differential phase shift keying (DPSK) 

where information is carried in phase transitions between signal vectors. DPSK is 

one of the most popular modulation schemes and has found ap plications in var­

ious communication systems. In demodulation, a decision is made on the phase 

difference between two adjacent signal vectors [l]. This detection scheme may in­

troduce correlat ion in errors of two successive decisions due to the fact that there is 

a common received vector used in making two successive decisions. If we are only 

concerned with the error probabi lity of one symbol, e.g. for an uncoded system , the 

error correlat ion is not important. However , if we are interested in a coded s ystem , 

wh re an error corr ction code is employed, the correlat ion in errors will affect the 

performance of error correc t ion coding and should be taken into account. 

In a coded sys tem , ea.ch code ymbol at th e decoder corres ponds to a. block, whi ch 
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is defined as a group of successive DPSK decisions at the output of the demodulator. 

Since the la.st decision of a block is correlated with the first decision of the next block , 

block errors or code symbol errors are also correlated. This will affect the decoded 

error probability. 

The topic of error correlation in DPSK systems received attention in the litera­

t ure published in the early 1960's. Salz and Saltzberg [2], and Oberst and Schilling 

[3] evaluated the double symbol error probability for binary DPSK in the additive 

white Gaussian noise (A'vVG ) channel. Goldman analyz d the multiple symbol 

error probabili ty for both coherent and differentially coherent M-ary PSK systems 

in cochannel interference plus AWGN channel [4]. The major contribution of this 

thesis is to extend their resul ts to t he block and codeword error probabilities an­

alytically and evaluates the performan ce in the interference of partial band n01se 

(PBN) or tone jamming combined with AWG . 

The reason for our interest in PB and tone jamming is that we are concerned 

with the anti-jam performance of slow frequency hopped DPSK (SFH/DPSK) [5] . 

SFH/DPSK is a very important frequ ency- hop communication scheme and has been 

considered as a future Canadian military satelli te communicat ion system [6]. In 

SFH/DPSK spread spectrum communications, t he carrier frequency varies from 

hop to hop. During each hop , there are mult iple DPSK modulation symbols. PBN 

is a very common jamming model in whi ch only a fraction p of the entire frequency 

band is jammed by AWGN with an increased one-sided power spectrum density 

NJ/ p, where NJ is t he effective jamming power spect ral density defined as the total 

jamming power divided by the total spread spectrum bandwidth. The worst case 

PBN is such that pis chosen to maximize th e error probabilities of concern. Jamming 

tone is a cont inuous sinusoidal wave wi t h its ini t ia l ph ase un iform ly di stributed. over 
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an interval of length 21r. It is an effective type of jamming because it is easy 

to generate, and yet hard to be eliminated by conventional noise filter due to its 

narrowest bandwidth. When the total jamming power is fixed, the probability p for 

each hop to be jammed can be chosen to maximize error probabilities, which is the 

worst case tone jamming. 

In the jamming environment, the channel characteristics are uncertain to the 

receiver in that the jammer changes its strategies constantly to worsen the commu­

ni cation quality. Thi s makes it impossible to design a receiver which performs opti­

mally no matter what jamming strategy is being used. Specifically, in the presence 

of tone jamming, the structure of optimal decision regions for DPSK demodulation 

varies with the jamming probability p, corresponding signal-to-noise ratio SN R, and 

the signal-to-jamming ratio SJ R. In this thesis, a parallel approach is introduced 

and applied to the design of a universal receiver which can provide nearly optimal 

decision error performance for SFH/DPSK systems in the interference of combined 

tone jamming and AWGN. 

1.2 Outline of Thesis 

An outline of t he remaind r of thi s thesis is as follows: 

Chapter 2 and 3 con centrate on the performance analysis of SFH/DPSK sys­

tems under various in terference. The interference of concern in Chapter 2 is PBN 

and AWGN , wh ile in Chapter 3, tone jamming and AWG are cons idered. In both 

chapters, the block error probabili t ies and decoded error probabiiiti s a re derived 

and computed with error correlation in DPSK demodulation cons idered . The effec­

tiveness of inte rl eaving technique is addressed. The performance under worst case 
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jamming is presented. 

In Chapter 4, we introduce a parallel approach to the design of a type of uni­

versal receivers . The application of this approach to SFH/DPSK systems with tone 

interference and AWG N is explored. The performance of interest is decision error 

probability. 

Chapter 5 summarizes this thesis and di scuss s several issues for further study. 



Chapter 2 

Block and Decoded Error 
Probabilities of SFH/DPSK 
PBN and AWGN 

5 

• 
Ill 

2.1 D erivation of Block Error Probability and 
Comparison with the Memoryless Model 

Let m denote the block length which is the number of DPSK decisions in a block, 

Pe be the decision error probability, and PE be the block error probability. A block 

is in error if, and only if, there is at least one decision in the block in error. The 

often used simple memoryless model in which decision errors are considered to occur 

independent ly wi ll resul t in 

(2.1) 

However, when t he error correlat ion in DPSK demodulation is considered , the 

expression for the block error probabi lity is different . For ease of understanding 

and to make this chapter self-contained , results for binary DPSK (BDPSK) are 

first given. Some of these relat ively simple resu lts for BDPSI< cannot be directly 
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generalized to M-ary DPSK with M > 2. 

After being disturbed by AWGN, the received signal vector will have a phase 

error ¢> relative to the transmitted vector. The probability density function (pdf) of 

ef> is[3] 

f ( ¢>) 2-e-R + ~ /R e-Rsin
2 

,f, cos ef> [l + er J( VR cos¢>)], 
21r 2 V; 

ef> E [-1r, 1r), (2.2) 

where R is the signal-to-noise ratio (SN R) which equals Es/N0 . Here Es is the 

energy of each signal vector, and N 0 is one-sided AWGN power spectral density. 

For BDPSK , the probability of error for the jth decision conditioned on the 

phase error in the jth received signal vector being equal to ¢> is[3] 

(2.3) 

The joint probability for double errors is 

Note that nonadjacent decision errors are mutually independent. That is, 

(2.5) 

From (2 .4) and (2.5 ), the probabili ty for (j + l)th decision to be in error condi­

tioned on the previous decision being in erro r is therefore 
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(2.6) 

Since a block is wrong if any of its decisions are wrong, the probability for a 

block to be correct can be written as 

m -1 
Pc = PcPclc , (2.7) 

where C and c denote a correct block and a correct decision , respectively. Since 

t he error probability of each block symbol does not depend on the specific symbol 

t ransm itted (which is not true in the next chapter , where tone jamming is present) , 

t he subscrip ts indicating the order of decisions are omitted for simplicity. Obviously, 

Pc = 1 - Pe, Pelc is deri ved below. 

Employing Eq. (2.3), t he probability for a correct decision conditioned on the 

phase error in the jth received vector being equal to </> is 

1 
Pel¢ = 1 - 2 er Jc( VR cos </> ) . (2.8) 

T he probab ili ty fo r the occurrence of two adjacent correct decisions is 

l JR 2 Peel¢ = [l - 2er f c( R cos</>)] . (2.9) 

Averaging (2 .9 ) over the pdf in (2.2) yields the following probability fo r double 

correct decisions 
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j 1r [ 1 ( 1n )]2{ 1 R l ~ Rsin2
</> 1 - - er f c v R cos </> -

2 
e- + -

2 
- e -

-7r 2 ~ ~ 

cos ¢ [1 + er J(vRcos </>)]}d<f>. (2.10) 

Then the conditional probability is Pelc = Pee/Pc, and the final result of block 

error probability is 

PE 

(2.11) 

The performance difference has been evaluated based on the memoryless model 

as shown in Eq. (2.1) and on the exact expression in Eq. (2.11) . The exact block 

error probability is always lower than what the memoryless model predicts. Figur 

2.1 shows results for m = 3 and 6. The difference in Es/ N0 depends on the error 

probability of interest and decreases as the error probability decreases . It , however, 

has little dependence on m. For a reasonably low error probabi lity, the inherent 

error correlation of DPSK can be seen to be quite weak in the wide band AWGN as 

far as the block error probability is concerned. The results based on the memoryless 

model are almost the same as the exact block error probabilities. 

For M-ary DPSK , the probability of error for the jth decision conditioned on 

the phase error in the jth vector being ¢ is given by 

j
27r_..!!...+ <1> 

Pel</> = M f(x)dx, 
f:rH 

(2.12) 

where function f is given in Eq. (2.2). 

Th e probability for a. decision error is 
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Block Length = 6 

Block Length = 3 

10-7 

O
':"--___ __,_ ____ J.__ ___ __l_ ____ __l__ ___ __L ___ __J 

2 4 6 8 10 12 
E,/N0 (dB) 

Figure 2.1: Block error probabilities based on the memoryless model ( dash dot line) 
and the exact expression (solid line) for BDPSK. The block length m = 3 and 6. 



(2.13) 

The above derivation of Pe is quite straightforward, but it requires two dimen­

sional integration. There is a computationally more efficient formula for Pe in [7] 

where only one integration is needed. This formula is going to be used in the 

next chapter for calculating the decision error probability conditioned on its being 

jammed by a tone with a fixed initial phase. 

The probability for two adjacent decision errors is 

(2. 14) 

and 

(2.15) 

The block error probab ili ty for M-ary DPSK can then be easi ly obtained by 

using some of the expressions given earli er. 

Figure 2.2 shows results for 4-ary DPSK and 8-ary DPSK. From this figure, we 

can see that for nonbinary DPSK, the approximate block error probability based on 

the memoryless model is almost equal to the exact block error probability. In other 

words , the memoryless model is accurate in computing the block error probabili ty. 

2.2 Performance Comparison under Worst Case 
PBN 

As mentioned arli er, the partial band noise (PB ) jamming with whi ch a fr ac­

t ion p of th e ent ire communi cation frequency band is jammed by AWG is of interes t 



10-7 

11 

8-ary DP SK 

I 

I 
4-ary DPSK 

0~----~5:-----~1:--1:0:------1.1...S _ _ __ ____,_2 0---~ 

E,/N0 (dB) 

Figure 2.2: Block error probabilities based on the memoryless model (dashed line) 
and the exact expression (solid line). The block length m = 4 for 4-ary DPSK and 

m = 2 for 8-ary DPSK. 
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when applying DPSK to slow frequency-hop communications. In a SFH/DPSK sys­

tem, the state for each hop being jammed or not is independent from one hop to 

another. Recall that NJ is the one-sided power spectral density of a full-band jam­

mer. We assume that the PBN is dominant so that the effect of background noise 

can be ignored. The expression for block error probability can be rewritten as 

(2.16) 

Applying Eq. (2.16) by replacing every R in the previous results for AWGN 

by pEs/ NJ and multiplying p to the conditional error probabilities , conditioned 

on being jammed, we can obtain exact block error probabilities and approximate 

block error probabilities based on the memoryless model in PBN. By varying p and 

plotting the curves of block error probabilities versus Es/ NJ, we can find the worst 

case error probabilities as the upper envelope of these curves. Figure 2.3 shows 

the worst case block error probabilities for the block length m = 4 and BDPSK . 

Again, the exact error probabilities are found to be lower than t he approximate 

error probabilities based on the memoryless channel model. But t he difference in 

Es/ NJ for a given value of error probabi lity is about 0. 5 dB which is larger than 

that in the presence of broad band AWGN. This increase in the difference is due 

to t he fact that the worst case PBN jamm ing is always try ing to take advantage 

of the slow varying part of the error probability curve just before it drops sharply. 

Over this part, the difference between the exact and the approximate block error 

probabili ties is more appreciable than elsewhere. Note that the worst case block 

error probability curves are inversely li near instead of being wat r fall curves as the 

case where p is fix ed. 



h 1 oo ~--~-----~------r-----,----.---.----.---------.-----. 
Exact wors t case 

error probab ili y 

Block Length 4 

Approximate worst case 

error probability 

10-4 ~--~--~--~--~--------- --- --- - ~ 

0 l 2 3 4 5 

E,/N1 (dB ) 

6 7 8 9 10 

13 

Figure 2.3: Worst case block error probabilities of BDPSK based on the memoryless 
model ( dash dot line) and the exact expression (the upper envelope of the solid lines) . 
The block length m = 4. 
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a b 

Figure 2.4: An example of two adj acent blocks 

2.3 Decoded Error Probability 

Suppose that a t-error correction code has length N. Then the bounded distance 

decoding fa ilure will occur if more than t errors appear in a received codeword . 

If code symbol errors are considered to occur independently, the codeword error 

probability or decoded error probabi lity (i.e. decoding failure probability) is given 

by 

(2.17) 

Before considering the exact decoded error probability with DPSK decision error 

correlation taken into account, we first look at the relationship between two adjacent 

blocks. 

Consider the example shown in Figure 2.4. 'a' and 'b' are two adjacent blocks 

each consisting of four decisions. Since the last decision in block 'a' is correlated 

with the first decision in block 'b', these two blocks a re correlated. As a preparision 

for the furth er derivation, the defi nitions of a number of notations _are li sted below. 

ea - The last decision of block 'a' being incorrect. 

Ca - The last dec ision of block 'a' being correct. 



~ 

Figure 2.5: Relationship between two block errors 

eb - The first decision of block 'b' being incorrect. 

Cb - The first d cision of block ' b' being correct . 

Ea - Block ' a ' being in error. 

Ca - Block 'a' being correct. 

Eb - Block 'b ' being in error. 

Cb - Block ' b ' being correct. 

15 

The tree shown in Figure 2.5 describes the correlation between two block errors 

under the condition that block 'a' is wrong. 

We can find the conditional probability for two block errors by considering all 

possible paths that lead to Eb . 
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(2.18) 

The conditional probabilities on the right side of Eq. (2.18) are derived as follows. 

PEa ea PEaleaPea 
Pea JEa = -- = 

PEa PEa 

1 - PealEa, 

1, 

PEbeb 

1 - Peb 

Peaeb 

Pea 

(1 - PeblEb)PEb 

1 - Peb 

1 - Peb lea, 

Peb Peb 
Pea leb X - = Peblea X -, 

Pea Pea 

(2.19) 

Since every decision has the same error probability, and so does every block , we 

omit the subscripts 'a' and ' b' below for convenience. 

Substituting the results of Eq. (2.19) into Eq. (2.18), the block error probability 

conditioned on the error of the previous one is 

PEIE 

(2.20) 
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Figure 2.6: Relationship between two adjacent code symbols 

With PEJE known, other condition al probabi lities are easy to find. 

PCIE 1 - PEIE, (2.21) 

PEG PCJEPE (2.22) Pc 1c 1 - p EiC = 1 - - = 1 - ) 

Pc Pc 

PEJC 1 - PCJC· (2.23) 

We now start the derivation of decoded error probability [9]. 

Figure 2.6 describes the probability relat ion between the performance of two 

adjacent code symbols. It shows that each code sequence behaves like a two-state 

Markov chain. If we refer to the error di stribution in a codeword as an error pattern, 

different error pat tern s may occur with different probabilities even if the number of 

errors in each pattern is the same. One examp le is shown in Figure 2.7, where ' 1' 

indi cates a code symbol error , and 'O' indicates a correct code symbol. Although the 

number of errors in codeword (a) is the same as in (b), the error event probabilities 

Pa and A which are given below are different due to different error di st ributions. 

Pa = p( C )p( e1 C) p( EIE)p( C IE )p(EIC )p(EIE)p( C IE )p( CIC)3
, 



0 1 1 0 1 I 1 0 0 0 0 

(a) 

0 1 0 0 0 1 0 0 1 1 

(b) 

Figure 2. 7: An example of different codeword error patterns 

p( C)p(E IC) 2p(EIE)2p( CIE)2p( C IC)3. 

A p( C)p(EIC)p( CIE)p( CIC)2p(EIC)p( CIE)p( CIC)p(E IC)p(EIE), 

p( C)p(EIC)3p( C IE)2p( CIC) 3p(EIE). 
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Before proceeding to further derivation, three functions are defined as follows . 

G( k) - The condit ional probabili ty for one symbol error followed by k correct sym­

bols. 

R(m , n) - Given that the first symbol in an n-symbol sequence is in error, the 

conditional probability for the occurrence of ( m - 1) errors in the remaining 

( n - 1) symbols. 

p(n , m) - The probabi lity for the occurrence of m errors in an n-symbol sequence. 

By the defi nition 



G(k) = k-1 
PCIE x Pc1c, 

and for the consistency of expressions , we define 

G(O) = 1, 

R(l, 1) = 1. 
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k = 1, 2, · · ·, (2.24) 

When m = 1, R(l, n) means that only one error happens in the first symbol of 

an n-symbol sequence. It is given by 

R(l, n) = Pcn-1 IE= G(n - 1) , n 2:: 1. (2.25) 

In an n-symbol sequence, given the first symbol is incorrect, the probability for any 

one of the rest ( n - 1) symbols to be incorrect is given by 

R(2 , n) = PEIER(l , n - 1) + PEICPCIER(l , n - 2) + PEICPc2 1ER(l , n - 3) 

n -1 

PEIER(l, n - 1) + PEIC L G(i - l)R(l, n - i), 
i=2 

2 < n. (2.26) 

From Eq. (2.26), we can obtain a recursive expression for R(m, n) as follows 

n - m +l 

R( m, n) = PEIER(m - 1, n - 1) + PEIC L G(i - l )R(m - 1, n - i) , 

2::; m < n. (2.27) 

In the case that m = n, t he expression for R(m, n) is 

(2 .28) 
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We now consider p(n, m), which is the probability that m symbols in an n-symbol 

sequence are in error. We first partition the event that m out of n symbols are in 

error into two mutually exclusive events: m symbols including the first symbol in 

the n-symbol sequence are in error and m symbols excluding the first symbol are in 

error. For the second case, we can apply similar binary partition with respect to 

whether the second symbol is in error or not. Performing this partition repeatedly, 

we then have 

p( n , m) = Prob{ m symbols including the first symbol are in error} 

+ Prob{ m symbols excluding the first symbol are in error} 

PER(m, n) + Prob{m symbols excluding the first symbol are in error} 

PER(m, n) 

+Prob{m symbols excluding the first symbol 

but including the second symbol are in error} 

+ Prob{ m symbols excluding the first two symbols are in error} 

PER(m, n) + PEPCI ER(m, n - 1) 

+Prob{m symbols excluding the first two symbols are in error} 

PEG(O)R(m , n) + PEG(l)R(m, n - 1) 

+ Prob{ rri symbols exclud ing the first two symbols are in error} 

n-m+l 

PE L G(i - l)R(m, n - i + 1). 
i= l 

(2. 29) 

Eq. (2.29) gives the probabi li ty for m errors occurring in an n-symbol sequence. 

When then-sym bol sequence is a codeword of length N, a.nd l is th number of 
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correctable errors, the codeword error probability (decoded error probability) is 

N 

p = L p(N,i). (2.30) 
i= t+l 

Now we have two formul as, equations (2.17) and (2.30) , for calculating codeword 

error probability. One is fo r the approximate error probability based on the m emo­

ryless m odel, and the other is for the exact error probability. Figure 2.8 shows the 

resul ts ob tained from these two fo rmulas using BDPSK and (15, 11) 16-ary Reed­

Solom on (R S) code and (31 , 17) 32-ary RS code, respectively. The (15, 11) code has 

the number of correctable er rors t = 2 and the (31 , 17) code has t = 7. From these 

figures , we can see that when t he error proba bility is very high, the approximate 

error proba bili ty is almost equal to the exact error probability. When the error 

probabili ty is reasonably low, however, t he approximate error probability is sm aller 

than the exact e rror probabili ty. The difference increases as the error probability 

decreases. For a given error probability, the difference is larger for a less powerful 

code (e.g . (1.- , 11) code) or a higher rate (lower redundancy) code than for a more 

powerful code ( e.g. (31 , 17) code). T hi s is due to the fact that the decision error 

correlat ion in DPSK causes the code symbol errors to be bursty which may increase 

the chance to have more th an t errors in a codeword causing the failure of a random 

t- error corre tion code. The sm aller the t , the more easily thi s happens. 

Interleaving is a technique for re-o rdering code symbols before their transmiss ion. 

In t hi s thes is, we rest ri ct ourselves to block int rleaving, wherein codewords are 

arranged in i column s of a rectangula r a rray and then to be transmitted by column. 

At the receiver, t he order of t he code sym bols is recovered by d interleaving. i is 

referred Lo as the 1n tcd eaving span , and we have ideal interleaving if i ~ N , whe re N 
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Figure 2.8: Codeword error probabilities based on the memoryless model ( dashed 
line) and the exact expression (solid line) for BDPSK. Block length is 4 for (15, 11) 
RS code over GF(24

) that can correct up to two symbol errors per codeword. Block 
length is 5 for (31, 17) RS code over GF(25

) that can correct up to seven symbol 
errors per codeword. AWGN is assumed . 
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is the length of the codeword. Interleaving is a commonly used technique to increase 

the burst-error-correcting capability [8]. 

If we use ideal interleaving to eliminate the correlation in code symbol errors, 

the resultant error probability is the one based on the memoryless model. In other 

words, the difference between the exact error probability and the one based on the 

memoryless model is the gain that can be achieved with interleaving. For example, 

from Figure 2.8, the error probability based on the memoryless model requires 1. 7 

dB less in Eb/ N0 than is required by the exact one at the error probability of 10-6
. 

This implies that if we use interleaving on the code symbol basis (but not on the 

binary channel symbol basis), we may gain up to 1.7 dB in Eb/N0 . 

Figure 2.9 shows th results using 4-ary DPSK and (15, 11) 16-ary RS code with 

block length m = 2. 

It is interesting to note that although the memoryless model is very accurate 

for computing the block error probability for nonbinary DPSK, it is not accurate 

to compute the decoded error probability. This is evident from the appreciable 

difference between th e exact and the approximate decoded error probabilities as 

shown in Figure 2.9. That is, the correlat ion between block errors can not be 

ignored if the code rate is very high which makes the code ineffective against burst 

errors . In this case, interl eaving may be required. 

When the code becomes very powerful, the difference between the exact and the 

approximat decoded erro r probabi lities dimini shes over the range of error proba­

biliti es of interest. In thi s case, interleaving can be saved and so are the associated 

delay, the synchronizat ion requ ired and the implementation cost. 

For nonbin ary DPSI< , th ere is a region where the approximate decoded error 

probability is slightly higher t han the exact error probability. This makes the ap-
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Figure 2.9: Codeword error probabilities based on the memoryless model ( dashed 
line) and the exact expression (solid line) for 4-ary DPSK. Block length is 2. (15, 11) 
RS code over GF(24

) is used for correcting up to two symbol errors per codeword. 
AWGN is assumed. 
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proximate error probabili ty under worst case PBN also slightly higher than the 

exact error probability whi ch are shown in Figures 2.10 and 2.11 for 4-ary and 8-ary 

DPSK , respectively. The worst case decoded error probability in PBN for BDPSK 

is shown in Figure 2.12. From Figure 2.12 we cans e that for BDPSK, the approxi­

mate and exact decoded error probabilities are almost equal. Therefore, interleaving 

will not provide any gain in this case. 

2.4 C onclusions 

We have consi dered the error correlation in DPSK demodulation in terms of its 

effects on the block and decoded error probabilities. The exact error probabilities 

have b en derived and computed. Compari sons have been made with the approxi­

mate block and decoded error probabilities based on the memoryless model. Both 

the worst case PBN and AWG have been considered. 

For BDPSK in AWGN , we have found that the approximate and the exact block 

error probabil it ies are almost equ al for a reasonably low error probabi lity. But under 

worst case PB , the exact block error probability is lower than the approximate 

block error probability. However, the approximate and exact worst case decoded 

error probabi lities are almost equal for BDPSK. 

For nonbinary DPSK , the app roximate and exact block error probabilities are 

almost equal in both t he worst case PB and AWG . Under worst case PB , the 

approximat worst case decoded error probability is slightly higher than the exact 

decoded error probability. 

For AWG and for the error probability of interest, the ap proximate decoded 

erro r probab ili ty is lower t han t he exact deco cl cl error pro babili ty. Th e difference 
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Figure 2.10: Worst case codeword error probabilities based on the memoryless model 
(dashdot line) and the exact expression (solid line) for 4-ary DPSK. Block length is 
2. (15, 7) RS code over GF(24

) is used for correcting up to four symbol errors per 
codeword . AWGN is assumed. 
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Figure 2.11: Worst case codeword error probabilities based on the memoryless model 
(dashdot line) and the exact expression (solid line) for 8-ary DPSK. Block length is 
2. (63, 31) RS code over GF(26

) is used for correcting up to sixteen symbol errors 
per codeword. AWGN is assumed. 
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Figure 2.12: Worst case codeword error probabilities based on the memoryless model 
(dashdot line) and the exact expression (solid line) for BDPSK. Block length is 4. 
(15 , 7) RS code over GF(24 ) is used for correcting up to four symbol errors per 
codeword. AWGN is assumed. The approximate and the exact worst case error 
probabilities are almost equal. 



29 

is quite significant for a high rate or low redundancy code. When the code becomes 

very powerful , the difference diminishes. 

The above results can be translated into the requirement for interleaving. Under 

worst case PBN, interleaving will not improve the error performance hence not 

needed. In AWGN, however, interleaving can provide a few dB gain in Eb/No. The 

gain is significant for a high rate or low redundancy code. The gain decreases as the 

code becomes more powerful. 



Chapter 3 

Block and Decoded Error 
Probabilities of SFH/DPSK in 
Tone Interference and AWGN 

3.1 Introduction 

30 

In last chapter, the performance of coded SFH/DPSK is analyzed with the interfer­

ence being PBN and AWGN. In this chapter, we continue to study the performance 

of SFH/DPSK with the interference being tone jamming and AWGN . 

With the presence of tone jamming, it is computationally prohibitive to compute 

the exact block and decoded error probability when the block length is large or the 

size of the code alphabet is large. In this chapter, we demonstrate the feasibility for 

evaluating the performance of a code of practical interest , i.e., for the RS code of 

alphabet size 256. In particular, we focus on the study of 8-bit blocks. The error 

probabilities of a ll 256 possible error patterns are examined, and the ' 00000000' 

and ' 11111111 ' block patterns are found to have the smalles t and largest block 

error probab ilities. The average block error probabi li ty is also calculated. We then 

proceed to eva.lu a.te the perform ance of an RS code over G'F(28
) , whi ch is one of 
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the promising candidates for SFH/DPSK. The overall decoded error probability 

is computed with the error correlation in DPSK demodulation taken into account. 

The 'range' of decoded error probabilities is determined by assum ing that every code 

symbol comes from the ' 00000000 ' block pattern or the ' 11111111' block pattern. 

To invest igate the effect of error correlat ion due to DPSK demodulation and tone 

jamming, the range of decoded error probabilities obtained with ideal interleaving 

is evaluated and compared with the case where interleaving is not applied . To 

study the effect of different coding schemes on sys tem performance, we compare the 

decoded error probabili ties of codes with different code rates, an d a nearly optimum 

code rate for the RS code of length 255 is found for SFH/DPSI< systems with ideal 

interleaving. To investigate the anti -jamming capability of SFH/DPSI< , decoded 

performance under worst case tone jamming is also presented. 

In this chapter, it is assumed that the frequency hoppi ng rate is slow enough 

that each codeword can be completely transmitted over one hop. Although the error 

probabilities corresponding to 8-bit blocks and RS codes of length 255 are presented 

here for example, the analytical approach developed here is also appli cable to other 

coding schemes. 

3.2 Block Error Probability in Tone Interfer-
ence and AWGN 

As illustrated earli er, due to t he correlation inherent to DPSK demodulation , a 

phase error affecting a signal vector subj ects the two consecuti ve decisions related 

to thi s vecto r to errors. Decision rrors can not be viewed as being independent. 

Therefore the block error probabili ty JJE is given by 
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PE= l - P e1Pe21c1Pc3le2 ... Peile(i-1) ... Pemle(m-1), (3.1) 

where P ei denotes the probability that the first symbol in the block 1s correct, 

P eil e(i- l) denotes the probability that the ith symbol is correct conditioned on the 

previous symbol being correct, and m is the length of the block. 

Unlike AWGN, where every decision has the same error probability, tone jam­

ming does not affect every possible transmitted differential phase equally. In general, 

different blocks have different error probabilities. We must evaluate the probability 

Pei and the conditional probabilities Pei le(i-l) for all possible differential phases. The 

approach to be employed to deal with simultaneous tone interference and AWGN 

is to add white Gaussian noise to the signal vectors which have already been per­

t urbed by a jamming tone with a fixed initial phase. We then average this result 

over the pdf of the jamming tone ini tial phase to obtain the error performance in 

the presence of the two in terferences. 

The transmitted DPSI< signal vector can b represented in complex form as 

( .) '(B+B(i-l)) 
S' = Ae1 r , (3.2) 

where 0¥-l) is the accumulated phase in the (i - l)th signaling interval and 0 is 

the differentia l phase transm itted in the ith signaling interval. The jamming tone 

is represented as 

(3.3) 

where OJ is a rand om ph ase uniformly distributed in an in te rval of length 21r . 
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Thus the jamming-tone-corrupted signal vector is represented as 

sY) A ei(o+B~ -1 )) + I eiB1' 

·(o+o< i-1 J+ sC il ) 
A1 e1 T J ' (3.4) 

where O}i) indi cates the phase deviation caused by the jamming tone in th ith 

signaling interval. 

Suppose that signal vectors S(i-I) and 5(i) are transmitted successively. After be­

ing jammed, the resultant signal vectors sy-i) and sY) will have a phase separat ion 

given by 

";i;. - . (S (i)5(i-l)") - 0 + c( i) - c( i-1) Ll'-!'J -arg J J - OJ OJ ' (3.5) 

where the fun ction arg returns the principal value in the range (- 1r ,1r]. 

The two signal vectors are then perturbed by independent Gaussian noise, caus­

ing a phase separation ¢ at the receiver. Suppose that t he DPSK demod ul ator 

makes the right decision if ¢ li es in the decision region ¢1 ::; ¢ ::; ¢2 . T hen the 

probabili ty of correct reception conditioned on the signal vectors being jammed is 

[7] 

(3. 6) 

where 

W sin( 6.<I> 1 - ¢) j 1r /2 e -G 
F (¢ ) = ----- --, dt , 

41r -rr/2 G 



and 

G = U- Vsint- Wcos(6.<I>1-¢)cost. 

The constants U, V and W are 

where 

U 0.5(a(i) + a(i-l )) , 

V 0.5(a(i) - a(i-l)), 

vv ✓u2 - v2 , 

IA(i)1 2 
(i)2 - _J_ 

a - 2No · 
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Here AY) is the amplitude of the jammed signal vector in the ith signaling interval. 

N0 is the one-sided power spectral density of the white Gaussian noise. 

We now deri ve t he joint probabi li ty for two block symbols to be correct con­

ditioned on their being jammed by the tone described in Eq. (3.3). In the last 

chapter , for a signal vector di st urbed by AWGN , the pdf of the phase deviation 

from the original phase is given by Eq . (2.2). By applying Eq. (2 .2) to the tone 

jammed signal vector in Eq. (3.4), the pdf of the phase error caused by a tone with 

a given 01 and AWG 1s 



x (1 + er J ( -JiiW cos ( 5( i ) - O}i)))], 

5(il,0J E [-71", 71"], 
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(3.7) 

where R (i) = E;Y / N 0 • Here E;Y is the energy of the ith signal vector after being 

jammed. 

Assumi ng that three signal vectors S(i-l), S(i) and S(i+I) are transmitted over 

three successive signaling intervals, two decisions are made in the demodulator based 

on the phase difference between the received signal vectors y(i-l), y(i), and y(i+I). 

Let 5(i-I) , 5(i) denot the phase difference between the received and transmitted 

signal vectors over the ( i - 1 )th and ith signaling intervals, 

arg(Y(i-1) 5 (i-1)' )' 

arg(Y(i) 5(i) ' ). 

(3.8) 

(3.9) 

The phase difference between two successive received signal vectors can be ex­

pressed as follows: 

¢(i-1) arg(Y(i)y(i-1) ') , 

e( i) + 5(i) - 5(i- 1 ). 

¢(il arg(Y(i+J)y(W ), 

e(i+l) + 5(i+l) - 5(i)_ 

(3.10) 

(3.11) 

Denote the decision region for the (i - l)th decision by (¢ii- I)' ¢~i- I)) , and that 

for the ith decision by ( ¢ \il, ¢~i)). Then given a phase error 5(i) in the ith signal 

vector , the region for <5( i- J) in wh ich t he (i - l )t h decision can be correctl y made is 
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( a(i-l) 
1 

b( i-l)) = ( <5(i) + e( i) - ¢~i-l), <5(i) + e(i) - ¢~i- l) ). The corresponding region for 

i5(i+1) is ( a(i+1), b(i+l)) = ( ¢ ~i) _ 0 (i+1) + 5(i), ¢~i) _ 0(i+1) + 5(il). 

The probability for the (i - l)th decision to be correct conditioned on the phase 

error <5(i) in the ith signal vector is then 

P c(i-l)l0J,6(i) 

Similarly, the conditional probability for the ith decision to be correct is 

P ci l0J,s< il 

Due to the independenta nature of AWGN , the probabilities of the (i - l)th 

decision being correct and the ith decision being correct are independent conditioned 

on the phase error in the ith signal vector. Therefore, the probability for two 

consecutive decisions to be correct conditioned on a phase error <5(i) in the ith signal 

vector, and their being jammed by a tone with a fixed initial phase 0J is 

(3.14) 

By averaging the above expression over the pdf of <5(i), the probability for the 
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occurrence of two adjacent correct decisions cond itioned on t hei r being jammed by 

a tone with a fixed initi al phase is given by 

(3.15) 

We now average Eq. (3.6) and Eq. (3.15) , resp ctively, over the pdf of the jam­

ming tone initial phase, which is assumed to be uniformly distributed over (-71', 7r]. 

The probability Pei for one decision to be correct, and the probability P e(i- l)ei for 

two decisions to be correct are 

Pei 1
7r 1 

PeiJOJ X -
2 

d0J, 
-'TC 71' 

(3 .16) 

(3.17) 

The probabi lity for th e ith decision to be correct provided the previous one is 

correct is therefore 

P e(i-l)ci 
P ci Jc(i- 1) = 

P c(i-1) 
(3.18) 

The block error probab ili ty can finally be obtained by substituting Eq. (3.16) 

and Eq. (3.18) into Eq. (3 .1). The average block error probability can be found by 

adding the probabili ties for all possible block error patterns and dividing the sum 

by the number of error patterns . 

A Fortran program was written to carry out the above calculations for binary 

DPSK with block length 8. Symbol 'O' is assumed to be represented by the dif­

fer ntial phase 0, and symbol ' l' is represented by the differential phase '71''. The 
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computation load can be great ly reduced since that there are only four adjacent 

block symbol patterns to be considered, i.e. , 00, 01 , 10,and 11 . Since Eq. (2.2) 

is used repeatedly in different forms, the computat ion speed is great ly enhanced 

by storing some of the intermediate values . Special caution must be taken when 

carrying out the integration in Eq. (3.6), for the integrand has a singularity at 

arctan( wcos(~<l> -4>) ). 

The result of the 8-bit block error probability for binary DPSK is shown in 

F igure 3.1. Es/N1 is the broad band signal-to-jamming ratio (S J R) , where N1 is 

the jamming power spectral density and Es is the energy of each DPSK symbol. It 

is seen that the block pattern '00000000 ' has t he lowes t error probabil ity . This is 

due to the fact that symbol ' 0' is represented by two parallel signal vectors which 

remain parallel after being jammed by a tone. In other words, symbol ' 0' is immune 

to tone jamming. The block pattern that is most susceptible to error is '11 111111 ' . 

A jamming tone can significantly alter the differential phase 1r representing symbol 

'l'. The average block error probability is also calculated. These results serve as 

the basis for the evaluation of decoded error probabilities in the next sect ion. 

3.3 Decoded Error Probability 

In this section, we study the probability for bounded distance decoding failure in 

tone jamming and AWGN. 

In AWGN , each block has equal error probability, therefore different codewords 

have equal error probabilities given their error dist ributions are the same. But in 

tone interference and AWGN , different codewords may have different error probabil­

ities even if they have identi cal code symbol error patterns. This is because the effect 
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Figure 3.1: Block error probabilities for BDPSI< in both tone interference and 
AWGN. The block error probabilities for the all-zero block pattern (dashed line), 
the all-one block pattern (solid line), and the average block error probability 
( dash-dotted line) are shown. m = 8, SN R = 8dB. 
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of tone jamming depends heavi ly on the specific differential phases transmitted. 

To calculate the exact decoding failure probability, the number of error patterns 

that should be taken into account will be prohibi t ively large when N and I< are 

large. It is computationally difficult, if not impossible, to examine all the codewords 

one by one to obtain the corresponding error probabilities. As a partial solu tion, 

we try to evaluate the error probabi li ties of some typical codewords with the hope 

that the results can provide an insight into the decoded error performance of other 

codewords. 

In the last section, the ' 00000000 ' and '11111111' block patterns are found to 

have the smallest and largest block error probabi li ti es. As a natural choice, we 

consider the decod d error performance of the codeword consisting exclusively of 

'00000000' patterns, and that of the codeword consisting of only '11111111' patterns. 

We name the decoded error probabili ties of these two codewords as a range of the 

decoded error performance. However, we must realize that they are not bounds 

of the decoded error performance. The range is used just as an indication of the 

decoded error probabilities for ot her codewords. 

Since the all -zero and all-one codewords are made up of exactly same blocks: 

'00000000 ' and ' 11111111 ' , respectively, it is unnecessary to distinguish between 

the error probabili t ies of different blocks. 

Formulations for evaluating the decoded error probability were given m Sec­

tion 2.3. The same approach is taken here with the additional condition that the 

codeword is already interrupted by a jamming ton e with a fix ed ini t ial phase. By 

replacing the probabili ti es in the equat ions of Section 2.3 by corresponding condi­

ti onal probabilities, e.g., PE by pE( 01) , the decoded error probabi li ty conditioned on 

Lhc code\\'ord l)(' ing jammed by jamm in g Lone .] = I e101 is 
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N 

P(0J)= L p(N,i l0J), (3 .19) 
i=t+l 

where N and t are as defined before. 

The codeword probabi lity can be obtained by averaging the above equation over 

the pdf of jamming tone initial phase, i.e. 

(3.20) 

Figures 3.2 and 3.3 show the ranges of decoded error probabilities for (255, 195) 

and (255,223) RS codes, respectively, with a signal-to-noise ratio of lOdB. Figure 

3.2 indicates that the decoded error probability for the codeword consisting of the 

block pattern '00000000' is always better than that for '11111111'. We may assume 

that the decoded error probabili t ies for other codewords fall between these two 

extremes. In Figure 3.3, a crossing point is observed between the two curves. The 

reason is that although block pattern '00000000' has the least probability of error, 

the correlation between blocks is much stronger than that between the patterns of 

'11111111' when the signal-to-jamming ratio is larger than a certain value. With 

the more powerful (255,195) code, the pattern '00000000' is always better than the 

pattern '11111111 '. The (255,223) code exhibits a stronger correlation among all-0 

patterns, causing more bursty errors exceeding the error correction capability of the 

code. By com paring Figure 3.2 with Figure 3.3, it can be seen that the use of a 

more powerful code may reduce the range of decoded error probabilities , but the 

reduction depends on the signal-to-jamming ratio used . 
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) that can correct up to 30 errors. SN R = lOdB. 



43 

10° ,-----,---- ~--~---~---~--~------~ 
p 

10-1 

10-2 

lQ-3 

lQ-4 

lQ-5 

lQ-6 

10-7 

codeword consisting 

of all-zero blocks 

(255,223) RS Code 

✓ 

codeword consisting 

of all-one blocks 

10-8 -------'-- - - --'------'--- -----'----L._----'--.l...-----1....i...--__J 

4 6 8 10 12 14 16 18 20 

Eb/l\T1 (dB ) 

Figure 3.3: The range of the decoded error probabilities for (255 , 223) RS code over 
GF(28 ) tha t can correct up to 16 errors. SN R = lOdB. 
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3.4 Effect of Interleaving and Performance un­
der Worst Case Tone Jamming 

As the employment of an interleaving technique can provide some performance 

gain in certain cases where the interference is PBN and AWGN, it is natural that we 

are also interested in the effect of interleaving when the interference is tone jamming 

and AWGN. With ideal interleaving, code symbol errors are considered to occur 

independently. Then the decoding failure probabili ty is given by the memoryless 

model as used in the last chapter, 

N 

p = L (f)pk(l - PEt-\ (3 .21) 
i=t+ l 

where PE denotes the block error probabili ty. 

The decoded error probabilities for the codewords formed by the ' 00000000 ' and 

'11111111 ' block patterns and the average decoded error probability are shown in 

F igure 3.4, 3.5, 3.6 , and 3. 7. Figures 3.4 and 3.5 indicate that while interleaving 

does not greatly reduce the decoded error probabi li ty for the all-one codeword , it 

drast ically reduces the error probability for the all -zero codeword. By comparing 

Figures 3.6 and 3. 7, we see that with the appli cation of interleaving, the use of a 

lower rate code does not nee ssarily give better performance. In Figure 3.8, the 

average decoded error probabiliti es for codes with different rates are compared with 

the in terleaving technique adopted . It can be seen that the code rate has a significant 

effect on system perform ance. In fact, there exists an optimum code rate for specific 

values of SN R and SJ R. Figure 3.8 demonstrates a case in which the (255 , 223) 

RS code provides b tter performance than RS codes of any other rates on GF(28
). 

To uncl crstancl Lil e anti-jamm ing ab ility of SFH/DPSK in Lon e jamming an d 
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Figure 3.6: The decoded error probabilities with interleaving. The RS code 
(255,195) is used which can correct up to 30 errors. The all-zero codeword error 
probability ( dashed line), the average decoded error probability ( dash-dotted line) , 
and the all-one codeword error probability (solid line) are shown. SN R = lOdB. 



48 

100 .----r--~-----.--=::=----,-----,-------.-----,---------.---7 

p 

10-1 

10-2 

10-3 

104 

lQ-5 

lQ-6 

10-7 

I 
I 

I 
I 
I 
I 
I 
I 
I 
\ 

I 
I 
I 
I 

·codeword consisting 
of all-one blocks 

average. 

codeword\consisting 
I 

of all-zero \ blocks · .. 
\ (255,223) RS Code 

I 
I 
I 

10-\L--
6
..L---_',_--1....

3
--__.L.l0--~12=---___c.._.-:1:--4 __l.-~1~6---:1~8---;;2,o 

Eb/N; (dB) 

Figure 3.7: The decoded error probabilities with interleaving. The RS code 
(255, 223) is used which can correct up to 16 errors. The all-zero codeword error 
probability ( dashed line), the average decoded error probability ( dash-dotted line) , 
and the all-one codeword error probability (solid line) are shown. SN R = lOdB. 



101 
p 

100 

10-1 

10-2 

10-3 

10-4 

10-5 

lQ -6 

10 -7 

10-8 

49 

(255,63) \, 

(255, 127) ..?' 

(255,255) /' 

(255, 195) 

.,/ 

/ 

(255,223) 

4 6 8 10 12 14 16 18 20 

Eb/N1(dB) 

Figure 3.8: The comparison of average decoded error probabilities with interleaving. 
The RS codes over GF(28

) with different code rates are chosen. SN R = lOdB . 



50 

AWG , we now consider the decoded error performance under worst case tone 

. . 
Jammmg. 

As discussed in [10], the probabi li ty p for one signal vector being jammed is 

1 
p-------

- log2M/J2Es/NJ' 
(3.22) 

where /3( = -:£-) denotes the ratio of the amplitude of the jamming tone to that of the 

signal vector. Es/ NJ is the equivalent broad band sign al-to-jamming ratio. M is 

the number of possible differential phases. 

Suppose that the decoded error probability in AWGN alone is P(Es/ N0 ), and 

that in combined tone jamming and AWGN is P(Es/ No, Es/ NJ). Then the overall 

decoded error probability over the whole frequency band is 

(3.23) 

Finding the worst case p is as done in the last chapter, i.e . plotting a group of 

curves of decoded error probabilities versus signal-to-jamming ratio, and taking the 

upper envelope of these curves. 

The average decoded error probabilities under worst case tone jamming for the 

(255,195) and (255,223) RS codes are shown in Figures 3.9 and 3.10. By compar­

ing these two figures, we see that although the (255,223) RS code provides better 

performance than the (255,195) RS code when p is fixed, it does not appreciably 

improve the performance under worst case tone jamming. The reason is that the 

worst case jamming always yields a performance corresponding to the region where 

the decoded error probability is st ill very high, i.e., where most error patterns are 

not correctable and therefore codes of different rates provide similar performance. 
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Figure 3.9: The average decoded error probabilities under worst case tone jamming. 
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) is used to correct up 
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3.5 Conclusions 

In this chapter, the block and decoded error probabilities in the presence of both 

tone interference and AWGN are studied. The effectiveness of in terleaving on the 

codeword error probabil ity is discussed, and t he performance under worst case tone 

jamming is evaluated when in terleaving technique is used. 

The results indicate t hat there exists a code rate at which coding provides opti­

mum performance in the presence of bot h tone interference and AWGN. 

Interleaving can great ly red uce the error probability of the cod word consisting 

exclusively of ' 00000000 ' blocks because it eli minates the strong correlation between 

the code symbol errors. 



Chapter 4 

An Application of Universal 
Receiver Theory to SFH/DPSK 
with Tone Interference and 
AWGN 

4.1 Introduction 
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In this chapter, in trying to find a receiver which can improve the performance 

of SFH/DPSK in the tone jamming environment and AWGN, a parallel approach 

to the design of a universal receiver for channels with changing characteristics is 

introduced. The application of this approach to SFH/DPSK systems with tone 

jamming and AWGN is presented. 

In the last two chapters, the performance of coded SFH/DPSK relative to various 

interference was analyzed. One assumption which is implicit in the analysis is that 

the structure of equal decision regions [11] is employed by the DPSK demodulator. 

In fact, this detect ion scheme is optimum only when the interference is a completely 

uncorrelated random process like AWGN. For tone interference, whose statistical 

characteristics are quite different from AWGN, each channel with specific parameters 
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has its corresponding structure of decision regions that provides m inimal decision 

error probability. We call each of these structures an optimal decision region for the 

channel. A receiver employing the optimal decis ion region for a given channel is 
. 

referred to as an optimal receiver for this channel. 

In SFH/DPSK systems where the interference includes both tone jamming and 

AWGN, the optimal decision region varies with the channel parameters, which are 

usually time-varying or unknown . Thus, it is impractical to design a receiver which 

always provides opt imal d modu lat ion of the channel output. This chapter presents 

a parallel approach to the design of a universal receiver for SFH/DPSK systems 

with combined tone interference and AWGN. The goal is to select a fin ite number of 

receivers with the property that, for any channel parameters from the set of interest, 

at least one of the receivers performs almost as well as the optimal receiver. This set 

of receivers is termed a universal design, for it is proposed to place these receivers 

in parallel to implement universal reception . 

In Section 2. we wi ll give a brief description of the general design approach The 

system model, problem formulation and a concrete design procedure are presented 

in Section 3. Some comments are made in Section 4. 

4.2 Description of the Design Approach 

In classical communications theory, it is usually assumed that the characteristics 

of the physical channel are known to the transmitter and the receiver. It is also 

assumed that the receiver knows, or can easily learn, all the parameters of the . 

transmitted signal required to demodulate a signal that is sent over the channel. 

These assumptions are not valid fo r un known or t ime-varying channels, where not 
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only does the stati sti cal characterization of the physical channel often change with 

time, but the receiver may not even know all the parameters of the transmitted 

signal. The receiver is faced with the task of demodulating the output of a channel 

with unknown characteristi cs when the input is a signal with unknown parameters. 

A systemati c approach to t he design of a universal receiver for thi s kind of ' uncertain 

channels' were given in [12]. In this section, we briefly describe the basic ideas 

underlying the design approach, skipping the mathematical details [12]. 

From the receiver's point of view, it makes no difference whether the uncertainty 

comes from the transmitted signal or the physical channel. For simpli city it is 

preferable to group the transmitter and the physical channel together and refer to 

the combination as the channel. The channel over which the communication system 

operates at a given time is called the channel in effect. Any channel in effect is a 

member of a set of channels called the channel class. The subsystem that performs 

the demodulation process is called the receiver. The goal of a universal receiver is 

to provide nearly optimal demodulation regardless of the channel that is actually in 

effect. 

The implementation of the universal receiver proposed in [12] is based on a par­

allel configuration of receivers, as depicted in Figure 4.1. This system consists of a 

finite number of receivers with the property that, for each channel in the channel 

class, the performance of at least one of the receivers will deviate from the optimal 

performance for that channel by no more than some prescribed amount. The coding 

scheme is assumed to generate the intrinsic side information that can be used to de­

termine the best receiver for the channel that is in effect. A possible implementation 

of a decoding system for this parallel configuration is as follows. For each transmit­

ted codeword, the received codewords at the output of the N parallel receivers are 
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N-Channel 
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ece1ver 

Figure 4.1: A parallel receiver scheme 

decoded separately. The output of a good receiver will be correct ly decoded with a 

high probability while the outputs of mismatched receivers will most likely lead to 

a decoding failure. Reed-Solomon codes may be a good choice for this application 

because when the free distance of the code is large, the decoding error probability 

is very small with bounded-di stance decoding [13]. 

Sufficient conditions for the existence of such a universal design are given m 

[12] by Madhow. The basic requirements are compactness of the channel class and 

cont inuity of the performance function. Madhow has also pointed out that even if 

these sufficient conditions are not completely satisfied, it is st ill possible to carry 

out a universal design by exploiting specific features of the problem. We illustrate 

Madhow's design procedure for two cases where the compactness and continuity 

requirements are satisfied. The underlying mathematical details can be found in 

[12] . 

Let C be the class of chan nels and R the class of receivers. A perfo rmance 
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function f: C x R---+ [O ,oo) gives the value f( x, y) of the performance measure 

when receiver y is used and channel x is in effect . We assum that smaller values of 

f(x,y) correspond to better performance, in conformity with common performance 

measures such as error probability. Define g : C ---+ [O, oo) by 

g ( x) = min J ( x, y). 
yER 

( 4. 1) 

The value of g(x) is the best possible performance for receivers in R while channel 

x is in effect. Eq. (4.1) implies that for each x 0 EC, there exists an optimal y0 ER 

such that g(xo) = J(xo, Yo). 

The allowed deviation from optimality is specified by a continuous fun ct ion h : 

[O, oo) ---+ [O , oo) which satisfies h( s) > s for all s E [O , oo). We refer to any such 

function as a degradation function. Given any channel x E C, it is necessary to 

attain a performance of at most h[g(x) ]. The form of the degradation fun ction 

depends on the specific performance characteristics. For instance, if the performance 

characteristic of greatest interest is error probability, and if error probabilities of less 

than 10- 6 are considered satisfactory at the demodulator output , a reasonable choice 

for the degradation function is h( s) = max[pmin, ks], s E [O, 1], where a typi cal value 

of Pmin is 10- 6
. The effect of different choices of Pmin and k on the design r sults is 

demonstrated in the next section. 

As stated earlier, the goal of a universal design is to find a finite number of 

receivers y1 , .. ,,YN in R such that for any given x in C, 

min J(x, yi) :S h[g(x)]. 
I<i<N 

(4.2) 

Design procedures will be developed for two situations: ( a) The channel class 
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C is a compact subset of a fi ni te-dimensional normed linear space ( LS) , and the 

fami ly of performance functions {J(x,y),y E R} is equicontinuous on C. (6) The 

channel class C is compact Hausdorff, the receiver class R is a compact subset of 

a finite-dimensional NLS, and the performance fun ction f is jointly continuous on 

C x R. The conditions in ( a) and (b) are stronger than the sufficient conditions 

quested for the existence of a universal design. This makes it possible to give 

constructive procedures for finding a finite number of receivers satisfying Eq. ( 4.2). 

Considering situation (a) , we define Rx to be the set of optimal receivers for 

channel x: 

Rx = { Y E R : J ( X, Y) = g ( X)} . (4.3) 

Define , for x E C, 

m(x) = sup{r > 0: For all u E B(x,r),J(u ,y)::; h[g(u)] for ally E Rx}, (4.4) 

where B(x, r) is the ball of radius r centered at x, and function sup returns the 

least upper bound of the set. Let 5c = infxEC m(x), where function inf means the 

greatest lower bound of th set. If the conditions in (a) situation are satisfied, 5c is 

positive. The channel class C can then be partitioned to obtain receivers y1 , •. •,YN 

satisfying Eq. ( 4.2). Considering the one-dimensional example where C is the finite 

closed interval [a , b], the set of receivers can be chosen by means of the following 

algorithm. 

1. Set x 1 = a , i = 1. 

2. Choose Yi E Rx; (That is, choose a receiver that is optimal for Xi)-

3. If Xi + m(x i) > b, stop. If not , set Xi+i =Xi+ m(xi), increase i by one, and go 
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to step 2. (The chosen receiver y; works within t he specified degradation for 

all channels in the int rval [xi, Xi+i]-) 

This procedure terminates in at most c5c1(b - a) steps. The algorith m can be 

easily modified for channel classes of any fini te dimensions. 

We now consider situation in (b ). Define Cy to be t he set of channels for which 

receiver y is optimal: 

Cy= {x EC : J( x,y) = g(x)}. ( 4.5) 

Let 

n(y) = sup{r > 0: For all v E B(y,r) , J(x,y) S h[g(x)] for all x E Cv}, (4.6) 

where B(y , r) is the ball of radius r centered at y. Let c5R = infyER n(y). c5R 

is positive provided conditions (b) are satisfied. The receiver class R can then 

be partitioned to obtain y1 , .. ·,YN satisfying Eq. (4 .2) by means of the follow ing 

algorithm. Again we formulate it for the one-dimensional example where R is the 

finite closed interval [c, d] . 

1. set y1 = c, i = 1. 

2. If Yi + n(y;) > d, stop . If not, set Yi+l = Yi + n(y;), increase i by one, and 

repeat step 2. (The receiver Yi works within the specified degradation for all 

channels for which any receiver in the interval [y;, Yi+il is optimal). 

This procedure terminates in at most c5j.i1(d -c) steps, and it can also be modified 

to handle receiver classes of higher dimensions. 
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This introduct ion provides the theoretical fr amework for carrying out a universal 

design for channels with changing parameters. In the next sect ion, we apply this 

theory to the design of a universal receiver for SFI-I/DPSK syst ms in the presence 

of tone interference and AWGN. 

4.3 Parallel Receivers for SFH/DPSK with Tone 
Jamming and AWGN 

The problem considered in this section is t he design of a universal receiver for a 

SFH/DPSK system operating under both tone in terference and AWGN. The perfor­

mance of concern is the decision error probabili ty. Binary signaling is assumed with 

'O' and 'l' transmitted with equal probability. Symbols 'O ' and 'l' are represented 

by the differenti al phases O and 1r. respectively. 

As discussed in the previous chapter, one method of dealing with simultaneous 

tone interference and AWGN is to add white Gaussian noise to signal vectors which 

have already been perturbed by a jamming tone with fixed initial phase. The result 

is then averaged over the pdf of the jamming tone initial phase, which is assumed 

to be uniformly distributed on the interval [-?r , ?r). 

For ease of reading, the probability for the correct reception of the ith decision 

conditioned on the signal vectors being jammed is rewritten as follows. 

( 4. 7) 

where 

_ Wsin(~<I>J-</>)j1r/2 e-G 
F( </> ) - ---- -G dt, 

411" - 1r/2 



and 

G = U - V sin t - W cos(.6. <I>J - </>)cost. 

The constants U, V and W are 

where 

u 0.5(o-(i) + 0-(i-l)), 

V 0.5(o-( i) - o-(i-1)), 

w ✓u2 -v2 , 

IA (i)12 
(7(i)2 = _J __ 

2Na 

The difinitions of all notations are as defined in Eq. (3.6). 
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The probability pf; for the ith decision to be correct in both ton jamming and 

AWGN is therefore 

In the absence of tone interference, the probability p;;-[ for one decision to be 

correct can be easily obtained from Eq. ( 4. 7) by removing the effect of tone jamming 

on the signal vectors . By replacing .6. </>J by .6. </>, which is the differential phase 

between two consecutively transmitted signal vectors, and AY) by A (i ) , which is 

the actual amplitude of the transmitted signal vector , we obtain p;;-[, which is the 

probability for making a correct decision in AWGN only. 

In the binary case, the decision regions are chosen to be symmetric with respect 

to the X axis , i. e., </> 2 = -</>1 = <Pd E [O , 1r]. When the phase difference </> between 
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Figure 4.2: The effect of <Pd on Pe- For dashed line, SN R = 35dB, SJ R = 5dB,and 
p = 0.5. For solid line, SN R = 20dB, S J R = 5dB, and p = 0.5. 

two received signal vectors li s in [-</>d, </>d], we decide that symbol 'O' is transmitted; 

otherwise we decide that symbol ' l' is transmitted . For certain values of <Pd, the 

error probabilities for symbols 'O' and 'l' can be obtained by subtracting pf; and 

p~ from 1. Let pf (Ojl) and pf (ljO) be the error probabilities for symbol ' l ' and 

symbol 'O' in combined tone interference and AWGN, and p~(Ojl) and p~(ljO) be 

the error probabili ties for symbols ' l' and 'O' in AWGN only. The overall decision 

error probability Pe is given by 

Pe = 0.5p[p;(Oll) + p;( ljO)] + 0. 5(1 - p)[p~(O jl ) + p~ (l jO)]. (4 .8) 

where p is the probability for a decision to be jammed. 

Figure 4.2 di splays the effect of the decision parameter </>d on the performance 

Pe· It is seen that there exists an optimal </>';;_ at which Pe achieves its minimum. 
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The value of <Pd varies with the values of SNR, S JR , and p. When white AWGN 

dominates the tone jamming, <Pd shifts towards 1r /2; When tone jamming dominates, 

<Pd shifts towards 0. In other words, a receiver is identified by its decision parameter 

<Pd, and the optimal receiver for the channel in effect is determined by the t riple of 

channel parameters (SN R, S J R, p) . 

Theoretically, both SN R and S J R can range from -oo to oo, violating the 

compactness condition on the channel class . However, the ranges of SN R and S J R 

are practically limited by performance requirements. 

The channel class of interest is characteri zed by the s t of parameters 

C {( SNR,SJR, p): SNRmin s SNR s SN Rmax, 

SJRmin s S JR s S JRmax, O s p s l} . 

Note that C is a compact set in Euclidean 3-space. 

The class of available receivers is defined to be 

R = { <Pd : 0 S <Pd S 1r}, 

( 4.9) 

(4 .10 ) 

The performance measure of interest here is the decision error probability at 

the output of the demodulator. Typically, there is some value of the decision error 

probability Pmin > 0 such that error probabilities low r than Pmin are considered 

sufficient to satisfy the design requirements. Therefore, we are only interested in 

error probabilities higher than Pmin in the uni versal design. 

Define p*(c) as the optimal performance for channel c EC. The universal design 

problem can be stated as follows: find a finite set of nonnegat ive real numbers { </>di , 

<Pd2, ... , <PdN} such that , given any c E C , 
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min p(c, </>di ) ::; max{Pmin, h(p*(c))}, 
l<i<N 

( 4.11 ) 

where p(c, </>di) is the error probabi lity when channel c is in effect and receiver </>di is 

used, and h is a degradation function defined on the interval [0,1] . An example of 

such a degradation function is 

h(x) = kx, x E [O, 1], (4 .1 2) 

wh re k > 1 is a design parameter. This particular function allows a multiplicative 

degradation from the optimal error probability. This form of degradation function 

with various choices of k is adopted in our numerical evaluation . 

It is clear that C and R are both compact, and the performance function p is 

continuous over C x R. Either algorithm for situation (a) and (b) is applicable here. 

Since the receiver class is one dimensional but the channel class is three dimensional , 

it is easier to implement the design by partitioning the receiver class, i.e., using the 

second algorithm. 

The design procedure consists of three major steps: 

1) Find the set of optimal receivers R* so that for each c E C, there is a c/>d E R* 

which provides a minimal error probability p*(c). 

This step is carried out by minimizing Eq. ( 4.8) with regard to every triple (SN R, SJ R, p) E 

C. 

2) Find C*( c/>d) for each c/>d E R*, where C*( c/>d) C C is the subset of channels for 

which c/>d is the optimal receiver. 

Define , for any c/>d E R*, 
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sup{u > 0: For all <P~ E [<Pd, <Pd + u], 

p(c, <Pd) s; max[pmin, h(p*(c))] for all c E C*(</J~) }. ( 4.13) 

Thus, if <Pd s; <Pd s; <Pd+ n( <Pd), then the receiver <Pd is nearly optimal for a ll chan­

nels for which <Pd is optimal. The computation of the function n involves a fairly 

complicated optimization. Once n( <Pd) is obtained for all <Pd E R* , the third step is 

3) Partition the set of optimal receivers R* to obtain a finite number of receivers 

with the property that at least one of them provides a performance which is 

within the specified degradation from the optimality no matter which channel 

is in effect. 

The last step of part it ion ing can be done in the following substeps 

1. Set i=l , <Pdi = inf{ <Pd,<Pd ER* }. 

2. If <Pdi + n( <Pdi ) > sup { <Pd, <Pd E R*} , stop. If not , set <Pd(i+ I ) 

increase i by one, and repeat step 2. 

A single channel class is considered for implementation. The receiver design 

procedure is carried out for several choices of the degradation function. The channel 

class is chosen as 

C = {(SNR,SJR, p): 15 < SNR < 25 ,10 < SJR < 20,0 < p < l} , ( 4.14) 

and the resultant designs are presented in Table 4.1. 

It is evident from the results t hat the less the required degradation from opti­

mality, the more receivers are to be used. Users can decide on the number and the 

placement of the receivers according to their own performance requirements. 
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Degradat ion fun ction , h(x) Placement of receivers, </Jd( rad) Number of Receivers 

max( 10- 3
, 1 Ox) 1.06288, 1.45001 2 

max( 10-4, 5x) 1.06288, 1.31978 2 

max(10- 5 , 3x) 1.06288, 1.28602, 1.45621 3 

max(l0- 6
, l.5x) 1.06288, 1.20541, 1.30932, 1.46696 4 

Table 4.1: Some typ ical designs for SFH/DPSK systems with tone jamming and 
AWGN. SN R E [1 5, 25], SJ RE [10, 20], p E [0, 1] . 

4 .4 C omments 

It has been shown t hat the parallel approach to the design of a universal receiver has 

its application in SFH/DPSK sys tems with tone jamming interference and AWGN. 

The system performance is improved by employing the designed receiver. However , 

there is a tradeoff between the number of receivers and the allowed degradation from 

optimality. 

The identification of the best receiver component for the channel in effect is 

expected to be achieved by making use of the side information provided by certain 

type of coding schemes, such as Reed-Solomon codes . The design and performance 

analysis of such a system calls for future work. 
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Chapter 5 

Summary and Future Work 

5.1 Summary 

This thesis undertook the work of analyzing and improving the performance of 

coded SFH/DPSK in jamming environment and AWGN. The types of interference 

considered were AWG N, PBN and tone jamming which are commonly encountered 

in SFH/DPSK systems. Block and decoded error probabilities were derived and 

computed wi th the error correlation in DPSK demodulation considered. The effec­

tiveness of interleaving technique was studied . The error probabilities under worst 

case jamming wer presented. 

To deal with t he uncertainty of channel characteristi cs caused by the changing 

jamming strategies, a parallel approach for designing a uni versal receiver was in­

troduced and applied to SFH/DPSK systems to improve the performance in tone 

interference and AWGN . Some typical designs which can provide nearly optimal 

performance were demonstrated. 
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5.2 Suggestions for Future Work 

Some topics are now of interest concerning the anti-jam capabi li ty of SFH/DPSK 

systems [14]. 

In convent ional DPSK modulation, the information is carried by only one dif­

ferential phase . Recently, a generalized DPSK scheme was proposed in which the 

information is differentially encoded in several differential phases . One advantage 

of this scheme is that by doing multi-symbol detection , the modulation carrier can 

be estimated over a multi-symbol observation window. The other is that the arith­

metic code in the differential phases of multiple symbols can provide some protection 

against the interference. This mult i- symbol DPSK can also be used with SFH, and 

much work is required to find the anti-jam performance of such SFH/DPSK system. 

Another topic that appears to be interesting is intelligent anti-jam receiver. The 

classical anti-jam strategy is based on the assumption that the jammer knows ev­

erything about the receiver and communication system parameters. All the com­

municator can do is to choose a system that can provide acceptable performance 

even under the worst case jamming. The idea of an intelligent anti-jam receiver 

is to change the passive role of the communicator. Certain feat ures can be bui lt 

into the communication system based on the game theory to improve its anti-jam 

performance. It requires future work to study the practical strategies that can be 

implemented in the anti-jam communications , and the performance gain that can 

be obtained. 
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