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ABSTRACT

The internet has become essential for data sharing, so it must be secure. Data encryp-
tion and authentication are not sufficient for internet security, and firewalls are unable to
detect fragmented malicious packets. Further, attackers are constantly modifying their
techniques and tools to produce devastating consequences such as productivity loss, fi-
nancial loss and brand damage. Thus, it has become crucial to implement an efficient
intrusion detection system, which is a very difficult challenge. The CSE-CIC-IDS2018
dataset consists of 14 network attacks and benign traffic with 80 features. In this report,
data for seven network attacks and benign data are used. Principal Components Analysis
(PCA) is employed to extract the ten most relevant features. The Machine Learning (ML)
algorithms studied are Multi-Layer Perceptron (MLP), Support Vector Machine (SVM),
K-Nearest Neighbor (KNN), Random Forest (RF) and Bayesian Network (BayesNet).
The experiments are performed using the Waikato Environment for Knowledge Analy-
sis (WEKA) tool with five-fold and ten-fold cross-validation. The performance measures
employed are accuracy, precision, recall, F-measure, and execution time. The results ob-
tained show that RF outperforms the other algorithms in accuracy, precision, recall, and
F-measure.
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Chapter 1
Introduction

The information era has had a significant influence and considerable impact on most in-
dustries. As a result, the Information Technology (IT) market has developed into a vast
multinational sector. The world now regards data as a more important resource than oil
[1]. Analysis of data such as voting patterns and consumer purchases is now profitable.
Thus, governments and private enterprises have made significant investments in IT in-
frastructure and facilities, raising concerns about protection and privacy. Moreover, the
use of online data repositories for businesses has led to many cybercriminal activities.
People involved in stealing confidential and personal information of a company or per-
son are known as attackers or cybercriminals. Cyberattacks are malicious acts that differ
in severity depending on the purpose and data involved.

Computer networks, facilities, and devices have faced an increasing number of threats
in recent years. Thus, cybersecurity has become a major issue. Identifying malicious
activities, especially those that have not yet occurred, is a critical problem that must be
addressed urgently. One way to handle cyberattacks is to employ an Intrusion Detection
System (IDS). These systems detect abnormal behavior or intrusions in a network through
continuous monitoring. However, a conventional IDS cannot process large volumes of
data and may not respond accurately to new threats. Moreover, traditional intrusion
detection techniques that rely on identifying and matching port numbers and IP addresses
are becoming less effective as new cyberattacks emerge and communication protocols
expand. As a result, Machine Learning (ML) techniques for intrusion detection are being
developed. ML is a branch of Artificial Intelligence (AI) that can recognize hidden trends
or patterns in data and make accurate predictions.

In this project, Principal Component Analysis (PCA) is applied to the CSE-CIC-IDS2018
dataset to identify the ten most important features. To identify the most effective ML al-

gorithms, seven classifiers are evaluated to predict seven attacks and legitimate (benign)



traffic.

1.1 Motivation

Cybercriminals have developed ways to identify system vulnerabilities and exploit net-
work weaknesses [2]. According to the IDC Data Services for Hybrid Cloud Survey, al-
most 40% of IT security specialists, data management experts and business owners cite
the increasing number of cyberattacks and complexity in supporting and managing se-
curity products as significant challenges [2]. In March 2020, an attacker hacked Sina
Weibo (a Chinese social media platform), and obtained part of its database containing
the personal information of 538 million users including email addresses, phone numbers,
gender and other social media records. This kind of incident allows attackers to utilize the
data for social engineering attacks. In another incident, a malicious third-party accessed
account information including names, email addresses, encrypted passwords, and user
data linked to Quora. The outcomes of these attacks can be financial loss, brand dam-
age, productivity loss and strained relationships with the customers. This project aims to
evaluate the performance and efficiency of ML algorithms in terms of accuracy, precision,

recall, F-measure, and execution time to determine their suitability in IDSs.

1.2 Related Work

In this section, previous research related to IDSs is presented. In [3], the CICIDS2017
IDS dataset was introduced. This dataset consists of seven real-time attacks with 80 net-
work traffic features. The Random Forest Regressor feature reduction algorithm was used
to determine the best feature set for detecting each attack. Then, seven ML classifiers
were employed to evaluate the performance with these features. The results obtained
showed that Random Forest has the highest accuracy and shortest execution time. More-
over, a comparison was made between the CICIDS2017 dataset and 11 publicly available
datasets based on criteria for an ideal dataset in [4]. It was concluded that none of the
dataset exceeded the criteria except CICIDS2017.

In [5], the Random Tree, J48, Naive Bayes, RE Decision Table, Bayes Network, and
MLP algorithms were evaluated using the KDD IDS dataset. This dataset consists of 19%
benign instances, 79% DoS attacks and 2% other attacks. SQL server 2008 was used
to extract 148753 instances to train the model and 60000 instances for testing. The

results obtained show that the Random Forest classifier achieved the highest accuracy



and the smallest Root Mean Square Error (RMSE) and False Positive Rate (FPR). RMSE
is a measure of the difference between the predicted and actual outcomes, while FPR is
the ratio of benign instances incorrectly classified as attacks to the total number of benign
instances.

In [6], fifteen ML classification algorithms, namely BayesNet, Naive Bayes, Naive
Bayes Updateable, Naive Bayes Multinominal Text, Logistic, Simple Logistic, Voted Per-
ceptron, Decision Table, JRip, OneR, PART, ZeroR, J48, Random Tree, and Random Forest
were implemented. The NSL-KDD dataset was considered using the data processing tool
WEKA with 10-fold cross-validation. The results obtained show that Random Tree has

the lowest execution time and the highest accuracy.

1.3 Report Organization
The structure of the report is as follows.

Chapter 1 introduced the problem and provided an overview of the project. The related
work and motivation for this project were discussed and the structure of the report

was given.

Chapter 2 provides details on the IDS types, the proposed framework, and the multi-

label classification techniques used in this project.

Chapter 3 gives an overview of ML tasks, data splitting techniques, the WEKA tool, and
the ML classifiers to predict benign and attack classes.

Chapter 4 provides information on the software, hardware and test environment config-
urations. The performance evaluation of the MLE BayesNet, KNN, SVM, RE SMO,

and Simple Logistic algorithms is also given.

Chapter 5 gives the conclusions and directions for future work related to IDSs.



Chapter 2
Intrusion Detection Systems

An Intrusion Detection System (IDS) is software or a device that monitors network traf-
fic to detect malicious activity. This activity is collected by a Security Information and
Event Management (SIEM) system and reported to an administrator or security expert.
This is a software system that provides real time analysis of security alerts generated
by applications and network hardware such as firewalls, servers, switches, routers, and
workstations. Network security specialists analyze these alerts. The primary purpose of
an IDS is to detect malicious traffic in the early stages, which is impossible with a con-
ventional firewall. Malicious software, known as malware, is evolving rapidly and poses
significant challenges to IDS systems. Malware is software designed to exploit flaws in
computer systems and networks. The most difficult challenge is the identification of
unknown or obscured malware. Malware developers employ various tactics to conceal
information and bypass detection by an IDS. Security threats like zero-day attacks have
recently increased. As a result, computer security systems have become essential. A
significant number of cybercriminals are driven to steal information, earn illicit profits,
and find new targets. Therefore, a reliable IDS is required to detect sophisticated and

unknown malware. Figure 2.1 presents the operation of an IDS system.



Host-based sensor Feature extraction Anomaly detection

Metwork-based sensor Pattern signature Misuse detection

Figure 2.1: Signature and anomaly-based IDS systems.

There are two main IDS types:

¢ Network IDS

e Host IDS

2.1 Network IDS

A Network Intrusion Detection System (NIDS) is typically placed or installed at strategic
points in a network to protect traffic from attack. It compares the traffic observed with
a database of known attacks. A NIDS is relatively simple to install and is difficult for
intruders to detect. As a result, an attacker may be unaware that a NIDS is installed. A
NIDS normally analyzes a huge amount of network traffic and may miss encrypted traffic
because it is unable to scan the contents of the packets. Thus, constant monitoring by an

administrator is needed.

2.2 Host IDS

A Host Intrusion Detection System (HIDS) is an IDS that is deployed on computers and
network devices connected to the internet. An HIDS can analyze internal traffic more



critically than a NIDS and works as a second layer of defense against network attacks.

An HIDS examines system processes, memory regions and keeps track of attributes
such as authorizations, modification dates, and hashed contents to recognize changes.
It also scans the system registry, failed login attempts, and checks for the installation of
malicious applications.

There are two approaches used to detect intrusions:

» Signature-based Intrusion Detection System (SIDS)

* Anomaly-based Intrusion Detection System (AIDS)

2.2.1 Signature-based IDS

A Signature-based Intrusion Detection System (SIDS) uses pattern-matching techniques
to detect specific attacks and is often called misuse or knowledge-based detection. In
these systems, an alarm is triggered when an intrusion matches a prior intrusion signature
in the database [7].

For previously identified intrusions, SIDS typically provides excellent detection accu-
racy [8]. On the other hand, SIDS cannot identify zero-day attacks because no matching
signature exists in the database before a new attack [11]. SIDS is used in various tools
such as NetSTAT [9] and Snort [10].

SIDS is unable to detect fragmented attack packets. However, modern malware has
become advanced so signature information from multiple packets may be required. Poly-
morphic malware (a type of malware that continuously changes its features to avoid
detection), and the growing number of targeted attacks could further reduce the effec-

tiveness of conventional SIDS.

2.2.2 Anomaly-based IDS

An Anomaly-based Intrusion Detection System (AIDS) can overcome the limitations of
SIDS. A standard model of computer system behaviour is generated in an AIDS using
machine learning, knowledge-based, or statistical-based approaches. An anomaly is de-
fined as a substantial difference between model and observed behaviour which can be
perceived as an intrusion. The assumption is that malicious behaviour varies from nor-
mal user behaviour. Training and testing are the two AIDS phases. During training, the
model is trained on extracted network traffic data and later tested against unseen data

to determine the accuracy. The key benefit of AIDS is detecting zero-day attacks because



it does not rely on signatures or patterns to detect threats [12]. When the observed
behaviour varies from normal activity, AIDS triggers an alarm.

2.3 Proposed Framework

The proposed framework is shown in Figure 2.2 and outlines the steps used to train and
test the ML model.

CSE-CIC-IDS2018
Dataset

Data Preprocessing

Feature Reduction
using PCA

Model Building and
Testing

Result Analysis

L vy

Figure 2.2: The proposed framework.

2.3.1 CSE-CIC-IDS2018 Dataset

The CSE-CIC-IDS2018 dataset was developed as a joint project between the Canadian In-
stitute for Cybersecurity (CIC) and the Communications Security Establishment (CSE).



This dataset includes 14 different attacks, namely Bot, Infiltration, SSH-BruteForce, FTP-
BruteForce, Brute Force-Web, Brute Force-XSS, SQL-Injection, DoS attacks-Hulk, DoS
attacks-GoldenEye, DoS attacks-Slowloris, DoS attacks-SlowHTTPTest, DDoS attack-LOIC-
UDB DDoS attack-HOIC, DDoS attacks-LOIC-HTTP and Benign. The first seven attacks

and benign are considered in this report. The details of these attacks are given below.

Brute Force Attack is a method of gaining unauthorized access to a system or login web-
page by cracking a username and password combination. In some cases, attackers
use scripts and applications as brute force tools. Attackers can obtain a list of com-
monly used or real credentials via a security breach or the dark web. Most brute
force attacks are now performed by bots. The bots target websites using credentials
(usernames and passwords), and notify hackers when they gain access. Burpsuite,
Patator, THC Hydra, Medusa and Metasploit are tools available in Kali Linux which

can be used to initiate a brute force attack against a system.

Botnet is a network of computers infected by malware which is linked to a malicious
host computer known as a bot. This bot is controlled by an attacker who can send
commands to the computer to carry out malicious activities. Zeus and Ares are two
well-known bots which were used in the dataset creation. Zeus is Trojan horse mal-
ware that spreads through downloading a file from an infected drive or by phishing
schemes whereas Ares is malware used to launch DDoS attacks.

Denial of Service (DoS) is a type of cyberattack in which an attacker floods a server
with traffic, making resources unavailable to legitimate users [ 13]. Slowloris, Gold-
enEye, and Hulk are used to launch DoS attacks. Slowloris aims to bring down the
server by sending partial Hypertext Transfer Protocol (HTTP) requests to initiate
connections between the attacking machine and targeted system without affect-
ing other ports and services. It tries to stay connected for as long as possible to
overwhelm and slow the target system. Slowloris requires minimal bandwidth to
launch a DoS attack. GoldenEye is a popular DoS attack tool. It uses KeepAlive (and
Connection:keep-alive), paired with cache-control options to open many socket
connections and stay connected until it consumes all available sockets on the server
[14]. Hulk is a variant of GoldenEye used to bypass caching and hit the server re-
source pool with a high volume of unique and obscure traffic [15].

Distributed Denial of Service (DDoS) works on the same principle as a DoS attack but
is launched from a network of connected devices to consume the resources of a

target machine. Different tools are available for DDoS attacks such as High Orbit



Ion Cannon (HOIC) and Low Orbit Ion Cannon (LOIC). HOIC and LOIC are open-
source flooding tools developed for network stress testing [ 16]. These tools are able

to generate a substantial amount of network traffic in order to consume network

resources. A DDoS attack can be initiated by flooding HTTP and User Datagram

Protocol (UDP) packets against multiple URLs simultaneously.

Web Application Attack The Damn Vulnerable Web App (DVWA) is insecure PHP/MySQL

free web application software. In the development of the dataset, DVWA was used

as a victim exploited by an SQL injection attack. SQL injection is a web attack in

which an attacker attempts to manipulate the data on the server using SQL com-

mands and queries on a vulnerable website. A web application scanner is used to

scan for vulnerabilities and launch an attack if any exist. The main objective of this

attack is to steal and destroy sensitive information.

Infiltration occurs when a malicious program or a suspicious document is downloaded

by a user. The Metasploit tool is used on the victim computer to create a backdoor.

This allows remote access to the machine without permission or knowledge for

surveillance, data theft, and server hijacking.

BENIGN

BOT

INFILTRATION
FTP-BRUTEFORCE
SSH-BRUTEFORCE

BRUTE FORCE-WEB

BRUTE FORCE-XSS

SQL INJECTION

DOS ATTACKS-HULK

DOS ATTACKS-SLOW HTTP TEST
DOS ATTACKS-GOLDENEYE
DOS ATTACKS-SLOWLORIS
DDOS ATTACKS-LOIC-HTTP
DDOS ATTACK-HOIC

DDOS ATTACK-LOIC-UDP

- I
1 286,191
1161,934
1 193,360
1187,589
1611

1230

187

W 461,912
1139,890
141,508
110,990
M 576,191
Il 688,012
11,730

Table 2.1: The numbers of CSE-CIC-IDS2018 dataset instances [17].

13,484,708
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2.3.2 Data Preprocessing

Data preparation is an essential step in building an ML model. This phase consists of

data cleaning, standardization, and feature reduction.

Data Cleaning

Data cleaning involves identifying irrelevant, inaccurate, and incomplete data and refin-
ing, replacing or deleting it. This is achieved as follows.

1. Missing values are replaced with mean values.

2. The two columns Flow Bytes and Flow Pkts/s contain some infinity values and

these are replaced with the mean values.
3. Remove the Time Stamp columns which are not useful features.

4. Remove the BWD URG, BWD PSH, Fwd Pkts/b Avg, Fwd Byts/b Avg, Fwd Blk Rate
Avg, Bwd Pkts/b Avg, Bwd Byts/b Avg, and Bwd Blk Rate Avg columns which have

zero values.

After removing the unnecessary columns, the dataset is reduced to 70 features.

Data Standardization

Data standardization is used to ensure the feature value ranges are uniform by changing
the mean to 0 and the standard deviation to 1. Thus, values greater than the mean

become positive values, and the others become negative.

Dimensionality Reduction using Principal Component Analysis

Principal Component Analysis (PCA) is used to reduce the dimensionality of datasets by
transforming a large set of correlated features into a smaller set of less correlated fea-
tures called principal components which retain the majority of the information contained
in the original dataset [18]. The accuracy of a classification model may decrease with
a reduced number of features, so dimensionality reduction is a tradeoff between accu-
racy and simplicity because smaller datasets are easier to process. PCA has the following
steps. The first is to normalize the values of the dataset features which is done using
the default standardization in the WEKA platform. In the next step, the correlation ma-
trix is calculated to identify the relationships between features. Then, the eigenvalues

and eigenvectors are obtained using eigendecomposition on this matrix. Eigenvectors
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are principal components, whereas the eigenvalues are the variances of the components.
Then the eigenvalues are sorted in descending order, so the eigenvector with the highest
eigenvalue is the first principal component of the dataset. This ranks the principal com-
ponents. The components with small eigenvalues are discarded because they are less
important. PCA is available in WEKA in the preprocess panel under the unsupervised
folder. A rank filter is used with PCA which ranks the features from highest to lowest.
The 10 highest ranked features extracted are shown in the output space in Figure 2.3.

& Weka Explorer — (] X

[ Preprocess T Classify T Cluster TAssuciate TSeIed attributes T Visualize IAutu-WEKA T\t‘isualize 3D T CPython Scripling ]

Attribute Evaluator
Choose | PrincipalComponents -R 0.95-A5
Search Method

Choose |Ranker -T-1.7976831348623157E308-N 10

Attribute Selection Mode __ Attribute selection output
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Figure 2.3: PCA feature reduction in WEKA.

2.3.3 Model Building and Testing

In this phase, the models are trained and tested using the CSE-CIC-IDS2018 dataset with
the features selected in the dimensionality reduction stage. Five-fold and ten-fold cross-
validation is used for training and testing to check the performance of the classifiers.
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Chapter 3
Machine Learning

Machine learning (ML) is a branch of Artificial Intelligence (AI) that provides the ability
to learn without being explicitly programmed. It has roots in statistics, data mining,
and computational mathematics. ML algorithms are trained on a dataset to recognize
patterns in the data to make future predictions. ML is widely used in IDSs. The types of

ML algorithms are described below.

3.1 Types of Machine Learning Algorithms
ML algorithms can be divided into three categories.

* Supervised learning
* Unsupervised learning

* Reinforcement learning

3.1.1 Supervised Learning

The most widely used ML technique is supervised learning. It is the simplest method
to employ. A supervised ML algorithm is trained on labelled data to yield the desired
output [19] via feedback on whether the predicted output is right or wrong. When the
algorithm is fully trained, it observes new instances and makes predictions of labels. Su-
pervised learning is also known as task-oriented learning. This type of learning has many
applications such as spam classification, face recognition, and advertisement popularity.

Supervised learning can be divided into two categories.
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* Regression: algorithms used to predict continuous values, such as salary, age, and

price.

* Classification: algorithms used to predict discrete values such as spam or not spam,

and true or false. Classification can be either binary or multi-class.

Some of the supervised learning algorithms are Naive Bayes, Decision Trees, KNN,
Neural Networks, SVM, and Linear Regression.

3.1.2 Unsupervised Learning

Unsupervised learning is a ML technique used to identify hidden patterns in a dataset
containing data that has not been labelled [20]. Thus, it does not need labels to train
the model, but the results are less accurate compared to supervised learning. Unsuper-
vised learning is suitable when data is not available for desired outcomes, such as when
a company wants to determine a target market for a newly launched product [20]. Un-
supervised learning is used for clustering and dimensionality reduction problems. Some
unsupervised learning algorithms are Hidden Markov model, K-means clustering and

Gaussian mixture models.

3.1.3 Reinforcement Learning

Reinforcement learning is a ML technique in which a ML model learns from the feedback
it receives from its actions and experiences. It is similar to how humans think and learn
from their environment. Reinforcement learning is commonly used in video games, in-
dustrial simulation and resource management. Some of the popular reinforcement learn-

ing algorithms are Temporal difference, Q-learning and Deep adversarial networks.

3.2 Data Splitting

A important decision is how to use the available data. The most popular techniques for
splitting the data for training and testing are k-fold cross-validation and percentage split.
Percentage split is a fast and simple method in which the data is split into training and
test sets. The most common split ratios used are 80:20 and 70:30. The training set is
used to develop of model and the test set is used to evaluate the model. It is important
that the test set not be used before testing stage as this can bias the results and affect

model evaluation.
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In this project, k-fold cross-validation is applied to the data with k = 5, where k is
the number of random and equal size data partitions. It is a data resampling procedure
which is widely used in ML. It produces less biased outputs as compared to percentage
split [21]. The model is trained using k — 1 partitions while the other is used as the test
set [22] as shown in Figure 3.1. This process is repeated k times and the cross-validation
accuracy is the mean of the k results

where acc; is the accuracy for fold i.

‘:l Validation/Test Set

- Training Set

Round 1 Round 2 Round 3 Round 4 Round 5

Figure 3.1: The five-fold cross-validation process.

3.3 The WEKA Workbench for Machine Learning

WEKA is an open-source ML tool that allow users to perform data processing tasks. WEKA
was developed at the University of Waikato, New Zealand, under the General Public
License (GNL) [23]. It was written using the Java programming language and can be
accessed through the Graphical User Interface (GUI) or Java Application Programming
Interface (API). A variety of functions are provided for data preprocessing, visualization,
classification, regression, clustering, feature selection, and reduction. After startup, the
WEKA GUI chooser allows the user to choose from the following five types of applications
as shown in Figure 3.2

* Explorer



* Experimenter

KnowledgeFlow

Workbench

Simple CLI
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&3 Weka GUI Chooser = O =
Program Yisualization Tools Help
Applications
' %
Explorer

WEKA

The University
of Waikato

Waikato Environment for Knowledge Analysis
Version 3.9.4

{c) 1959 - 2018

The University of Waikato

Hamilton, New Zealand

Figure 3.2: The WEKA GUI chooser.
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The experiments were performed using the explorer application. Initially, only the
preprocess tab is enabled which allows users to upload and preprocess the data. The
data can be loaded from a local file directory, the web, or a database. The data is loaded

from the Open file tab. WEKA supports a number of data file formats as shown in Figure
3.3.

& Open x

Lookn: |(&F Bot_Data !"J l J | || @) ( I_EIMEJ

E| newfolder.arff

[ ] Invoke options dialog

=g § @

File Mame:

Files of Type: | Arf data files (*.arff)
_n

Arff data files (*.arff)

AT data files (*.arf.gz)

C4.5 data files (*.names)

C4.5 data files (*.data)

CSV data files (*.cav)

JSOM Instances files (* json)
ta Explorer JSOM Instances files (* json.gz)

Figure 3.3: The file formats supported in WEKA.
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The preprocess tab presents an overview of the dataset, such as the number of in-
stances, attributes, missing values, and labels. A filter option supports ML tasks such as
replacing missing values with mean values and several undersampling and oversampling
techniques [25]. The details of the dataset in the WEKA preprocess panel are shown in
Figure 3.4.

After data preprocessing, ML algorithms can be chosen from the classify panel. WEKA
supports classifiers for categorical and numeric predictions such as KNN, C4.5 (decision
trees), MLB RE SVM, and Simple Logistic.
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Figure 3.4: The dataset overview in WEKA.

WEKA offers two options to train and test a model, cross-validation and percentage
split. Cross-validation divides the dataset using a number of folds whereas percentage
split divides the dataset into explicit training and testing sets. The class labels must be
specified prior to building and evaluating the model. In this project, eight labels are
used to identify malicious and benign traffic. The model results are given in the classifier
output space as shown in Figure 3.5. The output results show the performance and

confusion matrix of each class. The output can be saved in .txt, .csv or .xml file formats.
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Figure 3.5: Classify tab with confusion matrix and classifier output.

3.4 Machine Learning Classifiers

The ML classifiers used in this project are described below.

3.4.1 Multilayer Perceptron (MLP)

A Multilayer Perceptron (MLP) is a form of Artificial Neural Networks (ANN) that consists
of three types of layers, an input layer that receives input data, an output layer to make
predictions, and one or more hidden layers in between input and output layers [26]
as shown in Figure 3.6. The hidden layers are the computational engine. MLP is a
well-known algorithm in which data flows in a forward direction similar to feedforward
neural networks. MLP neurons are trained with a backpropagation algorithm. Pattern

classification, recognition, prediction, and approximation are four MLP applications.
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Hidden Layer

Input Layer

Output Layer
Input 1

Output 1

Input 2

Output 2

Input 3

Figure 3.6: The MLP architecture.

3.4.2 Bayesian Network (BayesNet)

A Bayesian Network (BayesNet) is a probabilistic model that employs a graphical struc-
ture to solve complex problems. It provides knowledge about a domain in which each
node represents a set of random variables, and each edge represents the statistical re-
lationship between these variables [27]. In addition, each node has a conditional prob-
ability distribution associated with the corresponding random variables. The random
variable can be conditions or states. BayesNet is used to represent probabilistic causal
relationships [28].

3.4.3 K-Nearest Neighbor (KNN)

K-Nearest Neighbor (KNN) is a simple ML algorithm that considers the nearest neighbors.
KNN can be applied on classification and regression problems. It is known as lazy learning
or instance-based learning because the whole dataset is used in the testing phase. This
makes testing slow and costly. KNN uses feature similarity and majority votes from the
neighbors. The class with the highest number of votes is prediction result [29]. KNN has
disadvantages such as computational complexity, an inability to deal missing values, and

substantial storage requirements [30].



20

3.4.4 Support Vector Machine (SVM)

The Support Vector Machine (SVM) algorithm constructs a hyperplane in multi-dimensional
space to maximize the margin between support vectors to improve classification accuracy.
Support vectors are data points that lies on either side of the hyperplane. The number
of dimensions is the number of features in the dataset. Hyperplanes are the decision
boundaries that separate data points associated with different classes [31]. If the margin
between a hyperplane to closest data points is large than the probability of misclassifica-
tion of unseen data is low. SVM is unsuitable for large datasets and the training time can
be long.

3.4.5 Random Forest (RF)

Random Forest (RF) is an ML classifier that employs multiple decision trees on different
subsets of a dataset and averages the results to improve the prediction accuracy. At each
tree node, a condition is compared with one or more features of the input data. Instead of
depending on a single decision tree, RF collects predictions from multiple trees to obtain
the results [32]. Each tree votes for a particular class and the class with the maximum
number of votes is the predicted class. RF performs very well on imbalanced datasets
and the number of classification errors is low.

3.4.6 Sequential Minimal Optimization (SMO)

The LibSVM library is used to implement the Sequential Minimal Optimization (SMO)
algorithm. SMO overcomes the Quadratic Programming (QP) problem that arises during
training of SVM [33]. SMO divides a large QP problem into smaller QP sub-problems
and solves them analytically. As a consequence, SMO has a lower execution time than

SVM. It is a robust classification algorithm but is costly to train.

3.4.7 Simple Logistic

Linear logistic regression is the foundation of the Simple Logistic ML algorithm. It is
commonly used for classification tasks due to its simple structure [34]. Simple Logistic
performs very well when the data is linear, but performance can be poor with non-linear
or complex data. It cannot handle missing data in a dataset, i.e. feature values not

provided in the dataset.
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Chapter 4
Performance Evaluation

In this chapter, experimental results for seven supervised ML algorithms, namely Mul-
tilayer Perceptron (MLP), Support Vector Machine (SVM), K-Nearest Neighbor (KNN),
Random Forest (RF), Bayesian Network (BayesNet), Sequential Minimal Optimization
(SMO) and Simple Logistic are given. The experiments were conducted on a personal
computer with the hardware and software parameters in Table 4.1.

Item Specification

Manufacturer Asus Tek Computer Inc.

Model Asus Prime Z390-A

Operating System Windows 10 Professional

System Type 64-bit Operating System, x64-based
processor

Processor Type Intel(R) Core (TM) i7-9700K CPU

Installed Memory (RAM) 32 GB @ 3200 MHz

Processor Speed 3.60 GHz

Number of Cores 8

Number of Threads 8

Machine Learning Tool WEKA version 3.9.4

Table 4.1: The hardware and software parameters.

4.1 Evaluation Metrics

ML models work on the principle of constructive feedback. Models are built, evaluated
based on metrics, and then modified to improve the performance. Several metrics are

employed for regression, classification, clustering, and ranking. The performance met-
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rics used in this project to evaluate the ML classifiers for intrusion detection are described

below.

Precision is the ratio of true positive to the sum of false positive and true positive

tp
tp+fp

where true positive (tp) is the number of attacks classified correctly and false positive

(f p) is the number of incorrect classification of benign as an attack.

Recall is the ratio of true positive to the sum of false negative and true positive

_tr
tp+fn

where false negative (f n) is the number of incorrect classification of an attack as benign.

Accuracy is the number of correct classifications either as an attack or benign out of

all instances in a dataset

(tn+tp)
(tn+tp+fn+fp)

where true negative (tn) is the number of correct classifications of benign as benign.

F-Measure is the weighted harmonic mean of the recall and precision

2tp
2tp+fp+fn

Execution Time is the time taken to train and test the classification model.

In this chapter, the accuracy, precision, recall, and F-measure are expressed as percent-

ages.
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4.2 Performance of the Classifiers

Data from the CSE-CIC-IDS2018 dataset for seven attacks and benign traffic are used to
evaluate the ML models. The data distribution plays a vital role in model training. A
balanced dataset can produce better results in classification problems as an imbalanced
dataset may result in biased predictions. Thus, it is important to balance the dataset be-
fore model training. Undersampling and oversampling and their combination are tech-
niques used to obtain a balanced dataset and these are considered here.

4.2.1 Performance without Oversampling or Undersampling using

5-fold Cross-validation

In this section, the dataset without oversampling or undersampling is considered. The
number of instances in the benign class is 13484708, and a subset of 100,000 is con-
sidered. The numbers of dataset instances are presented in Table 4.2. Table 4.3 shows
the performance evaluation results of the ML classifiers. The accuracy, precision, recall
and F-measure for the KNN classifier are the highest at 97.8, 97.8, 97.8, 97.8, followed
by RF at 97.7, 97.7, 97.7, 97.7, SVM at 95.3, 95.3, 95.3, 95.2, BayesNet at 94.8, 95.2,
94.8, 95.0, Simple Logistics at 88.5, 87.5, 88.5, 87.6, MLP at 86.4, 89.3, 86.5, 86.7, SMO
at 84.5, 82.9, 84.5, 82.6. In terms of execution time, BayesNet had the lowest at 61 s
followed by SMO at 267 s, RF at 381 s and SVM had the longest at 11280 s. Since there
is a minimal performance difference between KNN and RE, the latter provides the best

tradeoff between performance and execution time.
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Bot

Infiltration
FTP-Brute Force
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Table 4.2: The numbers of dataset instances without oversampling or undersampling.

Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)

MLP 86.4 89.3 86.5 86.7 853

SVM 95.3 95.3 95.3 95.2 11280

KNN 97.8 97.8 97.8 97.8 8962

Random Forest | 97.7 97.7 97.7 97.7 381

BayesNet 94.8 95.2 94.8 95.0 61

SMO 84.5 82.9 84.5 82.6 267

Simple Logistic | 88.5 87.5 88.5 87.6 1310

Table 4.3: Performance results without oversampling or undersampling with 5-fold cross-

validation.

4.2.2 Performance with Oversampling using 5-fold Cross-validation

Oversampling is used to balance the dataset by replicating instances of the minority

classes. Random oversampling is a common approach which duplicates instances but

this can result in overfitting for some classification models. In [35], the Synthetic Minor-

ity Oversampling TEchnique (SMOTE) was proposed to mitigate this overfitting problem.

This approach has been shown to be effective in a wide range of applications. It gener-

ates new synthetic instances using the feature similarity spaces between specific instances

[36]. To make a synthetic instance, the K-nearest neighbours from minority data points

are chosen and linear interpolation is used to create a new minority instance between
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these data points. In this project, SMOTE is used for oversampling. It was employed
independently to Brute Force-Web, Brute Force-XSS, and SQL Injection classes. The new
synthetic instances were generated using SMOTE iteratively for the minority classes with
a percentage parameter between 100 and 200. The numbers of dataset instances after
oversampling are presented in Table 4.4, and the performance of the classifiers is given
in Table 4.5. The accuracy, precision, recall and F-measure for RF are 98.5, 98.5, 98.5,
98.5, followed with KNN at 98.1, 98.1, 98.1, 98.1, BayesNet with 94.9, 95.0, 94.9, 95.0,
SMO with 75.1, 77.0, 75.1, 72.4, Simple Logistic with 73.7, 75.5, 73.8, 72.5, and MLP
with 53.9, 72.8, 53.9, 55.3 respectively. Further, BayesNet had the lowest execution time
at 68 s followed by RF at 692 s, MLP at 1007 s and SMO at 1733 s whereas SVM had
the longest execution time at 22294 s followed by KNN at 21606 s and Simple Logistic
at 3701 s. There is a minimal performance difference between KNN and RE, so the latter

provides the best tradeoff between performance and execution time.

Benign [l 100,000
Bot I 286,190
Infiltration M 161,934

FTP-Brute Force Il 193,360
SSH-Brute Force I 187,589
Brute Force-Web W 76,375
Brute Force-XSS Wl 77,613

SQL Injection § 62,640

Total I 1,145,701

Table 4.4: The numbers of dataset instances after oversampling.
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Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)
MLP 53.9 72.8 53.9 55.3 1007
SVM 92.3 93.1 92.4 92.2 22294
KNN 98.1 98.1 98.1 98.1 21606
Random Forest | 98.5 98.5 98.5 98.5 692
BayesNet 94.9 95.0 94.9 95.0 68
SMO 75.1 77.0 75.1 72.4 1733
Simple Logistic | 73.7 75.5 73.8 72.5 3701

Table 4.5: Performance results with oversampling and 5-fold cross-validation.

4.2.3 Performance with Undersampling using 5-fold Cross-validation

Undersampling removes instances of the majority classes to balance the data. Resam-
ple, an undersampling tool in WEKA, is used which randomly removes instances from
the majority classes. The disadvantage of undersampling is that it can remove valuable
information. Resample is employed independently to Benign, Bot, Infiltration, FTP-Brute
Force, and SSH-Brute Force. Instances from the majority classes were removed using
resample iteratively with a percentage parameter between 50 and 90. Table 4.6 shows
the numbers of dataset instances and Table 4.7 gives the performance results for the ML
classifiers using undersampling. The accuracy, precision, recall and F-measure for RF are
at 98.7, 98.7, 98.7, 98.7, KNN are 97.1, 97.2, 97.2, 97.2, BayesNet are 92.8, 93.2, 92.9,
93.0, SVM are 92.3, 92.3, 92.3, 92.3, MLP are 89.5, 89.3, 89.5, 89.4, and Simple Logistic
are 84.5, 84.0, 84.6, 84.1, and SMO is 79.7, 78.3, 79.7, 77.8. In terms of execution time
BayesNet is the fastest at 68 s followed by RF at 692 s and MLP at 1007 s, whereas SVM
had the longest execution time at 22294 s followed by KNN at 21606 s, Simple Logistic
at 3701 s, and SMO at 1733 s. There is minimal performance difference between RF and

KNN so RF provides the best tradeoff between performance and execution time.
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Table 4.6: The numbers of dataset instances after undersampling.
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Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)

MLP 89.5 89.3 89.5 89.4 192

SVM 92.3 92.3 92.3 92.3 1319

KNN 97.1 97.2 97.2 97.2 493

Random Forest | 98.7 98.7 98.7 98.7 79

BayesNet 92.8 93.2 92.9 93.0 21

SMO 79.7 78.3 79.7 77.8 70

Simple Logistic | 84.5 84.0 84.6 84.1 621

Table 4.7: Performance results with undersampling and 5-fold cross-validation.

4.2.4 Performance with Oversampling and Undersampling using 5-

fold Cross-validation

In this section, both oversampling and undersampling are employed to evaluate the ML

algorithms. SMOTE was employed independently to the Brute Force-Web, Brute Force-

XSS, and SQL Injection classes whereas resample was employed independently to Benign,

Bot, Infiltration, FTP-Brute Force, and SSH-Brute Force. New synthetic instances were

generated using SMOTE iteratively for the minority classes with a percentage parameter

between 100 and 200 while instances from the majority classes were removed using

resample iteratively with a percentage parameter between 50 and 90. The numbers of

instances of each class are shown in Table 4.8, and the performance of the ML classifiers
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is given in Table 4.9. The accuracy, precision, recall and F-measure of RF are 98.7, 98.8,
98.8, 98.8, followed by KNN with 97.7, 97.7, 97.7, 97.7, BayesNet with 93.5, 93.6, 93.5,
93.5, SVM 90.5, 91.0, 90.5, 90.4, MLP with 81.7, 84.0, 81.8, 81.4, Simple Logistic with
73.7, 77.4, 73.8, 73.7, and SMO with 71.1, 74.7, 71.1, 70.7. BayesNet had the lowest
execution time at 29 s while SVM had the highest at 3321 s. However, there is minimal
performance difference between RF and KNN so RF provides the best tradeoff between
performance and execution time.

Benign W0 44,615

Bot B44,571

Infiltration Wl 44,600

FTP-Brute Force W 44,593

SSH-Brute Force Wl 44,594

Brute Force-Web W 45,751

Brute Force-XSS 1l 44,160

SQL Injection | 42,873
Total I 355,757

Table 4.8: The numbers of dataset instances after oversampling and undersampling.

Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)

MLP 81.7 84.0 81.8 81.4 307

SVM 90.5 91.0 90.5 90.4 3321

KNN 97.7 97.7 97.7 97.7 1612

Random Forest | 98.7 98.8 98.8 98.8 109

BayesNet 93.5 93.6 93.5 93.5 29

SMO 71.1 74.7 71.1 70.7 446

Simple Logistic | 73.7 77.4 73.8 73.7 973

Table 4.9: Performance results with oversampling and undersampling and 5-fold cross-
validation.
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4.2.5 Performance with Oversampling and Undersampling using 5-

fold Cross-validation with Reduced Number of Instances

A smaller dataset with oversampling and undersampling is considered with 5-fold cross-
validation. SMOTE was employed independently to the Brute Force-Web, Brute Force-
XSS, and SQL Injection classes whereas resample was employed independently to Be-
nign, Bot, Infiltration, FTP-Brute Force, and SSH-Brute Force. New synthetic instances
were generated using SMOTE iteratively for the minority classes with a percentage pa-
rameter between 100 and 200 while instances from the majority classes were removed
using resample iteratively with a percentage between 50 and 90. The numbers of dataset
instances is shown in Table 4.10. and the performance results is shown in Table 4.11.
The accuracy, precision, recall and F-measure for RF are 98.3, 98.3, 98.3, 98.3, KNN are
96.6, 96.6, 96.6, 96.6, BayesNet are 92.6, 92.8, 92.6, 92.7, SVM are 86.8, 88.2, 86.8,
86.8, MLP are 83.3, 83.0, 83.3, 83.0, Simple Logistic are 72.9, 76.1, 72.9, 72.7, and SMO
are 70.4, 75.4, 70.4, 69.9. The execution time is reduced as the number of instances re-
duced in dataset. BayesNet had the lowest execution time at 5 s while Simple Logistic
had the highest at 145 s. Again, RF provides the best tradeoff between performance and
execution time.

Benign 1 10,172

Bot 010,274

Infiltration B 10,206

FTP-Brute Force § 10,223

SSH-Brute Force 1 10,220

Brute Force-Web I 10,264

Brute Force-XSS 110,120

SQL Injection § 10,113
Total I 51,592

Table 4.10: The numbers of dataset instances after oversampling and undersampling.
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Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)

MLP 83.3 83.0 83.3 83.0 41

SVM 86.8 88.2 86.8 86.8 104

KNN 96.6 96.6 96.6 96.6 36
Random Forest | 98.3 98.3 98.3 98.3 19
BayesNet 92.6 92.8 92.6 92.7 05

SMO 70.4 75.4 70.4 69.9 41

Simple Logistic | 72.9 76.1 72.9 72.7 145

Table 4.11: Performance results with oversampling and undersampling and 5-fold cross-
validation.

4.2.6 Performance without Oversampling or Undersampling using

10-fold Cross-validation

The dataset without undersamping and oversampling is considered with 10-fold cross-
validation. The numbers of dataset instances considered are shown in Table 4.2 and
the performance results are given in Table 4.10. The accuracy, precision, recall and F-
measure for RF are 98.8, 98.8, 98.8, 98.8, KNN are 97.7, 97.7, 97.7, 97.7, BayesNet are
94.8, 95.2, 94.8, 95.0, SVM are 95.3, 95.4, 95.3, 95.2, MLP are 81.4, 85.1, 81.4, 82.3,
Simple Logistic are 88.5, 87.5, 88.5, 87.6, and SMO are 84.3, 82.6, 84.3, 82.4. BayesNet
had the lowest execution time at 85 s while SVM had the highest at 24611 s. Thus, RF
provides best tradeoff between performance and execution time.
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Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)
MLP 81.4 85.1 81.4 82.3 1494
SVM 95.3 95.4 95.3 95.2 24611
KNN 97.8 97.8 97.8 97.8 12451
Random Forest | 98.3 98.3 98.3 98.3 756
BayesNet 94.8 95.2 94.8 95.0 85
SMO 84.3 82.6 84.3 82.4 476
Simple Logistic | 88.5 87.5 88.5 87.6 1981

Table 4.12: Performance results without oversampling or undersampling with 10-fold cross-
validation.

4.2.7 Performance with Undersampling and Oversampling using 10-

fold Cross-validation with Reduced Number of Instances

A smaller dataset with oversampling and undersampling is now considered with 10-fold
cross-validation. The numbers of dataset instances considered are shown in Table 4.10
and the performance results are shown in Table 4.13. The accuracy, precision, recall and
F-measure for RF are 98.5, 98.5, 98.5, 98.5, KNN are 96.8, 96.8, 96.8, 96.8, BayesNet
are 92.7, 92.9, 92.7, 93.8, SVM are 87.0, 88.2, 87.0, 87.0, MLP are 82.9, 83.3, 82.9,
82.5, Simple Logistic are 73.3, 76.6, 73.3, 73.2, and SMO are 70.4, 75.2, 70.4, 69.9. The
execution time is reduced as the number of instances reduced in dataset. BayesNet had
the lowest execution time at 7 s while Simple Logistic had the highest at 411 s. Again,

RF provides the best tradeoff between performance and execution time.
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Classifier Accuracy | Precision | Recall F-Measure | Execution
Time (s)

MLP 82.9 83.3 82.9 82.5 90

SVM 87.0 88.2 87.0 87.0 135

KNN 96.8 96.8 96.8 96.8 37
Random Forest | 98.5 98.5 98.5 98.5 40
BayesNet 92.7 92.9 92.7 93.8 07

SMO 70.4 75.2 70.4 69.9 59
Simple Logistic | 73.3 76.6 73.3 73.2 411

Table 4.13: Performance results with oversampling and undersampling and 10-fold cross-
validation.

4.3 Discussion

KNN and RF performed better than the other classifiers in terms of accuracy, preci-
sion, recall, and F-measure without oversampling or undersampling using 5-fold cross-
validation. However, in terms of execution time, BayesNet was the fastest at 61 s whereas
SVM was slowest at 11280 s. The accuracy of SVM is 3% better than that of SVM with
oversampling (Table 4.5) and with undersampling (Table 4.7), and 4.8% better than with
both oversampling and undersampling (Table 4.9).

With oversampling, RF had the highest accuracy at 98.5% whereas in terms of execu-
tion time, BayesNet was the fastest at 68 s. SVM had similar results in terms of accuracy at
92.3% with oversampling (Table 4.5) and with undersampling (Table 4.7) but the execu-
tion time was longer at 22294 s with oversampling as the dataset size is larger. The worst
performance in terms of accuracy, precision, recall, and F-measure was obtained with the
MLP classifier. The execution time of the ML classifiers with oversampling increased by
97% for SVM and 141% for KNN versus without oversampling and undersampling.

With undersampling, again RF had the highest accuracy at 98.7% and the execution
time was lower than previously at 79 s due to the smaller data size. BayesNet execution
time was 21 s which was fastest among the classifiers and SVM was slowest at 1319 s.
MLP was 3.1% better in terms of accuracy than MLP without oversampling or undersam-
pling (Table 4.3), and 35.6% with oversampling (Table 4.5). Undersampling the majority
class instances reduced the dataset size which reduced the execution time of the ML clas-
sifiers by 88% for SVM and 94% for KNN than without oversampling or undersampling
(Table 4.3).
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With both oversampling and undersampling, again RF had the highest accuracy at
98.8%. However, in terms of execution time BayesNet was fastest at 29 s and SVM was
the slowest at 3321 s. A balanced dataset was obtained with both sampling methods but
the accuracy of MLB SMO, and Simple Logistic classifiers decreased by 7.8%, 8.6%, and
10.8% respectively compared to with undersampling (Table 4.7).

Without oversampling or undersampling using 5-fold and 10-fold cross-validation,
the performance of the classifiers is similar except for a 5% performance degradation with
the MLP classifier and the execution time was longer with 10-fold cross-validation (Table
4.12). Similar performance results were obtained with oversampling and undersampling
using 5-fold and 10-fold cross-validation except for the execution time. Overall, the
execution time was approximate linear with the dataset size. SMO performed worst with
oversampling and undersampling using 10-fold cross-validation. SVM had the highest
execution time in all cases followed by KNN. The most robust model in all cases was
RF followed by KNN, BayesNet and SVM (except execution time), while the least robust
were MLPE Simple Logistic, and SMO.



34

Chapter 5
Conclusion and Future Work

In this project, Machine Learning (ML) algorithms were used to detect seven network
attacks, namely Infiltration, FTP-BruteForce, SSH-BruteForce, Brute Force-Web, Brute
Force-XSS, SQL Injection, Bot, and Benign class. The CSE-CIC-IDS2018 dataset from
the Canadian Institute for Cybersecurity (CIC) and the Communications Security Estab-
lishment (CSE) was employed. Oversampling using SMOTE, and undersampling using
Resample were used to balance the dataset. Seven supervised ML classifiers, namely
MLE BayesNet, KNN, SVM, RE SMO and Simple Logistic, were employed to classify the
attacks and benign class. Five-fold and ten-fold cross-validation was used to train and
test the classifiers. The performance metrics accuracy, precision, recall and F-measure
were used for evaluation. The results obtained show that RF had the best performance
and an average execution time. SVM had the highest execution time. BayesNet had the
lowest execution time and the performance results was slightly lower than with RF and
KNN. Overall, it is concluded that RF provides the best tradeoff between execution time

and performance.

5.1 Future Work

For future work, other classifiers can be considered. Further, unsupervised ML algorithms
can be employed with the CSE-CIC-IDS2018 dataset. For data splitting, techniques other
than k-fold cross-validation such as percentage split can be employed. WEKA supports
supervised and unsupervised classifiers written in Python (ScikitLearnClassifier), so it
can be used to implement other algorithms and the results compared to those in this

report.
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