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Abstract

Web attacks have been on the rise in recent years, and organisations are constantly
searching for new and better ways to detect and block the corresponding attack vectors.
Some of the prominent attributes of web attack vectors are malicious domains used to
trigger or sustain these attacks, for instance, through launching phishing attacks or by
hosting command and control (C&C) infrastructures. Detecting accurately and blocking
the malicious domains has become increasingly difficult due to the evasive techniques used
by the attackers to mask their activities by emulating legitimate network traffic to an
accurately high degree and through tactics such as domain generation algorithms (DGA)
and fast flux DNS. Snort, an open-source intrusion detection system, has traditionally been
utilized to detect network intrusions through network traffic signature analysis. However,
while snort has subsequently been upgraded to enable the detection of web attacks, its
effectiveness in detecting malicious domains is questionable because of the coarse-grained
nature of web attack signatures. At the same time, it is a reasonable proposition to assume
that there would be an implicit relation between granular attacks and the usage/occurrence
of malicious domains. In this project, a platform is developed to explore and assess
experimentally the ability of snort in detecting malicious domains. The proposed approach
extracts some useful indicators of compromise (IoC) from the granular Snort alerts
triggered by web visits and leverage such information to establish whether the
corresponding URLs are benign or malicious. The platform was built around a headless
chrome browser and the pfSense open-source firewall which has a built-in snort engine.

The experimental evaluation, conducted using a public dataset of benign and malicious
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domains, yielded important insights into the strengths and limitations of snort in detecting

malicious domains, and helped identify directions for future improvements.
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Chapter 1: Introduction

1.1 Context

The Internet has been a catalyst for the growth of businesses, healthcare, and many other
applications, and it has transformed the way that people interact. However, with the rise of
its use and the integration in different real-life faculties, there has been an increase in the
number of cyberattacks. These attacks have become common, and their complexity has
grown over the recent years, making them more challenging to be detected and/or
mitigated. The use of intrusion detection systems (IDSs) has been advocated as an effective

approach to detect and mitigate cyber-attacks.

1.2 Objectives

Snort is a popular IDS which is known primarily for its ability to detect intrusions by
analysing the network traffic using a set of predefined and custom rules which encode
known attack patterns or signatures. While Snort has an established track record for
network intrusion detection, it is only recently that web attack detection rules have started
to be incorporated in its rule engine. As a matter of fact, the effectiveness of Snort in
detecting web attacks has not been proven or established. In this project, the effectiveness
of Snort in detecting domains that carry out phishing-related attacks and malware, is
evaluated. Additionally, some improvements that can be made to the system to enhance its
capabilities, are presented. The evaluation is performed using the web-based GUI provided

by pfSense, in detecting web attacks, in this case phishing related activities.
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This thesis is a continuation of the work initiated in [3], but here, the effectiveness of Snort

in detecting malicious URLs is assessed and validated through experiments.

1.3 Approach

Because of the prominent role of malicious domains in the conduct of cyberattacks, our
objective in this project was to explore whether Snort alerts can be associated with or linked
to visits to such domains. Traditional Snort signatures are coarse-grained in the sense that
they are designed to cover some common and broad scope cyberattacks such as cross-
scripting, SQL injection, denial of service, to name a few. It is not practical to design the
signatures focusing particularly on detecting the malicious domains because of the large
number and wide diversity of these domains. Doing so would require a finer level of
granularity in designing the signatures, which is intractable. However, it is reasonable to
expect that there would be an implicit relation (or link) between the broad scope of attacks
detected by Snort and the occurrence of visits to the malicious domains. In this project, I
focused on testing empirically such proposition. The naive approach to conduct such test
would have been to submit a URL (malicious or benign) to a web browser and observe the
response generated by Snort in terms of alerts or lack of them. However, for this response
to be statistically significant, it is needed to repeat such test over many URLs, which
requires some form of automation. To automate the process on a large scale, I used a
headless Chrome browser, which allows submitting the URLSs either through a command

line or programmatically using a script. I implemented a script that reads the URLs from a
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CSV file, submit them in batch to the headless browser, which attempts to load the

corresponding pages.

By using the Selenium web driver, the URLs in the dataset can be opened in batches i.e.,
multiple domains are requested simultaneously through the Chrome browser in headless
mode. This is helpful for Snort to fully examine the network traffic with all its content data
without the user manually opening each of the domains in question one by one. Snort
monitors the traffic for anomalies while Wireshark monitors and displays the network
traffic for which the data will be used for evaluating the Snort alerts. The number of
domains in each batch are at the user’s discretion but is heavily dependent on the
computational resources that are available.

In the backend, Snort analyzes the generated network traffic and triggers some alerts if
applicable. By analyzing the alerts, I can determine whether these alerts were false or true
positives based on the labels of the URLs.

A key challenge faced in the assessment is the fact that many domains, particularly in
the malicious category, did not resolve to valid IPs. This was because the datasets were
relatively old, and the malicious domains tend to be short lived. To address this challenge,
the data from Wireshark was preserved and repurposed for matching the domains with the
[P addresses which were working at the time of the experiment. This ensures the
correspondence with the results obtained using Snort, and therefore the risks of errors are
reduced. The extraction of the IPs was done by the merging and string-matching steps of

our approach using some criteria and methods (as explained in Chapter 3, Section 3.2).

1.4 Report Outline

This report is structured is as follows:



Chapter 2 provides a background on Snort, including relevant basic knowledge of
Kali Linux, Deepin and pfSense, malicious domain classification, characteristics,
and potential risks.

Chapter 3 presents the proposed approach and discusses the architecture and
components of the platform deployed to assess the effectiveness of Snort in
detecting malicious domains.

Chapter 4 describes the datasets used in the project, and presents the experimental
procedure, performance metrics, and performance evaluation results.

Chapter 5 makes some concluding remarks and suggestions for future work.



Chapter 2: Background

2.1 Web Attacks

Web attacks can be broadly classified into three categories: client-side attacks, server-side
attacks, and hybrid attacks. Client-side attacks exploit vulnerabilities in the client’s browser
or user interaction while server-side attacks exploit vulnerabilities on the server-side code.
Hybrid attacks are a combination of both client-side and server-side attacks [51]. Common
examples of web attacks include cross-site scripting (XSS), SQL injection, path traversal

and command injection [10][11].

2.2. Platforms and Tools
Intrusion Detection Systems (IDSs) are systems that monitor the network traffic to detect

the signs of malicious activity. Snort is an open-source IDS that is widely used due to its
effectiveness and flexibility. It is designed to detect and prevent attacks in real-time using
the attack signatures under some form of rules. Traditionally, it works through a Command
Line Interface (CLI) and the rules must be manually imported, and customized rules have
to be written down as local rules in a file located in the local subfolder of Snort.
Wireshark is a popular tool used to capture and analyze the network traffic. Such traffic
is saved in the form of a packet file for simulations purpose and can be exported as a text-
based dataset in the form of a CSV file. The versatility of Wireshark allows the user to
choose which attributes to obtain from the network traffic. Examples of attributes are
packet’s address (both resolved and unresolved), header length, message status, to name a

few.
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Kali Linux is a Debian-based Linux distribution that is well renowned in the pen-testing
community given the security testing tools it comes with by default. Kali started off as
BackTrack developed by Offensive security based on the Knoppix Linux OS [52].

Selenium web driver is a tool used for web testing that works by emulating the standard
browser functionalities without the GUI component. This allows web testers to examine
the attributes of a webpage without going through cosmetic features, therefore allowing a
faster browsing without trading off other web features such as encoded scripts.

Deepin is a Debian-based Linux distribution that has almost the same look and feel as
Kali Linux with less security tools. Deepin is more GUI-oriented and user friendly
compared to Kali and other popular Kali distros that are used for pen testing.

PfSense is an open-source firewall and routing software developed by Rubicon
Communications, LLC. It comes bundled with the Unix-based FreeBSD operating system.
Its web GUI is based on the Apache license, and it uses PHP webpages for accessing the
configurations. It is also a comprehensive network security solution with the capabilities
of integrating multiple tools into one centralized security solution [13]. In the same line,
Snort is included as a downloadable package and its configurations can be modified
through either the actual snort configuration file (snort.conf) or through the web GUI. The
web GUI also allows the user to add some customized rules, tweak the policy modes and
select some specific rules on a network. Due to its scalability and flexibility, pfSense seems
preferrable to most off-the-cloud security implementations of similar nature [14], [15]. The
reason for choosing pfSense instead of Kali Linux as a platform for Snort was because of
its GUI capabilities which help in rule management as the experiment would be focused

on domain detection rather than network intrusion. This calls for pruning out rules and keep
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the ones applicable to this experiment that is easy to follow and trace back to in cases of

failure or improvement by way of backing up configurations. This contrasts with the
conventional Snort setup that requires the user to manually comment out and move
irrelevant rules which is highly prone to error and difficult to follow up on for editions.
pfSense has four different IPS policies, which are a preset collection of rules that are used
with varying degrees of security strictness. The WAN categories page under the Snort
interface configurations in pfSense’s web configurator defines four different IPS policies
termed as Connectivity, Balanced, Security, and Max-Detect.

Connectivity policy blocks most major threats with almost no false positive. Balanced
encompass all rules in Connectivity, and in addition, it is speedy and it covers most recent
threats. Security is more stringent and additionally it encompasses all the rules in the first
two policies. Max-Detect is meant to be used for testing the network traffic in development

systems, not in production environment.

Status / Dashboard + 0
System Information 00 Netgate Services And Support (¥ x]
Name pfSense.home.arpa
Contract type
User admin@192.168.1.102 (Local Database)
System VMware Virtual Machine

Netgate Device ID: 00c776a35c6b4271ae53 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00

1y has way firewall appl a
i S If you purchased your pfSense gateway firewall appliance from Netgate and elected

Community Support at the point of sale or installed pfSense on your own
Version 2.6.0-RELEASE (amd64) hardware, you have access to various community support resources. This includes
built on Mon Jan 31 19:57:53 UTC 2022 the NETGATE RESOURCE LIBRARY.

F(8eBSD12.3:STABLE You also may upgrade to a Netgate Global Technical Assistance Center (TAC)

Support subscription. We're always on! Our team is staffed 24x7x365 and
comitted to delivering enterprise-class, worldwide support at a price point that is

Version information updated at Wed May 10 18:55:02 PDT 2023 N
-~ more than competitive when compared to others in our space.

(57
+ Upgrade Your Support « Community Support Resources
CPU Type 13th Gen Intel(R) Core(TM) i5-13600K
4CPUS: 2 package(s) x 2 core(s) « Netgate Global Support FAQ « Official pfSense Training by Netgate
; = v Q= 18:58
L ) s0> Qm@ 88w A

Fig 2.1 pfSense Overview
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Figure 2.1 shows the dashboard of a newly installed pfSense firewall in functional state
(whose easy indication of functionality is the green text in the version information on the
system information) through the web configurator using Google Chrome in Deepin. It is
important to ensure the connectivity within the pfSense and across the local network by
disabling the gateway monitoring action. Adding Snort is done through the package

manager available under the System tab.

2.3 Classification of Malicious Domains

In the context of this project, the classification of the domains is limited to two classes:

Phishing domains and Legitimate domains.

Phishing domains: these websites are created and exist to steal sensitive information from
the unsuspecting victims. This may lead to a fraudulent activity, thereby causing
inconveniences and damaging implications such as loss of finances, wrongful arrests, or
serious psychological effects such as trauma. Figure 2.2 shows the basic working of the

phishing process.

1. Attackers register various domain
names that look like weltknown
domains and spread them via emails
and other ways.

A\

had

Q—1h

2. The victims visit

phishing domain and 3. The attacker access

provide private data so the true domain using
that the information the victim's credential.
could be collected by

attackers.

A\

=E

Fig 2.2 Phishing Process [53]



9
Legitimate domains: these are verified to be safe and have been carefully vetted by security

experts. They are guaranteed to have all the properties of a secure and safe website such as

secure certificates, valid WHOIS information, to name a few.

According to [53], malicious domains have various characteristics that are prevalent in
phishing domains. Examples of such characteristics are dynamic IP, short lifespan,
obfuscation, to name a few.

Phishing domains have become a nuisance because of the hardship that they impose on

the victims, which include identity theft, financial loss or in some cases the loss of property.

In this project, the classification on datasets was done by assigning a Boolean value to
each domain and adding a column named Malicious. All the URLs from the malicious
(phishing) dataset had the malicious value of TRUE and the legitimate ones had the value
FALSE.
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Chapter 3: Architecture of the Detection System

3.1 Architecture and Processes

With the frequent updating of rules, pfSense Snort has the latest available rules for
detecting the phishing. To maximize the chances of detection, Emerging Threats (ETs) open
rules were considered [54]. These rules are distributed by Proofpoint, a security company
that also distributes the rules for Snort and Suricata, another popular network IDS. After
setting up the rules, I tested the Snort ability to detect the malicious domains. Because the
focus of the project was on assessing the abilities of Snort, the pfSense gateway monitoring
was disabled and only Snort, which is tweaked for different IPS policies (such as varying
between connectivity, balanced, security and maximum detection), remained active on the
firewall. It was also important to disable the blocking operation in order to minimize the
disturbances during this test. The Snort performance in detecting the attacks was then

evaluated and its performance measures were calculated.

Main Host machine
(Windows 11)
Virtual Machine Environment (VMWare)

Test Run Host PfSense Firewall g{

Machine D

(Runs on Kali @
—\

Linux)

FreeBSD PfSense Host
Machine (Snort Included)

PfSense Web
Configurator Host
Machine (Runs on
Deepin 2.0)

Fig 3.1 Architecture of the proposed detection system
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Figure 3.1 illustrates the architecture of the proposed detection platform.

Snort was setup through pfSense by using a web configurator on a virtual machine running
the latest version of Deepin, and VMWare was used to host the environment. The web
configurator was accessed through the latest version of Google Chrome for the Debian
platform. All the configurations made are applied to pfSense Snort, which was installed as
a FreeBSD virtual machine instance in VM Ware. It is important to give as many resources

to this machine as possible since Snort is well known for being memory demanding.

The host machine was running on a core i5 13600k with 6 performance and 8 efficiency
cores [56]. Each virtual machine had 8 GB of RAM and 8 core processors (by selecting 2
processors for each machine and 4 cores per processor). This was done to allow for a
considerable performance speed while decreasing the chances of performance-related
packet drops by Snort. The FreeBSD virtual machine had less storage space (roughly 15
GB) compared to the other virtual machines, each of which had 75 GB of storage space.
This was mainly due to the sizes demanded by their respective compatible files. Due to the
voluminous dataset, the best mechanism to run the detection solution was to do it through

multithreading and multiprocessing due to reasons such as:

e Lack of proper hardware resources — running the program for making the requests
for URLs one by one was time consuming and would have require about 2 weeks
to complete, which was not ideal for keeping Wireshark running in the background,
and so would face frequent crash.

e Long response times for some domains. To deal with this consistent issue, I had to

enforce a timeout of 40 seconds.
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Our implementation of Snort in pfSense had require the addition of the package through
the package manager, followed by the configuration of the interface. Figure 3.2 shows a
successfully installed and initiated instance of Snort for the Wide Area Network (WAN)

interface. Additional configurations for any Snort interface could have been done using the

pencil icon on the actions section under the Interface Settings Overview.

ﬂsense System ~ Interfaces ~ Firewall + Services ~ Status v Diagnostics v Help ~
COMMUNITY EDITION

Services / Snort/ Interfaces e

Snort Interfaces Global Settings Updates Alerts Blocked Pass Lists Suppress IP Lists SID Mgmt Log Mgmt Sync
——

Interface Settings Overview

Interface Snort Status Pattern Match Blocking Mode Description Actions
(u] WAN (em0) (VE&IO) AC-BNFA DISABLED WAN SO0

+

Fig 3.2 Snort interface in PfSense

With the successful installation and configuration of Snort, a customized configuration of

the pfSense and its packages was imported, and an initial test run for verification was done.



pfSense.home.arpa - Sta

A N
Kemel PTI Enabled
MDS Mitigation  Inactive If you decide 1o purchase a Netgate Global TAC
MUST have your Netgate Device ID (NDI) fr
Uptime 00 Hour 53 Minutes 51 Seconds vi ou
Current date/time  Tue Jun 6 23:25:53 PDT 2023
DNS server(s) +127.001 e
+ 17226321
Interfaces 00
Last config change  Tue Jun 6 22:55:50 PDT 2023
N A 1000baseT <full-duplex> 172.26.4231
State table size
0% (97/464000) Show state aTaLAN A 1000baseT <full-duplex> 192.168.1.1
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0% (2590/1000000) Snort Alerts /00
e — 0.84,1.01,097 Interface/Time  Src/Dst Address Description
WAN 216.239.36.10:53 (spp_reputation) packets do
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2% Jun06232547  172.26.42.31:50004 not-block-ist
Memory usage [ . - = .l WAN 216.239 (spp_reputation) packets do-
35% of 4642 MiB Jun 06232518 172.26.42.315 not-block-list
SWAP usage W 239 spp._reputation) packets do
0% of 1024 MiB WAN 216:239.36 (spp_reputation) p
Jun 06 23:25:18 not-blockst
Disks 00 WAN 216.239.36.10:53 (spp_reputation) packets do
Jun 06 23:25:14 .26.42.31:4131 not-block-list
— — o Vg Jun 06 23:25:1 172.26.42.3 6
WAN 216.239.36.10:53 reputation) packets do <
y am@ 23

FreeBSD/amd64 (pfSense.home.arpa) (ttyvd)
UMware Virtual Machine Netgate Device ID: 12228bbcB88f@937
»%x lelcome to pfSense 2.7.B-RELEASE (amd64) on pfSense s

WAN (wan) > emB > v4/DHCP4: 10.08.8.64/24
1 2684:3d08:
LAN (lan) -> eml -> vd: 192.168.1.1/24

@) Logout (SSH only) 9) pfTop

1) Assign Interfaces 18) Filter Log

2) Set interfac ) IP address 11) Restart webConfigurator

3) Reset webConfigurator password 12) PHP shell + pfSense tools
4) Reset to factory defaults 13) Update from console

5) Reboot system 14) Enable Secure Shell (sshd)
6) Halt system 15) Restore recent configuration
7) Ping host 16) Restart PHP-FPM

8) Shell

Enter an option:

Message from syslogd@pfSense at Jul 19 88:44:46

php-fpm[2881: /index.php: Successful login for user 'admin’ from: 192.168.1.160
(Local Database)

Fig 3.4 FreeBSD in working state.
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Fig 3.5 Kali Linux Virtual Machine running the Python script and Wireshark.

Figures 3.3 to 3.5 show three different virtual machines in working state. The platforms
have their traffic controlled by the firewall pfSense, which in this case, has only been
limited to Snort functionalities with no Gateway monitoring. This ensures that intrusion
detection will happen with no interference from the firewall policies which may differ from
those of Snort, and thus making pfSense a GUI terminal for solely network intrusion
detection systems (NIDSs) management. In the Kali Linux VM, the python script opens a
batch of 50 URLs in headless Chrome via the Selenium web driver per second in order to
reduce the execution time as shown in Figure 3.5. The Deepin VM in Figure 3.3 is the
pfSense web configurator machine for the FreeBSD VM (shown in Figure 3.4), which

contains the firewall suite.
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3.2 Data Extraction and Analysis.

Due to the dynamic nature of the domains’ IP addresses and the Snort’s inability to resolve
the IP addresses (though pfSense provides a minimal functionality to do so one at a time),
the only way to get the information needed to corroborate the URLs with Snort alerts was
to use the Wireshark’s packet file based on the requests done on the domains in the headless
Chrome. The packet file was formatted by displaying the necessary columns which are
Source (which contains the URL address from which the traffic originates), Source Address
(which consists of the corresponding IP address for the source), Destination (which
contains the URL address to which the traffic is received) and Destination Address (which
consists of the corresponding IP address for the destination). After this, the packet file was
exported as a CSV. The sources and their corresponding addresses were extracted into a
new dataframe after which the destinations and their corresponding IP addresses were

appended and all the duplicates were removed.

For Snort alerts, only the Source Address and Destination Address were extracted and
appended in a single column dataframe. All the duplicates were also removed and the

dataframe was saved.

All the above processes were done using database query techniques, in this case, duckdb
for Python. The extracted Wireshark information were then used for assigning true
addresses to the corresponding domains in the datasets, which were used with the extracted

Snort alert addresses for evaluation purpose.
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Chapter 4: Performance Evaluation

This Chapter describes the experimental evaluation processes as well as the analysis and

comparison of results.

4.1 Datasets

In this study, two datasets of known URLs were collected, each one having either malicious
or legitimate URLs, but not both. The first dataset contained legitimate links and it was
obtained from the discontinued alexa.com repository containing one million URLs.
However, a depreciated version of the dataset is still available for download [55], but it
contains less domains than the final version. The second dataset contained malicious links
and it was obtained from the COVID-19 Cyber Threat Coalition blocklist. The repository
has been discontinued as well so that the vetting process that was used to check these links
become unclear. The dataset for legitimate sites had 1 million URLs while the one for

phishing domains had 122,596 URLs.

Both datasets were morphed into two separate CSV files by creating one column for the
domains and one column named Malicious, the latter having a Boolean indicator on
whether each URL is malicious or not for each of the files. During the test run of the

domains, the two files were merged into one dataframe, which was then saved for later use.

4.2 Evaluation Metrics

To evaluate our proposed detection scheme, different metrics were considered, namely:
accuracy, precision, recall, and false positive rate (FPR). The accuracy is defined as the

ratio of correctly classified instances to the total number of instances. The precision is
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defined as the ratio of correctly classified positive instances to the total number of instances
classified as positive. The recall is defined as the ratio of correctly classified positive
instances to the total number of positive instances, also known as the True Positive Rate
(TPR). The FPR is defined as the ratio of legitimate links that are wrongly classified as

malicious.

4.3 Dataset Attributes Criteria

The main attributes considered in this project were the URL from the domain,
corresponding IP Address from the Wireshark dataset, the malicious status of the domains
and the IP addresses from the Snort alerts. To derive the counts for each scenario on which
the performance calculations were made. there was a matching of the corresponding IPs
with those from the Snort alerts given each malicious status. I used the following notations

for the key variables that were involved:

e dfl: asingle column dataframe from the Snort alerts file made by taking the Source
Address and Destination Address and appending them one after the other.

e df2: a 2-column dataframe containing the domain and the respective malicious
status value.

e df3: a 2-column dataframe made from extracting the Source and Destination
domains which are appended to each other along with their respective IP addresses.

e merged df:a3-column dataframe obtained by performing a left outer join between

df2 and df3 based on matching the domains in the two dataframes.
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To understand the criteria used for the performance calculations, the following metrics

were used for determining the confusion matrix:

True Positive (TP): this is calculated by the count of all instances where an IP in
merged df matches one found in dfl and the corresponding malicious value is

TRUE.

False Positive (FP): this is calculated by the count of all instances where an IP in
merged df matches one found in dfl and the corresponding malicious value is

FALSE.

False negative (FN): this is calculated by the count of all instances where an IP
in merged_df does not have a match in df1 and the corresponding malicious value

is TRUE.

True negative (TN): this is calculated by the count of all instances where an IP in
merged_df does not have a match in df1 and the corresponding malicious value is

FALSE.

4.4 Evaluation Procedure

The flowchart in Figure 4.1 illustrates the handling and processing of the data throughout

the experiment and the complete structure. It shows how the experiment was carried out

using a python program to run the headless Chrome considered the aforementioned two

datasets whose traffic are monitored by both Snort and Wireshark running in different

machines.
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Fig 4.1 Flowchart of the experiment

In the experiment, the two domain datasets were merged, the malicious status was added,

and the result was used for the headless Chrome requests under Snort and Wireshark

monitoring. The Wireshark and Snort data were then processed as described in Section

3.2, after which the domain data was left merged with the Wireshark IPs. The resultant

data were then utilized to check for matches of the IP address with the Snort alert IP

addresses; and for each of the evaluation criteria scenarios for the confusion matrix, a

count was recorded after which the confusion matrix was shown and the performance

metrics were calculated.
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4.5 Evaluation Results
Despite a few challenges, the proposed system managed to run and detect anomalies to a
certain degree. The first issue was with the discontinuation of a significant number of
domains, which not only shrunk the total number of URLs for testing to 588,766, but also
the outcome of the evaluation performance. The duplicity in the Wireshark and Snort-
detected traffic also heavily-influenced the outcome of the evaluation since some domains

were sharing the same IP addresses.

fowfabels = CofitetMisg Row Labels ~! Count of Classification
(http_inspect) INVALID CHUNK SIZE OR CHUNK SIZE FOLLOWED BY JUNK CHARACTERS 13233

ET POLICY DNS Query to DynDNS Domain * serveirc .com 2338 Potentially Bad Traffic 19035
(http_inspect) INVALID CONTENT-LENGTH OR CHUNK SIZE 1427

(http_inspect) NO CONTENT-LENGTH OR TRANSFER-ENCODING IN HTTP RESPONSE 911 Unknown Traffic 2842
ET TROJAN Possible Zeus GameOver/FluBot Related DGA NXDOMAIN Responses 674 .

ET POLICY DNS Query to DynDNS Domain *.servebeer .com 540 A Network Trojan was Detected 1197
ET MALWARE All Numerical .ru Domain Lookup Likely Malware Related 500 - s

(http_inspect) PROTOCOL-OTHER HTTP server response before client request 441 Misc activity 504
Phishing - Unicode Domain Spoofing 399 : s " ;

T POLICY DNS Query to DynDNS Dormain * servehttp com s |Potential Corporate Privacy Violation 118
ET POLICY DNS Query to DynDNS Domain *.serveftp .com 288 :

ET POLICY DNS Query to DynDNS Domain *.zapto .org 266 Attempted Information Leak 16
ET POLICY DNS Query to DynDNS Domain *.ddnsking .com 242 ) >

ET POLICY DNS Query to DynDNS Domain *.myvnc .com 238 Not SUSPICIOUS Traffic 1
ET TROJAN DNS Reply Sinkhole Microsoft NO-IP Domain 229 (bla n k)

ET POLICY DNS Query to DynDNS Domain *.hopto .org 224

ET POLICY DNS Query to DynDNS Domain *.servehalflife .com 186 Grand Total 23713
ET POLICY DNS Query to DynDNS Domain *.bounceme .net 182

Fig 4.2 Alert count using a) Balanced and b) Security IPS policy modes.

As shown in Figure 4.2, the different IPS policies played a part in the obtained outcomes.
However, the traffic captured in Wireshark showed some discrepancies between some of
the IP addresses for the clean URLs and the malicious ones, yielding the possibility of false
positives and false negatives. However, in the data pre-processing step, some actions were

taken to eliminate the duplicates and rows with empty fields in the traffic data.

The considered metrics were calculated as follows:

TP +T

e Accuracy = ——
Y = TP+TN+FP+F



e TPR= 12
TP+

e FPR= L%
FP+ TN

e Recall = TPR

e Precision =

TP
FP+ TP
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With the above criteria, it would be extremely difficult to differentiate each IP address

found in the Snort alerts. Because of the way pfSense Snort works, there was no clear and

effective method to install the pre-processors which allow the users to view the alerts using

resolved domain names instead of IP addresses without having to manually do it for each

entry. The results that were obtained are shown in Figure 4.4
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Fig 4.3 Confusion matrix for a) Balanced and b) Security IPS policy modes
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In Figure 4.3, it is observed that there is a slight difference in the total number of samples.

This is attributed to the fact that more packets were dropped in Balanced in order to
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maintain consistent detection speeds as opposed to Security IPS which had a slower the

response time.

The performance calculations were carried out in Google Colab for reliable speed in
processing the large Wireshark and domain datasets. Table 4.1 shows the obtained
performance measures. Despite achieving a remarkable 98% accuracy rate in both
instances, the results came with mixed sentiments owing to the significant low True

Positive Rates (TPR) of about 6% and 5% for Balanced and Security policies, respectively.

IPS Policy % TPR (Recall) | % FPR % Accuracy Precision%
Balanced 6.78 0.24 98.6 26.8
Security 5.56 0.24 98.7 21.8

Table 4.1 Performance measures for Balanced and Security policies

The FPR values were low in both cases, which was a benefit, however, the TPR values
were also low. This indicates that Snort could detect some malicious domains, but also
would have missed many. The low precisions for both cases had demonstrated the low
performance with the Security IPS mode having less efficiency compared to the Balanced
policy one. This might likely be caused by the fact that more rules were loaded into the
memory.

Given the results of this project, there are significant discrepancies in terms of existing
rules and Snort capabilities as opposed to properly classifying the malicious domains
before the attacks happen. Signature-based network IDPSs still have quite a journey in

addressing the dynamic climate of cyber threats; thereby the outlook on IoCs must be
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changed to address these challenges and focus on incorporating anomaly-based
architectures, which will analyse the effect of online interactions on the host machines and

networks on which they are connected.

4.6 Discussion

The implementation of this experiment was met with a couple of challenges. The Snort
performance was significantly contradictory, with a high level of accuracy and an inversely
low detection rate. The system’s rate of detection was affected by the network speed, packet
sizes [9], and the rate at which the domains were being opened. However, the system was
prone to false positives, which could be due to its high sensitivity. The false positives could
result in generating the unnecessary false alerts, which could lead to them being ignored or

dropped.

To improve the Snort performance, the following suggestions prevail:

1. Reduce the false positives: the system sensitivity can be adjusted to reduce the false
positives. This can be done by reducing the number of rules that are applied or
increasing the threshold of the generated alerts and changing the toggling IPS
policy to match the use case. This experiment could not go further due to the
crashing of Snort in an attempt to use the Maximum detection policy as opposed to
using the Balanced and Security modes. It should be noted that the latter is well

known for increasing the chances of generating false positives.

2. Use of machine learning techniques: intrusion detection can be improved by using

machine learning algorithms to identify the patterns of behaviour that are indicative
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of an attack. This would help in creating more specific rules that can properly detect

the anomalies [20].

. Increasing the TPR: the TPR for this experiment was low. Increasing it would mean
adding more rules that were disabled for this experiment, but that would mean some
packets will likely be dropped, skipped, or ignored due to the Snort high-memory
demand. This would demand for much more computing resources which was not

available for this experiment.

. Using Snort 3.0 could also be another progressive approach as it is deemed faster
and better than Snort 2.x, which is the available version in the pfSense packages as
of the period of the conducted experiment. Using the actual Snort software package
along with an Apache-based web GUI such as Modsecurity [17], the main takeaway
in this approach is the gimmicky nature of exporting and translating the
configurations and the rules from the older Snort 2.x versions to their most recent
counterparts. Another problem to be experienced would be that of having to go
through the process of manually doing the configuration without a GUI (which
makes it more difficult to track the changes made during the configuration) as the

existing connector only works for the data extraction and processing phases.
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Chapter 5: Conclusion and Future Work

5.1 Conclusion

Despite the overall high accuracy, our implementation fell short in correctly identifying a
significant amount of phishing domains. That being said, more focus is needed to work on
tweaks and improvement in the rule definitions as well as the performance robustness of
pfSense Snort. No upgrade for the IDPS package on the firewall has been made available
at the time of conducting this experiment, despite the fact that Snort has released newer

iterations than the one that is available on pfSense.

5.2 Future Work

Given the limited number of resources for the conducted experiment, a starting point for
improving the outcome of a GUI-based Snort will be having more powerful virtual
machines by way of a high-end desktop machine at one’s disposal. The availability of more
resources can reduce the likelihood of performance inconsistencies in certain situations
such as high-speed networks [20]. In addition, the use of more robust rules in paid

subscriptions of ET Pro and the official Snort rule sets could be of great importance [4][5].

However, with the rise of attacks and new ways of gaining access to the victims’ resources,
some rules can be a little behind; thus, integrating our proposed system with repositories
such as OWASP’s ModSecurity Core Rule Set (CRS) [7] would be ideal as its policy will
be based on OWASP’s Top Ten threats [8]., which has the potential to greatly increase the

accuracy, particularly the TPR since more well-defined rules will be in use. The authors in
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paper [20] presented a new trajectory in the development of IDPSs using machine learning
techniques and in the eventual process, integrating machine learning packages [21] into
firewalls such as pfSense could have a positive impact on pfSense Snort. Another method
to consider in rule management is the approach dealing with automatic rule generation
[54], but using such approach is contingent on the availability of the necessary machine

learning packages which are not presently available on pfSense.

True Positive Rate would need improvement by looking at new ways of writing rules that
are directed at analysing domain traffic based on information from Wireshark packet
traffic. The information can be utilised by analysing exported Wireshark packet CSV files
and deducing an aggregate of attributes of malicious domains that differentiate them from
legitimate ones through analytics and come up with key IOCs for the malicious websites

that are specific to particular network traffic patterns.
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