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ABSTRACT

The Internet of Things (IoT) technology has become a hot topic over the last decade
around the world. The availability of inexpensive components of IoT devices enables
a wide range of applications and provide smart environments. These devices perform
actuating and sensing tasks and identified through unique addresses. The IoT devices
are connected to the Internet and expected to use the Constrained Application Protocol
(CoAP) at the application layer as a main web transfer protocol. This protocol is a
general protocol and does not provide secure channels for transferred data. One of the
possible ways to provide security to this protocol is by using Datagram Transport Layer
Security (DTLS) protocol for authentication functionality as well as end-to-end security
to protect the transmission of sensitive information. In this project, we provide a brief
overview of the CoAP and DTLS protocols. We simulate the CoAP protocol without
security using the Contiki operating system and then we simulate the DTLS protocol
over CoAP. We make a comparison between the two experiments in terms of memory
footprint and power consumption since these two factors are the most concern factors

in constrained devices in any IoT environment.
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Chapter 1

Introduction

1.1 Motivation

Nowadays, billions of people use the Internet for surfing the web, using social networking
applications, sending and receiving emails, banking, shopping online, playing games and
many other tasks. In addition, the Internet has been used for controlling and managing
our lifestyle and making it easier. Imagine a world or a time where everything around
us, from smart tiny objects, smartphones, smart eyeglasses, smart homes, smart TVs,
air-conditioners, light bulbs, refrigerators, vehicles are connected to each other and to
the Internet. Also, they are controlled, monitored, and sometimes, actuating, interacting
among themselves, this is the world of the Internet of things (IoT).

It is believed that the Internet of Things will connect many of the objects around us to
the Internet. It will create an intelligent environment and will increase the quality of life
since it could be deployed in everything and will allow access from anyplace anytime.
The IoT will create smart environments including smart buildings, smart businesses,
smart transportations and smart cities. Moreover, the IoT technology is recognized as
one of the most significant areas of future technology, and it is grabbing the attention
of governments and researchers as well as industries.

The IoT enables a wide range of applications with potentially critical functions of
sensing and actuating which need to be secure. Sensitive data and information will
be collected by sensors, cameras, and other devices from different users, for instance,
companies, governments, hospitals and other users. Thus, security remains to be one of
the most sensitive issues given the danger if the system falls under attack. Because of
the combination of both objects and communication networks, the IoT applications can
be vulnerable in physical and cyber space.

The security of the IoT is still a big concern as all new technologies and services
depend on securing the information and protection of private data to success. Security
challenges occur in IoT at various levels due to the idea of this technology for many
reasons. First, most of the [oT communications are wireless, which could be vulnerable
to attack. Second, a huge number of nodes and amount of data exchanged. Third, some

of IoT applications will be vulnerable to physical attack. Finally, limited computation,



transmission and energy capabilities in most of the IoT components which lead to a

limited implementation of complex security schemes.

1.2 Project goal

The interconnection of highly heterogeneous devices in a Low power and Lossy Network
(LLN), as well as small devices that usually have 8-bit microcontrollers and a small
amount of RAM and ROM is a big challenge in providing security for the IoT. The
CoAP was designed by the Internet Engineering Task Force (IETF) [2] to be used in IoT
constrained devices as a web transfer protocol at the application layer. CoAP is an LLN
optimized version of the HT'TP designed for constrained environments to assure efficient
communication at the application level. The common approach to achieve security to the
Internet communications is by the Transport Layer Security (TLS) protocol. However,
TLS is not suitable for constrained networks as it needs a reliable messaging and high
power consumption. Therefore, multiple alternatives have been proposed to provide
the security requirements in constrained environments. The CoAP specification allows
either the use of the DTLS protocol or Internet Protocol Security (IPsec) to achieve
data integrity and authentication [2]. In this project, we will discuss the security of ToT

using the Datagram TLS protocol over CoAP.

1.3 Outline

This report is organized as follows. In Chapter 1, we provide motivation and the project
goal. In Chapter 2, an overview on the Internet of Things, the vision and concept
of 10T, its features and requirements. Chapter 3 presents the Constrained Application
Protocol (CoAP) providing its design and layers. Chapter 4 provides one of the methods
of securing CoAP by deploying the Datagram Transport Layer Security DTLS protocol
and explaining the handshake protocol and the method of securing the CoAP. Chapter
5 presents the simulation of CoAP and DTLS over CoAP (CoAPs) using Contiki-OS.

The last chapter will presents the conclusion of this project.



Chapter 2

Overview of Internet of Things

2.1 IoT Overview

The general concept of the [oT is not new, as it is related to the internet and its
applications, and to Information and Communications Technology (ICT), as well as
many other technologies, for instance, smart devices, sensors, embedded systems, and
wireless communications. The term Internet of Things was coined by Kevin Ashton in
1999 while working at Auto-ID Center at MIT [3]. The phrase IoT is used as an umbrella
keyword that covers different aspects related to objects or things and the Internet. Many
researchers and organizations have defined IoT from their point of view, and it is not
easy to have a definition that everyone agrees on.

In 2001, members of the same MIT group used IoT concept and explained their vision
of creating a smart world, defining IoT as: “an intelligent infrastructure linking objects,
information and people through the computer network” in the context of identifying and
tracking objects [4].

Later in 2005, the International Telecommunication Union (ITU) published a report
about the IoT and the development of new technologies that enables new forms of com-
munication between people and objects or things and between things themselves. The
ITU explained its vision about IoT “a new dimension has been added to the world of
information and communication technologies (ICTs): from anytime, anyplace connec-
tivity for anyone, we will now have connectivity for anything. Connections will multiply
and create an entirely new dynamic network of networks an Internet of Things”. Con-
nectivity will take on a new diminution “anytime, anywhere, by anyone and anything”

as illustrated in Figure 2.1 [1].

The IoT definition regarding to Coordination and Support Action for Global RFID
Related Activities and Standardization (CASAGRAS): “A global network infrastruc-
ture, linking physical and virtual objects through the exploitation of data capture and
communication capabilities. This infrastructure includes existing and evolving Internet
and network developments. It will offer specific object-identification, sensor and connec-

tion capability as the basis for the development of independent cooperative services and
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Figure 2.1: A new dimension to the telecommunication environment [1].

applications. These will be characterized by a high degree of autonomous data capture,

event transfer, network connectivity and interoperability” [5].

Another definition of IoT comes from the Cluster of European RFID Projects (CERP’s):
“a dynamic global network infrastructure with self-configuring capabilities based on stan-
dard and interoperable communication protocols where physical and virtual “things”
have identities, physical attributes, and virtual personalities, use intelligent interfaces,
and are seamlessly integrated into the information network” [6].

Based on the IoT concept, our vision of the IoT is a network infrastructure, that
links physical objects or things through the Internet in order to make an action to
the real world to reach common goals, and could be deployed in everything and will
allow access from anyplace and anytime. The IoT is built on three main pillars related
to the capability of objects which must have communication capability, computational

capability and may have interaction capability:

(i) Communication capability

Objects in IoT must have a minimal set of communication capability. What we
mean by this is not only a communication channel, but also everything related to

it, in order to make an efficient communication, such as, an address, identifier, and



name. The objects may have all these features or some of them.

(ii) Computational capability

Objects must have some basic or complex computational capability, in order to
process data and networks configurations. For instance, receive commands over
the communications channel, manage network tasks, save the status from a sensor,

activate an effector.

(iii) Interaction capability

The IoT technology may have an interaction capability in terms of sensing and
actuating. This can be done either by, sensors and/or effectors (actuators). Sen-
sors are things which sense or detecting the real world environment (e.g., light,
humidity, temperature, movement, voice, etc.). Effectors are things that change
or effect the real world such as, switches that allow you to trigger or to turn on/off

anything that can change the real word such as motors, beepers, cameras, etc.

2.2 10T vision and concept

From the above-mentioned definitions, there are some differences and different under-
standing of the IoT due to researchers background and organizations research interest.
However, most of them agree on the concept of the IoT, which is to have a smart world
by linking everything around us with the internet infrastructures to reach common goals.
With the phenomenon increase of technologies nowadays we can see the shift from typical
internet usage such as surfing the web and sending emails, to interconnecting physical
objects that communicate with humans and with each other in order to offer a particular
service.

The Internet of Things will create big businesses and non-businesses opportunities
to users, companies, manufacturers, and governments. Besides, various [oT applications
will be deployed in our lifestyle, for instance, health-care, home management, environ-
mental monitoring, security and surveillance while ensuring the privacy of information
and protection of exchanged contents. All these will bring tremendous benefits to the

society, public and privet sectors, as well as increase jobs opportunities in the future.



2.3 IoT features and requirements

Since IoT will deal with different applications, devices and has a number of ICT fields,

here are some of its significant characteristics that IoT need to support: [7] [§]

e Heterogeneity

One of the most important features of IoT is to deal and manage such a high level
of devices heterogeneity, which is expected to have different communication and

computational capabilities.

e Scalability

The IoT scalability refers to the ability to add new objects or devices, and services
to the IoT system without affecting the quality of existing services. As thousands
of objects are connected to the Internet every day, scalability issue is becoming
bigger and more challenging. Such a huge number of new devices and services with
heterogeneous resources will effect IoT scalability at communication level, naming

and addressing level, managing and mapping services.

e Self-organizing capabilities

[oT is expected to have self-organizing capabilities in order to minimize human
intervention, including a configuration autonomy, self-organization, and adaptation

to different scenarios, self-reaction, and processing of exchanged data.

e Energy-efficient solution

Reducing the use of energy is one of the important technique for IoT applications.
Since most of IoT objects will use wireless communication technologies, finding an
efficient and reliable energy solutions is extremely important. The solution must
be deployed in all IoT levels from designing level, to processing and communication

level.

e Security and privacy

Due to a high amount of data exchanged and the use of the Internet in all IoT
applications, it is important to ensure the privacy of all the information and data.
Securing devices and communications as well should be considered as a significant

matter in order for this technology to be used everywhere and anytime.



2.4 IoT architecture

The standardization of IoT architecture is still an open issue. IEEE has started a new
standard development project called IEEE P2413. This standard defines an [oT architec-
tural framework, including several IoT domains and the relationship and communication
between those domains. The work in this project is still in progress [9)].

Many architecture models have been proposed from different organizations and re-
searchers. Figure 2.2 provides the main and general model which consists of three-layer
architecture perception layer, network layer, and application layer [10] [11]. The defini-

tions of these layers are defined below:

Application layer

Network layer

Perception layer

Figure 2.2: IoT architecture

1. Perception layer: the perception layer can also be called physical layer. This layer
consists of physical objects or devices such as sensors, RFID system, meters, GPS
system. This layer basically collect identification or information depends on the

type of the sensor or the physical device.

2. Network layer: the network layer is also known as transmission layer. This layer
is responsible for interconnection and communication functions. The transmission
can be done through wired or wireless communication technologies such as Wi-Fi,
Bluetooth, 3G, ZigBee. Many transmission and security protocols can be deployed
in this layer such as: IPV4, IPV6, DTLS, IPsec. This layer should securely transfer
the data from the physical layer to application layer.

3. Application layer: the application layer provides and manages application services
for users needs. Many application protocols can be deployed in this layer such as
CoAP, and HTTP depends on the type of application and the IoT devices.



Chapter 3

The Constrained Application Protocol

3.1 CoAP Overview

The Constrained Application Protocol (CoAP) is a web transfer protocol at the appli-
cation layer intended to be used with constrained devices (e.g., low-power node, sensors,
switches or actuators) and constrained (e.g., low-power, lossy) networks. The Internet
Engineering Task Force (IETF) working group has designed this protocol to be used for
M2M applications, IoT objects and suitable for constrained devices that have limited
amount of ROM and RAM.

One design goal of CoAP is limiting the need for fragmentation by using small mes-
sage overhead. Moreover, this protocol suitable for constrained networks such as 6L.oW-
PAN which supports the fragmentation of IPv6 packets into small frames.

CoAP provides an interaction model similar to the client/server of HT'TP. Also, M2M
interactions result in implementing CoAP in both client and server rules. However, it is
designed to interface easily with HT'TP for integration with the web and ensuring other
requirements such as low overhead, multicast support, and simplicity for constrained

environments.

The main features of CoAP: [2]

— Constrained web protocol fulfilling M2M requirements.
— Asynchronous message exchanges.
— UDP binding with optional reliability supporting unicast and multicast requests.

— Low header overhead and parsing complexity.

Simple proxy and caching capabilities.

URI and Content-type support.

— A stateless HI'TP mapping, allowing proxies to be built providing access to CoAP
resources via HT'TP in a uniform way or for HI'TP simple interfaces to be realized

alternatively over CoAP.
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— Security binding to Datagram Transport Layer Security (DTLS)

Generally, CoAP architecture could be described as a two-layer approach: a message
layer and a request /response layer shown in Figure 3.1. The lower layer deals with UDP
and asynchronous technique, while the upper one manages the mapping between the
requests and responses using method and Response Codes. The next two sections will

present both layers.

Application

Requests/Responses

CoAP

Messages

ubP

Figure 3.1: CoAP protocol layers

3.2 CoAP Messaging model

The messaging model of CoAP is based on the exchange of compact messages over User
Datagram Protocol (UDP) between endpoints. Messages are transported, by default,
over UDP. However, CoAP can also be used over DTLS and other transports such as
TCP, SMS or SCTP. Messages are shared by requests and responses. Each message has

a message ID used to detect duplicated messages and for optional reliability.

CoAP defines four types of messages:

— Confirmable (CON): the confirmable message requires an acknowledgement re-

sponse from the receiver in order to provide a reliability functionality.

— Non-Confirmable (NON): the non-confirmable message does not require an ac-

knowledgement from the receiver.

— Acknowledgement (ACK): acknowledges the confirmable message.
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— Reset (RST): the reset is used instead of ACK in case that CON or NON cannot

be processed.

Reliability functionality can be provided by CoAP by marking a message as Con-
firmable (CON). The idea is that a CON message is retransmitted using a timeout until
the recipient sends ACK messages with the same message ID from the corresponding
endpoint. Figure 3.2 illustrates a reliable message transmutation with a message ID
example of 0x01d3. When a recipient is not able to process a CON message, it then

replies with an RST message instead of an ACK message.

Client Server

CON [0x01d3 ]

ACK [ 0x01d3 ]

Figure 3.2: Reliable Message Transmission

Unreliable messages can be sent with NON type message. These do not need to be
acknowledged, but have to contain message ID for detection in case of retransmission.
When a recipient fails to process NON message, server replies with RST. Figure 3.3

shows unreliable message transmission.

Client Server

NON [ 0x0173 ] J

| 1

Figure 3.3: Unreliable Message Transmission




3.3

Message format

12

CoAP messages are encoded in a binary format. The message format is shown in Figure

3.4.
0 8 16 32
Ver T TKL Code Message ID
- - - Token (if any) of TKL bytes - - -
- - - Option (if any) - - -
11111111 - - - Payload (if any) - - -

Figure 3.4: CoAP Message format

The message format starts with a fixed-size 4 bytes header that contains five fields

and d

efined as follows:

— Version (Ver): 2-bit unsigned integer. Indicates the protocol version number.

— Type (T): 2-bit unsigned integer. Indicates the message type CON (0), NON (1),

ACK (2), RST (3).

— Token Length (TKL): 4-bit unsigned integer. Indicates the number of bytes of the

Token field.

— Code: 8-bit unsigned integer. Indicates the status of a client and server request

and response.

— Message ID: 16-bit unsigned integer. Contains the Message ID that used to detect
message duplication as well as to match ACK/RST to CON/NON message types.

The header is followed by a variable-length Token value, used to match or correlate

requests and responses, which could be 0 to 8 bytes long, as given by the Token Length

field i

n the header.

Header and Token fields are followed by zero or more CoAP options. An option may

be followed by the end of the message or another option. Following the options, if any,

the optional payload take place. The payload is prefixed by a one-byte payload marker

(0xFF). The absence of this marker denotes a zero-length payload.
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3.4 CoAP Requests and Responses

The CoAP interaction model is acting in both client and server similar to the HTTP
client /server model as shown in Figure 3.5. CoAP requests and responses semantics are
carried in CoAP messages that include either a Method code or response code. The
CoAP requests are sent by a client to request an action on a resource on a server. The

server then sends back a CoAP response with a response code.

Figure 3.5: Client-Server model

3.4.1 Request Method Definitions

The client requests an action using a Method code on a resource which identified by
Uniform Resource Identifier (URI) on a server. The CoAP defines four different method
codes:

GET: retrieves information from a specified resource identified by the requested URI.

POST: Submits information to be processed to a specified resource. The output result
depends on the target resource, usually, results in the target resource being created or
updated.

PUT: requests that the resource identified by the URI be created or updated with
the carried information representation.

DELET: requests that the identified resource be deleted.

3.4.2 Response Code Definitions

The server sends back to the client a response code indicates the outcome of the request

process. There are three classes of Response code:

— Success 2.xx : This class indicates that the request has been successfully received
and processed. Here are some examples of response codes under this class: 2.01
Created, 2.02 Deleted.
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— Client Error 4.xx : This class indicates that the request from the client was not
valid or has an error. For example, 4.00 for a Bad request or 4.04 Not found this
response code is like the common HTTP 404 which indicate that the request is
correct but the server could not find the resource identified by the URI.

— Server Error 5.xx : This class indicates that the server has an error or incapable

of processing the request. For example, 5.03 Service unavailable.

A request is carried in a Confirmable or Non-confirmable message, the response to

the request has different scenarios:

1. Piggy-backed: when a request arrives at a server and if immediately available, the
response is carried in the resulting ACK message. Therefore, there is no need for
separate the acknowledgment and the piggy-backed response in order to save the

network resources. An example of piggy-backed response is shown in figure 3.6.
Client Server
CON [ 0x0c9b ]

GET / temperature
(Token 0x77)

ACK [ 0x0c9b ]
2.05 Content
(Token 0x77)

“23.5¢c"”

Figure 3.6: A GET Request with a Piggy-Backed Response

2. Separate response: when a CON request arrives and the server is not able to
response immediately to the request, it responses with an empty ACK. Thus, the
client can stop retransmitting the same request. An example of separate response

is provided in Figure 3.7.

3. Non-confirmable request and response: When a client sends a Non-confirmable
request, then the server response with a new Non-confirmable message. This type

of exchange is shown in Figure 3.8.



Client Server

CON[0x7a23]
GET / temperature
(Token 0x79)

ACK [ 0x7a23 ]

Time Passes

CON[0x7x11]
2.05 Content
(Token 0x79)

“23.5c”

ACK [ 0x7x11 ]

Figure 3.7: A GET Request with a Separate Response

Client Server

NON [0x91c3]
GET / temperature
(Token 0x78)

NON [ 0x71al]
2.05 Content
(Token 0x78)

“23.5¢c"”

Figure 3.8: A request and a Response Carried in NON-confirmable Message

15
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Chapter 4

DTLS-Secured CoAP

4.1 DTLS Overview

The Datagram Transport Layer Security (DTLS) is a protocol for securing network
traffic, defined by IETF. DTLS is similar to the Transport Layer Security (TLS) with
modifications to be used in datagram environments and to deal with unreliable transport
protocols, e.g., UDP. DTLS was designed to be as close to the TLS as possible. The
main changes due to lossy message transfer are: a) handling message loss, b) message
reordering c) message size. As the TLS being used for securing HTTP, the DTLS is used
for securing CoAP. The DTLS guarantees end-to-end security of different applications
by operating between the application and the transport layers. It consists of two layers,
the upper layer contains four subprotocols: Handshake, Change Cipher Spec, Alert, and
Application protocols. The upper layer interacts with the lower layer which contains
Record Protocol [12][13].

£

. ClientHello
Flight 1
HelloVerifyRequest .
< L Flight 2
. ClientHello
Flight 3
ServerHello, Certificate, CertificateRequest, ServerKeyExchange, ServerHelloDone .
< Flight 4
Flight 5 Certificate, ServerKeyExchange, CertificateVerify, [ChangeCipherSpec], Finished R
[ChangeCipherSpec], Finished Flight 6

Figure 4.1: DTLS Handshake Process

e The Handshake Protocol

The Handshake protocol is a series of exchanged messages between a client and a
server before any data transmission take place. This protocol is responsible for the

authentication and negotiation of security parameters to establish or resume secure
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sessions. The TLS Handshake messages must be transmitted in a defined order.
Therefore, this is incompatible with message loss and reordering. Whereas, DTLS
can be deployed over unreliable transport layer protocols. The DTLS should then
provide reliability to Handshake messages. This is done by adding two mechanisms:
a retransmission timers to handle message loss, and a message sequence number
within a handshake. This specific sequence number allows the receiver to quickly
determine the correct order of handshake messages. DTLS messages are grouped
in flights; each flight may contain a number of messages. Figure 4.1 illustrates the
DTLS handshake process.

e The Change Cipher Spec Protocol
The Change Cipher Spec on the upper layer of DTLS is used during the handshake

process to indicate that all subsequent messages should be protected using the just-

negotiated cipher spec and keys.

e The Alert Protocol

The Alert protocol is used to carry information about errors or warnings mes-
sages between two peers. The Application protocol refers to the protocol on the

application layer, e.g., CoAP.

e The DTLS Record Protocol

The DTLS Record Protocol used to handle data transport and to apply secu-
rity mechanisms. It protects application data by using security parameters and
keys generated during the handshake. The outgoing messages are fragmented,
compressed, and encrypted on this record layer and vice versa for the incoming

messages.

4.2 DTLS for CoAP security

DTLS is used over CoAP to provide end-to-end security. Just as TLS being used for
securing HTTP over TCP, Datagram TLS (DTLS) is used for securing CoAP over UDP.
DTLS is implemented between transport layer and application layer as in Figure 4.2.
As DTLS operated on top of the UDP protocol, the complexity of its implemen-
tation increased which requires mechanisms to provide reliability. To design a DTLS

version that can be used in constrained environments, it is important to minimize the
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Application

Requests/Responses

CoAP

Messages

DTLS

ubP

Figure 4.2: Abstract Layering of DTLS-Secured CoAP

code size, and the number of messages exchanged to get an optimized handshake pro-
tocol. As suggested in [14], where DTLS can be used in conjunct with CoAP to benefit
from the block-wise transfer feature by CoAP, designed to support the transmission
of large payloads which can be used to transport DTLS handshake messages. Figure
4.3 illustrates DTLS handshake protocol over CoAP with an example of a session ID
(/session/1234abced) to identify DTLS handshake session.

Figure 4.3 shows how the DTLS handshake works using CoAP, providing commu-
nication reliability by CON and ACK messages using CoAP block-wise transfer which
contain DTLS handshake messages as a payload. When the DTLS handshake session
has finished, the client can initiate the first CoAP request [2] [14].



CON POST uri/dtls

Payload: Client Hello

ACK 2.01 Created uri/session/1234abcd, CON

Hello Verify Request

ACK, CON POST uri/session/1234abcd

Client Hello
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Change Cipher Spec, Finished

ACK

Encrypted Application Data

A

Figure 4.3: CoAP protocol layers
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Chapter 5

Simulation and experimental results

The main goal of our simulation is to simulate the CoAP protocol without security
and then simulating the DTLS protocol over CoAP (CoAPs). Providing a comparison
between the two experiments in terms of memory footprint and power consumption
since these two factors are the most concern factors in constrained devices. We simulate
our experiment on Contiki-OS [15]. Contiki-OS is an open source operating system
for IoT; it connects tiny low-power, low-cost microcontrollers to the Internet. Contiki-
OS provides low-consumption Internet communication and supports many low-power
wireless standards. We used Cooja simulator provided by Contiki. It is a network
simulator where developers can test their applications on fully emulated devices before
running it on real hardware. First, we simulate the Constrained Application Protocol
CoAP without DTLS and then we simulate DTLS over CoAP (CoAPs) as shown in the

following two sections.

5.1 CoAP Simulation

The CoAP implementation in Contiki-OS is based on Erbium (Er) [16]. Er is a low-
power REST Engine for Contiki and become the official one for the operating system.
The sensor mote we used for this simulation is a Wismote wireless sensor which is
equipped with TT MSP430 low-power microcontroller, 16 KB RAM and 128 KB flash
Memory [17]. The first scenario we implement two motes in Cooja, a CoAP server and
CoAP client, we observe the motes output within Cooja.

The second scenario we implement a CoAP server and a Border Router mote. In
this simulation, we used Copper (Cu) instead of CoAP client to retrieve all servers
resources. Copper is a general browser for the Internet of Things (IoT) based on the
Constrained Application Protocol (CoAP). It is a user-friendly management tool used
for networked embedded devices. By integrating it into web browsers, which allows an
intuitive interaction to debug CoAP devices. Figure 5.1 illustrate Copper interface in
the web browser [18].

We can interact with CoAP server after entering the server URL and the CoAP
port (5683), and then, discover the available resources of the CoAP server by using the
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Figure 5.1: Retrieving CoAP’s resources from Copper’s interface

Discover button.

We can use the buttons GET, POST, PUT and DELET to interact with the server,
these CoAP methods has different usage, GET: Retrieve a resource, POST: Create a
resource, PUT: Update a resource and DELETE: Delete a resource. The REST engine
calls each resource at the server by a handler function to serve the client request. The

responses from the server will be displayed in the browser.

5.2 DTLS over CoAP (CoAPs)

DTLS protocol can be integrated with CoAP to provide end-to-end security. In this im-
plementation, we used the open source TinyDTLS and CoAP libraries [19]. TinyDTLS
supports the cipher suite based on Pre-shared keys (PSK) with the Advanced Encryp-
tion Standard (AES): TLS_PSK_-WITH_AES_128 CCM_8. We implement two Wismote
nodes in Cooja, a CoAP server and CoAP client, with an integration of TinyDTLS for
both server and client. We observe the motes output within Cooja and compare the
simulation result with the previous CoAP simulation.

The general interactions of data flow between DTLS and CoAP in both forward and
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reverse directions are illustrated in figure 5.2 and figure 5.3 respectively. In the forward
direction, CoAP packets are sent to DTLS module to add the security functionality.
There are two interfaces in this operation: DTLS receives normal data packets from
CoAP and then sends encrypted data to CoAP. Afterward, the encrypted packets are
sent across to UDP as shown in Figure 5.2.

In the reverse direction, the secured packets received from UDP are sent across to
DTLS for decryption then sending it back to CoAP as shown in Figure 5.3.
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Figure 5.3: Sending a DTLS decrypted to CoAP

5.3 Experiment Results

[oT sensor devices have limited memory, CPU and power resources. In our experi-
ment, we test the Constrained Application Protocol with and without security in con-
strained sensor nodes. In order to know the impact of deploying security mechanisms
on constrained devices, we test and compare the memory footprint as well as the power

consumption as shown below:

(a) Memory Footprint
The Internet Engineering Task Force group (IETF) classified constrained devices

with consideration of code size and data size as shown in Table 5.1. Therefore, it
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is important to know the code size and the data size for an application to measure
the memory usage. The difficulty of providing a secure communication increase

with limited resources. The classification of constrained devices is shown below:

Class 0 devices are very constrained nodes. They have limited memory and pro-
cessing capabilities and may not have enough resources to communicate securely
and directly to the Internet. Thus, they need a help of larger devices such as a
proxy or gateway to participate in Internet communications. Class 1 devices are
quite constrained nodes. They cannot easily use full protocol stack such as HTTP
or TLS. However, they are capable to use protocols that designed for constrained
nodes such as CoAP over UDP. In our implementation, we use Wismote node
which has 16 KB of RAM and 128 KB ROM and considered as a class 1 device.

Class 2 devices can support most protocols used in Internet communication [20].

Table 5.1: Classes of Constrained Devices

Name Data size (e.g., RAM) | Code size (e.g., Flash)
Class 0 << 10 KB << 100 KB
Class 1 ~10KB ~ 100 KB
Class 2 ~50KB ~250KB

The memory footprint is provided by the MSP430-GCC compiler. We obtained
the RAM and ROM by utilizing the MSP430-GCC size command of the firmware
files. Table 5.2 shows the require memory size for both server and client with and
without security implementation for Wismote sensor. Figures 5.4 and 5.5 show the
impact of deploying security for CoAP. The difference of the RAM size between
the two codes is about 30%. Whereas, the flash memory or ROM has increased
by approximately 59%.

Table 5.2: Memory Footprint

Node type RAM [bytes] | ROM [bytes]

CoAP Client 8210 44831
CoAP Server 8200 50224
CoAPs Client 11396 86583

CoAPs Server 11274 89737
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Power Consumption

Power consumption of an IoT or constrained devices is a critical concern since
most of the constrained devices have limited power resources. In our simulation,
we use Powertrace function, which uses the CPU time measured in clock ticks unit,
which is the time when the device used the CPU. This function has 94% accuracy

compared with real measuring instrument|21].

Table 5.3: Data from Powertrace for CoAP

ALLCPU | ALLLPM ALL TX ALL RX
4878 1305479 68 1278364
6218 1631725 68 1606044
7560 1957968 68 1933724
9003 2284112 136 2261336
10355 2610345 136 2589016
11718 2936569 136 2916696
13079 3262795 136 3244376
14440 3589020 136 3572056

Powertrace provides the usage time of ALL_CPU (the total number of ticks for
CPU in active mode), ALL_LPM (the total number of ticks in Low Power Mode),
ALL_TX (Transmit) and ALL_RX (Receive).
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Table 5.3 shows the printed values in four states of CoAP server node in the form
of the number of clock ticks. The values from Powertrace were printed every 10
seconds of the simulation. The time value for each component can be converted

to power with the following equation [21] [22]:

V x Z?Zl I; x Ticks;
Ticks per Second x Runtime

Power =

Where Ticks mean the difference between the number of clock ticks in two-time
intervals (e.g., in Table 5.3, to fined the Ticks value of ALL_CPU take the difference
between 6218 and 4878). We got the values of the current for each component for
CPU, LPM, TX and TR from Wismote datasheet which are 0.312mA, 0.026mA
33.6mA 18.5mA respectively. The voltage for this mote is 3V. The Ticks per
Second is the value of the hardware timer resolution of Wismote 32768 Hz [17].
The Runtime is the time interval of Powertrace in which we perform measurements

in every 10 seconds.

Table 5.4 provides the power consumption for each component and the average
power consumption of CoAP without security which is around 55mW. We did
the same measurements for CoAPs and the average power consumption is around
61mW. It is notable that the power consumption after deploying the security has

increased by around 10 %.

Table 5.4: Power consumption for CoAP (mW)

CPU LPM TX RX Total
0.0038276 0.0077659 0.0000000 55.5000000 55.5115935
0.0038333 0.0077658 0.0000000 55.5000000 55.5115991

0.0041219 0.0077634 0.0209180 55.4884827 55.5212859
0.0038619 0.0077656 0.0000000 55.5000000 55.5116275
0.0038933 0.0077653 0.0000000 55.5000000 55.5116587
0.0038876 0.0077654 0.0000000 55.5000000 55.5116530

0.0038876 0.0077654 0.0000000 55.5000000 55.5116530
55.5125678

From this simulation, the memory footprint showing a significant increase after deploying
DTLS over CoAP. Where the RAM increased by 30 % and the ROM increased by 59
%. Therefore, the code need to be optimized to improve the memory footprint as well

as the power consumption.
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Chapter 6

Conclusions

The Internet of Things is considered as one of the largest improvement to the existing
technology nowadays. It is extremely important to have a secure IoT system in order to
develop and improve this technology to be used in a large scale.

In this report, we address the fundamentals of the Internet of things and the key fea-
tures and requirements. Followed by the the Constrained Application Protocol (CoAP)
as it will be a significant part of IoT. We present an overview of the Datagram Transport
Layer Protocol (DTLS) which is one way of providing an end-to-end security for IoT
applications.

To study the effect of added functionality to original CoAP protocol, two attributes
were chosen, the memory footprint and power consumption. Simulation results show an
increase in both attributes with a significant increase in the memory footprint almost
doubled the size of the required memory. Thus, it is important to optimize the current
implementation of this protocol to have an efficient and reliable IoT devices with better

power consumption and memory footprint.
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