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ABSTRACT

We investigate deep learning based omni intrusion detection system (IDS) for super-
visory control and data acquisition (SCADA) networks that are capable of detecting
both temporally uncorrelated and correlated attacks. Regarding the IDSs developed
in this paper, a feedforward neural network (FNN) can detect temporally uncorre-
lated attacks at an F; of 99.967+0.005% but correlated attacks as low as 58+2%. In
contrast, long-short term memory (LSTM) detects correlated attacks at 99.56+0.01%
while uncorrelated attacks at 99.3+0.1%. Combining LSTM and FNN through an
ensemble approach further improves the IDS performance with F; of 99.684+0.04%

regardless the temporal correlations among the data packets.
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Chapter 1

Introduction

1.1 Context

Supervisory control and data acquisition (SCADA) is a well established industrial
control system (ICS) to automate/monitor processes and to gather data from remote
or local equipment such as programmable logic controller (PLC), remote terminal
units (RTU) and human-machine-interfaces (HMI), etc. SCADA became popular in
the 60’s for power plants, water treatment [1|, and oil pipelines [3], etc. A typical
SCADA diagram is shown in Fig. 1.1. The components connected by the blue line
is the high level structure of a SCADA system. The "SCADA" at the top layer
connects to the server and Modbus Gateway directly by using Eternet (TCP/IP) in
order to monitor and control the whole system. The high level is used for internet
connection and sends commands to the low level components connected by red lines.
The low level components are in charge of industrial operation and controlling. In
this Figure the low level components contains embedded controller, PLC and HMI.
Assuming this SCADA system is controlling a water tank system, the water pump
motor speed is controlled by a PID controller which loads on a embedded controller.
The PLC is receiving the water level values from the sensors and transfer this value
to SCADA through Modbus Gateway and the HMI. The HMI can translate the
received bytes value to readable values then people can read and monitor the water
tanks. The converter would transfer the commands from external user or internet
to control the water tanks. This is a typical working process of modern SCADA
system. However, the original SCADA did not have so many function. It only has

a few temperature sensors, and final control elements. It was trivial to maintain



and modify the system because of two reasons: Firstly, the protocols used by the
SCADA were mostly proprietary. Only a few experts who master those protocols
can make changes of the SCADA system. The second reason is that the access of
the SCADA is restricted. The technician should monitor the SCADA manually and
locally. Physical access control is secure enough as no internet was connected to
SCADA. With the evolution of industrial control system, common communication
protocols for SCADA were developed and the structure of SCADA are becoming
complicated and powerful. Distributed network protocol (DNP3), IEC 60870-5 and
Modbus. Modbus is a serial communication protocols published 1979 for controlling
PLCs. Modbus supports master-slave mode which is well suitable in SCADA system.
The HMI plays a role modbus master which sends commands to the slaves that
are normally PLCs or RTUs. The advantage of SCADA is that it’s easy to deploy
and to implement. Modbus has a few variants: Modbus/RTU, Modbus/ASCII and
Modbus/TCP etc. Modbus/RTU is primary used in used on asynchronous serial
data lines like RS-485. Modbus/ASCII can be seen on 7- or 8-bit asynchronous
serial lines. Modbus/TCP is encapsulated on the Ethernet which enables internet
connection. Modbus/RTU and Modbus/ASCII were implemented for a long time
and Modbus/TCP is a relatively new variant especially for internet connectivity.
The SCADA was secure because it wasn’t connecting to the internet. However, since
more and more SCADA systems are adopting its Modbus protocol over TCP and are
accessible via the Internet, SCADA are exposed to all of the cyberattacks that threats
TCP/IP protocols. In the mean while, security means were barely implemented.
The gaps between the security requirement and reality leads to dangerous SCADA
breaches. In 2010, Stuxnet [4] was spread over the world and damaged Iranian nuclear
power plants. Since then, the need for industrial network security became urgent.
To safeguard SCADA networks, an intrusion detection system (IDS) needs to be
implemented. IDS can be classified as two main categories: signature-based and
heuristic (anomaly)-based. One of the most famous signature-based IDS is Snort.
The signature-based IDS detects malicious activities by matching specific patterns.
The patterns are also called signatures. Security researchers analyze the malware
and threats to find the signatures. One primary way to analyze the threat is reverse
engineering. Reverse engineering is a process by which a man-made object is decon-
structed to reveal its designs, architecture, or to extract knowledge from the object.
In the security fields, the object is normally malicious software. By diving into the

source code of the malware the researcher learns how the malware injects, propa-
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Figure 1.2: Signature-based IDS workflow

alert tcp SHOME_NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"Win32.Downloader.Ursu - Downloading Malicious File™; flow:established from_client;
dsize:<60; content:"GET"; http_method; content:"/download/updater.exe”; fast_pattern; hitp_uri: content"Accept|3a|"; hitp_header; content:!"Referer|3al";
http_header; content:"User-Agent|3al|™; http_header; content!"Connection|3al"; hittp_header; pcre:"/GETx20VdownloadVupdater.exe\x20HTTPV1\.1
w0dx0aHostk3awx20/"; reference:nokia,MSIL; classtype:Downloader; sid:519112050; rev:1;)

Figure 1.3: Signature example

gates exploits the victim hosts. Another common method to find signature is more
straightforward. The researchers run the malware in an isolated sandbox which is
normally a virtual machine to generate malicious network traffics. By distinguishing
the malicious patterns from the normal traffics, the researcher find the signatures of
the malware. Both of these methods, however, requires the expert domain knowl-
edge of security and reverse engineering. Another drawback is the signature-based
IDS cannot detect unknown threats. The process of signature-based IDS is shown in
Fig. 1.2. An example of Snort signature is shown in Fig. 1.3. In this example, the sig-
nature detects the malware by matching the HT'TP headers of each single out-going
HTTP traffic packet. The first thing that the signature matches is the packet size as
"dsize". In this case the signature only looks at the traffic whose size is less than 60
bytes. This is an effective way to prevent false positive. Then the signature would
look at the the HT'TP method headers. A packets whose HT'TP header is GET and
URI is "download /update.exe" without HTTP referer would be labeled as malicious
traffic. One drawback of this may lead to false positive as the URI is pretty common.
Even if the signature restricted the size of the traffic, it is still possible being trig-
gered by normal traffic. Generally, the malware would do post exploitation such as
sending system information to command and control (CC) servers after landing the
victim’s computer. If the IDS is capable to detect correlation between landing and
post exploitation instead of only looking at each single packet, the IDS may decrease
the false positive rate. An anomaly-based IDS [20] overcomes these challenges by

introducing machine learning to identify attack patterns from data. Machine learning



can be classified as supervised learning and unsupervised learning.

Supervised learning algorithm relies on the ground truth label of the data. The
function of supervised learning algorithm is mapping from the data instances to the
labels. In this process, the label would involve and guide the supervised learning
algorithm to build the mapping. Supervised learning algorithm normally address two
types of problem: Regression and classification. Regression problem is mapping a
data instance to a target value. Classification is mapping the data instance to a
target class.

Unsupervised learning does not require the involvement of labels. Instead, un-
supervised learning is seeking the insight of data instances. So the problem for an
unsupervised learning algorithm to solve is clustering. Clustering is a task that groups
a set of data instances which are similar or in a same group. A typical example of
unsupervised clustering algorithm is Kmeans clustering. Unsupervised learning is
widely used in anomalous detection in cyber security area. The reason is that it’s
hard to obtain the ground truth of the network traffics. However, a disadvantage of
unsupervised learning algorithm is the high false positive rate as the unsupervised
learning does not have the knowledge of ground truth.

Recurrent neural network (RNN) is a class of artificial neural network which has
the capacity of exploring correlations of between nodes of the neural network. Long-
short term memory (LSTM) is one of the typical RNN. LSTM cells (neurons) are
designed to transfer information from the previous cells to the upcoming ones. This
advantage makes LSTM perfectly suitable for detecting correlated attacks. Based on
the experiments, however, LSTM is not the most ideal model because of the limitation
of detecting uncorrelated attacks. To address this problem, we propose an ensemble
learning model in the thesis.

Thus, the main purposes of this thesis are:
1. Research deep learning models that can be used to for temporal dependence.

2. Implement IDS that is able to embed deep learning models for online anomalous

detection.

3. Compare the performance of various machine learning models



1.2 Research Problem

Internet of Thing (IoT) is one of the most promising industry fields due to the conve-
nience it brings to people. With the highly developed 5G, embedded systems and ma-
chine learning, IoT could be extremly powerful and helpful [10]| as shown in Fig. 1.4.
IoT can be used on autonomous driving [11], health care [44], wearables and in-
dustrial automation. However, the security of IoT was overlooked. Losses can be
caused by the exploitation of IoT security vulnerabilities. As a subset of [oT system,
SCADA is also facing the same problem and urgently to be solved. Specifically, the
micro-controllers in SCADA system are in a low computation capacity which makes
it vulnerable to DoS attacks. Unfortunately, traditional signature based IDS does not
have an effective way to address this problem. The common method of detecting DoS
attack in signature-based IDS is setting threshold of the suspicious packets. However,
this method will lead to a high false positive rate. Therefore, a noval method with
capacity to automatically and accurately identify DoS attacks is required.

In this thesis the attacks are classified into two categories: correlated and un-
correlated. Correlated attacks is launched by sending multiple legitimate traffic and
uncorrelated is performed by single packet. DoS attack can be seen as a correlated
attack. In order to detect the patterns of a correlated attack, the algorithm should
have the capacity to find the correlated patterns. Most of machine learning algo-
rithms such as logistic regression and neural network can only find the patterns of

each individual packet instead of a sequence.

1.3 Contributions

In this thesis three types of machine learning algorithms: Feed-forward neural net-
work, LSTM network and ensemble learning are proposed to address the detection of
both uncorrelated and correlated attacks including DoS attack and MITM attack in
SCADA system using Modbus/TCP protocol. Two types of implementation of LSTM:
Many-to-Many (MTM) and Many-to-One (MTO) are proposed and compared. An
ensemble learning model combines the strength of the FNN and LSTM is implemented
and obtain a perfect result. In order to test the performance of the machine learning
algorithms, three labeled data sets that contain various attacks are generated. These
data sets are created from the SCADA testbed developed by L. Zhang at [30]. These

data can be used future analysis of machine learning algorithms.



Figure 1.4: Internet of Things



1.4 QOutline of the thesis

The outline of this report is organized as below:

1.

2.

Chapter 1 illustrates the introduction of the thesis.

Chapter 2 discusses the SCADA security risk and the anomaly-based IDS
Chapter 3 discusses the SCADA system and the data synthesis method
Chapter 4 illustrates the implementation of Anomaly-based Framework
Chapter 5 is the machine learning algorithms embedded into the IDS framework
Chapter 6 is the evaluation and results of the model

Chapter 7 is the conclusion and future work



Chapter 2

SCADA security and anomaly-based

detection

2.1 Deep learning overview

Deep learning is a subset of machine learning in artificial intelligence (AI). The deep
learning also has two types: supervised and unsupervised. The representative of unsu-
pervised deep learning algorithm is deep belief network (DBN) [16]. The supervised
deep learning algorithms include RNN, convolutional neural network (CNN). RNN
and CNN are widely used in applications of computer vision [5|, machine transla-
tion [6], etc. Deep learning started to be popular since ImageNet Visual Recognition
challenge in 2012 where the AlexNet in [5] implemented by a deep CNN achieved
the best performance. Deep learning models normally contains more hidden layers
and complicated structures which enables deep learning model to see tiny elements
of the object such as the smaller pixels of an image. This capacity brought by deep
learning models incredibly increases the ability of pattern recognition. Fig. 2.1 is an
application of object detection and segmentation. The author of this paper propose
a Regionl-CNN (R-CNN) method to perform real-time object detection.

Except for the application on computer visions using CNN, deep learning also
covers the field of natural langauge processing (NLP) using RNN. Unlike detecting
the object on the image, NLP problems require that the model to understand the
context of the sentences. In cyber security area, the context the relationships between
the network traffics. The details of RNN and its application on security fields would
be illustrated in Chapter 2.4
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Figure 2.1: CNN in object detection [47]
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2.2 Attack Classification

In order to test the performance of the machine learning models, attacks are required
to generate malicious traffics. In this thesis we classify the attacks into two categories:

uncorrelated and correlated.

2.2.1 Uncorrelated attack

Uncorrelated attacks can be reflected by single network packet. For example, a buffer
overflow exploit sends a string whose size is much larger than normal to an application
in order to inject malicious codes. The IDS can directly identify the packet containing

exceptionally long input as malicious.

2.2.2 Correlated attack

On the contrary, the correlated attacks can only be recognized by looking at multiple
packets. SYN flood attack is a typical example. SYN flood attacks exploit the
vulnerability of TCP 3-way handshake shown in Fig. 2.2. Sender sends a SYN packet
at the beginning of the TCP session. The receiver would response a SYN/ACK
packet back to the sender in order to show that the receiver received the SYN and
be able to talk. Once the sender receives the SYN/ACK from the sender, the sender
would send a ACK and start to transfer information. This is TCP 3-way handshake
process. If the sender only sends SYN but not response to the SYN/ACK sent by
the receiver, the receiver would keep sending SYN /ACK till the receiver hears a ACK
back or the timer is out. This would take too much resources to wait for the response.
An attacker sending thousands of SYN without response would crash the receiver’s
server. Looking at each single packet, however, is not able to find this attack because
the packet is either normal SYN or SYN/ACK packet. The SYN flood attack belongs
to Denial of Service (DoS) attack. Another correlated attack is Man-in-the-middle
(MITM) attack illustrated in Fig. 2.3. The hacker is the man in the middle of two
communicating parties. The traffic sent by the senders would be delivered to the
hacker first and the hacker would retransmit the traffic to the receivers in order to
pretend that the two parties are communicating normally.

The traffic of MITM attack are shown in Fig. 2.4. The SCADA keeps exchanging
information between PLC and Modbus Master. But when the system is under MITM

attack the packets would retransmmit again and again.
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10 0.000065 10.0.0.3 10.0.0.4 Tcp 66 [TCP Dup ACK 9#1] 54690 - 562 [ACK] Seq=1804154949 Ack=37175151 Win=229 Len=0 TSval=870847 TSecr=8372,
11 0.000041 10.0.0.3 10.0.0.4 TcP 66 54691 ~ 502 [ACK] Seq=1380094491 Ack=2577804377 Win=229 Len=0 TSval=870847 TSecr=837234
12 0.000090 10.0.0.3 10.0.0.4 TP 66 [TCP Dup ACK 11#1] 54691 — 502 [ACK] Seq=1380094491 Ack=2577804377 Win=229 Len=0 TSval=870847 TSecr=8,
13 0.100031 10.0.0.3 10.0.0.4 Modbus. 81write Multiple Query: Trans: 34102; Unit: 1, Func: 16: Write Multiple Registers
14 0.000054 10.0.0.3 10.0.0.4 Modbus. 78 Read Holding Re. Query: Trans: 34102; Unit: 1, Func: 3: Read Holding Registers
15 0.000154 10.0.0.3 10.0.0.4 cp 81 [TCP Retransmission] 54690 - 502 [PSH, ACK] Seq=1804154949 Ack=37175151 Win=229 Len=15 TSval=870872 T.
16 0.000085 10.0.0.3 10.0.0.4 TcP 78 [TCP Retransmission] 54691 ~ 502 [PSH, ACK] Seq=1380094491 Ack=2577804377 Win=229 Len=12 TSval=870872.
17 0.000341 10.0.0.4 10.0.0.3 Modbus. 78 Write Multiple .. Response: Trans: 34102; Unit: 1, Func: 16: Write Multiple Registers
18 0.000057 10.0.0.4 10.0.0.3 Modbus. 77 Read Holding Re.. Response: Trans: 34102; Unit: 1, Func: 3: Read Holding Registers
19 0.000051 10.0.0.4 10.0.0.3 TP 78 [TCP Retransmission] 562 - 54690 [PSH, ACK] Seq=37175151 Ack=1804154964 Win=453 Len=12 TSval=837259 T.
20 0.000057 10.0.0.4 10.0.0.3 TcP 77 [TCP Retransmission] 502 — 54691 [PSH, ACK] Seq=2577804377 Ack=1380094503 Win=453 Len=11 TSval=837259.
21 0.000071 10.0.0.3 10.0.0.4 TP 66 54690 ~ 502 [ACK] Seq=1804154964 Ack=37175163 Win=229 Len=0 TSval=870873 TSecr=837259
22 ©.000069 10.0.0.3 10.0.0.4 Tcp 66 [TCP Dup ACK 21#1] 54690 - 562 [ACK] Seq=1804154964 Ack=37175163 Win=229 Len=0 TSval=870873 TSecr=837.
23 0.000001 10.0.0.3 10.0.0.4 TcP 66 54691 ~ 502 [ACK] Seq=1380094503 Ack=2577804388 Win=229 Len=0 TSval=870873 TSecr=837259
24 0.000094 10.0.0.3 10.0.0.4 Tcp 66 [TCP Dup ACK 23#1] 54691 - 502 [ACK] Seq=1380094503 Ack=2577804388 Win=229 Len=0 TSval=870873 TSecr=8,
25 0.100050 10.0.0.3 10.0.0.4 Modbus. 81write Multiple Query: Trans: 34103; Unit: 1, Func: 16: Write Multiple Registers g

> Frame 1: 81 bytes on wire (648 bits), 81 bytes captured (648 bits)

» Ethernet II, Src: Vmware d1:8d:4d (@0:0c:29:d1:8d:4d), Dst: Vmware d7:ea:ec (0:0c:29:d7:ea:ec)

» Internet Protocol Version 4, Src: 10.6.0.3, Dst: 10.0.0.4

» Transmission Control Protocol, Src Port: 5469, Dst Port: 562, Seq: 1804154934, Ack: 37175139, Len: 15
» Modbus/TCP

» Modbus

arp.pcap Packets: 460 - Displayed: 460 (100.0%) Profile: Default
(XA ke layed: file: Default

(b)
Figure 2.4: (a) Normal Traffic (b) MITM traffic

2.3 SCADA exploits and Intrusion detection

Traditionally, signature-based IDS is the mainstream to detect SCADA attacks. It
identifies specific patterns from traffic data to detect the malicious activities and can
be implemented as policy rules in IDS software such as Snort [12, 13]. [17] investigates
a set of attacks against Modbus and designs rules to detect attacks. [18| proposes
a state-relation-based IDS (SRID) to increase the accuracy and decrease the false
negative rate in denial-of-service (DoS) detection. However, these detection methods
are sophisticate and only valid for specific scenarios. Overall, as discovered in the
previous research, signature based IDS is only efficient at finding known attacks and
its performance relies heavily on the experts’ knowledge and experiences.

An anomaly-based IDS [20] overcomes these challenges by introducing machine

learning to identify attack patterns from data. It is also widely used in other applica-
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tions such as mobile data misuse detection [21], software [22] and wireless sensor secu-
rity [23]|. Several machine learning algorithms are proposed to develop anomaly-based
IDS. Linda et al. [25] tailored a neural network model with error-back propagation
and Levenberg-Marquardt learning rules in their IDS. Rrushi and Kang [26] combined
logistic regression and maximum likelihood estimation to detect anomalies in process
control networks. Poojitha et. al. [27] trained a feedforward neural network (FNN) to
classify intrusions on the KDD99 dataset and the industrial control system dataset.
Zhang et. al. |28] used support vector machine and artificial immune system to iden-
tify malicious network traffic in the smart grid. Maglaras and Jiang [29] developed a
one-class support vector machine module to train network traces off-line and detect
intrusions on-line. All these machine learning algorithms are excellent in observing
the pattern of attacks from the in-packet features. None of them, however, takes into
account of the temporal features between packets and thus will not perform well on
attacks such as DoS which has strong temporal dependence.

DoS attacks are among the most popular attacks to slow down or even crush the
SCADA networks. Most of the devices in SCADA operate in low power mode with
limited capacity and are vulnerable to DoS [30]. Up to date, various DoS types,
including spoofing [32], flooding and smurfing [33], etc., have been reported. Among
all types of DoS, flooding DoS is widely-exploited where hackers send a massive
number of packets to jam the target network. In [34], the author exploits TCP
syn flooding attack against the vulnerability of TCP transmission using hping DoS
attack tool. Flooding DoS, along with all other DoS, is difficult to detect because the
in-packet features extracted from each data packet may not display any suspicious
pattern [35].

Similar to DoS, man-in-the-middle (MITM) is another attack that is hard to
detect from observing the in-packet features. It will be more efficient to detect them
by observing the inter-packet patterns in time domain.

One attack script is implemented by Linux shell script to generate both attacks
and normal traffic randomly. The imbalance of the attack and normal traffic are
approximately 60%-40% in order to avoid bias on the offline training of the machine
learning models. The attacks generated from the scripts consist of both correlated
and uncorrelated attacks.

Anomaly-based IDS on DoS and MITM becomes popular along with the ad-
vances of machine learning. For example, in [36], an auto-associative kernel regression
(AAKR) coupled with the statistical probability ratio test (SPRT) is implemented to
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|

Figure 2.5: Difference between RNN and FNN

detect DoS. The result is not satisfactory because the regression model does not take
the temporal signatures of DoS into consideration. In [37], FNN is used to classify
abnormal packets in SCADA with 85% accuray for MITM-based random response
injection and 90% accuracy for DoS-based random response injection attacks but
12% at Replay-based attacks. The author exploits various attacks including DoS and
MITM in the testbed built in Modbus/RTU instead of Modbus/TCP. In [39], the
authors propose one-class support vector machine (OCSVM) combined with k-means
clustering method to detect the DoS. They set flags on every 10 packets to reflect the
relationships of time series. But the handcrafted features can be easily by-passed by
expert attackers. Besides supervised learning, unsupervised algorithms such as auto-
encoder are also widely used for its comparative advantages on unknown attacks

detection [38]|. Here, one of such algorithms [14] is implemented for comparison.

2.4 Recurrent neural network

Recurrent neural network (RNN) is a class of deep neural network that connects nodes
along a temporally correlated sequence. The difference between neural network and
RNN is that RNN has the capacity to find the correlations in a sequence. As shown
in Fig. 2.5. Each square represents a neuron of neural network. The left side are
the neurons for FNN and the right side are the neurons for RNN. The input of the
neurons are the data samples and the output of the neurons are the predicted classes.
The FNN neurons are independent to others while the RNN neurons are correlated
to others. In this figure this is a directional RNN. Also there is bi-directional RNN |[§]
whose neurons can deliver information to both previous and next neurons.

RNN is a widely-used sequence model. In [7] the author conbines RNN and
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Figure 2.6: IDS Alert

multi-task learning to do text classification. RNN and CNN are combined in [9] to
classify the handwrite dights in MNIST dataset. The typical RNN are LSTM [49]
and GRU [50]. RNN is also widely adopted in security area. In [45, 46| the author
use LSTM to detect distributed denial of service (DDoS) attacks. The reason of
choosing LSTM is because DDoS attack is a correlated attack. In [43], the author
uses bidirectional LSTM autoencoder to perform anomaly detection. However, RNN
on SCADA especially on Modbus/TCP still need to be explored.

2.5 1IDS

IDS is shown in Fig. 2.6. IDS generates alerts for MITM attack whose index is 8.
The alert contains the timestamp of detection and the types of attacks for every 10
consecutive packets. Not only shown in the command interface, the IDS would also
log all of these information to a csv file. The workflow of IDS is shown in Fig. 2.7. The
PyShark plays a role of traffic decoder. The decoded packet would be processed in
order to fit the requirement of the input of the machine learning models. The machine
learning models are the detection engines which would automatically generate alerts
for the anomalous behaviors. All of the packets would be eventually saved as log files.
The source code of the IDS can be found at appendix.

To verify the performance of RNN on the anomalous detection, an IDS embedding

the trained deep learning models is required. But no open source IDS combined with
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deep learning models is available. Therefore, a prototype IDS is implemented. The

IDS should have the following features:

1.

An inline sensor that collects the network traffics.

. A parser that extracts features from Modbus/TCP traffics.

. A processor that is able to raise alerts when detecting anomalous behaviour.

Be able to embed deep learning models as engines for anomalous detection.
Log all of the information above to CSV files for future training and verification.

The IDS should be easy to deploy on the testbed. Also it is low cost when it’s

operating on a personal computer.

The IDS should be easy to update or replace machine learning models.
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Chapter 3

SCADA Testbed and Data Synthesize

3.1 Testbed introduction

Our IDS is tested on a simulated SCADA testbed. A simulated network has the
advantage of being easy to maintain, change and operate and is less costly than a real
device network. A software testbed, which simulates a SCADA industry network and
emulates the attacks was built by L. Zhang [30] on the basis work of T. Morris [52].
In the past, several preliminary researches on SCADA security had been conducted
on this testbed [53, 54]. The attack target is a simple SCADA network, consisting
of two tanks using Modbus over TCP. The liquid level of the tanks is controlled by
pumps and measured by sensors via Modbus control information. The purpose of
this network is to attract hackers and study possible defense methods. Such a system
is called Honeypot, as it fools the attacker while exploiting his behaviour. This tank
system is developed by the MBLogic HMIBuilder and HMIServer toolkit [55] and has
been extended by L. Zhang in [30]. The HMI’s purpose is to pull data from the sensor
or send the desired pump speed to the motor periodically. The back end of the HMI
is a PLC while the front end is a web browser.

As this system is simulated, we make use of four virtual machines as shown in
Fig. 3.1. The SCADA system runs on a Modbus master and several slaves. On a
virtual host called Nova the HMI is deployed, thus we refer to this host as Modbus
master. In order to extend the network, some Modbus slaves such as PLCs are
simulated by the HoneyD software [56]. This will provide a more realistic Honeypot.
The role of a Modbus slave is to process commands from the master by pulling sensory

data about the tank system from the PLCs and sending it back to the master.
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Figure 3.1: Testbed architecture [30]

The data needed to feed the neural network is generated by an attack machine
using a virtual host named Kali. Kali is a Debian-derived Linux host used for pene-
tration testing and features many attack and defense tools. Additional to the message
exchange between the Modbus master (Nova) and its slaves we can launch normal
traffic mixed with various attacks from Kali. A command line tool, Modpoll [57], is
used to send Modbus instructions to the PLC which controls sensible tank system
variables. An example Modpoll instruction which sends a pump speed of 5 to the

system looks like this:
$ modpoll —0 —r 32210 10.0.0.5 5

The command addresses a simulated PLC with an IP address of 10.0.0.5 and a
register address which contains either a threshold value (register 42212 - 42215), the
current pump speed (32210) or the tank level (42210,42211), measured by the sensors.
The threshold has 4 types: HH, H, LL, L. If the water level is higer than HH or lower
than LL, the SCADA would generate an alert. If the water level is higher than H or
lower than L, the SCADA would generate a warning. the Modpoll will send Modbus
requests with function code 16 to attempt a write action to the specified registers.
By modifying the pump speed the attackers can exceed the allowed tank level and

create serious damage to a system. A script on Kali will randomly choose between
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Figure 3.2: Kali

these normal or malicious Modbus instructions and will launch a Modpoll instruction
with another randomly chosen parameter. This will ensure desired distribution of
attack /non-attack data.

The traffic will be recorded by the fourth virtual machine referred to as “Defense
Wall”, which operates in the bridge mode and thus is invisible to the attacker. With
PyShark we capture the traffic between Nova and Modbus slaves and between the
attacker machine Kali 3.2 and the PLCs. During this process we can label each packet

as malicious or normal.

3.2 Features extracted from the data packets

In our testbed, we use a self-developed IDS installed on “Defense Wall” to extract 19

features from each data packet captured. They are listed below:
1. Source IP address;
2. Destination IP address;

3. Source port number;
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4. Destination port number;
5. TCP sequence number;
6. Transaction identifier set by the client to uniquely identify each request;
7. Function code identify the Modbus function used;
8. Reference number of the specified register;
9. Modbus register data;
10. Modbus exception code;
11. Time stamp;
12. Relative time;
13. Highest threshold;
14. Lowest threshold;
15. High threshold;
16. Low threshold;
17. Pump speed;
18. Tank 1 water level;
19. Tank 2 water level.

Here, the “Relative time” represents the time in seconds for packets relative to the
first packet in the same TCP session. To reduce the periodicity of this feature, we

reset it to zero when “Relative time” reaches 3,000 seconds.

3.3 Feature Normalization

Feature normalization is an essential part of feature engineering. The range of feature
values varies wildly which increases the difficulty to optimize the losses. For example,
two samples x; and x5 in a same class are fit into a neural network. The range of value

of z1 is (0,1000) and the range of value of x5 is (0,1). As both of these two samples
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shares the same weights of neural network, the output classes of the neural network
might be totally different. However, the ground truth is that the two sample are in the
same class. Then the loss would increase because the classifier made wrong prediction.
Therefore, the value of data samples are expected in a small range. The function of
feature normalization is rescaling the value of features. Gaussian distribution is an
expected value distribution which is suitable for neural networks. Two commonly

method are used for feature normalization: min-max and feature scaling.

3.3.1 Min-max normalization

Min-max normalization uses the minimum and maximum value of a feature to rescale

the value to range [0,1]:
,  x—min(z)

x (3.1)

"~ max(z) — min(x)
Where 2’ is the re-scaled feature from x, min(z) is the minimum value and maz(z)
is the maximum value in the feature.

The advantage of min-max normalization is that it is easy to understand and easy
to calculate. Also the value of each feature can be ranged to [0,1] which is convenient
to neural networks. The drawback of the min-max normalization is it cannot handle
outliers well. if the difference between minimum value and maximum value is too

large, the scaled value distribution might be either left skewed or right skewed.

3.3.2 Feature scaling

To overcome the drawback of min-max normalization, In our IDS, we adopt feature

scaling of each feature x in the dataset according to

P — (3.2)

Oz

where T and o, are the mean and standard deviation of original feature x and z’ is
the re-scaled feature from x with zero mean and unity variance which is a normal

distribution.
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3.4 Feature Impact and analysis

As an artificial dataset, the impact of the features should be illustrated concretely
to avoid the existence of dominant features. The feature analysis, however, could be
trivial and obfuscated since the structure of deep learning models are complicated.
Normally, researchers could perform cross validation on the features. Concretely,
one or more features are removed from the data during training and testing. If
the performance of the machine learning model is not affected after removing the
specific features, those features could be seen as unessential. On the contrary, if the
performance of the model drops or increases sharply, the feature could be seen as
important features.

Another method to evaluate the impact of the features is plotting the weights of
input layer. The input layer connects to the data features directly. From the norm
of the weights |WW| we have the summation of the weights. The greater the value of
the weight is, the feature is more important.

Fig. 3.3 shows the difference of feature impact between correlated and uncorre-
lated attacks. In uncorrelated attacks, the feature "exception code (10)", "Relative
time (12)", "sequence number (5)" related to the sequence information has a few
contribution to the classification while the feature 8, 9, 16, 17 which related to the
SCADA environment achieve high values. The situation is totally on the contrary of
correlated attack where the "timestamp" (11) feature is the dominant feature. This
is under expectation as the correlated attacks detection rely on the time information.
Based on the above discussion, the weights of the feature can reflect the importance
of the features. Fig. 3.4 is the weights of input layer of models trained by online
testing dataset. Online testing dataset contains both correlated and uncorrelated at-
tacks. From this figure we can see that the 12th feature: Relative time has the least
value of the summation. The results in Table. 5.4 illustrates that the remove of fea-
ture "Relative Time" does not affect the performance of the models of online testing.
Fig. 3.4b illustrates that the FNN weighted SCADA environment features (feature
13-19) instead of the time-related features (8-12). This can explain why FNN does
not have the capacity of correlated attack detection. On the contrary, the difference
between time related features and SCADA environment feature is not too much. This

enables the ability of detecting correlations between packets.
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Figure 3.3: (a) Feature impact of LSTM on Dataset I (b) Feature impact of LSTM
on Dataset II

3.5 Types of attacks in our datasets

As mentioned in the introduction, the attacks are classfied as two categories: corre-
lated and uncorrelated. The correlated attacks include DoS and MITM attack. The
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Figure 3.4: (a) Impact of features in LSTM in online testing (b) Impact of features
in FNN in online testing

uncorrelated attacks are command injection attacks. The command injection attack

is exploited by sending malicious Modbus/TCP command to the PLC. One example
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Table 3.1: Macro-average comparison of feature

Precision Recall Fi
All 99.5440.03 | 99.01+0.07 | 99.27+0.05
No "relative time" | 99.384+0.04 | 99.3440.3 | 99.364+0.04

Attack types and percentage
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Figure 3.5: Data packet types distribution in Dataset I, IT and online script. The
ones with a superscript “*” are temporally correlated attacks.

Table 3.2: Percentage of normal, temporal uncorrelated and correlated attack traffics
in Datasets and the online testing script.

Dataset I | Dataset II | Online script
Total packets 298,728 201,311 1,088, 448

Normal (%) 78 56 62
Uncorrelated (%) 22 0 19
Correlated (%) 0 44 19

1s:

$ modpoll —0 —1 —r 42212 10.0.0.5 120
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Attack Name Description Type

Pump Inject invalid value to pump speed Uncorrelated
T1 Inject invalid value to Tank 1 level Uncorrelated
T2 Inject invalid value to Tank 2 level Uncorrelated
HH Inject invalid value to the highest threshold Uncorrelated
LL Inject invalid value to the lowest threshold Uncorrelated
H Inject invalid value to the high threshold Uncorrelated
L Inject invalid value to the low threshold Uncorrelated

MITM Man-in-the-middle attack Correlated

CRC DoS attack by sending multiple incorrect CRC packets | Correlated

SCAN DoS attack by sending multiple scan requests Correlated

Table 3.3: Attack types

The -r 42212 points to the register that storing the threshold value of tank level.
This command change the threshold to 120 out of 100 which would lead the water
tank overwhelmed without an alert. The details of the command injection attacks
can be found at Table. 3.3 Using our scripts, we created two datasets. As illustrated
in Fig. 3.5, in addition to “Normal” data packets, Dataset I contains attacks that are
uncorrelated in time domain while Dataset II contains temporally dependent attacks.
Here we have incorporated 10 attacks in our testbed. 7 of them are temporally un-
correlated while the remaining 3 are correlated. The temporally uncorrelated attacks
include “Pump Speed” (Pump), “Tank 1 Level” (T1), “Tank 2 Level” (T2), “Threshold
Highest” (HH), “Threshold Lowest” (LL), “Threshold High” (H) and “Threshold Low”
(L).

Among all temporally correlated attacks, two types of flooding DoS attacks are
included [51]. The first labelled as “Scan flooding” (SCAN) is to send massive scan
command, resulting in increasing latency of communications between the HMI and the
sensors in SCADA. The second type labelled as “Incorrect CRC” (CRC) is sending
massive packets with incorrect cyclic redundancy check (CRC) to cause latency of
master.

Another temporally correlated attack included in this testbed is MITM attack
which is described in Sec. 2.2.2. It is an eavesdropping where the attacker monitors
the communication traffics between two parties secretly. Here, the MITM attack
is launched by Ettercap [58] using ARP spoofing [59]. The screenshot of Ettercap
graphical interface is shown in Fig. 3.6. In the script, a command interface of Ettercap

is used to generate ARPspoofing attack showns as Fig. 3.70ne effective way to detect
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ARP spoofing is identifying the Media Access Control (MAC) address in layer 2 of OSI
model. However, most of Network IDSs (NIDS) do not support the protocols in layer 2
such as ARP and MAC protocols. Even Snort requires an ARP spoof preprocessor [60]
to collect the MAC address information to detect ARP spoofing. Besides, the victim
host of ARP spoofing attack would experience packets retransmissions. For SCADA
networks, packet retrasmissions or delay may cause great damages. Therefore, the IDS
should raise alert when it detects either MITM attack or packets retransmissions. To
make the IDS robust in detecting both MITM and packets retransmissions we remove
the MAC address feature which was used for labeling MITM attack from the datasets
for training neural networks.

At the first stage, FNN and LSTM IDSs will be trained as binary classifiers that
only predict attacks from normal traffic and tested on these datasets separately for
performance comparisons. In on-line phases, these two IDSs along with our FNN-
LSTM ensemble IDS will be trained as multi-class classifiers by the combined datasets
to predict various types of attacks from normal traffics and implemented on the
testbed. In addition, we also implement a script that can launch realtime attacks
for online testing. The online script will randomly launch normal traffic, temporally
uncorrelated and correlated attacks with ratios shown in the table to examine the

omni-detection capability of different IDSs.

3.6 Label method

The label method of uncorrelated attack is straightforward. Theoretically, A signature-
based IDS can perfectly capture all uncorrelated attacks. For example, IDS would
raise an alert when it detects an operation trying the change the water level to 120.
The correlated attacks, however, is not easy for signature-based IDS to capture. In
order to have the ground truth of correlated attacks in the dataset, a tricky way is
implemented by using flags. At the beginning and the end of an correlated attack,
a packet with special reference number is sent to mark the position. The packets in
between the marks with special [P address are labeled as correlated attacks. The
Fig. 3.8a.

As shown, the reference number is 52210 not used by SCADA. After this packet,
the packets with "Exception returned" which is the signal of CRC attack arrived. At
the end of the attack, the packet with reference number 52211 shows up to represent
that the DoS attack is end. By using this trick, the DoS attack packets are isolated
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40 @HRE Q< >3 =)
A modbus ~| Expression...  +
No. Time source Destination Protocol Length  Function Code Info ~
32429 0.000070383  10.0.0.3 10.0.0.4 Modbus. 8 Read Holding Re. Query: Trans: 36783; Unit: 3: Read Holding Registers
32430 0.000431189  10.0.0.4 10.0.0.3 Modbus. 78 Write Multiple .. Response: 16: Write Multiple Registers
32431 0.000139265  10.0.0.4 0.0.0.3 Modbus... 77 Read Holding Re.. Response: 3: Read Holding Registers
32441 0.600077714  192.168.100.11 10.6.6.5 Modbus. 66 Read Holding Re..  Query: 3: Read Holding Registers
32443 0.012671201  10.0.0.5 192.168.100.11 Modbus... 65 Read Holding Re.. Response: 3: Read Holding Registers
32454 0.001310864  10.0.0.5 192.168.100.11 Modbus. 630 Response: 0: Unknown function (). Exception returned
32462 0.001414816  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned ”
32470 0.001862678  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned .
32478 0.014050734  10.0.0.3 10.0.0.4 Modbus. 81write Multiple . Query 16: Write Multiple Registers
32479 0.000359175  10.0.0.4 10.0.0.3 Modbus. 78 Write Multiple .. Response 16: Write Multiple Registers
32480 0.013258227  10.0.0.3 10.0.0.4 Modbus. 78 Read Holding Re. Query 3: Read Holding Registers
32481 0.000149533  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned
32483 0.000279709  10.0.0.4 0.3 Modbus. 77 Read Holding Re.. Response 3: Read Holding Registers
32492 0.001034775  10.0.0.5 192.168.100.11 Modbus. 63 Response ©: Unknown function (). Exception returned
32500 0.000943146  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned
32508 0.000835762  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (6). Exception returned
32516 0.000655281  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned
32524 0.000843554  10.0.0.5 192.168.100.11 Modbus. 630 Response 0: Unknown function (). Exception returned
32532 0.000689106  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned
32540 0.000818558  10.0.0.5 192.168.100.11 Modbus. 630 Response ©: Unknown function (). Exception returned
32548 0.000649497  10.0.0.5 192.168.100.11 Modbus. 630 Response: Trans: 0: Unknown function (). Exception returned o
> Frame 32441: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
» Ethernet II, Src: Vmware_d7:ea:ce (00:0c:29:d7:ea:ce), Dst: Schindle 9e:17:c5 (00:06:c3:9e:17:c5)
» Internet Protocol Version 4, Src: 192.168.160.11, Dst: 10.0.0.5
» Transmission Control Protocol, Src Port: 57810, Dst Port: 502, Seq: 1372207291, Ack: 3024995980, Len: 12

v Modbus/TCP
Transaction Identifier: 1
Protocol Identifier: ©
Length: 6
Unit Identifier: 1

v Modbus

Word Coun

O 7 Reference Number (modbus.reference_num), 2 bytes

(a)

Packets: 93151 - Displayed: 24869 (26.7%)

Profile: Default

a4 m @ORB QA >IHNZE @
N modbus| BED -] Expression... | +
No. Time source Destination Protocol |Length  Function Code Info A
37737 0.000748839  10.0.0.5 92.168.160.11 Modbus.. 63 Response: Trans: ©; Unit: 0, Func: ©: Unknown function (0). Exception returned
37745 0.013206786  10.0.0.5 192.168.100.11 Modbus. 630 Response: : ©; Unit: 0, Func: ©: Unknown function (0). Exception returned )
37753 0.001167812  10.0.0.5 192.168.100.11 Modbus. 630 Response: o, Func:  0: Unknown function (). Exception returned ”
37761 6.000435454  10.0.0.5 192.168.100.11 Modbus... 630 Response: o, Func:  0: Unknown function (). Exception returned -
37769 6.000308677  10.0.0.5 192.168.100.11 Modbus... 630 Response: o, Func:  0: Unknown function (). Exception returned
37777 6.000362327  10.0.0.5 192.168.100.11 Modbus.. 630 Response: o, Func:  0: Unknown function (). Exception returned
37785 0.000384556  10.0.0.5 192.168.100.11 Modbus. 630 Response: o, Func:  0: Unknown function (). Exception returned
37793 6.000363674  10.0.0.5 192.168.100.11 Modbus. 630 Response: o, Func:  0: Unknown function (). Exception returned
37801 6.000395617  10.0.0.5 192.168.100.11 Modbus. 630 Response: o, Func:  0: Unknown function (). Exception returned
| 37807 0.000054253  10.0.0.3 10.0.0.4 Modbus. 78 Read Holding Re. Query: 1, Func:  3: Read Holding Registers
] 37808 0.000002953  192.168.100.11 10.0.0.5 Modbus. 66 Read Holding Re..  Query: 4, Func:  3: Read Holding Registers
; 37810 0.000296235  10.0.0.4 10.0.0.3 Modbus. 77 Read Holding Re.. Response: 1, Func:  3: Read Holding Registers
| 37812 0.000041197  10.0.0.3 10.0.0.4 Modbus. 81write Multiple ..  Query: 1, Func: 16: Write Multiple Registers
‘ 37813 0.000106953  10.0.0.5 192.168.100.11 Modbus. 65 Read Holding Re.. Response: 1, Func: 3: Read Holding Registers
| 37814 0.000029834  10.0.0.4 10.0.0.3 Modbus. 78 Write Multiple .. Response: 1, Func: 16: Write Multiple Registers
37824 6.000074593  192.168.100.11 10.0.0.5 Modbus. 66 Read Holding Re. Query: 1, Func:  3: Read Holding Registers
37826 0.000590159  10.0.0.5 192.168.100.11 Modbus. 65 Read Holding Re.. Response: 1, Func:  3: Read Holding Registers
37828 0.096695444  10.0.0.3 10.0.0.4 Modbus. 78 Read Holding Re..  Query: 1, Func:  3: Read Holding Registers
37829 0.000114174  10.0.0.3 10.0.0.4 Modbus. 81write Multiple .  Query: 1, Func: 16: Write Multiple Registers
37830 0.000148516  10.0.0.4 10.0.0.3 Modbus. 77 Read Holding Re.. Response: : 1, Func:  3: Read Holding Registers
37831 0.000091908  10.0.0.4 10.0.0.3 Modbus. 78 Write Multiple .. Response: Trans: 15165; Unit: 1, Func: 16: Write Multiple Registers e

» Frame 37808: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

» Ethernet II, Src: Vmware d7:ea:ce (00:0c:29:d7:ea:ce), Dst:
» Internet Protocol Version 4, Src: 192.168.100.11, Dst:

» Modbus/TCP
~ Modbus
.000 0011 = Function Code: Read Holding Registers (3)
Reference Number: 52211
word Count: 1

O 7 Reference Number (modbus.reference_num), 2 bytes

Schindle 9e:17:c5 (00:06:c3:9e:17:¢5)
10.0.0.5
» Transmission Control Protocol, Src Port: 35122, Dst Port: 502, Seq: 4019859648, Ack: 985185420, Len:

12

(b)

Packets: 305965 - Displayed: 82259 (26.9%)

Profile: Default

Figure 3.8: Flags of CRC Attack

in this range. Combining the special IP address which can be easily obtained, the
DoS attack packets can be labeled precisely. After labeling the data, the flag packet
would be removed from the dataset. Otherwise, the machine learning algorithms may
track the flag packets to find the attacks instead of looking at the the patterns. In

other word, the dataset does not contain any packet with the special packets.
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Chapter 4

Feed-forward neural network

4.1 FNN neuron

Feed-forward neural network (FNN) is a classic artificial neural network model. The
basic unit of FNN is the neurons. The function of neuron can be illustrated as Fig. 4.1.
Given a data sample z,, with m features X, = {x!,x2,%3, ..., X"}, the neuron assigns
each scalar element of the sample a weight w;,7 € (1,m). The sum of the weighted

input is:

z = Zwif{;—l—b (4.1)
i=1

But until this step the neuron can only do linear mapping. In reality, non-linear
mapping is required. To fix this problem, the neural network introduces activation

function.

4.2 Activation function

Activation function can perform non-linear transmission of the weighted sum input
signals. By using the activation function the neural network can decide the activation
of neurons. The commonly used activation function includes: Sigmoid, softmax, ReL.u
and tanh.



Figure 4.1: Details of each neuron in FNN
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Sigmoid

The sigmoid function is widely used for binary classification. A sigmoid function is

expressed as:
ez

o(z) = T o

where z is selected as the weighted sum of the input signal. The sigmoid function

(4.2)

looks like a "S" curve. The range of output of sigmoid is in [0,1]. The greater the z
is, the closer the o(z) is to one. On the contrary, if z is negative infinite, the o(z)
is close to 0. Benefits to the output range of sigmoid function, the output can be
seen as a probability. A threshold would be set (commonly 0.5) to decide whether to

activate the neuron.

ReLu

The full name if ReLu is rectified linear unit. The expression of ReLu is:
fn(x) = maz{0,z} (4.3)

ReLu function transfers negative value to zero and leave non-negative value as is.
ReLu is computation efficiency and more close to linear function than sigmoid. Neural
network training process may experience gradient vanishing especially in deep neural
networks. The nonlinear activation function would make the deep neural network
harder to perform back propagation. So a "linear" activation function as ReLu is

commonly adopted by the hidden layers of deep learning structures.

Tanh

Hyperbolic tangent (Tanh) is also a commonly-used activation function. The expres-

sion of tanh is: .
sinh(z) e —e™*

cosh(z) e 4e

tanh(z) =

(4.4)

The range of tanh(z) is (-1, 1) which makes it more suitable for some special activation

such as gates activation of RNN neurons.
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Softmax

Softmax function is used for multi-label classification problem. Given a vector z has
K elements, softmax function calculates the possibilities of each element by:
e’
Zj:l e
Where 7 is the index of element of vector z, ¢ is the softmax function. The benefit of
softmax is that the sum of elements in o(z) is 1. Softmax is widely used in multi-label

classification.

4.3 FNN structure

The basic structure of the FNN IDS is illustrated in Fig. 4.2. It consists an input
layer, an output layer and one or more hidden layers in-between. Each layer has a
number of neurons that use the neuron outputs from the previous layer as their input
and produces output to the neurons in next layer. In our case, the final outputs are

the predictions of attacks and normal events. Mathematically, the FNN is expressed

as:
<> _ V”V<1>X~n +b<> hy = £,(z<")
Z<2> _— W<2>h1 L b<®> h, = f,(2<2>) (46)
Z<N+1> : V~V<N+1>hN 4 b<NHI> g p<Nt1>

where N is the number of hidden layers, x,, is the feature vector of n-th single packet.
f;, is the activation function.

. . . . <,.<1 2 Z <N+1 .
The elements in the weighting matrices A >, A >, - W >, and bias vec-

tors b<1>, b<2>, s b<N+1>

are the parameters to be trained. m is the number of
features. {wy,wy, ws, ..., w,} is the weight column vector for one FNN neuron in
input layer. The output of the neural network is the output layer y which is the
predicted label. Our model structure is shown in Fig. 4.3. The FNN structure con-
tains one input layer, one hidden layer with 100 neurons and one output layer. In
the training process, y would be compared with the ground truth label y in order to
provide guidance for the next training steps. The measurement of the difference is

called loss function.
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Input layer Hidden layer 1 Hidden layer N Output layer

Figure 4.2: The schematics of the FNN IDS

4.4 Loss function

Loss function is an evaluation of difference between two label vectors. The commonly
used loss function includes: mean square error (MSE), cross entropy, hinge loss etc.

In this thesis MSE and cross entropy are used.

Mean Squared Error
Mean Squared Error (MSE) is L2 norm of the difference vector between the actual
label and predicted label:

n

In auto encoder model, MSE is used to measure the performance of sample recon-

struction.
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Figure 4.3: FNN archtecture of Keras Model
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Cross entropy

Cross entropy derived in information theory to measure the difference between two
probability distributions. In machine learning field, the cross entropy is used for

classification problem. The expression of cross entropy is:
—yilog(y;) — (1 — yi)log(1 — 4;) (4.8)

Here we use softmax cross entropy as our loss function, which can be expressed as

C
fr(3,y) ==y, log(f(¥,)) (4.9)

where y is the predicted label and y the ground truth. C'is the number of all possible
classes, y, and y, are the actual and predicted labels that belongs to class p, and f

is the softmax function.

4.5 Optimizer

Once the difference between the predicted label and the actual label is obtained by
loss function, the model should update the weights in order to reduce the loss. This

is a typical optimization. The optimizer can be used to solve this problem.

Gradient Descent Optimizer

Gradient descent is a straightforward method to reduce the loss. In a training iteration
t, the optimizer calculates the loss function L(6;) and gradient of the loss function
Vi L(0;) where 0 represents the parameters (weights and bias) of the neural network.

Then the optimizer updates the parameters by performing:
9t+1 == 9,5 - OZVQL(et) (410)

Where « is called learning rate that controls the parameter changes of each iteration.
If the learning rate is too large, the optimizer may skip the minimizer. If the learning

rate is too small, the optimizer may stuck in a local minimizer.
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Adam Optimizer

Adaptive Moment Estimation (Adam) is an advanced optimization method. Adam

calculates the first and second moment as follows:

my = Blmt_l + (1 - Bl)VQLt(Q) (411)
Vs = 62’1)75_1 + (1 — 62)[V9Lt(0)]2 (412)

where hyperparameters §; and (5 are close to 1. Since the two estimates m; and v;

have biases towards zero, the following estimates m; and v, are used instead:

t t

m v
Ny = Ny = 4.13
A TR T 413)
Parameter 6, is updated with the following rule:
« A
9t+1 = Qt — — my (414)

U + €
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Chapter 5

Comparison between Two LSTM

netowrks

5.1 LSTM networks

The LSTM network is constructed from single LSTM cells. The structure of a single
LSTM cell is shown in Fig. 5.1. The LSTM cell has three gates: input gate, forget gate
and output gate. The LSTM gates allows LSTM to remember valuable information

from the previous LSTM time steps and forget irrelavant information.

Forget gate

Forget gate is the first gate of a LSTM cell. Forget gate look at the input z; and
the hidden state from the last LSTM cell h; and decide which part of information
to discard. Also the forget gate merge the information from the last cell state C;_;.
The output of the forget gate can be seen as the weights of the last cell state. The
sigmoid activation function limit the range of output of forget gate to be (0,1). If the
output of the forget gate is 0, the corresponding values in C;_; would be discarded.
If the output of the forget gate is 1, the value would be passed to the next steps. The

forget gate can be described as:
i :O-(fot+Ufht—1 +bf) (5.1)

Where Wy, Uy and by is the weights of forget gate. o is the sigmoid function.
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Input gate

The input gate i; decides which part of new information to store in the LSTM cells.
The input gate consists of two parts. The first part is to select which part of infor-

mation to update by using a sigmoid function:
it = O'(ml’t + Uiht—l ‘l— bl) (52)

Similar to forget gate, the W;, U; and b; is the parameters of this part of input gate.
The second part of input gate is a hyperbolic tangent function o,. This part decides

that which part of information can be added to the cell state C}:
ét = O'g(WCLEt + Ucht,1 -+ bc) (53)
Where W,, U, and b, are the parameters and o, is the hyperbolic tangent function.

Cell state

The cell state C; is the combination of forget gate f;, and input gate ¢; and ¢;. C}
represent the useful information of the input data and previous LSTM cells and the

useless information would be dropped by forget gate:
¢t = froci1+106 (5.4)

Output gate

Output gate is in charge of which part of information to output. The input of the

output gate is x; and hy_1:
Oy = O'(Woxt —+ Uoht—l -+ bo) (55)

Still the parameters are W, U, and b,. The hidden state h; is the output of the LSTM
cells:
ht = 0t © O'g(Ct) (56)

By using hyperbolic tangent function the range of g,(c;) is in (-1, 1). In this case the
next hidden state can be both increasing and decreasing.

In this paper, we implement two types of LSTM networks: Many-To-Many (MTM)
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Figure 5.1: Single LSTM cell.

and Many-To-One (MTO). In MTM, a sequence of data packets is read into the IDS
to predict if each data packet is a normal or attack traffic. In contrast, MTO takes
in the sequence of data packets and make prediction on the last packet in the queue

only.

5.2 MTM

Many-to-many LSTM takes a sequence of extracted packets and label the packets
based on the information of the corresponding and previous ones. The structure of
MTM is shown in Fig. 5.2. The loss function is cross entropy and the activation
function is softmax. The first LSTM contains 64 units that equals the dimension of
hi. The second LSTM contains 32 units. Each sequence has ¢t = 10 LSTM cells.
x;, where i € (1,t), is the i-th single input packet in a sequence. ¢; is the label
prediction for that packet. The optimizer we used is Adam [64| optimizer. MTM is a
conventional structure of LSTM for multi-label classification but the disadvantage is

that not all of the information in a sequence is available for each time step. The last
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Figure 5.2: Many to many LSTM

few of the packets in each sequence would have more information than the beginning

ones.

5.3 MTO

To address the drawbacks of MTM, we implement a MTO LSTM. The input of MTO
is the same as MTM. The difference is that MTO only predicts the last data packet in

the same sequence. The activation function is sigmoid. Other settings are the same
as the MTM. The MTO structure is shown in Fig. 5.3.
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Figure 5.3: Many to one LSTM

5.4 Comparison

In experiments, Both of MTO and MTM models are trained by 80% of randomly
chosen samples from the two datasets and the rest 20% sample are used for testing.
The train/testing are performed 10 times to obtain mean and standard deviation of
precision, recall and F;. Standard deviation is evaluation of model stability.

We first compare the performance of both IDSs under temporal uncorrelated at-
tacks. In doing so, both IDSs are trained and tested using Dataset 1. Table 7.3 reveals
that both of the two LSTM models achieve above 98.6% F; score for uncorrelated
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Table 5.1: Comparison of the temporal uncorrelated attacks detection.

Precision | Recall Fy
MTO | 98.940.2 | 98.3+0.1 | 98.640.1
MTM | 99.540.2 | 99.0£0.3 | 99.34+0.2

Table 5.2: Comparison of temporal correlated attacks (%)

Precision | Recall Fs
MTO | 99.14+0.1 | 98.9£0.1 | 99.04+0.1
MTM | 93.240.2 | 92.0£0.1 | 92.440.1

Table 5.3: Macro-average comparison of online testing

Precision Recall F,
MTO | 99.54£0.03 | 99.014+0.07 | 99.27£0.05
MTM | 98.23+0.07 | 97.37£0.1 | 97.69+0.07

attacks and MTM performs slightly better than MTO.

We then compare their performance for correlated attacks by using Dataset II.
Table 7.5 illustrates that the MTO has an outstanding performance with over 99% in
precision, recall and F; for correlated attacks. In contrast, MTM only reaches 92%
F; score.

Finally we train both models with combined Dataset I and IT and implement them
on the testbed for multi-class real time intrusion detection. As shown in Table 5.4,
macro-averaged precision, recall and F; confirm that MTO outperfoms MTM in de-
tecting all types of attacks despite that both experience degraded performance due
to the inclusion of temporal uncorrelated attacks. Therefore, we adopt MTO as the
LSTM IDS for the anomalous detection. Note that the results shown next are from
MTO structure.

Our model structure is shown in Fig. 5.4. The input of the LSTM network is

a 3 dimensional metrics. t is the timestep. njeatures is the number of features.
0
groups, we obtain a dataset with (%,¢, nyeatures) metrics as shown in Fig. ??. This

Originally, the dataset is a (n,nreatures) metrics. By dividing the dataset into

process is required by Keras. Each training time Keras would fit one chunk, (10, 19),
in our cases to the LSTM network. In the prediction time, the LSTM would also take
in one chunk and return the labels of the 10 sample of the chunk.

Two ways to organize the data into chunks: First is as shown above. The dataset

is divided from n groups to % groups. The other way is using a sliding window



47

input: | (None, 10, 19)
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output: | (None, 10, 19)

'
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Figure 5.4: LSTM archtecture of Keras Model

Table 5.4: Macro-average comparison of online testing

Precision Recall F,
Chunk 99.5440.03 | 99.01+0.07 | 99.27+0.05
Sliding Window | 99.554+0.01 | 99.53+0.01 | 99.544+0.008

whose windows size is the time step. Each time the sliding window moves one step
further. By using sliding window the dataset would still has n groups. Each group,
however, contains t samples instead of 1. For example, given a data collection with n
sample, {x',x? x3,....x"} and timestamp ¢, the output of the sliding window would
be {{x},x% x3, ..., x'}, {x? x3 xt, .. x!T} . {x"t xntHL xnote2 0 xn

Only Dataset II is used for comparing the performance of two methods of orga-
nizing data. The result is illustrated in Table. ??7. As expected, the result of sliding
window is identical to chunk. One advantage of chunk is the chunk saves spaces of
RAM and time of training because the size is trunk is 1 of sliding window. So the

t
chunk method is selected for the LSTM training.
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5.5 Public dataset

To validate the performance of MTO model, a testing is performed on a public
SCADA dataset [67]. This dataset contains both correlated and uncorrelated at-
tacks on SCADA system. The experiment is performing multi-label classification on
the dataset. Since the imbalance attack/normal packet is not half-half, the evalua-
tion metrics is using weighted precision, recall and F; score instead of macro. The

results are shown in Table. 5.5. From the result we can see that the F) score of

Table 5.5: Weighted-average results of MTO on public dataset

Precision Recall Fi
| Results | 9342 | 94.7+0.08 | 9341

MTO on public dataset is 93% which is 6% lower to 99%. 6% is an acceptable differ-
ence caused by the usage of different datasets. Therefore, the results from artificial

datasets generated in this thesis is validated.
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Chapter 6

Ensemble Learning

6.1 Ensemble Learning

Ensemble learning is a process that combines multiple machine learning models. En-
semble learning improves the performance of classification by aggregating several clas-
sifiers which were trained separately. One advantage of ensemble learning is explicitly
reducing over-fitting.

The commonly used ensemble learning algorithms includes Bagging, boosting,
random forest and stacking. In this thesis the random forest is adopted for the
NDAE RF [14] reconstruction and stacking for the FNN-LSTM IDS implementation.

6.2 Stacking

Our FNN-LSTM ensemble IDS aims to combine the advantages of both FNN and
LSTM while avoiding their weaknesses [65]. The schematics of this model is as shown
in Fig. 7.2. In this model, the data packet features are fed into FNN and LSTM
simultaneously to predict attacks as a multi-class classifier. The output labels of
both are concatenated as the input of a multi-layer perceptron (MLP).

Our model structure is shown in Fig. 6.1. The output of both LSTM and FNN
are € R!'! as there are totally 11 classes. By concatenating the output of FNN and
LSTM, the input of ensemble are vectors with 22 features. The number of neurons
in the hidden layer of the ensemble MLP is 100. The activation function is relu.
The output layer would would output the probabilities of the 11 target classes. The

optimizer is Adam optimizer. The loss function is cross entropy.
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Figure 6.1: Ensemble archtecture of Keras Model
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Figure 6.2: Ensemble Model.

6.3 Random forest

Random forest is a classic ensemble learning algorithm. Random forest is derived

from the decision tree algorithm [66].

Decision Tree

A diagram of using decision tree to perform anomalous detection is shown in Fig. 6.3.
The input of a decision tree is a data feature vector. The decision tree would split
when a specific condition was met. In this diagram, the decision tree would first look
at the destination IP address as the root. Then the tree split based on whether this
IP address is an external or internal IP. The next split occurred based on whether
the function is reading or writing register values. Eventually the decision tree made
decision of whether this instance is abnormal at the leaves nodes. The drawback of
decision tree is that it is very likely to be over fitting because the decision is made
upon a few condition matching. An effective method to adddress this problem is

random forest which aggregates a large number of decision trees.

Random Forest

In a classification problem, each trained decision tree can be seen as an "expert". But
each of them may have different opinion of the classification problem. The random
forest is the vote system that gathers the opinions of all the decision trees. Two
benefits can be found by random forest. First is the precision of the decision. Another
is preventing over-fitting. The diagram of random forest can be seen in Fig. 6.4. The
data instance is fit as input to multiple decision trees. Each decision tree has four
levels and outputs a class of the input instance. A majority voting system would

gather the votes from the decision trees and return a final class.
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Unlike other machine learning algorithms such as logistic regression and neural
networks, the hyper parameters of random forest doesn’t have optimizers. Instead,

the parameters of random forest includes:
1. Number of estimators: Number of decision tree
2. Max depth: The maximum depth of the tree
3. objective: Similar to loss function that measure the quality of split
4. Colsample bynode: ratio of the features to be used for each node.
5. Colsample bylevel: ratio of the features to be used for each level.
6. Colsample bytree: ratio of the features to be used for each tree.
7. Learning rate: Same to FNN

The more decision tree involved the training, the more precise the classification result
is. Also more decision trees can effectively reduce over fitting. The max depth is to
control the quality of random forest. If the max depth is too small, the decision would
be too shallow to make the correct prediction. If the max depth is too large, the system
may not have enough resources to train the models. The objective would normally
be cross entropy for classification problem. Colsample bynode, Colsample bylevel,
Colsample bytree parameters control the ratio of features to be used for training.
This parameter should be fine tuned in order to prevent over fitting. Subsample is
the sample used for training.

In this thesis, we borrow an idea call nonsymmetric deep autoencoder (NDAE)
from [14] which combines the autoencoder algorithm and an supervised random forest
anomalous detection. The structure can be seen as Fig. 6.5. The first part is the
NDAE whose function is feature reduction. More details of autoencoder can be found
in Appendix. A.1 The random forest part in our thesis is using XGBoost [19] by Tianqi
Chen. The parameter is fine tuned using 10 times train/testing and grid search. The

parameters is shown as Table. 6.1. The other parameters are the default in Xgboost.

From this diagram we can see that the NDAE is still working on each individual
data samples instead of a sequence. It can be expected that the performance of NDAE
might be better than FNN but not LSTM and the stacking model.



Colsample bynode | 0.9
max_depth 0.8
Number of estimators | 100
Subsample 1.0
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Chapter 7

Results and Evaluation

7.1 Experiment and Result

To demonstrate their capability for detecting attacks with/without temporal correla-
tion, we first implement FNN and LSTM IDSs to establish references for comparison.
At this stage, the IDSs only conduct binary classification to predict if the data packet
under investigation is normal (labeled as “0”) or attack (labeled as “1”). Consequently,

sigmoid function is selected as the activation function.

7.2 Evaluation

In this thesis we evaluate the performance of models by Precision, recall, and F1 score.
These evaluation are derived from confusion matrix. A confusion matrix contains
True Positive (TP), True Negative (TN), False Positive (FP) and False Negative
(FN) shown as Table. 7.1. Confusion matrix illustrates details of the classification
performance. However, it’s not intuitive. Therefore, a single value being able to
demonstrate the performance of evaluation is required. In this thesis, precision, recall
and F_ 1 score are adopted to evaluate the performance as they are effective and easy

to calculate.

Predicted 0 | Predicted 1
Actual 0 TN FP
Actual 1 FN TP

Table 7.1: Confusion matrix example
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Precision

Precision score is evaluating the ability of the classifier not labeling positive samples

as negatives. The expression of the precision is:

TP
P 1S10N = —————— 1
recision TP FP (7.1)

Recall

Recall score is measuring the ability of classifier labeling actual positive samples as

positive. The expression of recall is:

TP
= —— 2
Recall TP EN (7.2)

F 1

Both precision and recall may not be able to perfectly demonstrate the result. Nor-
mally, either one of the precision or recall is very high and the other one is very low.
For example, if a classifier predict all of the samples to be positive, the recall score is
100% as FN = 0. However, the precision might be low because all of the actual neg-
ative sample are predicted as positive which leads to a high FP. Then the evaluation
is still not clear as we don’t know which one to trust. F_1 score is prompt to solve

this problem by combining precision and recall score:

- 2 X (Recall x Precision)

(7.3)

Recall + Precision

F 1 score would be in between precision and recall. This balance the bias of precision

and recall and becomes a reliable evaluation metrics.

Macro average

The discussion above is based on binary classification i.e. the result of a classifier is ei-
ther positive (1) or negative (0). However, in multi-class classification, the defination
of positive and negative need some modification: The positive represents the labels
being labeled correctly and the negative means the labels being labeled wrongly. Nev-
ertheless, we have precision, recall and F_ 1 score for each of the classes. Evaluating
the results of each single class is trivial and not intuitive. In order to merge the results

of each classes, averaging methods are used. The commonly used averaging methods
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include micro, macro and weighted. In this thesis we only use macro average. Macro
average calculate metrics for each label, and find their unweighted mean. This does
not take label imbalance into account. In our cases, the dataset is in balance so that

the macro average can be used to evaluate the performance.

7.3 Hyper parameters tuning

Both IDSs are trained using 70% of the randomly chosen samples from the two
datasets and tested with the remaining 30% samples following the 10-fold train-
ing /testing procedure so that the average and standard deviation of figures of merits
including precision, recall and F; can be used for evaluation.

To determine the number of hidden layers necessary for our FNN, we computed
F; with 0, 1 and 2 hidden layers where the values of 99.22%, 99.96% and 99.97%
are obtained respectively. As shown, employing 1 hidden layers in FNN will increase
the F; by more than 0.74% while using 2 hidden layers the improvement is minimal.
Therefore, we select 1 hidden layer in our FNN implementation.

In addition, to circumvent overfitting, we further adopted early stop procedure in
FNN such that the optimization stops when the number of epochs whose relative dif-
ferences of loss between consecutive ones are less than 107° reaches 35 [68|. Similarly,
LSTM adopts early stop if either maximum epochs reach 3.

In implementation of LSTM, we connect 10 LSTM cells in input layer where the
features from 10 consecutive data packets are entered into the cells to predict if the
last packet is normal or an attack. We adopt mini-batch with a batch size of 1,000

for training with a 10 times train/testing.

7.4 Time consumption, workload and scalability

Using an Nvidia GTX1070 GPU with 151 W maximum power consumption, 1920 CUDA
cores operating at 1506 MHz base clock and 8 GB DDR5 memory, we tested the train-
ing time for all the models. During the traing, the GPU used 7.758 MB memory with
power consumption of around 36 W and volatile GPU utilization of 23%. The results
are displayed in Table 7.2. Among all models, the LSTM converges the fastest at
229 seconds while FNN and NDAE RF converge within 2,046 and 2,053 seconds re-
spectively. The apparent short time consumption of 656 seconds for the ensemble is
due to the fact that the FNN and LSTM in this model are pre-trained. In addition,
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Table 7.2: Comparison of time consumption.

Training Time (s)
FNN 2,046
LSTM 229
NDAE RF 2,053
Ensemble 656

Table 7.3: Comparison of the temporally uncorrelated attacks detection (%).

Precision Recall F,
FNN 99.996+0.006 | 99.84+0.05 | 99.9240.03
LSTM 99.88+0.06 98.7+0.4 99.3+0.1
NDAE RF 99.240.1 97.614+0.09 | 98.44+0.08

our model is scalable on larger SCADA networks where more network elements are

incorporated.

7.5 Detection of temporally uncorrelated attacks

We exploit the Dataset I described in Section 3.2 to compare the detection capability
of FNN, LSTM for temporally uncorrelated attacks. To verify the models, learning
curves are plotted in Fig. 7.1 where training and testing losses as a function of training
samples are plotted. Here the average value and standard deviation after 10 fold
training /testing are represented by circle markers and error bars respectively. As
shown, with training samples exceeding 40,000, FNN training and testing losses (blue
dashed lines) start to converge while LSTM (red solid lines) converges at sample size
larger than 60,000. Overall, it confirms that the number of samples in Dataset I is
sufficient for the training and testing of our IDS.

After the IDSs are trained, we use 30% of samples in Dataset I for 10 fold test-
ing. Also shown in Table 7.3 and 7.4, on average, for FNN, only 0.6 of the 69,846
normal data packets are mislabelled as attacks while only 30.7 out of 19,771 actual
attacks are mislabelled as normal traffic, yielding the precision, recall and F; to be
99.996+0.006%, 99.84+0.05%, and 99.924+0.03% in detecting known attacks while
comparison of unknown attacks is out of the scope of this paper. In comparison,
LSTM mislabelled 22.8 normal packets as attacks and 241.9 attacks as normal pack-
ets, resulting the figures of merits to be 99.884+0.06%, 98.74+0.4% and 99.3+0.1%.

Throughout this article, we use the standard deviation of measurements to estimate
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Figure 7.1: Learning Curves of FNN and LSTM using temporally-uncorrelated-
attacks dataset (Dataset I).
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Table 7.4: Confusion matrices of temporally uncorrelated attacks detection using
Dataset I (averaged over 10 trials).

Predicted
Normal | Attacks
FNN 69, 845.4 0.6
Normal LSTM 69, 902.2 22.8

E NDAE RF | 607145 | 1394
3! FNN 30.7 19,741.3
< | Attacks | LSTM 241.9 | 19,4481

NDAE RF 471 19293.1

Table 7.5: Comparison of temporally correlated attacks (%).

Precision Recall F,
FNN 73+2 4944 58+2
LSTM 99.60+£0.01 | 99.524+0.02 | 99.5640.01

NDAE RF | 76.0£0.2 59.940.3 67.04+0.2

Table 7.6: Confusion matrix of temporally correlated attacks.

Predicted
Normal | Attacks
FNN 28,668.3 | 5,044.7
Normal LSTM 33,504.0 105.0
NDAE RF | 28,570.5 | 5,045.1

FNN 13,510.4 | 13,169.6
Attacks LSTM 128.4 26,652.6
NDAE RF | 10,723.1 | 16,054.3

Actual

the precision. In addition, we also compared our results with NDAE RF using the
same dataset and training/testing splitting ratio. As shown, NDAE RF achieves lower
precision (99.240.1%), recall (97.614+0.09%) and F; (98.444+0.08%). The comparison
demonstrates that FNN outperformed LSTM and NDAE RF in detecting temporally

uncorrelated attacks where recognition of the in-packet feature patterns is critical.

7.6 Detection of temporally correlated attacks

In this subsection FNN and LSTM are re-trained and tested using Dataset II for
comparison of their temporally correlated attacks detection comparison. Again the
learning curves in Fig. 7.2 shows that both FNN (blue dashed lines) and LSTM (red
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Figure 7.2: Learning Curves of FNN and LSTM using temporally-correlated-attacks
dataset (Dataset IT).

solid lines) converge at training samples exceeding 10,000 while LSTM clearly shows
lower testing loss. This confirms the sufficiency of our dataset to generalize the IDS
models.

The performance of each model is compared in Table 7.5 and 7.6. As shown, FNN
is inefficient in detecting temporally correlated attacks with precision, recall and F;
scores as low as 73+2%, 49+4% and 5842 respectively. In particular, 5,044.7 out of
33,713 normal packets are mislabelled to attacks while 13,510.4 out of 26,680 actual
attacks are mislabelled to normal traffic. It is evident that the poor performance of
FNN is caused by its inability to identify inter-packet feature patterns. NDAE RF
demonstrates a better performance than FNN in temporally correlated attacks but
achieves relatively low precision (76.04+0.2%), recall (59.94+0.3%) and F; (67.0+£0.2%).
In contrast, LSTM displays an outstanding performance as the corresponding figures
of merits reach 99.60+0.01%, 99.5240.02% and 99.56+0.01% where only 105.0 normal



Table 7.7: Macro-average comparison of omni-attacks detection (%)

Precision Recall F,
FNN 88+1 89.24+0.8 87.4+0.6
LSTM 99.54+0.03 | 99.01+0.07 | 99.274+0.05
NDAE RF | 96.9£0.5 97+1 96.8+0.9
Ensemble | 99.76+0.05 | 99.574+0.03 | 99.68=+0.04
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packets are mislabelled as attacks and 128.4 attacks packets are mislabelled as normal
traffic. As expected, LSTM outperforms FNN and NDAE RF in detecting temporally

correlated attacks due to its inherent nature to observe data pattern in time domain.

7.7 Omni attacks detection

Recognizing the mutual strength and weakness of FNN and LSTM IDSs in detect-
ing temporally correlated and uncorrelated attacks, we here combine the advantages
of both for an omni attacks detector through ensemble approach. The structure of
FNN-LSTM ensemble is described in Subsection 6. To implement, we first remodelled
FNN and LSTM to multi-class classifiers so that different attacks can be distinguished.
Dataset I and II are combined and used to train FNN and LSTM independently. The
outputs of both are combined to form the input features of a multilayer perceptron for
training. After training, FNN, LSTM and FNN-LSTM ensemble IDSs are integrated
into our SCADA testbed to detect and classify attacks online. The online traffic is
generated using the script that generates a pre-determined ratio of normal, tempo-
rally correlated and uncorrelated attacks as described in Fig 3.5. To estimate the
figures of merits, we evenly divide the predicted labels to 10 portions and compute
the average and standard deviation of macro-averaged precision, recall and F;. As
shown in Table 7.7, among all the four IDSs, the FNN achieves lowest performance
with macro-averaged figures of merits of 88+1%, 89.2+0.8% and 87.44+0.6%. NDAE
RF performs better with 96.9+0.5%, 97+1% and 96.840.9% while LSTM reaches
even higher scores of 99.54+0.03%, 99.01+£0.07% and 99.27+0.05%. In contrast, the
FNN-LSTM ensemble IDS further outperforms all other IDSs with figures of merits
to be 99.76£0.05, 99.57£0.03 and 99.684+0.04. Detailed analysis in Fig. 7.3 con-
firms that the under-performance of FNN (yellow bars) are due to the mislabels of
temporally correlated attacks (MITM, CRC and SCAN) while the performance of
LSTM (red bars) by temporally uncorrelated attacks (“Pump Speed (Pump)”, “Tank
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Figure 7.3: (a) Precision, (b) Recall and (c) F; of individual attacks in omni-attacks

detection.
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1 Level (T1)”, and “Threshold High (H)”, etc.). Overall, the FNN-LSTM ensemble

demonstrates a consistent out-performance over them in all types of attacks.
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Chapter 8

Future works and Conclusion

8.1 Conclusion

In this paper we implement and compared two variants of LSTM networks. An unsu-
pervised learning classifier NDAE RF is reconstructed. Also this paper demonstrated
that the FNN-LSTM ensemble IDS can detect all types of cyberattacks regardless of
the their temporal relevance. In opposite, FNN only performance well in temporally
uncorrelated attacks and LSTM is relatively weak in uncorrelated attacks. In future

research we will further improve our model through field trials.

8.2 Future work

The future work could be:

1. Develop new threats of SCADA including buffer overflow, loT malware, worms

(stuxnet) etc.
2. New features in SCADA such as adding PID controllers

3. Research anomaly-based unsupervised learning model such as autoencoder fol-

lowing a K means clustering algorithm.

4. Feature engineering: adding more features from TCP, Modbus protocols and

environment conditions

5. Implement generative neural networks to analyze the traffic such as GAN
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. Search for bi-directional RNN to overcome the drawback of MTM LSTM.

. Deploy the SCADA to a hardware testbed in order to obtain a real test envi-

ronment
. Synthesis packet loss data.

. Tune imbalances of SCADA dataset. Fix the imbalance of dataset I to be 50%

attacks. Also generate security dataset with 5% attacks for testing.
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Appendix A

Additional Information

A.1 Autoencoder

Autoencoder is an unsupervised learning algorithm that is used for anomaly detection.
Autoencoder has the similar structure of FNN but the target is the input itself instead
of a class. Fig. A.1 shows the structure of a basic autoencoder. This is a neural
network with one hidden layer. The input of the autoencoder is the data sample x.
The output of the autoencoder is the reconstructed input sample . The autoencoder
can be separated to two parts: encoder and decoder. The encoder part take in the
input x and perform:

h=o(Wx+b) (A1)

Where o is the activation function. W, b is the parameters of the encoder.

The decoder take h as the input and perform:
% = o(Wh+Db) (A.2)

Where W, b is the parameters of decoder. The loss function is square error between

x and :

L=|x—x|? (A.3)

The purpose of training the autoencoder is to minimise the loss function in order to
reconstruct the x.

Once the training phase finished, The hidden layer h, also called coding layer,
learns how to map the feature to a low dimension vector. Therefore, autoencoder are

often used for feature reduction. The output of coding layer can be seen as the reduced
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Figure A.1: Simple autoencoder
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feature vector which reserves useful information and discards irrelevant information
from the raw feature vector. Thus, the decoder would be discarded as we do not need
the reconstructed input sample in this thesis. The output of coding layer would be

sent to a supervised learning algorithm such as random forest.
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