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A B S T R A C T

Annotated data is critical for machine learning models, but producing large amounts of data with high-quality
labeling is a time-consuming and labor-intensive process. Natural language processing (NLP) and machine
learning models have traditionally relied on the labels given by human annotators with varying degrees
of competency, training, and experience. These kinds of labels are incredibly problematic because they are
defined and enforced by arbitrary and ambiguous standards. In order to solve these issues of insufficient
high-quality labels, researchers are now investigating automated methods for enhancing training and testing
data sets. In this paper, we demonstrate how our proposed method improves the quality and quantity of
data in two cybersecurity problems (fake news identification & sensitive data leak) by employing the clonal
selection algorithm (CLONALG) and abstract meaning representation (AMR) graphs, and how it improves the
performance of a classifier by at least 5% on two datasets.
. Introduction

The recent advances in machine learning (ML) and deep learning
DL) gave rise to powerful prediction models with applications in many
ectors. Machine learning and deep learning models, in particular, are
ata-driven algorithms that rely heavily on data to solve problems.
nstead of using explicit rules to solve problems, ML and DL models
earn to solve problems by analyzing data (aka ‘‘training data’’) in a
rocess known as model training. Therefore, the availability of training
ata is crucial for designing and developing reliable systems that utilize
achine learning and deep learning models. Data availability is a well-

nown problem in machine learning; the unavailability of training data
s a common challenge facing data scientists when developing ML or DL
odels. Moreover, some sectors are known to struggle to collect enough

raining data. For example, in healthcare, finance, and cybersecurity,
any technical and business constraints prevent organizations from

btaining enough training data to build reliable machine learning
odels. Additionally, the datasets available are quite often unreliable.
ot only are these datasets used for training, but they are also used to

est and evaluate models to assure their functionality and establish their
verall efficacy. Hence, the quality of the data has a significant effect on
he quality of the models. It is possible to train machine learning models
sing unreliable data. But doing so could lead to predictions that do not
atch reality because of biases or mistakes. In some instances, even
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when the data originates from a reliable source, it is unsafe to depend
on data that has not been sufficiently verified.

In general, machine learning models that have been verified or
trained against well-known benchmarks are considered cutting-edge for
the problem they were created to solve. But because there is not enough
data, these benchmarks are frequently used to train various machine
learning models that address different, non-identical tasks. When this
occurs, the datasets utilized are unlikely to be an accurate reflection
of the data that some of those models would be applied to in the real
world, leading to incorrect predictions by the models (Joshi, 2021).

There are also problems with incorrect labels, which are the an-
notations that many models utilize to identify correlations in data. A
significant number of these labels are assigned by human operators in
order to identify the data class. In reality, labeling data manually by
such individuals based on their own biases and opinions has an impact
on the overall quality of the labeling (Wiggers, 2022). For example,
it was discovered that sites such as Amazon Mechanical Turk, where
many academics recruit people to classify data, provide poor quality
data. Workers are often driven by pay rather than interest and have a
tendency to rush the process, especially when treated poorly and paid
below-market rates (Dreyfuss, 2018).

To address these issues, researchers have investigated a variety of
solutions, including the creation and use of simulated data, the augmen-
tation of data, the use of transfer learning, and a combination of these
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techniques (Roque, 2021). Simulated datasets are created artificially
and formed from datasets taken from the actual world, which allows us
to reproduce the qualities of real world data. This is beneficial because
it enables machine learning models to retain their efficacy without
substantial modifications, and the results obtained by real and simu-
lated data are comparable (Matthew, 2018). Further, the use of transfer
learning, as the name indicates, is the approach of employing existing,
pre-trained AI models and the information accumulated to solve one
problem and applying it to a new but similar problem. Transfer learning
eliminates the requirement for substantial data labeling and filtering for
machine learning. However, if the issues we are trying to address are
not relevant or new, it is challenging to employ this method.

Data augmentation is another promising solution for the data un-
availability problem. The term ‘‘data augmentation’’ refers to different
methods to increase training data by generating new data from existing
data. Recently, data augmentation techniques have become an active
research topic, mainly because of the widespread adoption of deep
learning models that require huge amounts of training data. Most of
the literature focuses on tabular and image data augmentation tech-
niques. However, recently, data augmentation techniques for textual
data and NLP applications have become necessary. However, the task
of augmenting textual data has proven to be challenging. The text
augmentation could quickly generate text that does not preserve the
original text’s context, semantics, and grammatical structures. More-
over, it is challenging to guarantee that the generated text will maintain
domain-specific keywords for specific problems or domains. Finally,
text augmentation techniques are unsuitable for problems or applica-
tions that involve model drift. Most methods using language models
for text generation rely on language models that assume the language
is stable (does not change), so model drift is not considered.

In this paper, we tackle some key limitations of text augmentation
by introducing a new method for improving the quality and volume of
data using the clonal selection algorithm (CLONAG) and abstract mean-
ing representation (AMR) graphs. The use of an AMR graph to keep
the structure of the initial text enables generating different augmented
texts while retaining control over the mutations made to the text. This
allows us writing rules that preserve domain-specific keywords and
preserve the texts’ domain. In addition, by using the fitness function
of the CLONAG to discard unsuitable samples generated during each
iteration of the text mutation, we can generate a larger number of
augmented texts from small input samples while preserving the label
of the generated text and preventing any drift from occurring in the
text. In addition, our method enables traceability and interpretability,
as we are able to identify the impacts of each mutation iteration on the
generated text and track their progression.

Our data augmentation model was evaluated using two data sets
relating to two well-known cybersecurity issues. One is identifying
fake news. It is an issue that has intensified over the past decade,
negatively affecting the decisions and perspectives of some users (Lee,
2022). It is not a new problem, but it is difficult to spot due to the
tendency of humans to trust deceptive information and the lack of
control over its growth (Ahmed, Traore, & Saad, 2017). In the case
of employing ML to detect fake news, it is challenging to obtain high-
quality, well-labeled data that is void of issues (Asr & Taboada, 2019).
The second challenge is sensitive data leakage. Experts in enterprise
security continue to have difficulty in identifying unstructured sensitive
data leaks. Most data leak prevention methods can recognize well-
formatted patterns in sensitive structured data using rule-based or
signature-based techniques. However, detecting sensitive unstructured
data using rule-based methods is challenging. Machine learning algo-
rithms are preferred for handling sensitive unstructured data, but they
lack training data because of the difficulty of legally obtaining leaked
sensitive data samples and other data quality challenges.

The rest of this paper is arranged in the following manner. Section 2
summarizes previous research on data augmentation in natural lan-
guage processing. Section 3 presents our proposed method for data gen-
eration using AMR graphs and CLONALG algorithm. Section 4 presents
and discusses experimental results on data we collected. Section 5
summarizes our work and discusses our future plan.
2

2. Literature review

This section will discuss and outline relevant research on data aug-
mentation in natural language processing from the available literature.

Data augmentation refers to techniques for expanding the variety
of training data without acquiring more data. The majority of solu-
tions either supplement existing data with modest modifications or
produce synthetic data, with the goal of the augmented data acting as
a regularizer and reducing overfitting when training machine learning
models (Peng, 2021). Adding extra training data and exposing the
model to several versions of the same data class makes the training
process more robust since it is more likely to generalize to the test set.
This is often utilized in computer vision, where cropping, flipping, and
color jittering, in addition to adding noise to the picture and randomly
interpolating two images, are standard model training methods.

When it comes to data augmentation in natural language processing,
we can divide the methods into two categories: rule-driven approaches
and model-driven approaches (Feng et al., 2021). Currently, rule-driven
techniques are the most widely used form of data augmentation strat-
egy, whereas model-driven approaches are still being investigated and
developed. Although rule-based solutions are easy to implement, the
performance gains they produce are usually insignificant. A rule-based
strategy is one in which rules are defined in order to generate better
samples of data. This involves using ‘‘if-else’’ clauses and regex rules to
enhance current data and insert, delete, and reorganize existing data
using pre-defined scripts. In Wei and Zou (2019), the authors proposed
easy data augmentation (EDA): a set of token-level random alter-
ation techniques that include synonym replacement, random insertion,
random swap, and random deletion.

Regular expression filtering is frequently used for cleaning data col-
lected from the Internet and other data sources. However, it is also used
in augmentation to uncover common languages and construct rules that
correlate to graph-structured grammars using matching text patterns
to expand them (Spasic & Nenadic, 2020). In Jin, Jin, Zhou, and
Szolovits (2020), researchers proposed TextFooler, which calculates
word significance scores by examining the output after each word is
deleted, and then, picks the terms that had the most significant impact
on the results for synonym replacement. The researchers in Wang and
Yang (2015) proposed applying k-nearest-neighbor (KNN) and cosine
similarity to locate a related term for replacement in text. Alterna-
tively, it is common to employ pre-trained traditional word embeddings
such as word2vec, GloVe, and FastText to perform the same function.
In Atliha and Šešok (2020), the authors constructed a signed graph
over the data for paraphrase identification, with individual sentences
as nodes and label pairs (positive and negative) as ‘‘signed’’ edges. They
infer augmented sentence from the graph using rules that use balancing
theory and transitivity.

Model-based solutions have the potential to greatly improve perfor-
mance, but developing and implementing them is relatively complex.
In Feng, Li, and Hoey (2019), the authors proposed semantic text
exchange (STE), which modifies the whole semantics of a text to match
the context of a newly introduced word/phrase; it does this task using a
pre-trained language model. Ding et al. (2020) proposed GDAUG, a tool
that builds synthetic data using pre-trained transformer language mod-
els. In Nie, Tian, Wan, Song, and Dai (2020), a pre-trained embedding
space was used to enrich word representations with context-sensitive
attention-based mixing of their semantic neighbors. Anaby-Tavor et al.
(2019) fined-tuned GPT-2 by utilizing training data that was used to
produce candidate examples for each of the available classes. After
training a classifier on the initial training set, the top k-candidate
samples that confidently belong to the relevant class are selected for
augmentation. Other researchers, such as (Peters et al., 2018; Radford,
Narasimhan, Salimans, Sutskever, et al., 2018; Radford et al., 2019),
chose to utilize data noise strategies, such as modifying words in the
input of self-encoder networks in order to create a new phrase, or
adding noise at the word-embedding level. Although a feasible ap-
proach when no access to a formal synonym model exists, this method
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Fig. 1. AMR graph for the sentence, ‘‘I appreciate Elizabeth and John’s help with this’’.
equires considerable training data. In addition, the employment of
raphs as a potential strategy was also studied in recent research. The
uthors in Zhao et al. (2020) proposed a graph edge augmentation
ethod that exposes Graph Neural Networks (GNNs) to probable edges
hile reducing exposure to improbable edges. The proposed approach
chieved an average accuracy improvement of 5% across six popular
ata-sets.

Another common approach is round-trip translation based models,
hich involve translating the input data into a second language and

hen back into its original language. It is promising because of its
reat label preservation and highly valuable paraphrase capabilities.
ut when there is not much data to work with, the ability of these
ound-trip translation models is limited because they cannot generate
diverse sample of data from limited resources. In Gao et al. (2019)

nd Xie, Dai, Hovy, Luong, and Le (0000), the authors have devised
trategies that use translation models to generate artificial training
ata. When training classification models with the additional data,
oth Gao et al. (2019) and Xie et al. (0000) achieved improved per-
ormance results including increases of +0.9 in accuracy and +1.9 in F1

score, respectively.
Existing models, as discussed above, only minimally modify texts

with random behavior, such as by replacing synonyms or introducing
spelling errors. As a result, they are less effective at producing sophis-
ticated new data. Typically, the created data is nearly identical to the
previous samples, and they rarely improve classifier performance. On
the other hand, using word2vec, GloVe, and other word-embedding
replacement methods, the context of the data is not kept intact, and
they tend to add grammatical errors to the text. The big concern with
pre-trained language models is the lack of control over the generated
text. That is, we can generate texts on a given topic, but we have no
control over the content of the texts. In addition, they require either
to be fine-tuned or to be trained using an adequate amount of data
to function successfully on domain-specific tasks. Hence, they are not
ideally suited for solving the ‘‘big wall problem’’ phenomenon (Shorten
& Khoshgoftaar, 2019), which refers to the difficulty for smaller com-
panies, research groups, and businesses to get the same volume of data
as large corporations. Furthermore, many such models do not offer any
traceability, and it is hard to interpret their performance results.

GPT-2 and pre-trained language models tend to outperform all the
other models mentioned in this study. However, their results vary
across datasets; for example, the Anaby-Tavor et al. (2019) method
improves accuracy by 10% on one dataset but only by 1.5% on another.
To our knowledge, no one has explained why improvements differ
across datasets or why a text augmentation approach performs better on
some datasets than others. Thus, the introduction of graph-structured
representations for text data has significant potential for enriching
text data, as graphs are created from relationships and entities that
reflect deeper knowledge, such as grammatical structures, linguistic
data etc. Our proposed method employs AMR graphs that maintain
the grammatical and semantic structure of text. When paired with the
CLONALG algorithm, it enables us to control the change and the quality
of the produced text while maintaining the statistical naturalness of the
original text.
3

3. Methodology

This section will describe our proposed method for text augmenta-
tion, which involves three stages: the first stage consists of generating
AMR graphs from the text; the second stage involves altering the AMR
graphs using the CLONALG algorithm; and the third stage involves
converting the altered AMR graphs to text using a pre-trained language
model.

3.1. AMR parsing and text generation

A brief introduction to Abstract Meaning Representation (AMR) is
necessary to comprehend the proposed approach. Natural Language
Understanding (NLU), or the ability to represent meaning in natural
language, is important for dealing with huge volumes of data in the real
world. The goal of gaining perfect semantic comprehension of sentences
in real-world data has had the interest of scholars for many years.
Semantic representation, in particular, is an advantageous method that
enables a computer to comprehend the meaning of a phrase by mapping
the natural language sentence to some semantic representation in the
form of a graph. AMR was initially introduced in 2013 by Banarescu
and colleagues (Banarescu et al., 2013).

AMR representation allows representing sentences as root directed
acyclic graphs with labeled edges and nodes. The nodes represent
concepts, whereas the edges indicate whether or not there is a rela-
tionship between the concepts. Understanding these concepts and their
relationships is critical for understanding the meaning of a sentence and
for employing natural language processing technologies in applications
such as data extraction, question answering, and machine learning.
Furthermore, AMR graphs show reentrancy, which sets them apart from
trees in that the same concept/node can engage in several relations
simultaneously. Additionally, because an AMR graph is abstract, it may
represent several sentences concurrently, which enables us to construct
many sentences from a single AMR graph by altering its structure and
nodes (Foland & Martin, 2017; Kandru, 2021; Wang, 2018).

Fig. 1 shows an example of AMR annotation from real-world data.
The majority of the nodes are identifiable by their variables, such
as ‘‘a’’ labeled with the notion ‘‘appreciate’’. Relations (e.g., ARG0)
are the labeled edges linking the nodes. Constants are nodes in the
network that do not have variables, such as ‘‘John’’, and they often
represent a name, number, or time. The majority of AMR concepts may
be correlated with a single word in a sentence, forming a one-to-one
mapping.

We used the T5 model proposed by Raffel et al. (2019), to con-
vert text to AMR and AMR to text. The T5 model provides a frame-
work for representing a broad range of natural language processing
problems as text-to-text problems for sentences-to-graph parsing and
graph-to-sentence generation. To convert a text to a linearized AMR
graph, we employed a trained T5-Large model, as Mishra and col-
leagues demonstrated (Mishra, 2021; Xu, Li, Zhu, Zhang, & Zhou,
2020). Both the parser and the generation model are trained on the

AMR-3 (LDC2020T02) dataset (Lee, 2022).
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Table 1
Examples of output text resulting from various mutation procedures.

Mutation operation Input text Output text

Focus replacement Vaccine hesitancy is relevant amp it is important to differentiate it
from antivaxx vaccine denial these are not the same thing but we also
need to stop calling it vaccine hesitancy when a major underlying
cause is equitable access to healthcare #covidvaccine #covid19ab

Access to healthcare is also important because of the hesitancy to
vaccines (CovidVaccine COVID19AB) and the importance of
distinguishing between hesitancy and denial of antivaxx vaccines (this
is not the same, we need to stop calling it hesitancy antivaxx)

Concept replacement Astonishing to know there is no data to demonstrate there is
protection from the 1st dose of Pfizer after 21 days Again further
negligence from our government in protecting peoples lives.

It is weird to know that there is no data showing that the first
dosage of pfizer is good for protection again after 21 days.

Relationship replacement It is weird to know that there is no data showing that the first
dosage of pfizer is good for protection again after 21 days

It is weird to know that no data has shown that the first dosage of
pfizer is good for protection again after 21 days.

Constant replacement Astonishing to know There is NO data to demonstrate there is
protection from the 1st dose of Pfizer after 21 days Again further
negligence from our government in protecting peoples lives

Astonishing to know There is NO data to demonstrate there is
protection from the 1st dose of moderna after 26 days Again further
negligence from our government in protecting peoples lives.
3.2. Altering the AMR graphs

Following the initial stage of our model, we modified the existing
AMR graphs using the clonal selection algorithm (CLONALG). CLON-
ALG is an algorithm inspired by the acquired immunity hypothesis and
based on the clonal selection principle (Brownlee, 2004). It focuses on
well-known theories in computing algorithms that simulate processes in
the biological immune system through selecting, cloning, and, mutation
procedures (Jantan, Sa’dan, & Baskaran, 2016). In general, the CLON-
ALG algorithm selects candidate solutions based on a match against
a predefined pattern or an evaluation function. Candidates are cloned
and mutated until the halting condition is reached (Brownlee, 2004).
Our version of the algorithm works by cloning the native population for
a certain amount of time, depending on pre-defined distance metrics.
Following that, random alterations are introduced into the population
to diversify it further. Thus, we can say the procedure may be divided
into two stages: initialization and generation.

The initialization stage begins by establishing an initial pool of
samples of size 𝑁 and the preparation of the data. This is accomplished
by randomly picking 𝑁 samples from the data. We always divide our
data into two categories: topic one and topic two, which correspond to a
positive and negative class, respectively. When dealing with unlabeled
data, clustering methods are used to group similar samples together if
the data is jumbled and poorly labeled. Additionally, after clustering
the data, we determine the shortest distance between each sample and
the center of the cluster to which it belongs in order to determine
the future number of clones. The clustering procedure is skipped if
the data are properly labeled. In order to represent each class of
data, we transfer them into AMR graphs; the AMR graphs that are
created are collectively referred to as graph banks (aka gold graphs).
Following that, the algorithm proceeds by executing several iterations
to modify the sample data. A generation is defined as a single cycle of
modification or iteration. We can configure the number of generations
that the algorithm performs or specifies a condition that will stop the
process if the algorithm encounters it. Each iteration includes cloning
(copying) each AMR graph 𝑛 times, where 𝑛 is proportional to the
average similarity between this graph and its parent graph in the prior
population. The following equation is used to determine the number of
clones:

𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑐𝑙𝑜𝑛𝑒𝑠 = |(5 × 𝑑𝑚 − 1) × 10| (1)

where 𝑑𝑚 is the distance between the current graph and its parent
graph.

We constructed this equation in such a way that the number of
generated clones is inversely proportional to the distance; therefore,
when the distance is small, the number of generated clones is high,
and vice versa. This is because we wanted the data to be as diverse
as possible; if the generated AMR is similar to its parent, it will be
cloned more frequently, which allows for more variation. Each clone
should get one or more random modifications, such as word replace-

ment, focus change, relationship alteration, etc. To be more precise,

4

we developed four operations that will modify the AMR graphs: fo-
cus replacement, concept replacement, relationships replacement, and
constant replacement.

The focus replacement operation modifies the AMR graph’s focus; as
previously explained, the graph is rooted; when the focus is modified,
the root node is replaced with another node already present in the
graph. This function will iterate over all variables and choose candi-
dates for the new root/top variable. We eliminate nodes with incoming
edges to drastically limit the candidate pool. Then, a new root is
chosen at random among the candidates, and the graph is rearranged to
accommodate the new root. The concept replacement operation replaces
existing nodes with those that have a similar meaning. To do this, we
employ two approaches to identify words that are comparable to the
current concept: a wordnet (Miller, 1995) and gensim word2vec (Re-
hurek & Sojka, 2011). This method will iterate over all variables and
choose a candidate at random. Then, a synonym reverting function is
used to return a new word replacement and the word’s initial letter is
used as a potential variable to the old concept node. A function will
check if the new variable is available, and if it is, it will replace the
new concept with the old one. If the new variable is unavailable, the
function will alter the variable and try an alternative replacement. The
relationship replacement operation replaces an existing relationship with
another; for instance, it will randomly replace the relationship ‘‘ARG0’’
with ‘‘ARG1’’ and so on. It achieves this by retrieving the graph’s
edges and altering their relationship tags randomly or according to
predefined rules. Finally, the constant replacement procedure substitutes
a predefined constant for an existing one. For instance, we may use
this method to change the name ‘‘Jane’’ in all samples to ‘‘Jared’’. It
achieves this by retrieving the constants in the graphs and altering
their values based on constant type (e.g., name, country). We can see
examples in Table 1 of how the various operations alter the text after
modifying the input text in the AMR graph.

The mutation is executed by randomly modifying the graph using
one or a combination of the operations we developed. The distance
between each newly generated AMR and its parent is calculated using
AMR similarity metrics (Opitz, Parcalabescu, & Frank, 2020); in this
case, we utilize SMATCH (Song & Gildea, 2019). This metric works
by extracting n-grams from two AMR graphs and comparing them. We
determined whether to keep the newly produced AMR or to discard
it based on a pre-defined threshold. If the generated AMR is retained,
the distance is preserved and utilized to calculate the number of
clones in the next iteration. This process will be repeated until we can
calculate population growth (for example, the number of fit clones)
and determine whether or not the stop requirements are fulfilled based
on population growth changes. After the generating process was com-
pleted, we used a pre-trained T5 algorithm to convert the generated
AMR graphs to text. Algorithm 1 shows the complete algorithm.

4. Experiment results and discussion

This section presents the experimental evaluation of the proposed
model, and a discussion of the results obtained from the data we
collected.
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Algorithm 1: Data Augmentation Algorithm Based on CLONALG
Data: Input amr Graph
Result: Text

1 begin
2 Cycle= 1;
3 Cells = Initial population;
4 while Cycle ⩽ MaxNumberIterations do
5 for cell in Cells do
6 switch mutationRate do
7 case Concept do
8 randomNode = getNode(triples.nodes);
9 newNode = wordSynonym(random_node.text);
10 newGraph = replaceNode(newNode, randomNode,

triples );
11 if getDistance (c,newGraph) ⩾ threshold then
12 Cells += newGraph ;
13 case Relationships do
14 currentEdge = random (triples.edges);
15 newGraph =replaceEdge(currentEdge,

relationshipList, triples );
16 if getDistance (c,newGraph) ⩾ threshold then
17 Cells += newGraph ;
18 case Constant do
19 currentconstant = random (triples.constant);
20 newGraph =replaceNode(currentconstant,

constantList, triples );
21 if getDistance (c,newGraph) ⩾ threshold then
22 Cells += newGraph ;
23 case focus do
24 randomNode = getNode(triples.nodes);
25 newGraph =rearrangeGraph(randomNode, triples);
26 if getDistance (c,newGraph) ⩾ threshold then
27 Cells += newGraph ;
28 ;
29 Cycle = Cycle+1 ;

4.1. Datasets and data generation

As previously described, we will assess the effectiveness of our
proposed approach against two cybersecurity challenges: the problem
of fake news and the difficulty of training machine learning models to
recognize sensitive unstructured data. The datasets used to evaluate the
model are discussed in the next section.

4.1.1. Sensitive dataset
To evaluate the model’s effectiveness in detecting sensitive data,

we chose to utilize COVID Twitter datasets from kaggle (Kash, 2019;
Preda, 2020). In the case of sensitive information detection issues, we
created a case study where a company is attempting to flag sensitive
data in COVID tweets. They are primarily looking for COVID tweets
that mention the manufacturing process, raw ingredients, or potential
side effects of the COVID vaccination. Thus, we needed to develop two
classes of tweets: one about the COVID vaccination (sensitive) and the
other about COVID in a general sense (non-sensitive).

To prepare for the experiment, we chose and combined 2000 tweets
from two Twitter data sets that discuss COVID and COVID vaccination
based on pre-defined keywords. Also, due to the overlap in topics
between these two datasets, we decided to apply a clustering method
to further categorize the data, which was previously unlabeled and
abundant, and separate it into two categories. In this case, the elbow
clustering approach was employed to estimate the best number of
clusters, which was two. Fig. 2 depicts the top 100 words in two output
clusters identified using frequency word analysis. As can be seen, both
5

Fig. 2. Top 100 words in Cluster #0 (top) and Cluster #1 (bottom).

clusters correspond to our two classes, sensitive and non-sensitive. One
cluster is comprised of tweets mentioning COVID in general, while
the other is comprised of tweets discussing the effect of the COVID
vaccination.

Additionally, we applied topic identification on the clusters to guar-
antee that the COVID datasets were accurately sorted into our two
predefined classes (sensitive and non-sensitive). We can see the top
three topics associated with Cluster 0 in Table 2, and the top three
topics associated with Cluster 1 in Table 3. After confirming that the
data is split into two classes, up to 100 tweets were randomly selected
from each output cluster to serve as the initial population. Those 200
tweets were used to generate new samples of data, while the remaining
tweets were used to validate the model.

4.1.2. Fake-News dataset
We used two datasets (Shu, Mahudeswaran, Wang, Lee, & Liu, 2018;

Shu, Sliva, Wang, Tang and Liu, 2017; Shu, Wang and Liu, 2017) to
evaluate the method’s efficacy in improving the detection of fake news.

The first dataset consists of political news titles taken from ‘‘Poli-
tiFact’’, which is a fact-checking website that rates the accuracy of
statements made by political figures. The PolitiFact news dataset con-
tains a collection of statements made by politicians, along with a
rating indicating the accuracy of the statement. The ratings range
from ‘‘true’’ to ‘‘false’’ and include several intermediate levels such
as ‘‘mostly true’’ and ‘‘half true’’. The dataset also includes additional
information such as the statement text, the speaker, and the date the
statement was made. It is used to train machine learning models that
can automatically fact-check statements made by politicians.

The second dataset is a collection of celebrity gossip news titles
from ‘‘Gossip Cop’’, a website that evaluates the credibility of celebrity
reporting (Shu, Mahudeswaran, Wang, Lee, & Liu, 2020). Gossip Cop
is a website that fact-checks celebrity gossip and rumors. They report
whether stories about celebrities are true or false and provide sources
for their research. It is not clear if Gossip Cop provides a dataset with
their fact-checked stories for public use or for research.

As explained previously, we simulated a situation where we had
insufficient data. However, we skipped the clustering stage because
both datasets are much smaller (contains 300 titles per class) and
better organized than the COVID datasets. The data is divided into two
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Table 2
Top 3 topics in cluster #0.

Topic Keyword #1 Keyword #2 Keyword #3 Keyword #4

0 0.083*corona 0.059*virus 0.024*coronavirus 0.016*people

1 0.069*corona 0.065*virus 0.014*coronavirus 0.013*china

2 0.022*coronavirus 0.013*corona 0.012*china 0.011*outbreak

Table 3
Top 3 topics in cluster #1.

Topic Keyword #1 Keyword #2 Keyword #3 Keyword #4

0 0.088*effect 0.083*covidvaccine 0.025*vaccine 0.017*covid19

1 0.051*effect 0.044*covidvaccine 0.021*vaccine 0.015*covid19

2 0.066*effect 0.060*covidvaccine 0.034*vaccine 0.025*covid19

Table 4
Size of the initial and augmented training sets and the testing sets used in the
experiment.

Dataset # Initial # Augmented # Testing

Covid tweets 200 800 400
PolitiFact news 100 400 200
Gossip Cop news 100 400 200

Table 5
Clustering prediction results.

Class Accuracy

𝐶𝑙𝑎𝑠𝑠𝑐 80%
𝐶𝑙𝑎𝑠𝑠𝑣 94%

categories: fake titles and real titles. We selected 50 random samples to
alter from each class. These 100 titles were used to generate new data
samples, while the remaining ones were used for model validation.

4.2. Results and discussion

For the sensitive dataset, we converted each sample into an AMR
graph and then ran our model separately on all 200 samples. We ran
the algorithm until 800 samples were produced from sensitive and non-
sensitive samples, respectively. The sizes of the testing sets and the
training sets before and after augmentation1 for all datasets are shown
n Table 4 in detail. We evaluated the generated samples/text using
wo methods. The first determined whether or not the newly created
ext/samples clustered correctly. For example, if we generated text 𝑡𝑖
rom AMR graph 𝐴𝑖 that belonged to 𝐶𝑙𝑢𝑠𝑡𝑒𝑟0 (non-sensitive), and 𝑡𝑖
lustered to 𝐶𝑙𝑢𝑠𝑡𝑒𝑟0, then it was clustered successfully.

For the sake of convenience, we will refer to samples from Cluster
as 𝐶𝑙𝑎𝑠𝑠𝑐 (non-sensitive) and samples from Cluster 1 as 𝐶𝑙𝑎𝑠𝑠𝑣

sensitive). As seen in Table 5, 80% of text generated by samples from
𝑙𝑎𝑠𝑠𝑐 successfully cluster to 𝐶𝑙𝑢𝑠𝑡𝑒𝑟0, whereas 94% of text generated
y samples from 𝐶𝑙𝑎𝑠𝑠𝑣 cluster to 𝐶𝑙𝑢𝑠𝑡𝑒𝑟1.

The second assessment strategy was performed by examining
hether the performance of a CNN text classifier improved when

rained on newly generated data as opposed to when trained using the
nitial population only (200 samples); the test set was the remaining
800 tweets set aside for evaluation. In addition, we selected three
odels from the literature review to allow us to compare our model’s
erformance. As can be seen from Table 6, after using the newly
enerated data for training, the overall performance has improved
ignificantly, and our model outperformed the other models.

For the fake news datasets, we transformed the 100 titles from each
ataset (PolitiFact and Gossip Cop) into an AMR graph, and then we
pplied our augmentation method. We ran the algorithm until 400

1 https://onlineacademiccommunity.uvic.ca/isot/2022/11/27/augmented-
atasets/.
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Table 6
Results of the CNN classifier on the COVID dataset.

Training data Accuracy Precision Recall F1-score

Original data 0.70 0.74 0.74 0.70
Our method 0.83 0.85 0.85 0.84

EDA 0.72 0.80 0.75 0.72
Back-translation 0.70 0.79 0.75 0.70
Contextual/Gpt2 0.80 0.84 0.83 0.81

Table 7
Results of the CNN classifier on the PolitiFact fake news dataset.

Training data Accuracy Precision Recall F1-score

Original data 0.56 0.71 0.57 0.48
Our method 0.72 0.72 0.72 0.72

EDA 0.63 0.70 0.70 0.70
Back-translation 0.67 0.68 0.68 0.67
Contextual/Gpt2 0.64 0.65 0.64 0.64

Table 8
Results of the CNN classifier on the Gossip Cop fake news dataset.

Training data Accuracy Precision Recall F1-score

Original data 0.58 0.60 0.58 0.57
Our method 0.70 0.73 0.70 0.71

EDA 0.60 0.65 0.60 0.63
Back-translation 0.62 0.65 0.68 0.67
Contextual/Gpt2 0.70 0.75 0.64 0.70

samples/text were produced from fake and real samples, respectively.
Similar to previously, we trained a CNN classifier using both the
original population and newly generated text from each data set and
compared its performance to three models from the literature review.
As can be seen from Tables 7 and 8, the overall performance has greatly
improved when using the new data and our model.

Our augmentation method was able to increase the performance
of CNN text classifiers when trained on generated text from a small
number of samples. Nevertheless, throughout our testing phases, we
noticed that in order to achieve the best results, we had to limit the
graph alterations. In the early rounds of testing, we sought to generate
diverse samples/text from the original population; hence, we set the
distance evaluation criterion between 0.4 and 0.9, which enabled the
generation of more diverse data. However, because the created text
topics were different from the original data, we disturbed the natural
distribution of keywords in the data, resulting in a decrease in classifier
performance. Several rounds of testing led us to believe that the best
threshold for distance thresholds during the text mutation stage was
between 0.6 and 0.8. We selected optimal thresholds by analyzing the
BLEU scores (Song, Ning, Zhang, & Wu, 2021), a commonly used metric
for evaluating the quality of machine-generated text. BLEU compares
the machine-generated text to a set of reference texts and calculates
a score based on the number of matching n-grams between the two.
As shown in Fig. 3, we compared the thresholds to the BLEU score.
A higher BLEU score indicates that the machine-generated text is more
similar to the reference translations and is therefore considered to be of
higher quality. Although thresholds above 0.9 had better performance,
we eliminated them due to the desire to avoid generating identical
text to the original samples. In addition we included a ROC curve
shown in Fig. 4 that contains the performance of a CNN trained with
data generated at various threshold levels as measured by the true
positive rate and false positive rate. Furthermore, because each text
sample in the original population underwent many rounds of mutation,
it was possible to substitute words and concepts with ones that were
much closer to the original concept/word but were inadequate in the
original data. This had a detrimental effect on classifier performance

and required that the mutation be confined to the targeted job.

https://onlineacademiccommunity.uvic.ca/isot/2022/11/27/augmented-datasets/
https://onlineacademiccommunity.uvic.ca/isot/2022/11/27/augmented-datasets/
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Fig. 3. Comparison of average BLEU score and thresholds.

Fig. 4. ROC curve showing the performance of a CNN trained with data generated at
various threshold levels.

5. Conclusion

We presented and assessed a new approach for textual data en-
hancement based on graphs and a clonal selection algorithm. We
represented the data using AMR graphs and created a method for
altering the graph’s concepts and relationships in order to produce
new, updated graphs. Using T5, a pre-trained language model, we
transformed graphs to text and vice versa. Additionally, we demon-
strated that the produced text considerably enhances the performance
of machine learning classifiers. By training a CNN classifier with the
new data, we observed an improvement in performance by more than
5%. We believe that by refining the proposed method, we may not only
replace current concepts and relationships, but also add new ones to
the AMR graphs. Although data augmentation is gaining popularity and
appears to have tremendous potential, there are several downsides. For
instance, many data augmentation techniques can only generate high-
quality enhanced data if the underlying data set is sufficiently large.
Using our strategy, however, we were able to enhance 100 or fewer
data samples and still increase the performance of a machine learning
classifier. Our future work will include incorporating branches (concept
and relationship) into the AMR throughout the generation cycle and
assessing the quality of the resulting data samples. Furthermore, we
will explore introducing the concept and data drift to the augmented
data. Previously, we stated that, after running an experiment with our
model, we observed that the accuracy of predictive models reduces if
the mutation is not constrained. We believe this is because we altered
the natural distribution of the original data, causing either a data

drift (Machiraju, 2021) or concept drift (Iwashita & Papa, 2019). Using

7

the developed distance-based fitness function of the clonal selection
method, we were able to prevent drift by restricting the mutation and
eliminating new samples that might have caused drift if the mutation
continued. Our next step is to expand our approaches so that we can
exert greater control over the drift and not just prevent it, but even
induce different sorts of targeted drift in text. The goal is to model
different types of concepts and data drift of our data, such as sudden
drift or gradual drift (Bayram, Ahmed, & Kassler, 2022) in text and NLP
applications. In addition, we will determine if we can use this technique
to improve and strengthen the performance of the prediction model by
introducing previously unknown patterns.
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