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ABSTRACT

Linear machines such as the Linear Feedback Shift Registers (LFSRs) and Linear Hybrid
Cellular Automata (LHCA) are often used as Pseudo Random Pattern Generators
(PRPGs) in testing of digital circuits. In this thesis, a slightly non-linear machine, the

Geffe generator, and its application as a PRPG in testing is investigated.

In the research, the randomness properties and the transition properties of the Geffe
generator are studied. Theoretical analysis and results of the transition test show that the

Geffe generator has a much larger transition capability than the LFSR or LHCA.

Fault simulation is also conducted using both the linear and the non-linear machines.
Improvements in fault coverage for most ISCAS’89 benchmark circuits show that the
non-linear machine, the Geffe generator, exhibits much better performance over the linear
machines (the LFSR and LHCA) when it is used as the PRPG to detect stuck-at faults in

sequential circuits.
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Chapter 1 Introduction

The focus of this research is the investigation of a non-linear machine, namely the Geffe
generator, and its application as a Pseudo Random Pattern Generator (PRPG) in digital

testing.

Testing of a circuit in a digital system is an experiment in which the circuit is exercised
and its resulting response is analyzed to ascertain whether it behaves correctly [1, page
1]. The input stimulation for the circuit may be provided by a set of deterministic vectors,
or by a pseudo random generator. Some autonomous linear machines such as Linear
Feedback Shift Register (LFSR) [4, page 61] and Linear Hybrid Cellular Automata
(LHCA) [23] are often used as Pseudo Random Pattern Generators (PRPG) in digital
testing. Very high fault coverage can be achieved when such linear machines are used to

detect stuck-at faults in combinational circuits.

However, for stuck-at faults in sequential circuits, the fault coverage can be pretty low.
The reason for this phenomenon is that, to detect a fault in sequential circuits, we need
more than one input pattern, since the outputs of the sequential circuits depend on both
the current state and the previous state of the circuits. It is the variety of pattern
transitions rather than the number of patterns that determines the performance of a
generator. In [28], the authors provide a theoretical analysis and empirical comparisons to
demonstrate that the LHCA are better than LFSRs as generators for sequential-type
faults, and they suggest that this is because of the larger number of transition pairs

generated by the LHCA.

The number of transitions obtained by linear machines can be quite limited. Here we
want to turn to ‘slightly’ non-linear machines, which have higher transition capability. In
[27] several slightly non-linear machines used in stream-cipher cryptography are
presented. Their application in detecting delay faults and the simulation results of the

ISCAS’85 benchmark circuits are presented in [22]. In this research, a non-linear
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machine, the Geffe generator, and its application as a generator for testing stuck-at faults

in sequential circuits is considered.

In Chapter 2, we present the background material for the research, including some
concepts and techniques in digital testing, the structure and properties of both the linear

machines (LFSR and LHCA) and the non-linear ones (the Geffe generator).

In Chapter 3, we introduce the experiments which are applied to both the linear and non-
linear machines, namely the empirical Knuth randomness tests [12, page 54], the
transition test, and fault simulation. Experimental specifications for each test are also

given.

With respect to the Knuth tests, we use only three of them: the equidistribution test, the
serial test, and the permutation test. Detailed algorithms for each test are described and
parameters for each generator are also given. The transition test is also defined and the

experimental procedure is explained.

Fault simulation includes both the simulation of combinational circuits and the
simulation of sequential circuits, using the well known sets of benchmark circuits,
ISCAS’85 and ISCAS’89. The characteristics of these benchmark circuits and the two
simulators (FSIM and HOPE) are introduced briefly.

In Chapter 4, all of the experimental results including analysis are presented.
Comparisons are made among the three generators. Finally, a conclusion is drawn based
on the results and the analysis. In the fault simulation of the sequential circuits, we
evaluate not only the performance of different generators, but also evaluate the effect on

the fault coverage of different initial values of the flip-flops in the benchmark circuits.

The experimental results show that the non-linear machine, the Geffe generator, has a
much larger transition capability than the linear ones, the LFSR or LHCA, and, when
detecting single stuck-at faults in sequential circuits, it exhibits much better performance

than the LFSR or LHCA.



In Chapter 5, we conclude this research and discuss some possible future work topics.



Chapter 2 Background

In this chapter, we cover the basic background of the thesis, including digital system
testing, Linear Finite State Machines (LFSMs) and non-linear machines. All of the

material is discussed in [1].

2.1 Digital System Testing

Testing of a circuit is intended to ascertain whether it behaves correctly. A digital circuit
is one that deals with only digital signals. At the logic level, the information processed in

a digital system is represented by discrete binary logic values.

We assume that the design of the circuit has been verified and meets its specification. But
factors such as the physical defects in the circuit affect its behavior. These physical
defects are called faults in the system, which include fabrication errors, fabrication

defects and physical failures.

Figure 2.1 shows the general infrastructure for testing. Test patterns are generated and are
applied to the Circuit Under Test (CUT). These patterns are either test sets specially
produced for the CUT or generated by a Pseudo Random Pattern Generator (PRPG),
which is often used in Built-In Self Test (BIST). As the testing is done, the output is
analyzed to decide whether the CUT is faulty or not.

Test | Circuit Output
Pattern Under Respoqse
Generation Test Mechanism

Figure 2.1 Digital system testing

Testing methods can be classified according to different criteria. If testing is performed

concurrently with the normal system operation, it is called on-line testing. Otherwise if
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testing is performed at a ‘test mode’, which is separate from the normal operation, it is

called off-line testing. Testing methods can also be divided into self-testing and external-

testing. Self-testing means that the testing stimuli are within the system itself while, in

the external-testing, the testing stimuli are applied by an external device called a tester [1,

page 4].

Testing includes many issues, such as: fault modeling, fault simulation, test generation,

design for testability, signature analysis. The first three of these issues are covered below.

2.2

Fault Modeling

A fault model is the representation of the nature of the logical faults on the operation of

the circuit [1, page 93]. Fault models are needed to analyze the result of a test because

they allow a mathematical treatment of testing and diagnosis. According to their logic

behavior, fault models can be classified as follows.

Stuck-at faults: any fault condition that causes a logic gate to behave as though
one of its inputs or its output is stuck at a logical 1 or 0 [4, page 4]. It is denoted

by s—a-v, ve{0,}.

Bridging faults: the logical fault representing a short between two signal lines
which creates a new logic function. If the shorted lines form a feedback path that
creates a new state in which the network can exist, and may lead to sequential
behavior. If the short does not form this kind of feedback path, it is called a

combinational fault [4, page 4].

Delay faults: fault caused by signal delays in the circuit. They are used to
represent two types of faults in transitions: the slow-to-rise transition, which
means that it has a slower than expected transition from logic 0 to logic 1, and the
slow-to-fall transitions, which means a slower than expected transition from logic
1 to logic 0 [11, page 15]. Two patterns are needed to detect a delay fault. For

example, in Figure 2.2, to detect the slow-to-rise transition on line A, a transition
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‘0 — 1’ is required to apply to the input A. In this case, the patterns (01, 11) can

detect this fault. )
Slow to rise

Figure 2.2 Example of a delay fault

In this thesis only single stuck-at faults are considered. This type of faults can be further
divided into single stuck-at faults in combinational circuits, which need only one pattern
to detect, and single stuck-at faults in sequential circuits, which, similar to delay faults,

need more than one pattern to detect.

2.3 Fault Simulation

Logic simulation means to exercise a model by stimulating it with a set of input signals.
It can be used for design verification, which attempts to ascertain that the design

performs its specified behavior, both in function and in timing.

Logic simulation can also be used in fault simulation, which means to stimulate a circuit
in the presence of faults [1, page 131]. When a test T is applied to the circuit, by
comparing the fault simulation results with those of the fault-free simulation of the same

circuit, one can determine whether the fault is covered or detected by the test T.

General fault simulation techniques include serial fault simulation and parallel fault
simulation [1, page 134]. Serial fault simulation implies the simulation of the faults, one
at a time. It consists of transforming the model of the fault-free circuit such that it models
the circuit in the presence of the fault. Then the new model is simulated. The whole

process is repeated for each fault and it is the simplest method of simulating faults. In
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parallel fault simulation, the fault-free circuit and a fixed number of faulty circuits are
simultaneously computed. The values of a signal in the fault-free circuit and the values of
the corresponding signals in the faulty circuits are packed together in the same memory
location of the host computer. Although this technique is much more complex for
implementation, it reduces processing time greatly, since several faulty circuits can be
simulated in parallel. Two simulators are used in our experiments, namely FSIM [14] and
HOPE [15]. FSIM uses serial fault simulation and HOPE uses the parallel fault

simulation technique.

2.4 Test Pattern Generation

The first step in testing is to generate test patterns for the circuit under test. Test pattern
generation can be classified into categories including testing using a test set, exhaustive

testing and pseudo random testing.

e Testing using a test set means to test a circuit with a set of input vectors which
have been specifically designed for the circuit under test using a deterministic

algorithm.

e Exhaustive testing means to test an » -input combinational circuit with all 2"
possible inputs. This method can guarantee 100% fault coverage of detectable
faults that do not produce sequential behavior. But as » becomes larger, it is
impractical to use this method since the number of patterns grows rapidly. Also
this method is not effective for stuck-at faults in sequential circuits and delay

faults since they need more than one pattern to detect such a fault.

e Pseudo random testing refers to testing a circuit with patterns that have many
characteristics of random patterns, but the patterns are generated deterministically
and hence are repeatable. Linear Finite State Machines (LFSM) are often used as

the Pseudo Random Pattern Generators in testing.



2.5 Linear Finite State Machines'

Linear Finite State Machines (LFSMs) play an important role in digital circuits testing, as

they can be used as Pseudo Random Pattern Generators as well as output compactors in

testing [4, page 100]. In this section, first some definitions related to LFSM are given.

After that, two specific kinds of LFSMs, namely the Linear Feedback Shift Register
(LFSR) and the Linear Hybrid Cellular Automata (LHCA), are introduced.

Definition 1: A finite state machine is an algebraic structure < S,/,Y,N,0 >, where

S,I,and Y are finite sets of states, inputs, and outputs, respectively, N is a mapping

from Sx/ into S, and & is a mapping from S into ¥ [24, page 208].

Definition 2: A finite state machine M =< S,1,Y, N, > is linear if

(i)

(i)

the state space S, the input space /, and the output space Y are each
vector spaces over a finite field K (we let the dimensions of the spaces be

n, p,and r,respectively); and

for the state vector s', input vector ', and output y’ at time i, the next-
p put y

state and output functions are of the forms
N(s'u'y=s"=4-s'+B-u’' (2.1)

and 8=y =C.s',

i

where 4, B, and C are matrices over K ; s', u', and y' are column
vectors; the matrix operations are the usual matrix operations with

arithmetic performed in the field K [24, page 297].

Figure 2.3 shows the block diagram of a typical linear finite state machine [24, page

297].

" All computations in this section are over GF(2).



__u_’ B u’ i+l A i B i
) = “§ F u y
B y =C-s
_’ » :
5 —p + DELAY C
A A-s'

Figure 2.3 Block diagram of a Linear Finite State Machine

In this thesis, we only consider autonomous LFSMs, which means that our machines
have no external inputs, thus the matrix B is a 0-matrix. The next-state function of the

machine (equation 2.1) can be reduced to:
N(s',u')y=s"=4-5' .2

Here A4 is called the state transition matrix. The characteristic polynomial of the
transition matrix can also be used to describe the LFSMs. It is defined as follows [24,
page 310].

Definition 3: The characteristic polynomial f(x) of an nxn matrix A4 is the polynomial
det(x] — A).

Since the primitive polynomial is very important, its definition is given below [25, page
40].

Definition 4: An irreducible polynomial f(x) of degree » is said to be primitive if the
smallest positive integer k for which f(x) divides x* -1 is k=2"-1. And a
polynomial of degree no less than 1 is irreducible if it has no factors except scalars and
scalar multiples of itself. That is, it cannot be factored into a product of lower-degree
polynomials.

It is proven in [4, page 70] that only LFSMs that can be described by primitive

characteristic polynomials can cycle through the maximum 2" —1 non-zero states.
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2.5.1 Linear Feedback Shift Register (LFSR)

A Linear Feedback Shift Register (LFSR) is a shift register that, when clocked, advances
the signal through the register from one bit to the next bit in the shift register [13]. Some
of the outputs are combined in exclusive-OR configuration to form a feedback
mechanism. An autonomous LFSR can be formed by performing exclusive-OR on the
outputs of two or more of the clocked D flip-flops together and feeding those outputs
back into the inputs of the flip-flops. Figure 2.4 shows the structure of a 3-bit LFSR.

LD 0 N D O D OJ
V o] r> ck F> ck

Figure 2.4 Structure of a 3-bit LFSR

CLK

According to the different positions of the XOR gates, LFSRs are generally divided into
two main types: External XOR LFSR and Internal XOR LFSR. Figure 2.5 shows both
types of the LFSRs. Here each cell represents a D flip-flop in a shift-register structure
and ‘@’ denotes an XOR gate.

fan
'Y

\4

K L &
So Sl Sz 0 S1 NV SZ

External XOR LFSR Internal XOR LFSR
Figure 2.5 Two types of LFSR

We next use the state transition matrix and the characteristic polynomial to describe the
internal XOR LFSR in Figure 2.5.
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From the structure of the LFSR, the next state equations can be obtained as follows:

i+l

i i
5, =8 +8;

and in matrix form:

0 0 1
stT=4-5=|1 0 0f-s',
0 1 1
so the transition matrix of the LFSR is
0 0
A=|1 0
0
The characteristic polynomial of matrix 4 is
x 0 1
f(x)=det(xI-A) =1 x 0 |=x>+x*+1.
0 1 TI+x

It is easy to construct LFSRs with characteristic polynomials since there is a simple one-

to-one correspondence between LFSRs and polynomials [4, page 66]. To implement the

n -cell internal XOR LFSR from the characteristic polynomial f(x) =1+ Zc,.x" , where

i=1
c,€{0,1}, if ¢, =1, 1<i<n, the input of the (i+1)-th cell is the XOR result of the

outputs of the i -th and the » -th cells, otherwise is the output of the i-th cell.

2.5.2 Linear Hybrid Cellular Automata (LHCA)

A Linear Cellular Automata (LCA) is a linear finite machine, composed of uniform

arrays of cells in a k—dimensional space. Each cell consists of a single memory element



12

and a next-state computation function, which is called the computation rule, or rule. An
LCA is called hybrid if two or more rules are used [8]. In this research, only autonomous

one-dimensional (1-D) LHCA are considered. Since 1-D LHCA restrict communication

to local neighborhoods, there are in total 2% =256 rules [3]. It is shown in [21] that
only 8 of the 256 rules are linear and, of these rules, only certain combinations of rule 90

and rule 150 may lead to LHCA with primitive characteristic polynomial.
Rule 90: s =sl sl
Rule 150: sl =51 +5; +5h,,
Here s, denotes the next-state of the k-th cell, and s, ,, s; s;,, denote the current

states of the (k-7)-th, the k-th, and the (k+7)-th cell, respectively.

Figure 2.6 shows the structure of a 3-cell LHCA.

So Sy S,

0 150 150 90

Figure 2.6 Structure of a 3-cell LHCA

The next-state equations of the three cells in Figure 2.6 are defined below.

i+l _ i i

So —S0+S‘
il _ i i i
S, —SO+S1+S2
i+l

i
S =5

As an LFSM, an LHCA can also be described by a transition matrix and a characteristic

1 10
polynomial. For example, the transition matrix of the LHCA in Figure 2.6 is |1 1 1.
010

Its characteristic polynomial is
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1+x 1 0
fO=[1 1+x l=x>+x+1.
0 | .

The implementation of LHCA from characteristic polynomials is much harder since there
is no one-to-one correspondence between LHCA and polynomials. The authors of [10]

give a method for the synthesis of an LHCA from a given irreducible polynomial.

2.6 Non-linear Machines

In this section several ‘slightly’ non-linear machines and their applications in different

areas are introduced.

Non-linear machines refer to systems which have non-linear operations when changing
from the current state to a next state. The definition of the linear function [24, page 297]

is as follows.
Definition 5: A function f:¥ — V"' is a linear function from a vector space V into a

vector space V' over the same scalar field as V' if, for all ¢, and ¢, in K'and all v, and

v ¥,
fley, +evy)=c f(v)+e, f(v,).

In the binary field, linear operations include only modulo 2 addition, modulo 2 scalar
multiplication, and unit delays. Other Boolean operations such as AND, OR, NAND,

NOR are non-linear.

By adding some non-linear operations to an LFSM we can get some ‘slightly’ non-linear
machines. One example of a possible non-linear machine is the Geffe generator [27]. It
consists of three LFSRs and one 2-to-1 multiplexer, as shown in Figure 2.7 (a). At any
given time, the generator outputs a bit generated by either LFSR1 or LFSR2. One bit
from the pattern generated by LFSR3 decides which LFSR is chosen for the output.
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m

LRI M0 .0, v [osm D0 0, | Minm

— ' Multiplexer n Multiplexer :>
1
Select LFSR2 | I Select

| l-; [
LFSR3 LFSR3

(a) (b)
Figure 2.7 The Geffe generator (a) Original version (b) Modified version

In this research, since the generator is used to produce patterns for testing, we modify it
into a similar form (see Figure 2.7 (b)). At any given time, the generator outputs a pattern
m or n bits wide, instead of a single bit. Table 2.1 shows an example for m =3 and

n =4 . The bold bit from LFSR3 selects which pattern is chosen for the output.

LFSR-1 LFSR-2 LFSR-3
Time Output Pattern
2 +x?+1 x* +x+1 x* +x+1
1 001 0001 001 000
2 101 1100 110 101
3 111 0110 011 011
4 110 0011 111 001
5 011 1101 101 110
6 100 1010 100 100

Table 2.1 How the Geffe generator works when m =3 and n=4

Another example of a ‘slightly’ non-linear machine is the threshold generator (see Figure
2.8). This machine consists of a majority function and » LFSRs, » is an odd number. At

any given time, if the the » LFSRs produce more 1’s than 0’s, the generator outputs a
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‘1°, otherwise it outputs a ‘0’. Similar to the Geffe generator, the threshold generator

could also output 7 bits in parallel with some modification to its structure.

LFSR1

LFSR2

Majority
Function

LFSRn

Figure 2.8 The threshold generator

The shrinking generator (see Figure 2.9) is also non-linear. The black dot in the Figure
denotes a conditional check. Two LFSRs (LFSR-S and LFSR-A) are included in this
machine. At any given time t;, if the output s; of LFSR-S is 1, then the generator outputs

the output a; of LFSR-A, otherwise it discards a;.

LFSR-S

LFSR-A

Output a;

Discard ga;

Si=0

Figure 2.9 The shrinking generator

Non-linear machines are widely used in the field of cryptography [17]. Both linear
machines (such as LFSR and LHCA) and non-linear machines (such as the Geffe
generator) can be used as the pseudo random generator in a cipher system. Research in
[18] has shown that linear machines are more vulnerable to cryptal attacks than the non-

linear machines.



16

Similarly, we may think of using the non-linear machines as PRPG in digital testing. Will
the non-linear generators have better performance than the linear ones in testing? In the
following chapters, some experiments are designed and conducted to both the linear and

non-linear machines to see whether the non-linear ones have superior performance.

2.7 Conclusion

In this chapter the background of this thesis is presented. Concepts and techniques in
digital testing, LFSMs, and some non-linear machines are introduced. In Chapter 3, three
experiments designed for both the linear and non-linear machines, namely the
randomness tests, the transition test, and fault simulation, are discussed. Experimental

results and the conclusions are given in Chapter 4.
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Chapter 3 The Experiments

In this chapter we introduce the tests applied to both the linear and the non-linear
machines, which include the randomness tests, the transition test and fault simulation.

The experimental specifications are also given for each test.

3.1 Randomness Tests

The randomness tests are to evaluate the randomness of a sequence, or of a sequence of
patterns. There are many methods described in the literature, including the Knuth tests
[12, page 54] and Golomb’s three criteria for (pseudo) random sequences [17, page 108].
In our research we use three tests from the empirical set of Knuth: the equidistrubution

test, the serial test and the permutation test.

Each of the three tests is applied to a sequence <Y, > (3.1) of » integers which are

distributed between 0 and d —1, here d is a positive integer.
<Y >=Y,1,Y,,.., 3.1)

Below we briefly introduce the “Chi-square” statistical test that is part of all the three

Knuth tests used [12, page 35].

Suppose that every observation can fall into one of & categories. We take » independent
observations, with » a fairly large number, count the number of observations falling into
each of the k categories and compute the quantity ¥ given in equation (3.2) below.

Here, P is the probability that each observation falls into category s, and N_ denotes

the number of observations which fall into category s.

N, —nP.)?
pey Sl (32)

1<s<k s
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The computed value of V' is compared with the selected values of the chi-square

distribution listed in Table 3.1 [12], with v=k —1. When v > 30, the reference V' values
' ’ 4 , 2 .
can be computed with the equation V = v+2s/;xp +§xp -3 The different x, values

are listed in the last row of Table 3.1. If V' lies between 5% and 95%, then the sequence

passes the test. Otherwise it fails.

pP=99% | p=95% | p=75% | p=50% | p=25% | p=5% | p=1%

v=l 0.00016 0.00393 0.1015 0.4549 1,323 3.841 6.635
V= 0.00201 0.1026 0.5753 1.386 2.773 5.991 9.210
V= 0.1148 0.3518 1.213 2.366 4.108 7.815 11.34
v=4 0.2971 0.7107 1.923 3357 5.385 9.488 13.28
y= 0.5543 1.1455 2.675 4.351 6.626 11.07 15.09
V=6 0.8720 1.635 3.455 5.348 7.841 12.59 16.81
V= 1.239 2.167 4.255 6.346 9.037 14.07 18.48
V= 1.646 2733 5.071 7.344 10.22 15.51 20.09
v=9 2.088 3.325 5.899 8.343 11.39 16.92 21.67
v=10 2.558 3.940 6.737 9.342 12.55 18.31 23.21
v=11 3.053 4.575 7.584 10.34 13.70 19.68 24.73
v=12 3.571 5.226 8.438 11.34 14.84 21.03 26.22
v=I15 5.229 7.261 11.04 14.34 18.25 25.00 30.58
v=20 8.260 10.85 15.45 19.34 23.83 31.41 37.57
v=30 14.95 18.49 24.48 29.34 34.80 43.77 50.89
v=30 Approximately v + 2\vx , %x; —%

X, = -2.33 -1.64 -.675 0.00 0.675 1.64 2.33

Table 3.1 Selected values of the chi-square distribution

The following example shows how the chi-square statistical test is applied in practice.
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In a dice-throwing experiment, it is assumed that one can receive 1,2, 3, 4, 5, or 6 with

equal probability. When two dice are used in the experiment, the probability p. of

obtaining a given total, s, on a single throw is as follows:

Valueof s |2 |3 |4 |5 |6 |7 [8 [9 |10 |11 |12

1
Probability, p, | — |— |— | =
0.5 36 |18 |12 | 9 |36

N | —
W
N
O | —
p—
¥}
—
)
w
N

For example, if one throws 108 times, and possible observed results could be:

Valueof s |2 |3 |4 |5 |6 [7 |8 |9 [10 |11 |12

Observed number, N | 2 | 7 |8 |10 |16 (20 14 [13 [12 |5 |1

Expected number, nP, | 3 | 6 |9 [12 [15 [18 [15 |12 |9 |6 |3

The value V' can be computed according to equation (3.2).

2 ()2 _£)\2 _2\2
_@-3 -6 (-6 (-3} _,53
3 6 6 3 60

V

Since k=11, v=k—-1=10, the chi-square table shows that the probability that
V= 22—(3) happens is between 95% and 99%. The observed values are too close to the

expected ones and the results can not be considered random.

3.1.1 Equidistribution Test

The first requirement that a random sequence must meet is that its numbers are uniformly
distributed in a range. Here we would like the numbers in a sequence to be uniformly

distributed between 0 and d -1, d is a positive integer.
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This test can be implemented as follows [12, page 55]: for each integer r, 0<r<d,

count the number of times ¥, = r for 0 < j <n, and then apply the chi-square test using

k = d and probability P, =1/d for each category.

3.1.2 Serial Test

More generally, we want pairs of successive numbers to be uniformly distributed in an
independent manner and the serial test helps to measure as to how well this goal is being

achieved.

To implement this test, first we count the number of times the pair (Y,,,Y,,.,) =(q,7)
occurs, for 0 < j <n. These counts are to be made for each pair of integers (g,7) with
0<q, r<d, and we apply the chi-square test to these k=d’ categories with

probability 1/d* in each category [12, page 55].

3.1.3 Permutation Test

In the permutation test, we divide the input sequence into » groups, where each group
consists of 7 elements, that is (¥,,Y, ....,Y;, ), 0< j<n. The elements in each group
can have ¢! possible relative orderings; the number of times each ordering appears is

counted, and a chi-square test is applied with & =¢! and with probability 1/¢#! for each

ordering [12, page 59]. In our experiment, we use the permutation_3 test, i.e., # =3.

3.1.4 Experimental Specification

In our research, we need to test the randomness of a set of binary patterns instead of a
sequence of integers. To run these randomness tests, which are applicable only to a

sequence, we change each binary pattern into its decimal form. The reason to do so is that
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that is a one-to-one correspondence between an » -bit binary pattern and a decimal

integer m, me[0,2" —1].

The software developed by our group [16] is used to run the tests. Lin Sun implemented
the Knuth tests using the C languagel. Since the algorithms of these tests are given

above, here only the procedure for the experiments is given.

For an » -bit generator:
1. From a randomly chosen initial state, generate 10,000 binary patterns.
2. Change each binary pattern to its decimal form a,, i=1, 2, ..., 10,000.

3. For each decimal number a,, apply a modulo 5 function®, and get a new number

b,,i=1,2,...,10,000, where b, € {0,1,2,3,4}.

1

4. Apply the equidistribution test to the sequence b,, i=1,2, ..., 10,000.
5. Apply the serial test to the sequence b,, i=1, 2, ..., 10,000.
6. Apply the permutation test to the sequence b,, i =1, 2, ..., 10,000.

7. Repeat steps 1-6 for n=10, 11, ..., 20.
The parameters of the generators are defined as follows.
To generate » -bit wide patterns:

e LFSR: the n-degree LFSR with minimal weight (least possible number of non-

zero coefficients) primitive polynomial [9] is chosen.

" The software is located at /local/bin/testing/ under the server Shannon in the DSD Iab, Department of

Victoria, University of Victoria. More information about the software is included in Appendix 3 and [16].

? In the serial test, the computer cannot handle the computation if the modulo function is taken with a value

bigger than 10.
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e LHCA: to make the results comparable to those of the other generators, we
choose the »-degree LHCA with minimal weight primitive polynomial, which is
the same one as that of the LFSR. Structures of this type of LHCA can be found in
(91

o The Geffe generator: in [18, page 135], the author notices that to obtain the best
results in the entropy-related statistical test [19], the LFSRs in the Geffe generator
should satisfy the following rule: ged(d,,d,) =1, where gcd denotes the greatest
common divisor and d,,d, are the degrees of the LFSR1 and LFSR2
respectively. So, in this experiment, for LFSR1, we choose the n-degree LFSR
with minimum weight primitive polynomial; for LFSR2, we choose the (n+1)-
degree LFSR with minimum weight primitive polynomial. For LFSR3, since there

is no particular restriction for the parameters, we use the minimum weight one
with characteristic polynomial x’ +x*+1 in all Geffe generators regardless of the

value of n.

3.2 Transition Test

The transition test counts the number of pattern transitions, or sub-state vector transitions
in a sequence of patterns. The sub-state vector and the transition are defined as follows
[28].

Definition 6: For a given n -cell state vector s = (515855°758,),8, €{0]}, 1< p<n,ak-

cell substate vector w of s is defined by

w= (s,‘l 9si, ’“.’Si )’
- k
and a transition corresponding to w is defined as

< (si,ssiz :""si,, ),(S;:,s;,"',si:)>,
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where 1<i, <i <nforl<j</<k.

For example, for the 5-bit patterns s = (s,,s,,5;,5,,55) in Figure 3.1, one can choose 3-
bit sub-state vectors, w = (s,,s,,5,), shown in bold in Figure 3.1, and <(0, 1, 1), (0, O,

1)> is called a transition. Two other sub-state vectors transitions are <(0, 0, 1), (1, 0, 0)>

and <(1, 0, 0), (1, 0, 0)>.

S, S, 8y 8, Ss

0
0
1
1

o O

1
1
0
0

= O OO
OO0OOM

Figure 3.1 Sub-state vectors

The number of pattern transitions, or sub-state vector transitions, is an important criterion
to evaluate the performance of a generator when the patterns are used to detect faults in
sequential circuits. The reason is that the outputs of a sequential circuit depend not only
on the present input value but also on the past input values. It is more difficult to detect
the single stuck-at faults in sequential circuits because we need a test sequence instead of
a single test vector, which is enough to detect a single stuck-at fault in combinational
circuits. It is the variety of transitions rather than the number of patterns that determines
the performance of a sequence of patterns. In [28], the authors provide a theoretical
analysis and empirical comparisons to see why the LHCA are better than the LFSRs as
generators for sequential faults. They demonstrate that an »-cell LHCA with maximum
length cycles has a much larger transition capability then an # -cell LFSR with maximum
length cycles. Simulation results of the ISCAS’85 benchmark circuits show that when
looking for delay faults, LHCA perform better than LFSRs.

Since the periods of both LFSR and LHCA are fairly small (maximum 2" —1 for an » -

cell LFSR or LHCA), the number of transitions obtained by these linear machines is quite
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limited. In this research, we turn to the non-linear machines, which may have a larger

transition capability and thus they have a better performance in detecting faults in

sequential circuits. In this experiment, the transition capabilities of both the non-linear

machine and the linear ones are investigated.

Experimental Specification

In the transition test, the number of sub-state vector transitions is used to evaluate the

performance of generators. The parameters of the three generators are chosen the same

way as those for the randomness tests in 3.1.4. The procedure of the experiments is given

below.

For an n -bit generator:

1.

2.

3.3

From a randomly chosen initial state, generate 10,000 patterns.

Count the number of transitions of k -cell (k =|n/2]) sub-state vectors, and the

sub-state vectors come from the first & adjacent bits of the original patterns.

Count the number of transitions of k-cell (k = |_n/ ZJ) sub-state vectors, which

come from the middle & adjacent bits of the original patterns.

Count the number of transitions of k -cell (k =|n/2]) sub-state vectors, which

come from the 2, 4™, 6™, ..., 2k™ bits of the original patterns.

Repeat steps 1-4 for n=10, 11, ..., 20.

Fault Simulation

Fault simulation is used to simulate the benchmark circuits with patterns generated by

different generators so as to compare the performance of these generators with respect to

fault coverage. In this part, the benchmark circuits and the tools used for the simulation

are described briefly.
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3.3.1 The Benchmark Circuits

Benchmark circuits are used in this research to compare the performance among different
pattern generators. There are many benchmarks for digital testing, but here only the

ISCAS’85 and ISCAS’89 benchmark circuits are used.

ISCAS’85 benchmark circuits

The ISCAS’85 benchmark circuits [7] are eleven combinational networks provided to
authors at the 1985 International Symposium on Circuits And Systems. Each circuit is

characterized in Table 3.2.

Circuit Circuit Total Input | Output | Total | Detectable

Name Function Gates Lines | Lines | Faults' Faults
cl7 A small circuit 6 NAND 5 2 22 22
c432 Priority decoder 160(18 XOR) 36 7 524 520
4997 ECAT 202(104 XOR) 41 32 758 750
c880 ALU and Control | 383 60 26 942 942
13557 ECAT 546 41 32 1574 1566
c1908 ECAT 880 33 25 1879 1872
c2670 ALU and Control | 1193 233 140 2747 2480
c3540 ALU and Control | 1669 50 22 3428 3297
c5315 ALU and Control | 2307 178 123 5350 5291
c6288 16-bit multiplier | 2406 32 32 7744 7710
c7552 ALU and Control | 3512 207 108 7550 7417

'Reduced equivalent fault set based on equivalence fault collapsing.

“Circuits c499 and c1355 are functionally equivalent. All XOR gates of c499 have been expanded into their
4-NAND gate equivalents in c1355.

Table 3.2 ISCAS’85 Benchmark Circuit characteristics
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ISCAS"’85 netlist format
The ISCAS’85 benchmark circuits are described in the ISCAS’85 netlist format [7].
Users can build their own circuits for simulation based on the format. As an example, the

ISCAS’85 netlist format for the small circuit c17 (Figure 3.2) is attached in Appendix 1.

8
2
3
14
9
11
6
15
7

Figure 3.2 Structure of circuit c17

ISCAS’89 benchmark circuits

The ISCAS’89 benchmarks [5,6] are a set of 31 digital sequential circuits. They were
distributed to participants of the Special Session on Sequential Test Generation,
International Symposium on Circuits and Systems, May 1989. They are characterized in
Table 3.3 [5].
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| #of | #of | #of il
i}::: Primary | Primary Q-Wpe Ali%gw Fﬁx?]fs Circuit Function
Inputs | Outputs | Flipflops Ciatas
s27 4 1 3 10 32 Unclear

s208 11 2 8 96 215 | Digital fractional multiplier, based on PLD

s298 3 6 14 119 308 | Traffic light controller, based on PLD

s344 9 11 15 160 342 | Removed redundancies from s349

s349 9 11 15 161 350 | 4-bit multiplier

s382 3 6 21 158 399 | Removed redundancies from s400

s386 T 7 6 159 384 | Controller

s400 3 6 21 162 424 | Traffic light controller

5420 19 2 16 196 430 | Digital fractional multiplier

s444 3 6 21 181 474 | Traffic light controller

s510 19 ) 6 211 564 | Controller

$526n 3 6 2] 194 553 | Removed redundancies from s526

$526 6 21 193 555 | Traffic light controller

s641 35 24 19 379 467 | Removed redundancies from s713, based on PLD

s713 35 23 19 393 581 | Based on PLD

s820 18 19 3 289 850 | Removed redundancies from s832

$832 18 19 5 287 870 | Based on PLD

s838 35 2 32 390 857 | Digital fractional multiplier

$953 16 23 29 395 1079 | Controller

s1196 14 14 18 529 1242 | Removed redundancies from s1238
s1238 14 14 18 508 1355 | A combinational circuit with randomly inserted FFs
s1423 17 5 74 657 1515 | Unclear

s1488 19 6 653 1486 | Removed redundancies from s1494
s1494 19 6 647 1506 | Controller

s5378 35 49 179 2779 4603 | Unclear

$9234 19 22 228 5597 6927 | Real-chip based and rely on partial scan
s13207 31 121 669 7951 9815 | Real-chip based and rely on partial scan
s15850 14 87 597 9772 11727 | Real-chip based and rely on partial scan
835932 35 320 1728 16065 39094 | Unclear
s38417 28 106 1636 22179 31180 | Real-chip based and rely on partial scan
s38584 12 278 1452 19253 36305 | Real-chip based and rely on partial scan

Table 3.3 ISCAS’89 Benchmark Circuit characteristics
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ISCAS’89 netlist format

The ISCAS’89 benchmark circuits are described in the ISCAS’89 netlist format [6],
which is different from the ISCAS’85 format. As an example, the ISCAS’89 netlist
format for the small circuit s27 (see Figure 3.3) is attached in Appendix 2.

G3

GO

G14 ﬂ—j
G2

D3 |—IGS5

G10

G1

G12

D2

G7

G13

Figure 3.3 Structure of circuit s27

3.3.2 Fault Simulators

Two fault simulators are used in our research, namely FSIM [14] and HOPE [15]. FSIM
was used to detect single stuck-at faults in combinational circuits; HOPE was used for

single stuck-at faults in sequential circuits.
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FSIM

FSIM ([14]) is a fault simulator for combinational circuits. It was developed in the
Bradley Department of Electrical Engineering, Virginia Polytechnic Institute & State
University (VPI&SU). It employs the parallel pattern single fault propagation technique
[1, page 156].

FSIM reads circuits in ISCAS’89 netlist format, instead of the original ISCAS’85 netlist
format, because the former is more flexible. With the option —I, it can also read circuits in

ISCAS’85 netlist format.

FSIM can be downloaded at: http://www.ee.vt.edu/~ha/cadtools/distribution.cgi.

HOPE

HOPE ([15]) is a parallel fault simulator for synchronous sequential circuits. It is based
on an earlier fault simulator called PROOFS [20], which employs several heuristics to
drop faults efficiently and to avoid simulation of many inactive faults. HOPE was also
developed in the Bradley Department of Electrical and Computer Engineering, Virginia
Polytechnic Institute & State University. HOPE reads circuits in ISCAS’89 netlist format.

HOPE can be downloaded at: http://www.ee.vt.edu/~ha/cadtools/distribution.cgi.

3.3.3 Parameters of the Test Pattern Generators

To make the experimental results from the different generators comparable, first we

specify the parameters of the three generators.

LFSR

An n-cell LFSR with primitive polynomial can cycle through all possible non-zero states

and, for convenience, we narrow the category to LFSRs with minimal weight primitive
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polynomials. So for an m -input benchmark circuit, the m -degree LFSR which has a
minimal weight primitive polynomial is chosen. For example, for the ISCAS’85
benchmark circuit ¢432, which has 36 inputs, we choose the LFSR with the polynomial

x* +x'"" +1. The characteristic polynomials of this type of LFSRs are listed in [9].

Since this type of LFSRs cycle through all possible non-zero states, they have the period
of 2" —1, n the degree of the polynomial.

LHCA

For consistency with the LFSR, LHCA which have the same characteristic polynomials
as those of the LFSRs are chosen as the generator. For example, for the circuit c432, we
choose the LHCA with the polynomial x* +x'' +1. The structure of the LHCA is
“010010010001100001011111000010010010”. Here ‘1’ means that the cell of the LHCA
is defined by the rule 150 and ‘0’ means the cell is defined by rule 90 (refer to 2.5.2).

This type of LHCA as well as their characteristic polynomials can also be found in [9].

This type of LHCA also cycle through all possible non-zero states and thus have the

period of 2" —1, n the degree of the polynomial.

The Geffe generator

For the Geffe generator, three LFSRs need to be specified. In order to generate patterns
for an »-input circuit, both LFSR1 and LFSR2 must have degree at least n. So for
LFSR1, we choose the n-degree LFSR with minimal weight primitive polynomial. For
LFSR2, we choose the (7 +1)-degree LFSR with minimal weight primitive polynomial.
For LFSR3, there is not much restriction except that the length of its cycle should not be
too small when » is small (otherwise the cycle length of the Geffe generator is small).
For convenience, we use the LFSR with polynomial x’ +x*+1 for LFSR3 in all Geffe
generators regardless of the value of »n. As an example, for the circuit c432, the three

LFSRs in the Geffe generator are chosen as follows:



31

LFSR1: LFSR with the characteristic polynomial of x** +x'' +1;
LFSR2: LFSR with the characteristic polynomial of x*’ + x'* +x'% +x* +1;

LFSR3: LFSR with the characteristic polynomial of x” +x* +1.

It is stated in [27] that the Geffe generator has the period of
Toese = LCM[(2" =1)(2" —=1)(2" -1)], where nl, n2, n3 are the degrees of LFSRI,

LFSR2, and LFSR3, respectively, and LCM denotes Least Common Multiple. In our

experiments, with the parameters specified above, the period of the Geffe generator is:

TGeﬁ’e = LCM[(2” - l)(2"+l _1)(29 "l)] .

3.3.4 Experimental Specification

Fault simulation includes two parts: simulation of the combinational circuits (stuck-at
faults), and simulation of the sequential circuits (stuck-at faults). In this section the

experimental specification is given in detail.

Simulation of the combinational circuits (stuck-at faults)

Simulation of the combinational circuits means to stimulate the ISCAS’85 benchmark
circuits with patterns generated by both linear and non-linear machines so as to compare
the performance among these generators when they are used to detect stuck-at faults. We

test:

e Non-linear machine versus linear machines: in this experiment, we test the
performance of both linear and non-linear machines when they are used as the
PRPG for combinational circuits. Comparisons are made among the results from

different generators.

e Simulation of a small circuit: in this part the relation between the structure of a

circuit and the ‘power’ of the input patterns is investigated. The small circuit c¢17
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is analyzed as an example. For each stuck-at fault in the circuit, we find out all the
patterns which can detect it by analyzing the structure of the circuit. Then, we use
every single pattern to stimulate the circuit, and get the fault coverage for them
respectively. Finally, we compare the results of these two parts and try to find the

relation between them.

e Simulation of similar circuits: do circuits of the same function have similar
properties? In this test the circuits are grouped according to their functions. For
each group, we analyze the results of different circuits and see whether they

exhibit similar properties.
The procedure for each test is listed below.

¢ Non-linear machine versus linear machines.
For an » -input ISCAS’85 benchmark circuit, choose the three generators (LFSR,
LHCA, and the Geffe generator) as specified in 3.3.3. For each generator,

1) From 10 different randomly chosen initial states, generate 10 sets of patterns
(each set contains 1,000 patterns).

2) Apply each set of patterns as input to the benchmark circuit, get the fault
coverage at the points of 1, 2, 5, 10, 20, 30, 40, 50, 100, 200, 300, 400, 500,
and 1,000 patterns respectively.

3) Get the best and median fault coverage from the 10 sets of values obtained

from 2). Draw a fault coverage — number of patterns relationship curve.
e Simulation of a small circuit.
For the small circuit c17,

1) With the simulator, apply every single pattern as the input to stimulate the

circuit. Get the fault coverage for each individual pattern.

2) For each single stuck-at fault in the circuit, find out all the patterns that can

detect it by analyzing the structure of the circuit.

3) Compare and analyze the results from 1) and 2).



33

e Simulation of similar circuits.
1) Group the results according to the function of the benchmark circuits.

2) For each group, compare the results of different circuits. See whether they

have similar properties.

Simulation of the sequential circuits (stuck-at faults)

Simulation of the sequential circuits means to stimulate the ISCAS’89 benchmark circuits
with patterns generated by different generators so as to compare the performance among
these generators when they are used to detect stuck-at faults in sequential circuits. The

experiments include:

e Non-linear machine versus linear machines: in this experiment, comparison is
made among the performance of the linear and non-linear machines when they are

used as PRPG to test sequential circuits.

e Initial value of the flip-flops in the benchmark circuits: in this experiment, we
change the initial value of the flip-flops in the benchmark circuits and investigate

its effect on the fault coverage.

The procedure of each test is given as follows:

e Non-linear machine versus linear machines (in this test, the initial value of the flip-
flops is assigned as an unknown value U).
For an n -input ISCAS’89 benchmark circuit, choose the three generators (LFSR,
LHCA, and the Geffe generator) as specified in 3.3.3. For each generator,
1) From 10 different randomly chosen initial states, generate 10 sets of patterns
(each set contains 20,000 patterns).
2) Use each set of patterns as input to stimulate the circuit. Get the fault

coverage at the points of 64, 100, 1,000, and 10,000 patterns respectively.
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3) Get the best and median value of the fault coverage at each point, draw a

fault-coverage — number of patterns relationship curve.

e Initial value of the flip-flops in the benchmark circuits.
For an n -input ISCAS’89 benchmark circuit, set the initial value of the flip-flops to

logic ‘0’. Choose the three generators as specified in 3.3.3. For each generator,

1) Use the same 10 sets of patterns as those in the former test (non-linear
machine versus linear machines) to stimulate the benchmark circuit, and get

the fault coverage respectively (only when all 20,000 patterns are applied).
2) Get the best and median value of the fault coverage.

3) Compare the result from this experiment with that from the former one.

3.4 Conclusion

In this chapter, three kinds of tests used in our research are introduced. By following the
experimental specification given in this chapter, we apply the randomness tests, the
transition test, and fault simulation to both the linear machines (the LFSR and LHCA)
and the non-linear machine (the Geffe generator). The experimental results as well as the

analysis of these results are discussed in chapter 4.
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Chapter 4 Experimental Results and Analysis

In this chapter we present the experimental results of the three tests, the randomness tests,
the transition test, and fault simulation, conducted using both the linear and the non-

linear machines.

4.1 Randomness Tests

As discussed in previous chapters, we run three specific tests from the empirical set
designed by Knuth: the equidistribution test, the serial test, and the permutation test. The

results of the randomness tests are listed in Table 4.1.

The results show that for the equidistribution test, all three generators exhibit good
randomness property. Both the LFSR and LHCA pass more than half of the
equidistribution tests. Actually the results for LFSRs and the LHCA are identical. The

Geffe generator has better results as it passes all the 11 tests.

For the serial test, only the LHCA shows good randomness properties. It fails only two
out of the eleven tests (when »n equals to 10 and 12). Both the LFSR and the Geffe

generator fail all the eleven serial tests.

The results of the permutation tests are similar to those of the serial test. The LHCA
seems to be the only good one because it passes 9 out of 11 tests. While both the LFSR

and the Geffe generator fail all the eleven permutation tests.

Analysis and Conclusion

The results of the randomness tests show that among the three generators, the LHCA
seem to have the best randomness properties, while the Geffe generator exhibits similar

(or slightly better) randomness properties as compared to the LFSR.
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# Equidistribution Test Serial Test Permutation Test
LFSR | LHCA | Geffe LFSR | LHCA | Geffe LFSR | LHCA | Geffe
10 FAIL FAIL PASS FAIL FAIL FAIL FAIL FAIL FAIL
11 FAIL FAIL PASS FAIL PASS FAIL FAIL PASS FAIL
12 FAIL FAIL PASS FAIL FAIL FAIL FAIL PASS FAIL
13 FAIL FAIL PASS FAIL PASS FAIL FAIL PASS FAIL
14 PASS PASS PASS FAIL PASS FAIL FAIL PASS FAIL
15 PASS PASS PASS FAIL PASS FAIL FAIL PASS FAIL
16 PASS PASS PASS FAIL PASS FAIL FAIL FAIL FAIL
17 PASS PASS PASS FAIL PASS FAIL FAIL PASS FAIL
18 PASS PASS PASS FAIL PASS FAIL FAIL PASS FAIL
19 PASS PASS PASS FAIL PASS FAIL FAIL PASS FAIL
20 PASS PASS PASS FAIL PASS FAIL FAIL PASS FAIL
A 7Pass | 7Pass | 11Pass | OPass | 9Pass | OPass | OPass | 9Pass | O Pass
4 Fail 4 Fail 0 Fail 11 Fail | 2 Fail 11Fail | 11Fail | 2Fail | 11 Fail

Table 4.1 Results of Knuth’s randomness tests

Why is the randomness property of the Geffe generator similar to that of the LFSR? We
take a look at the structure of the Geffe generator given in 2.6. It is composed of three
LFSRs. At any given time, the Geffe generator outputs a pattern, either from LFSR1 or
LFSR2, which is determined by the output of LFSR3. Although the multiplexer makes
the generator ‘slightly’ non-linear and thus making the output a little more unpredictable,
the output patterns of the Geffe generator are still parts of the output patterns of the two
LFSRs (LFSR1 and LFSR2). So it is reasonable that the randomness property of the
Geffe generator resembles that of the LFSR.

One more experiment is undertaken to investigate this hypothesis. We replace the three
LFSRs in the Geffe generator with three LHCAs, which have the same characteristic

polynomials as those of the LFSRs. Then the same three randomness tests are applied to
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this modified generator Geffe*. The new results are shown in Table 4.2, together with

those from the former experiment.

P Equidistribution Test Serial Test Permutation Test
LFSR | LHCA | Geffe | Geffe* | LFSR | LHCA | Geffe | Geffe* | LFSR | LHCA | Geffe | Geffe*
10 FAIL | FAIL | PASS | FAIL | FAIL | FAIL | FAIL | PASS | FAIL | FAIL | FAIL | PASS
11 FAIL | FAIL | PASS | FAIL | FAIL | PASS | FAIL | FAIL | FAIL | PASS | FAIL | PASS
12 FAIL | FAIL | PASS | PASS | FAIL | FAIL | FAIL | PASS | FAIL | PASS | FAIL | PASS
13 FAIL | FAIL | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS
14 | PASS | PASS | PASS | FAIL | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS
15 PASS | PASS | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS
16 | PASS | PASS | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | FAIL | FAIL | PASS
17 | PASS | PASS | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS
18 | PASS | PASS | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | FAIL
19 | PASS | PASS | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS
20 | PASS | PASS | PASS | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS | FAIL | PASS
Sum 7 Pass 7 Pass 11 Pass 8 Pass 0 Pass 9 Pass 0 Pass 10 Pass | O Pass 9 Pass 0 Pass 10 Pass
mary 4 Fail 4 Fail 0 Fail 3 Fail 11 Fail 2 Fail 11 Fail 1 Fail 11 Fail 2 Fail 11 Fail 1 Fail

Table 4.2 Results of Knuth’s randomness tests using Geffe*

It is clear that the modified generator Geffe* exhibits similar properties to those of the

LHCA. For instance, in the equidistribution test, Geffe* passes 8 out of 11 tests and the

LHCA passes 7 out of 11 tests. In both the serial test and the permutation test, Geffe*

passes 10 out of 11 tests and the LHCA passes 9 out of 11 tests. Also we can see that the

results of Geffe* are quite different from those of the original Geffe generator.

In conclusion, among the three generators (LFSR, LHCA, and the Geffe generator), the

LHCA have the best randomness properties. And the randomness properties of the Geffe

generator resemble those of the linear machines of which it is composed.
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4.2  Transition Test

The transition test is applied to the three generators according to the experimental
specification given in 3.2. Each generator produces 10,000 vectors (each vector contains

n bits). Three particular k& -bit ( k =Ln/2_|) sub-state vectors are selected and the

numbers of two-pattern transitions of the sub-state vectors are counted. First, to illustrate,

we explain in detail how the results are obtained when » equals to 10.

First, the LFSR with the minimum weight primitive polynomial x'° +x* +1 is chosen.
From a randomly chosen initial state ‘0101100110°, it generates 10,000 patterns. Then

the first k (k= |_n/2J =5) adjacent bits of the original patterns are picked as the sub-

state vectors (bits S; to Ss, the bold underlined bits in Figure 4.1) and the transitions in

these 10,000 sub-state vectors are counted. The result is that although there are

2° x2° =1,024 possible transitions, the LFSR only achieves 64 of them.

S1S2 S3S4 S5 S6S7Ss So Sio

01 0110011 0 7
0 01 011000101
100100117101
1100101020

> 10,000 patterns

011001
0011001

1 00
010

Figure 4.1 Result for transition test — LFSR
Then the sub-state vectors are changed to those taken from the middle adjacent k (k=5)

bits of the original patterns (bits S3 to S7) and the transitions are counted. This time, in

the 10,000 sub-state vectors, there are still only 64 transitions.
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Finally, we change the sub-state vectors to those from the 2““, 4“’, 6“‘, ...,and 2k " bits
(k =5) of the original patterns (bits S, Ss, S, Ss, and Sjo) and count the number of

transitions. And we get 1,023 out of 1,024 transitions.

The LHCA used in the experiment has the same characteristic polynomial as that of the
LFSR: x'° +x* +1. From a random initial state ‘0110011010°, the LHCA generates
10,000 patterns. First the first 5 adjacent bits of the original patterns are chosen as the
sub-state vectors (bits S; to Ss, the bold underlined bits in Figure 4.2). Similar to the
LFSR, in these 10,000 sub-state vectors, the LHCA can only achieve 64 out of 1,024
possible transitions.

S1 82 S3 54 S5 S6 S7Sg Sg Sio

0110031101 G0
1 001111 031 1
1110001000

10,000 patterns

00
1

1 01
0 1

0 0 0
0 0 O 1

1 1
1 1 0

Figure 4.2 Result for transition test —- LHCA

Then the sub-state vectors are changed to those from the middle adjacent 5 bits of the
original patterns (bits S3 to S7). The results of the transition test show that in the 10,000

sub-state vectors, there are 128 transitions.

Now the sub-state vectors are changed again to those from the 2°d, 4“‘, 6"‘, ...,and 2k -
bits of the original patterns (bits S,, S4, S¢, Ss, and Syp). This time the LHCA achieves

1,023 out of 1,024 transitions.

For the Geffe generator, the three LFSRs are chosen as follows. LFSR1: with the
characteristic polynomial x'*+x’+1; LFSR2: with the characteristic polynomial

x'"'+x? +1; LFSR3: with the characteristic polynomial x° +x* +1. From a random
initial state (LFSR1: ‘0110011010°; LFSR2: ‘10001001000’; LFSR3: ‘101011001°), the

Geffe generator generates 10,000 patterns. Similarly, if the transitions of the sub-state
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vectors from the first five adjacent bits of the original patterns (bits S; to Ss in Figure 4.3)
are counted, the result is 1,020 transitions. If the transitions of the sub-state vectors from
the middle five adjacent bits (bits S; to S;) are counted, the number is 1,014. If the sub-
state vectors come from the 2“d, L 6"‘, ...,and 2k " bits of the original patterns (bits S,
S4, Se, Ss, and Syg), there are 1,024 transitions, which means that the Geffe generator

achieves 100% of the possible transitions.

S1S2S3S4 S5 S6S7SsSo Sio

0110011010
01 01001000
1 0111010001

10,000 patterns

[

1100001 1 1
1 001100010

Figure 4.3 Result for transition test — Geffe

Number of Transitions

n k=[_n/2_] A B C

LFSR LHCA | GEFFE | LFSR LHCA | GEFFE | LFSR LHCA | GEFFE

10 5 64 64 1020 64 128 1014 1023 1023 1024

e  A: the sub-state vectors come from the first k adjacent bits of the original patterns
e B: the sub-state vectors come from the middle k adjacent bits of the original patterns
e C: the sub-state vectors come from the 2™, 4™, 6™, ... | 2k™ bits of the original patterns

Table 4.3 Result of the transition test for » =10

Table 4.3 shows the experimental result for the transition test when »=10.

Similarly, experimental results are derived for values of »n between 10 and 20. All the

results are given in Table 4.4.
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Possible Number of Transitions

n t=lni2] Transi- A B C

tions LFSR LHCA | GEFFE | LFSR LHCA | GEFFE | LFSR LHCA | GEFFE
10 5 1024 64 64 1020 64 128 1014 1023 1023 1024
11 5 1024 64 64 1012 64 128 1021 1024 1024 1024
12 6 4096 128 128 2917 256 256 3004 4095 4095 3809
13 6 4096 128 128 2952 128 256 2952 4096 | 4096 3774
14 7 9999 256 256 4501 256 512 4533 9999 | 9999 7654
15 7 9999 256 256 4583 256 512 4678 8507 8492 7660
16 8 9999 512 512 5524 1024 1024 5728 9999 | 9999 9380
17 8 9999 512 512 5512 512 1024 5745 9615 9623 9302
18 9 9999 1024 1024 6372 2035 2036 7301 9999 9999 9845
19 9 9999 1024 1024 6383 2030 | 2034 6671 9999 | 9906 9821
20 10 9999 2042 2042 7381 2042 3735 6882 9999 | 9999 9963

A: the sub-state vectors come from the first k adjacent bits of the original patterns

B: the sub-state vectors come from the middle k adjacent bits of the original patterns

C: the sub-state vectors come from the 2™, 4% 6" .., 2k™ bits of the original patterns

Table 4.4 Results of the transition test — number of transitions

The number of possible transitions in the 3" column of Table 4.4 is obtained as follows.

The maximum number of transitions that a set of k -cell sub-state vectors can have is 2*.

When 2*>9999, the maximum number of transitions is set to be 9999, since 10,000

patterns are used in the experiment. Table 4.5 shows the percentage of transitions

obtained by each generator in different tests.
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Percentage of Transitions Obtained (%)

" k=|n/2] A " 5

LFSR LHCA | GEFFE | LFSR LHCA | GEFFE | LFSR LHCA | GEFFE
10 5 6.25 6.25 99.61 6.25 12.5 99.02 | 99.90 | 99.90 100
11 5 6.25 6.25 98.83 6.25 12.5 99.71 100 100 100
12 6 3.13 3.13 71.22 2.56 2.56 7334 | 99.98 | 99.98 | 92.99
13 6 3.13 3.13 72.07 3.13 2.56 72.07 100 100 92.14
14 7 2.56 2.56 45.01 2.56 5.12 4533 100 100 76.55
15 7 2.56 2.56 45.83 2.56 5.12 46.78 | 85.08 | 84.93 | 76.61
16 8 5.12 5.12 55.25 10.24 | 10.24 | 52.79 100 100 93.81
17 8 5.12 5.12 55.13 5.12 10.24 | 57.46 | 96.16 | 96.24 | 93.03
18 9 10.24 | 1024 | 63.73 | 20.35 | 20.36 | 73.02 100 100 98.46
19 9 10.24 | 1024 | 63.84 | 20.30 | 20.34 | 66.72 100 99.07 | 98.22
20 10 2042 | 2042 | 73.82 | 20.42 | 37.35 | 68.83 100 100 99.64

e A: the sub-state vectors come from the first k adjacent bits of the original patterns

e  B: the sub-state vectors come from the middle k adjacent bits of the original patterns

e C: the sub-state vectors come from the 2™, 4™ 6™ ... 2k™ bits of the original patterns

Table 4.5 Results of the transition test — percentage of transitions

Analysis and Conclusion

The results of the transition test show that in almost all cases the sub-state vectors
generated by the Geffe generator have considerably more transitions than those generated
by the LFSR or LHCA. For example, in both cases A and B, when 5-bit sub-state vectors
are chosen from the 10-bit original patterns, the LFSR has 64 sub-state transitions, which
account for only 6.25% of the total transitions. The LHCA has 64 (6.25%) and 128
(12.5%) transitions in case A and case B respectively. But for the Geffe generator, there
are 1,020 (case A) and 1,014 (case B) transitions, both achieving more than 99% of the

total transitions. When the value of n changes, the results are similar. In the following a

theoretical explanation is given.
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As discussed in 3.3.3, according to the parameters specified, the periods of the three
generators are listed below, where 7' denotes the period and LCM denotes Least

Common Multiple.
Tirse =2" -1

T

LHCA

=2"-1
Tope = LCM[(2" - nER™ -1(2° -1]

The maximum number of two-pattern transitions obtained by each generator is the same

as their period. Clearly, T, >> T,z =Ty, - For instance, when n =10,

Typsp = Tyyeq =1023, while T;, ;. can be larger than 1.07x10° . Although within one

period, a specific two-pattern transition can appear more than once, which makes the

actual number of transitions less than 7;,,, , the patterns generated by the Geffe generator
still offer a much larger variety of transitions.

The LFSR and the LHCA have the same period thus the same number of two-pattern
transitions. However, when sub-state vectors are concerned, LHCA can produce more
sub-state transitions than the LFSR. Research in [28] shows that the LHCA have a much
higher transition space than the LFSRs. Our experimental results (Table 4.4, case B) also
support this.

In summary, both the theoretical analysis and the experimental results show that the non-
linear machine (the Geffe generator) has a much richer transition capability than the
linear machines (the LFSR and LHCA). And since the number of transitions determines
the performance of a sequence of patterns when they are used to test sequential circuits,
we hope that higher fault coverage would result if the Geffe generator rather than the

LFSR or LHCA is used as the PRPG to detect single stuck-at faults in sequential circuits.



4.3  Fault Simulation

In this section the results of fault simulation are presented. The experiments are

conducted according to the specifications given in 3.3.4.

Since the fault simulation includes two parts, namely the simulation of the combinational
circuits, and the simulation of the sequential circuits, we analyze the results for these two

parts separately.

4.3.1 Simulation of the Combinational Circuits (single stuck-at faults)

Simulation of the combinational circuits uses FSIM as the simulator, tests the ISCAS’85
benchmark circuits with patterns generated by the three different kinds of Pseudo

Random Pattern Generators, and compares the performance among them.

As specified in 3.3.4, simulation of the combinational circuits includes three parts: non-
linear machine versus linear machines, simulation of a small circuit, and simulation of
similar circuits. In the following, the results for these three parts are given and analyzed

separately.

Non-linear Machine Versus Linear Machines

Since the results for the circuit c432 are typical of the whole set, we discuss it in

complete detail. Results for other ISCAS’85 benchmark circuits are given in Appendix 4.

C432 is one of the eleven ISCAS’85 benchmark circuits. It has 36 input lines and

contains 524 single stuck-at faults, 520 of which are detectable.

The LFSR with a characteristic polynomial x* +x' +1 is chosen as the generator.
Starting from a random initial state: ‘000100100110101000100100010101100110°, it

generates 1,000 patterns. These patterns are applied as inputs to stimulate the circuit, and
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the fault coverage at the points of 1, 2, 5, 10, 20, 30, 40, 50, 100, 200, 300, 400, 500, and
1,000 patterns respectively (see Table 4.6) is recorded.

Number of patterns Fault Coverage (%) Number of patterns Fault Coverage (%)
1 5.5 50 80.7
2 14.5 100 89.5
5 32.1 200 94.3
10 46.0 300 95.4
20 68.1 400 96.0
30 73.5 500 96.0
40 78.8 1000 98.9

*IS1: Initial State of the generator: ‘000100100110101000100100010101100110°.

Table 4.6 Results for c432 — LFSR — IS1*

Similarly, from nine other different initial states (listed in Table 4.7), we can get nine sets

of such results, and the ten sets of results are shown together in Table 4.8:

# Initial State Initial State

1 000100100110101000100100010101100110 001110101011011001101110110010001110

2 100011010011110100101000011111110100 110100000111000010010101001001001010

3 100010100011110010001100010010100111 110000011101100111110110100001010111

O ([0 |9 | | #*

4 | 011111001110101110100010100000011000 110000100100101000010001111000011110

5 000110000111000111111110010001000110 | 10 [ 010110100101000110001100110001111110

Table 4.7 Initial states — LFSR




46

# of Fault Coverage (%)
patterns 1 2 3 4 5 6 7 8 9 10
1 535 6.3 7.4 13.6 6.3 10.3 13.4 9.2 8.8 5.2
2 14.5 13.2 9.9 21.4 11.1 15.8 18.1 15.3 14.9 7.3
S 32:1 33.6 344 359 30.3 37.6 30.2 46.6 27.9 31.9
10 46.0 46.2 48.9 $5.7 429 53.6 47.5 60.9 45.4 46.4
20 68.1 62.0 69.8 65.5 58.4 70.4 66.8 73.3 62.6 69.1
30 735 72.7 80.9 78.4 68.9 77.3 69.8 81.5 71.8 76.5
40 78.8 80.9 82.6 84.2 76.7 80.5 76.9 83.2 80.3 80.3
50 80.7 81.7 84.4 86.8 81.7 84.7 82.1 84.9 82.4 85.7
100 89.5 86.1 89.1 92.2 90.8 90.3 90.5 90.8 88.9 92.9
200 943 96.0 93.3 93.7 92.7 95.6 95.4 93.3 96.2 95.2
300 95.4 977 98.3 96. 4 93.3 96.0 95.8 96. 4 97.1 98.1
400 96.0 97.7 98.5 97.3 96.0 96. 4 96.9 96.8 97.9 98.3
500 96.0 97.7 99.0 97.5 96.2 96. 4 97.7 96.9 98.1 98.3
1000 98.9 98.9 99.2 98.5 99.0 97.9 99.2 99.2 98.7 99.2

Table 4.8 Results for c432 — LFSR

The average, median and maximum values of each row in Table 4.8 are computed and

shown in Table 4.9.

In the same way, results for LHCA and Geffe can be obtained. We choose the LHCA with

the same characteristic polynomial as LFSR: x*® +x" +1. It has the structure of
poly.

“010010010001100001011111000010010010”. From the same ten initial states as those

of the LFSR, it generates 1,000 patterns respectively. Each set of patterns is used to

stimulate the circuit c432, the fault coverage at the points of 1, 2, 5, 10, 20, 30, 40, 50,

100, 200, 300, 400, 500, and 1,000 patterns is recorded (shown in Table 4.10).




47

# of Fault Coverage (%) # of Fault Coverage (%)
patterns | Average | Median Max patterns | Average | Median Max
1 8.6 8.1 13.6 50 83.5 83.4 86.8
2 14.1 14.7 21.4 100 90.1 90.4 92.9
5 34.0 32.8 46.6 200 94.56 94.8 96.2
10 49.4 46.9 60.9 300 96.5 96. 4 98.3
20 66.6 67.5 73.3 400 97.2 97.1 98.5
30 75.1 75 81.5 500 97.4 97.6 99.0
40 80.5 80.4 84.2 1000 98.9 99.0 99.2
Table 4.9 Summary results for c432 — LFSR
# of Fault Coverage (%)
patterns | 1 2 3 4 5 6 7 8 9 10
1 6.7 14.1 12.0 4.0 11.3 8.0 8.6 10.1 3.7 8.8
2 12.4 21.4 16.2 11.5 12.8 11.1 14.7 219 10. 7 13.7
5 29.0 32.8 294 313 32.8 30.0 32.8 36.3 25.8 26.5
10 47.3 48.1 443 443 45.4 443 40.1 46.6 53.4 45.0
20 65.1 64.7 65.6 69.7 61.5 65.1 66.2 61.1 68.5 59.5
30 76.9 72.9 73.3 T 73.9 78.2 71.2 71.0 779 74.8
40 80.5 78.8 76.0 83.4 80. 4 84.5 792 78.4 80.7 78.4
50 82.1 82.1 82.4 87.2 85.5 88.0 83.8 84.5 83.0 83.4
100 89.1 88.9 90.8 91.0 90.6 91.4 90.5 91.8 91.2 92.0
200 94.1 93.7 94.5 94.1 95.0 94.5 95.3 94.3 95.8 96.6
300 96.8 973 96.8 95.4 96. 4 97.5 96.2 96.0 98.1 96.9
400 97.9 97.7 97.5 95.8 96.6 97.5 96. 4 97.7 98.9 97.1
500 98.7 98.3 97.5 98.7 96.8 97.7 98.1 98.1 99.2 971
1000 99.2 99.2 98.9 99.2 98.9 99.0 99.0 99.2 99.2 98.3

Table 4.10 Results for c432 — LHCA
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Finally, the three LFSRs in the Geffe generator are chosen as follows: LFSRI:
x% +x" +1; LFSR2: x¥ +x2 +x" +x* +1: LFSR3: z” +x* +1.
From ten different sets of initial states (the initial states of LFSR1 are the same as those

listed in Table 4.7; the initial states of LFSR2 and LFSR3 are listed in Table 4.11), the

Geffe generator produces 10 sets of patterns (1,000 patterns for each set).

Initial States for LFSR2 Initial States for LFSR3
1 0100011001111101110100101010010111111 000101000
2 1000011111110111110101010000000110001 010110000
3 0001010001011101011100111110001000010 001110000
4 1110101110011010100001101000011010100 110100111
5 0010000100011100001010000111100101110 011110111
6 1110000010001001000100110010000001101 000011110
7 1100101000101001101011011000111101110 110001100
8 1010111000111100101011000111110010100 010101001
9 1000010001100001111010000100110110101 101000011
10 0000010000111100000111011010011101001 001000111

Table 4.11 Initial states — Geffe

Each set of patterns is applied to stimulate the circuit c¢432. The fault coverage at the
points of 1, 2, 5, 10, 20, 30, 40, 50, 100, 200, 300, 400, 500, and 1,000 patterns is
recorded (see Table 4.12).
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# of Fault Coverage (%)
patterns 1 2 3 4 5 6 7 8 9 10
1 8.6 13.9 10.1 4.0 14.1 11.8 8.6 8.0 5.1 6.5
2 13.9 21.0 17.4 12.8 18.5 17.2 17.0 16.6 13.6 17.9
5 26.0 34.7 254 30.7 36.4 31.1 27.3 254 26.3 30.7
10 48.7 46.9 37.2 48.9 52.9 50.8 49.2 2.7 43.9 43.7
20 61.8 62.0 49.2 68.3 67.9 68.3 69.5 68.1 70.4 67.9
30 71.8 67.6 67.0 76.5 75 77.5 71.8 78.1 71.3 79.4
40 79.6 77.1 74.8 82.1 79.6 80.7 77.1 84.2 81.3 84.7

50 82. 1 80.3 81.5 83.8 81.5 83.8 81.5 84.4 83.6 86.6

100 88.9 89.7 90.5 91.4 89.9 91.2 88.7 90.3 92.9 92.9

200 94.7 93.3 96.6 96.6 92.2 94.7 93.5 94.3 95.0 94.8

300 96.6 96.8 98.7 98.1 94.3 96.6 96.9 95.2 96.0 96.2

400 97.7 96.9 98.7 98.5 94.8 98.1 96.9 97.3 96.6 96.8

500 98.3 96.9 98.9 98.7 96.2 98.3 98.1 98.1 96.8 96.8

1000 99.2 97.1 99.0 99.2 97.9 99.0 99.0 99.0 98.9 99.0

Table 4.12 Results for c432 — Geffe

The average, median and maximum values of each row in Table 4.10 and Table 4.12 are

computed and put in Table 4.13, together with those from LFSR (Table 4.9).

Based on the results in Table 4.13, the fault coverage — number of patterns relationship
curves can be drawn, as shown in Figure 4.4 and Figure 4.5. In a similar manner, the
simulation results for the other ISCAS’85 benchmark circuits can also be obtained (all

the detailed results are included in Appendix 4).
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Fault Coverage (%)

# of
patterns LFSR LHCA Geffe
Average| Median | Max |Average| Median | Max |Average| Median | Max
1 8.6 8.1 13.6 8.9 8.7 14.1 9.1 8.6 14.1
2 14.1 14.7 21.4 14.6 13.3 21.9 16.6 17.1 21.0
5 34.0 32.8 46.6 30.7 30.6 36.3 29.4 29.0 36.5
10 49.4 46.9 60.9 45.8 45.0 53.4 47.5 48.8 529
20 66.6 67.5 73.3 64.7 65.1 69.7 65.4 68.0 70.4
30 75.1 75.0 81.5 74.8 74.3 78.2 74.2 75.8 79.4
40 80.5 80.4 84.2 80.0 79.8 84.5 80.1 80.2 84.7
50 83.5 83.4 86.8 84.2 83.6 88.0 82.9 82.8 86.6
100 90.1 90.4 92.9 90.7 90.9 92.0 90.6 90.4 92.9
200 94.6 94.8 96.2 94.8 94.5 96.6 94.6 94.7 96.6
300 96.5 96. 4 98.3 96.7 96.8 98.1 96.5 96.6 98.7
400 97.2 97.1 98.5 97.3 97.5 98.9 97.2 97.1 98.7
500 97.4 97.6 99.0 98.0 98.1 99.2 97.7 98.1 98.9
1000 98.9 99.0 99.2 99.0 99.1 99.2 98.8 99.0 99.2

Table 4.13 Results for c432
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Analysis and conclusion

The graphs in Appendix 4 show that the non-linear machine (the Geffe generator) does
not exhibit any obvious improvement in performance over the linear machines when
being used as a random pattern generator to test combinational circuits. Although for
some circuits (e.g., c432, c1355), when a small number of patterns are applied, there is
difference among the results (fault coverage) of different generators. But when the
number of patterns increases, the fault coverage becomes almost identical, irrespective of

the generator.

This confirms the results of previous research and we can explain this phenomenon.
Combinational circuits are those whose output strictly depends on the present value of
the inputs. For a single stuck-at fault in the combinational circuits, one pattern is
sufficient to detect it. Generally, the more patterns (which are different from each other)
applied to the combinational circuits, the higher fault coverage we would get. For the
LFSR and LHCA, within one cycle, every pattern is different from any other. But for the
Geffe generator, this might not be true since the non-linear function may produce
duplicated patterns. However, the number, and likelihood, of such duplications are both
very small, and assuming that patterns generated by both linear and non-linear machines
have a reasonably good pseudo random distribution, we do not expect that using the non-
linear machine as PRPG to stimulate the combinational circuits would lead to higher fault

coverage. The experimental results also support it.

But why is there some diversity when a small number of patterns are used? The
explanation is that there exist some ‘powerful’ patterns, which are capable of detecting
more faults than other patterns (a detailed analysis is given below). So when a small
number of patterns are used, some sets of patterns can show superiority to other sets. But

this cannot be counted as a superior behavior of the test pattern generator itself.
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Simulation of a Small Circuit

In the previous section, it has been shown that when a small number of patterns are
applied to the benchmark circuits, there is some diversity amongst the fault coverage
when using different initial states (see result in Table 4.8). For example, when only one
single pattern was applied, the fault coverage ranged from 5.2% to 13.6%. Why are some
patterns so powerful while others not? In this section we analyze the structure of a small
circuit — c17, to consider the relationship between the structure of a circuit and the
‘power’ of input patterns.

C17 is a small circuit in the ISCAS’85 benchmark circuits package. It has 5 inputs, 2
outputs, and 22 single stuck-at faults. The structure of the circuit c17 is shown in Figure

4.6.

Figure 4.6 Structure of c17

First, for each single stuck-at fault in the circuit, we find out all the patterns which can
detect it based on the analysis of the structure of c17.
For example, for the fault line 1 s-a-1, to detect it, the following conditions are needed:

Value(line 1)=0 and Value(line 4)=1 and Value(line 14)=1. By analyzing further, we can
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get the patterns which can detect this fault: 001XX and 0111X, where X stands for ‘don’t

care value’, which could be logic 0 or logic 1. The patterns that can detect the other faults

can be obtained the same way (see Table 4.14).

Patterns which | # of patterns that Patterns which can | # of patterns that
Fault Fault
can detect it can detect it detect it can detect it
I:s-a-1 | 001XX 0111X 6 10: s-a-1 X111X 4
X00XX 0010X
2: s-a-1 11 11: s-a-1 XXI111 4
10100
101XX 1111X XX11X X00XX
3:s-a-0 9 12: s-a-0 19
X111X XX111 00XXX X0XX0
100XX X101X X10XX 11100
3:s-a-1 9 12: s-a-1 11
XX011 0110X
4: s-a-1 100XX 4 13: s-a-1 X10XX 0110X 10
S:s-a-1 | X101X X0011 6 14: s-a-1 X10X0 X1100 6
6:s-a-1 | X110X X0101 6 15: s-a-1 X00X1 X0101 6
IXIXX X10XX
7:s-a-1 | X00X0 X0100 6 16: s-a-0 18
X11X0
X00XX 0111X
8:s-a-1 | 101XX 1111X 6 16: s-a-1 14
001XX
X10XX X00X1 X10XX X110X
9: s-a-0 18 17: s-a-0 18
X110X X0101 XX0X1 XX101
X111X X0XX0
9: s-a-1 X111X XO0111 6 17: s-a-1 14
X011X

Table 4.14 Test patterns for c17

Then, with the simulator, all possible patterns are applied to the circuit. The resulting

fault coverage is given in Table 4.15.
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Number of Faults Number of Faults

Pattern detected covered Pattern detected covered
faults (%) faults (%)

10000 7 31.8 11111 8 36.4
01001 5 22.7 10111 8 36.4
10010 7 31.8 00111 7 31.8
01101 6 27.3 01110 7 31.8
11010 8 36.4 11100 7 31.8
11101 8 36.4 10001 6 27.3
10011 4 18.2 01011 8 36.4
01111 9 40.9 10110 5 22.7
11110 8 36.4 00101 8 36.4
10101 7 31.8 01010 8 36.4
00011 7 31.8 10100 8 36.4
00110 8 36.4 00001 7 31.8
01100 4 18.2 00010 6 27.3
11000 7 31.8 00100 5 22.7
11001 6 27.3 01000 6 27.3
11011 7 31.8 00000 5 22.7

Table 4.15 Fault coverage of individual test vector

First we check the results in Table 4.14 and 4.15 and see whether they are consistent with
each other. For example, Table 4.14 shows that the pattern ‘11111” can detect 8 single
stuck-at faults, which are: 3: s-a-0, 8: s-a-1, 8: s-a-1, 10: s-a-1, 11: s-a-1, 12: s-a-0, 16: s-
a-0, 17: s-a-1. This is just the same as the result in Table 4.15. This consistency is a useful

verification of the simulators.

The results in Table 4.15 show that some patterns do exhibit better performance than the
others. For example, the pattern ‘01111° can detect 9 single stuck-at faults (covering
40.9% of the total faults) in the circuits. But for some other patterns, like ‘10011 and
‘01100°, either of them can only detect 4 single stuck-at faults (covering 18. 2% of the
faults). So it is the structure of the circuit that determines the ‘power’ of input patterns.

Obviously, the inclusion of a pattern like ‘01111” in the sequence will lead to higher
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initial fault coverage. This explains why we get various values of fault-coverage for
different generators when only a small number of patterns are applied to the benchmark
circuits. Contrarily, results in Table 4.14 show that some faults are easy to detect while
some are hard to detect. For example, the single stuck-at fault 12: s-a-0 can be detected
by 19 patterns, however, the faults, 4: s-a-1, 10: s-a-1, and 11: s-a-1, can only be detected

by 4 patterns.

Simulation of Similar Circuits

In this section we group the results according to the circuits’ function and see whether

similar circuits have similar results.

Among the ISCAS’85 benchmark circuits (Table 3.2), three circuits (c499, c1355, and
c1908) have the function of ECAT (Error Correction And Translation). Five circuits
(c880, ¢2670, c3540, c¢5315, ¢7552) are ALU (Arithmetic Logic Unit) and Control. The

results of these two groups are analyzed separately below.
ECAT

First the results of the circuits ¢499 and c1355 are compared since they are functionally
equivalent [1, page 108], except that all XOR gates of ¢499 have been expanded into
their 4-NAND gate equivalents in c1355. The results (in Appendix 4) show that the

curves for c499 have almost the same trends as those of the curves for ¢1355.

Now we compare the result for circuit 1908 with those for c499 and c1355. Obviously,

the figure for c1908 does not resemble the other two.
ALU and Control

For the five circuits (c880, c2670, ¢3540, c5315, ¢7552) which have the same function of
ALU and Control, the results (see Appendix 4) show that the five graphs exhibit similar

behavior. Also, for each figure, diversity among the curves is not obvious.

Conclusion
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From the results above we notice that if a circuit a is transformed to its functionally
equivalent circuit b by expanding all the XOR gates into their 4-NAND gate equivalents,
then when being simulated, the two circuits show very similar properties. However, for

circuits which have similar function, it is not always true.

4.3.2 Simulation of the Sequential Circuits (single stuck-at faults)

Simulation of the sequential circuits uses HOPE as the simulator, tests the ISCAS’89
benchmark circuits with patterns generated by the three PRPGs and compares the
performance among them. The experiments include two parts: comparison of the
performance among linear and non-linear machines (non-linear machine versus linear
machines), and investigation of the effect of different initial circuits value on the fault
coverage. In the following the results for these two parts are presented and analyzed

separately.

Non-linear Machine Versus Linear Machines as Generators

First, we look at the circuit s1488 in detail and see how the results are obtained.

Complete results for the other ISCAS’89 benchmark circuits are shown in Appendix 5.

S1488 is one of the 31 ISCAS’89 benchmark circuits. It has 8 primary inputs, 19 primary
outputs, 6 D-type flipflops, 653 AND/OR/NOT gates, and 1486 collapsed faults.

The LFSR with a characteristic polynomial x*+x°+x*+x+1 is chosen as the pattern
generator. Starting from a random initial state: ‘01100110°, it generates 20,000 patterns.
In the initial experiments, we leave the flip-flops in the circuit at the default initial value,
the unknown state U, and apply the patterns as input to stimulate the circuit, and record
the fault coverage at the points of 64, 1,000, 10,000, and 20,000 patterns respectively (see
Table 4.16).
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Number of Patterns

64

1000 10000

20000

Fault Coverage (%)

32.5

32.8 32.8

32.8

*IS1: Initial State of the generator: ‘01100110".

Table 4.16 Result for s1488 — LFSR — IS1*

From ten different initial states (listed in Table 4.17), we can get ten sets of such results,

shown in Table 4.18.

# Initial State # Initial State # Initial State = Initial State
1 01100110 4 10100111 7 01001010 10 01111110
2 11110100 5 00011000 8 01010111
3 01000110 6 10001110 9 00011110
Table 4.17 Initial states — LFSR
Initial State Number of Patterns
64 1000 10000 20000
1 325 32.8 32.8 32.8
2 32.0 32.8 32.8 32.8
3 32.1 32.8 32.8 32.8
“+ 32.6 32.8 32.8 32.8
5 31.8 32.8 32.8 32.8
6 324 32.8 32.8 32.8
7 322 32.8 32.8 32.8
8 32.1 32.8 32.8 32.8
9 325 32.8 32.8 32.8
10 31.8 32.8 32.8 32.8

Table 4.18 Fault coverage (%) for s1488 — LFSR
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The median and maximum values of each column in Table 4.18 are computed and put in

Table 4.19.
Number of Patterns 64 1000 10000 20000
Fault Coverage | Median 325 32.8 32.8 32.8
(%) Max 32.0 3238 32.8 32.8

Similarly, the results for LHCA and Geffe can be obtained.

Table 4.19 Summary results for s1488 — LFSR

We choose the LHCA that has the same characteristic polynomial as the LFSR:

x*+x%+x° +x+1. It has the structure of “01001011”. From the same initial states as

those of the LFSR, it generates 20,000 patterns respectively. Each set of patterns is used

to stimulate the circuit s1488, and the results are shown in Table 4.20.

Initial State Number of Patterns
64 1000 10000 20000
1 37.8 40.8 40.8 40.8
2 38.6 40.8 40.8 40.8
3 36.0 40.8 40.8 40.8
4 38.6 40.8 40.8 40.8
5 36.7 40.8 40.8 40.8
6 36.1 40.8 40.8 40.8
7 33.1 40.8 40.8 40.8
8 36.0 40.8 40.8 40.8
9 38.9 40.8 40.8 40.8
10 355 40.8 40.8 40.8

Table 4.20 Fault coverage (%) for s1488 — LHCA
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For the Geffe generator, the three LFSRs are chosen as follows: LFSRI:
2 +x%+x°+x+1; LFSR2: x* +x* +1; LFSR3: x” +x* +1.
From ten different initial states (for LESR1, the initial states are the same as those listed

in Table 4.17; for LFSR2 and LFSR3, their initial states are listed in Table 4.21), it

generates 10 sets of patterns (20,000 patterns for each set).

Initial States for LFSR2 Initial States for LFSR3
1 101000100 100010101
2 111000010 100101111
3 001001111 111100011
4 001000110 001001111
5 000101000 101110101
6 001101110 110011011
) 010010101 001000011
8 000101101 111100110
9 011110001 000010100
10 001100110 001100010

Table 4.21 Initial states — Geffe

Each set of patterns is applied as input to stimulate the circuit. The fault coverage is
recorded at the points of 64, 1,000, 10,000 and 20,000 patterns respectively (shown in
Table 4.22).

The median and maximal values of each column in Table 4.20 and Table 4.22 are

computed and put in Table 4.23, together with those from the LFSR.
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Initial State Number of Patterns

64 1000 10000 20000

1 39.6 64.0 70.8 75.2

2 33.6 52.0 68.1 73:2

3 37.0 58.2 69.9 71.9

4 36.9 54.6 66.6 72.7

5 359 63.7 67.9 68.9

6 35.1 54.0 72.9 73.6

) 359 52.8 70.1 72.0

8 42.7 57.8 71.2 73.7

9 40.3 524 71.7 75.7

10 43.0 55.0 72.1 72.7

Table 4.22 Fault coverage for s1488 — Geffe
- Fault Coverage (%)
Patterns LFSR LHCA Geffe

Median Max Median Max Median Max
64 32.1 32.6 36.4 38.9 37.0 43.0
1000 32.8 32.8 40.8 40.8 54.8 64.0
10000 32.8 32.8 40.8 40.8 70.5 72.9
20000 32.8 32.8 40.8 40.8 73.0 75.7

From the results in Table 4.23, some fault coverage — number of patterns relationship

Table 4.23 Final results for s1488

curves can be drawn, as shown in Figure 4.7 and 4.8.
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Similarly, the simulation results for the other ISCAS’89 benchmark circuits can be

obtained. They are included in Appendix 5.

Table 4.24 lists the fault coverage when 20,000 patterns are used for all the ISCAS’89
benchmark circuits. Data in the last row of the table are the arithmetic mean of each
column, which show the overall performance of the generators on the whole set of

ISCAS’89 benchmark circuits.

Fault Coverage (%)
Circuit LFSR LHCA Geffe

Median Max Median Max Median Max

s27 78.1 78.1 87.5 87.5 100 100
s208 27.0 27.0 22.8 22.8 41.2 423
298 20.8 20.8 51.3 51.3 50 83.8
s344 73.4 73.4 58.8 58.8 96.2 96.2
s349 73.4 73.4 59.1 59.1 95.7 95.7
s382 11.8 11.8 13.3 133 12.3 17.0
s386 44.5 445 55.2 55.2 65.6 66.7
s400 11.3 113 134 13.4 12.0 17.0
s420 22,6 22.6 333 33.5 30.5 323
s444 10.3 10.3 11.0 11.0 11.2 16.2
s510 0.0 0.0 0.0 0.0 0.0 0.0
$526 8.5 8.5 8.5 8.5 8.6 12.3
$526n 8.5 8.5 8.5 8.5 8.7 12.3
5641 86.1 86.3 86.3 86.3 86.4 86.5
s713 81.6 81.8 81.8 81.8 81.8 81.9
$820 40.2 40.2 424 42.6 45.5 46.5
s832 393 393 41.3 41.5 44.4 45.5
s838 20.2 20.2 25.2 25.7 23.8 24.0
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Fault Coverage (%)
Circuit LFSR LHCA Geffe
Median Max Median Max Median Max
s953 8.3 83 8.3 83 8.3 8.3
s1196 93.6 93.6 96.1 96.1 97.5 98.1
s1238 88.4 88.4 91.2 91.2 92.4 92.8
s1423 322 33.9 553 57.8 58.7 62.2
51488 32.8 32.8 40.8 40.8 73.0 75.7
s1494 32.1 32.1 40.0 40.0 72.1 74.8
s5378 65.5 65.5 66.4 69.4 66.4 69.2
$9234 0.3 0.3 0.3 0.3 0.3 0.3
s13207 6.2 6.4 6.2 6.4 6.2 6.4
s15850 0.7 0.7 0.7 0.7 0.7 0.7
§35932 83.3 83.8 62.0 62.7 83.3 84.7
s38417 3.5 35 3.5 3.5 35 3.5
s38584 18.7 18.7 19.7 19.7 21.1 21.6
Arithmetic
R 36.2 36.3 38.4 38.6 45.1 47.6

Table 4.24 Final results for ISCAS’89 circuits

The chart in Figure 4.9 shows the arithmetic mean of the median fault coverage of the 30
ISCAS’89 benchmark circuits (except the circuit s510) when they are simulated with

patterns generated by different types of generators.
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Figure 4.9 Arithmetic mean — [ISCAS’89 benchmark circuits

Analysis and conclusion

The experimental results (e.g., Table 4.24, Figure 4.7, 4.8, and 4.9) show that when
testing sequential circuits, the non-linear machine exhibits much better performance than

the linear machines.

For instance, as shown in Figure 4.7 and 4.8, for both the LFSR and LHCA, after 1,000
patterns are applied to the circuit s1488, the fault coverage stays at the same point no
matter how many more patterns are added. But for the Geffe generator, the fault coverage
keeps on growing when the number of input patterns increases. When 20,000 patterns are
used, the LFSR and the LHCA can achieve only 32.8% and 40.8% fault coverage
respectively, while the Geffe generator can reach as high as 75.7% fault coverage
(median value of fault coverage is 73.0%). Results in Table 4.24 also show that for most
ISCAS’89 benchmark circuits, higher fault coverage is achieved when the Geffe

generator is used as the PRPG.
This can be explained as follows for the circuits with no more than 14 inputs. Since an

n-cell LFSR or LHCA with primitive polynomial has the period of 2" —1, when the

linear machines generate more than 2" —1 vectors, they don’t produce new patterns or

transitions. And these repeated transitions make no extra contribution to the final fault
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coverage. In this experiment each generator produces 20,000 patterns. So for the circuits
with less than 15 inputs, after the first 2" —1 patterns, the linear machines keep on
generating redundant patterns. But the Geffe generator has a much longer period. It keeps
on producing new patterns or transitions. This explains why for some circuits, when a
number of patterns are applied, no matter how many more patterns generated by the
linear machines are added, the fault coverage stays at the same point. But for the Geffe

generator, the fault coverage keeps on growing when more patterns are produced.

Sequential circuits are those whose outputs depend not only on the present input value
but also the past input value. It is more difficult to detect a single stuck-at fault in
sequential circuits because we need a test sequence instead of a single test vector, which
is enough to detect a single stuck-at fault in the combinational circuits. So actually it is
the variety of pattern transitions rather than the number of patterns that determines the
performance of a sequence of patterns. In [28] the authors provide a theoretical analysis
and empirical comparisons to explain why the LHCA are better than the LFSRs as
generators for sequential-type faults. They demonstrate that an » -cell LHCA with
maximum length cycles has larger transition capability than an » -cell LFSR with
maximum length cycles. Simulation of the ISCAS’85 benchmark circuits shows that

when testing for delay faults, LHCA are better than LFSRs.

In section 3.2 and 4.2 the transition test is introduced and the experimental results of the
transition test are given. The results show that patterns generated by the Geffe generator
have more transitions than those generated by LFSR or LHCA. So it is not surprising that
the Geffe generator performs better than LFSR and LHCA when testing single stuck-at

faults in sequential circuits.

Initial Value of the Flip-flops in the Benchmark Circuits

In the former experiment, when HOPE was used to simulate the benchmark circuits, all

the flip-flops in the circuits were initially set to the unknown state U (the default mode).
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Technically, they can also be initialized to logic 0 or logic 1. Would different initial value

of the circuits makes difference to the fault coverage?

In the following sets of experiments, using the same sets of patterns, we test the fault
coverage of the ISCAS’89 benchmark circuits in which the flip-flops are initially set to
logic 0. Instead of recording the fault coverage at 4 points (64, 1,000, 10,000, and 20,000

patterns), we only record the fault coverage at the point of 20,000 patterns.

We still look at the circuit s1488 in detail. For each generator (LFSR, LHCA, and Geffe),
we have the same 10 sets of patterns (each contains 20,000 patterns) used for the
previous experiments. Each set of patterns is used to stimulate the circuit in the same way
as that in the previous experiments, except that the flip-flops in the circuit are initialized

to logic 0. Table 4.25 shows the results.

Number of Patterns: 20,000
Generator
1 2 3 4 5 6 7 8 9 10
LFSR* 33.0 | 33.0 | 33.0 | 33.0 | 33.0 | 33.0 | 33.0 | 33.0 | 33.0 | 33.0
LHCA* 41.0 | 41.0 | 41.0 | 41.0 | 41.0 | 41.0 | 41.0 | 41.0 | 41.0 | 41.0
Geffe* 753 | 734 | 72.0 | 728 | 69.0 | 73.7 | 72.1 | 73.8 | 758 | 72.9

*: The flip-flops of the benchmark circuits are set to logic 0 initially.

Table 4.25 Fault coverage for s1488 — flip-flops set to logic 0

The median and maximum values of each row are computed and shown in Table 4.26.

Fault Coverage (%)
# of
LFSR* LHCA* Geffe*
Patterns
Median Max Median Max Median Max
20000 33.0 33.0 41.0 41.0 73.1 75.8

*: The flip-flops of the benchmark circuits are set to logic 0 initially.

Table 4.26 Final results for s1488 — flip-flops set to logic 0




Results of the other ISCAS’89 benchmark circuits are shown in Table 4.27.
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Fault Coverage (%)

Circuit LFSR* LHCA* Geffe*
Median Max Median Max Median Max
27 78.1 78.1 90.6 90.6 100 100
5208 32.6 326 284 28.4 47.2 48.4
298 24.0 24.0 224 224 53.6 86.4
s344 71.5 71.5 66.4 66.4 98.0 98.0
$349 77.4 774 66.6 66.6 97.4 97.4
382 13.0 13.0 13.0 13.0 13.5 18.3
386 445 44.5 51.3 51.3 65.6 66.7
s400 12.5 12.5 12.5 12.5 13.2 18.2
s420 28.1 28.1 39.1 39.1 36.3 38.1
s444 114 11.4 11.6 11.6 12.2 17.3
s510 100 100 100 100 100 100
$526 9.7 9.7 9.7 9.7 9.9 13.5
$526n 9.8 9.8 9.8 9.8 9.9 13.6
s641 86.9 87.2 87.2 87.2 87.3 87.4
s713 82.3 82.4 82.4 82.4 82.5 82.6
$820 40.4 40.4 42.5 42.7 45.6 46.6
832 394 394 414 41.6 44.5 45.6
s838 25.8 25.8 30.9 314 29.5 29.8
$953 97.8 97.8 99.1 99.1 99.1 99.1
s1196 93.6 93.6 96.1 96.1 97.5 98.1
s1238 88.4 88.4 91.2 91.2 924 92.8
s1423 333 349 56.7 59.3 60.6 64.1
s1488 33.0 33.0 41.0 41.0 73.1 75.8
s1494 323 323 40.2 40.2 72.2 74.9
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Fault Coverage (%)

Circuit LFSR* LHCA* Geffe*

Median Max Median Max Median Max
$5378 67.1 68.1 68.5 70.7 68.6 70.4
$9234 5.9 5.9 5.9 5.9 5.9 59
$13207 23.8 27.2 23.6 259 25.7 27.2
s15850 55 5.5 5.5 5.5 5.5 5.6
§35932 83.3 83.9 62.1 62.8 83.3 84.8
s38417 12.8 13.9 13.7 14.5 13.2 14.2
$38584 49.4 50.4 49.0 49.4 52.8 54.3

Arithmetic

Mo 45.8 46.1 47.0 47.4 54.7 57.3

*: The flip-flops of the benchmark circuits are set to logic 0 initially.

Table 4.27 Final results for ISCAS’89 circuits — flip-flops set to logic 0

The chart in Figure 4.10 shows the arithmetic mean of the median fault coverage of the
30 ISCAS’89 benchmark circuits (except the circuit s510) when they are stimulated with
patterns generated by different types of generators. ‘*’ means that the flip-flops in the

circuits are initialized to logic 0.
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Arithmetic Mean

Fault Coverage
(%)

LFSR  LHCA  Geffe LFSR* LHCA* Geffe* \
Type of Generator

Figure 4.10 Arithmetic mean — ISCAS’89 benchmark circuits

Comparing the results in Table 4.27 with those in Table 4.24, we see that for most
benchmark circuits (such as s1488), there is not much difference between the results
when the flip-flops are set to logic U or logic 0 initially. But for some circuits (e.g.,
$510), there is a dramatic increase of the fault coverage when the initial value of the flip-
flops is set to logic 0. For instance, for the circuit s510, 100% fault coverage is obtained
after we initialized the flip-flops to logic 0 while the fault coverage is 0% at the default

mode (logic U).
Why is there such a big difference for some circuits?

When testing sequential circuits, a sequence of patterns is applied to the Circuit Under
Test (CUT), the states of the CUT advance step-by-step for time frames according to the
input patterns. In the 3-value (logic 0, 1, U) fault simulation, all the flip-flops in the
CUTs are set to the U state initially. When input patterns are simulated, the states of the
flip-flops can be gradually set to the known states (logic 0 or logic 1), thus the fault can

be further propagated and finally be detected.
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There exist some U-undetectable faults which means that if the flip-flops of the circuit
are set to the unknown state (U) initially, no matter what sequence of patterns is applied,
these faults cannot be detected. Figure 4.11 shows such an example [26]. In the
sequential circuit, the single stuck-at fault b s-a-1 cannot be detected if the D flip-flop is

set to U initially, no matter what sequence of patterns is applied.

But this U-undetectable fault b s-a-1 can be detected if the D flip-flop begins at a known
value. If we initialize the D flip-flop to logic 0, clearly, the sequence (10, 00, 00, 00) can
detect this fault. Or if the initial value of the D flip-flop is logic 1, the sequence (10, 00)

can detect the fault.

So the existence of the U-undetectable faults explains why for some sequential circuits,
we can get much higher fault coverage when the initial value of the flip-flops is set to
logic 0 instead of the unknown state U. The bigger difference between the results for the

same benchmark circuit, the more such U-undetectable faults exist in the circuit.

a
c
el
[
s-a-1
D

Figure 4.11 An example of a U-undetectable fault

The chart in Figure 4.10 also shows that when the initial value of the flip-flops in the
circuits are set to logic 0, the LHCA performs slightly better than the LFSR, and the
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Geffe generator performs much better than both LFSR and LHCA. This result supports

the conclusion we reached in the earlier part of this section.

In the experiments, we also investigate some circuits with initial value of logic 1, the
results are similar to those of the experiments in which the circuits are initialized to logic

0.

4.4 Conclusion

The experimental results of the randomness tests, the transition test, and the fault
simulation are presented in this chapter. Analysis of the results as well as the conclusion

for each test is also given.

The experimental results of the Knuth randomness tests show that the randomness
properties of the Geffe generator resemble those of the linear machines of which it is
composed. In our research, since the Geffe generator is made up of three LFSRs, it
exhibits similar random properties as those of the LFSR. It is also shown that the LHCA

has better random properties than the LFSR.

The conclusion of the transition test is that the non-linear machine has a much richer
transition capability than the linear ones. Previous work [28] shows that the LHCA has a
larger transition capability than the LFSR. Our experimental results show that patterns
generated by the Geffe generator have considerably more transitions than those generated

by the LFSR or LHCA.

Results of fault simulation show that when detecting stuck-at faults in combinational
circuits, the Geffe generator is no better than the LFSR or LHCA. But for stuck-at faults
in sequential circuits, the Geffe generator performs much better than the linear machines.

These results also support the conclusion of the transition test.
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Chapter 5 Conclusions

In this chapter, we present the contributions of our research and some of the possible

directions for future work.

5.1

Contributions

The contributions of this thesis can be summarized as follows.

Some properties of a non-linear machine, the Geffe generator, are studied. We
research the randomness properties and the transition properties of the Geffe
generator. Experimental results and analysis show that because of the non-linear
function, the patterns produced by the Geffe generator have a very long period

and offer a very large variety of transitions.

The application of the Geffe generator as the PRPG in digital testing is
investigated. Fault simulation experiments are designed and conducted using the
Geffe generator. It is used as the PRPG to simulate both the ISCAS’85 and
ISCAS’89 benchmark circuits. Experimental results, as well as the analysis, show
that the Geffe generator has much potential to be applied in digital testing, and

that it is especially good for detecting faults in sequential circuits.

Comparison of the performance is made among the linear and non-linear
machines. When we investigate the properties of the Geffe generator, we analyze
those of the LFSR and LHCA as well. Comparison is made among the three
generators. Experimental results show that the non-linear machine (the Geffe
generator) has much richer transition capability than the linear machines (the
LFSR and LHCA), and a much higher average fault coverage is obtained for the
ISCAS’89 benchmark circuits when we use the Geffe generator as the PRPG
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other than the LFSR or LHCA. A theoretical analysis of the experimental results

is also given.

Future Work

Possible future work includes:

Investigation of the non-linear machines as a PRPG to detect delay faults in
digital testing. Similar to stuck-at faults in sequential circuits, a delay fault needs
more than one pattern to detect. It is also the number of pattern transitions that
determines the performance of a PRPG when it is used to detect delay faults.
Since the non-linear machines have a much larger transition capability than linear
machines, we hope they would exhibit better performance than the linear

machines in detecting delay faults.

Investigation of other non-linear machines and their applications in digital testing.
Since the Geffe generator has shown better performance than the linear machines
in testing sequential circuits, it would be interesting to investigate other non-
linear machines, especially those whose area is comparable to that of the LFSR or

LHCA, and their applications in testing.

Investigation of the transition properties of the LFSR, LHCA, and other
machines. In our research, the transition test experiments give some interesting
results for different machines. Since linear machines can be described in
mathematical forms, it would be useful to analyze their transition properties with

mathematical methods.

Investigation of other techniques for detecting faults in sequential circuits. In our
experiments, we notice that for some ISCAS’89 benchmark circuits, no matter
how many input patterns are applied, the fault coverage is always very low, even

when the Geffe generator is used as the PRPG. For these hard-to-detect faults, it’s
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impractical to use (pseudo) random testing. Partial scan [2], genetic algorithms,
and weighted pattern generators are some of the methods which are effective for

these faults. It would be interesting to go into these areas.
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Appendix 1: ISCAS’85 netlist format for circuit c17

*cl7 iscas example (to test conversion program only)

*

* total number of lines in the netlist ..........0.0.
* simplistically reduced equivalent fault set size =
* lines from primary input gates ....... 5
o lines from primary output gates ....... 2
d lines from interior gate outputs ...... 4
e lines from ** 3 ** fanout stems 6
*
% avg_fanin = 2.00, max_fanin = 2
* avg_fanout = 2.00, max_fanout = 2
*
il lgat inpt I 0 >sal
2 2gat inpt 1 0 >sal
3 3gat inpt 2 0 >sal >sal
8 8fan from 3gat >sal
9 9fan from 3gat >sal
6 6gat inpt 1 0 >sal
7 7gat inpt 1 0 >sal
10 10gat nand 1 2 >sal
1 8
ik llgat nand 2 2 >sal >sal
9 6
14 l4fan from llgat >sal
15 15fan from llgat >sal
16 l6gat nand 2 2 >sal >sal
2 14
20 20fan from légat >sal
21 21fan from l6gat >sal
19 19gat nand 1 2 >sal
15 7
22 22gat nand 0 2 >sal >sal
10 20

23 23gat nand 0 2 >sal >sal
21 19



Appendix 2: ISCAS’89 netlist format for circuit s27

s27

inputs

outputs

D-type flipflops

inverters

gates (1 ANDs + 1 NANDs + 2 ORs + 4 NORs)

= = S e Sk S
ON WH WD

INPUT (GO)
INPUT (G1)
INPUT (G2)
INPUT (G3)

OUTPUT (G17)

G5 = DFF(G10)

G6 = DFF(G11)

G7 = DFF (G13)

Gl4 = NOT (GO)

G17 = NOT(G11)

G8 = AND(G14, G6)
Gl5 = OR(G1l2, G8)
Gl6 = OR(G3, G8)

G9 = NAND(G16, G15)
G10 = NOR(G14, Gl1)
Gll = NOR(G5, G9)
Gl2 = NOR(G1l, G7)
G13 = NOR(G2, G12)

80
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Appendix 3: Manual of the Software for Randomness Tests

In this part, the users manual of the software for randomness tests is given.

Manual of the Knuth tests’

The Knuth tests in this testbench are used to evaluate the randomness of sequences. Six tests are
included: Equidistribution test, Serial-2 test, Poker-3 test, Gap test, Runup test, and Permutation
test. For detailed information please refer to "The Art of Computer Programming", written by
Knuth.

The tests here are for binary sequences and conversion is necessary. We convert N (N <=
100,000) successive n-bit (n <= 150) binary sequences into the corresponding decimal-value
sequences, and the decimal-value sequences are further converted into the decimal-value
sequences whose elements range from 0 to d-1 by taking their modulo d. Then we employ the
Knuth tests on the latter decimal-value sequences. If the sequences pass a certain number of

empirical tests, they are considered to be random enough.

~mmmm~ Example ~~~~

Suppose a binary sequence of N items, with N = 31, with each items of n bits, with n = 5, is as

saved as follows in a file named "Mytest":

00001 00010 00100 01001 10010 00101 01011 10110
01100 11001 10011 00111 O1111 11111 11110 11100
11000 10001 00011 00110 01101 11011 10111 01110
11101 11010 10101 01010 10100 01000 10000

Step 1: Select the name of the file.

Step 2: input an integer d for the modulo, e.g. "3".

! This part is written by Lin Sun.
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Step 3: Choose the desired Knuth test, e.g. "Gap test".
Step 4 : a sample output file may look like

*¥** SUMMARY OF GAP TEST RESULTS ***
Input File: Mytest

Number of Vectors:31

Modulo: 3

GapV=4.571424

Chi-Table show:
For the degree v=4
Probability 0.95 is: 0.711
Probability 0.05 is: 9.488

So the sequences PASS the Gap Test.

Manual of the transition test

The transition test is used to count the number of sub-state vector transitions in a sequence of

patterns. To run the test, the following parameters need to be specified:
1. Input file name: Path and name of the input file which contains the patterns;
2. Number of Sub-Vectors: Number of sub-state vectors to be counted, maximum=500,000;
3. Width of the Sub-Vectors: Number of bits of the sub-state vectors, maximum value=20;
4. Width of the Original Vectors: Number of bits of the original patterns in the input file;

5. Positions of the bits of the sub-vectors: The positions of the bits of the sub-state vectors in the

original patterns. The positions of the sub-vectors are labeled left to right, starting from 1.

As an example, in the file "sample.txt", there are 10 patterns, each 6-bit wide. To count the
transitions of all 10 3-bit wide sub-state vectors, selected from the 1st, 3rd, and 4th bits of the

original patterns, the parameters are specified as follows:
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Input file name: sample.txt;
Number of Sub-Vectors: 10;

Width of the Sub-Vectors: 3;

Width of the Original Vectors: 6;

Positions of the bits of the sub-vectors: 13 4.

"sample.txt" example file:

101010
100010
000101
011110
000011
110000
010001
000010
111111
100011

For the inputs above, we can get the following testing results:

Ho kAR KK SUMMARY OF RESULTS ook ok ok ok
3k sfe ok Kook sk ok ok Transition Test 3k ok ok ok ok ok ok ok
1: Input Parameters
Input file name : sample.txt
Width of the sub-state vectors 3
Positions of the bits of the sub vectors : 13 4

Number of vectors applied : 10

2: Testing Results

Number of possible transitions 19
Number of transitions achieved :9
Percentage of transitions achieved : 100%

wexsrerk  END OF RESULTS — wkwinns
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The positions of the sub-vectors are counted left to right, starting from 1.
For instance, in the example above, the 3-bit wide sub state vectors selected
from the 1st, 3rd, and 4th bits of the original patterns are:

110
100
001
011
000
100
000
000
111
100
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Appendix 4: Fault Simulation Results of the Combinational

Circuits

In this appendix, we give the simulation results of the ISCAS’85 benchmark circuits.

Experiments are conducted according to the specifications in 3.3.4.
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— - — Ifsr_max

—¥— Ifsr_median

— -&— - |fsr_average

- @ — ca_max

t ca_median

e C3_average
——gi— geffe_max
—>— geffe_median

—=—— geffe_average

2 5 10 20 30 40 50

T T T 0z T T T T T T T T 1

100 200 300 400 500 1000
Number of patterns

Fault coverage for c1908

— @ — Ifsr_max

—¥— Ifsr_median

— -&— - Ifsr_average

— @ — ca_max

i

+ ca_median

wwese-ca_average

~——{ii— geffe_max

—— geffe_median

geffe_average

|

T T T T T T T T T T T T 1

2 5 10 20 30 40 50 100 200 300 400 500 1000
Number of patterns



Fault coverage

Fault coverage

Fault coverage for c432

100

87

— - — Ifsr_max
—¥—Ifsr_median
— -&— - Ifsr_average
— @ — ca_max
e ca_median
e CA_average
i geffe_max
—— geffe_median

—=—— geffe_average

0+ T T T T T T T T T T T T

1 2 5 10 20 30 40 50 100 200 300 400 500

Number of patterns

Fault coverage for c880

100

1000

— @ — Ifsr_max
—¥—Ifsr_median
— -&— - |fsr_average
— @ — ca_max

di

t ca_|
wees CA_average
i g@ffe_max
—»— geffe_median

geffe_average

0 T T r r T T T T T T T T

1 2 5 10 20 30 40 50 100 200 300 400 500
Number of patterns

1000



Fault coverage

Fault coverage

88

Fault coverage for c2670

100 1

— < — Ifsr_max
—¥— Ifsr_median
- - - |fsr_average

- - - ca_max
it ca_median
i C_aVErage
e g@ffe_max
—>— geffe_median
geffe_average

0 T T T T T T T T T T T T T

1 2 5 10 20 30 40 50 100 200 300 400 500 1000
Number of patterns

Fault coverage for c3540

100

-

— - — Ifsr_max
—¥—Ifsr_median
- -@&~ - |fsr_average

- @ - ca_max

¢ ca_median

ca_average
e g@ffe_max
—— geffe_median
geffe_average

1

0+ T T T T T T T T T T T T 1

1 2 5 10 20 30 40 50 100 200 300 400 500 1000
Number of patterns




Fault coverage

8 8 8

Fault coverage

100
90
80
70
60

20
10

100

Fault coverage for c5315

89

— @ — Ifsr_max
—¥— Ifsr_median
— -&— - Ifsr_average
— @ — ca_max

t ca_median

ca_average
i geffe_max
—— geffe_median

—=—— geffe_average

T T

. T T T T T

30 40 50 100 200 300 400 500
Number of patterns

20

Fault coverage for c7552

1000

— - — Ifsr_max
—¥— Ifsr_median
— -&— - |fsr_average
— @ — ca_max

i

+ ca_median
e CA_average

—fi— geffe_max

—— geffe_median

—=— geffe_average

T T T T T T T T

30 40 50 100 200 300 400 500
Number of patterns

20

1000



Fault coverage

90

Fault coverage for c6288

100
20 — - — Ifsr_max
80 —¥— Ifsr_median
70 - -&~ - Ifsr_average
60 - @ — ca_max
50 +—ca_median
40 ‘/ ca_average
30 i geffe_max
20 —X— geffe_median
10 geffe_average

0 T T T T ™ T T T T T T T ]

1 2 5 10 20 30 40 50 100 200 300 400 500 1000
Number of patterns



The following table lists the raw data of the simulation results of the ISCAS’85 benchmark circuits.
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Number of Patterns

Circuit 1 2 5 10 | 20 | 30 | 40 | 50 100 | 200 | 300 | 400 | 500 1000
c499 Ifsr_max 264 (49.7 | 73.6 | 786 | 84.7 | 87.1(89.6 | 902 | 949 | 97.2 | 984 | 984 | 98.7 98.9
Ifsr_median 2171323 |53.3|68.8|815(853(875|89.1| 933 | 966 | 97.8 | 982 | 98.5 98.9
Ifsr_average 220 |335|544|68.1|804 (852 (873|889 | 933 | 966 | 97.7 | 98.1 | 98.5 98.9
ca_max 41.7 | 50.7 | 722 | 79.2 | 85.0 | 88.0 [ 89.3 | 90.8 | 949 | 96.8 | 98.0 | 98.4 | 98.8 98.9
ca_median 239 (375|495 702|829 |854 (877 |89.0| 93.3 | 964 | 974 | 98.1 | 98.4 98.9
ca_average 256 (379|528 692|806 |845(87.2(89.2| 933 | 963 | 974 | 98.1 | 98.3 98.9
geffe_max 28.2 | 50.1 (657|728 |821(87.2|88.7|89.2| 935 | 97.0 | 98.0 | 984 | 98.5 98.9
geffe_median 208 (34.0|49.2 | 60.6|785|835(854|865| 926 | 956 | 97.1 | 98.0 | 98.4 98.8
geffe_average 223|363 |51.7 (603 |77.1|821|857|87.1| 926 | 956 | 97.1 | 98.0 | 98.3 98.8




92

Number of Patterns

Circuit 1 2 5 10 | 20 | 30 | 40 | 50 100 | 200 300 | 400 500 1000
c1355 | Ifsr_max 18.2 (353|598 |65.7|76.2|80.3|842(856| 896 | 926 | 943 | 953 | 96.3 98.7
Ifsr_median 13.9 (213|381 (535|709 |77.9|81.0(84.0| 885 | 91.7 | 934 | 945 | 95.7 98.1
Ifsr_average 142|226 |399 (534|697 |772|81.1(840| 885 | 91.7 | 935 | 945 | 956 98.0
ca_max 30.3 |36.5|57.1)|668|776(819(839|86.0| 89.2 | 924 | 942 | 952 | 96.4 98.9
ca_median 1591 26.5|35.0 (551 (714|773 |816|84.7| 882 | 91.2 | 933 | 946 | 953 98.0
ca_average 17.3 (1 26.5|383 | 545|698 |76.1(80.7 84.1| 883 | 91.3 | 93.1 | 945 | 953 98.1
geffe_max 19.6 | 36.3 | 50.3 | 57.3 | 71.3 | 77.9 | 83.6 | 84.0 | 886 | 921 | 940 | 958 | 96.3 98.8
geffe_median 13.2 1231|352 (454 (65.0|73.0|775|799| 87.7 | 90.5 | 924 | 943 | 95.6 97.9
geffe_average 146 | 250|374 | 451|636 | 714 |77.7 |80.3 | 876 | 906 | 925 | 942 | 95.2 97.8
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Number of Patterns
Circuit 1 2 5 10 | 20 | 30 | 40 | 50 | 100 | 200 | 300 | 400 | 500 1000
c1908 | Ifsr_max 285|370|524|612|714|732|76.7|771| 79.0 | 850 | 87.8 | 90.5 | 92.1 96.5
Ifsr_median 226|337 |475|575|619|66.0|69.1695| 76.0 | 81.9 | 859 | 88.5 | 90.1 95.3
Ifsr_average 23.2 338|475 |57.3 (623|658 |68.0(693| 754 | 822 | 858 | 884 | 90.1 95.3
ca_max 23.3 (353|547 (633 (698|711 (737 (752 | 79.7 | 854 | 879 | 90.2 | 924 95.5
ca_median 21.2 | 33.8 1485|554 625|650 (68.1(708| 77.2 | 83.2 | 86.3 | 88.2 | 904 95.1
ca_average 189|314 (485 |56.2 |62.1 |64.8|66.9|696| 765 | 83.1 | 86.2 | 884 | 904 95.0
geffe_max 233 |339|513|595|68.1|721|764|775| 805 | 854 | 883 | 90.8 | 93.2 96.4
geffe_median 220|319 |46.2|55.1|614|659|679|713| 766 | 839 | 87.0 | 89.3 | 90.8 95.6
geffe_average 17.7 | 28.2 | 454 | 551 | 616 (656 | 67.2 | 706 | 76.3 | 82.7 | 86.7 | 89.1 | 90.8 95.5
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Number of Patterns
Circuit 1 2 5 10 | 20 | 30 | 40 | 50 | 100 | 200 | 300 | 400 | 500 1000
c432 Ifsr_max 136 (214 | 466 | 60.9 [ 73.3 | 81.5(84.2|86.8 | 929 | 96.2 | 983 | 985 | 99.0 | 99.2
Ifsr_median 81 |147 328|469 |67.5|750|804|834| 904 | 948 | 964 | 971 | 976 | 99.0
Ifsr_average 86 | 14.1|34.0|494 | 66.6|751|805|835| 90.1 | 946 | 965 | 97.2 | 974 | 989
ca_max 141219 |36.3 | 534 |69.7 (782|845 |88.0| 920 | 966 | 98.1 98.9 | 99.2 99.2
ca_median 87 (133|306 |45.0 (651|743 (79.8|83.6| 90.9 | 945 | 96.8 | 97.5 | 98.1 99.1
ca_average 89 (146 |30.7 | 458 | 64.7 | 74.8 [ 80.0 | 84.2 | 90.7 | 948 | 96.7 | 97.3 | 98.0 | 99.0
geffe_max 14.1121.0|36.5| 529 (704|794 (847|866 | 929 | 966 | 98.7 | 98.7 | 989 | 99.2
geffe_median 86 |17.1129.0|48.8|68.0|758|80.2 (828 | 904 | 947 | 966 | 97.1 | 981 99.0
geffe_average 91 | 166|294 | 475|654 |742|80.1|829| 906 | 946 | 965 | 97.2 | 97.7 | 98.8
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Number of Patterns
Circuit 1 2 5 10 | 20 | 30 | 40 | 50 | 100 | 200 | 300 | 400 | 500 1000
c880 Ifsr_max 236 (376|549 |676|758|81.3|86.0|88.1| 920 | 958 | 971 | 97.3 | 97.8 | 986
Ifsr_median 17.3 320 |51.7 | 655 733 |77.7 (821|842 | 91.0 | 940 | 955 | 96.4 | 96.7 | 97.6
Ifsr_average 18.3 | 305|514 (647 [ 732|783 (823|847 | 906 | 941 | 956 | 964 | 96.7 | 97.7
ca_max 25.6 | 38.1|55.7 (720|789 (826|849 |883| 927 | 953 | 966 | 96.8 | 97.2 | 985
ca_median 16.5|29.9 |49.7 | 63.2 | 76.7 | 815|839 (857 | 910 | 944 | 953 | 964 | 969 | 97.8
ca_average 17.2 | 304 | 495 (635|759 |80.7 | 833|854 | 909 | 943 | 954 | 96.2 | 96.7 | 97.8
geffe_max 211|378 |56.2|67.1|786|824|850(869| 926 | 955 | 964 | 976 | 976 | 985
geffe_median 16.3 | 28.1 | 49.2 | 63.7 | 75.3 | 80.3 | 82.7 (| 85.0 | 899 | 935 | 956 | 96.3 | 96.7 | 97.6
geffe_average 16.8 | 28.6 | 49.1 | 625 | 75.1 | 80.0 | 824 (84.7 | 899 | 936 | 953 | 96.2 | 96.6 | 97.7
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Number of Patterns

Circuit 1 2 5 10 | 20 | 30 | 40 | 50 100 | 200 | 300 | 400 | 500 1000
c2670 | Ifsr_max 212|317 499|599 |69.1|726| 745|762 | 79.8 | 826 | 83.0 | 83.5 | 83.8 84.2
Ifsr_median 18.0 | 29.6 | 476 | 58.4 [ 66.3 | 70.8 | 73.4 | 752 | 78.7 | 813 | 82.7 | 83.2 | 835 84.1
Ifsr_average 18.1 1285|470 |57.7 |66.6 | 709 | 733|750 | 787 | 815 | 827 | 83.2 | 834 84.1
ca_max 211|336 (492 (610|694 |734|751|766| 80.2 | 83.1 | 836 | 840 | 84.2 84.4
ca_median 18.1 | 30.1 | 46.7 | 58.0 | 67.3 | 71.0 | 735|743 | 783 | 815 | 828 | 834 | 83.7 84.2
ca_average 1841 29.7 | 459 | 58.1 | 66.7 | 709 | 732|746 | 785 | 816 | 828 | 834 | 837 84.2
geffe_max 218 |345|48.7 (598 (699|729 |758|763| 79.8 | 821 | 83.0 | 83.5 | 83.8 843
geffe_median 19.7 | 319 | 46.2 | 585 | 66.7 | 70.7 | 734 [ 754 | 79.2 | 814 | 826 | 83.1 | 834 84.1
geffe_average 19.2 (306 | 465|583 | 669|710 736|752 | 790 | 815 | 825 | 83.0 | 834 84.1
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Number of Patterns
Circuit 1 2 5 10 | 20 | 30 | 40 | 50 100 | 200 | 300 | 400 | 500 1000
c3540 | Ifsr_max 154 | 23.5|40.2 | 50.4 | 63.4 | 69.7 | 73.7 | 758 | 84.5 | 89.2 | 90.8 | 92.0 | 93.1 95.0
Ifsr_median 10.9 | 225 [ 36.5 | 48.1 | 57.8 | 64.0 | 685|722 | 79.7 | 87.3 | 89.6 | 90.9 | 91.9 942
Ifsr_average 118 (216 |36.2 |47.7 | 58.0 | 64.7 | 69.1 | 722 | 80.2 | 87.0 | 89.4 | 90.9 | 91.8 94.2
ca_max 168 | 25.7 | 404 | 50.7 | 63.2 | 69.8 | 73.7 | 766 | 83.8 | 88.7 | 90.3 | 91.7 | 926 94.7
ca_median 146|228 |37.2 | 47.7 | 59.0 | 65.7 | 705 | 73.1 | 822 | 87.8 | 89.7 | 91.0 | 92.1 94.5
ca_average 140|226 | 374 | 475|584 (66.0 (702|731 | 824 | 87.6 | 89.6 | 90.9 | 92.0 94.4
geffe_max 16.8 | 26.5 | 40.1 | 52.5 | 63.7 | 69.7 | 73.3 | 76.0 | 82.3 | 88.9 | 909 | 91.8 | 929 94.5
geffe_median 15.0 (| 24.0 | 379 | 485 |59.1 | 646|702 |73.1| 814 | 869 | 89.2 | 91.1 | 91.9 94.3
geffe_average 156212321379 |485|59.2 (650|704 |735| 809 | 869 | 895 | 91.1 | 92.0 94.2
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Number of Patterns
Circuit 1 2 5 10 | 20 | 30 | 40 | 50 100 | 200 | 300 | 400 | 500 1000
c5315 | Ifsr_max 18.7 (273 (441 | 589 | 746 | 820 | 86.2 (884 | 944 | 969 | 976 | 98.1 | 98.2 98.7
Ifsr_median 10.7 | 17.7 | 389 | 56.3 | 709 | 78.7 | 84.3 | 87.5 | 933 | 964 | 97.2 | 97.7 | 98.1 98.6
Ifsr_average 119198 | 376 | 540|706 | 791|842 (87.1| 932 | 96.3 | 97.3 | 97.8 | 98.0 98.6
ca_max 146 | 23.3 | 469 | 609|727 (812|859 |876| 939 | 96.7 | 97.7 | 98.2 | 98.3 98.8
ca_median 10.1 | 18.0 | 328 | 50.9 | 68.2 | 78.6 | 83.1 [ 86.2 | 934 | 964 | 97.2 | 97.8 | 981 98.6
ca_average 10.8 | 18.6 [ 349 | 49.8 | 68.0 [ 77.8 | 82.7 | 858 | 932 | 964 | 97.3 | 97.8 | 98.1 98.6
geffe_max 18.7 | 28.4 | 483 | 614|759 |84.1| 876|903 | 945 | 969 | 976 | 98.0 | 98.2 98.7
geffe_median 10.2 | 19.0 | 35.0 | 529 | 68.7 | 789 | 845 | 87.3 | 93.7 | 96,5 | 97.2 | 97.7 | 98.0 98.7
geffe_average 11.8 (19.9 (358 [ 53.0 (| 69.9 | 79.0 (84.2 | 87.1| 934 | 964 | 97.2 | 97.7 | 98.1 98.7
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Number of Patterns
Circuit 1 2 5 10 | 20 | 30 | 40 | 50 | 100 | 200 | 300 | 400 | 500 1000
c7552 | Ifsr_max 176 | 27.7 | 48.0 | 586 | 714 | 779 | 80.2 (823 | 87.2 | 89.8 | 909 | 91.7 | 91.8 | 927
Ifsr_median 16.0 | 26.2 | 41.8 | 56.3 | 69.1 | 75.1 [ 79.0 | 81.3 | 86.6 | 894 | 90.8 | 91.2 | 915 | 923
Ifsr_average 16.2 | 26.2 | 426 | 56.5|68.9 | 75.2 | 78.8 (| 81.0| 86.6 | 894 | 906 | 91.1 | 914 | 923
ca_max 226 | 341|547 | 634|733 |780 (813|828 878 | 90.3 | 91.0 | 91.7 | 92.2 92.8
ca_median 16.1 | 26.8 | 444 | 58.3 | 70.8 | 76.2 [ 80.5 | 82.2 | 87.3 | 89.6 | 90.5 | 91.0 | 914 92.0
ca_average 16.7 | 27.8 | 453 | 585|704 | 759 |79.7 | 81.8 | 87.1 | 89.7 | 906 | 91.1 | 914 92.1
geffe_max 19.7 | 31.8 | 48.6 | 62.0 | 723 | 77.3 | 80.9 [ 83.7 | 876 | 90.6 | 91.2 | 916 | 920 | 92.6
geffe_median 16.1 | 275|449 | 585 (69.7 (759 (795|816 | 87.0 | 899 | 90.8 | 91.2 | 91.5 | 924
geffe_average 16.7 | 27.9 | 44.7 [ 58.0 [ 69.9 | 755 | 79.2 | 816 | 86.8 | 899 | 908 | 91.2 | 915 | 923
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Number of Patterns

Circuit 1 2 5 10 | 20 | 30 | 40 | 50 100 | 200 300 | 400 | 500 1000
c6288 | Ifsr_max 35.7 | 56.6 | 82.1 [ 95.1 [ 98.7 | 99.3 | 99.5 | 995 | 996 | 99.6 | 99.6 | 99.6 | 99.6 99.6
Ifsr_median 354 | 541|782 |88.0[94.8(98.0(98.8|99.1| 995 | 996 | 99.6 | 99.6 | 99.6 99.6
Ifsr_average 353 |54.1|769|885|94.8|96.8|97.8|98.7| 995 | 996 | 99.6 | 99.6 | 99.6 99.6
ca_max 35.7 | 56.7 | 81.3 ([ 93.1 | 97.7 | 98.9 [ 99.4 | 99.5| 99.6 | 99.6 | 996 | 99.6 | 99.6 99.6
ca_median 354 (541|784 (908 |96.7|982[99.0(99.2| 995 | 996 | 99.6 | 99.6 | 99.6 99.6
ca_average 35.3 548|785 (90.7(96.7 |98.2|99.0|99.2| 995 | 996 | 99.6 | 99.6 | 99.6 99.6
geffe_max 35.8 | 56.8 (822(94.2(1985|99.3|995|995| 996 | 996 | 99.6 | 99.6 | 99.6 99.6
geffe_median 354 (541|757 (884|958 |981(989(99.0| 995 | 996 | 99.6 | 99.6 | 99.6 99.6
geffe_average 354 | 537|767 | 88.9|955|97.5|985|989| 995 | 996 | 996 | 99.6 | 99.6 99.6
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Appendix 5: Fault Simulation Results of the Sequential Circuits

The following table lists the experimental results of fault simulation for stuck-at faults in

sequential circuits. In the experiment, the initial value of the flip-flops of the ISCAS’89

benchmark circuits is U (the unknown state).

The columns of the table denote the name of the ISCAS’89 benchmark circuit, the

number of inputs of the circuit, the generator used for the simulation, median and

maximum fault coverage (out of the ten sets of experiments) at the points of 64, 1000,
10000, and 20000 patterns.

Circuit |Inputs Fault Coverage (%)
Number of Vectors
64 1000 10000 20000
median max median max median max median max
s298 3 |LFSR 20.8 20.8 20.8 20.8 20.8 20.8 20.8 20.8
LHCA | 51.3 51.3 51.3 51.3 51.3 51.3 51.3 51.3
Geffe 29.2 40.6 422 80.2 50.0 83.8 50.0 83.8
$382 3 |LFSR 11.8 11.8 11.8 11.8 11.8 11.8 11.8 11.8
LHCA 13.3 13.3 13.3 13.3 13.3 13.3 13.3 13.3
Geffe 12.0 12.3 123 13.5 12.3 17.0 12.3 17.0
s400 3 |LFSR 11.3 11.3 143 11.3 11.3 11.3 11.8 11.3
LHCA 13.4 13.4 13.4 134 13.4 134 13.4 13.4
Geffe 11.8 12.0 12.0 13.7 12.0 17.0 12.0 17.0
s444 3 |[LFSR 10.3 10.3 10.3 10.3 10.3 10.3 10.3 10.3
LHCA 11.0 11.0 11.0 11.0 11.0 11.0 11.0 11.0
Geffe 11.2 11.2 11.2 15.4 1.2 16.2 1.2 16.2
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Circuit |Inputs Fault Coverage (%)
Number of Vectors
64 1000 10000 20000
median max median max median max median max
s526 3 |LFSR 8.5 8.5 85 8.5 8.5 8.5 8.5 8.5
LHCA 8.5 85 8.5 8.5 8.5 8.5 8.5 8.5
Geffe 8.6 86 8.6 1.9 8.6 12.3 8.6 12.3
s526n 3 |[LFSR 8.5 8.5 85 8.5 8.5 8.5 8.5 8.5
LHCA 8.5 8.5 8.5 8.5 8.5 8.5 8.5 8.5
Geffe 8.7 8.7 8.7 11.9 8.7 12.3 8.7 12.3
s27 4 |LFSR 78.1 78.1 78.1 78.1 78.1 78.1 78.1 78.1
LHCA | 875 87.5 87.5 87.5 875 87.5 87.5 87.5
Geffe 96.9 100.0 100.0 100.0 100.0 100.0 100.0 100.0
s386 7 |LFSR 44.0 445 445 445 445 445 445 445
LHCA | 50.0 51.6 55.2 55.2 55.2 55.2 55.2 55.2
Geffe 422 47 1 54.2 61.5 62.4 66.1 65.6 66.7
s1488 8 |[LFSR 321 326 328 328 3238 3238 3238 328
LHCA | 364 38.9 40.8 40.8 40.8 40.8 40.8 40.8
Geffe 37.0 43.0 54.8 64.0 70.5 72.9 73.0 75.7
s1494 8 |LFSR 314 31.9 32.1 321 321 321 32.1 32.1
LHCA 35.7 38.2 40.0 40.0 40.0 40.0 40.0 40.0
Geffe 36.3 422 54.0 63.0 69.5 72.0 72.1 74.8
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Circuit |Inputs Fault Coverage (%)
Number of Vectors
64 1000 10000 20000
median max median max median max median max
s344 9 |LFSR 69.0 725 734 734 734 734 734 734
LHCA | 579 58.8 58.8 58.8 58.8 58.8 58.8 58.8
Geffe 79.1 84.5 91.8 93.6 95.9 96.2 96.2 96.2
s349 9 [LFSR 69.1 726 734 73.4 734 734 734 734
LHCA | 577 59.1 59.1 59.1 59.1 59.1 59.1 59.1
Geffe 78.7 84.3 914 93.1 95.4 95.7 95.7 95.7
s208 11 [LFSR 27.0 27.0 27.0 27.0 27.0 27.0 27.0 27.0
LHCA | 228 2238 2238 22.8 228 228 22.8 228
Geffe 25.8 31.2 344 40.9 36.7 423 41.2 423
s953 16 [LFSR 8.2 8.2 8.2 8.3 8.3 8.3 8.3 8.3
LHCA 8.3 8.3 83 8.3 8.3 8.3 8.3 8.3
Geffe 8.2 8.3 8.3 8.3 8.3 8.3 8.3 8.3
s1423 17 |LFSR 14.7 16.6 26.3 311 31.9 322 322 339
LHCA 14.7 226 36.7 415 52.3 55.2 55.3 57.8
Geffe 17.9 249 404 446 52.5 58.7 58.7 62.2
s820 18 |LFSR 19.6 296 36.4 39.2 40.2 40.2 40.2 40.2
LHCA 26.8 29.6 38.3 39.6 42.1 425 424 426
Geffe 22.4 31.1 355 376 44.0 45.4 455 46.5
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Circuit |Inputs Fault Coverage (%)
Number of Vectors
1000 10000 20000
median max median max median max median max
s832 18 [LFSR 19.2 29.0 356 38.3 39.2 39.3 39.3 39.3
LHCA | 26.1 28.9 37.3 38.6 41.0 414 413 415
Geffe 21.7 30.1 345 36.7 429 444 44.4 455
s420 19 [LFSR 22.6 226 22.6 226 226 226 22.6 226
LHCA | 243 26.5 28.3 328 333 335 333 335
Geffe 22.7 24.0 271 28.8 30.1 31.2 30.5 323
s510 19 |LFSR 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
LHCA 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Geffe 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
$9234 19 |LFSR 0.3 0.3 0.3 0.3 0.3 0.3 0.3 0.3
LHCA 0.3 0.3 0.3 0.3 0.3 0.3 0.3 0.3
Geffe 0.3 0.3 0.3 0.3 0.3 0.3 0.3 0.3
s13207 | 31 |LFSR 57 5.8 6.1 6.2 6.2 6.4 6.2 6.4
LHCA 5.6 58 6.1 6.2 6.2 6.4 6.2 6.4
Geffe 5.7 59 6.1 6.1 6.2 6.4 6.2 6.4
s1196 14 |LFSR 46.3 52.8 81.4 83.7 929 93.5 93.6 93.6
LHCA 47.7 53.0 82.6 84.1 95.3 95.7 96.1 96.1
Geffe 416 50.5 826 845 95.9 97.0 97.5 98.2
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Fault Coverage (%)

Circuit |Inputs
Number of Vectors
64 1000 10000 20000
median max median max median max median max
s1238 14 |LFSR 417 475 76.4 79.0 87.7 88.2 88.4 88.4
LHCA 434 48.3 78.2 78.9 90.5 90.8 91.2 91.2
Geffe 38.0 46.4 7.7 79.2 90.7 91.8 92.4 92.8
s15850 | 14 |[LFSR 0.7 0.7 0.7 0.7 0.7 0.7 0.7 0.7
LHCA 0.7 0.7 0.7 0.7 0.7 0.7 0.7 0.7
Geffe 0.7 0.7 0.7 0.7 0.7 0.7 0.7 0.7
s35932 | 35 |[LFSR 34.6 65.4 727 78.9 82.2 83.8 83.3 83.8
LHCA | 486 55.1 60.5 61.7 61.5 62.3 62.0 62.7
Geffe 34.5 57.0 68.6 755 81.2 82.7 83.3 84.7
s5378 35 [LFSR 40.5 48.6 62.8 63.7 65.3 65.5 65.5 65.5
LHCA 41.5 50.0 62.7 64.5 66.2 69.2 66.4 69.4
Geffe 39.8 50.4 63.0 64.5 66.0 67.7 66.4 69.2
s641 35 |LFSR 63.4 68.7 80.6 82.2 854 85.9 86.1 86.3
LHCA 65.0 67.2 82.4 83.3 86.1 86.3 86.3 86.3
Geffe 63.8 66.4 82.0 83.9 86.1 86.5 86.4 86.5
s713 35 |LFSR 62.0 67.3 77.2 78.5 81.1 814 81.6 81.8
LHCA 64.0 81.8 78.7 79.3 81.6 81.8 81.8 81.8
Geffe 63.1 64.2 78.3 79.9 81.6 81.9 81.8 81.9
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Circuit |Inputs Fault Coverage (%)
Number of Vectors
64 1000 10000 20000
median max median max median max median max
s838 35 |LFSR 20.0 20.2 20.2 20.2 20.2 20.2 20.2 20.2
LHCA | 20.2 249 22.8 245 252 252 25.2 25.7
Geffe 19.3 204 221 237 237 23.9 23.8 240
s38417 | 28 |LFSR 35 35 35 3.5 35 3.5 35 35
LHCA 34 35 35 3.5 35 35 35 3.5
Geffe 34 35 3.5 3.5 35 35 3.5 35
s38584 | 12 |LFSR 71 9.5 15.5 17.9 18.7 18.7 18.7 18.7
LHCA 9.0 11.2 16.2 18.3 19.7 19.7 19.7 19.7
Geffe 7.7 10.8 16.1 17.3 19.9 20.8 21.1 216
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