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Abstract: Nanomaterials are promising alternatives for creating hardware security primitives that are
considered more robust and less susceptible to physical attacks compared to standard CMOS-based
approaches. Here, nanoscale electronic circuits composed of tunable ratios of molecules and colloidal
nanoparticles formed via self-assembly on silicon wafers are investigated for information and hard-
ware security by utilizing device-level physical variations induced during fabrication. Two-terminal
electronic transport measurements show variations in current through different parts of the nanoscale
network, which are used to define electronic physically unclonable functions. By comparing different
current paths, arrays of binary bits are generated that can be used as encryption keys. Evaluation of
the keys using Hamming inter-distance values indicates that performance is improved by varying the
ratio of molecules to nanoparticles in the network, which demonstrates self-assembly as a potential
path toward implementing molecular-scale hardware security primitives. These nanoelectronic
networks thus combine facile fabrication with a large variety of possible network building blocks,
enabling their utilization for hardware security with additional degrees of freedom that is difficult to
achieve using conventional systems.

Keywords: nanomaterials; self-assembly; hardware security; physically unclonable functions

1. Introduction

Nanoscale electronic devices based on molecules are being developed in order to
potentially overcome limitations in conventional electronics scaling and provide functions
“beyond CMOS” [1-3]. These molecular electronic circuits exhibit ease of fabrication, low
cost, and a high degree of tunability [4-6]. Hardware security is an emerging important area
of application for nanomaterials, wherein their unique properties and functionality may
enable utilization for future advanced security primitives and applications in ubiquitous
computing and information technologies [7]. Carbon nanostructures, quantum dots, and
colloidal nanoparticles are all being investigated for use in information and hardware
security solutions [8-10].

Conventional security primitives typically rely on different mathematical or algo-
rithmic protocols. For example, pseudorandom number generators are often used for
generating encryption keys to protect confidential information. However, such solutions
are typically slow, energy intensive, and often vulnerable to side-channel and physical
attacks (e.g., radiation, high temperatures) [7,11]. To address these challenges, device-level
hardware security approaches that consume less energy with smaller performance over-
head are being investigated for general and emerging security requirements that utilize
inherent physical randomness and device imperfections introduced during fabrication or
operation. Examples include hardware-based true random number generators (TRNGs)
that use thermal noise to generate random outputs, and cryptographic key generation using
physically unclonable functions (PUFs) from intrinsic physical imperfections [12,13]. Most
cryptographic primitives try to generate unique keys that can authenticate the required
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information, thus preventing security threats [14]. One example is silicon-based PUFs based
on local device mismatches such as random dopant fluctuation arising from stochastic
variations during processing. While promising, such CMOS-based PUFs can also often be
susceptible to supply voltage noise and temperature fluctuations that could allow for data
tampering, counterfeiting, and information leakage [15]. In addition, the relative ease with
which CMOS devices can be modeled and simulated allows exploitation of conventional
semiconductor process variations and potential exposure to so-called modeling attacks [16].

An alternative path to hardware security primitives is based on functional nanomate-
rials, which can enhance performance and is considered more robust and less susceptible
to attacks compared to standard CMOS-based security primitives [17]. Functional nanoma-
terials show unique capabilities and new degrees of freedom relevant to security such as
nonlinear input-output response characteristics, inherent tunability, and non-volatility [16].
The resulting nanostructured devices can be tailored for variability, reconfigurability, ran-
domness, and resilience against reverse engineering [11], which enables applications requir-
ing PUFs, TRNGs, anti-counterfeit measures, side-channel leakage masking, and resistance
to tampering: Metallic nanoparticles with unique optical properties for generating PUFs
can serve as tamper-evident sensors and “nanofingerprints” for anti-counterfeit applica-
tions [8,10,18,19]; PUFs and TRNGs using carbon nanotube structures and electronic devices
are promising for future security applications due to good chemical stability, excellent elec-
tronic properties, and low-cost solution-based processing [9,20-22]; lastly, nanomechanical
structures [23] and nanostructured memristors [24] have also shown promise for hardware
security applications.

Self-assembled gold nanoparticle-molecular networks are another class of structures
with potential for hardware security primitives, including the generation of random encryp-
tion keys based on PUFs. Previous work has shown interesting behavior in self-assembled
networks such as negative differential resistance (NDR) [6,25], hysteresis [6], rectifica-
tion [26], and switching phenomenon [27]. Network mismatches and disorder during
self-assembly could also lead to randomized metal-molecular connections that are advan-
tageous for generating encryption keys [21,22]. In this work, we present results using
self-assembled metal-molecular networks formed between multiple electrodes on silicon
substrates that are utilized as electronic PUFs to generate sequences of random bits for
encryption keys. Instead of relying solely on stochastic processes, we employ a tunable self-
assembly process to vary the network configuration and thus introduce an additional degree
of freedom for hardware security and encryption at the molecular level: Modifications to the
networks based on tunable molecule-to-nanoparticle ratios lead to unique current—voltage
(I-V) profiles that demonstrate their use for information security applications.

2. Materials and Methods

Thirty nm diameter citrate-stabilized colloidal gold nanoparticles; 1,4-benzenedithiol
(BDT) and 1,9-nonanedithiol (NDT) molecules were purchased from Sigma-Aldrich. NaOH
pellets were purchased from EMD. All chemicals were used as received. Pure ethanol
from Greenfield Global and deionized water were used as solvents. Photo-lithographically
patterned gold electrodes (40 nm gold, with a thin adhesion layer) on oxidized silicon
wafers (100 nm SiO;), were used as substrates for -V measurements. The electrode spacing
varied between 1 and 2.5 um.

Self-assembled gold nanoparticle-molecular network films were made according
to [28,29], with certain modifications [6,30]. In brief, the ratio Nmolecule:Nparticle (Where
Niolecule is the number of dithiol molecules and Npayticle is the number of colloidal gold
particles) was varied to control the concentration and arrangement of molecule-to-gold
interconnections in the resulting networks. In order to achieve the desired Nylecute:Nparticle
ratio, an ethanolic solution of molecules of the appropriate molarity was first prepared.
Similarly, a colloidal gold suspension of a given concentration was prepared using dilute
NaOH and then mixed with an equal volume of molecule solution and incubated at 4 °C
for 24 h. To obtain different Nyyolecule:Nparticle ratios, this synthesis procedure was repeated
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using modified concentrations of molecular solution. Following incubation, pL drops of
the resulting gold nanoparticle-molecular suspension were deposited on the patterned
electrodes and allowed to dry in ambient conditions to form self-assembled films before
electrical characterization.

I-V data were obtained using a Janis probe station and tungsten tips connected to a
precision characterization system (Keithley 4200-SCS). The networked films were imaged
with an Olympus BXFM optical microscope and Nanonics Multi-View 1000 AFM with
pulled glass fiber tips (10 nm nominal diameter) in intermittent contact mode.

The low-bias electrical response of the networks was modeled with the LTspice circuit
simulation software following earlier work [30]: The networks were first abstracted into a
network of interconnected resistors corresponding to the dimensions of the nanoparticle—
molecular networks obtained from microscope images. The gold—gold nanoparticle connec-
tions were assumed to have the quantized value of resistance, 12,907 (). The number and
location of gold—-molecule connections in the network were varied using a pseudorandom
number generator that assigned either the quantized inter-particle contact resistance or the
appropriate molecule resistance (based on previous work) [31-34]. The network was built
with 8 electrodes to contact and probe the molecular network at various points, analogous
to the experimental setup.

3. Results and Discussion

Figure 1 shows a schematic of the overall process flow used to generate binary keys
using the self-assembled metal-molecular networks: A unique current profile (Figure 1a) is
generated based on the different transport paths through the thin film networks consisting
of interconnected colloidal gold nanoparticles and thiolated molecules, determined by the
electrode pairs shown in Figure 1b. The current vs. electrode pair data is then used to
define a PUF for the creation of a sequence of bits that generate binary keys (Figure 1c). The
molecule type and ratio of molecules to nanoparticles can be used to vary network mor-
phology by directing the self-assembly process, and thus the number of gold-molecular vs.
gold-gold connections and their distribution can be modified in the resulting nanoelectronic
circuit [6,30] (schematic, Figure 1c).
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Figure 1. (a) Illustration of network film current profile (0.5 V) obtained using I-V curves for different
electrode pair combinations probed via two-terminal electrical measurements (typical [-V data plots
shown). (b) Schematic of patterned electrode configuration used to probe networks and optical
microscope image of patterned gold electrodes after depositing gold nanoparticle-molecular network.
AFM image shows typical self-assembled network film formed between contacts on SiO, /Si substrate
(scale bar equals 100 nm). (c) Illustration of binary key generation based on unique current profiles
determined by ratio of molecules to colloidal gold particles in the network during the self-assembly
process. Schematic shows idealized molecular interconnections between particles in the network for
different ratios (not to scale).
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Several nanoscale network samples with different dithiol molecules (BDT and NDT),
acting as linkers between gold nanoparticles, and Nyolecule:Nparticle ratios were fabricated
for electrical characterization. Typical low-bias two-terminal I-V characteristics (up to
~0.5 V) were consistent with prior work [30,35-37], while nonlinearities such as NDR and
hysteresis were observed in the I-V characteristics for several gold nanoparticle-molecular
network ratios at higher bias voltages (up to 5 V) [6].

Dynamics during self-assembly [38] can result in structural randomness and disorder,
which alter the network resistance: I-V curves measured between different electrode pairs
show variations in their relative shape, and in the values of current obtained, corresponding
to different paths through the network. This random variation depends on the structure
and morphology of the network film formed between the electrodes, type of molecules
used in the network, and on the ratio of Nylecule:Nparticle: Which can be used to define
electronic PUFs.

To generate sequences of binary bits, electrode pair currents measured at a fixed
voltage (0.5 V) were first plotted as a function of electrode pair number. For a given
electrode pair, if the measured current is greater than the next pair, a value of “1” is assigned,
otherwise a value of “0” is assigned. The binary bits generated in this manner can span
various lengths depending on the number of electrode pairs measured for each sample and
the number of current values used from each I-V curve. For example, the current profiles
and corresponding 16-digit binary keys generated for gold nanoparticle-NDT networked
films with NNDT:Nparticle ratios of 1:1 and 50:1 are shown in Figure 2a,b, respectively.
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Figure 2. Current profiles measured at 0.5 V for different electrode pairs and NNDT:Nparticle Tatio of
(a) 1:1 and (b) 50:1. Insets show the 16-bit binary key generated by comparing adjacent electrode
pair currents.

Larger keys could also be obtained by combining current data for a given network
ratio as shown in Figure 3a wherein the current profile generated for gold nanoparticle—
NDT films with NNDT:Nparticle ratio of 1:1 and control samples (no molecules) was used to
produce a 128-bit stream.

Table 1. 16-bit keys produced from different self-assembled metal-molecular network sample data.

Sample Type Key 1 Key 2 Key 3 Key 4
1:1NDT 0111001011110001  1010110100101100  1011000101011101  1011100000010100
5:1 NDT 1010100110010010 ~ 1001001100010010  1000101100010011  1001010010101000
50:1 NDT 0101011101001011 ~ 1011000011011101  0110100110010101  0100101011001100
1:1 BDT 1000001101011000  0110101011001010  0100101010111000 ~ 1000010101101100
5:1 BDT 0100100110101001 ~ 0100010011001101  0101001001011101  0110011000010010
50:1 BDT 1010110101110110  0100101110100010  1001011001101001  0110001010101101
Control 0100101011010100 ~ 0101010100101100  0110010101101011  0110101000111100
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Figure 3. (a) Current profile built by alternately combining four 16-bit keys from gold nanoparticle—
nonanedithiol networked films (1:1 ratio) with four 16-bit keys from a control sample (network
without molecules). Inset shows the 128-bit key generated by comparing adjacent currents. (b) His-
togram of normalized Hamming inter-distance for 16-bit keys shown in Table 1 using metal-molecular
network sample data.

The randomness and/or uniqueness of the generated bits can be evaluated using
various testing methodologies such as the NIST statistical randomness test suite [39], and
the Hamming distance metric [20,40]. The Hamming distance methodology is often used
to evaluate shorter keys such as those in Figure 2. By definition, the Hamming distance
between two keys of equal length is the total number of changes required to make the
two keys identical (typically normalized to key length), found by comparing bit-by-bit
differences between keys. In our case, if the two keys are obtained from the same set
of electrode pairs measured twice, we obtain the Hamming intra-distance. In contrast,
the Hamming inter-distance value is obtained if the keys are from different samples.
Repeated measurements from the same set of electrode pairs on our samples showed
good repeatability and stability, leading to very low Hamming intra-distances. For the
Hamming inter-distance, mean values near 0.5 are thought to be ideal since it implies that
the two keys under consideration are random, uncorrelated, and unclonable [13]. For this
study, we generated four 16-bit keys for each of the molecules and ratios shown in Table 1
corresponding to data obtained from self-assembled metal-molecular network samples
and control samples without molecules.

Analysis showed the mean Hamming inter-distance varied between 0.42 to 0.53, and
0.48 to 0.6, for a given ratio NDT and BDT sample, respectively. However, if we consider all
sample types with different Niolecule:Nparticle Network ratios in Table 1 the mean Hamming
inter-distance value was very close to 0.5 (Figure 3b), which indicates that the ability to
vary network composition and morphology via tunable self-assembly resulted in improved
performance, and demonstrates a potential path toward implementing molecular-scale
hardware security primitives using an almost continuously variable quantity, i.e., molecule-
to-particle ratio (at some point, for very large ratios, the network will likely become
saturated with molecules).

Longer keys were also tested for randomness using the NIST test suite: For example,
the 128-bit key shown in Figure 3a passed the frequency test, frequency within a block test,
cumulative sums test, cumulative sums test—reverse, and longest run of ones test with
p-values > 0.01 [39]. In general, it was found that combining keys from different molecules
and ratios led to an increase in the number of tests passed, but a more complete NIST
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test suite analysis would generally require keys much larger than those considered in the
present study.

Lastly, a linear circuit model was used to check the validity of the approach presented
by utilizing a resistor network to represent the molecular network structure (see Materials
and Methods). Figure 4a shows the results of low-bias circuit simulations for one such circuit
simulation: The network shown in Figure 4b was probed at different locations using 8 elec-
trodes to simulate the electrical measurements conducted on the fabricated samples. The
simulated current through the molecular networks typically varied between electrode pairs
and could be used to generate arrays of bits analogous to the experimental measurements.
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Figure 4. (a) 500 by 500 nm network current profile circuit simulation result for a voltage of 0.5 V
applied between different electrode pairs of a molecular network with 1/3 molecular connections
(roughly corresponding to a 1:1 ratio sample [30]). Inset shows the 16-bit key generated by comparing
current values between adjacent electrode pairs. (b) 8-pad circuit configuration used for simulations.

4. Conclusions

In summary, nanoelectronic networks of colloidal gold nanoparticles interconnected
with different ratios of thiolated molecules were fabricated using a tunable self-assembly
process and used to create physically unclonable functions for hardware security applica-
tions. The intrinsic physical variations induced during fabrication led to electronic transport
measurements on these organic-inorganic networks that displayed differences in current
when probed with electrode pairs at different locations, which were utilized to generate
unique arrays of binary bits for encryption keys.

By controlling the ratio of molecules to nanoparticles in the networks during self-
assembly, nanoelectronic circuits with tunable morphologies allow molecular-scale hard-
ware encryption to be realized with an additional degree of freedom for improved per-
formance via the creation of unique security primitives that is difficult to achieve in con-
ventional systems based on standard or “bulk” processing. The fabrication process and
self-assembled electronic PUFs presented are compatible with planar silicon IC technology
and packaging and can be readily scaled up for larger key generation using denser elec-
trodes with high-resolution lithography, which may also allow them to complement existing
hardware encryption systems. Future work could examine, theoretically and experimen-
tally, the effect of non-linear electrical characteristics and hysteresis/fluctuations, defects,
different molecular/nanoparticle network building blocks, network stability /possible
attack vectors, and multiple-bit/non-binary key generation for hardware security appli-
cations. The low-cost solution-based fabrication approach presented shows the potential
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of metal-molecular networks for improved information security via nanoscale hardware
encryption primitives that create robust nanoelectronic PUFs, based on the large parameter
space offered by combining different ratios of molecules and nanoparticles, with built-in
redundancy and scalability.
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