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Abstract 
This thesis describes the design and implementat10n of a state transition event 

machme (STEM) A STEM is an abstract machme which combmes the operations 

of a fimte state machme with certam synchromzation primitives man attempt to 

control the execution of a collection of mutually cooperatmg tasks The declara­

tion of a STEM can describe an abstract machme requmng hundreds of mdiVIdual 

operations To address this problem, a precompiler was developed to convert STEM 

declarations mto compilable implementations The synchromzation reqmrements 

of a STEM are provided by low-level primitives called cl-operations The state tran­

sition event machme generated by our precompiler can be verified by embeddmg 

the code mto an event-driven simulator and analyzmg the output of the simulation 
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Chapter 1 

Introduction 

This thesis describes our implementation of a state transition event machme (STEM), 

an abstract data type which encapsulates a determ1mst1c fimte automaton (DFA) 

and synchromzation obJects which react to state transition events m the underlymg 

DFA The work described here 1s related to the fimte state machme model [1] We 

believe that despite certam shortcommgs, such as the state explosion problem, the 

fimte state machme model can be a very powerful and appropriate tool for design­

mg systems that can be easily understood, verified and mamtamed The approach 

to fimte state machme modelmg followed here was mtroduced by Faulk and Parnas 

[2, 3, 4] These authors mtroduce the state transition event model and discuss its 

mam advantages 

• STE vanables1 provide an appropriate abstract10n which allows direct model­

mg of certam classes of hard-real-time problems, such as embedded computer 

systems 

1 STE = state trans1t1on event A STE variable IS an mstance of some STEM data type 
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• STE variables permit separation of concerns m that , 

- processes do not signal specified processes, they utilize access operations 

on commonly defined STE types 

- waitmg processes do not wait for signals from specified processes, they 

wait for certam state changes man STE variable 

• STE variables allow an efficient implementation 

The experimental operatmg system used m this work supports a simple threads 

model allowmg multiple concurrent threads to share a common address space The 

synchromzation facility we describe permits threads to cooperate m accessmg a 

shared address space To proV1de the synchromzat10n support suggested by Faulk 

and Parnas [3], it was necessary to extend the system call mterface of our ex­

perimental rmcrokernel 2 We provided these synchromzation services through an 

implementation of the d-operatwns described by Belpa1re and Wilmotte [5] 

Usmg a published specification for state transition event machmes, we examme 

one implementation and provide a compilation tool which can convert a STEM 

declaration mto compilable 'C' code This implementation of STEMs is provided as 

a programmmg facility for systems that can be represented as event-driven state 

machmes 

To venfy that our implementation satisfies the specificat10n m [3), we designed a 

simulator for the Radar Set Module The simulator mputs event traces and outputs 

a log of all transition and synchromzation events We analyze the simulation output 

with a simple verification scnpt 

2vsTa release 1 5 2 
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1.1 State Transition Event Model 

The state transition event model, or STE model, 1s an approach for des1gnmg event­

driven systems as a set of cooperatmg sequential processes The STE model ad­

dresses the problem of execution sequencmg Sequencmg 1s a mechamsm that 

allows an apphcat10n to order the operat10ns m different processes to achieve co­

operation m performmg a common task We illustrate this model m Figure 1 1 A 

system designed usmg this model 1s composed of the followmg obJects 

• a determmisbc fimte automaton (DFA), labeled M, 

• event-detectmg processes, hke Pa and A , which recogmze the mput language 

of the DFA, 

• a condition table , (a condition 1s a predicate that characterizes some aspect 

of the system state for a measurable period of time), and, 

• condition-enabled processes , like Pc and Py , which wait for specific conditions 

m the condition table to become valid 

In Figure 1 1 for example, processes Pa and A detect and signal the occurrence 

of events a ( an external event) and b ( an mternal event) The signals cause state 

transitions w1thm the underlymg state machme (M) , which force the update of en­

tries m the condition table Processes Px and Py are m1tially blocked on semaphores 

associated with the condition table Changes m the condition table can cause pro­

cesses Px and Py to be restarted In this example, condition a restarts process Px, 

which generates the output 0 0 , while /3 rest art s process Py , which performs some 

unspecified mternal operation We can descnbe this system m terms of its mput 
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and the resultmg abstract computation For the system m Figure 1 1 for example, 

the followmg computat10n 1s possible 

mput trace 

abstract computation 

abbaab 

aab(3b(3aaaab(3 

where (a,b) are symbols from the mput language of the DFA, M, and (a,(3) identify 

the cond1t10ns which became valid durmg the computation 
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M ---- 0 a 
Deterrrurustic 

Fmite 
Automaton 

---- 0 b 

l l 
a I- 0 Oo 

._____f3 _ ____,I- G) 
CONDITION TABLE 

Figure 1 1 State transition event model 

1.2 A Small Example 

In the STE model, mformat10n about system state and state changes are captured 

usmg a determm1stic fimte automaton (DFA) In this section we show how a formal 
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representation of a system, expressed as a DFA, can be translated mto a STE type 

declaration In Chapter 3 we describe a tool which can translate a specification, 

given as a STE type declaration, mto an implementation which mcludes all of the 

passive components m the STE model, namely, M the determmistic fimte automa­

ton, the condit10n table and the reqmred synchromzation structures We call such 

an implementation a state transit10n event machme (STEM) 

Watchdog timers are sometimes used to momtor the progress of an application 

Once enabled, a watchdog timer must be reset periodically If not reset, the timer 

expires and an exception is raised [6] A state transition diagram for a watchdog 

timer 1s given m Figure 1 2 

From this diagram we can construct the followmg DFA, M = (K, E, s, F, 6) where 

K = {WAIT,ENABLED,HALT}, a fimte set of states, 

E = { e, r, t }, the mput alphabet (events), 

s =WAIT, the mitial state, 

F = {HALT}, the set of final states 

and 6, the transition function, 1s given m Table 11 

Current 

State 
II,___ -e ~Ev_en_~ --t ___. 

WAIT ENABLED X X 
ENABLED X ENABLED HALT 

HALT X X X 

Table 1 1 Transition function for watchdog timer 

3Events e = enable, r = reset, t = timeout 
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e = enable 

r = reset 

t = timeout 

r 

Figure 1 2 State transition diagram for watchdog timer 
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We can translate this formal specification of a watchdog timer mto the followmg 

STE type declaration 

1 ste watchdog 
2 { 
3 state { wait, enabled, halt}, 
4 
5 relation enable { (wait->enabled) }, 
6 
7 relation reset { (enabled->enabled) }, 
8 
9 relation timeout { (enabled->halt) }, 
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10 
11 }, 

This declaration describes the watchdog STE type The states m the formal 

specification are simply hsted as elements m the declaration's state attribute Each 

event m the mput language of the formal specification is converted to a distmct 

relation attribute Each relation attribute contams one or more of the transitions 

from the original specification STE declarations can also mclude set attributes, 

which describe a partitionmg of the DFA's state space Set attributes have not been 

declared for the watchdog timer application Notice that the transition function, 

o, is not mcluded m the declaration The precompiler described m Chapter 3 can 

construct o from the mformation m the state and relation attributes We also do 

not translate mformation concernmg the mitial state ( s) and the set of final states 

( F) These are handled programatically 

1.3 State Transition Event Operations 

In the STE model, event-signalmg is supported by a synchromzation mechamsm 

referred to as state transition event synchronization [3] STE synchromzation is 

provided by operations on a type of variable called a STE variable A STE vanable 

is an mstance of a STE type declaration Two classes of operations are reqmred for 

the implementation of STE variables STE operations and d-operations 

1.3.1 STE Operations 

In the followmg, Type mdicates the name of the STE declaration, Set represents 

a set attribute, Relat10n represents a relation attribute and p , q are STE variables 
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Given a STE type declaration , the available STE operat10ns mclude 

CreateType(p), STE variable constructor: Constructor for STE vanables of 

type Type 

Delete 1ype(p), STE variable destructor: Destructor of STE variables of type 

Type 

UpdateType(p,event), STE variable updater. Used by event-signalmg pro­

cesses to update the STE variable p The event parameter must belong to 

the mput alphabet of the underlymg DFA 

IsSet(p), set inquiry operation A predicate operation which tests whether SE 

T, where Sis the current state of STE variable p, and Tis the set Set 

IsRelation(p,q), relation mquiry operation A predicate operation which tests 

whether (S-+ S') E R, where Sis the current state of STE variable p, S' is 

the current state of STE variable q, and R is the relation Relatwn 

Relation(p), state transition operation: These operat10ns generate state changes 

m the underlymg DFA They perform the next state calculation subJect to 

the constramt (S ---t S') E R, where S is the current state of the DFA , S' 

is the next state of the DFA and R is the relation Relatwn The state tran­

sition operations are implemented usmg the STE variable update operation, 

Update Type() 

awa1tCallRelation(p ), wait on call operation: Processes executmg tlus oper­

ation are suspended until an event-detectmg process uses the state transition 

operation associated with the relation Relatwn 
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awaitEvtRelation(p), wait on transition event operation: Processes execut­

mg this operation are suspended until an event causmg a t ransition belongmg 

to relation Relatwn occurs Superficially, the wait on transition event opera­

tions are identical to the associated wait on call operations The specification 

of STE variables given m Faulk [4] describes the conditions where wait on 

transition event operations are reqmred 

awaitSetSet(p ), wait on set transition operation Processes executmg this 

operation are suspended until the system state changes from a state outside 

of the set .5.m;_ to a state inside of the set .5.m;_ 

awaitCndRelation(p,q), wait on condition operation. Processes executmg this 

operation will block 1f the condition (S -+ S') E R does not hold, where S 

1s the current st ate of STE variable p, S' 1s the current state of STE variable 

q, and R is the relation Relatwn This condition 1s satisfied when state S' 

becomes reachable from the current state Sm a smgle transition 

awaitMbrSet(p ), wait on set membership operation: Processes executmg this 

operation will block 1f the current state of STE variable p 1s not a member of 

the set Set 

Our 1mplementat1on of the STE operations 1s presented m Section 3 4 

1.3.2 D-Operations 

The synchromzation reqmred so that event-s1gnalmg processes can restart cond1t1on­

enabled processes 1s provided by the d-operations [5] D-operations are based on 

three synchromzation primitives 
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pass () , semaphore passage: The semaphore passage operation allows a process 

to suspend execution When a process executes the passage operation and 

the "Value of the semaphore 1s negative, the operat10n 1s not completed and 

execution of the process 1s suspended until the semaphore becomes nonneg­

ative 

down(), semaphore closing: The semaphore closmg operation decrements the 

value of the semaphore Execution of the closmg operation can never suspend 

the executmg process 

up(), semaphore opening: The semaphore openmg operation mcrements the 

value of the semaphore When the value of the semaphore becomes non­

negative, all processes suspended on the semaphore are restarted 

The d-operatwns are qmte different from the P and V operations described by 

D1Jkstra[7] Atomically combmmg the pass() and down() operations (denoted 

pass() down()), leads to the P operation The up() operation is similar to the 

V operation, except that up() is a broadcast primitive, restartmg all suspended 

processes on a semaphore while Vis best described as a signal primitive, releasmg 

at most one process per mvocation 

Our implementation of the d-operatwns 1s presented m Sect10n 4 2 

1.4 Objectives 

The specification for STEMs has been available for some time [2 , 3, 4] The goal of 

this thesis is to examme one possible implementat10n of STEMs To achieve this 

obJective we have concentrated our research m the followmg areas 
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• Develop an automation tool which can convert STEM declarations mto com­

pilable 'C ' code A STEM declaration can imply hundreds of operat10ns This 

tool will allow programmers to design their applications without the necessity 

of coding these state machme operations directly 

• Provide synchromzation support for STEMs 

• Develop a techmque to venfy the operations 1mphed by a STEM 

• Investigate certam aspects of the execution performance of our implementa­

tion 

1.5 Overview 

In Chapter 2, we present the works that have mfluenced our design and 1mple­

mentat10n of STEMs We examme approaches to synchromzation and the pnmary 

literature on STEMs 

In Chapter 3, we discuss m more detail what a STEM is We describe the 

structure of our automation tool for convertmg STEM declarations mto compilable 

'C ' code This is followed by a description of how each STEM operat10n is realized 

In Chapter 4, we discuss how we provide synchromzation support for STEMS 

We also describe how run-time updatmg of the state machme is accomplished 

In Chapter 5, we describe the techmques used to verify a runnmg STEM We de­

scribe how timmg measurements were t aken and discuss aspects of the performance 

of our implementation of STEMs 

In Chapter 6, we state our findmgs and contributions 
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In Appendix A, we provide two examples of STEM type declarations 

In Appendix B, we provide the descnption files for the scanner and parser 

components of our automation tool 

In Appendix C, we proVIde the mterface and implementation modules generated 

by our automation tool, for the Radar Set Module 

In Appendix D, we provide the programmmg mterfaces for the serVIces reqmred 

by STEMs These mclude mterfaces for the synchromzat10n operations, the transi­

tion manager, and, general set operations 

In Appendix E, we descnbe the tool set developed to work with STEMs 

In Appendix F, we proVIde an extract of a simulation log, and the verification 

results for a number of simulator runs 
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Chapter 2 

Background 

An approach used m computer science to describe and analyze a system 1s to 

develop an abstract machme, a mathematical formalism m which the concepts of 

state and transition between states are precisely defined [1) Probably the most 

common example of an abstract machme m computer science 1s the state machine 

Heitmeyer and Mandroh [1) summarize the role of finite state machines m the 

design of real-time systems Finite state machines are often used m the specifica­

tion of real-time systems Spec1ficat10ns based on finite state machines are called 

operational specifications because they descnbe the systems operatmg rules Heit­

meyer and Mandroh hst some of the hm1tations of the classical state machme m 

model specification 

• T1mmg-dependent behaviour cannot be expressed 

• Captures only a small fraction of system behaVIour 
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2.1 Synchronization Methods 

An excellent mtroduction to concurrent programmmg can be found m [8] Two 

important uses for synchromzation mechamsms are mutual exclusion and general 

waiting [9] The commonest mechamsms employed to achieve mutual exclusion are 

mutexes and semaphores [8, 9, 10] Both mechamsms are often implemented usmg 

the P and V synchromzation pnrmtives described by D1Jkstra (7] A mutex abstract 

data type consists of a mutex synchromzat10n obJect (lock and state vanables) and 

two operations, acquire O which requests exclusive access to a synchromzation ob­

Ject , and release O which relmqmshes exclusive access of a synchromzation obJect 

A semaphore may be VIewed as a Boolean vanable correspondmg to a condition 

which must be satisfied before a thread can proceed [8] The semaphore abstract 

data type consists of an mteger and two operations, wait() which blocks a thread 

when the condition is false , and signal O which is used to restart a thread when a 

condition becomes true The most senous problems for threads usmg these synchro­

mzation obJects are deadlock and priority inversion Deadlock can occur when all 

active threads m a system are blocked on synchromzation obJects, or when two or 

more threads compete to acqmre a small collection of synchromzation obJects Pri­

onty inversion anses when a high-pnonty thread is blocked on a synchromzation 

obJect 'owned' by a low-pnonty thread A problem anses when threads of mter­

mediate pnonty, with no synchromzation reqmrements, are restarted and block 

the low-pnonty thread As an aid m solVIng this problem mutexes often have an 

additional property, the ownership property, the thread releasmg a mutex must be 

the same thread which acqmred the lock ff an operatmg system recogmzes the 

ownership property of synchromzat10n obJects m advance, certam optimizations 
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can be realized One such optimization 1s the priority inheritance protocol which 

can be used to guard agamst priority mvers1ons [9] In semaphores s1gnalmg 1s 

always anonymous 

The most common mechamsm employed for synchromzat1on mvolvmg wa1tmg 

1s the condition vanable [11, 8, 10] Condition variables are an implementation of 

the conditional critical region abstract data type first proposed by Brmch Hansen 

[12, 8] A condition variable 1s an abstract data type which mcludes a condition 

obJect with operations wait(), signal(), and broadcast(), some state vanables, 

and, a predicate which can be applied to the state variables to determme the 

current condition A condition vanable 1s always associated with a mutex which 

protects the state variables A thread accesses the condition variable by m1tially 

acqumng the mutex lock The thread can then evaluate the predicate If the 

predicate holds, the thread can access the critical region abstracted by the condition 

variable If the predicate fails however, the thread executes the wait () operation 

and 1s suspended until some other thread re-evaluates the predicate The wait 0 

operation always releases the lock to the mutex associated with a cond1t1on vanable 

When the condition becomes true a thread may restart wa1tmg threads usmg either 

the signal() operation or the broadcast O operation signal O allows one thread 

to proceed, broadcast() restarts all threads blocked on a condition queue Smee 

this synchromzation obJect contams a mutex it suffers the problems of deadlock 

and priority inversion An additional problem 1s the intercepted wakeup problem 

(10] Simply put, there are no guarantees that the predicate condition holds after 

signaled threads ha\ce been restarted In the broadcast situation for example, a 

thread leavmg the condition queue 1s free to alter any of the state variables In this 
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situation conditions may not hold The recommended solution for this problem 1s 

to have all restarted threads re-evaluate the predicate and determme 1f they should 

proceed or wait agam This gives nse to two potential problems 

starvation: Threads that are reqmred to re-evaluate predicates may not be able 

to make progress 

loss of events: Some threads may only be mterested m the frequency of events, 

not the value of a predicate Such threads will have the '1mpress1on' that 

events are lost 

Not all synchromzat1on operations are based on the PO and VO pnm1t1ves 

mtroduced by D1Jkstra [7] Belpaire and W1llmotte [5] have descnbed the d­

opemtwns which we have mtroduced m Section 1 3 2 

Birrel et al [13] have descnbed the implementation of mutexes, semaphores, 

and condition variahles m the Taos operatmg system They provide a formal lan­

guage specification for semaphores, mutexes and condition vanables usmg the Larch 

Shared Language In their specification of mutexes the authors correctly mclude 

the ownership property In a correct 1mplementat10n of mutexes only the thread 

which acquires a mutex may release 1t This 1s not the case for semaphores where 

the thread posting the semaphore 1s completely anonymous In the1r spec1ficat1on 

of condition vanables, Birrel et al [13] descnbe two implementation problems The 

first problem they encountered 1s the intercepted wakeup problem [10] In a con­

current system, multiple threads may be blocked on the same condition vanable 

After the condition vanable has been signaled however, the first awakened thread 

will have guarded access to the state vanables This can mvahdate the onginal 
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predicate Threads subsequently released from the condition queue should always 

re-evaluate the predicate before dec1dmg whether to proceed The second problem 

identified by B1rrel et al [13] 1s the wakeup-waiting race (referred to as spurious 

wakeup m [10)) This condition occurs when the operations performed by the wait 

pnrmtive are not atormc relative to the execution of the signal pnrmtive The wait 

pnrmtive must leave the cnt1cal section and suspend the executmg thread m one 

atormc action Signals can be lost and wa1tmg threads may deadlock 1f signal pnm-

1tives are allowed to mterrupt the execution of the wait pnm1tive B1rrel et al [13] 

implemented synchromzat10n pnm1tives for the Taos operatmg system usmg the1r 

formal specifications Their expenence with the Taos thread model suggests that 

formal specifications of concurrent programs can be used productively by systems 

programmers 

LaMarca [14] mvestigates the performance of lock-free protocols that provide 

synchromzat1on on shared-memory multiprocessors Lock-based synchromzation 

protocols are not well smted to asynchronous systems The delay of a thread 

holdmg a lock can severely degrade a systems performance This can lead to the 

followmg problems 

deadlock: All active threads m the system are wa1tmg on locks 

priority inversions: A h1gh-pnonty thread 1s unable to make progress because a 

low-pnonty thread holds a reqmred lock 

convoying. Where the parallelism ma system cannot be explmted because threads 

move together from lock to lock 

Synchromzation protocols which have the non-blockmg property are generally not 
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subJect to starvation, the system 1s unable to prevent some threads from makmg 

progress A number of software protocols have been developed which generate lock­

free concurrent objects However, when compared to lock-based protocols such as 

spm locks [15], lock-free synchromzation protocols (LFSP) have higher latency and 

generate more contention LaMarca [14] cites three architectural characteristics of 

shared-memory multiprocessor systems which affect the performance of LFSPs 

• Remote memory accesses are more costly 

• Hardware synchromzation pnm1tives, hke Test&Set and Compare&Swap, are 

more expensive mstruct1ons when compared to normal memory accesses 

• Lock-free protocols often behave optim1stically, allowmg multiple threads to 

proceed With an update as 1f they Will succeed This consumes systems com­

mumcations bandwidth and mterferes with the progress of successful threads 

LaMarca [14] develops a performance model for LFSPs and applies 1t to existmg pro­

tocols This results m an improved protocol, solo-cooperation protocol, which offers 

the same performance as spm locks and an added tolerance to delays by negat­

mg the affects due to optimistic synchromzation policies Threads 1mplementmg 

solo-cooperation protocol are immune from deadlock but susceptible to bvelock 

2.2 State Transition Event Machine 

The state transition event machme (STEM) has been mtroduced m Sections 11-1 3 

In this sect10n we proVIde additional background on STEMs 
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In their STE model , Faulk and Pamas [3] describe a language of events and 

conditions This language allows the programmer to wnte m terms of transitions 

m the abstract machme This high-level abstraction utilizes a finite state machine 

The bulk of their paper 1s an operational specification for a state transition event 

machme (STEM) , an abstract state machme that utilizes synchromzation primitives 

to respond to changes m the underlymg state machme In STEMs all mformat1on 

1s encoded m the logic of the abstract state machme and programs are concerned 

only with the state of a variable, not the state of other processes Processes are 

only delayed for the time 1t takes to update one STE variable The STEM provides 

the facility needed to handle events occurrmg m real-time [3] 

Faulk [4] uses state trans1t1on events as a formal mechamsm for spec1fymg event­

dnven real-time systems Faulk describes the steps necessary to convert a transla­

tion table ( essentially a hst of events and conditions) mto a mode transition table 

He shows that fundamentally different mode transition tables will be generated 1f 

the user does not carefully d1stmgu1sh between events that cannot occur and events 

which do not change Other researchers [16] have shown that the mode transition 

table can be easily transformed mto a fimte structure smtable for model checkers 

Faulk [4] also provides several examples of how complex events can be handled with 

the STE method Complex events have the form 

©T(cond1t1on1) vhen (cond1t1on2) 

which md1cates that the event associated with cond1 t1on1 can only occur while 

cond1 t1on2 holds 

Faulk [4] feels that the d-operatwns meet all of the synchromzation reqmrements 

for the STE model 
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Exclusion regions There 1s an efficient method for translatmg the specifications 

for an exclus10n region mto a program wntten m terms of d-operatwns 

Synchromzation operations: D-operatwns can be used to constram the se­

quencmg of execution m different processes This allows the programmer 

to order operations m different processes to cooperate m performmg the task 

at hand 



Chapter 3 

Implementing High-Level 

Synchronization Operations 
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Modelmg real-time systems usmg state transition events (STE) reqmres three prm­

cipal tools 

• a precompiler to convert STE type declarations mto compilable code, 

• a transition manager to manage state transit10n events , and, 

• an executive to provide run-time services (thread management, schedulmg, 

synchromzation) 

In the remamder of this chapter we will discuss the implementation of a STEM 

precompiler, stetoc, developed to convert STE type declarations mto compilable 

'C' code Such a tool is useful for the following reasons 

• It automatically generates a state t ransition event machme (STEM) and the 

STE operations implied by a STEM declaration, 
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• It reports on the reqmrements for system resources ( storage reqmrements for 

the state transition event machme, number of semaphores) , 

• It allows programmers to design applications with complex synchronization 

reqmrements usmg high-level synchronization constructs 

3.1 State Transition Event Machines 

Defintion 3.1 (State Transit10n Event Machine) A state transition event ma­

chine (STEM} is an ahstract data type which encapsulates an enhanced deterministic 

finite automaton A STEM can associate synchronization operations with any of the 

DFA 's transitions In addition to the DFA a STEM encapsulates a representation 

for sets of states referred to as modes Modes can also be associated with synchro­

nization operations Other operations associated with a STEM include state inquiry 

operations and state transition operations 

The types of operations which must be available to utilize state transition events 

m real-time systems have been discussed m [3 , 4] GIVen a STE declaration (see the 

examples m Appendix A 1 and A 2) , the numbers and types of STE operations are 

easily enumerated 

The syntax and semantics of STE vanables have been presented m [2 , 4] One 

of the obJectives of our current research is to examme a representation of state 

transition e-vent machmes and discuss how this representation can be used to realize 

the STE operations Every STEM is represented as a deterrmmstic fimte automaton 
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Defintion 3 2 (Deterministic Fimte Automaton (17]) A deterministic finite 

automaton (DFA) is a quintuple M = (K, E, 8, s, F) where, K is a finite set of 

states, E is an alphabet, s E K is the initial state, F ~ K is the set of final states 

and 8, the tmnsition function, is a function from K x E - K 

Each STE type 1s a family of finite state machmes A STE variable 1s an mstance 

of a finite state machme whose states are the values of the variable A STE type 

1s created by definmg a set of states (K) for the fimte state machme and a set of 

relations A relat10n a E E 1s defined by {(s, t) b(s, a) = t for all s, t E K} In 

the next two sections we provide examples of state trans1t10n event machmes 

3.1.1 Example 1: Radar Set Module 

The radar set module was first described m (3, 4] The radar set module 1s a 

software module m the AE-7 av1omcs system which implements a virtual radar 

deVIce The radar device has three modes of operation designated rangmg, trackmg, 

and standby These modes are mutually exclusive The characteristics of the radar 

mputs are such that rangmg mode must be used durmg target acqms1tion and 

trackmg mode used durmg air-to-air combat, either mode may be used durmg 

normal flight operation In standby mode the radar performs only self-checkmg 

operations 

Under certam conditions, usually temporary, data from the radar become un­

reliable This condition can be detected by the software and may occur m any of 

the three modes In addition, radar hardware may fail completely Once a failure 

occurs, the radar never resumes operation A STE type declaration for the radar 

set module 1s given m Appendix A 1 The observable states and state transitions 



of the radar system are depicted m Figure 3 1 

Figure 3 1 describes a Radar Set Module DFA, M = (K, E, s, F, o) where 

K = { TRKREL, TRKNOT ,RNGREL,RNGNOT ,STBYNOT ,STBYREL,FAILED}, 

E = { t, r , s, x, x, f }, 

s = STBYNOT, 

F = {FAILED} 

and o, the transit10n function, is given m Table 3 1 

Current 

State 

TRKREL 

RNGREL 

STBYREL 

TRKNOT 

RNGNOT 

STBYNOT 

t 

X 
TRKREL 

TRKREL 

X 
TRKNOT 

TRKNOT 

r 

RNGREL 

X 
RNGREL 

RNGNOT 

X 
RNGNOT 

Event1 

s X 

STBYREL X 
STBYREL X 

X X 
STBYNOT TRKREL 

STBYNOT RNGREL 

X STBYREL 

x f 

TRKNOT FAILED 

RNGNOT FAILED 

STBYNOT FAILED 

X FAILED 

X FAILED 

X FAILED 

Table 3 1 Transition function for radar set module 

1 Events t = track, r = range, s = standby, x = reliable, x = unreliable, and f = failure 
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EVENTS 
t = track 
r = range 
s = standby 
x = reliable 
x = unreliable 

Figure 3 1 State transit10n diagram for radar set module 

3.1.2 Example 2: Mail Manager Module 
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The mail manager module was first descnbed m [2] The mail manager module 

controls a multi-host email system Users on any host may send email to users at 

any other site To reduce system load, hosts will try to batch outgomg messages 

Hosts will normally only deliver email at certam times and only if there is email 

waitmg when the time to call occurs If there is no email to forward at a host site, 
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the host waits until the next call penod Users of the host computer can force the 

system to process email by requestmg a call If a call is not already m progress and 

the system 1s operatmg, a call is m1tiated as soon as possible The mail manager 

momtors itself and the communications system for failures Once a failure occurs, 

the mail manager suspends transrmss1ons and mforms the system operation A 

STE type declarat10n for the mail manager module 1s given m Appendix A 2 The 

observable states and state trans1t10ns of the mail system are depicted m Figure 3 2 

Figure 3 2 describes a Mail Manager DFA, M = (K, :E, s , F, 8) where 

K = {RDYNIL,RDYMSG,CALLING,CALLREQ,NRDYNIL,NRDYMSG,FAILED }, 

:E = { e, m, r, d, c, f }, 

s = NRDYNIL , 

F = { CALLING,FAILED} 

and 8, the transition funct10n, 1s given m Table 3 2 

Current 

State 

RDYNIL 

NRDYNIL 

RDYMSG 

NRDYMSG 

CALLREQ 

CALLING 

e 
" 

X 
RDYNIL 

X 
RDYMSG 

X 
X 

Event2 

m r d 

RDYMSG CALLREQ NRDYNIL 

NRDYMSG CALLREQ X 
RDYMSG CALLREQ NRDYMSG 

NRDYMSG CALLREQ X 
X CALLREQ X 
X X X 

C f 

X FAILED 

X FAILED 

CALLING FAILED 

X FAILED 

CALLING FAILED 

X FAILED 

Table 3 2 Transition function for mail manager module 

2Events e = enable, m = msgarnval, r = requestcall, d = dJSable, c = calhmt, and f = failure 
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d e 
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8 
C 

A 
8 

/ 

d 

___:,---8~ 
8 l: 8 

EVENTS 

e = enable 
d = d1Sable 
m = msgarnval 

r = requestcall 
c = calhmt 

l:J 

e 

Figure 3 2 State transition diagram for mail manager module 

3.1.3 Conditions and Events 
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Information charactenzmg state and state change can be described usmg a language 

of conditions and events A condition 1s a predicate that characterizes the system 

state for a measurable penod of time The change m the value of a condition 1s 
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called an event For example, usmg a notation mtroduced m [3), we can descnbe 

the flight mode of the Radar Set Module usmg one of the followmg conditions 

f mode=Standby, fmode=Rang1ng, fmode=Track1ng In a similar fashion we can 

descnbe the reliability mode of the Radar Set Module usmg one of the following 

conditions rmode=Rel1able, rmode=Unrel1able We construct the set of states 

(K) for the Radar Set Module STEM by formmg the Cartesian product fmode x 

rmode, as shown m Figure 3 3 

rmode fmode 

Standby Rangmg Trackmg 

Reliable STBYREL RNGREL TRKREL 

Unreliable STBYNOT RNGNOT TRKNOT 

Table 3 3 Denvation of state set ( K) for radar set module 

To descnbe the event of a condition becommg true we use the notation ©T(cond-

1 t1on) The event of a condition becommg false is descnbed as ©F(cond1t1on) 

As an example, m Figure 3 1 the transition (TRKREL, RNGREL) E Range generates 

two events ©T(fmode=Rang1ng) and ©F(fmode=Track1ng) 

3.1.4 Application Interface 

Applications usmg STE vanables reqmre access to three programmmg mterfaces 

These are shown m Figure 3 3 

• STE operations These are the high-level synchromzation operations They 

are generated by the stetoc precomp1ler based on a STE type declaration 

The implementation of STE operations is discussed m Sections 3 3-3 4 
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• d-opemtwns These are the low-level synchromzation operations These op­

erat10ns are a specialization of the countmg semaphores proVIded by our 

run-time executive The implementation of cl-operations is discussed m Sec­

tion 4 2 

• tmnsztwn manager The transition manager is responsible for creatmg, de­

stroymg and updatmg STE variables STE variables are discussed m Sec­

tions 1 3, 3 3 5 and 3 5 The implementation of a transition manager is dis­

cussed m Section 4 3 

APPLICATION 

I TRANSITION MANAGER 

STE OPERATIONS I 
I D-OPERATIONS I 

MICRO KERNEL 

Figure 3 3 STE application structure 
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3.2 Implementing a STEM to 'C' precompiler 

The STEM to 'C' precomp1ler, stetoc, was designed as a 3-phase translator as 

illustrated m Figure 3 4 This precomp1ler takes a STE declaration file as mput and 

outputs compilable 'C' code Examples of two STE declaration files can be found 

m Appendix A 1 and Appendix A 2 In this sect10n we provide an overview of the 

precomp1ler 

• ste G [=] 
l 

*h 

code generator semantic analyzer 

* C 

Figure 3 4 Phases of the STEM to 'C' precomp1ler 

3.2.1 Scanner 

The lex3 utility was used to develop a scanner to recogmze STE type declarations 

The lex descnption file for the scanner (ste 1), 1s given m Appendix B 1 The 

scanner recognizes the followmg keywords ste, state, set, and, relation, as 

3lex IS a trademark of AT&T Bell Labs 
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well as a number of punctuation tokens The STE type declaration for the Radar 

Set Module can be found m Appendix A 1 

3.2.2 Parser 

Figure 3 5 below presents an abstract grammar which generates a language for STE 

type declarat10ns Usmg a vanant of this grammar, the yacc4 utihty was used to 

develop a parser to generate STE type declarations The yacc descnption file for 

the parser ( ste y), 1s given m Appendix B 2 

SteDecl --+ ste identifier'{' AttnbuteL1St '}' ',' 

AttributeList --+ Attribute 
I Attribute AttributeL1St 

Attribute --+state'{' StateList '}' ',' 
I relation Relat10nDefn 
I set SetDefn 

RelationDefn --+ identifier '{' OrderedParrs '}' ',' 

SetDefn --+ identifier '{' Identifier L1St '}' ',' 

StateLIBt --+ StateLiteral 
I StateLiteral ',' StateLlSt 

OrderedPairs --+ OrderedPau 
I OrderedPair ',' OrderedPairs 

OrderedPair --+ '(' StateLiteral '--+' StateLiteral ')' 

StateLiteral --+ identifier 

Figure 3 5 An abstract grammar for STE types declarat10ns 

The parser recogmzes three pnmary constructs 

4yacc 1S a trademark of AT&T Bell Labs 
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• State attribute Which represents K, the set of states m the underlymg DFA 

• Relatwn attributes Which represent the set of relations a where a E E In 

the STE model the elements of the alphabet (E) are the events recogmzed by 

the state machme 

• Set attributes These have no counterparts m the underlymg DFA Sets are 

pnmanly used to partition the state space Faulk [4] refers to these attributes 

as modes 

3.2.3 Semantic Analyzer 

The semantic analyzer for the precompiler 

• Ensures that each STE type declaration has exactly one state attribute and at 

least one relatwn attribute Any STE type declaration meetmg these reqmre­

ments describes either a determimstic or non-deterrmrustic fimte automaton 

Set attributes are optional 

• Identifies reflexive transitions Reflexive transitions have the form S ~ S 

where S E K , a E E When reflexive transitions are encountered by the 

precompiler, it outputs a warmng message to the console No other action is 

taken The presence of reflexive t ransitions m the STEM can have undesirable 

side effects See the discussion m Section 3 4 7 3 

• Identifies transitions which lead to a non-deterrmmstic state machme Non­

determmistic transitions have the form S ~ S1 , S ~ S2 where S, S1 , S2 E 

K , S1 -=/- S2, a E E When this condition 1s encountered by the precomp1ler, 
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it outputs a warnmg message to the console The precompiler then removes 

this transition from the transition table 

All of the warnmg and error messages generated by the semantic analyzer are 

documented m Table 3 4 
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Error Type Comments 

SA0l Only one STE type defimtion 
Fatal 

per file is allowed 

SA02 No STATE declaration Fatal Declaration does not contam a state 
found attribute 

SA03 Only one STATE declara-
Fatal 

tion is allowed for each STE type 

SA04 No RELATION declarations 
Fatal Declaration does not contam a 

found relation attribute 

Lme nn state - SA05 
The left member m the relation's or-

Fatal dered pair (left-mght) is not refer-
leftmember no such state 

enced m the state attribute 

Lme nn state - SA06 The nght member m the relation's 

nghtmember no such state 
Fatal ordered pair (left-nght) is not ref-

erenced m the state attribute 

SA07 Addmg the transition 
'Relation( state - state )' will ere- Warmng 
ate a self-loop, transition added 

SA08 Addmg the transition 
'Relation( statel - state2 )' would 

Warmng 
create a non-deterrrurustic state ma-
chme, transition ignored 

Lme nn state - SA09 no such 
The element named m the set at-

Fatal tribute is not referenced rn the state 
state 

attribute 

Table 3 4 Warnmg and error messages generated by the semantic analyzer 
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3.2.4 Code Generator 

The code generator 1s the largest component of the precomp1ler It uses templates 

to generate each operation and data structure used by a STEM The generator 

creates two output files , an interface module with the '* h' extens10n and the im­

plementation module with the '* c' extens10n 

The data structures reqmred to implement a STEM are descn bed m Sect10n 3 3 

A descnption of each STEM operation 1s given m Section 3 4 The mterface of each 

STEM operation 1s given m Appendix D 1 

3.3 Code Generation: Data Structures 

The code generator creates five data structures which are necessary to manage a 

state transition event machme 

• STE type constants A representation of the state attnbute 

• Transition matnx A representation of the relation attnbutes 

• Set Table Reqmred for state machme control 

• Condition Table Reqmred for state machme control 

• STE var,,able declamtzon Reqwred for STE vanable mstantiation 

3.3.1 STE Type Constants 

For every element of the state attrtbute of a STE type declaration, the precom­

p1ler will generate a constant m the implementation module This 1s illustrated m 



Listmg 3 1 for the state TRKREL 

STE type constants are used by 
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• STE vanable constructors to mstantiate a STE vanable (see Section 3 4 1 on 

page 45) 

• The relation mqrnry operations to determme which transitions belong to spe­

cific relations (see Section 3 4 5 on page 47) 

• The Wait on Condition synchromzation operations (see Section 3 4 7 4 on 

page 53) 

Listing 3.1 STE type constants for radar set module 

1 // File radar ste 
2 state { TRKREL, RNGREL, STBYREL, }, 
3 

4 // File 
5 typedef 

radar h 
struct 

6 { 

7 

8 

9 

int state, 
lock_t lock, 
FSM *fsm, 

10 } RADARVAR, 

11 

// The current state of STEM 
// Spinlock used for mutual exclusion 
// Pointer to STEM 

12 extern const RADARVAR *TRKREL, 
13 extern Const RADARVAR *RNGREL, 
14 extern const RADARVAR *STBYREL, 
15 

16 // File radar c 
17 static const RADARVAR TRKREL-CONSTANT = { 1, 0, NILFSM }, 
18 const RADARVAR *TRKREL = &TRKREL-CONSTANT, 
19 
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3.3.2 Transition Matrix 

The precompiler enters all of the relation attrwutes for a STE type mto a smgle 

transition matnx Smee we store this mformation as a two-dimensional array only 

determmistic fimte automata can be handled by our representation of a STEM The 

transition matnx for the Radar Set Module is shown m Listmg 3 2 This matnx 

has already been presented m another form as Table 3 1 

The primary use of the transition matnx is to make the next state computation 

m response to state machme events, such as those generated by the state transition 

operations (see Section 3 4 6 on page 48) 

Listing 3 2 Transition matnx for radar set module 

1 // File radar ste 
2 relation track { (rngnot-----+trknot), (rngrel-----+trkrel), }, 
3 
4 // File radar c 
5 #define NUMSTATES 7 

6 #define NUMRELATIONS 6 
7 

8 // -1 codes for No Transition 
9 int Radar[NUMSTATES] [NUMRELATIONS] 

10 { 
11 -1, 4, -1, 2, 3, 7, 

12 -1, 5, 1, -1, 3, 7, 
13 -1, 6, 1, 2, -1, 7, 

14 1, -1, -1, 5, 6, 7, 

15 2, -1, 4, -1, 6, 7, 

16 3, -1, 4, 5, -1, 7, 

17 -1, -1, -1, -1, -1, -1 
18 }, 
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3.3.3 Set Table 

The precompiler converts all set attributes mto bitstrmgs which are represented by 

the SET data type (see Appendix D 4 on page 151) To assist m state machme 

control the precompiler also generates a SETTABLE obJect The set table serves two 

purposes 

• It contams a reference to each set attribute These references are used by 

the set mqmry operations ( see Section 3 4 4 on page 4 7) to determme the set 

membership of STE vanables 

• It is used by the state machme to re-evaluate set conditions when a machme 

event occurs 

Each set table entry has two members 

set: 

cond: 

References a set attrwute m the STE type declarat10n 

This member holds the result of evaluatmg the fol­
lowmg predicate cond = S E T, where S E K is the 
current state of the STEM and T is the associated set m 
the set table 

State transitions force a re-evaluation of each entry m the set table This evaluation 

is performed by the transit10n manager update operation (see Sect10n 4 3 4) The 

set table for the Radar Set Module is shown m Listmg 3 3 



Listing 3 3 Set table for radar set module 

1 typedef struct 
2 { 

3 SET •set, II Runtime structure associated with a set 
4 Boolean cond, II True current state is a member of this set 
5 } SETT ABLE, 

6 

7 SETTABLE SetTable [ ] = 
8 { 

9 

10 

11 

&RangingSet, 
&IsstandbySet, 
&IsreliableSet, 

False, 
False, 
False, 

12 &NotreliableSet, False, 
13 &TrackingSet, False 
14 }, 

3.3.4 Condition Table 

II set ranging 
II set 1sstandby 
II set 1srel1able 
II set notreliable 
II set tracking 
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The precomp1ler uses the mformation m the transition matnx to generate a con­

dition table The condition table 1s used by the state machme to re-evaluate re­

lation conditions when a machme event occurs The condition table is reqmred 

for the implementation of the wait on condition synchromzation operat10ns (see 

Section 3 4 7 4 on page 53) Each table entry contams four members 

relation: Relation attnbute mdex 

RHState A state reachable from the current state of the STEM 

handle· Index of the semaphore for this condit10n 

cond: This member holds the result of evaluatmg the fol-
lowmg predicate cond = (S -+ S') E R , where S E K 
is the current state of the STEM, S' E K is a state reach­
able from S (RHState) and R is the associated relation 
m the condition tab le 
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State transitions force the re-evaluation of each entry m the condition table This 

evaluation is performed by the transition manager update operation (see Sec­

tion 4 3 4) The condition table for the Radar Set Module 1s shown m Listmg 3 4 

L1stmg 3.4 Condition table for radar set module 

1 typedef struct 
2 { 
3 int relation, // Relation attribute index 
4 int RHState, // A state reachable from next state 
5 int handle, // Semaphore index for this condition 
6 Boolean cond, // True Relation(nextState->RHState) holds 
7 } CONDTABLE, 

8 

9 CONDTABLE CondTable [ ] -
10 { 
11 RELIABLERELATION, 2, 1, False, // relation reliable 
12 RELIABLERELATION, 1, 2, False, 
13 RELIABLERELATION, 3, 3, False, 
14 

15 STANDBYRELATION, 6, 11, False, // relation standby 
16 STANDBYRELATION, 3, 12, False, 
17 FAILURERELATION, 7, 13, False // relation failure 
18 }, 

3.3.5 STE Variables 

A STE variable is created usmg a STE variable constructor (see Section 3 4 1 on 
page 45) STE variables contam three members 

state: 

lock 

fsm. 

The current state of the STEM 

A spmlock to guarantee mutual exclus10n 

The STEM control st ructure 

The FSM data structure 1s described m Section 4 3 1 After mstantiation the 

f sm member contams 



42 

• Dimensiomng mformation for the state machme 

• A set of STE semaphore arrays 

• A copy of the set table for this STE type 

• A copy of the condition table for this STE type 

• A reference to the tmnsitwn matrix for this STE type 

Listmg 3 5 shows the declarat10n of RADARVAR, the STE vanable type created 

by the code generator for the Radar Set Module DFA 

Listing 3 5 Radar STE vanable 

1 typedef struct 
2 { 
3 int state, // The current state of STEM 
4 lock_t lock, // Spinlock used for mutual exclusion 
5 FSM *fsm, // Pointer to STEM 
6 } RADARVAR, 

3.4 Code Generator: STE Operations 

The code generator creates the followmg categones of state machme operat10ns 

• STE vanable constructor Constructors are used to mstantiate STE vanables 

of a specific type 

• STE vanable destructor Destructors are used to destroy STE vanables of a 

specific type 
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• STE variable update operation The update operation 1s used whenever a state 

transition 1s requested 

• Set inquiry operations Set mqmry operations are predicate operations which 

determme 1f the current state of a STE variable 1s a member of a specific set 

• Relation inquiry operations Relation mqmry operat10ns are predicates which 

determme 1f a given trans1t1on 1s a member of a specific relation 

• State transition operations State trans1t10n operations are used to request a 

state change 

• Synchronization operations Synchrornzat10n operations are used by processes 

when they must wait for specified conditions to hold 

A summary of the STE operations generated by the code generator 1s given 

m Table 3 5 In this section we describe the 1mplementat10n of these operations 

usmg the Radar Set Module as an example The programmmg mterface of STE 

operations can be found m Appendix D 1 on page 144 



Operation Category Faulk and Parnas5 

Variable Constructor 

Variable Destructor 

Variable Updater 

Set Inqurry Operation Set(p) 

Relation 
IsRelat10n (p,q) Inqmry Operation 

State 
Relatwn(p) 

Transition Operation 

Synchroruzation 
Operation Wait on await@Relatwn(p) 

Transition Event 

Synchroruzat10n 
await@=Relatwn(p) 

Operation Wait on Call 

Synchroruzation await@T Set(p) 
Operation Wait on await@F Set(p) 
Set Transition 

Synchroruzation 
await T Relat10n(p,q) 

Operation Wait on await F Relat10n(p,q) 
Condition 

Synchroruzation 
await T Set(p) 

Operation Wait on 
await F Set(p) 

Set Membership 

Table 3 5 STE operations 

5Names of operations m Faulk and Parnas(2, 3] 
6Names of operations generated by stetoc 
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stetoc6 7 

Create'Iype(p) 

Delete 'Iype(p) 

Update 'Iype(p,relation) 

IsSet(p) 

IsRelat10n (p,q) 

Relatwn(p) 

awaitEvtRelatwn(p) 

awaitCallReJat10n(p) 

awaitSettSet (p) 
awaitSetf Set (p) 

awaitCndtRelat10n(p,q) 
awaitCndfRelat10n (p,q) 

awaitMbrtSet (p) 
awaitMbrfSet (p) 

7 Type = a STE type, Set = a STE set attnbute, Relation = a STE relation attribute p,q = 
STE variables or constants 
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3.4.1 STE Variable Constructor 

Each STE type reqmres a vanable constructor If the STE declaration 1s named 

Type, the code generator will create a constructor template named Create Type () 

In L1stmg 3 6 we show the constructor CreateRadar (p) for the Radar Set Mod­

ule The constructor uses the current state of a reference object, p, and a genenc 

constructor (CreateMach1neO, see Section 4 3 on page 78) to m1tiahze the STE 

van able The genenc constructor reqmres d1mens1onmg mformation ( NUMSETS, 

NUMSTATES, NUMRELATIONS, NUMCONDITI □Ns) as well as references to the STEM's 

set table, condition table, and, transition matrix 

Listing 3 6 Vanable constructor CreateRadar() 

1 RADARVAR *CreateRadar( RADARVAR *P) 

2 { 

3 int CurState = p----+state, 
4 RADARVAR *Ste, 

5 

6 

7 

if ((ste = (RADARVAR *) malloc(sizeof(RADARVAR))) 

return( NILRADAR ), 

8 end if 
9 

10 ste--.state = CurState, 
11 

NULL) then 

12 if ((ste----+fsm = CreateMachine( NUMSETS, NUMSTATES, NUMRELATIONS, 

13 NUMCONDITIONS, CurState, Set Table, Radar, CondTable ) ) == NILFSM) 

then 
14 free( ste ), 
15 return( NILRADAR ), 

16 end if 
17 

18 return( ste ), 
19 } 
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3.4.2 STE Variable Destructor 

Each STE type reqmres a variable destructor ff the STE declaration 1s named 

Type, the code generator will create a destructor template named DeleteType 0 

In L1stmg 3 7 we show t he destructor DeleteRadar(p) for the Radar Set Module 

The STE destructor uses a genenc destructor (DeleteMach1ne O , see Section 4 3 

on page 78) to recover the resources allocated to the STE vanable 

Listing 3 7 Variable destructor DeleteRadar () 

1 int DeleteRadar( RADARVAR *P) 
2 { 

3 

4 

int restarts= DeleteMachine((STEOBJECT *)p ), 
free( p ), 

5 return( restarts), 
6 } 

3.4.3 STE Variable Update Operation 

Each STE type reqmres a variable update operation If t he STE declaration 1s named 

Type , the code generator will create an update template named Update Type () In 

L1stmg 3 8 we show the update operation UpdateRadar() for the Radar Set Mod­

ule The update operation defers the actual update to a genenc update operation 

(UpdateMach1ne O , see Section 4 3 on page 78) The genenc update function re­

qmres a reference to an STE vanable , p, and the identifier for the event generatmg 

the update 
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to wait for two transitions of the STEM A STE semaphore can only be used to wait 

for one specified transition event 

3.4.7.1 Wait on Transition Event 

The wait on transition synchromzabon operation 1s used when a process should wait 

for a transition m the specified relation If a relation attribute 1s named Relation, 

the code generator Will create the template named awa1 tEvtRelat1on() In List­

mg 3 12 we show the wait on trans1t10n synchromzation operation awa1tEvtTrack(p) 

for the Radar Set Module 

Processes suspended by the synchromzation operation associated With relation 

R will be restarted when the STEM receives any event which causes a trans1t1on 

(S -t S') ER, where S 1s the current state of the STEM and S' 1s the next state of 

the STEM 

Listing 3 12 Wait on transition event synchromzation operation 
awa1 tEvtTrack () 

1 int awaitEvtTrack( RADARVAR *P) 
2 { 

3 sema_t *sema = &p-fsm-EvtSema[TRACKRELATION], 
4 return( dop_pass( sema )), 

5 } 

3 4 7 .2 Wait on Call 

The wait on call synchromzation operation 1s used when a process should block 

until the correspondmg state transition operation 1s called (see Section 3 4 6 on 

page 48) If a relation attribute 1s named Relation, the code generator Will create 

the template named awa1tCallRelat1onO In L1stmg 3 13 we show the wait on 
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call synchromzation operation awa1tCallTrack(p) for the Radar Set Module Pro­

cesses usmg the awa1tCallTrack(p) synchromzat10n operation would be blocked 

until the Track(p) state transition operat10n is mvoked by a second process 

Listing 3 13 Wait on call synchromzation operat10n awa1tCallTrack() 

1 int awaitCallTrack( RADARVAR *P) 
2 { 

3 sema_t *sema = &p-fsm-CallSema[TRACKRELATION], 
4 return( dop_pass( sema )), 

5 } 

3.4. 7 .3 Wait on Set Transit10n 

The wait on set transition synchromzation operations block processes uncondit10n­

ally m the followmg situations 

• until the state of a STE variable changes to an element inside a set 

• until the state of a STE variable changes to an element outside a set 

If a set attribute is named Set, the code generator will create two templates 

named awa1 tSettSet O and awa1 tSetfSet O In Listmg 3 14 we show the wait 

on set transition operations awa1tSettTrack(p) and awa1tSetfTrack(p) for the 

Radar Set Module 

The awai tSettSet (p) form of the operation forces a process to wait until the 

value of an STE variable changes from a value outside the set to a value inside the 

set 

The awa1 tSetfSet (p) form of the operation forces a process to wait until the 

value of an STE variable changes from a value inside the set to a value outside the 

set 
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Faulk[4] expresses some difficulty m workmg with these operations This diffi-

( event ) culty anses when the STEM contams reflexive transitions S ---t S Under these 

c1rcumstances his implementation of the set transition synchromzation operations 

appears unable to distmgmsh between the one transition case ( inside -+ inside) 

and the two trans1t1on case ( inside -+ outside -+ inside) 

Our implementation of the set transition synchromzat10n operation (see List­

mg 3 14) , reqmres two semaphores to implement the two transition case Our 

transition manager has no problem handlmg reflexive transitions (see Section 4 3) 

Listing 3.14 Wait on set transition synchromzation operation awa1 tSettTrack() 

1 int awaitSettTrack( RADARVAR *P) 
2 { 
3 sema_t •ssema = &p-fsm-SSettSema[TRACKINGSET], 
4 sema_t •lsema = &p-fsm-LSettSema[TRACKINGSET], 
5 

6 if ( IsTracking ( p ) == True ) then 
7 return( dop-pass( lsema )), 
8 else 
9 return( dop-pass( ssema )), 

10 end if 
11 } 

12 

13 int awaitSetfTrack( RADARVAR *P) 
14 { 

15 sema_t •ssema = &p-fsm-SSetfSema[TRACKINGSET], 
16 sema_t •lsema = &p-fsm-LSetfSema[TRACKINGSET], 
17 

18 if (lsTracking ( p ) == True ) then 
19 return( dop_pass( ssema )), 
20 else 
21 return( dop_pass( lsema )), 
22 end if 
23 } 
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3 4. 7.4 Wait on Condition 

The wait on condition synchroruzat1on operations are used to choose between block­

mg and not blockmg an executmg process dependmg on the value of a condition m 

the condition table Ha relation attribute 1s named Relation, the code generator will 

create two templates named awa1tCndtRelat1onO and awa1tCndfRelat1onO In 

L1stmg 3 15 we show the wait on condition synchromzation operations awa1 tCntt­

Track (p, q) and ava1 tCntfTrack (p, q) for the Radar Set Module 

Each relation attribute contributes elements to the condition table subJect to 

the followmg constramt 

( a -----+ b) E R is a condition 1ff ( c -----+ b) i R for any c -=/ a 

where a, b, c E K, the state set of the STEM and R is a relation attn bute This 

md1cates that not all combmations of mput parameters p and q are valid As 

an aid to 1mplementmg these synchroruzation operations, the precomp1ler gener­

ates a matnx, CondMatr1x [numrelat1ons] [numstates], which contams the legal 

combmations 

The awa1tCndtRelat1on(p,q) form of the operation allows a process to wait 1f 

the relation does not hold between STE variables p and q Processes suspended by 

this synchroruzation operation will be restarted when the relation (S -----+ S') E R 

holds for S the current state of STE vanable p and S' the current state of STE 

variable q 

The awa1tCndfRelat1on(p,q) form of the operation allows a process to wait 

1£ the relation does hold between STE variables p and q Processes suspended by 

this synchroruzation operat10n will be restarted when the relation (S -----+ S') E R 
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does not hold for S the current state of STE variable p and S' the current state of 

STE variable q 

Listing 3 15 Wait on condition synchromzat10n operat10n ava1 tCndtTrack () 
and ava1tCndfTrack() 

1 int awaitCndtTrack( RADARVAR *pl, RADARVAR *p2) 
2 { 
3 sema_t •sema, 
4 int handle, 
5 

6 if ( (handle = CondMatrix[TRACKRELATION][(p2-state)-1]) <= 0) 

then 
7 return( -1 ) ' 
8 end 1f 
9 sema = &pl-fsm-CndtSema[handle-1], 

10 return( dop_pass( sema )), 
11 } 
12 
13 int awai tCndfTrack ( RADARVAR *pl, RADARVAR *p2) 
14 { 
15 sema_t •sema, 
16 int handle, 
17 

18 if ( (handle = CondMatrix[TRACKRELATION][(p2-state)-1]) <= 0) 

then 
19 return( -1 ) ' 
20 end 1f 
21 sema = &pl-fsm-CndfSema[handle-1), 
22 return( dop_pass( sema )), 
23 } 

3 4 7 5 Wait on Set Membership 

The wait on set membership synchroruzation operations are used to choose be­

tween blockmg and not blockmg an executmg process dependmg on the value of a 

condition m the set table If a set attnhute 1s named Set, the code generator will ere-
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ate two templates named awa1 tMbrtSet O and awa1 tMbrfSet O In Listmg 3 16 

we show the wait on condition synchroruzation operations awa1 tMbrtTrack1ng(p) 

and awa1 tMbrfTrack1ng(p) for the Radar Set Module 

The awa1 tMbrtSet (p) form of the operation allows a process to wait if the 

current state of the STE variable p is not a member of Set Processes suspended 

by this synchromzation operation will be restarted when the current state of the 

STE variable p changes to a value mside of Set 

The awa1tMbrfSet(p) form of the operation allows a process to wait if the 

current state of the STE variable p is a member of Set Processes suspended by 

this synchromzation operation will be restarted when the current state of the STE 

variable p changes to a value outside of Set 

Listing 3.16 Wait 
awa1tMbrtTrack1ng() 

on set membership 
andawa1tMbrfTrack1ng 

1 int awaitMbrtTracking( RADARVAR *P) 
2 { 

synchromzation 

3 sema..t *sema = &p-fsm-MbrtSema[TRACKINGSET], 
4 return( dop-pass( sema )), 
5 } 

6 

7 int awaitMbrfTracking( RADARVAR *P) 
8 { 

9 sema..t *sema = &p-fsm-MbrfSema[TRACKINGSET], 
10 return( dop_pass( sema )), 
11 } 

operation 
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3.5 STE Variables and the STE Model 

In Sections 3 3 and 3 4 we have described how the stetoc precomp1ler generates a 

STEM implementation from a STE declarat10n Figure 3 6 illustrates a STE variable 

m terms of its data structures and STE operations It 1s clear that this 1mple­

mentat1on preserves all of the passive components m the STE model presented m 

Section 1 1 The deterrrumstic fimte automaton (M) m the STE model 1s rep­

resented by the state variable and transition matrix m the STE variable The 

condition table m the STE model 1s represented by the set conditions (a, /3) and 

relation conditions ('lj; , w) m the STE variable Each condition has an associated 

semaphore 

Figure 3 6 also suggests how threads might mteract with STE variables Threads 

which are performmg the event-detectmg role m the STE model, mteract usmg the 

state transition operations (see Section 3 4 6) Threads which are performmg the 

condition-enabled role m the STE model , block on condition semaphores by usmg 

the synchronization operations ( see Section 3 4 7) 

3.6 Summary 

This chapter described the output of a precomp1ler which can convert the descrip­

tion of a state transition event machme mto compilable 'C' code The abstract 

data type generated by the precompiler has prov1s1on for semaphores used by the 

synchromzation operations, a set table reqmred by the transition manager and a 

condit10n table reqmred by the transition manager The precompiler provides all 

state mqmry, state transit10n and synchromzation operations described by Faulk 
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Chapter 4 

Implementing Low-Level 

Synchronization Operations 

4.1 VSTa: An Experimental Microkernel 

The run-time serVIces reqmred by our low-level synchromzation operations (STE d­

operations) are proVIded by the VSTa rmcrokernel 1 VSTa 1s an experimental kernel 

which attempts to blend the design of a rmcrokernel with the system architecture of 

Plan 9 [18] 2 The result is a small pnVIleged kernel runnmg user-mode processes 

to proVIde system serVIces ( device dnvers , filesystems, etc) 

In the followmg list we have summarized some of VSTa's more important fea­

tures 

Support for Threads VSTa supports a simple threads model Its mterface al-

1 Valencia S.1mple Tasker Pre,ently we are workmg with VSTa 1 5 2, released on December 29, 

1996 
2Plan 9 1s a trademark of AT&T Bell Labs 
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lows for thread creation, cancellation, and, barrier synchromzation Thread 

JOIIl and detachment are not supported at the current reV1s1on level VSTa 

supports a sys call O mterface to proVIde access to kernel serVIces As 

threads execute, they switch freely from user-mode to kernel-mode to ex­

ecute these serVIces 

Messaging: VSTa structures the exchange of messages between clients and servers 

Clients request connection to a specific server and are granted a umque port 

for all subsequent commumcations with that server VSTa supports scat­

ter/gather hsts for messages Each element m the scatter/gather hst of the 

message 1s v1S1ble m the server's address space when the server receives the 

message All message data is VIsible m the client's address space before the 

chent request is complete 

Real-time Facilities: VSTa is not a real-time operatmg system But the pro­

cess of microkernelizatwn, moVIng functionality from the kernel to user-mode 

based servers, often reqmres features associated with real-time systems 

• process memory lockmg 1s necessary m order to allow device drivers to 

run as user processes 

• low latency process dispatch 1s necessary to allow mterrupt service code 

to run m determmistic amounts of time 

• non-degradmg schedulmg priorities which perrmt critical system services 

to respond to multiple clients without bemg penalized for their apparent 

heavy CPU usage 
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Scheduling: VSTa supports a pnonty dnven scheduler The scheduler services 

three queues, from lowest to highest pnonty BG (background queue), TIME­

SHARE (timeshare queue), and, RT (real-time queue) Withm each queue 

threads receive a fixed timeshce Preemption can occur between queues For 

example, a thread placed on the RT queue would immediately preempt a 

thread runnmg m either the TIMESHARE or BG queues 

Filesystem Interface: VSTa servers provide then services through a filesystem­

hke mterface The format of the messages sent through the rrucrokernel is 

standard and implements a filesystem protocol similar to Plan 9's 9P proto­

col 

4.2 STE D-Operations 

At least two approaches were considered m the design of our low level synchromza­

tion operations (cl-operations) 

Design a VSTa server: VSTa servers execute as user-mode processes This sug­

gests that requests for semaphore services would be converted to IPC requests 

usmg the native messagmg system We expect that any message based pro­

tocol would lead to high-latency semaphore operations 

Extend the m1crokernel In VSTa, access to kernel funct10ns is through the sys­

call () mterface This allows processes to enter kernel-mode to execute kernel 

operations on their own behalf We believe that this approach will result m 

low-latency semaphore operations 
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To create the semaphore services reqmred by our high-level synchromzation 

operations, we extended the VSTa syscall O mterface to mclude the operations 

given m Table 4 1 Our operations, which we refer to as d-operat10ns or STE d­

operat1ons1 represent a spec1ahzation of VSTa semaphores The data structure 

accessed by the cl-operations 1s referred to as a STE semaphore 

A description of the programmmg mterface for the cl-operations can be found 

m Appendix D 2 In Sect10ns 4 2 1-4 2 5 we describe how each cl-operation works 

I Operation I Description 

<lop-create Create a semaphore 

dop_destroy Dest roy a semaphore 

dop_pass Semaphore passage operation 

dop_up Semaphore openmg operation 

<lop-down Semaphore closmg operation 

dop-updown AtoIDic open-close operation 

dop-movesema Semaphore morphmg operation 

Table 4 1 STE d-operat10ns 

Table 4 2 contams a summary of the VSTa kernel functions used m the imple­

mentation of the d-operat10ns These functions fall mto the followmg categories 

Semaphores and spinlocks. This 1s VSTa's semaphore mterface These func­

tions are only available m the kernel STE cl-operations are available to all 

user-mode processes 
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Hash functions: This 1s VSTa's hash table 1mplementat10n These functions are 

available to the kernel and all user-mode processes (llbsrv a) 

Scheduler functions: We use two entry pomts mto VSTa's scheduler s'Wtch() 1s 

used to perform context switches, and, lsetrunO returns a sleepmg thread 

to a schedulmg queue 

Error handling: err() 1s used to register a run-time error agamst an errant 

thread A user-mode process can retrieve this mformation by usmg the 

strerror() function m the standard library (l1bc a) 
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I Operation I V 1S1b1hty3 I Description 

I Semaphores and Spmlocks 

pJock K Acqmre a spmlock 

v_lock K Release a spmlock 

p_sema K Acqmre a semaphore 

v_sema K Release a semaphore 

q_sema K Queue a thread on a semaphore 

dq_sema K Remove a thread from a semaphore 

imt_sema K Irntialire a semaphore 

Hash Functions 

haslLalloc u Create a hash data structure 

haslLmsert u Insert (key /value) pair mto hash table 

haslLdelete u Delete a node from hash table 

haslLlookup u Lookup a node based on its key 

Scheduler Functions 

swtch K Switch to another thread 

lsetrun K Move thread to run queue 

Error Handhng 

I err K I Register a run-time error 

Table 4 2 VSTa functions used m the design of STE cl-operations 

3V1S1b1hty, K=v1S1ble only m the kernel, U=user hbrary 
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4.2.1 Data Structures 

Listmg 4 1 summarizes the data structures and type defimtions necessary to use 

VSTa spmlocks and semaphores VSTa spmlocks may be acqwred either with m­

terrupts disabled (SPLHI) or enabled (SPLO) When a VSTa semaphore is acqwred 

the caller must decide if the process will be allowed to respond to system events 

while sleepmg (PRICATCH) or to sleep without mterruption (PRIHI) 

To distmgwsh STE semaphores, our mterface supports a handle's strategy (types 

s1cLt or SEMAPHORE) Before cl-operations can be performed on STE semaphores, 

a semaphore handle must be acqwred usmg the dop_createO operation (see Sec­

t10n 4 2 3) 



Listmg 4.1 Data structures VSTa spmlocks and semaphores 

1 // VSTA Spinlock 
2 typedef struct lock 
3 { 
4 uchar l_lock, 
5 } loclLt, 
6 

7 typedef unsigned int spl_t, 
8 #define SPLO II Spin with interrupts enabled 
9 #define SPHI II Spin with interrupts disabled 

10 

11 spl_t p_lock( lock_t *, spl_t ), // Acquire a spinlock 
12 void v_lock( loclLt *, spl_t ), // Release a spinlock 
13 
14 

15 
16 

17 

18 

19 

II VSTA 

typedef 
{ 

lock_t 
int 
thread 

Semaphore 
struct sema 

s_lock, 
s_count, 

•s_sleepq, 
20 } sema_t, 
21 

II Mutex for semaphore 
II Count 
II List of sleeping threads 

22 typedef unsigned int pri_t, 
23 #define PRIHI // Sleep uninterruptibly 
24 #define PRICATCH II Sleep interruptibly 
25 
26 int p_sema( sema_t *, pri_t ), II Acquire a semaphore 
27 void v_sema( sema_t * ), II Release a semaphore 
28 
29 II STE Semaphore 
30 typedef long si<Lt, II Handle to STE semaphore 
31 typedef si<Lt SEMAPHORE, II Alias for STE semaphore 
32 #define S-DPENED II Initialize semaphore in non-blocked state 
33 #define s_cLOSED II Initialize semaphore in blocked state 

65 
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4.2.2 Subsystem Initialization 

The STE semaphore subsystem is irutialized by the kernel at system startup by 

executmg function 1n1 t_semaphore () which is shown m Listmg 4 2 The structures 

mitiahzed here mclude a hash table (sicLhash) , and a VSTa semaphore (sid_sema) 

which acts as a mutex protectmg the hash table 

Listing 4 2 STE semaphores subsystem imtiahzation 

1 sema_t 
2 hash 
3 

sid_sema = 0, // Mutex for hash table 
•sid_hash = 0, // Hash table for semaphores 

4 void 1n1t_semaphore( void) 
5 { 

6 1n1t_sema( &si<Lsema ), 
7 sid-hash = hash-alloc( 64 ), 
8 } 

4.2.3 dop_create and dop_destroy 

To acqmre a STE semaphore a user must call the dop-create () mterface function 

This function takes a smgle parameter, cnt, which determmes the mitiahzat1on 

state of the semaphore If the m1tial value is s_oPENED the semaphore will be 

m1tiahzed m a non-blockmg state If the m1t1al value 1s S-CLOSED the semaphore 

will be mitiahzed ma blockmg state 

In Listmg 4 3 we show our implementation of the create STE operation, dop_ -

create O dop-create O executes m the followmg manner 

• A VSTa semaphore is allocated then 1rutiahzed ( see dop_1n1 t () m Listmg 4 5) 

with the cnt parameter If allocation fails, register the ENOMEM run-time 

error with the kernel and abort the operation 
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• AcqUire the s1cLsema mutex This is reqmred to msert the STE semaphore 

mto the hash table 

• Generate a uruque STE semaphore identifier (see alloc_s1d() m Listmg 4 5) 

• Insert the VSTa semaphore m the hash table (s1cLhash) usmg the STE sema­

phore identifier as key If this operat10n fails, release allocated resources, 

register the ENOMEM run-time error with the kernel then abort the opera­

tion 

• Release the s1d_sema mutex 

• Return the STE semaphore identifier to caller 



Listing 4.3 Create STE semaphore operation dop_create () 

1 s1cLt dop-create( int cnt) 
2 { 

3 struct sema *s, 
4 sid_t ns1d, 
5 

6 if ((s = malloc( sizeof(sema...t))) -- NULL) then 
7 return( err(ENOHEH) ), 
8 end 1f 
9 

10 dop-1n1t( s, cnt ), 
11 p_sema( &s1cLsema, PRIHI ), 
12 ns1d = alloc-sid(), 
13 

14 

15 
16 

17 

if ( haslL1nsert( s1d-hash, ns1d, s) 
free( s ), 
v_sema( &s1d_sema ), 
return( err(ENDHEH) ), 

18 end 1f 
19 

20 v_sema( &s1cLsema ), 
21 return( ns1d ), 
22 } 

1) then 

68 

When an application has no further use of a STE semaphore, 1t must be re­

turned to the kernel usmg the dop_destroy() operation (see L1stmg 4 4) This 

operation's smgle parameter must identify a STE semaphore preVIously acqmred 

with the dop_create() operation dop_destroy() executes m the followmg man-

ner 

• Acqmre the s1d_sema mutex This 1s reqmred anytime we access the sema­

phore hash table 

• Validate the mput parameter, s1d, by usmg hash_lookup() to find the sema-
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phore identifier m semaphore hash table If this operation fails, register the 

ESRCH run-time error with the kernel then abort the operat10n 

• If the STE semaphore identifier is valid, but the semaphore queue is not empty 

(threads still waitmg), register the EEXIST run-time error with the kernel then 

abort the operation 

• If all checks pass, remove the semaphore from the hash table 

• Release the s1<Lsema mutex Free the space allocated to the VSTa semaphore 

Listing 4.4 Destroy STE semaphore operation dop_destroy() 

1 int dop-destroy( sicLt sid) 
2 { 

3 struct sema •s, 
4 

5 p_sema( &sicLsema, PRIHI ), 
6 

7 

8 

9 

if ((s = hash..lookup( sicLhash, sid )) 
v_sema( &sid_sema ), 
return(err(ESRCH) ), 

10 end if 
11 

12 if ( s-s-sleepq) then 
13 v_sema( &sid_sema ) , 
14 return( err(EEXIST) ), 
15 end if 
16 

17 hash-delete( si<Lhash, sid ), 
18 v_sema( &sicLsema ), 
19 free( s ), 
20 return( 0 ), 
21 } 

NULL) then 



Listmg 4.5 Create STE semaphore utility funct10ns 

1 void dop-init( struct sema •s, int cnt) 
2 { 

3 s-s_count = cnt, 

4 s-s-sleepq = 0, 
5 init_lock( &s-s_lock ), 

6 } 

7 

8 sicLt alloc_sid( void) 
9 { 

10 static ulong rotor= OL, 
11 

12 rotor + = 1, 
13 while ( hash-lookup( sicLhash, rotor)) do 

14 rotor + = 1 , 
15 if ( rotor >= 655351 ) then 

16 rotor= 11, 

17 end if 
18 end vhile 
19 return((sid-t) rotor), 
20 } 

4.2.4 dop_pass, dop_up and dop_down 
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In this section we discuss our 1mplementat10n of the cl-operations mtroduced by 

Belpaire and W1lmotte [5] Our implementation contams a fourth pnm1tive oper­

ation, dop-updown () This operation 1s used to atormcally combme the openmg 

and closmg operat10ns and 1s denoted as [dop_up () dop_down O] This op-

eration 1s reqmred to implement the conditional synchromzation operations (see 

Section 3 4 7) 

L1stmg 4 6 shows our implementation of the semaphore passage operation, 

dop_pass O Our 1mplementat10n 1s modeled after the VSTa p_semaO semaphore 
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prmutive dop-pass O executes m the followmg manner 

• Acqmre the s1cLsema mutex to gam access to the semaphore hash table 

• Validate the mput parameter, s1d, by lookmg up the STE semaphore m the 

semaphore hash table If this operation fails, register the ESRCH run-time 

error with the kernel then abort the operation 

• Acqmre the semaphore lock (p-lock) At the same time release the s1d_sema 

mutex This allows concurrent access to the hash table while guardmg access 

to a specific STE semaphore 

• If the semaphore value is nonnegative, we release the semaphore lock and 

return with a return code of 0 

• Prepare the executmg thread for sleepmg The thread is suspended mter­

rupti bly (PRICATCH) This allows the thread to respond to system events 

• Acqmre the scheduler lock Release the semaphore lock Enter the sched­

uler to perform a context switch Current thread does not return until the 

semaphore is signaled 

• When restarted, thread can determme if passage was successful If the thread 

was signaled by the operatmg system, 1t leaves the passage operation with a 

return code of 1 If the thread was signaled by from the dop-up() operation, 

it leaves the passage operation with a return code of 2 



Listing 4 6 Semaphore passage operation dop_pass () 

1 int dop-pass( sicLt sid) 
2 { 

3 pri_t p = PRICATCH, 

4 struct thread *t, 
5 sema-t *s, 
6 

7 p_sema( &sicLsema, PRIHI ), 
8 

9 if ((s = hash-lookup( sicLhash, s1d )) -- NULL) then 
10 v_sema( &s1d-sema ), 
11 return( err(ESRCH) ), 
12 end 1f 
13 

14 P-lock( &s--+s-lock, SPLHI ), 
15 v_sema( &s1cLsema ), 
16 

17 if (s--+s_count >= 0) then 
18 V-lock( &s--+s-lock, SPLO), 
19 return( 0 ), 

20 end 1f 
21 

22 // Prepare thread for sleep 
23 t = curthread, t--+t_wchan = s, 
24 t--+t..n.01ntr = (p == PRIHI)' t--+t_1ntr = 0' 

25 q_sema(s, t), 
26 p_lock( &runq_lock, SPLHI-SAME), 

27 V-lock( &s--+s-lock, SPLHI-SAME), 

28 t--+t_state = TS-SLEEP, 
29 swtch(), 
30 

31 // We're back Return !=system event, 2=rece1ved signal 
32 t--+t..n.01ntr = 0, 

33 
34 if (t--+t-intr) then 
35 return( 1 ), 
36 end 1f 
37 

38 return( 2 ), 
39 } 
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L1stmg 4 7 shows our implementation of the semaphore openmg operation, 

dop_up() Our nnplementation 1s modeled after the VSTa v_sema() semaphore 

pnrmtive dop-up() executes m the followmg manner 

• Acqrure the s1cLsema mutex to obtam access to the semaphore hash table 

• Validate the mput parameter, s1d, by lookmg up the STE semaphore m the 

semaphore hash table If this operation fails, register the ESRCH run-time 

error with the kernel then abort the operation 

• Acqmre the semaphore lock (p-lock) At the same time release the s1d_sema 

mutex This allows concurrent access to the hash table while guardmg access 

to a specific STE semaphore 

• Increment the value of the semaphore 

• If the value of the semaphore 1s nonnegative, restart all threads wa1tmg on 

the semaphore by usmg lsetrun O to return the threads to their schedulmg 

queue Track the number of threads restarted 

• Release the semaphore lock and return the thread restart count to the caller 



Listing 4. 7 Semaphore opemng operation dop_up() 

1 int dop-up( sid_t sid) 
2 { 

3 struct thread *t, 
4 spLt spl, 
5 int vaiters = 0, 
6 sema_t *s, 
7 
8 p_sema( &sid...sema, PRIHI ), 
9 

10 if ((s = hash-lookup( sid...hash, sid )) -- NULL) then 
11 v_sema( &sid_sema ), 
12 return( err(ESRCH) ), 
13 end if 
14 

15 spl = p_lock( &s-s_lock, SPLHI ), 
16 v_sema( &sid...sema ), 
17 s-s_count + = 1, 

18 

19 if ( s-s-count >= 0 ) then 
20 while ( s--+s-sleepq) do 
21 vaiters++, // Keep track of the number of threads restarted 
22 t = s-s-sleepq, 
23 dq_sema(s, t), 
24 t_t_wchan = 0, 

25 P-lock( &runq-lock, SPLHI ) , 
26 lsetrun(t) , 
27 v_lock( trunq_lock, SPLHI ) , 
28 end while 
29 end if 
30 

31 V-lock( &s-s-lock, spl ), 
32 return( waiters), 
33 } 
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L1stmg 4 8 shows our implementation of the semaphore closmg operation, dop_ -

down () dop_down () executes m the followmg manner 
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• AcqUire the s1<Lsema mutex to obtam access to the semaphore hash table 

• Validate the mput parameter, s1d, by lookmg up the STE semaphore m the 

semaphore hash table ff this operation fails, register the ESRCH run-time 

error with the kernel then abort the operation 

• AcqUire the semaphore lock (p_lock) At the same time release the s1d_sema 

mutex This allows concurrent access to the hash table while guardmg access 

to a specific STE semaphore 

• Decrement the value of the semaphore 

• Release the semaphore lock and return with a return code of 0 

Listmg 4.8 Semaphore closmg operation dop_dmmO 

1 int dop-down( s1cLt s1d) 
2 { 

3 spLt spl, 
4 struct sema •s, 
5 

6 p_sema( &s1cLsema, PRIHI ), 
7 

8 

9 

10 

if ((s = hash-lookup( s1cLhash, 
v_sema( &sid_sema ), 
return( err(ESRCH) ), 

11 end 1f 

12 

Sld )) 

13 spl = p_lock( &s--+s_lock, SPLHI ), 
14 v_sema( &s1cLsema ), 
15 

16 s--+s_count - = 1, 
17 

18 v_lock( &s--+s-lock, spl ), 
19 return( 0 ), 
20 } 

NULL) then 



76 

4.2.5 dop-movesema 

dop....movesemaO, the semaphore morphing operation, is required in the implemen­

tation of the wait on set transition synchronization operation (see Section 3.4.7.3 

on page 51). Each such operation requires two STE semaphores for correct im­

plementation. We refer to these as the short semaphore and the long semaphore. 

When the synchronization operation is executed one of two things can happen. 

ff the operation's condition holds, then the executing thread passes onto the long 

semaphore. Such threads are required to wait for two events; a �F(condition) 

followed by a ©!(condition). However, if the operation's condition does not hold 

initially, then the executing thread passes onto the short semaphore. Such threads 

are required to wait for a single event; �T(condi tion). When the �F(condi tion) 

event occurs, threads waiting on the long semaphore must be transferred atomically 

to the associated short semaphore. This transfer of threads from one semaphore's 

queue to another, without any intervening context switches, is referred to as mor­

phing [10]. 

Listing 4.9 shows our implementation of the semaphore morphing operation, 

dop....movesema(). dop....movesema() executes in the following manner: 

• Acquire the sicLsema mutex to obtain access to the semaphore hash table.

• Validate the two input parameters, src the identifier of the source sema­

phore, and, dst the identifier of the destination semaphore, by looking up

the identifiers in the semaphore hash table. If either operation fails, register

the ESRCH run-time error with the kernel then abort the operation.

• Notice that in order to keep this operation atomic we elect to hold the
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hash table mutex while movmg the source queue The alternative would 

be to attempt to acqmre the semaphore locks on the source and destmation 

semaphores This later approach could lead to a deadlock 

• H there are any threads suspended on the source semaphore queue, dequeue 

the threads and place on the destmat10n semaphore queue Track the number 

of threads moved 

• Release the hash table mutex and return the thread transfer count to the 

caller 



Listing 4 9 Semaphore morphmg operation dop....movesema() 

1 int dop--I!lovesema( sicLt src, sid-t dst) 
2 { 
3 struct thread •t, 
4 sema_t •s, •d, 
5 int movers= 0, 

6 

7 p-sema( &sicLsema, PRIHI ), 
8 

9 

10 

11 

if ((s = hasb_lookup( aid-hash, 
v_sema( &sid-sema ), 
return( err(ESRCH) ), 

12 end 1f 
13 

src )) NULL) then 

14 if ((d = hasb_lookup( sicLhash, dst )) -- NULL) then 
15 v_sema( &sid_sema ) , 
16 return( err(ESRCH) ), 
17 end 1f 
18 

19 while ( s-s_sleepq) do 
20 movers++, 
21 t = s-s-sleepq, 
22 dq_sema(s, t), 
23 t--+t-wchan = d, 
24 q_sema( d, t ) , 
25 end while 
26 
27 v_sema( &sicLsema ), 
28 return( movers), 
29 } 

4.3 Transition Manager 
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The transition manager 1s an mterface used to create, destroy, and, update the 

STEM associated with a STE variable AB discussed m Section 3 4, our precom-
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piler, stetoc, generates three template operations for each STE declaration it pro­

cesses Create Type(), the variable constructor, Delete Type O, the variable de­

structor, and, Update Type() the variable updater These three operat10ns are 

wntten m terms of transition manager operations, namely, CreateMach1ne (), 

DeleteMach1ne (), and, UpdateMach1ne O The transition manager operations 

are summarized m Table 4 3 

I Operation I Description 

CreateMachme Create STEM 

DeleteMachrne Destroy STEM 

UpdateMachme Update STEM 

Lock Acqrure a user-mode spmlock 

UnLock Release a user-mode spmlock 

Table 4 3 Transition manager operations 

At this pomt there are two thmgs which need considermg 

• In any application, every STE variable uses the same transition manager m­

terface This reqU1res the operations to be thread safe To guarantee thread 

safety, each STE variable contams a user-mode spmlock 

• The transition manager mterface is rarely reqwred by the application pro­

grammer This is also true for the cl-operation mterface described m Sec­

tion 4 2 Apphcation programs use the high-level mterface provided by the 

STE operations (see Sect10ns 3 4 1-3 4 7) This arm's length approach allows 
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programmers to design applications with complex synchromzation reqmre­

ments usmg only the high-level synchromzat10n operators 

A descnption of the programmmg mterface for the transition manager can be 

found m Appendix D 3 In the remamder of this section we descnbe the work 

performed by the transition manager 

4.3.1 Transition Manager Data Structures 

L1stmg 4 10 contams the defimtions of the data types reqmred by the transi­

tion manager All STE vanables are denved from the STEOBJECT data type A 

STEOBJECT object contams the followmg three members 

state: 

lock­
fsm: 

The current state of the STEM 

A spmlock to guarantee mutual exclusion 

The STEM 

Our implementation of the state transition event machme (fsm data type) , 

contams the followmg objects 

• Ten arrays of STE semaphores After m1tiahzahon, these arrays will hold the 

handles to all semaphores used by the high-level synchromzat1on operations 

• D1mens1onmg mformation for the STEM The number of sets, states, relations 

and conditions found m the STE declaration 

• A copy of the set table for the declared STE type 

• A copy of the condition table for the declared STE type 

• A reference to the transition rnatnx for the declared STE type 



Listing 4.10 Data structures state transition event machme 

1 II User-mode spinlock 
2 typedef unsigned int loclLt, 
3 

4 II STE variable 
5 typedef struct 
6 { 

7 int state, 
8 lock_t lock, 
9 FSM *fsm, 

10 } STE0BJECT, 

11 

II The current state of the STEM 
II Spinlock used for mutual exclusion 
II Pointer to the STEM 

I I STE state machine 
typedef struct 
{ 

12 
13 

14 

15 
16 
17 

18 

19 

20 

21 
22 
23 

24 

25 

26 
27 

28 

29 

30 
31 

32 

33 

34 

SEMAPHORE *EvtSema, II Semaphore 'Wait on Transition Event 
SEMAPHORE *CndtSema, II Semaphore 'Wait on Condition (T) 
SEMAPHORE *CndfSema, II Semaphore 'Wait on Condition (F) 
SEMAPHORE *CallSema, II Semaphore 'Wait on Call 
SEMAPHORE *MbrtSema, II Semaphore 'Wait on Set Membership (T) 
SEMAPHORE *MbrfSema, II Semaphore 'Wait on Set Membership (F) 
SEMAPHORE *SSettSema, II Semaphore 'Wait on Set Transit (ST) 
SEMAPHORE *LSettSema, II Semaphore 'Wait on Set Transit (LT) 
SEMAPHORE *SSetfSema, II Semaphore 'Wait on Set Transit (SF) 
SEMAPHORE *LSetfSema, II Semaphore 'Wait on Set Transit (LF) 

int NumSets, II Number of sets 
int NumStates, II Number of states 
int NumRelations, II Number of relations 
int NumConditions,II Number of conditions 

SETTABLE *SetTable, //Settable associated with STEM 
int **Transition,// Trans matrix associated with STEM 
CONDTABLE *CondTable, // Condition table associated with STEM 

} FSM, 

81 
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4.3.2 Creating State Transition Event Machines 

CreateMach1ne () 1s a generic constructor used to create and m1tiahze the STEM 

component of a STE variable The maJor steps m creation and m1tiabzation are 

summarized m L1stmg 4 11 The detailed m1tiabzation of the STE semaphores 

created for the high-level synchromzation operat10ns 1s given m Table 4 4 As 

an example, when In1 t1al1zeMbrSemaphores () 1s executed each semaphore 1s 

m1tiahzed accordmg to the current state of the set table If the current condition 

for some set attribute 1s true, then the associated semaphore will be m1tiabzed 

with the statement 

tsema = dop_create( S_OPENED) 

Threads passing on a semaphore m this state will not be blocked If the current 

condition for the same set attribute 1s false , then the associated semaphore will 

be m1tiahzed with the statement 

tsema = dop_create( S_CLOSED) 

Threads passing on a semaphore m this state will be blocked 
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Listing 4.11 Create state trans1t10n event machme 

1 FSM *CreateMachine( int numsets, int numstates, int numrelations, int 
numconditions, int curState, SETTABLE *setTable, int **trans, 
C0NDTABLE *condTable) 

2 { 

3 FSM *fsm = (FSM *) malloc(sizeof(FSM)), 
4 fsm->Transition = trans, 
5 

6 SaveDimensioninformation( fsm, numsets, nu.mstates, numrelations, 
numconditions ), 

7 CreateSetTable( fsm, setTable ), 
8 CreateConditionTable( fsm, condTable ), 
9 

10 InitializeEvtSemaphores( fsm ), 
11 Init1alizeCallSemaphores( fsm ), 
12 
13 Init1alizeCndSemaphores( fsm, curState ), 
14 Init1alizeConditionTable( fsm ), 
15 

16 Init1alizeMbrSemaphores( fsm, curState ), 
17 InitializeSetSemaphores( fsm, curState ), 
18 Init1alizeSetTable( fsm ), 
19 

20 return( fsm ), 
21 } 
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Synchromzat10n Category Value4 Imtialization 

U ncond1tional Synchromzation Operations 

Wait on Transition Event 
sema = dop_create (s_cLOSED) 

awai tEvtRelation (p) 

Wait on Call 
sema = dop-create (s_cLOSED) 

awai tCallRelation (p) 

Wait on Set Transition stsema = dop_create(S-CLOSED) 
awai tSettSet (p) ltsema = dop_create(s_cLOSED) 

Wait on Set Transition sfsema = dop_create(s_cLOSED) 
awai tSetfSet (p) lfsema = dop-create(s_cLOSED) 

Conditional Synchromzation Operations 

Wait on Condition T tsema = dop_create(s_oPENED) 
awai tCndtSet (p) F tsema - dop_create(s_cLOSED) -

Wait on Condition T fsema - dop_create(s_cLOSED) -
awaitCndfSet(p) F fsema - dop-createCs-□PENED) -

Wait on Set Membership T tsema - dop-create(s_oPENED) -

awai tMbrtSet (p) F tsema = dop_create(s_cLOSED) 

Wait on Set Membership T fsema - dop-create(s_cLOSED) -
awai tMbrfSet (p) F fsema - dop_create(s_oPENED) -

Table 4 4 Transition manager semaphore mitiabzation 

4.3.3 Destroying State Transition Event Machines 

DeleteMach1ne () is used to destroy the STEM component of a STE variable, and 

recover all of the resources associated with the state machme This is accomplished 

4Value=value of correspondmg entry m cond1t10n table or set table 
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This will cause the semaphore to become closed, so any thread passing on the 

semaphore will be blocked 

Smee our implementat10n of UpdateMach1ne () uses a spmlock to grant exclu­

sive access to the STE variable, all semaphore and condition table updates take 

place m a smgle cycle The threads restarted by UpdateMach1neO cannot begm 

execution until the spmlock is released This implementation is subject to the 

intercepted wakeup problem (10) If UpdateMach1neO restarts a large number of 

threads m one cycle, it is possible for an event-detectmg thread to signal an event 

which alters the condition table before restarted threads are scheduled for execu­

tion A programmer not aware of this problem rrught wnte the followmg code 

segment for the radar set module 

awaitMbrtRanging( p ), 
RangeProcessing( p ), 

// Wait until flight mode is ranging 
// Processing phase for ranging mode 

A range event would cause any thread blocked on awa1 tMbrtRang1ngO to restart 

and become ready for execution Wlule m the ready state, a track event could oc­

cur This would make the pendmg execution of RangeProcess1ngO unnecessary 

To avoid the intercepted wakeup problem the programmer could use the followmg 

code segment 

do 
{ 

awaitMbrtRanging( p ), // Wait until flight mode is ranging 
} 

while ( IsRanging( p) -- False), // State inquiry operation 

RangeProcessing( p ), // Processing phase for ranging mode 

In this sequence, execution does not leave the do while loop until the ranging 

condition holds 
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Listing 4.12 Update state transition event machme 

1 int UpdateMachine( STEOBJECT *P, int event) 
2 { 

3 Lock( &p---+lock ), 
4 FSM *fsm = p---+fsm, 
5 int curState = p---+state, 
6 int nextState = SelectNextState( fsm, curState, event), 
7 

8 UpdateEvtSemaphores( fsm, event), 
9 UpdateCallSemaphores( fsm, event), 

10 

11 UpdateCndSemaphores( fsm, nextState ), 
12 UpdateConditionTable( fsm ), 
13 

14 UpdateMbrSemaphores( fsm, nextState ), 
15 UpdateSetSemaphores( fsm, nextState ), 
16 UpdateSetTable( fsm ), 
17 
18 p---+state = nextState, 
19 UnLock( &p---+lock ), 
20 return( 0 ), 
21 } 



88 

Synchromzation Category Trans5 lmtiahzat10n 

Unconditional Synchromzation Operations 

Wait on Transition Event 
dop_updown ( sema) 

awa1 tEvtRelat1on (p) 

Wait on Call 
dop_updown ( sema) 

awa1 tCal1Relat1on (p) 

Wait on Set Transition «IT dop_updown(stsema) 
awai tSettSet (p) «IF dop_movesema(ltsema, stsema) 

Wait on Set Transition «IT dop_updown(sfsema) 
awai tSetfSet (p) «IF dop_movesema(lfsema, sfsema) 

Conditional Synchromzation Operations 

Wait on Conchtion «IT dop_up ( tsema) 
awai tCndtSet (p) «IF dop-down ( tsema) 

Wait on Conchtion «IT dop_down ( f sema) 
awai tCndf Set (p) «IF dop-up(fsema) 

Wait on Set Membership «IT dop-up(tsema) 
awa1 tMbrtSet (p) OF dop-down ( tsema) 

Wait on Set Membership OT dop-down ( f sema) 
awa1tMbrfSet(p) OF dop_up (f sema) 

Table 4 5 Transition manager semaphore update 

4.4 Summary 

The state transition event machme implementation proVIded by the stetoc com­

piler is mcomplete To provide a complete STEM implementation two additional 

5Trans=trans1t1on @T = false --+ true trans1t1on, @F = true --+ false transition 
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components have been proVIded, namely, an implementation of the d-opemtwns to 

provide synchromzation serVIces, and, a transition manager to access STE vanables 

Faulk and Parnas [3] have already specified that the d-opemtwns descnbed by Bel­

paire and Wilrnotte [5] are sufficient for the synchromzat10n reqmrements of state 

transition event machmes To proVIde these synchromzation services, we extended 

the sys call () mterface of an expenmental microkernel to proVIde d-opemtwns to 

user-mode applications 

The final component reqmred to implement STEMs is a module we call the 

transition manager This module is wntten m terms of the d-opemtwns and data 

structures generated by the stetoc compiler Transition manager handles all cre­

ate, delete and update requests on an STE vanable Most importantly, transition 

manager contams the logic needed to manage the blockmg and unblockmg of exe­

cutmg threads 
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Chapter 5 

Experience and Results 

In Chapters 3 and 4 we have described our implementation of the state transi­

tion event machme In this chapter we would hke to demonstrate the usability 

of STE variables and STE synchromzation by exammmg the results taken from an 

application designed to verify our implementation 

5.1 Testing the STE Operations 

We designed a simulator to verify the correct operat10n of the STE synchromzation 

operations This application is bmlt around a core of threads which simulate the 

Radar Set Module enVIronment descnbed by Faulk and Parnas [3] This state 

machme has been described m Section 3 11 

The simulation is event-driven Simulation runs mvolve the mput of a state 

machine tmce which describes the sequence of events that are about to take place 

The state machine tmce 1s nothmg more than a sequence of mput characters coded 
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for specific events For example the followmg trace is a canonical trace1 for the 

Radar Set Module 

arbatbasbatrsbrtstrsaq 

For this trace the events were coded m the followmg fashion r - range, s 

standby, t = track, a = reliable, b = unreliable and q = qmt 

The output of this program is a log which summanzes all sigmficant simulation 

events An extract from the simulation log of the canonical trace is shown below 

471649 328 192 D:m-start slice=7 clock=471702 
473947 329 192 DJll(Range) TRKREL->RNGREL restarts=18 
474360 330 192 11m-end sl1ce=8 clock=474429 
474782 331 204 restart-0-awaitEvtRange 2 
475080 332 204 pass-1-avaitEvtRange 
475412 333 205 restart-0-awaitEvtRange 2 
475716 334 205 pass-1-avaitEvtRange 
476038 335 206 restart-0-awaitEvtRange 2 
476334 336 206 pass-1-awaitEvtRange 

The first column contams the time on the simulation clock This is followed 

by a record number and thread identifier The last column contams the thread 

response For example, record 329 logs the occurrence of a range event A more 

detailed log for this trace can be found m Appendix F 1 To analyze the simulation 

logs we developed an awk scnpt which scans the log for operational v10lations 

The simulator reqmres access to a number of programmmg mterfaces These 

have been surnmanzed m Table 5 2 

i A canonical trace is the shortest trace which starts from the m1t1al state of the state machme, 

vJS1ts all states and transitions, and returns to the 1mt1al state 
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5.1.1 Simulating the Radar Set Module 

The test application 1s bmlt around a core of five threads which simulate the Radar 

Set Module The threads mvolved m the simulation are 

main: The main thread 1s responsible for creatmg all of the threads used m the 

simulation At startup 1t creates the control momtor thread, then reads a 

state machine trace from a specified disk file The mformation m the state 

machine trace 1s transferred to the control momtor After the control mon­

itor 1s started, main creates an mstance of the radar variable 2 The mam 

mom tor threads are then started (ModeMoni tor , Reliabili tyMoni tor and 

FaultMoni tor) main spawns a large number test threads (ForkEvtThreads , 

ForkCndThreads , ForkMbrThreads , ForkSetThreads) which 1mmed1ately block 

on a number of STE semaphores associated with the STE variable At this 

pomt the work of main 1s complete main blocks on a thread mutex until the 

control momtor signals that the simulation 1s complete At that pomt main 

prepares a log of simulation events 

ControlMon1 tor: This thread mamtams four commun1cat10n channels to main, 

ModeMoni tor, Reliabili tyMoni tor , and Faul tMoni tor When main 1m­

tially connects with the control momtor, mformation from the state machine 

trace 1s transferred mto an event queue The primary Job of the control mon­

itor 1s to replay this event trace The mam momtors periodically request 

mformation from this event queue 

2 A mdar vanable 1s an mstance of the RADARVAR STE variable as described m Section 3 3 5 
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ModeMon1 tor: This thread 1s setup as a penod1c task which activates every 60 

ms ·when activated 1t polls the control momtor for the next event from the 

event queue The mode momtor manages events of type range, track, and, 

standby When these events are returned by the control momtor, the mode 

momtor uses the correspondmg state transition operators (Range, Track and 

Standby) to force a transition m the state machme 

Reliabili tyMoni tor: This thread is setup as a penod1c task which activates every 

60 ms When activated 1t polls the control momtor for the next event from the 

event queue The rehab1hty momtor manages events of type reliable and 

unreliable When these events are returned by the control momtor, the re­

hab1hty momtor uses the correspondmg state transition operators (Reliable 

and Unreliable) to force a transition m the state machme 

Faul tMoni tor: This thread 1s setup as a penod1c task which activates every 60 

ms When activated 1t polls the control momtor for the next event from 

the event queue The fault momtor manages events of type failure When 

this event 1s returned by the control momtor, the fault momtor executes the 

Failure transition operation to force a transition m the state machme After 

the Failure operation is performed the fault momtor sends a request to the 

control momtor which termmates the simulation 

Taken together, these threads simulate the envuonment described by Faulk 

and Parnas [3] The mode momtor, rehabihty momtor and fault momtor simulate 

penod1c tasks with a penod of about 60 ms When these threads restart, they 

poll the control momtor for event mformation If a new event has occurred, the 
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appropriate momtor will request a state machme update usmg a state transition 

operation Execut10n of these state transition operations restart the test threads 

which are blocked on the correspondmg STE semaphores The test threads are then 

free to make appropriate annotations on the simulation log The test threads are 

described m more detail m Section 5 1 2 

Our simulator was bound with the transition manager (see Section 4 2) and 

the radar set module generated by our precompiler (see Section 3 2 4) This exe­

cutable was run under an extended version of the VSTa rmcrokernel which proVIdes 

serVIces for the d-operation (see Section 4 2) In all simulation runs , the roam mon­

itors (control momtor, mode momtor, rehabihty momtor and failure momtor) were 

started m the highest priority scheduling queue (PRLRT), while the test threads 

were started m the medmm priority schedulmg queue (PRLTIHESHARE) 

5 .1. 2 Test Threads 

We designed four types of threads to test our STE synchromzation operations 

EVT Test Threads: These threads were used to test the Wait on Transition 

synchromzation operations We proVIded threads to test the range, track, 

standby, reliable and unreliable forms of this operator 

CND Test Threads: These threads were used to test the Wait on Condition 

synchromzat10n operations We proVIded threads to test one condition for 

each relation attribute 

MBR Test Threads. These threads were used to test the Wait on Set Mem­

bership synchromzation operations We provided threads to test the sets 
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Tracking, Ranging, and Isstandby 

SET Test Threads. These threads were used to test the Wait on Set Transition 

synchroruzat10n operations We provided threads to test the sets Tracking 

and IsReliable 

Test threads were designed with the followmg goals m mmd 

• Threads should always be able to block on some STE semaphore 

• Threads must record state mformat1on on a simulation log unmed1ately before 

passmg onto a STE semaphore and after any restarts 

• Where assertions have been proVIded, threads must execute assertions imme­

diately after they restart 

In our simulations the mam thread creates 42 test threads at startup Depend­

mg on the exact state of the STEM, as many as 21 threads can be restarted when 

the radar variable 1s updated 

5.1 2.1 EVT Test Thread 

An EVT test thread 1s used to test a Wait on Transition synchroruzation operation 

( see Section 3 4 7 1) L1stmg 5 1 shows the code for a test thread testmg the 

avai tEvtTrack synchroruzation operation This thread can only be awakened 

when the mode momtor executes the Track state trans1t10n operation 



Listing 5.1 EvtTrack a thread to test awai tEvtTrack 

1 void EvtTrack( RADARVAR *RS) 

2 { 

3 inti, res, 
4 

5 for ( 1 = 0, Running(), ++1) do 
6 if ( DEBUG(16) ) then 
7 pr1nt_1 t ( 0, "pass-1/,ld awai tEvtTrack" ) , 
8 end if 
9 

10 res= awaitEvtTrack( RS), 

11 

12 if ( DEBUG(16) ) then 
13 print-it( 0, "restart-1/.ld awaitEvtTrack %d", 1, res ) , 
14 end if 
15 end for 
16 
17 mutex_thread( rootproc ), 
18 ThreadExit(), 
19 } 

5.1 2.2 CND Test Thread 

96 

A CND test thread is used to test Wait on Condition synchromzation opera­

tions ( see Section 3 4 7 4) Listmg 5 2 shows the code for a thread testmg the 

awa1 tCndtTrack and awa1 tCndfTrack synchromzation operations The goal of 

CndTrack is to keep the executmg thread blocked 

To test the radar variable's condition, we use the predicate IsTrack(Rs, TRKREL) 

If the condition holds, the thread will pass onto awa1 tCndfTrack and block un­

til the condition does not hold If the condition does not hold, then the thread 

will pass onto awa1 tCndtTrack and block until the condition does hold If a CND 

test thread is restarted under the wrong condition, it will create an appropriate 
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annotation m the s1mulat10n log 

5 1.2.3 MBR Test Thread 

A MBR test thread IS used to test Wait on Set Membership synchrornzat10n op­

erations (see Section 3 4 7 5) Listmg 5 3 shows the code for a thread testmg the 

ava1 tMbrfTrack1ng, ava1 tMbrfRang1ng and ava1 tMbrf Isstandby synchrornza­

t1on operations The goal of MbrfMode 1s to keep the executmg thread blocked 

The IsRang1ng, IsTrack1ng and Isisstandby mqwry operations are used to de­

termme the current mode of the state machine With this mformation the thread 

selects the correspondmg synchrornzation operation and blocks until the mode 1s 

changed by the mode momtor If a MBR test thread IS restarted m an unexpected 

mode, 1t will create an appropriate annotat10n m the simulation log 



Listing 5.2 CndTrack a thread to test awa1 tCndTrack 

1 void CndTrack( RADARVAR *RS) 

2 { 

3 

4 

5 

int 1, res, 
Boolean cond, 

6 for ( 1 = 0, Running() , ++i) do 
7 if ( IsTrack( RS, (RADARVAR *)TRKREL) ==False) then 
8 if ( DEBUG(32) ) then 
9 

10 

11 

print_i t ( 0, "pass-F-'l.ld 
end if 

awaitCndtTrack" ) , 

12 res= awaitCndtTrack( RS, (RADARVAR*)TRKREL ), 

13 cond = IsTrack(RS,(RADARVAR *)TRKREL), 

14 ASSERTION( cond==True ), 
15 

16 if ( DEBUG(32)) then 
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17 pr1nt_1t(O, "restart-F-1/.ld awaitCndtTrack 1/.ld", 1, res), 
18 end if 
19 else 
20 if ( DEBUG(32) ) then 
21 

22 

23 

print-it (0, "pass-T-1/.ld 
end if 

awaitCndfTrack" ) , 

24 res= awaitCndfTrack( RS, (RADARVAR*)TRKREL ), 

25 cond = IsTrack(RS,(RADARVAR *)TRKREL), 

26 ASSERTION( cond==False ), 
27 

28 if ( DEBUG(32)) then 
29 print_it(O, "restart-T-1/.ld awaitCndfTrack 1/.ld", 1, res), 
30 end if 
31 end if 
32 end for 
33 

34 

35 

36 } 

mutex-thread( rootproc ), 
Tore adExi t O , 
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Listing 5.3 MbrfMode a thread to test awa1 tMbrtMode 

1 void MbrfMode( RADARVAR *RS) 
2 { 
3 int 1, res, 
4 Boolean cond, 
5 

6 for ( i = 0, Running(), ++1) do 
7 if ( IsRang1ng( RS)== True) then 
8 if ( DEBUG(64) ) then 
9 pr1nt_1 t (0, "pass-T-'l.ld awa1 tMbrfRanging" ) , 

10 end if 
11 res= awa1tMbrfRang1ng( Rs), 
12 cond = IsRanging( RS), ASSERTION( cond==False ), 
13 if ( DEBUG(64)) then 
14 pr1nt_1t(O, "restart-T-'l.ld awa1tMbrfRang1ng 'l.d", 1, res ) , 
15 end if 
16 
17 else if ( Isisstandby( RS)== True) then 
18 if ( DEBUG(64)) then 
19 print-it (0, "pass-T-'l.ld awa1tMbrfisstandby" ) , 
20 end if 
21 res= awa1tMbrfisstandby( RS), 
22 cond = Isisstandby( RS), ASSERTION( cond==False ), 
23 if ( DEBUG(64)) then 
24 pr1nt-1t(O, "restart-T-'l.ld awaitMbrfisstandby 'l.d", 1, res), 
25 end if 
26 

27 else if ( IsTrack1ng( RS)== True) then 
28 if ( DEBUG(64) ) then 
29 pr1nt_it(O, "pass-T-'l.ld awa1tMbrfTrack1ng" ) , 
30 end if 
31 res= awaitMbrfTracking( RS), 
32 cond = IsTrack1ng( RS), ASSERTION( cond==False ), 
33 if DEBUG(64) ) then 
34 pr1nt_1t(O, "restart-T-'l.ld awa1tMbrfTrack1ng 'l.d", 1, res), 
35 end if 
36 end 1f 
37 end for 
38 

39 mutex_thread( rootproc ), 
40 ThreadEx1t(), 
41 } 
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5.1.2 4 SET Test Thread 

A SET test thread 1s used to test Wait on Set Transition synchromzation operations 

( see Section 3 4 7 3) L1stmgs 5 4 and 5 5 show the code for a thread testmg the 

a-wa1 tSettTrack1ng and a-wa1 tSetfTrack1ng synchromzation operations 

The goal of SetTrack1ng 1s to keep the executmg thread blocked The IsTrack-

1ng mqmry operation d1V1des the test mto two parts 

• Cases where the startmg condition 1s True (this mcludes the poss1b1hties 

a-wa1tSetfTrack1ng(tf) anda-wa1tSettTrack1ng(tft)) , and, 

• Cases where the startmg condition 1s False (this mcludes the poss1b1hties 

a-wa1tSettTrack1ng(ft) and a-wa1 tSetfTrack1ng(ftf) 

W1thm each case we select a candidate operation by consultmg the for-loop mdex 

If the mdex 1s even, we select the one-transition form of the synchromzation oper­

ation If the mdex 1s odd, we select the two-trans1t1on form of the synchromzation 

operation The test thread described here, SetTrack1ng, will be restarted by the 

mode momtor after the correct number of track transitions have occurred 



Listing 5 4 SetTrack1ng a thread to test awa1 tSetTrack1ng 

1 void SetTrack1ng( RADARVAR *RS) 

2 { 
3 int 1, res, 
4 

5 for ( 1 = 0, Running() , ++1) do 
6 1f ( IsTrack1ng( RS)== True) then 
7 
8 1f ( 1 ¼ 2 == 0) then 
9 tf_sequence (see lines 1--8 in Listing 5 5) 

10 else 
11 tft_sequence (see lines 10--17 in Listing 5 5) 

12 end if 
13 

14 else 
15 if ( i ¼ 2 == 0) then 
16 ft-sequence (see lines 19--26 in Listing 5 5) 
17 else 
18 ftf_sequence (see lines 28--35 in Listing 5 5) 

19 end if 
20 end if 
21 end for 
22 
23 mutex-thread( rootproc ), 
24 ThreadExit(), 
25 } 
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Listing 5.5 Set tests for awa1 tSetTrack1ng 

1 // tf-sequence 
2 
3 if ( DEBUG(128) ) then 
4 pr1nt-1t(O, "pass-T-¼ld T->F SetfTrack1ng" ) , 
5 end if 
6 res= awa1tSetfTrack1ng( RS), 
7 if ( DEBUG(128) ) then 
8 pr1nt_it(O, "restart-T-¼ld T->F SetfTrack1ng %ld", i, res), 
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9 end if 
10 

11 // tft-sequence 
12 
13 if ( DEBUG(128) ) then 
14 print-it(O, "pass-T-'l,ld T->F->T SettTrack1ng" ) , 
15 end if 
16 res= awa1tSettTrack1ng( RS), 
17 if ( DEBUG(128) ) then 
18 pr1nt-1t(O, "restart-T-'l.ld T->F->T SettTrack1ng 'l.ld", 1, res), 
19 end if 
20 

21 // ft-sequence 
22 
23 if ( DEBUG(128) ) then 
24 print_it(O, "pass-F-'l,ld F->T SettTracking" ) , 

25 end if 
26 res= ava1tSettTrack1ng( RS), 
27 if ( DEBUG(128) ) then 
28 pr1nt_1t(O, "restart-F-'l.ld F->T SettTrack1ng 'l,ld", 1, res), 

29 end if 
30 

31 // ftf-sequence 
32 
33 if ( DEBUG(128)) then 
34 print-l t (0, "pass-F-%ld F->T->F SetfTracking" ) , 
35 end if 
36 res= awa1tSetfTrack1ng( RS), 
37 if ( DEBUG(128) ) then 
38 pr1nt_1t(O, "restart-F-'l,ld F->T->F SetfTracking 'l,ld", 1, res), 
39 end if 
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5.1.3 Simulation Results 

The awk scnpt used to verify the simulation logs generated by the Radar Set Module 

(RSM) simulator mamtams a RSM state machme When 1t reads a record generated 

by an event-s1gnalmg process 1t performs the next state calculation and compares 

it 's result with the correspondmg result embedded m the simulation record If 

the next state m the simulation record differs from the venfier 's calculat10n, we 

say there has been an operational failure m the RSM simulator After each event 

1s verified, a number of thread restart records must be verified As the verifier 

processes restart records 1t compares it 's mternal state with the mformation m the 

simulation record Any difference between it 's mternal state and the mformation 

m the simulation record md1cates an operat10nal failure of the RSM simulator The 

verifier processes four restart conditions 

EVT thread restart: When the verifier reads a 'restart awa1 tEvtRelat1on' record, 

Relation must be equal to the relation recorded by the verifier durmg the 

most recent next state calculation 

CND thread restart: When the verifier reads a 'restart awa1 tCndRelat1on' record, 

the transition (S----+ S') must be a member of Relation and (S----+ S') must 

be embedded m the simulation record Here S 1s the current state of the 

verifier and S' 1s some state reachable from S m one transition 

MBR thread restart: When the verifier reads a 'restart awa1tMbrSet' record, 

the Set embedded m the s1mulat10n record must be equal to the last recorded 

mode rn the state machme mamt amed by the verifier 
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SET thread restart: When the verifier reads a 'restart ava1tSetSet ' record , the 

Set and predicate state embedded m the simulation record must be equal to 

the current mode and predicate state m the state machme mamtamed by the 

verifier The verifier also ensures that the correct number of set transitions 

have occurred before the restart 

Several state machine traces of varymg lengths were processed usmg our sim­

ulator The results of the verificat10n step on these simulation logs are presented 

m Appendix F 2 and Table 5 1 In all cases the verification script found no opera­

tional failures m the simulation logs We conclude that our implementation of the 

STE synchromzation operations satisfies the descriptions given m Faulk and Parnas 

[3) 

Length of 
Number of 

Number of Number of 
Run Name Simulation Operations Verification 

(seconds) Events 
Checked Failures 

canon 119 21 303 0 

canon20 9 29 200 3203 0 

randomlO 3 62 99 1562 0 

random20 7 06 198 3201 0 

Table 5 1 Simulation results 
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Table 5 2 Interfaces utilized by the test application 

Function I Description 

In-core Loggmg : 1cl.h 

1cLm1t1alrne Imt1ahze m-core loggmg 

1cLdestroy Reset m-core loggmg 

1cLmsert Add a line to the m-core log 

1cLretrieve Retrieve a hne from the m-core log 

1cLwritelog Write m-core log to the srmulation log 

Simulation Log: logfile h 

logLm1tiahze Imt1ahze the simulation log 

logLwnte Write a hne to the s1mulat1on log 

Formatted Prmt : prmt h 

prmt_1ru t1ahze Declare prmt smk for pn.nt_it 

Format output to the pnnt smk 

Event Queue: queue.h 

queue_create Create an event queue 

queue_destroy Destroy an event queue 

queue-add Add an element to the event queue 

queue-remove Remove an element from event queue 

queue_front Check the front element of event queue 

queue_empty Test 1f event queue 1s empty 

Commumcations Momtor · cproc c 

contmued on next page 
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contmued from prevwus page 

Function Descnpt10n 

COIIlllLcreateServer Convert thread to commumcat1ons server 

COIIlllLconnectServer Connect to the commUillcat1ons server 

COIIlllLreadBuffer Get next event from commurncat1ons server 

controLread Process FS-READ message 

controL wn te Process FS-WRITE message 

VSTa functions . syscalls.h 

tfork Create a thread 

gett1d Return a thread's thread 1dent1fier 

_msleep Sleep for n rmlliseconds 

mutex_thread Implements bamer synchromzation 

msg_connect Connect to a server at a known port 

msg_accept Accept a client connection 

msg_disconnect Client disconnects from server 

msg-send Send a message 

msg_rece1ve Receive a message 

Miscellaneous functions : ktest.h 

LoadEventsFile Read a state--machme trace from a file 

SignalFa1lure Report failed state transition operator 

Runnmg Predicate mdicatmg 1f simulation 1s runmng 

DEBUG Macro controllmg output to log 

ASSERTION Macro used to expand assertions 

contmued on next page 
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contmued from prev10us page 

Funct10n Description 

GetThreadPnonty Get caller's schedulmg queue 

SetThreadPnonty Set caller's schedulmg queue 

ThreadExit Termmate a thread 

Radar Set Module: radar.h 

CreateRadar Create a radar STE variable 

DeleteRadar Delete a radar STE variable 

IsRangmg, IsTrackmg, 
Islsstandby, IsNotRehable, Relation mqmry operations 
Islsrehable 

Range, Track, 
Standby, Unreliable, State transition operations 
Reliable, Failure 

awaitEvtRelat10n Wait on transition operation 

awai tCndReJat10n Wait on condition operat10n 

awaitMbrSet Wait on set membership operat10n 

awaitSetSet \Vait on set transition operation 
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5.2 Timing Characteristics of Synchronization Op­

erations 

In order to implement many real-time applications 1t 1s necessary to measure the 

timmg characteristics of executmg processes To this end, we measured the t1m­

mg characteristics of a number of the low-level and high-level operations we have 

presented m Chapters 3 and 4 All measurements were performed on a smgle 

1486/33MHz IBM compatible computer runnmg release 152 of the VSTa operat­

mg system 

VSTa proVIdes direct access to its time-of-day clock VIa the t1me_get system 

call t1me_get returns the value of the time-of-day clock m rmcroseconds To make 

timmg measurements on simple operations, we used the code segment illustrated m 

L1stmg 5 6 cvt1me returns the difference between two timestamps m rrucroseconds 

Smee the clock 1s runnmg for part of each t1me_get system call, the value returned 

by this code segment 1s an overestimate of elapsed time We adjusted all timmg 

measurements made m this fash10n by subtractmg the time it takes to execute a 

smgle time-get function The median execution time for t1me_get 1s 27 µs (see 

Table 5 3) 

A simple application was designed to collect the timmg measurements given m 

Table 5 3 This application performs the measurements and outputs the results 

to an ASCII data file These results are then collected and mput mto SPSS3 to 

summarize the tunmg measurements 

3We used SPSS for Wmdows Release 7 5 1 SPSS IS a trademark of SPSS Inc 



Listing 5.6 Measurmg the time to execute an operation 

1 int usecs, 
2 sid..t sema = 0, 
3 struct time start, end, 
4 

5 time-get( &start), 
6 sema = dop_create( s_CLOSED ), 
7 time_get( &end), 
8 usecs = cvtime( &end, &start), 

109 

For some calculations it is necessary to know the number of STE semaphores as­

sociated with a STE variable For our implementation of STE variables we calculate 

the number of semaphores usmg the followmg relation 

where n is the number of semaphores, nr is the number of relation attributes m the 

state machme defimtion, ns is the number of set attributes m the state machme 

defimtion, and, nc is the number of conditions identified by the stetoc precompiler 

Smee the state machme defimt10n for radar vanables mcludes 6 relation at­

tributes, 5 set attributes and 13 conditions, 68 STE semaphores are reqmred to 

implement radar vanables 

5.2.1 dop_create and dop_destroy 

Creatmg a STE semaphore ( dop-create) has a median execut10n time of about 

35 µs The timmg measurements for the dop-destroy operation are a bit more 

mterestmg For the reported measurements , we destroyed 255 STE semaphores 

The first destroy operation took 176 µs, the last destroy operation took 769 µs 
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Fittmg a curve to these 255 measurements yields the relat10n 

y = 2 3217x + 1510618, r 2 = 0 995 

where x = the number of semaphores destroyed and y = the time to destroy x 

semaphores, m microseconds The coefficient of determmat10n mdicates that 99 5% 

of the variation m the y variable is explamed by the fitted regression 

We explam this behaVIour m the followmg fashion In VSTa, the debug version 

of the kernel's memory allocation module checks for mstances of double-freeing m 

the free funct10n So as more items are freed (m this case memory allocated to 

VSTa semaphores) the kernel must reVIew its ever mcreasmg list of freed obJects 

to msure that candidate obJects are not bemg freed twice What we are actually 

measurmg m this case is an artifact m the kernels memory allocation algorithm 

5.2.2 Wait-Wake Response 

This is perhaps the smgle most important tunmg charactenstic for any synchro­

mzation method which employs blockmg Measuring wait-wake response answers 

the question 'How quickly can a blocked thread respond to a signal from another 

thread '2' To measure this response time we used the code shown m Listmg 5 7 

The execution sequence of the two threads T1 and T2 goes somethmg hke this 

1 Thread T1 executes the passage operation on semaphore A and blocks 

2 Thread T2 executes the signal operation on semaphore A This restarts thread 

T1 

3 Thread T2 executes the passage operation on semaphore B and blocks 
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4 Thread T1 executes the signal operat10n on semaphore B This restarts thread 

T2 

5 Return to step 1 

From this perspective we see that the measurement of wait-wake response gives us 

a very good idea of the context switchmg time for threads runnmg m the VSTa 

operatmg system The four steps given above represent two context switches T1 

to T2 then T2 to Ti In Table 5 3 the median execution time for the wait-wake 

response 1s 142 µs This implies that the context sw1tchmg time m VSTa is about 

71 µs 

In Sect10n 4 2 we discussed two approaches for the design of our low level 

synchromzation operations (cl-operations) With one approach we could proVIde 

semaphore services by des1gnmg a VSTa server With this approach the only means 

of mterprocess commumcations would be the native messagmg system In Table 5 3 

we provide measurements for VSTa's msg-send system call For 0-byte messages the 

msg_send system call has a median response time of 274 µs These response times 

are s1gn1ficantly lower than those reported here for wait-wake response This rem­

forces our comments m Section 4 2 which suggest that extending the microkernel 

to proVIde semaphores results m lower latency semaphore operations 
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Listing 5 7 Measurmg wait-wake response 

1 s1cLt asema = 0, 
2 sicLt bsema = 0, 
3 int n = number_of_samples, 
4 

5 void main() 
6 { 
7 asema = dop_create( $_CLOSED ) , 
8 bsema = dop-create( $_CLOSED ) , 
9 tfork ( T1 , 0 ) , 

10 tfork ( T2, 0 ) , 
11 

12 } 
13 

14 void T1 ( int arg ) 
15 { 
16 struct time start[n], end[n], 
17 

18 for ( int 1= 0, l < n, ++1 ) do 
19 time-get ( &:start [1] ) . 
20 dop_pass ( asema ) , 
21 t1me_get( &:end[1] ), 
22 dop_updown( bsema ), 
23 end for 
24 } 
25 

26 void T2( int arg ) 
27 { 
28 struct time start [n] , end[n], 
29 

30 for ( int 1= 0, l < n • ++1 ) do 
31 dop_updown( asema ), 
32 t1me_get ( &:start [1] ) . 
33 dop_pass( bsema ) , 
34 t1me_get( &:end [i] ) . 
35 end for 
36 } 
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5.2.3 dop_up and dop_movesema 

Tmung measurements for the dop_up and dop_movesema operations characterize 

the overhead associated with restartmg and morphmg threads To measure the 

median restart time we used the algorithm presented m Listmg 5 8 In the runs 

reported m Table 5 3 we recorded the time to restart 128 threads as 1228 µs This 

leads to a median restart time of about 10 µs per thread This is the time reqmred 

to move one thread from a semaphore queue to some schedulmg queue 

Listing 5.8 Measurmg median restart time 

1 void main() 
2 { 
3 int n = number_of_samples, 
4 int usecs, restarts, 
5 struct time start, end, 
6 sid_t sema = dop-create( $_CLOSED), 
7 

8 for ( int 1 = 0 , 1 < n, ++1) do 
9 tfork( thread, sema ), 

10 end for 
11 

12 time_get( &start), 
13 restarts= dop-up( sema ), 
14 time_get( &end), 
15 assert( restarts== n ), 
16 usecs = cvtime( &end, &start), 
17 } 

18 

19 void thread( s1cLt sema) 
20 { 

21 dop_pass( sema ), 
22 } 

To measure the median rnorphmg time we used the algorithm presented m 
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Listmg 5 9 In the runs reported m Table 5 3 we recorded the time to morph 128 

threads as 442 µs This leads to a median morphmg time of about 4 µs per thread 

This 1s the time reqmred to move one thread from a source semaphore queue to a 

destmation semaphore queue 

Listmg 5 9 Measurmg median morphmg time 

1 void main() 
2 { 

3 int n = number_of_samples, 

4 int usecs, restarts, movers, 
5 struct time start, end, 
6 sid_t asema = dop_create( S_CLOSED ), 
7 sid_t bsema = dop-create( s_cL□SED ), 
8 

9 for ( int 1 = 0, 1 < n, ++1) do 
10 tfork( thread, asema ), 
11 end for 
12 
13 time-get( &start), 
14 movers= dop...movesema( asema, bsema ), 
15 time_get( &end), 
16 usecs = cvtime( &end, &start), 
17 
18 assert( movers== n ), 
19 restarts= dop_up( asema ), 
20 assert( restarts== 0 ), 
21 restarts= dop_up( bsema ), 
22 assert( restarts== n ), 
23 } 

24 

25 void thread( sicLt sema) 
26 { 

27 dop_pass( sema ), 
28 } 
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5.2.4 High-Level Synchronization Operations 

We measured the times to create, delete and update mdar variahles by mstrument­

mg the snnulator described m Section 5 1 Durmg typical simulation runs , 42 test 

threads are created by the main thread, and up to 21 threads may be restarted 

when a mdar variable 1s updated 

The results presented m Table 5 3 mdicate that the median creat10n time for 

a mdar variable 1s about 2 5 ms Almost all of this time can be accounted for 

by the creat10n of the STE semaphores In Section 5 2 1 we reported a median 

semaphore creation time of 35 µs Smee mdar vanables contam 68 STE semaphores, 

the dop_create operation accounts for apprmamately 98% (2380 µs) of the mdar 

variable creation time The remammg time 1s reqmred to m1tiahze the set and 

condition tables of the STEM 

The median execution time for the DeleteRadar operation 1s about 15 7 ms 

Takmg mto account the behaviour of the dop_destroy operation reported m Sec­

tion 5 2 1, we can account for 1820 µs (12%) of this time (time to restart 42 threads 

+ time to destroy 68 semaphores+ time to free 14 memory blocks) 

The median execution time for the UpdateRadar operation 1s about 941 µs 

After exammmg the results m Section 5 2 3 and knowmg that up to 21 threads are 

restarted with each transition event , 1t 1s clear that only about 200 µs (20%) of 

the update cycle can be attributed to restartmg threads The remammg time 1s 

reqmred for scannmg and updatmg the mdar variable's set and cond1t1on tables 
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I Operat10n I Median µs I Sample Size I Range µs 

Low-Level Operations 

dop-create 35 255 31- 56 

dop-destroy tt 255 176-769 

wait-wake response 142 255 139-177 

dop_up 1223 126 1203- 1466 
restart 128 threads 

dop..movesema 442 126 423-549 
move 128 threads 

High-Level Operations 

CreateRadar 2468 127 2458- 2526 

DeleteRadar 15691 127 15416- 16017 

UpdateRadar 941 127 795-1030 

VSTa Operations 

time-get 27 510 25-29 

tfork 444 80 435-457 

msg_send 
274 126 271- 300 0-byte message 

msg_send 
921 126 919-962 64-byte message 

malloc 127 127 119-677 

free 79 127 77- 81 

Table 5 3 T11nmg charactenstics of STE operations 

tt see Sect10n 5 2 1 for an explanation 
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5.3 Summary 

We have demonstrated that our implementation of the state transition event ma­

chme conforms to the specification outlmed m Faulk and Parnas [3] This was 

accomplished by designmg a simple test application which forces threads to block 

on specific STE semaphores These threads record their response to state tran­

sitions to a simulation log which is later analyzed by a verification program In 

the simulation runs described here, no v10lations were reported by our verification 

program 

In this chapter we have also presented the timmg characteristics of several 

important low-level and high-level STEM operations We measured the wait-wake 

response of the d-opemtwns to be about 142 µs The transition manager was able 

to update the mdar STEM m about 941 µs These results suggest that even under 

a moderate load, the transition manager should be able to process several hundred 

updates per second 
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Chapter 6 

Conclusion 

The prmcipal goal of this thesis was to provide an implementation for state tran­

sition event machmes (STEM) Our approach m the design and implementation of 

STEMS was 

• Develop a tool to automate conversion of STE type declarations mto compil­

able 'C ' code 

• Provide synchromzation support for state transition event machmes 

• Develop a techmque to venfy the correct operation of a STEM 

• Examme the execut10n performance of our implementation 

In this chapter we state our findmgs and describe possible future work 
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6.1 Contributions and Achievements 

We have succeeded m our mam goal of prov1dmg a usable implementation of state 

transition event machmes The tool we designed to convert STE type declarations 

to compilable 'C' code works very well One discovery we made, however, was 

that the spec1ficat10n given m (3] only provides STE operations for blockmg tasks 

Faulk and Parnas (3, 4] discuss m very general terms how the d-opemtwns can be 

used to effect a restart of blocked tasks, but a more substantial model was reqrured 

to manage state transition event machmes We addressed this shortcommg by 

designmg and 1mplementmg an abstract data type to provide these management 

operations This obJect 1s referred to as a transition manager 

To provide the synchromzation support reqrured by STEMs, we extended the 

system call mterface of the VSTa operatmg system to mclude our implementation 

of the d-opemtwns [5, 3) 

We use an event-dnven simulation approach to check for the correct operation 

of specific STEMs Durmg a simulation a group of test threads respond to events 

mJected mto the system by recordmg the1r response m the simulation log After 

the s1mulat10n, this log 1s checked with a venfication tool which identifies suspect 

operations Several simulations of varymg lengths were run usmg this approach 

In all cases the verification tool found no errors m the simulation logs We con­

clude that our implementation of the STE synchromzat10n operations satisfy the 

descnpt1ons given m Faulk and Parnas [3) 

We also exammed the execution performance of the radar STEM runnmg m the 

VSTa environment The measured wait-wake response time for the d-opemtwns 

was about 142 µs This md1cates that state transition event machmes can be 
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fairly responsive to mput signals The transition manager 1s able to perform a 

STEM update m about 941 µs This md1cates that even under a modest load, the 

transition manager can perform several hundred updates per second 

Our approach to state transition event machmes appears to be the first pub­

lished implementation of the STEM abstract data type Our approach should be 

usable many event-driven concurrent system wruch can be specified as a fimte state 

machme Once we understand the nature and specification of an event-dnven state 

machme, we can provide a tool, stetoc, which can convert the STE type declara­

tion directly mto a compilable representation of the STEM Smee a STE declaration 

can imply hundreds of STE operations, this tool should allow programmers to de­

sign their apphcat10ns without the necessity of manually codmg each of the STE 

operations 

6.2 Future Work 

The tools and techmques described here could be very useful m the construction of 

embedded systems based on STEM prototypes However, we feel that the automa­

tion tool (precomp1ler) should be enhanced to mclude the generation of the code 

necessary to venfy the state transition event machme 

At present our automat10n tool only handles simple events of the form 

COT(cond1t1on) 

A future extension should handle more general events of the form 

COT(cond1t1on1) when (cond1t1on2) 
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which mdicates that the event specified m cond1 tion1 will not be recogmzed unless 

cond1 tion2 holds 

At present our implementation and approach has been validated m a concurrent 

environment which is best described as a simple reactive system Future work 

should test this implementation m hard and soft real-time systems 
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Appendix A 

Sample STE Type Declarations 

A.I Type Declaration for Radar Set Module 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 

# Author 
# File 

Gordon O'Connell Adapted from Faulk and Parnas,1988 
radar ste 

# Date 30 May 1997 
# 
# Radar Set Module Control a virtual radar device 

ste radar 
{ 

state 
{ 

}, 
trkrel, rngrel, stbyrel, trknot, rngnot, stbynot, failed 

relation reliable 
{ 

(rngnot -> rngrel), (trknot -> trkrel), (stbynot->stbyrel) 
}, 

relation unreliable 
{ 

(rngrel ->rngnot), (trkrel -> trknot), (stbyrel -> stbynot) 
}, 

relation track 
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25 { 
26 (rngnot -> trknot), (rngrel -> trkrel), 
27 (stbynot -> trknot), (stbyrel -> trkrel) 
28 }, 
29 
30 relation range 
31 { 
32 (trknot -> rngnot), (trkrel -> rngrel), 
33 (stbynot -> rngnot), (stbyrel -> rngrel) 
34 }, 
35 
36 relation standby 
37 { 
38 (trknot -> stbynot), (trkrel -> stbyrel), 
39 (rngnot -> stbynot), (rngrel -> stbyrel) 
40 }, 
41 
42 relation failure 
43 { 
44 (trkrel -> failed), (rngrel -> failed), (stbyrel -> failed), 
45 (trknot -> failed), (rngnot -> failed), (stbynot -> failed) 
46 }, 
47 
48 
49 
50 
51 
52 
53 
54 
55 
56 
57 
58 
59 
60 
61 
62 
63 
64 
65 
66 
67 
68 
69 
70 

set ranging 
{ 

rngrel, rngnot 
}, 

set isstandby 
{ 

stbyrel, stbynot 
}, 

set isreliable 
{ 

rngrel, trkrel, 
}, 

set notreliable 
{ 

rngnot, trknot, 
}, 

set tracking 
{ 

trkrel, trknot 

stbyrel 

stbynot 
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71 }, 
72 }, 

A.2 Type Declaration for Mail Manager Module 

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 

# Author 
# File 

Gordon O'Connell Adapted from Faulk and Parnas,1983 
radar ste 

# Date 30 May 1997 
# 
# Mail Manager Control email dispatch 

ste mail 
{ 

state 
{ 

rdynil, nrdynil, rdymsg, nrdymsg, callreq, calling, failed 
}, 

relation enable 
{ 

(nrdyn1l->rdyn1l), (nrdymsg->rdymsg) 
}, 

relation msgarrival 
{ 

(nrdyn1l->nrdymsg), (rdynil->rdymsg), 
(nrdymsg->nrdymsg), (rdymsg->rdymsg) 

}, 

relation requestcall 
{ 

}, 

(nrdynil->callreq), (rdynil->callreq), (nrdymsg->callreq), 
(rdymsg->callreq), (callreq->callreq) 

relation disable 
{ 

(rdynil->nrdynil), (rdymsg->nrdymsg) 
}, 

relation callinit 
{ 

(callreq->calling), (rdymsg->calling) 
}, 
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40 
41 relation failure 
42 { 
43 (rdynil->failed), (nrdynil->failed), (rdymsg->failed), 
44 (nrdymsg->failed), (callreq->failed), (calling->failed) 
45 }, 
46 }, 
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Scanner and Parser Description 

Files 

B.1 Scanner Description File 

¼{ 
I• File 

• Author 
• Date 
* 

ste 1 
Gordon O'Connell 
30 May 1997 
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1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 

• Scanner for STE Definition files Scanner also provides line numbering 
• and simple comments(#) 
•I 

#include "parser h" 
#include "lexyy h" 
int lineno = 1, 
¼} 

dell.m 
ws 
letter 
digit 
identifier 
eol 

[ \t] 
{dehm}+ 
[A-Za-z] 
[0-9] 

({letter}({letter}l{digit}I_)•) 
\n 



21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
51 
52 
53 

comment # * 

{ws} 
{comment} 
ste 
state 
set 
relation 
{identifier} 
"->" 
II II , 
II It , 
II (tt 
II) ti 

"{" 

"}" 
{eol} 

I• 

{} 
{} 

{ return( YSTE ), } 
{ return( YSTATE ), } 
{ return( YSET ), } 
{ return( YRELATION ), } 
{ yylval stringval = yytext, return( YIDENTIFIER ), } 
{ return( YARROW), } 
{ return( ',' ), } 
{ return( ',' ), } 
{ return( '(' ), } 
{ return( ')' ), } 
{ return( '{' ), } 
{ return( '}' ), } 
{ lineno++, } 
{ fprintf( yyout, "unrecognized character %c\n", 

•yytext ) , } 

* Default Action scanner returns a zero token to report the end 
* of file 
•I 

int yywrap( void) 
{ 

return( 1 ) , 
} 
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B.2 Parser Description File 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 

%{ 
I• File ste y 

• Author Gordon O'Connell 
30 May 1997 • Date 

* 
• Parser for STE Definition files 
•I 

#include <stdio h> 
#include <stdlib h> 

#include "lexyy h" 
#include "cons h" 
#include "deftoc h" 
#include "parser h" 
%} 

%token YSTE 
%token YSTATE 
%token YSET 
%token YRELATION 
%token YIDENTIFIER 
%token YARROW 

%% 

File 
YSTE Identifier '{ 1 Declarations '}' ',' 
{ SyntaxTree =$$node= SteType( Declarations( $4 list), 

$2 node) , } 

Declarations 
{$$list= NILLIST, } 
I DeclarationList 
{$$list= $1 list,} 

DeclarationList 
OneDecl 
{$$list= list1( $1 node), } 
I DeclarationList OneDecl 
{$$list= cons( $2 node, $1 list),} 
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45 
46 
47 
48 
49 
50 
51 
52 
53 
54 

OneDecl 
StateDecl 
{ $$ node = $1 
I RelationDecl 
{$$node= $1 
I SetDecl 
{$$node= $1 

55 StateDecl 

node, } 

node, } 

node, } 

56 YSTATE '{' Ident1f1erL1st '}' ',' 
57 {$$node= StateDecl( Ident1f1erList( $3 list)),} 
58 
59 
60 RelationDecl 
61 YRELATION Identifier '{' OrderedPairs '}' ',' 
62 {$$node= RelationDecl( OrderedPairs( $4 list), $2 node),} 
63 
64 
65 SetDecl 
66 YSET Identifier '{' IdentifierList '}' ',' 
67 {$$node= SetDecl( IdentifierList( $4 list), $2 node),} 
68 
69 
70 OrderedPairs 
71 OrderedPair 
72 {$$list= listl( $1 node), } 
73 I OrderedPairs ',' OrderedPair 
74 {$$list= cons( $3 node, $1 list) , } 
75 
76 
77 Orderec:IPair 
78 '(' Identifier YARROW Identifier')' 
79 {$$node= OrderedPair( $2 node, $4 node), } 
80 
81 
82 Ident1f1erL1st 
83 Identifier 
84 {$$list= listl( $1 node),} 
85 I IdentifierList ',' Identifier 
86 {$$list= cons( $3 node, $1 list),} 
87 
88 
89 Identifier 
90 YIDENTIFIER 
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91 
92 
93 
94 
95 
96 
97 
98 
99 

{$$node = Identifier( $1 stringval ), } 

* Parser syntax error reporter Syntax errors are fatal 
•I 

void yyerror( char •string) 100 
101 
102 
103 
104 
105 
106 
107 } 

{ 
extern int lineno, 

static char fmtbuf[128], 

sprmtf( fmtbuf, "Line %d, %s", lineno, string), 
panic ( fmtbuf ) , 
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Appendix C 

Sample Precompiler Output 

C.1 Interface for Radar Set Module 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 

* Interface Module radar h 
* Source Generated by 'stetoc' from declaration file 
* Date Generated Mon Aug 25 13 29 13 1997 
•I 

#ifndef _RADAR_H 
#define _RADAR_H 

#include <types h> 
#include <set h> 
#include <fsm h> 

I* Type definition for STE Variables of type RADARVAR *I 

typedef struct 
{ 

int 
lock_t 
FSM 

} RADARVAR, 

state, 
lock, 
•fsm, 

#define NILRADAR ( (RADARVAR •)O) 

radar ste 
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25 
26 
27 /• Declarations for constants of type RADARVAR •/ 
28 
29 extern const RADARVAR •TRKREL, 
30 extern const RADARVAR •RNGREL, 
31 extern const RADARVAR •STBYREL, 
32 extern const RADARVAR •TRKNOT, 
33 extern const RADARVAR •RNGNOT, 
34 extern const RADARVAR •STBYNOT, 
35 extern const RADARVAR •FAILED, 
36 
37 
38 I• Function prototypes STE Variable Operations•/ 
39 
40 extern RADARVAR •CreateRadar( const RADARVAR * ), 
41 extern int UpdateRadar( RADARVAR *, int ) , 
42 extern int DeleteRadar( RADARVAR • ), 
43 
44 
45 /• Function prototypes Set Inquiry Operations•/ 
46 
47 extern Boolean IsRanging( RADARVAR * ) , 
48 extern Boolean Isisstandby( RADARVAR * ), 
49 extern Boolean Isisreliable( RADARVAR * ), 
50 extern Boolean IsNotreliable( RADARVAR * ), 
51 extern Boolean IsTracking( RADARVAR * ), 
52 
53 
54 /• Function prototypes Relation Inquiry Operations•/ 
55 
56 extern Boolean IsReliable( RADARVAR *, RADARVAR * ) , 
57 extern Boolean IsUnreliable( RADARVAR *, RADARVAR * ) , 
58 extern Boolean IsTrack( RADARVAR *, RADARVAR * ), 
59 extern Boolean IsRange( RADARVAR *, RADARVAR * ), 
60 extern Boolean IsStandby( RADARVAR *, RADARVAR * ), 
61 extern Boolean IsFailure( RADARVAR *, RADARVAR * ), 
62 
63 
64 I• Function prototypes Wait on Transition Event•/ 
65 
66 
67 
68 
69 
70 

extern 
extern 
extern 
extern 
extern 

int 
int 
int 
int 
int 

awaitEvtReliable( RADARVAR * ) . 
awai tEvtUnreliable ( RAD ARV AR * ) . 
awai tEvtTrack ( RAD ARV AR * ) . 
awai tEvtRange ( RAD ARV AR * ) . 
awaitEvtStandby( RADARVAR * ) ' 
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71 extern int awaitEvtFailure( RADARVAR • ) , 
72 
73 
74 I• Function prototypes Wait on Condition•/ 
75 
76 extern int awai tCndtReliable ( RAD ARV AR • , RAD ARV AR • ) , 
77 extern int awai tCndfReliable ( RADARVAR •, RAD ARV AR • ) , 
78 extern int awai tCndtUnreliable ( RAD ARV AR *, RAD ARV AR • ) , 
79 extern int awaitCndfUnreliable( RADARVAR *• RADARVAR • ), 
80 extern int awaitCndtTrack( RADARVAR *, RADARVAR • ) , 
81 extern int awaitCndfTrack( RADARVAR *, RADARVAR • ) , 
82 extern int awai tCndtRange ( RAD ARV AR *, RAD ARV AR * ) , 
83 extern int awaitCndfRange( RADARVAR *, RADARVAR • ) , 
84 extern int awai tCndtStandby ( RADARV AR •, RAD ARV AR • ) , 
85 extern int awaitCndfStandby( RADARVAR *, RADARVAR • ) , 
86 extern int awai tCndtFail ure ( RAD ARV AR •, RAD ARV AR • ) , 
87 extern int awaitCndfFailure( RADARVAR *, RADARVAR • ) , 
88 
89 
90 I• Function prototypes Wait on Call•/ 
91 
92 extern int awaitCallReliable( RADARVAR • ), 
93 extern int awaitCallUnreliable( RADARVAR • ) , 
94 extern int awa1 tCall Track ( RAD ARV AR • ) , 
95 extern int awa1tCal1Range( RADARVAR * ) , 
96 extern int awa1tCallStandby( RADARVAR • ) , 
97 extern int awa1tCallFailure( RADARVAR • ) , 
98 
99 
100 I• Function prototypes Wait on Set Membership•/ 
101 
102 extern mt awaitMbrtRanging( RADARVAR • ), 
103 extern mt awa1tMbrfRang1ng( RADARVAR * ) , 
104 extern int awa1tMbrtisstandby( RADARVAR • ) , 
105 extern int awaitMbrfisstandby( RADARVAR • ) , 
106 extern int awaitMbrtisreliable( RADARVAR • ), 
107 extern int awaitMbrfisreliable( RADARVAR • ), 
108 extern int awaitMbrtNotreliable( RADARVAR • ), 
109 extern int awaitMbrfNotreliable( RADARVAR • ), 
110 extern int awaitMbrtTracking( RADARVAR • ) , 
111 extern int awaitMbrfTracking( RADARVAR • ) , 
112 
113 
114 /• Function prototypes Wait on Set Transition•/ 
115 
116 extern mt awaitSettRanging( RADARVAR * ) , 
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117 extern int awaitSetfRanging( RADARVAR * ) , 
118 extern int awaitSettisstandby( RADARVAR * ) , 
119 extern int awaitSetfisstandby( RADARVAR * ), 
120 extern int awaitSettisreliable( RADARVAR * ), 
121 extern int awaitSetfisrelJ.able( RADARVAR * ) , 
122 extern int awaitSettNotrelJ.able( RADARVAR * ) , 
123 extern int awaitSetfNotrelJ.able( RADARVAR * ) , 
124 extern int awaitSettTracking( RADARVAR * ), 
125 extern int awaitSetfTracking( RADARVAR * ) , 
126 
127 
128 /• Function prototypes State Transition Operations *f 
129 
130 
131 
132 
133 
134 
135 
136 
137 

extern int 
extern int 
extern int 
extern int 
extern int 
extern int 

138 #endif 

Reliable( RADARVAR * ) ' 
Unreliable( RADARVAR * ) , 
Track( RADARVAR * ) , 
Range( RADARVAR * ) , 
Standby( RADARVAR * ) . 
Failure( RADARVAR * ) , 
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C.2 Implementation for Radar Set Module 

1 I* 
2 * Implementation Module radar c 
3 * Source Generated by 'stetoc' from declaration file radar ste 
4 * Date Generated Mon Aug 25 13 29 13 1997 
5 *I 
6 
7 #include <stdio h> 
8 #include <stdlib h> 
9 #include <set h> 
10 #include "radar h" 
11 
12 I* Some Constants *I 
13 
14 #define NUMSTATES 7 
15 #define NUMRELATI0NS 6 
16 #define NUMSETS 5 
17 
18 I* Constants for type RADARVAR *I 
19 
20 static const RADARVAR TRKREL_C0NSTANT = { 1, 0, NILFSM }, 
21 const RADARVAR *TRKREL = &TRKREL_C0NSTANT, 
22 
23 static const RADARVAR RNGREL_C0NSTANT = { 2, 0, NILFSM }, 
24 const RADARVAR *RNGREL = &RNGREL_C0NSTANT, 
25 
26 
27 
28 I* Set Data for Ranging *I 
29 
30 static uint RangingBitString[J = 

31 { 
32 0x0012 
33 }, 
34 
35 static SET RangingSet = 
36 { 
37 2, 1, RangingBitString 
38 }, 
39 
40 
41 
42 
43 I* Set Table *I 
44 
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45 static SETI'ABLEENTRY SetTable [] = 
46 { 
47 kRangingSet, False, 
48 kisstandbySet, False, 
49 kisreliableSet, False, 
50 kNotreliableSet, False, 
51 kTrackingSet, False 
52 }, 
53 
54 /• Handles for Sets•/ 
55 
56 #define RANGINGSET 0 
57 #define ISSTANDBYSET 1 
58 #define ISRELIABLESET 2 
59 #define NOTRELIABLESET 3 
60 #define TRACKINGSET 4 
61 
62 
63 I• Transition Relation•/ 
64 
65 
66 
67 
68 
69 
70 
71 
72 
73 
74 
75 

static int Radarx[NUMSTATES] [NUMRELATIONS] 
{ 

-1, 4, -1, 2, 3, 7, 
-1, 5, 1, -1, 3, 7, 
-1, 6, 1, 2, -1, 7, 

1, -1, -1, 5, 6, 7, 
2, -1, 4, -1, 6, 7, 
3, -1, 4, 5, -1, 7, 

-1, -1, -1, -1, -1, -1 
}, 

76 static int •Radar[NUMSTATES] = 
77 { 
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78 Radarx[O], Radarx[1], Radarx[2], Radarx[3], Radarx[4], Radarx[5], Radarx[6] 
79 }, 
80 
81 /• Handles for Relations•/ 
82 
83 #define RELIABLERELATION 0 
84 #define UNRELIABLERELATION 1 
85 #define TRACKRELATION 2 
86 #define RANGERELATION 3 
87 #define STANDBYRELATION 4 
88 #define FAILURERELATION 5 
89 
90 



/• Condition Table•/ 91 
92 
93 
94 
95 
96 
97 
98 
99 
100 
101 
102 
103 
104 
105 
106 
107 
108 
109 
110 
111 
112 
113 
114 
115 
116 

static C0NDTABLEENTRY CondTable[] 
{ 

RELIABLERELATI0N, 2, 
RELIABLERELATI0N, 1, 
RELIABLERELATI0N, 3, 

UNRELIABLERELATI0N, 5, 
UNRELIABLERELATI0N, 4, 
UNRELIABLERELATI0N, 6, 

TRACKRELATION, 4, 
TRACKRELATION, 1, 

RANGERELATION, 5, 
RANGERELATION, 2, 

STANDBYRELATI0N, 6, 
STANDBYRELATION, 3, 

FAILURERELATI0N, 7, 

}, 

117 /• STE Variable Operations•/ 
118 

1, 
2, 
3, 

4, 
5, 
6, 

7, 
8, 

9, 
10, 

11, 
12, 

13, 

= 

False, 
False, 
False, 

False, 
False, 
False, 

False, 
False, 

False, 
False, 

False, 
False, 

False, 

119 RADARVAR •CreateRadar( const RADARVAR *P) 
120 { 
121 int CurState = p->state, 
122 RADARVAR •ste, 
123 
124 if ((ste = (RADARVAR •) malloc(sizeof(RADARVAR))) == NULL) 
125 return( NILRADAR ), 
126 
127 ste->state = CurState, 
128 ste->lock = 0, 
129 
130 if ((ste->fsm = CreateMachine( NUMSETS, NUMSTATES, NUMRELATI0NS, 
131 NUMC0NDITI0NS, CurState, SetTable, 
132 Radar, CondTable )) == NILFSM) 
133 { 
134 free( ste ), 
135 return( NILRADAR ) , 
136 } 
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return ( ste ) , 

int UpdateRadar( RADARVAR *P, int relation ) 
{ 

return( UpdateHaehine((STEOBJECT •)p, relation) ), 

int DeleteRadar( RADARVAR *P) 
{ 

int restarted= DeleteHaeh1ne((STEOBJECT •)p ), 
free( p ), 
return (restarted), 

/• Set Inquiry Operations•/ 

Boolean IsRang1ng( RADARVAR *P) 
{ 

SETIABLE •SetTable = p->fsm->SetTable, 

137 
138 
139 } 
140 
141 
142 
143 
144 } 
145 
146 
147 
148 
149 
150 
151 } 
152 
153 
154 
155 
156 
157 
158 
159 
160 } 
161 
162 
163 
164 
165 
166 
167 
168 
169 
170 
171 
172 
173 } 
174 
175 
176 
177 
178 
179 
180 
181 
182 

return( IsinSet( SetTable[RANGINGSET] set, p->state )), 

/• Relation Inquiry Operations•/ 

Boolean IsRel1able( RADARVAR •p1, RADARVAR •p2) 
{ 

int le= p1->state, 
int re= p2->state, 
int ••tm = p1->fsm->Trans1t1on, 
return( (tm[le-1] [RELIABLERELATION] == re) ? True False), 

/• Synehron1zat1on Operators ~a1t on Transition Event•/ 

int awaitEvtReliable( RADARVAR *P ) 
{ 

SEMAPHORE sema = p->fsm->EvtSema[RELIABLERELATION], 
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return( dop_pass( sema )), 

1.nt awaitEvtTrack( RADARVAR *P) 

183 
184 } 
185 
186 
187 { 
188 
189 
190 } 
191 
192 
193 
194 
195 
196 
197 
198 
199 
200 
201 
202 
203 
204 
205 } 
206 
207 
208 { 
209 
210 
211 
212 
213 
214 
215 
216 } 
217 
218 
219 
220 
221 
222 
223 
224 
225 } 
226 
227 
228 { 

SEMAPHORE sema = p->fsm->EvtSema[TRACKRELATION], 
return( dop_pass( sema )), 

/• Synchronization Operators Wait on Condition•/ 

int awaitCndtTrack( RADARVAR •p1, RADARVAR •p2) 
{ 

SEMAPHORE sema, 
1.nt handle, 

1.f ((handle= CondMatr1.x[TRACKRELATION] [(p2->state)-1]) 
return( -1 ), 

sema = p1->fsm->CndtSema[handle-1], 
return( dop_pass( sema )), 

1.nt awaitCndfTrack( RADARVAR *p1, RADARVAR *p2 ) 

SEMAPHORE sema, 

1.nt handle, 

if ((handle= CondMatr1.x[TRACKRELATION] [(p2->state)-1]) 
return( -1 ), 

sema = p1->fsm->CndfSema[handle-1], 
return( dop_pass( sema )), 

/• Synchronization Operators Wait on Call•/ 

int awaitCallTrack( RADARVAR *P ) 
{ 

SEMAPHORE sema = p->fsm->CallSema[TRACKRELATION], 
return( dop_pass( sema )), 

int awaitCallRange( RADARVAR *P ) 
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SEMAPHORE sema = p->fsm->CallSema[RANGERELATION], 
return( dop_pass( sema )), 

/• Synchronization Operators Wait on Set Membership•/ 

229 
230 
231 } 
232 
233 
234 
235 
236 
237 
238 
239 
240 } 
241 
242 
243 { 
244 
245 
246 } 
247 
248 
249 
250 
251 
252 
253 
254 
255 
256 
257 
258 
259 
260 } 
261 
262 
263 { 
264 
265 
266 
267 
268 
269 
270 
271 } 
272 
273 
274 

int awaitMbrtRanging( RADARVAR *P) 
{ 

SEMAPHORE tsema = p->fsm->MbrtSema[RANGINGSET], 
return( dop_pass( tsema )), 

int awaitMbrfRanging( RADARVAR *P ) 

SEMAPHORE fsema = p->fsm->MbrfSema[RANGINGSET], 
return( dop_pass( fsema )), 

/• Synchronization Operators Wait on Set Transition•/ 

int awaitSettRanging( RADARVAR *P) 
{ 

SEMAPHORE ssema = p->fsm->SSettSema[RANGINGSET], 
SEMAPHORE lsema = p->fsm->LSettSema[RANGINGSET], 

if ( IsRanging( p) ==True) 
return( dop_pass( lsema )), 

else 
return( dop_pass( ssema )), 

int awaitSetfRanging( RADARVAR *P) 

SEMAPHORE ssema = p->fsm->SSetfSema[RANGINGSET], 
SEMAPHORE lsema = p->fsm->LSetfSema[RANGINGSET], 

if ( IsRanging( p) ==True) 
return( dop_pass( ssema )), 

else 
return( dop_pass( lsema )), 

/• State Transition Operations•/ 
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275 
276 int Reliable( RADARVAR *P) 
277 { 
278 return ( UpdateRadar ( p, RELIABLERELATION ) ) , 
279 } 
280 
281 int Range( RADARVAR *P) 
282 { 
283 return( UpdateRadar( p, RANGERELATION )), 
284 } 
285 
286 
287 
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Appendix D 

Programming Interfaces 

D.1 STEM Operations 

Declaration 

Description 

Structures 

Members 

Create 'lype 

#include<type h> 

In tlns section Type mdicates the name of a STE declaration, Set 
represents a set attribute, Relation represents a relation attribute 
and p, q are STE variables A STE declaration is translated mto an 
implementation usmg the stetoc precomp1ler Every implementa­
tion has an associated mterface which is placed m file type h 

typedef struct 
{ 

int 
lock_t 
FSM 

} TYPEVAR, 

state, 
lock, 
*fsm, 

// current state of STEM 
// spinlock for mutual exclusion 
// the STEM 

TYPEVAR *CreateType( const TYPEVAR *P ), 

Create Type() is the variable constructor for STE variables belong­
mg to class Type The constructor uses the current state of a refer­
ence obJect, p, and t ransition manager function CreateMachine () 
to mitiahze the STE variable 



DeleteType 

Updatefype 

IsSet 
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Return values If successful, this funct10n returns a pomter to an 
obJect of type TYPEVAR, otherwise, NULL will be returned. 

int Delete Type ( TYPEV AR *P ) , 

DeleteType () 1s the vanable destructor for STE variables belong­
mg to class Type This function passes control directly to the tran­
sition manager function DeleteMachine () The followmg house­
keepmg functions are performed by DeleteMachine 0 

• the dop_up () operation is executed. on every semaphore ref­
erenced. m p This forces all blocked threads to restart 

• the dop-delete () operation is executed on every semaphore 
referenced. m p This recovers all kernel resource associated 
with the semaphore 

• the memory allocated to the semaphore arrays and tables is 
returned. to the heap 

Return values The value returned by this operation mdicates the 
number of threads restarted by the destructor 

int UpdateType( TYPEVAR *P, int event), 

Update Type () is the variable update operation for STE variables 
belongmg to class Type This function passes control directly to 
the transition manager function UpdateMachine O The followmg 
functions are performed by UpdateMachine () 

• uses event to determme the next state of the STE state ma­
chine 

• uses the next state mformation to update the set and condi­
tion tables 

• uses the mformation m the set and condition tables to update 
all semaphores 

Return values Returns 0 if the update was successful, otherwise, 
-1 mdicates that the function was unable to compute the next state 
of the STE state machine 

Boolean IsSet( TYPEVAR *P ), 

IsSet O returns True if the current state of STE variable p belongs 
to set Set It returns False otherwise 



lsRelat10n 

Relat10n 
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Boolean IsRelation( TYPEVAR *P, TYPEVAR *q ), 

IsRelation O returns True 1f the relation Relation contams the 
trans1t1on (p,q) E Relation It returns False otherwise 

int Relation( TYPEVAR *P ), 

Relation() 1s a state trans1t1on operation for STE vanables be­
longmg to class Type There 1s one trans1t1on operation for each 
relation attribute m the declaration for class Type This function 
passes control directly to the update operation Update Type 0 

Return values Returns O 1f the trans1t1on operation was successful, 
otherwise, -1 mdicates that the update operation was unable to 
compute the next state of the STE state machine 

Synchromzation Operators 

The synchroruzat1on operations are bmlt upon the d-operations 
In fact the only external function used by the synchroruzat1on op­
erations 1s function dop_pass () 

Return values Returns O 1f the thread passed the semaphore with­
out blockmg, 11f the thread blocks then 1s subsequently mterrupted 
by an event 1t should respond to, and, 2 1f the thread blocks then 1s 
subsequently restarted by to dop-up () operation A return value 
of -1 mdicates a system error At present the only system error re­
turned by the dop-pass () operation 1s ESRCH which mdicates that 
the associated semaphore handle 1s mvabd 

awa1tEvtRelat10n int awai tEvtRelation ( TYPEVAR *P ) , 

awai tEvtRelation 1s a class of synchroruzat1on operation used 
when a thread should wait for a trans1t1on m the specified relation 

awrutCallReJat10n int awai tCallRelation ( TYPEVAR *P ) , 

await Set Set 

awai tCallRelation 1s a class of synchrornzation operation used 
when a thread should block until the corresponding state trans1t1on 
operation 1s called 

int awaitSettSet( TYPEVAR *P ), 
int awa1tSetfSet( TYPEVAR *P ), 
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awai tSetSet 1s a class of synchrornzat1on operation used when a 
thread should block under the followmg circumstances 

• wait until the state of a STE variable changes to an element 
inside the set ( awai tSettSet ()) 

• wait until the state of a STE variable changes to an element 
outside the set ( awai tSetf Set ()) 

awa1tCndRelat1on int awaitCndtRelat1on ( TYPEVAR *P, TYPEVAR *q ) , 

awaitMbrSet 

int awaitCndfRelat1on( TYPEVAR *P, TYPEVAR •q ), 

awaitCndRelat1on 1s a class of synchrornzat1on operation used to 
choose between blockmg ( awai tCndtRelat1on ()) and not block­
mg (awaitCndfRelat1on ()) an executmg thread dependmg on the 
value of a condition m the condition table 

int awaitMbrtSet( TYPEVAR *P ), 
int awaitMbrfSet( TYPEVAR *P ), 

awai tMbrSet 1s a class of synchromzation operation used to choose 
between blockmg ( awai tMbrtSet ()) and not blockmg ( awai tMbrf­
Set ()) an executmg thread dependmg on the value of a condition 
m the set table 

D.2 D-Operations 

Declaration 

Description 

Structures 

Members 

#include<kernel h> 

The d-operat1ons provide the low-level synchrornzat1on mterface 
for the STE synchrornzat1on operations The semaphores are imple­
mented by the operatmg system kernel User-processes gam access 
to these semaphores by requestmg handles with the dop_create () 
system call Semaphores can only be marnpulated through sema­
phore handles 

typedef long Sld_t, 
typedef sid_t SEMAPHORE, 

sid_t dop_create( int init ) , 



dop_pass 

dop-down 
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dop-create () 1s used to create and mt1ahze a STE semaphore The 
paramter ini t can have one of two values If the m1t1ahzat1on value 
1s S-OPENED the semaphore will be m1t1ahzed m a non-blockmg 
state If the m1tiahzation value 1s s_CLOSED the semaphore will be 
m1t1ahzed m a blockmg state 

Return values A urnque semaphore. identifier This handle should 
be a value between 1 and 65535 A return value of -1 mdicates 
a system error For dop_create () the extended system error will 
be ENOHEH which mdicates the kernel was unable to allocate the 
resources necessary to create a semaphore 

int dop_destroy( sid_t sema ), 

dop_destroy() 1s used to surrender a STE semaphore and return 
its resources to the operatmg system This operations mput pa­
rameter must 1dent1fy a STE semaphore previously acquired with 
the dop_create () operation 

Return values Returns O 1f the delete operation was successful 
on sema A return value of -1 mdicates a system error For 
dop-delete () the extended system errors will be either ESRCH 

which mdicates that sema 1s an mvahd handle, or, EEXIST which 
mdicates that there are still threads blocked on this semaphore 

int dop_pass( sid_t sema ), 

dop-pass O 1s the semaphore passage operation The semaphore 
passage operation allows a thread to suspend execution This oc­
curs 1f the semaphore count 1s negative when the function 1s m­
voked Threads suspended on a semaphore will be restarted by 
the next semaphore openmg operation on the same semaphore 

Return values Returns O 1f the thread passed the semaphore with­
out blockmg, 1 1f the thread blocks then 1s subsequently mterrupted 
by an event 1t should respond to, and, 2 1f the thread blocks then 1s 
subsequently restarted by the dop_up () operation A return value 
of-1 md1cates a system error For dop-pass() the extended system 
error will be ESRCH which mdicates that sema 1s an mvalid handle 

int dop_down( sid_t sema ), 

dop_down O 1s the semaphore closmg operation This operation 
decrements the value of the mdicated semaphore The executmg 



dop_updown 

dop_movesema 
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thread 1s not blocked However, threads which subsequently use 
the semaphore passage operation will be suspended 

Return values Returns O 1f the down operation was successful 
on sema A return value of -1 mdicates a system error For 
dop_down () the extended system error will be ESRCH which m­
dicates that sema 1s an mvahd handle 

int dop_up( s1d_t sema ), 

dop-up () 1s the semaphore openmg operation The openmg op­
eration mcrements the value of the semaphore If the value of 
the semaphore becomes nonnegative, all threads suspended on the 
semaphore are restarted 

Return values The number of threads restarted A return value 
of -1 mdicates a system error For dop_up() the extended system 
error will be ESRCH which mdicates that sema 1s an mval1d handle 

int dop_updown( sid_t sema ), 

dop-updown () combmes the effect of dop-up () and dop-down O m 
an atormc operation 

Return values The number of threads restarted A return value 
of -1 mdicates a system error For dop-updown O the extended 
system error will be F.SRCH which md1cates that sema 1s an mval1d 
handle 

int dop_movesema( sid_t src, sid_t dst ), 

dop..lllovesemaO 1s the semaphore morphing operation It 1s used 
to move the hst of waitmg threads on a source semaphore to the 
wa1tmg hst at a destmat1on semaphore 

Return values The number of threads moved from the source ( src) 
to destmat1on (dst) semaphore A return value of -1 md1cates 
a system error For dop..lllovesema O the extended system error 
will be ESRCH which mdicates that either src or dst 1s an mvahd 
handle 
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D.3 Transition Manager Operations 

Declaration 

Description 

Structures 

Members 

CreateMachine 

DeleteMachme 

#include<fsm h> 

The trans1t1on manager contams the logic necessary to create, up­
date and delete any state trans1t1on event machme produced by the 
stetoc precomp1ler (see Section 3 2 on page 31) The trans1t1on 
manager accesses obJects of type STEOBJECT All STEMs produced 
by the stetoc precomptler are derived from this data type 

typedef struct 
{ 

int 
lock_t 
FSM 

state, 
lock, 
*fsm, 

// current state of STEM 
// spinlock for mutual exclusion 
// the STEM 

} STEOBJECT, 

FSM *CreateMachine( int numsets, int numstates, 
int numrelations, int numcondit1ons, int curstate, 
SETTABLE •setTable, int **trans, 
CONDTABLE *condTable ), 

CreateMachine () 1s a genenc constructor used to create the STE 
state machme member of STE vanables The parameters numsets 
(number of sets), numstates (number of states), numrelations 
(number ofrelat1ons), and, numconditions (number of condit1ons) 
are used to dimension the semaphore arrays created by this oper­
ation Copies of setTable (set table) and condTable (condit1on 
table) are made for each STE variable It then performs the follow­
mg m1t1ahzat1ons 

• m1t1alizes all entries m the set table and cond1t1on table 

• creates and 1Illt1ahzes the semaphore arrays reqmred for each 
synchroruzat1on operation 

Return values If successful, this function returns a pomter to an 
mstance of the STE state machine, otherwise, NULL will be returned 

int DeleteMachine( STEOBJECT *obJ ), 



UpdateMachme 
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Delete Machine() is used to recover all of the resources associated 
with the STE state machme component of obj The housekeepmg 
functions performed by DeleteMachine () mclude 

• applymg the dop-up () operation to every semaphore refer­
enced m obj This forces all blocked threads to restart 

• applymg the dop_delete () operation to every semaphore ref­
erenced m obj This recovers all kernel resource associated 
with the semaphore 

• the memory allocated to the semaphore arrays and tables 1s 
returned to the heap 

Return values The value returned by this operation mdicates the 
number of threads that were restarted durmg destruction 

int UpdateMachine( STEOBJECT *obJ, int event), 

UpdateMachine () is a genenc update operation able to update any 
class of STE vanable denved from the STEOBJECT data type To 
perform the update this operation requires a reference to the obJect 
affected (obJ) and the event generatmg the update The followmg 
functions are performed by UpdateMachine () 

• uses event to deterrnme the next state of the STE state ma­
chine 

• uses the next state mformation to update the set and condi­
tion tables 

• uses the mformation m the set and condition tables to update 
all semaphores 

Return values Returns O if the update was successful, otherwise, 
-1 mdicates that the function was unable to compute the next state 
of the STE state machine 

D.4 Set Operations 

Declaration 

Description 

#include<set h> 

The set module implements a set of integers abstract data type 
This module is used pnmanly by the precompiler to implement the 
STEM's set table and the set mqmry operations 



Structures 

Members 

CreateSet 

D1sposeSet 

AddToSet 

typedef 

typedef 
{ 

uint 
uint 
uint 

} SET, 

unsigned int uint, 

struct 

nmembers, II 
naunits, II 
*BitString, II 

No of members 
No of allocation units 
A pointer to storage 

SET *CreateSet( uint size), 
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CreateSet O is used to create a set of mtegers The set will is 
m1tially empty 

Return values If imtiahzation is successful, this function returns a 
pomter to a set of mtegers able to hold size members Otherwise 
NULL will be returned 

void DisposeSet( SET** set), 

DisposeSet () is used to delete a set of mtegers previously created 
by the CreateSet () operation 

Return values The pomter referenced by set is reset to NULL 

Boolean AddToSet( SET* set, uint member), 

AddToSet () adds the mteger member to set 

Return values Return True if member was added to set, otherwise, 
return False 

RemoveFromSet void RemoveFromSet ( SET * set, uint member ) , 

RemoveFromSet O removes the mteger member from set 

IslnSet Boolean IsinSet( SET* set, uint member), 

Isinset () tests wheter member is an element of set 

Return values Return True if member is a member of set, other­
wise, return False 
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Appendix E 

Overview of Tool Set 

This chapter discusses the usage of two tools developed for workmg with STE type 

declarations stetoc 1s used to generate compilable 'C' code from a STE type 

declaration verf1y 1s used to test the operation of the Radar Set Module generated 

by stetoc 

E.1 stetoc - A STE to 'C' precompiler 

In Section 1 2 we have demonstrated how to create a STE type declaration from a 

formal specification of a system In this section we describe how stetoc can be 

used to convert such a declarat10n to a compilable implementation 

Usage: 

Options: 

stetoc [-p I -t I -g] -o base stefile 

-p 
-t 

-g 
-o base 
stefile 

Pretty print STE declaration file 
Type check STE declaration file 
Generate STE operations 
Use base as basename of output files 
STE declaration file 
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We have followed a convention that files with the '* ste' file extension con­

tam STE type declarations With the -g opt10n, stetoc will generate two files 

associated with the STE declarat10n base h an mterface module and base c an 

implementation module base 1s generally the base name of the STE declaration file 

(stefile) This can be overriden usmg the -o option Options -p and -t proVIde 

no compilable output 

As an example, we converted the STE type declaration for the Radar Set Module 

given m Appendix A 1 usmg the following command lme stetoc -g radar ste 

The implementation produced by stetoc for the Radar Set Module 1s shown m 

Appendices C 1 and C 2 More details on the operation of stetoc can be found m 

Section 3 2 

E.2 verify - Testing Radar Set Module Opera­

tions 

verify and the avk script verify avk have been used to test the operation of 

the Radar Set Module This 1s achieved by creatmg a simulation of the Radar 

Set Module (described m more detail m Section 5 1) and mJectmg a sequence of 

events mto the simulation A number of test processes respond to the mput of 

these events and Journal their response to a simulation log After the simulation 

completes, the simulation log can be analyzed for errors usmg the avk script We 

use these two programs as follows 

Usage verify -f tracefile 
awk -f verify awk logfile >resfile 

Options: -f tracefile Input event trace for Radar Set Module 
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We have followed the conventions that files with the '* trc' file extension con­

tam mput event traces and files with the '* log' file extension contam simulation 

logs ver1f y generates a s1mulat10n log called base log where base 1s the base 

name of the trace file The awk scnpt analyzes this log file and outputs the result 

to the standard output 

As an example, examme the output resultmg from the followmg command se-

quence 

verify -f canon trc 

awk -f canon log >canon res 

The trace file canon trc consists of the followmg lme 

arbatbasbatrsbrtstrsaq 

This mput file descnbes the sequence of events that will take place durmg the 

s1mulat1on The trace 1s nothmg more than a sequence of mput characters coded 

for specific events For this trace the events were coded for the Radar Set Module 

r = range, s = standby, t = track, a = reliable, b = unreliable and q = qmt 

The simulation log for this trace summanzes all s1gmficant simulation events 

An extract from the simulation log for the above trace 1s shown below 

471649 328 192 111I1-start sl1ce=7 clock=471702 
473947 329 192 IIIIl(Range) TRKREL->RNGREL restarts=18 
474360 330 192 111I1-end sl1ce=8 clock=474429 
474782 331 204 restart-0-awaitEvtRange 2 
475080 332 204 pass-1-avaitEvtRange 
475412 333 205 restart-0-awaitEvtRange 2 
475716 334 205 pass-1-avaitEvtRange 
476038 335 206 restart-0-awaitEvtRange 2 
476334 336 206 pass-1-avaitEvtRange 
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The first column contams the time on the simulation clock This 1s followed 

by a record number and process identifier The last column contams the process 

response For example, record 329 logs the occurrence of a range event A more 

detailed log for this trace can be found m Appendix F 1 

When the simulation log generated by verify for the above trace 1s analyzed, 

we obtam the followmg results 

1 Range 4, Track 4, Standby 4, Reliable 5, Unreliable 4 
2 Events processed 21, Operations checked 303 
3 Assertions tripped 0, Verification failures 0 
4 
5 Intervals between events (ms) 
6 
7 16 3 40 2 60 1 19 9 40 0 
8 60 0 20 1 39 9 59 9 20 1 
9 59 9 60 0 40 1 20 0 59 9 
10 60 0 60 0 60 1 60 0 40 1 
11 

For this test run no errors were reported by the analyzer 
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Appendix F 

State Machine Verification 

F.1 Example Simulation Log 

1 Simulation Record Thread Thread 
2 Clock Number Identifier Response 
3 ------------------------------------------------------------------------4 47 1 192 mm-begin clock=49 
5 6486 2 192 mm-end slice=0 clock=6518 
6 31789 3 193 rm-begin clock=36 
7 37481 4 193 rm(Reliable) STBYN0T->STBYREL restarts=0 
8 37927 5 193 rm-end slice=0 clock=6188 
9 51689 6 192 mm-start slice=0 clock=51744 
10 53815 7 192 mm(Range) STBYREL->RNGREL restarts=0 
11 54227 8 192 mm-end slice=! clock=54295 
12 71784 9 194 fm-begin clock=33 
13 81243 10 195 pass-0-awaitEvtReliable 
14 81773 11 196 pass-0-awaitEvtReliable 
15 82143 12 197 pass-0-awaitEvtReliable 
16 87498 13 194 fm-end slice=0 clock=15725 
17 91660 14 193 rm-start sl1ce=0 clock=59902 
18 94052 15 193 rm(Unreliable) RNGREL->RNGN0T restarts=0 
19 94470 16 193 rm-end slice=! clock=62732 
20 95593 17 198 pass-0-awaitEvtUnreliable 
21 96106 18 199 pass-0-awaitEvtUnreliable 
22 96560 19 200 pass-0-awaitEvtUnreliable 
23 97021 20 201 pass-0-awaitEvtTrack 
24 97494 21 202 pass-0-awaitEvtTrack 
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25 97947 22 203 pass-0-awaitEvtTrack 
26 98382 23 204 pass-0-awaitEvtRange 
27 98822 24 205 pass-0-awaitEvtRange 
28 99265 25 206 pass-0-awaitEvtRange 
29 99710 26 207 pass-0-awaitEvtStandby 
30 100147 27 208 pass-0-awaitEvtStandby 
31 100611 28 209 pass-0-awaitEvtStandby 
32 101026 29 210 pass-T-O-awa1tCndfRel1able 
33 101448 30 211 pass-T-O-awa1tCndfRel1able 
34 101855 31 212 pass-T-0-awa1tCndfRel1able 
35 102269 32 213 pass-F-0-awa1tCndtUnrel1able 
36 102684 33 214 pass-F-O-awa1tCndtUnrel1able 
37 111822 34 192 mn-start slice=1 clock=111876 
38 113400 35 192 mn-end slice=2 clock=113450 
39 113883 36 215 pass-F-O-ava1tCndtUnrel1able 
40 114312 37 216 pass-F-0-avaitCndtTrack 
41 114715 38 217 pass-F-0-avaitCndtTrack 
42 115105 39 218 pass-F-0-avaitCndtTrack 
43 115507 40 219 pass-F-0-avaitCndtRange 
44 115911 41 220 pass-F-0-awaitCndtRange 
45 116305 42 221 pass-F-0-awaitCndtRange 
46 116716 43 222 pass-F-0-awaitCndtStandby 
47 117124 44 223 pass-F-0-awaitCndtStandby 
48 117522 45 224 pass-F-0-awaitCndtStandby 
49 117936 46 225 pass-T-0-awa1tMbrfRang1ng 
50 118351 47 226 pass-T-O-awa1tMbrfRang1ng 
51 118743 48 227 pass-T-O-ava1tMbrfRang1ng 
52 119151 49 228 pass-F-0-awaitMbrtlsstandby 
53 119562 50 229 pass-F-0-awaitMbrtlsstandby 
54 119969 51 230 pass-F-0-awaitMbrtlsstandby 
55 120391 52 231 pass-F-O-(F->T)-awa1tSettTrack1ng 
56 120820 53 232 pass-F-O-(F->T)-awa1tSettTrack1ng 
57 123153 54 233 pass-F-O-(F->T)-awa1tSettTrack1ng 
58 123663 55 234 pass-F-O-(F->T)-awa1tSettisrel1able 
59 124091 56 235 pass-F-O-(F->T)-awa1tSettisrel1able 
60 124499 57 236 pass-F-O-(F->T)-awa1tSettisrel1able 
61 131724 58 194 fm-start slice=O clock=59967 
62 133322 59 194 fm-end slice=1 clock=61566 
63 151675 60 193 rm-start sl1ce=1 clock=119924 
64 154137 61 193 rm(Reliable) RNGNOT->RNGREL restarts=15 
65 154557 62 193 rm-end slice=2 clock=122818 
66 154986 63 195 restart-O-ava1tEvtRel1able 2 
67 155292 64 195 pass-1-awa1tEvtRel1able 
68 155633 65 196 restart-O-ava1tEvtRel1able 2 
69 155934 66 196 pass-1-awaitEvtReliable 
70 156255 67 197 restart-O-ava1tEvtRel1able 2 
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71 156554 68 197 pass-1-awaitEvtReliable 
72 156883 69 210 restart-T-0-awaitCndfReliable 2 
73 157201 70 210 pass-F-1-awaitCndtReliable 
74 157544 71 211 restart-T-0-awaitCndfReliable 2 
75 157850 72 211 pass-F-1-awaitCndtReliable 
76 158189 73 212 restart-T-0-awaitCndfReliable 2 
77 158499 74 212 pass-F-1-awaitCndtReliable 
78 158847 75 216 restart-F-0-awaitCndtTrack 2 
79 159158 76 216 pass-T-1-awaitCndfTrack 
80 159498 77 217 restart-F-0-awaitCndtTrack 2 
81 159795 78 217 pass-T-1-awaitCndfTrack 
82 160121 79 218 restart-F-0-awaitCndtTrack 2 
83 160429 80 218 pass-T-1-awaitCndfTrack 
84 160763 81 222 restart-F-0-awaitCndtStandby 2 
85 161058 82 222 pass-T-1-awaitCndfStandby 
86 161393 83 223 restart-F-0-awaitCndtStandby 2 
87 161699 84 223 pass-T-1-awaitCndfStandby 
88 162037 85 224 restart-F-0-awaitCndtStandby 2 
89 162336 86 224 pass-T-1-awaitCndfStandby 
90 162674 87 234 restart-F-0-(F->T)-awaitSettisreliable 2 
91 163504 88 234 pass-T-1-(T->F->T)-awaitSettisreliable 
92 163934 89 235 restart-F-0-(F->T)-awaitSettisreliable 2 
93 164267 90 235 pass-T-1-(T->F->T)-awaitSettisreliable 
94 164597 91 236 restart-F-0-(F->T)-awaitSettisreliable 2 
95 164904 92 236 pass-T-1-(T->F->T)-awaitSettisreliable 
96 
97 (records 93-327) 
98 
99 471649 328 192 1I111-start slice=7 clock=471702 
100 473947 329 192 IIIIl(Range) TRKREL->RNGREL restarts=18 
101 474360 330 192 1I111-end slice=8 clock=474429 
102 474782 331 204 restart-0-awaitEvtRange 2 
103 475080 332 204 pass-1-awaitEvtRange 
104 475412 333 205 restart-0-awaitEvtRange 2 
105 475716 334 205 pass-1-awaitEvtRange 
106 476038 335 206 restart-0-awaitEvtRange 2 
107 476334 336 206 pass-1-awaitEvtRange 
108 476652 337 213 restart-T-5-awaitCndfUnreliable 2 
109 476964 338 213 pass-F-6-awaitCndtUnreliable 
110 477304 339 214 restart-T-5-awaitCndfUnreliable 2 
111 477606 340 214 pass-F-6-awaitCndtUnreliable 
112 477952 341 215 restart-T-5-awaitCndfUnreliable 2 
113 478260 342 215 pass-F-6-awaitCndtUnreliable 
114 478607 343 216 restart-F-6-awaitCndtTrack 2 
115 478892 344 216 pass-T-7-awaitCndfTrack 
116 479223 345 217 restart-F-6-awaitCndtTrack 2 
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117 479516 346 217 pass-T-7-awaitCndfTrack 
118 479840 347 218 restart-F-6-awaitCndtTrack 2 
119 480150 348 218 pass-T-7-awaitCndfTrack 
120 480497 349 228 restart-F-1-awa1tMbrtRang1ng 2 
121 480816 350 228 pass-F-2-awaitMbrtisstandby 
122 481161 351 229 restart-F-1-awa1tMbrtRang1ng 2 
123 481479 352 229 pass-F-2-awaitMbrtisstandby 
124 481828 353 230 restart-F-1-awa1tMbrtRang1ng 2 
125 482145 354 230 pass-F-2-awaitMbrtisstandby 
126 482485 355 225 restart-T-3-awa1tMbrfTrack1ng 2 
127 482773 356 225 pass-T-4-awa1tMbrfRang1ng 
128 483117 357 226 restart-T-3-awa1tMbrfTrack1ng 2 
129 483826 358 226 pass-T-4-awa1tMbrfRang1ng 
130 484200 359 227 restart-T-3-awa1tMbrfTrack1ng 2 
131 484495 360 227 pass-T-4-awa1tMbrfRang1ng 
132 484833 361 231 restart-T-2-(T->F)-awa1tSetfTrack1ng 2 
133 485180 362 231 pass-F-3-(F->T->F)-awa1tSetfTrack1ng 
134 485545 363 232 restart-T-2-(T->F)-awa1tSetfTrack1ng 2 
135 485850 364 232 pass-F-3-(F->T->F)-awa1tSetfTrack1ng 
136 486216 365 233 restart-T-2-(T->F)-awa1tSetfTrack1ng 2 
137 486554 366 233 pass-F-3-(F->T->F)-awa1tSetfTrack1ng 
138 
139 (records 367-622) 
140 
141 931666 623 193 rm-start slice=14 clock=899916 
142 933998 624 193 rm(Reliable) STBYNOT->STBYREL restarts=12 
143 934421 625 193 rm-end slice=15 clock=902683 
144 934847 626 195 restart-3-awa1tEvtRel1able 2 
145 935155 627 195 pass-4-awa1tEvtRel1able 
146 935499 628 196 restart-3-awa1tEvtRel1able 2 
147 935800 629 196 pass-4-awa1tEvtRel1able 
148 936119 630 197 restart-3-awaitEvtReliable 2 
149 936413 631 197 pass-4-awa1tEvtRel1able 
150 936744 632 216 restart-F-8-awaitCndtTrack 2 
151 937056 633 216 pass-T-9-awaitCndfTrack 
152 937390 634 217 restart-F-8-awaitCndtTrack 2 
153 937687 635 217 pass-T-9-awaitCndfTrack 
154 938014 636 218 restart-F-8-awaitCndtTrack 2 
155 938320 637 218 pass-T-9-awaitCndfTrack 
156 938640 638 219 restart-T-9-awaitCndfRange 2 
157 938931 639 219 pass-F-10-awaitCndtRange 
158 939258 640 220 restart-T-9-awaitCndfRange 2 
159 939543 641 220 pass-F-10-awaitCndtRange 
160 939884 642 221 restart-T-9-awaitCndfRange 2 
161 940194 643 221 pass-F-10-awaitCndtRange 
162 940542 644 234 restart-F-4-(F->T)-awaitSettisreliable 2 
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163 940892 645 234 pass-T-5-(T->F->T)-awaitSettisreliable 
164 941651 646 235 restart-F-4-(F->T)-awa1tSettisrel1able 2 
165 942010 647 235 pass-T-5-(T->F->T)-awaitSettisreliable 
166 942349 648 236 restart-F-4-(F->T)-awaitSettisreliable 2 
167 942658 649 236 pass-T-5-(T->F->T)-awaitSettisreliable 
168 961685 650 192 11111-start slice=15 clock=951743 
169 963551 651 192 11111-exit clock=953603 
170 971828 662 194 fm-start slice=14 clock=900054 
171 972845 653 194 fm-exit clock=901090 
172 991804 654 193 rm-start slice=15 clock=960031 
173 992896 665 193 rm-exit clock=961146 
174 1013335 656 196 restart-4-awaitEvtReliable 2 
175 1017656 657 196 restart-4-awaitEvtReliable 2 
176 1021917 658 197 restart-4-awaitEvtReliable 2 
177 1026231 659 198 restart-3-awaitEvtUnreliable 2 
178 1030489 660 199 restart-3-awaitEvtUnreliable 2 
179 1034841 661 200 restart-3-awaitEvtUnreliable 2 
180 1039109 662 201 restart-4-awaitEvtTrack 2 
181 1043406 663 202 restart-4-awaitEvtTrack 2 
182 1047684 664 203 restart-4-awaitEvtTrack 2 
183 1052020 665 204 restart-3-awaitEvtRange 2 
184 1056362 666 205 restart-3-awaitEvtRange 2 
185 1060628 667 206 restart-3-awaitEvtRange 2 
186 1064890 668 207 restart-4-awaitEvtStandby 2 
187 1069146 669 208 restart-4-awaitEvtStandby 2 
188 1073588 670 209 restart-4-awaitEvtStandby 2 
189 1077893 671 210 restart-F-5-awaitCndtReliable 2 
190 1082180 672 211 restart-F-5-awaitCndtReliable 2 
191 1086485 673 212 restart-F-5-awaitCndtReliable 2 
192 1090812 674 213 restart-F-6-awa1tCndtUnrel1able 2 
193 1096256 675 214 restart-F-6-awa1tCndtUnrel1able 2 
194 1099579 676 215 restart-F-6-awa1tCndtUnrel1able 2 
195 1103919 677 216 restart-T-9-awaitCndfTrack 2 
196 1108261 678 217 restart-T-9-awaitCndfTrack 2 
197 1112670 679 218 restart-T-9-awaitCndfTrack 2 
198 1117020 680 219 restart-F-10-awaitCndtRange 2 
199 1121384 681 220 restart-F-10-awaitCndtRange 2 
200 1126744 682 221 restart-F-10-awaitCndtRange 2 
201 1130099 683 222 restart-F-6-awaitCndtStandby 2 
202 1134668 684 223 restart-F-6-awaitCndtStandby 2 
203 1139096 685 224 restart-F-6-awaitCndtStandby 2 
204 1143485 686 228 restart-F-7-awaitMbrtRanging 2 
205 1147890 687 229 restart-F-7-awaitMbrtRanging 2 
206 1152390 688 230 restart-F-7-awaitMbrtRanging 2 



F .2 Verification Results 

F.2.1 Verification results for canon 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 

Range 4, Track 4, Standby 4, Reliable 5, Unreliable 4 
Events processed 21, Operations checked 303 
Assertions tripped 0, Verification failures 0 

Intervals between events (ms) 

16 3 
60 0 
59 9 
60 0 

40 2 
20 1 
60 0 
60 0 

60 1 
39 9 

40 1 
60 1 

19 9 
59 9 
20 0 
60 0 

40 0 
20 1 

59 9 
40 1 

F .2.2 Verification results for canon20 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 

Range 40, Track 40, Standby 40, Reliable 40, Unreliable 40 
Events processed 200, Operations checked 3203 
Assertions tripped 0, Verification failures 0 

Intervals between events (ms) 

16 0 
60 0 
59 8 
60 0 
20 0 
60 0 

59 9 

60 0 
20 0 

60 0 
59 8 
60 0 

20 0 
60 0 

59 5 
60 0 

20 0 

60 0 
59 8 
60 0 
20 0 
60 0 

40 2 
20 0 
60 0 
59 9 
40 0 
20 4 
60 0 
59 9 
40 0 
20 0 
60 0 
59 9 
40 1 
20 0 
60 0 

59 9 
40 1 
20 0 
60 0 
59 9 
40 0 
20 0 

60 2 
40 0 
40 2 
60 1 
60 0 
40 0 

40 2 
60 1 
60 0 
39 9 
40 2 
60 1 
60 0 
40 0 
40 2 

60 1 
60 0 
40 0 
40 2 

60 1 
60 0 
39 9 

20 0 
59 9 
20 0 
60 0 

20 1 
59 6 
20 0 
60 0 
20 0 
60 0 
20 0 
60 0 
20 0 
59 9 
20 0 
60 0 
20 1 
60 1 
20 0 
60 0 
20 0 
60 0 

39 9 
20 0 
59 8 

40 2 
40 0 
20 0 
59 8 
40 2 
40 0 
20 1 
59 8 
40 2 
39 9 
20 4 
59 8 
40 2 
40 0 
20 0 
59 9 
40 2 
40 0 
20 0 
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29 59 8 60 0 40 2 20 0 59 8 
30 60 3 59 5 60 1 60 0 40 2 
31 20 0 40 1 60 0 20 0 39 9 
32 60 0 20 0 40 0 59 9 20 0 
33 59 8 60 0 40 2 20 0 59 8 
34 60 0 59 9 60 1 60 0 40 2 
35 20 3 39 7 60 0 20 1 39 9 
36 60 0 20 0 40 0 60 0 20 0 
37 59 9 60 0 40 2 20 0 59 9 
38 60 0 59 9 60 1 60 0 40 2 
39 20 0 40 0 60 0 20 0 40 0 
40 60 0 20 0 40 0 60 0 20 0 
41 59 8 60 0 40 2 20 0 59 8 
42 60 0 59 9 60 1 60 0 40 2 
43 20 0 40 1 60 0 20 1 39 9 
44 60 0 20 3 39 6 59 9 20 0 
45 59 9 60 0 40 2 20 0 59 8 
46 60 0 59 9 60 1 60 0 

F.2.3 Verification results for randomlO 
1 Range 15, Track 18, Standby 18, Rell.able 24, Unrell.able 24 
2 Events processed 99, Operations checked 1562 
3 Assertions tripped 0, Verification failures 0 
4 
5 Intervals between events (ms) 
6 
7 37 1 15 5 40 1 20 3 39 9 
8 20 0 39 9 20 1 39 9 20 0 
9 40 0 20 1 39 9 20 2 39 8 
10 20 0 39 9 20 1 39 9 60 0 
11 20 2 39 8 19 9 40 0 20 1 
12 39 9 20 1 39 9 20 1 40 0 
13 20 0 39 9 20 0 40 0 20 1 
14 39 9 20 1 40 0 20 1 39 8 
15 60 0 60 0 20 1 39 9 59 9 
16 20 2 39 9 59 9 20 1 59 9 
17 59 9 40 1 20 1 59 8 60 0 
18 59 9 60 0 60 0 60 0 40 1 
19 20 2 39 9 20 0 40 3 19 8 
20 40 3 19 8 39 9 20 0 40 0 
21 20 1 39 9 20 1 39 9 20 0 
22 39 9 20 1 39 9 60 0 20 2 
23 39 9 20 0 40 0 20 2 39 9 
24 20 1 39 9 20 1 40 0 20 0 
25 39 9 20 0 40 0 20 1 39 9 
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26 20 1 40 0 20 1 

F.2.4 Verification results for random20 
1 Range 30, Track 36, Standby 36, Rell.able 48, Unrell.able 48 
2 Events processed 198, Operations checked 3201 
3 Assertions tripped 0, Verification failures 0 
4 
5 Intervals between events (ms) 
6 
7 24 3 37 0 19 2 40 0 20 1 
8 39 7 20 3 39 6 20 3 39 8 
9 20 3 39 8 20 3 39 7 20 3 
10 39 6 20 3 39 7 20 3 59 9 
11 39 9 20 3 39 6 20 3 39 7 
12 20 3 39 7 20 3 39 8 20 3 
13 39 6 20 3 39 7 20 3 39 7 
14 20 2 39 8 20 3 39 7 20 4 
15 59 8 60 0 39 8 20 4 59 9 
16 39 9 20 4 59 8 39 9 60 0 
17 60 3 19 9 39 8 59 9 60 0 
18 60 0 60 0 60 0 60 0 20 4 
19 39 7 20 3 39 6 20 3 39 7 
20 20 4 39 6 20 4 39 7 20 3 
21 39 7 20 8 39 3 20 4 39 6 
22 20 3 39 7 20 4 60 1 39 5 
23 20 4 39 6 20 3 39 8 20 4 
24 39 6 20 3 39 7 20 4 39 5 
25 20 3 39 8 20 2 39 8 20 3 
26 39 7 20 4 39 5 60 0 20 4 
27 39 7 20 4 39 6 20 4 39 7 
28 20 3 39 5 20 3 39 8 20 3 
29 39 7 20 4 39 6 20 4 39 6 
30 20 4 39 6 20 4 59 8 40 1 
31 20 2 39 6 20 3 39 7 20 4 
32 39 6 20 3 39 8 20 4 39 5 
33 20 4 39 7 20 3 39 7 20 3 
34 39 7 20 4 39 6 20 4 59 7 
35 60 0 39 8 20 4 59 7 39 9 
36 20 3 59 8 39 9 60 0 59 9 
37 20 3 39 8 59 9 60 0 60 0 
38 60 1 60 0 60 0 20 4 39 7 
39 20 4 39 6 20 3 39 8 20 2 
40 39 6 20 3 39 7 20 2 40 1 
41 20 0 39 6 20 3 39 7 20 3 
42 39 7 20 4 59 7 39 9 20 3 



43 
44 
45 
46 

39 6 
20 3 
39 8 
20 4 

20 3 
39 8 
20 3 
39 6 

39 8 
20 4 
39 7 

20 4 
39 5 
20 3 

39 6 
20 3 
39 7 
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