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ABSTRACT

Cloud providers aim to efficiently deliver various types of services on-demand to
user jobs with diverse requirements and different desired performance metrics. Be-
sides, cloud systems provide heterogeneous types of resources. Diversity of demands
and variety of resources impose challenges like resource allocation, capacity planning
and scheduling strategies. Among all available cloud-based solutions, spot instances
are ideal for batch job execution with flexible completion times and failure tolerance.
The combination of spot instance sizes and prices provides flexibility to execute jobs
satisfactorily with regard to their computational requirements. However, the demand
for each type of batch instance fluctuates over time and it brings a few challenges to
provide adequate instances to match the workload demand. This makes it necessary
to have a mechanism to dynamically decide on the best configuration of resources
assignment to the submitted jobs.

The objective of this thesis work is to propose data-driven methods for efficient
resource allocation in cloud environment. For this, we first present a new method-
ology to categorize cloud workload according to its resource demands. We employ a
modified hierarchical clustering algorithm to determine the number of clusters with
fairly homogeneous resource demand. Then, for each one of these demand profiles,

we extract the number of incoming requests over time and predict the future number
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of requests. We take these predictions into consideration for design of batch process-
ing system. After this preliminary work, we expand the study by presenting a batch
processing system. We use the result of clustering and prediction models with some
changes, then complete the architecture by adding decision making component. We
come up with an optimization-based solution to allocate spot resources for execut-
ing arriving batch jobs in the cloud platforms over time. The methodology manages
the trade-off between the cost of renting spot instances and the user-centric quality
of service in terms of job waiting time. Given a set of jobs and spot instances of
various types, our algorithm selects the best combination of instances in each anal-
ysis window. In addition, the method takes into account the job arrival prediction
and characteristics of input jobs to adapt the algorithm. We also investigate Alibaba
datacentre workload for any unusual behavior in servers’ resource usage pattern. De-
tecting these types of anomalies would help in making decisions for efficient resource
allocation and increase performance. In another use case of resource usage prediction
in datacentres, we study the applicability of resource usage prediction and its impact
on optimal resource allocation where the power consumption is kept to a minimum,
while the Service Level Agreement (SLA) will be met. The results show that using
prediction techniques, we can estimate datacentre resource usage and consequently

we are able to reduce the energy usage up to 56%.
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Chapter 1
Introduction

In this data-driven era, handling Big Data has become a major challenge, since we
are collecting massive amounts of complex data from people, actions, sensors, algo-
rithms and the web. Cloud computing offers many benefits including faster access,
lower costs and improved reliability and it’s an optimal solution for dealing with big
data issues such as storing, editing, retrieving, analyzing, maintaining and recov-
ering. Large-scale distributed computing clusters, server virtualization and parallel
processing are the most important properties that make cloud a technology with de-
sired capability. Cloud providers try to efficiently deliver different types of service
on demand to customers, such as software-as-a-service, platforms-as-a-service and
infrastructure-as-a-service. To achieve this, they need a policy to dynamically provi-
sion the virtual computing resources and share them among the users. To be exact,
resource management in the cloud datacentres signifies the decisions governing the
allocation of processing power (or CPU time), memory, storage, network bandwidth
etc. among different cloud clients. Efficient resource allocation may mean different
things for cloud providers depending on their priorities and objectives, which may
involve balancing the load, maximizing revenues, minimizing response time or the
usage of server resources, bandwidth and electricity. In order to perform efficient
resource management, we need to consider many issues such as resource mapping, re-
source selection, resource pricing, resource scheduling, resource estimation, workload
prediction, application scaling, provisioning, and service analyzing. There are some
concepts that we need to know about before describing our suggested problem. For
instance, why we choose a specific dataset to characterize? What are the features
of this dataset? Is there any unusual behavior in datacentre? Which attributes we

consider in our classification algorithm?



On other hand, to serve the batch jobs, what kind of resources should be offered by
cloud providers? What are the characteristics of spot instances and what are the pros
and cons of using them compared to on-demand resources? How the predictability
of resource usage can lead us to a better resource allocation? Following this, we are
going to answer these questions and explain some essential subjects in detail. This
dissertation is organized as follows. Since for any performance evaluation, we need a
proper real-world dataset to test and explore our solutions, hence, in Sections 1.1, we
describe Alibaba and Google datasets that are widely available for cloud workloads.
Then we describe colocation in datacernters and the way it works. Batch workload
and spot instances are explained. At the end of Chapter 1, research questions and
dissertation outline are given. Chapter 2 reviews the related works. Chapter 3 de-
scribes the proposed method for workload modeling. In Chapter 4, we present a
framework for allocation of spot instances to execute batch jobs. We describe the
system model, its different components, and the decision making algorithm in this
chapter. In Chapter 5, we study the energy management in datacentres and how the
predictability of resource usage can impact on that. An analysis of anomaly detec-
tion and applying it on Alibaba dataset are given in Chapter 6. Finally, Chapter 7

concludes the dissertation and gives some suggestions for future works.

1.1 datacentre Workloads

For performance evaluation of any system, one of the major steps is to consider work-
load modeling. Evaluating a system with an incorrect workload will probably produce
irrelevant and unreliable results. Size and scale of the workload, important features,
and the level of details needed in workload depends on the goal of the evaluation [1].
One of the first and best datacentre datasets is Google Cluster Trace [2]. The first
version published in 2011 and has been analyzed and various features extracted from
that in various studies. It helped many researchers to improve cluster modeling and
management systems. Some of these studies have been mentioned in Chapter 2. It
consists of one month workload on more than 12000 machines on Google cluster.
Data is classified in different tables, storing the information about machines, jobs
and tasks. Google also released another trace from eight compute clusters in 2019
which includes more details about job submission, job usage and their master/worker
relationships [3].

The other cluster trace that has been released in 2017 is Alibaba Cluster Data.



This is a resource usage dataset from Alibaba production cluster that runs both online
services and batch jobs [4]. Alibaba dataset includes several tables for machines, batch
jobs and online service jobs and also some attributes such as life-cycle events, reserved
resources and actual usage. The first version of data has been collected from 1300
machines only in a 12-hour period. However the newer version includes around 4000
machines in a period of 8 days, published in 2018. They lately released a two-month
workload traces of a GPU cluster with over 6500 GPUs in Alibaba Platform for AI [5].

Google Cluster and Alibaba Cluster has some key differences in terms of scheduler,
server types, throughput, resource usage, etc. Google has about 10 types of servers
in its trace as shown in Table 1.1. And Alibaba has published six types of servers, as
shown in Table 1.2. We can see an obvious heterogeneity in google cloud platform,
while Alibaba cloud platform is almost homogeneous.

Google cluster uses a scheduler called Borg [6], which is based on regular container.
However, Alibaba has a scheduler base on its own container (Pouch). Pouch is a rich
container and its internal application experience is similar to a virtual machine.

Task submission rate published in google trace is up to more than 400 tasks per
second, of which repeated tasks account for the majority. The number of instances
submitted in Alibaba cloud is nearly 10,000. So, Alibaba scheduler is capable of
handling this large throughput. In addition, the number of re-submitted tasks in
google trace reaches as many as 300 in one second sometimes, while the number of
retried tasks in Alibaba trace is relatively small, which is less than 10.

Production-level jobs in google trace use more CPU time than non-production-
level jobs. However, CPU used by online services on Alibaba cloud platform is less
than that of batch instances. This may be due to the large number of batch loads on
Alibaba cloud platform.

We can see elasticity feature of resource allocation in Alibaba cluster, since batch
instances largely use the spare resources that containers reserved but not used. They
also use resource overprovisioning and overbooking, which helps in achieving high
elasticity. However the high elasticity may degrade the performance of online services.
In this case, Alibaba cluster sets boundaries for resources used by batch tasks to
guarantee the steady performance of both online services and batch tasks. This

property has been called plasticity of resource allocation [7], [8].



Table 1.1: The normalized configuration of servers in Google cluster [9]

Number of machines | Normalized CPU | Normalized Memory
6732 0.50 0.50
3863 0.50 0.25
1001 0.50 0.75
795 1.00 1.00
126 0.25 0.25
52 0.50 0.12

5 0.50 0.03
5 0.50 0.97
3 1.00 0.50
1 0.50 0.06

Table 1.2: The configuration of Alibaba cloud platform

Number of machines | CPU | Normalized memory
736 64 0.6899697150104833
365 64 0.6900007765381927
199 64 0.6900059534594777
7 64 0.9999585846297208
) 64 1

1

64

0.5747883933424792




1.2 Datacentre Colocation

Colocation technology was initially created as a response to the growing business de-
mand and increasing resource costs. Datacentre colocation can do this by reusing of
existing resources to help a business meet the business requirements. Alibaba Group
also started to use this technology to service their e-commerce requests. In addition
to these online services, Alibaba provides large-scale offline computing services too.
Since online and offline services have quite different resource usage patterns, there
were initially two independent datacentres to provide resources to each of them.
However, the problem was the low utilization percentage of the resources. Since
the traffic of different services has different peak times and also, their response time
requirements may not be the same, the use of resources can be prioritized among
various services. Based on these two aspects, Alibaba explored the service colocation
technology in a different direction. Colocation technology can be implemented in a
server which hosts two different types of services sharing common resources as shown
in Fig. 1.1.

+ EEEE ) EHEEE

111 | HENEN
Real-time Batch Colocation
Service Service

Figure 1.1: Colocation on server

In 2015, Alibaba tested the first offline prototype of the technology and in 2016
they ran it in production level with 200 physical machines. It was up until 2018 that
they consolidated latency insensitive batch jobs and latency critical online service jobs
together deployed on a large scale with thousands of machines. Aside from Alibaba,
workload colocation on a same cluster has been previously studied and adopted in
other datacentres in order to improve utilization and reduce cost of infrastructure
and electrical energy [10]-[14]. However, such consolidation brings new performance
management challenges due to intrinsically different nature of a heterogeneous set of
mixed workloads, ranging from scientific simulations to multitier transactional appli-
cations. The fact that different workloads have different demand, imposes the need for

new scheduling mechanisms to manage colocated heterogeneous sets of applications.



Batch Jobs are computationally intensive long-running jobs (in the order of tens of
minutes) whose performance is measured in terms of throughput and job completion
times instead of latency. Applications like web crawling, index updates in search
engines and web log analysis are some examples of that [12]. On the other hand,
online service jobs as the name suggests, are live to action and need processing at
that moment. The response time constraints of service jobs can be quite short (tens
of milliseconds) and their failure recovery should be fast.

The overall architecture of colocation technology has three key features.
1. Integrating the resources from two services in a shared pool

2. Unified scheduling system for resource allocation

3. Implementing isolation and preemption during resource competition

This hierarchical architecture is shown in Fig. 1.2. The first underlying layer
is infrastructure which is all the hardware and networking facilities. Next layer is
resource layer which is shared for centralized management. On top of that, there
is a scheduling layer. Sigma is the scheduler for online services and Fuxi is offline
service scheduling system. However, there is a higher-level unified scheduler which
manage allocation of resources into two other schedulers. The uppermost layer in
colocated part is colocation management layer which is responsible for orchestrating
and implementing service operation, managing physical resources, monitoring services
and decision making.

There are two types of colocation scenarios. First, the online cluster provides
resources for colocation, and online resources provide extra computing capability for
offline services. In the second one, on the contrary, the offline cluster provides re-
sources for colocation. Using either techniques, the resources that are not been fully
utilized by one type of services, will be given to another type. Therefore, the overall
utilization of machines would be improved by taking full advantage of resources. By
using two different scheduling systems, Fuxi and Sigma [15], for batch and online jobs
respectively, the performance was not efficient enough. The new online-offline coloca-
tion cluster running mixed jobs has increased the utilization from 10% to 40%, while
the quality of service of online services hasn’t been downgraded [16]. However, there
are still challenges for job scheduling and resource allocation between two different

job categories to increase utilization and provide better quality of service.
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Figure 1.2: Colocation Architecture [16]

1.3 Batch workload

Alibaba datacentre colocated batch and online services running on the same hardware
structure. However, they kept track of batch and online processes separately on
different log files. Batch workload has been submitted to the system in the form of
jobs. A batch job contains multiple tasks which execute different computing logic.
Within a task, there are several instances. Instances are the smallest unit of the batch
job which execute the same function on different input data. For a 12-hour period,
there are 12951 batch jobs, 76989 tasks and more than 15 million instances in total.
Batch workload in Alibaba trace is described by two tables: task table and instance
table. In the task table, information about creation and modification time, number
of instances per task and requested resources for each instance is given. We can find
information about creation and completion time of instances, their status and the
actual resource utilization in the instance table. In Chapter 3, we use batch instance
trace batch_instance.csv, which has many different attributes. For this work, three
attributes are considered: cpu usage, memory usage and job duration. Clustering

using these attributes gives us the batch workload grouped into three profiles.

1.4 Spot Instances

To offer the cloud resources, most providers propose three pricing models: Reserved,

on-demand and spot instances. Reserved instances provide users with the ability to



Table 1.3: Differences between Spot instances and On-Demand instances

Feature Spot Instances On-demand Instances
Can only be launched immedi- | Can only be launched immedi-
Launch . . . .
e ately if the Spot Request is active | ately if you make a manual launch
and capacity is available request and capacity is available
If ity i ilable, th _ .
capacity 1s not aval able, the If capacity is not available when
. Spot Request continues to au-
Available . you make a launch request, you
. tomatically make the launch re- . . .
capacity . . get an insufficient capacity error
quest until capacity becomes
) (ICE)
available
Hourly The hourly price for Spot In- | The hourly price for On-Demand
price stances varies based on demand | Instances is static
The Amazon EC2 Spot service
can interrupt an individual Spot :
Instance . o You determine when an On-
. Instance if capacity is no longer .
interrup- : . Demand Instance is interrupted
. available, the Spot price exceeds .
tion : . (stopped or terminated)
your maximum price, or demand
for Spot Instances increases

reserve resources for a specific period of time and pay for the resources beforehand.
In turn, they get discount on the hourly usage price. On-demand instances let users
pay for the computing capacity by the hour depending on the resource usage of their
application. Spot instances first introduced by Amazon EC2 and then offered by
other Cloud vendors like Google (called Preemptible Virtual machine Instances) and
Microsoft Azure (called low-priority virtual machines). Using them, you can bid for
unutilized computing resources and save cost compared to other instance types. While
submitting a Spot Instance request, you need to specify the instance type, availability
zone, and the price you are willing to pay. If the spot price is below your bid price, you
can use that instance until the spot price goes above your bid price. At that point,
you get interrupted and the instance would be taken away. These characteristics
make spot instances very suitable for batch processing, since the batch applications
have the flexibility on completion time and tolerance for failures. In Table 1.3, we

summarize the key differences between Spot instances and On-Demand instance [17].

One of the fundamental problems is scheduling and pricing of the spot instances.
The providers try to dynamically change the price of each instance type to get the

maximum revenue [18]-[20]. This is where the need for demand prediction of batch



jobs has emerged. To determine the price of an instance type in future, we need to

consider the resources already promised and the future workload [21].

1.5 Research Goals

In this work, we studied data-driven methodologies to improve datacentre manage-
ment. This includes the characterization of workload arriving to cloud datacentres,
resource allocation and energy management. We propose an architecture for batch
processing system. There are already batch processing systems available on cloud
platforms like AWS (called AWS Batch service). However, our methodology takes
the characteristics of the incoming jobs into account for resource assignment deci-
sion making and improves the performance of batch processing system. Having the
knowledge about the arriving requests to the system would help the model to allocate
proper types of spot instances and prevents underutilization and SLA violation. An-
other contribution of this work is using real-world dataset from a production cluster
which gives us a real sense of jobs behavior in real production cluster.

More specifically, we addressed the questions and challenges mentioned bellow:

e Why we choose an specific dataset to characterize? What are the features of

this dataset? Which attributes we consider for characterizing that?

e What is a batch workload? What makes it different from other type of work-
loads?

e What kind of resources can be offered by cloud providers to service the batch
jobs? What are the characteristics of spot instances and what are the pros and

cons of using them compared to on-demand resources?

e How machine learning helps us in the management of datacentres? Is there a

way to save energy costs using ML techniques?

In what follows, we are going to provide methodologies, results and analysis to

address these questions.

1.6 Dissertation Outline

The remainder of this dissertation is organized as follows:
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Chapter 2 reviews the related works in three areas. First, the previous studies
on workload characterization and modeling are given. Next, recent studies on
scheduling of Spot instances have been mentioned. At last, we reviewed the

researches on Energy management in datacentres.

Chapter 3 discusses a methodology for workload characterization using mul-

tiple dimensions. It also provides some insights about Alibaba dataset.

Chapter 4 further extends the workload characterization and uses that to
design a framework for resource allocation. The framework optimally decides

how to provide spot instances for batch jobs arriving in cloud datacentre.

Chapter 5 studies the energy management in datacentre and how the pre-

dictability of resource usage can impact that.

Chapter 6 investigates the anomalies in Alibaba datacentre at two levels;
anomalies within a physical machine in different times of the day, and uneven
load distribution among different physical machines. We also explain that how

these anomalies affect the datacentre performance.

Chapter 7 concludes the dissertation and enumerates the paths for future work

and further development of the allocation framework.
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Chapter 2
Literature review

In this chapter, we are going to present the works that have been already done
regarding the analysis and characterization of cloud workload in section 1. Also in
section 2, we are providing some of the most recent and popular papers addressing

the problem of spot instances price management.

2.1 Workload Characterization

There are several prior studies related to statistical analysis and characterization
of datacentre workloads for in-depth understanding of the environment. Most of
them analyzed Google cluster trace to reveal the underlying patterns of this trace.
Abdul-Rahman et al. [22] analyzed Google trace to understand usage behavior. The
investigation confirmed that user behavior in building applications and interacting
with Google Cloud obeys the principles of the mice and elephant phenomenon, or the
mass-count disparity. In other words, a small number of items (elephants) account for
the majority of mass, whereas all of the small items together (mice) account for only a
negligible proportion of the mass. Moreover, user behavior exposes the characteristics
of heterogeneous mix of human, large web services, batch processing, and MapReduce
computation. Sheng Di et al. [23] characterized Google workload at the application
level and job levels and computed statistics about events and utilization. They also
built a model that can simulate submitted jobs and tasks in a datacentre. Reiss et
al. [24] addressed some new insights about Google trace. Characterizing and com-
paring resource requests and resource usage, along with discussion about Google task

scheduling were their work’s contribution. Alam et al. [25] deduced that the Google
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trace jobs are trimodal in nature and profiled them into three major types to help
scheduling decisions. Another work focused on machine level characterization and
they revealed that majority of machines are homogenous in terms of cpu and memory
capacity and only a small portion of machines have the largest cpu and memory [26].
Mishra et al. [27] developed a multi-level methodology of task classification and de-
scribes applications of task classification to capacity planning and task scheduling.
Task classification provides a way to forecast application growth by tracking changes
in resource consumption by task class. In recent years, newly published Alibaba trace
became popular among researchers. Lu et al. [28] studied imbalances in the dataset
in different aspects: a)Spatial imbalance which means the resource utilization is not
uniformly distributed across machines and workloads. b)Temporal imbalance means
the machine and workload resource usage is time-varying. ¢) Imbalances in propor-
tion of multi-dimensional resource usage per workload, and d) imbalance in resource
demand and task specifications between online service and offline batch jobs. Cheng
et al. [29] analysed Alibaba trace from a different point of view. Their study ad-
dressed the challenges and complexity that Alibaba workload co-location imposes on
the management system. Another related work is done to help designing effective
resource management for cloud platform by powerful analysis of machine learning

frameworks [7].

2.2 Scheduling and Pricing of Spot Instances

In addition to the previous papers, we studied some other works related to batch
processing and Spot market in cloud. There are a number of papers that concen-
trated on the problem of resource pricing from cloud provider point of view and tried
to maximize the providers revenue. Babaioff et al. [30] devised a framework that
includes scheduling, pricing and demand prediction for the cloud resources. Their
algorithm dynamically computes future resource prices based on supply and demand,
where the demand includes both resources that are already committed to and pre-
dicted future requests, and schedules and prices the current request at the cheapest
possibility. They have taken advantage of an online learning algorithm and imple-
mented their work using public and private cloud systems, Azure Batch of Microsoft
and Hadoop/YARN. In another similar project, Zhang et al. [18] modeled a simi-
lar problem as a constrained discrete-time optimal control problem and used Model
Predictive Control (MPC) to find its solution. It is basically a technique to deal
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with optimization problems in a dynamic setting. In their model, there is a resource
controller which is responsible for controlling both the price and and capacity allo-
cated to each Virtual Machine (VM) type. They also forecast the behaviour of future
demand using an auto-regressive function. There is a group of papers Menache et
al. [31] that applied online learning algorithm for sequential decision making task.
They utilized a regret-minimizing online learning algorithm to provide the combina-
tion of Spot and on-demand instances for servicing batch jobs in order to balances
the fundamental tradeoff between cloud computing costs and job due dates. Their
algorithm dynamically adapts resource allocation by learning from its performance
on prior job execution while incorporating history of spot prices and workload char-
acteristics. They evaluated their work by simulation on a job trace from a datacentre
cluster and Amazon EC2 spot market price. They proved that the algorithm quickly
converges to a set of best performing policy and the average regret of the approach
reaches to zero with time for a given dataset.

Stokely et al. [32] studied market-based resource provisioning in Google compute
clusters, and presented a solution using ascending clock auction. However, the focus
of these studies is to find appropriate mechanisms to achieve desired fairness and

efficiency objectives, rather than allocating resources from suppliers perspective.

2.3 Energy Management in Datacentres

Managing power consumption of cloud servers is a fundamental problem in any mod-
ern cloud data centers. To address this problem, a broad range of techniques and
approaches has been proposed through the years. Server consolidation is an approach
to enhance cloud data center power efficiency. This technique which occurs through
virtualizations, aims to increase the utilization of physical servers, hence decreasing
the number of them and reducing the power consumption. As a matter of fact, servers
even at a very low load, like 10% CPU utilization, consume around 50% of their peak
power consumption [33]. Using virtual machine migration, VMs can be moved be-
tween physical machines and combine multiple workloads onto fewer servers, so idle
servers can be switched off. Srikantaiah et al. [34] took the first step toward energy ef-
ficient consolidation, while providing required performance metrics. They addressed
different challenges involved in the problem and applied a multi-dimensional bin-
packing problem for allocating and migrating workloads to achieve energy optimality.

They also studied the impact of multiple resources (like CPU and disk) utilization on
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the performance and energy consumption of consolidated workloads. Results showed
that increase in disk utilization can be a degrading factor in server performance. Be-
sides, there is always an optimal combination of resource utilization that minimize
energy per transaction of consolidated workload. Chen et al. [35] further improved
the server consolidation method by adding spatially awareness into that, in which the
workload will be placed into most suitable machines considering thermal distribution
and cooling facilities. They proposed a reinforcement learning model to predict the
thermal distribution resulting from different placement of incoming load and then
picked the optimal one. The results showed 13%-18% saving in cooling energy.

There is a group of studies on power management that rely on workload prediction
and scheduling, in which the efficient placement of workload would reduce the power
consumption in servers. On an early work, Bradly et al. [36] developed a predictive
technique for minimizing power consumption, server failure rate and client disconnec-
tion rate. The periodic behavior of e-commerce and web-servers’ workload make the
prediction achievable. Their proposed algorithm decides to turn on or off the servers
in near future considering the current and predicted demand. If the CPU utilization
of any resource exceeds a threshold, extra resources would be added. On the other
hand, if the utilization of all servers are lower than the threshold and adding the load
of one server won’t make them over-utilized, then at least one server can be switched
off. The implementation of the algorithm on the workload data from production
servers showed 20% saving in energy with having less than 1% of unmet demand.

In another attempt, Goiri et al. [37] presented a dynamic job scheduling method
to enable consolidation of workloads into smaller number of nodes, while maintaining
quality of service. The power-aware scheduling algorithm gets different parameters
like resource requirements of VMs, available resources offered by servers, servers’
energy consumption and Service-level Agreement (SLA) constraints as input. The
algorithm then assigns different scores for each possibility of server-VM allocation
and tries to find the best possible schedule. They achieved a power consumption
reduction of 15% as compared to typical policies. Machine learning methods have
been extensively used for demand forecasting and energy management in previous
works [6-8]. Farahnakian et al. [38] proposed a CPU usage prediction method based
on history of machine usage, since CPU is the main consumer of energy in servers.
They made use of linear regression model to identify the over and under-utilized hosts
and minimize the energy consumption by migrating VMs and changing the servers to

sleep mode from idle mode. In a similar study Hsieh et al. [39] did short-term future
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CPU prediction of hosts for the purpose of economizing energy in cloud datacentres.
They used the combination of current and future utilization as a measure for servers’
workload. Gray-Markov prediction model have been used and applied on real-world
workload trace [39]. Dabbagh et al. [40] developed a framework for prediction of
future VM request and resource requirements using machine learning models. It con-
sists of three components: data clustering with k-means, workload prediction using
stochastic Wiener filter, and power management. The framework monitors physi-
cal machines in real time and effectively decides when physical machines need to be
turned off. They used Google cluster trace for evaluation of their approach, consid-
ering only two types of resources, CPU and memory. The results demonstrated the
energy management system achieved near-optimal energy efficiency.

By the newly emerged Virtualized network technology, the ability to manage the
network got independent from physical equipment. Therefore, the recent studies on
power efficiency have moved toward this path. A group of papers focus on the problem
of optimal virtual network function placement as a way to minimize energy consump-
tion. For example, Yang et al. [41], addressed the problem of VNF placement with the
goal of minimizing the cost, energy consumption, network load and latency in cloud
datacentres. Their heuristic algorithm deploys VNF's at the least number of servers,
and aggregates service function chain (SFC) requests on the least amount of paths. In
another work, Zhang et al. [42] investigated the joint optimization of Virtual Network
Function (VNF) placement and traffic steering with the goal of minimizing energy
consumption. They devised a power consumption model for servers and physical links
for SFC deployment. The power consumption in an Network functions virtualization
(NFV) consists of two parts. First, the power consumption of servers hosting VNF
instances and second, the power consumption of physical transmitting links. They
assumed the consumption of servers is mainly related to CPU utilization of those
machines. Then, they formulated the problem as an Integer Programming model and
found the near-optimal solution. The final results showed 14.08% saving in power
consumption. There are a couple of papers which investigated the impact of SFC
orchestration on energy efficiency in NFVs. Kim et al. [43] designed an SFC con-
struction and reconfiguration algorithm to guarantee QoS requirement and minimize
power consumption. They first find the shortest path between source and destination
of service using Dijkstra’s algorithm, then decides where to allocate NFVs to virtual
machines along the path to minimize energy. The algorithm is also able to reconfig-

ure SFC path when the energy consumption of idle servers exceeds a given threshold.
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Sun et al. [44] also proposed an energy-aware algorithm for orchestrating online SFC
requests. They formulated the problem as an integer programming model in order to
find the optimal model. Then, a low complexity heuristic-based algorithm has been
used to solve this NP-hard problem. They have proved that this method consumes

less energy than the benchmark algorithms.
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Chapter 3

Workload Modeling

In previous chapters, we reviewed research done on workload characterization as well
as scheduling and price management for Spot instances. In this chapter, we discuss
the procedural steps used for extracting features of Alibaba trace. After defining the
problem, the methodology used for workload characterization and further analysis on
the dataset is presented. A comparison between characteristics of Google and Alibaba

datasets is also presented at the end.

3.1 Methodology

The step by step methodology used in this study is depicted in Fig. 3.1. As a first
step, to select workload dimensions, we collected data from batch instance table with
determinated status which means that their execution is successfully completed. For
each completed instance, there are two measured metrics: instance start time and
end time. The difference between these two values gives us the time an instance
spent in the system called instance duration. Along with this attribute, we consider
two others for clustering: real cpu usage which shows the actual number of cpus the
instance is using and real memory usage which is the average normalized memory
of the instances. Selection of workload dimensions depends on the application of
the workload characterization. These three parameters together represent batch in-
stances’ demand for the resources. One instance can have less cpu or memory usage,
but its long execution duration in the system imposes a high resource usage. The
ultimate goal of the algorithm is to categorize all batch instances into three profiles:

low-demand, medium-demand and high-demand instances. So we decided to go with
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Selecting workload dimensions

Calculating an extra dimension
using the existing ones

Clustering with constraints

Merge clusters to have 3
demand-profiles

Figure 3.1: Methodology stages

three groups in this work, although it could be any numbers.

Feature creation is part of machine learning engineering process that implies hu-
man intervention in creatively mixing the existing features. The task is performed
by mathematical operations on existing features to generate new derived features
with more predictive power than the originals. For this purpose, we first propose a
formula which derives a new feature called instance’s demand, based on three other
parameters, CPU, memory and length. In other words, it can be interpreted as the
distance of any point from the center, in a three-dimensional Fuclidean space with
the axes labeled as CPU, Memory and Length. This formula is desirable for com-
puting demand, because if all attributes are low, the result for demand would be low
and, if one attribute value gets high, the demand gets a high value, which means it
compensates the other ones. It also gives equal weight and significance to all three

parameters. The demand is defined as shown in Eq. 3.1:

d = \/cpu? + mem? + len? (3.1)

For calculating the extra demand dimension from the three existing dimensions, we
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need to normalize them before applying Eq. 3.1, since their values are not of the same
units. Generally, variables that are measured at different scales do not contribute
equally to the model fitting and learning function and might end up creating a bias.
Also, K-Means algorithm which uses Euclidean distance as a measure, can get highly
influenced by the differing scale of features. Min-Max normalization is a way to
linearly transform data to fit to an interval [Z,in, Tmez| as shown in Eq. 3.2. Tt
preserves the relationships among the original data values and performs very well in
cases without outliers.
~ Li — Tmin
;= Pr—— (3.2)
So, after removing outliers data, we normalized all parameters to the range [0,1]
and then calculate demand based on Eq. 3.1. Next, in order to determine two
boundaries for dividing the space into three categories as low, medium and high
demand, we fit different distributions to the empirical data in order to find the best
fit. Then using the inverse function of identified distribution’s CDF, called Quantile
function, we can find two values for demand that split the whole dataset equally
into 3 categories. The cpu and memory usage in the trace are normalized, and we
used normalized values to calculate the demand. Since we do not have the actual
values to set the boundaries based on them, we just split all the instances into three
equal groups. We devised an algorithm to fit the best distribution on the data. The
results shows that the best fit in this case would be a Log-Laplace distribution as
demonstrated in Fig. 3.2. The estimation algorithm uses Sum of Squares Error
(SSE) to select the best fit. Then, we calculated Sum of Squares Total (SST), and
R-squared based on that to evaluate goodness-of-fit. The test gives 0.8630 value for
R-squared which shows the estimation is valid.
Log-Laplace distribution is known for its power tail. It can be derived by combin-
ing two power laws and has power tails at zero and infinity. Power law is defined as
a functional relationship between two variables in which exceeding one variable, say

x, for large values is proportional to z=%.

The Log-Laplace distribution is denoted
by LL(d,«, 3), in which the quantity ¢ is a scale parameter, and « and 3 are the tail
parameters at  — oo and z — 07. The probability density function and cumulative

distribution function are given by Eq. 3.3 and 3.4, respectively:
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0 for x <0
o 1’6
F(z) =4 35(5)

for0<z<d
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Using the quantile value, which is inverse cumulative distribution function, we can

split all the instances into equal groups, each containing the same fraction of total
population:

First quantile (F(z) = p = 1/3): demand= 0.25

Second quantile (F(z)

p=2/3): demand=0.44

By setting these two boundaries, called low-medium bound (b1) and medium-high

bound (b2), and dividing the space into three regions, instances are equally dis-
tributed, with respect to the demand.

instance's demand with best fit distribution
loglaplace(c=2.72, loc=0.05, scale=1.29)

—— PDF
Data

0.8 -

demand

0.4-
0.2-

0.0 - 0 0 | |
3 4 6 7
instance

Figure 3.2: Demand distribution
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3.2 Clustering with constraints

Clustering is normally categorized as an unsupervised learning. However, if there
is some background knowledge available about the data, it can be considered as a
semi-supervised learning. The knowledge can be either partial label information or
some other constraints. There are two types of constraints between instances: must-
link (two instances have to be in the same clusters) and cannot-link (two instances
have to be in different clusters). To solve these kinds of problems with constraints,
one approach is to change the similarity measure based on the given constraints.
In a hierarchical clustering method, each point is being considered as a cluster in
the initialization step. During the next steps, samples with the most similarity are
grouped together, and then it merges two closest clusters until a single cluster remains.
The similarity of clusters can be calculated in various ways from a distance matrix.
For the hierarchical clustering, we have used a common method called Agglomerative
Clustering, with the parameters given in Table 3.1. ”Linkage” is criterion determines
which distance to use between sets of observation. The algorithm will merge the pairs
of cluster that minimize this criterion. Here, we have chosen ”ward” that minimizes
the variance of the clusters being merged. Affinity is the metric used to compute the
linkage and can be “euclidean”, “I117, “12”, “manhattan”, “cosine”, or “precomputed”.
Here, ”euclidian” has been selected for affinity. Connectivity matrix defines for each
sample the neighboring samples following a given structure of the data. We set that
parameter as None, since the algorithm is unstructured in clustering algorithm.

Using Euclidean distance, the distance matrix can be defined as 3.5:

Dap=/(xa—x8)*+ (ya — yp)? + (24 — 25)° (3.5)

In clustering with constraint, given the initial constraints about the data, we can
alter the distance matrix in a way that the distance between two must-link pairs
decreases and cannot-link pairs increases. In our method, we use each instance de-
mand as a prior knowledge to get a more efficient clustering and set some cannot-link

constraints as below:

1. Instances with demand less than bl cannot be in the same cluster as instances
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Table 3.1: Parameters in Hierarchical Clustering Algorithm

parameter name | parameter value
Affinity euclidean
Linkage ward

Number of clusters [3,14]

Connectivity matrix None

with demand greater than b1.

2. Instances with demand more than b2 cannot be in the same cluster as instances
with demand less than b2.

To apply these constraints on the distance matrix, for any cannot-linked pairs (A, B),

we update the equivalent element of the distance matrix, Dy g, given by Eq. 3.6:

Dap=Dap+1 (3.6)

In order to select the suitable number of clusters, we measured the SSD parameter.
SSD (sum-of-squared distance) shows the error when each point of data is represented
by its corresponding cluster center. This parameter has been calculated after clus-
tering by applying the condition in Eq. 3.6. The value of SSD is a way to validate
the clustering algorithm. The smaller the SSD is, the centroids of that clustering is
a better representation of the cluster instances.

In Table 3.2, SSD values are shown as a function of number of sets between K=3 and
K=15. We also calculated rate of change which is defined in Eq. 3.7:

(SSD Of Ki—l —SSD Of Kz) * 100

rate of change =

(3.7)

As shown in Table 3.2, when number of clusters, "K” increases, SSD decreases
monotonically. However, for selecting K, there should be a balance between reducing
errors and maintaining low computation overhead. Based on that, we suggest to set
K =7 which has a high change rate called knee-point as shown in Fig. 3.3:

We compared the results of constrained clustering algorithm with a simple hi-
erarchical clustering algorithm on Alibaba dataset. Each instance demand can be

illustrated as the distance between its corresponding location on the 3D space to



Table 3.2: SSD and its rate of change for different # of clusters (K)

# of clusters | SSD | Rate of change

3 718.7 -

4 623.4 13.26
5 565.3 9.31
6 518.9 8.20
7 328.9 36.61
8 289.1 12.10
9 270.5 6.43
10 246.3 8.94
11 231.7 5.92
12 226.4 2.28
13 215.1 4.99
14 209.1 2.79
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Figure 3.3: Change of SSD by increasing number of clusters

zero. We call this the radius. As we can see in Fig. 3.4a, applying the constraints,
inter-cluster instances have more similarity with regards to their demands. A proof
of this statement lies in is inter-cluster variance. It means that if we measure the
variance of demands for all the instances within a cluster in Fig. 3.4a, it would be
lower than Fig. 3.4b. This implies that in the next level, when we merge clusters to
create demand profiles, the instances within a profile would be more relevant based
on their demands.

Table 3.3, for each cluster shows inter-cluster demand variance comparison be-
tween unmodified (variancel) and modified (variance2) clustering algorithm. In the
last row, we calculate the average variance for all 7 clusters. The clustering algorithm
with constraints decreases 40% in terms of average inter-cluster variance.

One last step of our methodology is to identify demand profiles. In Fig. 3.4a, two
yellow surfaces show the demand boundaries b1 and b2 which divide the whole space
into three demand profiles. Two closest clusters to the center (green and orange) can
be combined and considered as low demand. Medium demand profile also contains

two clusters (dark red and light red) and the other three outer clusters are in high
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Table 3.3: Inter-cluster variance for two methods of clustering

cluster # | variancel | variance2
0 0.4681 0.0376
1 0.1152 0.1230
2 0.5265 0.2510
3 0.8692 0.2512
4 0.4442 0.4501
5 0.2922 0.4457
6 0.6435 0.4438
Average 0.4798 0.2860

demand profile.

Using this method, for any upcoming instance, we can predict the instance cluster
first and based on that, we can have an estimation of the demand in terms of cpu,
memory and time duration.

In the next step, we extracted the arrival rates of instances with different demand
profiles. These time series for low, medium and high demand instances have been
illustrated in Figure 3.5, 3.6 and 3.7, respectively. As expected, a majority of these
instances have low resource demand, but the number of medium and high demand
instances are close together. It also can be observed in the figures that the rate of
requests are higher in the latter half of the day. These insights can be used for better

prediction of future demand.

3.3 Characterization of Alibaba Dataset

In this section, we first explain the basics of mass-count disparity and show how it
is beneficial to have a simple representation about the disparity among many small
items and few large items. Then we use this technique to extract parameters of

Alibaba dataset that affect system performance.

3.3.1 Mass-Count Disparity

One approach to investigate the statistical features of heavy tailed distributions is
to use mass-count disparity. It consists of mass and count curves. Here, count is

CDF function of distribution and shows how many items are less than a specific
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(a) Clustering with constraints (b) Clustering without constraints

Figure 3.4: Comparison between two clustering algorithms
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Figure 3.5: The arrival rate for low demand instances

value. However, mass function weights each item by its number and creates another
distribution specifying the probability that a unit of mass belongs to an item. By
comparing these two curves, it can be identified whether the data follows Pareto
principle or heaviness of the tail. Larger vertical distance between mass and count

curves indicates more Pareto like distribution. This is usually measured in terms of
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Figure 3.6: The arrival rate for medium demand instances
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Figure 3.7: The arrival rate for high demand instances

a Gini coefficient, called joint ratio. Joint ratio finds the point in the graphs where
the sum of the two CDFs is 1 and indicates the percentage X such that X% of
items accounts for Y = 100 — X% of mass, and Y% of items account for X% of the
mass. Smaller X implies heavier tail of the distribution. Below, the count and mass

functions, F. (x) and F), (z) respectively are formulated as Eq. 3.8 and 3.9:

F.(z)=Pr(X <z) = /JC f(t) dt (3.8)
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CJotf () at
o tf () dt

Where f (x) is the probability density function.

F (z) (3.9)

The horizontal distance between medians of two distributions called median-
median distance (m-m distance), is another parameter to measure how much larger
the tail items are. The larger the distance is, the heavier the tail of the distribution.
Since the absolute values depends on the units used, it usually expressed as a ratio or
log of the ratio. Here, we use the ratio as defined in Eq. 3.10 to make it independent
of measurement unit.

m — m distance X 100

m —m distance ratio = , , , (3.10)
observation max — observation min

A more extreme demonstration of mass-count disparity is the 0/50 rule which is
defined by two metrics. The first one is Ny s, or N-half, which quantifies the percentage
of items from the tail needed to account for half of the mass. The second is W s,
and quantifies the total mass of the bottom half of the items [45], [46].

3.3.2 Analysis of Alibaba dataset using Mass-Count Dispar-
ity

In this section, we have applied mass-count disparity on a few metrics of Alibaba

dataset. We have used the one-week version of dataset to extract these fine-grained

specifications [4].

The first parameter we've investigated is length of instances in batch workload,
or the time it takes to execute a batch instance. It is defined as the duration between
instance submission time and completion time. We calculated this from batch instance
table, only for instances that get terminated by considering the status of instance in
“status” column. As demonstrated in Fig. 3.8, the analysis shows that the vertical
distance between mass and count curves is small and the joint ratio which is the
divergence between these two distributions is not significant. So, we cannot consider
the distribution of instance length as a very long tail distribution where a very small
portion of instances has the biggest length. However, we observe that Alibaba batch
tasks are quite short tasks, since about 75% of jobs lengths are shorter than 100

seconds. So we consider 100 seconds as a boundary between short and long instances.
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Similarly, Fig. 3.9 illustrates that 90% of batch instances belong to only 10% of
tasks and 10% of batch instances belong to 90% of tasks. The plot also indicates
that about 65% of jobs each just have only one instance and over 80% of jobs have

no more than 10 instances.
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Figure 3.8: Mass-count analysis of instance length

In Fig. 3.10, we assessed the number of tasks per batch jobs. This parameter
shows a higher Pareto principle or “mice and elephants” phenomenon, where a small
number of jobs (9%) account for 91% of the tasks and all of the other 91% of jobs
account for only 9% of total tasks.

Considering Fig. 3.8 and Fig. 3.9, we can find that 90% of tasks include 100
instances and 75% of instances have the length of less than 100 seconds. From that,
it can be inferred that about 70% of instances have been executed in less than 3
hours. However, the remaining 30% of instances that are located in system for more
than 3 hours are highly computing-intensive instances.

Comparing the three plots in Fig. 3.8, Fig. 3.9 and Fig. 3.10, it can be seen
that the distribution of the number of tasks per job is extremely non-uniform and
a large majority of jobs only account for very few tasks. Moreover, considering the

area between two curves, the larger is this area, the more likely that the distribution
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is power-law. Therefore, the distribution of number of instances per task in Fig. 3.9

and number of tasks per job in Fig. 3.10 are expected to show power-law features.

3.3.3 Comparison of Alibaba with Google workload

The other metrics we studied are per task cpu usage and memory usage, using mass-
count disparity analysis for both Alibaba and Google dataset in one week period.
The utilization of service instance is presented as a fraction of the requested resource.
The maximum utilization is 100 (full usage). For instance, if a task’s cpu usage is 10,
it means it’s using 10% of requested cpu.

In terms of joint ratio, Alibaba tasks shows more Pareto characteristics; and as
reflected in the shape of the plots for Alibaba, its usage distribution is more heavy-
tailed. However, we cannot see any such tail heaviness in Google task usage.

We can also see the 0/50 rule for Alibaba plots. As shown in Fig. 3.11b and 3.11d,
half of the tasks are so small that together they account for a negligible fraction of
the cpu/memory. At the same time, half of the cpu/memory is occupied by a very
small fraction of tasks, which are very large.

Mainly, Alibaba was more successful regarding the resource planning in compari-
son to Google. As shown, 70% of Google tasks require more than planned cpu(usage
is more than 100%). However, in Alibaba datacentre, only for 10% of tasks, the
planned cpu in not adequate. This condition is less severe for memory utilization
where 20% of Google tasks and 10% of Alibaba tasks require extra memory. Based
on this observation, cpu provisioning seems to be more critical and problematic for

datacentres.

3.4 Summary

It’s a big challenge for cloud management middleware to handle heterogeneous work-
loads. They need techniques to maximize mixed workload performance while provid-
ing service differentiation based on high-level performance goals.

In this chapter, we computed the valuable statistics about job events and resource
utilization for Alibaba dataset, based on various types of resources (such as CPU,
memory) and execution types. Number of tasks per jobs have been observed with an
extremely typical Pareto principle. Using mass-count disparity analysis allowed us

to focus on the portion of workload that is responsible for the most of the mass, and
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Figure 3.11: Comparison of Google and Alibaba Workload

disregard the portion that has less effect.

On the other hand, we applied a clustering based demand profiling to the incoming
tasks. We classified instances via a hierarchical clustering algorithm with optimized
number of sets, based on the extra variable we defined, namely demand. In the end
we had three demand profiles for the workload. And for each demand type, we found
the arrival rate over time from the Alibaba one-day dataset. Using these insights,
cloud providers can allocate resources in a better way to the batch users in order to
meet their performance requirements. At the same time, they can set price models

for their resources in order to improve the total revenue for the system.



33

Chapter 4

A Decision Making Framework for

Allocating Spot Instances to
Execute Batch Workload in Cloud

4.1 Introduction

Among all available cloud-based solutions, spot instances are ideal for batch job exe-
cution with flexible completion times and failure tolerance. The combination of spot
instance sizes and prices provides flexibility to execute jobs satisfactorily with regards
to their computational requirements. However, the demand for each type of batch
instance fluctuates over time and it raises some challenges to provide adequate in-
stances to match the workload demand. This makes it necessary to have a mechanism
to dynamically adjust the number of instances and assign them to the incoming jobs.

In this chapter, we propose a framework for allocation of resources (Spot instances)
to execute arriving batch jobs in order to let providers allocate their resources more
efficiently. It also reduces the cost of computing resources for users, while providing
their required Quality of Service (QoS). In other words, it manages the trade-off
between the cost of renting spot instances and the user-centric quality of service in
terms of job waiting time. Given a set of jobs and spot instances of various types,
our algorithm selects the best combination of instances in each analysis window. In
addition, the method takes into account the job arrival prediction and characteristics
of input jobs to adapt the algorithm.

This whole process consists of the following steps. First, incoming batch requests
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are profiled based on their resource utilization. For each job profile, we extract
the arrival rate per time and then predict future demand using machine learning
and deep learning models which have been elaborated in Section 4.4.1. Based on
future prediction, we assign the configuration of resources to the jobs with the help
of an optimization problem. The goals here are maximizing the profit and increasing
customer satisfaction by improving quality of service for users in terms of job waiting

time.

4.2 System Model

The proposed framework consists of different modules which have been described in
detail below. We also depicted these model in Fig. 4.1

Module 1: (Online monitoring): This module monitors and measures differ-
ent system parameters, such as job’s arrival time, start and end time, jobs’ resource
utilization and number of available resources in the pools. These parameters are used
to model the system and to characterize the workload.

Module 2: (Workload profiling): In this module, the clustering is performed
offline on the historical data stored by the monitoring module. The number of job
arrivals for each cluster is extracted and sent to the next module for prediction.
Module 3: (Future workload forecasting): This module is responsible for pre-
dicting the number of arrivals per job class for the next time steps.

Module 4: (Decision making): This module dynamically executes the algorithm
to decide on the allocation of resources to the incoming jobs. To do this, the measured

metrics, workload characteristics and arrival prediction would be taken into account.

4.3 Problem Definition

For batch jobs, the Quality-of-Service is usually determined by job waiting time. Be-
cause the amount of time a user’s job will wait in any one batch queue can significantly
impact the overall time a user waits from job submission to job completion. Waiting
time can be estimated by using queuing analysis by modeling the computing system

as a multi-server queue (M/M/c) for each resource pool as shown in Fig. 4.2.
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Figure 4.1: System Model

There is a separate spot instance pool for each VM category. As for the im-
plementation, the spot instance pools are created from the resources which are not
being used by dedicated instances. We assume only large and extra-large instances
are available in each pool. More details about this queue system will be explained in
later sections. Each instance type has a different price and availability. We aim to
find a mechanism to manage the trade-off between the cost of renting spot instances
and the user-centric quality-of-service for arriving jobs (in terms of job waiting time).

In the next sections, we will provide the details of this mechanism and its formulation.
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4.4 Data Analysis and Prediction

In this section, we discuss the data analysis and prediction on Alibaba datacentre
trace [4]. Alibaba datacentre keeps track of batch and online processes separately on
different log files. Batch workload has been submitted to the system in the form of
jobs. A batch job contains multiple tasks which execute different computing logic.
Within a task, there are several instances. Instances are the smallest unit of the
batch job which execute the same function on different input data. Batch workload
in Alibaba trace is described by two tables: task table and instance table. In the
task table, information about creation and modification time, number of instances
per task and requested resources for each instance is given. We can find information
about creation and completion time of instances, their current status and the actual
resource utilization in the instance table. In order to help with the decision making, we
classified batch workload by using K-means clustering algorithm. The methodology
for clustering follows the previous method we had utilized in [47], except in this
case, we only considered two attributes, CPU utilization and memory utilization. To
find the optimal number of clusters, Silhouette analysis has been applied for cluster
numbers in the range [2, 7]. In this method, the quality of clustering is measured in

terms of average distance between clusters. The silhouette plot shows how close each
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Table 4.1: Silhouette Score for Different Number of Clusters

Number of Clusters(k) | Average Silhouette Score
0.58
0.61
0.42
0.45
0.50
0.43

| O O =] W| N

point in one cluster is to points in neighboring clusters. Silhouette score is formulated

as below:
(z —y)

SilhouetteScore =
mazx(zr,y)

(4.1)

Where z is the nearest cluster distance and y is mean intra-cluster distance. The score
varies between -1 and 1. A value close to +1 means that the instance is far away
from neighboring clusters. Score 0 indicates that the instance is on the boundary of
two clusters and negative scores means that the instances assigned to the incorrect
cluster [48]. The silhouette score calculated for each cluster number is presented in
Table 4.1. As shown, the score is maximum when the number of clusters is 3 (k=3).
Fig. 4.3 depicts silhouette plots for (k=3). As we can see, there is no cluster with
average silhouette score below 0.61, that confirms our decision to choose 3 as the

optimum number of clusters.

The silhouette plot for the various clusters  The visualization of the clustered data
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Figure 4.3: Silhouette analysis for K-means clustering with 3 clusters (K=3) on sam-
ple data
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In Fig. 4.3, we also show the dispersion of normalized clustered instances on a 2-D
space. Cluster number 0 includes instances with relatively low CPU and memory us-
age. In cluster 1, instances have higher CPU usage and below average memory usage.
For the third cluster memory usage is very high while CPU usage is low. We name
these three clusters as low-demand, CPU-intensive and memory-intensive instances,
respectively. Furthermore, it should be noted that the number of instances grouped
into each category varies. The majority of instances belong to CPU-intensive class
(60%), while just a small percentage (3%) are memory-intensive and the remaining is
low-demand instances. The un-normalized version of samples is also depicted in Fig.
4.4 in order to give real sense of resource usages. As mentioned in the Alibaba dataset
schema, CPU usage is measured as percentage, which means 100 is one core. So, the
maximum number of cores has been used by an instance is around 3. Memory is also
normalized to the largest memory size of all machines in the Alibaba Cluster, which

is 384GB. So, the maximum memory usage for batch instances is around 16GB.

CPU Usage

o e

M‘gmory Usage

Figure 4.4: Un-normalized resource usage for instances in Alibaba Cluster

In the next step, we calculated the average number of arrivals for every 15 minutes
from each cluster as a time series. We are going to use these time series to predict
the future number of arrivals of each class.

Instead of providing a single estimate of future arrival rate in the next time steps,
we decided to provide a prediction interval for arrival rate. This prediction method

is called quantile regression. As described by Koeneker and Hallock [2], the standard
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approach in regression is to estimate the conditional mean of the data by drawing a
line which minimizes distance between the line and all of the points on the graph. In
contrast, the goal in quantile regression is to estimate the conditional median, or any
other quantile. To do so, we instead weight the distances between points on the graph
and our regression line based on the selected quantile. For example, if we selected the
90th quantile to estimate, we’d fit a regression line so that 90% of the data points are
below the line and 10% are above. So, in overall, single point prediction minimizes
the squared error loss function, but in the quantile regression method, the goal is to
minimize the quantile loss for a certain quantile. Quantile loss is a function which
varies with the prediction quantile. For higher quantiles, more negative errors are
penalized more while for lower quantiles, more positive errors are penalized. Quantile

loss function is defined as:

o.€ ife>0

(—1).e if e<0 (4.2)

Quantile loss = {

Where « is the required quantile and has a value between 0 and 1. And ¢ is the

prediction error, defined as the difference between predicted value (y) and real value

f(z) [49].
e=y— f(x) (4.3)

4.4.1 Prediction Models

We have selected a wide variety of linear and tree-based machine learning methods
and also deep learning techniques for time series prediction. First, we train these
models on 80% of the time series data and then tested on the remaining 20%. The
figures 4.5 to 4.10 show the trained model applied on the entire time series data.

Below, we explain each model in details.

e Ordinary Least Square: Ordinary Least Square (OLS) is the most commonly
used statistical procedure for regression analysis which minimizes the sum of
squared errors. The methods draws a straight line as close as possible to the
data points. Although it predicts the mean rather than the median, we can still
calculate prediction intervals from it based on standard errors and the inverse
normal CDF: In this study, we use OLS as a baseline approach and it creates

linear and parallel quantiles around the mean as shown in Fig. 4.5.
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e Linear Quantile Regression: Linear quantile regression is similar to least-
squares regression in that both look into the linear relationship between a re-
sponse variable and one or more independent or explanatory variables. However,
whereas least-squares regression is concerned with modelling the mean of the
response variable, quantile regression models the median and other quantiles of
the response variable and minimizes quantile loss. As quantile regression allows
multiple quantiles to be modelled it can allow for a more comprehensive analysis
of the data to be carried out compared to least-squares regression where only
the mean is considered. This potentially enables more insight into the data and
any underlying relationships, in addition, it will tend to be less sensitive to large
outlying observations. As shown in Fig. 4.6, quantile regression does not have

OLS’s parallel trend assumption, while still imposing linearity.
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Figure 4.6: Prediction with Linear Quantile Regression

¢ Random Forest: Unlike two previous methods, Random Forest is nonlinear
model which generally does not predict quantiles. However we can get prediction

quantiles from it with some adjustments. The idea is that instead of recording
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the mean value of response variables in each tree leaf in the forest, record all
observed responses in the leaf. The prediction can then return not just the mean
of the response variables, but the full conditional distribution P(Y < y|X = z)
of response values for every z. Using the distribution, the prediction intervals
for new instances can be simply created by using the appropriate percentiles
of the distribution. Fig. 4.7 is a bit jumpy which can be a sign of overfitting.
That’s because random forests are more efficient when used for high-dimensional
data.
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Figure 4.7: Prediction with Random Forest

e Gradient Boosting: Gradient Boosting is based on an optimization algorithm
called Gradient Descent. In each iteration, it builds many small models like de-
cision trees to reduce the errors from previous round sequentially. Although,
the standard gradient boosting only provides the mean prediction, the algo-
rithm can be used to create prediction intervals if we set the loss function(the
function optimized by the model) as quantile. Then we’re able to get predictions

corresponding to percentiles. Fig. 4.8 demonstrates better prediction compared
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to random forest. However, Gradient Boosting tends to produce intervals that

are very distant from real values, as we can see for the 90th percentile.

Gradient boosting quantiles
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Figure 4.8: Prediction with Gradient Boosting

e Keras: The first deep learning model we have used is Keras. We can use neural
networks to predict quantiles by passing the quantile loss function. The quantile

prediction result shows more like linear behaviour as shown in Fig. 4.9.

e TensorFlow: The last method has been used is TensorFlow, another deep
learning model. despite Keras, which requires seperate fitting of models per
quantile, with Tensorflow, we can fit any numer of quantiles simultaneously and
there would be a common learning across the quantile predictions as shown in
Fig. 4.10.

To evaluate the prediction using aforementioned methods, for each cluster data,
we calculated per quantile loss and also the average loss over all quantiles. The
losses have been separately compared for each cluster in Fig. 4.13. Since we had

five quantiles, we have five quantile losses for each observation. The plot reveals that
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TensorFlow quantiles
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Figure 4.10: Prediction with Tensorflow

tree-based models like random forest had a poor performance for any quantile, but
gradient boosting did its best for lower quantiles. Also based on the total quantile
loss, it seems that gradient boosting method has the least quantile loss on the average

for all clusters.

4.5 Resource Allocation

In this section, we introduce an optimization-based solution to allocate resources,
in terms of spot and On-demand instances, for executing batch jobs arriving at the
cloud. The clustering step was performed offline on historical data and we then
predicted the number of arrivals for each job class for the next time step. However, the
resource assigning decision is made on-the-fly, based on parameters that are constantly
monitored, measured or calculated in every analysis window. All system parameters

and decision variables that are involved in the problem are given in Table III.
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Table 4.2: System Parameters and Decision Variables

Variable/Parameter

Description

T Analysis window

c Number of job classes

t Number of resource types

C, CPU requirement for each job class
M. Memory requirement for each job class

Cs CPU of each instance type
M, Memory of each instance type

N Number available spot instances from each type
P, Spot instances price

Py On-demand instances price

Q Number of requests at the beginning of analysis window
L Number of jobs arriving at each queue

A Number of arriving jobs of each class

W Queue waiting time

w2
o
X
o~

Allocation Matrix
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In each analysis window (7), we have a number of arriving jobs belonging to
different classes where each job needs a combination of resources to be executed. An
optimization problem has been devised to find the optimum number of resources for
the arriving jobs to meet their requirements. We discuss that in the next section.

The complete resource assignment algorithm is given in below.

Algorithm 1 Optimization-based Resource Assignment Algorithm
Input: Set of job requests with their resource requirements
Output: Optimal number of spot instances, on-demand instances and the cost

procedure JobClassification
¢ < number of job classes
C + CPU requirement of job classes
M <+ Memory requirement of job classes
end procedure
procedure Prediction
A < predict number of arrival jobs in the next time step
end procedure
procedure ResourceAssignment(A)
for 7 < T do
P, < Price of spot instance type at the moment
Py < Fized price of on-demand instance type
N < Number of available instances in the pool
@ < Queue length of each resource pool
S < Optimal number of allocated spot instances with solving Opt. problem

if S < N then
Con figurationCost <— S x P
else
D+ S—-N
ConfigurationCost <~ S x P; + D x Py
end if
return Con figurationCost
T—T17+1
end for

end procedure

call JobClassi fication
call Prediction

call ResourceAssignment
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4.5.1 Optimization Problem

We have developed a discrete optimization function. By solving the optimization
problem, we aim to minimize the negation of profit, that is summation of cost and
waiting time, such that total number of resources assigned from each type should
be less than or equal to the number of available resources. Total CPU and memory
allocated to a job should satisfy the jobs’ requirements. Waiting time in the queue
(W) is a function of queue length and the queue length itself is the total number of
jobs arriving to each queue in each window (L) in addition to the number of jobs that
are already in the queue (Q).

The objective function is defined as below:

t
min Z (a x cost + f x waiting time) = min Z abPL; + BW; (4.4)

=1
Where:
Wi = k(Q; + L) fori=1,2,...,t (4.5)
Li :SU Aj for i = ].,2,...7t (46)
Subject to:
And:
CSi.Sij Z C’I"j (48)

for all jobs in low demand and CPU intensive class

MSZ‘.SZ‘]‘ Z MT’j (49)

for all jobs in low demand and Memory intensive class

S;; € {0,1} (4.10)
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4.5.2 Solving optimization problem

The only variable which we have control over is the assignment matrix S;;. The
elements of this matrix can only be zero or one. One means that the job class in
the equivalent column can be assigned to the resource type in the corresponding
row. Besides, the objective function and all the constraints are linear. All of this
conditions would change the optimization problem as a linear Integer programming
problem, where the complexity is NP-hard [50]. So, the feasible solution for these
type of problems are approximate solutions.

Among various methods of solving a discrete optimization problem (shown in
Fig. 4.14), we have selected three methods. The Branch and Bound method and two
metaheuristic methods: Simulated Annealing (SA) and Genetic Algorithm (GA). The
advantage of this family of solutions is that they aim to escape the local minima and
drive the search towards a global minimum. The details of each method are explained

below.
Optimization
Methods
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Exact
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Approximate Non Linear

| Global
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Figure 4.14: Methods for solving a discrete optimization problem[51]

1. Branch and Bound: Branch and Bound is first proposed by Land and Doig
[52]. It is the most common general strategy for discrete optimization problems.
This exact method is suitable for a general integer programming problems and
can be tailored for different problem classes. The method is based on a “divide
and conquer” principle: the problem is partitioned or divided into subproblems

and bounds for the objective value are calculated for each subproblem. Branch
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and Bound method searches the complete space of solutions for the optimal
solution for a given problem. All candidate solutions will be divided into several
subsets of solutions. Then we can systematically evaluate these smaller subsets

till the best solution is found.

. Simulated Annealing: Simulated Annealing is a single solution based meta-
heuristic method. Kirkpatrick et al. [53] introduced the idea of simulated an-
nealing to the field of combinatorial optimization. The key idea of this approach
is using metropolis model that shows how in the (physical) annealing process,
particles of a solid arrange themselves into thermal equilibrium at a given tem-
perature. In the optimization problem, there is a controlling parameter called
temperature. It starts from a high temperature (it’s like a random walk) and
decreases progressively. When the temperature is low it is like a greedy search.
The advantage of Simulated Annealing is that it allows “hill-climbing” moves
in order to avoid local optimal solutions. The algorithm starts with a arbitrary
state. In the search space, moving from a solution to its neighbor is 100% ac-
ceptable, if the move improves the objective function, and if not, it is acceptable
with some probability. This probability depends on how bad the move is. The
pseudocode for Simulated Annealing is given in the Algorithm 2 below [54].

. Genetic Algorithm: Genetic Algorithm has been developed by John Hol-
land and his collaborators in 1975 [55]. It is a population based metaheuristic
method which uses techniques inspired from evolution to find an optimal or
near-optimal solution towards a problem. Like in evolution, genetic algorithm’s
process is random, however the level of randomization can be changed. First,
a population of chromosomes are initialized randomly and the fitness of each
chromosome in population is computed. Based on the fitness value, two chro-
mosome are selected and crossover operator is applied on them. After that, the
uniform mutation operator is also applied with a specific probability to produce
an offspring. The new offspring after evaluation would be replaced to the popu-
lation. This process would be repeated until new population is generated. Also,
different stopping criteria can be used and it’s highly problem specific. First,
when we reach maximum (predefined) number of iterations (generations), the
algorithm will stop and give the best solution. Second, the algorithm will pro-
ceed until there has been no improvement in the solution and it reaches to a

predefined convergence. A combination of these criteria can be used too. We
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Algorithm 2 Simulated Annealing Algorithm

Input: Temperature T
Boltzmann’s constant k
reduction factor ¢

Output: the best solution

Initialize parameters
Generate the initial solution S
bestSolution < s
while T" < Tfinal do
iter < 0
while iter < MaxIterations do
Generate solution S’ in the neighborhood of S
Delta < f(5')
if delta < 0 then
S5
if f(S") < f(BestSolution) then
BestSolution < S’
elser = Random(0,1)
if r <exp % then
S5
end if
end if
end if
iter <— iter + 1
end while
Decrease the temperature periodically T <— ¢ x T
end while
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show the pseudo-code of genetic algorithm in below [56].

Algorithm 3 Genetic Algorithm
Input: Population of individuals
Probability of crossover(P.)
Probability of mutation(Py,)

Output: the best individuals

<0
Create an initial population (Pop(0))
for each individual in the population (FPy) do
FEvaluate individuals using fitness function
end for
while stop condition reached do
Select individuals for new population Pop(t)
Per form crossover operation with probability of crossover (P,)
Per form the mutation of individuals with probability of mutation (P,,)
FEvaluate individual s
Replace old population with new ones
t«t+1
end while
return the best solution in population

4.6 Simulation Scenario

In this section, we want to utilize the prediction results for assigning the resources
by solving an optimization problem. In a scenario, we assume that every batch job
consists of 100 batch instances. Accordingly, the average CPU and memory usage for
three classes of jobs would be as shown in Table 4.3. For the test, we used Amazon
EC2 instances as the target resources. The Linux instance types and prices for the
US-east region for a specific time of the day (Feb. 17, 2020, 3pm PST) are available
in Table 4.4.

We have considered two criteria for evaluation of our algorithm.

1. Quality of solution: How close is the solution to the optimal solution? Is the

quality dependent on the size or scale of the problem?

2. Processing time: or time consumption of algorithm that means how long it takes

for different algorithms to converge and give the solution?



Table 4.3: Resource Requirements for different types of jobs

Job Class CPU(Core) | Memory(GB)
Low-demand 60 40
CPU intensive 300 50
Memory Intensive 100 160

Table 4.4: Characteristics and price of different spot instance types

Category | Type CPU | Memory| On-demand | Spot Price

core | (GB) Price (per | (per hour)
hour)

General mb.large 2 8 0.096 0.020

purpose

General mbd.xlarge | 4 16 0.192 0.0399

purpose

Compute- | cb.large 2 4 0.085 0.0202

optimized

Compute- | ch.xlarge 4 8 0.17 0.0417

optimized

Memory- rb.large 2 16 0.126 0.0209

optimized

Memory- rb.xlarge 4 32 0.252 0.042

optimized

54
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3. Cost of solution: the cost here means how much we have to pay compared to
the maximum cost calculated from different solutions. The maximum cost gets
100% and the other ones have been calculated as a percentage of the maximum
cost. The cost also can be translated to the energy consumption. Because the

bigger resource you have, you are using more energy and paying higher price.

As shown, the on-demand price for some resources is 5 times more than the equiv-
alent spot instances. In addition to the huge difference between the on-demand price
and spot price, we can see the price also varies for different types of spot instances.
Thus, by assigning the optimized types of instances to the incoming jobs, we can
save on computing costs and have superior performance. The cost saving would be
particularly significant specially for batch jobs with long run times.

We predict the arrival rate for the next 15 minutes after extracting the number
of job arrivals every 15 minutes. We also consider the 90th quantile of prediction,
which means that there is a 90% chance that the actual number of arrivals is below
the prediction, while there is only a 10% chance that the number is above. The
results are presented in Fig. 9 to Fig. 11 below by applying the three aforementioned

optimization methods
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— BB

800 SA
— GA

600

Time(s)

200

0 20 40 80 100

60
Number of jobs

Figure 4.15: Processing time of different optimization solutions

Based on the simulation result, we show that for large scale problems, our meta-

heuristic approach outperforms the exact method (Branch and Bound) in terms of



26

110 Optimality of solutions

100

90

80

70

60

Optimality (%)

50

40

30 — BB

— GA
20

0 20 40 60 80 100
Number of jobs

Figure 4.16: Optimality of different optimization solutions

total profit, while providing faster convergence. Additionally, our planning-based
approach is able to generate reliable solutions that are cheaper and able to meet
quality of service. For small scale problems when the number of jobs increase, the
exact method gives the best quality solution in terms of optimality. However, for the
larger scale problems, heuristic-based solutions outperform the exact method due to
the exact method’s inability to find the minimum in a specific number of iterations,
consigning it to the local minima. Considering the graph of cost and optimality, there
are some cases where the solution gives optimal results, but not the minimum cost.
It’s because the algorithm considers the waiting time as well. Customers would pay
a bit more for faster service. In addition, it takes more for the exact solution to
converge. Overall, we show that our Genetic Algorithm approach outperforms the
other methods in terms of total revenue, while it provides fast convergence.

We also calculated the complexity of the optimization-based resource assignment
algorithms when Genetic Algorithm has been applied. In order to do that, first we
need to calculate the complexity of objective function which can be done by counting

the number of operations which would be explained in bellow:

Wi = k(Qi+ L;) = k(Q; + Sij. A;) ===> Total Operations = O(tc) + O(t) = O(tc)
(4.11)
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Sij.-Aj < N; ===> Total Operations = O(tc) + O(t) = O(tc)

Cs;.S;; > Cr; ===> Total Operations = O(tc) + O(c) = O(tc)

Ms;.S;j > Mr; ===> Total Operations = O(tc) + O(c) = O(tc)

100

(4.12)

(4.13)

(4.14)

where t is the number of resource types and c is the number of job classes

The complexity of Genetic Algorithm, then can be presented as complexity of

fitness function multiplied by number of population n, and number of generations

(iterations) g. Therefore the complexity of this algorithm would be n x g x t X ¢.
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4.7 Results and Discussion

Batch jobs mostly require high computational resources but have flexibility in their
completion time and have low latency requirements. These characteristics make them
a suitable option to run on spot instances which may have interruptions but are priced
lower than on-demand instances. This study presented an end-to-end mechanism
to allocate spot instances to batch jobs arriving at the cloud. We used real batch
workload from Alibaba datacentre trace. After analyzing and clustering the dataset,
we found a trimodal behavior in the cloud batch jobs and we grouped them into three
distinct classes. Adopting various regression, machine learning and deep learning
methods, we predicted the future arrival of incoming jobs separately for each job
class. Then we implemented an optimization-based solution for assigning the most
suitable type of the spot instances to the batch workload in order to reduce the
cost and also meet the jobs resource requirements. An optimal revenue maximizing
resource assignment is generally NP-hard and heuristic methods are considered more
practical in large scale problems.

This study mostly concentrated on the assignment of spot instances without con-
sidering their pricing fluctuation. Pricing of spot instances is a fundamental problem
faced by providers. They attempt to dynamically adjust the price of each instance
type with changes in to supply and demand in order to maximize revenue and increase
efficiency. Whenever demand is lower and the system is under-utilized, the provider
decreases the price to attract more customers. On the other hand, in the times of dat-
acentre over-utilization, it’s beneficial to raise the price. Devising a pricing algorithm
and combining it with the scheduling process is the focus of our future work.

In addition, datacentre providers usually offer the spare computing resources as
spot instances. Scheduling of these resources requires monitoring of entire system
in different levels and despite all consideration, unexpected events and anomalies
in system behaviour happen sometimes. Early identification of these anomalies is
an important factor for providing better services. We would investigate this topic
in the following chapters. The proposed method in this chapter, provides the best
configuration of resources based on the resource demand of the batch jobs. The
algorithm tries to improve the job wait times in the queue before processing, while
minimizing the cost of resources for the users. It means that the offered resource
type are the best option for job requirement and it reduces the underutilization in

them. So, users with a group of jobs submitted to the system would significantly
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save on their computing expenses. This also can be interpreted as saving in energy
in datacentres, since fewer number of underutilized resources would cut down the
datacentre power usage. There are various other ways to save energy consumption in
datacentres like consolidation and migration which are discussed in more details in

the next chapter.
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Chapter 5

Energy Management in datacentres

5.1 Introduction

In this chapter we study the applicability of resource prediction and its impact on
optimal resource allocation where the Service Level Agreement (SLA) will be met
while the power consumption is kept to the minimum. As we saw in previous chapters,
the main characteristics of resource usage behavior in Alibaba datacentre is that it is
fluctuating and being periodic. On a daily cycle, there are peak hours and there are
off-hours. These depend on what services the Data Center provides, which hour of
the day it is and which parts of the world uses the services in the Data Center. All
these parameters affect the nature and behavior of resource utilization.

In Fig. 5.1, we show the average cpu utilization among all servers in Alibaba
datacentre over a week period. This is an example, however we believe this is a
typical behavior in most datacentres serving in one time zone. It can be seen from
the picture that a daily cycle can reach up to 80% of maximum utilization and down
to below 20%. This picture also reveals that the utilization is periodic on a daily
basis and this implies that it’s also predictable.

In recent years, Machine learning (ML) has been advancing to the point that
nearly every device leverages some kind of learning algorithms. This was driven
mainly by the increase in compute and the availability of datasets. Machine learning
algorithms can be trained on big datasets with large specialized computing hardware
to produce best models. Those then can be used in products and services to run the
models with less effort and fewer resources. Combining ML with datacentre datasets,

we can come up with good resource allocation models.
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It has been suggested that 2% of the globlal electricity is consumed by dataenters
[57]. Although many techniques were adopted for more efficient use, it is estimated
that 50% of the used power is actually wasted [58]. As shown above, resource uti-
lization goes through a daily cycle where there are peak and off hours. This pattern
for CPU utilization has been also identified in other datacentres like AM2 datacentre
[59], although for bigger datacentres, the behavior can be more complex since they
cover a wider geographical area. Regarding to the cyclic behavior of datacentres, we
can come up with a mechanism that conserves energy used by preemptively turning-
on and off equipment. Network functions virtualization (NFV) has been introduced
to allow dynamic behavior in datacentre and network deployments. The programma-
bility of such frameworks allows the concentration of resources in smaller number of
physical server/containers. This enables better efficiency and power management.
For example, at off-hours the services can be migrated to a small number of server
racks which will allow non-operational rack to be shutdown through a management
software. This will also cut the energy needed to operate the servers and to cool off
that part of datacentre.

In the this work, we will combine those ideas to study the applicability of predic-
tion models on datacentre resources. In a similar work, Alutaibi et al. [60] showed
the predictability of network traffic (GEANT Network). Here we are interested in
allocating enough resources to meet the Service Level Agreement (SLA), while saving

energy in datacentre.
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Figure 5.1: Average CPU utilization of Servers in Alibaba Datacentre
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5.2 Resource Prediction

Machine learning has been advancing rapidly in the last decade due to the increase in
computational power and the proliferation of data. Researchers and Data Scientists
have created an ever increasing number of models. Each model can claim its superi-
ority in fitting a certain data or description of a problem. Some are very well suited
for a class of problems. One thing that is certain in this field is that better models
are always replacing older ones. This is in part because of the availability of new
descriptive data, bigger feature space, better tuning of model hyper-parameter, etc.
That’s why in what follows we evaluate our approach on several prediction models.

The normal testing of the goodness-of-fit of a model is presented by the difference
between the predicted value and the tested data. Although this is the most com-
mon measure of model performance, recently the focus has been shifted to produce
models that can give upper and lower bounds on the predicted data. It is much
more meaningful to say ”the annual wage of a professional python programmer is
between 100K-127K dollars” than to say ”the annual wage for a professional python
programmer is 110K”. The first statement is more meaningful because it gives a
better insight into the data and shows the possibility of getting a wage in the upper
percentile. Also, it shows estimation, uncertainty, and distribution of the data. It is
even more meaningful to quantify those limits by saying ”"the 90th percentile of the
wage is 127k”.

Any model can describe a real process in the following way:

hi = f(24;0) + e (5.1)

where the function f is the estimate of the real values f . For regression, the
observed values x; combined with the model parameters © produce the estimation
of the model h;. e; represents the error induced in the model. It has been the norm
to treat the error as an independently and identically distributed (iid) value. This
implies that it has variance 0 and a normal distribution of A(0,0%) [61][62]. A
minimization of the cost function as shown in Eq. 5.2 will give the least square

estimate of the model parameters[63].

n

0(0) = 3" (h; — )’ (5.2)

=1

where h; is the process being modeled, y; is the estimated model output, and n is
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the set of data collected to describe the process. In linear regression we have:

Yi = Oz; + O1 +¢€ (5.3)

With the same error assumptions stated above, the minimization of the errors
through the minimization of the likelihood estimate of the coefficients (or the variance

of the maximum likelihood of the estimation) is as follows:

n

Z(yi — 01 — Oy1;)? (5.4)

=1

N -1

0 = argmin
©1,02
As a result of our assumption that the error is normally distributed, we find the

Prediction Interval (PI) of the linear model from its proprieties as:

Upperlimit =y + 0. 242 (5.5)
Lowerlimit =y — 0.2q2 .

From this, we get for example the 95% prediction interval as:

This solution is limited by its definition. The model should be linear. The error
is assumed to be iid and normally distributed. This formulation doesn’t describe the
majority of problems. If we look at the problem as an optimization of residuals, we
find a formulation that can extend beyond linear models. From statistics, we know
that the mean is the minimization of squared sum of residuals, while the median is the
minimization of the absolute sum of the residuals. From now on, we can assume that
minimization of the sum of asymmetrically weighted absolute residuals is a quantile
[64]. This is accomplished by giving different weights to negative and positive values.

The most straightforward implementation of this loss function is shown in Eq. 5.6

Clalay= A0 56)
(a—=1)p; if B <0,

where « is the quantile we are seeking and ; can be described as the remainder

after subtracting predicted h; value from the observed value y; as in Eq. 5.7.

Bi =hi — yi (5.7)
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Fig. 5.2 shows the 90% quantile and how the deviation from the correct value
(error) causes different behavior in the negative compared to that in the positive. In
high quantiles (like 90%), more negative errors are penalized more and have bigger
impact. In our implementation we will use quantile loss to establish upper bounds

on the predicted values.
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Figure 5.2: 90th quantile error impact on quantile loss.

5.3 Quantiles and Service Level Agreement

From the previous section, we can see that calculating a quantile out of the data,
is an attempt to put a line through the data. This line is separating the data into
two parts which are o and 1 — a. For example, a 90% quantile bound have 10%
of the observed data above the quantile while 90% are under this quantile. Since
dataenters serve multiple clients with different service priorities and needs, Service
Level Agreements (SLA) are established between the client and the service provider.
Most SLAs have strict availability requirements. This with other factors cause service
providers to over-provision their resources to the point where only 10% of the resources
are utilized. Quantiles are by definition a percentage guarantee that a percent of the
the observed data lay below the quantile. With this, we can be assured that it will
satisfy the needed SLA (in a perfect model). However, the model accuracy can vary
widely and hidden model features can affect the outcomes. Taking those factors into
account ( in addition to others that we will mention in next sections) is very important

when implementing resource allocation prediction.
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5.4 Dynamic Allocation of Resources

A typycal server can waste up to 70% of the power consumed by a fully utilized
server [65]. Using programmable NFVs to dynamically turn-on or turn-off servers
depending on the predicted load, we can introduce better power management and
efficiency. Consolidating servers to smaller number of containers/racks has been used
widely to conserve power in datacentres [66]. Using prediction models we propose
migrating virtual servers and services to the needed number of resources. Then we can
dynamically turn-off idle devices. The conservation of power process does not need
to completely shut down those devices. Some devices have lower power consuming
modes that can be used. One aspect we need to guarantee is that the SLAs are not
violated during this operation. Introducing a buffer with the prediction will mitigate

the bursts of usage demands.

5.5 Prediction Models

To cover a wider range of models, we looked into the applicability of the most pop-
ular linear and non-linear prediction models. We did not consider ARIMA[67] and
its variations because those models are built for univariate data. We will start by

describing linear models then tackle tree-based and neural networks models.

5.5.1 Ordinary Least Squares (OLS)

Linear Quantile Regression is the most basic form of regression as described in Eq.
5.3. The the error is assumed normal and has the iid property. It is essentially a
regression of the median 50% of the loss function in Eq. 5.6 [68]. OLS is another
form of linear regression model. It minimizes the mean instead of the median. To
change the prediction from the mean to the median (and then quantile), we can add
the result of the prediction (mean) to the value of the inverse transform CDF of the
median (or quantile). The reliance on the assumption that the errors are normally
distributed highly affect OLS. Outliers can have a greater impact on OLS estimate
[69]. Linear models produce good results when the stated conditions hold. They are
flexible to changes and their time complexity is cheap (O(p*n + p*), where p is the
number of features [70]). Also, they benefit greatly from adding lag (supervised data)

to the training data.
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5.5.2 Gradient Tree Boosting (GTB)

Gradient Tree Boosting is a branch of decision trees that uses ensemble learning to do
classification and regression. Decision trees tend to overfit the training data and for
that Random Forests (RF) [71] and GTB was proposed to train on different parts of
the data (using bagging). The idea is to create several subsets of data from training
sample chosen randomly with replacement. Then, each collection of subset data is
used to train their decision trees. So, we will have an ensemble of different models.
Average of all the predictions from different trees (Tj(x)) are used which is more

robust than a single decision tree.

F(r) = > T) (53)

To find the prediction interval (PI) using RF, we are faced with the same problem
in OLS. In [72] the authors suggested building a distribution out of all leaf observations
(not only mean). Similar to RF, GTB combines multiple estimators to produce
predictions. But rather than using averaging to combine the results of individual
trees, GTB uses boosting to combine weaker models to produce stronger ensemble.

The model is built in a greedy additive way.

Fo(x) = Finoa(2) + ymbhm (2) (5.9)

where F,(z) is the approximation function, h,, is estimation minimization func-
tion of the loss (L) and =, is a decision tree at step m fit to the pseudoresiduals of

the loss function which is given in below [73].

VYm = Qrgming Z L(ys, Frn—1(2:) + h(x:)) (5.10)

i=1

Tree based models vary greatly and one can be strong in one aspect while being
weak in another. We choose GTB because it deals with weak learners (smaller trees)
to reduce bias. It has been suggested that GTB produces better results because of
its versatility, simplicity, faster form, and ability to incorporate automatic predictor
selection [74]. The computational complexity for GTB is O(npnrees), where ng.ees is
the number of trees [70].
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5.5.3 Long Short-Term Memory (LSTM)

A field of Machine Learning that has become very popular in recent years is Neural
Networks (NN). It has become a very prominent method and research intensive.
The simplicity, fast convergence, flexibility, and adaptability to non-linear processes
are some of the advantages of NN. There are many types of NN architectures each
claiming to solve one type of problem better than the others. The simplest form of NN
is the Feedforward Neural Network (FNN) shown in Fig. 5.3, where the information
moves from the input to the output while passing by an activation function (usually
sigmoid). There are many types of FNN (Autoencoder, Convolutional, etc).

In FNN, the NN consists of input nodes where the data to be trained or predicted
is fed. It is followed by one or more hidden perceptron (nodes) that each gets activated
or not depending on the sum of the products of the weights connected to it. This
is done in sequence until the information propagates to the output. In training the
difference between the predicted value and the actual is used to adjust the weights
backward (Backpropagation). The sigmoid function as shown in Eq. 5.11, is used
for activation instead of a step function because it has a continuous derivative which
is very helpful in the backpropagation phase. However, the step function is non-
differentiable at x = 0 and it has zero derivative elsewhere. This means that gradient
descent won’t be able to make a progress in updating the weights. Also, the objective
of the neural network is to learn values of the weights and biases so that the model
could produce a prediction as close as possible to the real value. In order to do this,
as in many optimization problems, we’d like a small change in the weight or bias to
cause only a small corresponding change in the output from the network. By doing
this, we can continuously tweaked the values of weights and bias towards resulting
the best approximation. Having a function that can only generate either 0 or 1 won’t

help us to achieve this objective.

1
fa) = 77—

FNN has benefited from the advances in the field in recent years. Especially from

(5.11)

advances in drop out, regularization, optimization, loss functions, and fast process-
ing [76]. Also the sheer amount of available data made it easier for researchers to
experiment with different implementations and techniques.

We can change the NN loss function and use equation 5.6 directly as our loss

function. This limits our experimentation with other loss functions but it should be
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Figure 5.3: Simple Feedforward Neural Network.

sufficient to our purpose.
The promising results of FNN and its variants, opened the door for the research

and development to tackle other architectures. One of those was Recurrent Neural
Network (RNN). In this architecture, the internal nodes have memory of the previ-
ous inputs. This state is kept hidden but influences the output of the node. RNN
have been proven to be better predictors of sequences, handwriting[77], and speech
recognition[78]. A variant of RNNs is LSTM where internal structures are introduced
to solve the vanishing and exploding gradient problems|[79]. The internal structures

are called gates and they are:

e Input gate - This gate accepts the new inputs and through an activation Sigmoid
allows or prevents the input to influence the internal state of the LSTM. Then

it uses a weighing function (usually tanh) to push the input internally.

iy = Sigmoid(W; - [Sy—1, 4] + o)

. (5.12)
Cy = tanh(W, - [Si_1, 2] + )
Where S;_; is the state of the previous node.

e Forget gate - This gate acts as a suppressor to weaker states from previous and

current time slot. Both inputs are run through another sigmoidal function (10).
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F; = Sigmoid(Wy - [Si—1, x] + ay) (5.13)

e Output gate - Similar to the input gate, the output gate consists of a sigmoid
function followed by a weighing function. This influences the next step t + 1
where the first function decides on which information to be passed and how

important it is (11).

O; = Sigmoid(W,, - |Si_1, x¢| + ay
¢ = Sigmoid(W, - [Si-1, 4] + o) (5.14)
St = Ot * tcmh(Ct)
LSTM’s ability to keep information in its memory allowed it to be a good predictor

for sequenced data, time series , and context sensitive training[80].

5.6 Data and Experiments

Data sets containing datacentre usage records are rare, especially those that show
resource usage per unit of time. One of the popular ones is Alibaba dataset. The
dataset includes an eight day collection of various matrices on different resources
usage. These include CPU, Memory, Disk utilization of machines and also containers.
We chose these three resources as our prediction target. The data was sanitized out
of outliers. Since we like to capture the daily cycle, we created three new features,
which are Minute of the hour, Hour of the day, and Day of the week. These have been
extracted out of the none periodic absolute time given. Each resource was predicted
separately. We sampled usage data every 15 minutes and used that for prediction.
So, the x axis in the following figures shows 15 minute time steps.

The applicability of a model has been typically measured with the Mean Square
Error (MSE) or Mean Absolute Error (MAE). In our study we value the satisfaction
of the SLA more. Also, the maximization of resource usage is an important metric.
But the most important metric is how much energy was saved using the prediction
mechanism. This will introduce a delicate balance between trying to over-allocate
resources to guarantee the resource requirements, and to under-allocate resources to
save on energy.

To find model parameters, we employed a technique used in data science called grid

search([81]. For the model learning rate we chose 0.1. For the tree model we chose
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2000, 9, 3 as the number of estimators, the minimum sample leaf, and maximum
depth, respectively.

Similar to the work in [82], we found that constructing a neural net with more
than one hidden layer will give a decaying improvement to the results of less than
1%. We chose the number of input nodes as 100.

We are going to first show the prediction results of the CPU data. This will give us
insight on the efficiency and the guarantee of SLAs. Then we will show the prediction
results of the other resources. Finally, we will discuss improvements and suggestions

for the employed techniques.

5.6.1 Predicting upper Quantiles of the CPU Utilization

From Fig. 5.1, we can see that the CPU data is very periodic which implies that
this cycle is predictable. In our experiments we tested a good number of models but
only the results of the best performing ones are shown. We don’t claim that these
are the optimal prediction results. There exists better models and better parameters
but using them will show how prediction of resources is possible and useful.

Since we are trying to fulfill the SLA we chose to predict four quantiles that are
usually used. These are the 80%, 90%, 95%, and 98%. We trained the data on the first
seven days then tested it on the eighth day. Although the data doesn’t represent a
wider range, we believe that the results will be similar. Figure 5.4 shows the quantiles
predicted compared to the test value using different models. The figure shows how
each predicted quantile builds an upper bound that tries to capture a quantile amount
or more below it.

The quantile loss for each model is represented in Fig. 5.5 and Fig. 5.6. These
show the total quantile loss and the loss per quantile, respectivly. Since the models
are predicting the utilization, the loss is a percentage loss out of 100. We see that
the linear model has the least loss compared to the other models. Although there
are differences in prediction between the implemented models, the loss in general is
very small to a point were we can say that all are reasonable predictors and are very

similar.

5.6.2 Energy prediction and SLA

Since resources in datacentres are turned on/off as discrete units, it is important for us

to treat the prediction discrete as well. For simplicity, we assumed each one percent of
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Figure 5.4: CPU Quantile Prediction
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the utilization (out of 100) to be one resource. This means that predictions should be

rounded-up to represent resource prediction. This assumption is very representative

of a medium size datacentre. Figure 5.7 shows the 90% quantile prediction of OLS

rounded (in bars) to the test value. Since it is the prediction of the 90% quantile,

we can expect that 90% of the test data is below this boundary and a 10% above.

As a matter of fact, the number of test data that went above this boundary for this

particular example were 7.5% (due to rounding up). This in essence satisfies the

SLA demanded of the prediction. Table 5.1 shows SLA compliance for all prediction

models with the quantiles for the CPU dataset.

Table 5.1: SLA compliance

Quantiles
80% | 90% | 95% | 98%
OLS 87.43 | 92.48 | 95.49 | 97.47
GTB | 78.71 | 89.44 | 93.94 | 97.56
LSTM | 84.22 | 89.35 | 94.49 | 97.30

Although there is a small deviation from the target value, we can see that the

prediction is very close. We attribute this error to the small dataset and the inherent
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nature of prediction in general.

5.6.3 Buffer and power saved

It has been shown [83] that CPU utilization has a direct relationship with power
consumption. From that we can assume that any conserved resources (CPU) can be
translated to a direct conservation of energy. Saying that our results and conclusions
are a prove that dynamic allocation of resources is undermined.

From Figure 5.7 we can see how much we can save on energy if we adopt the
prediction scheme. The exact average predicted cut is 56% (average unutilized re-
sources). The average extra predicted resources above the test data is 7.5% which
means the resources are on average utilizing 92.5% of the predicted CPU resources.
Since we are looking for compliance rather than accuracy, we can introduce a buffer.
The buffer can act like an extra guarantee and to absorb bursts in demand [84] (an
inherent Poisson characteristic of datacentre traffic and usage). If we assume a 20%
buffer to CPU allocation we get a 36% more efficient energy use and a compliance
of 100% (we got no test values that went above the prediction plus the buffer in the
CPU simulation).
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5.6.4 Other resources

In Table 5.2 we summarize the results of the memory and disk i/o model quantile
prediction. We noticed that the memory data has less predictability (periodic be-
havior) and thus the efficiency was the least among the three resources studied. We
attribute this to the fact that operating systems can address more memory than that
allocated physically. This and other techniques employed like paging can give a poor
representation of the memory used. Also, processes can stay idle in memory without

being removed or used for arbitrary time periods.

Table 5.2: Memory and Disk SLA compliance

Quantiles
Memory Disk i/o
80% | 90% | 95% | 98% | 80% | 90% | 95% | 98%
OLS 93 97.1 1 98.6 [ 994 | 91.2 | 94.7 | 96.2 | 974
GTB [91.3 952|973 |98.7 |86.4 | 93.2 | 96.7 | 98.4
LSTM | 94.7 | 97 | 98 98.3 | 57.1 | 77.3 | 86.1 | 98.3

Fig. 5.8 and 5.9 show the memory and disk prediction using the three models
used. We can see tight bounds on all quantiles. Table 5.2 shows the average quantile

loss of all models ran through the three resources studied. The table gives a good
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overlook on the performance of the models.

5.7 Results and Discussion

As we can see, the differences between the selected prediction models are very small.
The results show that the predictability of the resources usage is high, as if choosing
any prediction model didn’t matter much (we have tried others and they gave nearly
similar results). Consequently, using such techniques has an impact on reducing
energy and cost. The next challenge to such an implementation is to concentrate used
resources in fewer physical devices. This will enable resources to be concentrated for
more efficient cooling and maintenance operations. Also, since on average 56% of
the resources are off, we can assume that their lifetimes are doubled. Of course, in a
real implementation other factors should be taken into consideration like, power-on
lag times, buffer for sudden spikes in demand, resources allocation optimization, and
fault tolerance of management of resources and cooling. In the next chapter we will
discuss the use of anomaly detection for improving quality of service, reducing power

consumption and increasing revenues.
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Chapter 6

Anomaly Detection for

Performance Monitoring in Cloud

6.1 Introduction

Anomaly detection is an effective means of identifying unusual or unexpected events
and measurements. The term “unexpected” here can be interpreted as statistically
improbable in the system. Therefore, before detecting any anomalies, we need a
comprehensive knowledge of system’s baseline performance and behavior. Like many
other areas, anomaly detection also applies to the field of cloud computing in different
ways, from the detection of various types of intrusions to the detection of hardware
failures and performance anomalies. Monitoring the entire system at different levels,
such as performance metrics and resource workloads is a way to early identification
of anomalies. This is critical for getting high-quality services, saving in power con-
sumption and increasing the revenues.

In this work, we present an anomaly detection system based on Cloud server
usage behaviour analysis at different levels, to detect any misuse of cloud instances.
Prediction-based and Neural Net-based methodologies are used to analyse the normal

usage of Alibaba cloud physical machines and then detect abnormalities.

6.2 Behavior Analysis of Alibaba Servers

The cpu usage of physical machines fluctuates over time and has a regular daily pat-

tern, very high during the day than other times. This traffic pattern is consistent in
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almost all servers. The cluster nodes that belong to the same geographical zone have
synchronous ups and downs. Moreover, comparing the cpu usage of a sample machine
and a sample container running on the same machine in Fig. 6.1 and Fig. 6.2 demon-
strates that the periodicity of cpu usage in machines comes from online jobs running
on them. Both graphs have peaks at the same time and fluctuate synchronously.
Since in Alibaba cloud online traffic mostly belongs to their e-commerce platform
which is obviously higher during daytime than night time. This makes the total cpu
usage of machines high during daytime. Another fact about e-commerce platforms is
that their traffic goes extremely high during a seasonal promotion, even hundreds of
times of a normal day. And, the system must be capable of handling this amount of
workload. So, we need a schema that ensures the offline service occupies few resources
most of the time, and more resources are consumed by the online service. Looking
at the behavior of server usage in Alibaba datacentre, we think that providing extra
resources as Spot instances, can be a solution for responding to fluctuating traffic in
datacentre. Spot instances can be released whenever needed and be ready for high
traffic situation. Having spot instances, there is no need for separate schema for high

and low traffic situation. The spot instance scheduler would take care of all of that.

CPU Usage of a sample machine from Alibaba cluster
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Figure 6.1: CPU Usage of a Sample Machine from Alibaba Cluster
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CPU Usage of containers running on a sample machine from Alibaba cluster

«  cpu utilization of containers
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Figure 6.2: CPU Usage of Containers running on a sample machine from Alibaba
Cluster

6.3 Anomaly Detection Methods

There is not one specific model that performs well in all anomaly detection prob-

lems. Here, we describe the fundamental methodologies which are mainly utilized for

detecting anomalies on timeseries in an unsupervised way.

e Probability Based Approaches: One of the most straightforward probability

methods is Z-score. Z-score stands for the number of standard deviation that
sample is far away from mean of distribution. The idea is that the we assume
each feature fits a normal distribution and samples with higher Z-score are most
likely to be an anomaly. One of the disadvantages of this approach is that it

assumes the feature fits a normal distribution which is not true in all cases.

Dimension Reduction Based Approaches: Dealing with high dimensional
data could be challenging and there are several approaches to reduce the number
of variable which is called dimension reduction. Principal Component Analysis
(PCA) is one of the main techniques used for dimension reduction. It helps
to cover most of the variance in data with a smaller dimension by extracting
eigenvectors that have largest eigenvalues. Therefore, it is able to keep most of
the information in the data with a very smaller dimension. While using PCA
in anomaly detection, it decomposes data into a smaller dimension and then

it reconstructs data from the decomposed version of data again. Anomalous
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samples will exhibit more loss or reconstruction error than normal ones.

Forecasting Based Approaches: Using these methodologies, we predict the
future values of the features and if forecasted values are out of confidence inter-
val, those samples are considered as anomalies. And the accuracy of the forecast-
ing model directly affects the success of anomaly detection. There are multiple
forecasting models such as ARIMA and LSTM, however a popular model de-
veloped by Facebook and designed for predicting time series is fbprophet. This
module specifically caters to stationarity and seasonality, and can be tuned with

some hyper-parameters.

Neural Network Based Approaches: An Autoencoder is a special type of
neural network, mainly used for feature extraction and dimension reduction.
However, it can be used for anomaly detection. Autoencoder has two seperate
parts: encoding and decoding. First, main features are extracted and patterns
in data are revealed using encoding. Then each sample is reconstructed by de-
coding. The reconstruction error will be minumum for normal samples. On the
other hand, the model is not able to reconstruct abnormal samples, resulting a
high reconstruction error. So, the reconstruction errors are used as the anomaly
scores, the higher reconstruction error a sample has, the more likely it is to be
an anomaly. Since layers of autoencoders can be composed of LSTMs at the
same time, dependencies in sequential data like time series can be captured.

That makes Autoencoder very convenient for time series.

6.4 Anomaly Detection in Alibaba Datacentre

Quick discovery of anomalies in a cluster is very important. It helps to locate bot-

tlenecks, troubleshoot problems and improve utilization. Investigating the patterns

in resource usage of physical machines in Alibaba datacentre during a week revealed

different levels of abnormal behaviors. We have studied several different physical ma-

chines and the online and offline jobs running on them. And we found two levels of

anomaly among them and the possible reasons that can cause them in the system

which are described as below:

e Anomalies in resource (cpu and memory) utilization of physical machines. There

are a few number of machines with very low utilization which is caused by
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uneven co-located workload distribution. The goal of finding these anomalies
are to redirect the workload to the under-utilized machines to optimize energy
consumption. Comparing Fig. 6.3 and Fig. 6.4, we can observe the difference
between cpu usage of two sample servers. While the usage in machine #1 is
50% and reaches up to 80%, the cpu usage for machine #2 is barely above 25%
in the same time period. This pattern can be seen in memory usage of the same
machines in Fig. 6.5 and Fig. 6.6. Very different patterns of memory usage in

these two servers are obvious.
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Figure 6.3: CPU Usage of Machine #1 from Alibaba Cluster
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Figure 6.4: CPU Usage of Machine #2 from Alibaba Cluster

Abnormal and unusual events in the daily pattern of resource usage that could
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Memory Usage of a sample machine from Alibaba cluster
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Figure 6.5: Memory Usage of Machine #1 from Alibaba Cluster

be because of system failure. Real-time detection of these group of anomalies
are crucial for the system in order to be able to provide enough resources for
the arriving jobs. This would lead to increasing performance and saving in
the energy. To detect this type of anomaly in usage of resources, we applied
two models on cpu usage of machines, which as mentioned before has a periodic
behaviour on a daily basis. We compared the results of anomaly detection using
prophet model [85] and Autoencoder model [86] in Fig. 6.7 and Fig. 6.8. As we
can see, Prophet model considers any high value points in utilization during low-
time of the day as an anomaly. These unpredicted usage in an unexpected time
of the day is called Unexpected high usage and can degrade the performance of
the system. While Autoencoder model could not detect these unusual behavior.
It works like a threshold based method and identifies any utilization above a
threshold value as an anomaly. So, in the Alibaba case, where the cpu usage of
servers is periodic, Prophet model outperforms the Autoencoder method. We
also applied the same models on cpu usage of server in Google cluster, where

despite Alibaba it is not periodic. Prophet works better in that case too.

6.5 Solutions for Improving Performance

By collocation of offline batch jobs and online jobs, Alibaba improved resource uti-

lization. Here, we are proposing a method to increase resource utilization even more
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Memory Usage of a sample machine from Alibaba cluster
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Figure 6.6: Memory Usage of Machine #1 from Alibaba Cluster

than that by offering the extra resources as spot instances. We investigated the CPU
usage of servers across the Alibaba cluster and the results shows that there is a peri-
odicity along this usage as a result of collocation. However, the Memory utilization
is very high for the most machines. Fig. 6.11 is a box-and-whisker plots that shows
the distribution of cpu and memory usage among all servers in Alibaba datacentre.
As we can see, memory is fully occupied, with more that 90% on average but cpu is
under-utilized. The average cpu usage is less than 40%. So, first suggestion is that
the scheduling algorithm can be changed in a way that utilizes cpu more than mem-
ory since cpu is the bottleneck for most applications. Migration of the VM could be
also efficient. This would increase the utilization of servers and leads to saving power
consumption. A simple calculation shows that an increase in utilization from U; to
Us, without taking other factors into account, would lead to saving N x (Us — Uy ) /Us,
where N is the initial number of servers. For example, if we can increase the average
utilization by 5%, from 35% to 40% on 200 servers, we can save 25 of them.

On the other hand, this unused capability of the servers can be offered as spot
instances and to serve even more batch jobs which are CPU intensive. This would
improve the system performance significantly as the nature of spot instances are
compatible for serving batch computing. As the number of online jobs increase, spot
instances would be released and get back to serve these online jobs. Since we know
the pattern in usual server CPU utilization, pricing for the spare resources would be
also easier. For instance, during that time of the day that online service traffic and

cpu utilization of servers are low, we can schedule executing low priority, cpu intensive
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Anomalies detected for the CPU Usage of a sample machine from Alibaba cluster (using Prophet model)
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Figure 6.7: CPU Usage of a Sample Machine from Alibaba Cluster

batch jobs. Therefore, we should be aware of any anomalies during these times, which
would degrade the accuracy of our estimation. A monitoring and predicting tool for

tracking resource usage on physical machine is necessary to report any unusual event.
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Figure 6.8: CPU Usage of a Sample Machine from Alibaba Cluster
Anomalies detected for the CPU Usage of a sample machine from Google cluster (using Prophet model)

3
H
] :
) .mu‘ vl
.. o =
. e tus !ﬂ-d-\#\--.- u- c.‘l
2 e gpt n B 2 A
dmy (Lo o g fase.., .,
Il S H gz s Sa
R A R L Rt
oil-?v .&o un-ﬂ&mv a e % nr&
- omemecsdatRietl LR 1
. . LN -Iﬂgal‘.- m * o ° .
DL Yol ¥ 2
]
8 B 8 ] 2 ©
] E; R 2 8 ] E] | uoneziinn Ndo

uonezin Ndo

2011-05-04 2011-05-05 2011-05-06 2011-05-07 2011-05-08 2011-05-09
Time

2011-05-03

2011-05-02

Figure 6.9: CPU Usage of a Sample Machine from Alibaba Cluster

prediction
0.95 credible_interval

* rawdata

o anomalies

2011-05-01



87

Anomalies detected for the CPU Usage of a sample machine from Google cluster (using Autoencoder model)
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Chapter 7
Conclusions

Analysing Alibaba cluster trace reveals important information about the datacen-
tre behavior when it collocates online and batch jobs. This insight can be used to
understand and improve scheduling and resource allocation strategies. We carefully
extracted valuable statistics about job events and resource utilization in Alibaba dat-
acentre. Using mass-count disparity analysis allowed us to focus on the portion of
workload that is more important and disregard the portion that has less effect. In
addition, we classified the incoming workload based on their resource demand. Then
we improved the workload classification method and applied it in order to assign
incoming batch jobs to machines. Instead of regular on-demand resources, we chose
spot instances with lower cost for serving batch jobs. We further analyzed Alibaba
dataset in machine level and investigated it for anomalies in the resource utilization.
This would helpful for decision making about allocation of resources. At the end, we
used the predictability of resource usage in datacentre to reduce energy consumption,
while SLA requirements are met.

In this work, we have focused on Alibaba dataset and the insights and analysis
comes from that. It’s mostly because of its specific dimensionality and granularity
in different levels, the colocation technology used on their datacentre, and the peri-
odic behavior of servers’ resource usage over time which makes it highly predictable.
However, we believe that the methodology used in this work can be generalized to
other datasets, even for non-periodic ones. Because we are not looking into exact
prediction of resource usage, we only need the prediction intervals and estimation of
upper and lower bounds. Therefore, the proposed method can be applied on different
datasets by changing prediction models or only adjusting prediction parameters.

The main contributions of this work can be summarized as follows:
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1. We devised a classification algorithm for workload characterization. We classi-
fied instances via a hierarchical clustering algorithm with optimized number of

sets, based on the extra variable we have defined, namely demand.

2. We proposed an end-to-end mechanism to allocate spot instances to the arriving
batch jobs. The framework first classifies the incoming workload, then predicts
the future arrival for each job class. Using this prediction and adopting a
optimization-based solution, we decided on assigning the batch workload to
the most suitable type of spot instances in order to meet the jobs resource

requirements and reduce the cost and consequently the power consumption.

3. We have examined different physical machines in Alibaba datacentre and the
online and offline jobs running on them. We found two levels of anomaly among
them. First, huge difference in resource utilization between some physical ma-
chines which can be caused by uneven co-located workload distribution. Second,
unusual behavior in the daily pattern of resource usage on the same machine
which can be because of system failure. Real-time detection of these group of
anomalies are crucial for the system in order to be able to provide enough re-
sources for the arriving jobs and will lead to increasing performance and saving

in the energy.

4. We examined the predictability of resource usage in a datacentre environment.
Using quantile regression and machine learning models, we predicted the cpu
usage. Since the cpu utilization is linearly correlated with power consumption,
we showed that the energy consumption can be cut down by 56% by adopting

our prediction schema.

7.1 Future Work

For future work, we suggest suggest some extension of the work either in algorithm or

in implementation in order to improve the system model performance and efficiency.

1. For the decision making part, we can take advantage of various decision making
algorithms. The algorithm should takes into account prior history of user de-
mand and the prediction for future demand. Markov decision process(MDP) is

one of existing methods. Applying MDP, we need to define the reward function
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as the difference between the the value obtained from executing a job and the

total cost paid for that execution.

. To solve the problem of assigning resources to jobs, another option is using an
online learning algorithm to balance between provider revenue and user satis-
faction in term of quality of service. It is be able to learn actively while the
requests are arriving. To do this, we first define each jobs in terms of some pa-
rameters. The learning algorithm starts from a set of policies, it continuously
upgrades per-policy weights based on their performance on job execution to find

the optimum policy.

. Forecasting the future incoming request for each type of virtual machine using

auto-regression function.

. Using the combination of on-demand and spot instances to to service batch jobs

to address the trade-off between computation cost and performance.

. As an implementation suggestion, we can use Amazon fleet in which by having
the ability to run across multiple pools, you reduce your application’s sensitivity

to price spikes that affect a pool or two.
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