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ABSTRACT

Hard Real-Time Systems are employed in highly complex and time-critical
applications where a high degree of fault-tolerance is a mandatory feature. A
distributed algorithm for providing fault-tolerant optimal schedule in a sim-
ply periodic distributed real-time system is proposed. Each job is serviced
by a primary or an alternate algorithm. The primary algorithm provides a
desirable service that may not satisfy the timing constraints, whereas the
alternate algorithm provides an acceptable service that always satisfies the
timing constraints. After invoking an optimal scheduler in each individual
node, the algorithm tries to schedule additional primaries on other nodes.
Since primaries provide more accurate results, the distributed scheduling
algorithm achieves better result accuracy without sacrificing the timing ac-
curacy. The algorithm is first introduced and then applied to virtual ring
network and binary n-cube interconnection network. A dynamic scheduler
which enhances the run-time performance of the previously scheduled jobs,
is also described. The results of performance tests for various randomly gen-

erated data are also given.
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Chapter 1

Introduction

1.1 Real-Time Systems

1.1.1 Features

Real-time systems differ from traditional computer systems in that deadlines
or other explicit timing constraints are attached to tasks, the systems areina
position to make compromises, and faults, including timing faults, may cause
catastrophic consequences. Real-time systems are characterized by the fact
that severe consequences will result if logical as well as timing correctness
properties of the system are not satisfied. This implies that, unlike many
systems where there is a separation between correctness and performance, in
real-time systems correctness and performance are very tightly interrelated.
Real-time computing is a wide open research area of challenging problems.
The current state of art in real-time computing is elaborated by Stankovic
in [1]. Real-time systems are used in time-critical applications, such as com-
mand and control systems [2] , nuclear power plants, process and flight control
systems (3] , space shuttle and aircraft avionics [4], and robotics [5].

Future generation real-time systems will be used in similar application



areas as the current ones, but will be more complex in that they will be
distributed, contain highly dynamic and adaptive behavior, exhibit intelli-
gence, and will have long lifetimes. Examples of these more sophisticated
systems are the autonomous land rover, controllers of robots with elastic
joints, systems found in intelligent manufacturing, the space station, and

undersea exploration.

1.1.2 Constraints

As indicated earlier, in real-time applications the correctness of computation
depends not only on the results of computation but also the time at which
outputs are generated. Since real-time systems mostly handle time critical
applications, the execution of various tasks has to be completed before their
respective deadlines.

Wirth [6] has classified programs into three types : sequential, parallel
and processing-time dependent (real-time). The difficulty of specification,
design and analysis of programs increases as parallelism is incorporated and
increases further when real-time constraints are introduced. The problem of
specification, design and analysis of real-time systems with timing constraints
have been actively researched [7,8].

In addition to the timing constraints, a task may also possess the follow-

ing types of constraints and requirements :

Resource Constraints : A task may require access to certain resources
other than the CPU such as I/0O devices, data structures, files and databases.
Precedence Relationships : A complex task, for example, one requir-
ing access to many resources, is better handled by breaking it up into multiple

subtasks related by precedence constraints and each requiring a subset of the



resources.

Concurrency Constraints : Tasks should be allowed concurrent access
to resources provided the consistency of the resources is not violated.

Communication Requirements : Sets of cooperating tasks will be
the norm for distributed, hard real-time systems. The semantics of the com-
munications will vary as well as the interconnection structure between the
communicating tasks and their timing requirements.

Placement Constraints : When multiple instances of a task are exe-
cuted for fault-tolerance, the different instances should be executed on dif-
ferent processors.

Criticalness : Depending on the functionality of a task, meeting the

deadline of one task may be considered more critical than another.

1.2 Real-Time Scheduling

In a real-time system, task scheduling is an important problem, because it is
the scheduling algorithm that ensures that tasks meet their deadlines. Task
scheduling in real-time systems can be either static or dynamic. A static ap-
proach calculates schedules for tasks off-line, and therefore requires complete
prior knowledge of tasks’ characteristics. A dynamic approach determines

schedules for tasks at run-time and allows tasks to be dynamically invoked.

1.2.1 Static Scheduling Algorithms
1.2.1.1 Static Scheduling in Centralized Systems

Horn [9] has developed two simple preemptive scheduling algorithms for real-

time tasks in uniprocessor systems. The first algorithm, with time complexity



of O(n?), schedules tasks with arbiPrary ready times and deadlines, where
n is the number of tasks to be sche;iuled. The other algorithm, with time
complexity of O(n?), schedules tasks with arbitrary ready times and deadlines
for multiprocessor systems.

‘Efficient scheduling algorithms have been developed for periodic tasks.
'For uniprocessor systems, Liu and Layland [10] developed a scheduler which
assigns higher priorities to tasks with shorter periods. Lehoczky and Sha [11]
describe a technique to modify the periods of tasks in such a way that, while
tasks’ timing constraints continue to be met, better processor utilization
is achieved. Scheduling periodic tasks on multiprocessor systems is more
complicated. The set of periodic tasks are partitioned a,mc‘ang a minimum
number of processors such that each partition of the periodic tasks can be
scheduled on one processor according to earliest deadline scheme. Bannister
and Trivedi [12] have proposed a simple best-fit partition scheme. Various
preemptive schedulers [13,14] and nonpreemptive schedulers [15-19] have
been researched.

Lawler [20] has presented a solution to the problem of scheduling nonpre-
emptive tasks with precedence constraints for uniprocessor systems. Blazewicz
[21] has proved that, for this scheduling problem, a preemptive schedule ex-
ists if and only if a nonpreemptive schedule exists. Kasahara and Narita
[5] have developed a heuristic search algorithm to determine the minimum
schedule leﬁgth for a set of non-preemptive tasks with arbitrary precedence
constraints. Manacher [22] and Ullman [16,23] have studied the problem of

scheduling tasks with precedence constraints in multiprocessor systems.



1.2.1.2 Static Scheduling in Distributed Systems

Considerable effort has been spent on developing heuristic algorithms to find
suboptimal solutions to the problem of scheduling real-time tasks in dis-
tributed systems [24]. Stone [25,26) and Lo [27] have developed network
flow algorithms to allocate tasks with arbitrary communication patterns in
dual-processor and three-processor systems. Efe [28] developed a heuristic
allocation algorithm to balance processor load and to minimize communica-
tion cost. Ma et al. [29] developed an integer programming model to find
optimal allocation for tasks with explicit timing constraints. Leinbaugh and
Yamini [30] developed an analysis algorithm to compute the worst case finish
time for a set of tasks which run on a dedicated network. Peng and Shin
[31] developed a generalized stochastic Petri net to model the behavior of a

distributed hard real-time system.

1.2.2 Dynamic Scheduling Algorithms
1.2.2.1 Dynamic Scheduling in Centralized Systems

Most of the algorithms which are optimal for static scheduling are not op-
timal for dynamic scheduling. Mok and Dertouzos [32] showed that, for
multiprocessor systems, there can be no optimal algorithm for scheduling
preemptable tasks if the arrival time of tasks are not known a priori.

For uniprocessor systems, Dertouzos [33] showed that the earliest dead-
line algorithm is optimal for scheduling preemptable tasks with arbitrary
arrival times. Ramamritham and Stankovic [34] have described a guarantee
scheme based on the earliest deadline policy, which also takes run-time costs

into account. For scheduling nonpreemptable tasks, Baker and Su [24] com-



pare four simple heuristic algorithms which schedule tasks according to an
order determined by ready time, deafdline, the average of the ready time and
deadline, and by both the ready time and the deadline, respectively.

For scheduling preemptable tasks on multiprocessor systems, Mok and
Dertouzos [35] showed that, if a set of tasks can be scheduled assuming their
start times are same, then this same set of tasks can also be scheduled at run-
time if their start times are different. Locke, Tokuda and Jensen [36] have
compared a number of simple dynamic scheduling policies. Zhao, Ramam-
ritham, and Stankovic [37,38] have developed a heuristic function and an
efficient backtracking scheme for scheduling preemptable and nonpreempt-

able tasks with resource constraints:

1.2.2.2 Dynamic Scheduling in Distributed Systems

A dynamic scheduling algorithm for a distributed system should maximize
the guarantee ratio of tasks, i.e., the total number of tasks guaranteed versus
the total number of tasks that arrive in the network-wide system. Many dis-
tributed scheduling algorithms have been proposed for traditional distributed
systems. The objective of these algorithms has been to balance loads among
nodes in a system and are therefore referred to as load-balancing algorithms
in the literature [39-45]. Ramamritham and Stankovic [34] have developed a
heuristic aléorithm for scheduling mutually independent tasks in distributed
real-time systems. Their goal is to schedule tasks such that as many tasks
as possible can be guaranteed to complete before their deadlines. Simula-
tion results of this algorithm are reported in [46]. These results show that
dynamic and distributed real-time scheduling is feasible and that a system

can benefit substantially from distributed scheduling under a wide range of



system conditions and task parameters.

Precedence constraints of tasks add one additional dimension to the com-

plexity of dynamic scheduling problem in distributed systems. Cheng et al.
[47] developed a novel algorithm to solve this problem when each group has
a deadline. For a group that must be distributed, their approach attempts
to partition tasks in the group into subgroups and distribute the subgroups

in the network to be scheduled in parallel.

1.3 Fault-Tolerance for Real-Time Systems

1.3.1 Architecture and Hardware

The increasing application of computers to real-time control functions has
created situations in which a computer failure could result in unacceptably
high costs, either in terms of life or property. Such systems therefore, require
a high degree of fault-tolerance.

A critical design issue for any fault-tolerant systemn is redundancy man-
agement, i.e., the control of resources for fault-tolerance. Fault-tolerance in
a real-time system is based on masking errors, either for the duration of the
mission (static redundancy), or until the error can be isolated and the sys-
tem reconfigured (dynamic redundancy). Static redundancy requires massive
physical redundancy, but needs only simple redundancy management. Dy-
namic redundancy minimizes extra hardware and allows rescheduling and
reallocation of tasks. It also provides graceful reconfiguration, by excluding
nodes as they fail and readmitting them as they are repaired.. Dynamic re-

dundancy management depends on system consistency, even in the presence
of faults.

A landmark development in the search for extreme reliability in real-time



control systems was the Software Implemented Fault-Tolerance (SIFT) com-
puter system [3,48,49,50].. The SIF’T project pioneered both theoretically
provable fault-tolerance and system consistency. SIFT has a large system
overhead since the fault-tolerance and executive functions are implemented
in software on the same processor which performs the application tasks [51].
Scheduling for all tasks in SIFT is static [51,52].

A contemporary alternative to SIFT was the Fault-Tolerant Multipro-
cessor (FTMP) architecture [53]. FTMP explored hardware triple modular
redundancy (TMR), priority based scheduling, exact voting and tight syn-
chronization.

A Multicomputer Architecture for Fault-Tolerance (MAFT) exploits the
various fault-tolerant methodology {54]. The architéctura,l approach taken
in MAFT provides extreme reliability without sacrificing performance, flexi-
bility, or programmability. Through the separation of system overhead from

application functions, MAFT improves resource availability to application

tasks.

1.3.2 Software Fault-Tolerance

Real-time applications require continuity of correctly computed output, and
that implies correct performance of both hardware and software. Fault-
tolerance is achiéved by incorporating redundancy in the system. Redun-
dancy in fault-tolerant software requires programs that are deliberately dif-
ferent from the original ones which they are intended to backup. The Recov-
ery Block Scheme pioneered by Horning et al. [55] and Randell [56] meets
these requirements. Hecht [57] developed a technique for reliability analy-

sis of a software system illustrating the application of the recovery block to



real-time programs.

Other well known software fault-tolerance techniques are the N-Version
Programming [58], and the Deadline Mechanism [59]. The Deadline mecha-
nism, is a variation of the Recovery Block Scheme. These techniques will be

described in more detail in Chapter 2.

1.4 Fault-Tolerant Scheduling

When redundancy is introduced in the software system to achieve fault-
tolerance, the number of tasks to be executed increases dramatically. An
efficient scheduler is needed so that tasks can be scheduled in such a way
that usage of additional resources is minimized. A fault-tolerant scheduler
achieves a good balance between satisfying the timing constraints and achiev-
ing result accuracy.

An event driven, priority based, globally verifiable scheduling mechanism
has been devised for MAFT. The MAFT scheduler follows the framework for
fault-tolerant real-time software proposed by Anderson and Knight [60]. For
a given system configuration, task-to-node allocations are static. The task
selections in MAFT are based upon periodicity requirements, precedence
relationships, and task priorities.

In a hard real-time system, a timing fault is said to occur when a real-time
process delivers its result too late or too early. To avoid such timing faults,
imprecise computation approach has been introduced [61-64]. Instead of
incorporating redundancy into system to achieve acceptable result, this ap-
proach relies on making available results that are of poorer, but acceptable
quality on a timely basis when results of the desired quality cannot be pro-

duced. The problem of scheduling periodic jobs in hard real-time systems



that support imprecise computations is discussed by Chung et ol. [61].

Multiple versions of the tasks called clones were used by Krishna et al.
[65] to achieve fault-tolerance. There are two types of clones namely primary
and ghost. A primary clone is executed normally, whereas the ghost clone is
a backup copy which lies dormant until it is activated to take the place of a
corresponding primary. A fault-tolerant scheduler based on this method was
introduced to achieve quick recovery from failure.

Campbell et al. [59] and Wei et al. [66], proposed and applied a method
based on the Recovery Block scheme, namely the Deadline Mechanism. The
Deadline Mechanism replaces the acceptance test of the Recovery Block by a
centralized scheduler and supervisor. The Deadline Mechanism requires each
job to have a primary algorithm, which provides a service that is more accu-
rate but may not satisfy the timing constraints, and an alternate algorithm,
which is less accurate but does satisfy the timing constraints. Liestman and
Campbell implemented the mechanism for a scheduling problem in a simply

periodic system [67].

1.5 Objectives of the Thesis

We propose an algorithm that can schedule additional primaries on nodes
of a distributed system, where the Deadline Mechanism has already been
employed to schedule the jobs on individual nodes.

Our goal is to schedule the maximum number of primary algorithms pos-
sible in the distributed system. When a primary algorithm scheduled using
the static scheduler is executed successfully, the alternate algorithm need not
be executed, even if already scheduled. However, the knowledge that a pri-

mary algorithm satisfying the timing constraint can be executed successfully

10



before its deadline is available only during the run-time. Thus our other
objective is to find an eflicient run-time scheduler which can dynamically
schedule unscheduled primary algorithms in the time slots occupied by the
redundant alternate algorithms. Chapter 3 discusses the dynamic scheduler

in detail.

1.6 Structure of the Thesis

The remainder of the thesis is organized as follows. Chapter 2 gives back-
ground on software fault-tolerance techniques. Chapter 3 describes our pro-
posed fault-tolerant scheduling algorithm for a distributed real-time system.

Chapter 4 extends the scheduler to distributed real-time systems with vari-

ous configurations such as virtual ring and n-cube interconnection networks.

Chapter 5 presents the results achieved when the scheduler was simulated,
and gives the performance evaluation of the algorithm. Chapter 6 concludes

the thesis.

11



Chapter 2

Software Fault-Tolerance
Schemes

2.1 Introduction

Techniques for dealing with hardware faults in computers for critical appli-
cations have been under investigation for considerable time [68,69]. Lately,
much research effort has been directed towards achieving software fault-
tolerance [57].

Software fault-tolerance techniques use redundancy in software as the
main tool to achieve reliability. Usually, multiple copies of an algorithm are

executed and one of the results is chosen. An efficient scheduler is also nec-

essary in order to strike a balance between meeting deadlines and achieving
result accuracy.

In this chapter, two important software fault-tolerance techniques, namely
N-version programming and the Recovery Block Scheme are described. This
is followed by a brief description of a fault-tolerant technique for real-time

systems namely the Deadline Mechanism.

12



2.2 N-Version Programming Scheme

One way to provide software fault-tolerance is by introducing redundancy in
the system. N-version programming is a prominent software fault-tolerance
technique introduced by Chen and Avizienis [58].

N-version programming, as the name suggests, has N versions of a pro-
gram (N > 2) which have been independently designed to satisfy a common
specification. The N versions are executed and their results compared by
some form of replication check, based on a majority vote. This check can
eliminate erroneous results and pass on the presumably correct results cal-
culated by the majority to the rest of the system.

Control of the N versions of a program is provided by what is termed the
driver program. The driver program is responsible for :

(1) invoking each of the versions;
(ii) waiting for the versions to complete their execution;

(iii) comparing and acting upon the N sets of results.

It is obvious that mechanisms are required to synchronize the actions of
the driver and the versions, and to communicate outputs from the versions to
the driver. The scheme also requires that each version be executed atomically
and have access to the same input space.

A synchronization mechanism is an important aspect of N-Version pro-
gramming. The scheme proposed by Chen and Avizienis is fairly simple and
is based essentially on the use of wait and send primitives. The versions
wait and do not commence processing until a send is executed by the driver.
Similarly, the driver waits until send responses have been received from all

N versions to indicate that their outputs are complete. The voting check on

13



the sets of results can then be evaluated. The synchronization scheme has to
allow for different execution times of the modules, in particular for modules
which do not complete their execution, for example due to an infinite loop
caused by a design fault. This requires some form of timeout mechanism to
be added to the synchronization mechanism used by the driver. A different
approach to synchronization is adopted in the SIFT and Space Shuttle sys-
tems, namely, an N Modular Redundancy structure for executing programs.
The problem of versions which do not complete is overcome in these systems
by performing the voting check at a predetermined fixed time rather than
waiting for completion signals from the versions. As a result, both systems
contain a complex synchronization scheme to ensure that the executions of
the versions on multiple processors do not get out of step. The synchro-
nization in these systems is effected by the driver whereas in the N-Version
programming scheme the synchronization is driven by the versions.

Multiprocessor systems would be suitable for executing such programs
since it could then be arranged to execute each version in parallel on inde-
pendent hardware. Execution of an N-version program on a single processor
system is possible so long as the isolation of separate versions can be main-
tained. When executed, each version must have access to an identical set of
input values. One method of implementing this would be for the driver to
communicate the set of input values to each version, although there is the
danger of there being a large set of input values. Another possibility would
be to allow the versions to access the input values from a shared, global data
structure.

Probably the most important aspect of the N-version programming scheme

is the voting check performed by the driver program. For applications where

versions can be expected to produce identical results if their execution is

14



without fault, an equality voting check can be used with the majority being
selected as the correct result. Howevér, for some computations an exact com-
parison check cannot be used, since inexact hardware representation of real
numbers coupled with the different algorithms used can lead to minor dis-
crepancies between valid sets of results. For this reason, Inezact Voting has
been investigated [70], where a check can identify a consensus even though
small discrepancies occur between the sets of results being compared. The
obvious approach is to use some form of range check, expecting that the
results will be within a certain range of each other. As noted by Chen and
Avizienis (58], the maximum allowable range used in a check may be difficult
to determine and may change between executions of a version. Even if the
range can be determined and all the versions produce results, the inexact
vote requires a non-trivial algorithm to identify the erroneous values in a set
and then evaluate a result derived from the remaining values.

When a voting check can be successfully implemented, N-version pro-
gramming is a simple and attractive framework for fault tolerance. Error
detection is provided by the voting check; damage assessment is not required
if the activities of the versions are atomic. Error recovery involves ignoring
the values identified as erroneous by the check; and fault treatment simply
results, in the versions determined to have produced erroneous results being
ignored. Of course, if a majority of versions do not produce equivalent re-

sults then further fault tolerance measures will be needed to avert failure.

Two-Version systems [71] are one instance of this situation since a voting
check, while satisfactory if the two sets of results arein agreement, can only

indicate detection of an error when the two sets differ. The Two-Version

system relies on manual intervention when the check detects an error. If

fault-tolerance in a Two-Version system had to be provided without manual

15



assistance, some form of acceptance test would be necessary to differentiate

between the acceptable and non-acceptable sets of results.

2.3 Recovery Block Scheme

The Recovery Block Scheme for providing software fault-tolerance in sequen-
cial programs was introduced by Horning et al. [55] and was later extended
by Randell [56].

Consider a task that has to be performed reliably by a software system,
and assume that a non-redundant software module has been designed and
implemented with the aim of satisfying the specification of this task. This
module will be referred to as the primary module. It is assumed that this
module has been tested and debugged as much as was practicable. However,
it is recognized that the module may still contain residual design faults which
could lead to system failures.

The reasonableness of the results calculated using the primary module
is checked using an acceptance test. The acceptance test will consist of a
sequence of statements which will raise an exception if the state of the system
is not acceptable.

If the execution of the primary module produces an unacceptable result,
then the system state is restored to the state that existed just before the
primary module was entered. The same procedure is continued with several
alternate modules until an acceptable result is obtained. If the primary mod-
ule and all the alternate modules end up providing unacceptable results then

an error routine is invoked.

Thus a normal Recovery Block would look like :
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Establish Recovery Point;
ensure < acceptance tést >

by < Primary Module >
else by < Alternate Module #1 >
else by < Alternate Module #2 >
else by < Alternate Module #3 >

else by < Alternate Module #n >

else error.

The acceptance test, which is common to all modules, is identified by the
keyword ensure, and is situated at the beginning of the recovery block. Fol-
lowing the acceptance test is the primary module, identified by the keyword
by, and a set of alternate modules each of which is preceded by else by. The
final else error clause emphasizes the fact that no further alternate modules
remain,

On initial entry, a recovery point is established and the primary module
is entered. On completion of the module the acceptance test is evaluated. If
this test, or the execution of the module, does not raise any exceptions then
the results of the module are assumed to be acceptable and the recovery
block is exited. However, if an exception is raised then automatic restoration
of the recovery point occurs. Following recovery, the sequence of execution
described above is repeated except that the next module is used in place of
the module that failed. If all the modules fail, then this is regarded as a
failure of the recovery block and an appropriate exception will be signalled.

The Recovery Blocks can be nested so that one recovery block can form

part of a module of an enclosing recovery block. An exception resulting



from a failure of an inner recovery block will simply cause termination of the
enclosing module in the same manner as any other exception.

The Recovery Block Scheme does not impose any constraints on the pro-
gramming style, methodology and language used to implement the modules
and the acceptance test [72]. Since the primary module is the first module in
a recovery block to be executed, it is normal to use as the primary module

a module which has characteristics that make it more desirable than those

modules selected as the alternates. For example, the primary module might
have the shortest execution time or use the least amount of main storage.

The following recovery block illustrates a fault-tolerant sort program.

ensure ( A[j+1] >= A[j] ) for j = 1,2,...n-1
by Sort A using Quick sort

else by Sort A using Shell sort

else by Sort A using Insertion sort

else error.

This recovery block is intended to sort an array A into ascending order.
The primary module uses what is hoped will be the most efficient sorting
algorithm. Successive alternate modules also aim to sort A correctly, but
using less and less efficient algorithms. Hopefully, these less efficient algo-
rithms will be simpler than the algorithm employed by the primary module
and hence will be less prone to design faults.

It is not necessarily the case that all the modules in a recovery block
produce exactly the same results. The constraint on the modules is that they
produce acceptable results, as defined by the acceptance test. Thus, while
the primary module attempts to produce the desired results, the second and

subsequent modules may only attempt to provide an increasingly degraded
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service.

The Recovery Block scheme incréases the overall size of a programming
task because additional software must be designed and implemented for the
alternate modules. The designer of one module needs to have no knowledge of

the design of any of the other modules. The execution of the acceptance test,

however, contributes an increase in complexity of a recovery block program’

when compared to a program without provision for fault-tolerance.

2.4 The Deadline Mechanism

A variation of the recovery block scheme called the Deadh’nev Mechanism has
been proposed by Campbell et al. [59]): The Deadline Mechanism is intended
to support software fault-tolerance in real-time applications where a program
has to satisfy requests for service with a given deadline or else system failure
is likely to ensue.

The Deadline Mechanism requires each service component to have a pri-
mary and an alternate algorithm. The primary algorithm provides a ser-
vice which is in some sense more desirable. The alternate algorithm meets
the specifications for that service component but may be less desirable. A
scheduling algorithm ensures that each service request is satisfied by either
the primary or the alternate algorithm.

Scheduling primaries or alternates reliably to meet real-time constraints
requires the calculation of the execution period of each algorithm. This
bound may be determined by a theoretical computation from the terminating
conditions of the algorithm. The accuracy of determination of the execution
periods is critical to system performance and reliability.

If the primary completes within its execution period, its results are used
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in preference to those of the alternate. If the primary should fail to complete
within its execution period, because of a timing fault in the primary or a
miscalculation of the execution period, the results from the alternate are
used. If the alternate is run before the primary, a cache may be used to
hold results from the alternate until the primary either fails or completes
successfully.

An example of how a navigation program could be specified for the Dead-
line Mechanism is given below. The example illustrates the way Deadline

Mechanism provides fault-tolerance.

every second
within
calculate by read sensors (Primary Module)

calculate new position

else by approximate new position

from old position (Alternate Module)

In this notation, the every statement is used to specify the maximum
frequency with which the program is invoked. The within statement de-
termines the deadline that must be met by the program, by specifying the
maximum amount of time that can elapse before results must be provided.
Following this are the primary module, and a single alternate module used
to provide a degraded service should the primary fail. It is assumed that the

alternate module is free from faults.

Since the program must provide its service before the deadline elapses, it

is necessary for the program designer to estimate the execution time of the
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program accurately. The Deadline Mechanism requires only that a guaran-
teed upper bound can be placed on the time needed to execute the alternate

module. The methods used for scheduling are discussed in the following

section.



Chapter 3

Proposed Methods and
Solutions

3.1 Introduction

As stated earlier, Liestman and Campbell have implemented the mechanism
for a scheduling problem in a simply periodic system [67]. We propose a
distributed algorithm that can schedule additional primaries on nodes of a
distributed system, where the Deadline Mechanism has already been em-

ployed to schedule the jobs on individual nodes.

3.1.1 Definitions and Notations

Definition : The arrival period for a job is defined as the duration be-

tween subsequent requests.

Definition : A simply periodic system is one in which the arrival period

for a job is of fixed length and a multiple of the next smallest arrival period.

For example, as'shown in Figure 3.1 in a simply periodic system the ar-

rival period for three jobs Jy, J; and J; could be 10,20 and 40 respectively,
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JO JO Jo Jo

0 10 20 30 40

Figure 3.1: Example for a simply periodic system
where '0,1 and 2 are the levels of Jy, J; and Js.

Definition : An ezact simply periodic distributed system constitutes a

collection of simply periodic systems with same arrival period.

Definition : A schedule is fault-tolerant feasible if all requests will be
satisfied before their deadlines, even if none of the scheduled primary algo-

rithms succeed.

Definition : A schedule is fault-tolerant optimal if it is feasible and has
the maximum number of primaries scheduled among all fault-tolerant feasible

schedules.

Notation :
N : Total number of nodes
L : Total number of levels
Py; : Primary in a node i for level !
T; : Arrival Period for a job Ji; of a node :
E(Pi;) : Execution Time of P;;
E(A;;) : Execution Time of A;;
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- 3.2 Distributed Fault-Tolerant Scheduler

We consider an exact simply periodic real-time system of N nodes. We first
schedule the set of jobs {J;;|0 < ! < L } arriving at a simply periodic node
i of the distributed system using the Liestman-Campbell Scheduler [67]. A
job Ji; of level k, with primary Py ;, alternate Ax; and arrival period T} is
serviced Ty_1 / Tk times. For instance, the lowest level contains the job Jo;
with arrival period Ty, and is serviced Tp_; / Ty times. An ezact simply

pertodic distributed system with a maximum level of L, has the same arrival

period 73,0 < I < L for all nodes.

The algorithm given below creates an optimal fault-tolerant schedule for
one entire Ty,_; period.

Given a set of jobs {J;;|0 < ! < L } for which a fault-tolerant schedule
is feasible, a fault-tolerant schedule exists for the period T} which maximizes
the number of primaries executed. An optimal schedule is constructed recur-

sively as follows :

For every node
Assume that an optimal schedule Si;, has been constructed for the set of
jobs Jos, J14y...,Ji; for the period 7} and that it has the maximum amount

of idle time possible. The following steps are applied :

Step 1 : Construct a provisional schedule Si;;; by concatenating T, /T}

copies of schedule Sy ;.

Step 2 : Modify Si4;;. Remove the minimum number of largest Py ;’s for
0 < k <1, increasing idle time until A;4;; can be scheduled. Schedule

Ay
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Step 3 : If the resulting idle time is large enough, then schedule Py ;.

Step 4 : Otherwise, find the largest scheduled primary Py;, where 0 < k <
. If Py; > P41, then remove Pi; and schedule Py, ;, thus maximizing

idle time.

Whenever a choiceis possible, lower level jobs are scheduled before higher
level jobs, and within one level, jobs satisfied by both a primary and alternate
are scheduled in preference to jobs satisfied by only an alternate.

The above algorithm creates an optimal fault-tolerant schedule for a set of
jobs such that either a primary and an alternate or an alternate is scheduled
for each request. We call this the Phase 1 of our distributed scheduling

algorithm.

3.2.1 Our Proposed Alternative Scheduler

The Liestman-Campbell algorithm recursively schedules primary and alter-
nate algorithms starting with the lowest level. The number of primaries
scheduled changes continuously throughout the construction of the schedule
which makes the formation of a linked list very time consuming. For exam-
ple, if Si; has been constructed for some 0 <! < L, then in Sj4;; some of the
primaries of S;; could be taken off to schedule the alternate Ay, ; and Pryq ;.
Thus there is a continuous change in the number of primaries at various lev-
els during recursion in order to maximize empty slots and accommodate the
alternates. Keeping track of these changes is an overhead which we try to
avoid in our proposed algorithm.

We therefore present a different scheduling algorithm which schedules

only the alternates during the levels of recursion. After obtaining a schedule
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for the alternates, maximum number of primaries are scheduled in the empty

slots available.

For every node 1.

Step 1 : Assume that we have constructed an optimal alternate schedule
Sii, where 0 < ! < L with {Ax;]0 < k < [} for the time period
Ti. Construct a provisional schedule Si;1; by concatenating T, /T,

copies of S;;. Schedule Ay, in the empty slots available.

Step 2 : For 0 < I < L, schedule primary Py;, in the empty slots available
in [T} *k, T} * (k+1)] for 0 < k¥ < Tr_1/T;. If P;; is unschedulable,
and a primary with execution time greater than Pj; exists in the time
interval, then Py; is scheduled in the place of the primary with largest

execution time by maximizing empty slots.

Theorem:

A necessary and sufficient condition to have a fault-tolerant feasible schedule
for alternates in a node iis, SF o (E(A1;)/T1) <1 where 0 < i < N
Proof :

(a) Necessary Condition

Assume we have a fault-tolerant feasible schedule. All alternates are sched-
uled, thus :

(Tp-1/To)E(Aog) + (T /T1)E(Arg) + .o 4+ (To1/To-1)E(Ap-1;) < Tra
1o (To-1/Tn) E(Arg) < Ty
S E(A)/Ti< 1
(b) Sufficient Condition
Let Yt B(A)/Ti < 1
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then E(A;;) < T1,0<I< L
We claim that all the alternates have been scheduled. Supposing it is not,
then for some level , 0 <r <L -1
Yico(T/T)E(A) > T
o B(AL)/Ti> 1
o E(A1:)[Ti = Tico E(A)/Th + Ti5ss E(A)/Ti > 1

which is a contradiction since we have assumed YF! E(A;)/T; < 1 and

T >0,E(A;) >0

However we have used Liestman-Campbell’s algorithm in Phase 1 of our

distributed scheduling algorithm.

3.2.2 Our Proposed Distributed Scheduler

3.2.2.1 Collection of Unscheduled Primaries

Our actual contribution starts with what we call Phase 2 of the distributed
algorithm. This phase traverses through the fault-tolerant schedule obtained

after Phase 1, and a linked list of primaries, which were not initially scheduled
at the individual nodes, is formed.

The linked list was implemented with fields as shown in Fig. 3.2. Each
node in the distributed system creates such a list, representing the source,
level, and the ezecution time of the unscheduled primary. The fields EST
(Earliest Start Time) and LET (Latest End Time), represent the time interval
within which the primary algorithm has to be executed, while the field server
represents the node that has accommodated this primary in its schedule.

Lemma:
Let i be a node, and L; be the linked list formed during the Phase 2 of the



Source Level Ex-Time| EST LET Server

Figure 3.2: The fields of the linked list element

algorithm. The number of elements in the linked list is given as, N(L;) <

Tr 2 SE /T
The algorithm is given below :

Phase 2 Algorithm :

For every node ¢ and every level [, 0 < I < L of node 7 do the following
steps :

Step 1 : Traverse every time interval [k * T4, (k + 1) * T}],
where 0 < k < Ty, /T;. Check for the existence of primary FP;;.

Step 2 : If primary P;; is not found in the time interval, append the infor-

mation regarding Fj; and the time interval to the list L;.

3.2.2.2 Communication

At the end of the Phase 2 execution, the linked lists are ready for all the
individual nodes containing the unschedulable primaries. The linked list is
now communicated between the nodes of the distributed system using the
Phase 3 algorithm. In a distributed system of N nodes, the linked list of

a node is communicated through a cycle to the neighboring node, given
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that the nodes of the distributed system are numbered in some order. The
node receiving the list parses through the linked list to check whether it
can schedule any of the unscheduled primaries. This is done by checking
for large enough empty slots in the schedule of individual nodes, which can
accommodate a primary and the corresponding communication delay. The
knowledge of the maximum communication delay between the origin of the
linked list and the present node is assumed to be known. If an empty slot
is obtained, then the primary is scheduled and the field server in the linked
list is changed to the present node number.
Theorem:

An unscheduled primary P4, 0 < [ < L of node ¢ can be scheduled in
another node 9 if

Ti{l — Theo (B(Ai) + Thlo’ S50 B(Pig))/Ts} 2 E(Pig) + Coy
where

Siky = 0 if P; 4y is not scheduled in {k* T}, (k + 1) * T}] and

bjky = 1 if P;y is scheduled in [k + Ty, (k + 1) * Tj]

Cgy = the round trip communication delay between ¢ and

Proof :

Time slots occupied by alternates in node % up to level / is given as :

A= T{/To * E(A0|¢) + ... + T[/T; * E(Aw,)

Time slots occupied by primaries in node 3 upto level ! is given as :

B = (SH° Sory T/ To) * E(Poy)+ o + (T 6iey T/T)) * E(Poy)

Empty slots available for schedule is T} — (A + B). For schedulability of P4

we must have:
Ti—(A+ B) 2 E(Piy) + Cgy

After scheduling the maximum possible primaries from the linked list,



the node sends the list to the next node. The communication is completed,
once around the cycle, when each no&e receives back its own linked list. The
linked list is traversed by the present node to determine various nodes that
have scheduled the unschedulable primaries.

Therefore, while the unscheduled primaries of the individual nodes are
communicated to the other nodes in the system at pre-runtime, the corre-
sponding alternates are made sure to be executed in the individual nodes. If
the result of a primary could not be communicated due to unexpected delay,
an acceptable service can still be provided by executing the corresponding
alternate algorithm in the individual nodes. Thus the distributed algorithm
ensures better results without disturbing timing accuracy.

The new schedule contains more primaries, as compared to Phase 1 sched-
ule, to be executed by various nodes. Since no existing primaries of the indi-
vidual nodes are altered, the schedule remains Fault-Tolerant Qptimal. But
at the same time, the distributed algorithm uses the empty slots in the sched-
ule of various nodes to schedule the unschedulable primaries of other nodes.
Thus, at the least, when no empty slots are available, the distributed algo-
rithm schedules the same number of primaries as the Liestman-Campbell’s
algorithm. But whenever large enough empty slots are found, the distributed
algorithm schedules more primaries in different nodes.

The algorithm is given below :

Phase 3 Algorithm :

Step 1 : Each node ¢ sends its linked list to the neighboring node j through
the cycle.

Step 2 : Parse the schedule of node j for empty slot in the time interval
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specified in every list element.
Step 3 : Calculate the communication delay between the origin and node 3.

Step 4 : If ( Execution time + round frip communication delay between

the origin and node j) can be accommodated in the empty slot, then

schedule one of the unscheduled primaries.

Step 5 : If scheduled then make ( Empty time - ( Execution time + Com-

munication delay ) ) to be the new empty slot.

Step 6 : Change the server field of the linked list on the origin node to j to
indicate that the job had been scheduled in node j and continue until,
either all the list elements have been scheduled, or there is no empty

slot for the jobs remaining in the list.

3.2.3 Dynamic Scheduling

3.2.3.1 Introduction

Thus far, a distributed fault-tolerant scheduler has been introduced for the
nodes connected in a general network. The algorithm contains three phases,
where the Phase 1 algorithm gives the initial schedule for individual nodes,
the Phase 2 algorithm forms the linked list of all the unscheduled primaries
in the individual nodes, and the Phase 3 algorithm communicates this list
with other nodes and tries to schedule some of the unscheduled primaries in
them.

The node from which the unscheduled primary originated is called the

Source node and the alien node which schedules it is known as the Server
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node. At the end of the Phase 3 algorithm, every node has received back its
linked list, showing where some of its primaries have been scheduled.
During actual execution of the jobs, if a primary succeeds in its execution,
i.e., if the primary meets the deadline, the execution of the corresponding
alternate scheduled after the primary for the same level becomes redundant.
We propose a dynamic fault-tolerant scheduler such that if a primary suc-
ceeds then the dynamic scheduler tries to schedule one of the unscheduled

primaries in place of the redundant alternate.

3.2.3.2 Table Formation

Selection of a primary to be scheduled in the place of a redundant alternate

could cause serious run-time overhead. The selection must be done in the

shortest possible time. In order to minimize the overhead, every node should
possess information regarding the unscheduled primaries from all other nodes
of the system. A table containing such information is therefore created using
the linked list received after Phase 3 algorithm. The table is filled with the
execution times, (ETs), of the unscheduled primaries. This list of unsched-
uled primaries in the source is broadcast to all the nodes.

A global table containing information regarding all the unscheduled pri-
maries of the system is created by every node using the linked list received

from other nodes.

A shortest_job list, containing the unscheduled primaries using the global
table is then created. This list is sorted in ascending order of (ET+CD),
where CD is the communication delay. The lists formed for higher levels are
appended to the lists formed for lower levels. A copy of shortest_job list is
maintained so that the changes to the list are done not on the original list

but on the working list.
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Lemma:

The number of list elements in the shortest_job list, for any time interval of

a node is bounded by NL — ¥zt 0=t (Tp—1/T)-1 bisi

7=0
Lemma:

The number of unscheduled primaries in the system after Phase 3 is given

by N+« Ty SN (1/T) - SN L Egzé-hfﬁ) 1 6
Proof:

Total number of primaries in a node is given by

Toa/To+ Toaaf/Th + oo+ Toea /T

which is equal to Tr_( (T 1/T7)

Therefore for N-1 nodes we have

(N-1*Tp_1)(ZFS 1/T7) number of primaries

Total number of primaries scheduled in # nodes in all levels is given by
232 ¥ (65)

This difference gives the number of unscheduled primaries in the system.

3.2.3.3 A Dynamic Fault-Tolerant Schedule

The previous section illustrated how a shortest_job list is formed using the
global table. The selection of the primary from shortest_job list to be sched-
uled in place of a redundant alternate is discussed in this section. A copy
of the global table, namely the working table, is maintained and updated
during runtime.

If a primary P, 0 <! < L of node ¢ succeeds, then the execution of the
corresponding alternate A;; is redundant. In such a case, the first element
of the working shortest_job list for the corresponding interval is checked for
schedulability in the available time slot. The element is schedulable if the



(ET + CD) of the primary in the working copy of shortest_job list is not
greater than the (ET) of Ay;.

In case the element in the working shortest_job list is schedulable, then
the change of state is broadcast to other nodes in the system. Working tables
and working lists are updated. Since the tasks are periodié, after execution
of tasks in all levels of interval [0..7';_;], working lists and working tables are
updated by the global shortest_job list and the global table, respectively.

By scheduling unscheduled primaries in the dynamically arising empty
slots, the number of primaries scheduled are maximized. The purpose of cre-
ating a working shortest_job list was to minimize the overhead of selecting
a primary at run-time when an alternate becomes redundant. In our algo-
rithm, the scheduler dynamically picks the first element of the working list
and schedules it if the timing constraints are satisfied.

The global_table and the global shortest_job list are stored for future refer-
ences. The working table and working list are updated from the global_table
and global list after the time interval [0..7_;]. This is necessary because the
system may not behave in the same manner during subsequent time intervals.

To avoid the overhead associated with the cost of code migration at run-
time, codes for unscheduled primaries listed in the global data are broadcast

to all nodes before run-time.

3.2.3.4 Algorithm

Make_Table_Column :

For every node i

Step 1 : Create the column elements such that they indicate the time in-

terval [j*T7, (7 + 1) * T3] where 0 < j < Tp_1/Ti for every 0 < I < L
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Step 2 : Traverse the schedule and for all the primaries scheduled, fill the

respective column element with the present node number.

Step 3 : Traverse through the linked list received after the Phase 3 algo-
rithm has scheduled all the primaries in other nodes, fill the respective

column element with the node number where the primary has been
scheduled.

Step 4 : Fill in the execution time of the unscheduled primary in the rest

of the column elements.

Step 5 : Create a linked list of all the unscheduled primaries of step 4 with

the details of source node, time interval, execution time and level.

Make_Global_Table :

Step 1 : Receive the linked list of unscheduled primaries from every node.

Step 2 : Create a global table with node numbers as the rows and the time
intervals [j * T}, (f + 1) # T as the columns.
Step 3 : For every linked list received do :

Calculate the communication delay between the origin ¢ of the linked

list and present node i.

Fill in the row for node ¢t with the sum of Execution time and Commu-

nication Delay on the respective columns containing the time intervals
of levels,

Shortest job_list :
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Step 1 : For every column [j * T}, (§ + 1) x T}] create a list with fields con-

taining source of primary, level and the sum of execution time and

communication delay.

Step 2 : Append list [j* T, (7 + 1) * T3] with all the lists [j T, (7 + 1) * 1]
satisfying (j + 1)* T, < (j+1)*T; where 0 < j < T /T ,0<I< L
and0<m<l.

Step 3 : Sort by the sum of execution time and communication delay. The

total number of lists are Ty, /15

Broadcast codes of unscheduled primaries to all nodes

Run-Time Update of Table_Information :

Step 1 : If a message is received, then alter the corresponding table infor-

mation using the fields source, and time-interval.

Step 2 : Delete the list element in the group of shortest_job list 7% T, (5 +

1) % Tp] where (j + 1)+ T, S (j+ 1)+ Ty for 0 € 7 < Tr1/Ti and
0<m<L
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Chapter 4

System Configuration

We now discuss how our proposed algorithm can be applied to different sys-
tem configurations such as the virtual ring and the binary n-cube intercon-

nection networks.

4.1 Virtual Ring

4.1.1 Initial Schedule

We consider an exact simply periodic real-time system of N nodes connected
in a virtual ring network. A fault-tolerant optimal schedule is found for
each individual node using the Phase 1 algorithm described in the previous
section.

In Figure 4.1, an example of the execution times for the primary and
alternate algorithms for various levels in a distributed system of three nodes
is shown. The arrival period of the periodic jobs to be serviced are 10, 20,
and 40 with T}, /T being 2, 0 < I < L and the number of levels L being 3.

Figure 4.2 demonstrates the fault-tolerant optimal schedule obtained

using the Phase 1 algorithm for the Deadline Mechanism. The arrow marks
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Level 0 Level 1 Level 2

Node [ PO | Ao | P1 [ A1 | P2 | A2
o 911 9 1 1 21 2

1 5 2 8 5 1 1

2 5 4 8 6 9 8
‘;‘;’:;‘;" To =10 T1 =20 T2 = 40

Figure 4.1: Execution time for an exact simply periodic system of 3 nodes

show pre-emption of the jobs.

4.1.2 Collection of Unscheduled Primaries

The fault-tolerant schedule obtained after Phase 1 for an individual node is

represented as an array. Phase 2 of the distributed algorithm parses through
this array and a linked list of primaries, which were not initially scheduled
at the individual nodes of the virtual ring network is formed.

Figure 4.3 illustrates the linked list formed after the execution of the
Phase 2 of the algorithm by the three nodes containing all their respective
unschedulable primaries. Node 0 creates a list of 7 elements, with fields
shown in Figure 3.2. Similarly, node 1 and node 2 create a list of 2 and 7
elements respectively. Note that the server field is initialized to -1 to indicate

that the primary has not been scheduled as yet.

4.1.3 Communication in Virtual Ring

At the end of Phase 2 execution, the linked lists contain the unschedulable
primaries for all the individual nodes. The linked list is now communicated
between the nodes of the distributed system using the Phase 3 algorithm. In

a distributed system of » nodes connected through a virtual ring network,
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N

Node 0 RO| A1| a0| a2| Ro{ AZ| A0 | A2

0 9 10 19 20 29 30 39 40

N N

Node 1 POl RO| AL | po| A0| aL| P2| ®o| R0| A1]| Po| no| AL} A2

0 5 7 10 15 17 19 20 25 27 30 35 37 3% &0

N

Node 2 AO| A1| Ao A2{ A0| A1| AO| A2 | E

0 4 10 14 20 24 30 34 36 40

Figure 4.2: Schedule in individual nodes after Phase 1

the linked list of node i is communicated to the node (i+1) mod N, given
that the nodes of the distributed system are numbered. The node receiving
the list traverses through the linked list to check whether it can schedule
the primaries. This is done by checking for empty slots in the schedule of
individual nodes, which are large enough to accommodate the primary and
the communication delay. The knowledge of the maximum communication
delay between the origin of the linked list and the present node is assumed
to be known. If an empty slot is obtained, then the primary is scheduled and
the field server in the linked list is changed to the present node number.
After scheduling the maximum possible primaries from the linked list,
the node sends the list to the next node. The communication is completed,

once around the ring, when node 7 receives its own linked list. The linked list
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Node 0

ol ol 9{ o | 10] 1 ol of 8| 10] 20| -1 20| 30] -1
ol 11 1 20| 40| 1 o|11o 20| -1 30| 40] -1
of 21 2[ o | 40] 1

Node 1

1| 1| 8| o | zof -1 11s|2040-1

Node 2

210l s| o | 10] -1 2| o] 5| 10] 20] -1 20| 30| 1
2| 1] 8] 20] 40] -1 2] 1] & 0o | 20] -1 30| 40] -1
2] 2] 9| © 401 -1

Figure 4.3: Linked list of unscheduled primaries



Node 0
F
ol ol 9| o |1o| -1| 'I ol o| 9I 1o| 2o| -] ol. o| 9I zol 3o| -1

o] 1] 11 20] ac| -2 ol11|o|zo|-1 00930|4o'—1

oot
) 2|2Io|4ol.2|]_

Figure 4.4: Linked list after communication with other nodes

is parsed by the present node to determine various server nodes that have
scheduled the unschedulable primaries. _

The linked list shown in Figure 4.4 is obtained after Phase 3 of the
algorithm. Each node receives its own list back, with a modification on
the server field of the list element. The figure shows a primary of node 0
scheduled at node 2. Thus node 0 waits for the result of this primary to
arrive from node 2 during the time interval of execution.

Figure 4.5 demonstrates the new schedule for node 2, including the pri-

maries of other nodes which have been scheduled in it. The schedules of node

0 and node 1 have not changed, but we note that the new schedule of node 2

includes an extra P2y of node 0, being scheduled in the time interval 36-40.

4.1.4 Dynamic Scheduling in Virtual Ring

In this section, the dynamic scheduler introduced earlier is applied to the

virtual ring network.
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N

Node 2 AO| Al| AO( A2 | RO A1| RO [ A2 | p2 "E

a 4 10 14 20 24 30 34 36 40

Figure 4.5: New schedule indicating some primaries of Node 0 scheduled at

Node 2

4,1.4.1 Table Formation

Selection of a primary to be scheduled in place of a redundant alternate could
cause serious run-time overhead. The selection must be done in an optimal
time so that the node does not skip deadlines. In order to minimize the
overhead, every node should possess information regarding the unscheduled
primaries in every other node of the system. A taBIe containing such infor-
mation is created which holds the execution times (ETs) of the unscheduled
primaries, Figure 4.6 represents the linked list of node 1 received back after
traversing through the virtual ring using Phase 3 algorithm for the network.
The list indicates that P;; has not been scheduled. A linked list of the un-
scheduled primaries created using the table is illustrated in Figure 4.7. This
list of unscheduled primaries in the source is broadcast to all the nodes.

A global table is created by every node using the linked list received from
other nodes. Table entries correspond to node numbers and time intervals
(TI) of various levels. Since Py, is scheduled in node 1 for interval (0-10),
the entry (1, Po(0 —10)) in Figure 4.8 shows an z mark. Otherwise, e.g.,
for node 2, the entry (2,FP(10-20)) represents the sum of ET of P, and
Communication Delay (CD) between node 2 and node 1. Thus a global



Node 1

1( 1] 8| 0 20 -1 | 1] 1| 8] 20| 40 -ll

Figure 4.6: Linked list of node 1 after Phase 3 Algorithm

1 {P1]0|20)8 1 Pt | 20| 40| 8 |

Figure 4.7: Linked list constructed using the initial table

table contains information regarding all the unscheduled primaries of the

system.

Next, a sorted list of unscheduled primaries using the global table is
created. Figure 4.9 illustrates the group of Ty,_; /Ty number of shortest_job
lists for node 1. Each entry as illustrated indicates the node identifier, the
primary of a level which is still unscheduled and the sum of ET and CD. A

separate list is formed for each time interval, and sorted in ascending order

of (ET + CD).

4.1.4.2 Run-Time Considerations

A copy of the global table, namely the working table, is maintained during
execution to store changes node to the table during run-time. For example,

as shown in figure 4.10, if the primary Py; succeeds, then the alternate
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N Po[0-10] | Po[10-20] | Poj2030] | Po[30-40] | P1[0-20] | P1[20-40] | P2[o-40]
0 9+1 941 9+1 9+1 141 1+1 X
2 541 5+1 5+1 5+1 8+1 8+1 9+1

44

Figure 4.8: Global table constructed by node 1

Ao, becomes redundant. Consequently, the first element of the working
shortest_job list for interval (0—10) is checked for schedulability in the (5—7)
time slot. The element is schedulable if the (ET + C'D) of the first element
< (ET) of Aoy. Since (ET + CD) of primary Py of node 0 < (ET) of Ag,

therefore P, g of node 0 is scheduled in node 1.

[o-10] |0|P1|2|_'[ 2|P0]6|_'f1lp1lfip
[12][r2[100«— 0]ro [10}*—[ 2]ri |9
w [O]m 22w [e}—~{T]r 8]
2o o Jrio]~—2]r 9
120-30] |2|POI6H1|P1|8|—>[2|P1|90b

12 [r2 (10~ 0[m |1
1 2w o~ [m [s—~{2]= [0
N R B3 A g I EXE

Figure 4.9: Group of sorted job lists for node 1



Node 1 po—l no| a1] ro| no A:.lpz polao al| po aolm a2

o 5 7 10 15 17 19 20 25 27 30 325 37 39 40

Figure 4.10: The updated schedule of node 1

The change of state is broadcast to other nodes, thus informing other
nodes in the system that P, of node 0 has been scheduled in 1. Working
tables are updated. Figure 4.11 illustrates the new working table for node 1.
Since the tasks are periodic, after execution of tasks in all levels of interval
[0..T1_1], the working list and the working table are updated by the global
shortest._job list and the global_table respectively.

In applications where updating the table may compromise the timing
constraints, the working table is not updated. In such cases, multiple results

are sent to the source and the first (or any) one of the results is accepted.

45



Tl
Po[o-10] | Po[10-20] | PoO[20-30] | P0[30-40] | P1[0-20] | P1[20-40] | P2[0-40]
9+1 9+1 9+1 9+1 X 1+1 X
X X X X 8 8 X
5+1 5+1 54+1 5+1 841 8+1 941

Figure 4.11: The updated working table for Node 1
4.2 Binary n-cube

4.2,1 Initial Schedule

Recent advances in VLSI have enabled the technical feasibility of large multi-
computer networks such as n-cube architectures. We propose a fault-tolerant
scheduler for nodes of a network connected as a binary n-cube. We consider
an exact simply periodic real-time system of 2™ nodes connected in a binary
n-cube interconnection network. An n-cube [73] is a generalization of a cube
to n dimensions, where each of the 2" nodes are connected to n nodes. Some
of the commercially produced n-cube multicomputers are described in [74]
[75]. The degree of a node and the diameter of a cube in this type of structure
are equal to n.

Definition : An n-dimensional binary cube [73] is obtained by con-
necting each processor to n neighbors. Each node is labeled by an n-tuple
(bo, b1, ...r bu1), where b; is either 0 or 1. Two nodes. are neighbors if they are
joined by an edge, i.e., their co-ordinates agree in all but one of the n places.

The individual nodes of the n-cube use the Phase 1 algorithm for schedul-
ing the jobs. A list containing the unschedulable primaries is formed by

the individual nodes, to which the proposed algorithm is applied to sched-
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Binary Execution time, level 0,1,2

Equivalent Noda PO a0 PL al P2 A2
000 o] 9 9 1 1 2 2
ool 1 5 2 8 5 1 i
o1lo 2 5 4 8 5 ° a
o1l 3 1 1 1 1 3 2
100 4 6 4 3 1 3 3
lio01l 5 7 = 1 1 > 1
110 P = 6 7 - 2 1
111 7 3 3 5 3 7 5

Figure 4.12: Execution time for various primary and alternate algorithms for
nodes in 3-cube.
ule maximum primaries. If consider the communication delay between the
neighboring nodes to be one unit, then any two nodes can communicate in
maximum n units of time.

Figure 4.12 gives an example of the primary and alternate algorithm exe-
cution times chosen randomly for binary 3-cube.

Figure 4.13 illustrates the initial schedule obtained using Phase 1 algo-

rithm for Binary 3-cube.

4.2.2 Collection of Unscheduled Primaries

The fault-tolerant schedule obtained after Phase 1 for an individual node

is represented as an array. Phase 2 of the distributed algorithm traverses
through this array and a linked list of primaries, which were not initially
scheduled when the individual nodes were formed. Figure 4.14 illustrates

the linked list formed by all the nodes of binary 3-cube. Node 011 forms
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Node 000 | AOf Al| AO] A2| AO| AL{ AO | A2

0 9 10 19 20 29 30 39 40

”,—‘-_-~\“ 1”'-—--h\‘;
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0 5 7 10 15 17 19 20 285 27 30 35 37 3% 40
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Q 1 2 3 4 7 9 10 11 12 20 21 22 23 24 30

PO| AO]| E

30 31 32 40

P " ™

Node 100 | ro| ao| ao| pL| A1 2| Ao Pl | M1 P2l R2| A0 | A2] E
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Node 111 | ro| Ao A E

0 3 [ 10 13 14 17 20 23 26 30 33 34 37 3% 40

Figure 4.13: Scheduling individual nodes using Phase 1 .




a dummy list since all its primaries have been accommodated in its own

schedule.
After the Phase 2 algorithm, the individual nodes of the binary n-cube are

left with the linked list of unschedulable primaries. The Phase 3 algorithm
is used for communicating the linked list of the nodes to the other nodes in

order to schedule the finscheduled primaries if an empty slot exists.

4.2.3 Communication in Binary n-Cube

It is important to consider the communication delay between a source node
and a server node in order to schedule the primary of the sourcein the server
node. The server must find an empty slot equal to the sum of execution time
of the primary and the communication delay between the source and the
server. It is well known that if ¢,9 € @Q,, ¢ can communicate with % in n
steps at the maximum.

Lemma:
Let ¢(x1,z2,...,xn_1) and (y1, Y2, .-, yN-1) be any two processors in an n-
cube. Then the communication delay between ¢ and % is given by
Cop = X1 X
where
xi=0ifz; =y
xi = 1if z; # yi

A 1 unit communication delay is assumed between neighboring nodes.
The communication between the nodes has to be done in a way where the

linked list of a source is sent to all the nodes in the n-cube to find a server

which can execute one or more primaries from the linked list. One way of
communicating the linked list to other nodes and not ending with duplicate

servers is to find a Hamiltonian cycle in the n-cube. It can easily be shown
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Figure 4.14: Linked list formed after Phase 2
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that every hypercube @,, has a Hamiltonian cycle.

The list is communicated through this Hamiltonian cycle. Each node in
the n-cube sends its list to its neighbor according to the sequence of nodes
in the cycle. The neighboring node checks whether it can schedule any of
the primaries in the linked list. This is done by checking for empty slots
large enough for scheduling any of the primaries in the linked list along with
communication delay.

A Gray Code technique [76] [77] (78] [79]is used to communicate the list
to other nodes of the system in a Hamiltonian cycle so that all the nodes can
parse through the linked list belonging to every other node. Normally, the
starting code word is taken to be (00...0) although since the code is cyclié it
does not matter. Every n-bit Gray code set gives a Hamiltonian cycle for an

n-cube,

Lemma : In an ordered sequence of code words, if i = b,,b,_;...bp then
codeword(i) = XOR(0,b,) XOR(bn,bs1) ... XOR(b1,by).

Thus if all the 2" nodes of the n-cube are ordered in some unique way, any
individual node i with codeword(i), communicates with its neighbor j with
codeword(i+1). Thus the communication is done in a Hamiltonian cycle.
Figure 4.15 shows how an n-cube can be ordered, and a Hamiltonian cycle
could be found using a Gray code. A node can obtain the code word of its
neighbor using the node number that has been assigned to it. The numbers
given within brackets at every node in the Figure 4.15 represents the node

number of that node.

‘The communication is complete for a node i when it receives its own linked
list back, after traversing once across all the nodes of n-cube. The linked

list is parsed to determine various nodes that have scheduled the initially
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Node (1)} Codeword (i) Codeword (1+1)
o000 000 001
ool oo1 011
olo 011 010
011 010 110
100 110 111
101 111 101
110 101 100
111 100 000

Table giving the Hamiltonian cycle for 3-cube

(1) oo1 101 (6) .
111 (5)
)
7)
© 000
‘ @ o = a0 (9

The dark lines indicate the Graycode Hamiltonian cycle

Figure 4.15: Hamiltonian path in 3-cube and corresponding Gray code.
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Node Empty Slots before Empty Slots after
Phasg 3 algorithm Phasg 3 algorithm
000 None None
001 None None
0l1l0 36 - 40 36 - 40 P2,000 scheduled
011 09 - 10 09 - 10 Empty
12 - 20 12 - 20 PO0,100 scheduled
24 - 30 24 - 30 P1l,000 scheduled
32 - 40 32 - 40 PO0,100 scheduled
100 36 - 40 36 - 40 PO,111 scheduled
101 19 - 20 19 - 20 Empty
29 - 30 29 - 30 Empty
37 - 40 37 -~ 40 P2,110 scheduled
110 39 - 40 39 - 40 Empty
111 39 - 40 39 - 40 Empty

unschedulable primaries of the present node. Figure 4.16 illustrates the
empty slots in the schedule before and after Phase 3 Algorithm in the 3-cube
for the random data given in Figure 4.12. Figure 4.17 illustrates the new

schedule for the random data. It can be clearly seen that six extra primaries

have been scheduled.

Figure 4.16: Empty slots before and after Phase 3 algorithm.

The Phase 3 Communication algorithm is given below :

Phase 3 Algorithm :

Step 1 : Each node with node number ¢ and code word codeword(i) sends
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Node 010 | ao| A1| ao| A2| Ro| A1] ao| A2 | p2,000

o 4 10 14 20 24 30 34 36 40

Node 011 | poj ao| p1| 1| p2| 22| E | po] A0 PO, 100

¢ 1 2 3 4 1 9 10 11 12 20

pPo| a0| P1| A1| P1,000 | PO| ARO| PO, 100

20 21 22 23 24 30 31 32 40

NN

Node 100 | po| ao{ ao| m1{ a1} p2! ao| 2| a1 p2| a2} no| a2 {po, 111

0 6 10 14 17 18 20 24 27 28 29 30 34 36 40

Node 101 | ao{ P1| a1| p2| no| P2| A2| E |ac|P1| 21| E | A0 |P2, 110

o 7 8 $ 10 17 18 19 20 27 238 29 30 37 40

Figure 4.17: New schedule after Phase 3 algorithm.

its linked list to the neighboring node with node number j and code
word codeword (i+1).

Step 2 : Parse the schedule of node j for empty slot in the time interval

specified in every list element.

Step 3 : Calculate the communication delay between the origin and node j
by finding the number of places the coordinates of binary representation

of the origin and node j differ.

Step 4 : If ( Execution time + Communication delay between the origin
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Node 001

1) 11 8/ 0 20| -1 1182040-11

Figure 4.18: Linked List of node 001 after Phase 3 Algorithm

of an unscheduled primary and node j ) can be accommodated in the

empty slot then schedule the primary.

Step 5 : If scheduled then make ( Empty time - ( Fxecution time + Com-

munication delay ) ) be the new empty slot.

Step 6 : Change the list entry to indicate that the job had been sched-
uled in node j and continue until either all the list elements have been

scheduled, or there is no empty slot for the jobs remaining in the list.

4.2.4 Dynamic Scheduling in Binary n-Cube
4.2.4.1 Table Formation

We now consider the table formation needed for our 3-cube example. Figure
4.18 represents the linked list of unscheduled primaries of node 001 received
back after traversing through Hemiltonian cycle using the Phase 3 algorithm.
Figure 4.19 shows list of unscheduled primaries in the source node 001 which
is broadcast to all the nodes.

Different methods for broadcasting in n-cube exist [80]). Broadcast in a
binary n-cube could be done in n steps such that each node either receives

multiple copies of the list or a single copy.
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001 | P1

001

P1 | 20

40| 8

1

Figure 4.19: Linked list constructed using the initial table

TI :

N PO[0-10] | Po[10-20] | Po[20-30] | PO[30-40] | P4[0-20] | P1[20-40] | P2[0-40]
001 X X X X 8 8 X
010 542 5+2 542 5+2 842 842 942
011 X X X X x . X X
100 X X 6+2 X X X X

X
101 T+1 T+1 T+1 T+1 X X
110 743 743 743 743 743 743 X
11 x 32 X X X X T+2
000 941 941 941 941 1+1 X X
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Figure 4.20: Global table constructed by node 001

A global table shown in figure 4.20 is created by every node using the
linked list received from other nodes. Figure 4.21 illustrates the group of
Tr-1/To number of shortest_job lists for node 001 which was created using

the global table.
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Figure 4.21: Group of sorted job lists for node 001
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Figure 4.22: The updated schedule of node 001

4.2.4.2 Run-time Scheduling

As stated previously, if a primary P;, 0 < I < L of node t succeeds, then
the execution of the corresponding alternate A;; is redundant. Figure 4.22
illustrates this for node 001. If primary Popo1 succeeds in the interval [0 —10],
the corresponding alternate Agg0; scheduled in [5 — 7] becomes redundant.
The first element of the working shortest_job list for interval [0—10] is checked
for schedulability in the [5 — 7] time slot. The element is schedulable if the
(ET + CD) of the first element in working shortest_job list is not greater
than (ET) of Agger. Figure 4.23 illustrates that primary P g9 of node 000

has an (ET+CD) not greater than (ET) of Apgo1. Thus P g0 of node 000 is
scheduled in 001.
The change of state is broadcast to other nodes and working table and

shortest_job list are updated.
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Node\ | pofo-10] | Po[10-20] | Po[2030] | Po[3040] | P1Jo-20] | P1[20-40) | P2{0-40]

001 X X X X 8 8 X

010 5+2 542 542 542 8+2 8+2 942

011 X X X X X X X

100 X X 642 b 4 x X X
X

101 T+1 T+ T+1 T+ X X

110 743 743 743 743 743 743 X

111 X 342 X b 4 X X T+2

000 941 9+1 941 941 X x X

Figure 4.23: The updated working table of Node 001
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Chapter 5

Performance Evaluation

5.1 Introduction

In this chapter we present the simulation results for our proposed distributed
fault-tolerant scheduler. The performance of the static scheduler is evaluated

when applied to virtual-ring and binary n-cube networks.

5.2 GGeneration of Test Cases

The input to the scheduler is obtained from a random number generator
which generates the execution times of the primary and alternate algorithms.
The random numbers for the performance evaluation of the scheduler are gen-
erated from the rand() function of UNIX 4.1c OS !. The generator can be
tested empirically by applying various statistical tests. A known distribution,
namely, chi-square is used for comparison with results obtained through the
performance of various statistical tests on the random number generator [81]
[82]. Exhaustive tests for the distribution of the random numbers generated
using UNIX 4.1c OS has been conducted by Sivakumar [83]. From the obser-
LUNIXTM Trademark of Bell Laboratories
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vations it has been concluded that the distribution tends to be exponential.
The exponential distribution is well suited for the simulation of the execution

time for jobs [81] and thus, was used for simulating the proposed scheduler.

5.3 Results of Simulation for Virtual Ring

The scheduler for the virtual ring network was simulated for varied number
of jobs. The execution times of the primary and alternate algorithms for
various levels were generated. The arrival period of the lowest level, Ty was
taken to be 10 time units. The ratio between the arrival periods for jobs of
various levels, Ti;,/T}, was taken to be 2. Thus the arrival periods of jobs
of various levels follow the pattern of 10, 20, 40, 80, .... The performance of

the scheduler for various nodes and for various levels have been discussed in

the following sections.

5.3.1 Performance for Two Levels in Virtual Ring

Every node in the virtual ring contains two levels. The jobs to be scheduled
by the Phase 1 algorithm for an individual node i are {( Pos, Aays), (P1y, A1)}
Thus there are three primaries to be scheduled in each node, two Pys and
one Pp;. Therefore, for a virtual ring of three nodes, there is a maximum
of nine primaries to be scheduled. Figure 5.1 illustrates the performance of
the scheduler after the Phase 1 algorithm and after the Phase 3 algorithm
for a virtual ring of three nodes. The increase in the number of primaries
scheduled by Phase 3 algorithm can be noticed. Similarly, figures 5.2, 5.3
and 5.4 illustrate the performance of the scheduler after the Phase 1 and
after the Phase 3 algorithms for a virtual ring of four, five and six nodes

respectively. It is clearly visible from the figures that, as the number of nodes
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in the virtual ring increases, the number of additional primaries scheduled by
Phase 3 increases. This is demonstrated by figure 5.5, where the number of
extra primaries scheduled by the proposed distributed scheduler is illustrated

for a virtual ring of nodes three, four, five and six.

5.3.2 Performance for Three Levels in Virtual Ring

The jobs to be scheduled in node i are {(Po, Aos), (Pryi,Ans), (Poji, Azj)}-
Thus there are seven primaries to be scheduled in each node, namely, four
Py, two Py; and one P;;. Therefore, for virtual ring of three, four, five and
six nodes, there are a maximum of 21, 28, 35 and 42 primaries respectively
to be scheduled. Figure 5.6 illustrates the performance of the scheduler after
the Phase 1 algorithm and after the Phase 3 algorithm for a virtual ring of
three nodes. The increase in the number of primaries scheduled by the Phase
3 algorithm can be seen. Similarly, Figures 5.7, 5.8, and 5.9 illustrate the
performance of the scheduler after Phase 1 and Phase 3 algorithms for virtual
ring of four, five and six nodes respectively. It is clearly visible from the
figures that, as the number of nodes in the virtual ring increase, the number
of additional primaries scheduled by Phase 3 increase. This is ascertained
by the Figure 5.10, where the number of extra primaries scheduled by the

proposed distributed scheduler is illustrated for virtual ring of nodes three,

four, five and six.

5.3.3 Performance for Higher Levels in Virtual Ring

Figures 5.11 and 5.12 represent the additional primaries scheduled on a
virtual ring network for levels four and five respectively. The percentage of

testcases where no additional primaries were scheduled for four levels, are
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28%, 14%, 5% and 3% for virtual ring network of nodes three, four, five
and six respectively. Qur proposed distributed scheduler schedules the same
number of primaries as Phase 1 algorithm in the worst case. Figure 5.13
illustrates the performance of the algorithm on average for various levels in

a virtual ring network.
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Figure 5.1: Performance of the scheduler for virtual ring of 3 nodes
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Figure 5.2: Performance of the scheduler for virtual ring of 4 nodes



Percentage of Testcases

24

20

18

16

14

12

10

0.00

66

Phase 1

Number of Nodes : 5

Levels: 2

0.00 5.00 10.00 15.00
Number of Primaries Scheduled

Figure 5.3: Performance of the scheduler for virtual ring of 5 nodes
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Figure 5.5: Percentage of test cases where extra primaries were scheduled for

virtual ring network
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5.4 Results of Simulation for Binary n-Cube

The scheduler was simulated for simply periodic Binary n-Cube interconnec-
tion networks. The execution times of the primary and alternate algorithms
for various levels were generated using the random number generator. The
arrival period of the lowest level, T was taken to be 10 time units. Two
ratios between arrival periods were chosen. In the first one, the ratio be-
tween the arrival periods for jobs of various levels, T14,/T} was 2. The arrival
periods of jobs of various levels follow the pattern of 10, 20, 40, 80..... In the
other, the ratio between the arrival periods for jobs of various levels, Tty /T}
was 3, where the arrival periods of jobs of various levels follow the pattern of
10, 30, 90, 270,.... The generated execution times of primary and alternate
algorithms are in the range of [0...T] to ensure that the jobs are schedulable.
The performance of the scheduler for Binary n-Cubes of various dimensions

and for various levels is discussed in the following sections.

5.4.1 Performance for Two Levels in Binary n-Cube

The performance of the scheduler was tested for Binary n-Cube of various
dimensions when Ti4,/T; is 2. Figure 5.14 illustrates the performance of
the scheduler for a Binary n-Cube of dimension 2. Since the number of
primaries to be scheduled in each individual node is 3, i.e., two Py; and one
Py, the total number of primaries in the system is 12. The figure gives
the performance of the scheduler after the Phase 1 algorithm and after the
Phase 3 algorithm. It can be seen that the number of primaries scheduled by
the proposed distributed scheduler after Phase 3 is greater than the number
of primaries scheduled after Phase 1. Similarly, Figures 5.15 and 5.16
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illustrate the performance of the scheduler after Phase 1 and after Phase 3.
It is clear from the figures that as the number of dimensions of the Binary n-
Cube increases, the number of additional primaries scheduled by the proposed
scheduler increases. This is illustrated in Figure 5.17, where the performance
of the algorithm is given in terms of the additional primaries scheduled.
The drop in the percentage of testcases where no additional primaries are
scheduled, as the dimensions of the Binary n-Cube increase can be noticed.

Figure 5.18 gives the performance of the scheduler when T, /T; is 3.
The percentage of testcases where no additional primaries are scheduled for
Binary 2-Cube, Binary 3-Cube and Binary 4-Cube are 42%, 15% and 3%

respectively.

5.4.2 Performance for Three Levels in Binary n-Cube

The performance of our proposed scheduler when T141/T; = 2 is given. Figure
5.19 illustrates the performance of the scheduler for a Binary 2-Cube where
the individual nodes have three levels. Our proposed scheduler consistently
schedules additional primaries after the Phase 3 algorithm compared to the
Phase 1 algorithm. It can be seen in Figures 5.20 and 5.21 that, as the
number of dimensions of the Binary n-Cube increases, the number of addi-
tional primaries scheduled increases. Similarly, from Figure 5.22 it can be
seen that the percentage of testcases for which no additional primaries are
scheduled after Phase 3 are 40%, 4% and 1% for the Binary 2-Cube, Binary
3-Cube and Binary 4-Cube respectively.

Figure 5.23 illustrates the performance of the scheduler when the ratio
T141 /Ty is 3. It is interesting to note in the graph that in all the test cases

4-Cube had scheduled extra primaries.
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5.4.3 Performance for Higher Levels in Binary n-Cube

Figures 5.24 and 5.25 illustrate the additional primaries scheduled in a
Binary n-Cube when the ratio of arrival period, T141/T} = 2. Similarly Fig-
ures 5.26 and 5.27 illustrate the additional primaries scheduled in a Binary
n-Cube when the ratio of arrival period, Tty /T} = 3.

Figures 5.28 and 5.29 show the performance of the algorithm for various

levels as the dimension of the cube increases.
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Chapter 6

Conclusions

Liestman and Campbell introduced a scheduler for single processor system
for simply periodic jobs using the Deadline Mechanism. We have extended
the Liestman-Campbell scheduler to the distributed environment.

A general fault-tolerant real-time scheduler for a distributed system was
introduced. The scheduler was applied to two different types of networks,
namely the virtual ring network and the n-cube interconnection network.
The primary and the alternate algorithms of various jobs in the individual
nodes of the network were scheduled using the Liestman-Campbell scheduler.
In the virtual ring network, the linked list of unscheduled primaries was com-
municated through a cycle. In the n-cube interconnection network, the linked
list of unscheduled primaries was communicated through a Hamiltonian cycle
found using a Gray code technique. The unscheduled primaries of this list
were scheduled in the empty slots of various nodes in the system, increasing
the overall number of primaries scheduled in the system. As the primaries
provide accurate result, the accuracy of result increases as the number of
primaries scheduled increases. Since our distributed algorithm succeeds in
scheduling more primaries, a better result accuracy is achieved.

The alternate algorithm of a job is essentially used only when a primary
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fails. Thus the time slot occupied by the alternate algorithm becomes free
during run-time if the corresponding primary algorithm succeeds. Therefore
we have also proposed a dynamic scheduler to optimize the performance of
the system, by rescheduling the unscheduled primaries in place of alternates
that become redundant at run-time. The dynamic scheduler maintains a
table with the information regarding all the unscheduled primary algorithms
across the system. When a previously unscheduled primary algorithm is
scheduled during run-time, the tables in all the nodes across the system are
updated, avoiding scheduling the same primary algorithm by two different

nodes.

The distributed scheduler was simulated for various randomly generated
data. The results of the performance evaluation for the Virtual ring network
and for the Binary n-Cube interconnection network indicate that our pro-
posed algorithm succeeds in scheduling additional primaries as the number

of nodes and the number of levels increase.

The future work includes implementation and evaluation of our proposed
alternative algorithm. Also, extension of our proposed distributed algorithm
for scheduling tasks with precedence constraints with periodic tasks will be
of special interest to many process control applications as well as applications

such as the robot arm manipulator problem.
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