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ABSTRACT

Log messages are one of the most valuable sources of information in the cloud
and other software systems. These logs can be used for audits and ensuring system
security. Many millions of log messages are produced each day which makes anomaly
detection challenging. Automating the detection of anomalies can save time and
money as well as improve detection performance. In this dissertation, Deep Learning
(DL) methods called Auto-LSTM, Auto-BLSTM and Auto-GRU are developed for
log message anomaly detection. They are evaluated using four data sets, namely
BGL, Openstack, Thunderbird and IMDB. The first three are popular log data sets
while the fourth is a movie review data set which is used for sentiment classification.
The results obtained show that Auto-LSTM, Auto-BLSTM and Auto-GRU perform
better than other well-known algorithms.

Dealing with imbalanced data is one of the main challenges in Machine Learning
(ML)/DL algorithms for classification. This issue is more important with log message
data as it is typically very imbalanced and negative logs are rare. Hence, a model
is proposed to generate text log messages using a Sequence Generative Adversarial
Network (SeqGAN) network. Then features are extracted using an Autoencoder and
anomaly detection is done using a GRU network. The proposed model is evaluated
with two imbalanced log data sets, namely BGL and Openstack. Results are presented
which show that oversampling and balancing data increases the accuracy of anomaly
detection and classification.

Another challenge in anomaly detection is dealing with unlabeled data. Label-
ing even a small portion of logs for model training may not be possible due to the
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high volume of generated logs. To deal with this unlabeled data, an unsupervised
model for log message anomaly detection is proposed which employs Isolation Forest
and two deep Autoencoder networks. The Autoencoder networks are used for train-
ing and feature extraction, and then for anomaly detection, while Isolation Forest
is used for positive sample prediction. The proposed model is evaluated using the
BGL, Openstack and Thunderbird log message data sets. The results obtained show
that the number of negative samples predicted to be positive is low, especially with
Isolation Forest and one Autoencoder. Further, the results are better than with other
well-known models.

A hybrid log message anomaly detection technique is proposed which uses prun-
ing of positive and negative logs. Reliable positive log messages are first identified
using a Gaussian Mixture Model (GMM) algorithm. Then reliable negative logs are
selected using the K-means, GMM and Dirichlet Process Gaussian Mixture Model
(BGM) methods iteratively. It is shown that the precision for positive and negative
logs with pruning is high. Anomaly detection is done using a Long Short-Term Mem-
ory (LSTM) network. The proposed model is evaluated using the BGL, Openstack,
and Thunderbird data sets. The results obtained indicate that the proposed model
performs better than several well-known algorithms.

Last, an anomaly detection method is proposed using radius-based Fuzzy C-means
(FCM) with more clusters than the number of data classes and a Multilayer Percep-
tron (MLP) network. The cluster centers and a radius are used to select reliable
positive and negative log messages. Moreover, class probabilities are used with an ex-
pert to correct the network output for suspect logs. The proposed model is evaluated
with three well-known data sets, namely BGL, Openstack and Thunderbird. The
results obtained show that this model provides better results than existing methods.
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Chapter 1

Introduction

Most organizations now use cloud or application servers. Companies and consumers

demand 24/7 accessibility to their cloud and application services as connection fail-

ures can severely affect operations. Logging is a method of maintaining information

for audits and ensuring system security [110]. Log messages that show the state of

the system are employed to improve efficiency and reliability. They play an impor-

tant role in cloud systems such as Google Cloud Platform, Amazon Web Services and

Microsoft Azure because they are used for system maintenance [29]. Runtime infor-

mation captured by log message is used by developers to track and debug software

systems [110]. An example of a log message is shown in Fig 1.1. Log messages are

unstructured text consisting of time stamps, verbosity level and raw content regard-

ing the system status. The composition of log messages can vary considerably which

makes it difficult to identify anomalies [103].

Log messages are used for a variety of purposes such as event and anomaly detec-

tion [95], [88]. Most strategies use rules to detect anomalies but this requires a priori

knowledge [99]. Some consider only one characteristic, such as time stamps, which

restricts the ability to detect anomalies. Anomaly detection can be done manually,

but this is not feasible for large systems due to the volume of data produced and the
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Figure 1.1: An example of a log message which consists of time stamp, verbosity level
and raw content.

complexity of the log messages [48]. As a consequence, automated approaches to log

message analysis are needed to accurately detect anomalies in a timely manner.

The ability of a program to learn and develop algorithmic solutions for tasks can

be described as Machine Learning (ML) [78]. ML relies on past tests, while statisti-

cal methods typically rely on understanding the rules that produced the data. ML

algorithms change their strategy on the basis of new information received. ML ap-

proaches fall into three main categories: supervised, unsupervised and Reinforcement

Learning (RL) [26]. In supervised learning, a labeled data set is needed. This data

set must be obtained manually and split into two sets (training and testing), or three

sets (training, validation and testing). The training set is used to train the algorithm,

the validation set is used to validate and tune the algorithm, and the testing set is

used to test unseen data for prediction. Decision tree and naïve Bayes are two well-

known supervised ML algorithms [57]. Unsupervised learning is used when the data

set is unlabeled. This method learns from a small number of features and the trained

model is used to recognize new data. Reinforcement Learning uses an agent and en-

vironment with state, action and reward to make decisions. Monte Carlo (MC) is an

important RL algorithm which has been used for tasks such as playing games [17].

ML algorithms can be used in various tasks. An Elman recurrent network has

been used for the classification of sequences, but it is computationally complex and

hard to train [19], [15]. Another approach is a Self-Organizing Map (SOM) based

on competition [41]. Positive and Unlabeled Learning (PUL) is an ML technique
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that can be used for one-class classification where just positive data is available.

PUL provides good results for tasks such as learning word embedding [39] and text

classification [102].

Deep Learning (DL) is an ML technique that employs networks with multiple

connected layers. DL can reduce data complexity and find similarities between data

[21]. Thus, DL techniques are very suitable for big data. They can also be used

for feature extraction and to reduce data dimensionality [38]. DL has produced

excellent results for applications in image processing, text classification and Natural

Language Processing (NLP) [100]. These techniques can be classified as generative,

discriminative or hybrid. Discriminator methods are typically used for supervised

classification. Generative methods are unsupervised and used to reveal patterns in

unlabeled data. Hybrid methods combine discriminative and generative methods [36].

A Multilayer Perceptron (MLP) is a feedforward Neural Network (NN) which uses

backpropagation for training [75]. MLP networks have been widely used in tasks such

as emotion recognition [69] and image classification [106]. An Autoencoder [75] is a

feedforward Artificial Neural Network (ANN) that can learn features from data and

the data structure [90], [73]. Autoencoders have been applied to many different tasks

such as probabilistic and generative modeling [40], [72], representation learning [31],

and interpolation [62], [74].

A Long Short-Term Memory (LSTM) network [32] is a Recurrent Neural Net-

work (RNN) that uses a cell to retain sequence information and remember long-term

dependencies. LSTMs have been successfully used for tasks such as language mod-

eling [104], translation [54], analysis of audio and video data [60], [13], phoneme

classification [24], online mode-detection [68], emotion recognition [94] and acous-

tic modeling [76]. An LSTM network only utilizes past context but a Bidirectional

Long-Short Term Memory (BLSTM) network [25] can utilize both past and future
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contexts by processing the input data in both the forward and backward directions.

BLSTM networks have been used for numerous tasks such as text recognition and

classification [8], [109]. A Gated Recurrent Unit (GRU) [10] is similar to an LSTM

network and the performance is comparable. However, it has been shown to provide

better results than an LSTM in tasks such as speech recognition [37].

ML and DL algorithms have been used to develop a range of anomaly detection

methods. Elliptical Envelope (EEnvelope) creates an elliptical area around the data

mass center which is used in redshift estimation to detect anomalies [35] and to

detect anomalies in audio sensors [4]. Local Outlier Factor (LOF) uses local data

deviation to detect network flow anomalies to reduce the risk of internet attacks [70]

and to detect anomalies in data traffic [56]. Support Vector Machine (SVM) and One-

Class Support Vector Machine (OC-SVM) have been employed to detect unknown

computer activity [66], anomalies in networks [63], [108] and automotive Controller

Area Network (CAN) bus control networks [86].

A decision tree model was considered in [71] to detect faults using log messages.

An improved supervised K-Nearest Neighbors (KNN) method was employed in [91]

to detect anomalies in log messages. A hybrid model was presented in [64] to de-

tect anomalies using K-means clustering and decision trees. The anomaly detection

method proposed in [58] employs stacked Long Short-Term Memory (LSTM) net-

works. An online method which employs an LSTM network was given in [87] which

provides better results than Isolation Forest. Deeplog [14] uses an LSTM network for

anomaly detection but it has high computational complexity [84]. First, each log is

mapped to its print statement (in the source code), using a log parser. Thus, each

log is represented by a number and a session of logs is parsed to a sequence of num-

bers. Then an LSTM network is trained as a multi-class classifier using the window

method [44] with normal sequences (corresponding to normal system operation). The
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trained LSTM network is used to predict the probabilities of numbers occurring at

a given time step. If the actual number is unlikely to occur based on the LSTM

prediction, then it is considered to be an anomaly.

Generally, log messages are imbalanced because most indicate that the system

is working properly and only a small portion indicates a significant problem. Data

with a very unequal number of samples for the labels is called imbalanced. The

problem of imbalanced data has been considered in tasks such as text mining [65],

face recognition [53] and software defect prediction [77].

The imbalanced nature of log messages is one of the challenges for classification

using DL. In binary classification, there are only two labels, and with imbalanced

data most are normal (denoted major) logs. The small number of abnormal (denoted

minor) logs makes classification difficult and can lead to poor accuracy with DL algo-

rithms. This is because the normal logs dominate the abnormal logs. Oversampling

and undersampling are two methods which can be used to address this problem.

In undersampling, the major label samples are reduced so the number is similar to

the number of minor label samples. A drawback of undersampling is loss of infor-

mation [9]. In oversampling, the number of minor label samples is increased so it

is similar to the number of major label samples. Recently, a generative adversarial

network (GAN) [22] was proposed for generating images and showed good results in

producing data which is similar to actual data [46]. GANs are able to generate more

abstract and varied data than other algorithms [52].

Another challenge in anomaly detection is dealing with unlabeled data. Millions

of log messages are produced each day in cloud and other systems, so labeling even

a small percentage of these logs for model training is not possible. One way to deal

with unlabeled data is to use unsupervised methods. Isolation Forest [50] is an ensem-

ble approach that isolates abnormal samples to detect anomalies. It has been used
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for tasks such as anomaly detection in sensor data [33] and intrusion detection [61].

Isolation Forest has high accuracy and linear time complexity, but it may perform

poorly with large and complex data [85]. Recently, Extended Isolation Forest was

proposed in [27] to improve anomaly detection with Isolation Forest. Extended Iso-

lation Forest employs slopes and intercepts whereas Isolation Forest uses attributes

and values. Functional Isolation Forest was proposed in [80] to detect anomalies in

functional data using Isolated Forest. In this model, anomalies are detected using a

collection of Functional Isolation Trees [80].

K-means is a well-known unsupervised clustering method which has been widely

used in tasks such as detecting network intrusions [83], disease recognition [2] and

anomaly detection in wireless sensor networks [92]. Fuzzy C-means (FCM) is another

clustering algorithm. Unlike hard clustering methods such as K-means, FCM allows

data to belong to more than one cluster. It has been used in tasks such as image

segmentation [107] and collaborative filtering [42]. FCM uses membership (fuzzy

membership) to determine the cluster class for a sample. Gaussian Mixture Model

(GMM) is an unsupervised clustering method that assumes the data comes from a

combination of Gaussian distributions. It has been used to solve problems such as

detecting anomalies in flight operation data [47], intrusion detection [5] and real-time

anomaly detection [12]. The Dirichlet Process Gaussian Mixture Model with varia-

tional inference (BGM) is a Bayesian mixture model (an extension of finite mixture

models), which has been used for tasks such as anomaly detection in hyperspectral

data [89].
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1.1 Motivation and Problem Statement

Based on the previous literature review there is a gap for log message anomaly detec-

tion using different ML/DL methods, such as supervised, unsupervised and hybrid.

In this dissertation, several methods which are suitable for log message anomaly de-

tection are proposed. Although, most log message anomaly detection methods use

log parsers, an NLP method for logs is suitable because logs are mostly text. Addi-

tionally, feature extraction methods for log messages can be used to improve anomaly

detection. Most log message anomaly detection methods are supervised, however, this

approach is not practical. This is because labeling is a time-consuming and costly

task and not always possible due to the high volume of logs. Thus, unsupervised

methods can be used to overcome the labeling problem. Moreover, hybrid methods

can be used to select reliable logs and detect anomalies. In addition to accuracy, the

speed of the algorithm is very important. This is because training in ML/DL meth-

ods can be time-consuming so complex algorithms for anomaly detection may not be

practical. Thus, fast algorithms for log message anomaly detection are desirable.

The following problems and questions exist in log message anomaly detection.

1. Lack of proper pre-processing for text log messages for ML/DL algorithms.

2. How to develop supervised log message anomaly detection using feature extrac-

tion methods?

3. What is the effect of balancing logs for supervised log message anomaly detec-

tion?

4. How to develop an unsupervised method with high accuracy for log message

anomaly detection?
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5. How to select positive and negative logs unsupervised and perform anomaly

detection using a hybrid method?

6. How can a fast algorithm using a very small amount of labeled data be developed

for log message anomaly detection?

7. How can an expert be used to increase the performance of log message anomaly

detection?

The goal in Chapter 2 is to develop a supervised model for log message anomaly

detection. Problems 1 and 2 are considered in this chapter. The features are ex-

tracted using an Autoencoder and anomalies are detected using RNN-based models.

In Chapter 3, a model is presented for oversampling log messages with RL to deal

with imbalanced data and improve the supervised model results. Problem 3 is ad-

dressed in this chapter. The effect of balancing log messages for anomaly detection

is investigated. To overcome the problem of unlabeled data, a model is proposed in

Chapter 4 to detect anomalies with unsupervised learning. Problem 4 is considered in

this chapter. The anomalies are detected using two Autoencoders and Isolation For-

est. In Chapter 5, log messages are selected using a hybrid model to detect anomalies.

Problem 5 is addressed in this chapter. The reliable logs are selected using unsuper-

vised models. An LSTM network is used with selected reliable logs for anomaly

detection. In Chapter 6, the goal is to detect anomalies in log message data using

only a very small amount of labeled data for training to achieve a fast algorithm.

Problems 6 and 7 are considered in this chapter. An expert is used to correct suspect

outputs to improve the results.
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1.2 Contributions

1. A text pre-processing method is presented for log messages instead of using log

parsing methods.

2. The Auto-LSTM, Auto-BLSTM and Auto-GRU models are proposed for feature

extraction and anomaly detection. The last layer output is used to extract

features in Autoencoders.

3. A model is proposed for log message oversampling for anomaly detection using

SeqGAN, Autoencoder, and GRU networks. Model results with and without

log message oversampling are compared.

4. Isolation Forest is used to find positive logs rather than anomalies. An Autoen-

coder network is used to extract features for Isolation Forest which improves

Isolation Forest results. The number of negative logs predicted to be positive

(Fp) is low with Isolation Forest, particularly with one Autoencoder. Thus,

most logs which are predicted to be positive are correct.

5. An unsupervised algorithm is presented which uses a GMM method to select

reliable positive logs. An unsupervised algorithm is presented which employs

K-means, GMM, and BGM methods iteratively to select reliable negative logs.

Moreover, an LSTM network is used with the pruned logs for anomaly detection.

6. FCM with more clusters than the number of data classes is used with the

training data to determine the cluster centers. The cluster centers and a radius

are used to select reliable positive and negative logs with a kd-tree. Further, an

MLP network is used for log anomaly detection using reliable logs.
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7. Class probabilities are used with an expert to correct the network outputs for

suspect logs.

1.3 Organization

The organization of this dissertation is as follows.

In Chapter 2, Auto-LSTM, Auto-BLSTM and Auto-GRU models are proposed for

anomaly detection and classification. The proposed models are evaluated using four

data sets and the results are compared with those for other well-known models. Sec-

tion 2.1 presents the Autoencoder, LSTM, BLSTM and GRU architectures followed

by the proposed models. Simulation results and a discussion are given in Section 2.2.

In Chapter 3, a model is proposed for log message oversampling for anomaly

detection. The proposed model is evaluated using two well-known data sets and the

results with and without oversampling are compared. In Section 3.1, the SeqGAN

architecture is presented and the proposed model is described. Experimental results

and a discussion are given in Section 3.2.

In Chapter 4, a model is proposed for unsupervised anomaly detection using Iso-

lation Forest and two deep Autoencoder networks. The proposed model is evaluated

using three log message data sets. In Section 4.1, the Isolation Forest architecture is

presented and the proposed model is described. Experimental results and a discussion

are given in Section 4.2.

In Chapter 5, a hybrid model using DL is proposed with pruning of positive and

negative log messages. An unsupervised algorithm with a GMM is used to prune

positive logs, and an unsupervised algorithm is used to prune negative logs using the

K-means, GMM, and BGM methods iteratively. The proposed model is evaluated

using three log message data sets. In Section 5.1, the K-means, GMM and BGM
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architectures are presented and the proposed model is described. Experimental results

and a discussion are given in Section 5.2.

In Chapter 6, radius-based FCM with more clusters than the number of data

classes and an MLP network are employed for anomaly detection. Class probabilities

with an expert are introduced to correct suspect outputs. The proposed model is

evaluated with three log data sets. In Section 6.1, the FCM and MLP architectures are

presented and the proposed model is described. Experimental results and a discussion

are given in Section 6.2.

Finally, some concluding remarks and suggestions for future work are given in

Chapter 7.
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Chapter 2

Log Message Anomaly Detection and

Classification Using Auto-B/LSTM

and Auto-GRU

Log messages can be considered as sequences so an LSTM or GRU network with an

Autoencoder is a suitable structure for anomaly detection. Thus in this chapter, mod-

els are proposed called Auto-LSTM, Auto-BLSTM and Auto-GRU that first extract

features from log messages using an Autoencoder and then use the resulting extracted

features in an LSTM, BLSTM or GRU network for anomaly detection and classifica-

tion. In an Autoencoder network, the code layer (a hidden layer) is used for feature

extraction and dimensionality reduction so the size of this layer is typically small [3].

However, in this chapter the last layer output is used to extract features so the code

layer need not be smaller than the input. In addition, most state-of-the-art ML/DL

methods for log message anomaly detection such as Deeplog use parsing models, but

in the proposed model text logs with only simple pre-processing are employed. The

models are evaluated based on the accuracy, precision, recall and F-measure using
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three labeled log message data sets, namely BlueGene/L (BGL)∗, Openstack† and

Thunderbird‡. The IMDB movie review data set§ is also considered for sentiment

classification. It is shown that good results are obtained with the proposed models

for all four data sets with the same configuration.

The rest of the chapter is organized as follows. Section 2.1 presents the Autoen-

coder, LSTM, BLSTM and GRU architectures followed by the proposed models. The

simulation results and discussion are given in Section 2.2. Finally, Section 2.3 provides

some concluding remarks.

2.1 System Model

In this section, the Autoencoder, LSTM, BLSTM and GRU architectures employed

in the proposed models are described.

2.1.1 Autoencoder Architecture

An Autoencoder [75] is a feedforward multilayer neural network in which the number

of input and output units is the same. Training is performed using a loss function

to assure that the output is close to the input. The aim is to learn a compact

representation while minimizing the error for the input data. A deep Autoencoder is

an Autoencoder which has more than one hidden layer [45]. It can represent complex

distributions if multiple encoder and decoder layers are employed. The encoder and

decoder outputs are

y = a(Wx+ b), (2.1)
∗https://github.com/logpai/loghub/tree/master/BGL
†https://github.com/logpai/loghub/tree/master/OpenStack
‡https://github.com/logpai/loghub/tree/master/Thunderbird
§https://ai.stanford.edu/~amaas/data/sentiment

https://github.com/logpai/loghub/tree/master/BGL
https://github.com/logpai/loghub/tree/master/OpenStack
https://github.com/logpai/loghub/tree/master/Thunderbird
https://ai.stanford.edu/~amaas/data/sentiment
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Figure 2.1: Autoencoder structure with an input layer, output layer and two hidden
layers.

and

z = a(W ′y + b′), (2.2)

respectively, where x is the input,W is encoder weight matrix, b is encoder bias vector,

W ′ is the decoder weight matrix, b′ is decoder bias vector, and a is an activation

function. Fig. 2.1 shows the architecture of an Autoencoder with an input layer,

output layer, and two hidden layers.

2.1.2 LSTM Architecture

An LSTM is a recurrent neural network (RNN) [32] which has been successfully

used to solve sequential data problems [23]. It has cells to store information in

blocks which can be recurrently connected. These cells solve the vanishing gradient

problem. Each LSTM block contains self-connected cells with input, forget, and

output gates. These gates are designed to store information longer than feedforward

neural networks to improve performance [23]. A block of an LSTM network contains

recurrently connected cells as shown in Fig. 2.2. The cell input at time t is xt and
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the corresponding values for the input, forget and output gates are

it = σ(Wixt + Uiht−1 + bi), (2.3)

ft = σ(Wfxt + Ufht−1 + bf ), (2.4)

ot = σ(Woxt + Uoht−1 + bo), (2.5)

respectively, where W and U are the weight matrices, b is the bias vector, and σ is

the sigmoid activation function. The block input at time t is

Ĉt = tanh(WCxt + UCht−1 + bC), (2.6)

where WC and UC are the weight matrices, bC is the bias vector, and tanh denotes

the hyperbolic tangent activation function. The cell state at time t is

Ct = ft � Ct−1 + it � Ĉt, (2.7)

where � denotes point-wise multiplication. Finally, the block output at time t is

given by

ht = ot � tanh(Ct). (2.8)

2.1.3 BLSTM Architecture

Bidirectional Long-Short Term Memory (BLSTM) consists of two LSTM networks.

The input data is fed into two LSTM networks forwards and backwards with respect

to time t, respectively, and both are connected to the same output layer. BLSTMs

have the benefit of using both the past context and future context in a sequence. In a

BLSTM, the forward and backward LSTM outputs at time t are concatenated which
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Figure 2.2: An LSTM block with input gate, output gate, forget gate, block input,
and sigmoid and hyperbolic tangent activation functions.

is expressed by

ht = [−→ht ,
←−
ht ], (2.9)

where −→ht is the forward block output and←−ht is the backward block output. The final

output at time t is

yt = σ(Wyht + by), (2.10)

where Wy is the weight matrix, by is the bias vector and σ is the activation function.

The BLSTM network architecture with forward and backward LSTM layers is shown

in Fig. 2.3.

2.1.4 GRU Architecture

A Gated Recurrent Unit (GRU) is a modified LSTM network. The difference is that

a GRU has a reset gate and an update gate. A block of a GRU network is shown in

Fig. 2.4. In this block, the reset gate is used to decide how much is forgotten. The
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Figure 2.3: BLSTM architecture with forward and backward LSTM layers.

reset gate is expressed by

rt = σ(Wrxt + Urht−1 + br), (2.11)

where Wr and Ur are the weight matrices, and br is the bias vector. The update gate

is given by

zt = σ(Wzxt + Uzht−1 + bz), (2.12)

where bz is the bias, and Wz and Uz are the weight matrices. The block output at

time t is then

ht = zt � ht−1 + (1− zt)� tanh(Whxt + Uh(rt � ht−1) + bh), (2.13)

where Wh and Uh are the weight matrices, and bh is the bias vector.

2.1.5 Proposed Models

The first proposed model employs two stages, an Autoencoder and LSTM. First, the

data set is divided into two sets, positive labeled data (normal) and negative labeled

data (abnormal) to train the Autoencoder. The Autoencoder output is then fed into
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Figure 2.4: A GRU block with reset gate, update gate, sigmoid and hyperbolic tangent
activation functions.

the LSTM network for anomaly detection and classification.

The Autoencoder has two networks (positive and negative) with three hidden

layers (two encoder and one decoder layers). For the positive Autoencoder network,

the positive labeled data is selected and text pre-processing such as removing hyphens

and tokenization are applied and the letters changed to lowercase. Next, sentences are

truncated to 40 tokens (100 tokens for the IMDB data set) and sentences containing

less than 5 tokens are deleted. Then, the number of appearances of each token in the

data set is computed and the tokens are ordered from most frequent to least frequent.

Each token is given an index starting from zero and the indices are used to replace the

tokens in the data set. Then the data set is shuffled. Then an encoder layer with 400

neurons and L1 regularizer is used, followed by an encoder layer with 200 neurons.

Next, a decoder layer with 200 neurons is used and finally an output layer with the

same input size is applied. This model is trained with just the positive labeled data

without the labels. The categorical cross-entropy loss function with Adam optimizer

is used to train this model. To prevent overfitting, dropout with probability 0.8
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between each layer is employed and early stopping is used. The batch size is 128 and

the maximum number of training epochs is 100.

After training, the positive Autoencoder output (which is the same size as the

input) is labeled as positive. The negative Autoencoder network has the same ar-

chitecture as the positive network, the only difference is that negative labeled data

is used. After training, the output is labeled as negative. Now the two outputs

are concatenated to obtain a single labeled data set for anomaly detection and bi-

nary classification. Duplicates are removed and Gaussian noise with zero mean and

variance 0.1 is added to avoid overfitting [67].

The LSTM network is now used for anomaly detection and classification. This

network has a single hidden layer. First, the concatenated data set is divided into

testing and training sets with 95% for testing and 5% for training, and these sets are

shuffled. The training set is then divided into two sets with 5% for training and 95%

for training validation (except for the IMDB and Openstack data sets with 85% for

training and 15% for validation). This is input to a Keras¶ embedding layer which

converts each element to a vector. A hidden LSTM layer of size 100 is used to classify

the data into two labels using softmax activation in the final layer. New data are

fed to both Autoencoders and the LSTM network to detect anomalies. Categorical

cross-entropy is used as the loss function and the Adam optimizer is applied. To

prevent overfitting, dropout is used in each LSTM layer with probability 0.8 and

early stopping is applied. 10-fold cross-validation is used in training with a maximum

of 100 epochs and batch size 128.

This model is called Auto-LSTM. Replacing the LSTM network in this model

with the BLSTM and GRU networks gives the Auto-BLSTM and Auto-GRU models,

respectively. All three models have the same hyperparameters as described above.
¶https://github.com/keras-team/keras

https://github.com/keras-team/keras
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The Auto-GRU architecture with two Autoencoder networks and a GRU network for

anomaly detection and classification is shown in Fig. 2.5.

2.2 Results

In this section, the Auto-LSTM, Auto-BLSTM and Auto-GRU models are evaluated

using four data sets, namely BGL, IMDB, Openstack and Thunderbird. The following

four criteria are used to evaluate the performance: accuracy, precision, recall and F-

measure. Accuracy is the fraction of input data that are correctly predicted and is

given by

A = Tp + Tn
Tp + Tn + Fp + Fn

, (2.14)

where Tp is the number of positive instances predicted by the model to be positive,

Tn is the number of negative instances predicted to be negative, Fp is the number of

negative instances predicted to be positive and Fn is the number of positive instances

predicted to be negative. Precision is given by

P = Tp
Tp + Fp

, (2.15)

and recall is expressed as

R = Tp
Tp + Fn

. (2.16)

The F-measure is the harmonic mean of recall and precision

F = 2× P ×R
P +R

. (2.17)
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All experiments were executed on the Compute Canada Graham cluster with 32 CPU

cores, 124 GB memory and two P100 GPUs with Python, Keras and Tensorflow‖. The

default hyperparameters were used for all data sets so they are not tuned for the pro-

posed models. Tables 2.2 to 2.4 give the results for the BGL, IMDB, Openstack and

Thunderbird data sets with the Auto-LSTM, Auto-BLSTM and Auto-GRU models,

respectively. For each data set, the average training accuracy, average validation ac-

curacy, average training loss, testing accuracy, precision, recall and F-measure are

shown.

2.2.1 BGL

From the BlueGene/L (BGL) data set, 4,399,502 positive logs and 348,460 negative

logs were obtained from the Autoencoder. Of these, 11,869 logs were used for training,

225,529 for validation and the remaining 4,510,564 for testing.

With the Auto-LSTM model, the average training accuracy is 98.2% and val-

idation is 98.4% with a standard deviation of 0.01 in 10-fold cross-validation. The

average training loss is 0.09 with a standard deviation of 0.01. The testing accuracy is

99.2% with 98.0% precision for the negative logs and 99.3% for the positive logs, and

recall of 91.3% and 99.8% for negative and positive logs, respectively. The F-measure

is 94.5% and 99.5% for negative and positive logs, respectively.

With the Auto-BLSTM model, the average training accuracy is 98.4% and val-

idation is 98.7% with a standard deviation of 0.01 in 10-fold cross-validation. The

average training loss is 0.07 with a standard deviation of 0.01. The testing accuracy

is 99.3% with precision of 98.9% for negative logs and 99.4% for positive logs, and

recall of 92.1% and 99.9% for negative and positive logs, respectively. The F-measure

is 95.4% and 99.6% for negative and positive logs, respectively.
‖https://github.com/tensorflow/tensorflow

https://github.com/tensorflow/tensorflow
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With the Auto-GRU model, the average training accuracy is 97.8% and validation

is 98.6% with standard deviations of 0.02 and 0.01, respectively, in 10-fold cross-

validation. The average training loss is 0.07 with a standard deviation of 0.01. The

testing accuracy is 99.3% with 98.9% precision for negative logs and 99.3% for positive

logs, and recall of 91.6% and 99.9% for negative and positive logs, respectively. The

F-measure is 95.1% and 99.6% for negative and positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

92%, 91% and 92%, respectively, with the Improved K-Nearest Neighbors (IKNN)

supervised algorithm [91]. The precision, recall and F-measure results for negative

logs are also better than the 82.5%, 94.7% and 88.2%, respectively, with the nLSA-

Log algorithm [98], and the 83%, 99% and 91%, respectively, with SVM unsupervised

learning [30] (however, their recall is higher). Experiments were also conducted with

several well-known algorithms for anomaly detection. The average testing accuracy,

precision, recall, F-measure and time for the BGL data set with the Dirichlet Process

Gaussian Mixture Model (BGM), Elliptical Envelope (EEnvelope), Gaussian Mix-

ture Model (GMM), K-means, Local Outlier Factor (LOF), and One-Class Support

Vector Machine (OC-SVM) algorithms using 10-fold cross-validation are given in Ta-

ble 2.1(a). The results show that the proposed model is significantly better than these

algorithms.

2.2.2 IMDB

The IMDB data set consists of 50,000 movie review sentences, with equal numbers

that are positive and negative. The Autoencoder reduced this to 49,565 sentences

with 24,875 positive and 24,690 negative. From these, 2,106 sentences were used for

training, 372 for validation and the remaining 47,087 for testing.

With the Auto-LSTM model, the average training accuracy and average validation
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accuracy are 97.2% and 97.9%, respectively, with standard deviations of 0.01 and

0.02, respectively, in 10-fold cross-validation. The average training loss is 0.08 with a

standard deviation of 0.03. The testing accuracy is 97.8% with a precision of 97.9%

for negative labels and 97.7% for positive labels, and recall of 97.7% and 97.9% for

negative and positive labels, respectively. The F-measure is 97.8% for both labels.

With the Auto-BLSTM model, the average training accuracy and average valida-

tion accuracy are 98.3% and 99.1%, respectively, with a standard deviation of 0.01

in 10-fold cross-validation. The average training loss is 0.05 with standard deviation

0.01. The testing accuracy is 98.8% with a precision of 99.6% for negative labels and

98.0% for positive labels, and recall of 98.0% and 99.6% for negative and positive

labels, respectively. The F-measure is 98.8% and 98.8% for the negative and positive

labels, respectively.

With the Auto-GRU model, the average training accuracy and average validation

accuracy is 97.5% and 98.4%, respectively, with a standard deviation of 0.02 in 10-

fold cross-validation in the training. The average training loss is 0.08 with a standard

deviation of 0.04. The testing accuracy is 98.8% with a precision of 99.8% for negative

labels and 97.9% for positive labels, and recall of 97.8% and 99.8% for negative and

positive labels, respectively. The F-measure is 98.8% and 98.8% for the negative and

positive labels, respectively. The accuracy is better than 93.2% with a Convolutional

Recurrent Network which is the combination of a Convolutional Neural Network and

a Recurrent Neural Network [28]. The accuracy is also better than 94.5% with a

Paragraph Vector and 89.1% for a simple LSTM network [34].

2.2.3 Openstack

For the Openstack data set, 137,074 positive log messages and 18,434 negative log

messages were obtained from the Autoencoder. From these, 6,608 messages were used
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for training, 1,167 for validation and the remaining 147,733 logs for testing.

With the Auto-LSTM model, the average training accuracy is 98.5% and aver-

age validation accuracy is 98.6% with a standard deviation of 0.01 in 10-fold cross-

validation. The average training loss is 0.05 with a standard deviation 0.01. The

testing accuracy is 99.1% with precision of 99.4% for negative logs and 99.0% for pos-

itive logs, and recall of 92.8% and 99.9% for negative and positive logs, respectively.

The F-measure is 96.0% and 99.5% for negative and positive logs, respectively.

With the Auto-BLSTM model, the average training accuracy is 98.5% and the

average validation accuracy is 99.4% with a standard deviation of 0.01 in 10-fold

cross-validation. The average training loss is 0.05 with a standard deviation of 0.02.

The testing accuracy is 99.4% with precision of 99.6% for negative logs and 99.3% for

positive logs, and recall of 95.2% and 99.9% for negative and positive logs, respectively.

The F-measure is 97.3% and 99.6% for negative and positive logs, respectively.

With the Auto-GRU model, the average training accuracy is 98.4% and the aver-

age validation accuracy is 97.2% with a standard deviation of 0.01 in 10-fold cross-

validation. The average training loss is 0.05 with a standard deviation of 0.01. The

testing accuracy is 98.3% with precision of 97.9% for negative logs and 98.3% for posi-

tive logs, and recall of 87.1% and 99.8% for the negative and positive logs, respectively.

The F-measure is 92.2% and 99.0% for negative and positive logs, respectively.

The precision, recall and F-measure results for negative logs are similar to the

94%, 99% and 97% obtained with the Deeplog network [14] (however, their recall is

higher). Experiments were also conducted with several well-known anomaly detection

algorithms. The average testing accuracy, precision, recall, F-measure and time for

the Openstack data set with the BGM, EEnvelope, GMM, K-means, LOF, and OC-

SVM algorithms using 10-fold cross-validation are given in Table 2.1(b). The results

show that the proposed model is significantly better than these algorithms.
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2.2.4 Thunderbird

For the Thunderbird data set, 3,000,000 positive log messages and 3,248,239 negative

log messages were obtained from the Autoencoder output. From these, 15,620 mes-

sages were used for training, 296,791 for validation and the remaining 5,935,828 for

testing.

With the Auto-LSTM model, the average training accuracy is 97.3% and the

average validation accuracy is 98.9% with a standard deviation of 0.01 in 10-fold

cross-validation. The average training loss is 0.09 with a standard deviation of 0.02.

The testing accuracy is 99.0% with precision of 98.4% and 99.8% and recall of 99.8%

and 98.2% for negative and positive logs, respectively. The F-measure is 99.1% and

99.0% for negative and positive logs, respectively.

With the Auto-BLSTM model, the average training accuracy is 98.0% and the

average validation accuracy is 99.6% with a standard deviation of 0.01 in 10-fold

cross-validation. The average training loss is 0.07 with a standard deviation of 0.04.

The testing accuracy is 99.4% with precision of 99.0% and 99.8% and recall of 99.9%

and 98.9% for negative and positive logs, respectively. The F-measure is 99.4% and

99.3% for negative and positive logs, respectively.

With the Auto-GRU model, the average training accuracy is 97.5% and the aver-

age validation accuracy is 99.3% with a standard deviation of 0.01 in 10-fold cross-

validation. The average training loss is 0.08 with a standard deviation of 0.02. The

testing accuracy is 99.2% with precision of 98.7% and 99.9% and recall of 99.9% and

98.5% for negative and positive logs, respectively. The F-measure is 99.3% and 99.2%

for negative and positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

96%, 96% and 96%, respectively, with the Improved K-Nearest Neighbors (IKNN)

supervised algorithm [91]. Experiments were also conducted with several well-known



27

algorithms for anomaly detection. The average testing accuracy, precision, recall,

F-measure and time for the Thunderbird data set with the BGM, EEnvelope, GMM,

K-means, LOF, and OC-SVM algorithms using 10-fold cross-validation are given in

Table 2.1(c). The results show that the proposed model is significantly better than

these algorithms.

2.2.5 Discussion

The proposed models provided good results for all four data sets. The results for

the Auto-BLSTM model were slightly better than for the Auto-LSTM and Auto-

GRU models except for the IMDB data set which was the same as with Auto-GRU.

Further, Auto-GRU was slightly better than Auto-LSTM except for the Openstack

data set. In the proposed models, very little training data was used whereas Deep

Learning algorithms typically need significant data for learning. This is because

of the feature extraction using Autoencoders and the pre-processing. Although the

focus here was on log anomaly detection and classification, the proposed models were

evaluated using the IMDB data set to show that they can also provide good results

on other text classification tasks such as sentiment classification. Hyperparameter

tuning such as the learning rate, network structure and the number of hidden layers

should improve the results obtained.

Training the Autoencoder network is the most important stage. In the proposed

models, the original data is converted from text to digits using the word frequency.

Then the Autoencoder is trained and information extracted using this converted data

as input which provides a better relationship with the original data for Machine

Learning algorithms. These proposed models are particularly suited to log mes-

sages because these messages contain unstructured data which can be challenging for

anomaly detection and classification algorithms.
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2.3 Conclusion

Anomaly detection and classification of log messages is a very important task in

Machine Learning. In this chapter, the Auto-LSTM, Auto-BLSTM and Auto-GRU

models were proposed for this purpose. The first stage of these models employs an

Autoencoder network to extract features from the input data and the second stage is

anomaly detection and classification with an LSTM, BLSTM or GRU network. The

proposed models were tested on four different data sets. Three of these data sets are

log messages for anomaly detection and classification while the fourth is a sentiment

movie review classification data set. The models were shown to provide good results

for these data sets with only a very small portion used for training. This indicates

that these models can be used for tasks other than log message anomaly detection

and classification such as text classification. However, the proposed models results

were good, the models were affected by the imbalanced logs. In the next chapter, a

model is proposed with oversampling log messages to improve the performance.
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Table 2.1: The average testing accuracy, precision, recall, F-measure and time for
the BGM, EEnvelope, GMM, K-means, LOF and OC-SVM algorithms using 10-fold
cross-validation with the (a) BGL, (b) Openstack, and (c) Thunderbird data sets.
Positive labels are denoted by 1 and negative labels by 0.

Algorithm Testing
Accuracy Label Precision Recall F-measure Time (s)

BGM 59.4% 0 42.8% 60.0% 50.0% 38921 71.7% 59.4% 61.4%

EEnvelope 85.2% 0 12.8% 17.5% 14.8% 61971 93.3% 90.6% 91.9%

(a)
GMM 68.0% 0 46.0% 61.8% 52.5% 19281 76.8% 68.5% 69.9%

K-means 48.6% 0 1.3% 10.0% 2.3% 185711 88.1% 51.7% 65.1%

LOF 83.5% 0 7.0% 10.2% 8.3% 14621 92.6% 89.3% 90.9%

OC-SVM 84.3% 0 8.4% 11.4% 9.7% 568181 92.7% 90.1% 91.4%

BGM 57.5% 0 31.6% 60.0% 37.1% 951 77.0% 57.2% 63.3%

EEnvelope 80.8% 0 16.8% 15.6% 16.2% 3181 88.8% 89.6% 89.2%

(b)
GMM 58.0% 0 37.6% 50.0% 40.3% 811 71.3% 59.1% 62.5%

K-means 40.0% 0 40.0% 40.0% 40.0% 3781 40.0% 40.0% 40.0%

LOF 80.2% 0 14.2% 13.2% 13.7% 15411 88.4% 89.3% 88.8%

OC-SVM 38.5% 0 0.3% 1.3% 0.5% 412801 76.6% 43.5% 55.5%

BGM 67.0% 0 21.4% 40.1% 26.8% 32031 84.2% 72.4% 74.3%

EEnvelope 75.4% 0 10.8% 6.5% 8.1% 50271 82.6% 89.3% 85.8%

(c)
GMM 60.0% 0 25.9% 40.1% 31.5% 9871 74.9% 64.0% 67.4%

K-means 68.8% 0 13.8% 16.7% 15.1% 119761 82.6% 79.2% 80.9%

LOF 75.5% 0 17.6% 10.2% 12.9% 13061 82.2% 89.6% 85.7%

OC-SVM 40.7% 0 8.4% 23.7% 12.5% 509261 72.9% 44.3% 55.1%
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Chapter 3

Oversampling Log Messages Using

a Sequence Generative Adversarial

Network for Anomaly Detection

In this chapter, a model is proposed to deal with imbalanced log data by oversampling

text log messages using a Sequence Generative Adversarial Network (SeqGAN) [101].

The resulting data is then used for anomaly detection with Autoencoder [75] and

Gated Recurrent Unit (GRU) [10] networks. The proposed model is evaluated using

two labeled log message data sets, namely BlueGene/L (BGL) and Openstack. Re-

sults are presented which show that the proposed model with oversampling provides

better results than the model without oversampling.

The rest of the chapter is organized as follows. In Section 3.1 the SeqGAN archi-

tecture is presented and the proposed model is described. The experimental results

and discussion are given in Section 3.2. Finally, Section 3.3 provides some concluding

remarks.
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3.1 System Model

In this section, the SeqGAN architecture employed is given along with the proposed

network model.

3.1.1 SeqGAN Architecture

A SeqGAN consists of a Generator (G) and a Discriminator (D). The Discriminator

is trained to discriminate between real data (sentences) and generated sentences. The

Generator is trained using the Discriminator using the reward function with policy

gradient [82]. In SeqGAN, the reward for a sentence is computed and the Generator

is regulated using the reward with reinforcement learning. Generator Gθ is trained

with a real data set to produce a sentence

Y1:T = {y1, . . . , yt, . . . , yT}, yt ∈ Y ,

where Y is the vocabulary of candidate words. This should produce a sentence that

is close to real data. This is a Reinforcement Learning problem which considers Gθ

to produce an action a (next word yt) given the state s (previously generated words

Y1:t−1). SeqGAN trains the Discriminator Dφ as well as Generator Gθ. Dφ is trained

to discriminate between real data and data generated from Gθ. Words are generated

by Gθ each time step but Dφ only computes rewards for full sentences. Hence, the

rewards for intermediate states are estimated using MC search and are given by

QGθ
Dφ

= (s = Y1:t−1, a = yt) =
1
N

∑N
n=1 Dφ(Y n

1:T ), Y n
1:T ∈MC(Y1:t;N) if : t < T,

Dφ(Y1:t) if : t = T,
(3.1)
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where QGθ
Dφ

is the action-value function which is the expected reward from the Dis-

criminator, T is the sentence length and N is the number of the sentences in the MC

search, Y n
1:T is the nth sentence in the MC search, and Dφ(Y n

1:T ) is the probability of

the nth sentence being denoted real by the Discriminator.

After the reward is computed, the Generator Gθ is updated via the policy gradient

which is the gradient of the objective function and is given by

∇θJ(θ) ' 1
T

T∑
t=1

∑
yt∈Y
∇θGθ(yt|Y1:t−1)QGθ

Dφ
(Y1:t−1, yt)

= 1
T

T∑
t=1

Eyt∼Gθ(yt|Y1:t−1)[∇θ logGθ(yt|Y1:t−1)QGθ
Dφ

(Y1:t−1, yt)], (3.2)

θ ← θ + α∇θJ(θ), (3.3)

where α is the learning rate. SeqGAN updates the Discriminator and Generator until

the stopping criteria are satisfied. An LSTM, GRU or other RNN network for the

Generator and a Convolutional Neural Network (CNN) network for the Discriminator

have been shown to provide good results for classification tasks [101].

The SeqGAN architecture is shown in Fig. 3.1. The orange circles denote words

in real sentences and the blue circles denote words in generated sentences. First, the

Generator is pre-trained with real data using the cross-entropy loss function which

minimizes the negative log-likelihood. Then it is used to generate data and the

Discriminator is pre-trained with both generated and real data. Then the MC search

parameters (β) are set the same as the Generator parameters (θ). As shown on the

right, an MC search is used to compute the reward for an intermediate state. This

search generates N complete sentences from the current state. A reward is computed

for each sentence and averaged as the intermediate reward except in the last time

step where the reward is obtained from the Discriminator. The input of each time
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Algorithm 1 The SeqGAN algorithm
1: Pre-train Generator Gθ with real data
2: β ← θ
3: Pre-train Discriminator Dφ using the data generated by the Generator and real

data
4: repeat
5: for g-steps do
6: Generate a sentence Y1:T = {y1, . . . , yT} ∼ Gθ

7: for t in 1 : T do
8: Compute the rewards using (3.1)
9: Update the Generator parameters with the policy gradient using (3.3)

10: for d-steps do
11: Use the Generator to generate data
12: Train the Discriminator with real and generated data
13: β ← θ
14: until stopping criteria are satisfied

step is the output of the previous time step and the next word is obtained via a

multinomial distribution over the softmax of the GRU output. Then the Generator is

trained with the policy gradient. Finally, the updated Generator is used to generate

data and the Discriminator is trained with both the generated and real data. The

SeqGAN algorithm is given in Algorithm 1.
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3.1.2 Proposed Model

The proposed model has three stages. The first is generating log messages using

SeqGAN for oversampling. The message logs are divided into two data sets, positive

labeled data (normal) and negative labeled data (abnormal). Additional negative

labeled data is generated using the negative labeled data set. The initial negative

data set is split into several sets (the Openstack data set is split into two sets and

the BGL data set is split into seven sets), and fed into the SeqGAN separately. This

ensures better convergence and provides different negative log messages. Further, the

network speed is faster which is important with data generating. A CNN is used in

the SeqGAN for the discriminator and a GRU as the generator. The GRU has one

hidden layer of size 30 with Adam optimizer and the batch size is 128. The generated

negative log messages are concatenated with the original negative data and similar

messages are removed. The resulting data set is balanced with similar numbers of

positive and negative data.

The second stage is the Autoencoder which has two networks (positive and neg-

ative) with three hidden layers (two encoder layers and one decoder layer). The

encoder layers have 400 (with L1 regularizer) and 200 neurons and the decoder layer

has 200 neurons. The output layer has 40 neurons which is the same size as the input

layer. The positive labeled data is fed into the positive Autoencoder. Note that this

network is trained with just positive label data. The maximum number of epochs is

100 and the batch size is 128. Dropout with probability 0.8 and early stopping is used

to prevent overfitting. Categorical cross-entropy loss with the Adam optimizer is used

for training. The network output is labeled as positive. The negative labeled data

which has been oversampled is fed into the negative Autoencoder and the network

output is labeled as negative. The two sets of labeled data are then concatenated,

duplicates are removed and Gaussian noise with zero mean and 0.1 variance is added
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to avoid overfitting [67].

The final stage is the GRU network for anomaly detection and classification. First,

the concatenated data set is divided into training and testing sets with 5% for training

and 95% for testing, and these sets are shuffled. The training set is then divided into

two sets with 5% for training and 95% for validation. The data is fed into the GRU

hidden layer of size 100 and is classified using softmax activation. 10-fold cross-

validation is used in training with a maximum of 100 epochs and a batch size of

128. Dropout with probability 0.8 and early stopping is used to prevent overfitting.

Categorical cross-entropy loss with the Adam optimizer is used for training. The

proposed model is shown in Fig. 3.2.

3.2 Results

In this section, the proposed model is evaluated with and without SeqGAN oversam-

pling using the BGL and Openstack data sets. The following four criteria are used

to evaluate the performance: accuracy, precision, recall and F-measure.

All experiments were conducted on the Compute Canada Cedar cluster with 24

CPU cores, 125 GB memory and four P100 GPUs with Python, Keras and Tensorflow.

The hyperparameters of the proposed model are not tuned so the default values were

used for all data sets. For each data set, the average training accuracy, average

validation accuracy, average training loss, testing accuracy, precision, recall and F-

measure were obtained. Tables 3.1 and 3.2 give the results for the BGL and Openstack

data sets without and with SeqGAN oversampling, respectively.
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3.2.1 BGL

The BlueGene/L (BGL) data set consists of 4,399,502 positive log messages and

348,460 negative log messages (without oversampling). From this data set, 11,869

logs are used for training, 225,529 for validation and the remaining 4,510,564 for

testing. Without oversampling, the average training accuracy is 97.8% and average

validation accuracy is 98.6% with standard deviations of 0.02 and 0.01, respectively,

in 10-fold cross-validation. The average training loss is 0.07 with a standard deviation

of 0.01. The testing accuracy is 99.3% with a precision of 98.9% for negative logs

and 99.3% for positive logs, and recall of 91.6% and 99.9% for negative and positive

logs, respectively. The F-measure is 95.1% and 99.6% for negative and positive logs,

respectively.

Oversampling of the negative log messages with SeqGAN increased the number

in the BGL data set to 4,137,516 so the numbers of positive and negative log mes-

sages are similar. From this data set, 21,342 logs are used for training, 405,508 for

validation and the remaining 8,110,168 for testing with similar numbers of positive

and negative log messages in each group. The average training accuracy is 98.3%

and average validation accuracy is 99.3% with a standard deviation of 0.01 in 10-

fold cross-validation. The average training loss is 0.05 with a standard deviation of

0.01. The testing accuracy is 99.6% with a precision of 99.8% for negative logs and

99.4% for positive logs, and recall of 99.3% and 99.8% for negative and positive logs,

respectively. The F-measure is 99.6% for both negative and positive logs.

The precision, recall and F-measure for negative logs with oversampling are better

than the values of 83%, 99% and 91%, respectively, with SVM unsupervised learning

[30]. The precision, recall and F-measure results for negative logs are also better

than the 82.5%, 94.7% and 88.2%, respectively, with the nLSALog algorithm [98].

The precision, recall and F-measure results for negative logs are also better than the
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92%, 91% and 92%, respectively, with the Improved K-Nearest Neighbors (IKNN)

supervised algorithm [91]. Experiments were also conducted with several well-known

algorithms for anomaly detection. The average testing accuracy, precision, recall, F-

measure and time for the BGL data set with the Dirichlet Process Gaussian Mixture

Model (BGM), Elliptical Envelope (EEnvelope), Gaussian Mixture Model (GMM),

K-means, Local Outlier Factor (LOF), and One-Class Support Vector Machine (OC-

SVM) algorithms using 10-fold cross-validation are given in Table 2.1(a). The results

show that the proposed model is significantly better than these algorithms.

3.2.2 Openstack

The Openstack data set without oversampling consists of 137,074 positive log mes-

sages and 18,434 negative log messages. From this data set, 6,608 logs are used for

training, 1,167 for validation and the remaining 147,733 for testing. Without over-

sampling, the average training accuracy is 98.4% and average validation accuracy

is 97.2% with a standard deviation of 0.01 in 10-fold cross-validation. The average

training loss is 0.05 with a standard deviation of 0.01. The testing accuracy is 98.3%

with a precision of 97.9% for negative logs and 98.3% for positive logs, and recall of

87.1% and 99.8% for negative and positive logs, respectively. The F-measure is 92.2%

and 99.0% for negative and positive logs, respectively.

Oversampling of the negative log messages with SeqGAN increased the number

in the Openstack data set to 154,202. From this data set, 12,378 logs are used

for training, 2,185 for validation and the remaining 276,713 for testing with similar

numbers of positive and negative log messages in each group. With oversampling,

the average training accuracy is 98.0% and average validation accuracy is 98.7% with

a standard deviation of 0.01 in 10-fold cross-validation. The average training loss is

0.06 with a standard deviation of 0.01. The testing accuracy is 98.9% with a precision
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of 99.6% for negative logs and 98.2% for positive logs, and recall of 98.4% and 99.5%

for the negative and positive logs, respectively. The F-measure is 99.0% and 98.8%

for negative and positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

94%, 99% and 97% obtained with the Deeplog network [14]. Experiments were also

conducted with several well-known anomaly detection algorithms. The average testing

accuracy, precision, recall, F-measure and time for the Openstack data set with the

BGM, EEnvelope, GMM, K-means, LOF, and OC-SVM algorithms using 10-fold

cross-validation are given in Table 2.1(b). The results show that the proposed model

is significantly better than these algorithms.

3.2.3 Discussion

The proposed oversampling with SeqGAN provided good results for both the BGL and

Openstack data sets. It is evident that oversampling significantly improved the model

accuracy for negative log messages. For the BGL data set, the precision, recall and F-

measure after oversampling increased from 98.9% to 99.8%, 91.6% to 99.3% and 95.1%

to 99.6% which are 0.9%, 7.7% and 4.5% higher, respectively. For the Openstack data

set, the precision, recall and F-measure after oversampling increased from 97.9% to

99.6%, 87.1% to 98.4% and 92.2% to 99.0% which are 1.7%, 11.3% and 6.8% higher,

respectively. These results show that data balancing should be considered with Deep

Learning algorithms to improve accuracy, especially for small numbers of minor label

samples. The proposed model was evaluated with two data sets for anomaly detection

and classification with only a small portion used for training. This is an important

result because DL algorithms typically require significant amounts of data for training.

Note that good results were obtained even though the hyperparameters were not

tuned.
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The first stage in the proposed model where logs are oversampled with a SeqGAN

network is the most important. These networks have been shown to provide promising

results in generating text such as poems [96]. The concept of generating data is similar

to that for oversampling. The second stage which extracts features from the data using

an Autoencoder is also important. The Autoencoder output is very suitable for use

with an RNN based algorithm such as a GRU for anomaly detection and classification.

The results obtained show that the proposed model can provide excellent results even

when the data is imbalanced.

3.3 Conclusion

In this chapter, a model was proposed to address the problem of imbalanced log

messages. In the first stage, the negative logs were oversampled with a SeqGAN

network so that the numbers of positive and negative logs are similar. The resulting

labeled logs were then fed into an Autoencoder to extract features from the text

data. Finally, a GRU network was used for anomaly detection and classification.

The proposed model was evaluated using two log message data sets, namely BGL

and Openstack. Results were presented which show that oversampling can improve

detection and classification accuracy. Although the supervised model results were

good, it can be difficult to obtain high volume of labeled logs for normal and abnormal

system operation. In the next chapter, an unsupervised model is proposed using

Isolation Forest and Autoencoder networks to address this problem.
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Chapter 4

Unsupervised Log Message Anomaly

Detection with Isolation Forest and

Autoencoder

Isolation Forest [50] has been used to find abnormal data, but in this chapter it is

used to detect normal data with a threshold. An Autoencoder [75] is used to extract

features for Isolation Forest. The proposed architecture includes two Autoencoder

networks and Isolation Forest. Feature extraction using Autoencoders has two main

advantages. First, it improves the Isolation Forest results as Isolation Forest alone

does not provide good results for log message anomaly detection. Further, Isolation

Forest is used to predict positive data instead of negative data and use it as a thresh-

old. Second, an Autoencoder is able to separate anomalies from normal data very

well. Two Autoencoders are used to provide better separation. The proposed model

is evaluated using the accuracy, precision, recall and F-measure metrics with three

log message data sets, namely BlueGene/L (BGL), Openstack and Thunderbird.

The rest of this chapter is organized as follows. In Section 4.1, the Isolation

Forest architecture is presented and the proposed model is described. The results and
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discussion for the three data sets are given in Section 4.2. Finally, some concluding

remarks are given in Section 4.3.

4.1 System Model

In this section, the Isolation Forest architecture is given along with the proposed

model.

4.1.1 Isolation Forest

Isolation Forest [50] is an ensemble approach which has been used to detect anomalies.

It begins with a random attribute and chooses a partition between the lowest and

highest values in order to separate a sample. This continues until the samples are

isolated. The Isolation Forest is built by adding a number of Isolation Trees separated

into different attributes. The number of partitions needed to isolate a sample is equal

to the path length passed from the root to a leaf.

The Isolation Tree technique is based on Extra Trees [18]. In Isolation Tree, each

division is random. A sample located near the root, i.e. its path is short, implies

that it is easier to distinguish and therefore easier to isolate from samples that are in

deeper leaves. It is expected that anomalies (abnormal samples) will have a smaller

average path length than positive (normal) samples. When a sample is at a leaf deep

in the tree, the score will be low (close to 0), while if it is shallow the score will be

high (close to 1). The anomaly score of sample x for an Isolation Forest F is

s(x,N) = 2
−E(h(x))
c(N) , (4.1)

where N is the number of samples trained in each tree of the forest, E(h(x)) is the

average length of the paths in all trees, and c(N) is the normalization factor which
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is [51]

c(N) =


2H(N − 1)− 2(N − 1)/N if N > 2,

1 if N = 2,

0 otherwise,

(4.2)

where H(N − 1) is the harmonic number given by ln(N − 1) + 0.5772156649.

4.1.2 Proposed Model

The proposed model for unsupervised anomaly detection includes two deep Autoen-

coder networks and an Isolation Forest. First, text pre-processing including tokeniza-

tion and changing letters to lowercase are applied to the data set. Next, the sentences

are padded to 40 tokens, and sentences including less than five tokens are eliminated.

Then, the number of appearances of each token in the data set is computed and the

tokens are ordered from most frequent to least frequent. Each token is given an index

starting from zero and the indices are used to replace the tokens in the data set.

Next, the data set is normalized so all values are between 0 and 1 and the entries are

shuffled. Then it is divided into the first training set t1 (around 0.5% for BGL and

Thunderbird, and 5% for Openstack), second training set t2 (around 2% for BGL and

Thunderbird, and 17% for Openstack) and testing set t3 (around 97.5% for BGL and

Thunderbird, and 78% for Openstack). The proportion of positive and negative logs

in these sets is the same as in the original data sets. The sets t1 and t2 are small as

their size affects the speed of the algorithm. The BGL and Thunderbird data sets

are larger than Openstack so a smaller proportion of the data is used for these sets.

Further, the Openstack data set is small so a larger proportion of the data is needed

for training convergence.

The first Autoencoder is used for feature extraction from a small amount of data

in an unsupervised way. The first Autoencoder is trained with t1 (which contains both
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positive and negative log messages). This Autoencoder has an encoder layer with 512

units and L1 regularizer, followed by a decoder layer with 256 units. The output layer

has the same size as the input which is 40 units. The categorical cross-entropy loss

function, Relu activation function and Adam optimizer are used to train this model

with a batch size of 64 and a maximum of 500 training epochs. The Adam optimizer

is used because it has fast convergence and good performance in DL algorithms [81].

Early stopping is used to prevent overfitting. After training the first Autoencoder,

the second training set t2 and testing set t3 are fed into this Autoencoder to extract

features (as the last layer output which has the same size as the input), which are

denoted as f2 and f3, respectively.

Feature set f2 is fed into the Isolation Forest with 100 Isolation Trees and this

is tested using f3 to predict the data. Next, a percentage of the positive predicted

data (30% for BGL and Thunderbird, and 70% for Openstack), is randomly chosen

from the Isolation Forest output and this is denoted as p1. The remaining positive

predicted data and the negative predicted data are denoted as p2. p1 is used to train

the second Autoencoder which has the same architecture as the first Autoencoder.

The maximum number of training epochs is 100 and early stopping is used to prevent

overfitting. After training the second Autoencoder, p1 is input to this Autoencoder

to extract features (as the last layer output of the trained Autoencoder), which is

denoted as o1, and then p2 is input to this Autoencoder and the extracted features

are denoted as o2. Anomalies are detected using a threshold. To determine the

threshold, the average and standard deviation of the feature values of each sample in

o1 are computed. The threshold is given by

T = stdv × c, (4.3)

where stdv is the standard deviation of the positive data predicted with Isolation
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Forest (o1) and c is a constant. For unlabeled data, this constant can be estimated

based on the final predicted test data. In the data sets, it is known that about 10%

of the data is negative and the remainder positive. Thus, the constant can be chosen

based on the percentages obtained. The larger data sets (BGL and Thunderbird)

were divided into smaller size sets and used in the proposed model. It was found that

smaller data sets require a larger constant. Based on the results, the constants for

BGL, Thunderbird and Openstack are c = 0.5, 0.1 and 5, respectively.

The second Autoencoder needs fewer epochs to train because the features have

been extracted with the first Autoencoder. Further, there is more input data for

the second Autoencoder than the first Autoencoder, and typically Deep Learning

algorithms need large amounts of data to work well. The loss and accuracy of the

model were used to determine the number of epochs. The proposed model algorithm

is given in Algorithm 2 and the architecture of the proposed model is given in Fig. 4.1.
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Algorithm 2 Proposed Model Algorithm
Input: first training set: t1; second training set: t2; testing set: t3.

1: for epochs do
2: Train the first Autoencoder with t1.
3: Compute f2 and f3 using t2 and t3, respectively.
4: Train Isolation Forest with f2 and test with f3.
5: Randomly select a percentage of the positive predicted logs as p1, and the re-

maining predicted logs are p2.
6: for epochs do
7: Train the second Autoencoder with p1.
8: Compute o1 and o2 using p1 and p2, respectively.
9: Compute the average and standard deviation of the feature values of each sample

in o1 and determine the threshold using (4.3).
10: Compute the average of the feature values of each sample in o2.
11: If an average is less than the threshold, flag the sample as an anomaly.

4.2 Results

In this section, the proposed model is evaluated using the BGL, Openstack and Thun-

derbird data sets. Four criteria, namely accuracy, precision, recall and F-measure, are

used to evaluate the performance. All experiments were run on the Compute Canada

Cedar cluster with 24 CPU cores, four P100 GPUs and 125 GB of memory, and the

algorithms were implemented using Python, Keras and Scikit-learn∗.

The hyperparameters of the proposed model were not tuned so for all data sets

the default values were used. Each experiment was repeated 10 times, and the mini-

mum, maximum and average testing accuracy, precision, recall, F-measure and time

were obtained. Table 4.1 gives the results for the BGL, Openstack and Thunderbird

data sets for (a) Isolation Forest, (b) Isolation Forest with one Autoencoder, and (c)

Isolation Forest with two Autoencoders (proposed model). For Isolation Forest alone,

the first training set t1 is input to the Isolation Forest and the results are obtained

using the testing set t3. For Isolation Forest with one Autoencoder, the first training
∗https://github.com/scikit-learn/scikit-learn

https://github.com/scikit-learn/scikit-learn
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set t1 is input to the first Autoencoder for training. Then the second training set t2

and testing set t3 are input to this trained Autoencoder for feature extraction, giving

f2 and f3, respectively. Then f2 is fed into the Isolation Forest for training and the

results are obtained using f3. Isolation Forest with two Autoencoders indicates that

the results are obtained with the second Autoencoder using a threshold (proposed

model).

4.2.1 BGL

The BlueGene/L (BGL) data set has 4,399,502 positive logs and 348,460 negative

logs. From these, 23,997 logs are used for the first training set, 93,551 for the second

training and the remaining 4,630,414 for testing. With the Isolation Forest model,

the average testing accuracy is 88.7% with average precision, recall and F-measure of

28.9%, 36.6% and 32.3% for negative logs, and 94.8%, 92.8% and 93.8% for positive

logs, respectively. With Isolation Forest and one Autoencoder, the average testing

accuracy is 90.8% with average precision, recall and F-measure of 42.7%, 76.5% and

54.3% for negative logs, and 98.0%, 91.9% and 94.9% for positive logs, respectively.

With Isolation Forest and two Autoencoders, the average testing accuracy is 99.6%

with average precision, recall and F-measure of 96.8%, 98.7% and 98.1% for negative

logs, and 99.8%, 99.7% and 99.8% for positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

82.5%, 94.7% and 88.2%, respectively, with the nLSALog algorithm [98], and the 83%,

99% and 91%, respectively, with SVM unsupervised learning [30]. The precision,

recall and F-measure results for negative logs are also better than the 92%, 91%

and 92%, respectively, with the Improved K-Nearest Neighbors (IKNN) supervised

algorithm [91]. Experiments were also conducted with several well-known algorithms

for anomaly detection. The average testing accuracy, precision, recall, F-measure and
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time for the BGL data set with the Dirichlet Process Gaussian Mixture Model (BGM),

Elliptical Envelope (EEnvelope), Gaussian Mixture Model (GMM), K-means, Local

Outlier Factor (LOF), and One-Class Support Vector Machine (OC-SVM) algorithms

using 10-fold cross-validation are given in Table 2.1(a). The results show that the

proposed model is significantly better than these algorithms.

4.2.2 Openstack

The Openstack data set has 137,074 positive log messages and 18,434 negative log

messages. From these, 7,353 logs are used for first training set, 26,545 for the second

training and the remaining 121,610 for testing. With the Isolation Forest model, the

average testing accuracy is 86.9% with average precision, recall and F-measure of

59.2%, 57.6% and 58.4% for negative logs, and 92.9%, 93.4% and 93.1% for positive

logs, respectively. With Isolation Forest and one Autoencoder, the average testing

accuracy is 92.9% with average precision, recall and F-measure of 67.1%, 99.5% and

80.2% for negative logs, and 99.7%, 91.8% and 95.6% for positive logs, respectively.

With Isolation Forest and two Autoencoders, the average testing accuracy is 99.1%

with average precision, recall and F-measure of 96.1%, 97.5% and 96.8% for negative

logs, and 99.6%, 99.3% and 99.4% for positive logs, respectively.

The precision, recall and F-measure results for negative logs are similar to the

94%, 99% and 97% obtained with the Deeplog network [14]. Experiments were also

conducted with several well-known anomaly detection algorithms. The average testing

accuracy, precision, recall, F-measure and time for the Openstack data set with the

BGM, EEnvelope, GMM, K-means, LOF, and OC-SVM algorithms using 10-fold

cross-validation are given in Table 2.1(b). The results show that the proposed model

is significantly better than these algorithms.
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4.2.3 Thunderbird

From the Thunderbird data set 3,000,000 positive log messages and 600,000 negative

log messages are used. From these, 17,000 messages are used for the first training

set, 65,700 for the second training and the remaining 3,517,300 for testing. With the

Isolation Forest model, the average testing accuracy is 79.0% with average precision,

recall and F-measure of 30.8%, 19.6% and 24.0% for negative logs, and 84.8%, 91.0%

and 87.8% for positive logs, respectively. With Isolation Forest and one Autoencoder,

the average testing accuracy is 82.9% with average precision, recall and F-measure of

49.9%, 49.6% and 49.3% for negative logs, and 89.8%, 90.7% and 89.9% for positive

logs, respectively. With Isolation Forest and two Autoencoders, the average testing

accuracy is 99.4% with average precision, recall and F-measure of 97.2%, 98.6% and

98.4% for negative logs, and 99.7%, 99.4% and 99.6% for positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

96%, 96% and 96%, respectively, with the Improved K-Nearest Neighbors (IKNN)

supervised algorithm [91]. Experiments were also conducted with several well-known

algorithms for anomaly detection. The average testing accuracy, precision, recall,

F-measure and time for the Thunderbird data set with the BGM, EEnvelope, GMM,

K-means, LOF, and OC-SVM algorithms using 10-fold cross-validation are given in

Table 2.1(c). The results show that the proposed model is significantly better than

these algorithms.

4.2.4 Discussion

Isolation Forest has been shown to provide good results for anomaly detection prob-

lems [61]. However, it is used in this chapter to predict positive logs. Table 4.1(a)

shows that Isolation Forest alone does not provide good results for the problem con-
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sidered here, as the precision, recall and F-measure for the negative logs in all data

sets are poor. However, the corresponding results for positive logs are much better.

Table 4.1(b) shows the effect of feature extraction with an Autoencoder before Iso-

lation Forest. These results indicate that most of the criteria for the positive and

negative logs are improved for all three data sets. However, the negative log results

are still poor. For the BGL data set, the average precision, recall and F-measure are

improved from 28.9%, 36.6% and 32.3% to 42.7%, 76.5% and 54.3%, respectively, for

negative logs while for positive logs the corresponding results are 94.8%, 92.8% and

93.8% to 98.0%, 91.9% and 94.9%. While the recall for the positive logs has decreased

slightly, here precision is the most important criteria. For the Openstack data set, the

average precision, recall and F-measure are mostly improved from 59.2%, 57.6% and

58.4% to 67.1%, 99.5% and 80.2% for negative logs and from 92.9%, 93.4% and 93.1%

to 99.7%, 91.8% and 95.6% for positive logs while the recall for the positive logs has

decreased. For the Thunderbird data set, the average precision, recall and F-measure

are improved from 30.8%, 19.6% and 24.0% to 49.9%, 49.6% and 49.3%, respectively,

for negative logs while for positive logs the corresponding results are 84.8%, 91.0%

and 87.8% to 89.8%, 90.7% and 89.9%. Again, the recall for the positive logs has

decreased slightly.

Precision for positive logs is the percentage of true positive logs detected out of all

logs detected as positive, while recall for positive logs is the percentage of the positive

logs that are detected. Table 4.1(b) shows that the precision for the positive logs is

very reliable with 90% to 99% accuracy. Thus, it can be concluded that most logs

which are predicted to be positive are correct. In other words, the number of negative

logs predicted to be positive (FP ) is low with just Isolation Forest (especially with one

Autoencoder). This reliable positive data (p1) is used to train a second Autoencoder

for anomaly detection with a threshold. Table 4.1(c) gives the test data results with
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this Autoencoder which has been trained with p1. Average precision, recall and F-

measure for positive and negative logs are improved significantly for all data sets to

more than 96%.

Isolation Forest with one Autoencoder is the most important step. Autoencoder

networks are typically used for dimensionality reduction and so have fewer units in the

hidden layers. However, a higher number of units in these layers is used so the input

size is the same as the output. Binary cross-entropy is typically used in Autoencoder

networks, but it was found that with categorical cross-entropy the averages of the

feature values for each sample in o2 are more separable into positive and negative

logs, which is more useful in our case. This means that most of the positive logs have

high average values and most of the negative logs have low average values. Further,

it was noticed that the values for unimportant features (for example features that

are repeated in the data set), are near zero with categorical cross-entropy and Relu

activation without dimensionality reduction in the code layer. This indicates that the

Autoencoder network works well for feature extraction with log messages.

The proposed unsupervised method has three advantages over supervised meth-

ods. First, knowledge via log message label is not required making this approach

suitable for many practical applications. This is important as there are a vast variety

of systems producing different log messages which makes it difficult to label data for

supervised methods. Second, labeling data is a very time-consuming task because of

the volumes of data and so is not a practical solution. Third, using an unsupervised

method eliminates the human error inherent in labeling. Although supervised meth-

ods typically provide better performance than unsupervised methods, the proposed

unsupervised method is better than the Improved K-Nearest Neighbors supervised

algorithm [91] for BGL and Thunderbird data sets. This is because they use a simple

supervised Machine Learning algorithm. Conversely, the proposed model employs
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Deep Learning to extract features via deep Autoencoder networks.

Only a small amount of training data was used (less than 3% for BGL and Thun-

derbird, and 22% for Openstack for Isolation Forest with one Autoencoder, and less

than 30% for BGL and Thunderbird for Isolation Forest with two Autoencoders),

whereas training deep networks usually requires a significant amount of data for con-

vergence. More training data was needed for the Openstack data set because it is

small (around 25 times smaller than Thunderbird and 30 times smaller than BGL).

The features extracted using the Autoencoder network were used as the input for Iso-

lation Forest. This feature extraction required only a very small amount of training

data, so the execution time was fast (1499 s for BGL, 1158 s for Thunderbird and

366 s for Openstack after pre-processing). Further, an Autoencoder network is a very

fast Deep Learning algorithm, especially compared to LSTM networks, and the time

complexity of Isolation Forest is linear [50]. The hyperparameters are not tuned so

the results may be improved with tuning such as the learning rate and number of

hidden layers.

4.3 Conclusion

Cloud systems are capable of generating millions of text log messages everyday. Thus,

while the detection of anomalies in these logs is very important, the volume makes

this a difficult task. In this chapter, a model was proposed for unsupervised anomaly

detection using Isolation Forest and two deep Autoencoder networks. These networks

are used for feature extraction and anomaly detection. Isolation Forest is often used

for anomaly detection, but here it is used to predict positive data. The proposed

model was evaluated using three well-known log message data sets, namely BGL,

Openstack and Thunderbird. The results obtained show that this model is better
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than other models employed in the literature. This is because training and feature

extraction with the first Autoencoder network improves the Isolation Forest results,

especially for positive log messages. Further, the number of negative logs predicted

to be positive (Fp) is low with Isolation Forest, particularly with one Autoencoder.

In the future, the performance of other models such as GMM and the effects of

hyperparameter tuning can be investigated. Although an unsupervised model results

were good, a detection threshold was required for each data set separately which

was difficult to determine. To address this problem, a hybrid model which uses

unsupervised models is proposed in the next chapter.
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Chapter 5

Two Class Pruned Log Message

Anomaly Detection

In this chapter, a hybrid model is proposed which uses the unsupervised K-means,

GMM and BGM methods for data pruning and a supervised LSTM network for

anomaly detection using reliable data. First, reliable positive logs are obtained using

a GMM. Although GMMs are widely used for anomaly detection, a GMM is used here

to prune only positive logs in the first step. Then reliable negative logs are obtained

using pruning with the unsupervised K-means, GMM and BGM methods. Finally,

a portion of the reliable positive and negative logs are used for anomaly detection

using an LSTM network. The parameters of the proposed model are the same for

all data sets. The proposed model is evaluated using the accuracy, precision, recall

and F-measure criteria, and three log message data sets, namely BlueGene/L (BGL),

Openstack and Thunderbird, are considered.

The steps of the proposed model are as follows.

1. An unsupervised algorithm is used with a GMM to select reliable positive logs.

2. An unsupervised algorithm which employs the K-means, GMM, and BGM

methods iteratively is used to select reliable negative logs.
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3. An LSTM network is used with the pruned logs for anomaly detection.

The rest of this chapter is organized as follows. In Section 5.1, the K-means, GMM,

and BGM architectures are presented and the proposed model is described. Experi-

mental results for the three data sets are given in Section 5.2 along with a discussion

of the model performance. Finally, Section 5.3 provides some concluding remarks.

5.1 System Model

In this section, the K-means, GMM, and BGM architectures are given along with the

proposed model.

5.1.1 K-means

K-means is an iterative clustering method. Given k classes, each cluster has a

center which is the average of the samples in the cluster. The set of clusters is

S = {S1, S2, . . . , Sk} and a sample is assigned to the cluster whose center it is closest

to. First, the cluster centers are initialized randomly. Next, the Euclidean distances

between each sample and the cluster centers, ci, are calculated. Then, each sample

is reassigned to the closest cluster and new centers are calculated for each cluster.

This process continues until the clusters do not change or the maximum number of

iterations is attained. This corresponds to minimizing the objective function given

by

argmin
S

k∑
i=1

∑
x∈Si
||x− ci||2, (5.1)

where k is the number of clusters, ci is the center of cluster Si, x is any data sample,

and ||x− ci||2 is the Euclidean distance from x to ci.
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5.1.2 Gaussian Mixture Model (GMM)

Gaussian Mixture Model (GMM) is a clustering method. It is assumed that each

cluster consists of data with a normal (Gaussian) distribution. The goal is to estimate

the distribution parameters of each cluster and determine the labels for the samples,

i.e. which cluster each sample belongs to. The Expectation Maximization (EM)

algorithm [11] can be used to obtain estimates for these parameters. The GMM

Probability Density Function (PDF) of sample xj is given by

p(xj|θ) =
m∑
i=1

πiN (xj|µi,Σi), (5.2)

where πi, µi and Σi are the weight, mean, and covariance matrices of the ith distri-

bution, respectively, m is the number of distributions (clusters), and θ = {µi,Σi, πi}

is the parameter set of the mixture model. For d features, the Gaussian distribution

of xj is

N (xj|µi,Σi) = 1
(2π)d/2

√
|Σi|

exp
(
− 1

2(xj − µi)TΣ−1
i (xj − µi)

)
. (5.3)

The EM algorithm iterates two steps, expectation (E-step) and maximization (M-

step). First, the model parameters θ are randomly initialized and the expectation

and maximization steps are repeated. The E-step is given by

γti(xj) = πtiN (xj|µti,Σt
i)∑m

i=1 π
t
iN (xj|µti,Σt

i)
, (5.4)

where t is the iteration number. Then the parameters are estimated in the M-step as

µt+1
i =

∑N
j=1 γ

t
i(xj)xj∑N

j=1 γ
t
i(xj)

, (5.5)



65

Σt+1
i =

∑N
j=1 γ

t
i(xj)(xj − µt+1

i )(xj − µt+1
i )T∑N

j=1 γ
t
i(xj)

, (5.6)

πt+1
i = 1

N

N∑
j=1

γti(xj). (5.7)

where N is the number of samples. These steps are repeated until the criteria are

satisfied or a maximum number of iterations is reached.

5.1.3 Dirichlet Process Gaussian Mixture Model (BGM)

The Dirichlet Process Gaussian Mixture Model (BGM) is a non-parametric Bayesian

mixture model that is an extension of finite mixture models. The number of clus-

ters (classes) does not need to be explicitly predefined because it is a non-parametric

model. BGM uses the Dirichlet Process (DP) which is a generalized form of a Dirich-

let distribution [16]. A DP is composed of a base distribution G0 and a positive

concentration scaler α. Because this model is not a finite mixture model, variational

inference is employed [7]. The model parameters are

πi ∼ DP (G0, α), (5.8)

Σi ∼ W−1(v, s), (5.9)

µi ∼ N (µ0,Σi), (5.10)

where µ0 and Σi are the mean and covariance of the Gaussian distribution, s is

the scale matrix, and v is the number of degrees of freedom for the Inverse-Wishart

distribution [93].
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5.1.4 Proposed Model

The proposed model architecture has three steps. First, positive logs are selected

using an unsupervised GMM. Second, negative logs are selected through multiple

rounds of the unsupervised GMM, BGM, and K-means methods. Finally, anomalies

are detected using an LSTM network with the selected (reliable) positive and negative

logs.

First, simple text pre-processing including changing letters to lowercase, removing

hyphens and tokenization are applied to the data set D. Next, the sentences are

padded to 40 tokens, and sentences including less than five tokens are removed. Then,

the number of appearances of each token in the data set is computed and the tokens

are ordered from most frequent to least frequent. Each token is given an index starting

from zero and the indices are used to replace the tokens in the data set. Next, the

data set is normalized so all values are between 0 and 1 and the entries are shuffled.

Then D is divided into two sets, t1 with 2% of the data for training and r1 with the

remaining 98% of the data. The set t1 is small to keep the computational complexity

low and have more data for the rest of the algorithm. The proportion of negative and

positive logs in these sets is the same as in D.

Select Reliable Positive Logs

A GMM is used to prune the positive logs. It is trained with t1 and tested with r1. The

negative predicted logs (predicted output y = 0) and positive predicted logs (predicted

output y = 1) are counted and labeled c0 and c1, respectively. If the number of logs

predicted as positive is less than the number predicted as negative, then c0 and c1 are

swapped. This is because it is known that the number of anomalies (negative logs) is
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much less than the number of positive logs (around 10%). The variance is given by

var =

F∑
i=1

(xi − x̂)2

F
(5.11)

where xi is the ith feature, x̂ is the average of the features and F is the total number

of features in the data set. Let a = c1
c0

and the variances of the negative and positive

predicted logs be zvar and ovar, respectively. If a > 3 and ovar × c < zvar (c is a

constant), then the positive and negative predicted logs are added to the sets o0

(reliable positive logs) and z0 (rest of the data), respectively. The threshold for a

was chosen considering that the majority of the logs are positive. A high value of c

increases the probability of getting only positive logs but if it is too high the algorithm

criterion may not be satisfied. It was set to c = 1.6 for all data sets based on the

experimental results obtained.

The variance measures the spread of a data set. If the model predicted most of

the positive logs correctly (small number of false positives), then the variance of the

positive logs should be lower than that of the negative logs. A high variance may

indicate that there is a mix of positive and negative logs whereas a small variance

indicates that there are mostly positive logs predicted correctly. If the conditions are

met, the results are kept, otherwise the process is repeated.

Select Reliable Negative Logs

The GMM, K-means and BGM methods are now used to select negative logs. These

models were chosen because they are efficient unsupervised models. There are n

rounds and in each round, GMM, K-means and BGM are run m times. In the first

round, the models are trained with z0 from the previous step. In subsequent rounds,

the results from the previous round z are used for this purpose. The entropy of sample



68

xj is given by

H = −
d∑
i=1

ni
M

ln( ni
M

), (5.12)

where ni is the ith feature of the sample, d is the length of the sample and M is the

sum of the sample features.

For a model run, denote the average entropy of the logs predicted as negative and

positive as sh0 and sh1, respectively. If sh0 < sh1 then the predicted negative logs are

appended to z1, and the predicted positive logs are appended to o1. This is because

small features appear frequently in positive logs so they are more uniform and thus

have a higher entropy. At the end of a round, z1 is assigned to z for use in the next

round. The logs in z are counted and ordered from most frequent to least frequent

and the repetitions discarded. This is done so that each log appears at most once

in z and the logs that appear more often are used earlier so the models in the next

round can predict better. The logs in z1 are discarded at the start of each round.

In each round, the prediction of positive and negative logs is done using z. Thus,

the number of positive logs is reduced and only reliable negative logs are kept. The

final z1 contains the predicted negative logs from the last round and these are used

in the next step.

Anomaly Prediction

In this step, an LSTM network is used with the reliable negative (z1) and positive

(o0) logs from the previous two steps for anomaly detection. Each log in z1 and

o1 is counted and ordered from most frequent to least frequent and the repetitions

are discarded. The first L logs of z1 are selected and assigned to z2 (most reliable

predicted negative logs), and the remaining logs are assigned to o2. Logs which appear

in o1 but not in z1 are placed in o3. The reliable positive logs o0 obtained in the first

step are shuffled, and 10% are randomly assigned to o4 and the remainder to o5. The
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logs in z2 are repeated four times and assigned to xn. A portion of o4 which is the

same size as the number of elements in xn is randomly chosen and assigned to xp.

Thus, the reliable negative logs are oversampled so there are the same number of

reliable positive and negative logs. This is because LSTM networks work better with

balanced data and should be trained with a sufficient number of positive and negative

logs. The logs in xn and xp are labeled with y = 0 and y = 1 indicating negative and

positive logs, respectively, and xn and xp are assigned to t2. The remaining logs in o4

are assigned to o6, and o2, o3, o5 and o6 are assigned to t3. The data set was initially

scaled so all values are between 0 and 1, but this is reversed for t2 and t3 to provide

training and testing sets, respectively, for the LSTM network.

The LSTM network is trained with 90% of t2, validated with the remaining 10%

of t2, and tested with t3. The parameters used are k = 20 and n = m = 5, and

L = 10000 for the BGL and Thunderbird data sets and L = 3000 for the Openstack

data set. A different value of L is used because the Openstack data set is smaller

than the BGL and Thunderbird data sets. For training the BGL and Thunderbird

data sets, an LSTM network with three hidden layers of size 256, batch size 128

and a maximum of 10 training epochs is used. To prevent overfitting, Dropout with

probability 0.5 and early stopping are used. The softmax activation function is applied

in the last dense layer. The cross-entropy loss function and Adam optimizer are used

for training. The Adam optimizer is used because it has been shown to provide good

performance and fast convergence in DL algorithms [81]. For the Openstack data set,

an LSTM network with a single hidden layer of size 512 and embedding dimension of

size 512 is used. A single layer network is used for this data set because it is smaller

than the other data sets. The rest of the architecture for the Openstack data set is

the same as above. All network parameters were chosen based on the experimental

results obtained. An LSTM network is used for anomaly detection because it has
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been shown to provide good results in classifying sequential data [23]. However,

other DL discriminative networks such as a Convolutional Neural Network (CNN)

can be employed. The proposed model algorithms are given in Algorithms 3-5. The

data preparation for Algorithm 5 is shown in Fig. 5.1.

Algorithm 3 Prune Positive Logs
Input: Data set D scaled between [0, 1], training set t1 = 2% of D, remaining set

r1 = 98% of D

1: for i← 1 to k do

2: Train GMM with t1 and test with r1

3: Count negative predicted logs (y = 0) (c0)

4: Count positive predicted logs (y = 1) (c1)

5: if c1 < c0 then swap c0 and c1

6: a = c1
c0

7: Compute variance of negative predicted logs (zvar)

8: Compute variance of positive predicted logs (ovar)

9: if (a > 3) and (ovar × 1.6 < zvar) then

10: z0 ← Selected negative predicted logs

11: o0 ← Selected positive predicted logs

12: break for loop
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Algorithm 4 Prune Negative Logs
1: Model ← [GMM, K-means, BGM]

2: for round← 1 to n do

3: z1 ← Empty

4: for each Model do

5: for j ← 1 to m do

6: if round = 1 then

7: Train on z0. Get negative and positive predicted logs

8: else

9: Train on z. Get negative and positive predicted logs

10: Compute average entropy of negative predicted logs (sh0)

11: Compute average entropy of positive predicted logs (sh1)

12: if sh0 < sh1 then

13: Append negative predicted logs to z1

14: Append positive predicted logs to o1

15: z = z1

16: Count each log in z, then order from most frequent to least frequent and delete

the repetitions
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Algorithm 5 Anomaly Prediction
1: Count each log in o1, then order from most frequent to least frequent and delete

the repetitions

2: Count each log in z1, then order from most frequent to least frequent and delete

the repetitions

3: z2 ← first L logs of z1

4: o2 ← rest of z1

5: o3 ← o1 minus any logs that also appear in z1

6: o4 ← 10% of o0 chosen randomly

7: o5 ← rest of o0

8: xn ← z2 repeated four times, label as y = 0 (oversampling)

9: xp ← a random portion of o4 so the length is the same as xn, label as y = 1

10: t2 ← xn and xp

11: o6 ← rest of o4

12: t3 ← o2, o3, o5, and o6

13: Reverse the scaling of t2 and t3

14: Train the LSTM network using t2 and test using t3
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5.2 Results

In this section, the proposed model is evaluated using the BGL, Openstack and Thun-

derbird data sets. Four performance criteria are considered, namely accuracy, pre-

cision, recall and F-measure. All experiments were run on the Compute Canada

Graham cluster with 32 CPU cores, two P100 GPUs and 124 GB of memory. The

algorithms were implemented using Python, Keras and Scikit-learn.

The hyperparameters of the proposed model were not tuned so the default values

were used in all experiments. Each experiment was repeated 10 times and the mini-

mum, maximum and average testing accuracy, precision, recall, F-measure and time

were obtained. Table 5.1(a) gives the proposed model results for the BGL, Open-

stack and Thunderbird data sets using GMM for positive pruning. For comparison,

the proposed model results using BGM for positive pruning are given in Table 5.1(b)

with the order for negative pruning changed to K-means, GMM, and BGM. Table 5.2

presents the positive logs pruning results for the BGL, Openstack and Thunderbird

data sets with (a) GMM and (b) BGM. Tables 5.3 to 5.5 give the negative logs prun-

ing results for the BGL, Openstack and Thunderbird data sets, respectively, with (a)

GMM, (b) K-means, and (c) BGM for n = 5 rounds.

5.2.1 BGL

The BlueGene/L (BGL) data set has 4,399,502 positive logs and 348,460 negative

logs. From these, 94,960 logs are used for the training set t1 and 4,653,002 for the

remaining set r1. Using GMM for positive pruning, the final average testing accuracy

is 99.5% with average precision, recall and F-measure of 95.6%, 97.8% and 96.7%

for negative logs, and 99.8%, 99.6% and 99.7% for positive logs, respectively. Using

BGM for positive pruning, the final average testing accuracy is 99.5% with average
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precision, recall and F-measure of 95.4%, 98.5% and 96.9% for negative logs, and

99.9%, 99.6% and 99.7% for positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

92%, 91% and 92%, respectively, with the Improved K-Nearest Neighbors (IKNN)

supervised algorithm [91]. The precision, recall and F-measure results for negative

log messages are also better than the 83%, 99% and 91%, respectively, for SVM

unsupervised learning [30], and the 82.5%, 94.7% and 88.2%, respectively, for the

nLSALog algorithm [98]. Several well-known models were also evaluated for anomaly

detection. The average testing accuracy, precision, recall, F-measure and time with

the BGM, EEnvelope, GMM, K-means, LOF, and OC-SVM methods for the BGL

data set using 10-fold cross-validation are given in Table 2.1(a). These results show

that the proposed model is much better than these models.

5.2.2 Openstack

The Openstack data set has 137,074 positive log messages and 18,434 negative log

messages. From these, 3,111 logs are used for the training set t1 and 152,397 for the

remaining set r1. Using GMM for positive pruning, the final average testing accuracy

is 99.9% with average precision, recall and F-measure of 99.9%, 99.7% and 99.8%

for negative logs, and 99.9%, 99.9% and 99.9% for positive logs, respectively. Using

BGM for positive pruning, the final average testing accuracy is 99.9% with average

precision, recall and F-measure of 99.7%, 99.9% and 99.8% for negative logs, and

99.9%, 99.9% and 99.9% for positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

94%, 99% and 97% obtained with the Deeplog network [14]. Several well-known

models were also evaluated for anomaly detection. The average testing accuracy,

precision, recall, F-measure and time with the BGM, EEnvelope, GMM, K-means,
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LOF, and OC-SVM methods for the Openstack data set using 10-fold cross-validation

are given in Table 2.1(b). This shows that the results for the proposed model are much

better than those for the other models.

5.2.3 Thunderbird

From the Thunderbird data set, 3,000,000 positive log messages and 324,824 negative

log messages are used. Of these, 66,497 messages are used for the training set t1

and 3,258,327 for the remaining set r1. Using GMM for positive pruning, the final

average testing accuracy is 99.8% with average precision, recall and F-measure of

98.9%, 99.6% and 99.3% for negative logs, and 99.9%, 99.8% and 99.9% for positive

logs, respectively. Using BGM for positive pruning, the final average testing accuracy

is 99.8% with average precision, recall and F-measure of 99%, 99.6% and 99.3% for

negative logs, and 99.9%, 99.8% and 99.9% for positive logs, respectively.

The precision, recall and F-measure results for negative logs are better than the

96% for all criteria with the IKNN supervised algorithm [91]. Several well-known

models were also evaluated for anomaly detection. The average testing accuracy, pre-

cision, recall, F-measure and time with the BGM, EEnvelope, GMM, K-means, LOF,

and OC-SVM methods for the Thunderbird data set using 10-fold cross-validation are

given in Table 2.1(c). This shows that the results for the proposed model are much

better than the results for these models.

5.2.4 Discussion

GMM, BGM, and K-means are well-known clustering algorithms. Clustering algo-

rithms have been shown to provide good results with text data [1]. However, a GMM

is used here for pruning positive logs and the unsupervised GMM, BGM, and K-

means methods are used for pruning negative logs. This eliminates the need to label
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log messages to detect anomalies. The amount of positive data is far greater than

the amount of negative data, so the positive data can be accurately predicted using

clustering algorithms. However, the negative cluster contains a lot of positive data

and this is a disadvantage of using clustering methods with imbalanced data [43]. We

take advantage of this data imbalance as GMM can easily detect the positive data.

Another disadvantage of unsupervised clustering is that clusters may be labeled in-

correctly [59]. Thus, not only do negative clusters include positive logs but clusters

may be incorrectly labeled in different runs. As a consequence, the average results

shown in Table 2.1 for the BGM, GMM and K-means methods are poor. Comparing

the results in Tables 5.1 and 2.1, it is evident that BGM, GMM and K-means alone

do not provide good log message anomaly detection results. This is also due to the

complexity of the unstructured log messages. For negative pruning, our experimental

results indicate that even though the models are randomly initialized, using just one

model can limit the pruning process so that many unreliable logs are retained. Thus,

multiple models are employed.

The precision for positive logs is the percentage of true positive logs predicted of all

logs predicted to be positive. Table 5.2 shows that with GMM and BGM for positive

pruning, the average precision of positive logs is 99.9% for the BGL, Openstack and

Thunderbird data sets, which is very high. Thus, most logs that are predicted to be

positive are correct, and the number of negative log messages predicted to be positive

(FP ) is low. This indicates that pruning positive logs using Algorithm 3 is effective.

However, the average precision for negative logs for the BGL and Thunderbird data

sets is around 76% and 50%, respectively, which is quite low.

In separate experiments, the value of the constant c and the threshold for a were

varied to determine their effect on Algorithm 3. The criterion for this algorithm

is that the set z0 is not empty. This is because Algorithm 4 requires this data for
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training. For the Openstack and Thunderbird data sets, this criterion was satisfied

for c = 1.4, 1.5, 1.6, 1.7 and 1.8 with a > 3. For the BGL data set, it was satisfied for

all values except c = 1.8. For the BGL and Openstack data sets, the criterion was

satisfied for a > 3, 4, and 6 with c = 1.6, but not for a > 10. For the Thunderbird

data set, it was not satisfied for a > 6 and 10.

The effect of the negative logs pruning algorithm is shown in Tables 5.3 to 5.5 for

the BGL, Openstack and Thunderbird data sets (with a GMM for positive pruning),

respectively. Here, precision for the negative logs is the most important criterion. For

the BGL data set, the average precision of the negative logs with the GMM, K-means

and BGM methods increased from 82.4% to 100%, 80.8% to 95.9% and 88.1% to

100%, respectively, over the five rounds. For the Openstack data set, the average

precision of the negative logs with the GMM, K-means and BGM methods increased

from 99.9% to 100% for all models over the five rounds. For the Thunderbird data

set, the average precision of the negative logs with the GMM, K-means and BGM

methods was approximately the same, 99.9% to 100%, over the five rounds. These

results indicate that Algorithm 4 is very effective in pruning negative logs. Further,

the BGL data set required five rounds to obtain good results but only two rounds

were sufficient for the Openstack and Thunderbird data sets. The GMM, K-means

and BGM methods were used here to prune negative logs, but other unsupervised

models can be added.

The anomaly detection results with the LSTM network using the reliable positive

and negative logs are shown in Table 5.1. The final results with GMM and BGM

positive log pruning were similar. The proposed hybrid model (with unsupervised

selection of reliable logs), has three advantages over supervised methods. First, it is

suitable for many practical applications as there is no need to label data. Second,

labeling data is a time-consuming task and in many cases is not feasible. Third,
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using an unsupervised method eliminates the human error inherent in labeling. The

default hyperparameters were used with the proposed model so better results may be

obtained with hyperparameter tuning.

5.3 Conclusion

Many millions of log messages are generated each day in cloud and other systems.

These messages are important for system maintenance which includes anomaly de-

tection. Log messages consist of unstructured data which is mostly text. Thus, ML is

a good choice for anomaly detection. In this chapter, a hybrid log message anomaly

detection technique using DL was proposed with pruning of positive and negative log

messages. An unsupervised algorithm with a GMM was used to prune positive logs.

Then, an unsupervised algorithm was used to prune negative logs using the K-means,

GMM, and BGM methods iteratively. The precision with the pruning algorithms for

positive and negative logs was high, i.e. there were few false positives (FP ). The

proposed model was tested on three different log message data sets, namely BGL,

Openstack and Thunderbird. The results obtained show that this model is better

than other well-known approaches. Future research can consider the effect of adding

other unsupervised methods such as Isolation Forest to the proposed model. Further,

a CNN network can be used for anomaly detection instead of an LSTM network and

hyperparameter tuning can be investigated. In the next chapter, a very small amount

of data is used with FCM and MLP models to select reliable logs to obtain a fast

algorithm.
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Table 5.3: Negative pruning testing accuracy, precision, recall, and F-measure for the
BGL data set with (a) GMM, (b) K-means and (c) BGMmethods for five rounds (with
a GMM for positive pruning). The minimum, maximum and average (in parenthesis)
values are given for 10 runs. Positive labels are denoted by 1 and negative labels by
0.

Round Testing
Accuracy Label Precision Recall F-measure

1 76.2%-(82.6%)-88.9% 0 75.0%-(82.4%)-100% 81.5%-(99.0%)-100% 85.7%-(89.7%)-93.1%
1 55.8%-(97.4%)-100% 16.1%-(29.1%)-100% 27.8%-(40.9%)-71.9%

2 85.4%-(96.0%)-99.2% 0 99.9%-(99.9%)-100% 81.5%-(94.9%)-99.0% 89.8%-(97.3%)-99.5%
1 58.6%-(86.2%)-97.1% 99.9%-(99.9%)-100% 73.9%-(91.8%)-98.5%

(a) 3 81.9%-(90.6%)-99.5% 0 99.3%-(99.9%)-100% 81.0%-(90.2%)-99.5% 89.5%-(94.6%)-99.7%
1 19.7%-(47.3%)-89.8% 86.6%-(99.3%)-100% 32.9%-(59.1%)-94.6%

4 81.9%-(91.1%)-99.5% 0 99.9%-(100%)-100% 81.0%-(90.7%)-99.5% 89.5%-(94.9%)-99.7%
1 19.4%-(50.9%)-90.1% 99.9%-(99.9%)-100% 32.5%-(62.1%)-94.8%

5 81.9%-(88.7%)-99.0% 0 100%-(100%)-100% 81.0%-(88.2%)-98.9% 89.5%-(93.5%)-99.5%
1 19.6%-(43.7%)-82.3% 100%-(100%)-100% 32.7%-(55.1%)-90.3%

1 76.1%-(81.8%)-87.1% 0 75.0%-(80.8%)-86.4% 99.9%-(99.9%)-100% 85.7%-(89.4%)-92.7%
1 99.9%-(99.9%)-100% 16.0%-(21.7%)-28.9% 27.6%-(35.5%)-44.8%

2 96.0%-(96.2%)-96.3% 0 95.3%-(95.5%)-95.7% 99.9%-(99.9%)-100% 97.6%-(97.7%)-97.8%
1 99.9%-(99.9%)-100% 72.6%-(80.8%)-85.3% 84.1%-(89.3%)-92.1%

(b) 3 86.9%-(87.7%)-91.1% 0 94.9%-(95.8%)-99.9% 91.1%-(91.2%)-91.2% 93.0%-(93.4%)-95.3%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

4 86.9%-(87.5%)-90.8% 0 94.9%-(95.6%)-99.9% 90.8%-(91.1%)-91.2% 93.0%-(93.3%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

5 87.0%-(87.7%)-90.8% 0 95.0%-(95.9%)-99.9% 90.8%-(91.1%)-91.2% 93.0%-(93.4%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

1 76.2%-(88.2%)-96.1% 0 75.0%-(88.1%)-100% 81.5%-(98.4%)-100% 85.7%-(92.7%)-97.6%
1 55.8%-(94.3%)-100% 16.1%-(57.5%)-100% 27.8%-(67.5%)-89.7%

2 85.4%-(96.0%)-99.2% 0 99.9%-(99.9%)-100% 81.5%-(94.9%)-99.0% 89.8%-(97.3%)-99.5%
1 58.6%-(86.2%)-97.1% 99.9%-(99.9%)-100% 73.9%-(91.8%)-98.5%

(c) 3 81.9%-(90.6%)-99.5% 0 99.3%-(99.9%)-100% 81.0%-(90.2%)-99.5% 89.5%-(94.6%)-99.7%
1 19.7%-(47.3%)-89.8% 86.6%-(99.3%)-100% 32.9%-(59.1%)-94.6%

4 67.3%-(89.8%)-99.5% 0 99.3%-(99.9%)-100% 67.3%-(89.4%)-99.5% 80.4%-(94.1%)-99.7%
1 0.1%-(47.2%)-90.1% 86.6%-(99.3%)-100% 0.1%-(57.9%)-94.8%

5 81.9%-(88.7%)-99.0% 0 100%-(100%)-100% 81.0%-(88.2%)-98.9% 89.5%-(93.5%)-99.5%
1 19.6%-(43.7%)-82.3% 100%-(100%)-100% 32.7%-(55.1%)-90.3%



83

Table 5.4: Negative pruning testing accuracy, precision, recall, and F-measure for
the Openstack data set with (a) GMM, (b) K-means and (c) BGM methods for five
rounds (with a GMM for positive pruning). The minimum, maximum and average
(in parenthesis) values are given for 10 runs. Positive labels are denoted by 1 and
negative labels by 0.

Round Testing
Accuracy Label Precision Recall F-measure

1 61.5%-(64.3%)-94.0% 0 99.1%-(99.9%)-100% 61.5%-(64.3%)-94.0% 76.2%-(78.0%)-96.9%
1 0.0%-(0.1%)-1.6% 0.0%-(4.2%)-52.8% 0.0%-(0.2%)-3.1%

2 61.5%-(83.9%)-94.0% 0 100%-(100%)-100% 61.5%-(83.8%)-94.0% 76.2%-(90.7%)-96.9%
1 0.0%-(0.7%)-9.3% 0.0%-(7.5%)-100% 0.0%-(1.3%)-17.1%

(a) 3 64.9%-(88.8%)-98.3% 0 100%-(100%)-100% 64.9%-(88.8%)-98.3% 78.7%-(93.8%)-99.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

4 71.6%-(92.0%)-98.2% 0 100%-(100%)-100% 71.6%-(92.0%)-98.2% 83.4%-(95.7%)-99.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

5 58.7%-(88.6%)-98.2% 0 100%-(100%)-100% 58.7%-(88.6%)-98.2% 74.0%-(93.6%)-99.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

1 62.7%-(62.8%)-62.9% 0 99.0%-(99.9%)-100% 62.7%-(62.8%)-62.9% 76.9%-(77.1%)-77.3%
1 0.0%-(0.1%)-1.4% 0.0%-(4.5%)-46.7% 0.0%-(0.3%)-2.8%

2 62.8%-(84.1%)-90.4% 0 100%-(100%)-100% 62.8%-(84.1%)-90.4% 77.1%-(90.9%)-95.0%
1 0.0%-(1.0%)-9.3% 0.0%-(11.4%)-100% 0.0%-(1.9%)-17.1%

(b) 3 90.4%-(91.6%)-94.6% 0 100%-(100%)-100% 90.4%-(91.6%)-94.6% 95.0%-(95.6%)-97.2%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

4 91.4%-(93.2%)-94.6% 0 100%-(100%)-100% 91.4%-(93.2%)-94.6% 95.5%-(96.5%)-97.2%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

5 78.6%-(91.8%)-94.6% 0 100%-(100%)-100% 78.6%-(91.8%)-94.6% 88.0%-(95.7%)-97.2%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

1 61.5%-(64.3%)-94.0% 0 99.1%-(99.9%)-100% 61.5%-(64.3%)-94.0% 76.1%-(78.0%)-96.9%
1 0.0%-(0.1%)-1.6% 0.0%-(4.3%)-53.8% 0.0%-(0.2%)-3.2%

2 61.5%-(82.0%)-90.4% 0 100%-(100%)-100% 61.5%-(82.0%)-90.4% 76.1%-(89.6%)-95.0%
1 0.0%-(0.8%)-9.3% 0.0%-(8.8%)-100% 0.0%-(1.5%)-17.1%

(c) 3 53.6%-(83.3%)-98.3% 0 100%-(100%)-100% 53.6%-(83.3%)-98.3% 69.8%-(90.1%)-99.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

4 71.6%-(89.8%)-98.2% 0 100%-(100%)-100% 71.6%-(89.8%)-98.2% 83.4%-(94.5%)-99.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

5 54.4%-(84.8%)-98.2% 0 100%-(100%)-100% 54.4%-(84.8%)-98.2% 70.5%-(91.1%)-99.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%
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Table 5.5: Negative pruning testing accuracy, precision, recall, and F-measure for the
Thunderbird data set with (a) GMM, (b) K-means and (c) BGM methods for five
rounds (with a GMM for positive pruning). The minimum, maximum and average
(in parenthesis) values are given for 10 runs. Positive labels are denoted by 1 and
negative labels by 0.

Round Testing
Accuracy Label Precision Recall F-measure

1 99.7%-(99.8%)-99.8% 0 99.9%-(99.9%)-100% 99.6%-(99.6%)-99.6% 99.8%-(99.8%)-99.8%
1 99.4%-(99.6%)-99.6% 99.9%-(99.9%)-100% 99.7%-(99.8%)-99.8%

2 84.6%-(88.1%)-88.4% 0 99.9%-(99.9%)-100% 84.6%-(88.1%)-88.4% 91.7%-(93.7%)-93.9%
1 0.0%-(0.1%)-0.1% 0.0%-(10.0%)-100% 0.0%-(0.1%)-0.1%

(a) 3 90.0%-(90.6%)-90.7% 0 99.9%-(99.9%)-100% 90.0%-(90.6%)-90.7% 94.7%-(95.1%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

4 45.2%-(82.2%)-90.7% 0 99.9%-(99.9%)-100% 45.2%-(82.2%)-90.7% 62.3%-(89.0%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

5 45.2%-(83.0%)-90.7% 0 99.9%-(99.9%)-100% 45.2%-(83.0%)-90.7% 62.3%-(89.9%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

1 70.9%-(78.0%)-99.8% 0 100%-(100%)-100% 51.2%-(57.0%)-99.6% 67.7%-(72.1%)-99.8%
1 58.1%-(69.4%)-99.6% 100%-(100%)-100% 73.5%-(81.7%)-99.8%

2 35.0%-(35.3%)-35.8% 0 100%-(100%)-100% 35.0%-(35.3%)-35.8% 51.8%-(52.2%)-52.7%
1 0.0%-(0.1%)-0.1% 0.0%-(17.4%)-100% 0.0%-(0.1%)-0.1%

(b) 3 36.1%-(36.5%)-37.9% 0 100%-(100%)-100% 36.1%-(36.5%)-37.9% 53.0%-(53.4%)-55.0%
1 0.0%-(0.1%)-0.1% 0.0%-(5.9%)-100% 0.0%-(0.1%)-0.1%

4 36.1%-(36.6%)-38.0% 0 100%-(100%)-100% 36.1%-(36.6%)-38.0% 53.0%-(53.6%)-55.0%
1 0.0%-(0.1%)-0.1% 0.0%-(5.5%)-100% 0.0%-(0.1%)-0.1%

5 29.7%-(38.2%)-61.2% 0 100%-(100%)-100% 29.7%-(38.2%)-61.2% 45.8%-(54.9%)-76.0%
1 0.0%-(0.1%)-0.1% 0.0%-(4.5%)-100% 0.0%-(0.1%)-0.1%

1 99.7%-(99.8%)-99.8% 0 99.9%-(99.9%)-100% 99.6%-(99.6%)-99.6% 99.8%-(99.8%)-99.8%
1 99.4%-(99.6%)-99.6% 99.9%-(99.9%)-100% 99.7%-(99.8%)-99.8%

2 84.6%-(88.1%)-88.4% 0 99.9%-(99.9%)-100% 84.6%-(88.1%)-88.4% 91.7%-(93.7%)-93.9%
1 0.0%-(0.1%)-0.1% 0.0%-(4.7%)-40.0% 0.0%-(0.1%)-0.1%

(c) 3 90.0%-(90.6%)-90.7% 0 99.9%-(99.9%)-100% 90.0%-(90.6%)-90.7% 94.7%-(95.1%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

4 45.2%-(83.0%)-90.7% 0 99.9%-(99.9%)-100% 45.2%-(83.0%)-90.7% 62.3%-(89.6%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%

5 45.2%-(83.7%)-90.7% 0 99.9%-(99.9%)-100% 45.2%-(83.7%)-90.7% 62.3%-(90.4%)-95.1%
1 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0% 0.0%-(0.0%)-0.0%
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Chapter 6

Log Message Anomaly Detection

with Fuzzy C-means and MLP

The goal in this chapter is to detect anomalies in large log message data sets using

only a very small amount of labeled data for training. The proposed model uses

FCM and MLP for anomaly detection. First, the training data is processed using

FCM with more clusters than the number of data classes. The cluster centers and

a radius are employed to select reliable logs with a k-dimensional tree (kd-tree).

Then, these reliable positive and negative logs are used for anomaly detection using

an MLP network. Finally, class probabilities with an expert are used to correct

the network output for suspect logs. The proposed model is evaluated using the

accuracy, precision, recall and F-measure metrics with three log message data sets,

namely BlueGene/L (BGL), Openstack and Thunderbird.

The rest of this chapter is organized as follows. In Section 6.1, the FCM and

MLP architectures are presented and the proposed model is described. Experimental

results are given in Section 6.2 for the three data sets along with a discussion. Finally,

Section 6.3 gives some concluding remarks.
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6.1 System Model

In this section, the Fuzzy C-means (FCM) and Multilayer Perceptron (MLP) archi-

tectures are introduced along with the proposed model.

6.1.1 Fuzzy C-means (FCM)

FCM is a clustering algorithm which is an extension of the K-means algorithm [6]. In

FCM, samples can be assigned to more than one cluster based on membership values

which are between zero and one. The sum of the cluster membership values for a

given sample must sum to one. Clustering is achieved by minimizing the objective

function

J =
n∑
i=1

c∑
j=1

(µij)m(dij)2, (6.1)

with

dij = ‖xi −Gj‖, (6.2)

where {x1, x2, . . . , xn} is the set of n samples, c is the number of clusters, µij is

the membership of the ith sample in the jth cluster, dij is the distance (similarity)

between the ith sample and the jth cluster center, Gj is the jth cluster center, and

m is the fuzziness index which is a value in the range [1,∞].

The jth cluster center in iteration s is calculated as

Gs
j =

∑n
i=1(µsij)mxi∑n
i=1(µsij)m

. (6.3)

Each center is a vector of length l which is the length of a sample (Cs = [Gs
j ]c×l).



87

The memberships are
µs+1
ij = 1∑c

k=1(
ds
ij
ds
ik

)(2/m−1)

= 1∑c

k=1(
‖xi−Gsj‖

‖xi−Gsk‖
)(2/m−1)

,
(6.4)

where s is the iteration number.

The algorithm starts with random memberships and the centers and memberships

are updated iteratively. The algorithm stops when ‖U s+1 − U s‖ < a threshold or a

maximum number of iterations is reached, where U is the membership matrix includes

all membership values for an iteration (U s = [µsij]c×n).

6.1.2 Multilayer Perceptron (MLP)

A Multilayer Perceptron (MLP) is a feedforward neural network (ANN) that consists

of an input layer, an output layer, and multiple hidden layers. MLP training is

conducted using a loss function with backpropagation [75]. The hidden layer output

is

h = a(Wx+ b), (6.5)

where x is the input, W is the weight matrix and b is the bias vector. The output

layer output is

y = a(W ′h+ b′), (6.6)

where W ′ is the weight matrix, b′ is the bias vector, and a is the activation function.

Fig. 6.1 shows the architecture of an MLP with an input layer, output layer, and

two hidden layers. First, the weights and biases are initialized randomly and then

the inputs are fed into the network (feedforward). Next, the loss function is used to

compute the error between the network output and correct output. Then, the weights

and biases are updated using backpropagation and an optimizer.
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Figure 6.1: An MLP network with an input layer, output layer, and two hidden layers.

6.1.3 Proposed Model

The proposed model architecture has three steps. First, cluster centers for positive

and negative logs are computed using FCM with more clusters than the number of

data classes. Then radii are computed to select reliable positive and negative logs.

Second, an MLP network is used with reliable logs for anomaly detection. Finally,

an expert is used to correct the outputs for suspect logs using the class probabilities.

First, simple text pre-processing such as removing hyphens, changing letters to

lowercase, and tokenization are applied to the data set D. Then, the logs are padded

to 40 tokens, and logs with less than five tokens are eliminated. Next, the number

of occurrences of each token in the data set is determined, and then the tokens are

ordered from most to least frequent. Each token is given an index starting from zero

and the indices are used to replace the tokens in the data set. Next, the data set D is

normalized so all values are between 0 and 1 and the entries in D are shuffled. Then

D is divided into two sets, a training set t1 with 0.01% of the data and the remaining

set t2 with 99.99% of the data (0.1% and 99.9%, respectively, for the Openstack data
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set). The set t1 is small to keep the computational complexity low. The proportion

of negative and positive logs in these sets is the same as in D. Then feature columns

with variance less than 0.01 are removed from t1 and t2 and principal component

analysis (PCA) is applied on t1 and t2.

FCM with 20 clusters, a maximum of 40 iterations, and a threshold of 0.1 with

Bray-Curtis (BC) distance are used on t1, where this distance is given by

BC =
∑ |xi −Gj|∑ |xi +Gj|

. (6.7)

Each log is associated with the cluster corresponding to the largest membership value

in U . If the number of positive logs is greater than the number of negative logs

associated with a given cluster, then this cluster is in the set Cp, otherwise it is in

Cn. This maps the 20 centers to 2 classes.

Next, the means of the centers for the clusters in Cp and Cn are computed (avgp

and avgn). Then the Euclidean distance between each cluster center and the corre-

sponding mean is computed. The minimum of these distances is denoted the positive

and negative radius, Rp and Rn, respectively. If there is only one cluster in a set, the

radius for the other set is used. Then Rp and Rn are multiplied by 0.01 so that the

initial radius is small.

A k-dimensional tree search (kd-tree) is used with t2 and the positive and negative

radii to select reliable positive and negative logs (rep and ren). A log is reliable if it

lies within the corresponding radius of a cluster center (with output z = 1 for positive

logs and z = 0 for negative logs). If the number of reliable logs is less than 10000

for each of the positive or negative classes, then the radius is multiplied by 2 and

reliable logs are selected again with kd-tree. Then rep and ren are shuffled and 80%

are selected for Tr1 and 20% for v1. The set t3 set is obtained by removing the logs

in rep and ren from t2. Next, t3 is shuffled and split with 10% for t4 and 90% for t5.
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The MLP1 network is trained with Tr1 and validated with v1. This network has

two hidden layers with 128 and 64 units, respectively, and 2 units for the output

layer. The maximum number of epochs for the MLP1 network is 100 and the batch

size is 64. Early stopping is applied to prevent overfitting, and the Adam optimizer

and cross entropy loss function are used for training. Then the MLP1 is tested with

t4 and the probability of a log being in each class is obtained, i.e. prob0 for class 0

(negative logs) and prob1 for class 1 (positive logs), from the last layer. The logs in

t4 with |prob0 − prob1| < 0.5 are selected as u1 (class probabilities). Then the logs

in u1 are sorted from the smallest to largest values of |prob0 − prob1| and set as u2

(suspect logs). If the number of logs in u2 is less than 100, then MLP1 is tested with

t5 and the algorithm is terminated (no need for an expert). Otherwise, the first 100

logs in u2 are selected as suspect logs and labeled as u3. An expert is used to correct

any errors in the outputs (z) of u3. Two cases are considered. With 2% error, the

expert is assumed to have made 2 mistakes so two outputs are randomly changed and

the resulting 100 logs are set to u4. With no error, the correct outputs are used in

u4. Next, Tr1 and u4 are concatenated and set to t6. Then t6 is shuffled and split

with 80% for Tr2 and 20% for v2. Finally, a second MLP network MLP2 is trained

with Tr2 and v2, and tested with t5. The parameters for MLP2 are the same as for

MLP1. The proposed model algorithms and architecture are given in Algorithms 6-9

and Fig. 6.2.
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Figure 6.2: The architecture of the proposed model with FCM and MLP.

Algorithm 6 FCM and means of cluster centers
Input: Data set D scaled between [0, 1], training set t1 (0.01% of D), remaining

set t2 (99.99% of D)

1: Remove features with variance less than 0.01 from t1 and t2

2: Apply PCA to t1 and t2

3: Apply FCM to t1 with more clusters than the number of data classes

4: Map clusters to the sets Cp and Cn according to the class of the majority of logs

5: avgp ← mean of cluster centers in Cp

6: avgn ← mean of cluster centers in Cn
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Algorithm 7 Compute radii
1: if |Cp| ≥ 2 and |Cn| ≥ 2 then

2: for i in Cp do

3: Append Rp ← Euclidean(Cp[i]− avgp)

4: for i in Cn do

5: Append Rn ← Euclidean(Cn[i]− avgn)

6: else

7: if |Cp| < 2 then

8: for i in Cn do

9: Append Rn ← Euclidean(Cn[i]− avgn)

10: Rp = Rn

11: if |Cn| < 2 then

12: for i in Cp do

13: Append Rp ← Euclidean(Cp[i]− avgp)

14: Rn = Rp

15: Rp ← min(Rp)× 0.01

16: Rn ← min(Rn)× 0.01
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Algorithm 8 Select reliable logs
1: rep, ren ← 0

2: while |rep| < 10000 do

3: rep ← kd-tree(Rp, Cp) on t2 to select reliable positive logs

4: Rp ← Rp × 2

5: while |ren| < 10000 do

6: ren ← kd-tree(Rn, Cn) on t2 to select reliable negative logs

7: Rn ← Rn × 2

8: Concatenate and shuffle rep and ren, and split with 80% for Tr1 and 20% for v1

9: t3 ← rep + ren − t2

10: Shuffle and split t3 with 10% for t4 and 90% for t5
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Algorithm 9 Class probabilities and anomaly detection
1: Train MLP1 with Tr1 and v1

2: Test MLP1 with t4 and get class probabilities for each log (prob0 and prob1)

3: u1 ← logs with |prob0 − prob1| < 0.5 from t4 (class probabilities)

4: u2 ← sort u1 from smallest to largest values of |prob0 − prob1|

5: if |u2| < 100 then

6: Test MLP1 with t5

7: else

8: u3 ← first 100 logs in u2 with the predicted outputs (z) corrected by an expert

9: if 2% error then

10: u4 ← u3 with 2 logs outputs (z) changed

11: else

12: u4 ← u3

13: t6 ← concatenate Tr1 and u4

14: Shuffle and split t6 with 80% for Tr2 and 20% for v2

15: Train MLP2 with Tr2 and v2

16: Test MLP2 with t5

6.2 Results

The proposed model is evaluated in this section with the BGL, Openstack and Thun-

derbird data sets. Four performance metrics are used to evaluate, namely accuracy,

precision, recall and F-measure. All experiments were run on the Compute Canada

Cedar cluster with 24 CPU cores, four P100 GPUs and 125 GB of memory, and the

algorithms were implemented using the Python, Pytorch∗ and Scikit-learn.

The hyperparameters of the model were not tuned in the experiments and default
∗https://github.com/pytorch

https://github.com/pytorch
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values were used. Each experiment was repeated 10 times and the minimum, max-

imum and average testing accuracy, precision, recall, F-measure and time are given

in the tables. Table 6.1 gives the results for the BGL, Openstack and Thunderbird

data sets before the expert. Table 6.2 gives the results for the BGL data set after the

expert (with and without 2% error).

6.2.1 BGL

The BlueGene/L (BGL) data set has 4,399,502 positive log messages and 348,460

negative log messages. From these, 474 logs are used for the training set t1 and

4,747,488 for the remaining set t2. The average testing accuracy before the expert is

99.5% with average precision, recall and F-measure of 93.2%, 99.9% and 96.5% for

negative logs, and 99.9%, 99.5% and 99.8% for positive logs, respectively. The average

testing accuracy after the expert (no error) is 99.7% with average precision, recall and

F-measure of 96%, 99.4% and 97.7% for negative logs, and 99.9%, 99.7% and 99.8%

for positive logs, respectively. The average testing accuracy after the expert (2%

error) is 99.7% with average precision, recall and F-measure of 95.7%, 99.5% and

97.5% for negative logs, and 99.9%, 99.7% and 99.8% for positive logs, respectively.

The precision, recall and F-measure results for negative log messages are better

than the 92%, 91% and 92%, respectively, with the Improved K-Nearest Neighbors

(IKNN) algorithm [91]. The precision, recall and F-measure results for negative

log messages are also better than the 83%, 99% and 91%, respectively, for SVM

unsupervised learning [30], and the 82.5%, 94.7% and 88.2%, respectively, for the

nLSALog algorithm [98]. Several well-known models were also evaluated. The average

testing accuracy, precision, recall, F-measure and time for the BGL data set using

10-fold cross-validation with the BGM, EEnvelope, GMM, K-means, LOF, and OC-

SVM models are given in Table 2.1(a). The proposed model results are much better
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than with these models.

6.2.2 Openstack

The Openstack data set has 137,074 positive logs and 18,434 negative logs. From

these, 155 logs are used for the training set t1 and 155,353 for the remaining set

t2. The average testing accuracy before the expert is 99.9% with average precision,

recall and F-measure of 99.4%, 99.9% and 99.7% for negative logs, and 99.9%, 99.9%

and 99.9% for positive logs, respectively. The precision, recall and F-measure results

for negative log messages are better than the 94%, 99% and 97% with the Deeplog

network [14]. Several well-known models were also evaluated. The average testing

accuracy, precision, recall, F-measure and time for the Openstack data set using 10-

fold cross-validation with the BGM, EEnvelope, GMM, K-means, LOF, and OC-SVM

models are given in Table 2.1(b). This indicates that the proposed model is much

better than these other models.

6.2.3 Thunderbird

For the Thunderbird data set 3,000,000 positive log messages and 324,824 negative

log messages are used. From these, 332 messages are used for the training set t1 and

3,324,492 for the remaining set t2. The average testing accuracy before the expert is

99.7% with average precision, recall and F-measure of 98.1%, 99.3% and 98.7% for

negative logs, and 99.9%, 99.7% and 99.8% for positive logs, respectively.

The precision, recall and F-measure results for negative log messages are better

than the 96%, 96% and 96% with the IKNN algorithm [91]. Also several well-known

models were evaluated. The average testing accuracy, precision, recall, F-measure

and time for the Thunderbird data set using 10-fold cross-validation with the BGM,

EEnvelope, GMM, K-means, LOF, and OC-SVM models are given in Table 2.1(c).
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This indicates that the proposed model is much better than these models.

6.2.4 Discussion

The Fuzzy C-means (FCM) algorithm has been shown to provide good results for

classification tasks. However, this algorithm is not suitable for imbalanced data [55]

and log messages are generally imbalanced. In this chapter, FCM is used with more

clusters than the number of data classes and the cluster centers with radii are used

to overcome this problem. With a greater number of clusters, their centers are more

distributed which improves the selection of reliable logs. These logs are chosen based

on the centers and radii.

The class probabilities allow suspect outputs to be identified after MLP prediction

so an expert can check and correct the results which will improve the performance.

Note that because the data set was labeled, the expert was able to correct all the

errors. Thus, to be fair it is also considered the case when the expert makes an error

2% of the time, which is reasonable.

The results for the BGL, Openstack and Thunderbird data sets are shown in

Table 6.1. Because the results of the Openstack and Thunderbird were very good

before the expert, the number of logs in u1 were small (less than 100). Thus, results

after the expert are given only for the BGL data set in Table 6.2. In this case, results

before the expert were obtained by ignoring the condition u2 ≥ 100. These show

that using the class probabilities improves the performance with the BGL data set

regardless of whether the expert makes errors. The results with and without errors

were approximately the same. The average precision and F-measure are increased

from 93.2% and 96.5% to 96% and 97.7%, respectively for negative logs. However,

the average recall is decreased slightly from 99.9% to 99.4% for these logs. The

average precision and F-measure for positive logs are the same before and after expert.
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However, the average recall is increased slightly from 99.5% to 99.7%. A comparison

of the correct and predicted outputs for the first 100 suspect logs in u3 indicates that

on average 55.6% of the log outputs were incorrect. This is high considering that the

test accuracy was more than 99%, but these are the least reliable logs. Thus, sorting

based on class probabilities can identify incorrectly predicted logs.

The proposed model is very fast for all the data sets with average times 138.1 s,

18.6 s and 531.2 s after pre-processing for the BGL, Openstack and Thunderbird data

sets, respectively. This is because training set t1 used with the FCM is very small

(less than 0.1% of the data). It has been shown that FCM can be slow with a large

training set [97]. Further, a fast search algorithm (kd-tree) is used to select reliable

logs. Moreover, an MLP network is used for anomaly detection which is one of the

fastest known DL algorithms.

6.3 Conclusion

Log messages are a valuable source of information in software systems. Hence, au-

tomated anomaly detection using these messages can save organizations time and

money. In this chapter, radius-based FCM with more clusters than the number of

data classes and an MLP network were employed to detect anomalies using logs.

The cluster centers with a radius were used to select reliable positive and negative

logs. In addition, class probabilities with an expert were introduced to correct sus-

pect log outputs. The proposed model was evaluated with three well-known log data

sets, namely BGL, Openstack and Thunderbird. The results obtained show that this

approach performs better than other well-known methods.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

Most organizations now use cloud or application servers. Companies and consumers

demand 24/7 accessibility to their cloud and application services as connection failures

can severely affect operations. Log messages that show the state of the system are

employed to improve efficiency and reliability. Log message anomaly detection is a

very important task that can be solved using ML. In Chapter 2, Auto-LSTM, Auto-

BLSTM and Auto-GRU models were proposed for log message anomaly detection.

The Autoencoder network was used to extract features from the input data and

anomaly detection was done with an LSTM, BLSTM or GRU network. The proposed

models were tested on three log message data sets for anomaly detection while the

fourth is a sentiment movie review classification data set. The proposed models were

shown to provide good results for these data sets.

In Chapter 3, a model was proposed for oversampling log messages. First, the

negative logs were oversampled with a SeqGAN network so the number of positive

and negative logs is similar. Then an Autoencoder was used to extract features

from the text data. Finally, A GRU network was used for anomaly detection. The
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proposed model was evaluated using two log data sets, namely BGL and Openstack.

The results obtained indicate that oversampling improves detection and classification

accuracy.

In Chapter 4, a model was proposed for unsupervised anomaly detection using

Isolation Forest and two deep Autoencoder networks. The Autoencoder networks

were used for feature extraction and anomaly detection, and Isolation Forest was

used to predict positive data. The number of negative logs predicted to be positive

with Isolation Forest was low, particularly with one Autoencoder. Thus, most logs

which are predicted to be positive are correct. The proposed model was evaluated

using three well-known logs data sets, namely BGL, Openstack and Thunderbird.

The results obtained show that this model is better than other models.

In Chapter 5, a hybrid log message anomaly detection technique with pruning of

positive and negative log messages using DL was proposed. To prune positive logs,

an unsupervised algorithm with a GMM was used. Then, an unsupervised algorithm

was used to prune negative logs with the K-means, GMM, and BGM methods itera-

tively. The precision with the pruning algorithms for positive and negative logs was

high. The proposed model was tested on three different logs data sets, namely BGL,

Openstack and Thunderbird. The results obtained show that this model is better

than other algorithms.

In Chapter 6, radius-based FCM with more clusters than the number of data

classes and an MLP network were employed to detect anomalies. The cluster centers

with a radius were used to select reliable positive and negative logs. Moreover, class

probabilities with an expert were introduced to correct suspect log outputs. The

proposed model was evaluated with three log data sets, namely BGL, Openstack and

Thunderbird. The results obtained show that the proposed model performs better

than several other methods.
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7.2 Future Work

PUL is a machine learning technique for one-class classification. In this technique,

only positive data is used. A two-stage PUL technique was given in [49]. Positive

samples are considered to be similar to the labeled samples and distinct from the

negative samples. In the first stage, negative samples are identified. In stage two, a

supervised method is trained with positive samples, negative samples, and the existing

unlabeled samples. Then, the best classifier is chosen based on the results from the

previous stage. Thus, a two stage PUL technique can be developed for log message

anomaly detection when only positive logs are available.

Despite the increasing number of applications for DL, deep neural network train-

ing continues to be difficult. The barriers to training can be divided into two types,

problems that prohibit a neural network from producing good performance and prob-

lems like overfitting [105]. To date, there has been no investigation of the effects of

model initialization on log message anomaly detection methods. Thus, to address the

issues with training, the effects of initialization methods like Glorot [20] and the role

of initialization in anomaly detection can be investigated.

The performance of a neural network is affected by the architecture of the network

and the activation function used in the units. Activation functions also influence the

complexity and efficiency of the networks, as well as algorithm convergence [79].

Thus, the selection of an activation function has a significant impact on the overall

performance of the network. Thus, a low complexity activation function can be

developed specifically for anomaly detection.
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