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ABSTRACT
OF THE DISSERTATION

EFFICIENT COMPUTATIONS IN GALOIS FIELDS
by

Mohammed Anwarul Hasan 
Supervisor: Professor Vijay K. Bhargava

In this dissertation some algorithms and related hardware structures for com­

puting division and multiplication over finite or Galois fields axe presented. The 

structures are regular, which is important for hardware realization, particularly for 

large finite fields.

The concept of supporting elements is introduced which leads to efficient algo­

rithms for computing divisions and multiplications in finite fields. A relationship 

between systems of linear equations over GF(q) and division in GF(g’”) is es­

tablished. Using this relationship, a division algorithm valid for any irreducible 

polynomial or any field basis is presented. It is also proved that if the elements 

are represented with respect to a canonical basis, then division over GF(q’̂ ) can 

be performed by solving a discrete time Wiener-Hopf equation over GF(ç).

A bit-serial systolic divider for finite fields of the form GF(2"‘) is presented. The 

divider structure does not depend on the irreducible polynomial defining the field 

and requires no global data communications. Moreover, the time step duration is 

independent of the value of m, which is important for large finite fields.

By exploiting the structure of a Toeplitz matrix, a bit-serial multiplier applica­

ble to any irreducible polynomial defining the field is presented. The multiplier is 

efficient in the sense that it requires, in general, less circuitry compared to equiv­

alent existing multipliers.

Finite fields GF(2 '") generated by irreducible all one polynomials (AOP) and 

equally space polynomials (ESP) are considered. Algorithms and structures are 

presented for parallel computation of multiplications in these fields. It is shown
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that if for a certain degree both an irreducible AOP and ESP exist, it is advanta­

geous to use an ESP based parallel multiplier. Moreover, it is shown that parallel 

multipliers based on ESP can be obtained by using modules of a corresponding 

AOP based multiplier.

Finally, as an application of the efficient bit-serial multiplication algorithm, a 

Reed-Solomon encoder structure is presented. The structure features simple basis 

transformation circuitry and supports a variable code rate.

Examiners:
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Dr. Gholam^i C. Shoja, Outside Member (Department of CS)
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C hapter 1

In trod u ction

1.1 M otivation

A finite field is a set with a finite number of elements, where it is possible to add, 

subtract, multiply and divide (by nonzero elements) without leaving the set. Addi­

tion and multiplication must also satisfy commutative, associative and distributive 

laws.
The theory of finite fields is a branch of modern algebra. The origins of the 

subject can be traced back to the 17th and 18th centuries. During this period, emi­

nent mathematicians such as Pierre de Fermat (1601-1665), Leonhard Euler (1707- 

1783), Joseph-Lou is Lagrange (1736-1813) and Adrien-Marie Legendre (1752-1833) 

contributed to the structure theory of finite prime fields. The general theory of 

finite fields began with the work of Carl Friedrich Gauss (1777-1855) and Evariste 

Galois (1811-1832). With the recent emergence of discrete mathematics as an 

important applied discipline, finite fields have also become of interest to applied 

mathematicians. A finite field is also called a Galois field after the mathematician 

Evariste Galois. A Galois field with p elements is denoted by GF(p) [25].

Galois fields play an important role in error-control coding and cryptography. 

Error-control coding techniques are used for efficient and reliable digital data trans­

mission and storage systems. Cryptographic techniques are used to provide secu­

rity for many communication systems. Here we briefly illustrate two cases where
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computations in Galois fields are involved,

E rro r-con tro l coding: The origin of error-control coding lies with the work 

of Hamming [10], During the last four decades, the theory of finite fields and the 

theory of polynomials over finite fields have been applied to the design of good 

codes and efficient decoding methods. BCH (Bose-Choudhuri-Hocquenghem) [17] 

codes and the related RS (Reed-Solomon) [34] codes are widely used codes. A 

number of efficient algorithms are available for encoding and decoding these codes. 

The following steps give a general outline of decoding algorithms for non-binary 

BCH codes [5].

1. Compute the syndromes.

2. Find the error-location polynomial.

3. Compute the error-Iocations and error values.

Computations in Galois fields are involved in all three steps. The syndrome compu­

tation requires multiplication, addition and subtraction operations, and in addition 

to these operations, steps 2 and 3 require Galois field inversions and divisions.

C ryp tog raphy : The design and breaking of systems for secret communication 

is the subject of cryptography. Such systems are called cryptosystems. The Diffie- 

Hellman scheme [8] is a well known key-exchange protocol for cryptosystems where 

Galois field computations are required. The basic idea behind this protocol is as 

follows. Let 6 be a fixed primitive element of GF(ç). Suppose users A and B wish 

to communicate using a non-secure channel. They choose private numbers h and 

fc, respectively where 2 < k ,k  < q — 2. A then sends 6  ̂ to B, while B transmits 

6  ̂ to A. Both take 6 *̂ as their common key, which can be computed by A as (6^)  ̂

and by B as

In addition to coding and cryptography, finite fields have applications in switch­

ing theory [4], digital signal processing [35] and VLSI testing [9]. Among the differ­

ent computational operations in finite fields, division and multiplication are widely
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used in practical applications. Thus there is a need for good algorithms for such 

operations which can be ezisily realized in hardware.

1.2 H istorical P ersp ective

The basic finite field operations are addition, subtraction, multiplication and in­

version (more generally division). The complexity of the logic circuitry required 

to perform these operations depends on the particular representation of the field 

elements [43]. If the elements of GF(2"*) are represented as a power of a primitive 

element of the field, multiplication and inversion operations can be easily per­

formed. However, addition and subtraction operations are difficult. In practice, 

each element of GF(2”‘) is usually represented by an m-tuple whose elements can be 

considered as coefficients of a polynomial over GF(2) of degree less than m. With 

such a representation, addition and subtraction are very simple but multiplication 

and inversion operations constitute a formidable problem.

1.2.1 M ultiplication

Let the m-tuple representations of two elements a and b of GF(2”*) be (uo, ci, 

Om-i) and (6o, 6i, , 6m-i)- Each of the m coordinates of the product is

a linear combination of the binary products akbj (0 <  /:, j  <  m — 1). Bartee 

and Schneider suggest a direct implementation of the multiplication by combina- 

tioncil logic [3]. They use a canonical basis to represent the elements of the field. 

Depending on the irreducible polynomial, the implementation requires as many as 

m ^—m  two-input adders over GF(2) [5]. Even with a wise choice of the irreducible 

polynomial, the number of two-input modulo-2 adders tends to be so large that the 

method is quite expensive for Icirge m. Subsequent approaches to the multiplica­

tion operation in GF(2"‘) by Law and Rushforth [24], Yeh, Reed and Truong [46], 

Scott, Tavares and Peppard [36], and Zhang [47] are suitable for VLSI implemen­
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tation. All these multipliers are based on a canonical basis representation of the 

field elements. More about VLSI architectures for different finite field multipliers 

can be found in [29].

In the last decade, two important contributions to multiplication in GF(2’” ) 

were made. One is the dual basis bit-serial multiplication algorithm by Berlekamp 

[6] and the other is the normal basis multiplication algorithm by Massey and 

Omura [28]. The representation of the field elements with respect to a normal 

basis is unconventional, but results in a very simple squaring operation. This is 

advantageous for the design of inversion and exponentiation circuitry. Multipli­

cation using the Massey-Omura algorithm requires the same logic circuitry for all 

product coordinates. On the other hand, in Berlekamp’s multiplication algorithm, 

one factor (the multiplicand) is represented with respect to a canonical basis and 

the other factor (the multiplier) with respect to the corresponding dual basis. The 

product is obtained with respect to the dual basis. The advantage of Berlekamp’s 

bit-serial multiplier is that it requires minimum circuitry when the multiplicand is 

a constant.
The involvement of two bases in Berlekamp’s bit-serial multiplication algorithm 

is not advantageous, especially when the multiplier is to be used as part of a larger 

circuit. In general, the canonical basis representation of both the multiplicand and 

multiplier are available. The product is also expected to be represented relative 

to the same basis. As a result, circuitry is required at the input to transform one 

of the factors (the multiplier) from the canonical basis to the dual basis and at 

the output to transform the product from the dual basis back to the canonical 

basis. Recent work by Morii, Kasahaxa and Whiting [31] shows that efficient bit- 

serial multiplication can be obtained if the irreducible polynomial is a trinomial. 

However, irreducible trinomials do not exist for all degrees. Wang and Blake [44] 

present a bit-serial multiplier featuring regular basis transformation circuitry at 

the input and output which works for all irreducible polynomials. However, this 

requires additional circuitry at both the input and output.
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1.2.2 Division

The division of a field element 7 by another field clement can be viewed as 

a multiplication of 7 by Thus division consists of a multiplication and an

inversion. In general, computing the inverse of a finite field element is more complex 

than the multiplication of two field elements. For small values of m, the inverse 

can be obtained by a look-up table. The table is simply a ROM (Read Only 

Memory) containing all inverse elements which is addressed using the clement to 

be inverted. Since the size of the ROM grows exponentially with m, this method 

is not attractive for large values of m.

Since Galois field elements can be represented by polynomials, inversion can be 

accomplished by Euclid’s algorithm. This algorithm requires repetitive polynomial 

divisions and multiplications. A modular structured inverter based on Euclid’s al­

gorithm has been developed by Akari et a i [1]. The structure requires complicated 

control signals and the time complexity increases with the square of m. Moreover, 

the computation time is not the same for all elements of the field.

An inversion algorithm which has achieved recent prominence in the literature, 

especially from the viewpoint of implementation, is based on Fermat’s theorem. 

It requires repetitive squaring and multiplying operations. When field elements 

are represented with respect to a normal basis, the squaring operation is simply a 

cycle shift of coordinates. However, multiplication using a normal basis requires 

circuitry which is highly dependent on the irreducible polynomial defining the field. 

The design of such circuitry poses a formidable task for large values of m.

Inversion in GF(2’”) can be computed by solving a system of linear equations 

over GF(2). Davida has shown that inversion can be performed by solving 2m — 1 

linear equations in 2m — 1 unknowns [7]. A more efficient algorithm by Morii, 

Kcisahara and Whiting [31] requires the solution of only m equations in m un­

knowns to compute a  division directly. However, the formation of the system of 

equations is computationally intensive and there is no regular structure underlying
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this division algorithm.

In light of the above discussion it is, therefore, advantageous to achieve the 

following goals:

• To develop efficient algorithms for computations of division and multiplica­

tion in Galois fields;

• To map the algorithms onto suitable structures.

This dissertation will address these problems.

1.3 D isserta tion  O utline

The dissertation is arranged as follows:

In Chapter 2, the mathematics of finite fields is discussed. Definitions and 

fundamental theorems on finite fields which relate to the subsequent chapters are 

presented.

In Chapter 3, the concept of supporting elements is formally presented. Then 

an algorithm for computing divisions in GF(g”‘) based on supporting elements is 

derived. The division algorithm is general, in the sense that it is applicable for 

any basis representation of the field elements and for any irreducible polynomial 

defining the field. A relationship between discrete time Wiener-Hopf equations 

(DTWHE) and Galois field division is established. This leads to an efficient division 

algorithm for the canonical basis representation of the field elements.

Chapter 4 presents a bit-serial systolic divider for GF(2"*). An algorithm for 

the formation of a so-czdled coefficient matrix is given. This algorithm is mapped 

onto a one dimensional systolic array. Using Gauss-Jordan diagonalization over 

GF(2), an efficient two dimensional systolic array is developed. These two arrays 

are used to obtain a bit-serial systolic divider over G F (2’").

In Chapter 5, the relationship between the DTWHE and Galois field division is 

exploited to develop a bit-serial multiplier. A relationship yielding the coefficients
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of the DTWHE using linear feedback shift registers is derived.

Chapter 6 presents multiplication algorithms for a class of finite fields 01^(2"*) 

generated I y irreducible all one polynomials (AOP) and equally spaced polynomials 

(ESP). Structures for low complexity AOP and ESP based parallel multipliers arc 

developed. It is also shown how a multiplier for a very large field can be constructed 

from the modules of an AOP based multiplier for a corresponding small field.

In Chapter 7 we present an application of the efficient bit-serial multiplier 

developed in Chapter 5. The complexity of a Reed-Solomon (RS) encoder depends 

on the finite field multiplier used. Using the bit-serial multiplication algorithm, 

an RS encoder is developed which has a low circuit complexity and supports a 

variable code rate.
Chapter 8 concludes the dissertation with a summary of results and suggestions 

for future research.

1.4 R esearch  C ontributions

The major contribution of this dissertation is the development of efficient algo­

rithms for computing multiplication and division in finite fields. The attractiveness 

of the algorithms is that their realizations are, in general, area efficient and can be 

used for applications where fast computation is necessary.

Some specific contributions of the dissertation are as follows:

• Development of a general finite field division algorithm for any irreducible 

polynomial or any basis representation for the field.

•  Establishment of a relationship between discrete time Wiener-Hopf equations 

and division over GF(ç’”).

• Development of a bit-serial systolic divider for GF(2’").

•  Development of a bit-serial multiplication algorithm and structure for GF(^’").
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e Development of a low complexity parallel multiplier for a class of finite fields 

GF(2'").

• Presentation of a method for constructing parallel multipliers for a very large 

finite field from the basic modules of a multiplier for the corresponding small 

field.

# Development of a structure for a variable error-correcting Reed-Solomon en­

coder.
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C hapter 2 

M ath em atica l Background

2.1 In troduction

This chapter gives some useful definitions, theorems and properties of finite fields. 

It covers only those topics which are relevant to the discussions of the subsequent 

chapters. Theorems and statements are given without any proof. Proofs and 

further details can be found in the literature, for example, [26], [5], [27] and [25].

2.2 F in ite  F ields

Let C be a set of elements. A binary operation * on G is a rule that assigns 

to each pair of elements a and 6 a  uniquely defined third element c = a * 6 in 

G. When such a binary operation * is defined on G, the latter is said to be 

closed under *. For example, let G be the set of all integers and let the binary 

operation on G be conventional addition ‘+ ’. For any two integers i and j  in G, 

i +  J is a uniquely defined integer in G. Hence, the set of integers is closed under 

conventional addition.
A binary operation * on G is said to be associative if, for any a, b and c in G,

a * (b * c) = (a * b) * c.

D efinition 2.1  [26] A set G on which a binary operation * is defined is called a 

group if the following conditions are satisfied:
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(i) The binary operation * is associative.

(ii) G contains an element e such that, for any o € G,

a * e  = c * a  — a 

This element e is called an identity element of G.

(iii) For any element a € G, there exists another element a ' G G such that

a* â  = a '* a  = c 

The element a ' is called an inverse of a.

T heorem  2.1  [26] The identity element of a  group is unique.

T heorem  2.2 [26] The inverse of a group element is unique.

A group G is said to be commutative if its binary operation * also satisfies the 

following condition; For any a and b in G,

a * b = b * a.

The set of all integers is a commutative group under conventional addition. In this 

case, the integer 0 is the identity element and the integer ~ i is the inverse of integer

i. The set of all rational numbers excluding zero is a  commutative group under 

conventional multiplication. The integer 1 is the identity element with respect 

to conventional multiplication, and the rationed number 6/a  is the multiplicative 

inverse of a /6. The groups noted above contain an infinite number of elements. 

Groups with a  finite number of elements do exist; for exemple, the set of two 

integers {0 , l}.

The group concepts are used to introduce a field, a formal definition of which 

is given below.

D efin ition  2 .2  [26] Let F  be a  set of elements in which two binary operations, 

called addition ‘+ ’ and multiplication are defined. The set F  together with the 

two binary operations +  and • is a  field if the following conditions are satisfied:
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(i) F  is commutative group under addition. The identity element with respect

to addition is called the zero element or the additive identity of F  and is 

denoted by 0.

(ii) The set of nonzero elements in F  is a commutative group under multiplication.

The identity element with respect to multiplication is called the unii element 

or the multiplicative identity of F  and is denoted by 1.

(iii) Multiplication is distributive over addition; that is, for any three elements a, 

b and c in F ,

a ■ {b + c) = a ■ b + a • c.

The order of the field is defined cis the number of elements in the field. A field 
with a finite number of elements is called a finite field. In a field, the additive 

inverse of an element a is denoted by —a, and the multiplicative inverse of a is 

denoted by a“ ,̂ provided a 7  ̂ 0. Subtraction of a field element b from another

field element a is defined as adding the additive inverse of b to a, i.e., a ~ h = 

a +  (—6). If 6 is a nonzero element, dividing a by 6 is defined as multiplying a by

the multiplicative inverse of b, i.e., a -i- 6 =  û • 6“ .̂

For example, the set of real numbers is a field under real number addition 

and multiplication. This field has an infinite number of elements. For p a prime 

number, the set {0, 1, ■ • •, p — 1} is a field of order p under modulo-p addition 

and multiplication. Since this field is constructed from a prime p, it is called a 

prime field and is denoted by GF(p). For p =  2, we obtain the simple binary field 

GF(2).

Theorem  2.3 [5] For p prime and k a positive integer, there exists a unique finite 

field of order p*'. This field is called the Galois field of order p*' and is denoted by 

G F ( /) .
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C

D efinition 2.3 [5] The least positive integer c for which 1 =  0 in a field is
1 = 1

called the characteristic of the field.

n
If 2  1 is nonzero for every integer n, then the field is said to have characteristic

i= l

DC.

T heorem  2.4 [5] The characteristic of any finite field is prime.

T heorem  2.5 [5] If lüi, zü2, '■■■, Wk are elements in a field of characteristic p, then

for all n. (2.1)

If a finite field contains an element a , then it must also contain the powers of 

a: O', Q ,̂ • • •. The least positive integer for which a"  =  1 is called the order of

O'. Then the following theorem is immediate.

T heorem  2 .6  [5] If a  has order n, then a ”* =  1 if and only if m is a multiple of 
n.

In a field of order p, a nonzero element a  is said to be primitive if the order of 

or is p — 1 [26].

T heorem  2.7 [5] A finite field of order p must contain a primitive field element 

whose order is p — 1 and whose powers include all nonzero field elements.

T heorem  2 .8  [5] Every element in a field of order p satisfies the equation x^—x = 

0 .
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2.3 P olynom ials over F in ite  F ields

Let F  be an arbitrary finite field. A polynomial over F  in the indeterminate x  is 

an expression of the form

A ( i )  =  oq  +  O i l  +  4-------

in which a,- 6  F  for all i; but at most a finite number of the cocfTicients n, arc 

nonzero. The powers of the indeterminate are always integer. If A(x) =  «o + 

ûix +  ü2x'̂  +  * • • +  On®” with a„ ^  0, then n  is called the degree of A(x) and is 

denoted by deg(A(x)). If the leading coefficient <2n is 1, then A{x) is called a monic 

polynomial.

Definition 2.4 [26] The reciprocal of A(x), denoted as A*(x), is defined by 

A’(x) =  x”A (x"i) =  cqx" 4- 4------ 1- fln*

Definition 2.5 [26] A polynomial A(x) is irreducible over F  if A(x) is only divis­

ible by c or by cA(x) where c E F .

Definition 2.6 [27] The minimal polynomial M{x)  over GF(p), where p is prime, 

0Î P E GF(p"^) is the lowest degree monic polynomial with coefficients from GF(p) 

such that M{i3) =  0.

It can be show that M{x)  is unique and irreducible over GF(p), If ̂ 3 E GF(p”*), 

then deg(M(x)) <  m.

Definition 2 .7  [27] The minimal polynomial of a primitive element of GF(p"') is 

called a primitive polynomial.

Irreducible polynomials are used to construct finite fields. The following theo­

rems are related to irreducible polynomials.
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T heorem  2.9 [25] For every finite field GF(ç) and every positive integer m  there 

exists an irreducible polynomial over GF(ç) of degree m.

T heorem  2.10 [25] If f{x )  is an irreducible polynomial over GF(g) of degree m, 

then f{x )  has a root a  € GF(ç”'). Furthermore, all the roots of /(x )  are given by 

the m  distinct elements a , - - -, a ’”* ' of G F (9”*).

2.4 B ases and F ield  E lem ent R ep resen tation

The field GF(p™), where p is prime and m a positive integer, can be considered 

as a vector space of dimension m  over GF(p). Any set of m linearly independent 

elements can be used as a basis for this vector space.

D efinition  2.8  [27] The trace of ^ € GF(p’") is defined as follows:

Tr(^)= E V ' .
i=0

The trace has the following important properties:

1. Tr(^ +  7 ) =  Tr(^) +  Tr(7 ), where 0  and 7  are in GF(p"').

2. Tr(/?P) =  Tr(/3)P =  Tr(^).

3. Tr(l) =  m (mod p).

D efin ition  2.9 [25] Two bases {Ao, A%, A„i_i} and {70, 71, •••, 7m-i} of 

GF(p’") over GF(p) axe called dual (or complementary) bases if for 0 <  <  m —1

we have

Tr(7;Aj) =

where d.j is Kronecker delta function which is 1 if i =  j  and 0 otherwise.
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T heorem  2.11  [27] Every basis has a dual basis.

Although the number of different bases of GF(p”‘) over GF(p) is large [25], 

there are two special types of bases of practical importance. The first one is a 

canonical (or polynomial) basis {I, a, a^, made up of consecutive

powers of a defining element a  of GF(p"‘) over GP(p). Another type of basis is a 

normal basis defined by a suitable element of GF(p”‘).

D efinition 2.10  [25] The set of elements of the form {a, o'’, • ■ •, o'’’"”' }, consist­

ing of a suitable element of a  E GF(p’") with respect to GF(p) is called a normal 

basis of GF(p^) over GF(p).

T h eo rem  2.12  [25] For any finite field K  and any extension F  of K ,  there exists 

a normal basis of F  over K.

The elements of a finite field GF(g) with g =  p^ elements, where p is the 

characteristic of GF(ç), can be represented in three ways, viz., matrix, power and 

polynomial representations which are briefly discussed below.

The companion matrix of the monic polynomial f{x)  =  oq + a\x  4- - - - +  

of degree m over a field is defined to be the m x m  matrix

A =

' 0 0 0  • • 0 —0-0

1 0 0  • ■ 0 — a i

0 1 0 • • 0 —Ü2

0 0 0  • • 1 —û m - l

It is well known that A satisfies /(A ) =  0, i.e., aoI+  A 4- a^A^ 4-----4- A"* = 0

where I  is the m x m identity matrix. As a result, if A is the companion matrix of 

an irreducible polynomial f{x)  over GF(p) then the polynomials in A over GF(p) 

of degree less than m yield a representation of the elements of GF(ç) [25].
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This matrix representation method is a very laborious way of describing the 

field. Computations involving the field elements are tedious as they require matrix 

operations.

The second possibility of representing the elements is by means of powers of 

a primitive element of the field. Since the order of a primitive element of GF(ç) 

is <7 — 1, all the nonzero elements of the field can be expressed as powers of the 

primitive element. The zero element is considered as the —oo power of the primi­

tive element. With this representation, multiplication and division operations are 

simple, but addition and subtraction operations are not. Moreover, locating a 

primitive element is not always trivial [42].

The third method of representing the field elements is to express them as alge­

braic sums of m  linearly independent elements. The set of m linearly independent 

elements forms a basis, e.g., a  normal or a canonical basis. In a canonical basis 

of the form {1, a , a^, the element a  €  GF(p”')  is often taken to be

a primitive element. However, if a  is simply a root of the irreducible polynomial 

f{x)  over GF(p) of degree m, then every element of GF(p’”) can also be uniquely 

expressed as a polynomial in a  over GF(p) of degree less than m [25]. This is a 

very convenient way to form a basis.
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C hapter 3 

D ivision  A lgorithm s

3.1 In trod u ction

The well known methods to compute inverses are based either on Euclid’s algorithm 

or Fermat’s theorem. Inversion based on Euclid’s algorithm requires polynomial 

divisions and multiplications; and inversion based on Fermat’s theorem requires 

recursive squaring and multiplication operations over finite fields. In addition to 

these two methods, inversion of an element of GF(2’") can also be performed by 

solving a set of simultaneous linear equations over GF(2). It has been shown that 

the inverse can be computed by solving 2m — 1 simultaneous linear equations in 

2m — 1 unknowns over GF(2) [7]. However, a more efficient inversion method 

based on the solution of linear equations over GF(2) has recently been developed 

by Morii, Kasahara and Whiting [31].

In this chapter, two division algorithms over GF(ç”*), where q is prime and m is 

a  positive integer, are presented [12]. The algorithms use the so-called supporting 

elements. It is shown that when the field elements are represented as polynomials 

using any suitable basis, division over GF(ç’") can be performed by solving a 

system of m linear equations of a general form over GF(q); and for a canonical 

basis representation, a  division can be performed by solving discrete time Wiener- 

Hopf equations (DTWHE) over GF(g) with 2m — 1 constants.
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3.2 Supporting E lem ents

GF(ç"‘) is an extension held of GF(ç) where ç is a prime and m is a positive 

integer. The extension field has ç"* elements. Let

9{-) =  Y^9iz'
1 = 0

be an irreducible monic polynomial over GF(ç) of degree m; g{z) has a root a  in 

GF(<j”*). Then any element a 6  GF(g”') can be represented as a polynomial of 

powers of a  over GF(ç) i.e., a = üqq^  +  +  • • ■ +  , where

the coordinates ai € GF(ç) for 0 <  z <  m — 1 and } is a basis

of GF(ç'") over GF(ç). The row vector a  is denoted as

3 - —  [ û o >  O I 5 '  "  ■ 5 1 ]  •

Define the set H  as

H  =  z ,i =  0, 1, m - 1 .  (3.1)

The elements of the set H  are hereafter referred to as the supporting elements. 

The coordinates of these supporting elements are used in the following analyses. 

To distinguish these coordinates, they are denoted by superscripts as follows:

oP pS * (3.2)
1 = 0

Thus pH is the z-th coordinate of the supporting element a" . We denote 

as a  column vector whose components are the zth coordinates of the supporting 

elements i

p[fc,l ^  . (3 .3)
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3.3 A  G eneralized D iv ision  A lgorithm

The conventional way to perform division c/a in a finite field is to first compute

the multiplicative inverse of a and then multiply the inverse with c. The following

theorem states that division in the finite field can be computed in an alternate 
way.

T h eo rem  3.1 Let g{z) be an irreducible polynomial over GF(^) and a, b and 

c € GF(ç™). Let the elements be represented by a suitable basis of the form 

. . .   ̂ Then the division b =  c/a, a 7  ̂ 0, in the finite field

GF(ç”*) can be performed by solving the following equations over GF(r/)

a - p b  a - p b ’

a  • Pm il

a  • P Ï Ï 2

a -p b

■ ■ ' c -̂i '

7̂71 — 2
=

( ^ —2

.  bo . .  Co .

(3.4)

where “x  ■ y” denotes the inner product of x  and y.

Proof: The polynomial representations of a, 6 and c are

m —1

m —1

3 = 0

and

m—1
=  X]

1 = 0
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where the coordinates a,-, 6,-, c, are in GF(ç) for 0 < z <  m — 1. Then 

c = ab

=  YL (mod g(a))
1=0 j=0

m—1 m—1
=  6; XI (mod 5 (a)).

j=o /=o

Using (3.2) we can write

m —1 m —1 m —1

j= 0  /= 0  t=0

TTÏ — 1 m  —1 771 — 1 771—1

i=0 t=0 j= 0  1=0

Equating the coefficients of a  on both sides of the above equation we obtain

m—1 /m—1 \
-A =  X) I X) z -  m -  1, m -  2 , • • •, 0 (3.5)

j=o V ;=o /

which represents the system of m  linear equations in 6o, 6i, •••, 5m-i of (3.4). 

Q.E.D.

From (3.4) we see that when the coordinates of a, c and the supporting elements 

are known, b =  cja can be computed by solving the system of m linear equations 

in m unknowns over GF(g). For convenience of representation, denote (3.4) as

Ub =  c where U =  b =  and c =

The associated m  x m  matrix in (3.4) is referred to as the coefficient 

matrix. We now summarize the steps involved in the division algorithm as follows. 

Division Algorithm 1:

Step  1 ) Form the coefficient matrix of (3.4).
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S tep  2 ) Solve Equation (3.4) for b.

Each element of the coefficient matrix requires ni moclulo-</ multiplications 

and m — 1 modulo-g additions resulting in O(m^) operation for the formation of 

the coefficient matrix. The essence of the second step of the above algorithm is 

the inversion of the coefficient matrix over GF(ç). The computational complexity 

involved with the inversion of the m x m  matrix of general form is O(m^). In the 

next section, we derive another division algorithm where the associated coefficient 

matrix is transformed to a Toeplitz matrix. The latter can be inverted by efficient 

algorithms, e.g., [39] and [40]. Below is an example using the above algorithm.

E xam ple 3.1 Let the irreducible polynomial chosen for the field GF(2^) be f/(c) = 

1 +  -h z^. In this example we divide by over GF(2^). The solution would 

be trivial if both the divisor and the dividend are given as powers of a  in which 

case the division can be performed by simply subtracting the power of the divisor 

from that of the dividend. Unfortunately field elements are usually represented as 

polynomials of the powers of a  using suitable bases. Here we consider two bases, 

namely the canonical basis {1, a , and the normal basis {a, a^, a'*}. For the 

canonical basis representation

a** =  ^  c,a‘ =  1 +  a  +  a^ (3.6)
«■=0

a^ =  ^  a^a' =  a^ (3.7)
i=0

and for the normal basis representation

a^ =  ^  Cja' =  (3.8)
«=0

2
0? — ^  Cja* =  a^ (3.9)

i=0
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Wc now follow Division Algorithm 1 step by step to compute the division.

Case I- Canonical basis representation.

S tep 1 ) Here

H  =  {1, o, ot̂ , o'*}

and the coordinates of the supporting elements are obtained from the follow­

ing.

a  =

a  =

or =

or =

a  =

P̂o +  -I-

Po' +  p f 'a  +

Pô  +  p f 'û  + p ^ 'a \

1 -f +  pf^a 4- P2^a^,

1 +  a  4- 4-p^^a + P2^a^.

Thus,

P ?  =  P ?  =  Po ̂  =  Pa  ̂ =  Po  ̂ =  Pp^ -  P ?  =  0

amd

Po^ =  Pp^ =  P^? =  Po  ̂ =  Pa^ =  Po^ =  Pp^ =  Pa  ̂ =  1 .

For the canonical basis representation ki =  i. So with m =  3, U is

a • pp’ a • Pa ̂ a • pp]

u  = a-Pp' a-pp̂ a • p?

. a-pP̂ a • Pô a • Pô  .
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Substituting the values of the coordinates of the supporting elements we 

obtain

U =
Cq +  Ctl +  (Ï2 G; +  a-2 Ü.2

G2 Gq (I;
Û1 +  Ü2 Ug ÛQ

S tep  2 ) Using the coordinates of the elements c and a from (3.6) and (3.7), we 

have

' 1 1 1 ' 62 ' 1 '
1 0 0 6% = 1
1 1 0 . ^ 0 , _ 1 _

Solving the system of three linear equations in three unknowns wc obtain 

6o =  0, 6i =  0 and 62 =  1; so 6 =

Case / / ' Normal basis representation. 

S tep  1 ) In this case

H  =  {a, o?, Of"*, Of®, a®}

and

a  =

a  =

Of =

Of® =

a® =

Po'ûf +  +  P2 0̂f"*,

+  Pẑ Of"*, 

a  +  o;"* =  Pô Of +  pf̂ Of*̂  +  p̂ Ôf"*,

0? +0t^ =■ p̂ ^Of +  p̂ ^Of̂  +  Pẑ Of"*, 

Of +  Of̂  =  Pô Of +  pf^o^ +  p̂ Ôf"*,
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which give

pP =  P2̂  =  Po ' =  P? = = Pô  = Pi'*' =  Po ' =  P?' =  0

and

Pa ' =  pP “  Po ' =  =  P2*' -  Pp -  P2  ̂ -  Pô  =  pf' =  1-

For the normal bcisis representation in GF(2^), k{ =  2'; so we can write

24

a • a • P2 a . p ^ '

u  = a - p f J a - p P a - p P

. a . p P a • Po a . p P .

For the finite field being considered here, a® =  a. Using this relationship 

and substituting the values of the coordinates of the supporting elements we 

have

U  =
Oq Co -h Cl fli +  02

00 +  Oi 02 Oq +  02
01 +  Û2 Oo +  02 Oi

(3.10)

S tep  2) Now using (3.4) and (3.10) and substituting the coordinates of the ele­

ments c and o from (3.8) and (3.9) we have the following system of linear 

equations

■ 0 1 r ' h ' ■ 1 ■
1 0 0 bi — 0

. 1 0  1 . ^  . 0

The solution of these equations gives 6q =  0, 6i =  1 and 6% =  0 for the 

normal basis representation of 6; consequently h = o?.
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3.4 D T W H E  and D iv ision  in F in ite  Fields

D efinition 3.1 [39] The discrete time Wiener-Hopf equation (DTWHE) is de­

fined as a system of m  linear inhomogcneous equations with m  unknowns a:, (i = 

0, 1 , - • ■, m —1) € GF(ç), 2m —1 constant coefficients y; (i =  0 , 1 , • • ■, 2m —2) € 

GF(g) that are not all zero, and m  constants z, (z =  0, 1 , - • - , in -  I) € GF(f/) 

such that

J /m—1 î / m —2

1/m î /m —1

Î/0
Î/1

.  î / 2 m - 2  î / 2 m - 3  ' ' '  î / m - 1  .

Xo 20
Z i

= “1

.  2 - m - l  . .  * m - l  .

(3.11)

Equation (3.11) is referred to as the DTWHE of degree m  over GF(cy).

In our forthcoming analyses, the elements of GF(ç”‘) are represented with re­

spect to the canonical basis {1, a, a^, - - ■, In this section we show that if

the elements of GF(ç”*) are represented with respect to the canonical basis, then 

division over GF(ç"') can be performed by solving a DTWHE of degree rn over 

GF(ç). The motivation behind obtaining a system of linear equations in the form 

of a DTWHE is the lower computational complexity involved in solving a DTWHE 

[39].

L em m a 3.1 For the canonical basis representation of the elements of GF(<y"̂ ),

i .e . ,a ‘ =  ”£ p l V ,
t = 0

(mod q) j  = 0
(3.12)

771—1
where g[z) = ^  giz* -f z ^  is the irreducible monic polynomial over GF(g).

t = 0
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Proof:

Q
»=o

Substituting j  =  i +  1,

m-l
Q,̂ -+l = g  = Y ^  Pl‘i i  (P + Pm-i a"

j = i  i = i

m  — 1

Since ÿ(o') =  0, a ”' =  — X) thus we have
j= 0

771— I  771 —1 771— 1

H  = Y1 -  Pm-l H
j= 0  j= l  j= 0

The coefficients of or̂  (0 <  j  <  m — 1) on both sides yield the proof. 

Using (3.3), we can also write (3.12) in vector notation as follows.

p f* n  =
(mod q) j  = 0 

. pŜ Ii -  Pm-i9j (mod q) 1 <  J <  m -  1

26

(3.13)

For the canonical basis representation of the elements of GF(ç"‘), Equation 

(3.4) can be written as

a - p K '  a - p l r _ f  . . .  a .p £ U

a . p f c i "  a . p K '

{m—1] [m—2]

a  • piï-2

JO]

■ fcm-1 ■ ■ C m - l  '

^m —2

=

Cm—2

.  b o  . .  Co ,

(3.14)

over GF(ç) with U A =  [a - Let r,- denote the ith  row of

the matrix U. We now present the following theorem.
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T heorem  3.2 Let r[ denote the zth row of the new matrix, say U ', obtained after 

the elementary row operations

T̂ '{~k9m-k (mod (i =  1, 2 , • • •, m -  1).

The above row operations transform (3.14) to the DTWHE 

àm~l Ûm-2 ‘ ■ Ôo
^m—1 ' * ■

Û2m-2 a2m-3 ' ’ ' .

over GF(g) where

âjt = a - p ^ L i  (mod g) ( t  =  0 , 1, 2m — 2)

■  ■ Co
bjn-2 Cl

. i  . .  ôn-1 .

and

Ci =
if 2 =  0

(3.15)

(3.16)

(3.17)

- i - i  -  È (mod q) if i =  1, 2, ■ • •, m -  1 '
;=i

A proof of the theorem appears in Appendix A. Below is an example which 

demonstrates the elementary row operations of (3.15) giving a DTWHE.

E xam ple  3.2 Let the irreducible polynomial chosen for the field GF(3^) be g{z) = 

2 + z + z^. As in Example 3.1, the first step of Division Algorithm 1 results in

<%o +  2ai
Û1 flo

■ 6i ■ Cl
.  ^

Then the elementary row operation (3.15) gives

etc "h 2(Zi Û1 '  W ' Cl
—flo — Û1 cto +  2oi _6o Co — Cl

which is a DTWHE over GF(3) of degree 2.
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Theorem 3.2 eslablishes a relationship between the DTWHE and division in 

finite fields. If the elements of GF(ç”‘) are represented with respect to the canonical 

basis, then a division over GF(ç'") can be performed by simply solving the DTWHE 

(3.16) over GF(ç). The division algorithm is summarized below.

Division Algorithm 2:

Step 1) Construct the DTWHE (3.16).

S tep 2 ) Solve the DTWHE.

Since there are only 2m — 1 elements in the associated coefficient matrix, the 

computational complexity of S tep  1 of the above algorithm is O(m^). As with 

Algorithm 1 in Section 3.3, the essence of S tep 2 is the inversion of an m x m 

coefficient matrix. However, in Algorithm 2, the matrix is a Toeplitz matrix and 

the computational complexity for its inversion is only O(mlog^m) [39].

Algorithm 2 is similar to the approach of [31] in the sense that when the field 

elements are represented with respect to a canonical basis, both compute the di­

vision by solving DTWHEs of degree m. The advantage of Algorithm 2 is that 

it requires, for the construction of the DTWHE, the determination of the coordi­

nates of only 2m — 1 supporting elements, whereas the approach of [31] requires 

the determination of Tr(/3a‘) (% =  0, 1, • • •, 3m — 3), where /? € GF(ç’”).

3.5 C onclusions

When the elements of the finite field GF(ç”‘) are represented by powers of a , 

the division of one element by another can be performed simply by subtracting 

the power of the divisor from that of the dividend. Conventionally, however, the 

elements are usually represented as a polynomial using a suitable basis. Division 

Algorithm 1 is general in the sense that it can be applied using any basis chosen 

for the field; it requires the solution of a system of m linear equations of the
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general form over GF(ç) to perform a division in GF(<'/"). It has been sliowii 

that if the field elements are represented with respect to a canonical basis of the 

form {1, Q, then a division can be performed with a lesser order

of computational complexity by solving a discrete time Wiener-Hopf equation of 

degree m.
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C hapter 4  

B it-Seria l Systolic  D ivider for 
F in ite  F ields G F(2” )̂

4.1 In troduction

Division Algorithm 1, presented in the previous chapter, consists of the formation 

of the coefficient matrix (CM) and the solution of a system of equations. The task 

of forming the CM and then solving the resulting system of m  equations in m 

unknowns becomes more and more tedious as the value of m increases. Moreover, 

for a parallel-type divider, which is realized by combinational logic circuits, the 

final logic functions for the coordinates of the quotient b become quite lengthy. 

As a result, they cannot be easily implemented using combinational logic for large 

values of m. The realization of these types of dividers remains practical only for 

small values of m (m <  5). For typical cryptographic applications where the value 

of m  is large, parallel processing using VLSI is an attractive approach.

In this chapter, an algorithm is presented for the formation of the CM. The 

algorithm is mapped onto a  one dimensional systolic array. Then a two dimensional 

systolic array for the solution of the system of equations is developed to obtain a 

bit-serial systolic divider for GF(2”*) [11].
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4.2 Form ation o f th e  C oefficient M atrix

Let g{z) be an irreducible monic polynomial over GF(2) of degree m  i.e.,

m—l
g(z) =  Y lo i z '  +

t=0

where g, ÇGF(2) for i =  0, 1, m  — 1 and m is a nonzero positive integer.

The polynomial g{z) has a root a  6  GF(2"') and all elements of GF(2”‘) can

be represented with respect to the canonical basis {1, a , •••, [25].

Specifically if a €GF(2"‘), then there exist a,- € GF(2), 0 < i < m — 1, such that

o =  «0 +  a\Oc +  -i h

where the terms a,- are the coordinates of a relative to the canonical basis.

The supporting elements are o:°, a^, • • ■, and is the j-th  coor­

dinate of the supporting element i.e.,

m—1
0 <  A: < 2m — 2 . (4.1)

1 = 0

Let a, b and c be three elements in GF(2"‘) such that b = cja and a ^  0. Then 

for the division b =  c/a over GF(2"'), Equation (3.4) can be rewritten by rotating 

the coefficient matrix horizontally as shown below.

e ‘ "E a,p2t ' i
(=0 /=0

1=0 1=0

E o - p S t r * '
771— 1

E/=0

m—1

i=0

e L . pI'’ E L , ? r '  -  E '< . , p r - '!=o ;=o /=o

bo

bi

bm—l .

Art—1

L CO

, (4.2)
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which can be abbreviated as A b =  c with

m—1
E

m—1
(4.3)A =  =

b =  -

and

c =  •

The first step of the DA (i.e. Division Algorithm 1) is to form the coeffi­

cient matrix A from the coordinates of the divisor a and the supporting elements

This requires arithmetic operations over GF(2). Using

some memory elements can reduce computational load to O(m^).

From the definition of the supporting elements, we obtain

pf^ = Si,k 0 < i < m - l ,  0 < k < m - l ,  (4.4)

where the Kronecker delta function is equal to 1 when i = k and equal to 0 

otherwise.

For GF(2"‘), Equation (3.12) becomes

pM =  +  (1 -  fi,o) 0 < f < m - l ,  0 < 6 < 2m -  2. (4.5)

Using (4.4), the elements of the 0th column of A satisfy 

at,o =  0 <  t <  m -  1. (4.6)

For 1 <j  < m — 1, substituting (4.5) in (4.3) yields

=  è  <*/Pm-1 -.-
1=0 

T71— 1

=  E "  + ( 1  -  «m-1-i.o) }
1=0



CHAPTER 4. BIT-SERIAL DIVIDER 33

LFSR

m

PISO Registers

Figure 4.1: LFSR based structure for the formation of the CM.

d" (1 1—i,o} 1

_  f +  Ci+lJ-l z =  0, 1, •••, m — 2
\  oo,i-i z =  m — 1

(4.7)

Equation (4.7) gives a recursive expression for the j th  {j =  1, 2, • • •, m — 1) 

column of A in terms of its (j — l)th  column. Using m memory elements, the 

elements of A can be obtained with (m — 1)  ̂ multiplications and additions over 

GF(2). The 0th column is obtained directly from the coordinates of a as indicated 

in (4.6).

According to (4.7), the CM can be constructed using a linear feedback shift 

register (LFSR) which generates successive column elements in one time step. As 

described later in this section, the structure for Step 2 of the DA accepts one 

column element at every time step. As a result, the outputs of the LFSR must be 

stored in m PISO (parallel in serial out) registers, viz., Rq, • • • Rm-i as shown 

in Figure 4.1.

The above approach to the formation of A is simple; but it requires global data 

communications. The output of the LFSR is connected to the PISO registers by an
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m bit data bus. In addition, the LFSR itself contains a feedback connection from 

one end to the other end. For large values of m  (for example, consider the czise of 

a cryptographic system with m =  900), these global data communications cause 

considerable difficulties in VLSI design [22], [23]. The design would be considerably 

simplified if the global data communications can be replaced by local, regular data 

communications. We now describe a structure for the formation of A which does 
not require global data communications.

Systolic a rray  for th e  CM ; A one dimensional systolic array for the forma­

tion of the CM (SAFCM) is shown in Figure 4.2(a). The array consists of m — 1 

basic rectangular processors marked from left to right as Qi, Qa, , The

coordinates of a are fed into Qi in a bit-serial fashion with Cm-i first. The output 

format of the array is shown in Figure 4.2(b). There is a delay of two time steps 

between any two adjacent columns of A.

The 0-th column of A is obtained directly as the coordinates of a enter Qi. 

Columns I to m — 1 are generated by Qi, Q2, , Qm-i respectively. The output

of processor Qj-i  (1 <  j  < m — 1) is fed into processor Qj. The first output ao,j-i 

of Qj-i is stored in the internal register r  of Qj. The coefficients ^0, 9i, , 5m-i

of the irreducible polynomial g{z) propagate through the array so that a.-j =  

+  (1 — 5j7i-i-t‘,o) is formed in processor Qj a t time i -h 2j. A

control signal q is used to identify the beginning of the divisor. The same signal is 

also used by the processors to mark the point in time at which the internal register 

r  updated. Figure 4.3(a) shows the operation of the processor, where the right 

hand side variables of the assignment statements are of time step i, and the left 

hand side variables are of time step t -f 1. The corresponding circuit is given in 

Figure 4.3(b) where FF, AND, XOR and MUX denote flip flop, AND gate, XOR 

gate and multiplexer respectively.

The structure for the formation of the coefficient matrix as described above is 
a little more complex than the LFSR based structure. However, the systolic array
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5o & S7   Sm.l

0 0 0   1
OoOlOi....

■m. 1

column column column
0 1 2

(a)

column
m-l

*2.0
h,o
h,o
0̂,0

4 )  .2 %
4 z.2 4 . 3

4 »

^.1 4 . 2

4 ;

Û 0.1

(b)

Figure 4.2: (a) Systolic array for the formation of the CM (SAFCM) and (b) 
Output format of the array (m =  4).
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<?in

S te p  t S te p  t+ 1

if  <?in= 1 then 
begin

«out := n
end 
else
begin

«out — +
end

Soai —  &anp> S a n p  & i>  

fo u t '  9tcm pi ^tem p*” ^ !"»

(a)

temp

select
a= MUX !i MUX'in

AND

Soui

? o u t

(b)

Figure 4.3: Rectanguléir processor of the SAFCM: (a) operation and (b) circuit 
diagram.
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based structure requires no global data communication or broadcast signal.

4.3 S o lv in g  th e  S ystem  o f Equations

The following theorem is useful for obtaining a simplified structure for the second 

step of the DA.

T heorem  4.1 If a is a  nonzero element of the field GF(2"‘), then the determinant 

of the resulting CM is 1.

Proof: Since every nonzero element of the field GF(2"') has an inverse, a solu­

tion of (4.2) exists and the CM is non-singular. Moreover, the elements of the CM 

are elements of GF(2), so the corresponding determinant is one. Q.E.D.

Pre-multiply the matrix A with the following elementary m  x m  matrix P,-j 

(* j )  over GF(2). The elements of P,-j at (%,%), (j,i) and (j, j )  arc /i, / ,  /  

and /  respectively where h =  Oi,j, /  =  ëjja,*j and /  denotes the complement of / .  

The remaining elements of P.-j are 0 except for the other elements on the principal 

diagonal which are all 1. The structure of P , j  with i >  j  is shown below.

P«.i =

/

0

0
f

f

tn X m

(4.8)

The matrix (i.e., A ) which P.-j pre-multiplies is referred to as the operand matrix. 

Note that the elementary matrix P,-j is uniquely determined by the two elements
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ft I Changes
0 0 no change
1 0 row i := row i -f row j
1 1 rows i and j  are interchanged

Tabic 4.1: Changes in the operand matrix after pre-multiplication.

at positions (i, j) and ( j , ; )  of the operand matrix. Also the pre-multiplication 

changes only rows i and j  of the operand matrix. There are three possible changes 

and these are listed in Table 4.1.
From the definition of P,-j,

det(Pfj) =  /  /  -h f t/  =  1 4- /  -h A/ =  1 +  / i /  =  1 +  â j j  âjja ij =  1 (4.9)

where all additions and multiplications are over GF(2).

T heorem  4.2 If A ' = P ijA  where i ^  j ,  then (i) all rows of A ' except the j- th  

and i-th are same as those of A, (ii) =  0, and (iii) a'-j =  1 if =  1.

A simple proof of the theorem is given in the appendix.

G auss-Jo rdan  E lim ination  over G F(2): Define U, =  Pm-i.iPm-2,t * • • Pi+i,t

and A(°) =  U qA. Then according to Theorem 4.2, all elements below üo°o of the

0-th column of Â °̂  are zero. Performing this annihilation process on columns 0 

through m  — 2, we obtain

[T, c'] — U to- î Uto- s * * * Uq [a , c] , (4.10)

where the m  x  m  matrix T  over GF(2) is upper triangular. This corresponds to 

Gaussian elimination with partial pivoting over GF(2). According to Theorem 4.1 

and Equation (4.9), T  is non-singular and its principal diagonal elements are all 

1.

Similarly, defining L.- =  P.-,m-iPi,»n-2 • ■ • Pm+i,

[I,c"] =  L „_2L „_3"-L o[T ,c] (4.11)
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where I  is the m x m identity matrix. Then the column vector c" is the required 

solution i.e., b =  c".

Matrix A  in (4.10) is upper-triangularizcd by annihilating the matrix elements 

column wise and T  in (4.11) is diagonal!zed by annihilating the matrix elements 

row wise.

E xam ple  4,1 Let a  £ GF(2^) satisfy g{a) =  1 +  a  +  =  0. Let a — and

0 =  0:“*. Then (4.2) becomes

(4.12)

The diagonalization of the CM using (4.10) and (4.11) is shown in Table 4.2. 

The four elements of P,-,; which depend on h and /  are underlined. The clement of 

the operand matrix which is annihilated at the subsequent step is marked with an 

asterisk. The operand matrix of a row in the table is obtained by prc-multiplying 

the preceding operand matrix with the elementary matrix of the same row.

From Table 4.2 we obtain b  =  c" =  [0 1 0]‘ which is the binary representation 

of a, the required quotient.

On a sequential computer, the above Gauss-Jordan elimination (GJE) could 

be a time consuming operation, particularly for large values of m.  But, systolic 

arrays for solving systems of linear equations (SASLE) by the GJE with partial 

pivoting are effective [16]. The array presented here is similar to the array of 

[16]; however, the processors of the array presented here perform relatively simpler 

operations and require fewer input and output connections. This simplification 

results from the fact that the divisor is a nonzero field element and the resulting 

CM is non-singular.

Systolic A rray  for Solving L inear Equations: The GJE algorithm is 

mapped onto the array as shown in Figure 4.4. The array has m rows. Row
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t.J

/i =  1, /  =  

0
Pi,o =  1  

0

i  0 
0 0 
0 1

h = l, /  =  
1

P 2,l =  0
0

0 
0 0 
i  0 
1 1

 ̂= 1, /  = 
1

Po,i =  0
0

0
1 0 
i  0 
0 1

h = 0, /  =  
i

Po ,2 =  0
0

0
0 0 
1 0 
0 i

A =  1, /  =  
1

P i,2 =  0 
0

0 
0 0
1  i  
0 1

Operand
matrices

[A,c] =  
G i l l  
1*  1 1 1 
1 0  1 0

1 1 
0 1 
0  1"

1 1 1 1  
G i l l  
1 "  0 1 0

1 1 
1 1 
0 1

[T,c'j =
1 1"  1 1 
0 1 1 1  
0 0 1 0

1 0 0 "  0 
0 1 1 1  
0 0 1 0

1 0  0 0 
0 1 r  1 
0 0 1 0

1 0  0 0 
0 1 0  1 
0 0 1 0

Table 4.2: Diagonalization of the CM using GJE with partial pivoting.
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0 4
0 4.3 4
0 4.2 4.3 4
1 4; 4.2 4.3 4
0 .̂0 4.1 4.2 4.3
0 4z.o 4.1 4.2
0 4.0 4.1
1 4.0

0.1040:

à,

Figure 4.4: Systolic arr\y for solving linear equations (SASLE).
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k lia,s m +  I — processors labeled 1 4 , 14.t+i, • * •, 14.m from left to right. The 

leftmost processor of each row is a circular processor. Between any two adjacent 

circular processors, tliere are two flip flops. All other processors are square pro­

cessors. The start of the input of [A,c] into the array is marked by the control 

signal s. The control signal is obtained by repeating the control signal for the 

SAFCM. The matrix [A, c] is fed into the array column by column. Column j  

of the matrix is input to processor Vqj. The circular processor 14.* generates P,-,* 

(f = fc -f- 1, t  -h 2, • • •, m — 1, 0, 1, • • •, k — I). The square processors of row i 

apply the operations corresponding to pre-multiplication by P,-,*.

Before describing the operations of the processors, an informal description 

of how the array works is given. Row i of the matrix [A,c] moves downward 

through rows 0, 1, •••, z — 1 of the array and the matrix elements at positions 

( i ,0), (%, 1), •••, (z,z — 1) are annihilated. The other elements of row z reside in 

K'.i, , -, for the next m —1 time steps and annihilate all elements which

enter K'.i- The annihilated elements are of positions (z -f l,z), (z -h 2, z), • ■ •, (m — 

l ,i ) ,  (0,z), (z — l,z‘) respectively. Next, row z again starts moving downward. 

Now the elements at positions (z,z -|-1), (z,z -j- 2), • • ■, (z, m — 1) are made zero in 

ld+i,,+i, %+2,i+2, '•* , respectively; and the element at (z,m) is the z th

component of the vector b.

The annihilation processes above and below the principal diagonal are pipelined. 

The coordinates of h start emerging from the processor 14i-i,m at time step 3m. 

Subsequent coordinates emerge at a rate of one coordinate per time step, resulting 

in a computational time of 4m — 1 time steps.

We now briefly describe the operation of the two types of processors used in 

the array. Detailed operation and the corresponding circuit diagrams are given in 

Figures 4.5 and 4.6.

•  Circular processors generate the elementary matrices and send them right­

ward to the neighboring square processors. Since an elementary matrix can
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Step t Step t+1

if = 1 then 
begin

1); ^=1; / '= 1 ]
r := 4 « ;

end 
else

case (r,a^) of

(0,0): P^r-=iO, 0);
(0,1): C : = ( ;  1); 
(1,0): fL := (0 ,  0);

(11% C :  = ( ;  0);
end
^ou.*= în;

(a)

S:in

FFAND

FF

(b)

Figure 4.5: Circular processor of the SASLE: (a) operation and (b) circuit diagram.
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%

P.

Step t Step t+1

case (4t) of 
(0,0):

(1.0): 4m,:=r + 4,;
(1.1): a^,:=n  r =  q,;

(a)

selec^

FF

XOR

MUX

MUX
00

P
owl

(b)
Figure 4.6: Square processor of the SASLE: (a) operation and (b) circuit diagram.
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be specified by the values of h and /  only, Pout i" Figure 4.55(a) can be 

realized by two lines. The circular processor updates its internal register if 

s;„=l or if r  =  0 and am=l.

• Depending upon Fin, the square processor performs one of the three opera­

tions listed in Table 4.1. It also sends the elementary matrices rightward to 

the neighboring square processor.

Compared to the square processor of [16], the square processor presented here 

performs relatively simpler operations (refer to Figure 6(a)) and requires two less 

input-output connections per processor. As the number of square processors in­

creases with m^, the use of these simple processors reduces the circuit complexity 

of the array in terms of number of gates and flip-flops.

4 .4  D iv id er  Structure

A complete bit-serial systolic divider over GF(2"^) is shown in Figure 4.7 where 

the SAFCM and SASLE are connected through some delay elements. The element 

D ' introduces a delay of i time steps. These delay elements are used to match 

the output and input of the SAFCM and SASLE respectively. The computational 

time to perform a division is 5m — 1 time steps and pipelined operation is possible.

The time step duration is essentially determined by the processor (rectangular, 

circular or square) which causes maximum time delay. This time delay is, however, 

independent of m. As a result, the time step duration does not increase with the 

increase in the values of m.

For the division operation to be valid over GF(2"*) requires that at least one 

of the coordinates of the divisor be nonzero. However, if it happens that all the 

input coordinates to the SAFCM are zero (intentionally or by some external noise), 

then the elements of A, which are the output of the SAFCM, are also zero. This 

particular case can be identified by providing a  zero-detection circuit at the input
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‘« - I ■ m - l

zero detection

SASLE

SAFCM

^m-l

Figure 4.7: Structure for a bit-serial systolic divider.
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as shown in Figure 4.7. Such a circuit may simply consist of an OR gate and a flip 

flop which is initialized by the control signal s.

The SAFCM and SASLE may be combined to obtain a single array. However, 

the main advantage of having two separate arrays is that the SAFCM can be used 

to obtain a bit-serial systolic multiplier for GF(2”‘) [11]. In addition, the SASLE 

can be used to solve linear equations over GF(2).

4.5 C om parison

For comparison, we consider the modular inverters of [I] and [43]. Our bases 

for comparison are circuit and time complexities. So far we have measured the 

computational time in terms of the number of time steps. The time step duration is, 

however, different for the three structures to be compared below. As an alternative, 

consider the time complexity as the product of the computational time in numbers 

of time steps and the time step duration.

The inverter developed by Wang et al. [43] requires only 4m — 1 registers and

AND gates. On average, for an arbitrary irreducible polynomial the circuit 

has 0.5m^ XOR gates [42], which results in [logj 0.5m^] levels of XOR gates. 

New circuitry is required for the product function [43] if a different irreducible 

polynomial is chosen. The inverter also requires two control signals. For bit-serial 

input and output formats, the computation time is only 3m time steps, yielding a 

time complexity of O(mlogm).

The number of registers for the inverter proposed by Akari et al. [1] is 7(m-j-1). 

Each cell of the inverter requires 21 switches. If the switches are realized by AND 

and OR operations, then the total number of AND gates, OR gates and XOR gates 

in the inverter are 45{m +  l), 23(m-i-l) and 4(m-{-l), respectively. The structure is 

independent of the irreducible polynomial. However, the four control signals used 

to direct data to different registers are broadcast to all the basic processors. For 

bit-serial input and output operation the computational time varies from 4m + 3
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Features
Circuit of 

Wang et al. [43]
Circuit of 

Akari et al. [1]
Circuit of 
this paper

Operation Inversion Inversion Division

Number of registers 0(m ) 0{m ) 0(m :)
Number of 
AND gates 0{m^) 0{m ) O(m^)
Number of 
XOR gates 0(m=) 0{m) O(m^)
Number of 
control signals Two Four One
Circuit independent of 
irreducible polynomial No Yes Yes
Equal computation 
time for all elements Yes No Yes
Global
data communications Yes Yes No
Time step 
independent of m No No Yes

Time complexity 0{m  log m) 0{m?) 0{m )

Table 4.3: Comparison of the circuits for inversion/division over GF(2”*).

to 5m 4- 2 time steps. One of the four control signals is generated by passing data 

through m +  1 OR gates in a single time step. As a result, the time step duration 

increases linearly with m, resulting in a time complexity of O(m^).

The bit-serial systolic divider presented here requires 2.5m^-f 11.5m—6 registers, 

4m^ 4- 12m — 5 AND gates, 1.5m^ 4- 7.5m — 2 OR gates and 0.5m^ 4- 1.5m — 1 XOR 

gates. However, the structure is independent of the irreducible polynomial. There 

is no global data communication and only one easily generated control signal is 

required. The computational time is 5m — 1 time steps. The maximum time delay 

due to the gates occurs in the square processor and consists of the delays due to a 

XOR gate and a multiplexer. This delay is, however, independent of m yielding a 

time complexity of 0(m ). We summarize the comparison in Table 4.3.
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4.6 C onclusions

In this chapter, a bit-serial systolic structure has been presented for performing 

division over GF(2'"). The structure requires a simple control signal, and regular 

and local interconnections. As a result, it is well suited for VLSI systems. More­

over, the time step duration does not depend on m, hence the structure is more 

suitable for applications where large values of m  are used.
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C hapter 5

B it-Serial M ultip lication  over
G F ( ç ^ )

5.1 Introduction

Berlekamp was the first to develop a bit-seri«il dual basis multiplication algorithm 

over GF(2’” ) for the encoding of Reed-Solomon codes [6]. A block diagram for 

computing c — ah over GF(2"‘) using Berlekamp’s bit-serial multiplication scheme 

is shown in Figure 5.1. When both the multiplicand and the multiplier are rep­

resented with respect to a common (also referred to éis primal) basis, which is 

expected for most practical cases, the above multiplication scheme requires two 

basis trtinsformations in addition to Berlekamp’s bit-serial multiplication circuit. 

The latter requires only 2m shift registers, m AND gates and m  Wf{{g) — 3 XOR 

gates, where Wf{{g) denotes Hamming weight of the irreducible polynomial g(z) 

used to generate GF(2’"). However, the circuitry for the basis transformations are 

not always simple [38]. An explanation of Berlekamp’s bit-serial multiplication 

scheme can be found in McEliece [30].

Berlekamp’s algorithm is very efficient in the sense that it requires a minimum 

of circuitry. It has the additional advantage that multiplication by a  fixed constant 

can be hardwired. However, the involvement of two different bases is not advan­

tageous especially when the multiplier is to be used as a part of a  larger device;
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Basis
transformation Basis

transformation

(primal basis)
(dual basis)

(primal basis)
(dual basis)

(primal baas)

Bcrlckamp’s bi t-scrial 
multiplication

Figure 5.1; Involvement of dual basis in Berlckainp’s bit-serial multiplication 
scheme.

because it would be necessary in general to enhance circuitry to change bases [30].

There are some cases for which the basis transformation is very easily accom­

plished, i.e., by a permutation of the coordinates. Such an easily accomplished 

basis change depends on the irreducible polynomial chosen. Morii, Kasahara and 

Whiting have shown in [31] that it is not necessary to use the dual basis for the 

realization of an efficient bit-serial multiplication when the irreducible polynomial 

is a trinomial. They have also shown that when the irreducible polynomial is of 

the form of g{z) =  -f z* -h 1, 0 < fc <  m — 2 , only a simple trans­

formation of the bases is necessary to have an efficient bit-serial multiplication 

circuit.
Recently Wang and Blake [44] have proved that the element transformation 

into the dual basis can be performed by a simple permutation of the coefficients if 

and only if the irreducible polynomial is a trinomial. They have developed a bit- 

serial multiplication scheme which can be realized for all irreducible polynomials 

over GF(2"‘). However, the requirement for some form of basis transformation 

circuit both at the input and at the output still exists. As a result, it is desirable 

to develop an algorithm where the number of gates and registers required for the 

basis transformation circuit can be minimized.
In this chapter, the relationship between the DTWHE and finite field division 

of Chapter 3 is used to develop a  bit-serial multiplication algorithm which can be 

easily realized for all irreducible polynomials [12].
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0 6

“m - 2

Generating (a*) 
k = 0. I, — , 2m - 2

Figure 5.2: Conceptual diagram for bit-serial multiplication.

5.2 B it-Seria l M u ltip lication

If the coordinates of a and 6 are known, Equation (3.16) can be used to ob­

tain a bit-serial multiplication circuit. The conceptual diagram for a bit-serial 

multiplier using (3.16) is shown in Figure 5.2. The inputs «m-i, 0^ - 2, no 

generate Ôq, ê;, 02m-2 which are sequentially shifted in to the registers

Rq, i?i, - -, Rm-i- At each clock pulse the contents of these registers are mul­

tiplied by fco, 61, bm-i, respectively. This is equivalent to multiply one row 

vector of the Toeplitz matrix of (3.16) by the column vector [im-i, 6m-2, • • •, &o]' 

yielding the elements of the vector [cq, ci, - - ,  The latter is then trans­

formed to get the required results c,n-2, , Cq.

We now discuss shift register configurations to generate the constants 5o, di,

- - -, Û2m-2 and to transform c =  to c =
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5.2.1 LFSR Configuration for {Âq, âi, ào,,,--!}

Since g{z) is an irreducible monic polynomial over GF(<7) and a G GF((y''‘) satisfies 

g{a) =  0, we have

m —1

o ’"  =  -  ^  g iC e ' .

1 = 0

Again a ”* is an element of the set H  of supporting elements and wc can write from 

(3.2)

m —1 

1 = 0

Thus

p-”*̂ =  ~ g i  1 =  0, 1, • • • ,  T7Î — 1.

Figure 5.3 is a well known configuration for a-multiplication over GF(<;"'). In 

Figure 5.3 all the registers and connecting lines are assumed to function under
r r i — 1

Ç-valued logic. If the coordinates xq, , Zm-i of the element z = ^  z,o*
i= 0

are stored in the registers Bo, respectively, then after one clock

pulse the registers contain the coordinates of the product ctx. Thus if the registers 

initially contain the coordinates of the supporting element , then the contents 

of the last register B ^ -i with successive clock pulses (up to m — 1 pulses) can be 

expressed as follows:

f 1 j  =  0

i - i  (5.1)
-  E  (mod q) J =  1, 2, • • •, m -  1.

i=0

Now we present a Corollary of Theorem 3.2.
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~ 80

<7-valued ^  \*—
shift register

Modulo-<?
addition

Modulo-^
multiplication
by

-4 -^ —

I " '

Figure 5.3: LFSR configuration for multiplication by a. 

C orollary  5.1

ôf =  '^üm -i-i+ id i (1 = 0, 1, •••, m - l ) .
x=0

(5.2)

Proof: From (3.17),

m - lT-' [f+&]ak=  2 ^  aip\n-l 
1= 0

Substituting / =  m — 1 — +  i, we obtain

fç
- fm-l+t]

. ^ m —1—fc+tPm —1
t=fc—{m—1 )

In the canonical basis, for 0 < j  <  m — 1

b1 _  /  1 if i  =  m -  1
P m - l  — 0 otherwise. (5.3)
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So

[tti—l-fil
t = 0

— ^m—1—̂+1̂ 1 Q.E.D.
i=0

Equation (5.1), in conjunction with (3.12) and (5.2), is used to derive the 

following recursive relationship, presented as a Corollary of Theorem 3.2, which 

results in a LFSR (linear feedback shift register) configuration for the generation 

of âfc.

C oro llary  5.2 The constant coefficients 5* ( t  =  0, 1, , 2m—2) of the DTWHE

(3.16) are

ak = S

(fc =  0)
fc-i

Om-I-Jk -  E  (mod q) {1 < k < m - l )
1=0m—1

-  E  âk-1-igm-i-i (mod q) (m < fc < 2m -  2) 
(= 0

(5.4)

Proof: W ith fc =  0, substitute (5.3) in (3.17) to obtain 5o =  Om-i- Now consider 

âk {I < k < m  — 1). With the help of (5.2) the R.H.S. of (5.4) can be written as

k^i / I \
R . H . S  — ûni—1—k ^  ^ 1— j pTTi—/:+/■

1=0 \ i= 0  /
(5.5)

Let

^  ^  1 f ^  ] Q>71—1—̂+»̂ > I Sfn—k+l
1=0 \ i = 0  J

fc—1
=  ^ 2  (Om-l-i^^O +  H---- +  0„,_i<i;) Qm-k+l

1=0
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r<iriR I }ir f.irl tliat «j = 0 when j  > rii or j  < 0, results in

+  +  «m-2^^1 +  f ' m - l f h )  iJm -k+ 2

4- +  O m - l  + lfA +  ■ ■ • +  « m - l ^ Û - - l )  <7m-l

■-- «m-I -h + • ■ * + i/m-l^4-l )

+  «<n-2 + +  g m -k+ 2 (^ \ +  ‘ • • +  O m - l f ^ k - z )

+ (5.6)

.SuJwliliitinR (."».l) into (5.6)

\  —  O *». . % ^ r n  — 2 ^ ^ k —i  “  ^ m —3 ^ k ~ ‘ 2  "

k

1=1

TK»i« (5.5) Iwsromes

ÎMI.S. = -  .\

k
^ — ^ k  “  L.il.S.
*

= V ',

TIvw r»wnp5rt« the proo,'.

CVicnlHami; the thter<•*.«*» for viz.. t  = 0. I <  fc <  m - i  and m <  fc <  2m —9 

#* ^ 0 .  I. ---.  m — I) ran br generated sequentially in the register Rm-i of

f 'npife J t prm-idrd that the LFSR initially contains zero and the input to the 

*nfx'fTt*if»iiryn v> thewqw nrr â _%. ». oo.0. 0. •••,0} of2m ^ 1 elements.
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m̂=2, .&r:

v& 'S..2 V  &■ m - l

—  ►v±>

Figure 5.4: Generation of à^.

m̂-l> *ôft-2’ ’ A)

^m-1i ^m-2 * A)

Figure 5.5: Transformation of c to c

5.2.2 Transformation of c to c

From (3.IS), i.e.,

iff =  0
Ci= <

Cm—1
I

-  Z  (mod q) if f =  ], 2, ■ • •, m -  1
;=i

we have

An—1—1 — ^
Co iff  = 0

Ê  Ci-igm-i (mod q) if f =  1, 2, - • •, ni — 1 
1=0

57

(5.7)

A feed forward shift register configuration to transform c to c is shown in Fig­

ure 5.5. It is assumed that the logic is g-valued and the registers initially contain 

0. The input is the sequence { cq , c j , , c^-i} and the corresponding output is

{C|7i—1, An—2i ? Cq).
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■ffH ©♦

0 & Sn-2

Figure 5.6: The bit-serial multiplication circuit.

Figure 5.6 shows the complete configuration for bit-serial multiplication. All 

registers are initially set to 0. The input to the circuit is the sequence {ûm-i, dm-2 ,

• - - , Co, 0, 0, • ■ -, 0} of 2m elements. As a ^ -i,  Om-s, - -, oq enter the LFSR, 

5o, 5i, •••, 5m-i are loaded into Rq  ̂ R i, - -, Rm-i respectively; at which point 

the switch S  closes. For the next m clock cycles, Cm-i, Cm-2, , Co are obtained

at the output sequentially as shown in Figure 5.6.
m—1

If the irreducible monic polynomial is g{z) =  9i € GF(ç) with
TirO

9k ^  0, where A: (0 < fc < m) is the least nonzero positive integer, then only 

a m — fc -1- 1 stage shift register is required for the feed forward shift register of 

Figure 5.6. Thus by choosing a suitable g{z) with fc as large as possible, the number 

of registers for the bit-serial multiplication circuit can be reduced. For example, 

both I + z + z^ z^^ and 1 -f -f ẑ ® -f z®° -f- z®̂ are irreducible polynomials

over GF(2) of weight five [32]. However, the former requires 31 stages of registers 

in the feed forward shift register while the latter requires only 4.
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Components Circuit of [44] Circuit presented here
Number of 

shift registers 5m 3m

Number of 
2-input AND gates 2m m

Number of 
2-input XOR gates 2 ( m - l )  +  3[W //(ff)-2] (m -  1) -t- 2[\V}i{g) -  2] -h 1

Table 5.1: Comparison of number of gates and registers of two bit-serial multipli­
cation circuits.

5.3 C om parison

If the irreducible polynomial is a trinomial or a pentanomial of the form of g{z] =

{Q < k < m —2), then the bit-serial multiplication scheme of 

[31] for GF(2"*) requires a very simple basis transformation. However, irreducible 

trinomials and pentanomials do not exist for all m. A computer search for a 

suitable basis transformation as suggested in [31] is a case dependent approach. 

From this point of view the bit-serial multiplication scheme proposed here has the 

advantage of being applicable for all irreducible polynomials.

The bit-serial multiplication scheme presented here and that developed by 

Wang and Blake [44] require a multiplicand and multiplier in terms of a canoni­

cal basis, and both generate a product which is also in terms of a canonical basis. 

Functionally these two schemes are equivalent; however, a reduction in the number 

of gates and shift registers is obtained by using the scheme presented here. This is 

shown in Table 5.1 for G F (2'"). To determine the number of gates, it is assumed 

that if gi =  1 (i =  0, 1, • • •, m —1), then the feedback (or feed forward) connection 

with weight gt in Figure 5.6 exists and a XOR gate is used. The total number of 

clock cycles required for the proposed multiplier is 2m and the multiplier of [44] 

may need an additional m cycles to maintain the same ordering of the coordinates 

at the input and output.
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5.4 C onclusions

The relationship between the finite field division and the discrete time Wicner- 

Hopf equation has lead to the development of a bit-serial multiplication scheme. 

The attractive feature of this multiplication scheme is that it can easily be realized 

for all irreducible polynomials and in many cases will require fewer gates and shift 

registers compared to other bit-serial multiplication algorithms.
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C hapter 6 

P arallel M ultip lication  for a  
Class o f G F(2” )̂

6.1 In troduction

The two important finite field operations- exponentiation and inversion can be 

performed by applying multiplication operations repeatedly. Hence it is important 

to develop fast multiplication algorithms which can be easily realized with low 

circuit complexity. When the size of the finite field is large, another issue which 

requires considerable attention is the modular structure of the multiplier.

A modular parallel structure has been presented in [43] using the Masscy- 

Omura multiplication algorithm to multiply any two elements of GF(2"‘) where 

each element of the field is represented with respect to a normal basis. Although 

in general the parallel Massey-Omura multiplier (MOM) requires O(m^) XOR and 

0{m ^) AND gates (all gates are assumed to have only two inputs), a reduction in 

the number of gates cem be obtained by using a suitable irreducible polynomial. 

If the irreducible polynomial is an all one polynomial (AOP), then only 2m^ —2m 

XOR and AND gates are required for the parallel multiplier [41]. A more 

general treatment of this topic is given in [2].

By representing field elements with respect to a canonical basis, Itoh and Tsu- 

jii have developed a structure for a parallel multiplier over GF(2"*) based on ir­
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reducible AOPs [21]. They have also extended their multiplication algorithm for 

irreducible equally spaced polynomials (ESP). Their structure is modular and has 

a lower circuit complexity compared to the MOM.

In this chapter, the field elements are represented with respect to a canonical 

basis. Two structures for parallel multipliers over GF(2"*) based on an irreducible 

AGP of degree m and irreducible ESPs of degree m{m  -f- 1)', i =  1, 2, ••• are 

presented in [15], [14]. By increaising z, the degree of the ESP can be increased 

arbitrarily. It is shown how to construct a parallel multiplier for such large fields 

using the basic modules of the parallel multiplier based on the corresponding irre­

ducible AGP of degree m.

We also develop a squaring algorithm for GF(2"‘) based on an irreducible AGP. 

The realization of the squaring algorithm is very simple. Applying these algorithms 

for multiplication and squaring operations, a structure for computing inverses is 

also developed.

6.2 Itoh-T sujii P arallel M ultip liers

m
D efinition 6.1 [41] A polynomial f [z)  =  / ,a ' over GF(2) is called an AGP of

1 = 0

degree m if /,■ =  1 for z = 0, I, • • •, m.

Examples of possible values of m  for which an AGP of degree m is irreducible 

are 2, 4, 10, 12, IS, 28, 36, 52, 58, 60, 66, 82, 100, 106, 130, 138, etc. [21].

sm
D efinition  6.2 [21] A polynomial g{z) — ^  =  z*”* +  _|_----- 1-z' -hi =

f = 0

/(z*) over GF(2), where /(z )  is an AGP of degree m over GF(2), is called an 

s-equally spaced polynomial (s-ESP) of degree sm.

The coefficients of the ESP are 

9i = 2  (6.1)
t=o
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Examples of possible values of n for which an ESP of degree n is irreducible 

are 6, IS, 20, 54, 100, 110, 156, 162, etc. [21].
m  .

Let f ( z )  = f{^' be an irreducible monic polynomial of degree m over CF(2)
T=0

and o  a root of f{z).  Any element of GF(2'"), say a, can be represented with 

respect to the canonical bcisis {q°, a ’ , -, i.e., a = ooo” + e ,o ' +  «jo* +

■ •• +  where the coordinates a, € GF(2) for 0 <  i < m — 1. With this

representation, Itoh and Tsujii have developed structures for parallel multipliers 

based on AOP and ESP [21]. In this subsection we briefly review the configurations 

of Itoh-Tsujii multipliers (hereafter denoted by ITM).

IT M  based on AOP: Let f [z)  be an irreducible AOP of degree in and a  a
m — 1 m  —1

root of f {z) .  For any two elements a =  Xj a,cd and b = 6,a ' in GF(2"‘), let
1=0 1=0

m — 1

c =  XZ denote the product of a and b. If we represent 
<=0

a — A q -j- A\Oc -{- •••-[- AmOc^

and

b = Bo-h B ia  - h -----h BmOc^i

then, by noting = 1 , it is easy to show that

c =  ah = Co A- C\a. - | -  h Cmo”*,

where

Cfc =  ^  AiBj (mod 2) (0 <  L- < m). (6.2)
(modm+l)

The coefficients c; are then given by

Ck = CkA- Cm (mod 2) (0 <  A: < m -  1). (6.3)
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The basic module of the ITM computes Ck as indicated in (6.2). Each module 

contains (m +  1) AND gates and m XOR gates; and there are m +  1 basic modules 

in the ITM. The transformation (6.3) requires m  XOR gates. So in the ITM, there 

are (m + 1)  ̂ AND gates and rrî  + 2m XOR gates.

ITM  based on ESP: Let g{z) be an irreducible s-ESP of degree n = ms where 

s =  (m -f 1)‘ for any positive integer i and let be a root of g(z). a and h are any
n —1 n  —1 m —1

two elements of GF(2") and a = a,/5' and 6 = %] bi/3'. Let c =  ^  c,- ’̂ denote
1=0 t=0 1=0

the product of a and b. Letting r =  s -f n, if we represent

a = Aq A\ j3 A" +  *

and

b =  B q + B \^-\- ■ • • 

by using /S’’ = I (see Theorem 6.2), we obtain

c =  ab = Co + C i ^ + ----

where

Ck= ^ '^ 3  (mod 2) (0 <  /: < r  - 1 ) .  (6.4)
i + j = k  (m o d  t )

The coefficients c, are given by

C{+jt =  Ci+js +  Ci+n (mod 2) (0 < i <  s “  1, 0 < j  <  m -  1). (6.5)

The basic function of the multiplier based on an ESP for GF(2") can be realized 

by r  AND gates and r  — 1 XOR gates. The total number of AND gates is and 

the number of XOR gates is r (r  — 1) -|- n.
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6.3 P roposed  AOP B ased  Parallel M ultip lier

6.3.1 A lgorithm

m —1 m  —1

Let a =  a,o ' and 6 =  %] 6,or' be any two elements in GF(2"‘) and let
1=0 1=0

m — 1

c = Yi c,o' denote the product of a and b, where a  is a root of an irreducible 
i=0

m

polynomial f {z)  ~  Y  fi^i of degree m over GF(2). Then we have {3.16) which is 
&=:0

rewritten below:

—1 2 ‘ " ' ^0
ânt êm-1 ••• Ôj

a2m-2 G2m-3 * * ' Om-l

■ 6 m _ l ‘ Co

&m-2 Cl

. L .  ^ —1 .

( 6 .6 )

where

tn—1
â k = Y L  Pm-1 1* =  0, 1, • • •, 2m -  2 

1 = 0

and

(6.7)

Om—1
Ci =

i f i  =  0

Cm-l-i +  Ê  Oi-lf-nx-l if f =  1, 2, ♦ • •, m -  1. 
/=!

(6 .8)

According to (6.6), the corresponding multiplication algorithm has the following 

steps.

Si- Transformation of Go, gi, Om-i to gq, gi, 02m-2 (Equation (6.7)).

52. Matrix multiplication to obtain Cq , c%, •••,  0^-1 (Equation (6.6)).

53. Transformation of Co, ci, ••*, Cm-i to the desired coordinates co, Ci, •••,  c^-i

(Equation (6.8)).
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a,.a,,—. B3B2

Figure 6.1: Block diagram of the realization of a parallel multiplication.

Figure 6.1 shows a general block diagram for the realization of a parallel mul­

tiplier using the above algorithm. Note that, if f {z)  in Eq. (6.6) is not irreducible, 

then the algorithm will perform multiplication over a polynomial ring modulo f{z).

The m x m  Toeplitz matrix in (6.6) has a maximum of 2m — I distinct entries. 

The complexity for the realization of S i  (and consequently for the whole parallel 

multiplier), depends on the number of distinct entries in the Toeplitz matrix. By 

choosing a suitable irreducible polynomial f {z)  in Eq. (6.6), the number of distinct 

entries can be reduced. The focus of the following discussion is on the construction 

of a parallel multiplier based on an irreducible AOP using the above multiplication 

algorithm.
m

For an irreducible AOP f {z)  =  12 over GF(2), a root a  of f {z)  satisfies
1 = 0

TTl —1

a"* =  X2 û* and a ”'"*"' =  I. Hence, for any integer j ,  we have 
1=0

_b'l _  J:  mod ( » n + i ) ]
Pi — Pi (6.9)

where for 0 < i <  m — 1 is the zth coordinate of cP.

When f {z)  is an irreducible AOP, /,• =  1 for i =  0, 1, , m — 1 and (3.12)

becomes

=
 ̂ p t J i =  0

, p t - i  +  P îTi  ̂ i =  1, 2, -, m -  1.
(6 .10)
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If (6.9) is substituted in (6.7), there are only m +  1 distinct and 11 icy can 

be expressed in terms of the coordinates of a. Combining (4.-1) and (6.10) for 

0 <  ifc < m, the result is

Pm—1 — 4"

Using (6.9) and (6.11) in (6.7)

ûm-l t  =  0
àk =  ̂  ûm -i-t +  am-k (mod 2) fc =  1, 2, • • •, m -  1

oq k = m.

For m  + I < k < 2m — 2, (6.9) results in

^k  =  àj. n io d  (m + i)-

We therefore have

^m—2 3
1 —2

^0 ^m—1
(̂ 0

• • •  Û1 Go ■ b m - l  ' Cq

■ • ■  “ 2 Gj ^ m —2 Cl
- • • G3 02 ^TFI—3 C2

G^ 03 1 C3

d m  d m —1 .  I , .  Cm-1 _

or, equivalently

m—1

( 6 . 11 )

(6 . 12)

(6.13)

— X) mod (rn+i) (mod 2) f — 0, 1, - - -, m — 1. (6.14)
j=o

For the AOP f {z)  of degree m, the transformation of cq, ci, ■ ■ - , c^-i to o ,  cj, 

-, is obtained from (6.8) as

Cm-i-.- =  (mod 2), z =  0, 1, m —1
i=o

1 =  0
-f Cm-{ (mod 2), 1 =  1, 2, " ,  m — 1. (6.15)
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©

r ®

■à,

a.'m - 2

a.

© mod 2 adder.

Figure 6.2: Transformation of ûq, gj, a ^ -i to âg, Sj, 5^ (Module F).

Note that (6.12) (along with (6.13)), (6.14) and (6.15) correspond to S i,  52 

and S3, respectively, for an irreducible AOP of degree m.

6.3.2 Structure, Com plexity and Comparison

Denote the circuits which realize (6 .12), (6.14) and (6.15) as modules P , Q and 

R, respectively. Details of these modules are shown in Figures 6.2, 6.3 and 6.4. 

Module P  transforms gq, Gi, •••, g^ - i to Gq, à;, • •• ,  5̂ %, and requires m — 1 

XOR gates. There are m identical cells in module Q for matrix multiplication. The

inputs to the £-th cell are two m-tuple vectors, viz., G(, .̂n;_i), â(,-+„i_2), • • •, 

and ^m-2  -, where (z) in the subscript is used to denote x  mod

(m + 1). The m-tuple vector (̂x+Tn—1)? 2)j 1 (̂x) ÎS tapped from the m + 1

m —1

bit bus containing 5,^, , êg. The output of the zth cell is c, =  ^  6jâ(,+j).
i=o

Each cell contains m —1 XOR gates and m AND gates to realize the mod 2 additions
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A); ^ " 1 ^m- 1
{m bits)

Oq, a,, Û2, •••, a„ 
(m+1 bits)

a^, 0|, Oj,
N
y

Cell
J L

ÎL
 nT c ^

y  1

ÏL
V

Cell
m-1

Figure 6.3: Matrix multiplication (Module Q).

----- 1

Figure 6.4: Transformation of cq, ci, •••, Cm-i to co, ci, Cm-i (Module fî).
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Multiplier
description

Number of 
XOR gates

Number of 
AND gates

Timc delays 
due to gates

MOM [43] 2m? — 2m m^
[log2( m -  l)D D x

ITM [21] m~ -h 2m jTp -p 2m -h 1 Da +  [logotn-i- 
logo(m-f 2)]Da-

Presented here m? -p m — 2 mr Da +  (m  — 1-f 
[log2(m -  1)])D a

Table 6.1: Comparison of number of gates and time delays for three parallel mul­
tipliers based on the irreducible AOP of degree m.

and multiplications, and introduces a time delay of Da +  f^og2(m — where

Dx  and Da denote the delay for an XOR gate and an AND gate respectively. 

Module R  transforms co, ci, Cm-i to cq, cj, using m — 1 XOR

gates. Due to the dependency of c, on the delay for this transformation is 

{m — l)D x  and the total delay in the three modules is D,t + (m-f-flog2(m —

The total number of XOR and AND gates arc -f m — 2 and m*. respectively. 

The number of gates required is less than that of [43] or [21]. A comparison of 

the number of gates and approximate time delays for these modular structured 

parallel multipliers is shown in Table 6.1.

Cor an AOP based parallel multiplier, block B1 (refer to Figure 6.1) contains 

one P  module, B2 contains one Q module and B3 contains one R  module. Later 

it will be shown that an ESP based parallel multiplier can be constructed by using 

additional modules of the same type in each block.

It can be shown that, for arbitrary /( s ) ,  the number of gates in the multiplier 

structure is O(m’), which leads to a partial solution to the problem proposed by 

Itoh and Tsujii in the last paragraph of [21].



CHAPTER 6. PARALLEL MULTIPLICATIOAIS 71

6.4  Inversion

One of the main objectives in developing a parallel multiplier is to use it repeatedly 

for the computation of inverses and exponentiations in finite fields [43]. The parallel 

multiplier presented in the previous section has a lower circuit complexity, but a 

longer time delay compared to those in [43] and [21]. In this section we consider 

a  structure for the fast computation of inverses. A similar approach can also be 

used to obtain a structure for computing exponentiations.

It is well known that for a Ç GF(2”*), a~^ =  and therefore [43]

a - ' =  a V . . .  (G.IG]

Thus, the computation of the inverse of a requires m  — 1 squaring i)pcrations and 

m — 2 multiplications.

6.4.1 Squaring Algorithm

The multiplication algorithm presented in the previous section can be used to 

square an element of GF(2”*). However, squaring can be performed in a more 

efficient way as described below.
771 — 1 _

For a =  %] where a  is a root of an irreducible polynomial f{z )  of degree
t = 0

m  over GF(2), let c = then

*•■=0 i=0 «=0 fc=0

Hence

771 — 1

1 = 0

If f ( z )  is an irreducible AOP, (4.4) and (6.9) result in

_  I  ^2{,m + S2i,k even k
1 ^ 2 i',7 7 1  +  ^ 2 i , t + 7 7 i + l  odd k.
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•m/2

even numbered 
coordinates

odd numbered 
coordinates

Figure 6.5: Configuration for the parallel squaring operation over GF(2”*) when 
the AOP of degree m is irreducible.

Consequently, Cm-i =  and for 0 <  -̂ <  m — 2,

Ck =
G= + fl* (mod 2 ), even k

G= + (mod 2 ), odd k. (G.IT)

Figure 6.5 shows the configuration for the parallel squaring operation. It re- 

cjuin's m — 1 XOR gates and has a time delay of Dx-

6.4.2 Structure for Inversion

A block diagr.i.ui for computing the inverse of a using (6.16) is shown in Figure 6.6. 

There are two m bit registers which arc initially loaded with the m  coordinates of 

ehnjenl.s a and n" = 1 as shown in the figure.

Referring to Figure 6 .G, the time delay in the squaring loop is only Dx- How- 

eser. the delay in the multiplication loop is much longer viz.. (m + [Iog;( m -  I )] )Dx 

-*• Dx- In this sufeection. the stnicture for computing inversion is modified to min­

imise the lime delay in the multiplication loop.
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Squaring loop

inverse 
of a

Initially loaded 
with a

ModuleModule Module

m bit 
register

Parallel
squaring
opcratior

m bit 
register

Initially loaded 
with a ”

Figure 6 .6: Block diagram for compuling inverse. 

First, rewrite (6.15) in the following matrix equation 

c = T c

T  =

Co, Cl, , Cyn-1

■ 1 1 1 . . .  1 1 ■
I 1 1 . . .  1 0
1 1 1 0 0

1 1 0 . . .  0 0
1 0 0 . . .  0 0

m— I

i=0
and

m

T  =  is an m + 1 by m -f I matrix over GF(2 ) where

. _  f 1 if * + i  < r
^ 0 otherwise.

Similarly from (6.12),

5 =  Ta

( G . IS)
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where à =  [âo, «j 9 ^ = [

r 0 0 0 . . .  0 1 ■
0 0 0 . . .  1 1
0 0 0 . . .  1 0

T = • ■ . . •

0 1 I 0 0
1 1 0 . . .  0 0

T = is an m +  1 by m + 1 matrix over GF(2) where

- _  r 1 i f i + j  =
*’■’ [ 0 otlierwis

= m, — 1 or m 
otherwise.

It is easy to show that 

T T  =  I  (mod 2), (6 .20)

where I is the m + I by m + 1 identity matrix.

Now referring to the multiplication loop in Figure 6 .6 , the vectors a, â, c and c 

can be obtained from the outputs of the register and modules P, Q, R, respectively. 

Equating the output and the input of the register at the (n +  l)th  and the nth 

cycles, the result is

where is used to denote the vector x  at the nth clock cycle. Using (6.19) and 

(6 .20), the final result is

- I n + l )  ^  « j v j - ( n )  ^  - ( n ) (6 .21)

Equation (6.21) implies that the blocks for the transformation operations (mod­

ules P  and R) as shown in the multiplication loop of Figure 6.6 can be bypassed.

However, this rcrjuircs the generation of the last clement of vector c i.e.. c,.
1=0
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m+I ,

From squaring loop

Modified Q 
(with an extra 

cell)

Module

m +1 bit 
register

- f -K  inverse 
of a

M—I
Initially loaded 

with (0 , —,0,1,1)

Loop delay: flogj (m -  l)]D;y + D^.

Figure 6.7: Block diagram of a fcister multiplication loop for inverse computation.

The latter can be simply obtained using m — 1 XOR gates to perform mod 2 ad­

ditions of the outputs of module Q. The time delay in the multiplication loop 

is 2 [log2(m — 1)1 +0/^. However, this delay can be approximately iialved Ijy

generating the last element of c in parallel with the other elements of c. As shown 

in Figure 6.7, instead of module Q, a  modified version of module Q is used to gen­

erate all the elements in parallel. The modified Q is obtained by appending one 

cell (i.e., Cell m) in the original module Q (refer to Figure 6.3). The input vectors 

to this cell are , (n, 6i, 6q]‘ and , ài, âo, 0^] and the output

m —1 m —1
is which is equal to Q as shown below.

j=0  i=0

For 0 < j  < m  — 2, using (4.5) in (6.7) results in

m —1

■‘j+m = H  (mod 2)
t=0
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m — t

= (mod 2)
1 = 0

=  (mod 2 )
1 = 0

in —1
=  ôj+„,_, +  Z  », (mod 2 )

1=0

=  5 j + m - l / m - l  +  à j + m - 2 f m - 2  +  ^  ( m o d  2 )
:=0

m  —I

= H  ";+<•/> (mod 2).
1 = 0

Then for an irreducible AOP,

m — 1

«(;+"') =  «Ü+0 (mod 2), 0 < j  < ni -  2
j=0

where ( t)  in the subscript denotes x mod (m + 1). Recalling from (6.14) that
m —1

Ci =  ^  àjâ(i+j) (î = 0, 1, • ••, m — I), the final result is,
j=0

t n —1 Tu — 1

Y ^ c ,  = (mod 2).
1=0 j=0

Since module P  for the transformation of oo, Oi, • • *, a ^ -i to âo, âi, • • -, 

has been eliminated from the multiplication loop in Figure 6.7, the register must 

be initially loaded with the appropriate vector. The m-tuple initial value of the 

register in the multiplication loop of Figure 6.6 is a° =  (1, 0, 0, ••*, 0). Thus 

the corresponding (m -f- 1) tuple vector a  at the 0-th clock cycle is

=  [0, 1, 0, •••,  0, Of.
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Inverter
description

Number of 
Registers

Nunrbcr of 
XOR gates

Number of 
AND gates

Time delays 
due to gates

Wang ct at. 
[43] 2m 2m* — 2m m" (m -  2){Da + (1 + 

[!og;(m -  l)l)D.v)
Using ITM 

[21] 2(m + 1) m* -i- 3m m* 4- 2m + 1 (m. — 2 )(Dyi + [log.j 7/1 + 
log2(7n + 2 )1 Da')

Presented
here 2m +  1 m^ 2m — 3 m* (771 — 2 )( D,\ + ( H-

[log3(m -  1)1)D.y) + Dx

Table 6.2: Comparison of number of gales and time delays for ihrce invcrlcrs. 

Substituting in (6.19), wc obtain

â(°) =  [0, 0, 0, I, 1]' (6.22)

which is the desired vector to be initially loaded into the m + 1 bit register of the 

multiplication loop in Figure 6.7.

Table 6.2 gives a comparison of the inverter presented here with the inverter of 

[43] and the one which can be obtained using ITM [21]. These inverters arc based 

on (6.16) and each requires m — 2 multiplications. The number of multiplications 

can be reduced using the algorithms proposed by Itoh [19].

6.5 P rop osed  ESP B ased  Parallel M ultip lier

Recently, irreducible ESPs have been given special attention in the literature [21], 

[20]. ESPs of arbitrarily high degree can readily be obtained from a corresponding 

irreducible AOP of a very small degree. Moreover, Itoh and Tsujii have shown that 

parallel multipliers based on irreducible ESPs have structural modularity [21]. As 

a result, irreducible ESPs are of practical importance. In this section, ESP based 

parallel multipliers are presented which have structural modularity as well as low 

circuit complexity.
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6.5.1 Condition for an Irreducible ESP

In order to derive a condition for an ESP to be irreducible, the following theorem 

is useful.

T heorem  6.1  [45] Let f (z]  be an irreducible polynomial of degree m  over GF(q). 

Let k be a prime, A:j(<7"* — 1). Then g(z) = /{c*'), z = 1, 2, • • • is irreducible over 

GF(ç) iff

^  1 (6.23)

where a  € GF(<7"*} satisfies f{of) = 0.

Corollary 6.1 follows immediately.

C orollary  6.1  [15] Let f {z)  be an irreducible AOP of degree m  over GF(2). Then 

g{z) =  (z = 1, 2, •••) is irreducible over GF(2 ) iff 2”̂  ^  1 (mod

(m +  1)2).

Proof: Since f {z)  is an irreducible AOP, m + 1 is prime and the order of a  is 

m + 1. So (6.23) implies that

2 " ' - l  ,

or.

2”‘ 7!̂  1 (mod (m + 1)2).

A result similar to Corollary 6.1 has been found independently by Itoh [20].
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6.5.2 Structure

Wc now apply the algorithm described in Section 6.3 to ESP based parallel mulii- 

pliers. The following discussion is similar to that for the .AOP based parallel mul­

tipliers. In this subsection, reference to an AOP and an ESP implies an irreducible 

AOP of degree m and an irreducible s-ESP of degree n (n = ms = j;i(7u -f I)'), 

respectively.

T h eo rem  6.2  [15] If $ satisfies g{j3) =  0, then the order of /3 is (m -f 1) '^ '. where 

g{z) is an (m -f 1)*-ESP as specified in Corollary 6 .1.

Proof. Since

 1_ ^  „  Q, (6.2-1)

multiplying both sides of (6.24) by and then adding the result to (6.2-1) we

obtain = 1.

Suppose there exists a k such that m(m 4-1)' < k < -f 1 )'■*■’ and = 1- 

Then k must divide (m -f I)'"*"̂ . Since (m -f 1) is prime, k = {m -f 1)'" '̂ which 

completes the proof.

Using Theorem 6.2, we have for any integer j ,

r f  =  pF i =  0, 1, ■ ■ •, n -  1, (6.25)

where r  =  (m -f l)'"*"̂  is the order of Corresponding to (6.11) for an AOP, we 

have the following equation for an ESP

Pnii =  +  Sk,T-i 0 < k  < r  - I .  (6.26)

Equation (6.25) implies that there are only r  distinct âk in (6.6) and they are

obtained by using (6.25) and (6.26) in (6.7) zis follows.

' 0 < i < s -  I
Ü; — < -t- Gr-i-,- (mod 2) s < z <  n -  1 (6.27)

. ar-i-i n < i < r - \ .



CHAPTER 6. PARALLEL MULTIPLICATIONS 

Equations (6.6 ) and (6.8 ) can now be written as

80

^n— 1
à„

I

âo

^n—2
ân-l

àr-2
âr-1

3
ân—2

àr-3
ûr-2

7̂1—a—2 —3

or, equivalently

Q] «0
âj êi

âj+j ûj 
« s + 2  â j ^.1

âfi â,i_j _

■ 6 n _ ,  ■ Co
K ~2 Cl
67,-3 C2

671—1 C3

.  . .  ^ 7 1 - 1  .

n — 1

c,- =  V  (mod r) (mod 2) ?: =  0, 1, • • •, ?i -  1
j=0

(6.28)

(6.29)

and

Cn-i-i =  ^  c.-„; 5„_/ (mod 2 )
(= 0

=  (mod 2)
îz=0 \ t = 0  /

where (6.1) has been used to substitute the coefficients of the ESP. The quantity 

inside the parct.iiiesis is nonzero when I =  j s  (j =  m — k). So

Cn—1—i —
I'/'J

Ci-js (mod 2)
j=o

Ci 0 < i < s - l
s < i < 2 s ~ lCi +  Ci.s (mod 2)

, Ci +  + -------- 1- C i-s  (mod 2) s(m  -  1) <  i <  n -  1

^  (6.30)Ci +  (mod 2) s <  Î <  n -  I. ^
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The structure of the s-ESP based parallel multiplier is then a straightforward 

realization of (6.27), (6.29) and (6.30). However, it is always advantageous to have 

a modular structure, especially for VLSI implementation of a parallel multipliin- 

with a large value of n. Given the three basic modules {P, Q and R) of the .\0 P  

based parallel multiplier, if a corresponding ESP based parallel multiplier could b e  

designed using the same three modules, it would reduce the design time.

In order to have a regular expansion of the three basic modules, modify (6.27), 

(6.29) and (6.30) for 0 < i <  s — 1 as follows.

an-i-i =  0
ai+sk = an-i-i-,k + Cr-i-,-at (mod 2) fc = 1, 2, ■ • •, m -  1 (6.31 )

k = VI ,

a—1 m —1

Cf+sfc =  y ] y ] (mod r) (mod 2) k — 0, 1, • • •, rn I
j=o /=o

a—1
=  (mod 2) k = 0, 1, •••, m —1 (6.32)

i=o

where

5  22  (mod r) (mod 2) 6 =  0, 1, - m -  1, (6.33)
(=0

+  (mod 2) 6 =  1, 2 ,

The similarities of (6.31), (6.33) and (6.34) with (6.12), (6.14) and (6.15), 

respectively, imply that an ESP based parallel multiplier can be constructed with 

modules P, Q and R. These are the same modules used for the construction of the 

corresponding AOP based parallel multiplier. For an ESP based multiplier, block 

B1 (refer to Figure 6.1) contains s copies of module P {Pi, i =  0, 1, ■ • •, s — 1). In
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addition to copies of module Q (Qij, i , j  — 0, 1, —1), B2 contains ?i(5 —1)

XOR. gates. Block B.3 contains s number of R type module (R,-, z =  0, 1, 1).

Modules P,, and R, r c a l i x e ( L *  =  0, 1, (L'= 0, 1, m —1)

and c„_i_,_,fc (L = 0, 1, •••, m -  1) respectively. As a simple illustration, the

parallel multiplier based on the irreducible 3-ESP + 1 corresponding to the

irreducible AOP + - + 1 is shown in Figure 6.8 . Note that 3", 3^, • • • -ESP 

based parallel multipliers can be constructed using the same three modules.

6.5.3 Com plexity and Comparison

In general, the proposed ESP based parallel multiplier which has modular structure 

requires -f- n — 2s XOR gates and AND gates. When compared to the ITM 

multiplier based on the same ESP, a reduction of s ‘ -h s -}- (2s — l)n  XOR gates 

and s^ -h 2ns AND gates is obtained by using the proposed scheme.

The time delay in the structure as a stand-alone parallel multiplier is about 

(m -f log; n)Dx -f D /. When the multiplier is to be used for computing inverses 

or exponentiations, the delay in the multiplication loop can be reduced to about 

(log; n)Dx + Da as has been shown for the AOP case.

For a highly composite number n, an algorithm for parallel multiplication 

has been presented by Pincin where the existence of intermediate fields between 

GF(2'') and GF(2) has been exploited [33]. The parallel multiplication can be 

realized with a time complexity of O(logn). However, the circuit complexity is 

relatively high. For example, when n =  m(m -f 1)', the number of AND gates 

is ((m — 1)  ̂-j- m^) (m^ -|- (m -1- 1)̂ )* [33]. The corresponding ESP based parallel 

multiplier presented here requires only m^(m + 1)^‘ AND gates; and the time delay 

of the ESP based multiplier can be reduced to O(logn) for computing inversion 

(or exponentiation) as described in the previous paragraph. Moreover, the ESP 

based multiplier provides a modular structure and a relatively lower communica-
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RCSl

RCS!

4
4

4
q

4

one Right Cyclic Shift,

Figure 6 .8; Structure for the 3-ESP based parallel multiplier.
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tion complexity which are important for large finite fields.

It has been mentioned earlier that by choosing a suitable irreducible polynomial, 

the number of distinct entries in the Toeplitz matrix of (6.6) can be reduced. When 

the multiplication algorithm given in Section 6.3 is used, a reduction in the number 

of distinct entries does not always result in lower complexity parallel multiplier. 

There are certain n (n =  m{m  + 1)‘) for which an irreducible AOP as well as an 

irreducible ESP of degree n exist. For the irreducible AOP of degree n, there arc 

only n +  1 distinct entries; and the AOP based parallel multiplier requires n '  AND 

gates and +  n — 2 XOR gates. On the other hand, for the irreducible ESP of 

degree n, there are u + s, (s =  (m +  1)'), distinct entries and the ESP based parallel 

multiplier requires v? AND gates and +  n — 2s XOR gates giving a reduction 

of 2 (s — 1) XOR gates over its AOP based counterpart.

An AOP of degree n is irreducible if and only if n + 1 is prime and 2 is primitive 

mod (n +  1) [41]. Combining the conditions of the irreducibility of AOP and ESP, 

we can find n for which both irreducible AOP and ESP exist. Examples of such n 

are 18, 100, 162 and the corresponding spacings for the irreducible ESPs arc 9, 25 

and 81 respectively.

Thus it may be concluded that if, for a given n, an irreducible AOP as well as an 

irreducible ESP exist, from the complexity point of view, it is advantageous to use 

the ESP based parallel multiplier. Moreover, this particular ESP based multiplier 

can be constructed from the three basic modules of the parallel multiplier based 

on the irreducible AOP of degree m.

6.6 C onclusions

In this chapter, structures for parallel multiplication based on irreducible AOP 

and ESP have been developed. The structures are simple and modular which 

is important for VLSI design. The circuit complexity of the proposed parallel 

multipliers is less than that of the parallel multipliers of [43] or [21] of the same
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classes of GF(2”*), and the reduction is significant for ESP based parallel multi­

pliers. Furthermore, when repetitive multiplications are required, the structures 

can be modified to enable an implementation of fast multiplications and it there­

fore makes fast exponentiation and inversion possible. It has been shown that the 

three basic modules of an AOP based parallel multiplier of a small field can be 

used to construct all the corresponding ESP based parallel multipliers of larger 

fields. This expansion is regular and provides a convenient way to design parallel 

multipliers for very large finite fields. It has also been shown that if, for certain 

degrees, both irreducible AOP and irreducible ESP exist, it is advantageous to use 

the ESP based parallel multipliers.



C hapter 7

A n  A rchitecture for A  Low  
C om plexity  R ate-A d ap tive
R eed-Solom on  Encoder

7.1 In trodu ction

A Reed-Solomon (RS) code is a multiple-error-correcting code. The multiplc-error- 

correcting capability of RS codes has been used in many practical applications. Ex­

amples of important practical applications include space communications, mobile 

communications, magnetic and optical recording systems.

An RS encoder which has a low circuit complexity has been developed by Hsu, 

et al. [18] using Berlekamp’s bit serial multiplication algorithm [6]. However, the 

error correcting capability of their encoder is fixed. Moreover, the coefficients of 

the generator polynomial are represented with respect to a canonical basis, whereas 

the input data symbols as well as the output codeword symbols are represented 

with respect to the corresponding dual basis. When the encoder is to be part of a 

larger device, it is desirable that all terms be represented with respect to a common 

basis.
In this chapter, an RS encoder which overcomes the above two problems is 

presented [13]. The bit-serial multiplication algorithm developed in Chapter 5 is 

used to obtain the encoder.
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Section 7.2 describes the encoding algorithm. Section 7.3 presents a so-called 

triangular basis and applies the multiplication algorithm of Chapter 5 to obtain 

a  pipelined bit-serial constant multiplier. Section 7.4 describes a structure for a 

fixed-rate RS encoder using the multiplier. An efficient RS encoder with a variable 

code rate is presented in Section 7.5. Finally concluding remarks are made in 

Section 7.6.

7.2 E ncod ing A lgorithm

An (n, k) RS code with symbols from a finite field F  can correct a maximum of 

t = [(n—fc)/2J symbols in error. In our discussion, we consider F  =  GF(2”*), which 

is the most widely used finite field. Then the length of a codeword is n =  2"* — 1 

symbols and each symbol can be represented by m  binary digits. A codeword 

consists of k data symbols and n — k = 2t parity check symbols. The code rate or 

information rate of the code is defined as k/n .  This code has a minimum distance 

o fn  — fc-fl =  2 i-M  symbols. The generator polynomial 5 (1 ) is defined as

9{x) = =  n  (^ "  , (7-1)
1=0 t=0

where 7  is a primitive nth root of unity in GF(2"‘) and k is an integer constant. 

Note that when the number of redundant symbols is decreased to obtain a higher 

code rate, the coefficients 5; of the generator polynomial change.

Let the sequence of k data symbols in GF(2”*) be {do, di, - , d&_i}. The

data sequence can be represented by a polynomial as follows:

d(x) = do + dix   h dk-ix'‘~^. (7.2)

Let the corresponding sequence of n codeword symbols be {(%, c%, -, c„_i}. The

polynomial representation of the codeword is

c(x) =  Co +  Cix H- — +  Cn-ia:” Ci € GF(2’"). (7.3)
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In systematic form, a codeword is obtained by adding n ~  k parity check symbols

to the data symbols. Denote these symbols by {po. Pi, , P2j-i}- Then

{cq, Cl, - , Cn-l} =  {po, Pi, , p2t-x^ do, di, , djt_i}.

In polynomial notation, we can write

c(x) =  p(x) +  x""''d(x), (7.4)

2 ( - l
where p\x) =  ^  is a polynomial over GF(2"^) of degree 2i — 1 or less. The

parity symbols p,- are chosen such that c(x) is divisible by the generator polynomial 

^(x), i.e.,

P(3:) =  Rg{T) [x'‘-*cf(x)] , (7.5)

where i 2g(x)[-] denotes the remainder after division by g(x).

Thus the encoding of the RS code in systematic form consists of the following 

three steps.

E l .  Pre-multiply the data polynomial d(x) by x”“ ‘̂.

E 2 . Obtain p(x) as defined in (7.5).

E3. Combine p(x) and x”“*'d(x) to obtain the codeword c(x) as indicated in (7.4).

The second step of the encoding algorithm requires multiplications in the field 

GF(2”*). The complexity of the RS encoder depends mainly on the associated 

multiplication circuitry. A standard architecture for an RS encoder is shown in 

Figure 7.1 where parallel-type multipliers are used for step E 2 . A parallel-type 

multiplier may take 0{m^) two-input AND gates and XOR gates. However, the 

circuit complexity of a bit-serial multiplier is only 0{m)  [6], [44].
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9  S2 .

(codeword)

m bit shift register.

Si Parallel multiplier for multiplying an element in GF(2“ ) by the fixed clement Si 
of the same field.

Parallel adder for adding any two elements in GF(2") .

Figure 7.1: RS encoder with parallel multipliers of GF(2"‘).

7.3 A  P ip elin ed  B it-Seria l C onstant M u ltip lier

In this section, a particular set of independent elements are chosen to form a basis 

(a triangular basis). The involvement of the triangular basis in the multiplication 

algorithm of Chapter 5 is demonstrated. Then a structure for a pipelined bit-serial 

constant multiplier for GF(2"*) is presented.

7.3.1 Triangular Basis

Wang and Blake have used a transformation matrix of the following form [44]

/ i  /2  • • • /m -l 1
/s /s  * ■ • 1 0

1 0 0 0
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where / ;  are the coefficients of the irreducible polynomial / ( i )  =  è  / ,x ‘ defining
1=0

the field GF(2”‘). This leads to the following theorem.

m—1—j
T h eo rem  7.1 Let =  I]  /;+j+iO:’ where f {x)  = ^  /;x* is an irreducible

i= 0 t= 0

polynomial of degree m over GF(2) and f {a)  = 0. Then 

forms a  basis of the field GF(2"‘).

Proof: The elements 1, a , a^, are linearly independent and

(T.6)

where the m  x m  matrix is non-singular. Thus j3o, 0i, •••, 0m-i are linearly 

independent and so form a basis. Q. E. D.

The basis {0o, -, 0m^i} is referred to as a triangular basis. Any element

a € GF(2”‘) can be represented as

r /5o 1 f l  l2 "  • / m - l  1 ■ 1 ■
A

—
Î2 fz  1 0 a

.  0 m —1 . _ 1 0 0 0 .

m —1

a =  1 2  
1=0

(T.T)

where 5,- € GF(2) for 0 <  i <  m — 1 are the triangular basis coordinates of n. The 

transformation of coordinates of a from the canonical basis to the triangular b;isis 

is given below.

ài -  +  (1 -  £̂,o) (mod 2) 0 <  i <  m -  1, (7.8)
i = l

and from (7.8)

O-m—l—i — ^ 2 ( mod 2) 0 ^  Z ^  T7Ï I. 
1=0

(7.9)
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Equation (7.9) correspond to transformations from the triangular basis to canonical 

biisis. The involvement of the triangular basis in the multiplication algorithm of 

Chapter o is seen by comparing (7.8) and (7.9) with (3.17) and (3.18). Thus the 

basis transformations can be accomplished with the shift register configurations 

of Figures 5.4 and 5.5. These configurations are referred to here as recursive and 

non-recurs!VC filters, respectively.

7.3.2 M ultiplier Structure

The bit-serial multiplier (refer to Figure 5.6) does not provide a pipelined opera­

tion. To develop a structure for a pipelined bit-serial multiplier based on (3.16), 

(3.17) and (3.18) the multiplication algorithm is described as follows.

M l. Use Equation (7.8) to transform a,- to a,- for 0 <  i <  m — 1.

M 2 . Generate the rows of the Toeplitz matrix in Equation (6 .6).

M 3. Perform the matrix-vector multiplication described in Equation (6.6) to ob­

tain c,- for 0 <  z <  m — 1.

M 4. Use Equation (7.9) to transform Cj to c,- for 0 < z <  m — 1.

A pipelined bit-serial multiplier for a constant value of b using the above algo­

rithm is shown in Figure 7.2 where the coordinate am-i enters the multiplier first 

(say, at the 0th clock cycle). As the other canonical basis coordinates of a enter 

the recursive filter, they are transformed to the triangular basis coordinates. At 

the mth clock cycle, the 0th row of the Toeplitz matrix is loaded into the LFSR 

and both the recursive and non-recursive filter registers are set to zero. During 

the clock cycles m to 2m — 1, the canonical basis coordinates of the product are 

obtained from the non-recursive filter and the coordinates of the multiplicand a for 

the next problem can enter the recursive filter, giving a  pipelined operation. Thus 

the total computation time for a multiplication in GF(2"‘) is 2m cycles with the
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flo ••• a„-\

LFSRm - l

Non-recursive Filter

Recursive Filter

Dot-product

A) q -

Figure 7.2: A pipelined bit-serial constant multiplier for GF(2"‘).

first m cycles used for basis transformation. The computational delay is m clock 

cycles.

7 .4  A  F ix ed -R a te  R S E ncoder

7.4.1 Structure

A structure for an RS encoder using the pipelined bit-serial constant multiplier is 

shown in Figure 7.3. The structure is divided into four main units.

1. Basis Transformation Unit: This consists of one recursive and one non­
recursive filter. The recursive filter transforms the coordinates of the input data
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MaXriz-Vcdor 
MuliiptlcaUoR UniL

Row Generation Unît

Baiis Transformation
UnitRemainder Urui

x̂ ’dix)
(data)

c(;c) 
(codeword)

Figure 7.3; A fixed-rate R5 encoder structure using a pipelined bit-serial constant 
multiplier.

symbols from the canonical basis to the triangular basis. The non-recursive filter 

transforms each outgoing codeword symbol back from the triangular basis to the 

canonical basis.
2. Row Generation Unit; This is simply an LFSR whose feedback connections 

are determined by the primitive polynomial /(x ) . K the LFSR is initially loaded 

with row 0 of the Toeplitz matrix, then at the successive m — 1 clock cycles, the 

contents of the LFSR are rows 1 to m — 1, respectively.

3. Matrix-Vector Multiplication Unit: This unit consists of 2t identical modules 

Mo, M l, -, M jj-i each of which performs a dot product of two input vectors. 

The common input to all the modules is a  row of the Toeplitz matrix. The other 

input to module M,- is the i-th coefficient gi of the generator polynomial. For a 

fixed-rate encoder, the coefficients can be hardwired to the modules. The module 

outputs are the coordinates of the dot product with respect to the triangular basis.

4. Remainder Unit: Stores the coefficients of the remainder polynomial. The 

remainder coefficients are elements of GF(2”*) and are represented relative to the 

triangular basis. Modulo-2 additions are performed bit-by-bit in the triangular
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bcisis.
In addition to these four units, the RS encoder requires circuitry to generate 

the necessary control signals. For example, this circuitry must generate a signal 

to load the LFSR and reset the registers of the two filters every ui clock pulses. 

Another control signal is necessary to realize the operation of the two switches.

The data sequence {do, is shifted bit-by-bit into the encoder

circuit and simultaneously into the communication channel with switches Si and 

S2 at position A. Shifting the data into the circuit from the right hand side is 

equivcJent to pre-multiplying d{x) by 1"“*'. As soon as the complete data sequence 

has entered the encoder, both switches are placed in position B. Over the next 

77i(n — k) clock cycles, the check symbols are transmitted into the channel.

7.4.2 C om plexity and Comparison

As a measure of circuit complexity of the encoder, the number of registers and 

modulo-2 adders is considered. These adders can be realized by XOR gates.

The complexity of the Basis Transformation and the Row Generation units 

depends on the primitive polynomial f {x)  defining the field GF(2”*). If f {x)  =  

x”* -f x*'” +  x^"~  ̂ -h ■ • ■ -t- +  1, where m > kn > fcn-i > • • • > fco > 0 «md the

Hamming weight of /(x )  is kF//(/), then the Basis Transformation unit contains 

2m — ko — 1 registers and 2{Wff{f )  — 2} adders.

In addition to n — 1 length m registers, the Remainder unit contains modulo- 

2 adders. Let Radd denote the number adders required in the Remainder unit. It 

is obvious from Figure 7.3 that Radd < n  — k —l. Any reduction in the number of 

adders is obtained only by choosing g{x) such that it has one or more coefficients 

(expect go and gn-k) equal to 0. However, since g{x) must itself be a codeword, 

it has Hamming weight > n — k 1. Hence all the coefficients go, gi, • • •, gn-k 

must be nonzero. Consequently, we must have Radd = n — k — 1.

There are 2t identical modules in the Matrix-Vector Multiplication unit and
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each module, in general, contains m modulo-2 multiplications and m — 1 additions. 

For a fixed-rate code, the generator polynomial coefficients gi are constants and can 

be hardwired, resulting in only W}j{gi) — 1 adders in module M,- (0 < i < 2i — 1) 

at the expense of similarity with other modules. A further reduction in the circuit 

complexity can be obtained by suitably choosing h and 7 in (7.1). If /i =  2'”“* — 

then the generator polynomial becomes

flr(x)

i.e., the coefficients of the generator polynomizd are symmetric [IS]. .As a result, 

for a fixed-rate encoder the total number of modulo-2 adders in the Matrix-Vector
t

multiplication unit is ^  (W/f (gf) -- 1).
i= 0

A comparison of the fixed-rate encoder presented here with two other encoders 

[18], [37] is given below. The basis of comparison is circuit complexity in terms of 

number of registers, modulo-2 adders.

The VLSI architecture for the fixed-rate RS encoder developed by Hsu, et al. 

[18] has three main units viz., Remainder unit, Product unit and Quotient unit. 

The Remainder units of [18] ctnd this paper have the same circuit complexity. The 

Product unit of [18] is equivalent to the Matrix-Vector Multiplication unit and the 

feedback circuitry of the Row Generation unit presented here. Since the complexity 

of the Product unit is not given in [18], we first determine its complexity.

We note that the Product unit generates the terms T; (0 <  i <  t) which are 

given as follows [18]:

f T o ] ■ Tr(z^o) ‘ 
Tr(r^i)

zo

. Z . .  Tr(z^,) .

=  P

.  Zm—1 .

(7.10)

where P  is a binary transformation matrix, z,- (0 < i <  m — 1) are the coordinates
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of the input multiplicand with respect to the dual basis, and Tr is the trace function
m —1

defined as Tr(x) =  From (7.10),
t=0

Tk = Tr(zgt) = Tr ^  k = 0, 1, , t

where for 0 <  i <  m — 1 are the coordinates of the generator polynomial 

coefficient gk with respect to the canonical basis. Using the properties of Tr wc 

obtain

m —1

Tt =  ^  gt.^Tr(za')
t= 0

771—1
Y ,  3k,iZi 
1=0

=  I ,0 9 k,i ■ * • 9 kc ,m - l  ]

■<■0

^m—\

(7.11)

From (7.10) and (7.11), we finally have

P _  V = tJ = m ~ l
* — ly«oJi=0.j=0 ’ (7.12)

i.e, the elements of the ith  row of the binary transformation matrix P  are the 

coordinates of g{ with respect to the canonical basis. Thus, the number of modulo- 

2 adders in the Product unit of [18] required to generate the terms To, Ti, • • -, Tt
t

is X) ( ^ f f ( 9 i) — 1), which is the same as that of the Matrix-Vector Multiplication
t= 0

unit presented here.

When compared to the encoder of [18], the encoder presented here requires an 

excess of 2 (W'ff(f) — 2) adders and m  — Icq registers where ko is given in f{x )  =
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 ̂ [ _ ^ f c o Th i s  excess is due to the non-recursive filter and the

feedback connection of the recursive filter in the Basis Transformation unit. The 
advantage of the encoder presented here is that all its terms (data, codeword and

coefficients of the generating polynomial) are represented in terms of a common 

basis. It is thus more suitable for use in a larger device. It also avoids any time 

delay at the encoder input and output which arises due to basis transformation 

when the encoder of [18] used as a part of a larger device.

Recently, another RS encoder, which has a systolic structure and docs not have 

any feedback path, has been presented by Seroussi [37]. The encoder consists of 

2i +  1 cells and each cell performs a parallel division operation in the finite field. 

The circuit complexity of the encoder using a parallel type divider in each cell 

would be as high as 0{m H ). From this point of view, the encoder presented here 

is more efficient. Furthermore, the encoder has a much shorter longest logic path 

through which a signal must pass in one clock cycle. This feature makes it possible 

to use a comparatively higher clock rate for the encoder.

7.5 A R ate-A d ap tive  R S E ncoder

The encoder presented in the previous section provides a fixed code rate; in other 

words, the number of redundant symbols is fixed. Usually, a designer considers the 

worst possible channel conditions to determine the number of maximum redundant 

symbols, say r^ax (=  2t). However, in many applications the channel remains in 

its worst state for only a small fraction of the total time of use. As a result, it 

is desirable to maJce the number of redundant symbols variable so that a higher 

code rate is achieved during times when the channel is not in its worst state. In 

the following discussion, the issue of how the system detects the need for a rate 

change is not addressed, but an encoder architecture for which such a rate change 

can be efficiently implemented is presented.

As the number of redundant symbols varies from one code word to another,
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i — 1 I 1 + 1

îi-cl

time

Figure 7.4: Timing sequence of operations of the rate-adaptive RS encoder.

the corresponding generator polynomial (GP) also changes. There are altogether 

Tmix +  1 possible GPs. A straightforward approach to generate coefficients of all 

these GPs is to store them in ROMs and use the appropriate one according to 

the number of redundant symbols. This, however, requires a total memory size 

of bits, distributed among r^ax + 1 ROMs, each associated with one

of the modules in the Matrix-Vector Multiplication unit of Figure 7.3. For large 

values of the use of so many ROMs may not be advantageous. In the next 

subsection, we present a structure capable of generating all the GPs with a storage 

requirement of 0(mr„,ax) bits and 0{W }f{f)) gates.

7.5.1 Recursive Generation o f G Ps

The timing sequence associated with GP generation and codeword transmission is 

depicted in Figure 7.4.

Here block i corresponds to the transmission of the codeword Ci. (To distin­

guish from the previous notations, the time dependent codeword, data and GP 

are represented in bold face letters, and one index is used to specify the time slot 

to which they belong.) B.+j denotes the beginning of the transmission of c,+i. 

To generate the next codeword C ; + i ,  the corresponding GP g,+i (r) must be made 

available before the time instant B{+i. The generation of g,+i(z) starts at 5,+:. 

Information about any increase or decrease (say Ar,) in the redundancy of c,+i 

relative to that of c,- must be made available before the time instant 5,+i. The 

time delay between 5 ,+i and B,q.i is determined by r^ax and the maximum possible
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value of Ar;.

We initially concentrate on the case where the maximum difference between 

the number of redundant symbols of two successive codewords is unity, i.e.,

|Ar.ln,ax =  k ,+ l -  =  1- (".13)

Here r,+j and r, (t =  0, 1, 2, ■ ■ -) are the numbers of redundant symbols in 

codewords c,+, «uid C; respectively. For the sake of simplicity we take k = I and 

7  =  o: in (7.1), where o  is a root of the primitive polynomial defining the field.

Let g, (ar) =  ^  9 ijx^ = H (ar +  cr'"'"̂ ) denote the GP for the codeword c,-. Then 
j=o j=o

yy 1
the GP g,+i(x) = for the next codeword c.+i is given as follows:

j=o

(x 4- Q:’’''^^) gi (x) if Ar 
g;+i(x) =  -| gi(x) i f A r

. (z +  g.(x) if Ar

=  1
=  0 (7.14)
=  —1.

Considering the case A n  =  I, the coeflBcients of gi+j(x) are

Pi+lj —
9i,vi 3 =  ï ' i + i

9i,i-\ - i - r(+i > i  >  1 (7.15)
. j  = 0.

For the case A n  =  —1, we note that since gi(x) has a root o ’"*, (x +  a ’'') divides 

gi(x). Performing this division operation and equating coefficients of like powers 

of X on both sides of (7.14) we obtain

r w  >"} >  0,

Figure 7.5 shows a  flowchart for the generation of gi+i(x) from g,(x) using (7.15) 

and (7.16), where 6 is initially assigned d^'.
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(  Start )

Read A':

for j =  r - - \  10 0 do 

Si*\J <=& ,;+l+ a+i.v+i6

for y = % + l  1 00 do 

g.ti./ <=SiJ-\+ Sjl>

Figure 7.5: Flow diagram for the generation of g;+i(x) from g;(z).
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7.5.2 Structure

An overall block diagram for the variable GP generator is given in Figure 7.6(a). 

The input deljr, which is obtained from the receiver side, depends on the channel 

condition and may have one of the three values viz., {0 , 0}, {1, 0} and {1, 1} 

corresponding to Ar, =  0, I, and —1 respectively. There are r^ax output lines 

which are connected to the modules of the Matrix-Vector Multiplication unit of 

Figure 7.3, giving a rate-adaptive RS encoder. Each of the outputs is a symbol of 

GF(2”‘). For the codeword c,-+i, the coefficient of the GP appears on

the rightmost output line, on the adjacent line, and so on. The leftmost

J'max — «̂+1 outputs are 0€GF(2"); if r.-^i =  0, then all the outputs are 0€GF(2”').

The structure for obtaining g,+i (z) from g,-(x} is shown in Figure 7.6(b). It is 

divided into three main units- a  Coefficient Unit, a pipelined bit-serial constant 

multiplier and a Root Generation Unit. The Coefficient unit stores the GP coeffi­

cients during the process of redundant symbol generation. Registers Go, Gi, •••, 

Gr„„ are serial-in-parallel-out type. The output of is the coefficient gi^n-j

for j  =  0, 1, -, Ti and 2 =  0, 1, 2, • • -. At i =  0, the registers are initialized with

the coefficients of go(x). The root generator outputs one of the symbols of the set 

{a°, a^, , a ’’"'**}. At i =  0, the root generator is set to a*"®. It essentially con­

sists of a  and multiplication circuits whose structures are similar and require 

only one clock cycle to perform either of the multiplications [5].

Depending on the value of Ar,-, the structure operates in the following three 

modes.

1. If Ar,- =  1, then at the instant Si+i the switch is placed in position A and 

the output of the root generator is updated from q’’’ to =  oT'a. From 

the next cycle, the contents of the coefficient registers are shifted m(rn,ax+1) 

times to obtain g,-+i(x) =  (x-h

2. If Ar,- =  0, the coefficient registers are not shifted and the output of the root
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(To the Matrix-Vector Multiplication Unit)

del r

(a)

Root Generation 
Unit

Coefficient Unit Pipe-lined bit-serial
multiplier

(b)

Figure 7.6: (a) An overall block diagram for the GP generator, (b) Structure for 
the generation of GPs for a rate-adaptive RS encoder.
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generator is left unchanged.

3. If Ar,- =  —1, then at the instant 5;+i the switch is placed in position B, 

After m(rmax +  1) clock cycles, the coefficient registers contain g,-+i(x) = 

+  Having been obtained the coefficients of the GP, the output

of the root generator is then updated from o ’"* to =  a ’’* •

In addition to a  control unit, for an arbitrary primitive polynomial over GF(2) 

of degree m  the rate-adaptive encoder (Figures 7.3 and 7.6 combined) requires 

m(9 + 2rm&%) — 4 one-bit registers, m(9 -f 2rmax) — (r^ax + S) two-input XOR gates 

and m(9 4- — 8 two-input AND gates.

The time required to generate g{+i(x) is — S;+i which is the same for all i.

To be able to start transmitting c,-+i at B,-+i — 5,-+i must be greater than or

equal to -1- 1) -f 1 clock cycles. This structure can be used for higher values

of |Ar,-jn,ax» say L < r— in which case if Ar; is greater (resp. less) than zero, 

then the structure operates in mode 1 (resp. 3) for L  times. For |Ar,]„,ax =

Bi+i -  5;+i >  L{m(rrnax +  1) +  1} clock cycles. (7.17)

7-6 C onclusions

In this chapter, a structure for a systematic rate-adaptive RS encoder over GF(2"‘) 

has been developed using a pipelined bit-serial constant multiplier. The structure 

can be easily modified for RS codes with different values of m and i. Also, if a 

different primitive polynomial is chosen to define the field GF(2’"), this change 

can be readily incorporated without any pre-algebralc manipulation. Moreover, 

the encoder is very area efficient and has a  low circuit complexity. Thus it is well 

suited for use in applications where silicon area is a prime concern.
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Sum m ary, C onclusions and  
Suggestions for Future R esearch

8.1 Sum m ary and C onclusions

Operations in the fields GF(2"*) arc quite different from those in the field of in­

tegers. The elements of GF(2*”) can be represented by m binary digits. Such a 

representation allows simple addition and subtraction operations, but division and 

multiplication operations are necessarily complex.

In this dissertation, several important existing algorithms for computing multi­

plication and inversion in finite fields are briefly studied. The concept of supporting 

elements is then presented. Using the coordinates of the supporting elements, an 

algorithm for computing division in GF(ç’"), where ç is a prime and m is a nonzero 

positive integer, is developed. The algorithm solves m linear equations over GF(ç) 

in m  unknowns. The algorithm is general in the sense that it is applicable for any 

basis representation of the field and any irreducible polynomial defining the field.

Structures for division and inversion computations in GF{2”‘) are considered. 

An eJgorithm is developed for the formation of the coefficient matrix. This algo­

rithm  is mapped onto a  one dimensional systolic array. Using the Gauss-Jordan 

diagonalization algorithm over GF(2), an efficient two dimensional array is ob­

tained. These two arrays are combined to yield a bit-serial systolic divider for
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GF(2”*) with a  time complexity proportional to m. The divider uses three basic 

types of processing elements and requires no global data communication. This is 

suitable for applications where very large values of m  (say, m = 1000) are used.

For a canonical basis representation of elements of GF(ç"‘), a relationship be­

tween a division and a discrete time Wiener-Hopf equation (DTWHE) over GF(ç) 

is derived. This relationship leads to an efficient bit-serial multiplication scheme 

which can be easily realized for all irreducible polynomials. Relationships are de­

rived to generate the constant coefficients of the DTWHE by simple linear feedback 

shift registers.

Algorithms for computing inversion and multiplication in the class of finite field 

GF(2"*) generated by irreducible all one polynomials (AOP) and equally spaced 

polynomials (ESP) are presented. Structures for parallel multipliers based on ir­

reducible AOP and ESP are developed. The structures are simple and modular 

which is important for hardware realization. Relationships between an irreducible 

AOP and the corresponding irreducible ESP are exploited to construct ESP based 

multipliers for large fields by a regular expansion of the modules of the AOP based 

multiplier for a small field. Some features of the structures also enable fast, squaring 

and multiplication algorithms, making fast exponentiation and inversion possible. 

It is shown that for a given degree if an irreducible AOP as well as an irreducible 

ESP exist, then from the complexity point of view, it is advantageous to use the 

ESP based parallel multiplier.

Finally, a low complexity Reed-Solomon encoder using a pipelined bit-serial 

constant multiplier has been presented. The coefficients of the generator poly­

nomial, input data, and output codeword symbols are represented in terms of 

a common canonicad basis. Moreover, the encoder supports variable code rates, 

allowing improved channel utilization.
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8.2 Suggestions for Future R esearch

The followings are interesting topics which may be pursued for future roscarcii.

•  Further use of the supporting elements, especially for the normal basis.

•  Finding other b<ises where the coordinates of the supporting elements can be 

used to develop efficient algorithms for computations in finite fields.

• Development of modular structures for general parallel-type multipliers.

•  Development of efficient dividers with area-time complexity less than O(m^).

•  Algorithms for parallel inversion which will be well suited for hardware real­

ization.
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Proof of Theorem  3.2

Denote (3.16) as U 'b  =  c with U' = . ._q 3.nd c =  [c,-])^q  ̂ The transfor­

mation from c of (3.14) to c follows directly from (3.15). It is required to show

that

/ — [tH —1+t—j1 * ' A 1 1
=  «m -l+i-i “  ^ ' Pm-1 1,

This will be shown in two parts, viz.,

P i )  The 0th row and the 0th column of IT are

[ût7i-1 Ôm- 2  * • • Ôo]

and

[ôm-l S„i Û2m_2]* 

respectively; and 

P 2 ) u 'j  = for 1 <  Î, j  <  m -  1.

In the rest of the analyses it is implicit that all operations other than those 

involving the indices are modulo g.
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P i )  As the row operation (3.15) docs not change the 0th row of U in (3.1-1), using 

(3.17) we directly have the 0th row of U ' as J 5 ^ -1  àm - 2  • • ■ do | .

The row operations (3.15) leave the 0th column of U unchanged i.e.,

/      -
^0.0 ^0,0 (̂ 771 — 1*

For z =  1, 2, • • •, m — 1, we have by induction

i
•̂',0 — >̂.0 ~

k=J

[0] [i-t]
— ^  ■ P m - l - i  Z-j ^  ’ P m —l S m - k

k=l

=  a  • I p£L i_i -  È  Pm-iffm -fc ) . (A .l)
fc=l /

Using (3.12) repeatedly we obtain

“ i,0 =  a -  fpm-.' -  fcpm-Ïâ'm-Jk
\  fc=i

_  (  [2] ^  ' 
— a.* [ Pm-T+l Pm—iffm—fe

\  it=:l >

=  a  • p Î3_i =  S,„_i+;. (A .2)

P 2) Using (3.13), it is easy to verify that after the operations (3.15) on row 1, the 

latter becomes

“ i j  =  ôm -j =  a ■ p^JTî  i  =  0, 1, , m - l .

Similarly, after completion of the operations (3.15) up to the (z — l)th row, 

for 1 <  z, J <  m — 1 we can write
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fc=l

(tti—1—jl X ■' • ^
^ " Pm—1—1 /  , ^m—1+<—i—

ik=l

= a -1 p f  , '. f  -  p . (A.3)

Using (3,13) repeatedly we obtain

u  = a-̂ pt7'’-i;p£‘-r‘-'-‘’s«-ij

=  a. f p t t v  -  E
\  t=l

=  a  (A.4)

Proof of Theorem  4,2

Let Ci (/ =  0, — 1) denote the column vector whose 1-th element is

unity and whose other elements are zero. Then the elements of any row 1, other 

than row j  and i, of A ' are

=  ejP.jAefc (/ ^  i,j-, k = 0 , 1, • • •, m  -  1)

=  e'Aefc 

=  ai,k
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The elements of the z-th row of A* are e-P (jA et (A =  0, 1, • • •, zzt — 1) i.e.,

+  /a»A- (̂ * =  0» 1,- " ,  m -  1 )

^'ij =  + /a t,i

=  “.oûjj +  âjoa,ja,-j 

=  +  (1 +  HjCi^)aij

=  +  ai.} +  (1 +  Cj.j)aij =  0

Similarly the elements of the j-th  row are e^P.-jAet. (k = 0, 1, •••, m —1) i.e.,

a'j,k =  lHk + fai.k (/: =  0 , 1, ■ 1)

4 i =  7 aj.j + fa i j

— +  ajja ijC ij

= (1 +  Ôj J a;,j ) a jj +  â jja ;j

= a jj+ â jjO ij

^  [ 1 =  l
I Ojj if a ij =  0.
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