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ABSTRACT

OF THE DISSERTATION

EFFICIENT COMPUTATIONS IN GALOIS FIELDS
by
Mohammed Anwarul Hasan

Supervisor: Professor Vijay K. Bhargava

In this dissertation some algorithms and related hardware structures for com-
puting division and multiplication over finite or Galois fields are presented. The
structures are regular, which is important for hardware realization, particularly for
large finite fields.

The concept of supporting elements is introduced which leads to efficient algo-
rithms for computing divisions and multiplications in finite fields. A relationship
between systems of linear equations over GF(q) and division in GF(g™) is es-
tablished. Using this relationship, a division algorithm valid for any irreducible
polynomial or any field basis is presented. It is also proved that if the elements
are represented with respect to a canonical basis, then division over GF(¢™) can
be performed by solving a discrete time Wiener-Hopf equation over GF(q).

A bit-serial systolic divider for finite fields of the form GF(2™) is presented. The
divider structure does not depend on the irreducible polynomial defining the field
and requires no global data communications. Moreover, the time step duration is
independent of the value of m, which is important for large finite fields.

By exploiting the structure of a Toeplitz matrix, a bit-serial multiplier applica-
ble to any irreducible polynomial defining the field is presented. The multiplier is
efficient in the sense that it requires, in general, less circuitry compared to equiv-
alent existing multipliers.

Finite fields GF(2™) generated by irreducible all one polynomials (AOP) and
equally space polynomials (ESP) are considered. Algorithms and structures are

presented for parallel computation of multiplications in these fields. It is shown
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that if for a certain degree both an irreducible AOP and ESP exist, it is advanta-
geous to use an ESP based parallel multiplier. Moreover, it is shown that parallel
multipliers based on ESP can be obtained by using modules of a corresponding
AOP based multiplier.

Finally, as an application of the efficient bit-scrial multiplication algorithm, a
Reed-Solomon encoder structure is presented. The structure features simple basis

transformation circuitry and supports a variable code rate.
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Chapter 1

Introduction

1.1 Motivation

A finite field is a set with a finite number of elements, where it is possible to add,
subtract, multiply and divide (by nonzero elements) without leaving the set. Addi-
tion and multiplication must also satisfy commutative, associative and distributive
laws.

The theory of finite fields is a branch of modern algebra. The origins of the
subject can be traced back to the 17th and 18th centuries. During this period, emi-
nent mathematicians such as Pierre de Fermat (1601-1665), Leonhard Euler (1707-
1783), Joseph-Louis Lagrange (1736-1813) and Adrien-Marie Legendre (1752-1833)
contributed to the structure theory of finite prime fields. The gencral theory of
finite fields began with the work of Carl Friedrich Gauss (1777-1855) and Evariste
Galois (1811-1832). With the recent emergence of discrete mathematics as an
important applied discipline, finite fields have also become of interest to applied
mathematicians. A finite field is also called a Galois field after the mathematician
Evariste Galois. A Galois field with p elements is denoted by GF(p) (25].

Galois fields play an important role in error-control coding and cryptography.
Error-control coding techniques are used for efficient and reliable digital data trans-
mission and storage systems. Cryptographic techniques are used to provide secu-

rity for many communication systems. Here we briefly illustrate two cases where
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computations in Galois fields are involved.

Error-control coding: The origin of error-control coding lies with the work
of Hamming [10]. During the last four decades, the theory of finite fields and the
theory of polynomials over finite fields have been applied to the design of good
codes and efficient decoding methods. BCH (Bose-Choudhuri-Hocquenghem) [17]
codes and the related RS {Reed-Solomon) [34] codes are widely used codes. A
number of efficient algorithms are available for encoding and decoding these codes.
The following steps give a general outline of decoding algorithms for non-binary
BCH codes [5].

1. Compute the syndromes.
2. Find the error-location polynomial.
3. Compute the error-locations and error values.

Computations in Galois fields are involved in all three steps. The syndrome compu-
tation requires multiplication, addition and subtraction operations, and in addition
to these operations, steps 2 and 3 require Galois field inversions and divisions.

Cryptography: The design and breaking of systems for secret communication
is the subject of cryptography. Such systems are called cryptosystems. The Diffie-
Hellman scheme [8] is a well known key-exchange protocol for cryptosystems where
Galois field computations are required. The basic idea behind this protocol is as
follows. Let b be a fixed primitive element of GF(g). Suppose users A and B wish
to communicate using a non-secure channel. They choose private numbers h and
k, respectively where 2 < h,k < ¢ — 2. A then sends 4" to B, while B transmits
b* to A. Both take b* as their common key, which can be computed by A as (b¥)*
and by B as (b")%.

In addition to coding and cryptography, finite fields have applications in switch-
ing theory [4], digital signal processing [35] and VLSI testing {9]. Among the differ-

ent computational operations in finite fields, division and multiplication are widely
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used in practical applications. Thus there is a need for good algorithms for such

operations which can be easily realized in hardware.

1.2 Historical Perspective

The basic finite field operations are addition, subtraction, multiplication and in-
version (more generally division). The complexity of the logic circuitry required
to perform these operations depends on the particular representation of the ficld
elements [43]. If the elements of GF(2™) are represented as a power of a primitive
element of the field, multiplication and inversion operations can be easily per-

formed. However, addition and subtraction operations are difficult. In practice,
each element of GF(2™) is usually represented by an m-tuple whose elements can be
considered as coefficients of a polynomial over GF(2) of degree less than m. With
such a representation, addition and subtraction are very simple but multiplication

and inversion operations constitute a formidable problem.

1.2.1 Multiplication

Let the m-tuple representations of two elements a and b of GF(2™) be (a0, a1,
-++, am—-1) and (bg, by, -+, bm-1)- Each of the m coordinates of the product is
a linear combination of the m? binary products aib; (0 < k,j < m — 1). Bartee
and Schneider suggest a direct implementation of the multiplication by combina-
tional logic [3]. They use a canonical basis to represent the elements of the field.
Depending on the irreducible polynomial, the implementation requires as many as
m3 —m two-input adders over GF(2) [5]. Even with a wise choice of the irreducible
polynomial, the number of two-input modu:io-2 adders tends to be so large that the
method is quite expensive for large m. Subsequent approaches to the multiplica-
tion operation in GF(2™) by Law and Rushforth {24], Yeh, Reed and Truong {46],
Scott, Tavares and Peppard [36], and Zhang [47] are suitable for VLSI implemen-
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tation. All these multipliers are based on a canonical basis representation of the
ficld elements. More about VLSI architectures for different finite field multipliers
can be found in [29].

In the last decade, two important contributions to multiplication in GF(2™)
were made. One is the dual basis bit-serial multiplication algorithm by Beriekamp
[6] and the other is the normal basis multiplication algorithm by Massey and
Omura [28]. The representation of the field elements with respect to a normal
basis is unconventional, but results in a very simple squaring operation. This is
advantageous for the design of inversion and exponentiation circuitry. Multipli-
cation using the Massey-Omura algorithm requires the same logic circuitry for all
product coordinates. On. the other hand, in Berlekamp’s multiplication algorithm,
one factor (the multiplicand) is represented with respect to a canonical basis and
the other factor (the multiplier) with respect to the corresponding dual basis. The
product is obtained with respect to the dual basis. The advantage of Berlekamp’s

bit-serial multiplier is that it requires minimum circuitry when the multiplicand is
a constant.

The involvement of two bases in Berlekamp’s bit-serial multiplication algorithm
is not advantageous, especially when the multiplier is to be used as part of a larger
circuit. In general, the canonical basis representation of both the multiplicand and
multiplier are available. The product is also expected to be represented relative
o the same basis. As a result, circuitry is required at the input to transform one
of the factors (the multiplier) from the canonical basis to the dual basis and at
the output to transform the product from the dual basis back to the canonical
basis. Recent work by Morii, Kasahara and Whiting [31] shows that efficient bit-
serial multiplication can be obtained if the irreducible polynomial is a trinomial.
However, irreducible trinomials do not exist for all degrees. Wang and Blake [44]
present a bit-serial multiplier featuring regular basis transformation circuitry at
the input and output which works for all irreducible polynomials. However, this

requires additional circuitry at both the input and output.



CHAPTER 1. INTRODUCTION

(4]

1.2.2 Division

The division of a field element 4 by another ficld clement 8 can be viewed as
a multiplication of ¥ by 8~!. Thus division consists of a multiplication and an
inversion. In general, computing the inverse of a finite field element is more complex
than the multiplication of two field elements. For small values of m, the inverse
can be obtained by a look-up table. The table is simply a ROM (Read Only
Memory) containing all inverse elements which is addressed using the clement to

be inverted. Since the size of the ROM grows exponentially with m, this method

is not attractive for large values of m.

Since Galois field elements can be represented by polynomials, inversion can be
accomplished by Euclid’s algorithm. This algorithm requires repetitive polynomial
divisions and multiplications. A modular structured inverter based on Euclid’s al-
gorithm has been developed by Akari et al. [1]. The structure requires complicaled
control signals and the time complexity increases with the square of m. Morcover,
the computation time is not the same for all elements of the field.

An inversion algorithm which has achieved recent prominence in the literature,
especially from the viewpoint of implementation, is bascd on Fermat’s theorem.
It requires repetitive squaring and multiplying operations. When ficld elements
are represented with respect to a normal basis, the squaring operation is simply a
cycle shift of coordinates. However, multiplication using a normal basis requires
circuitry which is highly dependent on the irreducible polynomial defining the field.
The design of such circuitry poses a formidable task for large values of m.

Inversion in GF(2™) can be computed by solving a system of linear equations
over GF(2). Davida has shown that inversion can be performed by solving 2m — 1
linear equations in 2m — 1 unknowns [7]. A more efficient algorithm by Morii,
Kasahara and Whiting [31] requires the solution of only m cquations in m un-
knowns to compute a division directly. However, the formation of the system of

equations is computationally intensive and there is no regular structure underlying
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this division algorithm.

In light of the above discussion it is, therefore, advantageous to achieve the

following goals:

e To develop cfficient algorithms for computations of division and multiplica-

tion in Galois fields;

¢ To map the algorithms onto suitable structures.

This dissertation will address these problems.

1.3 Dissertation Outline

The dissertation is arranged as follows:

In Chapter 2, the mathematics of finite fields is discussed. Definitions and
fundamental theorems on finite fields which relate to the subsequent chapters are
presented.

In Chapter 3, the concept of supporting elements is formally presented. Then
an algorithm for computing divisions in GF(¢™) based on supporting elements is
derived. The division algorithm is general, in the sense that it is applicable for
any basis representation of the field elements and for any irreducible polynomial
defining the field. A relationship between discrete time Wiener-Hopf equations
(DTWHE) and Galois field division is established. This leads to an efficient division
algorithm for the canonical basis representation of the field elements.

Chapter 4 presents a bit-serial systolic divider for GF(2™). An algorithm for
the formation of a so-called coefficient matrix is given. This algorithm is mapped
onto a one dimensional systolic array. Using Gauss-Jordan diagonalization over
GF(2), an efficient two dimensional systolic array is developed. These two arrays
are used to obtain a bit-serial systolic divider over GF(2™).

In Chapter 5, the relationship between the DTWHE and Galois field division is

exploited to develop a bit-serial multiplier. A relationship yielding the coefficients
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of the DTWHE using lincar feedback shift registers is derived.

Chapter 6 presents muitiplication algorithms for a class of finite ficlds GF(2™)
generated Ly irreducible all one polynomials (AOP) and equally spaced polynomials
(ESP). Structures for low complexity AOP and ESP based parallel multipliers are
developed. It is also shown how a multiplier for a very large ficld can be constructed
from the modules of an AQOP based multiplier for a corresponding small ficld.

In Chapter 7 we present an application of the efficient bit-serial multiplicr
developed in Chapter 5. The complexity of a Reed-Solomon (RS) encoder depends
on the finite field multiplier used. Using the bit-serial multiplication algorithm,
an RS encoder is developed which has a low circuit complexity and supports a
variable code rate.

Chapter 8 concludes the dissertation with a summary of results and suggestions

for future research.

1.4 Research Contributions

The major contribution of this dissertation is the development of efficient algo-
rithms for computing multiplication and division in finite fields. The altractiveness
of the algorithms is that their realizations are, in general, area efficient and can be
used for applications where fast computation is necessary.

Some specific contributions of the dissertation are as follows:

¢ Development of a general finite field division algorithm for any irreducible

polynomial or any basis representation for the field.

o Establishment of a relationship between discrete time Wiener-Hopf equations

and division over GF(¢™).
e Development of 2 bit-serial systolic divider for GF(2™).

¢ Development of a bit-serial multiplication algorithm and structure for GF(¢™).
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e Development of a low complexity parallel multiplier for a class of finite ficlds

GF(2™).

e Presentation of a method for constructing parallel multipliers {or a very large

finite field from the basic modules of a multiplier for the corresponding small
ficld.

e Development of a structure for a variable error-correcting Reed-Solomon en-

coder.



Chapter 2

Mathematical Background

2.1 Introduction

This chapter gives some useful definitions, theorems and properties of finite ficlds.
It covers only those topics which are relevant to the discussions of the subscquent
chapters. Theorems and statements are given without any proof. Proofs and

further details can be found in the literature, for example, [26], {5], [27] and [25].

2.2 Finite Fields

Let G be a set of elements. A binary operation * on G is a rule thal assigns
to each pair of elements a and b a uniquely defined third element ¢ = a x b in
G. When such a binary operation * is defined on G, the latter is said to be
closed under *. For example, let G be the set of all integers and let the binary
operation on G be conventional addition ‘+’. For any two integers ¢ and j in G,

i+ 7 is a uniquely defined integer in G. Hence, the set of integers is closed under
conventional addition.

A binary operation * on G is said to be associative if, for any a, b and cin G,

ax(bxc)=(axb)*c.

Definition 2.1 [26] A set G on which a binary operation * is defined is called a

group if the following conditions are satisfied:
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(i) The binary operation = is associative.
(i1) G contains an element e such that, for any a € G,
axe=cxa=a
This clement ¢ is called an identity element of G.

(i1i) For any element ¢ € G, there exists another element &' € G such that
axd =d*a=e
The element a’ is called an inverse of a.

Theorem 2.1 [26] The identity element of a group is unique.
Theorem 2.2 [26] The inverse of a group element is unique.

A group G is said to be commutative if its binary operation * also satisfies the

following condition: For any a and bin G,
a*xb=bxa.

The set of all integers is a commutative group under conventional addition. In this
case, the integer 0 is the identity element and the integer —z is the inverse of integer
i. The set of all rational numbers excluding zero is a commutative group under
conventional multiplication. The integer 1 is the identity element with respect
to conventional multiplication, and the rational number b/a is the multiplicative
inverse of a/b. The groups noted above contain an infinite number of elements.
Groups with a finite number of elements do exist; for exeinple, the set of two
integers {0, 1}.

The group concepts are used to introduce a field, a formal definition of which

is given below.

Definition 2.2 [26] Let F be a set of elements in which two binary operations,
called addition ‘+’ and multiplication ‘-’ are defined. The set F together with the

two binary operatious + and - is a field if the following conditions are satisfied:
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(i) F is commutative group under addition. The identity element with respect

to addition is called the zero element or the additive identity of f and is
denoted by 0.

(i1) The set of nonzero elements in F is a commutative group under multiplication.
The identity element with respect to multiplication is cailed the unit clement

or the multiplicative identity of F and is denoted by 1.

(iii) Multiplication is distributive over addition; that is, for any three clements a,

band cin F,
a-(b+c)=a-b+a-c

The order of the field is defined as the number of elements in the ficld. A ficld
with a finite number of elements is called a finite field. In a ficld, the additive

inverse of an element a is denoted by —a, and the multiplicative inverse of a is

denoted by a~!, provided e # 0. Subtraction of a field element & from another

field element a is defined as adding the additive inverse of 4 to «, i.c., a — b 2
a + (—b). If b is a nonzero element, dividing a by b is defined as multiplying ¢ by
the multiplicative inverse of b, i.e.,a = b £q-57

For example, the set of real numbers is a field under real number addition
and multiplication. This field has an infinite number of elements. For p a prime
number, the set {0, 1, ---, p — 1} is a field of order p under modulo-p addition
and multiplication. Since this field is constructed from a prime p, it is called a
prime field and is denoted by GF(p). For p = 2, we obtain the simple binary field
GF(2).

Theorem 2.3 [5] For p prime and & a positive integer, there exists a unique finite

field of order p*. This field is called the Galois field of order p* and is denoted by
GF(p*).
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Definition 2.3 [5] The least positive integer ¢ for which Zc: 1 =0in a field is

i=1

called the characteristic of the field.

n
If 3 1is nonzero for every integer n, then the field is said to have characteristic

=1

0.

Theorem 2.4 [5] The characteristic of any finite field is prime.

Theorem 2.5 [5] If wy, w,, - - -, wi are elements in a field of characteristic p, then

k " koo
(Z w;) = (Z wf ) for all n. (2.1)
=1 i=1

If a finite field contains an element «, then it must also contain the powers of

a: a, o®, o, ---. The least positive integer for which o™ = 1 is called the order of

a. Then the following theorem is immediate.

Theorem 2.6 [5] If a has order n, then ™ =1 if and only if m is a multiple of
.

In a field of order p, a nonzero element « is said to be primitive if the order of

aisp—1 [26].

Theorem 2.7 [5] A finite field of order p must contain a primitive field element

whose order is p — 1 and whose powers include all nonzero field elements.

Theorem 2.8 [5] Every element in a field of order p satisfies the equation z? —z =

0.
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2.3 Polynomials over Finite Fields

Let F' be an arbitrary finite field. A polynomial over F in ihe indeterminate » is

an expression of the form
Alz) = ap+ a1z + az? +---

in which a; € F for all ¢; but at most a finite number of the cocflicients a; arc
nonzero. The powers of the indeterminate are always integer. If A(z) = ao +
1% + axz? + -+ 4 a,z™ with a, # 0, then n is called the degrec of A(z) and is
denoted by deg(A(z)). If the leading coefficient a, is 1, then A{z) is called a monic

polynomial.
Definition 2.4 [26] The reciprocal of A(z), denoted as A*(z), is defined by
A'(z) =z"A (“’"1) = aoz” + 12" + -+ + an.

Definition 2.5 [26] A polynomial A(z) is irreducible over F if A(z) is only divis-
ible by ¢ or by cA(z) where c € F.

Definition 2.6 [27] The minimal polynomial M(z) over GF(p), where p is prime,

of B € GF(p™) is the lowest degree monic polynomial with coefficients from GI'(p)
such that M{8) = 0.

It can be show that M(z) is unique and irreducible over GF(p). If 8 € GF(p™),
then deg(M(z)) < m.

Definition 2.7 [27] The minimal polynomial of a primitive element of GF(p™) is

called a primitive polynomial.

Irreducible polynomials are used to construct finite fields. The following theo-

rems are related to irreducible polynomials.
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Theorem 2.9 [25] For every finite field GF(g) and every positive integer m there

exists an irreducible polynomial over GF(g) of degree m.

Theorem 2.10 [25] If f{z) is an irreducible polynomial over GF(g) of degree m,
then f(z) has a root & € GF(¢™). Furthermore, all the roots of f(z) are given by

the m distinct elements e, a9, -+-, a®" " of GF(¢g™).

2.4 Bases and Field Element Representation

The field GF(p™), where p is prime and m a positive integer, can be considered
as a vector space of dimension m over GF{p). Any set of m linearly independent

elements can be used as a basis for this vector space.

Definition 2.8 [27] The trace of 8 € GF(p™) is defined as follows:

m=-1

Te(f) = ) B”.

i=0

The trace has the following important properties:

1. Tr(B + v) = Tr(B) + Tr(vy), where B and v are in GF(p™).
2. Te(87) = Tr(B) = Tx(B)-

3. Tr(1) = m (mod p).

Definition 2.9 [25] Two bases {Xg, A1, -+, Am-1} and {¥0, Y1, ***5 Ym-1} of
GF(p™) over GF(p) are called dual (or complementary) bases if for 0 < 7,5 < m—1

we have
Tr(v:A;) = &

where §; ; is Kronecker delta function which is 1 if = § and 0 otherwise.
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Theorem 2.11 [27] Every basis has a dual basis.

Although the number of different bases of GF(p™) over GF(p) is large [25],
there are two special types of bases of practical importance. The first one is a
canonical (or polynomial) basis {1, «, &*, ---, @™ '}, made up of consecutive
powers of a defining element a of GF(p™) over GP(p). Another type of basis is a

normal basis defined by a suitable element of GF(p™).

Definition 2.10 [25] The set of elements of the form {¢, o”, -, o'}, consist-
ing of a suitable element of a € GF(p™) with respect to GF(p) is called a normal
basis of GF(p™) over GF(p).

Theorem 2.12 [25] For any finite field K and any extension [ of I, there cxists

a normal basis of F over K.

The elements of a finite field GF(g) with ¢ = p™ elements, where p is the
characteristic of GF(g), can be represented in three ways, viz., matrix, power and
polynomial representations which are briefly discussed below.

The companion matrix of the monic polynomial f(x) = ao + a1z + --- +

am-12™" ! + 2™ of degree m over a field is defined to be the m x m matrix

- -

000 -0 —a
100 -0 =—a
A=|010 - 0 -a

000 - I —am |

It is well known that A satisfies f(A) =0, i.e., aol+ g1 A + aA?+--- + A™ =0
where I is the m x m identity matrix. As a result, if A is the companion matrix of
an irreducible polynomial f(z) over GF(p) then the polynomials in A over GF(p)
of degree less than m yield a representation of the elements of GF(q) [25].
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This matrix representation method is a very laborious way of describing the
ficld. Computations involving the field elements are tedious as they require matrix

operations.

The second possibility of representing the elements is by means of powers of
a primitive element of the field. Since the order of a primitive element of GF(g)
is ¢ — 1, all the nonzero elements of the field can be expressed as powers of the
primitive element. The zero element is considered as the —oco power of the primi-
tive element. With this representation, multiplication and division operations are
simple, but addition and subtraction operations are not. Moreover, locating a
primitive element is not always trivial [42].

The third method of representing the field elements is to express them as alge-
braic sums of m linearly independent elements. The set of m linearly independent
elements forms a basis, e.g., a normal or a canonical basis. In a canonical basis
of the form {1, a, o?, ---,a™ 1}, the element a € GF(p™) is often taken to be
a primitive element. However, if & is simply a root of the irreducible polynomial
f(z) over GF(p) of degree m, then every element of GF(p™) can also be uniquely
expressed as a polynomial in & over GF(p) of degree less than m [25]. Thisis a

very convenient way to form a basis.



Chapter 3

Division Algorithms

3.1 Introduction

The well known methods to compute inverses are based either on Euclid’s algorithm
or Fermat’s theorem. Inversion based on Euclid’s algorithm requires polynomial
divisions and multiplications; and inversion based on Fermat’s theorem requires
recursive squaring and multiplication operations over finite fields. In addition to
these two methods, inversion of an element of GF(2™) can also be performed by
solving a set of simultaneous linear equations over GF(2). It has been shown that
the inverse can be computed by solving 2m — 1 simultaneous linear equations in
2m — 1 unknowns over GF(2) [7]. However, a more efficient inversion method
based on the solution of linear equations over GF(2) has recently been developed
by Morii, Kasahara and Whiting [31].

In this chapter, two division algorithms over GF(¢™), where ¢ is primec and m is
a positive integer, are presented [12]. The algorithms use the so-called supporting
elements. It is shown that when the field elements are represented as polynomials
using any suitable basis, division over GF(¢™) can be performed by solving a
system of m linear equations of a general form over GF(g); and for a canonical
basis representation, a division can be performed by solving discrete time Wiener-

Hopf equations (DTWHE) over GF(gq) with 2m — 1 constants.
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3.2 Supporting Elements

GF(g™) is an extension field of GF(g) where ¢ is a prime and m is a positive

integer. The extension field has g™ elements. Let
g(z) = 2952‘.
t=0

be an irreducible monic polynomial over GF(g) of degree m; g(z) has a root « in
GF(¢™). Then any element a € GF(¢™) can be represented as a polynomial of
powers of a over GF(¢) i.e., a = aga™ + a;0® + @ + oo + g _1a*m-1 | where
the coordinates a; € GF(g) for 0 <i < m—1 and {&®, o, ..., ofm=1} is a basis

of GF(¢™) over GF(g). The row vector a is denoted as
a=[ag, a1, ***yam-1-
Define the set H as
H = {5} 4,7=0,1, -, m=1 (3.1)

The elements of the set H are hereafter referred to as the supporting elements.
The coordinates of these supporting elements are used in the following analyses.
To distinguish these coordinates, they are denoted by superscripts as follows:

m=—1

a® = Z pg"]aki. (3.2)

=0
Thus pE"] is the 2-th coordinate of the supporting element a®. We denote pEkj]
as a column vector whose components are the :th coordinates of the supporting

elements afothi | otk ... gFmo1tkic e

plil [pgko+k,~], plets] m,pz_km_mk,-]]z. i (3.3)
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3.3 A Generalized Division Algorithm

The conventional way to perform division ¢/a in a finite field is to first compute
the multiplicative inverse of a and then multiply the inverse with ¢. The {ollowing

theorem states that division in the finite field can be computed in an alternate
way.

Theorem 3.1 Let g(z) be an irreducible polynomial over GF(¢) and a, b and
¢ € GF(¢™). Let the elements be represented by a suitable basis of the form
{a*, a*1, ... afm-1}, Then the division b = c/a, a # 0, in the finite field

GF(q™) can be performed by solving the following equations over GF(q)

r k- v — & I r - - ~
a- PEn—11] a- PE:-lzl MR - pEno-!x b1 Cn—1
a- p{ﬁ':;’] a- pEﬁTE’] Teeoar PEﬁa-lz b2 Cm~2
= (3.4)
L a- pE]km—l] a- pg"m—')] vee A pE)kO] JtL bO J L G

where “x - y” denotes the inner product of x and y.

Proof: The polynomial representations of a, b and ¢ are

m=1

a= Y aa®,

=0

m—1

b= Z b,-ak-"

3=0

and

m—1

c= Z ciaki

=0
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where the coordinates a;, b;, ¢ are in GF(g) for 0 <z <m — 1. Then

c = ab

me—]

> aa™ Z bja® (mod g(a))

=0 3=0

il

m=1

= T4 aatt (mod gle)).

3=0 =0

Using (3.2) we can write

m-—1 m—-1 m=-

c = Zb E Zp[kr!-k;] ki

1=0 =0 1=0

me1 m=1m=1 m=1
Yoadk = Y by ap ek,
1=0 1=0 ;=0 =0

Equating the coefficients of a on both sides of the above equation we obtain

m=1
< = E(Zapsk""k’])b_, t=m-1,m—-2 ---,0 (3.5)

F=0 \!=0

which represents the system of m linear equations in bo, b1, +++, bm-1 of (3.4).

Q.E.D.

From (3.4) we see that when the coordinates of a, ¢ and the supporting elements
are known, b = ¢/a can be computed by solving the system of m linear equations

in m unknowns over GF(gq). For convenience of representation, denote (3.4) as

Ub = ¢ where U £ [ 17 I,J“'O — [a p[km—l—.}]]m -1

m-=1
me=1—t [bm.-l—z =0 and ¢ =

t,J"O
[em—1-i]7m5 - The associated m x m matrix in (3.4) is referred to as the coefficient

matriz. We now summarize the steps involved in the division algorithm as follows.

Division Algorithm 1.

Step 1) Form the coetficient matrix of (3.4).
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Step 2) Solve Equation (3.4) for b.

Each element of the coefficient matrix requires m modulo-¢ multiplications
and m — 1 modulo-¢ additions resulting in O(m?®) operation for the formation of
the coefficient matrix. The essence of the second step of the above algorithm is
the inversion of the coefficient matrix over GF(q). The computational complexity
involved with the inversion of the m x m matrix of gencral form is O(m3). In the
next section, we derive another division algorithm where the associated cocflicient
matrix is transformed to a Toeplitz matrix. The latter can be inverted by efficient

algorithms, e.g., [39] and [40]. Below is an example using the above algorithm.

Example 3.1 Let the irreducible polynomial chosen for the field GF(2?) be g(z) =
1 + 2% + 2%, In this example we divide e* by a? over GF(2*). The solution would
be trivial if both the divisor and the dividend are given as powers of @ in which
case the division can be performed by simply subtracting the power of the divisor
from that of the dividend. Unfortunately field elements are usually represented as
polynomials of the powers of a using suitable bases. Here we consider two bascs,
namely the canonical basis {1, @, a®} and the normal basis {e, &, a'}. For the

canonical basis representation

ot =Yca = 1+a+d? (3.6)
1=0
2 i3
=) g = o (3.7)
=0

=% cdd = o (3.8)
=0
2 -

o = Z gt = o? (3.9)

1=0
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[t
[t

We now follow Division Algorithm 1 step by step to compute the division.

Case I- Canonical basis representation.
Step 1) Here
H= {1’ a, a21 asv 04}

and the coordinates of the supporting elements are obtained from the follow-

ing.

ao — p[[)] + p[O]a +p[0] 2

ol = plll +p[1]a +p[1] 2

o = pil+plla+ piid,

@ = 1+0? _p[31 []a+p[23]a2,

a4 — 1+oz+or _p[‘q +p[4]a+p[4] 2.
Thus,

p{lol — p[20] p[ 1] _ p[il _ p[ 1 _ p [3] =0
and

0
po) =gl =i = pfl = pfl = gl = pl = gl = 1.

For the canonical basis representation k; = 1. Sowith m=3, U is

[a-pP a-pl! a.pll]

o]

U= (2 L3 R p!

2:Py a-py

| a-pl! a-pf! a-pf}
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Substituting the values of the coordinates of the supporting clements we

obtain

agtayt+az ay+a; a
U= aq [413) ay
a) + az as ag

Step 2) Using the coordinates of the elements ¢ and @ from (3.6) and (3.7), we

have

111 b, 1
100 h | =1
110 bo 1

Solving the system of three linear equations in three unknowns we obtain
bo=0, by =0 and b = 1;s0 b = a?.
Case II- Normal basis representation.
Step 1) In this case

H={a, &%, &®, o, &*, o}

and
o = phla+pile? +pllat,
o = pla+pia® +pblat,
& = a+a'=pfa+ple? +p5al,
ot = pla+plle? +pilad,
S

R
[

o +a* =phla+pile? + e,

@ = okt = gl il + A,
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which give

Pl =py) =plf = gl = gl = pf? = pl = gl = = 0

and
(3] (3] (4] (5] (5] o] _ pth] =1

m _ 2 _ - - - =
Po' =Py =P =P2 =pP2 =pP1 =P2 Do

For the normal basis representation in GF(23), k; = 2'; so we can write

[a-pf? a-pf! a-pf?]

U=|a.pfl a.plfl a.p

2°)
0

L a-pf? a-pf! a-p

For the finite field being considered here, ¢® = a. Using this relationship

and substituting the values of the coordinates of the supporting elements we

have

(3.10)

ag +a, az ag + a2
a;+as ao+ap a1

ag ag+a; a+aq
U= .

Step 2) Now using (3.4) and (3.10) and substituting the coordinates of the ele-

ments ¢ and a from (3.8) and (3.9) we have the following system of linear

equations

)

The solution of these equations gives by = 0, & = 1 and b; = 0 for the

normal basis representation of b; consequently b = o?.
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3.4 DTWHE and Division in Finite Fields

Definition 3.1 {39] The discrete time Wiener-Hopl cquation (DTWHE) is de-
fined as a system of m linear inhomogeneous equations with m unknowns z; (i =
0,1,---, m—1) € GF(q),2m~1 constant coefficientsy5; (i =0, 1, ---, 2rn=2) €

GF(q) that are not all zero, and m constants 2; (1 =0, 1, ---, m =1} € GF(q)

such that
Ym-1 Ym=-2 et Yo To <0
y Ym-1 W =3 =1
moom = (3.11)
Yom=2 Y2m-3 - Ym-1 Tmai <m—1

Equation (3.11) is referred tc as the DTWHE of degree m over GF(q).

In our forthcoming analyses, the elements of GF(¢™) are represented with re-
spect to the canonical basis {1, «, o?, ---, @™ 1}. In this section we show that if
the elements of GF(¢g™) are represented with respect to the canonical basis, then
division over GF(¢™} can be performed by solving a DTWHE of degree m over
GF(g). The motivation behind obtaining a system of linear equations in the form

of a DTWHE is the lower computational complexity involved in solving a DTWHE
[39].

Lemma 3.1 For the canonical basis representation of the elements of GI'(¢q™),

m-—1 X
ie,o* = ¥ pilaf,
=0
K ]
] P19 (mod g) j=0
p; = (3.12)

A - g (modg) 1<ji<m—1

m~—1 .
where g(z) = ¥ giz* + 2™ is the irreducible monic polynomial over GF(g).
=0
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Proof:

z p["l i+1

1=0

Substituting j = 7 + 1,

Zp[k] o = Z Pﬁla’j +PE:]-1°’

1=1

m=1 .
Since g(a) =0, a™ = = ¥ g;o?, thus we have
J=0

m~1 .
Z P.!ikﬂla] = Z p[’ilc pm—l Z gjod

3=0 i=1

The coefficients of o (0 < 7 < m — 1) on both sides yield the proof.

Using (3.3), we can also write {(3.12) in vector notation as follows.

—pl g; (modg) j=0
{k1] _
P;

p, —p¥ 1g; (modg) 1<j<m—1

(3.13)

For the canonical basis representation of the elements of GF{¢™), Equation

(3.4) can be written as

[ a- pLT—lll a- P[:-qz] oA p'[r?tl-l 1r m=1 | [ Cm—1 ]
a-pliy) a-pli o a2 plf, | | bne Cmm2
R e 1 1 A I A

(3.14)

over GF(q) with U £ [y; ,_,]w_o = [a iprard] i 50 . Let r; denote the ith row of

the matrix U. We now present the following theorem.
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b
-1

Theorem 3.2 Let r! denote the zth row of the new matrix, say U’, obtained after

the elementary row operations

r, = ri—zrz—kgm—k (mOd q) (7‘= 1,2 -, m— 1)' (315)
k=1

The above row operations transform (3.14) to the DTWHE

tot s e G |[bea] [ G
Qm Am—1 '+ a1 b2 _ ¢1 (3.16)
G2m-2 G2m-3 *°° Gm-1 bo €m-1
over GF(g) where
G = a-pll | (modg) (k=0, 1, -, 2m—2) (3.17)
and
Crm-1 ifi=0
& = {cm_l_.-wl;z'la»_,gm_, (mod q) ifi=1,2, o, m—1 1)

A proof of the theorem appears in Appendix A. Below is an example which

demonstrates the elementary row operations of (3.15) giving a DTWHE.

Example 3.2 Let the irreducible polynomial chosen for the field GF(3?) be g(2) =
2+ z+ 2%, As in Example 3.1, the first step of Division Algorithm 1 results in

a0+ 2a1 a h|_|a
a ao bo - c |

Then the elementary row operation (3.15) gives

ao + 2a, a1 b | _ <1
—ap—a; 4ao+ 201 bo - Co—C

which is a DTWHE over GF(3) of degree 2.
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Theorem 3.2 establishes a relationship between the DTWHE and division in
finite fields. If the elements of GF{¢™) are represented with respect to the canonical
basis, then a division over GF(¢™) can be performed by simply solving the DTWHE

(3.16) over GF(q). The division algorithm is summarized below.

Diviston Algorithm 2:
Step 1) Construct the DTWHE (3.16).
Step 2) Solve the DTWHE.

Since there are only 2m — 1 elements in the associated coefficient matrix, the
computational complexity of Step 1 of the above algorithm is O(m?). As with
Algorithm 1 in Section 3.3, the essence of Step 2 is the inversion of an m x m
cocflicient matrix. However, in Algorithm 2, the matrix is a Toeplitz matrix and
the computational complexity for its inversion is only O(mlog” m) [39).

Algorithm 2 is similar to the approach of [31] in the sense that when the field
elements are represented with respect to a canonical basis, both compute the di-
vision by solving DTWHE:s of degree m. The advantage of Algorithm 2 is that
it requires, for the construction of the DTWHE, the determination of the coordi-
nates of only 2m — 1 supporting elements, whereas the approach of [31] requires

the determination of Tr(8c’) (i =0, 1, ---, 3m — 3), where 8 € GF{(¢™).

3.5 Conclusions

When the elements of the finite field GF(g™) are represented by powers of «,
the division of one element by another can be performed simply by subtracting
the power of the divisor from that of the dividend. Conventionally, however, the
clements are usually represented as a polynomial using a suitable basis. Division
Algorithm 1 is general in the sense that it can be applied using any basis chosen

for the field; it requires the solution of a system of m linear equations of the



CHAPTER 3. DIVISION ALGORITHMS 29

general form over GF(g) to perform a division in GF(¢™). It has been shown
that if the field clements are represented with respect to a canonical basis of the
form {1, a, -+, o™ 1}, then a division can be performed with a lesser order
of computational complexity by solving a discrete time Wiener-Hopf equation of

degree m.
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Chapter 4

Bit-Serial Systolic Divider for
Finite Fields GF(2™)

4.1 Introduction

Division Algorithm 1, presented in the previous chapter, consists of the formation
of the coefficient matrix (CM) and the solution of a system of equations. The task
of forming the CM and then solving the resulting system of m equations in m
unknowns becomes more and more tedious as the value of m increases. Moreover,
for a parallel-type divider, which is realized by combinational logic circuits, the
final logic functions for the coordinates of the quotient b become quite lengthy.
As a result, they cannot be easily implemented using combinational logic for large
values of m. The realization of these types of dividers remains practical only for
small values of m (m < 5). For typical cryptographic applications where the value
of m is large, parallel processing using VLSI is an attractive approach.

In this chapter, an algorithm is presented for the formation of the CM. The
algorithm is mapped onto a one dimensional systolic array. Then a two dimensional
systolic array for the solution of the system of equations is developed to obtain a

bit-serial systolic divider for GF(2™) [11].
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4.2 Formation of the Coefficient Matrix

Let g(z) be an irreducible monic polynomial over GF(2) of degree m i.c.,

m=1
g(z) = 3 giz' + 27,
=0
where g; €GF(2) fori =0, 1, .-, m — 1 and m is a nonzero positive integer.

The polynomial g(z) has a root a € GF(2™) and all elements of GF(2™) can
be represented with respect to the canonical basis {1, «a, &%, -+, o™} [25].

Specifically if @ €GF(2™), then there exist a; € GF(2), 0 £ <m — 1, such that
a=ap+ a1a+aze? 4+ 4 g™t

where the terms a; are the coordinates of a relative to the canonical basis.

The supporting elements are o°, a!, o?, ---, a®™~% and p.[ik] is the j-th coor-

?

dinate of the supporting element o*, i.e.,

m=1
ot =3 Mo, 0<k<om -2 (4.1)

i=0
Let a, b and ¢ be three elements in GF(2™) such that t = ¢/a and a # 0. Then
for the division b = ¢/a over GF(2™), Equation (3.4) can be rewritten by rotating

the coefficient matrix horizontally as shown below.

- m—1 m-1 m=l e
Yool ¥ e o Taptmt]
=0 =0 I=0 bO r Crm—1 W
m=1 0 m~—1 [t+1] m=1 {l4m=1]
g Q1 Pm—2 EU aPp—2 """ zgo QAlPm—2 by Cm-2
- B B = , (4.2)
m=1 m—1 m=—1 I me-l J L C
= aiply = apb™ .. z aph ™
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which can be abbreviated as Ab = ¢ with

m=1
A= A at ] :’::i) [Z a pgz.t)‘g'] 3 (43)

=0 1,7=0

b = (b1

and

c= [cﬂ'&-l"‘]:=0 .

The first step of the DA (i.e. Division Algorithm 1) is to form the coeffi-
cient matrix A from the coordinates of the divisor a and the supporting elements

0 1 2m—2

o, aly --., a®~2 This requires m® arithmetic operations over GF(2). Using

some memory elements can reduce computational load to O(m?).

From the definition of the supporting elements, we obtain
=6; 0<i<m-—1, 0<k<m—1, (4.4)

where the Kronecker delta function §; 4 is equal to 1 when ¢ = & and equal to 0

otherwise.
For GF(2™), Equation (3.12) becomes

M= la+(1-60)p" 0<i<m—1, 0<k<2m-2  (4.5)
Using (4.4), the elements of the 0th column of A satisfy
G0 = Qm_1-1 0 S ) S m— 1. (46)

For 1 £ j < m -1, substituting (4.5) in (4.3) yields

LS
- 7
a; = Z APm—~1-

=0

m=1
t+i- -
= Z ap {pg:.ﬂ 1]gm—l—i + (1 - 5m—1—£.0) PE:Z-I(]:'H)
{=0
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LFSR & & -
—— >
4 & 4, , 1 ‘
m R, R R..
PISO Registers

! ! ! !

Figure 4.1: LFSR based structure for the formation of the CM.

= Ym-1-iG0j-1t (1 - 5m-1—i,o) Qig1,5-1

(3]

_ { Om—1-iG0,5-1 F Qi}1,5-1 2 =0,1--,m- (@.7)
ag,j-1 1=m-—1

Equation (4.7) gives a recursive expression for the jth ( = 1, 2, ---, m = 1)

column of A in terms of its ( — 1)th column. Using m memory elements, the

elements of A can be obtained with (m — 1) multiplications and additions over

GF(2). The 0th column is obtained directly from the coordinates of a as indicated

in (4.6).

According to (4.7), the CM can be constructed using a linear feedback shift
register (LFSR) which generates successive column elements in one time step. As
described later in this section, the structure for Step 2 of the DA accepts onc
column element at every time step. As a result, the outputs of the LFSR must be
stored in m PISO (parallel in serial out) registers, viz., R, Ry + -+ Rpm-1 as shown
in Figure 4.1.

The above approach to the formation of A is simple; but it requires global data

communications. The output of the LFSR is connected to the PISO registers by an
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m bit data bus. In addition, the LFSR itself contains a feedback connection from
one end to the other end. For large values of m (for example, consider the case of
a cryptographic system with m = 900), these global data communications cause
considerable difficulties in VLSI design [22], [23]. The design would be considerably
stmplified if the global data communications can be replaced by local, regular data

communications. We now describe a structure for the formation of A which does

not require global data communications.

Systolic array for the CM: A one dimensional systolic array for the forma-
tion of the CM (SAFCM) is shown in Figure 4.2(a). The array consists of m — 1
basic rectangular processors marked from left to right as @1, @2, -+, @m—1. The
coordinates of a are fed into ¢}, in a bit-serial fashion with a,,_; first. The output
format of the array is shown in Figure 4.2(b). There is a delay of two time steps
between any two adjacent columns of A.

The 0-th column of A is obtained directly as the coordinates of @ enter Q5.
Columns 1 to m —1 are generated by ¢4, Q2, -+, @m-1 respectively. The output
of processor @;-1 (1 € 7 <m —1) is fed into processor @;. The first output ag j-1
of @;-1 is stored in the internal register r of @;. The coefficients go, g1, ***, gm—1
of the irreducible polynomial g(z) propagate through the array so that a;; =
a0,j-19m—1-i + {1 — 6m-1-i0) @is+1,5-1 is formed in processor Q; at time ¢ + 2. A
control signal ¢ is used to identify the beginning of the divisor. The same signal is
also used by the processors to mark the point in time at which the internal register
r updated. Figure 4.3(a) shows the operation of the processor, where the right
hand side variables of the assignment statements are of time step ¢, and the left
hand side variables are of time step ¢ + 1. The corresponding circuit is given in
Figure 4.3(b) where FF, AND, XOR and MUX denote flip flop, AND gate, XOR
gate and multiplexer respectively.

The structure for the formation of the coefficient matrix as described above is
a little more complex than the LFSR based structure. However, the systolic array
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Q QZ Q3 Qm 1
& & 8aeveee 8m.1 T s > — ——= — >
000 1 4. - - DR S
aoalaz ..... am.l T I > -1 > T — | T
column column column column
0 1 2 m-1
(@)
d; 4
G,
G, Gy
G2 Ggs
G G
Gy G,
Qo Gy,
Q0 Gy,
o
Qoo
(b)

Figure 4.2: (a) Systolic array for the formation of the CM (SAFCM) and (b)
Output format of the array (m = 4).
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8w —™ > — % 8out
Gy —™ —> B " Qo
a, ——» — — —a .,
Step t Step t+1
if 4i,= 1 then
begin
aout = b
r:=a_;
end %
else
begin
Cos = Ziermp” F G
end
8ow 1= gu:mp; ganp += &ins
Qo = Tiemps  Trcmp*= Tins
(a)
& g sFE—> Lo
Giemp
Gin _" o
a. — - VSCIOCK r vSClCCI
in o MUX FF Lt MUX FE aom
\ A J
AND
»XOR
®)

Figure 4.3: Rectangular processor of the SAFCM: (a) operation and (b) circuit
diagram.



CHAPTER 4. BIT-SERIAL DIVIDER 37

based structure requires no global data communication or broadcast signal.

4.3 Solving the System of Equations

The following theorem is useful for obtaining a simplified structure for the second
step of the DA.

Theorem 4.1 If a is a nonzero element of the field GF(2™), then the determinant

of the resulting CM is 1.

Proof: Since every nonzero element of the field GF(2™) has an inverse, a solu-
tion of (4.2) exists and the CM is non-singular. Moreover, the elements of the CM
are elements of GF(2), so the corresponding determinant is one. Q.E.D.

Pre-multiply the matrix A with the following elementary m x m matrix P;;
(¢ # 7) over GF(2). The elements of P;; at (3,7), (,%), (j,4) and (j,7) arc b, f, f
and | respectively where & = a;;, f = @;;a;; and f denotes the complement of f.
The remaining elements of P; ; are 0 except for the other elements on the principal

diagonal which are all 1. The structure of P;; with ¢ > j is shown below.

0

Pl'.j = T, (4‘8)

0

“mxXm

The matrix (i.e., A) which P;; pre-multiplies is referred to as the operand matrix.

Note that the elementary matrix P;; is uniquely determined by the two clements
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Changes
no change
row % := row ¢ + row j
_rows ¢ and j are interchanged

r—tr—-o;~|
—] ol ol

Table 4.1: Changes in the operand matrix after pre-multiplication.

at positions (z,7) and (4,7) of the operand matrix. Also the pre-multiplication
changes only rows ¢ and j of the operand matrix. There are three possible changes

and these are listed in Table 4.1.
From the definition of P, ;,

det(P;_j) = T-f-{- hf=1+f+bf=1 +7;f =1+4%,;q;a;=1 (4.9)
where all additions and multiplications are over GF(2).

Theorem 4.2 If A’ = P;;A where 1 # 7, then (i) all rows of A’ except the j-th

and i-th are same as those of A, (ii) a}; =0, and (iii) a; =1ifa;; = 1.

A simple proof of the theorem is given in the appendix.
Gauss-Jordan Elimination over GF(2): DefineU; = P, 1 ;P2 Pis1
and A® = UpA. Then according to Theorem 4.2, all elements below a(()?g of the

0-th column of A are zero. Performing this annihilation process on columns 0

through m — 2, we obtain
[T, C,] = Um_gUm_g see Uo iA, C] ’ (4.10)

where the m x m matrix T over GF(2) is upper triangular. This corresponds to
Gaussian elimination with partial pivoting over GF(2). According to Theorem 4.1

and Equation (4.9), T is non-singular and its principal diagonal elements are all
1.
Similarly, defining L; = P; n—1Pim-2 - - - Piis1,

T,¢"] = Ly-2Lim—3--- Lo [T, ] (4.11)
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where I is the m x m identity matrix. Then the column vector ¢” is the required
solution i.e., b = ¢”.
Matrix A in (4.10) is upper-triangularized by annihilating the matrix elements

column wise and T in (4.11) is diagonalized by annihilating the matrix clements

row wise.

Example 4.1 Let o € GF(23) satisfy gla) = 1 +a+a®> = 0. Let a = o® and

¢ = a*. Then (4.2) becomes

0117 1
111 |]8|=]1]. (4.12)
10 1]|b 0

The diagonalization of the CM using (4.10) and (4.11) is shown in Table 4.2.
The four elements of P; ; which depend on £ and f are underlined. The clement of
the operand matrix which is annihilated at the subsequent step is marked with an
asterisk. The operand matrix of a row in the table is obtained by pre-multiplying
the preceding operand matrix with the elementary matrix of the same row.

From Table 4.2 we obtain b = ¢” = {0 1 0]* which is the binary representation

of ¢, the required quotient.

On a sequential computer, the above Gauss-Jordan elimination (GJE) could
be a time consuming operation, particularly for large values of m. But, systolic
arrays for solving systems of linear equations (SASLE) by the GJE with partial
pivoting are effective [16]. The array presented here is similar to the array of
[16]; however, the processors of the array presented here perform relatively simpler
operations and require fewer input and output connections. This simplification
results from the fact that the divisor is a2 nonzero field element and the resulting
CM is non-singular.

Systolic Array for Solving Linear Equations: The GJE algorithm is

mapped onto the array as shown in Figure 4.4. The array has m rows. Row
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Table 4.2: Diagonalization of the CM using GJE with partial pivoting.
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Figure 4.4: Systolic arrxy for solving linear equations (SASLE).
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k has m + 1 = k processors labeled Vi, Vixs1, =<y Vi from left to right. The
leftmost processor of cach row is a circular processor. Between any two adjacent
circular processors, there are two flip flops. All other processors are square pro-
cessors. The start of the input of [A,c] into the array is marked by the control
signal s. The control signal is obtained by repeating the control signal for the
SAFCM. The matrix [A, c] is fed into the array column by column. Column j
of the matrix is input to processor V4 ;. The circular processor Vi generates P; .
(i=k+1, k+2,---,;m~1,0,1, --+, k=1). The square processors of row :
apply the operations corresponding to pre-multiplication by P; .

Before describing the operations of the processors, an informal description
of how the array works is given. Row 7 of the matrix [A,c] moves downward
through rows 0, 1, ---, i — 1 of the array and the matrix elements at positions
(1,0), (s,1), -+, (¢,7 — 1) are annihilated. The other elements of row < reside in
Viiy Viiet, --+y Vim for the next m—1 time steps and annihilate all elements which
enter V;;. The annihilated elements are of positions (i + 1,1}, (i +2,¢),---, (m—
1,1}, (0,2), ---, (¢ —1,%) respectively. Next, row 7 again starts moving downward.
Now the elements at positions (¢, +1), (7,2 +2),---, ({,m — 1) are made zero in
Visrisry Vis2is2, =y Vine1,m—1 respectively; and the element at (z,m) is the 7 th
component of the vector b.

The annthilation processes above and below the principal diagonal are pipelined.
The coordinates of b start emerging from the processor Vi,_;m at time step 3m.

Subsequent coordinates emerge at a rate of one coordinate per time step, resulting
in a computational time of 4m — 1 time steps.
We now briefly describe the operation of the two types of processors used in

the array. Detailed operation and the corresponding circuit diagrams are given in
Figures 4.5 and 4.6.

o Circular processors generate the elementary matrices and send them right-

ward to the neighboring square processors. Since an elementary matrix can
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N N

out

Step t Step t+1
if s, =1 then
begin
Po:=( I f.e, k=1 fi=]]
ri=a.;
end
else

case (r,a,) of
0,0% P, :=(0, 0)
G P, :=( Iy
(L0 P, :=(0, 0y
(LIx Pu:=(, Oy

end
Soul = Sin ?
(@
S a,

F out
'_j | > FF
\A AND‘ 2 -
OR
\A 4 FF
1
select
r som
(b)

Figure 4.5: Circular processor of the SASLE: (a) operation and (b) circuit diagram.
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MUX

Figure 4.6: Square processor of the SAS

Qa

out

(d)

LE: (a) operation and (b) circuit diagram.
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be specified by the values of & and f only, Py in Figure 4.55(a) can be

realized by two lines. The circular processor updates its internal register » if

Sm=1 or if r = 0 and g;,=1.

e Depending upon P, the square processor performs one of the three opera-
tions listed in Table 4.1. It also sends the elementary matrices rightward to

the neighboring square processor.

Compared to the square processor of {16], the square processor presented here
performs relatively simpler operations (refer to Figure 6{a)) and requires two less
input-output connections per processor. As the number of squarc processors in-

creases with m?, the use of these siinple processors reduces the circuit complexity

of the array in terms of number of gates and flip-flops.

4.4 Divider Structure

A complete bit-serial systolic divider over GF(2™) is shown in Figure 4.7 where
the SAFCM and SASLE are connected through some delay elements. The element
D? introduces a delay of i time steps. These delay elements are used to match
the output and input of the SAFCM and SASLE respectively. The computational
time to perform a division is 57n — 1 time steps and pipelined operation is possible.

The time step duration is essentially determined by the processor (rectangular,
circular or square) which causes maximum time delay. This time delay is, however,

independent of m. As a result, the time step duration does not increase with the

increase in the values of m.

For the division operation to be valid over GF(2™) requires that at least one
of the coordinates of the divisor be nonzero. However, if it happens that all the
input coordinates to the SAFCM are zero (intentionally or by some external noise),
then the elements of A, which are the output of the SAFCM, are also zero. This

particular case can be identified by providing a zero-detection circuit at the input
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Figure 4.7: Structure for a bit-serial systolic divider.
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as shown in Figure 4.7. Such a circuit may simply consist of an OR gate and a flip

flop which is initialized by the control signal s.

The SAFCM and SASLE may be combined to obtain a single array. However,
the main advantage of having two separate arrays is that the SAFCM can be used
to obtain a bit-serial systolic multiplier for GF(2™) [11]. In addition, the SASLE

can be used to solve linear equations over GF(2).

4.5 Comparison

For comparison, we consider the modular inverters of {1] and [43]. Our bases
for comparison are circuit and time complexities. So far we have mecasured the
computational timein terms of the number of time steps. The time step duration is,
however, different for the three structures to be compared below. As an alternative,
consider the time complexity as the product of the computational time in numbers
of time steps and the time step duration.

The inverter developed by Wang et al. [43] requires only 4m — 1 registers and
m? AND gates. On average, for an arbitrary irreducible polynomial the circuit
has 0.5m® XOR gates [42], which results in [log, 0.5m®] levels of XOR gates.
New circuitry is required for the product function [43] if a different irreducible
polynomial is chosen. The inverter also requires two control signals. For bit-serial
input and output formats, the computation time is only 3m time steps, yielding a
time complexity of O(m logm).

The number of registers for the inverter proposed by Akari et al. 1] is 7(m+1).
Each cell of the inverter requires 21 switches. If the switches are realized by AND
and OR operations, then the total number of AND gates, OR gates and XOR gates
in the inverter are 45(m+1), 23(m+1) and 4(m+1), respectively. The structureis
independent of the irreducible polynomial. However, the four control signals used
to direct data to different registers are broadcast to all the basic processors. For

bit-serial input and outputl operation the computational time varies from 4m + 3
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Circuit of Circuit of Circuit of

Features Wang et al. [43] | Akari et al. [1] | this paper
Operation Inversion Inversion Division
Number of registers O(m) O(m) O(m?)
Number of
AND gates O(m?) O(m) O(m?)
Number of
XOR gates O(m?) O(m) O(m?)
Number of
control signals Two Four One
Circuit independent of
irreducible polynomial No Yes Yes
Equal computation
time for all elements Yes No Yes
Global
data communications Yes Yes No
Time step
independent of m No No Yes
Time complexity O(mlogm) O(m?) O(m)

Table 4.3: Comparison of the circuits for inversion/division over GF(2™).

to 5m + 2 time steps. One of the four control signals is generated by passing data
through m + 1 OR gates in a single time step. As a result, the time step duration

increases linearly with m, resulting in a time complexity of O(m?).

The bit-serial systolic divider presented here requires 2.5m?+11.5m—6 registers,
4m? 4 12m — 5 AND gates, 1.5m? + 7.5m — 2 OR gates and 0.5m?+1.5m —1 XOR
gates. However, the structure is independent of the irreducible polynomial. There
is no global data communication and only one easily generated control signal is
required. The computational time is 5m — 1 time steps. The maximum time delay
due to the gates occurs in the square processor and consists of the delays due to a
XOR gate and a multiplexer. This delay is, however, independent of m yielding a

time complexity of O(m). We summarize the comparison in Table 4.3.
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4.6 Conclusions

In this chapter, a bit-serial systolic structure has been presented for performing
division over GF(2™). The structure requires a simple control signal, and regular
and local interconnections. As a result, it is well suited for VLSI systems. More-
over, the time step duration does not depend on m, hence the structure is more

suitable for applications where large values of m are used.



Chapter 5

Bit-Serial Multiplication over
GF(¢™)

5.1 Introduction

Berlekamp was the first to develop a bit-serial dual basis multiplication algorithm
over GF(2™) for the encoding of Reed-Solomon codes [6]. A block diagram for
computing ¢ = ab over GF(2™) using Berlekamp’s bit-serial multiplication scheme
is shown in Figure 5.1. When both the multiplicand and the multiplier are rep-
resented with respect to a common (also referred to as primal) basis, which is
expected for most practical cases, the above multiplication scheme requires two
basis transformations in addition to Berlekamp’s bit-serial multiplication circuit.
The latter requires only 2m shift registers, m AND gates and m + Wy(g) —3 XOR
gates, where Wy (g) denotes Hamming weight of the irreducible polynomial ¢(z)
used to generate GF(2™). However, the circuitry for the basis transformations are
not always simple [38]. An explanation of Berlekamp’s bit-serial multiplication
scheme can be found in McEliece [30].

Berlekamp’s algorithm is very efficient in the sense that it requires a minimum
of circuitry. It has the additional advantage that multiplication by a fixed constant
can be hardwired. However, the involvement of two different bases is not advan-

tageous especially when the multiplier is to be used as a part of a larger device;
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Basis )
transformation Basis
a — . transformation
. 3 =
(primal basis) (Guat basis) : .
b * : (primal basis)
(primal basis) (dual basis)

Berlckamp's bit-serial
multiplication

Figure 5.1: Involvement of dual basis in Berlekamp’s bit-serial multiplication
scheme.
because it would be necessary in general to enhance circuitry to change bases [30].

There are some cases for which the basis transformation is very casily accom-
plished, i.e., by a permutation of the coordinates. Such an easily accomplished
basis change depends on the irreducible polynomial chosen. Morii, Kasahara and
Whiting have shown in [31] that it is not necessary to use the dual basis for the
realization of an efficient bit-serial multiplication when the irreducible polynomial
is a trinomial. They have also shown that when the irreducible polynomial is of
the form of g{z) = z™ + z8*2 4+ 2M1 4 2* £ 1, 0 < k < m —2, only a simple trans-
formation of the bases is necessary to have an efficient bit-serial multiplication
circuit.

Recently Wang and Blake [44] have proved that the clement transformation
into the dual basis can be performed by a simple permutation of the coeflicients if
and only if the irreducible polynomial is a trinomial. They have developed a bit-
serial multiplication scheme which can be realized for all irreducible polynomials
over GF(2™). However, the requirement for some form of basis transformation
circuit both at the input and at the output still exists. As a result, it is desirable
to develop an algorithm where the number of gates and registers required for the
basis transformation circuit can be minimized.

In this chapter, the relationship between the DTWHE and finite field division
of Chapter 3 is used to develop a bit-serial multiplication algorithm which can be

easily realized for all irreducible polynomials {12].
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Figure 5.2: Conceptual diagram for bit-serial multiplication.
5.2 Bit-Serial Multiplication

If the coordinates of a and b are known, Equation (3.16) can be used to ob-
tain a bit-serial multiplication circuit. The conceptual diagram for a bit-serial
multiplier using (3.16) is shown in Figure 5.2. The inputs ¢mwy, @m-2, ==+, Qo
generate dg, a1, °--, G2m-2 Which are sequentially shifted in to the registers
Ro, Ry, -+, Rm—1. At each clock pulse the contents of these registers are mul-
tiplied by bg, b1, ---, bm-1, respectively. This is equivalent to multiply one row

vector of the Toeplitz matrix of (3.16) by the cqlumn vector [bm_y1, bm—2, <+, boJ

yielding the elements of the vector [&, &, ---, Em_llt. The latter is then trans-
formed to get the required results ¢pn—1, €m-2, -, Co-

We now discuss shift register configurations to generate the constants é,, a,,

<++, @am—2 and to transform & 2 @t toc 2 e
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5.2.1 LFSR Configuration for {ag, @, -+, @am_n}

Since g(z) is an irreducible monic polynomial over GF(¢) and a € GI(¢™) satisfics
g(a) =0, we have
m=1 i
o™t = — Z g:ia'.

=0

Again a™ is an element of the set H of supporting elements and we can write from

(3-2)

m—1

at =% e
=0
Thus
fm) _ . _
Pi = ~—g; 1—0, 1,"',m—l.

Figure 5.3 is a well known configuration for a-multiplication over GF(¢™). In
Figure 5.3 all the registers and connecting lines are assumed to {unction under

m-—1I .

g-valued logic. If the coordinates zg, Z1, *++, Tm—1 of the element z = 3 z;0'
=0

are stored in the registers By, By, ---, Bm-1 respectively, then after one clock

pulse the registers contain the coordinates of the product az. Thus if the registers

initially contain the coordinates of the supporting element a™~!, then the contents

of the last register B,—1 with successive clock pulses (up to m — 1 pulses) can be

expressed as follows:

1 i=0
pgln_—ll'{-j] é dJ = o1 1 (5.1)
= _};Ogm_,v,;pﬂ“_'l i (modgq) j=1,2 -+, m—1.

Now we present a Corollary of Theorem 3.2.
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$—gm-l." -~ 82 =& ~— &

g-valued e B
shift register

Modulo-qg
addition *

Modulo-q
multiplication -g.

by -§&,

Figure 5.3: LFSR configuration for multiplication by a.

Corollary 5.1

!
a = Zam—l—lh'di (=0, 1, ---, m—1).

=0

Proof: From (3.17),
= k)
@ =7 QPpmei-
=0

Substituting { = m — 1 — k + 1, we obtain

k
~ me=141
a = E a-m—l—k-l-ipEn—l 1-
i=k—{m-1)

In the canonical basis, for 0 < j<m —1

w _)1ifg=m=1
Pm-1=13 0o otherwise.

(5.3)
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[
(4

So

k
- m—141
ar = Zam—1~k+£P£n—1 1
1=0

k
= Zam_l_k.,.,-d,- QED
i=0
Equation (5.1), in conjunction with (3.12) and (5.2), is used to derive the
following recursive relationship, presented as a Corollary of Theorem 3.2, which

results in a LFSR (linear feedback shift register) configuration for the generation

of ap.
Corollary 5.2 The constant coeflicients a; (k =0, 1, ---, 2m—2) of the DTWHE
(3.16) are
am-1 (k=0)
G = { Gm1-k T ’:g:: &1gm-k+t (mod q) (1< k<m-—1) (5.4)
m-—1

- 120 @k—1-19m-1~1 (mod q) (m<k<2m-2)

Proof With k = 0, substitute (5.3) in {3.17) to obtain &g = am-1. Now consider
ar (1 < k <m—1). With the help of (5.2) the R.H.S. of (5.4) can be written as

k-1 !
RHS = Am-1-k — Z (Z am—1—1+t'di) Im—k+!- (55)

=0 \i=0

Let

k=17 i
X =3 (Eam-—l—l-i-idi) Gmektl

I=0 \i=0

k-1

= Y (@m-1-1do + Gmor—rr161 + Cm_1-1y2de + < + Cm1d1) Grmkyt
1=0



CHAPTER 5. BIT-SERIAL MULTIPLIER 56
Using the fact that a, = 0 when ;2 mor j <0, results in

N = apmdoGm-k
+(am-zdy + admoyd)) Gmaksr

+ ("m-.’ld() + am-2(11 + “m-—ld2)!}m—k+2

+{Om-ktlo + Amiprdy + - + am—l(ik—l)gm—l
= et (Gmeido b Gm-ksrds + -+ + gmo1dioy)

A2 (Jm-rs1do + Gmois2dy + -« + gmordi2)

i (Gm-10) (5-6)
Subwtituting {5.1) into (5.6)

N = —guodi —am_adiy — @m_3dic2 = -+ — apm_idy
'
= —Zﬂn-:-&udt
=

Thie {3.5) beeomes

RHS. = aq e — X

Il

&
ta.‘-,-“;d; = (.Z§ = L.H.S.
3
Thee counpletes the prool.
Camlnning the thow casm fora, viz. k=0 | £ k<m-landm < k < 2m-?7,
we ik =@, 1, ---, m = 1) can be generated sequentially in the register Ry of
Frease 5 8 peovaded that the LFSR initially contains zero and the input to the

crekpatatn o thre wrnenee {0y, Gao3.0 0. a0.0, 0, -+, 0} of 2m—1 clements.
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aﬂ-—l‘ am—:’ "ty 001 Ov Ov Y 0

Figure 5.5: Transformation of ¢ to ¢

5.2.2 Transformation of ¢ to ¢

From (3.18), i.e.,

Cmm ifi=0
A — i
=Y emotei = 3 Eoigmet (mod q) ifi=1, 2, -, m—1
=1

we have
Co ift=0
mo1-i = ia—lgm—l (mOd q) fi=1,2 ---, m—1"~ (5‘)
=0

A feed forward shift register configuration to transform ¢ to c¢ is shown in Fig-
ure 5.5. It is assumed that the logic is ¢g-valued and the registers initially contain
0. The input is the sequence {Gp, &, ---, én-1} and the corresponding output is

{(4"1—17 Cm—2y *° ", CO}-
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gm-l. PO g?. gl

S e oo ————

R R, R

Figure 5.6: The bit-serial multiplication circuit.

Figure 5.6 shows the complete configuration for bit-serial multiplication. All
registers are initially set to 0. The input to the circuit is the sequence {am-1, am-2,
-+, a0, 0, 0, ---, 0} of 2m elements. As @pn-1, aGm-2, ---, do enter the LFSR,
dg, @1, -+, @m-1 are loaded into Ry, Ry, ---, Rm-1 respectively; at which pnint
the switch S closes. For the next m clock cycles, ¢n-1, ¢m—2, ---, ¢o are obtained

at the output sequentially as shown in Figure 5.6.
m-—1 .
If the irreducible monic polynomial is g(z) = ¥ ¢:iz* + 2™, ¢ € GF(g) with
=0

gr # 0, where & (0 < k¥ < m) is the least nonzero positive integer, then only
a m — k + 1 stage shift register is required for the feed forward shift register of
Figure 5.6. Thus by choosing a suitable g(z) with & as large as possible, the number
of registers for the bit-serial multiplication circuit can be reduced. For example,
both 1+ 2422422423 and 1 + 228 + z2° 4 230 4- 231 are irreducible polynomials
over GF(2) of weight five [32]. However, the former requires 31 stages of registers

in the feed forward shift register while the latter requires only 4.
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Components Circuit of [44] Circuit presented here
Number of )
shift registers sm sm
Number of 0
2-input AND gates = i
2_inij‘§{b(§;°;tesz(m. — 1)+ 3[Wi(g) - 2J(m — 1) + 2(Wi(g) - 2| + 1

Table 5.1: Comparison of number of gates and registers of two bit-serial multipli-
cation circuits.

5.3 Comparison

If the irreducible polynomial is a trinomial or a pentanomial of the form of g(z) =
142842k 24420 0m (0 < k < m—2), then the bit-seriai multiplication scheme of
[31] for GF(2™) requires a very simple basis transformation. However, irreducible
trinomials and pentanomials do not exist for all m. A computer scarch for a
suitable basis transformation as suggested in [31] is a case dependent approach.
From this point of view the bit-serial multiplication scheme proposed here has the
advantage of being applicable for all irreducible polynomials.

The bit-serial multiplication scheme presented here and that developed by
Wang and Blake [44] require a multiplicand and multiplier in terms of a canoni-
cal basis, and both generate a product which is also in terms of a canonical basis.
Functionally these two schemes are equivalent; however, a reduction in the number
of gates and shift registers is obtained by using the scheme presented here. This is
shown in Table 5.1 for GF(2™). To determine the number of gates, it is assumed
thatifg; =1 (=0, 1, ---, m—1), then the feedback (or feed forward) connection
with weight g; in Figure 5.6 exists and a XOR gate is used. The total number of
clock cycles required for the proposed multiplier is 2 and the multiplier of [44]
may need an additional m cycles to maintain the same ordering of the coordinates

at the input and output.
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5.4 Conclusions

The relationship between the finite field division and the discrete time Wiener-
Hopf equation has lead to the development of a bit-serial multiplication scheme.
The attractive feature of this multiplication scheme is that it can easily be realized
for all irreducible polynomials and in many cases will require fewer gates and shift

registers compared to other bit-serial multiplication algorithms.
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Chapter 6

Parallel Multiplication for a
Class of GF(2™)

6.1 Introduction

The two important finite field operations- exponentiation and inversion can be
performed by applying multiplication operations repeatedly. Hence it is important
to develop fast multiplication algorithms which can be casily realized with low
circuit complexity. When the size of the finite field is large, another issuc which
requires considerable attention is the modular structure of the multiplier.

A modular parallel structure has been presented in [43] using the Masscy-
Omura multiplication algorithm to multiply any two elements of GF(2™) where
each element of the field is represented with respect to a normal basis. Although
in general the parallel Massey-Omura multiplier (MOM) requires O(m®) XOR and
O(m?) AND gates (all gates are assumed to have only two inputs), a reduction in
the number of gates can be obtained by using a suitable irreducible polynomial.
If the irreducible polynomial is an all one polynomial (AQP), then only 2m? —2m
XOR and m? AND gates are required for the parallel multiplier {41]. A more
general treatment of this topic is given in [2].

By representing field elements with respect to a canonical basis, Itoh and Tsu-

jii have developed a structure for a parallel multiplier over GF(2™) based on ir-
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reducible AOPs [21]. They have also extended their multiplication algorithm for
irreducible equally spaced polynomials (ESP). Their structure is modular and has
a lower circuit complexity compared to the MOM.

In this chapter, the field elements are represented with respect to a canonical
basis. Two structures for parallel multipliers over GF(2™) based on an irreducible
AOP of degree m and irreducible ESPs of degree m{(m + 1)}, i = 1, 2, --- are
presented in [15], [14]. By increasing 7, the degree of the ESP can be increased
arbitrarily. It is shown how to construct a parallel multiplier for such large fields
using the basic modules of the parallel multiplier based on the corresponding irre-
ducible AOP of degree m.

We also develop a squaring algorithm for GF(2™) based on an irreducible AOP.
The realization of the squaring algorithm is very simple. Applying these algorithms
for multiplication and squaring operations, a structure for computing inverses is

also developed.

6.2 Itoh-Tsujii Parallel Multipliers

Definition 6.1 [41] A polynomial f(z) = 'Zn: fiz* over GF(2) is called an AOP of
i=0
degreem if f;=1forz=0, 1,---, m.

Examples of possible values of m for which an AOP of degree m is irreducible
are 2, 4, 10, 12, 18, 28, 36, 52, 58, 60, 66, 82, 100, 106, 130, 138, etc. [21].
Definition 6.2 [21] A polynomial g(z) = Sf gi=rm4my gl =

1=0

f(=°) over GF(2), where f(z) is an AQP of degree m over GF(2), is called an
s-equally spaced polynomial (s-ESP) of degree sm.

The coefficients of the ESP are

9= big- (6-1)
k=0
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Examples of possible values of n for which an ESP of degree n is irreducible

are 6, 18, 20, 54, 100, 110, 156, 162, ctc. [21].
Let f(z) = f: fiz' be an irreducible monic pclynomial of degree m over GF(2)
1=0

and a a root of f(z). Any element of GF(2™), say a, can be represented with
respect to the canonical basis {, a!, ---, a™ '}, l.c., ¢ = apa® + 10! + @a0® +
-+ + am-1a™" !, where the coordinates a; € GF(2) for 0 < i < m — 1. With this
representation, Itoh and Tsujii have developed structures for parallel multipliers
based on AOP and ESP [21]. In this subsection we briefly review the configurations

of Itoh-Tsujii multipliers (hereafter denoted by ITM).
ITM based on AOP: Let f(z) be an irreducible AOP of degree m and « a

m—1 . m=1 ,
root of f(z). For any two elements a = ¥ a;0' and b= ¥ bia' in GF(2™), let
=0 =0

m-—1

c= Y ¢ denote the product of a and b. If we represent
=0

a = Ao+ A+ -+ Ana™
and
b = Bo+Bia+ ---+ Bpa™,
then, by noting o™*! =1, it is easy to show that
c = ab=Co+Cia+ --- 4 Cpia™,
where

Ck = > A;B; (mod 2) (0<k<m). 6.2)
i+j=k (mod m+1)

The coefficients ¢; are then given by

¢ =Ci+Cm (mod?2) (0<k<m=—1) (6.3)
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The basic module of the ITM computes Cy as indicated in (6.2). Each module
contains (m +1) AND gates and m XOR gates; and there are m + 1 basic modules
in the ITM. The transformation (6.3) requires m XOR gates. So in the ITM, there
are (m + 1) AND gates and m?® + 2m XOR gates.

ITM based on ESP: Let g(z) be an irreducible s-ESP of degree n = ms where

s = (m+ 1) for any positive integer 7 and let 8 be a root of g(z). a and b are any
two elements of GF(2") and a = ,:_i; a; and b= :l';: b;B. Let ¢ = Tg—ol ¢3¢ denote
the product of @ and b. Letting r = s 4 n, if we represent

a = Ag+A B+ -+ A8
and

b = Bo+ BB+ -+ By,
by using 8" =1 (see Theorem 6.2), we obtain

¢ = ab=Co+Cif+ - +Crrf,

where

Ce= Y.  ABj(mod2) (0<k<r-1). (6.4)

i+j=k (mod r)
The cocfficients ¢; are given by
Citjs = C;+_,', + Citn (mod 2) (0 <i1<s-1, 0<35<m— 1). (65)

The basic function of the multiplier based on an ESP for GF(2") can be realized

by r AND gates and r — 1 XOR gates. The total number of AND gates is r? and
the number of XOR gates is r(r — 1) +n.
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6.3 Proposed AOP Based Parallel Multiplier

6.3.1 Algorithm

m=1 , m=1 .
Let a = ¥ aio' and b = Y bia' be any two clements in GF(2™) and et

=0 1=0
me=1 . . . .
¢ = ¥ co' denote the product of a and b, where a is a root of an irreducible
=0

polynomial f(z) = f: fizi of degree m over GF(2). Then we have (3.16) which is
1=0

rewritten below:

am—l am—2 et &0 bm—l 50
am &m-l ot al bm—2 - é‘l (GG)
Gom-2 G2m-3 °*°* Gm_1 bo Crm—1
where
m=1 Lk
Gr=S apht k=0,1, .-, 2m =2 (6.7)
=0
and
Cm=1 ifi=0
& = LI ep s 6.8
“ cm—l—i+lz:1¢i—lfm—l if ¢ =1, 27 cery, m— 1L ( )

According to (6.6), the corresponding multiplication algorithm has the following

steps.
S1. Transformation of aq, a1, *--, @m-1 t0 @, @1, *--, &2m-2 (Equation (6.7)).

S2. Matrix multiplication to obtain &, &, ---, én-1 (Equation (6.6)).

S3. Transformation of &, ¢y, *++, ém~-1 to the desired coordinates ¢, €1, **+, ¢

(Equation (6.8)).
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@, 74 Bl - —— % B2 —— "X B3 [ a&en

Figure 6.1: Block diagram of the realization of a parallel multiplication.

Figure 6.1 shows a general block diagram for the realization of a parallel mul-
tiplier using the above algorithm. Note that, if f(z) in Eq. (6.6) is not irreducible,

then the algorithm will perform multiplication over a polynomial ring modulo f(z).

The m x m Toeplitz matrix in (6.6) has a maximum of 2m — 1 distinct entries.
The complexity for the realization of S1 {and consequently for the whole parallel
multiplier), depends on the number of distinct entries in the Toeplitz matrix. By
choosing a suitable irreducible polynomial f(z) in Eq. (6.6), the number of distinct
entries can be reduced. The focus of the following discussion is on the construction

of a parallel multiplier based on an irreducible AOP using tie above multiplication

algorithm.
For an irreducible AOP f(z) = i z* over GF(2), a root a of f(z) satisfies
1=0
m~1
g™ = ¥ o' and o™*! = 1. Hence, for any integer j, we have
i=0
p!_j]=p? mod (m+1)] (i=0, 1, -+, m=1) (6.9)

where p[-'ﬂ for 0 < i < m —1is the ith coordinate of o’.
When f(z) is an irreducible AOP, f;=1forz=0, 1, ---, m—1 and (3.12)

becomes

) Py i=0
pf-] = (6.10)
pE‘rLtzlll'*-pEL-_llI l=1, ?'s Tt Ty m— 1.
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If (6.9) is substituted in (6.7), there are only m + 1 distinct d; and they can
be expressed in terms of the coordinates of a. Combining (4.4} and (6.10) for

0 £k <m, the result is

Pg‘;]q = 6k.m—1 + 6k,m- (Gll)

Using (6.9) and (6.11) in (6.7)
Am—1 k = 0
G =¢ @m1—kt+am_x (mod2) k=12 -+, m=~1 (6.12)
Qg k=
Form+1<k<2m—2,(6.9) results in
@k = Gx mod (m+1)- (6.13)

We therefore have

o~

Gm-1 Qm-2 Gm-3 °*° @ Qg bm—1 Co
Gm  Gn-1 Gm-2 -+ @y a bm-2 <
o Gm Gm-1 -+ G3 @ b3 C2
a; ao am -+- Q4 ag b | | &
| @m-3 Gm-4 @m—s °** Gm Gm- | \, bo | | Cm—-1 ]
or, equivalently
m-—1
Ei = bja,'+j mod (m+1) (mOd 2) 1= 0, 1, sre, TR — 1. (6.14)
3=0

For the AOP f(z) of degree m, the transformation of &, &, - - -, ém—1 to cg, i,

-+, €m—1 is obtained from (6.8) as

Cn-1-i = ZE, (mod?2), i=0,1, ---, m—1
=0

o i=0 s
{E;-f-cm-; (mod?2), i=1,2, -+, m—1. (6.15)
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!
!
> L
r @ 1 am-2
1
s — T 1
1 L. .
1 L
1 I
I - 1
: D 1 &
Q-1 [ 1 =
1 7 %
1 1
@®| mod 2 adder.
Figure 6.2: Transformation of ag, @1, ***, @Gm-1 t0 g, @y, *-+, @m (Module P).

Note that (6.12) {(along with {6.13)), (6.14) and (6.15) correspond to S1, S2
and S3, respectively, for an irreducible AOP of degree m.

6.3.2 Structure, Complexity and Comparison

Denote the circuits which realize (6.12), (6.14) and (6.15) as modules P, @ and
R, respectively. Details of these modules are shown in Figures 6.2, 6.3 and 6.4.
Module P transforms ao, a1, -+, @m-1 t0 &g, @1, * -, @m, and requires m — 1

XOR gates. There are m identical cells in module @ for matrix multiplication. The

inputs to the i-th cell are two m-tuple vectors, viz., [&(i+m_l), Q(ipm—2); " &(;)]

and [bm-1, bm—2 -+, bo]’, where (z) in the subscript is used to denote z mod

(m+1). The m-tuple vector [&(;+m_1), A(igm=2)y ", &(;)] is tapped from the m+-1
m=1

bit bus containing @m, @m-1, -+, @. Theoutput of theith cellis & = T b;@(i+j).
i=o

Each cell contains m—1 XOR gates and m AND gates to realize the mod 2 additions
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bOv h' [a""’ bm—]
(m bits)
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Figure 6.3: Matrix multiplication (Module @).

1====7

P — 1
V]

c—-L»cm_l

Figure 6.4: Transformation of &, &,

-++y &m-1 to co, €1, -*-, Cm-1 (Module R).
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Multiplier Number of | Number of Time delays
description XOR gates | AND gates due to gates
D
MOM [13] | 2m? —2m m? o (,';i(llﬁr) Dy
ITM [21] m*+2m |m*+2m+1 lfg’;(-{r-n(f.g?i]ygi
" D m—1
Presented here | m? 4+ m — 2 m* flogz (-;(_ 1] )BX

Table 6.1: Comparison of number of gates and time delays for three parallel mul-
tipliers based on the irreducible AOP of degree m.

and multiplications, and introduces a time delay of D4 + [log,(m ~ 1)] Dx where
Dy and D, denote the delay for an XOR gate and an AND gate respectively.
Module R transforms &, &1, +++, Cm—1 10 Cg, €1, **-,Cm—; using m — 1 XOR
gates. Due to the dependency of ¢; on ¢y, the delay for this transformation is
(m=1)Dyx and the total delay in the three modulesis D4+ (m+[log,{(m — 1)])Dx.
The total number of XOR and AND gates are m? + m ~ 2 and m?, respectively.
The number of gates required is less than that of [43] or {21]. A comparison of
the number of gates and approximate time delays for these modular structured
parallel multipliers is shown in Table 6.1.

“or an AOP based parallel multiplier, block Bl (refer to Figurc 6.1) contains
one P module, B2 contains one @ module and B3 contains one R module. Later
it will be shown that an ESP based parallel multiplier can be constructed by using
additional modules of the same type in each block.

It can be shown that, for arbitrary f(z), the number of gates in the multiplier

structure is O(m?), which leads to a partial solution to the problem proposed by

Itoh and Tsujii in the last paragraph of [21].
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6.4 Inversion

One of the main objectives in developing a parallel multiplier is to use it repeatedly
for the computation of inverses and exponentiations in finite fields [43]. The parallel
multiplier presented in the previous section has a lower circuit complexity, but a
longer time delay compared to those in [43] and [21]. In this section we consider
a structure for the fast computation of inverses. A similar approach can also be
used to obtain a structure for computing exponentiations.

It is well known that for a € GF(2™), a~! = a*" ~* and therefore [13]

-1 2 2 Me]
a =a (12 "'(12

(6.16)

Thus, the computation of the inverse of a requires m — 1 squaring operations and

m — 2 multiplications.

6.4.1 Squaring Algorithm

The multiplication algorithm presented in the previous section can be used to
square an element of GF(2™). However, squaring can be performed in a more

efficient way as described below.

m=1 .
Fora = Y a;o}, where o is a root of an irreducible polynomial f(z) of degree
i=0

m over GF(2), let ¢ = a® then

m—1 m—1 m-—1 m-—1 2 s
2i i &
c =3 qo* = Zaia":zaizpk a.
k=0 i=0 i=0 k=0
Hence
m-—1 [2_1
23
CE = Z a,'pk .
=0

If f(z) is an irreducible AOP, (4.4) and (6.9) result in

[2i] _ S2i;m + b2ik even k
B = S2im + O2ikams1 o0dd k.
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Figure 6.5: Configuration for the parallel squaring operation over GF(2™) when
the AOP of degree m is irreducible.

Conscquently. cmoy = ap and for 0 < kA <m -2,

m 4 aa Od 2 - 1 k
= { az + ax (mod 2) even (6.17)

am + dremsy (mod 2),  odd k.
2 2

Figure 6.5 shows the configuration for the parallel squaring operation. It re-

quires tr — 1 XOR gates and has a time dclay of Dy.

6.4.2 Structure for Inversion

A block diagra:: for computing the inverse of e using (6.16) is shown in Figure 6.6.
There are two m bit registers which are initially loaded with the m coordinates 2f
cletients @ and o = 1 as shown in the figure.

Referring to Figure 6.6, the time delay in the squaring loop is only Dy. How-
ever, the delay in the multiplication loop is much longer viz., (m+[log,(m ~ 1)])Dx
+ )35 In this subrection, the structure for computing inversion is modifird to min-

smze the tinmwe delay in the multiplicatioa loop,
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m
£ .
I .
7
Squaring loop M
bi m Parallel Modul ms+1 Modul m Modul m .
mbit :: squaring uci:) ucﬂ odule inverse
rcgistcr ;‘:)cration P Q R ofa
Y
Initially loaded m Multiplication
with a ~ loop
mbit
- ™
registerf N
Initially loaded
witha*
Figure 6.6: Block diagram for computing inverse.
First, rewrite (6.15) in the following matrix equation
c=Tc (G.18)
. . . . me| . t
where ¢ = [01 Coy C1y "y cm-l] yC= [c03 Cly * 9y Cma=ly Z Ci] and
=0

T2, dlij=o 15 an m + 1 by m + 1 matrix over GF(2) where

t= 1 fi+5<m
* 7 1 0 otherwise.

Similarly from (6.12),

a=Ta (6.19)
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where & = [ag, @, ++-, &m]t, a= [0, ag, ay, --+, rzm_l]' and
0 0 0 - 01
060 --- 11
- 000 ---10
T=1.... ..
011 0 0
L1 10 0 0

T2 [[..’j] " isanm+1 by m + 1 matrix over GF(2) where

7=

s

iy =

1 ifi+j=m-=1lorm
0 otherwise.

It 1s casy to show that
TT =1 (mod 2), (6.20)

where Iis the mm 4+ 1 by m + 1 identity matrix.

Now referring to the multiplication loop in Figure 6.6, the vectors a, a, ¢and ¢
can be obtained from the outputs of the register and modules P, Q, R, respectively.
Equating the output and the input of the register at the (n + 1)th and the nth

cycles, the result is

alttt) = (v = pain)

where x(" is used to denote the vector x at the nth clock cycle. Using (6.19) and

(6.20), the final result is
A = e - g, (6.21)

Equation {(6.21) implies that the blocks for the transformation operations (mod-

ules P and R) as shown in the multiplication loop of Figurc 6.6 can be bypassed.

me}
However, this requires the generation of the last clement of vector € i.c.. I &,.
1=0
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Figure 6.7: Block diagram of a faster multiplication loop for inverse computation.

The latter can be simply obtained using m — 1 XOR gates to perform mod 2 ad-
ditions of the outputs of module Q. The time delay in the mmultiplication loop
is 2[log,(m — 1)]Dx +D4. However, this delay can be approximately fialved by
generating the last element of € in parallel with the other elements of ¢. As shown
in Figure 6.7, instead of module @, a modified version of module Q is used to gen-
erate all the elements in parallel. The modified @ is obtained by appending one

cell (i.e., Cell m) in the original module @ (refer to Figure 6.3). The input vectors

to this cell are [bnoy, -+, b2, b1, bo)* and [@m-2, -+, &1, do, @m] and the output

-1 m=1
is 'S byd(j4m), which is equal to 3 & as shown below.
7=0 1=0

For 0 € j < m —2, using (4.5) in (6.7) results in

m-1
&j-l-m = Z a;ps::_’rm] (mod 2)

=0
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m=1 L L.
= Z a (pE::?l-"m-l]fm-l + PE:,tJ;.m_”) (mod ?_)
1=0
£ [i+j4m=-1]
= a’j+m—1fm—l + Z aip,:q_Jg ™ (mod '_).)
=0

m-—1 L Lo "
= a’j-i-m—!fm—l + Z a; (pgth;l-m_2]fnl—2 + ps:lt";"‘ ~]) (mOd 2)

=0
T (i4jm-1]
-~ -~ 1 m-— 5
= QiemelSm-1 + aj+m—2fm-2 + Z aipm,_):; (mOd 2)
1=0
m—1
= Z &j+if1' (mod 2).
=0
Then for an irreducible AOP,
m—1]
dgjam) = D Agay (mod2), 0Lj<m-2

=0

where (z) in the subscript denotes z mod (m + 1). Recalling from (6.14) that

|
-

G= 2 bjauy; (=0, 1, ---, m—1), the final result is,

m=—1 m-=1
D& = 3 bidgsm) (mod2).
=0

1=0

-~

Since module P for the transformation of ag, ay, *++, @m-1 t0 dg, @1, ***, @m
has been climinated from the multiplication loop in Figure 6.7, the register must
be initially loaded with the appropriate vector. The m-tuple initial value of the
register in the multiplication loop of Figure 6.6 is o® = (1, 0, 0, ---, 0). Thus

the corresponding {m + 1) tuple vector a at the 0-th clock cycle is

a®=0, 1,0 ---,0, 0.
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Inverter |Number off Number of { Number of Time delays
description | Registers | XOR gates { AND gates due to gates
B O el W o 11D
Usir{glgTM 2m+ 1) m*+3m m*+2m+1 (m ;);2)((13’;2)[11?)%\?;”+
Pris:;ted I+l mt 4 2m -y [log(:?n:f )1()1]))"1;;—5]:.0,\-

‘able 6.2: Comparison of number of gates and time delays [or three inverters.
Substituting al® in {6.19), we obtain
a9 =1(,0---,0 1, 1] (6.22)

which is the desired vector to be initially loaded into the m + 1 bit register of the
multiplication loop in Figure 6.7.

Table 6.2 gives a comparison of the inverter presented here with the inverter of
[43] and the one which can be obtained using I'TM [21]. These inverters are based
on (6.16) and each requires m — 2 multiplications. The number of multiplications

can be reduced using the algorithms proposed by Itoh [19].

6.5 Proposed ESP Based Parallel Multiplier

Recently, irreducible ESPs have been given special attention in the literature [21],
[20]. ESPs of arbitrarily high degree can readily be obtained from a corresponding
irreducible AOP of a very small degree. Moreover, Itoh and Tsujii have shown that
parallel multipliers based on irreducible ESPs have structural modularity [21]. As
a result, irreducible ESPs are of practical importance. In this section, ESP based
parallel multipliers are presented which have structural modularity as well as low

circuit complexity.
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6.5.1 Condition for an Irreducible ESP

In order to derive a condition for an ESP to be irreducible, the following theorem

is useful.

Theorem 6.1 [45] Let f(=) be an irreducible polynomial of degree m over GF(q).

Let k be a prime, &]{(¢™ — 1). Then g(z) = f(z*), i =1, 2, --- is irreducible over

GF(q) iff
Q™1 4 ] (6.23)
where a € GF(q™) satisfies f(a) = 0.
Corollary 6.1 [ollows immediately.

Corollary 6.1 [15] Let f(z) be an irreducible AOP of degree m over GF(2). Then
g(z) = f(e™*Y, (i =1, 2, ---) is irreducible over GF(2) iff 2™ # 1 (mod
(m+1)%).

Proof: Since f(z) is an irreducible AOP, m + 1 is prime and the order of « is

m + 1. So {6.23) implics that

om __

-

1
1
m+1 #m+l,

2™ #1 (mod (m + 1)°).

A result similar to Corollary 6.1 has been found independently by Itoh [20].
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6.5.2 Structure

We now apply the algorithm described in Section 6.3 to ESP based parallel multi-
pliers. The following discussion is similar to that for the AOP based parallel mul-
tipliers. In this subsection, reference Lo an AOP and an ESP implies an irreducible
AOP of degree m and an irreducible s-ESP of degree n (n = ms = m(m + 1)),

respectively.

Theorem 6.2 [13] If 8 satisfies g(8) = 0, then the order of B is (m + 1)**', where
g(z) is an (m + 1)*-ESP as specified in Corollary 6.1.

Proof. Since
5m(m+1)‘ 4+ fUmNmE) g glmtY 4 ) (6.24)

multiplying both sides of (6.24) by Bm+1)" and then adding the result to (6.24) we
obtain Blm+1'*! =1

Suppose there exists a k such that m(m + 1) < k < (m + 1)"* and g% = 1.
Then k must divide (m + 1)*+'. Since (m + 1) is prime, k = (m + 1)*" which
completes the proof.

Using Theorem 6.2, we have for any integer j,
pEJ]=pEJm°d7‘] l=0, 1,“‘,1’1—1, (625)

where 7 = (m + 1)™*! is the order of 8. Corresponding to (6.11) for an AOP, we

have the following equation for an ESP
pEf}_l = (5):'“..1 <+ 6[;.1-_1 0 s k S r—1. (626)

Equation (6.25) implies that there are only r distinct @ in (6.6) and they arc
obtained by using {6.25) and (6.26) in (6.7) as follows.

@n_1—i+ @r1~; (Mmod2) s<i<n—-1 (6.27)
[+ P nﬁiSr—l.

On—1-i OSIS_S-—I
g =
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Equations {6.6) and (6.8) can now be written as

Gn-1 An-2 Gp-z -+ @ ag & - - . -
~ - - = - I— C
an In—y Qp-2 - Q2 a; -l 2L
bn—-2 <
bn—3 2
- - - - - — S I
a:-l (.lr—'.‘. ffr—s (.13+x .a, boes & (6.28)
do Iy Qr.2 cre Ggg2 Agq
- - - - - L bo J L Cn-1
L Qnes=2 Qnu.s-3 Gp_s-q4 ~°- Gy Gn—-1 |
or, equivalently
n~-]
G = z bjdis; (mod ry (mod 2) 1=0,1, -, n—1 (6.29)
=

and

1
Chotei = O &t gnt (mod 2)
=0

= it (Z 5n—l,sk) (mod 2)
0

= k=0

where (6.1) has been used to substitute the coefficients of the ESP. The quantity

inside the parciiiiesis is nonzero when I = 35 (j =m — k). So

li/s]
Camimi = D &-js (mod 2)
=0
G 0<:t<s—1
& + Gi-s (mod 2) s<iL2% -1

G+ Gimgim-1) ++* +&-s (mod2) s(m-1)<i<n=~-1

0<1<s~-1

i+ Caci-ics (Mmod 2} s<i<n-1. (6.30)

il
—
HL e
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The structure of the s-ESP based paraliel multiplier is then a straightforward
realization of (6.27), (6.29) and (6.30). However, it is always advantageous to have
a modular structure, especially for VLSI implementation of a parallel multiplier
with a large value of n. Given the three basic modules (£, Q and R) of the AOP
based parallel multiplier, if a corresponding ESP based parallel multiplicr could be
designed using the same three modules, it would reduce the design time.

In order to have a regular expansion of the three basic modules, modify (6.27),

(6.29) and (6.30) for 0 €7 < s — 1 as follows.

Ap-1-1 k=0
Aigsk = Apelmijmk + Qralaiesk (mod 2y k=1,2, -, m—1 (6.31)

Qymyog k=m,

s~1m-1

Cigsk = z Z bivst Qigjpalssk (mod ») (mod?2) k=0,1, -, m—1|
=0 =0
s—1 ]
= & (mod2) k=0,1,--, m—1 (6.32)
=
where
() m—1 '
&:',j = Z bj+sl &i+j+sl+sk {mod r) (mod 2) k= 07 L -rym=—1, (6‘33)
=0
& k=20 -
ek = . . 6.34
Cn-1 sk { Citsk T Cngamlmimsk (mOd 2) k= 1, -)-y R £ 1. ( )

The similarities of (6.31), (6.33) and (6.34) with (6.12), (6.14) and (6.15),
respectively, imply that an ESP based parallel multiplier can be constructed with
modules P, Q and R. These are the same modules used for the construction of the
corresponding AOP based parallel multiplier. For an ESP based multiplier, block
B1 (refer to Figure 6.1) contains s copies of module P (£;, i =0, 1, ---, s—1). In
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addition to s* copies of module Q (Q;j, #,7 =0, 1, --+,s=1), B2 contains n(s—1)
XOR gates. Block B3 contains s numberof R type module (R#;, 1 =0, 1, ---,s=1).
Modules P, Qi ; and R; realize @iy (k=0, 1, ---,m), 5,(,}? (k=0,1,---, m—1)

and ¢uoy—i-sk (K =0, 1, .-+, m — 1) respectively. As a simple iilustration, the
parallel multiplier based on the irreducible 3-ESP 2%+ 23 4+ 1 corresponding to the
irreducible AOP z2 4 = + 1 is shown in Figure 6.8. Note that 3%, 33, ... -ESP

based parallel multipliers can be constructed using the same three modules.

6.5.3 Complexity and Comparison

In general, the proposed ESP based parallel multiplier which has modular structure
requires n? + n — 2s XOR gates and n? AND gates. When compared to the ITM
multiplier based on the same ESP, a reduction of s* + s + (2s — I)n XOR gates
and s? + 2ns AND gates is obtained by using the proposed scheme.

The time delay in the structure as a stand-alone parallel multiplier is about
(m +log,n)Dx + D4. When the multiplier is to be used for computing inverses
or exponentiations, the delay in the multiplication loop can be reduced to about
(log, n)Dx + D, as has been shown for the AOP case.

For a highly composite number n, an algorithm for parallel multiplication
has been presented by Pincin where the existence of intermediate fields between
GF(2") and GF(2) has been exploited [33). The parallel multiplication can be
rcalized with a time complexity of O(logn). However, the circuit complexity is
relatively high. For example, when n = m{(m + 1), the number of AND gates
is ((m — 1)% 4+ m?) (m3 + (m + 1))’ {33]. The corresponding ESP based parallel
multiplier presented here requires only m?(m+1)% AND gates; and the time delay
of the ESP based multiplier can be reduced to O(logn) for computing inversion

{or exponentiation) as described in the previous paragraph. Moreover, the ESP

based multiplier provides a modular structure and a relatively lower communica-
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Figure 6.8: Structure for the 3-ESP based parallel multiplier.
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tion complexity which are important for large finite ficlds.

It has been mentioned earlier that by choosing a suitable irreducible polynomial,
the number of distinct entries in the Toeplitz matrix of (6.6) can be reduced. When
the multiplication algorithm given in Section 6.3 is used, a reduction in the number
of distinct entries does not always result in lower complexity parallel multiplicr.
There are certain n (n = m(m + 1)*) for which an irreducible AOP as well as an
irreducible ESP of degree n exist. For the irreducible AOP of degree n, there are
only n+1 distinct entries; and the AOP based parallel multiplier requires n* AND
gates and n? +n — 2 XOR gates. On the other hand, for the irreducible ESP of
degree n, there are n+s, (s = (m+1)), distinct entries and the ESP based parallcl
multiplier requires n> AND gates and n? +n — 2s XOR gates giving a reduction
of 2(s — 1) XOR gates over its AOP based counterpart.

An AOP of degree n is irreducible if and only if n+1 is prime and 2 is primitive
mod (n + 1) [41]). Combining the conditions of the irreducibility of AOP and ESP,
we can find n for which both irreducible AOP and ESP cxist. Examples of such n
are 18, 100, 162 and the corresponding spacings for the irreducible ESPs are 9, 25
and 81 respectively.

Thus it may be concluded that if, for a given n, an irreducible AOP as well as an
irreducible ESP exist, from the complexity point of view, it is advantageous Lo use
the ESP based parallel multiplier. Moreover, this particular ESP based multiplier
can be constructed from the three basic modules of the parallel multiplier based

on the irreducible AOP of degree m.

6.6 Conclusions

In this chapter, structures for parallel multiplication based on irreducible AOP
and ESP have been developed. The structures are simple and modular which
is important for VLSI design. The circuit complexity of the proposed parallel

multipliers is less than that of the parallel multipliers of [43] or [21] of the same



CHAPTER 6. PARALLEL MULTIPLICATIONS 83

classes of GF(2™), and the reduction is significant for ESP based parallel multi-
pliers. Furthermore, when repetitive multiplications are required, the structures
can be modified to enable an implementation of fast multiplications and it there-
fore makes fast exponentiation and inversion possible. It has been shown that the
three basic modules of an AOP based parallel multiplier of a small field can be
used to construct all the corresponding ESP based parallel multipliers of larger
fields. This expansion is regular and provides a convenient way to design parallel
multipliers for very large finite fields. It has also been shown that if, for certain
degrees, both irreducible AOP and irreducible ESP exist, it is advantageous to use

the ESP based parallel multipliers.



Chapter 7

An Architecture for A Low
Complexity Rate-Adaptive

Reed-Solomon Encoder

7.1 Introduction

A Reed-Solomon (RS) code is a multiple-error-correcting code. The multiple-error-
correcting capability of RS codes has been used in many practical applications. Ex-
amples of important practical applications include space communications, mobile
communications, magnetic and optical recording systems.

An RS encoder which has a low circuit complexity has been developed by Isu,
et al. [18] using Berlekamp’s bit serial multiplication algorithm [6]. However, the
error correcting capability of their encoder is fixed. Moreover, the coeflicients of
the generator polynomial are represented with respect to a canonical basis, whereas
the input data symbols as well as the output codeword symbols are represented
with respect to the corresponding dual basis. When the encoder is to be part of a
larger device, it is desirable that all terms be represented with respect to a common
basis.

In this ckapter, an RS encoder which overcomes the above two problems is
presented [13]. The bit-serial multiplication algorithm developed in Chapter 5 is

used to obtain the encoder.
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Section 7.2 describes the encoding algorithm. Section 7.3 presents a so-called
triangular basis and applies the multiplication algorithm of Chapter 5 to obtain
a pipelined bit-serial constant multiplier. Section 7.4 describes a structure for a
fixed-rate RS encoder using the multiplier. An efficient RS encoder with a variable
code rate is presented in Section 7.5. Finally concluding remarks are made in
Section 7.6.

7.2 Encoding Algorithm

An (n, k) RS code with symbols from a finite field F' can correct a maximum of
t = |(n—k)/2| symbolsin error. In our discussion, we consider F = GF(2™), which
is the most widely used finite field. Then the length of a codeword is n = 2™ — 1
symbols and each symbol can be represented by m binary digits. A codeword
consists of k£ data symbols and n — k = 2t parity check symbols. The code rate or
information rate of the code is defined as k/n. This code has 2 minimum distance

of n — k+1 =2t + 1 symbols. The generator polynomial g(z) is defined as

2t~1

9(z) igsx‘ =] (== "), (7.1)

=0 i=0

where v is a primitive nth root of unity in GF(2™) and % is an integer constant.
Note that when the number of redundant symbols is decreased to obtain a higher
code rate, the coefficieats g; of the generator polynomial change.

Let the sequence of & data symbols in GF(2™) be {d,, di1, ---, dk—1}. The

data sequence can be represented by a polynomial as follows:
d(z) = do+ drz + - -+ + dpyz*1. (7.2)

Let the corresponding sequence of n codeword symbols be {cg, ¢, -+, ca-1}- The

polynomial representation of the codeword is

c(z)=co+ az+ - +emz™t, o € GF(2™). (7.3)
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In systematic form, a codeword is obtained by adding n — & parity check symbols

to the data symbols. Denote these symbols by {po, p1, -*+, pacey}. Then
{co, €15 = +5 €ami} = {Po, 1y *++, Pat=t, do, diy -+, dir ).
In polynomial notation, we can write
o(z) = p(z) + z*~*d(z), (7.4)

2=1
where p(z) = ¥ p:z* is a polynomial over GF(2™) of degree 2t — 1 or less. The
=0

parity symbols p; are chosen such that ¢(z) is divisible by the generator polynomial

g(z), i.e.,
p(z) = Ry [z *d(2)] , (7.5)

where Ry(z)[-] denotes the remainder after division by g(z).

Thus the encoding of the RS code in systematic form consists of the following

three steps.
El. Pre-multiply the data polynomial d(z) by z"~*.
E2. Obtain p(z) as defined in (7.5).

E3. Combine p(z) and z"~*d(z) to obtain the codeword ¢(z) as indicated in (7.4).

The second step of the encoding algorithm requires multiplications in the field
GF(2™). The complexity of the RS encoder depends mainly on the associated
multiplication circuitry. A standard architecture for an RS encoder is shown in
Figure 7.1 where parallel-type multipliers are used for step E2. A parallel-type
multiplier may take O(m?) two-input AND gates and XOR gates. However, the

circuit complexity of a bit-serial multiplier is only O(m) [6], [44].
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{codcword)

E] m bit shifl register.

@ g Parallel multiplier for multiplying an clement in GF(2™ ) by the fixed clement g,
*  of the same field.

Parallel adder for adding any two elements in GF(2").

Figure 7.1: RS encoder with parallel multipliers of GF(2™).

7.3 A Pipelined Bit-Serial Constant Multiplier

In this section, a particular set of independent elements are chosen to form a basis
(a triangular basis). The involvement of the triangular basis in the multiplication
algorithm of Chapter 5 is demonstrated. Then a structure for a pipelined bit-serial

constant multiplier for GF(2™) is presented.

7.3.1 Triangular Basis

Wang and Blake have used a transformation matrix of the following form [44]

fii oo fma 1
f2 fa .-~ 1 0

1 0 --- 0 O
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where f; are the coefficients of the irreducible polynomial f(z) = i fiz* defining
=0

the fieid GF(2™). This leads to the following theorem.

m—1-3

Theorem 7.1 Let 8, = Y ? fivjrc® where f(z) = f: fiz* is an irreducible
=0 3

=0

polynomial of degree m over GF(2) and f(a) = 0. Then {8, 51, -+-, Bm-1}
forms a basis of the field GF(2™).

Proof- The elements 1, a, o?, ---,a™! are linearly independent and

Bo Hi oo fma 1 1
R T
[3,,:_1 1 0 0 0 cx”;'1
where the m x m matrix is non-singular. Thus fg, B, -+, Bm-1 are lincarly
independent and so form a basis. Q. E. D.
The basis {8o, B1, ---, Pm-1} Is referred to as a triangular basis. Any clement

a € GF(2™) can be represented as

m=1

a= ). &B;, (7.7)

i=0

where @; € GF(2) for 0 €7 < m — 1 are the triangular basis coordinates of . The

transformation of coordinates of a from the canonical basis to the triangular basis

is given below.

& = ama-i+ (1 —8i0) Y @i-tfmt (mod2) 0<Li<m-—1, (7.8)
=1
and from (7.8)

Am—1—; = Z&;_zfm_( (mod 2) 0 S ] S m-—1. (7.9)
=0



CHAPTER 7. REED-SOLOMON ENCODER 91

Equation (7.9) correspond to transformations from the triangular basis to canonical
basis. The involvement of the triangular basis in the multiplication algorithm of
Chapter 5 is scen by comparing (7.8) and (7.9) with (3.17) and (3.18). Thus the
basis transformations can be accomplished with the shift register configurations
of Figures 5.4 and 5.5. These configurations are referred to here as recursive and

non-recursive filters, respectively.

7.3.2 Multiplier Structure

The bit-serial multiplier (refer to Figure 5.6) does not provide a pipelined opera-
tion. To develop a structure for a pipelined bit-serial multiplier based on (3.16),

(3.17) 2nd (3.18) the multiplication algorithm is described as follows.

M1. Use Equation (7.8) to transform a; to @; for0 <: <m —1.
M2. Generate the rows of the Toeplitz matrix in Equation (6.6).

M3. Perform the matrix-vector multiplication described in Equation (6.6) to ob-

tain g for0<:<m-1.
M4. Use Equation (7.9) to transform & to ¢ for0 <¢: <m — 1.

A pipclined bit-serial multiplier for a constant value of b using the above algo-
rithm is shown in Figure 7.2 where the coordinate a,,_; enters the multiplier first
(say, at the Oth clock cycle). As the other canonical basis coordinates of a enter
the recursive filter, they are transformed to the triangular basis coordinates. At
the mth clock cycle, the Oth row of the Toeplitz matrix is loaded into the LFSR
and both the recursive and non-recursive filter registers are set to zero. During
the clock cycles m to 2m — 1, the canonical basis coordinates of the product are
obtained from the non-recursive filter and the coordinates of the multiplicand a for
the next problem can enter the recursive filter, giving a pipelined operation. Thus

the total computation time for a multiplication in GF(2™) is 2m cycles with the
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Non-recursive Filter — G G - C,
3
.
Dot-product -
bt

LFSR

- am e mm wm m Em em v

G Gy ++s Qo) =t Recursive Filter

Figure 7.2: A pipelined bit-serial constant multiplicr for GF(2™).

first m cycles used for basis transformation. The computational delay is m clock

cycles.

7.4 A Fixed-Rate RS Encoder

7.4.1 Structure

A structure for an RS encoder using the pipelined bit-serial constant multiplier is
shown in Figure 7.3. The structure is divided ints four main units.

1. Basis Transformation Unit: This consists of one recursive and one non-

recursive filter. The recursive filter cransforms the coordinates of the input data
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Figure 7.3: A fixed-rate RS encoder structure using a pipelined bit-serial constant
multiplier.

symbols from the canonical basis to the triangular basis. The non-recursive filter
transforms each outgoing codeword symbol back from the triangular basis to the

canonical basis.

2. Row Generation Unit: This is simply an LFSR whose feedback connections
are determined by the primitive polynomial f(z). If the LFSR is initially loaded
with row 0 of the Toeplitz matrix, then at the successive m — 1 clock cycles, the
contents of the LFSR are rows 1 to m — 1, respectively.

3. Matrix-Vector Multiplication Unit: This unit consists of 2¢ identical modules
Mo, My, ---, My each of which performs a dot product of two input vectors.
The common input to all the modules is a row of the Toeplitz matrix. The other
input to module Af; is the i-th coefficient ¢; of the generator polynomial. For a
fixed-rate encoder, the coefficients can be hardwired to the modules. The module
outputs are the coordinates of the dot product with respect to the triangular basis.

4. Remainder Unit: Stores the coefficients of the remainder polynomial. The
remainder coefficients are elements of GF(2™) and are represented relative to the

triangular basis. Modulo-2 additions are performed bit-by-bit in the triangular
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basis.

In addition to these four units, the RS encoder requires circuitry to generate
the necessary control signals. For example, this circuitry must generate a signal
to load the LFSR and reset the registers of the two filters every m clock pulses.
Another control signal is necessary to realize the operation of the two switches.

The data sequence {dy, dy, ---.dr—y} is shifted bit-by-bit into the encoder
circuit and simultaneously into the communication channel with switches S1 and
S2 at position A. Shifting the data into the circuit from the right hand side is
equivalent to pre-multiplving d(z) by z*~*. As soon as the complete data scquence
has entered the encoder, both switches are placed in position B. Over the next

m(n — k) clock cycles, the check symbols are transmitted into the channel.

7.4.2 Complexity and Comparison

As a measure of circuit complexity of the encoder, the number of registers and
modulo-2 adders is considered. These adders can be realized by XOR gates.

The complexity of the Basis Transformation and the Row Generation units
depends on the primitive polynomial f(z) defining the field GF(2™). If f(z) =
g™ dghn pghr 4o 4z 41, wherem > kb > kpey > -+ > ko > 0 and the
Hamming weight of f(z) is Wg(f), then the Basis Transformation unit contains
2m — ko — 1 registers and 2{Wgx(f) — 2} adders.

In addition to n—k—1 length m registers, the Remainder unit contains modulo-
2 adders. Let Rapp denote the number adders required in the Remainder unit. It
is obvious from Figure 7.3 that Rapp £ n—k—1. Any reduction in the number of
adders is obtained only by choosing g(z) such that it has one or more coefficients
(expect go and gn—i) equal to 0. However, since g(z) must itself be a codeword,
it has Hamming weight > n — k + 1. Hence all the coefficients go, g1, *-*, gn-k
must be nonzero. Consequently, we must have Rapp =n -k~ 1.

There are 2t identical modules in the Matrix-Vector Multiplication unit and
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cach module, in general, contains m modulo-2 multiplications and m —1 additions.
For a fixed-rate code, the generator polynomial coefficients g; are constants and can
be hardwired, resulting in only Wiy (g;) — 1 adders in module M; (0 <1 <2t — 1)
at the expense of similarity with other modules. A further reduction in the circuit
complexity can be obtained by suitably choosing k2 and « in (7.1). If A = 2™ —¢,

then the generator polynomial becomes

9(z) =z"*g(z™")

i.e., the cocflicients of the generator polynomial are symmetric [1§]. As a result,

for a fixed-rate encoder the total number of modulo-2 adders in the Matrix-Vector
4
multiplication unit is 3} (Wg(g:) — 1).
=0

A comparison of the fixed-rate encoder presented here with two other encoders
[18], [37] is given below. The basis of comparison is circuit complexity in terms of
number of registers, modulo-2 adders.

The VLSI architecture for the fixed-rate RS encoder developed by Hsu, et al.
[18] has three main uniis viz., Remainder unit, Product unit and Quotient unit.
The Remainder units of {18} and this paper have the same circuit complexity. The
Product unit of [18] is equivalent to the Matrix-Vector Multiplication unit and the
feedback circuitry of the Row Generation unit presented here. Since the complexity
of the Product unit is not given in [18], we first determine its complexity.

We note that the Product unit generates the terms T; (0 < ¢ < t) which are

given as follows [18]:

To Tr(zg0) 2o

T, Tr(=z

:I = r(;gl) =P z: ) (7.10)
T: Tr(zg:) Zm—1

where P is a binary transformation matrix, z; {0 £ ¢ £ m — 1) are the coordinates
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of the input multiplicand with respect to the dual basis, and Tr is the trace function

defined as Tr(z) = mil z%'. From (7.10),
=0

m—1
T =Tr(zgx) =Tr (z Z gk.ia;) k=0,1, ---, 1t

=0

where g¢; for 0 £ i £ m — 1 are the coordinates of the generator polynomial

coefficient g, with respect to the canonical basis. Using the properties of Tr we

obtain
m=1 .
T = Y griTr(za’)
=0
m-1
= E Gk,i%i
i=0
Zo
2
= [ k0 Gk) " Gkm-1 ] . . (7.11)
Zm-1
From (7.10) and (7.11), we finally have
P =gl (7.12)

i.e, the elements of the ith row of the binary transformation matrix P are the
coordinates of g; with respect to the canonical basis. Thus, the number of modulo-

2 adders in the Product unit of [18] required to generate the terms Ty, 11, ---, T}

is Zt: (Wy(g:) — 1), which is the same as that of the Matrix-Vector Multiplication
$=0

unit presented here.
When compared to the encoder of [18], the encoder presented here requires an

cxcess of 2(Wy(f) — 2) adders and m — ko registers where ko is given in f(z) =
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2™ 4 z¥n - phner o 4 xR0 1. This excess is due to the non-recursive filter and the
feedback connection of the recursive filter in the Basis Transformation unit. The

advantage of the encoder presented here is that all its terms (data, codeword and
coefficients of the generating polynomial) are represented in terms of a common
basis. It is thus more suitable for use in a larger device. It also avoids any time
delay at the encoder input and output which arises due to basis transformation
when the encoder of [18] used as a part of a larger device.

Recently, another RS encoder, which has a systolic structure and does not have
any feedback path, has been presented by Seroussi {37]. The encoder consists of
2t + 1 cells and each cell performs a parallel division operation in the finite field.
The circuit complexity of the encoder using a parallel type divider in each cell
would be as high as O{m3t). From this point of view, the encoder presented here
is more efficient. Furthermore, the encoder has a much shorter longest logic path
through which a signal must pass in one clock cycle. This feature makes it possible

1o use a comparatively higher clock rate for the encoder.

7.5 A Rate-Adaptive RS Encoder

The encoder presented in the previous section provides a fixed code rate; in other
words, the number of redundant symbols is fixed. Usually, a designer considers the
worst possible channel conditions to determine the number of maximum redundant
symbols, say rmax (= 2t). However, in many applications the channel remains in
its worst state for only a small fraction of the total time of use. As a result, it
is desirable to make the number of redundant symbols variable so that a higher
code rate is achieved during times when the channel is not in its worst state. In
the following discussion, the issue of how the system detects the need for a rate
change is not addressed, but an encoder architecture for which such a rate change
can be efficiently implemented is presented.

As the number of redundant symbols varies from one code word to another,
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Figure 7.4: Timing sequence of operations of the rate-adaptive RS encoder.

the corresponding generator polynomial {GP) also changes. There are altogether
Tmax + 1 possible GPs. A straightforward approach to generate cocflicients of all
these GPs is to store them in ROMs and use the appropriate one according to
the number of redundant symbols. This, however, requires a total memory size
of O(mr?,,) bits, distributed among rmax + 1 ROMs, cach associated with one
of the modules in the Matrix-Vector Multiplication unit of Figure 7.3. For large
values of ryax, the use of so many ROMs may not be advantagcous. In the next
subsection, we present a structure capable of generating all the GPs with a storage

requirement of O(mrpax) bits and O(Wx(f)) gates.

7.5.1 Recursive Generation of GPs

The timing sequence associated with GP generation and codeword transmission is
depicted in Figure 7.4.
Here block i corresponds to the transmission of the codeword ¢;. (To distin-

guish from the previous notations, the time dependent codeword, data and GP

are represented in bold face letters, and one index is used to specify the time slot
to which they belong.) B:y; denotes the beginning of the transmission of cjyy.
To generate the next codeword ¢;41, the corresponding GP g;4,(z) must be made
available before the time instant B;;,. The generation of giy1(z) starts at Siyi.
Information about any increase or decrease (say Ar;) in the redundancy of ci
relative to that of ¢; must be made available before the time instant S;;;. The

time delay between S;;; and B;y1 is determined by rmax 2nd the maximum possible
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value of Ar;.
We initially concentrate on the case where the maximum difference between

the number of redundant symbols of two successive codewords is unity, i.e.,

|Ari]max é |ri+1 - ri[max = 1. (7.13)

Here ri4y and r; (1 = 0, 1, 2, ---) are the numbers of redundant symbols in
codewords ¢;4; and c¢; respectively. For the sake of simplicity we take h = 1 and

v =« in (7.1), where « is a root of the primitive polynomial defining the field.

Let g:(x) 2 rz gs .ja:j = ﬁ (:n+aj+1) denote the GP for the codeword ¢;. Then
=0 31=0

Tedl .
the GP g;41(z) 2 2. Gis1,;Z’ for the next codeword c;4; is given as follows:
=0

gi(z) if Ar; =0 (7.14)

(z+a™ ) g:(z) if Ar; =1
gi+1(z) = {
(z+ o) giz) if Ar;=-1.

Considering the case Ar; = 1, the coefficients of gi4(z) are

Giri J=Tin
gi+1 = Gig=1 T i@t rip>ji>1 (7.15)
g‘-'oa""*'l ] = 0.
For the case Ar; = —1, we note that since g;(z) has a root a™, (z + &™) divides

gi(z). Performing this division operation and equating coeflicients of like powers

of £ on both sides of (7.14) we obtain

Girri j=rTin }
#9 = ] g n ; 7.16
g { Gig+1 + Gigrja1Q@" Tigr >3 2 0. ( )

Figure 7.5 shows 2 flowchart for the generation of gi4;(z) from g;(z) using (7.15)

and (7.16), where b is initially assigned a™.
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Figure 7.5: Flow diagram for the generation of gis.1(z) from gi(z).
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7.5.2 Structure

An overall block diagram for the variable GP generator is given in Figure 7.6(a).
The input del_r, which is obtained from the receiver side, depends on the channel
condition and may have one of the three values viz., {0, 0}, {1, 0} and {1, 1}
corresponding to Ar; = 0, 1, and —1 respectively. There are rpnax output lines
which are connected to the modules of the Matrix-Vector Multiplication unit of
Figure 7.3, giving a rate-adaptive RS encoder. Each of the outputs is a symbol of
GF(2™). For the codeword c;yy, the coefficient giyy,,,,-1 of the GP appears on
the rightmost output line, giyqr,,,—2 on the adjacent line, and so on. The leftmost
Tmax — Ti+1 outputs are 06 GF(2™); if r;y1 = 0, then all the outputs are 06 GF(2™).

The structure for obtaining g;y1(z) from gi(z) is shown in Figure 7.6(b). It is
divided into three main units- a Coefficient Unit, a pipelined bit-serial constant
multiplier and a Root Generation Unit. The Coefficient unit stores the GP coeffi-
cients during the process of redundant symbol generation. Registers Gg, Gy, ---,

Grpa are serial-in-parallel-out type. The output of G,_,,; is the coefficient g;r,—;

Tmax

forj=0,1,---,r;andi=0, 1, 2, ---. Atz =0, the registers are initialized with

the coeflicients of go(z). The root generator outputs one of the symbols of the set
{a®, !, «+-, @™}, At i=0, the root generator is set to ™. It essentially con-
sists of a and ™! multiplication circuits whose structures are similar and require
only one clock cycle to perform either of the multiplications {5).

Depending on the value of Ar;, the structure operates in the following three

modes.

1. If Ar; = 1, then at the instant S;¢1 the switch is placed in position A and
the output of the root generator is updated from o™ to a"+! = a"@. From
the next cycle, the contents of the coefficient registers are shifted m(rmax+1)

times to obtain giy1(z) = (z + "+ )g:i(z).

2. If Ar; = 0, the coefficient registers are not shifted and the output of the root
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(To the Matrix-Vector Multiplication Unit)

Tt -~ 1

—
del_r
()
:- ___________________ : (D=
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---------- e ——— Unit
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Figure 7.6: (a) An overall block diagram for the GP generator. (b) Structure for
the generation of GPs for a rate-adaptive RS encoder.
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generator is left unchanged.

3. If Ar; = —1, then at the instant S;;; the switch is placed in position B.
After m(rmax + 1) clock cycles, the coefficient registers contain gi.(z) =
(z+a") 'gi(z). Having been obtained the coefficients of the GP, the output

of the root generator is then updated from a™ to a™+! = o™ -a7l.

In addition to a control unit, for an arbitrary primitive polynomial over GF(2)
of degree m the rate-adaptive encoder (Figures 7.3 and 7.6 combined) requires
m(9 + 2rmax) — 4 one-bit registers, m(9 + 2rmax) — (Tmax + 8) two-input XOR gates
and m(9 + rmax) — 8 two-input AND gates.

The time required to generate giy1(z) is Biy1 — Siy1 which is the same for all 2.
To be able to start transmitting ¢;41 at Biy1, Biy1 — Siz1 must be greater than or
equal to m(rmax+ 1) + 1 clock cycles. This structure can be used for higher values
of |Arilmax, 52y L < Tmax, in which case if Ar; is greater (resp. less) than zero,

then the structure operates in mode 1 (resp. 3) for L times. For |Ari|max = L,

Biy1 — Sip1 2 L{m(rmax + 1) + 1} clock cycles. (7.17)

7.6 Conclusions

In this chapter, a structure for a systematic rate-adaptive RS encoder over GF(2™)
has been developed using a pipelined bit-serial constant multiplier. The structure
can be easily modified for RS codes with different values of m and ¢{. Also, if a
different primitive polynomial is chosen to define the field GF(2™), this change
can be readily incorporated without any pre-algebraic manipulation. Moreover,
the encoder is very area efficient and has a low circuit complexity. Thus it is well

suited for use in applications where silicon area is a prime concern.
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Chapter 8

Summary, Conclusions and
Suggestions for Future Research

8.1 Summary and Conclusions

Operations in the fields GF(2™) are quite different from those in the field of in-
tegers. The elements of GF(2™) can be represented by m binary digits. Such a
representation allows simple addition and subtraction operations, but division and
multiplication operations are necessarily complex.

In this dissertation, several important existing algorithms for computing multi-
plication and inversion in finite fields are briefly studied. The concept of supporting
elements is then presented. Using the coordinates of the supporting clements, an
algorithm for computing division in GF(¢™), where ¢ is a prime and m is a nonzero
positive integer, is developed. The algorithm solves m linear equations over GF(q)
in m unknowns. The algorithm is general in the sense that it is applicable for any
basis representation of the field and any irreducible polynomial defining the field.

Structures for division and inversion computations in GF(2™) are considered.
An algorithm is developed for the formation of the coefficient matriz. This algo-
rithm is mapped onto a one dimensional systolic array. Using the Gauss-Jordan
diagonalization algorithm over GF(2), an efficient two dimensional array is ob-

tained. These two arrays are combined to yield a bit-serial systolic divider for
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GF(2™) with a time complexity proportional to m. The divider uses three basic
types of processing elements and requires no global data communication. This is
suitable for applications where very large values of m (say, m=1000) are used.

For a canonical basis representation of elements of GF(¢™), a relationship be-
tween a division and a discrete time Wiener-Hopf equation (DTWHE) over GF(gq)
is derived. This relationship leads to an efficient bit-serial multiplication scheme
which can be easily realized for all irreducible polynomials. Relationships ure de-
rived to generate the constant coefficients of the DTWHE by simple linear feedback
shift registers.

Algorithms for computing inversion and multiplication in the class of finite field
GF(2™) generated by irreducible all one polynomials (AOP) and equally spaced
polynomials (ESP) are presented. Structures for parallel multipliers based on ir-
reducible AOP and ESP are developed. The structures are simple and modular
which is important for hardware realization. Relationships between an irreducible
AOP and the corresponding irreducible ESP are exploited to construct ESP based
multipliers for large fields by a regular expansion of the modules of the AOP based
multiplier for a small field. Some features of the structures also enable fast squaring
and multiplication algorithms, making fast exponentiation and inversion possible.
It is shown that for a given degree if an irreducible AOP as well as an irreducible
ESP exist, then from the complexity point of view, it is advantageous to use the
ESP based parallel multiplier.

Finally, a low complexity Reed-Solomon encoder using a pipelined bit-serial
constant multiplier has been presented. The coefficients of the generator poly-
nomial, input data, and output codeword symbols are represented in terms of
a common canonical basis. Moreover, the encoder supports variable code rates,

allowing improved channel utilization.
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8.2 Svuggestions for Future Research

The followings are interesting topics which may be pursued for future rescarch.

e Further use of the supporting elements, especially for the normal basis.

Finding other bases where the coordinates of the supporting elements can be

used to develop efficient algorithms for computations in finite fields.

Development of modular structures for general parallel-type multipliers.

Development of efficient dividers with area-time complexity less than O(m?).

Algorithms for parallel inversion which will be well suited for hardware real-

1zation.
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Appendix A

Proofs

Proof of Theorem 3.2

Denote (3.16) as U'b = ¢ with U’ = [uf J-] ::__10 and ¢ & [&]5!. The transfor-

mation from c of (3.14) to ¢ follows directly from (3.15). It is required to show
that
;= Gmorgic; =@ P 0 4,j=0, 1, -, m =1

This will be shown in two parts, viz.,

P1) The Oth row and the Oth column of U’ are
{@m-1 @m—2 --- @0}
and
[Gme1 @m -+ Gzm-2]’
respectively; and

P2) u; = uj for1<i,j<m-—1.

i-1,5-1

In the rest of the analyses it is implicit that all operations other than those

involving the indices are modulo g.



APPENDIX A. PROOFS 108

P1) As the row operation (3.13) does not change the Oth row of U in (3.14), using

(3.17) we directly have the Oth row of U’ as [ Qm_1 Qm_a +++ dg l .

The row operations (3.15) leave the Oth column of U unchanged i.c.,

! -
Ugp = U0 = Am-1-

Forz=1, 2, ---, m — 1, we have by induction
T
7 !
Uo = Uip— Z Ui k,09m—k
k=1
] S
1—
= a-Pmr-1-i z a-Pr-19m-k
k=1

= (pg)z]—l—i - z PE:;-—kll.‘]m-k) . (A1)

Using (3.12) repeatedly we obtain
0 _ S K
u;,O = (pm—i me-lgm—k)
k=1

t—2
- (pE?.l.,H zp&.';lgm-k)

k=1

[

= APy = Gm—1+i- (A.2)

P2) Using (3.13), it is easy to verify that after the operations (3.15) on row 1, the

latter becomes
ul.J - am—_«, =a- pE::lJ] .7 =0, 11 ST m-—1

Similarly, after completion of the operations (3.15) up to the (z — 1)th row,

for 1 <1,7 <m ~—1 we can write
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u:‘.j = U - z u:'—k.jgm—k
k=1
= a- PE?-_ll-_aﬂ - Z am—l-{-i-j-kgm—k
k=1
-1- d =14i=j=K
= & (Bl - plm ). (A3)
k=1

Using (3.13) repeatedly we obtain

i-1 .
iy = (Pl - Sl g
k=1

. i-2 L,
= o (plng? - X pln Mg )

k=1

a- PET;HU_I)-(’.-I)] = ut'—l.j-l' (A4)

Proof of Theorem 4.2

Let ¢ (I =0, 1,---,m — 1) denote the column vector whose I-th element is
unity and whose other elements are zero. Then the elements of any row [, other

than row j and 7, of A’ are

!

ay, = ePijAer (I#4,j;k=0,1,---, m—1)
= e§Aek

= ank
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The elements of the i-th row of A’ are e{P;;Aer (k=0,1, ---. m—1)ic,
aix = haje+ faix (k=0,1,---, m—1)
ai; = haj;+ fai;
= ai;a5; +a;,;Q;,;a:;
= ai;a;; + (1 + 8,58 5)ai;
= @;;a;; + ai; + (1 +@j;)a,; =0

Similarly the elements of the j-th row are e!P;;Aer (k=0, 1, -+, m—1) ic,

?aj‘k+ fa,-,k (k = 0,1,--',j,-~-,i,---,m— 1)
a;; = ?aj.j + fai;

= 8;;ai3@;; + 4;,;0i;%,;

= (147T;;a:5)a;; +3,50:

= @6;; +a;;4i;

. { 1 if ai g = 1

V2% if a;; = 0.
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