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Abstract

The increasing use of trajectory data in location-based services and public transit planning high-
lights the high analytical value of such data. However, legal, technical, and especially privacy-

related concerns have significantly limited public access to these datasets.

This thesis investigates privacy protection in trajectory databases—specifically, passenger move-

ment data from public bus systems—under strong Differential Privacy (DP) guarantees.

We collaborate with BC Transit to make the first publicly available, privacy-preserving analysis
of BC Transit’s bus tap dataset from Victoria, British Columbia. This work reviews existing DP
mechanisms and selects two practical and applicable algorithms for public transit data. These mech-
anisms are then adapted and optimized to suit the unique characteristics of such data. The goal is to
evaluate their practical effectiveness in privacy-preserving publication of transit data while main-

taining the utility required for meaningful analysis.

The BC transit bus tap dataset (containing bus tap-ins) enables already-useful analyses such as
count or sum queries (e.g., number of visits to a bus stop) used as the benchmark of several related
works. However, we aim to demonstrate the power of the state-of-the-art—privacy-preserving
trajectory analyses, and with approval from our collaborators at BC Transit, we construct a plau-
sible synthetic trajectory dataset that corresponds to the original given tap dataset based on known

weekly role-specific travel patterns. Two privacy-preserving algorithms are then applied:

* Noisy Prefix Tree (Rui Chen et al., 2011): A prefix tree-based DP algorithm for sequential
data.

* PPDP (Yang Li et al., 2020): An improved prefix tree algorithm tailored for transit smart
card data.

We also compare the count queries on the original data using the Laplace mechanism with those

on the synthetic trajectories, to evaluate how well basic utility is preserved.

For sequential transit data, we introduce the following technical improvements to enhance the ef-

fectiveness of prefix tree-based methods:
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* A spatio-temporal dimensionality reduction technique to sample noisy nodes with better ef-

ficiency;

* An improved post-processing method for achieving consistency in the noisy prefix tree after

noise injection.

In addition, A hybrid privacy budget allocation approach is employed, which balances tree depth
with the actual distribution of nodes at each level in a more intuitive and effective manner.

Experimental results—conducted on synthetic trajectories generated from real-world tap card data
from the BC Transit system—demonstrate that this framework can enforce strong privacy guaran-
tees while answering complex transit-related analytical queries. This work serves as one of the first
steps for data sharing among researchers, municipal agencies, and smart service developers, espe-
cially in BC, contributing to the design of more efficient, innovative, and human-centered public

transportation systems.
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Chapter 1
Introduction

Widespread collection and sharing of personal data have become an integral part of daily life. With
the proliferation of smart devices and location-based services (LBS), vast amounts of location data
are continuously being generated. While analyzing these data provides significant benefits, such
as improving transportation efficiency and offering personalized services, it also introduces serious
privacy risks that cannot be overlooked [1].

Trajectory data, which records the movement of individuals over time, plays a critical role
in numerous applications, from navigation and route optimization to traffic management and ur-
ban planning [2]. Processing such data not only enhances daily experiences through services like
navigation and route recommendation, but also has far-reaching implications for institutional data
analytics in both public and private sectors [3]. The ability of personal devices (e.g., wearables,
smartphones [4]) and navigation systems to accurately collect, process, and analyze this data, cou-
pled with its ubiquitous availability, has driven rapid advancements. Traffic management, urban
planning, transportation-system design, routing advice, and homeland security are just a few of the
many applications that benefit from trajectory analyses.

Privacy Risks in Trajectory Data

Data analyses offer economic and societal benefits. With the continued rise of urbanization and
growing dependence on public transportation systems, data-driven decision-making has become
increasingly vital for optimizing transit services. Transportation data, especially trajectory data, is
widely employed to optimize transportation systems and better understand individual movement
patterns. concerns regarding privacy risks are growing [5], and analyzing such data poses signif-
icant risks to privacy, as trajectory data can unintentionally reveal sensitive information such as
home locations and daily activities. Given the repetitive nature of human mobility, where individ-
uals often follow predictable patterns, the risk of privacy breaches is heightened. Thus, protecting



user privacy becomes a crucial consideration when utilizing mobility data for analysis [6].

Human movement patterns are shaped not only by geographical constraints but also by social
interactions. Human mobility traces are highly unique; even in datasets where the location of an
individual is recorded hourly with spatial resolution as defined by carrier antennas, four spatio-
temporal points are enough to uniquely identify 95% of individuals [7]. This demonstrates the vul-
nerability of even seemingly protected mobility data, which can easily lead to the re-identification
of individuals.

Data gathered from location-based social networks indicate that individuals tend to move pe-
riodically between specific locations, such as home and work, over short distances. However,
long-distance movements are more influenced by social ties. While these periodic mobility pat-
terns provide valuable insights for transportation system analysis, All these factors highlight the
critical need for robust privacy-preserving methods in this context [8].

Additionally, reconstruction attacks further exacerbate all the aforementioned privacy risks.
Adversaries can use external information and advanced techniques like map-matching and spatio-
temporal correlation to reconstruct a user’s original trajectory, revealing sensitive locations such as
their home or workplace, even if differential privacy protections are applied [9]. This highlights
the need for privacy safeguards to continuously evolve in order to stay ahead of these sophisticated
methods.

Similarly, the rising popularity of location-based services (LBS) on mobile devices has opened
the door to a variety of location privacy attacks. These range from single-position attacks to multi-
position correlation attacks, where attackers combine background knowledge with location data to
deduce sensitive information.

Furthermore, the use of trajectory clustering to analyze movement patterns introduces additional
privacy concerns. The uniqueness of trajectories and the spatial-temporal density of movements can
unintentionally disclose private information, especially when clustering relies on frequently visited
locations. This can inadvertently expose personal habits or routines, making it difficult to maintain
a balance between data utility and privacy [10]. Persistent privacy concerns and legal constraints
have made it nearly impossible to publicly release detailed passenger trajectory data. As a result,
analysts, developers, and even transit authorities themselves are often limited to internal, closed
analyses or forced to work with overly generalized, synthetic, or incomplete datasets. This lack of
access presents a major obstacle to transparent decision-making, meaningful service improvement,
and effective collaboration between governments, academia, and the private sector [11-13].

Various privacy-preserving mechanisms have been developed to address the privacy risks asso-
ciated with publishing trajectory and mobility data. Traditional approaches such as k-anonymity [ 14—
16], background knowledge attacks [17], the (k, 0)-anonymity model based on the inherent impre-
cision of sampling [18]. However, these methods often fail in the face of advanced inference
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attacks and background knowledge. For example, k-anonymity is vulnerable to composition and
foreground knowledge attacks, while obfuscation strategies can be circumvented through corre-
lation with external data sources [19—24]. These limitations necessitate the adoption of stronger,
provable privacy guarantees.

All the points mentioned above highlight the need for more advanced measures in bus trajectory

data analysis to ensure strong user privacy protection while maintaining data accuracy and utility.

Differential Privacy for Trajectory Data

To address these challenges, differential privacy has emerged as the standard technique that pro-
vides strong privacy guarantees, regardless of the adversary’s side information. Differential Pri-
vacy (DP) offers a formal mathematical guarantee, making it essential to clearly define the specific
information it protects. The level of granularity at which DP is applied plays a critical role in un-
derstanding the scope of its privacy promises. DP promises that the behavior of an algorithm will
be roughly unchanged even if a single entry in the database is modified [25].

However, this guarantee depends on how the concept of neighboring databases” is defined.
The original DP notion aims to protect the entire existence of an individual’s records or entries
in a database, thus assuming a one-to-one correspondence between record and user. However, in
the case of bus trajectory data, where multiple data points collectively represent an individual’s
movement or each user’s record, the notion of granularity becomes especially important. The def-
inition of a neighbouring database, which informally describes what kind of information we wish
to protect,significantly affects the privacy guarantees provided by DP.

This research aims to analyze various granularity notions within Differential Privacy (DP),
especially in the context of bus trajectory data, in order to understand how different definitions of
neighboring databases, such as User-level, Event-level, W-event, {-trajectory, and Element-level,
influence privacy guarantees. These granularity notions specify the level of sensitivity to changes
in the data, which in turn impacts the amount of noise added. This balance between noise (to
ensure privacy) and data utility is crucial to achieving strong privacy protection while retaining the
usefulness of the data.

Each definition of neighboring databases provides a different level of protection. For example,
in User-level privacy, the entire trajectory of an individual is considered as one unit. In contrast,
Event-level privacy offers finer granularity by considering each spatio-temporal point individually.
W-event privacy further extends this by grouping multiple consecutive points, /-trajectory privacy
defines a sequence of consecutive spatio-temporal points, and Element-level privacy focuses on
data clusters, such as locations that share similar characteristics. These variations affect how much
noise needs to be added to ensure privacy while preserving data utility.

The implementation in this work adopts the User-level granularity. Additionally, to provide a



better understanding of granularity choices, common notions such as Event-level and (-trajectory
are conceptually introduced and discussed.

In public transportation systems, where trajectory data is extensively collected for tasks like
traffic management and route optimization, understanding how different definitions of neighboring
datasets influence this balance is vital. Our research aims to provide insights into the optimal
application of DP for bus trajectory data, ensuring robust privacy preservation without sacrificing
the accuracy needed for effective data analysis.

In the context of public transportation systems, where trajectory data is frequently collected
for purposes such as traffic management and route optimization, understanding how these defini-
tions influence privacy and utility is vital. Our research will investigate how different neighboring
definitions affect the balance between privacy preservation and the accuracy of bus trajectory data
analysis, aiming to provide insights into the optimal application of differential privacy in this do-

main.

1.1 Motivation

To address the privacy constraints when releasing analyses on trajectory data, Differential Privacy
(DP) [3] has emerged as the standard technique that provides strong privacy guarantees, regardless

of the adversary’s side information.

Challenges in Applying DP to Trajectory Data

However, applying DP to trajectory data poses several challenges and is known Aard problem [26].
As highlighted in Buchholz et al. (2024), trajectory datasets are inherently high-dimensional and
sparse. Each individual’s movement trace may vary greatly in length, frequency, and visited loca-
tions, making it difficult to apply standard DP techniques effectively.

The high dimensionality stems from the fact that each trajectory comprises a sequence of
location-time pairs, and the number of possible sequences grows exponentially with the number
of locations and timestamps. Consequently, even relatively small datasets can span an enormous
domain space, making statistical analysis and DP-compliant aggregation computationally challeng-
ing.

Moreover, sparsity is a critical concern. While the space of all possible trajectories is vast, real-
world user trajectories typically occupy only a small subset. This leads to low-frequency patterns
and insufficient support for aggregation-based or histogram-based methods. Moreover, transporta-
tion datasets often contain no taxonomy trees or hierarchical relationships among station names,
limiting the applicability of standard DP methods that rely on such structures.

As a result, a significant amount of noise must be added to meet DP guarantees, which in turn



severely degrades utility.

These challenges underscore the need for mechanisms that are not only privacy-preserving but
also structure-aware. Techniques such as prefix trees, generative models, and structure-aware noise
addition have been explored in the literature review. However, achieving a good balance between
utility and privacy remains an open and active area of research.

State-of-the-Art (SoTA)

Recent efforts have focused on designing data-dependent differential privacy (DP) mechanisms
tailored to trajectory data, The two most relevant of which are the Noisy Prefix Tree (Chen et
al., 2011) [27] and the Privacy-Preserving Data Publishing (PPDP) algorithm (Yang Li et al.,
2020) [28]. These methods construct a prefix tree to represent trajectories, add Laplace noise to
node counts, and then apply constrained inference techniques to improve data utility.

Challenge in applying SoTA to BC transit dataset

Many of the DP-based mechanisms proposed for publishing location and mobility data—whether
specifically designed for transit smart card data or developed for other types of trajectory data—
often remain theoretical or are tested solely on synthetic datasets that fail to capture the complexity
and constraints of real-world public transportation systems [3,28]. In practice, organizations like
BC Transit continue to refrain even from releasing aggregated and anonymized versions of their
mobility data, due to unresolved privacy concerns. This thesis emerges from a real and operational
need: BC Transit possesses large volumes of data, but privacy remains a central barrier to its public
use. Moreover, a major limitation of many prior works is that they developed and tested their algo-
rithms only under isolated conditions with custom datasets, rather than in consistent experimental
environments using real-world data and unified parameters [27]. This makes it difficult to fairly
compare different approaches.

Goal of this thesis

Our goal is to demonstrate that it is possible to answer meaningful transit-related queries—such as
those supporting bus service improvements in the Greater Victoria area—without compromising
individual privacy. This work aims to help organizations like BC Transit gain the confidence and
technical tools needed to share their data securely and responsibly with the research community
and the public. In this thesis, we review a widely cited set of prefix-tree—based DP mechanisms
with a focus on their applicability to the structure and constraints of real-world bus transit data. We
then improve the relevant SoTA, implement these mechanisms, and evaluate them using both the
BC Transit tap dataset, and a plausible synthetic dataset that corresponds to and is approved by BC

Transit.



1.2 Research Questions (RQs)

Based on the background, motivation, and goals discussed above, this thesis investigates the fol-

lowing research questions. We revisit and answer them in Chapter 6.

* RQI: Is it possible to publish accurate but privacy-preserving analyses of BC Transit data?
What is the impact of privacy mechanisms on accuracy?

* RQ2: What is the effect of Privacy Mechanisms on Sum Queries vs. Count Queries and and

more complex queries, such as Frequent Sequential Pattern Mining (FSPM)?

* RQ3: What are recommendations for BC Transit for future publication of privacy-preserving

data analyses?

1.3 Thesis Contributions

In this thesis, we address the problem of releasing high-utility private trajectory data from tap-in
only public bus records under formal differential privacy guarantees.

To overcome the limitations of existing approaches, we introduce the following contributions:

* Collaborating with BC Transit to access real passenger tap data and create a synthetic
trajectory dataset based on that tap data. We use real-world data from the BC Transit
system in Victoria, British Columbia, to design and implement a custom data generation
framework that synthesizes realistic passenger mobility patterns. We incorporate domain
knowledge such as weekly travel behavior, temporal regularities, and role-based patterns
(e.g., student, full-time worker) to reconstruct plausible trajectories. We also create a novel
role-based behavioral model that reconstructs realistic sequences from tap-only data.

* Conducting experiments that are more meaningful to BC Transit. We apply two state-
of-the-art DP mechanisms from the literature—one based on prefix trees and the other an ef-
ficient privacy-preserving data publishing (PPDP) algorithm—to sanitize the reconstructed
data and ensure privacy. Then, we run not only count queries (often used as the only bench-

mark in previous work), but also more complex, revealing queries on the privatized dataset.

* A comprehensive evaluation of DP noise effects across query categories. We analyze
how adding noise for privacy affects the accuracy of different types of queries—the first
work to do so on both real data and more complex queries.

Technical Contributions:



* Post-processing improvement. We enhance the original prefix tree mechanism by intro-
ducing a weighted averaging strategy for post-processing. Instead of equally distributing the
discrepancy between parent and child nodes (as done in the Chen et al., 2011 [27] method),
our approach assigns weights based on the noisy counts of the child nodes, preserving more
accurate local structures and reducing error propagation.

* Faster sampling of new nodes. We implement an adapted spatio-temporal pruning tech-
nique [28] to significantly reduce the candidate node space during prefix tree construction.
By narrowing the search space based on domain-informed temporal and spatial constraints,
we accelerate the sampling process without compromising utility.

Through these contributions, we bridge the gap between academic research on privacy and
the real-world challenges of urban mobility data sharing. We show that it is possible to generate
meaningful, privacy-preserving synthetic data that supports public transparency and operational

decision-making without compromising individual privacy.

1.4 List of Notations

The list of notations used in this thesis is provided in Table 1.1.



Description

Privacy budget controlling the strength of differential privacy

Per-level privacy budget

D Original trajectory dataset
D’ Sanitized (privatized) trajectory dataset
T A trajectory (sequence of locations)
L The set of all distinct locations (stations) within the transit network
lel A single location (station) in the set of locations £
f A query function applied to the dataset
Af Global sensitivity of function f
Lap(\) Laplace distribution with scale parameter A\ = Af /e
PT Prefix tree built from trajectories
prefix(v, PT') | Prefix path represented by node v in the prefix tree P71’
tr(v) Set of trajectories sharing the prefix represented by node v
c(v) True (raw) count of trajectories in node v
¢(v) Noisy count at node v, obtained by adding Laplace noise
c(v) Adjusted (sanity-checked) count for node v used in post-processing
S Sanity bound in relative error (prevents inflated error for very small counts)
l; Privacy budget allocated to level ¢ of the prefix tree
Root(PT") Virtual root node of the prefix tree
k Number of empty nodes that passed the boolean test during construction
|D| Size of the trajectory dataset
|L| Number of distinct locations
T Length of a trajectory
U Candidate set of child nodes generated from £ during prefix tree construction
NoisyCount(x, €) | Returns = + Lap(1/e)
0; Pruning threshold at level ¢
h Height of the prefix tree
b Baseline threshold (minimum cutoff)
max{|Q|} Maximum query size (bounded by tree height h)
k Decay factor controlling how 6; decreases with depth

Table 1.1: List of notations used in this thesis.




1.5 Thesis Outline

The outline of the thesis is as below:

* Chapter 2: Preliminaries
Introduces key concepts of differential privacy (DP), including basic definitions, the Laplace
mechanism, neighboring databases, and essential mathematical foundations.

* Chapter 3: Literature Review
Reviews foundational and advanced DP algorithms for trajectory data, including different

neighboring definitions, prefix tree representations, and comparisons of existing methods.

* Chapter 4: Methodology
Describes the selected algorithms, dataset (BC Transit), experimental setup, evaluation met-

rics for privacy and utility, and parameter choices.

* Chapter 5: Results and Analysis
Presents experimental findings, visual comparisons, and an analysis of utility-privacy trade-

offs across tested mechanisms.

* Chapter 6: Conclusion
Summarizes the work, discusses key contributions, and outlines directions for future re-

search.



Chapter 2
Preliminaries

Public transit systems generate vast amounts of spatio-temporal data through smart card logs, GPS
tracking, and vehicle logs. These datasets are often stored in what is known as a trajectory database,
which records sequences of timestamped locations representing the movement of individuals or
vehicles over time. More formally, a trajectory database is a collection of data records, each of
which describes the historical movement of a moving object within a time interval [2].

Trajectory databases are a subset of spatio-temporal databases designed to model, store, and
query data that changes over time [2]. Due to their importance in real-world applications such
as urban traffic analysis, transportation planning, and location-based services, trajectory databases
have gained significant attention in recent years [9,29]. However, they often contain sensitive
information, and analyzing or publishing them poses substantial privacy risks.

Differential Privacy (DP) [30] has emerged as the leading standard for privacy-preserving data
publication. It offers strong theoretical guarantees that the output of an analysis will not change
significantly by including or excluding any single individual’s data, thereby minimizing privacy
leakage [25]. This makes DP a promising tool for releasing aggregate insights from trajectory data
while safeguarding individual privacy.

In the remainder of this chapter, we introduce foundational concepts and definitions needed
to understand and implement DP mechanisms in the context of trajectory data publication. This
includes a formal definition of DP, the Laplace mechanism, neighboring database definitions, a brief
overview of the Exponential mechanism, and basic mathematical foundations used throughout this
thesis.

Background Definitions

Before we go into the details, this section introduces key terms and definitions that will be used or
adapted throughout the thesis. We provide short explanations of the main concepts and methods

10



discussed in later chapters.

2.1 Differential Privacy

Traditional disclosure limitation mechanisms are designed to prevent the release of sensitive in-
formation that could potentially be exposed. These methods often rely on assumptions about the
limited background knowledge that an adversary might possess. While these techniques—such
as suppression, generalization, and data swapping—can reduce disclosure risks, they do not offer
formal guarantees. If an attacker has access to more auxiliary information than anticipated, privacy
breaches may still occur.

Two prominent real-world examples illustrate this vulnerability:

* Netflix Prize Re-identification (2008): Netflix released an “anonymized” dataset contain-
ing over 100 million movie ratings from around 500,000 users as part of a public competition
to improve its recommendation system. Although names were removed, the dataset included
user IDs, movie IDs, ratings, and timestamps. Researchers Narayanan and Shmatikov suc-
cessfully de-anonymized many users by linking this dataset with public IMDb profiles. With
only 6-8 known ratings and approximate dates, they could re-identify individuals with up
to 96% accuracy. This breach led to the cancellation of a planned second Netflix Prize and
legal action against the company. [25]

* Massachusetts Medical Records (1997): Latanya Sweeney demonstrated that supposedly
anonymized hospital discharge data released by the state of Massachusetts could be re-identified
using publicly available voter registration records. By matching ZIP code, birthdate, and
gender, she was able to uniquely identify Governor William Weld’s medical records. Her
analysis revealed that 87% of the U.S. population could be uniquely identified using just
these three demographic attributes. [25]

These cases became foundational examples of the weaknesses of traditional anonymization
and motivated the development of stronger privacy models such as k-anonymity, and [-diversity.
However, even these models rely on assumptions about attacker knowledge and cannot guarantee
privacy under worst-case conditions. [25]

Differential Privacy (DP) introduces a fundamentally different approach to disclosure limitation
[30]. Rather than enforcing a predefined set of rules to mitigate disclosure risks, DP directly limits
the influence that the presence or absence of any single data record can have on the outcome of
analyses derived from the database.

Initially, differential privacy was introduced as a query-response mechanism [31]. In this
model, the data owner delegates query handling to a trusted component, referred to as the dif-
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ferential privacy interface. This interface processes incoming queries from users and returns noisy
answers—answers that have been modified to preserve privacy—ensuring differential privacy guar-
antees.

Differential privacy mechanisms can be implemented in interactive or non-interactive forms:

* Interactive mechanisms: In these mechanisms, the data owner manages the database, and
user access is mediated solely through the differential privacy interface. Users submit queries
to the interface, which retrieves the true response from the database, applies a differential pri-
vacy mechanism (e.g., by adding noise), and returns the result.

Limitations: These interactive systems have some limitations. Each query consumes part
of the privacy budget, meaning only a limited number of queries can be safely answered.
Moreover, because noise is added independently for each query, repeated queries may yield
different results. Adversaries might exploit this inconsistency to infer the true answer.

* Non-Interactive mechanisms (privatized dataset) [32]: To overcome these limitations,
non-interactive mechanisms apply noise to the data only once and publish the privatized
dataset. This allows unlimited queries to be answered consistently and efficiently. Identical

queries will always produce the same result.

Figures 2.1 and 2.2 illustrate the differences between interactive and non-interactive approaches.
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Figure 2.1: Interactive differential privacy mechanism.
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statistical
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Figure 2.2: Non-interactive differential privacy mechanism.
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In recent years, researchers have also begun exploring the use of differential privacy for pub-
lishing entire datasets, and several algorithms have been developed for this purpose.
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The key idea is that the statistical results produced from a dataset should remain nearly un-
changed regardless of whether any particular individual’s record is included. This property ensures
that an adversary cannot determine the presence or absence of any specific record, even when com-
paring outputs from neighboring databases (databases that differ in some small way, which captures
the kind of information we’d like to protect in the database; For a detailed discussion of neighboring
database definitions—particularly in the context of trajectory data—see the next section 2.2.

In the following section, we provide the formal definitions and concepts underlying differential

privacy.

2.2 Neighboring Database Definitions

One of the most important concepts in differential privacy (DP) is the idea of neighboring databases.
The definition of neighboring databases determines what kind of information is protected by a DP
mechanism and how privacy is measured [25]. This is also called the level of granularity, and it
refers to how much information can differ between two databases that are considered neighbors.
Two datasets are considered neighboring if they differ by a small part of the data— for example,
one person’s whole trajectory, a single spatio-temporal point, or a short sequence of points —

depending on how privacy is defined.

Type of privacy | Difference between neighboring databases

User-level A user’s whole trajectory

Event-level A spatio-temporal point visited by a user (an event)

w-event A window of events over w consecutive timestamps

(-trajectory A sequence of / consecutive spatio-temporal points from a single
user

Element-level A user’s set of points belonging to the same cluster

Table 2.1: Granularity notions and their concept of neighborhood.

Different granularity levels have been proposed for trajectory data:

» User-level privacy: Two databases are neighbors if they differ by the entire data of one user
(e.g., a full trajectory).

* Event-level privacy: Neighbors differ by only one spatio-temporal point (e.g., one stop at
one time).

» w-event privacy: Neighbors differ in a short sequence of points within a time window of

size w.
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 (-trajectory privacy: Neighbors differ by a sequence of ¢ consecutive spatio-temporal points,
regardless of time.

* Element-level privacy: Neighbors differ by the presence or absence of points from certain

categories or clusters (e.g., “hospital”).
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Figure 2.3: An example of a non-periodically recorded streaming database. Colored dots
represent different locations. The rounded boxes represent protection scopes of event-level (red),
w-event (blue), and ¢-trajectory privacy (green), for w = ¢ = 3. Observe that the blue box
(w-window) always spans w timestamps independent of how many points they include, and that
the green box (¢-trajectory) always includes ¢ points independently of the number of timestamps
1t spans.

Each of these definitions provides a different trade-off between privacy and utility. For example,
user-level privacy is the strongest but often leads to high information loss. Event-level privacy
allows more utility but can be vulnerable to identity or attribute disclosure [3].

In this thesis, we follow the user-level definition of neighboring databases, which is the most
popular choice in trajectory-related works [3,25,27] ... and also represents the granularity used in
most non-trajectory differential privacy mechanisms, as discussed in The Algorithmic Foundations
of Differential Privacy [25]. Informally, this ensures privacy for individual trajectories. That is, we
assume each record in the database is a complete trajectory of one passenger. Two databases are
considered neighbors if they differ by one user’s entire trajectory. This means the DP algorithms

used in this work aim to protect the privacy of the full movement history of any single user.

2.3 Differential Privacy (DP) Definition

Differential privacy [30] is a rigorous and mathematical framework for measuring the privacy guar-

antees provided by data analysis or machine learning algorithms. It aims to ensure that the inclusion
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or exclusion of any individual’s data does not significantly affect the outcome of the analysis, thus
protecting the privacy of individuals in the dataset. In simpler terms, it provides a quantifiable
measure of how much privacy is preserved when analyzing a dataset.

Intuition about €. A smaller ¢ means the algorithm adds more noise, which provides stronger
privacy protection but reduces the accuracy and utility of the results. A larger € adds less noise,
resulting in higher accuracy but weaker privacy protection.

Definition 2.3.1 (Differential Privacy). Let ¢ > 0 be a parameter representing the desired level of
privacy, and M be a randomized algorithm that takes a dataset as input and produces an output.
Then, M satisfies e-differential privacy (e-DP) if for all pairs of neighboring datasets D and D',
which differ in at most one individual’s data, and for all subsets of possible outputs .5, the following
holds:

PriM(D) € S] < e X Pr[M(D’) € 5]

where Pr[M(D) € 5] represents the probability that the algorithm outputs a result in set .S
when given dataset D, and e is Euler’s number (approximately equal to 2.71828).

In essence, this definition states that the ratio of probabilities of observing any output set S
when analyzing datasets D and D’ (which differ only in the data of one individual) is bounded by
e“. A smaller value of € indicates a stronger level of privacy protection, as it limits the impact of

any single individual’s data on the analysis outcome [25].

2.4 Differentially Private Mechanisms

There are several core mechanisms within the framework of Differential Privacy, including the
Laplace mechanism, the Exponential mechanism, and the Gaussian mechanism. Among these, the
Laplace mechanism is one of the most fundamental and widely used techniques. It is particularly
suitable for scenarios involving numerical queries, where the output of a function lies in the real
domain.

Due to its conceptual simplicity, analytical tractability, and ease of implementation, the Laplace
mechanism has become a standard tool in differentially private data analysis. In this thesis, we
adopt the Laplace mechanism and apply Laplace noise to ensure privacy guarantees in our data
publishing process.

Laplace Mechanism

One of the most fundamental types of queries in differentially private data analysis involves numeric

functions f : NIXI — R¥, which return a vector of k real numbers from a dataset. The amount of
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noise required to answer such queries privately depends on how much a single individual’s data
can change the result — a property called ¢;-sensitivity.

¢1-Sensitivity
The ¢;-sensitivity [25] of a function f is defined as:
Af= max |f(D)— f(D):

D,D’eNIX|
ID-D'|l1=1

This measures the maximum change in the output of f when one individual’s data in the

database is added, removed, or modified. It captures the worst-case impact of a single data record,

and determines how much uncertainty (i.e., noise) must be added to preserve privacy.

Laplace Distribution

To add noise, we use the Laplace distribution, which is symmetric and centered at zero. The prob-
ability density function (PDF) of the Laplace distribution with scale parameter b is:

1 x
Lap(z | b) = o5 &XP (—’—b‘)

The variance of this distribution is 2b%. We denote a random variable drawn from this distribu-
tion as Lap(b).

Definition 2.4.1 (Laplace Mechanism [25]. ). Given a function f : NIXI — R*, the Laplace
Mechanism is defined as:

Mp(D, f,e)=f(D)+ (Y1,Ya,...,Ys)

where each Y; is an independent random variable drawn from the Laplace distribution with
scale Af/e.

This means we compute the true output of f(D), then add Laplace noise to each component of
the output vector. The amount of noise depends on the sensitivity A f and the privacy parameter ¢,
where smaller ¢ indicates stronger privacy.

Privacy Guarantee

The Laplace mechanism satisfies (¢, 0)-differential privacy. Intuitively, this means the output dis-
tribution of the mechanism does not change significantly whether or not any one individual’s data

is included in the input. The formal proof uses the triangle inequality [25] and the definition of
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/1-sensitivity to show that the probability densities for two neighboring datasets differ by at most

a factor of e°.

Exponential Mechanisms

Although not used in this study, the Exponential mechanism is briefly presented for completeness.
Its inclusion provides context for why the Laplace mechanism—more suitable for our numerical
data—was selected.

The exponential mechanism is used when outputs are non-numeric or when adding noise di-
rectly may reduce result quality. It selects outputs based on a utility function u : NI*I x R — R,
which assigns a quality score to each output r» € R for a given dataset D.

The sensitivity of the utility function is:

Au=max max |u(D,r)—u(D' r)]
reR ||D—D'|[;<1

Definition 2.4.2 (The Exponential Mechanism [25]). Given a utility function u(D, '), where D is
the dataset and € R is a potential output, the Exponential Mechanism ME(D, u, R) selects and
outputs an element € R with probability proportional to:

exp <—6 : ;(AZ’ T>>

where Auw is the sensitivity of the utility function.

The exponential mechanism satisfies (e, 0)-differential privacy [25]. Furthermore, it ensures a
utility guarantee: with high probability, it outputs a result whose utility is close to the optimum.
The probability of selecting an output significantly worse than the optimal decreases exponentially
with its utility gap.

2.5 Trajectory Data: Definition and Challenges

Introduction and Formal Definition

Trajectory data refers to the movement history of individuals or objects through space and time,
captured as ordered sequences of spatio-temporal points. Each point typically includes a location

and a timestamp, forming a chronologically ordered trace of behavior.

Definition 2.5.1. A trajectory T of length |7T'| is defined as an ordered list of locations [27,33]:

T:tl%t2—>—>t|T‘
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wheret; € L,and L = {L1, L, ..., L1} is the universe of discrete locations. Locations may repeat
and can appear consecutively. For example, given L = {Ly, Lo, L3, L4}, a valid trajectory could
be:

T:L1—>L2—>L2

When time is included, each element becomes a spatio-temporal point:

T = <(.ZTJ1, Y1, t1>7 <x27 Y2, t2)7 ceey (xn7 Yn, tn)>

ensuring t; 1 > t;.

Trajectory ID | Path

T1 Ll —-1L2—1L3

T2 L1 —1L3

T3 L3—-L1—1L1L2

T4 L2—-11—14—12
TS Ll -14—1L12

T6 L2 —-L1L3 — LI

T7 L4 1212

T8 L1 —L4

Table 2.2: Example of a simple trajectory database (only contains the spatial component (loca-
tions)).

Table 2.2 presents a sample trajectory database with L = {Ly, Lo, L3, L4}. From this dataset,
a prefix tree can be constructed, which is illustrated in Fig. 2.4.

Categorizing Trajectory Data

Trajectory data can be collected from:
» GPS devices in phones or vehicles
* Smart card systems in public transit
* Wi-Fi and RFID-based location tracking
* Location-based mobile applications

In this thesis, we use smart card data from Victoria, BC, which includes only tap-in records.
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Types of Trajectories

« Raw Trajectory: Spatio-temporal sequence like ((z1,91,%1), -, (T, Ym, tm))

Simplified Trajectory: Spatial-only, time is omitted
* Semantic Trajectory: Points include semantic labels (e.g., “Home”, “Work™)
* Multi-Aspect Trajectory: Includes weather, transport mode, or emotional data

* Streaming Trajectory: A flow of time-indexed updates D = {Sj, ..., S;}

Structure of Trajectory Databases
Trajectory data is typically organized as:

( 1 1
Dl

®...f)

1
T :p(1 )p
(2)
1

To:pi’p

T p7 s )

Each row is a user’s trajectory. Some datasets are regularly sampled; others are sparse.

Key Characteristics of Trajectory Data

» Spatio-temporal: Each point has both time and location
* Sequentiality: Order of events matters (A—B—C # C—>B—A)
» High Dimensionality: Long sequences increase complexity

» Correlation: Logical or social behavior causes point dependencies

Sequential vs. Non-Sequential Data

In this thesis, we focus on sequential data, as it preserves the temporal and behavioral patterns
essential for our modeling and analysis. While non-sequential data exists and may be used in other

contexts, it is not considered in our approach.

* Sequential: Maintains order, used for behavior modeling
Example: Home — University — Work
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* Non-Sequential: Set of locations without order
Example: {Home, University, Work}

| ID | Trajectory

tr1 | 1Y — 4X
tro | 2X — 37
trs | 2X = 372 — 4Y
try 2Y — 4X
trs | 2Y — 3Z
tre | 3X —4Y
tr; | 12 —2X — 37
trg | 1Z — 4X

Table 2.3: Trajectory dataset (includes both spatial (locations) and temporal (timestamps) compo-
nents of trajectories.).

Table 2.3 presents an example of a trajectory dataset consisting of eight individual trajectories. For
instance, the first trajectory, {7, represents a movement from location Y at time slot 1 to location X
at time slot 4. It is important to note that the timestamps ¢; in each trajectory are strictly increasing,
ensuring that ¢; < ¢;,1 and thereby preserving the correct temporal order of events.

From this dataset, a corresponding prefix tree can be constructed to represent the spatio-temporal
sequences, as shown in Fig. 2.5.

Privacy Risks

Trajectory data is highly sensitive. Studies show that knowing only 3—4 location-time points is
often enough to uniquely identify individuals, even without names or IDs.
Privacy threats include revealing:

* Home/work location
* Daily routines
* Visits to sensitive places (clinics, religious centers)

* Social ties (people with similar trajectories)

20



Real-World Applications

Domain Use Cases

Public Transit Route planning, peak load detection, underserved route
identification

Urban Planning Understanding mobility, infrastructure planning

Commerce Geo-targeted advertising, business location optimization

Healthcare Disease tracking, evaluating access to services

Mobility Research | Travel simulation, behavioral modeling

Table 2.4: Applications of trajectory data in real-world domains.

Research Focus in This Thesis

This thesis focuses on smart card tap-in data from the BC Transit system in Victoria, BC. Since
only boarding locations and times are available (no tap-outs), reconstructing realistic trajectories
becomes a challenge.

To ensure privacy while preserving analytical value, we apply differential privacy techniques
to generate synthetic trajectory data that:

* Protects individual behavior
* Preserves meaningful travel patterns

» Handles large, sparse, and high-dimensional datasets

2.6 Prefix Tree Mechanism For Trajectory Data

The Prefix Tree Mechanism [27] is one of the most prominent approaches for publishing sequen-
tial data, such as mobility trajectories, under differential privacy. This technique is specifically
designed to model spatio-temporal sequences in trajectory data, where each passenger’s path is

represented as a route from the root to a leaf node in a tree structure.

Each node in the tree corresponds to a prefix of a trajectory, consisting of a timestamp-location

pair (;, t;), and maintains a count indicating how many trajectories have passed through that prefix.

A trajectory prefix tree is formally defined as a triplet:
PT = (Root, E, V)
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Figure 2.4: The prefix tree constructed from the sample trajectory database in Table 2.2

where:
* Root is the root node of the tree, storing the total count of all trajectories in the dataset.

* Vs the set of nodes, each containing the count of trajectories that pass through the path from
the root to that node.

* E is the set of edges, each representing a timestamp-location pair, connecting parent nodes

to child nodes.

In this structure:
* In-bound edges define the link from a node to its parent.

* Qut-bound edges define the link from a node to its children.

A trajectory prefix tree that corresponds to the dataset in Table 2.3 is shown in Fig. 2.5.

Prefix Tree Mechanism

The Prefix Tree Mechanism is a foundational approach for the differentially private publication of
sequential trajectory data. It was first introduced by Chen et al. [27] to effectively model user trajec-
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Figure 2.5: The prefix tree constructed from the trajectory dataset in Table 2.3.

T3 try

tories without relying on hierarchical location generalizations. Instead of using spatial taxonomies,
this method directly builds a prefix tree from the raw spatio-temporal data.

A prefix tree is incrementally constructed where each node represents a prefix of a trajectory—
typically a location or a timestamp-location pair. Each path from the root to a leaf corresponds to
a complete user trajectory, and each node maintains a count of how many trajectories pass through
that prefix.

Key Advantages Unlike many location generalization techniques that rely on coarse hierarchical

groupings (e.g., grids or regions), the prefix tree mechanism:
» Works directly on raw trajectory data, avoiding information loss from generalization,
* Allocates the privacy budget more efficiently by only adding noise where necessary,
» Allows for deeper and more expressive tree structures due to its adaptive construction,

* Supports high-utility publishing even when datasets lack tap-out or complete location hier-
archies.
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Mechanism Overview As shown in Algorithm 1, the construction of the prefix tree involves

recursive expansion and noise addition.

The main parameters of the Prefix Tree Mechanism are as follows:

* Privacy budget (¢): Controls the amount of Laplace noise added. A smaller € provides

stronger privacy but reduces accuracy. The budget can be split across the tree levels as
€ =¢€/h.

Threshold (¢): Determines whether a node is kept or pruned. Nodes with noisy count > 6
are expanded, otherwise discarded.

Maximum tree height (h): Defines the maximum depth of the prefix tree, usually chosen
according to the maximum trajectory length.

Per-level budget allocation (¢): Since the tree is built level by level, the global budget € is
typically distributed across h levels.

The construction of the prefix tree consists of the following key steps:

1.

2.

Initialization: Start from a root node that represents all trajectories in the dataset.

Recursive Expansion: At each level of the tree, examine all possible child nodes that could
extend the current prefix.

. Noise Injection: For each node, add Laplace noise Lap(1/¢) to the true count of trajectories

reaching that node, where e is the privacy parameter (or a portion of the total privacy budget).

. Threshold Check: Compare the noisy count of each candidate node against a predetermined

threshold 6:

« If the noisy count is above 6, the node is kept and expanded further.

» Otherwise, the node is pruned and not included in the final tree.

. Coverage Guarantee: To ensure that all points, including those from short or rare trajec-

tories, are considered, the algorithm maintains a full search space during expansion. This

helps prevent privacy leakage through omission.

. Post-Processing (Constrained Inference): After constructing the tree, constrained infer-

ence techniques are applied to fix inconsistencies caused by added noise. In particular, the
algorithm ensures that:

count(parent) > Z count(children)
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This preserves logical consistency and enhances utility by correcting anomalies introduced
by the noise.

Algorithm 1: Trajectory Data Sanitization Algorithm
Input: Raw trajectory dataset D

Input: Privacy budget ¢
Input: Height of the prefix tree h
Output: Sanitized dataset D
1 PT < BuildNoisyPrefixTree(D, ¢, h);
2 D < GeneratePrivateRelease(PT);
3 return 5;

These steps are formalized and summarized in Algorithm 2, which outlines the BuildNoisyPre-
fixTree procedure is used to construct the differentially private prefix tree.

Algorithm 2: BuildNoisyPrefixTree Procedure
Input: Raw trajectory dataset D

Input: Privacy budget €
Input: Height of the prefix tree A
Output: Noisy prefix tree PT
11+ 0;
2 Create an empty prefix tree P7T;
3 Insert a virtual root Root(PT) to PT;
4 Add all trajectories in D to tr(Root(PT));
5 €15
6 whilei < h do

7 foreach node v € level(i,PT) do

8 Generate a candidate set of nodes U/ from L;

9 foreach v € U do

10 Consider u as v’s child;

1 Add trajectories D in tr(v) such that prefix(u, PT) = D to tr(u);
12 c(u) < NoisyCount(|tr(u)|, €);

13 if c(u) > 60 then

14 | AddutoPT as v’s child;
15 141+ 1;

16 return P7T;
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The procedure NoisyCount(z, €) adds Laplace noise with scale 1/¢ to a true count x, consistent
with the standard Laplace mechanism.

Summary The Prefix Tree Mechanism provides:
* Fine-grained modeling of spatio-temporal sequences,

* Controlled expansion of the tree using a noisy threshold,

Efficient and targeted use of the privacy budget,
 Improved accuracy through post-processing,
* Applicability to non-hierarchical data such as smart card tap-in records.

These properties make the Prefix Tree Mechanism one of the most widely used and effective tools
for differentially private trajectory data publication, particularly in transportation systems with in-
complete or non-uniform data such as transit logs [27,28].

Theorem 2.6.1. Given € > 0, and any threshold 6 and maximum height h, the Prefix Tree Mecha-

nism [27] satisfies e-differential privacy under the user-level granularity.
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Chapter 3
Literature Review

Introduction

In this chapter, we review the background of the research. As previously stated, the issue addressed
in this thesis is the differentially private publication of bus passenger trajectory data. The goal is to
publish real passenger trip data, obtained as tap card records from the public transportation system
of the city of Victoria, in a way that is both privacy-preserving and analytically useful.

Since none of the previous studies have specifically addressed real-world data related to the bus
system with a tap-in only structure and most of the earlier research has either focused on general
user movement data (such as GPS or LBS data in mobile applications) or has concentrated on metro
data or general trajectories, a significant gap exists in the literature. Many of the proposed methods
were also designed without considering the specific and challenging structure of real bus data. As
a result, directly applying these methods to such data often leads to conceptual or performance-
related issues. Even in comprehensive studies such as the SoK: Differentially Private Publication
of Trajectory Data paper [3], which reviews various privacy-preserving methods for trajectory data,
the focus is mainly on theoretical evaluation of algorithms, rather than their practical application
to real bus data with a tap-in structure. Experimental comparisons of methods based on real-world
public transportation data at the urban scale—especially while preserving the precise location of
stations—have received little attention.

Therefore, there is a need for revisiting, adapting, and localizing existing algorithms to match
the characteristics of real-world bus data so that, on the one hand, theoretical privacy guarantees
can be maintained, and on the other hand, the practical applicability and analytical value of the
final published data can be ensured.

Accordingly, in the following, we review the related works connected to the topic of this thesis,
which primarily fall under the following areas:
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+ Differential privacy in trajectory databases, including the foundational works and early at-

tempts to define privacy guarantees in sequential data;

* Privacy-preserving trajectory data publishing algorithms, with a focus on prefix-tree based

methods and their variants.
» Synthetic data generation methods based on location and time.

* Practical models and case studies for public transportation systems, highlighting the gap in
the literature for tap-in only datasets and motivating the need for adapting existing algorithms
to this context.

Overview of Related Work

Differential privacy, since its introduction in 2006 [30], has been applied to a wide range of data
analysis tasks and applications [34—46]. In this section, we review the main and recent works and
ideas in this field that have been proposed specifically for trajectory databases. [27,33,47-61].
The problem of publishing data from trajectory databases can be discussed in two different
forms. In the first type, each trajectory is considered as a database, and therefore each point of the
trajectory constitutes a data record. In the second type, each trajectory is considered as a single data
record. In the domain of privacy, the first type has not received much attention, and limited work
has been done on this form. In contrast, many studies have been conducted on the second type. For
example, Shao et al. [50] proposed two techniques for publishing data from trajectory databases
under differential privacy. These techniques were specifically designed for the publication of ship
trajectories under differential privacy, where each ship’s trajectory is treated as a database. These
techniques use a combination of sampling and interpolation. The first technique performs sampling
followed by interpolation, while the second applies interpolation followed by sampling. In the
sampling phase, a fixed number of points are sampled from the trajectory and the remaining points
are discarded. In the interpolation phase, the discarded points are recovered using interpolation

techniques. They showed that both techniques guarantee (0, §)-DP.

For publishing trajectory data of the first type, Jiang et al. [51] demonstrated, a simple solution
is to add noise to the trajectory. This can be done in three ways: in the first approach, the entire
trajectory is treated as a single point in a high-dimensional space, and differential privacy is ensured
by adding a high-dimensional noise vector to the actual trajectory. In the second approach, a two-
dimensional noise vector is added to each point in the trajectory. In the third approach, noise is
added to each coordinate of the trajectory points.
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However, our focus is mainly on the second type of trajectory data, and on achieving (¢, 0)-DP
(which is generally preferred over (0, §)-DP as considered in [50]). In recent years, several mech-
anisms have been proposed to apply differential privacy to trajectory databases of the second type.
Chen et al. [27] were the first to study the differential privacy problem for publishing trajectory
data. They proposed a non-interactive, data-independent differential privacy algorithm that con-
structs a noisy prefix tree over the trajectory database. In this approach, trajectory records with the
same prefix are grouped into the same branch. Each node in the tree stores a number representing
the count of trajectory records whose prefix matches the path from the root to that node. Their
proposed method is one of the most relevant techniques for bus transportation data and has served
as a basis for many other methods. Given its compatibility with the needs of bus data, this paper
was selected for further analysis. We implemented and evaluated this paper in Chapters 5 and 6 of
this thesis, with our own improvements in the post-processing phase.

Not all DP sequential data publication algorithms are compatible with our bus dataset. For
example, the variable-length n-gram algorithm introduced by Chen et al. [33] was designed to
publish sequential data under differential privacy. This method models the data as a sequence
of events and extracts a set of variable-length n-grams from it. A Markov assumption is applied
in modeling these sequences, meaning that the probability of the next item depends only on the
previous n—1 items. Then, an exploration tree is constructed based on these sequences, where
the frequency of each n-gram in the original data is counted and Laplace noise is added to ensure
privacy protection. Finally, private synthetic sequential data is generated from this noisy tree.

Despite the novelty of this algorithm in combining the n-gram structure with differential pri-
vacy, a closer examination reveals that it is not well-suited for public transit data—especially tap-
in-only bus data. The main reasons for this incompatibility are outlined below:

* Incompatibility with the structure of tap-in data: The n-gram algorithm relies on the
assumption of regular and continuous sequences, where each event is directly influenced
by preceding ones. However, this assumption does not hold for tap-in data, as passenger
trips may occur sporadically, across varying time and space intervals, and may even include
repeated entries. For example, a passenger may tap in at stop 23 today and tap in again at
stop 95 several days later, without any clear temporal or spatial connection. In such cases,
the actual route is unknown and highly inconsistent with the regular patterns assumed by the

n-gram model.

+ Inability to realistically reconstruct trajectories: The goal of data publishing algorithms
is not only to protect privacy but also to generate data that remains useful and realistic for
analysis. However, the n-gram algorithm bases predictions only on prefix sequences (i.e.,
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the previous n—1 steps) and does not account for temporal or spatial structures. This leads
to generated paths in public transit data—where routes are defined by bus lines and stops—
that lack coherence and logic. In other words, the algorithm cannot reconstruct semantically
meaningful or operationally consistent routes aligned with the real transportation network.

* Scalability and memory challenges: Constructing an exploration tree over all possible n-
grams causes the tree size to grow exponentially with the number of locations (e.g., bus
stops). In real-world datasets like the Victoria tap-in dataset, which contains thousands of
stops and millions of records, this results in excessive memory usage and significantly re-
duced performance. The paper by Chen et al. [33] also explicitly states that their method
suffers from low accuracy and poor efficiency when applied to large and sparse datasets.

Due to the above suitability issues, this algorithm was not used in this thesis.

Ruan and Ho [53] proposed a differential privacy approach for mining geographic location
patterns. They focused on two types of spatial queries, namely the count of points within a region
and the center of a region. Due to the high global sensitivity of these queries, and in order to
mitigate this issue, they employed a local sensitivity dependent on the dataset instead of relying on
global sensitivity. Moreover, they utilized a quadtree structure along with a clustering algorithm.
After partitioning the space using the quadtree, the clustering algorithm was applied within each
partition. Then, the number of points in each cluster was counted, and if the count exceeded a
predefined threshold, the cluster was considered interesting.

Li et al. [62] proposed a trajectory data publishing algorithm under differential privacy that
combines a bounded noise generation algorithm with a trajectory merging algorithm. The bounded
noise generation algorithm is designed such that the noise added to the true trajectory values for
privacy protection is sampled from a restricted (reasonable) range. In other words, the added noise
is constrained within a specific interval to ensure both privacy preservation and data utility.

A number of studies build sequence or exploration trees and only perturb the counts of sub-
sequences that actually appear in the data, leaving hypothetical (zero-count) trajectories com-
pletely outside the output space. Representative works in this category include Zhao [63], Yuan et
al. [64,65], and the “trajectory count” approach [66]. The main issue is that the output is defined
only on the observed trajectories, while no probability mass is assigned to zero-count trajectories.
This contradicts the formal definition of DP, since under DP the output distribution must be well-
defined and comparable for all neighboring datasets, including those that differ by the presence of a
previously unseen trajectory. When the output does not account for zero-count cases, an adversary
may directly infer the existence or absence of a particular trajectory.

The works of Hua et al. [67], the extended versions such as Chen et al. [68], and the bounded-
noise method of Li et al. [62] fall under the category of clustering with the exponential mechanism

30



and a data-dependent output space. The key problem here is that in the exponential mechanism
the output set must be predefined and independent of the data. However, in these works the output
space is constructed directly from the data (data-dependent). This dependency allows the very
choice of clusters to leak information about the raw data, rendering the formal DP proof invalid.
Therefore, these approaches also lack DP guarantees.

In the SafePath algorithm [47], after applying noisy counts to nodes, those with counts below
a given threshold () are pruned, and only the surviving nodes are retained as generalized nodes.
Instead of outputting the exact number of passengers at, for example, “station 152,” the data is
released in an aggregated form such as “the number of passengers across stations 150 to 160.” In our
bus data, however, we require synthetic data that explicitly indicates at which exact stop passengers
tapped in. If the algorithm groups stops, it becomes impossible to identify high-traffic stations or
to perform fine-grained analyses of travel patterns. For instance, if busy stops are merged with less
busy ones, the resulting analysis for transportation planning would be severely misleading. While
such generalization may be acceptable for broader applications (e.g., regional mobility analysis or
GPS-level data), this approach loses its utility when applied to tap-in bus card data, where station-
level preservation is crucial.

In contrast, Li et al. (2020) [28] is a state-of-the-art mechanism that is compatible with our
dataset and restrictions. It also builds on the prefix tree idea, but focuses on spatial-temporal data
(combinations of station and time). To address the dimensionality explosion problem in such data,
the paper introduces three key innovations:

1. A new prefix tree without using a taxonomy tree: instead of relying on data-dependent clus-
tering, the tree structure is predefined. This avoids the generalization problem.

2. An incremental privacy budget allocation model: the DP budget is distributed gradually and
proportionally to tree depth, with higher levels receiving less noise and deeper, more detailed

levels receiving more.

3. Spatial-temporal reduction: only unreachable or nonsensical nodes are pruned, without mak-

ing the output space data-dependent.

As a result, the final output is defined over a data-independent space covering all possible station—
time combinations, with privacy budget allocation and noise ensuring privacy. In this approach,
the exact station identifiers are preserved in the output, and they are never replaced with geographic
points outside the station set or with generalized groups. This feature is particularly valuable for
bus transportation data, where one of the main challenges in selecting an algorithm is the need to
preserve station-level granularity. For these reasons, this paper was retained as one of the core
methods to be implemented and evaluated in this thesis.
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The work of Wen et al. (2020) [69] introduces a Personalized DP mechanism in which each
trajectory point is assigned a different privacy level (e.g., stay-points are considered more sensi-
tive). While the core idea is valuable, the method is not suitable for our dataset, which requires
the preservation of exact station IDs. The algorithm perturbs locations by replacing them with
“nearby” alternatives. Although this may be reasonable for GPS data, it is inconsistent with bus
card data where the exact stop must be preserved. Consequently, the utility at the station level is
lost.

Wang et al. (2020) [70] proposes a method for publishing trajectory data under differential
privacy with a focus on protecting sensitive places (e.g., hospitals or private venues). The core idea
is highly valuable, since it combines privacy preservation with consideration of location sensitivity,
which is important for future research directions, including ours. However, the main limitation of
this method is generalization: - To protect sensitive places, stops or locations are aggregated into
larger clusters or cells. - As a result, the exact station identifier or precise location is lost in the
published data, with only a generalized area (such as a range of stops) being reported. - This is
problematic for our tap-in only dataset, since the main goal of our project is to preserve station-level
granularity. Thus, given this algorithm’s reliance on generalization and the resulting loss of station-
level detail, it is unsuitable for direct application to our dataset. For this reason, it is classified in
the literature review as not applicable to our project, although its concept will be revisited in the

conclusion chapter as an important avenue for future research.
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Chapter 4
BC Transit Data Collection and Generation

Introduction

In this chapter, we describe the collaboration with BC Transit, in particular the tap dataset, as well
as steps in generating a plausible synthetic trajectory dataset in order to showcase more complex

privacy-preserving queries.

4.1 Data Collection and BC Transit Collaboration

This thesis focuses on the Victoria region in British Columbia, in particular, analyzing real data
from the city’s public transit system. Although various public datasets are available through BC
Transit, no data related to individual boarding records was accessible, as such datasets have not
been released publicly.

During the data collection phase, multiple governmental sources and open data platforms were
examined, including BC Data Catalogue, Passenger Transportation Board, BC Geographic Ware-
house, TransLink, as well as Data Systems & Services Client Hub, Data Governance, and Open
Data Portals. Numerous requests were submitted through emails, online forms, and service portals.
However, most organizations either did not possess the required data or were unable to share it due
to privacy, jurisdictional, or capacity constraints.

Eventually, a formal collaboration was established with BC Transit. Initially, concerns were raised
even about releasing anonymized data. However, after providing detailed explanations about the
academic purpose of the thesis, the differential privacy framework, and the ethical safeguards in
place, BC Transit responded positively.

Through a multi-step process—including briefing sessions, completion of formal data request forms,
and responding to ethical and technical inquiries—BC Transit provided a de-identified dataset of

tap-in events.
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This collaboration marked BC Transit’s first experience supporting an academic thesis focused on
privacy. Their growing interest in understanding the application of differential privacy to passenger
data highlights the practical and research value of this work. Their support played a key role in
shaping a realistic, locally grounded approach to the privacy-preserving generation of sequential
trajectory data. One of the goals of our work is to demonstrate that privacy-preserving analyses of
various kinds of transit data are possible and practical. Thus, in addition to analyzing the tap dataset,
we also motivate the privacy-preserving analysis of sequential trajectory data (which we were not
able to obtain due to privacy concerns). To do so, we first describe a new host of queries possible
when given sequential trajectories. Then, we demonstrate the efficacy of DP mechanisms on such
queries in Ch. 6. Instead of running these mechanisms on random and thus less realistic datasets
(as is done in some previous work [27]), we take this demonstration a step further, by creating a
plausible synthetic trajectory dataset using the real tap dataset. We describe the generation of this
synthetic dataset in Section 4.2.

Further details regarding the data request process and communications with BC Transit are provided
in Appendix A.

Understanding the Tap-In Dataset and Its Analytical Potential

The tap-in dataset provided by BC Transit consists of de-identified records of boarding events
recorded by onboard sensors. Each record includes the following attributes:

* routeName: The route number of the bus

stopld: The unique identifier of the stop where the passenger tapped in
* ts: Timestamp of the tap-in event
* vehicle: Internal identifier of the vehicle
* bus_number: Bus fleet number
* seats: Capacity of the vehicle
These fields enable a variety of useful transit analyses. For example, this dataset supports:
 Estimating the number of tap-ins per stop or per route
+ Identifying peak hours and temporal usage trends

* Measuring route popularity or stop-level usage patterns
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» Aggregating demand by bus or by day to estimate vehicle utilization

This level of detail allows researchers and transit planners to better understand demand patterns,
optimize routes, and improve operational efficiency.

Beyond the direct insights available from the tap-in data alone, its value increases significantly
when combined with other publicly available data from BC Transit’s website (like schedule data).
This integration opens the door to rich, policy-relevant questions in operational planning and rider

experience. For example:

* Delay Analysis: By comparing actual tap-in timestamps with scheduled arrival times for
each stop, one can identify buses that arrived late or early. If many passengers tapped in
shortly after a delayed bus arrived, it may indicate an accumulated wait, signaling a high
impact of delay at that stop [71].

* Load vs. Capacity Trends: Combining tap-in counts with the seats field allows estimation
of'bus occupancy levels over time. When correlated with scheduled frequencies, this supports

capacity planning or fleet adjustments during peak hours.

* Missed Transfers and Service Gaps: Although individual passenger journeys cannot be
tracked, clusters of tap-ins at adjacent stops and times can indicate systemic transfer patterns.
When such clusters appear disrupted, it may point to service unreliability or coordination

issues across routes.

* Event or Weather Impact: Tap volume fluctuations across routes on specific dates or times
(e.g., during storms or public events) offer insights into demand elasticity and resilience
planning.

* Service Equity and Accessibility: Spatial patterns in tap-in activity across neighborhoods,
when combined with demographics or land-use maps, support evaluations of equitable ser-

vice distribution.

These types of analyses are highly valuable for transit authorities. For example, delay analysis
alone is a critically important domain [72]—helping improve rider satisfaction, reduce missed con-
nections, and guide resource allocation. Even in the absence of full trajectories or tap-out data, the
structural richness of the tap-in dataset makes it a powerful foundation for data-driven decision-
making in transit operations [72,73].

However, as discussed in the following section, some questions—especially those involving com-
plete passenger paths, behavioral clustering, or role-based movement modeling—require the gen-
eration of plausible synthetic trajectory data under formal privacy protections.
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Broader Impact and Motivations

BC Transit’s involvement has the potential to lead to productive conversations around the following
opportunities:

* Improving Urban Planning: Accurate yet private data enables better identification of un-
derserved routes and high-demand locations. Making urban planning decisions based on
publicly-available (privatized) data also creates more trust between the government and the
public.

* Fostering Innovation: Synthetic data can fuel transit-related software development, acces-
sibility tools, and simulation systems.

* Reducing Public Research Costs: Open access to synthetic datasets allows universities and

private labs to perform transit research more efficiently and at lower cost.
* Advancing Equity: Fairness analysis becomes possible when data is safely shareable.

* Leadership in Ethical Data Publishing: BC’s adoption of differential privacy could posi-
tion it as a national or global model.

4.2 Synthetic Generation of Sequential Trajectories

The tap dataset allows us to answer already-useful queries, such as ... (will state a couple queries
used for tap dataset). However, with access to even more informative datasets (such as sequential
tap data), we can understand the state of BC Transit even better. To demonstrate this, in this section
we, in collaboration with BC Transit, generate a synthetic dataset of trajectories (sequential location
data that follows an individual’s trajectory within the bus system) that aligns with the original real
tap dataset, and known passenger behaviours in BC Transit. This dataset will be used in Ch. 5 to

showcase the potential power of DP mechanisms on trajectory data for BC Transit.

Objective and Problem Definition

This section presents a synthetic trajectory generation method based on real tap-in data from BC
Transit in Victoria, BC. The objective is to produce plausible passenger movement sequences that
are produced using typical human mobility behaviors while preserving privacy. The method simu-
lates plausible travel patterns for different user roles (e.g., full-time employee, part-time employee,
self-employed, student, unemployed) and purposes (e.g., work, study, shopping, travel, personal
activity), despite the limited data available.
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Limitations of Tap Dataset

* Only tap-in data is available. Tap-out data (where and when a passenger gets off) is not
recorded in this type of bus card system. This is a structural feature of the system and not a
data quality issue. Only the boarding moment (tap-in) is logged.

* There is no user ID. Passengers appear completely anonymous in the raw data, and no iden-

tifier is available to track an individual’s trips over time.

 Each tap-in record includes timestamp, stop ID, route name, bus number, stop coordinates

(latitude and longitude), and seats (indicating bus type and capacity).

Challenges and Requirements

Given these limitations, our algorithm will:

* Group tap-in records into synthetic passenger trajectories (without having real user IDs).

* Align generated temporal and spatial patterns with realistic human behavior (e.g., commute

patterns to work or school, irregular travel for seniors or tourists, etc.).

» Avoid unrealistic artifacts such as:

Too many tap-ins at the same stop in one day.

Very fast or physically impossible trips in terms of time and distance.

Unreasonably filling daily travel limits in a very short time.

Travel patterns that do not match natural human routines (like trips without return or

trips without any time gaps).

This process results in synthetic trajectories that both protect user privacy and can be used for
urban transport analysis, evaluating new policies, and designing privacy-preserving data-sharing

approaches.

Research Sources

To ensure higher realism, various reports and sources were used, and our assumptions were re-
viewed and adjusted with suggestions from BC Transit employees. Most behavioral parameters
and numerical metrics come from the Customer Satisfaction Tracking Research Annual Report
2024-2025 [74] by BC Transit. Additionally, other sources like Statistics Canada [75] were used
to define work hours and employment patterns (such as definitions of full-time and part-time work),
so the distribution of roles and travel patterns reflect real conditions as much as possible.
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Passenger Behavior Modeling Assumptions

Using the above sources and with feedback from our source at BC Transit (Andrew Miller, Man-
ager, Enterprise Data & Analytics), we make the following assumptions about a bus passenger: a
passenger can use the bus system multiple times a day, which usually includes combinations of:

* Regular daily trips (e.g., going to work or school in the morning and returning in the evening).
» Combined trips (e.g., dropping a child at school in the morning and then going to work).

* Other occasional trips during the day (e.g., shopping, medical visits, social meetings).

The behavioral assumptions described above were developed in consultation with BC Transit rep-
resentatives (notably Andrew), whose experience and familiarity with passenger dynamics helped
ensure the plausibility and relevance of the modeled patterns.

Repeating travel patterns are expected. The algorithm models this repetition and reflects it in syn-
thetic trajectories:

* Daily trips between home and work/school.
» Semi-regular trips (e.g., weekly shopping or sports activities).

* Irregular or leisure trips.

Main Algorithm Assumptions
1. Passengers have a fixed identity. Each synthetic passenger has a fixed social role (e.g.,

full-time worker, student, unemployed) that does not change during the simulation.

2. Passenger role distribution (ROLE_DISTRIBUTION). When a new passenger is created, a
social role is assigned that remains fixed for all simulation days. These roles and their per-
centages are based on BC Transit reports and Statistics Canada.

Exact distribution:

20% full-time employees

8% part-time employees

6% students

17% business owners or self-employed

49% unemployed
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Total: 100%. The selection is done using np.random. choice with the specified weights.

. Behavior depends on role. Passengers with different roles follow different weekly and daily
travel patterns. These include the number of travel days per week, trip counts, start times,
stay durations, and return times.

. Weekly active days (WEEKLY_ACTIVE_DAYS_PER_ROLE). This parameter controls how many
days per week each passenger role is active.

From the code:

+ Full-time employee: exactly 5 days per week (Monday—Friday), fixed
+ Part-time employee: 2 to 4 days, random

 Student: 3 to 5 days, random

* Business owner: 4 to 6 days, random

» Unemployed: 2 to 5 days, random

Non-full-time roles choose days randomly from the whole week; full-time employees are
limited to weekdays.

. Travel purpose distribution (GENERAL_NON_PRIMARY_PURPOSE_DISTRIBUTION). Besides
their primary purpose (e.g., work or school), passengers may also have general trips.

General purpose breakdown (45% of total):

« Shopping: 17/45 ~ 0.378
* Social: 16/45 ~ 0.356
* Airport: 12/45 ~ 0.267

Logic in the infer_trip_purpose function:

 Primary purpose priority: On weekdays and during working hours:
— Full-time employee: 6 AM—12 PM
— Part-time employee: 5 AM—6 PM
— Student: 6 AM—4 PM

If the current tap matches the pattern, the purpose is set to work or school with high
probability.
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* Sequential or return trips: If the tap is close in time and distance to the last one, the
same purpose is inherited.

» General or personal purposes: Otherwise, there is a 55% chance of assigning a purpose
related to the passenger’s role, and a 45% chance of selecting from the general purpose
distribution above.

Logical Temporal Extension

The algorithm is designed to consider realistic time and distance constraints when generating trips.
Time and distance rules per role (extttROLE_BASED TIME_ RULES and distance con-
straints)

* Assumption: The time and distance between taps show the activity type and purpose, and

these patterns depend on social role.
* Details:
— Time gaps for consecutive taps: min/max_immediate_consecutive_tap_minutes

define the min and max time between taps to treat them as one trip or transfer.

— Activity duration: min/max_primary_activity_duration_hours determine how
long a passenger stays at their destination.

— Minimum gap for new trip: min_new_distinct_trip_minutes is the minimum time

between two taps to treat them as separate trips.

— Latest daily activity end: max_daily_activity_end_hour defines the latest time a

passenger may tap in.
— Distance constraints (in km):

% MAX_DISTANCE_KM_FOR_IMMEDIATE CONSECUTIVE TAP
% MAX_DISTANCE_KM_FOR_PRIMARY RETURN TRIP
s MAX_DISTANCE_KM_FOR_NEW_TRIP_START

Avoiding Unrealistic Patterns
To ensure the realism of synthetic trajectories, the following controls are implemented:
* Time gaps between taps: Prevent unrealistic tap sequences.

* Exceptions allowed with lower probability: Rare behaviors like sudden midday return are
allowed but uncommon.
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 Limit daily taps: Controlled via DAILY TAP_LIMITS PER_PURPOSE_AND_ROLE to ensure
average of 4.5 taps/week.

* Behavioral diversity: Some passengers have no taps or varying tap counts per day.

For more detail regarding the generation of the synthetic data, please refer to Appendix B.

4.3 Selection of Methodology: Justification and Comparison

Current Method: Rule-Based + Scoring Function

* Developed and tested iteratively
* Interpretable and configurable
» Works well with tap-in-only data

» Computationally light

Limitations:

* Incomplete trip information

* No network-wide learning

* Empirical tuning
Comparison with Other Methods
Markov Models: Require full trajectories; not suitable due to lack of tap-out.
Clustering: Too restrictive; travel patterns not always clustered.
Graph-Based: Require complete sequences to build graphs.

Learning-Based: Require massive labeled datasets and complex training.
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Other Approaches and Future Directions

Recent advances in generative modeling, including GANs, VAEs, and Transformer-based archi-
tectures, have shown promise in synthesizing sequential data in domains such as healthcare and
natural language processing [26]. These models can, in principle, capture long-range dependen-
cies and generate highly realistic trajectories. However, they often require large training datasets,
substantial computational resources, and rely on differentially private training procedures (e.g., DP-
SGD) that can significantly degrade model utility and are challenging to explain to non-technical
stakeholders.

In this study, we deliberately focused on prefix-tree mechanisms, which provide clear and au-
ditable differential privacy guarantees, are lightweight to implement at scale, and produce inter-
pretable outputs that transit agencies can readily validate. For applied settings such as BC Transit,
where organizational trust, reproducibility, and transparency are as important as accuracy, prefix-
tree approaches offer a defensible and practical first step. Nevertheless, deep generative models
remain a promising avenue for future research, and hybrid approaches combining the interpretabil-
ity of tree structures with the expressive power of neural models could further improve utility while

preserving privacy.

Final Conclusion

Given the nature of the data and the practical goals of the thesis, a rule-based and scoring-function
approach is currently the most suitable, justifiable, and defensible methodology for generating syn-
thetic trajectories from tap-in-only transit data.
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Chapter 5

Experimental Methodologies and Technical

Contributions

5.1 Introduction

This chapter presents the experimental methodology used to implement and evaluate two algo-
rithms proposed by Chen et al. [27] and Li et al. [28] for differentially private trajectory data pub-
lishing, evaluated using real-world smart card transit data from Victoria, BC.

While the theoretical foundations and general principles of prefix tree mechanisms were intro-
duced in Chapter 2, here we specifically focus on:

+ Adapting the algorithms for the prefix tree mechanisms to the BC Transit tap dataset (partic-
ularly, the trajectory data generated in Chapter 4).

* Improvements in implementation details and parameter configurations.
* Refinements in the post-processing of privatized data to enhance consistency and utility.

Both algorithms employ the Noisy Prefix Tree mechanism, but differ in internal design and
privacy budget allocation. In particular, Chen et al. (NPT) model trajectories as sequences of
locations, while Li et al. (PPDP) extend the tree to encode (location, timestamp) pairs, thereby
capturing both spatial and temporal information. In our adaptation, modifications were introduced,
including improved post-processing for the Chen et al. [27] algorithm and replacing the 6-based
pruning with a Binomial Test for the Li et al. [28] algorithm.

The adaptation process includes multiple preprocessing steps, data cleaning, and converting raw
tap-in records into trip sequences. These preprocessing steps, common to both DP mechanisms’

algorithms, are detailed below before discussing each algorithm individually.
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Data Preparation and Cleaning

The initial dataset consisted of 312,659 passenger tap-in events between December 15-20, 2024.
Preliminary inspection revealed missing or invalid values:

* 1,833 records with routeName equal to “Default” and empty stopId.
* 1,010 records also missing vehicle, bus_number, and seats.
To ensure high-quality input, the following cleaning procedure was applied:
1. Remove records missing essential operational fields (vehicle, bus_number, seats).

2. Identify incomplete records (routeName missing, stopId missing, or routeName = “De-
fault”).

3. Use complete records as a reference set to fill missing values by matching on bus_number.
4. Replace missing routeName and stopId using corresponding values from matched records.
5. Remove records still containing invalid routeName or stopId.

6. Reset dataset index after cleaning.

Generation of Sequential Trajectories

In this stage, the goal is to prepare the cleaned dataset for use in the Noisy Prefix Tree algorithm.
The details of how trajectory data is generated, are found in Ch. 4. We summarize the steps below.

As explained in Ch. 4, most bus transit systems worldwide are designed to record only tap-in
events (boarding), without storing information about the time or location of passengers alighting.

Furthermore, in the dataset released by BC Transit, passenger User IDs have been completely
removed to ensure security and protect passenger privacy. As a result, all passengers are recorded
anonymously, and no information is available to directly trace their travel paths. Consequently,
direct reconstruction of complete passenger trajectories is not possible, and synthetic passenger
trajectory generation methods must be employed to obtain realistic tap-card travel sequences.

The trajectory generation process in this study is designed to:

1. Preserve temporal and spatial travel patterns as close as possible to real passenger behavior,
2. Incorporate attributes related to passengers’ social roles (e.g., student, worker, retiree) and

trip purposes (e.g., commuting, shopping, personal business),
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3. Respect operational constraints of the transit system and maintain reasonable time gaps be-

tween trips.

To ensure realism and accuracy of the simulation, numerical indicators and passenger be-
havioral information were extracted from the BC Transit — Customer Satisfaction Tracking Re-
search Annual Report 2024-2025 [74] and supplemented with insights obtained from direct in-
quiries to BC Transit. This ensured that modeling was grounded in actual operational conditions
and real-world travel patterns.

Finally, the records for each passenger in a given day were chronologically ordered and con-
verted into a travel sequence, preserving the order of stops and routes. If a sequence exceeded
the maximum length L.« (determined based on the statistical distribution of actual trip lengths),

it was truncated to comply with algorithmic requirements, as described in Chapter 4, section 4.2

5.2 Framework of the Proposed Algorithms

Bus tap card data presents unique challenges that are not observed in other types of transporta-
tion datasets (such as GPS-based data in the Geolife dataset, taxi datasets, or maritime and other
transportation data). Unlike many existing algorithms that can generalize locations to some extent,
in bus tap card data such generalization is not acceptable. In other words, each stop ID must be
preserved exactly, and merging or spatial shifting of stops is not permitted.

This unique characteristic rendered many algorithms and studies—originally designed for other
types of transportation data—unsuitable for this thesis. Consequently, we selected the NPT (Noisy
Prefix Tree, Rui Chen et al.) [27] and PPDP (Yang Li et al.) [28] algorithms, which our compre-
hensive review identified as more practical and compatible with bus tap card data.

Motivation for testing NPT and PPDP algorithms

* NPT as Benchmark and as a Baseline Algorithm (Conceptual Simplicity, Computa-
tional Efficiency, and Extensibility): The NPT algorithm represents the first major work in
the domain of privacy-preserving trajectory publishing. Many subsequent studies have either
built upon it or compared their results against it. Therefore, including NPT as a benchmark
makes our results both comparable and credible in the research literature.

Importantly, NPT does not incorporate time into the prefix tree structure; it only considers
the sequence of locations (stops). As a result, computations are simpler (O(n - h)), focus-
ing solely on sequence length. If time (e.g., time-of-day or intervals) were also introduced,
each location would need to be expanded into multiple time-stamped states — leading to a

significantly larger tree, higher computational complexity, and more noise.
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* PPDP: The PPDP algorithm explicitly incorporates time from the start, building a spatio-
temporal prefix tree. Instead of just modeling “from stop A to stop B,” it models “from stop
A at time ¢ to stop B at time ¢ + A.” While this increases complexity, it provides higher
accuracy by preserving travel-time patterns (such as peak and off-peak hours).

* Advantages of NPT over PPDP:

— Simplicity and transparency: Conceptually and in implementation, NPT is simpler,
since it is essentially a prefix tree with added noise. This makes it easier for readers to

understand and follow.

— Computational efficiency: The complexity of NPT is lower, as it only focuses on

spatial sequences without introducing the temporal dimension.

— Reliable baseline: Due to its popularity and widespread use, NPT remains a standard
benchmark in the field.

* Advantages of PPDP over NPT:

— Incorporation of time: In public transit data, time plays a critical role. PPDP integrates

this dimension, reconstructing data more realistically.

— Progress beyond 2011: Despite higher complexity (particularly due to the spatio-
temporal matrix), PPDP demonstrates how accuracy and utility can be better preserved
in practical applications.

— Optimized budget allocation: PPDP allocates the privacy budget adaptively across

levels, avoiding waste at the deeper levels of the tree.

Conclusion: We test NPT because it is a historical, simpler, and computationally efficient baseline,
making results comparable with prior literature. We test PPDP because it is the more advanced
model that incorporates time and is therefore more suitable for smart card transit data. Comparing
the two allows us to evaluate both efficiency and simplicity (NPT) as well as realism and practical
utility (PPDP).

It is also worth noting that in cases where queries are coarse and location-based (and not time-
dependent), NPT may still be sufficient, particularly when very high accuracy is not required.

5.2.1 Noisy Prefix Tree (Chen et al., 2011)

Summary

The Noisy Prefix Tree (NPT) proposed by Chen et al. [27] is a benchmark and highly cited DP
mechanism for publishing privatized sequential data, such as trajectories, by constructing a prefix
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tree that encodes all observed sequences. In this thesis, the algorithm is applied directly to tap-in
transit smart card records from Victoria, BC, preserving its original structure but incorporating an

enhanced post-processing step to improve the consistency and practical utility of the released data.

Prefix Tree Construction

The execution of the NPT algorithm begins with the creation of a prefix tree capable of encoding
all travel sequences present in the input dataset. Unlike spatial hierarchy-based methods that first
generalize locations into coarser levels (such as zones or cities), this mechanism directly uses the
exact spatial points from the raw data and preserves their order and details in the prefix tree struc-
ture. This approach enables a more accurate representation of trajectories compared to generalized
methods.

The tree construction process consists of the following steps:

1. Root Node Initialization An empty node is created as the root, representing the start of all
trajectories. This node is considered to be at level zero, and its count is set to the total number

of sequences in the dataset.

2. Tree Depth Configuration The depth of the tree is limited to L., where each level corre-
sponds to a specific position in the travel sequence. The value of L., is determined based on

the statistical distribution of trip lengths and operational considerations of the transit system.

3. Sequence Insertion For each travel sequence in the input data, the corresponding path from
the root node down to the required level is created or updated. Common subsequences among
different trajectories are stored only once, which optimizes storage usage and improves tree-
building efficiency.

4. Count Storage Each node maintains a counter that records the frequency of its associated
prefix. These counts are later used for adding Laplace noise and for applying the pruning
strategy.

This stage serves as the foundation for two critical subsequent steps:
* Allocation of the privacy budget ¢ across the tree levels (Privacy Budget Allocation),

* Pruning of branches using the threshold parameter 6 to prevent unnecessary tree expansion.
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Privacy Budget Allocation

To control the amount of noise added and ensure compliance with the total privacy budget ¢, this
budget is evenly distributed across all levels of the prefix tree. If the tree height is h, the privacy
budget allocated to each level is:

_ €

T h
This uniform allocation ensures a balanced level of perturbation at each depth and prevents early

exhaustion of the privacy budget.

Noisy Prefix Tree Construction

The construction process proceeds level-by-level until the maximum height 4 is reached:

1. Initialization (Level 0): The root node represents the start of all trajectories, with its count
equal to the total number of sequences in the dataset.

2. Node Expansion: For each level ¢ from 0 to & — 1, each node v is examined and a set of
candidate child nodes U is generated. This set contains all possible next locations from the

location set:
E - {lblz, e ,ln}

3. Sequence Assignment: For each candidate u € U, all sequences whose prefix matches u

are assigned to it. The true count for node w is given by:
c(u) = [tr(u)]

where ¢r(u) is the set of sequences ending with prefix .

4. Adding Laplace Noise: To ensure e-differential privacy, Laplace noise with sensitivity
Af =1 and budget ¢ is added to each node’s true count:

&(u) = c(u) + Lap (g)

or more concisely:
¢(u) = NoisyCount(|tr(u)], £).

5. Pruning: The noisy counts ¢(u) are then compared to a pruning threshold € to decide whether

a node should be expanded further or removed from the tree.
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Pruning Strategy and Threshold 0
After computing the noisy counts for each node, the NPT algorithm decides whether the node

should expand further in the tree. This decision is made based on a threshold parameter 6.

1. Threshold Calculation. The threshold is computed as:

2V/2 €
= ——, where &=—
5 h

0

Here, ¢ is the privacy budget allocated to each tree level, ¢ is the total privacy budget, and A is the
height of the tree.

2. Non-Empty Node Check. For each node u, if the noisy count ¢(u) > 6, the node is considered
significant and is expanded into the next level of the tree. Otherwise, the corresponding branch is
pruned.

3. Empty Node Check. To prevent information leakage and maintain differential privacy guar-
antees, low-frequency paths cannot be entirely removed, as doing so may allow reconstruction of
sensitive information. Instead, some unseen or low-frequency paths are intentionally preserved in
a controlled way by adding empty nodes.

Depending on dataset size, two main approaches are used:

(a) Small Dataset. For smaller datasets, where the number of empty nodes is limited:
1. Identify empty nodes: Nodes with actual count |t7(u)| = 0.
2. Add Laplace noise:
1
¢(u) =0+ Lap <g>

3. Threshold check: If ¢(u) > 6, the node is added to the tree; otherwise, it is pruned.

(b) Large Dataset. For larger datasets, where the potential number of empty nodes is very
large, a statistical sampling approach is applied:

1. Compute the total number of candidate empty nodes:

m = (|£| x number of parents passing §) — number of non-empty nodes
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where |L]| is the total number of locations.
2. Compute the probability of selecting an empty node:

exp(—&0)

Do = 5

3. Sample the number of empty nodes to be added:

k ~ Binomial(m, py)

4. Randomly select £ empty nodes from the m candidates and assign noisy counts according to

the probability distribution described in the following paragraph.

This probabilistic inclusion of empty nodes ensures that even unseen or rare paths have a con-
trolled chance of appearing in the published data. It preserves the structural consistency of the prefix
tree, improves the utility of the released data, and prevents privacy breaches due to deterministic
removal of infrequent paths.

Probability Distribution for Noisy Counts of Empty Nodes. For the £ selected empty nodes,
the probability density function (PDF) of the noisy counts z, conditional on z > 6, is:

0, x <40,
P(z) =
1 —exp(ed —ex), = >40.
where
exp(—£b)
Po = -9

is the probability that a noisy count for an empty node exceeds the threshold 6.
Substituting py into the PDF yields the simplified form:

plz|x>0)=cexp(éd —ex), z>0.
The corresponding cumulative distribution function (CDF) is:
0, x <0,

/ gexp(éf — ét)dt =1 —exp(0 —ex), x >0.
9
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This formulation ensures that the noisy counts assigned to the selected empty nodes follow an
exponential decay distribution shifted by 6, thereby preserving the differential privacy guarantees
while allowing a controlled inclusion of infrequent or unobserved paths in the prefix tree.

Proof of Distribution Preservation for Binomial Technique

The Binomial selection method yields the same output distribution for the private prefix tree as
the standard Laplace-based (or its discrete counterpart, the Geometric) thresholding that tests each
empty node independently. In the standard approach [76,77], for each empty node, Laplace noise
with scale 1/€ is added to the count (which is initially zero), and the node passes if the noisy value
exceeds a threshold 6. The probability of passing is

exp(—€0)

pGZTa

and the number of passing empty nodes therefore follows the binomial distribution B(m, py), where
m is the number of empty nodes to be tested.

The Binomial approach first samples & ~ B(m, py), then selects k£ empty nodes uniformly at
random without replacement, and finally assigns noisy counts to them drawn from the conditional
Laplace distribution given that the noisy value exceeds 6:

0 x <0,
P(x) =
1 —exp(€d —€x) = >0.

As shown in [76, 77], this procedure produces exactly the same joint distribution over the set of
surviving empty nodes and their noisy counts as the per-node Laplace thresholding, while avoiding
the need to process all m empty nodes individually.

It should be noted that some prior works (e.g., trajectory publishing approaches without explicit
empty-node handling, as discussed in Jin et al., 2021 — SOK) skip zero-count nodes entirely and
thus cannot directly benefit from this Binomial efficiency improvement, because their construction
step does not require testing all empty nodes. Works that do handle empty nodes explicitly can
adopt this technique without changing the distribution.

Theorem 5.2.1. Chen et al. [27] with the binomial technique produces the same distribution as the

original mechanism.

The proof structure in [76,77], is provided in Appendix C.
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Post-processing and Parent—Child Count Consistency

After constructing the Noisy Prefix Tree (NPT) and applying pruning, the injected Laplace noise
and the removal of certain paths may result in violations of logical consistency constraints between
parent and child counts. One of the key constraints is that the count of a parent node must be
greater than or equal to the sum of its children’s counts. Violating this constraint may lead to
logically impossible paths, such as partial routes without their corresponding complete routes.

Following the approach of Chen et al. [27], a post-processing step is applied to enforce consis-
tency. This is done in two stages: path smoothing and parent—child adjustment.

Definition 5.2.1 (Consistency Constraints). The consistency rules for the noisy prefix tree are de-
fined as follows:

1. Path Constraint: Along a path from the root to a leaf, the count of each node must be no
less than the count of its child:

Yo; € p,  tr(vi)] = [tr(vigr)|.

2. Parent—Child Constraint: The count of a parent must be at least the sum of the counts of
all its direct children:

) = Y Jr(wl.

u€Echildren(v)

Chen et al. (2011) Approach As described in Definition 5.2.1, these consistency rules may be
violated after noise injection and pruning. Chen et al. [27] proposed a constrained inference method
in two stages to enforce them:

Stage 1: Path Smoothing
* All root-to-leaf paths are extracted.

* For each path p, the counts are stored as a sequence:

S = (c(v1),c(va), .., clvp)),

where v; is the child of v;_;.

» Using the Lo-minimization method from [31], counts are adjusted so that they satisfy the
path constraint.
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* Since a node may appear in multiple paths, the mean of all its adjusted values is used as its

intermediate estimate e (v).

Stage 2: Parent—Child Adjustment
* A top-down process ensures that the parent—child constraint holds.

* I8 conitdren(u) €c(w) > (w), the excess is subtracted equally from all children:

N ) c(w) — Zuechildren(w) ec(u)
€(v) = €c(v) + min (0’ |children(w)] ) '

» Counts are only decreased (never increased) to avoid creating artificial extensions of routes.

Limitations of the Chen et al. Method

» Equal budget allocation distributes the reduction evenly across all child nodes, regardless of
their frequency or importance. As a result, differences in counts among the nodes are over-
looked, which may lead to smaller nodes being disproportionately reduced or even elimi-

nated.
* May produce negative counts if the reduction is large.

* May distort high-utility paths by over-reducing their counts.

5.2.2 PPDP (Yang Li et al., 2020)

Summary

The algorithm proposed by Li et al. [28] is the current state-of-the-art which addresses the issue
of excessive privacy budget consumption by preserving timestamp—location pairs in trajectories
and eliminating the need for taxonomy trees. It employs an incremental privacy budget allocation
model, where the per-level budget increases with tree depth, combined with a decreasing threshold
function for more accurate node retention or pruning. Noise is injected using the Laplace mecha-
nism with sensitivity 1, and nodes with counts below the level-specific threshold are pruned.

To improve efficiency, a spatial-temporal dimensionality reduction model is introduced, incor-
porating a network geometric accessibility constraint and a minimum required travel time matrix
(K1) to restrict candidate locations to those reachable within the allowable time interval, without

consuming additional privacy budget.
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In our implementation, we extend Li et al.’s framework by introducing an additional binomial
hypothesis testing step during node expansion. This step filters out nodes whose likelihood of ap-
pearing in the real dataset is statistically negligible, even after applying the K, constraints. This
optimization significantly reduces the number of comparisons, improves tree construction speed,
and lowers the accumulated noise in the final published dataset.

Spatial-Temporal Prefix Tree Construction

As discussed in the Prefix Tree Mechanism section of Chapter 2, this method directly models the
raw spatio-temporal data. Unlike hierarchy-based approaches, which first generalize locations to
coarser levels (such as regions or cities), this mechanism operates directly on the precise spatial
coordinates present in the raw data. This preserves the order and detail of the spatio-temporal pairs
during prefix tree construction, enabling a more accurate representation of user trajectories.

In the algorithm proposed by Li et al. [28], the input data are represented as sequences of
(timestamp, location) pairs. The goal of constructing the spatio-temporal prefix tree is to rep-
resent all observed sub-trajectories in the dataset, such that each node corresponds to a prefix of
the trajectories.

1. Tree Structure Definition. A prefix tree P17 = (Root, E/, V') consists of:

* Root: The starting point of all trajectories, whose initial count equals the total number of
trajectories.

» Edges E: Each edge encodes a (time, location) pair.

* Nodes V: Each node stores the count of a specific sub-trajectory.
For a node v;:

* The incoming edge e;, carries a (t, ) pair from its parent.

» The outgoing edges e,,; represent possible subsequent steps.

2. Difference from Prior Approaches. Previous methods such as SeqPT [33] and SafePath [47]
relied on constructing separate taxonomy trees for time and location, which split the privacy budget
across multiple dimensions and reduced accuracy as the tree depth d increased. In contrast, this
algorithm allocates the entire per-level privacy budget directly to the actual nodes without building
additional classification structures.
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In-edge e,

Node V,

Out-edge e,

Figure 5.1: In- and out- edge of node.

3. Tree Construction Process
Step 1 — Initial Tree Building:

1. Read the raw dataset of (time, location) sequences.

2. Starting from the root, create or update nodes for each trajectory.

3. Continue until reaching the end of the trajectory or the maximum length L.

Step 2 — Spatio-temporal Background Matrix:

» Compute a matrix K, representing the minimum travel time between every pair of locations:

K [i][j] = minimum travel time from location /; to /;

* This matrix is computed from the network distance and free-flow speed, and requires no

additional privacy budget.

* When extending trajectories, only locations reachable within the time interval between two

timestamps according to K, are considered.

Step 3 — Geographic Accessibility Constraint: Let the incoming edge to node v; be (¢;,[;). To

create a new edge (t;11,l;41):
1. Ensure tiy1 > 1.
2. Compute At = ti+1 — tl
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3. Select only locations /; 1 such that K [l;][li11] < At.

This restriction narrows the search space and reduces computational cost.
Step 4 — Noise Addition and Pruning:

* Add Laplace noise with sensitivity 1 to the count of each node in the current level.
* Prune nodes whose noisy counts fall below the level-specific threshold.

Privacy Budget Allocation

In this algorithm, the total privacy budget ¢ is allocated in a level-by-level manner across the nodes
of the prefix tree. This approach differs fundamentally from earlier models such as SeqPT and
SafePath.

1. Core Idea

» The prefix tree is constructed starting from the root, expanding level-by-level.

» Nodes at the same level are disjoint with respect to the dataset; therefore, according to the
Parallel Composition property of Differential Privacy (DP), all nodes at a given level share
the same budget.

* Inprevious approaches, the budget was evenly divided across all levels (¢; = ¢;,1). However,

Li et al. argue that:

1. Counts ¢; in upper levels are generally large, so the relative impact of noise is smaller.

2. Counts in lower levels are smaller, making them more sensitive to even small amounts

of noise.

 To address this, they propose an Incremental Privacy Budget Allocation model.

2. Incremental Budget Model

Let:
h = height of the tree, ¢; = budget for level 7, 6; = threshold for level :.

Formulas:
1. Budget function (increases with depth):

l;=kxi+b where k>0,b>0
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ensuring ¢; < ¢;,; so that deeper levels receive larger budgets.
k controls the decay rate of the threshold across levels, while b provides a baseline minimum
threshold that prevents spurious noisy nodes from surviving at deeper levels.

2. Threshold function (decreases with depth):

1

b5 = o x log(i + 1)

meaning that upper levels apply stricter thresholds, while deeper levels are more permissive.

3. Rationale

Because ¢; > ¢;11 (the sum of a node’s children equals the parent’s count but usually decreases with
depth), a fixed budget would cause the noise-to-signal ratio to grow significantly in deeper levels.
Incremental allocation mitigates this by providing more budget to deeper levels, thus reducing
relative noise and producing more realistic released data.

4. Use in the Algorithm

Within the HandleSubTree module:

1. At the start of each level:

¢; and 6; are computed based on level .

2. Laplace noise is added to each node count:

d +La L
= C J—
p 2

since the sensitivity of the counting function is 1.
3. Node retention or deletion:

e If ¢ > 6; — retain the node.

* Otherwise — prune the node.
4. For non-existent nodes:

* Start with count 0, then add Laplace noise.
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* If the noisy count exceeds 6;, the node is added.
5. Consistency check: the noisy sum of children must not exceed the noisy parent count; ad-

justments are made if necessary.

S. Output

After noise addition and pruning across all levels, the result is a noisy prefix tree that satisfies
e-Differential Privacy. A single traversal of this tree yields the sanitized trajectories.
Pruning Strategy and Threshold 0
Pruning is guided by a level-specific threshold 6;:
* Nodes with noisy counts below 6; are removed.
* This serves two purposes:

1. Reducing cumulative noise in the final dataset.

2. Preventing unnecessary tree growth and lowering computational complexity.

* The threshold decreases with depth so that lower-level nodes, which tend to have smaller

counts, are more likely to be preserved.

Empty Node Checking and Spatio-Temporal Matrix

One of the main innovations of Li et al. (2020) compared to SeqPT and SafePath is the method for
selecting and expanding candidate nodes during prefix tree construction:

* Previous methods considered all possible time—location combinations at each expansion step,
leading to many empty nodes and wasted budget.

* This algorithm uses a spatio-temporal prior knowledge matrix to enforce two constraints:

1. Network Geometric Accessibility Constraint — Only locations reachable within the

available time window between parent and child timestamps are considered.

2. Minimum Required Travel Time Matrix K is a |L| X |L| matrix where K [i][/]
stores the minimum travel time from location /; to [; under free-flow speed conditions.

Candidate locations must satisfy K [i][j] < At.

* This filtering step:
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— Reduces empty nodes,
— Lowers runtime,

— Improves accuracy without consuming additional privacy budget.

Post-processing and Parent—Child Count Consistency Guarantee

In the implementation of the Li et al. (2020) algorithm, post-processing is not performed as a sepa-
rate phase after the prefix tree is fully constructed. Instead, it is integrated into the Hand1leSubTree
module as an in-process step. This design ensures that structural consistency is enforced during the
tree growth process, minimizing the negative impact of noise on the logical integrity of the tree.

The process works as follows:

1. Removal of Low-Importance Noisy Nodes — If the noisy count of a node is less than the
level-specific threshold )\;, the node is immediately discarded.

2. Retention of Zero-Count Nodes with Positive Noise — If a node has an initial count of
zero in the raw data but the added noise increases it to a value > )\, the node is temporarily
retained.

3. Parent—Child Consistency Constraint — Nodes retained solely due to positive noise are
kept only if the sum of the noisy counts of all their children does not exceed the noisy count
of their parent. This condition, similar to that used in Chen et al. (2011) and Cormode et al.

(2018), ensures that hierarchical counts remain valid.

4. On-the-Fly Enforcement — Unlike approaches that first construct the entire tree and then
apply post-processing, this method prevents inconsistent or unnecessary nodes from entering
the tree in the first place.

This approach provides two key advantages:

* Reduced structural distortion from noise, since consistency checks are applied at the decision-

making stage rather than after full construction.

* A final sanitized tree that is inherently hierarchy-consistent, without requiring major node
removal or adjustment at the end of the process.

Improvements of Li et al. (PPDP) over Li et al. (NPT)

Improvement 1 — New Prefix Tree Structure

* No Taxonomy Tree is used.
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* The tree consists solely of nodes representing (timestamp, location) pairs.

» This avoids the indirect consumption of privacy budget caused by building separate spatial

and temporal taxonomy trees, as in earlier works.

Improvement 2 — Incremental Privacy Budget Allocation Model Instead of equally dividing the
privacy budget among all tree levels:

» Upper levels, with high data density, receive less budget (since noise has less relative im-
pact).

* Lower levels, with sparse branches, receive more budget (to reduce the distortion caused by

noise).
The budget and threshold functions are defined as:

_ log(l+1)

Al = log(h+1)’

(1) = k x M(1) + b

where:
* [ = current tree level,
* h =total tree height,
* k, b= tunable parameters.
Improvement 3 — Spatial-Temporal Domain Reduction

» Instead of considering all possible (timestamp, location) combinations for expanding new
branches:
— Only locations temporally reachable from the current node are considered.

— A minimum travel time matrix /K L is precomputed, storing the shortest travel time
between each pair of locations based on free-flow speed.

— Invalid expansions (e.g., traveling 5 km in 1 minute) are eliminated without consuming

any privacy budget.

Up to this point, we have described our implemented algorithms — including both the orig-
inal versions and the improved variants based on Li et al. (NPT) and Li et al. (PPDP) — along
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with detailed interpretations and our proposed modifications. These explanations covered the con-
struction of the spatial-temporal prefix tree, the incremental privacy budget allocation model, geo-
graphic and temporal accessibility constraints, and statistical test-based optimizations for pruning
low-importance nodes. From this section onward, we focus on the elements common to all im-
plementations. We first present the experimental parameters, evaluation metrics, and performance

analysis methods, followed by an assessment of algorithm efficiency and privacy preservation.

5.2.3 Our Technical Improvements

While the original NPT [27] and PPDP [28] algorithms provide strong theoretical frameworks, sev-
eral practical limitations emerge when adapting them to real-world bus tap card data. In particular,
two aspects required refinement: (1) the post-processing step of NPT, which may distort trajectory
counts when reductions are applied equally to all children, and (2) the treatment of low-count nodes
in PPDP, which can result in excessive noise and unnecessary computational cost. This subsection
summarizes our technical contributions to improve both algorithms.

Improvements to NPT

Motivation. The original NPT post-processing applies equal reductions across all children when
the sum of children’s counts exceeds the parent’s count. This approach disregards the differences
in frequency or importance of nodes, leading to several problems:

* Smaller nodes may be disproportionately reduced or eliminated.
* Large reductions may even yield negative counts.

* High-utility paths can be distorted due to uniform adjustments.

Proposed Weighted Adjustment Method. To address these issues, we propose a weighted re-
duction strategy, where adjustments are distributed proportionally according to each child’s rela-
tive weight:

1. Step 1: Remove pruned nodes and recompute counts for the remaining tree.

2. Step 2: If
Z €C(U) > é(w)v

u€Echildren(w)

the reduction amount is distributed proportionally to each child’s relative frequency:

Cold (1)
Zjechildren(w) Cold (j )

Cnew (1) = Cola(u) — x total to reduce
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where
total to reduce = Z ec(u) — c(w).

u€Echildren(w)

Advantages. This weighted adjustment method:

* Respects differences in node frequency (larger nodes take a proportionally larger share of the
reduction, while smaller nodes are reduced less, preventing their elimination).

* High-utility paths can be distorted under uniform adjustment, but the weighted strategy pre-
serves them more faithfully.

* Prevents negative counts.

* Preserves the statistical distribution of the original noisy counts more faithfully.

Together, these refinements make the improved NPT post-processing step more reliable and
better aligned with both theoretical consistency constraints and practical data utility.

Improvements to PPDP

Motivation. The PPDP algorithm already incorporates spatio-temporal constraints and a mini-
mum travel-time matrix (/) to reduce empty-node expansion. However, in our dataset—which
only contains tap-in events without tap-out information—many nodes with extremely low or noise-
only counts still remain, due to the possibility of arbitrarily long gaps between trips. These nodes

inflate computational cost and contribute to excess noise in the released data.

Technical Improvement: More Efficient Noising of Low-Count Nodes. To mitigate this issue,
we introduce a Binomial hypothesis test during node expansion, applied in addition to K7, filtering.
This test statistically prunes nodes whose likelihood of appearing in the real dataset is negligibly
small, ensuring that only plausible nodes are retained.

Advantages. This optimization provides three key benefits:

» Fewer comparisons in later tree-building stages,
* Reduced processing time due to a smaller search space,

» Less accumulated noise in the final released dataset.

Together, these refinements make our improved PPDP algorithm more computationally effi-
cient and enhance the utility of the privatized trajectories.
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5.3 Dataset

The experiments in this thesis were conducted using a real-world smart card dataset provided by BC
Transit for the Victoria, BC, region. The dataset contains tap-in records collected over a continuous
six-day period, from December 15 to December 20, 2024.

In total, the dataset comprises 312,659 records, each representing a single passenger boarding
event. For each record, the following attributes are included:

* Route name: The official name or code of the bus route.

Stop ID: A unique identifier for the bus stop.

* Timestamp: The exact date and time of the boarding event.

Bus number: The vehicle’s identification number.

Stop coordinates (latitude, longitude): The geographical location of the stop.

Seats: The number of seats available on the bus for that record, indicating the vehicle type
and capacity.

Unlike synthetic datasets used in previous studies, this dataset is entirely derived from real op-
erational data and reflects the actual passenger boarding patterns within the Victoria transit network
during the study period.

In addition to the main dataset, several publicly available datasets provided by BC Transit were
used for pre-processing and executing certain queries, building spatio-temporal matrices for travel
pattern analysis, as well as for the synthetic trajectory generation algorithm. These include both
static and real-time GTFS data files such as:

* Stops, Routes, Trips, Stop Times, Real-time updates (including trip updates), vehicle updates,
and alerts.

These supplementary datasets were utilized for purposes such as:

* Finding the latitude and longitude of stops
* Determining the valid stop domain for the Victoria region
* Identifying inactive stops during the study period

 Linking tap-in records to their corresponding route, trip, and vehicle information

This combination of primary and supplementary data ensured that both the spatial and temporal
aspects of bus stop locations were accurately incorporated into preprocessing, trajectory reconstruc-
tion, and algorithm evaluation.
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5.4 Parameters and Evaluation Metrics

Parameter / |NPT(Chen et al.) | PPDP(Li et al.) Purpose / Notes
Metric
Total privacy |e € Controls noise level; smaller ¢ —
budget stronger privacy, lower accuracy.
- e= < — _lgl4o) : :

Per-level €=1 U= ST ey < € Defines noise allocation per tree level.
privacy budget
Smoothing — o>0 Adjusts budget allocation curve so
factor deeper levels receive some budget.
Max tree chosen from real |chosen from real |Limits maximum trajectory length.
height h trip length trip length

distribution distribution
Pruning 0= %ﬁ 0, =k xI1"14+b |Removes nodes with very noisy counts to
threshold reduce error from noise propagation.
Pruning decay |— k>0 Controls how quickly pruning threshold
factor decreases with depth.
Baseline — b>0 Ensures a minimum pruning cutoff
threshold regardless of depth.
Level index [(1toh) [(1toh) Used in formulas for ¢; and 6.
Dataset Sequential Sequential location | Real BC Transit dataset.

location IDs only |IDs, timestamps

(no timestamps)
Evaluation Precision, Recall, Top-k Path Accuracy,
metrics Runtime, Count Query Relative Error,

running practical queries.

Table 5.1: Summary of Parameters and Evaluation Metrics for NPT and PPDP algorithms.

Note: Here, ="' denotes the inverse of level |, i.e., 1/I.
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Experimental Parameters

€ : Privacy Budget Tested values: 0.5, 0.75, 1.0, 1.25, 1.5, 1.75, and 2.0. A smaller € implies
stronger privacy protection but lower accuracy due to higher noise. A larger ¢ implies weaker
privacy but higher accuracy due to reduced noise.

h : Maximum Tree Height The maximum length from the root to a leaf in the prefix tree. Choos-
ing h:

* If h is too small, true trajectories are truncated and lose details.

* If h is too large, the noise budget is split across more levels, increasing per-level noise and
reducing accuracy.

Before selecting h, the distribution of actual trip lengths in the Victoria dataset was analyzed (Fig-
ure 5.2). The chosen h:

Distribution of Trajectory Lengths

Percentage of Trajectories (%)
s o
-\

-—
"~—,
s

0 5 10 15 20 25 )
Trajectory Length (Number of Taps)

Figure 5.2: The distribution of trajectory length in the Victoria dataset

1. Covers the majority of real-world paths.

2. Ignores a small number of unusually long trips that would unnecessarily increase noise.

6 — Pruning Threshold Set according to the formula in [27]:

2v/2

- Y

€

0 —
where € = ;. If the noisy count of a node is less than ¢, that node and its subtree are pruned.
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Evaluation Metrics

1.

2.

Precision: Percentage of retrieved trajectories that are correct.

Recall: Percentage of actual trajectories present in the released dataset.

. Top-k Path Accuracy: Agreement between the most frequent paths in the original and pri-

vate datasets.

. Runtime: Time taken to build the prefix tree and generate private data.

. Count Query Relative Error: Mean relative error over a set of random counting queries.

Queries used for Utility Evaluation

To evaluate the algorithm’s performance in real-world scenarios, we first reviewed BC Transit’s

original wishlist for valuable operational insights. According to BC Transit, key areas of interest

include:

* Understanding where, how often, and how busy transit services are to assess service delivery

effectiveness.

Determining whether services are provided in the right locations, at the right frequency, and

with appropriate vehicle types (High-Capacity vs. Medium vs. Light Duty).
Exploring the potential impact of population density changes on ridership.

Identifying opportunities to reduce travel time by closing low-impact bus stops or re-routing
vehicles.

Gaining insight into peak ridership patterns, particularly around the University and govern-
ment offices, with bi-modal peaks during morning and afternoon commutes, highest ridership

mid-week, and seasonal variations (e.g., September busiest, August lowest).

Based on these priorities, we designed and executed the following operational queries on both

original and noisy datasets:

1.

2.

3.

4.

Most frequent stop over the full period — comparing rank and passenger count.

Most frequent stop in a specific time range (e.g., 7-9 a.m.) — comparing rankings and

passenger count.

Least frequent stops — comparing rank and passenger count.

Route with the highest passenger flow — comparing consistency of results.
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Proof of Differential Privacy

The purpose of this section is to provide a formal proof that the proposed algorithms satisty the
requirements of e-differential privacy (DP) in publishing trajectory data. In DP, the guarantee must
hold for the entire data release process.

Theorem 5.4.1. The NPT Algorithm is e-differentially private.

Proof of e-Differential Privacy for the NPT Algorithm. Let D and D’ be user-level neighboring datasets.
The Chen et al. algorithm [27] consists of:

Stage 1 —BuildNoisyPrefixTree: Ateach level i (1 < ¢ < h), nodes correspond to disjoint
subsets of trajectories. Per-level budget: € = ¢/h. By the parallel composition theorem (Theo-
rem 3.4 in [27]), the cost for processing one level is €. By sequential composition (Theorem 3.3
in [27]), the total cost is:

— €.

e

h
Zgzhx
i=1

Thus, Stage 1 is e-DP.

Stage 2 — GeneratePrivateRelease: Applies deterministic post-processing to noisy counts
from Stage 1. By the post-processing immunity theorem [25], e-DP is preserved.

Therefore, the NPT Algorithm is e-differentially private.

Theorem 5.4.2. The PPDP Algorithm is e-differentially private.

Proof of e-Differential Privacy for the PPDP Algorithm. Let D and D’ be user-level neighboring
datasets. The Li et al. algorithm [28] uses:

Stage 1 — Trajectory Segmentation & Transformation: This stage transforms raw trajectories
into time—location records and applies Laplace noise to each count query with parameter ¢;. By
the Laplace mechanism theorem [25], each query is €;-DP. Queries on disjoint subsets use parallel
composition; queries on overlapping subsets use sequential composition. Total privacy loss in this
stage is bounded by ¢;.

Stage 2 — Consistency Enforcement: Enforces logical constraints (e.g., non-negativity, parent
> sum of children) via deterministic post-processing. By the post-processing theorem, this stage
consumes no additional privacy budget.

Budget Accounting: If the total privacy budget € is split as € = €1 + €2, with €, assigned to any
additional noisy releases (e.g., aggregated flows), then by sequential composition the total cost is
€. If e = 0 (pure post-processing), the cost is exactly €; = e.

Thus, the PPDP algorithm satisfies e-differential privacy. [
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Computational Complexity

The total runtime complexity of the algorithm is:

where:
* | D] is the number of trajectories in the input dataset.

* || is the size of the location universe (number of distinct stops).

BuildNoisyPrefixTree The dominant cost in constructing the Noisy Prefix Tree (NPT) comes
from:

1. Node generation: For each tree level, the number of new nodes is proportional to k|D],
where k£ < |L| depends on the branching factor and |L|.

2. Trajectory distribution: Ateach level, up to | D|trajectories are assigned to newly generated
nodes.

Thus, the complexity per level is O(|D| - |L|). With at most h levels, the complexity of building
the NPT is:
O(h - D[ - [L]).

Since h is a small constant (bounded by the maximum real trajectory length), this term simplifies
to O(|D| - |L]).
GeneratePrivateRelease Post-processing has three main steps:

1. Intermediate estimates: Computing estimates for a single root-to-leaf path is O(h?). With
at most | D| distinct paths, the total cost is O(h? - | D]).

2. Consistency enforcement: Each node is visited twice, resulting in O(|D| - | L|) complexity.
3. Private release generation: A single postorder traversal has complexity O(|D| - |L|).
Overall Complexity Since / is much smaller than |D| and |L| in practice, the overall computa-

tional complexity is:
O(|D| - |L])-
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As reported in [27], the cost scales linearly with both the number of trajectories and the number of

distinct locations.

3.5

Operational Queries

To evaluate the practical value of privatized trajectory data for BC Transit, we define a set of

operational queries. These queries go beyond synthetic metrics such as relative error and are

designed to answer real-world planning and analysis needs of a transit agency. In this section, we

describe seven operational queries that will later be evaluated on both NPT and PPDP outputs in
Chapter 6.

1.

2.

Total number of tap-ins. Purpose: Estimate overall ridership demand.

Tap-ins per stop. Purpose: Identify stop-level demand and highlight busy vs. underutilized

stops.

. Tap-ins by time interval (e.g., hourly). Purpose: Detect peak demand periods.

Most frequent stops (from Query 2 sorted descending). Purpose: Locate high-demand
stops that may require additional service or larger buses.

Least frequent stops (from Query 2 sorted ascending). Purpose: Detect underused stops

that may justify reducing service.

Frequent short sequences (2-stop patterns). Purpose: Reveal common short travel paths

that inform service adjustments or new route planning.

These operational queries are intentionally simple and directly computable from privatized tap-

in trajectories. They provide a bridge between theoretical differential privacy guarantees and the

practical information needs of transit planners.
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Chapter 6

Experiment Results and Analysis

6.1 Chapter Objective

The objective of this chapter is to present and analyze the results of experiments conducted to
evaluate the performance and accuracy of two selected algorithms—~Noisy Prefix Tree (NPT) and
Privacy-Preserving Data Publishing (PPDP)—on real BC Transit data and a set of synthetic tra-
jectories reconstructed from this real data.

In this chapter, the performance of these two algorithms is evaluated in response to a set of
analytical scenarios relevant to BC Transit’s operational needs. These scenarios include Count
Queries with various parameters and categories, as well as Frequent Sequential Pattern Mining,
executed on both the original and privatized datasets.

Beyond the conventional count queries common in related studies [27, 28], we also assess al-
gorithm performance based on practical, real-world queries required by BC Transit. These queries
are derived from BC Transit’s initial list of operational needs, as described in Ch. 5.

This combination of quantitative evaluation (using statistical metrics) and qualitative evaluation
(using operational queries) allows us to assess not only the numerical accuracy of the algorithms
but also the analytical value of their results for operational decision-making.

To measure quality and performance, we use metrics such as Relative Error, Precision, Recall,
and F-score. We examine the impact of key parameters including the privacy budget €, tree height
h, and the number of frequent patterns k£ on the evaluation results.

This thesis evaluates improved variants of both the Noisy Prefix Tree (NPT) method and the
Privacy-Preserving Data Publishing (PPDP) method. The NPT method lacked a robust post-processing
step to enforce parent—child consistency; this limitation was addressed through a weighted post-
processing method. The PPDP method, while accurate, incurred long runtimes due to reliance

on location—time matrices; this was mitigated by applying spatio-temporal filtering to reduce the
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search space.

Finally, the results in this chapter provide both quantitative and qualitative evidence demon-
strating how public trajectory data can be released under strong differential privacy guarantees
without losing the ability to answer important analytical queries.

6.2 Experimental Setup

The experiments in this chapter were conducted on the real-world BC Transit tap-in dataset de-
scribed in detail in Ch. 5. The dataset contains 312,659 boarding records over six consecutive days
(December 15-20, 2024) and includes attributes such as route name, stop ID, timestamp, bus num-
ber, stop coordinates, and seat capacity. During preprocessing, missing route and stop information
was first completed using an internal reference based on bus numbers, and geographic coordinates
of stops were then attached from the BC Transit stops file. Finally, records that could not be com-
pleted or categorized by any method were removed.

We tested multiple privacy budgets e ranging from 0.5 to 2.0. The maximum tree height i was
selected based on the observed distribution of trip lengths in the Victoria dataset (see Figure 5.2 in
Ch. 5), covering the majority of real-world paths while ignoring a small number of unusually long
trips that would unnecessarily increase noise.

For Frequent Sequential Pattern Mining tasks, the number of patterns & was varied in
{5,10, 15,20} to assess the trade-off between coverage and false positives.

The experiments were designed to measure both conventional count-query utility and oper-
ationally relevant queries based on BC Transit’s needs. Detailed parameter definitions, pruning
thresholds, and evaluation metrics are provided in Ch. 5.

Average Relative Error (ARE). To quantify the accuracy of query answers in the privatized
dataset, we compute the Average Relative Error (ARE) across all evaluated queries. For a given
query ¢, let A(q) denote the true answer on the original dataset and A(q) denote the answer on the
privatized dataset. The relative error for ¢ is defined as:

_JA(g) — Alg)|

RE(q) = max{A(q), s}’

(6.1)

where s is a sanity bound to stabilize the denominator for small-answer queries. Consistent with
prior work, we set
s =0.1% x N,

where N is the dataset size.
This sanity-bound definition avoids inflated ratios when A(q) is very small, yields numerically
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stable errors within each query family, and makes our results directly comparable to prior literature.

The ARE over a query set () is then

ARE = - > RE(g). (6.2)
@l =

This metric provides a normalized measure of deviation that is comparable across queries of dif-
ferent scales.

6.3 Count Query Utility

Introduction

To assess the accuracy of noisy prefix trees in responding to count queries, a total of 40,000
queries—drawn from the four groups defined in Chapter 5—were executed. These queries were
applied to the original dataset as well as to multiple differentially private releases produced using
two widely cited prefix-tree—based methods [27,28] and their enhanced variants. The evaluation
was carried out under consistent experimental conditions, enabling direct comparison between the

baseline approaches and their improved forms.
6.3.1 Effect of Privacy Budget (¢)

Setup: The noisy prefix tree height ~ was fixed at values ranging from 3 to 12 (four different
settings), and the average relative error (ARE) was measured for e values from 0.5 to 2.0. Each
point in the plots represents the average error over the 40,000 queries.

Results:

* In Figure 6.1 (NPT) and Figure 6.2 (PPDP), higher € values always reduced the average rel-
ative error (ARE). This happens because less noise is added and the counts are reconstructed
more accurately.
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Figure 6.1: Average relative error vs. privacy budget-NPT.
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Figure 6.2: Average relative error vs. privacy budget-PPDP.
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Both prefix-tree methods kept good accuracy for count queries in all tested privacy budgets.
In the strictest case (¢ = 0.5, max || = 3), ARE was below 6% for NPT and below 3% for
PPDP. These results are not the same — PPDP performed better because it uses progressive
budget allocation and keeps both spatial and temporal details.

Figure 6.3 shows that the improved (Chen et al.) NPT algorithm always had lower ARE
than the original, with the gap larger at higher €. This is because the improved method fixes
parent—child differences based on each child’s noisy count (weighted), instead of sharing the
difference equally. This keeps the data more consistent and reduces errors.

PPDP generally gave lower ARE than NPT in all € values. Its spatio-temporal filtering and
progressive budget allocation are the main reasons for this advantage. In Figure 6.4, PPDP
lines are always below the NPT lines.

Adding weighted post-processing to NPT gave small but clear improvements, especially

when e was low, by reducing mismatches between parent and child counts (Figure 6.3).
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Figure 6.3: Average relative error comparison between the original
algorithm and improved NPT at h = 9.
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the PPDP method (Li et al., 2020) at h = 12.

6.3.2 Effect of Tree Height (h)

Setup: The privacy budget € was fixed at four values (0.5, 0.75, 1, and 1.25), and the tree height
h was varied from 3 to 15 (where h corresponds to the maximum possible height based on the
trip length distribution in the original data). The average relative error was computed for the same
40,000 count queries defined in Chapter 5.

Results: Figures 6.5 and 6.6 show the changes in the average relative error at different noisy prefix
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Figure 6.5: Average relative error vs. prefix tree height in NPT method (Chen et al., 2011).

tree heights (h).
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Figure 6.6: Average relative error vs. prefix tree height in PPDP method (Li et al., 2020).

NPT Method (Uniform Budget Allocation)

In the NPT method, increasing the tree height does not lead to a monotonically decreasing error.

* Initially, increasing h reduces the error because a higher tree retains more information from

the original dataset.

* However, after a certain threshold (around & = 9 in this case), the error rises again. This
happens because the privacy budget is equally divided among all levels of the tree (€jevel = 7).
As h grows, each level receives a smaller share of the budget, resulting in larger added noise.
Consequently, although increasing the height initially preserves more information, beyond a
certain point the significant decrease in €.y and the increase in noise cause the relative error

to rise again.

* Moreover, increasing i does not necessarily mean that the private tree will actually have that
depth, because reaching depth h requires enough trajectories. In such cases, the original tree
may still have deeper nodes and a broader information range, but the privatized tree either

lacks those nodes or contains nodes with high noise, leading to higher errors.
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PPDP Method (Incremental Privacy Budget Allocation)

In the PPDP method, the decreasing trend in error continues for a longer range of h, mainly due to

two reasons:

1. Incremental privacy budget allocation: Unlike the 2011 method, where €; = ¢, 1, here
the budget for each level is calculated based on the depth and statistical characteristics of
that level, and then adjusted using a linear model (A, = & x [+ b, (k> 0,b > 0)) In this
approach:

+ As the depth increases, the budget also increases.

* The threshold for each level decreases with depth, so that lower levels (with smaller

counts) get less noise and retain more accurate data.

» Higher levels with large counts are given less budget (more noise), while lower levels
with small counts are given more budget (less noise) to balance the noise impact.

2. Preservation of more details at greater depths: Higher tree heights preserve more trajec-
tory details. Moreover, increasing the query length (|¢|) reduces the hit rate, which in turn

lowers the error value.

However, even in the PPDP method, after a certain point (around i~ = 15 here), the error rises
again. This is because the actual trajectory lengths are at most 15, but the privatized tree is usually
pruned to depth 12. As a result, deeper queries on the original data return more results, while in
the privatized tree, either no nodes exist at those depths or the nodes have high noise.

Overall Comparison and Qualitative Insight

In the NPT method, increasing A from 3 to 9 reduces the error because more detailed prefixes are
retained, but beyond this point the error begins to rise as the per-level privacy budget becomes too
small and noise dominates. In contrast, in the PPDP method this decreasing trend continues up to
around h = 12, since its incremental budget allocation prioritizes deeper levels and preserves more
details before noise starts to dominate.

This comparison highlights the fundamental trade-off between tree depth and noise: choosing i
that is too small discards useful information, while choosing A that is too large spreads the privacy
budget too thinly and reduces accuracy. These observations help practitioners select an h that
balances privacy and utility for a given dataset.
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6.4 Frequent Sequential Pattern Mining

Introduction

To further evaluate the analytical value of privatized trajectory data, we apply a concrete data
mining task: Frequent Sequential Pattern Mining (FSPM). For this, we use the PrefixSpan al-
gorithm [78].

This task is of key importance for BC Transit, since identifying common travel sequences (e.g.,
“home — transfer station — workplace’) not only helps improve bus scheduling but also enables
optimization of the entire public transportation network, demand management, and planning of
future infrastructure projects.

Unlike point-based data (e.g., the number of boardings at a single station), sequential data allows

us to analyze:
» whether a station is a final destination or simply a transfer hub,
* which routes contribute most to congestion (e.g., B — A — C comparedto D — A — (),

* how transportation policies (such as adding a new BRT line or changing schedules) alter

passenger travel patterns,

* how machine learning algorithms (e.g., Markov chains or deep learning models) can be used
to predict future demand.

In other words, point-based data only shows that a station is crowded, while sequential data
explains why it is crowded and which routes contribute to that congestion. Without sequential data,
analyses remain incomplete and accurate prediction or smart optimization of the transit system
becomes infeasible.

Parameters and Methods. In this experiment, the following additional parameters and methods

were applied:
« Number of frequent patterns: k € {20, 30, 40,50}.
* Extraction method: PrefixSpan algorithm.
Handling Sparsity in PPDP. In PPDP, incorporating time information greatly expands the tra-

jectory space, resulting in significant sparsity in the privatized tree. In our dataset, the spatio-
temporal pattern space is especially sparse, and due to the limited data size, the probability of
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observing multiple identical (location, time) sequences among the Top-k patterns is very low. To

ensure that this analysis remains both practical and fair, we considered two possible strategies:

time-binning and temporal projection. In our evaluation, we adopted the Projection for Fair Spa-

tial Comparison approach.

1.

Time Binning (PPDP-ST-Binned). Time values were merged into a few meaningful in-
tervals (e.g., morning peak, mid-day, evening peak, night). This reduces sparsity while re-
taining the overall temporal structure, allowing PrefixSpan to mine frequent spatio-temporal
patterns.

. Temporal Projection for Fair Spatial Comparison (PPDP-Projected). To enable a fair

comparison between PPDP and NPT, we also report a time-projected version of PPDP. In this
method, the privatized PPDP output is post-processed by mapping each (location, timebin)
to its corresponding location only, and aggregating noisy counts. This is purely a post-
processing step and therefore incurs no additional privacy cost.

Specifically:
(A t1) — (B,ty) — (C,t3) —» A— B —=C

PrefixSpan is then executed on these purely spatial sequences, producing Top-£ spatial pat-

terns that can be directly compared with NPT (which is inherently spatial).

Evaluation Protocol. Top-k results were reported under two configurations:

NPT (spatial only),

PPDP-Projected (spatial, with time removed via post-processing).

6.4.1 Effect of Number of Frequent Patterns (k)
Table 6.1 shows how utility changes under different values of k£ while fixing ¢ = 1.25 and h = 12.

At smaller values of k, both NPT and PPDP achieve relatively high accuracy, with PPDP
consistently outperforming NPT.

As k increases, accuracy (the ratio of correctly identified patterns to k) decreases.

At k = 20, both methods achieve high accuracy, and even at £ = 50, accuracy remains

acceptable.

For example at £ = 40, NPT achieves 80% accuracy, while PPDP is slightly higher, demon-
strating its stronger performance.
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Table 6.1: Utility of FSPM vs. k (e = 1.25, h = 9).

k | NPT - True Positives | NPT - False Positives | NPT Acc. (%) | PPDP - True Positives | PPDP - False Positives | PPDP Acc. (%)
20 17 3 85.0 19 1 95.0
30 25 5 83.33 26 4 86.66
40 32 8 80.0 34 6 85.0
50 36 14 72.0 36 14 72.0

6.4.2 Effect of Privacy Budget (¢)

Table 6.2 shows the utility of frequent sequential pattern mining under different privacy budgets,
with A = 9 and k£ = 40 fixed.
In general:

 Larger privacy budgets result in more true positives and fewer false positives.

+ This matches theoretical expectations: a larger privacy budget means less noise, and therefore

more accurate results.

» Since most frequent patterns are short (typically length < 3), they have high support in the
underlying dataset. Thus, utility is relatively insensitive to privacy budget variation and

remains high even at smaller budgets.

» For example, when € = 0.5, NPT achieves 75% accuracy while PPDP reaches 80%.

Table 6.2: Utility of FSPM vs. € (h = 9, k = 40).

€ | NPT - True Positives | NPT - False Positives | NPT Acc. (%) | PPDP - True Positives | PPDP - False Positives | PPDP Acc. (%)
0.5 30 10 75.0 32 8 80.0
0.75 31 9 77.5 32 8 80.0
1.0 31 9 71.5 33 7 82.5
1.25 32 8 80.0 34 6 85.0
1.5 33 7 82.5 34 6 85.0

6.5 Operational Queries for BC Transit

Beyond the conventional count queries common in related studies [27, 28], we also evaluate al-
gorithm performance based on practical, real-world queries identified as operational needs by BC
Transit (see Ch. 5).

This combination of quantitative evaluation (using statistical metrics) and qualitative eval-
uation (using operational queries) allows us to assess not only the numerical accuracy of the algo-
rithms but also the analytical value of their results for operational decision-making.
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Query 1 — Total tap-ins (overall ridership)

This query is a fully aggregated statistic (the sum of all tap-ins). As seen in the Figures 6.7, for
NPT and PPDP at max |@)| = 9, partial cancellation of positive/negative noise across nodes and
tree-consistency post-processing keep the relative error for this query much smaller than the av-
erage over random count queries. In random count queries, each query stands alone (no cross-
cancellation), whereas in an aggregated total, increases in some nodes and decreases in others par-
tially offset.

Baseline for comparison. With max |()| = 9, the average ARE over 40,000 random count
queries decreases from 4.94% to 4.15% for NPT and from 2.61% to 1.66% for PPDP as ¢ increases
from 0.5 to 2.0; these are conservative, stress-test figures for sparse queries. For both methods, the
relative error of the total tap-ins is below 1% and decreases with larger €, consistent with the highly

aggregated nature of this query.
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Figure 6.7: Average relative error (ARE) vs. privacy budget ¢ for the NPT method and the PPDP
method, evaluated on Query 1.

Query 2 — Tap-ins per stop

As shown in Figure 6.8, this query measures the number of tap-ins at each stop separately. Unlike
Query 1, where positive and negative noises across different nodes partially cancel out and reduce
the overall error, here the results are more similar to count queries of length one. Consequently, the
relative error does not diminish through aggregation.

As illustrated in the figure, the average relative error (ARE) under max |)| = 9 decreases
gradually as € increases. In the NPT method, the ARE ranges from 0.0371 at e = 0.5 to 0.0311 at
€ = 2.0. In contrast, the PPDP method achieves a lower error, ranging from 0.0209 at ¢ = 0.5 to
0.0125 at e = 2.0.
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Compared to the large set of random count queries (40,000 queries across multiple lengths),
Query? yields significantly lower error because it is limited to queries of length one.
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Figure 6.8: Average relative error (ARE) vs. privacy budget € for the NPT method and the PPDP
method, evaluated on Query 2.

Query 3 — Tap-ins by time interval

This query was not executable under NPT (Rui Chen et al.) because that method does not model
the temporal dimension; we therefore evaluate it only with PPDP (Yang Li et al., 2020). As shown
in Fig. 6.9, counts are aggregated across all stops within each time bin, so positive/negative noise
partially cancels within a bin. Consequently, errors are consistently lower than for sparse random
count queries, but typically higher than the fully aggregated total (Q1), since cancellation does not
occur across bins. Errors decrease as € increases and with coarser time binning; off-peak bins with

smaller support exhibit slightly larger relative error.

Query 4 — Most frequent stops

Table 6.3 shows the utility of Query 4 (Most Frequent Stops) under different values of £ with
e = 1.25 and max |@)| = 9. At smaller values of k, both NPT and PPDP achieve high accuracy,
with PPDP consistently outperforming NPT. For instance, when £ = 20, NPT reaches an accu-
racy of 85.0%, while PPDP achieves 95.0%. As k increases, the accuracy gradually decreases for
both methods due to the inclusion of more patterns with lower support. At & = 40, NPT attains
80.0% accuracy compared to 85.0% for PPDP. When k£ = 50, accuracy drops to 74.0% for NPT
and 76.0% for PPDP, though both remain acceptable. Overall, PPDP demonstrates stronger perfor-
mance across all values of k, particularly at smaller £, where it provides more reliable identification

of the most frequent stops.
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Figure 6.9: Query 3—Tap-ins by time interval (PPDP, max |Q)| = 9 ): average relative error
(ARE) vs. privacy budget e.

Analysis of Query 4 (Most Frequent Stops)

Table 6.3 presents the utility of Query 4 under different values of k£ with e = 1.25 and h = 9.
The results show that at smaller values of &, both NPT and PPDP achieve relatively high accuracy,
with PPDP consistently outperforming NPT. As k increases, the accuracy of both methods gradually
decreases. For example, when & = 40, NPT correctly identifies 32 out of 40 frequent stops (80.0%),
while PPDP achieves 34 out of 40 (85.0%). At larger k£ values, such as £ = 50, the accuracy of
both methods drops further (74.0% for NPT and 76.0% for PPDP), though still remains within
an acceptable range. Overall, PPDP demonstrates more stable and stronger performance across
different values of &.

This comparison is very similar to the results of Frequent Sequential Pattern Mining (FSPM),
with the difference that in FSPM the focus is on frequent trajectories (paths), whereas Query 4 ex-
amines frequent stops within the trajectories. These frequent stops can be single stops or short
subsequences. In practice, depending on the data size, the most common trajectories usually have
a length of less than three or four. Thus, Query 4 is dominated by single stops, while FSPM includes
both single and multi-stop subsequences.

When comparing Table 6.2 and Table 6.3, we observe that the results for the top 3040 patterns
are nearly identical. This is likely because the majority of the top-40 frequent patterns are single-
stop subsequences. However, at £ = 50, Query 4 yields slightly lower error than FSPM. This can
be explained by the fact that FSPM includes longer subsequences among the top-50, and because
algorithms like PrefixSpan examine all subsequences, errors in counting a single stop (e.g., Al)
can propagate to multiple patterns (e.g., both Al and A1—A4), amplifying the overall error.
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Table 6.3: Utility of Query 4 (Most Frequent Stops) vs. k (e = 1.25, max |Q| = 9).

k | NPT - True Positives | NPT - False Positives | NPT Acc. (%) | PPDP - True Positives | PPDP - False Positives | PPDP Acc. (%)
30 25 5 83.33 26 4 86.66
40 32 8 80.0 34 6 85.0
50 37 13 74.0 38 12 76.0

6.6 Discussion and Answers to the Research Questions

RQ1: Is it possible to publish accurate but privacy-preserving analyses of BC
Transit data? What is the impact of privacy mechanisms on accuracy?

Yes—BC Transit analyses can be released under differential privacy while retaining acceptable
accuracy.

Mechanism comparison: PPDP consistently yields lower error than NPT; the improved NPT with
weighted post-processing outperforms the vanilla NPT.

Across query types. All count queries, operational queries, and frequent sequential pattern mining
achieve acceptable accuracy under both algorithms.

Across the tested privacy budgets (e € [0.5,2.0]) and multiple tree heights, both prefix-tree ap-
proaches retained acceptable accuracy for aggregate count queries, with PPDP consistently out-
performing NPT. Even in the strictest setting (¢ = 0.5, max || = 3), ARE remained below 6% for
NPT and below 3% for PPDP (Figs. 6.1, 6.2). The weighted post-processing improved the NPT
baseline by reducing parent—child inconsistencies (Fig. 6.3). For sequential analyses, short patterns
remained accurate; e.g., Tables 6.1 and 6.2 show high top-k recovery (e.g., 197/250 ~ 78.8% for
NPT, with PPDP slightly higher, and 75-80% accuracy at ¢ = 0.5). Overall, higher ¢ improves
utility; very shallow or very deep trees can hurt it (Figs. 6.5, 6.6); and overly fine temporal/spatial
granularity increases error. Verdict: With moderate aggregation and careful parameterization, DP

releases can provide decision-useful accuracy.

RQ2: Effect of Privacy Mechanisms on Sum Queries vs. Count Queries and
FSPM.

Our results indicate that count queries and frequent sequential pattern mining (FSPM) typically
exhibit a higher average relative error (ARE) than sum queries/totals. The main reason is that
count queries and FSPM are more tightly coupled to the fine-grained structure of the data; in these
workloads, differential-privacy noise is not easily canceled or absorbed. By contrast, many some
queries are highly aggregated (e.g., total tap-ins, or time-binned totals), so their results are often

large. The effect of noise is thus smaller, yielding noticeably smaller final errors.
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Conceptually, Q4 (most frequent stops) and FSPM share a ranking/pattern flavor, but they differ
in scope: FSPM reasons about sequences (single- or multi-step paths), whereas Q4 measures the
marginal frequency of each stop. In FSPM (implemented with PrefixSpan), all subsequences are
also considered: if a frequent pattern A1 — A4 appears, then Al and A4 are implicitly frequent
on their own. Consequently, perturbing the count of a single node can affect multiple dependent
patterns, amplifying error beyond a single item. As k£ grows or sequences become longer, FSPM
behaves more stringently and its accuracy degrades compared to aggregated sum queries.

Summary. Count queries and especially FSPM (for larger £ or longer sequences) are more
sensitive to DP noise, while aggregated sum queries generally attain lower error. Nevertheless, in
all cases the error remains within a reasonable range for operational analysis. In most scenarios,
structure-aware mechanisms (e.g., PPDP) are more stable and accurate than simpler approaches
(e.g., NPT).

RQ3: What are recommendations for BC Transit for future publication of
privacy-preserving data analyses?

This study has demonstrated that it is feasible to publish transit data under strong Differential Pri-
vacy (DP) guarantees while maintaining both acceptable accuracy and computational efficiency,
using algorithms such as the Noisy Prefix Tree (NPT) and PPDP. Based on the findings, the fol-

lowing recommendations can be made for BC Transit:

1. Publish noised raw data with DP guarantees (when possible). If legal requirements and
privacy concerns allow, the best-case scenario is to publish sanitized raw data protected with
DP. This provides the highest level of transparency and the greatest analytical value for re-
searchers and planners.

2. Release privacy-preserving statistics/aggregate results when raw data cannot be pub-
lished. In cases where publishing raw data is not feasible due to privacy or policy restric-
tions, releasing statistical summaries and targeted outputs (e.g., most/least frequent stops,
short travel patterns, or temporal demand distributions) can still be highly valuable. Such

outputs provide direct answers to operational questions without exposing raw records.

3. Adopt prefix-tree based algorithms. As shown in this work, NPT and PPDP, along with
improved versions (e.g., weighted post-processing and binomial pruning), are well-suited
for sequential transit data and can balance privacy protection with analytical utility. This
thesis provides a guideline for tuning the parameters of these algorithms to achieve superior
privacy/utility tradeoffs.
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4. Ensure transparent privacy budget management. Each data release should clearly doc-
ument the value of € and how it is allocated, allowing results to be compared over time and
strengthening stakeholder trust.

5. Establish a sustainable framework for periodic data publication. As future work, BC
Transit could develop a framework for the periodic release of privacy-preserving data and
analyses. Such a framework could include multiple levels of access: statistical and analyti-
cal outputs for the public, and richer or more detailed datasets for researchers in controlled
environments.

In summary, whether through the publication of raw data with DP guarantees, or—if that is not
possible—through the release of statistical and analytical outputs, BC Transit can establish itself

as a model for responsible and privacy-preserving data sharing in the public transit sector.
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Chapter 7
Conclusion

This thesis addresses the problem of publishing bus passenger trajectory data while maintaining
high utility under strong Differential Privacy (DP) guarantees. In collaboration with BC Transit,
de-identified tap-in-only smart card records from the Victoria region were obtained and analyzed.
Due to the inherent characteristics of bus transit data—where, after noise injection and algorithm
execution, the output must correspond to an actual bus stop in the network and it is not permissible
to produce arbitrary coordinates or non-existent stops—many common trajectory data algorithms
lose their applicability in this context. This specific constraint limited the choice of methods and
required precise adaptation to the rules and structure of bus data.

To enable the practical implementation and realistic evaluation of these algorithms, part of the
work was devoted to reconstructing synthetic trajectory data based on real tap-in records. The
creation of these reconstructed datasets, which required substantial time and attention to detail,
allowed for the testing of mechanisms and conducting comparisons without disclosing actual pas-
senger data.

Subsequently, a comprehensive review of existing DP mechanisms was carried out, and two
algorithms—Noisy Prefix Tree (NPT) and privacy-preserving data publishing (PPDP)—were se-
lected for their greater compatibility with the data. During the implementation process, several
limitations and challenges were identified and were largely addressed through technical enhance-
ments, including a weighted post-processing method to improve accuracy and the use of a binomial
method for checking empty nodes to enhance efficiency.

The privatized datasets were evaluated using basic count queries, sum queries, and frequent

sequential pattern mining to assess the balance between privacy preservation and utility.

Research Contributions

The key contributions of this thesis are as follows:
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1. First DP-based study on BC Transit passenger data — Conducted in collaboration with
BC Transit, this work provides a practical framework for the privacy-preserving release of
public transportation data. The framework directly addresses an operational need and can
help similar organizations securely share data for research and service improvement without

disclosing sensitive passenger information.

2. Synthetic trajectory generation from tap-in-only data — Developed a role-based behav-
ioral model capable of reconstructing realistic weekly travel patterns from limited tap-in-only
data. The generated synthetic trajectories enable algorithm evaluation without exposing real
passenger trips.

3. Technical improvements to prefix tree algorithms — Designed and implemented two key

enhancements:

* A weighted post-processing method to improve the accuracy of privatized data.

* Spatio-temporal pruning and a binomial test for empty nodes to reduce runtime and

improve computational efficiency.

4. Comprehensive evaluation under real-world conditions — Performed experiments both
simple and complex queries to assess the privacy—utility trade-off for two state-of-the-art

algorithms (NPT and PPDP) in realistic public transportation analysis scenarios.

Key Findings

The main findings of this research can be summarized as follows:

1. Feasibility of differentially private data release for real transit datasets — The study
demonstrates that it is possible to publish useful public transportation data from the BC Tran-
sit system while preserving strong privacy guarantees, even under the operational constraints

of real-world datasets.

2. Realistic reconstruction from limited tap-in-only data — By introducing a role-based be-
havioral model, the research successfully reconstructed plausible weekly passenger travel

patterns, enabling the generation of high-utility synthetic datasets for analysis.

3. Enhanced prefix tree algorithms — The integration of a weighted post-processing strategy,
spatio-temporal pruning, and a binomial test for empty nodes significantly improved accu-
racy and computational efficiency compared to the original implementations.
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4. Balanced privacy—utility trade-off — Through extensive experiments using count queries,
Frequent Sequential Pattern Mining tasks, and complex analytical queries, the evaluation
confirmed that the proposed improvements achieve a better balance between privacy preser-
vation and analytical usefulness for two state-of-the-art methods (NPT and PPDP).

Conclusion and Future Work

Future research can be expanded in several directions:

Personalized Differential Privacy for Trajectory Data

Although this area has been previously explored in the literature, existing methods often rely on
generalization and do not require the output to map back to an actual stop in the transit network.
As such, these methods cannot be directly applied to bus transit data but could be adapted for this

purpose in the future. Two primary models in this domain include:

* Location-Sensitivity Model: The trajectory database contains only spatial-temporal fea-
tures, and each location has a different sensitivity level. The privacy budget for each moving
object is allocated according to the sensitivity of the locations it passes through.

+ Attribute-Sensitivity Model: In addition to spatial-temporal features, the trajectory database
contains other sensitive attributes. In this case, each moving object has a privacy requirement
defined by the data owner, which can be determined based on any chosen criteria.

In smart card (tap-in) transit data, such as that used in this thesis, personalized sensitivity could
be implemented by assigning different weights to specific stops or routes. For example, stops near
hospitals or political institutions could be assigned higher privacy levels. Furthermore, passengers
could be given the option to specify their desired privacy level at the time of card purchase or

registration, which would then be taken into account during data processing.

Aggregate Delay Analysis

Using bus route scheduling and real-time tracking data, an aggregate model could be developed
to estimate the fotal passenger delay load at the station level. This model would not only record
the delay time for each service but also weight it by the number of passengers waiting during each
time interval. Implementing such an approach within a differential privacy framework presents
challenges such as accurately estimating the number of waiting passengers (without revealing their
identities), managing large-scale spatial-temporal data, and optimally allocating the privacy bud-
get to delay-related variables. Such analysis could enable transit operators to optimize routes and
schedules while preserving passenger privacy.
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Conclusion

This research aimed to develop and evaluate a practical framework for the publication of bus pas-
senger trajectory data under strong differential privacy guarantees. By combining industry collab-
oration, a thorough analysis of the characteristics of bus transit data, and the adaptation of existing
algorithms to the specific constraints of such data, the study achieved results that can benefit both
the academic community and public transit operators.

Although certain limitations remain, the findings offer pathways for future developments. It
demonstrates that releasing privacy-preserving real-world bus data is feasible, while showing prac-
tical technical improvements to achieve better privacy-utility tradeoffs.
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Appendix A
BC Transit Data Request Process

This appendix provides a detailed account of the efforts undertaken to access real-world bus tra-

jectory data for this research.

Initial Discovery and Request Efforts

Multiple governmental and data organizations were explored during the data discovery phase.
These included the BC Data Catalogue, Passenger Transportation Board, BC Geographic Ware-
house, TransLink, as well as internal data and governance portals such as the Data Systems &
Services Client Hub.

Several data access requests were submitted via email, online request forms, and support por-
tals. While some organizations responded, they either did not possess the required boarding-level

data or cited restrictions related to privacy, jurisdiction, or internal limitations.

Establishing Collaboration with BC Transit

The data request was eventually routed to BC Transit. Initially, the organization had concerns
about releasing even anonymized tap-in data due to the lack of precedent for such academic re-
quests.

However, after several formal communications explaining the academic nature of the thesis,
the use of the differential privacy framework, and the scope and ethical protections, BC Transit
began to express interest in supporting the research. A multi-stage engagement followed, which
included the submission of official data request documentation, attendance at a clarification and
privacy-focused meeting, responding to inquiries regarding data use, ethics, and implementation,
and revising the scope based on BC Transit’s internal feedback.

Dataset Details and Restrictions

Eventually, BC Transit shared a de-identified dataset containing tap-in events recorded by auto-
matic passenger counters (APCs). The dataset included Bus Stop IDs, timestamps of tap-in events,
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Bus IDs, seated capacities, and Route IDs.

Restrictions: No personal identifiers were included. Complete sequential trajectories were not
shared due to re-identification risks. Additionally, the data could not be reused or redistributed
beyond the scope of this thesis.

Organizational Insight and Support
The BC Transit team—Iled by Andrew Miller, Manager of Enterprise Data & Analytics—provided

meaningful support and insights throughout the process. He shared observations about transit rid-

ership, including:
» The University of Victoria is the largest ridership driver (students/faculty)
* Public sector employees commuting to downtown Victoria are the second-largest group
* Ridership is bi-modal (AM and PM peaks)
* Tuesday through Friday are the busiest days
 September has the highest ridership; August the lowest

Andrew emphasized the potential value of synthetic datasets in future data-sharing efforts:

“Being able to provide representative synthetic datasets is a capability we should work
towards... There are huge opportunities for research and analysis of our data, and we
have limited internal capacity to do things that aren’t addressing immediate business
processes.”

Conclusion

This collaboration marked BC Transit’s first effort to support an academic research focused on
differential privacy and synthetic trajectory generation. The success of this partnership demon-
strates the shared value in bridging academia and public institutions to create privacy-preserving,

high-impact solutions in public transportation systems.
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Appendix B
Synthetic Tap Data Assignment Workflow
and Scoring Methodology

This appendix provides a detailed explanation of the synthetic data generation process.

Assignment Process and Scoring Logic

Pre-processing and Preparation of Raw Data

Before starting to generate synthetic trajectories, the raw tap-in data must go through a careful pre-

processing and preparation step. This is essential to ensure the input data is clean, complete, and

in a proper format for modeling.
The steps are:

* Clean and remove incomplete records: Any rows missing key information such as vehicle
ID, bus number, or number of seats are identified and removed. This helps maintain data
quality and consistency.

Repair route and stop information: For records with missing or default values for route
name or stop ID, the algorithm tries to fill these fields using complete information from other
records for the same bus. This is done using a dedicated function for data recovery.

Final removal of invalid records: After repair attempts, any row that still has invalid or
empty route names or stop IDs is completely removed to avoid introducing errors in the next
steps.

Add geographic coordinates: To enable spatial analysis, the latitude and longitude of each
stop are added to each tap-in record. This is done by merging the cleaned tap-in data with a

separate station information source.
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* Convert timestamps and create helper features: The timestamp column is converted to a
standard date-time format. Any row where this conversion fails is deleted.

Main Logic of Tap Simulation and Assignment

1. Process data day by day: The cleaned tap-in data (df _real data) is grouped by date. The
algorithm proceeds day by day.

2. Per-day shuffle: For each day, tap-ins are shuffled randomly to avoid any bias from the

original order in the file and to maintain a realistic distribution across the day.

Why per-day shuffle and not overall shuffle? 1f the entire dataset is shuffled at once, it disrupts
daily passenger behavior (e.g., records from day 1 mix with day 4), and daily limits per
passenger would break. By shuffling within each day, we preserve daily structure while
keeping diversity.

3. Reset passenger status: At the start of each new day, each passenger’s daily tap counters
(daily_taps_count) are reset. The algorithm also checks whether this day is an active day
for the passenger (based on their weekly plan).

4. Search for a suitable passenger (multi-step filters): For each new tap-in:

* Review all active simulated passengers.

* Weekly active day filter: If the tap-in occurs on a day when a passenger is not sched-
uled to travel, they are excluded.

* Daily total taps limit filter: If a passenger has already reached their maximum allowed
taps for that day, they are excluded.

* Four main travel scenarios are checked for remaining candidates:

— Continuation/Transfer: Tap is close in time (betweenmin_immediate_consecutive_tap_min
andmax_immediate_consecutive_tap_minutes)andindistance (MAX_DISTANCE KM_FOR_I\
to the passenger’s last tap.

— Return trip: Tap happens after a reasonable activity duration (based onmin/max_primary_acti
and within the allowed return distance (MAX_DISTANCE_KM_FOR_PRIMARY RETURN_TRIP)
from the last tap.
— New distinct trip: Tap happens after a longer gap (min_new_distinct_trip_minutes
and above), during an acceptable time window (max_daily_activity_end_hour),
and within acceptable starting distance (MAX_DISTANCE_KM_FOR_NEW_TRIP_START).
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— First tap of the day or ever: If there is no previous tap or it is a new day for that
passenger.

* Determine trip purpose: For each scenario, the trip purpose (e.g., work, school, shop-
ping, social, personal, airport) is guessed using the infer trip_purpose function.

* Purpose-specific taps limit filter: If the passenger has already reached the allowed
number of taps for that purpose today (e.g., two “work™ taps for a full-time worker),
they are excluded.

Scoring Logic
Qualified passengers receive scores based on:

* Time gap from last tap

* Distance from last tap location

* Bonus score for proximity to primary location (e.g., work/school)
Lower total score = better match.

Best Passenger Selection

Choose the passenger with the lowest score.

Tap Assignment

* Assign tap to selected passenger
» Update their profile (location, time, purpose, counts)
» Save primary location if needed
Fallback: No Match Found
If no passenger qualifies:
» Create new passenger (assign ID, role using ROLE_DISTRIBUTION)
* Generate weekly active plan and limits

+ Start their profile with this tap
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Storing Results

Final outputs:
* simulated_taps_with_passenger_profiles.csv

* simulated_trajectories_wide.csv (one row per passenger)

Summary

* Closely follows real-world patterns (time and geography)
+ Uses role-based behavior models for realistic synthetic data

* Builds trustworthy privacy-preserving transit data
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Appendix C
Proof of Equivalence of Binomial Selection

and Explicit Laplace Testing

This appendix provides a detailed mathematical proof demonstrating the equivalence between the
Binomial selection method and explicit Laplace-based threshold testing.

Mathematical Proof of Equivalence of Binomial Selection and

Explicit Laplace Testing

Let m be the number of empty candidate nodes at a given level of the prefix tree. For each empty

node u;, the Laplace mechanism with scale b = 1/€ outputs:
c(u;) = 0+ Laplace(b).

A node passes if c(u;) > 6. The probability of passing is:

oz €—€9

— N > — €T — .
po = Prlc(u;) > 0] /9 5¢ dx 5

Since the m tests are independent Bernoulli trials with success probability py, the number & of
passing nodes follows:
k ~ B(m7p9)

Original Method

1. Perform m independent Laplace draws.

2. Keep node u; if c(u;) > 0.
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3. Result: exactly k successes, where £ is distributed as B(m, py).

Binomial Method
1. Draw k ~ B(m, py) directly.

2. Uniformly select £ nodes from the m candidates without replacement.

3. For each selected node, draw its noisy count from the conditional Laplace distribution:

—€x

e

Do

[Nl

flx|z=0)=

Equivalence Proof

In the original method:
* The set of passing nodes is obtained as “all successes among m independent Bernoulli trials”.

* This is equivalent to first drawing k ~ B(m,py) and then selecting exactly k& nodes uni-

formly.

Because the conditional noisy counts for passing nodes are identical in both methods, the joint
distribution over which nodes survive and their noisy counts is identical.

Relation to Other Works

This equivalence applies to works that explicitly process all empty nodes, such as Chen et al. (2011)
and Cormode et al. (2011), where efficiency gains are achieved without altering the statistical prop-
erties of the output. However, works that skip empty nodes entirely (e.g., certain trajectory pub-
lishing approaches surveyed in Jin et al., 2021) do not require this step and thus cannot directly
benefit from the Binomial optimization.
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