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ABSTRACT

Protocol Reverse Engineering (PRE) is crucial for analyzing undocumented or proprietary
network protocols, particularly in the fields of network security and the Internet of Things
(IoT). To conserve network bandwidth, many protocols adopt a compact binary format
that maximizes bit utilization. However, this compactness introduces significant
challenges for PRE, because (1) the number of potential field boundaries grows
exponentially, and (2) byte-oriented PRE tools become ineffective for these scenarios. To
address these challenges, we propose Bit-to-Byte Alignment with Entropy (BBAE)
analysis, an innovative approach designed to enhance boundary detection in bit-oriented
protocols. BBAE leverages entropy analysis and bit-congruence calculations across
multiple window sizes to identify field boundaries more effectively. In addition, it enables
systematic verification of detected boundaries. We conducted extensive evaluations of
BBAE’s performance in identifying field boundaries of binary protocols and compared its
effectiveness with existing tools, including byte-oriented semantic inference tools like
BinaryInferno and bit-oriented tools such as Auto-ETLV. Our experimental results
disclose that BBAE achieves outstanding performance in reverse engineering binary

network protocols.
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Chapter 1

Introduction

1.1 Background

In today’s interconnected world, network protocols are the foundation of network
communication, specifying how devices exchange information across systems. However,
the details of many protocols are unknown to the public since they are proprietary or
undocumented [5]. This opacity presents a significant challenge, especially in critical
areas like cybersecurity and system interoperability. Protocol Reverse Engineering (PRE)
has become a critical method for addressing these challenges by deducing the hidden
protocol specifications. Through the analysis of network traffic, PRE helps uncover
unknown communication formats, ensuring compatibility between systems and
strengthening security measures [2]. Many network services, such as attack detection,
fuzz testing, and vulnerability analysis, heavily depend on PRE to manage risks and adapt
to the changing network landscape [13, 14, 18]. As networks continue to grow in
complexity, the demand for effective PRE techniques has intensified, making it a
cornerstone in the modern network security domain.

PRE has made significant advances in recent years, leading to the development of
various techniques. For example, BinaryInferno [3] leverages Shannon entropy to analyze
field boundaries and infer semantic descriptions using multiple specialized detectors.
Discoverer [4] identifies protocol idioms commonly found in application-level message
formats by clustering and analyzing cross-field dependencies. More recently, advanced
methods have integrated natural language processing (NLP) models to enhance protocol
field boundary identification. For instance, TRIPRE employs transformers and keyword

extraction techniques to distinguish internal protocol types [11]. Machine learning-based



approaches [19] [20] have further demonstrated their efficacy, as evidenced by recent
research utilizing recurrent neural networks (RNNs) and hybrid architectures like U-Net
and BiLSTM-CREF to analyze unknown traffic. These models excel at extracting both
field boundaries and their semantic meanings [19] [20].

Despite their notable success, existing PRE tools face a significant challenge: a
substantial portion of proprietary protocols are binary protocols, meaning that their field
boundaries can occur at arbitrary bit positions, not necessarily aligned to byte
boundaries. This intrinsic characteristic poses a major obstacle for most PRE tools, which
typically rely on strong assumptions about byte alignment. For instance, Binarylnferno
assumes that “fields are byte-aligned, with a minimum width of one byte, and that the data
is not compressed or encrypted [3].” This assumption renders it ineffective for identifying
sub-byte fields. Similarly, Discoverer [4] relies on tokens composed of consecutive bytes,
inherently excluding bit-level granularity. Machine learning-based approaches also
struggle with binary protocols due to their dependence on fixed-length tokens. These
methods require consistent token sizes to maintain logical connections between input data
and model interpretations, but this assumption is incompatible with the variable field
positions and sizes of binary protocols. For example, models leveraging RNNs and hybrid
architectures [19,20], such as U-Net and BILSTM-CRF, demonstrate strong performance
on byte-aligned data but suffer significant accuracy loss with binary protocols. Similarly,
TRIPRE’s NLP-driven keyword extraction depends on predefined segment lengths,
limiting its effectiveness for protocols with arbitrary field boundaries [11]. In summary,
the design constraints of current PRE tools, particularly their reliance on fixed-length
tokens and byte alignment, hinder their adaptability to the irregular and fine-grained
structures of binary protocols. These limitations call for novel approaches that can

accommodate the unique characteristics of binary protocol structures.

1.2 Related Work

The tasks involved in Protocol Reverse Engineering (PRE) can be categorized from
various perspectives [7], depending on the specific objectives of the analysis and the
characteristics of the protocols under consideration. Among these tasks, one of the most
essential and widely studied problems is protocol field boundary detection, since accurate
identification of field boundaries serves as the foundation for subsequent semantic
inference and structural analysis. Without precise boundary detection, higher-level tasks

such as field classification, semantic labeling, or protocol message reconstruction become



unreliable or even infeasible.

Focusing on the task of field boundary detection, existing approaches can be broadly
divided into two main categories: byte-oriented methods and bit-oriented methods.
Byte-oriented methods operate under the assumption that field boundaries are aligned to
byte units. This assumption simplifies analysis and allows for the direct application of
well-established tools and algorithms that work at the granularity of bytes. In contrast,
bit-oriented methods remove this assumption and allow field boundaries to occur at
arbitrary bit positions. This greater flexibility makes them more suitable for analyzing
binary protocols that utilize compact field layouts and sub-byte structures. However, this
flexibility also introduces substantial computational complexity, as the number of possible
boundary positions increases exponentially when field boundaries are not restricted to
byte alignment.

It is important to emphasize that, in this work, we focus on PRE methods that rely on
network traces as their primary input. Network traces provide a passive and non-intrusive
view of protocol behavior and capture how protocols operate in real-world environments.
In contrast, approaches that depend on access to source code, binaries, or direct interaction
with protocol implementations require privileged access or active manipulation of the
target system, which is often unavailable or impractical for proprietary, legacy, or
closed-source protocols. Such approaches therefore fall outside the scope of this

categorization.

1.2.1 Byte-oriented Approach

Byte-oriented methods assume that protocol field boundaries align with byte units.
Techniques such as TRIPRE, REInPro, DYNPre, NETPLIER, BinPRE, and
BinaryInferno all fall in this category.

TRIPRE [11] uses a transformer-based framework for inferring protocol fields in
industrial control protocols and utilizes a natural language processing model to cluster
unknown industrial control protocol types. While it can generate half-byte-long tokens for
its transformer model, it is unable to handle protocols with bit-length fields. REInPro [14]
employs advanced techniques such as control field identification, clustering, and machine
learning to efficiently infer the structure and semantics of industrial protocols from
network traffic. DYNPre [12] provides dynamic inference by interacting with the server.
Once the correct communication rules are identified, it becomes straightforward to

reverse-engineer the formats and semantics of the messages sent by the server. However,



interacting with the server without prior knowledge of the communication specifications
may be infeasible or at least very time-consuming. NETPLIER [17] leverages multiple
sequence alignment (MSA) to identify keyword fields that determine message types and
cluster protocol formats. BinPRE [9] incorporates an instruction-based semantic similarity
analysis for format extraction and uses a cluster-and-refine paradigm to improve semantic
inference accuracy further. Lastly, Binarylnferno employs multiple detectors to identify
field boundaries and extract semantic information from protocols [3].

The above techniques have been demonstrated to be highly effective when the
underlying assumption of byte alignment is satisfied, since the division of messages into
fixed-size byte boundaries provides a natural structure for analysis. Under these
circumstances, both statistical and learning-based methods can exploit the regularity of the
data, yielding accurate and efficient boundary detection.

When this assumption does not hold, however, the performance of such approaches
is significantly degraded. In protocols where fields may begin or end at arbitrary bit
positions rather than at clean byte boundaries, existing byte-oriented methods often fail to
capture the true structure of the message. In these cases, the lack of alignment results in
tokens that do not correspond to semantically meaningful units, thereby introducing noise
and reducing inference accuracy.

For example, machine learning-based approaches require that their input tokens
contain sufficient structural information for the model to learn meaningful patterns. If the
tokens are too short, such as individual bits, they fail to provide enough statistical evidence
for the model to distinguish between different field types or boundaries. Consequently,
both machine learning-based tools, such as TRIPRE and REInPro, require tokens that are
at least half a byte in length to ensure that the training process captures recognizable
patterns. Similarly, other representative tools, including NETPLIER and BinaryInferno,
explicitly rely on dividing protocol messages into byte-long segments. These segments
serve as the fundamental analysis units on which they compute entropy values or perform
alignment across multiple message instances to identify consistent field boundaries.

Thus, while these methods demonstrate strong performance under the byte-alignment
assumption, their effectiveness diminishes substantially when confronted with protocols
that rely heavily on bit-level field boundaries, highlighting the need for alternative
techniques that can operate at a finer granularity without sacrificing scalability or

accuracy.



1.2.2 Bit-oriented Approach

Bit-oriented methods allow for field boundaries to occur at any arbitrary bit position,
thereby removing the simplifying assumption of byte alignment and providing a more
flexible framework for analyzing protocols with irregular or compact field layouts. This
capability is particularly important in scenarios where protocol designers deliberately
adopt non-standard field sizes to maximize efficiency or to obfuscate the protocol
structure. By examining data at the granularity of individual bits, bit-oriented approaches
can capture subtle variations in message formats that would otherwise be obscured if the
analysis were constrained to byte-level segmentation.

To achieve this, such methods often rely on advanced computational techniques,
including bitwise entropy calculations that measure the uncertainty within small bit
sequences, as well as transition detection mechanisms that identify points in the message
stream where statistical properties shift, indicating potential field boundaries.
Additionally, some bit-oriented tools employ probabilistic models to account for
variability in field lengths and to make boundary inference more robust against noise or
limited training data.

Nevertheless, the increased flexibility of bit-level analysis comes at a cost. Because
the number of possible boundary positions expands exponentially when each individual
bit can represent a potential delimiter, bit-oriented methods typically require significantly
more computational resources than their byte-aligned counterparts. This higher
complexity can lead to scalability challenges, especially when analyzing large volumes of
network traffic. Despite these challenges, bit-oriented methods remain a crucial class of
techniques for accurately handling protocols with fine-grained field definitions,
highlighting their importance in advancing the state of the art in PRE research.

PRE-Bin, a bit-oriented approach, employs clustering algorithms and a Bayesian
decision model to delineate field boundaries and extract fields from binary frames [16].
Nevertheless, this method computationally prohibits analyzing a large traffic trace due to
its complex Bayesian decision model. Auto-ETLV [8] defines a structure called the
extended type-length-value (ETLV) structure, which can be found in many protocols. It
analyzes the special properties of ETLV and uses these properties to reduce the search
space of field boundaries significantly. Auto-ETLV is effective in identifying the length
field and, accordingly, the (optional) type field and the value fields. Nevertheless,
Auto-ETLV may not function properly if fields do not adhere to the ETLV format.



1.3 Contributions

So far, very few tools have been found to be effective for reverse engineering binary
protocols. We aim to push the horizon of network trace-based binary PRE. This thesis
introduces a novel approach, termed Bit-to-Byte Alignment with Entropy Analysis
(BBAE), designed specifically for the challenges of binary protocol reverse engineering.
Unlike existing methods that rely solely on either byte-oriented or bit-oriented
assumptions, BBAE is constructed to combine the advantages of both paradigms into a
single, cohesive framework. By doing so, it can address the limitations inherent in each
individual category of methods and provide a more comprehensive solution for field
boundary detection.

At its core, BBAE develops a new bit-oriented technique that systematically scans
protocol messages to identify potential field boundaries at the bit level. These candidate
boundaries are then transformed through a reversible padding mechanism, which extends
sub-byte fields to align with full byte boundaries. This padding step is critical, as it not
only preserves the original semantics of the protocol but also ensures compatibility with
established byte-oriented analysis tools, which have traditionally demonstrated strong
performance when applied to byte-aligned data. After the paddings, we leverage the rich
solutions for analyzing byte-oriented protocols to infer protocol fields. Finally, we remove
the paddings to recover the original field structure of the binary protocol.

Unlike existing tools, which rely on rigid assumptions about alignment or protocol
format, our approach uses a window of adjustable size and calculates entropy and
bit-congruence. In this way, we ensure comprehensive bit-level coverage and accurate
boundary detection while maintaining compatibility with existing byte-aligned solutions.
The novelty of our approach lies in its ability to seamlessly integrate diverse byte-aligned
PRE tools for reverse engineering bit-oriented binary protocols. This offers a powerful
and scalable solution for tackling the longstanding issues in reverse engineering binary
protocols that have arbitrary bit-level field boundaries.

The main contributions of this thesis are as follows:

* Novel boundary padding technique: We propose a method to dynamically pad
high-potential boundary bits in binary protocols, enabling compatibility with
existing byte-oriented PRE tools while maintaining the original protocol structure

and ensuring reversibility.

 Integrated verification approach: We develop an adjustable window technique,



combined with entropy and bit-congruence calculations and cross-verification, to

detect and verify field boundaries in binary protocols.

Leveraging strength of both worlds: By bridging bit-oriented and byte-oriented
approaches, our method leverages the strengths of existing PRE solutions, such as

BinaryInferno and Auto-ETLV, to analyze binary protocols more effectively.

Comprehensive framework: We design a pipeline algorithm that integrates
diverse PRE methods to ensure robust field boundary detection and scalable
performance for binary PRE. We validate the effectiveness of our solution with two

representative binary protocols, TCP and MQTT.



Chapter 2

Bit-to-Byte Alignment with Entropy
Analysis (BBAE)

2.1 An Overview of BBAE

BBAE presents a comprehensive approach to Protocol Reverse Engineering (PRE) that is
explicitly tailored for the challenges of binary protocols with bit-level field boundaries.
Traditional PRE tools frequently rely on the assumption that fields are byte-aligned, an
assumption that simplifies analysis but also severely limits their applicability. When field
boundaries occur at arbitrary bit positions, these conventional methods become
ineffective, often failing to detect important sub-byte fields or misclassifying protocol
structures. BBAE addresses this fundamental limitation by integrating multiple
complementary techniques: entropy analysis, bit-congruence measurements, existing
byte-oriented tools, and a reversible padding mechanism into a unified framework that can
transform and align bit-level information for effective analysis at the byte level. Another
important design choice of BBAE is that it operates purely on network traces as its input.
This choice is not incidental, but rather stems from the nature of the signals exploited by
the proposed method. BBAE relies on statistical properties such as entropy variation and
bit-level similarity across multiple message instances, which can only be observed by
analyzing protocol behavior as it appears on the wire. These properties emerge from real
traffic variability and cannot be reliably inferred from a single execution path or isolated
message instance. By using network traces, BBAE is able to capture natural variations
caused by different configurations, message types, and runtime conditions, all of which

are essential for robust boundary detection.



The high-level architecture of the BBAE framework is summarized in Fig. 2.1, which

consists of four major steps designed to progressively refine and validate field boundary

detection:

1.

Boundary Suggestion: Raw data, initially captured in hexadecimal format, is
converted into a bit sequence to expose fine-grained structural details. Entropy
analysis with adjustable windows is then applied, allowing the framework to infer
potential boundary positions at multiple granularities. This step identifies candidate
boundaries by capturing changes in randomness and similarity across segments.

The top three boxes in Fig. 2.1 illustrate this process in detail.

. Padding: The boundaries obtained from Step 1 often include false positives due to

the sensitivity of entropy and similarity measures. To address this, we introduce a
padding algorithm that extends sub-byte fields into byte-aligned segments. This
ensures compatibility with byte-oriented tools while preserving the semantics of the

original protocol structure. The fourth box in Fig. 2.1 represents this step.

. Byte-Aligned Analysis: Once the fields have been padded, the data is converted

back into hexadecimal format and processed by state-of-the-art byte-oriented
analysis tools, such as BinaryInferno. This step provides an additional layer of
validation and can reveal boundaries that were difficult to detect using entropy and
similarity analysis alone. After analysis, the reversible padding is removed so that
the results can be mapped back to the true bit-level structure. The fifth box in

Fig. 2.1 shows this step.

Ensembling: In the final step, results from entropy analysis, bit-congruence
evaluation, and byte-aligned validation are merged into a consolidated output.
Cross-verification is employed to reduce uncertainty and eliminate spurious
detections, resulting in a robust set of final boundaries. The bottom two boxes in

Fig. 2.1 illustrate this stage.

2.2 Step 1: Boundary Suggestion

This step is responsible for identifying potential field boundaries within the binary

protocol message, forming the foundation for subsequent analysis. The process begins

with the application of an adjustable window mechanism, which systematically divides
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the message into progressively smaller units, starting with coarse-grained byte-level
segments and narrowing down to half-byte, multi-bit, and ultimately single-bit segments.
This hierarchical segmentation ensures that every possible bit position is treated as a
potential boundary, allowing the method to capture both large-scale structural divisions
and fine-grained sub-byte variations.

To be more specific, we first need to separate the protocol header from the payload,
since the structural information of the protocol is typically encoded in the header rather
than in the payload. The header generally contains fields that specify control information,
message length, and field organization, all of which are essential for accurately inferring
the underlying format. In contrast, the payload usually carries user or application data,
which does not provide direct insight into protocol structure. Therefore, isolating the
header at the beginning of the analysis is a necessary prerequisite for meaningful boundary
detection. Since the protocol header normally includes the header length field, we apply
the Auto-ETLV approach [8] to identify the header of the unknown protocol. This method
requires the input protocol to follow the ETLV format [8]. It identifies the length field,
which allows us to infer the type and value fields. Consequently, we can obtain the header
from the type field (maybe implicit), the length field, and the offset. Nevertheless, since
not every message contains a payload, we define the header as either the minimum length
of the shortest message or the combination of the type, length, and offset fields.

After we separate the header and the payload, we then apply an adjustable window
and entropy analysis on the header to identify potential bit field boundaries in the protocol

header.

2.2.1 Adjustable Window

The key insight behind adopting an adjustable window is to treat every bit of the protocol
header as a potential boundary candidate. Instead of relying on a fixed unit size such as a
byte, the adjustable window progressively refines the granularity of analysis so that
boundaries at both coarse and fine levels can be systematically considered. Specifically,
we begin by dividing the message into one-byte segments, then further partition it into
half-byte segments, followed by 2-bit segments, and finally down to individual 1-bit
segments, as illustrated in Fig. 2.2. This hierarchical segmentation strategy ensures that no
possible boundary is overlooked, regardless of whether it occurs at a byte-aligned or
sub-byte position.

Once the message has been segmented, we treat the boundary of each segment as a
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potential field boundary. This procedure generates a comprehensive set of candidate
positions covering the entire header. Importantly, the structure shown in Fig. 2.2
highlights that boundaries detected at coarser levels (e.g., one-byte or half-byte divisions)
can be verified and refined by boundaries obtained from finer divisions (e.g., 2-bit or 1-bit
segments). In this way, the framework introduces an internal consistency check: longer
segments provide initial candidate boundaries, while shorter segments either confirm or
invalidate them.

After segmentation, we calculate the randomness and similarity of these segments
using entropy and bit-congruence, as detailed in Section 2.2.2. These measures are then
combined through a cross-verification process (Section 2.2.3), where results from
different window sizes reinforce one another. This cross-layer validation reduces spurious
detections caused by noise and enhances the reliability of the inferred boundaries,

ultimately enabling a more robust and fine-grained mapping of the protocol header.

2.2.2 Entropy and Similarity Analysis

Generally, a packet header consists of control fields, such as flags, and variable fields,
such as length fields and value fields. Some control fields, especially in binary protocols,
have limited variation and are often only a few bits long. In contrast, variable fields are
typically longer and exhibit higher randomness in length. For example, most messages do
not contain the same header content multiple times, except in cases of retransmission. At
the boundary of different types of fields, such as the boundary between a control field and
a variable field, we may observe a significant change in randomness and similarity due to
the different properties of different fields. Therefore, we leverage Shannon’s entropy [15]
to calculate the randomness of the segments in the same position across all the messages

using the following formula:
ZP ) log, P(S;), 2.1)

where X denotes the segments at the same position across all messages in our dataset, .S;
denotes the i-th distinct segment value in X, and P(5;) is the empirical probability of S;,
calculated as the number of occurrences of S; in X divided by the size of X. A higher
entropy H (X) value indicates greater randomness at the position under consideration.
Entropy alone may not be sufficient to reliably identify field boundary positions,

because it serves only as a probabilistic measure of randomness. While entropy can
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Figure 2.2: Adjustable window size: Four different window sizes are used to analyze the
information within a segment to infer potential field boundaries.

highlight points where the statistical distribution of bits changes significantly, such
changes do not always correspond to true field boundaries and may instead reflect noise or
incidental variation in the data. To address this limitation and strengthen the robustness of
boundary inference, we introduce an additional metric, similarity, to work in conjunction
with entropy.

In particular, we adapt and extend the similarity calculation proposed in [10]. The
original method computes bit-congruence between two adjacent bytes within a message,
capturing the degree of alignment or stability at their boundaries. In our framework, this

idea is generalized by measuring the average bit-congruence of segments at the same
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position across all messages in the dataset. This modification enables us to exploit
cross-message consistency rather than relying solely on within-message comparisons,
thereby producing a more comprehensive and stable measure of similarity.

The key advantage of this approach is that it allows us to cross-verify the results of
entropy analysis. Entropy identifies potential transition points, while similarity evaluates
whether these points are consistently supported across multiple instances of the protocol
trace. Boundaries that are confirmed by both metrics are more likely to be true positives,
whereas boundaries identified by entropy alone but unsupported by similarity are treated
with greater caution. In this way, the integration of similarity with entropy reduces
uncertainty, improves reliability, and ultimately enhances the overall accuracy of field
boundary detection.

To be more specific, when we consider a segment .S of length L (i.e., the bit
sequence of the same position in the header), we want to check the similarity of this
segment across all the messages. For this, we first compare the same segment positions

between every pair of messages, as shown in Equation (2.2):

cong(S;, S;)

forl <i<j <N, (2.2)

where cong(S;, S;) = {0 < k < L : SF = S*}|, and SF, S¥ denote the k-th bit of the

segment in message ¢ and message j, respectively.

Then, we average the similarities of all pairs across the whole dataset using the

following equation:

— 2
BO=————~ Y  BC(ij 2.3

where N denotes the total number of messages in the dataset. Note that the calculation of
BC is for the current segment S. By moving the window to a different segment and

calculating its BC', we can observe the similarity changes at different segment positions.

2.2.3 Cross Verification

Considering that every position in the header may serve as a potential boundary, we
systematically apply our analysis across the entire message space without excluding any
bit a priori. To achieve this, we employ four different window sizes, ranging from coarse
byte-level partitions down to single-bit divisions, thereby ensuring that the coverage

extends to every individual bit of the messages. For each segment generated under these
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window sizes, we evaluate its statistical and structural properties using two
complementary metrics: 1) Shannon entropy for measuring the randomness and 2)
bit-congruence for assessing the similarity. Together, these two metrics form a dual
perspective: entropy emphasizes variability, while similarity emphasizes uniformity, and
their integration offers a balanced basis for robust inference. To clarify how these two
measures interact in practice, we next present a motivating example that demonstrates
their combined application. This example illustrates how entropy and similarity, when
applied in tandem, can effectively highlight highly likely field boundary positions, thereby
providing an intuitive understanding of the rationale behind our boundary inference

process.

Example 1. Fig. 2.3 and Fig. 2.4 show the entropy and similarity changes in the TCP [6]
header, which serve as motivating evidence for our boundary detection strategy. To make
the differences more interpretable, we apply a linear normalization to entropy values so
that they fall within the range (0, 1). This normalization highlights relative variations and
provides a clearer view of where changes occur along the header.

From the figures, we can observe that significant changes in entropy often arise
when we consider adjacent segments in the TCP header. These abrupt changes suggest
potential boundaries, since they reflect shifts in the randomness of the bit distribution.
However, if we were to rely solely on entropy and treat these change points directly as
field boundary positions, some true boundaries would inevitably be missed, given that
entropy alone cannot fully capture every structural transition.

A similar observation holds for bit-congruence. As shown in the figures, congruence
values also change across adjacent segments, indicating that these positions are likely to
correspond to field boundaries as well. By incorporating bit-congruence alongside
entropy, we increase the likelihood of detecting boundaries that are consistently
supported by multiple statistical perspectives.

To ensure comprehensive coverage, we collect all candidate boundaries detected
through both entropy analysis and bit-congruence. While this approach successfully
captures a wide range of potential boundaries, it also introduces the risk of a high false
positive rate, since not every detected change point corresponds to a true boundary. To
mitigate this problem, we apply a cross-verification process across the results from
different window sizes, enabling longer segments to validate shorter ones and vice versa.
This layered checking mechanism filters out spurious detections while retaining true
positives.

Finally, we implement this cross-verification using a credit-based system
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(Algorithm 1). Under this scheme, boundaries accumulate “credits” when they are
detected consistently across multiple windows or metrics, while isolated detections with
little support are down-weighted. In this way, the credit-based process systematically

reduces false positives and yields a more reliable set of final candidate boundaries.

Note that we need a criterion to check the “significant” cha nges in entropy and
similarity. For this, we use percentage change to measure the significance. The

percentage change is calculated by

K= K|

PC(i) o

) (2.4)
where K; and K;_; denote the entropy (or similarity) of segment position 7 and the
entropy of segment position ¢ — 1 in the header, respectively. If the percentage change is
above a certain threshold «, we consider this change as significant. We defer the decision
of the suitable o value to Section 3.1.

For each window size, we have so far obtained a set of potential boundary points.
Next, we use a credit-based system to reduce the uncertainty. The main idea is to count
the number of appearances of a specific point in different sets. For instance, the position
16 appears in the set obtained with window size 8 and the set with window size 4, so the
credit of this position is 2. The position 32 appears in all the sets, so the credit of this
position is 4. We use a global dictionary to assign credits for each boundary candidate.
The pseudocode is shown in Algorthm 1.

A key limitation of the adjustable window mechanism arises when using the 1-bit
window size. At this finest level of granularity, the results cannot be cross-verified against
smaller segments, as no finer segmentation exists beyond individual bits. This lack of
cross-validation introduces the risk of false positives, since random variations or noise
may cause individual bits to be mistakenly identified as field boundaries.

To address this issue, we employ a heuristic method designed specifically to mitigate
spurious detections at the bit level. The rule is straightforward: if an isolated bit is
detected as a potential field boundary without any supporting evidence from adjacent
positions, we do not treat it as a valid field. Such isolated detections are more likely to
represent noise than meaningful structural information. In contrast, if three or more
consecutive bit-level positions are detected as potential boundaries, we regard this pattern
as a strong indicator of a bit-length control field. This interpretation is consistent with the
design of many real-world protocols, where control fields, such as flag fields in TCP and

MQTT [1]. They are often implemented as clusters of adjacent single-bit flags.
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Figure 2.3: Entropy and similarity for TCP headers (larger windows). The blue line denotes
similarity, and the red line denotes entropy.
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Figure 2.4: Entropy and similarity for TCP headers (smaller windows). The blue line de-
notes similarity, and the red line denotes entropy.
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Algorithm 1 Credit Assignments with Multiple Window Sizes

INPUT: Four lists store the relative changes produced by entropy and similarity calcu-
lations, each corresponding to one of the four different window sizes: eight, four, two,
one.
OUTPUT: A dictionary that uses the positions where entropy and bit-congruence exhibit
significant changes as keys, and the credit value of each position as the corresponding
value.
Initialize: credit dict +— {} {Dictionary to store positions and credits}
Set: Threshold = «
entire lists =[]
Append the list eight, four, two, one to entire lists
for list in entire list do
for relative change in list do
if relative change > Threshold then
if the relative position is not in credit_dict then
Add the relative bit position into credit_dict
else
Add credit to the existing position in credit dict
end if
end if
end for

end for
Return: credit dict
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By applying this heuristic, we balance the need for sensitivity in detecting
fine-grained fields with the requirement for robustness against false positives. The
approach ensures that meaningful bit-level fields are preserved while random, isolated
detections are systematically discarded. This refinement strengthens the reliability of
BBAE’s boundary inference, particularly in scenarios where sub-byte fields play a critical

role in protocol semantics.

2.2.4 Step 2: Padding

At the end of Step 1, the boundary inference process produces a set of candidate positions
by applying the credit-based verification and heuristic rules. Specifically, all positions that
accumulate two or more credits through cross-verification, together with all instances of
three or more consecutive 1-bit positions, are retained as candidate field boundaries.
These positions represent the most promising structural divisions detected at the bit level.
Importantly, such potential boundaries allow us to identify new fields that cannot be
captured by state-of-the-art byte-aligned analysis tools, since these tools inherently
overlook sub-byte structures.

To make these candidate boundaries compatible with existing PRE tools, we
introduce a reversible padding algorithm that extends sub-byte fields identified in Step 1
to full-byte length. The padding process is simple yet effective: for each bit-length field,
we insert zeros at the beginning of the field, thereby shifting it to the nearest byte
boundary. This transformation enables subsequent byte-aligned analysis while leaving the
semantic value of the original field unchanged. To guarantee reversibility, we record the
positions of all padded bits so that they can later be removed, restoring the true bit-level
representation once the analysis is complete.

The design of the padding algorithm follows two key principles:

* Preservation of original structure: The protocol’s inherent semantics remain

unchanged.

* Reversibility: The padded structure can be reverted to its original form after

analysis.

2.2.5 Step 3: Byte-Aligned Analysis

Once the protocol fields have been padded to achieve byte alignment, we are able to

leverage existing byte-oriented PRE tools to conduct semantic analysis and to verify the
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candidate boundaries detected in earlier steps. This stage capitalizes on the strengths of
established tools that have been optimized for byte-level analysis, thereby enhancing both
the reliability and interpretability of the inferred protocol structure. In this way, BBAE
transforms otherwise inaccessible sub-byte boundaries into analyzable byte-aligned
segments without compromising their underlying semantics.

A significant strength of BBAE lies in its modular design, which allows seamless
integration with a wide variety of byte-oriented PRE tools. Rather than being tied to a
single implementation, BBAE functions as a flexible framework where different tools can
be interchanged depending on the analysis context. This flexibility is particularly
important in practice, as no single PRE tool is universally optimal for all protocols or
datasets. By design, BBAE accommodates multiple options, allowing users to take
advantage of state-of-the-art (SOTA) methods according to their own requirements,
whether prioritizing speed, accuracy, or interpretability.

Through this integration, BBAE not only extends the applicability of byte-oriented
tools to protocols with bit-level boundaries but also demonstrates its value as a general
purpose framework. By bridging bit-level detection with byte-level validation, BBAE
ensures that its results remain robust while remaining compatible with the best available
analysis techniques in the PRE domain.

For this study, we adopt BinaryInferno [3] as a representative example because of its
demonstrated state-of-the-art (SOTA) performance in byte-aligned protocol reverse
engineering. BinaryInferno has been widely recognized for its ability to handle a broad
range of protocols efficiently and accurately, making it a strong baseline for evaluating the
effectiveness of BBAE’s integration with byte-oriented tools.

BinarylInferno excels in detecting a variety of structural elements commonly found in
protocol headers, such as control fields, timestamps, and length fields. It achieves this by
leveraging a combination of atomic detectors that identify low-level statistical regularities
and pattern-based analysis that captures higher-level structural cues. Together, these
techniques allow BinarylInferno to provide robust detection results when the protocol
fields conform to byte-aligned boundaries, offering high accuracy in standard PRE
scenarios.

However, Binarylnferno is inherently limited by its granularity of analysis: the byte
is treated as the smallest indivisible unit. As a result, any field that occupies fewer than
eight bits, such as flag bits or other compact control indicators, cannot be inferred using
BinarylInferno alone. These sub-byte fields are simply invisible to its detectors, creating

blind spots in the reconstructed protocol structure.
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By introducing the reversible padding mechanism in BBAE, we are able to bridge
this gap. Sub-byte fields detected in the earlier bit-level analysis are padded to form
full-byte segments, which are then fed into BinaryInferno. This transformation allows
BinarylInferno to analyze fields that would otherwise remain undetected, effectively
extending its applicability beyond byte-aligned boundaries. Once BinaryInferno
completes its analysis, the padding is removed to restore the original structure, ensuring
that the true bit-level semantics are preserved. Through this integration, BBAE not only
enhances the capability of BinaryInferno but also demonstrates its role as a flexible
framework for enabling byte-oriented tools to operate in contexts traditionally restricted to
bit-oriented analysis.

Through this seamless integration, BBAE demonstrates its ability to bridge
bit-oriented and byte-oriented analysis techniques in a unified framework. The strength of
this integration lies in the fact that the semantic interpretations produced by the
byte-aligned analysis are not lost during the reverse transformation. Once the padding
removal process is applied, the protocol representation is restored to its original bit-level
format, but it retains all the structural insights obtained from the intermediate byte-level
analysis. In this way, BBAE guarantees that the reconstructed bit-level view of the
protocol incorporates both the precision of bit-level detection and the semantic validation
of byte-level inference. This design not only preserves interpretability but also reinforces
the reliability of the final output. The resulting boundary map is both accurate and
semantically consistent, reflecting the strengths of two complementary paradigms. Hence,
BBAE exemplifies a practical and effective pathway for extending the reach of existing
byte-oriented PRE tools into domains that demand bit-level analysis, without sacrificing

either accuracy or meaning.

2.2.6 Step 4: Ensembling

To enhance both accuracy and robustness, BBAE performs an ensembling step in which
the boundary detections obtained from Step 1 (bit-level entropy and similarity analysis)
and Step 3 (byte-aligned validation after padding) are systematically merged. This
procedure consolidates evidence from multiple perspectives, ensuring that boundaries
supported by different analyses are more likely to be retained as true positives.

The purpose of this ensembling process is to guarantee that the strengths of different
analyses are leveraged effectively. Step 1 provides comprehensive coverage and high

sensitivity to potential field transitions, particularly for sub-byte boundaries that cannot be
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detected otherwise. Step 3, in contrast, introduces the reliability of byte-oriented
validation, reducing false positives and confirming structural elements that align with
conventional PRE tools. By integrating these complementary outputs, BBAE produces a

final boundary map that is both fine-grained and semantically reliable.

2.2.7 BBAE in Practice: An Illustrating Example

To better appreciate the power of BBAE, we provide a step-by-step example that
illustrates the entire workflow of the proposed method. This example focuses on the
analysis of the TCP header, a representative binary protocol that contains both
byte-aligned fields and sub-byte fields such as control flags. By walking through the
process in detail, we demonstrate how BBAE systematically applies entropy analysis and
bit-congruence with adjustable window sizes, generates candidate boundary positions, and
then employs the reversible padding mechanism to convert sub-byte boundaries into
byte-aligned segments. The padded data is subsequently reanalyzed using a
state-of-the-art byte-oriented PRE tool, which validates the initial detections and reveals
additional boundaries that were previously inaccessible.

First, we attempt to analyze the TCP header using BinaryInferno, a state-of-the-art
byte-oriented protocol reverse engineering tool. The result of this analysis is presented in
Fig. 2.5, which clearly illustrates the limitations of relying solely on byte-aligned
assumptions. Specifically, the 4-bit length field, which occupies only half of a byte, and
the 1-bit control flags (e.g., SYN, ACK, PSH), which are scattered across individual bits,
cannot be detected by BinarylInferno. This failure occurs because the tool processes
messages at the granularity of full-byte segments, meaning that any field smaller than a
byte is effectively invisible to its detectors.

Next, we show how BBAE finds out the TCP field boundaries. BBAE’s adjustable
window mechanism is applied to the TCP header. The entropy and bit-congruence

calculations reveal boundary candidates across multiple segment sizes. Specifically:
 Sub-byte analysis detects precise boundaries for control flags and short fields.

» Using BBAE’s credit assignment mechanism, boundaries that receive one or more

credits are designated as boundary candidates.

* When three or more adjacent bit-level positions are identified as boundaries, they
are assumed to form bit-length fields, as a one-bit window size cannot be verified

by other window sizes.
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Figure 2.5: Analysis of TCP header with BinaryInferno: The messages are in hexadecimal
format, where every two characters constitute a byte. The boundaries returned from Bina-
rylnferno are incorrect. For instance, the TCP header length field starts at the 96th bit and
ends at the 100th bit, and BinaryInferno cannot detect this field because it assumes each
segment is at least one byte long.
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In the TCP example, the adjustable window mechanism identifies a set of boundary
candidates at the positions [0, 16, 32, 96, 100, 108, 110, 128, 144], which effectively
covers both byte-level and sub-byte divisions within the header. Notably, the positions
[108, 109, 110] correspond to three consecutive bit-level boundaries. According to our
heuristic, such consecutive detections indicate the presence of a compact control field,
such as the flag bits in the TCP header, which are known to occupy single-bit positions.
This observation highlights the ability of BBAE to capture fine-grained field structures
that conventional byte-oriented approaches inherently overlook.

After obtaining these candidate boundaries, we apply the padding mechanism to
extend the sub-byte fields into full byte-aligned segments. This transformation preserves
the original semantics while enabling compatibility with existing byte-oriented tools. We
then reprocess the padded data using BinaryInferno, which allows us to validate the
detected boundaries and, in particular, to successfully identify the 4-bit length field and
extract its semantic description. Once the analysis is complete, the padded bits are
removed to restore the true bit-level representation, and the verified boundaries are
incorporated into the final candidate list. This step-by-step process ensures both accuracy
and reversibility.

The final set of field boundaries inferred by BBAE for the TCP header is presented at
the bottom of Fig. 3.4. These results demonstrate how BBAE refines raw candidate
positions through entropy and similarity analysis, leverages padding to enable
byte-aligned validation, and ultimately produces a boundary map that closely matches the
ground truth. This example underscores the effectiveness of the framework in overcoming
the limitations of existing byte-oriented tools and illustrates its capability to reveal

previously undetectable bit-level fields in binary protocols
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Chapter 3
Evaluation Results

We demonstrate the effectiveness of BBAE by applying it to infer the field boundaries of
two representative binary protocols: TCP and MQTT. We capture TCP and MQTT traces
at the client side using Wireshark at random times. The TCP trace includes 183 packets,
and the MQTT trace includes 801 packets. In addition, the dataset used in our evaluation
is intentionally moderate in size. BBAE does not rely on large volumes of traffic but
instead requires sufficient diversity across messages to expose variations in entropy and
similarity. Even with a relatively small set of traces, as long as the captured packets
exhibit diverse field values, BBAE is able to reliably infer field boundaries. This ability to
operate effectively on small yet diverse datasets highlights a key advantage of our
approach, as it reduces the dependence on extensive traffic collection while remaining
practical for real-world analysis scenarios.

TCP is particularly suitable for evaluation because its header contains a mixture of
byte-aligned fields (e.g., source and destination ports and sequence number) and sub-byte
fields (e.g., header length and control flags). This hybrid field layout poses a well-known
challenge for most existing PRE tools, which typically assume byte-aligned boundaries
and therefore struggle to accurately infer compact bit-level fields. Consequently, TCP
serves as a representative example of a protocol with mixed field structures.

In contrast, MQTT extensively employs sub-byte fields in its fixed header, such as
control flags and quality-of-service indicators, making it a typical example of a
predominantly bit-oriented protocol. These compact field designs further expose the
limitations of byte-oriented PRE approaches and provide a clear test case for evaluating
BBAE’s ability to detect and analyze sub-byte structures.

Together, TCP and MQTT span both hybrid and highly compact protocol designs,
allowing us to comprehensively demonstrate the generality and robustness of BBAE.
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Moreover, both protocols are widely deployed and well understood, making them suitable
benchmarks for evaluating protocol reverse engineering techniques and for clearly

illustrating the practical impact of our approach. !.

3.1 How to Select a Suitable Threshold «?

Setting a suitable o value is generally determined on the basis of empirical observation
and analysis. As illustrated in Figs. 2.3, 2.4, 3.5, and 3.6, the entropy and similarity
curves for the TCP and MQTT headers exhibit clear fluctuations across segment
boundaries. These figures provide direct evidence of how entropy and similarity behave
under different window sizes, and they serve as the foundation for selecting a reasonable
threshold.

From these observations, we find that an appropriate choice for the threshold « in
Algorithm 1 is 50%. This value is supported by the fact that the majority of percentage
changes, as calculated using Eqn. (2.4), exceed this threshold in both the TCP and MQTT
cases. By adopting o = 50%, we ensure that only substantial shifts in entropy or
similarity are considered significant, while smaller fluctuations that may result from noise
are effectively filtered out. This setting strikes a balance between sensitivity and
robustness, allowing the algorithm to capture meaningful boundary transitions without
introducing excessive false positives. Importantly, this threshold is not tuned to a specific
protocol or dataset size, but reflects a consistent separation between meaningful boundary
induced changes and minor fluctuations observed across different window sizes and
protocol structures.

Accordingly, we adopt this « value in the remainder of the thesis, and all subsequent
evaluations and comparisons are conducted under this configuration. This consistent
choice of parameter ensures comparability across experiments and provides a stable
foundation for assessing the performance of BBAE in detecting field boundaries for

binary protocols.

3.2 Evaluation Results

According to the specifications of TCP, the TCP header is defined to contain a total of 15

distinct fields®. This design results in 15 boundary positions, excluding the initial position

'The datasets and the source code of BBAE are available at https:/github.com/HarshbrownSs/BBAE .git
2Each flag in the flag field is considered a separate field in the context of protocol analysis.
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at 0. These boundaries reflect the division of the header into its constituent components,
including control information, addressing details, and status indicators, all of which must
be accurately identified in order to reconstruct the complete protocol structure.

Following the specification of MQTT?, the header under consideration consists of 5
fields, which correspond to 5 boundary positions when position 0 is excluded. Compared
to TCP, the MQTT header is more compact, yet its boundaries are equally critical for
correctly interpreting message semantics. By establishing these ground-truth boundaries
from the protocol specifications, we are able to provide a clear baseline against which the
effectiveness of inference methods can be measured.

For evaluation, we adopt standard classification metrics to compare inferred
boundaries with the specification-defined ground truth. Specifically, any inferred
boundary that aligns with a true boundary position is classified as a true positive (TP).
Conversely, if an inferred boundary does not match any actual specification-defined
boundary, it is regarded as a false positive (FP). Finally, when a true boundary specified in
the protocol is not detected by the inference method, it is counted as a false negative (FN).
This framework of TP, FP, and FN provides a precise and interpretable means of
quantifying detection performance, enabling consistent comparisons across different tools
and protocols.

We use the widely adopted metrics of precision, recall, and F1-score [3] to evaluate
the performance of field boundary detection. These metrics are commonly employed in
information retrieval and classification tasks, and they provide a standardized way to
assess the effectiveness of inference methods.

Specifically, precision is calculated as the ratio of true positives (TP) to the total
number of inferred boundaries (7P + F P). This metric quantifies the proportion of
correctly identified field boundaries among all detected boundaries, thereby reflecting the
accuracy of the predictions. A higher precision value indicates that the method produces
fewer false positives and is more reliable in its boundary identification.

In contrast, recall focuses on the ability of a method to capture the complete set of
true boundaries. It is defined as the ratio of true positives (TP) to the total number of true
field boundaries (T'P + F'N). A higher recall value signifies that fewer true boundaries
are missed during the inference process.

Finally, the F1-score is defined as the harmonic mean of precision and recall [3].
This measure balances the trade-off between precision and recall, providing a single,

comprehensive indicator of overall performance. By combining both aspects, the F1-score

3Different MQTT versions have different header structures. The MQTT version under our study is 3.1.1.
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ensures that neither precision nor recall dominates the evaluation, making it a particularly
useful metric for comparing different PRE tools under the same experimental conditions.

For each protocol, boundary detection is performed once on the entire dataset,
producing a single set of inferred boundary positions for the protocol header. This set is
then compared against the complete set of ground truth boundaries. Therefore, TP, FP,
and FN are computed based on one global comparison per protocol rather than per packet.
This evaluation strategy is appropriate because BBAE infers protocol structure by
aggregating statistical evidence across all packets in the dataset, rather than analyzing
packets independently. Because the ground truth boundaries are known and fixed for TCP
and MQTT headers, repeating the same boundary comparison multiple times on identical
protocol formats would not provide additional information. Instead, evaluating the
inferred boundary set against the ground truth once per protocol accurately reflects the
effectiveness of the method in recovering the protocol structure from network traces.

We used Auto-ETLV, BBAE, and BinaryInferno to detect the field boundaries of
both TCP and MQTT, thereby enabling a direct and systematic comparison across
different categories of PRE approaches. Among these methods, Auto-ETLV represents a
specialized bit-oriented technique that has shown strong performance when analyzing
protocols that conform to the extended type-length-value (ETLV) format [8]. In such
scenarios, Auto-ETLV is particularly effective because the ETLV structure inherently
encodes the location of the length field, which can then be leveraged to derive both the
type field and the associated value fields.

In our evaluation, Auto-ETLV demonstrated its capability to separate the header and
payload for both TCP and MQTT traces. This functionality provided us with the
necessary header data, which was subsequently used as the input for both BBAE and
BinaryInferno, ensuring that the comparison among the tools was conducted under
consistent conditions. While Auto-ETLV proved to be accurate in identifying the length
field within the header, its performance was markedly ineffective in detecting other types
of fields, such as control flags or fields with sub-byte boundaries. This limitation stems
from its reliance on the ETLV assumption, which does not align with the structural
characteristics of many binary protocols.

The evaluation results are summarized in Table 3.1, with visual comparisons
provided in Fig. 3.1 and Fig. 3.2. For MQTT, Auto-ETLV demonstrates a precision of
0.50, a recall of 0.20, and an F1-score of 0.29. These numbers indicate that while
Auto-ETLV is able to correctly identify some true boundaries, it misses the majority of

them, leading to very low recall. For TCP, the performance is similarly limited: the tool
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identifies only 1 true positive and 1 false positive, but at the same time incurs 14 false
negatives, showing its inability to capture most of the actual field boundaries.

BinaryInferno performs differently across the two protocols. For MQTT, it fails
entirely, with a precision of 0, a recall of 0, and an F1-score of 0, indicating that the tool
cannot detect any true boundaries when applied to this protocol. For TCP, the results are
somewhat better: BinaryInferno achieves a precision of 0.67, a recall of 0.27, and an
F1-score of 0.38. While the higher precision suggests that a majority of the boundaries it
identifies are correct, the low recall once again highlights that many true boundaries
remain undetected.

In contrast, BBAE demonstrates a clear improvement over existing tools by
achieving strong results on both protocols. For TCP, BBAE obtains a precision of 1.00, a
recall of 0.73, and an F1-score of 0.84. The perfect precision indicates that every detected
boundary corresponds to a true boundary, with no false positives. At the same time, the
recall value of 0.73 shows that BBAE successfully identifies the majority of actual field
boundaries, leaving only a small fraction undetected. The combined effect of these two
metrics is reflected in the high F1-score, demonstrating a strong balance between accuracy
and completeness. For MQTT, BBAE achieves similarly strong performance, with a
precision of 0.83, a recall of 1.00, and an F1-score of 0.91. In this case, BBAE is able to
capture all true field boundaries, as shown by the perfect recall, while maintaining a high
precision level. The few false positives that occur do not substantially impact the overall
evaluation, as reflected in the excellent F1-score.

When compared directly against Auto-ETLV and BinaryInferno, the advantages of
BBAE are evident. Its ability to achieve high precision while also maintaining strong
recall demonstrates its superiority as a powerful and versatile tool for binary protocol field
analysis. These results confirm that BBAE is capable of addressing the limitations of

existing methods and advancing the state of the art in protocol reverse engineering.

3.3 Ablation Study of BBAE

BBAE consists of two key steps that form the foundation of its framework. Step 1 is
responsible for detecting candidate field boundaries through the use of an adjustable
window mechanism combined with entropy analysis and bit-congruence calculations.
This step provides initial insight into potential boundary positions at both the byte and
sub-byte levels, ensuring comprehensive coverage of the message structure. Step 3, in

contrast, operates after the sub-byte boundaries identified in Step 1 have been processed
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Table 3.1: Field Boundary Detection Results

Protocol Method TP FP FN Precision Recall FI1-Score

MQTT Auto-ETLV 1 1 4 0.50 0.20 0.29
BinaryInferno+ 0 0 5 0.00 0.00 0.00
Binarylnferno 1 0 4 1.00 0.20 0.33
NEMESYS 1 0 4 1.00 0.20 0.33

BBAE 5 1 0 0.83 1.00 0.91

TCP Auto-ETLV 1 1 14 0.50 0.07 0.12
BinaryInferno+ 4 2 11 0.67 0.27 0.38
Binarylnfermo 6 3 9 0.67 0.40 0.50
NEMESYS 6 1 9 0.86 0.40 0.55

BBAE 11 0 4 1.00 0.73 0.84

*Precision, Recall, and F1-score are rounded to two decimal places.
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through the padding mechanism, allowing the data to be aligned to byte boundaries. Once
aligned, byte-oriented analysis can be applied to validate the earlier detections and refine
the boundary positions, ultimately enhancing both accuracy and interpretability.

To better understand the contribution of each of these steps, we conduct an ablation
study that isolates their effects and examines their impact on the overall performance of
BBAE. By separately evaluating Step 1 and Step 3, we are able to assess the role of
entropy-based boundary detection on the one hand, and the added value of
padding-enabled byte-aligned verification on the other. This systematic comparison
provides clear evidence of how the two steps complement each other, and it highlights the
necessity of combining both mechanisms within a unified framework to achieve reliable

and accurate boundary detection for binary protocols.

3.3.1 Contribution of Adjustable Window and Entropy Analysis

Step 1 of BBAE uses the similarity and randomness of a segment position across all the
packets to infer boundaries. Figs. 2.3, 2.4, 3.5 and 3.6 show the entropy and similarity
changes in TCP headers and MQTT headers, respectively. Based on these two figures, we
set the threshold « in Algorithm 1 to be 50%. The red and blue arrows in Figs. 3.3 and 3.4
show the boundaries detected after this Step. The figures show that Step 1 of BBAE
algorithm can correctly identify most boundaries. Nevertheless, this step still misses some

boundaries in TCP, indicating the necessity of further padding-based analysis.

3.3.2 Contribution of Padding and Byte-Aligned Analysis

With the boundaries of the bit-length fields identified, we then apply our padding
algorithm to insert additional zero bits at the beginning of each inferred field. This
procedure ensures that every sub-byte segment becomes properly byte-aligned, thereby
satisfying the prerequisites required by existing byte-oriented detectors. The design of this
step follows two essential principles: it maintains the semantic integrity of the original
protocol while guaranteeing that the inserted bits can later be reversibly removed without
affecting the true field structure.

As illustrated in Fig. 2.5, fields such as the 4-bit length field and the 1-bit control
flags (e.g., SYN, ACK, PSH) are inherently shorter than one byte, making them invisible
to conventional byte-oriented approaches. By introducing padding, BBAE reshapes these

fields into analyzable byte-aligned units, allowing tools such as BinaryInferno to operate
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effectively on the modified data. The green and blue arrows in Figs. 3.3 and 3.4 indicate
the boundary positions detected during Step 3, after the padded data has been reprocessed.

The evaluation results confirm the importance of this step. For MQTT, Step 3
reconfirms boundaries already suggested in Step 1, such as the boundary between the
message type and the DUP flag, which increases confidence in the inferred structure. For
TCP, Step 3 is more impactful. It validates several boundary candidates from the initial
bit-level analysis, including the boundaries between the source port and destination port,
the ACK number and header length, the header length and reserved field, and the
checksum and urgent pointer. In addition, Step 3 identifies a new boundary between the
Sequence Number and Acknowledgement fields that was missed in Step 1.

Through this process, BBAE demonstrates that padding, when combined with
byte-oriented analysis, substantially improves boundary detection in binary protocols. The
ability to both confirm earlier findings and uncover additional boundaries highlights the
value of Step 3 and emphasizes how the integration of padding with existing PRE tools

contributes to the overall robustness of the framework
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Figure 3.6: Entropy and similarity for MQTT headers (smaller windows: 2 and 1). Blue
line denotes similarity, red line denotes entropy.



38

3.3.3 Further Discussion

Compared to the original version of the bit-length protocol, where BinaryInferno’s
detectors were unable to recognize any sub-byte fields, the application of our padding
algorithm fundamentally changes the outcome. With padding in place, BinaryInferno is
no longer constrained by its byte-level granularity. Instead, it is able to successfully
identify fields that were previously undetectable, including those occupying only a few
bits. More importantly, the tool is also capable of providing semantic descriptions for
these fields once they have been aligned to byte boundaries, thereby extending its
analytical power without requiring modifications to its core design.

This result highlights the transformative role of the padding mechanism within
BBAE. By bridging the gap between bit-level detection and byte-level validation, the
framework enables existing state-of-the-art tools to address scenarios they were not
originally designed to handle. In doing so, BBAE introduces a novel and generalizable
approach for handling protocols with bit-length fields, a long-standing challenge in
protocol reverse engineering. The significance of this contribution can be viewed as a step
fromOto 1.

At the same time, it is important to consider whether padding may introduce negative
effects. Padding can potentially affect boundary detection if it alters the statistical or
semantic properties of the data used for analysis. In BBAE, however, the padding
mechanism is carefully designed to minimize this risk and to constrain its impact.

First, padding is applied only after candidate boundaries have already been identified
at the bit level in Step 1. As a result, the padding process does not affect the initial
boundary-suggestion stage, which relies on entropy and bit-congruence computed from
the original, unmodified bit sequences. Therefore, padding cannot introduce false
boundaries during bit-level detection.

Second, the padding operation in BBAE is structure preserving and fully reversible.
0Os are inserted solely to extend sub-byte fields to byte-aligned lengths, without modifying
the original bit patterns of the fields themselves. Because both the relative ordering and
the internal values of fields are preserved, the semantic meaning of each field remains
unchanged. This design ensures that byte-oriented tools operate on a transformed
representation that remains statistically compatible with the original protocol structure.

In our experimental evaluation, we did not observe any negative impact of padding
on boundary detection accuracy.

Another practical consideration concerns encrypted network traces. BBAE, like most
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trace-based PRE methods, relies on observable statistical variations in protocol fields. If
the protocol payload or header is encrypted, these variations may be obscured or
eliminated, which makes entropy and similarity-based boundary detection ineffective. In
such cases, BBAE is not expected to directly recover meaningful field boundaries from
fully encrypted traffic.

However, this limitation is not unique to BBAE and applies broadly to network
trace-based PRE approaches. In practice, many protocols expose at least partially
unencrypted headers for routing, control, or session management purposes, even when
their payloads are encrypted. BBAE can be applied to these visible portions to infer
structural boundaries. Addressing fully encrypted traffic, for example, by integrating
BBAE with side-channel information, is a promising direction for future work.

Effectiveness and Reasons for False Detection: The above evaluation results
demonstrate that BBAE is effective. Compared to the protocol specification of MQTT
(version 3.1.1), BBAE successfully identifies all field boundaries. The only exception is a
single false positive, where it splits the QoS field into two separate fields. However,
strictly speaking, this may not be considered a false positive. Since MQTT packets
contain different values at the QoS level, BBAE identified the high entropy changes inside
this QoS field, resulting in splitting the field into two subfields. Practically, this implies
BBAE can distinguish different QoS levels.

Similarly, BBAE accurately detects all field boundaries of TCP except for the
Reserved and Flag fields. Upon closer examination of the packet contents, we found that
this issue arises due to the facts that (1) the concatenation of (Reserved, URG, and ACK)
remains nearly unchanged across all observed packets, (2) there are only several SYN and
FIN packets in the dataset, which cannot cause sufficient entroy changes at the SYN and
FIN flags. These limitations could be mitigated if the captured traffic were sufficiently
diverse, allowing BBAE to distinguish variations within these fields. For example,
forcibly corrupting the TCP server during traffic capture to introduce different URG bit
values or manually altering flag field values could enable BBAE to detect these
boundaries. However, we opted against such modifications since it implies that we
already know the protocol structure. Instead, we only reported our evaluation results
based on traffic traces captured under normal network operating conditions.

Running Time: We evaluated BBAE and other baseline methods on a laptop
(Operating System: MacOS Sequoia 15.1, Memory: 8GB, CPU: Apple M2). The results
demonstrate that BBAE requires approximately 4 seconds to analyze the TCP packets and

around 8 seconds to process the MQTT packets. In comparison, the baseline methods
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exhibit slightly faster runtimes, completing their analyses in under 2 seconds. Although
this shows that BBAE introduces some additional computational overhead, the difference
remains relatively small when placed in the broader context of protocol reverse
engineering tasks. It is important to note that Protocol Reverse Engineering (PRE) is
generally performed offline after network packet traces have been captured. As such,
execution speed, while relevant, is not the primary limiting factor. Instead, accuracy and
reliability of field boundary detection play a more decisive role in the utility of a method.
From this perspective, the additional few seconds required by BBAE are justified by the
substantial improvement in detection accuracy demonstrated in our evaluations.
Moreover, a runtime measured in single-digit seconds on a standard laptop can be
considered both lightweight and practical for real-world applications. This performance
characteristic ensures that BBAE can be readily deployed in typical research or
operational environments without the need for specialized hardware or excessive
computational resources. Thus, the evaluation confirms that BBAE achieves a balanced
trade-off between accuracy and efficiency, making it a feasible and effective tool for

protocol analysis tasks
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Chapter 4

Graphical User Interface for BBAE

To improve the usability and accessibility of BBAE, we developed a Graphical User
Interface (GUI). The GUI provides an intuitive and interactive environment for
conducting protocol reverse engineering tasks, thereby lowering the entry barrier for users
who may not be familiar with command-line operations or programming practices. By
presenting BBAE’s functionality through a graphical interface, users are able to engage
directly with the analysis process in a more straightforward and efficient manner.

This chapter introduces the motivation behind developing the GUI, outlines its
overall architecture, and describes the key functionalities that support protocol reverse
engineering with BBAE. In addition, we provide an illustrative example workflow to
demonstrate how the GUI operates in practice and how it streamlines the process of

analyzing binary protocols.

4.1 Motivation and Design Goals

The motivation for developing a GUI for BBAE stems from the need to improve both
usability and accessibility. While the core algorithm of BBAE can be executed through
command-line operations, such an interface often requires familiarity with coding
environments and command-line syntax, which may not be friendly to users who lack this
background. By providing a GUI, we lower the barrier and make it possible for users with
diverse technical backgrounds to benefit from the analytical capabilities of BBAE.

The design goals of the GUI are therefore twofold. First, it aims to provide an
intuitive and interactive environment in which users can operate BBAE without the need

for command-line interaction or coding skills. Second, it seeks to preserve the full
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Figure 4.1: Main user interface of the BBAE GUIL

analytical power of BBAE while presenting results in a more user-friendly manner. In this
way, the GUI serves as a complementary component that enhances the applicability of

BBAE in both research and practical protocol analysis scenarios.

4.2 Prerequisites

Before running the GUI, the input data must be prepared by extracting the target protocol
layer from the captured packets and saving it in hexadecimal format. Using Scapy in
Python, we read the PCAP file, select the specific protocol layer for analysis, and employ
Auto-ETLYV to identify message headers automatically. The extracted headers are then
exported in hexadecimal format, with one header per line. This preprocessing step ensures

that only the relevant protocol layer is provided to BBAE for subsequent analysis.

4.3 Overview and Key Functionalities

A screenshot of the main interface is shown in Fig. 4.1. This figure illustrates the layout of
the GUI, including the input panel for file selection, the parameter configuration panel,

and the results area where intermediate and final outputs are displayed.
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The GUI provides a set of functionalities that make protocol reverse engineering with
BBAE more intuitive and user-friendly. The interface is designed to guide users through

the main steps of analysis in an interactive manner. The core functionalities include:

 File Management: Users can open protocol trace files and manage their inputs

directly from the GUI without requiring command-line interaction.

* Parameter Configuration: The GUI allows users to set analysis parameters, such
as thresholds and header length, through simple input fields. Note that the header
length is obtained based on the output of Auto-ETLV from Step 1 in the workflow
shown in Fig. 2.1; a detailed explanation of this process is given in Section 2.2 (Step
1: Boundary Suggestion). This ensures that subsequent boundary detection is

applied specifically to the header rather than the entire message.

» Step-by-Step Output: The GUI simultaneously outputs the results of all analysis
steps in the form of lists. For each step, the detected boundary positions are
displayed, allowing users to examine the intermediate outcomes in detail. In
addition, the final reconstructed boundary map is presented alongside these
intermediate results. By showing all steps together, the GUI makes it clear how
boundaries evolve throughout the process and enables users to compare different

stages of analysis in a single view.

* Interactive Adjustment: Since the GUI displays the outputs of all steps, users can
directly compare intermediate and final results within a single view. This feature
allows users to iteratively adjust analysis parameters, re-run the process, and refine
results, thereby supporting trial-and-error exploration of protocol structures in a

more systematic and transparent manner.

4.4 Example Workflow

This section demonstrates how to operate the BBAE GUI for analyzing a packet trace.
After launching the application, we first click the Browse button in the input panel to

select the packet file as the input, as illustrated in Fig. 4.2.

Input: belect HEX text file (one message per line) Browse

Figure 4.2: Input panel of the BBAE GUI. Users can select a packet trace file by clicking
the Browse button before running the analysis.
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Next, we configure the parameters in the parameter panel. The user needs to specify
the threshold parameter, which may be left at its default value for an initial run or adjusted
according to specific needs, as illustrated in Fig. 4.3. After clicking the Run button, the

analysis process begins automatically.

threshold: 0.500 _

Figure 4.3: Input panel of the BBAE GUIL

Finally, the statistical results are displayed in the log panel, as illustrated in Fig. 4.4.
This panel presents the outputs of all steps together with the final reconstructed
boundaries, allowing the user to verify the progression of the analysis and inspect the

comprehensive results in a single view.

Logs

Input file: /Users/leijiezhang/Desktop/BBAE/Data_txt/tcp_messages.txt
Header end (bit, exclusive): 161

threshold: 0.5

bit 1 segmentation: [2, 3, 18, 19, 99, 100, 108, 109, 110, 144]

trusted boundaries: [0, 16, 32, 96, 100, 108, 110, 128, 144, 160]

final result: [0, 16, 32, 96, 100, 108, 109, 110, 128, 144, 160]

Completed in 4.74s

Figure 4.4: Log panel of the BBAE GUI.

By combining the 1-bit long segmentation with the trusted boundaries, as described
in Section 2.2.6, we obtain the final Step 1 result, as shown in Fig. 4.4. This result
corresponds to the output of Section 2.2 (Step 1: Boundary Suggestion). The application
then generates a padded . txt file, which can be processed by a byte-aligned tool such as
BinaryInferno. By combining the Step 1 result from BBAE with the output of the
byte-aligned tool, we obtain the final result, as reported in Table 3.1.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

Reverse engineering binary network protocols poses significant challenges due to the
presence of sub-byte field sizes and the complexity of information encoding schemes.
Without publicly available specifications, analysts must rely solely on captured traffic;
however, the compact nature of binary protocols often blurs the clear boundaries that are
common in text-based designs. Unlike text-based protocols, which typically include
separators or delimiters to indicate the start and end of fields, binary formats compress
information to maximize efficiency. This compression makes it extremely difficult to
identify where one field ends and the next begins, particularly in the presence of
variable-length fields, optional payloads, and nested structures that further obscure the
underlying format.

These difficulties have direct implications for practice. In critical security
applications, such as deep packet inspection, anomaly detection, and threat intelligence,
accurate protocol knowledge is essential to ensure correct traffic classification and to
identify malicious activity. However, the lack of reliable field boundary detection in
binary protocols undermines the precision of these applications, often resulting in
incomplete or inaccurate interpretations. The problem becomes even more pronounced
when field boundaries fall at arbitrary bit positions, where conventional byte-oriented
methods fail to provide meaningful results.

Despite ongoing research efforts, no existing tools are capable of achieving accurate
and comprehensive boundary detection for binary protocols. Prior work has made progress

in handling certain protocol structures, but the fundamental challenges remain unresolved.
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This situation calls for innovative approaches that can address the unique characteristics of
binary protocols and support the increasing demands of modern network security analysis.

To address this gap, we developed Bit-to-Byte Alignment with Entropy (BBAE), a
novel approach designed to effectively identify field boundaries of arbitrary length at the
bit level. Traditional methods often struggle due to their reliance on rigid byte-aligned
assumptions, which hinder their ability to recognize sub-byte fields and irregular
structures commonly found in binary protocols. BBAE overcomes this limitation by
employing a systematic strategy that integrates entropy analysis and bit-congruence
calculations across multiple window sizes. Through this design, the method can capture
and highlight positions that exhibit significant changes in randomness or similarity,
thereby indicating a high likelihood of true field boundaries.

An essential component of BBAE is the padding mechanism. After identifying
potential bit-level boundaries, BBAE pads sub-byte fields to achieve byte alignment
without altering the underlying semantics. This step is crucial, as it allows the padded data
to be processed using existing state-of-the-art byte-oriented protocol reverse engineering
tools, such as BinaryInferno, which are highly effective when operating on byte-aligned
structures. By doing so, BBAE bridges the gap between bit-oriented analysis and
byte-oriented methods, enabling accurate validation of detected boundaries and the
discovery of new ones that would otherwise remain hidden. In this way, BBAE not only
establishes itself as the first powerful tool capable of addressing the structural complexity
of binary protocol analysis, but it also introduces a promising method for augmenting
existing byte-oriented analytical tools with the capability to handle bit-oriented analysis.
This integration ensures that the strengths of both entropy-driven detection and
established byte-oriented inference methods are combined, ultimately providing a more
reliable and scalable solution for protocol reverse engineering in scenarios where field
boundaries occur at arbitrary bit positions.

To facilitate the use of BBAE in practice, we further developed a Graphical User
Interface (GUI) to assist the analysis and improve the overall usability of BBAE. The GUI
provides an intuitive and interactive environment that automates intermediate operations,
reduces repetitive manual tasks, and enables users to visualize and verify the inferred

boundaries more efficiently.
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5.2 Future Work

BBAE uses cross-verification to significantly reduce false positives by consolidating
results from multiple window sizes and metrics. While this mechanism strengthens the
reliability of detected boundaries and ensures more robust inference in diverse scenarios,
it still faces several inherent limitations. First, it relies on data variability; when captured
traces lack sufficient diversity, some low-variance fields, such as reserved bits or rarely
triggered flags, may not be correctly identified. Second, the approach encounters
challenges when dealing with encrypted or compressed network traffic, where entropy and
similarity measures become less informative due to the near-uniform distribution of bit
patterns. Third, the framework may face scalability issues when analyzing very large
datasets or highly complex protocols, as the exhaustive evaluation of potential boundaries
at multiple granularities increases computational cost. Finally, the current design assumes
a big-endian format, which restricts its direct applicability to protocols using alternative
encoding schemes. Our future work is to address the above limitations.
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