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ABSTRACT

In recent years, the Internet of Things (IoT) has been proliferating in various fields,
such as health care, smart city, and connected autonomous vehicles. Accompanying
the popularity of IoT are security attacks that exploit the vulnerabilities of many IoT
devices. To build IoT anomaly detection systems, we need to collect and label a large
amount data from diverse IoT scenarios, which is a time-consuming and prohibitive
task if without the support of an IoT testbed. This thesis fills this urgent need by
developing a scalable, flexible, safe, and secure IoT testbed.

To make the testbed scalable, we need to reduce the hardware cost and make
its architecture easily extendable. For this, we build a hybrid testbed consisting of
real IoT devices, such as motion sensors and smart cameras, and emulated devices
with Raspberry Pi. The emulated devices can replace real IoT devices with the same
operational behaviour as real IoT devices but at a much lower price. Flexibility means
the testbed can easily simulate different application scenarios. To make the testbed
flexible, we build a dedicated data management module to facilitate the complex
tasks in generating diverse traffic patterns, reproducing security attacks, collecting,
visualizing, and analyzing network traffic. Testbed safety means the testbed will
not cause any adverse impact to the Internet, and testbed security means protecting
it from outside attacks. For safety, we carefully analyze the source code and the
behaviour of launched attacks and configure a traffic filter to strictly contain the
attack traffic within the testbed. For security, we scan and analyze the security of all

[oT devices within the testbed to ensure no exposed vulnerability in the used devices.
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Chapter 1

Introduction

1.1 What Is the IoT System?

In recent years, the Internet of things (IoT) is becoming a widely-used technology
in industries and people’s daily lives. The idea of IoT was proposed as early as the
mid-1970s, even though the term of IoT had not been used yet. In the 1970s, a
Coke vending machine at Carnegie Mellon University was connected to the Advanced
Research Projects Agency Network (ARPANET), the Internet’s predecessor, to solve
practical problems, such as remotely checking the temperature inside the vending
machine [62]. This attempt already had all the essential parts for an IoT device,
such as the sensors, network connection, processing capability, and identifier. And
it also met the primary purpose of IoT devices, which is offering services to various
applications by interconnecting things in physical and virtual approaches [61]. In
1999, the term “Internet of things” was created by Kevin Ashton, the executive
director of the Auto-IDCentre, MIT [4]. In the past 20 years, IoT devices have
experienced explosive growth. In the meantime, the IoT supporting technologies
have become mature. For example, Radio Frequency Identification (RFID), IEEE
802.11 (Wi-Fi), Zigbee, and Bluetooth have been widely adopted to support IoT
communications [55].

While the global consumption of electronic products has continued to grow in
recent years, the growth rate of IoT devices is remarkably faster than other types of
devices. From multiple sources, global IoT device usage was far less than non-IoT
devices in the 2000s, and in the late 2010s, the number of the two was almost equal.

In the next few years, however, the number of IoT device deployments will far exceed



Active connections in billions

25 A

=

th
L

the number of non-IoT devices [7,19,30,37,52]. As shown in Figure 1.1, there will be

three times as many IoT contrivances as non-IoT devices in 2025. Such rapid growth

of IoT devices is due to the booming IoT applications in the following major fields:

IoT and non-IoT active device connections worldwide from 2010 to 2025

. T
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Figure 1.1: IoT and non-IoT active device connections worldwide from 2010 to 2025.

The years with * means the expectation years. The data is from [24,53].

Medical applications: The Internet of Medical Things (IoMT) is used for
vital signs monitoring, elder care, telemedicine, and medical data collection.
These applications can improve the efficiency of hospital operations and help
healthcare workers make diagnoses [12,16,20,33]. As the technology of IoMT
matures, more professional applications, such as Remote patient monitoring
(RPM) devices and Personal emergency response systems (PERS), have been
developed. While IoMT brings convenience, it also creates problems and chal-
lenges. Since the IoMT devices usually have direct contact with the human
body, they must ensure not causing harm to humans. If the IoMT devices
collect patients’ information, they must ensure privacy and prevent personal
information leakage. The reliability of the devices is also necessary, since the
[oMT devices may need to collect accurate health data in different scenarios

(e.g., walking, jogging, and running).

Infrastructure applications: With the increasing scale of cities, many new

challenges have arisen for urban management. The concept of Smart City was




proposed for deal with the challenges [23], by supporting intelligent services for
energy management, garbage recycling, water treatment, public safety, etc [54].
The goal of the smart city is to efficiently manage the city, provide high-quality
services to citizens, and reduce labor and energy consumption by deploying a
large number of [oT devices. This concept has been applied in many large cities,
such as Singapore, Dubai, Oslo, Copenhagen, and Boston [32]. Nevertheless, the
smart city is facing challenges in cyber security [63]. Attacks on infrastructure
have occurred frequently in recent years. The most significant impact is the
cyber attack on the North American oil pipeline in 2021, which caused energy

shortage and inconvenience to people’s lives [15,59].

Industrial applications: The application of IoT in the industrial field is also
called IToT. Two typical example IIoT are manufacturing and agriculture. In
the manufacturing field, IoT is applied to smart factories, robotic arm control,
supply chain management, and energy consumption control. Due to their small
size, portability, and low price, [oT devices can be embedded in various produc-
tion machinery so that users can observe and control the production process or
automate the process. As such, IIoT can effectively reduce business costs and
improve production efficiency. Some notable examples are Industry 4.0 and
Tesla Gigafactory [17,21,23,50,56,65]. In agriculture, IoT devices can monitor
the natural environment, such as weather, soil, pests, and plant growth, based
on which farmers can automate seeding, irrigation, and fertilization. These
technologies can maximize the utilization of agricultural resources and reduce
risks and costs for users [1,13,28,40]. For IIoT, reliability and confidentiality are
about business productivity and business confidentiality. Nevertheless, attacks

against 1IoT are common [58].

Consumer applications: The smart home and wearable IoT devices are in-
tegral parts of consumer applications. I[oT devices have been used for power
management, voice control, multimedia streaming, and house cleaning, provid-
ing people with the most immediate convenience and entertainment in their
daily lives. The functions and computing power of a single smart home or
wearable device are relatively weak, but today’s smart home devices can be
connected to a mobile phone or computer through a gateway to form a network
of IoT devices interacting within a home or office [29]. Some typical smart home

products include Amazon Alexa, Apple Home Kit, and Google Nest. It is worth



noting that among several IoT applications, the threats faced by smart homes
and wearable devices are more severe due to the lack of strong security pro-
tection in most home IoT devices. Once compromised, these IoT devices may
disclose consumers’ personal information to the Internet. Even worse, the com-
promised IoT devices can be exploited for distributed deny of service (DDoS)

attacks to cause more significant damages [5,22,48].

IoT applications

Consumer Medical Infrastructure Industrial
applications applications applications applications
J L
{ I (_J (—)ﬁ M M
Wearable [oT [ Smart home J [ [oMT ’ [EnwrpmpentJ [Transportation} [Manufacturing} { Agriculture ]
monitoring

Figure 1.2: Classification of IoT application areas.

Figure 1.2 shows a brief classification of IoT applications. Among various types of
[oT applications, we mainly focus on the consumer applications in this thesis. Con-
sumer [oT devices, such as smart cameras and smart doorbells, are closely related
to people’s daily life but usually do not include strong security protection. Accord-
ing to research by Hewlett-Packard (HP), many consumer IoT devices vulnerabilities
have been exposed, such as insufficient authorization, insecure interfaces, or lack of
transport encryption. It has been reported that 60% to 80% IoT consumer prod-
ucts were vulnerable [14,46]. In the next section and chapter 2, we will discuss the

vulnerabilities of consumer IoT devices and attacking mechanism in more detail.

1.2 IoT Security And Vulnerabilities

To find out IoT devices’ vulnerabilities, we should first understand their architec-
tures. As an emerging concept, [oT has special architecture. For better understand-
ing, we start with well-established architectures for operating systems and computer
networks. For the former, Dijkstra developed the layered architecture for operating

systems as shown in Table 1.1 [9]. For the latter, a typical example is the Open Sys-



tems Interconnection model (OSI model), which divides the data flow in the computer

networks into seven layers, as shown in Table 1.1.

Table 1.1: Operating system layered

Layer 6
Layer 5
Layer 4
Layer 3
Layer 2
Layer 1

architecture

User programs

I/O Management
Operator Console
Memory Management
CPU Scheduling
Hardware

Table 1.2: OSI network layered

architecture
Layer 7 Application
Layer 6 Presentation
Layer 5 Session
Layer 4 Transport
Layer 3 Network
Layer 2 Data link
Layer 1 Physical

The architecture of IoT devices does not follow strictly the conventional OS model

or network model, but rather have particular characteristics depending on specific

application scenarios.

While currently there is no consensus or standard for IoT

architecture, the 3-layer general model is widely accepted, including the perception,

network, and application layers [25,31,39,47,64,66], as shown in Figure 1.3.

-

N

Application layer

N

/

Network layer

(&

Perception layer

)

c
b

Figure 1.3: The layered architecture for loT

This thesis follows the 5-layer IoT model when discussing IoT vulnerabilities.

Next, we introduce the functions of each layer and their vulnerabilities [2,8,25,26, 38,

41,60, 66].



e Perception layer: The perception layer is also called the physical layer or
sensor layer, and it is the foundation of [oT. Its main components may include
QR codes, barcodes, RFID, cameras, and various sensors. The main functions of
the IoT perception layer are information perception and raw data collection. In
this layer, the vulnerabilities are tightly coupled with specific physical hardware.
For instance, RFID has been widely used in access cards, passports, and other
[oT devices for identification and tracking. However, there is the risk of illegally

modifying, tracking, and blocking RFID.

e Network layer: The network layer collects data from the perception layer
and provides the function of data routing, transmission over the Internet. The
network gateways play an important roll, they are the mediation between differ-
ent networks or IoT devices. Various communication technologies can be used
in this layer, e.g., Wi-Fi, Long-Term Evolution (LTE), Bluetooth, near-field
communication (NFC), and Zigbee. Some vulnerabilities have been reported
against these technologies, for example, the Bluejacking and Bluebugging [6,36]
attacks against Bluetooth.

e Application layer: The application layer collects data from the network layer
to provide various services to the user. In this layer, various application proto-
cols are applied, such as Simple Mail Transfer Protocol (SMTP), File Transfer
Protocol (FTP), HyperText Transfer Protocol (HTTP), and Telnet. There are
some critical vulnerabilities in this layer. The Mirai botnet can intrude on an
[oT device by default Telnet and SSH service.

In some of the more-refined categories, there is a business layer on top of the
application layer. The business layer provides the business-related services such as
authority management, device firmware update, data analysis, and cloud computing.
Usually, the services at this layer are maintained by the application service provider
(ASP), Internet service provider (ISP), Original Equipment Manufacturer(OEM), or
cloud providers. It is also worth noting that different IoT applications may have quite
different architecture. For example, industrial IoT may have a massive perception
layer, but it may not need an application layer and the data is transmitted from the
network layer to the business layer directly [60]. The diversification of network data
and the increase in the number of users open the door for security attacks aiming

at the business layer. For example, some attackers can forge a large number of fake



users for data poisoning and inject a massive amount of incorrect data to decrease
the accuracy and efficiency of the cloud server.

Overall, we can see that each layer of loT architecture is subject to secure attacks,
which are prevalent due to the several reasons. First, the [oT devices’ hardware and
software lack standardization [2], and many proprietary protocols may have unde-
tected flaws. Second, the CPU architectures in the IoT device market are diverse, in-
cluding ARM, MIPS, and their numerous variants. The hardware complexity creates
the complexity of the operating system, applications, and remote services, making a
unified security solution nearly impossible. Finally, many [oT devices use weak pass-
words or insecure APIs, and in many cases a simple brute-force dictionary attack may
compromise the IoT devices. We will discuss some typical IoT attacking mechanisms

in more detail in Chapter 2.

1.3 Motivation

In order to improve the security of IoT devices and defend against network attacks,
researchers must strengthen the security of IoT device software and develop effective
network anomaly detection systems for IoT. This is premised on understanding the
different mechanisms of cyber-attacks and preparing appropriate datasets for testing
anomaly detection algorithms and training machine learning models.

To achieve the above goals, need to build a testbed that can help us reproduce
and analyze the attack process in the IoT settings. In this way, the researchers can
understand the mechanism of the attack and propose more effective defence. At the
same time, this testbed also needs to collect diverse data that are representative for
[oT applications, such as data generated when IoT devices work regularly and data
generated when an attack occurs. The datasets will be used for our research in IoT
anomaly detection, e.g., federated learning-based anomaly detection and root cause
analysis.

Building a realistic IoT testbed requires non-trivial engineering efforts and needs
to carefully balance the tradeoff between the scale and the cost. Most real-world
[oT applications involve hundreds or even thousands of IoT devices. Ideally, the
testbed should reflect the similar IoT environment with a large number of devices
of different device types. Nevertheless, replicating large-scale IoT systems over the
testbed is prohibitive in both hardware and data management costs. Due to this

reason, building a large-scale IoT test is normally out of the reach of academic research



labs. To address this problem, we are motivated to build an IoT testbed that s
cheap, easily extendable, and collects diverse IoT data useful for building/testing IoT

anomaly detection systems.

1.4 Background on Testbed

Based on the establishment method, there are three types of testbed often used in

research:

e Real-device testbed: All evaluations, testing, and data collection are based
on commercially available IoT products. All data and behaviors are generated
by replicating real-world IoT applications. This type of testbed is most expen-
sive, but the experimental results and the data from the testbed are most close

to real-world IoT systems.

e Simulated testbed (aka simulator): A simulator is a software system that
behaves like a real-world system to perform network tests and experiments.
This type of testbed is normally termed as simulator to distinguish from real-
device testbed, in the sense that the implementation of the simulator is totally
different from the real-world object’s implementation. For example, Network
Simulator 3 (NS3) is well-known network simulation software, and it simulates
a real-world network on one computer by writing scripts in C++ or Python.
NS3 can create virtual nodes, links, or packets. A simulator offers researchers
the convenience and freedom to create a virtual network with different topology
and configurations. However, there may be a certain gap between the authen-
ticity of its data and the data generated in the real-device testbed. It is also
hard for a simulator to test real-time human-machine interaction or the inter-
action between IoT sensor and physical environment, further limiting its value

in building/testing IoT anomaly detection systems.

e Emulated testbed: An emulator is a hardware or a software system that
behaves like a real-world object to perform network tests and experiments.
Unlike simulators, the implementation of the emulator is the same as the real-
world object’s implementation. For example, a smart camera emulator uses the
same approach as a commercial smart camera to interact with the environment,

e.g., video-recording the environment and streaming the video to the cloud.



Nevertheless, if we use Raspberry Pi to emulate a smart camera, we can simply
generate pre-recorded videos from Raspberry Pi without using any physical
lens. In this way, we can greatly save cost (a Raspberry Pi is much cheaper
than a smart camera) without sacrificing much on the authenticity of data.
Another advantage of emulated testbed is that it provides a degree of freedom
for controlling and modifying the emulated devices. For instance, we can use

Raspberry Pi to emulate a temperature sensor, a light sensor, or a smart camera.

Based on the testbed usage, there are three types of testbeds often used in research

as below:

e Security-oriented testbed: Such a testbed is used for security research. For
safety reasons, the testbed is usually not connected to the Internet or uses a
firewall to strictly contain the traffic, because some real cyberattacks are repro-
duced on the testbed. The testbed may use actual or emulated IoT consumer
products. There is also a control center for researchers to test attacks and se-
curity scans of IoT devices. The output of such a testbed is usually a security
assessment report for multiple IoT devices or a small IoT network. A typical
such test platform is “SoK,” a security evaluation testbed for home-based IoT
applications [3], which hosts 45 IoT devices such as webcams, home assistants,
media, and network devices. The authors [3] tested the IoT devices with mul-
tiple tools, such as Nessus Network Monitor, ntopng, and Wireshark, and used
sslsplit to generate a man-in-the-middle attack. Based on the tests, they pro-
duced a security report, including each IoT device’s security ratings, features,

and vulnerabilities.

e Performance-oriented testbed: This type of testbed has a similar architec-
ture to a security-oriented testbed, but for a different purpose. Usually, it is used
to test the accuracy and efficiency of a detection system or a program. When
testing a new protocol or new software, it can measure CPU usage, memory
usage, network latency, and power consumption. Researchers have established
such testbed to test the time efficiency, and CPU usage for an IoT architecture
used in smart cities and agriculture [67]. Another such testbed is built to evalu-
ate the performance of IoT middleware for syntactical interoperability [45], i.e.,
the packaging and transmission mechanisms for data communication between
different protocols. Their focus is on evaluating the CPU/memory utilization

and transmission delay [45].
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¢ Real-time monitoring and data collection testbed: This type of testbed
may mix security-oriented and performance-oriented testbed functionalities. Its
purpose is to monitor the devices’ behavior in real-time and collect devices’
behavior data for security and/or performance analysis. For example, when the
researchers analyze the cyber-attack pattern, they need to build such testbed to
ensure they produce plenty of data. For this purpose, a physical IoT testbed is
established to collect network traffic and use the data for botnet analysis [34]. To
be effective, such testbed should include a dedicated component for collecting,

managing, and analyzing large-scale network traffic data.

Based on the above introduction, we conclude that the emulated testbed is cheaper
than real-device testbed, and it generates more realistic data than the simulator. With
the emulated testbed, we can achieve the goals stated in the previous section. This
thesis follows the emulated approach but uses both real and emulated IoT devices
in the testbed. In addition, our testbed combines the functionalities of a security-
oriented testbed and data collection testbed.

1.5 Contributions and Thesis Organization

This thesis makes contributions by tackling the technical challenges in building a
safe, scalable, and flexible IoT testbed. In this thesis, we use the term “safety” to
refer to that the testbed will not cause adverse impacts to the Internet and the term
“security” to mean that the testbed is protected from outside attacks. We mainly

focus on the safety issues while relying on existing secure measures for security.

e Safety: Because the main purpose of the testbed is for security analysis on
[oT devices and anomaly detection systems, some malware will be launched
to attack the IoT devices. For an IoT device such as smart camera to work
normally, the IoT device may need to communicate to cloud services controlled
by the product’s service provider. In other words, the testbed needs to connect
to the Internet to test the normal behavior of IoT devices. When the malware
is launched, we need to make sure no attack traffic can escape the testbed to
cause any damage to the public. To address this challenge, we carefully analyze
the behavior of any launched attacks and configure a traffic filter to strictly
contain the attack traffic within the testbed. (Chapters 2 and 4)
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e Scalability: A scalable [oT testbed should use low-cost hardware for cost sav-
ing, and its architecture should be easily extendable. To address this challenge,
we build a hybrid testbed consisting of both real IoT devices, such as motion
sensors and smart cameras, and emulated devices with Raspberry Pi. The em-
ulated devices can be used to replace real IoT devices with same operational
behavior as real IoT devices and without much sacrifice on the authenticity of
network traffic. (Chapters 3 and 4)

e Flexibility: One of the testbed’s purposes is to collect network traffic under
different IoT scenarios for further research. As such, the testbed must generate
the network traffic for different scenarios, including heavy /light background traf-
fic, different maximum transmission unit (MTU) settings, and different stage of
malware attacks (e.g., scanning, launching, heartbeating, attacking). Flexibility
also implies ease of data management for collecting, classifying, and reproducing
network traffic for different test scenarios. To achieve this goal, we build a ded-
icated data management module to facilitate complex tasks in data collection,

visualization, and analysis. (Chapter 5)

The rest of the thesis is organized as follows. Chapter 2 consists of the motivation
to analyze the attack mechanism of typical IoT devices. A concrete examples is
given to show how open-source malware can be used to reproduce the attack on our
testbed. The knowledge presented in this chapter will be utilized to ensure the safety
of the testbed when we design the testbed architecture in Chapter 4. Chapter 3
includes the particular purpose of building emulated 10T devices using Raspberry Pi.
We introduce the Raspberry Pi platform, and the details of emulated IoT devices.
Chapter 4 presents the overall architecture and the detailed setup of the testbed. We
also explain why the architecture is easily extendable. Chapters 3 and 4 together
address the scalability issue of the testbed. Chapter 5 introduces the dedicated data
management module, including data collection, data generation for different scenarios,
[oT network traffic analysis, and devices security analysis. Finally, we conclude the

thesis and discuss future work in Chapter 6.
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Chapter 2

An Analysis on IoT Attacks

2.1 The Purpose of Analyzing IoT Attacks

There are many different types of IoT attacks, and it is impossible to analyze all of
them. Even so, we need to gain a basic understanding of the general attack strategies
for two main reasons: First, we need to launch malware attacks in the testbed to test
[oT devices’ security measures. Second, we need to isolate the attack traffic inside
the testbed. Without a good knowledge of the attack mechanism, it would be hard to
contain the attack traffic. Third, we need to study the traffic patterns during different
stages of attacks, which requires us to know the behaviour of attacks. Overall, we

need to clarify the following issues:

How to implant the malware into an IoT device?

What is the structure and component of the malicious code?

How to deploy and configure malicious code and its control center?

e How to launch the attack on specific IoT devices?

In the rest of this chapter, we start with a general introduction on typical malware
attack mechanism and then use Mirai botnet as the concrete example to illustrate

the attack details.
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2.2 Introduction of Typical Malware Attack Mech-

anisms

2.2.1 Vulnerabilities of IoT Software and Firmware

As described in Chapter 1, there is weakness in various aspects of IoT that attackers
can exploit. The lack of manufacturing standards and low-cost hardware components
are possible reasons for this phenomenon.

General speaking, the attack against IoT can be divided into two main steps.
The first step is to discover and exploit some vulnerabilities in the IoT device itself.
Compared to attacking computer servers, this task is relatively easier since loT device
manufacturers usually do not implement strong security protection for cost saving.
At the end of the first step, attackers can gain the access to control the device. The
second step is to implant malware into the [oT device through exposure. In this
section, we will mainly discuss the first step.

Many organizations or websites publish the newly discovered IoT vulnerabilities,
for example, the Common Vulnerabilities and Exposures (CVE) and the National
Vulnerability Database (NVD) include abundant information regarding IoT vulnera-
bilities. According to 2021 statistics from CVE [27], the weaknesses that are exploited

more often against IoT devices include:

e Buffer overflow: A buffer overflow occurs when a buffer receives more data
than it can store. Buffer overflow data usually corrupts program and results in
unexpected termination. In addition, if the contents of the overflow data are
intentionally constructed, it is feasible to execute the specific command or take
control of the system. Such vulnerabilities can be caused by various reasons,
from poor programming to problems with the programming language itself. For
example, assembly and C/C++ allow direct memory access, granting enough

power for attackers to develop buffer overflow attacks.

e SQL injection: An SQL injection attack inserts a malicious SQL query or
adds a statement into a program’s input parameters. The SQL query is then
executed on the backend SQL server. In order to completely hijack an IOT
device, the attacker needs to assume root level of control of it. Omne of the

easiest ways to achieve this is by using an SQL injection.
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e Directory traversal attack: Directory traversal is a security vulnerability
caused by insufficient security validation of user-entered file names by a web
server or web application. The implementation does not adequately filter user
input for “../”, allowing an attacker to bypass the server’s security restrictions

and access arbitrary files by using some special characters.

In this thesis, for a detailed description of vulnerabilities exploitation, we use CVE-
2019-10999 as an example [10]. Nowadays, many programs can analyze firmware, such
as Centrifuge, a firmware analysis platform from ReFirm Labs. With the tool, people
have discovered Vulnerabilities, such as CVE-2019-10999, against several models of
D-link webcams. CVE-2019-10999 is a stack-based buffer overflow vulnerability in
alphapd, the back-end server program for D-link cameras that allows an authenti-
cated user to execute arbitrary code by passing a long string to the WEPEncryption
parameter when requesting webpage wireless.htm. It is a common vulnerability for

the following devices:

Table 2.1: Vulnerable devices for CVE-2019-10999.

H Model Firmware version H

DCS-5009L  1.08.11 and below
DCS-5010L  1.14.09 and below
DCS-5020L  1.15.12 and below
DCS-5025L  1.03.07 and below
DCS-5030L  1.04.10 and below
DCS-930L  2.16.01 and below
DCS-931L  1.14.11 and below
DCS-932L  2.17.01 and below
DCS-933L  1.14.11 and below
DCS-934L  1.05.04 and below

Below, we use the D-link DCS932L model as an example to demonstrate how to
exploit the device’s weaknesses to gain control of the device. We use open-source
code from GitHub to implement the exploitation [18]. The open-source exploitation
code needs to download on a Linux machine. The code needs four parameters to run:
the target device’s IP address, target port number, target device’s username, and
password. We write a shell script, hack.sh, where the open-source exploitation code
is exploit.py, the target device’s IP address is 192.168.0.12, the port number is 80,

the username for the back-end system is “admin”, and the password for the back-end
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system is set to “5212352123".

pythons3 exploit.py -1 192.168.0.12 -P 80 -u admin -p "521235123”

Then we use the command . /hack.sh to execute the code. After the code is suc-
cessfully executed, we could gain the administration control of the back-end system,
and we can execute any command in the back-end of target device, as shown in

Figure 2.1.
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2.2.2 Malware

Once certain ports or services of [oT devices are exploited, attackers can implant mal-
wares into these target devices. In Chapter 1, we introduced various attack methods
and malwares against IoT devices. Botnet is most dangerous, and Mirai is one of the
most representative botnet malware due to its broad impact on a large number of
[oT devices. The Mirai botnet was first found in a large range of distributed denial of
service attacks (DDoS). It has been reported that Mirai attacks can cause victim IoT
devices loss of control, disconnect victim hosts from the Internet, or even crash vic-
tim websites. Mirai can launch various types of attacks, such as Valve Source Engine
flood, DNS resolver flood, SYN flood, AC flood, TCP stomp flood, and HTTP flood.
The domain flux technique could be used in botnet malware to make the network
security administrator hard to detect, block, and back trace the attack. It is achieved
by dynamically generating domain names with domain generation algorithm (DGA).
The earliest Mirai botnet event was found in 2016 [11]. Soon afterwards, there appear
a lot of it’s variants. As botnet malwares, Mirai and it’s variants likely use the domain
flux technique. While this technique is usually used by real-world Mirai botnet, it is
not relevant to our testbed environment.

In this section, we analyze the behavior of Mirai and explain how to deploy and
use Mirai to generate attack traffic on our testbed. The reason that we analyze
the nuts and bolts of Mirai malware is twofold: (1) understand the structure of the
most impactful malware in IoT attacks, and (2) develop a testbed for IoT intrusion
detection, over which we can launch attacks that have the similar structure as Mirai
and capture both benign and attack traffic for training and evaluation detection

models.
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Figure 2.2: A conceptual diagram of Mirai botnet.

The conceptual diagram of Mirai botnet is shown in Figure 2.2. Generally speak-
ing, Mirai botnet consists of cross compilers, command-and-control (CNC) server,
scanner, loader, and MySQL database. The CNC server is the central controller
of the Mirai malware. Based on Mirai source code and related documentation, we

summarize the procedure of launching/propagating Mirai attacks as follows:

e Step 1: (Preparing the attack) Mirai first needs to scan the Internet to
identify members for inclusion in the botnet. For this purpose, Mirai maintains
a report server and randomly probes systems on the Internet. Note that in a

lab testbed, this step can be skipped.

e Step 2: (Deploying the malware and building the botnet) The mal-
ware code is cross-compiled for a variety of architectures, such as miri. X86,
marai. MIPS, and mirai.SH4. Once a vulnerable victim device is discovered,
the loader will identify the architecture of the victim device and load the cor-
responding executable. For example, mirai.X86 could be used on most PC,
because most PC use X86 CPU, and mirai. MIPS could be used for a large fam-
ily of IoT devices using MIPS CPU. With the executable running, the victim
device is now a member of the botnet and extends the attack following the same

scanning and attack activities as any other node in the botnet.
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The bots (i.e., infected IoT devices in Step 2) communicate with the CNC
server to receive attack commands and report connection status. The attack
commands may include different types of attacks. For example, the command
“http” means HTTP flood attack, and “?” means print the available attack
list. The SQL database is established locally with the CNC server. The SQL
database includes mainly three tables to store users’ information, attack history,
and a whitelist. The scanner is used by the mirai botnet to scan for more
vulnerable IoT devices over the Internet. And the loader is used to load the
binary executable into the victim devices. Once a victim is identified, the loader
first checks if there is wget (a program that retrieves content from web servers)
or tftp (Trivial File Transfer Protocol) available in the target device. If yes, the
malware will be loaded on the device with wget or tftp directly. Otherwise, the
loader first uses the echo command to download a small binary into the target
device, and this binary will serve as the function of wget. Once the executable
successfully runs on the victim device, the victim device will be connected to
the CNC, which means a new bot has been created. The botnet is built and is

ready for launching DDoS once a (large) number of bots have been created.

Step 3: (Launching attack with DDoS) After the botnet is built, the
attacker can launch a DDoS attack with command line. A simplest attack

command could be like this:

[bot number] [attack type] [targets] [duration time]

The [bot number] is the number of bots to attack at the same time. This number
depends on the total number of bots in the botnet. The [attack type] could be
“http”, “udp”, or “tcp”. The [targets] denote the IP addresses of the victims,
and there could be up to 255 targets to attack in a time. The [duration time]
is an integer value between 1 and 3600 in the unit of second. For example, an

attack command:

1 udp 192.168.0.1 120

means using one bot to perform a UDP flood attack on the ip address 192.168.0.1

for 120 seconds.
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e Step 4: (Cleaning the “household”) This step is not relevant to our testbed
but is usually included in real-world Mirai botnet to improve its operation. Mirai
source code includes mechanisms to cover bot tracks and block competitors. To
keep itself from discovery, Mirai deletes itself from the file system once the
malware is running, and it changes its name to a randomized value. To protect
itself from competing botnets, Mirai looks for certain identifiers associated with
competing botnets. If it finds any (the competitors are hardcoded in the source

code), it will kill that process.

After we introduce the mechanism of the malicious software targeting loT devices,
we can have an overall idea of establishing the testbed. It is worthy mentioning that
we study the Mirai source code for research purpose only. For safety and security, we
strictly contain the Mirai botnet in the lab environment and will block any attack
traffic outgoing our local testbed.

After studying the source code and the runtime behavior of Mirai, we draw the

following insights:

e The mechanisms behind the malware are complex, and most mechanisms are

specific to IoT vulnerabilities.

e If malware is not carefully contained within the testbed, there is a high risk
that the attack traffic will leak out.

e All data in the attack process are identifiable based on the knowledge gained
from the above analysis, and the detection and collection of these data will be

of great help in improving the security of IoT devices.

e According to the malware’s operation mechanism, we need to build the testbed
that facilitates malware tests and, in the meanwhile, safeguards attack traffic.
For example, we need to set up a network firewall to block attack traffic outgoing
to the Internet. We also need a central server to collect all the data generated
in the testbed.
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Chapter 3

Emulating IoT Device with
Raspberry Pi

3.1 The Necessity of Building Emulated IoT De-

vices

Single-board computers (SBCs) have been widely used for IoT software and hard-
ware development. For instance, Raspberry Pi has been used by many researchers for
the development of various IoT devices and application prototypes, such as IoT-based
biometrics implementations [51], air quality monitoring systems [35], and smart home
automation techniques [44]. In this thesis, we use Raspberry Pi to build emulated IoT
devices. The main idea of building emulated devices is to keep the main implemen-
tation approach of the target imitating object (e.g., commercial IoT devices) using
much cheaper hardware and simplified functionality. The functional simplification is
to trim down the full-stack function of a commercial IoT device to partial function
that our evaluation is focused on. For instance, if our goal is to develop testbed for
data collection and further research on IoT network anomaly detection systems, we
may exclude some functions, such as device registration to cloud center, from the
emulated devices.

While we have discussed the main benefit of using emulated devices in Chapter 1,
we further justify the rationale of developing emulated IoT devices for the testbed as

below:

e The capability of controlling the data in the transmitted network packets is
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necessary for anomaly detection system research. For example, when testing
the performance of a context/payload-based IoT network anomaly detection
system, we may need to create some data streams artificially. The content of
these data packets needs to cover plain text, audio, video, and other forms.
However, commercial IoT products may not meet this need because we have
no control over the packets transmitted by these devices. For example, most
of these devices encrypt data whose original plain text may not be available to
researchers. If we want to compare the system performance with and without
encrypted data, we have to generate plain data with the emulated IoT device

and then encrypt the data in the same conditions.

The primary use of this testbed is to generate and collect data during malware
attacks. However, not all IoT devices have known vulnerabilities that can be
exploited for successful attacks. Even if a vulnerability is discovered and pub-
lished on a site like CVE, the open-source exploitation code is not available in
most cases. In addition, most IoT devices do not open up the ports and services
of background programs to the users. As a result, we may only have a limited
number of devices that we can use for security research, since we cannot im-
plant malware and generate attack data from the compromised devices. Using
emulated devices, we can effectively avoid this problem for we have full control

on device.

One of the critical features of loT devices is their interaction with the real world.
In order to generate data that closely resembles the real world, we want to follow
the basic IoT architecture mentioned in Chapter 1 for performance evaluation.
Therefore, we need a realistic perception layer that contains a variety of sensors,
such as cameras, temperature sensors, and humidity sensors. Emulated devices

with Raspberry Pi can easily meet this requirement.

[oT devices emulated with Raspberry Pi have many other advantages, including
more flexible functionality and a much lower cost. A Raspberry Pi can be loaded
with a motion sensor, humidity detector, temperature detector, microphone, or
camera. Furthermore, any algorithm or program can be easily deployed on the
Raspberry Pi. Moreover, an emulated device is much cheaper than commercial
products. For instance, a commercial smart camera easily costs over 200 CAD,

but the emulated camera costs less than 75 CAD (Raspberry Pi typically costs
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less than 50 CAD and Lens Board for Raspberry Pi Camera costs less than 25
CAD).

3.2 A Brief Introduction of the Raspberry Pi Plat-

form

The Raspberry Pi is the most popular single-board computer today. There are similar
products such as ASUS Tinker Board, Onion Omega, Banana Pi, and Odroid. How-
ever, Raspberry Pi has gained popularity for its extensive community support and
excellent price/performance ratio. In the following, we introduce different models of
Raspberry Pi devices, Raspberry Pi operating system (OS), and some add-on devices,

which we use in our testbed.

3.2.1 Raspberry Pi Hardware

We use Raspberry Pi Zero 2 W, Raspberry Pi 4, Raspberry Pi 3 Model A+, and
Raspberry Pi 3 Model B. All the models have wired and wireless network connections
and necessary ports to connect the add-on devices. These devices are shown in
Figure 3.1, with their specification listed in Table 3.1, Table 3.2, Table 3.2, and
Table 3.4.
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(a) Raspberry Pi 3 A+ (b) Raspberry Pi 3 B

(c) Raspberry Pi4 B (d) Raspberry Pi Zero W

Figure 3.1: Different Raspberry Pi models.

Table 3.1: Raspberry Pi 3 A+ Tech Specs

CPU Broadcom BCM2837B0, Cortex-A53 (ARMvS) 64-bit SoC @ 1.4GHz

RAM 512MB LPDDR2 SDRAM

Network | 2.4GHz and 5GHz 802.11.b/g/n/ac wireless LAN, Bluetooth 4.2/BLE

Extended 40-pin GPIO header
Full-size HDMI
Single USB 2.0 ports
Ports CSI camera port for connecting a Raspberry Pi Camera Module
DSI display port for connecting a Raspberry Pi Touch Display
4-pole stereo output and composite video port
Micro-SD card port
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Table 3.2: Raspberry Pi 3 B Tech Specs

CPU Broadcom BCM2837B0, Cortex-A53 (ARMv8) 64-bit SoC @ 1.4GHz
RAM 1GB LPDDR2 SDRAM
Network | 2.4GHz & 5GHz 802.11.b/g/n/ac wireless LAN, Bluetooth 4.2, Gigabit Ethernet
Extended 40-pin GPIO header
Full-size HDMI
4 USB 2.0 ports
Ports CSI camera port for connecting a Raspberry Pi Camera Module
DSI display port for connecting a Raspberry Pi Touch Display
4-pole stereo output and composite video port
Micro-SD card port
Table 3.3: Raspberry Pi 4 B Tech Specs
CPU Broadcom BCM2711, Quad core Cortex-A72 64-bit SoC @ 1.5GHz
RAM 8GB LPDDR4-3200 SDRAM
Network | 2.4 GHz and 5.0 GHz 802.11ac wireless, Bluetooth 5.0, Gigabit Ethernet
2 USB 3.0 ports
Raspberry Pi standard 40 pin GPIO header
2 x micro-HDMI ports
Ports 2-lane MIPI DSI display port
2-lane MIPI CSI camera port
4-pole stereo audio and composite video port
Micro-SD card port
Table 3.4: Raspberry Pi Zero W Tech Specs
CPU Broadcom BCM2835 single-core 1GHz
RAM 512MB LPDDR2 SDRAM
Network | 802.11 b/g/n wireless LAN, Bluetooth 4.1, Bluetooth Low Energy (BLE)
Mini HDMI port and micro USB On-The-Go (OTG) port
HAT-compatible 40-pin header
Ports

Composite video and reset headers

CCSI camera connector
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3.2.2 Raspberry Pi OS

Variable operating systems can run on Raspberry Pi, such as Ubuntu, OSMC, Libre-
ELEC, or Windows IoT Core. Nevertheless, we use the Raspberry Pi 64-bit OS on
the devices because Raspberry Pi OS is particularly optimized for the CPU and the
controller on the Raspberry Pi board that uses the ARM architecture. Raspberry OS
is essentially a Linux-based operating system. Figure 3.2 shows an example that the
desktop version is installed on a Raspberry Pi 4 B model device. For those Rasp-
berry Pi devices that do not support the desktop version, they can be installed with
Raspberry Pi OS Lite, which is a Linux-based OS without any graphic user interface
(GUI).

|© pi@raspberrypi: ~

pi@raspberrypi: ~
File Edit Tabs Help

pi@r

Figure 3.2: Desktop version of Raspberry Pi OS.

3.2.3 Raspberry Pi Add-on Devices

We use various add-on devices to the Raspberry Pi for emulating different types
of IoT devices. In this thesis, we use a Raspberry Pi camera module to emulate
smart camera, and use Sense HAT, which is combined with an integrated gyroscope,
accelerometer, magnetometer, thermometer, barometer, and hygrometer, to emulate

different sensing devices. The add-on devices are shown in Figure 3.3.
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Figure 3.3: Raspberry Pi add on devices.

3.3 Emulating IoT Devices with Raspberry Pi

This section introduces the details of emulating loT devices with Raspberry Pi. In
order to build a useful emulated IoT device that can be used to generate data for IoT
anomaly detection research, we also need to build a related control module.

In this thesis, we use the client-server model to emulate the services of IoT devices,
such as webcams and thermometers. Below, we first use the emulated webcam as an
example to explain the detail, and then explain the same architecture can be used to
emulate other types of IoT devices such as thermometers.

We use a Raspberry Pi 4B and a Raspberry Pi Camera Module to establish an
emulated webcam. The camera module is attached to the MIPI CSI camera port on
the board, as shown in Figure 3.4. Note that the lens can be replaced with other

types of cameras, such as USB cameras.
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Figure 3.4: Emulated webcam with Raspberry Pi 4B and Raspberry Pi lens.

Then, we use the preset functions on Raspberry Pi or write a client-server pro-
gram on the emulated IoT devices and the client devices. The emulated IoT devices
provide the resource and service, so they are on the server side. We then use another
Linux machine as the client, which requests services from the server. In the context
of emulating the webcam and generating stream data, we use the “motion” library
in Raspberry Pi OS. The “motion” allows out-of-the-box video streaming to a web

browser. The “motion” library can be installed by:

sudo apt install motion

Once the “motion” library is installed successfully, we can check and modify the
video streaming port in /etc/motion/motion.conf file, the configuration file for the

motion library. The file includes the critical system settings, for example,

# The mini-hitp server listens to this port for requests (default: 0 = disabled)
stream_port 8081
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which sets the default video stream port as 8081. If we need a different port for this
service, we can change this port number and save the modification. Then, we can

run the following command line to start the live video stream:

sudo systemctl start motion

Nevertheless, at this moment, the data stream cannot be generated because the
client-side has not been established yet. If we use some preset libraries or services,
such as “motion”, we can open the browser on another machine, which should be on
the same LAN as the emulated IoT devices. In the URL address, we should input
the IP address of the emulated [oT devices and the port number of the video stream
service. In this example, the IP address is 192.168.0.101, and the port number is 8081,
as shown in Figure 3.5. With the browser at the client side, we can see that the live
video stream is working as expected, indicating that the steaming data is generated
successfully. Between the client and the server, we can use another machine as the
monitoring machine to capture all the streaming data with Wireshark. In Chapter 4,
we will introduce how to set up the monitoring machine. At this moment, we have
set up a complete emulated camera working in our testbed. The architecture for data

streaming and capture is shown in Figure 3.6.
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Figure 3.5: Client-side view of live video streaming.
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Figure 3.6: Emulated [oT server-client architecture.

It is worth noting that the preset services or libraries are not always available or

useful for our testbed setup. In this case, we write our own client-server program. For

instance, there are no preset services for emulated temperature & air pressure sensors.

We then write a Python program to achieve the same purpose (i.e., streaming and

capturing sensor data). In the example shown in Figure 3.7, the IP address of the

emulated sensor is 192.168.0.101, and the port number 5432 is used for this service.

The client side is shown in Figure 3.8. The captured streaming data is shown in

Figure 3.9.
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1 from sense_hat import SenseHat
2 import socket

3 import time

4 import datetime

5 import sys

o

7 sense = SenseHat()

5 sense.clear()

9 HOST = "192.168.0.101"

160 PORT = 5432

11 s = socket.socket(socket.AF INET, socket.SOCK STREAM)
12 s.bind((HOST, PORT))

13 s.listen()

14 counter = 0

15 while True:

16 conn, add = s.accept()

17 counter = counter + 1

18 pressure = sense.get pressure()

19 temp = sense.get temperature()

20 humidity = sense.get humidity()

2! data = str{counter) + ": " + "pressure: " + str(pressure) + ": "\

22 + "temp: " + str(temp) + ": " + "humidity: " + str(humidity)\
23 + " " + str(datetime.datetime.now())

24 conn.send(str(data).encode())

25 while True:

26 time.sleep(3)

7 counter = counter + 1

pressure = sense.get pressure()
temp = sense.get temperature()

—_—

VRN S ]
w0 oo

humidity = sense.get humidity()
31 data = (str(counter) + ": " + "pressure: " + str(pressure) + ": "\
32 + "temp: " + str(temp) + ": " + "humidity: " + str(humidity)\
33 + " " + str(datetime.datetime.now()))
34 conn.send(str(data).encode())
Figure 3.7: Emulated temperature sensor: the server side.

1 socket

2

3 HOST = "192.168.0.101" # The server's hostname or IP address

4  PORT = # The port used by the server

5 s = socket.socket(socket.AF INET, socket.SOCK STREAM)

6 s.connect((HOST, PORT))

7 True:

8 s.send(b"recv")

9 data = s.recv( )

10 print(f"Received {data!'!r}")

Figure 3.8: Emulated temperature sensor: the client side.
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438994188 ] ] 179 5432 — 36910 ACK] Seq=1794 Ack=65 Win=510 Len=

10369 49.439175928 192.166.0.100 192.168.0.101 TCP 72 36910 — 5432 [PSH, ACK] Seq=65 Ack=1985 Win=582 Len=4
10370 49.439389022 192.168.0.101 192.168.0.100 TCP 68 5432 — 36910 [ACK] Seq=1905 Ack=69 Win=510 Len=@ TSwve
10420 52.451476235 192.168.6.101 192.168.0.1600 TCP 180 5432 — 36910 [PSH, ACK] Seq=1985 Ack=69 Win=510 Len=1
10421 52.451684824 192.168.0.100 192.168.0.101 TCP 72 36910 — 5432 [PSH, ACK] Seq=69 Ack=2017 Win=502 Len=4
10422 52.451888876 192.168.0.101 192.168.0.100 TCP 68 5432 —~ 36910 [ACK] Seq=2817 Ack=73 Win=510 Len=8 TSwe
11161 55.464289558 192.168.0.101 192.168.0.100 TCP 181 5432 — 36916 [PSH, ACK] Seq=2017 Ack=73 Win=510 Len=1
11162 55.464498142 192.168.0.100 192.168.0

.101  TCP 72 36918 — 5432 [PSH. ACK] Sea=73 Ack=2130 Win=562 Len=4~
»

» Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps =
» [SEQ/ACK analysis]
v [Timestamps]

TCP payload (111 bytes)

TCP segment data (111 bytes)

0040 b6 B'.28: pressure =2
@50 3 .5 61035156

0060
ee7e
ee8e
0090
0eae

(O 7 The TCP payload of this packet (tcp.payload), 111 bytes Packets: 17940 - Displayed: 106 (0.6%) Profile: Default

Figure 3.9: Emulated temperature sensor: sample data

3.4 Encrypting IoT Data

So far, we can emulate various IoT devices and services. In the testbed, we can
use this architecture to generate various contents, such as video, audio, and plain
text. To emulate the behavior of real IoT devices truthfully, however, we also need to
support encryption primitives in the emulated IoT devices because most commercial
[oT devices encrypt data for security and privacy reasons. In addition, supporting
encryption is a much-needed feature of the testbed, because analyzing and classifying
encrypted IoT data is a trending research topic.

To implement the data encryption in the testbed, we use the Transport Layer
Security (TLS) encryption for the emulated IoT devices when they emulate some [oT
functions and services. The basic idea of the TLS protocol is to provide identifica-
tion and authentication channels for both sides of the communication, thus ensuring
the confidentiality and data integrity of the communication. For this purpose, we
leverage the TLS implementation in the Python SSL module. After we create our
own Certificate Authority file and digital signature file, shown in Figure 3.10, we
generate the streaming data with TLS encryption. A sample TLS encrypted data

traffic is shown in Figure 3.11. It is easy to observe the difference between encrypted
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and non-encrypted plain text data traffic; here, it shows an example of plain text
encryption. In Figure 3.12, the payload is plain text, but in Figure 3.13, the payload

is unreadable.

0020

cert.crt - 0 &
kuilab
’ ' v, - o &

Identity: kuilab priv.pem

Verified by: kuilab

Expires: 2022-12-21 priv.pem

|~ Details Private RSA Key

Strength: 4096 bits

Subject Name [~ Details

C (Country): CA Algorithm: RSA

ST [St“t?)' BC size: 4096

L (Locality): Vic

0 (Organization): uvic Fingerprints

OU (Organizational Unit): ECS shat: I

: I
CN(Commonhame): — kuilab sHazsc: I
EMAIL (Email Address): I '
0|
Issuer Name |
C (Counkry): CA
Close Close
(a) TLS certificate authority file (b) TLS private key file
Figure 3.10: TLS files.

Time Source Destination Protocol Length Info
1 0.000600 192.168.0.164 192.168.08.159 74 36888 — 9611 [SYN] Seq=0 Win=64248 Len=0 MSS=1460 SACK PERM=1..
2 0.000326 192.168.0.159 192.168.0.164 TCP 74 9611 — 36888 [SYN, ACK] Seq=0 Ack=1 Win=6516@ Len=0 MSS=1460 ..
3 0.000342 192.168.0.164 192.168.0.159 TCP 66 36888 — 9611 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=27233125..
49.000475 192.168.0.164 192.168.8.159 TLSv1.3 583 Client Hello
5 0.000878 192.168.0.159 192.168.0.164 TCP 66 9611 — 36888 [ACK] Seq=1 Ack=518 Win=64768 Len=0 TSval=341719..
6 06.015149 192.168.0.159 192.168.0.164 TLSv1.3 2289 Server Hello, Change Cipher Spec, Application Data, Applicati..
7 ©.015167 192.168.0.164 192.168.8.159 TCP 66 36888 — 9611 [ACK] Seq=518 Ack=2224 Win=63872 Len=0 TSval=272..
8 0.015536 192.168.0.164 192.168.0.159 TLSv1.3 146 Change Cipher Spec, Application Data
9 6.015896 192.168.0.159 192.168.0.164 TCP 66 9611 — 36888 [ACK] Seq=2224 Ack=598 Win=64768 Len=0 TSval=341..
10 0.816074 192.168.0.159 192.168.08.164 TLSV1.3 321 Application Data
11 0.016081 192.168.0.164 192.168.0.159 TCP 66 36888 — 9611 [ACK] Seq=598 Ack=2479 Win=64128 Len=0 TSval=272..
12 6.016524 192.168.0.159 192.168.0.164 TLSvi.3 1514 Application Data

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, Src: b0:4f:13:00:89:a0 (b0:4f:13:00:89:a0), Dst: Dell 72:7b:1f (b8:ca:3a:72:7b:1f)
Internet Protocol Version 4, Src: 192.168.0.164, Dst: 192.168.0.159

Transmission Control Protocol, Src Port: 36888, Dst Port: 9611, Seq: O, Len: @

b8 ca 3a 72 7b 1f be 4F 13 80 89 ab @8 0O 45 GO ir{--0 E
89 3c d4 a7 40 00 48 06 €3 8O cO a8 @0 a4 cO a8 < @@

@9 9f 90 18 25 8b ad 25 95 df EINEENEENED a0 02 %% - -
fa fO 82 c2 00 60 02 84 05 b4 04 02 08 ba a2 52 R
73 8c 09 60 60 00 01 03 63 87 s

Figure 3.11: Sample TLS data traffic.



» [Timestamps]

¥ [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 113]
[The RTT to ACK the segment was: @.8888538808 seconds]
[iRTT: @.8@88322008 seconds)
[Bytes in flight: 1448]
[Bytes sent since last PSH flag: 1448)

TCP payload (1448 bytes)

BE16 74 ; Ge 6 0 ibh mau

aase 6C 69 7 69 67 75 i ces ligu
2ao0e 69 ie bC 74 65 73

aave 64 6T 74 6c 75 73@que dolo

a@ase 28 BC 75 Be sed dol

BEoa 74 B 28 &d ac tinc

B8z8 BC Ge 75 Be . Nulla non nunc
aaba 61 72 6T Be vitae o rci conw
@ace 73 74 65 7 allisz ul tricies.
aade 6C BC 76 28 6d Mullam wvitae mo
@ae8 74 69 &t ! lestie t ortor. A
aafe 75 61 69 liquam s it amet

@188 GC 28 72 nisl ut risus ma

o ¥ TheTcr payload of this packet (tcp.payload), 1,448 bytes

Figure 3.12: Sample plain text.

» [Timestamps]
v [SEQ/ACK analysis]
[iRTT: &.@ee478888 seconds]
[Bytes in flight: 1448]
[Bytes sent since last PSH flag: 1448]
TCP payload (1448 bytes)

Bad4a agd af
858 ca T6
Baca da af
Ba7e 5 96 db
Base a7’ 95 39
BaoSe 78 ahg 38
Baad 13 (-
@abe aa b1
Bace 37 2
eada 48 F 11
Baecd 35

aafta ad

B1eae da

O ¥ TheTcr payload of this packet (tcp.payload), 1,448 bytes

Figure 3.13: TLS-encrypted data for the plain text in Fig. 3.12.

35
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3.5 Conclusion

In this chapter, we introduced the motivation and detailed steps for building emulated
[oT devices. We used the Raspberry Pi platform and add-on devices, built client-
server program, and captured IoT data from the emulated devices. To summarize,

the emulated IoT devices offer the following benefits to our testbed:

e Emulated IoT devices help expand the scale of our testbed, since emulated

devices are much cheaper than their commercial counterparts.

e Emulated IoT devices greatly facilitate security-related research. Since the
Raspberry Pi OS is Linux-based system and is completely open to users, we
can easily access/control the port and services, such as telnet, Secure Shell Pro-
tocol (SSH), or File Transfer Protocol (FTP). In addition, we can easily plant
malware like Mirai on emulated IoT and control the behavior of the malware
(e.g., filtering out attack traffic, blocking victims that use public IP). This task

is extremely challenging to perform on commercial products.

e Emulated IoT devices can be used to generate diverse data. For instance, we
can configure the emulated device to send out traffic following a pre-defined
pattern/model. We can also customize the data for different research purposes,

such as developing payload-oriented anomaly detection system.

e The emulated devices offer opportunities for new research. For example, the
same application can transmit data with and without TLS encrypting, which
helps us better understand the impact of the payload’s encryption on the de-

tection model’s accuracy.
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Chapter 4

Testbed Architecture and
Establishment

4.1 Overall Architecture of Testbed

—

IS
¥
—==

SR
Mirai & CNC *
I I I o 1|} w
= [
:I:l [ — — —
«— > B9 e «—>
: e
I I I L4
Firewall
— — '
.

Attackingdata <~
= — IoT and
>

Benign data emulated [oT

devices
All the data <———>

Monitoring Emulated client

Figure 4.1: The diagram of lab testbed.
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The previous three chapters have described IoT development, the features of various
test platforms, IoT vulnerabilities, attacks against IoT devices, and the construction
of emulated IoT devices. This chapter focuses on building the testbed by integrating
the previously mentioned concepts and methods.

The current testbed mainly consists of seven parts as shown in Fig. 4.1.
e One Linux machine loaded with Mirai code and CNC,

e One PC as the monitor,

e Routers,

e Firewall,

e Emulated client,

e Emulated [oT devices,

e [oT devices.

The center router is connected to the Internet through a WAN wallport at UVic.
Between the Internet and the internal network of the testbed is a firewall, which
is used to guarantee the safety of the testbed, i.e., strictly containing attack traffic
inside the lab environment and blocking potential attacks from outside. The firewall
is implemented on a router with OpenWRT.

The first PC, which is labeled as “Mirai & CNC” in Fig. 4.1, is connected to the
router on one of its LAN ports. On this PC, we launch a virtual machine running
Ubuntu, the CNC server, SQL database, and Mirai code. In this thesis, we emulate
the CNC in the testbed for safety and flexibility reasons. However, in the real world,
the attacker and CNC can be anywhere.

The second PC, which is labeled as “Monitoring” in Fig. 4.1, connected to the
router on one of its LAN ports. On this PC, we use Wireshark to capture/monitor
all the data flow through the router. The monitoring PC should be connected to the
center router on one of its LAN ports. This PC monitor the testbed by using the port
mirroring function. We can establish the port mirroring function in two approaches:
using command to configure the router with OpenWrt system and using router’s GUI
for configuring the traffic mirroring function. The details of traffic mirroring will be

introduced later in this chapter.
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The machine labeled with “Emulated client” works, as the client side, with the
emulated [oT devices, as motioned the Chapter 3. This machine’s job is generating
the client requests to the emulated IoT devices. Then, the emulated IoT devices can
generate data traffic of various types, e.g., live video, audio or temperature readings.

The center router, the wireless access point (AP), and other extended routers
are working together to ensure the connectivity of the testbed. The AP should be
connected to the center router on another LAN port. The AP is used to provide
Internet connection to the wireless devices. If the number of IoT devices becomes
large, the ports on the center router will be used out. To address this problem, a
network switch or some modified routers can be used as LAN ports extension. We use
off-the-shelf routers as LAN ports extension, by turning off their DHCP function and
manually assigning an unused IP address within 192.168.0.0 - 192.168.255.255. The
purchased IoT devices and emulated IoT devices can be connected to the testbed
through the extended LAN ports and the wireless AP. The method of connecting
commercial IoT devices to the test platform is the same as the method of using them
in real life. We must register an account on the phone or web-page, activate the device,
and then we can use its various cloud-based services and applications supported by
the product manufacturer. In contrast, connecting the emulated IoT devices to the
testbed is much simpler by treating them as Linux computers and connecting them
to the same LAN.

Regarding the Mirai malware configuration, we already had a detailed discussion in
Chapter 2. We establish the environment using the online Mirai code and following the
online instruction. Then, we open a terminal to create bots, and use another terminal
to log into the CNC server and send attack commands via telnet. When creating
a bot or attacking a target, we constrain that only the local IP addresses between
192.168.0.1 to 192.168.0.255 are valid. In this way, all attack traffic is contained inside
the local network while benign traffic for normal IoT operations (of the purchased
[oT devices) can access the Internet. We will introduce more detailed configurations
to ensure the safety of the testbed later in this chapter.

The advantage of the current testbed configuration is that the main router is a
center point, and all network traffic would go through it. In this case, network traffic
from single devices and the interactions among all the devices could be gathered
by the main router, which sends the captured traffic to the monitoring PC. This
rendezvous point greatly facilitates traffic collection and monitoring. In addition,

this testbed enables malware experiments with guaranteed security, scalability, and
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accessible data collection for network experiments. The following sections will explain

how the above features are implemented in more detail.

4.2 Testbed Configuration

4.2.1 10T Devices in the Testbed

Currently, there are 24 IoT devices attached in the testbed, as follows:



Table 4.1: List of IoT Devices.
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Connection

Category

Model, and service

LAN IP address

Wired

Webcam

Dlink DCS 932L

192.168.0.12

Dlink DCS 932L

192.168.0.134

Network-attached storage

Synology NAS

192.168.0.163

Router

GL-AR7508 192.168.0.1
TPlink TLR480T 192.168.0.2
Dlink D1624 192.168.0.3
Dlink DI1624 192.168.0.4
Dlink D1624 192.168.0.5
Tp-link Archer C7 V5 192.168.0.6
Tp-link Archer A6 AC1200 192.168.0.7

Wireless access point

Unifi UAP AC pro

192.168.0.158

Emulated IoT devices

Emulated webcam 1

192.168.0.127

Emulated webcam 2

192.168.0.109

Emulated temp sensor

192.168.0.137

Emulated video stream
Emulated audio stream

Emulated text stream

192.168.0.139

Wireless

Door /window sensor

Braumm door/window sensor

192.168.0.119

Globe door/window sensor

192.168.0.188

Webcam

Dlink DCS 5020L

192.168.0.106

Dlink DCS 5020L

192.168.0.134

Littlelf LF-P1t

192.168.0.199

Power plug strip

TPlink Kasa power strip

192.168.0.157

LED light bulb

Smart LED Bulb

192.168.0.186

Wireless Heater

Atomi smart Wifi heater

192.168.0.159

Voice assistant

Amazon echo dot

192.168.0.177

The emulated service for video stream, audio stream, and text stream are using
same hardware. All the above devices are typical IoT devices used in our daily
life. In the testbed, there are seven wired [oT devices and seven wireless [oT devices.
Besides devices’ name and category, the LAN IP addresses, which can be found in the

router’s LAN DHCP list, are also important for identifying the devices. With different
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connection approach, especially the wireless connection, we can attach more IoT
devices in the testbed, which highlights the scalability. For example, we can purchase
more IoT devices with wireless connection, or we can use the wireless connection

feature from the Raspberry Pi board to emulated more IoT devices.

4.2.2 Traffic Mirroring

One of the features of this testbed is the easy collection of experimental data. By
setting up the router and using Wireshark, every packet transmitted in the testbed
can be captured in real-time. The data can be saved as pcap files. The real-time
monitoring of the data streams and the saved data can be used to test the performance
and accuracy of the network anomaly monitoring system and train algorithms and
machine learning models.

In a regular network environment, a computer normally does not have access to all
the packets being transmitted in a network for technical reasons and security /privacy
considerations. Since this testbed needs to monitor and collect all data within the
platform, we need to carefully configure routers to achieve this goal. Nowadays, some
routers have the function of traffic mirroring/port mirroring. The mirroring function
makes a copy of each passing packet and forwards the copy to a specified IP address
or Ethernet port on the router.

There are two approaches to achieve traffic mirroring. The first approach is using a
router with OpenWrt, an embedded Linux-based operating system for routers. Once
the router is set up, we can use SSH to log into the router as the root user, as shown
in Figure 4.2, where the model of the router is GL-AR750S-EXT and the OpenWrt

version is 19.07.7.
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root@GL-ARTS0S: ~

Figure 4.2: OpenWrt interface of router GL-AR750S-EXT.

Having the root access of the OpenWrt system, we can run two commands to set
the iptables rules, as shown in Figure 4.3. The function of these two commands are
copying and forwarding network packets from a source IP and a destination IP to a
specified IP. The example in Figure 4.3 shows that all the network packets send from
or send to IP address 192.168.0.241 will be mirrored to IP address 192.168.0.159.

Figure 4.3: Commands to set iptables rules.
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After completing the setup of the router with the above method, we try to mirror
the network packets of the device with IP address 192.168.0.241 to the computer with
IP address 192.168.0.159. As shown in Figure 4.4, the packets that the device of IP
address 192.168.0.241 receive from other IP addresses or the packets that the device

sends to other addresses were successfully mirrored to the our monitoring computer
(IP address 192.168.0.159). This validates the effectiveness of the first approach.

File Edit View Go Capture Analyze Statistics

AN e aERE QL ) e o E

1l [ip.addr == 192.168.0.241 }I=RE

No. Time Destination Pr*
6530 63.416727233 192.168.0.241 DN

6531 63.417113295
6532 63.418197035
6533 63.418723883
6534 63.419726974
6535 63.419891418
6536 63.420697250
6537 63.422305430
6538 63.430321106
6539 63.431115389

192.168.0.241 DN
180.76.76.76 DN

.76.76.
180.76.76.76 DN
180.76.76.76 DN
180.76.76.76 DN 100 Mbys
239.255.255.250 sS

239.255.255.250 ss 192.168.0.159)

255.250

Details

T Fe80:c104:11fa:a6bc:c7F5
- 730 -168.0. - 0. B8:CA:3A:72:7B:1F

6544 63.750117344 .

6545 63.781260145 .168.0. o g 192.168.0.1

546 63.7813689 192.168.0.1

6592 64.146937992 192.1068.0. 192.168.0.255

Connect automatically

Frame 6533: 83 bytes on wire (664 bits), 83 bytes captured (664 bits) on in
Linux cooked capture

: & Make available to other users
» Internet Protocol Version 4, Src: 192.168.0.241, Dst: 180.76.76.76

»

»

[ Metered connection: has data limits or can incur charges
User Datagram Protocol, Src Port: 54096, Dst Port: 53 —

Domain Name System (query)

0000 00 B0 00 O1 00 06 94 83 ©4 15 €6 44 00 06 08 00 S D
6016 45 00 @0 43 62 57 40 00 3f 11 17 21 cO a8 00 f1  E. ChW@ 2 -!.. ..
0626 b4 4c 4c 4c d3 50 00 35 00 2f €8 12 ad 7f 01 @0  LLL-P-5 /... -
0030 @0 91 @0 0O 00 00 00 09 08 70 61 73 73 70 6f 72 ... ... -passpor
6040 74 ©8 62 69 6c 69 62 69 6c 69 03 63 6f 6d 0 [F§ t bilibi 1i-com [
0050 00 01 -

Figure 4.4: Sample pcap file showing the success of traffic mirroring.
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TL-R4BOT+ x | +

&« - C O 8 192.168.0.1/webpages/index.html P

o tp-link
1

TL-R480T+

Load Balance Broadband Router

« WAN

Settings
= LAN

- IPTV ~| Enable Port Mirror
= MAC N
Mirror Mode: Ingress and Egress. -

« Switch

= VLAN

« IPVE Monitor List
b Preferences

L Mirroring Port Mirrored Port
P Transmission
» Firewall Portl ¥ Portl
b Behavior Control
Port2 ~| Port2
» Authentication
.

b Services Port3
» System Tools Port4 v| Port4

Ports ~| Ports
Logout

Figure 4.5: Interface of router’s GUI system for port mirroring.

The second approach is to configure the router using the GUI provided by the
device manufacturer, as shown in Figure 4.5 where the model of the router is tp-link
R480T. We can access the GUI system in the browser and enable the port mirror
function. In this case, all the data traffic through Ethernet port 1, port 2, port 4 and
port 5 will be mirrored to the port 3. Therefore, after finishing the configuration, we
just need to attach the monitoring computer to Ethernet port 3 on the router, then
we can monitor and collect all the other Ethernet ports’ network traffic. It is worth
noting that not all routers provide this GUI support.

In practice, the router with mirroring function will be placed in the center of the
network, and all the devices will attach on it. The attachment method could be direct
attach to the Ethernet port, or attach through extended Ethernet ports or wireless
access point. With the network traffic mirroring function, we can achieve real-time
traffic monitoring over the monitoring computer. It is convenient and useful for real-
time network anomaly detection system, because we can collect and observe all data
packets in the testbed over one machine. The large amount of collected data can be

used for training and evaluating anomaly detection models.
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4.2.3 Security and Safety Measures

Since this testbed will be used to test and reproduce malicious code attacks, the
security and safety of the platform becomes a serious concern. Here security means
that the testbed is protected from outside attacks, and safety means that the testbed
will not attack any machine outside of the testbed. Since the testbed is behind
the two-level protection of the firewalls and intrusion detection systems (IDS) of the
university and the Faculty of Engineering, the security of the testbed is automatically
ensured by the above protection. Hence, our main focus is to guarantee the safety of
the testbed.

The malicious code currently used for testing comes from open-source GitHub,
and is open source. This open-source, research-purpose malicious code, however,
is extremely complex and retains its original danger of attacking the Internet. To
ensure the safety, we eliminate the threat of malicious code to environments outside
the testbed with three approaches: (1) isolating the malware in virtual machine, (2)
modifying malware by removing the automated part of the malicious code, and (3)

building firewall between the testbed and the external network.

Isolating Malware in Virtual Machine

A virtual machine (VM) can provide an isolated environment for the malicious codes
and the control center. In this thesis, we use a PC as the host machine and use
VMware virtual machine to load the Mirai code and CNC. The configuration is listed
in Tables 4.2 and 4.3. After completing the VM’s setup and loading Mirai’s code
and CNC on the VM, we can modify and control Mirai in this environment via the
interface shown in Figure 4.6.

The advantage of using a virtual machine is to prevent malware from attacking and
infecting other parts of the computer, because we cannot be sure what will happen
when malicious code is downloaded, unpacked, configured, and used with its control
center. Also, virtual machines are subject to strict limitations on the scheduling of
resources, drivers, or other software on the host machine. Once the malware becomes
uncontrollable, or the system crashes, we can simply reset the virtual machine as

easily as using a normal application.
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Table 4.2: Information of the host machine.

CPU Intel Core 17-2600 @ 3.4GHz

RAM 4 GB
Operating system Windows 10 Education 21H2 19044.1706

Table 4.3: Information of the virtual machine.

Version VMware Workstation 16.x Pro
Loaded OS Ubuntu 18.04.3
Assigned RAM 2 GB
Assigned Storage 100 GB
Network Bridged from host machine

@ Ubuntu_18.04.3 - VMware Workstation

File Edit View VM Tabs Hep |l - &= @ Q| DEOH | B @~

Library "‘ ) Home [ ubuntu_18.04.3
£ Type here to search :
z Tue 14:54 2O

Activities

test

&

loader.dbg

= I My Computer
[ Ubuntu_18.043
Shared VMs (Deprecated)

»
1]

ofa

PR

To return to your computer, press Cirl+ A,

Figure 4.6: Interface of the virtual machine.
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Modifying Malware

The danger of malicious code lies in its potential to sweep the surrounding environ-
ment automatically. Once an attack opportunity is discovered (e.g., an open port on
a device), the malicious code will automatically load. This automatic feature makes
it hard to control the malicious behaviour of Mirai. To avoid the problem, we study
the open source code of Mirai and identify its automatic sweeping and loading func-
tions, which are coded in its source files scanner.c and scammer.h. These two files
implement the function of sweeping devices in a network and finding their vulner-
abilities. To make the testbed safe, we can disable these two files from the make
file. Another approach is to comment out the scanner functions in Mirai-Source-
Code/mirai/bot/main.c, which include two parts as shown in Figure 4.7. After com-
menting out the scanner functions, compiling the Mirai code, and creating bots, the

bots will not automatically scan the network.
18 #include "includes.h”
15 #include "table.h™
2/ #include “"rand.h"

2 #inciude "attack.h” 158 #ifndef DEBUG
23 #include “killer.h" 159  #ifderT MIRAL_TELNET
23 #include “scanner.h” 168 scanner_init();
24 #include "util.h" 151 #endit
25 #include "resolv.h" 162  #endif

(a) Scanner header file. (b) Initialization of the scanner.

Figure 4.7: Modified part in malicious code.

Building Firewall

Another safety measure is to create a firewall between the testbed and the external
network. No matter what happens inside the testbed, the firewall will ensure that
the attack packets will not leak to the external network. We use a router loaded
with OpenWrt to configure the firewall. The WAN port on this router connects
to the Internet. This router shares the Internet with the central router. In the
OpenWrt system, we can set up the firewall rules by modifying the firewall file with
the command shown in Figure 4.8. We then add new rules to the firewall file. For

example, we can add the following rule shown in Figure 4.9, which means we block
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all the outgoing data from the IP address 192.168.8.172 to the Internet, where this
IP address refers to the Mirai compromised device. After the new rules are added,

the firewall needs to be restarted Figure 4.10 to activate the new rules.

Figure 4.10: Restart the firewall.

To verify that this method works, we try to link the external network with the
restricted device. From Figure 4.11, we can see this device cannot access the external
network. However, this devices can communicate with other devices inside the testbed

without any problem, as shown in Figure 4.12.
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Figure 4.12: Ping within testbed.

It is worth noting that building firewall alone cannot ensure safety of the testbed,
because the firewall does not enough intelligence to filter out only malicious traffic
when a device must connect to the Internet to be functional. For instance, when we
load Mirai malware to a purchased camera, this camera still needs to communicate to
the Internet for its normal operation in the cloud (e.g., web-based video monitoring).
In this case, we cannot block all outgoing packets from this device using the firewall,
and we must depends on the other two measures to ensure the safety of the testbed.

As the last remark, we have run the testbed for nearly one year and never received
any complaints/warnings from UVic IT support teams (department, faculty, and
university levels) or any third-part entity. This clearly indicates that our testbed is

safe.

4.2.4 Diverse Communication

The testbed provides different communication approaches, such as Ethernet and
WiFi, to connect devices flexibly. The Ethernet connection provides wired links
for more reliable communications. Since the number of Ethernet ports is limited on
a router, we can use a network switch to extend the ports. To save cost, we in this
thesis use some cheap off-the-shelf routers to extend ports. WiFi supports wireless
communication, with which we can avoid the problem of the limited port number in

a router. Nevertheless, WiFi is not as reliable as Ethernet cable.
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Wi-Fi Protected Setup (WPS) is a network security standard used by many IoT
devices. Since some [oT devices only support WPS communication, we set a wireless
router with WPS to connect these IoT devices, and this wireless router is attached
to the central router. In this thesis, we use the D-link DCS-5020L webcam, which
supports Ethernet and WPS connection, as shown in Figure 4.13. To connect this
[oT device, we use a router, tp-link Archer C7 V5, as the WPS wireless access point,

as shown in Figure 4.14.

T ——

Figure 4.13: WPS switch on webcam.



Figure 4.14: WPS switch on router.
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Chapter 5

Data Collection and Analysis

5.1 Motivation for Collecting IoT Network Traffic
Data

After successfully building the testbed, we can use it for our security-related research:
developing/evaluating IoT anomaly detection systems. We need to generate IoT
traffic data in different scenarios, including both benign and malicious cases, and use
the labelled data to train a machine learning model for anomaly detection. For this,
data is the key.

Currently, there are several IoT network datasets, such as 10123 [49], Kdd-
cup99 [57], and NSL-KDD [43]datasets, available to the public. These datasets con-
tain a diverse set of IoT network data and benefit security research by alleviating
researchers’ enormous burden of data collection. Nevertheless, we have found that
many IoT scenarios have no labelled data in those datasets. For instance, when we
plan to build context-aware anomaly detection, we need to distinguish between traffic
pattern changes triggered by unreliable wireless links or by malware attacks; when we
want to build a content-aided anomaly detection system, we need to label not only
the packet header but also the content in the payload. In these cases, no existing
dataset can meet our special research needs.

During the process of reproducing various scenarios, we can learn the causes of
anomalies and the methods of attacking malicious codes. Moreover, having first-
hand experience with the attack process can help us discover the vulnerabilities of
IoT devices and develop targeted approaches to improve defences.

Due to the above reasons, data generation and collection over the testbed under
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our full control are necessary for our ongoing and future studies.

5.2 Overview of Collected Data

5.2.1 Status

Until June 20 2022, there have been 24 IoT devices and 3 desktop machines in the
testbed. The summary of the captured data is in Table 5.1:

Table 5.1: Captured data summary

Main category for captured Data Quantity
Total number of pcap/pcapng files 112

Total file size 19.8 GB
Total duration time > 67 Hours

Total number of local devices involved 26

Total number of locations 2 (office and home)

After each IoT device was set up and started to generate traffic, we used Wireshark
to collect the data flow copied by the port mirror function from the central router
(Chapter 4). We need to use loT devices to emulate different scenarios. For example,
when a webcam works, most of time it just sends a fixed and small amount of packets
periodically to indicate its connection state in the network. To make it generate a large
amount of data traffic, we need to log in to the device’s client web page/application
to start live video mode.

Labelling data is an essential step for our research involving deep machine learn-
ing models. After capturing network data in Packet Capture (pcap)/PCAP Next
Generation (pcapng) files, we record the following features for each captured file for

easy file management:

e File name  The name of the file.
e Start ttme  The UTC clock time when capture started.
e Duration The duration between capture start and stop, in seconds.

e Number of packets The total number of packets in a file.
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e File type The type of file, such as .pcap or .pcapng .
e File size  The size of a file, in megabytes(MB).

e Date The date of file saved, in UTC date.

e Location The location of file captured.

e IoT devices involved List of devices attached in the testbed, when the

data was capturing.

e Anomaly condition  If contains malware, add the malware’s name. If the

problem is weak signal, add “Weak-signal”. If normal, add “Normal”.

5.2.2 Scenarios

For anomaly detection and classification, we classify IoT traffic according to different
scenarios. So far, we have emulated and reproduced eight application scenarios listed
in Table 5.2:

Table 5.2: Data collection by scenarios

Main category for data sample Detailed classification

Normal working condition Including few error packets

Abnormal w/o attacking Network congestion

Different locations

Weak wireless signal

Abnormal under malware attack Vulnerability exploitation

Loading

Communicating
DDoS attacking

S RSN Il ol NN I R

The normal scenario is created when the target IoT devices are working properly.
There are very few error packets captured due to random changes in the network en-
vironment, e.g., a few duplicate packets due to re-transmission. The normal scenario
would not trigger an evaluated anomaly detection model to report an alarm.

In the category of abnormal data without attacks, three scenarios may trigger

abnormal events (i.e., the anomaly detection model under evaluation may report
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anomaly): (1) network congestion, (2) weak wireless signal, and (3) model transfer

(i.e., transfer of a detection model trained at one place to another place).

1. Network congestion: we let the webcam stream live video and other local ma-
chines transmit large files simultaneously. For example, we use one local PC to

download multiple big files and open multiple browsers to play HD video.

2. Weak wireless signal: this scenario can be created by wireless [oT devices. When
the wireless devices are far from the wireless access point or behind a metal-
shielded place, the captured data may include a large amount of re-transmitted

packets, which may trigger the anomaly detection model to report an anomaly.

3. Model transfer: This scenario is to test whether or not type-based detection
model can be used robustly in different places. It has been assumed that same
type of IoT device may generate similar traffic pattern, and as such, if we build
an anomaly detection model for this IoT device type, the detection model can
be used even if the IoT device works in different places [42]. To validate this
assumption, we have collected data generated by the same type of webcam from

two different locations: home and office.

There are four scenarios for attack traffic according to different stages of the
malware attack: exploitation, loading, communicating, and attacking. The features
of these four stages are different. In the exploitation stage, we use the open-sourced
code to get root access on an IoT device, such as CVE-2019-10999. This stage has
a short time duration and creates a small amount of packets. In the loading stage,
the CNC server transmits the Mirai code to the target IoT device, and the dataflow
is massive. In the communicating stage, the bot sends a small amount of data to
declare its connection states and the CNC server sends the bot some commands. In
the attack stage, the bot will generate massive and duplicate data to attack a target.
We label data in different attack stages, which is useful for root cause analysis in

anomaly detection research.

5.3 Statistical Analysis

This section includes the statistical analysis of collected data. Only the representative
data and the data with significant features will be analyzed. The analysis is based on

two dimensions: the number of network packets and data size (Bytes) transmitted in
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a specific time interval. The time interval may vary in different scenarios based on
the visualization of charts. Note that this statistical analysis is only meant to offer
some preliminary results on the traffic patterns. How to utilize the analytical results
to build or improve anomaly detection systems is beyond the scope of the thesis. In

the following examples, each figure represents the data traffic from one device.

Benign Data

The benign scenarios’ datasets for IoT devices have a clear characteristics. For in-
stance, the traffic pattern from a webcam shows clear periodicity. Figure 5.1 and 5.2
show the collected data from a webcam with live video transmission on. Both the
number of packets (Figure 5.1) and the size of data ( 5.2) confirm such periodicity.
This phenomenon can be explained that IoT devices are special purpose devices. Un-
like general purpose computers, IoT devices are for simple usage and thus generate
traffic of salient features. People can use this feature to develop the anomaly detection

system which can identity the IoT network traffic and separate the malicious data.

Packet rate

[
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Figure 5.1: Webcam working with live video on, number of packets in time interval
of 1 second.
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Figure 5.2: Webcam working with live video on, data size (Bytes) in time interval of
1 second.

Different Location/Network Environment

In practice, the same type of device is used in different places, and the parameters of
the same network environment may change over time and with external influences.
For example, a university lab and a residential home may have different network
bandwidth and network delay. The number of devices that share the same network
with the IoT devices can also significantly impact the traffic of [oT devices. The above
considerations raise the need to validate the robustness of type-based IoT anomaly
detection models [42].

Figure 5.3 and 5.4 show the data collected from our lab at UVic. Figure 5.5
and 5.6 show the data collected from a residential house. All the data were generated
by the same webcam, i.e., same device with identical device configuration (except IP
address). Clearly, the data from the lab has a larger size (in Bytes) transmitted than
residential data. In addition, the lab data shows higher volatility than the residential
data.
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Figure 5.3: Webcam data collected in the lab, number of packets in time interval of
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Figure 5.4: Webcam data collected in the lab, data size (Bytes) in time interval of 1
second.
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Figure 5.5: Webcam data collected in a residential location, number of packets in
time interval 1 of second.
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Figure 5.6: Webcam collected in a residential location, data size (Bytes) in time
interval of 1 second.
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Network Congestion

Network congestion may impact the performance of an anomaly detection model, e.g.,
the model may report false attacks. To test the robustness of a detection model in the
presence of network congestion, we artificially generate different network conditions
and collect the corresponding network traffic. To achieve the goal, we can use multiple
machines to start multiple applications that consume high bandwidth (e.g., transfer
large files or open multiple browsers to watch high resolution videos).

From Figure 5.7, we can see a remarkable contrast with the normal data shown in
Figure 5.1. The impact of network congestion on the data flow of IoT devices is huge,
and it makes the data flow of IoT devices lose its periodicity. When we watched the

tested webcams, their videos were choppy or jerky.
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Figure 5.7: Webcam live video in the presence of network congestion.

Vulnerabilities Exploitation

In Figure 5.8, the red line represents attack traffic, and the blue line represents the
benign traffic. The time interval is 0.01 seconds because this process is very short.
Nevertheless, we can still find that the packets carried the attacking message even if
the time duration is short. As shown in Figure 5.9, we can see the long value assigned
to “WEPEncryption””, which leads to buffer overflow. Vulnerabilities exploitation is
the first and an important step of attacking. Due to its short time duration, we may

need to check the packet payload with deep packet inspection (DPT).
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Figure 5.8: Traffic during vulnerability exploitation.
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Figure 5.9: Payload of CVE-2019-10999.

Loading Malicious Code

After getting the root access to an IoT devices, we can create the bot by loading
the compiled Mirai code onto the target device. The loading process will create data
traffic with notable features. Figure 5.10 and 5.11 show the network traffic during
the Mirai loading when webcam is in the live video mode. The red bar represents

malicious traffic, and the yellow bar represents benign traffic. If the red and yellow
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bar exist in same time interval, they do not overlap but add on each other, because
the traffic is from the same device and each bar shows the total data traffic in a time
interval. During Mirai loading, the number of malicious packets is much larger than
the number of benign packets, and the process lasts for a while. After the loading,

the data traffic went back to normal and periodic.

6000
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Packet rate

Figure 5.10: The Mirai loading process stands out w.r.t. the number of packets per
second. The webcam is in the live video mode.
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Figure 5.11: The Mirai loading process stands out w.r.t. with data size (Bytes) per
second. The webcam is in the live video mode.

Bots Launch DoS Attacks

After creating the bots, the attacker can send commands to bots and control them
for launching a DoS attack to other victims. A DoS attack generally sends a large
number of network packets to a target, such as HT'TP flood, UDP plain flood, TCP
stomp flood, or DNS resolver flood, to drain the target’s network resources and make
their services unavailable. In Figure 5.12, a bot is sending UDP packets to a victim,
which is another Linux machine in the testbed. The red bar represents malicious
traffic, and the yellow bar denotes benign traffic. If the red and yellow bar exist in
same time interval, they do not overlap but add on each other, because the traffic
is from the same device and each bar shows the total data traffic in a time interval.
The number of attack packets per second is small, but the traffic is consistent and
periodic. Besides, the DoS traffic does not effect normal data significantly. It is worth
noting that this phenomenon is because we only create one bot for the attack. In
real-world DoS attacks, the number of bots could be thousands. From Figure 5.12,
we can see that when the number of bots is small, the attack traffic may successfully

hide in normal data, making the attack detection difficult.
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Figure 5.12: A Mirai-controlled webcam lunches DoS attack.

5.4 Device Security Analysis

As stated in Chapter 4, we mainly focus on the safety of the testbed, while the security
of the testbed relies on the security protection of the university and the faculty levels.
Nevertheless, we need to do our due diligence to ensure that the devices over our
testbed have no exposed vulnerability to avoid outside attacks. For this purpose, we
performed a scan and analysis of the security on all IoT devices within the testbed.

There are plenty of tools, such as Nessus or Nexpose, to achieve this work. We
can also use a Kali Linux machine in the testbed. This OS comes with diverse scan
and security test tools, such as Nmap, Nikto, or SQLMap. In this thesis, we use the
Nessus to perform IoT security test.

Nessus can be installed on Linux and Windows machine, and it comes with GUI.
Users can open the user interface in a browser as shown in Figure 5.13. Nessus sweeps
the available ports and services on devices or web-servers. If there is any opportunity,
it will lunch a simulated, non-harmful attack. All the sweepings and simulated attacks
will be compared with the Common Vulnerability Scoring System (CVSS). Finally, it
will generate a security report for the tested devices, which includes summary of each
device’s vulnerabilities, pie chart and bar chart for status, and detailed description of

each vulnerability.
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(a) Devices and vulnerability status. (b) Single vulnerability description.

Figure 5.13: Sample Nessus scan GUI.

Nessus classified the risk into five levels: critical, high, medium, low, and minor.
The minor risk is usually harmless. We can see that a large number of minor risks
exist on the devices. The critical risk usually means a vulnerability that may cause
a breach in confidentiality, integrity, and availability. We have not found any critical
risk in our testbed. However, there are a certain number of high, medium, and low
risks discovered in the purchased IoT devices. These risks might cause some degree of
privacy breach or intrusion into the system. We list the found major vulnerabilities
in Table 5.3.



69

Table 5.3: Major vulnerabilities on devices.

Main category Detailed classification

High risk SSL medium Strength Cipher Suites Supported (SWEET?32)

TCP/IP initial sequence number reuse

SSL certificate signed using weak hashing
Medium risk ~ SSL self-signed certificate

Certification expiry

Certificate cannot be trusted
IP forward enabled
TLS 1.1 protocol deprecated
TLS 1.0 protocol detection
Low risk Short SSL RSA keys
Web server uses basic Authentication w/o HTTPS
Multiple Ethernet driver frame padding info disclosure
DHCP server detection

Among the tested IoT devices, the new products of recent years and the products
of large companies are very good in terms of security. They only have minor risks
and a few low risks. The security problems are concentrated on older devices and
some specific categories, such as webcams and routers listed in Table 5.4. This is
because (1) older devices may lack security updates on their firmware, and (2) some
specialized devices such as routers and webcams have a high chance of being directly
exposed to the Internet. Overall, in the devices security test, we found that 81%
the risks are minor, and 5% of them are low risk, 11% of them are medium risk, 3%
of them are high risk, and none critical risks have been discovered yet, as shown in
Figure 5.14.

Table 5.4: Devices with major vulnerabilities.

High Medium Low

TL-R480T router 2 6 2
5020L webcam 1 8 1
932L webcam 1 4 1
DI1-624 router 0 1 1
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Figure 5.14: The weight of discovered vulnerabilities.

The above security analysis gives us enough confidence that our testbed is secure.
It is worth noting that we cannot completely remove the discovered vulnerabilities
because the device manufacturers do not provide any firmware update to fix the
“problems”. It is worth noting that the vulnerabilities, particularly the non-critical
ones, do not necessarily mean an attacker can compromise the devices easily, consid-
ering that our testbed is also behind the two-level firewall protection of the university

and the Faculty of Engineering.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

To collect customized data to meet our specific needs in studying [oT network anoma-
lies and developing defence systems, we developed a safe and secure testbed that uses
emulated [oT devices for cost-saving. In the meantime, building this testbed has
helped us understand the working mechanisms of IoT devices, malware, and com-
puter networks.

In this thesis, we first introduced the evolution of IoT and its importance to today’s
world. We also discussed the vulnerabilities of IoT devices and the security threats
they face. Among the various issues, we took two common threats to IoT devices
as examples, stack buffer overflow and Mirai botnet. By studying how they work in
detail, we can reproduce the attacks, collect relevant data, and gain experience on
how to defend against them.

In the process of developing the testbed, we took into account scalability, flex-
ibility, safety, and security. To achieve these features, in addition to mirroring all
network traffic to a central monitoring machine for easy data collection, we used a
variety of special settings and multiple network connections to increase the diversity
of devices.

We have identified two critical challenges in building such a testbed: (1) commer-
cial IoT devices may be too costly if we want to expand the testbed, and (2) it is
non-trivial to compromise a commercial IoT device and launch malware onto the de-
vice. To address the above difficulties, we built emulated devices with Raspberry Pi.

By using Raspberry Pi, add-on devices, and different software, the emulated devices
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are close to commercial IoT devices at the hardware, software, and behaviour levels.
More critically, we have complete control over the emulation device, which allows us
to load any code to the emulation devices and have the emulation devices deliver the
content we want. Overall, emulating loT devices not only grants us enough flexibility
in controlling the devices’ behaviour but also reduces the hardware cost significantly.
It is much easier to scale up the testbed with emulated IoT devices.

For the safety of the testbed, we have set up a firewall at the gateway to the
external network, changed the malware’s source code, and isolated the malware in a
virtual machine. The primary purpose of the above methods is to ensure that the
malware does not create any adverse impact outside the test platform.

For the security of the testbed, we mainly rely on the two-level firewall protec-
tion at the university and the Faculty of Engineering levels. Nevertheless, we also
performed a secure analysis on the devices used in the testbed to ensure no critical
vulnerabilities exist in the testbed.

After building the testbed, we used it to reproduce a variety of application scenar-
ios, including normal [oT operations, the abnormal state without malware attacks,
and the abnormal state during attacks. We performed a preliminary statistical anal-
ysis of the collected network traffic. From the analysis, we can see that the packets
transmitted by [oT devices usually exhibit periodicity regarding the number of pack-
ets and the data amount. Various conditions, some malicious and some not, can break
this regular pattern. Accordingly, we have reproduced different scenarios that may
trigger an anomaly detection system to (false) alarms. The labelled data from dif-
ferent scenarios will be beneficial for enhancing IoT anomaly detection in a targeted
way in future work.

Finally, it is essential to emphasize that our testbed is used only for academic
research and security systems development. Although open-source malicious code
has been used in the testbed, we have taken every security measure imaginable to

ensure that it does not cause any damage outside the testbed.

6.2 Future Work

In future work, this testbed’s potential applications and extensions are diverse. Over-
all, there are two main directions. In the first direction, we will add more devices to
the testbed, emulate more application scenarios, and collect more data. To scale up

the testbed economically, we will use Raspberry Pi to emulate more IoT devices. This
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approach will improve efficiency and save the cost of expanding the testbed. In addi-
tion, we plan to develop different generative models to generate and replay synthetic
data over emulated devices. Based on the historical video data from a commercial
webcam, it is possible to build a data generation model that creates synthetic data
of similar statistical patterns.

The other direction is developing, deploying, and testing new anomaly detection
systems on the testbed. Along this line, we plan to develop content-aided [oT anomaly
detection system and context-aware IoT anomaly detection system. Since most IoT
traffic is encrypted, we also plan to investigate the problem of identifying device types

with encrypted network traffic.
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