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NEWS

Canada’s ‘anti-spam’ law comes
into force on 1 July this year

Organisations need to obtain prior consent for sending commercial emails or text

messages in Canada. By Robin Bayley and Colin Bennett.

new Canadian law regulates
certain Internet activities that
discourage commerce and is
intended to deter spam (unwanted
email solicitation) and other damaging
and deceptive electronic threats such as
identity theft, phishing and spyware.
The anti-spam provisions take
effect on 1 July 2014. There are three
general requirements for sending a
commercial  electronic  message
(“CEM?” or an email or text message)
to an electronic address under this leg-
islation. Organizations subject to the
law must obtain prior consent, pro-
vide identification information about
postal
address), and supply an easily effected

unsubscribe mechanism.

the senders (including a

Because its full name is approxi-
mately 53 words, it is referred to as
“Canada’s anti-spam law”, or CASL.
It also prohibits other practices such
as unauthorized installation of spy-
ware, malware and viruses (effective in
2015), email address harvesting, and
misdirection or misrepresentation
involving the use of any means of
telecommunications.

The law applies to emails sent from
or received in Canada, and not merely
to such communications routed
through Canada.

There are significant penalties for
non-compliance, and officers and
directors may be personally liable.
Those illegally trafficking in personal
information may also have to reimburse
victims for costs. Administrative mone-
tary penalties for CASL violations are
up to CA$1 million for individuals and
CA$10 million for businesses.

CONSENT
Under the CASL, organizations cannot
readily rely on implied consent for send-
ing emails. Before assuming consent,
businesses should become familiar with
the Enforcement Information Bulletins
Canada

and Telecommunications Commission

from the Radio-Television

(CRTC), which provides examples of
which practices do and do not meet
the test. For instance, an opt-out
process such as a pre-ticked box that
the individual must click to “undo” is
not compliant (bulletin 2012-549).
Neither is a link to a privacy policy
that informs users of secondary uses of
their personal information, should
they choose to do business with the
organization. The consumer must
have the option not to consent to sec-
ondary uses. An easy to understand
overview of consent requirements

from the government is found at:

www.crtc.gc.ca/eng/casl-lcap.html

IDENTIFICATION
Organizations and individuals must

identify themselves and all the persons
on whose behalf a commercial elec-
tronic message is sent. Hyperlinks
may be used if it is not practical to list
everyone on whose behalf messages
are sent. Mere service providers
involved in execution of the commu-
nication do not need to be listed. Iden-
tification requires a postal address.
The law prohibits posing as
another organization, such as if an
individual to

email re-directs an

another website than the user intends.

UNSUBSCRIBE

Unsubscribe options must be “readily
performed” - that is, be simple, quick
and easy for the end-user. The law
allows a variety of means. Requests to
unsubscribe must be acted on without
delay and at no cost to the recipient.
The CRTC enforcement bulletin 2012-
548 provides further guidance. Many
organizations already have effective
and accessible unsubscribe options so
this is not likely to be a major change.

ENFORCEMENT
The CASL amends three pieces of leg-
islation, including the Personal Infor-

mation Protection and Electronic
Documents Act (PIPEDA), and gives

enforcement powers to the agencies
that regulate those statutes. Three reg-
ulators share responsibility:  the
CRTC for administrative monetary
penalties, the Competition Bureau for
administrative monetary penalties or
criminal sanctions under the Competi-
tion Act, and the Privacy Commis-
sioner of Canada for violations of

PIPEDA. The

includes a private right of action and

legislation also

individuals or groups can bring private
lawsuits, including class actions.

Violations and enforcement mech-
anisms are phased in over a three-year
period. The Privacy Commissioner of
Canada’s powers are broadened to
allow the Commissioner to share
information with provincial and inter-
national counterparts in the context of
investigations with inter-provincial or
international implications. The Com-
missioner can now exercise discretion
about whether to act or refer
complaints.

The CRTC has the greatest role in
enforcement. It will investigate
transmission of unsolicited emails, and
unauthorized installation of software
and alteration of transmission data. An
online spam reporting centre will be in
place from 1 July on the CRTC web-
site. Anyone will be able to report
emails received without consent and
emails with false or misleading con-
tent. The information gleaned will be
available to all three regulators.

The Privacy Commissioner will
concentrate on illicit personal infor-
mation collection from unauthorized
access to others’ computers and email
address harvesting from the Internet.
The Competition Bureau will enforce
scams and phishing using false or mis-
leading representations and deceptive

Internet marketing practices.

THE IMPACT ON INDUSTRY

As a result of a consultation process
regarding spam that started in 2004,
CASL contains many features desired
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LEGISLATION

by legitimate businesses. The main
impact for reputable businesses will be
the anti-spam provisions. It will force
a move from a norm of opt-out con-
sent for marketing to that of opt-in.

Some critics are concerned about
individual corporate officers being
liable for fines and are worried that this
will discourage individuals to volun-
teer for board membership. They also
argue that the compliance cost to busi-
nesses and regulators will be high, and
not lead to a noticeable decrease in
spam and other prohibited practices.
Some feel it will reduce Canadian com-
petitiveness, as foreign firms will not
be subject to such stringent regulation.
Lawyers such as Maanit Zemel also
report that CASL contains complex
contradictory provisions, that it holds
email service providers responsible for
users’ actions and that its application
to social media in unclear. Supporters
counter that all the other G-8 countries
have such legislation already.

Organizations need to conduct
reviews, and may need to change their
consent practices for e-mail communi-
cation with current and prospective
customers. There are also implications
for database management, as new
fields may be necessary to keep track
of consent for different purposes.
Information system reprogramming
may be required to ensure that only
email addresses associated with con-
sent for a specific purpose are scooped
up when compiling mailing lists. Fur-
ther, existing agreements regarding the
receipt of lists from other organiza-
tions may require amendment to take
into account these new consent
requirements.

Organizations are advised to audit
the processes by which they compiled
their current lists, and trace them back
to the circumstances of their collec-
tion, through the organizations that
supplied the addresses, right back to
the individual
However, it may be more prudent for

to ensure consent.

them to directly ask everyone on lists
to consent to all the specific uses and
disclosures that will be made of the
email address and personal informa-
tion associated with it. Opt-in rates
can be higher with more granular
choices. For instance, providing a
yes/no choice for all potential and
named uses is likely to yield lower

Stay connected

Your consent is required

You currently receive e-mails from the Institute for Research on Public Policy,
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consent rate than separating purposes
and letting the consumer choose.

CONSUMER IMPACT
Leading experts such as Michael Geist,
Canada Research Chair of Internet
and E-commerce Law at the Univer-
sity of Ottawa, who participated in
early consultation, have been critical
of the ensuing law. Implementation
delays allowed time for industry lob-
bying and numerous exceptions to the
law’s application were added. These
include: business-to-business emails;
for charities that send emails for
fundraising purposes; for the first
email sent as a result of a third party
referral; for political parties and candi-
dates; and for messages that respond
to consumer complaints or inquiries.
Furthermore, Canadian regulators

Professor Bennett is one of the editors
and main authors of a recently published
book on surveillance in Canada.
‘Transparent  Lives: Surveillance in
Canada’ details nine key trends in the
processing of personal information,
discusses how surveillance affects our
lives and what could be done about it.

The book is available free of charge at

are not expected to be able to effec-
tively address spam and other pro-
scribed practices originating from out-
side of Canada, especially where no
similar laws exist, although they do
have authority to work on joint
with international
authorities. Further, it is not yet clear

enforcement

how the spam reporting system will
work and whether the CRTC will
have the resources to deal with the
volume of reports. Some of the most
egregious unsolicited e-mail commu-
nications will, no doubt, continue to
intrude and annoy.

Nevertheless, despite the obvious
gaps and the problems with enforce-
ment, the law is one of the strongest in
the world. It is already prompting
businesses to seek consent to the con-
tinued solicitations by email (see
above). And consumers should get
more control over the use of their per-
sonal information because consent for
marketing will now be “opt-in”,
which has not hitherto been the norm.

Robin M. Bayley, Linden Consulting,
Victoria BC, Canada, and

Colin J. Bennett, University of Victoria,
BC, Canada
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‘Right to be forgotten’ ruling is
an Internet privacy watershed

The right is to be limited only in certain cases where the public
interest prevails. Artemi Rallo reports from Spain.

ontrary to most predictions,
the decision of the Luxem-
bourg-based European

Union Court of Justice of 13 May
2014 (Case C-131/12, Google wvs
AEPD) resulted in the recognition of
the ‘right to be forgotten’ online. The
court has granted this right against
Internet search engines in all circum-
stances, following the appeal by
Spain’s Data Protection Agency
(AEPD). The resolution marks a
watershed moment in the history of
the Internet, given that its impact will
affect both the fundamental rights of
Internet users (particularly their pri-
vacy and the protection of their per-
sonal data) and the design of future
Internet services (such as search

engines and social networks).

The European Court of Justice in
the Google vs AEPD case has there-
fore demonstrated its commitment to
personal data protection, both in its
jurisdiction and in the constitutional
and European legal framework. The
court took as a starting point the high
level appeal to protect personal data,
considering Recital 10 of the EU
Data Protection Directive 95/46. The
court made a coherent interpretation
of the directive, considering ‘the pro-
tection of fundamental rights as a
general principle of EU law’, particu-
larly given that the EU Charter of
Rights (CDFUE)

Fundamental
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ﬂ comment

EU tightens the net on
non-EU based companies

At PL&B, we cherish the close relationships we have formed over
the years with Data Protection Authorities globally. This issue
includes an article by Professor Artemi Rallo, former Director of
Spain’s Data Protection Agency, on the recent Google and ‘Right
to be Forgotten’ decision (p.1) . In April, we benefited from the
expertise of German Lander DPAs in our two-day seminar, the
highlights of which you can read on pp.5-7.

International transfers continue to be a burning issue. The EU has
made some progress on this front — Binding Corporate Rules and
the US Safe Harbor are likely to be two important instruments (see
p-8), and the Justice ministers also agree that EU rules should apply
to foreign companies if they do business in the EU. India is
discussing a draft law that would leave outsourcing outside the
scope of the law. For Indians, however, the law would provide
comprehensive protection (p.21). In South Africa, the data transfer
rules are strict — read an analysis on p.16. Will APEC and Cross
Border Privacy Rules provide a solution for APEC member states?
No, says our Asia-Pacific Editor (p.12).

In Belgium, the DPA has issued cookie guidelines for consultation
(p-27), and in Canada, the new Privacy Commissioner is partially
responsible for the enforcement of the new anti-spam act (pp.18,
19) that establishes similar protections to those already available in
the EU. In Brazil, the ground-breaking new Internet law divides
opinion as it creates obligations for foreign companies (p.9). In the
EU, the debate around Big Data continues (p.30), and the draft
Regulation may bring about a privacy seal (p.24).

Latin American developments, the EU draft regulation,
international transfers and privacy seals are among topics that will
be discussed at New Horizons ~ New Risks, our 27th Annual
International Conference in Cambridge, 30 June to 2 July, at
Queens’ College.

We invite you to join us for the privacy event of the year! To
register, go to www.privacylaws.com/annualconference

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you have a case study or opinion you wish us to publish?
Contributions to this publication and books for review are
always welcome. If you wish to offer reports or news items,
please contact Laura Linkomies on Tel: +44 (0)20 8868 9200 or
email[laura.linkomies@privacylaws.com]
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