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ABSTRACT

Cable television networks provide analog and digital television broadcasts as well as
internet connectivity to subscribers. Exposure to the elements and gradual wear reduce
the performance of the analog portion of the hybrid fiber and coaxial network increasing
signal noise and disruption of service. Network monitoring capabilities are minimal and
network failures require the rapid deployment of a cable technician. Advanced warning of
failing components allows earlier and more targeted equipment servicing, which may yield
better quality of service and higher internet subscriber capacity. This thesis shows that
status information returned from cable modems can be used to give a measure of network
health and provide a means for fault detection. Several techniques for detecting behavior
deviations of individual modems have been developed and evaluated. The topology of the
network provides constraints which are used to determine the part of the network where
faults may have occurred that manifests itself as a behavior deviation of particular cable
modems. Regions of the network with unusual modem behaviour are shown to relate to

areas with more customer service requests.
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“Bad” Modem A modem with a power signal that is considered significantly abnormal.

Cable plant

CRC

A cable television and cable modem distribution network served by a

single head end.

Cyclic redundancy check. An digital error detection scheme.

“Good” Modem A modem with a power signal that is not considered significantly abnor-

Modem Data

Segment

SHUB

SMT

SMT Data

Stability Data

WSR

mal.

Status signal data collected from cable modems in cable plants, including

power control feedback and CRC signals. These come in hourly samples.

A subtree of the cable modem network that is fed from the same head
end modem, and typically contains several SHUBs.

Secondary Hub. A subtree of a cable network that is rooted where the
coaxial network stems from the optical fibre loop.

Status Monitoring Transponder. These are the signal measuring devices

equipped on cable trunk amplifiers that provide the SMT status data.

SMTs are often referred to instead of the amplifier itself.

Status data collected from SMTs within a cable plant, including a tem-
perature reading. Sampled approximately once every three minutes.
Data describing a cable plant’s performance at the segment level includ-

ing error levels and customer work service requests (WSRs). Data values

cover approximately one month.

Work service request. A request by a subscriber which initiates a service

call.
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Chapter 1

Background

This chapter provides an overview of cable television networks and fault detection systems.
Specific to this research is the cable modem network that provides internet connectivity
over cable networks. Sufficient background information is given to support the description

of the cable network fault detection system presented in this thesis.

1.1 Cable Television Network Architecture

Cable television is a service available to many homes through which subscribers receive
television broadcasts. The cable network or cable plant is the physical communications
network in a city which distributes the broadcast signals to each home. Recently, additional
services have been made available through these cable networks, such as cable internet and
digital television, introducing the need for reliable digital signal transmission.

A cable network is tree structured branching from the head end out to the residences
within its scope [1, 3, 23]. At different levels in the network hierarchy the transmitted
signal passes through devices which reproduce and possibly broadcast it along multiple
paths. The purpose of the network is to deliver the signals to the paying customers with
high reliability and low noise.

Broadcast signals for the variety of channels are collected at the cable network head
end from a variety of sources. Some come remotely from satellite feeds, some are played

from recordings, while others are filmed locally and broadcast live. Signals for all channels
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are combined at the head end and frequency division multiplexed, each alloted a 6 MHz
band in the spectrum ranging from 54 to 550 MHz for the analog channels and 550 to 860
MH?z for the digital channels [5]. The combined signal is transmitted from the head end
over the cable network where the individual channels may be selected and viewed with a

digital or analog TV tuner by each subscriber.

— Reverse Path (status data, internet)

Analog Forward Path (CATV)

— Digital Forward Path (DTV, internet)

0 100 200 300 400 500 600 700 800 900

Frequency (MHz)

Figure 1.1. Television Broadcast Spectrum

From the head end, also called a primary hub (PHUB), the transmission medium is
initially fiber optic cable. After this, the signals are converted to an electrical form to be
transmitted over coaxial cable. The various subnetworks created by this conversion are
called secondary hubs (SHUBs). These are electrically independent from one another but
carry copies of the original signal. Each SHUB branches out into a tree of analog trunk
amplifiers that boost the signal to make up for transmission losses. In some networks the
trunk amplifiers are equipped with status monitoring transponders (SMTs) which provide
status information about the amplifier operating conditions. The trunk amplifier tree can
sometimes form a chain of over 20 amplifiers in cascade. The tree branches off to distri-
bution amplifiers which are each capable of feeding a small number of subscribers. The
resulting signal is fed into the subscriber residences along the coaxial cable which connects
to television sets, set top boxes, and cable modems (see figure 1.2). Parts of the signal

spectrum are filtered out at the tap to each residence to block services for which they did
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not subscribe.

Distribution
Amplifier

Trunk Amplifier

Subscriber Devices

Figure 1.2. Cable Network Structure

The cable network is fairly static in that it is not reconstructed as individual subscribers
request or cancel their service. The transmission equipment must be in place and capable of
providing a service before it is available to the subscriber. From time to time the network is
extended to reach a new geographic area or rebuilt to replace old hardware. The fibre optic
portion of the network is occasionally extended to reach further down the tree, providing a
cleaner signal and greater bandwidth as far as it spans.

Several services require a reverse transmission path to facilitate communication up-
stream to the head end [5]. These are the interactive services such as cable internet and
digital television, as well as network status monitoring equipment. Although the cable

networks were not designed for this, the transmission hardware has been augmented to
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send an upstream signal in the 5-42 MHz frequency range which does not interfere with
the downstream broadcast [20]. Originally unused because of the high noise level in this
range, modern equipment has made it possible to utilize this part of the spectrum as well.

Cable modems modulate and demodulate digital data signals on the coaxial cable in
the subscriber’s home. It provides an ethernet connection to link the modem to the local
area network within the home or office. The downstream traffic (from the internet to the
subscriber) is broadcast on one of the traditional television channel frequency bands. The
upstream traffic (from the subscriber to the internet) is sent along the upstream channel of
the cable network to a head end cable modem and through it to the internet. These provide
the link between the cable network and the rest of the internet. A head end modem serves
several SHUBs, grouping them into segments.

Trunk

Amplifi
Head End (;nhl;[;";)ers

Distribution
Ampifier

Figure 1.3. Cable Modem Network Infrastructure: Each head end modem serves several
SHUBs that form a single segment. Internet traffic is modulated onto the analog cable
network and flows both downstream and upstream. From the head end, cable modem traffic

is routed onto the public Internet.

The data carrying network has additional status information to allow remote monitoring
of the network transmission and stability. Status data is sent from the individual cable
modems up to the head end modem where it is collected and stored for later analysis.

A typical plant contains dozens of segments, hundreds of SHUBs, several hundred trunk

amplifiers, and thousands of cable modems.
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1.2 Fault Detection in Large Scale Engineering Plants

Large scale engineering systems, or plants, require the correct operation of many subsys-
tems and components for the system to function. Examples include automotive factories,
the power grid, and communication systems. The failure or malfunction of a single com-
ponent can have far reaching effects on the plant and the service it provides. For instance,
an entire manufacturing pipeline can be stalled by the interruption of a single stage, or a
downed power line can cut off thousands of residences. Plants therefore require monitoring
and active maintenance. In most cases measurement and feedback of operational levels is
essential to the operation of a system. Each system has its own model of what is consid-
ered normal behaviour. The combination of this model and status monitoring information
provides system operators with a means to detect system malfunction.

In the worst case scenario, faults within the system become apparent only in the event
of absolute failure. Yet it is possible that certain observable component behaviours are
indicative of future problems, such as the gradual overheating of physical components,
oscillations in systems with feedback, or the deterioration of electrical conductivity. A
mechanism to detect abnormal behaviours may provide adequate warning of malfunction.
What is most necessary is a means to detect behaviour outside an acceptable operational
range. This raises the question of what is normal behaviour. Modelling specific faulty
component behaviours is prohibitive due to the open ended spectrum of fault modalities.
Identification or localization of a particular fault is less essential than mere awareness of
anomalous behaviour.

A traditional approach to status monitoring is bounds checking, where levels are com-
pared to upper and lower-bound thresholds, and alarms are generated when the operational
level leaves the predefined range. This approach has several drawbacks. The thresholds
must be set wide enough to account for all ranges of normal behaviour although the dy-
namic range may be small at any particular time. When the operational level is near a

threshold, variations in the signal can generate a large number of alarms even if the level



1.2 Fault Detection in Large Scale Engineering Plants 6

does not wander far from the threshold itself. The behaviour of the signal within the ac-
cepted range is ignored. Variations within this range may clearly indicate faulty or abnor-
mal behaviour, yet no alarms are generated at all.

In a complex system with many components a fault may be implied even if no sub-
system is symptomatic of failure. Such a fault may only be apparent by recognizing an
abnormality in the collective behaviour of multiple subsystems. For example, an above
average operating temperature of one component may be quite normal, but a problem may
be indicated when a number of related components are running hot. Only through a higher
level analysis can such patterns be detected.

Advanced fault detection aims to give warning of pending component failure before the
fault symptoms are obvious and detrimental to system operation. Adequate lead time to
critical fault events gives service personnel the opportunity to identify, isolate, and rectify
waning components. The result is higher system reliability, less wear on other components,
and lower maintenance costs.

In plants without direct status monitoring capabilities it may still be possible to see the
effects of system components through indirect measurements. Such opportunities may be
wholly unanticipated and only discovered through analysis of existing status information
sources.

Advanced fault detection require analysis of operational status data to reveal trends
applicable to fault inference opportunities, yet each system is unique and likely requires
specific analysis to reveal them. Fortunately, such analyses can be performed off-line,
using data archives of status measurements. Any discoveries in the historical behaviour
might then be applied in real time in an active fault detection system.

To verify any fault detection technique operational feedback is required to benchmark
the accuracy of fault predictions. In offline analysis, a historical account of actual plant
fault events serves this purpose.

The identification of observable behavioural trends leading to system malfunction may

be approached in a number of ways. Techniques in statistics and machine learning can be
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applied to relate system states to failure states. Data mining approaches can be attempted
to automatically discover such relations, given appropriately structured data and sufficient
computing resources. Success in any computer centric approach requires a guiding hand

for appropriate direction and leads suggested by domain knowledge.

1.3 Fault Detection in Cable Networks

Cable networks are like standard engineering plants in that they require monitoring and
continuous maintenance for reliable operation. Physical components age and their perfor-
mance degrades over time until they fail or are replaced. Cable networks offer a particular
challenge because of their size and continuous exposure to the elements. With the general
lack of direct monitoring, cable operators are often made aware of network problems only
when subscribers report a loss or deterioration of service. Component failure will affect
cable television feeds as well as internet and digital television services. Levels of noise
which only diminish analog broadcast quality can altogether prevent digital signal trans-
mission. Timely repair is required to maintain quality of service and maintenance is costly
and ongoing.

Previous efforts have shown that advanced fault detection is possible using status infor-
mation provided by SMTs on the cable trunk amplifiers [19, 14] yielding increased capacity
and improved reliability. Unfortunately not many networks have the SMT monitoring in-
stalled.

Modern services require a higher level of quality and reliability in the cable networks.
Cable modems provide a new opportunity to monitor the state of the cable network. Status
signals returned by subscriber cable modems provide a particular view of a cable network
from a very large number of locations.

Cable modem signals are used to identify problems in the network around “bad” modems.
This is not meant to imply that there is a problem with the modems themselves. It is the

terminology adopted to refer to modems whose status signals are significantly abnormal
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and possibly suggestive of network problems in vicinity of the modems.

This thesis describes an effort towards fault detection of cable networks using cable
modem status information. The next chapter presents an overview of this work, including
the analysis and software required to build such a system. Later chapters detail the specific

tasks involved.



Chapter 2

Overview of Fault Detection Analysis

This chapter outlines the research performed for this thesis and the steps taken during its
progression. It clarifies the scope of this work and distinguishes it from related research.
The purpose of this work is to analyze operational status data supplied by Rogers Cable
which was collected from cable modems in their cable networks, and to uncover trends that
may lead to improved network fault detection.

There are several intended outcomes of this work. First, data processing algorithms and
their implementation specifically targeted to cable modems. These algorithms are intended
to de-noise, aggregate, store, and extract relevant data. Second, the creation of a software
environment which may be used for future development of fault detection techniques fully
qualified and tested. Third, algorithms that discover aberrant behaviours of the cable plants
based on the status data collected from cable modems.

The above goals were arrived at through a progression of analysis tasks. Although
they are outlined here in a serial fashion the actual work involved some backtracking and
revisiting as goals changed and new data became available. This chapter is a summary of

the major steps involved in the analysis. The chapters that follow provide specifics.

2.1 Modem Sweep Software

The software environment used for the implementation of the data processing techniques

described in this thesis is Matlab”™. This is a fairly high level programming platform that
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is particularly well suited for data analysis and visualization. Beneath this software layer
is a collection of programs used to extract the variety of data sources from different cable
plants and present them in a form suitable for Matlab to interpret. The process of running a
full analysis of the modem data is called a modem sweep. Each sweep targets one or more

plants for a specified interval of time.

2.2 The Modem Sweep Fault Detection System

There are four steps in the cable modem sweep: data preparation, feature extraction, feature
analysis, and fault determination. These steps correspond to the flow of data through the
system from the input data sources through to the projected fault reports.

The goal of a fault detection system is to use the available data sources to detect or pre-
dict the failure of elements within the monitored system or plant. As is the case here, this
must be done without the benefit of an existing model of normal plant behaviour. Discover-
ing the normal system behaviour is part of the process of building the fault detection system.
Detecting plant elements whose operation falls outside this model provides advanced fault
detection in the form of generated alarms. With additional information describing actual
plant faults the system can be extended to predict the kind of faults present or pending
within the plant. Application of the system may reduce the impact of faulty equipment and

improve plant stability as a whole.

2.2.1 Data Preparation

Data preparation takes the available data sources and prepares them for use within the sys-
tem. In the modem sweep several raw data sources must be uncompressed, preprocessed,
and integrated into cohesive data structures before being read into Matlab for processing in
the following stages.

The primary source of data used by the modem sweep is cable modem data, collected

from individual cable modems in each cable plant. It consists of several time series of
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status signals from each modem, which may be missing data and have inconsistent time
bases.

Chapter 3 describes the sources of data available for use in the cable modem fault
detection system and the associated challenge of interpreting the data in the fault detection

process.

2.2.2 Feature Extraction

Feature extraction takes the highly detailed input data sources and reduces the dimension-
ality into a set of features describing the most salient features of the various network el-
ements. The choice of features and their generation changes based on the findings of the
analysis so the feature extraction process is iterative. The goal of this stage is to reduce the
complexity of searching for faults in the plant while maintaining those characteristics of
data which allow the variety of fault behaviours to be detected.

In chapter 4 the features extracted from the various data sources are described along

with the algorithms used to automate their extraction.

2.2.3 Feature Analysis

Given a set of high level features of the numerous plant elements at different hierarchical
levels a model of normal plant behaviour must be formed. Patterns of features inspected
in isolation and in conjunction with other features that fall outside the expected norm are
searched for consistencies with known plant behaviours and faults. The analysis is open
ended and gives insight to characteristic behaviours that tend to surround faulty network
elements in the network structure and the time of fault events. This is a lengthy and iterative
process which also involves the need for additional features generated from the feature ex-
traction stage. Different methods of combining and summarizing feature sets are attempted
with the goal of exposing clear patterns for predicting or detecting faults within the plant.

Chapter 5 describes the most useful analysis techniques used to find the patterns used
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for predicting plant faults as well as the algorithms used towards this end.

2.2.4 Fault Determination

The final representation of the plant and methods for extracting the telling features along
with the pattern detection mechanisms to expose plant elements which fall outside the
learned plant model form the fault detection system. Chapter 5 covers how suspect regions
of the cable networks are determined. The result of that analysis can be used to generate a

fault report for the targeted cable plant.



Chapter 3

Data Sources

A fault detection system relies on measurement data from the plant under inspection.
Archived data describing the system structure and dynamics can be analyzed off-line. In
combination with knowledge of plant dynamics, these data sources may reveal trends that
provide a model for normal and abnormal plant operation, and methods to perform fault
detection on the plant.

Yet status data provides only a restricted view of the total system state, limiting the
fault modalities within reach of detection. A fault detection system is only as good as
the data accessible to it. Many plants are either not instrumented for fault detection, or
the monitoring infrastructure is very rudimentary and retrofitting is expensive. Thus the
only viable option is to attempt to extract as much information as possible from existing
incomplete, sparse, coarse and noisy data sources.

Making the most of the data requires a concerted effort. Prior to application data sources
must be analyzed and their limitations understood. Failure to properly assess the data
sources could lead to mistaken conclusions about the system, including erroneous fault
claims.

A number of data sources were provided by Rogers Cable for the purpose of fault de-
tection in their cable networks. Each provides a different view of the network, contributing
to potential analyses of the cable plants. The primary source of data is the modem data,
which provides several status values from each modem sampled in the networks, as well as

some topological information. The next most significant data source is the network stabil-
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ity information. Although limited, it provides segment level view of network transmission
quality. Another limited source of data used in previous cable network fault detection
projects is the SMT (status monitoring transponder) data. This provides several regularly
sampled status signals at the trunk amplifiers in the networks. In relation to this is the SMT
network topology information which was used sparingly. Each of these data sources are
described in the following sections. A summary of the data sources and the periods of time

which they cover is given in section 3.6.

3.1 Modem Data

A wealth of data collected from individual modems in the cable modem network was pro-
vided by Rogers for analysis towards the goal of advanced fault detection. This data was
bundled into daily files and transmitted to the university lab where it was stored and later
processed.

The data comes from LANcity”™ modems, one of the two brands of cable modem used
by internet subscribers. Although the LANcity data does not include every modem used in
the Rogers networks, the majority of the cable plants and their subnetworks are represented
to some extent within the data.

The data contains status and topological information. For each modem in each plant,
a sequence of hourly samples containing two status signals, a modem power level and
a cyclic redundancy check (CRC) level', are present. The topological information from
each modem, although repetitious, gives a picture of the static network hierarchy relating
modem to SMT, SMT to SHUB (secondary hub), and SHUB to plant. These attributes are

discussed in the following sections.
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Figure 3.1. Modem Power Feedback Signal

3.1.1 Modem Power Signal

The modem power signal is a measurement in dBmV of the automatic gain control feedback
signal the modem sends upstream to the headend (see figure 3.1). This level is intended
to keep the downstream signal strength consistent. The fluctuations in this signal give a
view of the impedance of the cable network from the head end to the cable modem. Given
that electrical conductance varies with temperature and that the ambient temperature of the
environment varies over time, it is expected that this signal will vary in accordance with the
ambient temperature of the city. The power-temperature relationship is a primary feature
of the modem data and it is discussed in further detail throughout this thesis. Some typical
modem power signals are shown in figure 3.2.

Many atypical waveforms are observed as well, since additional factors influence the
power reading. Their origin is not clear but they are important in that some observed
behaviours could be indicative of plant faults. Several unusual modem power signals are
shown in figure 3.3. The most common abnormal behaviours are power spikes, level shifts,
and flat regions. These are described later in this section, while extraction of these signal
features is discussed in section 4.1, and preprocessing of the power signal is presented in
section 4.3.

To better understand the power signal a closer look at the measurement details is re-

quired. The digitally sampled signals impose several limitations on the representation of

IThis is not the CRC value itself, but rather a measure of the CRC error rate for the modem
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30

the underlying signal. In particular the modem data has aperiodic sample times, a bounded

sampling range, and non-uniform quantization levels.

3.1.1.1 Sampling Interval

In the case of the power (and CRC) signal, the sampling period is about one hour. Ap-

plication of traditional signal analysis techniques assumes this sampling frequency to be

consistent. The frequency of different time intervals between successive samples for a sin-

gle (randomly chosen) modem is shown in figure 3.4. The majority of sample intervals are

3600 or 3601 seconds, but there is some slight deviation from this. For this one modem’s

1002 samples, the average sampling interval is 3601.1 and the standard deviation is 19.9.
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Figure 3.3. Unusual Modem Power Signals

Although the sampling rate is not perfectly consistent the error this introduces into
the analysis of these signals should have minimal impact. The exact sample time stamps
are used when appropriate and are not assumed to be one hour apart. The reason for the
inconsistent sample times is not known, but it could have to do with rounding at some point

of the data collection process.

3.1.1.2 Bounded Sampling Range

Sampled signals have an effective minimum and maximum measured value due to either
the sensor capabilities or the encoding limitations. Measured values of modem power fall

between approximately 2500 dBmV and 5600 dBmV. The histogram in figure 3.5 shows
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the relative frequency of different power levels for 800 randomly selected modems from
two plants?.

The distribution falls off on each side of the center but the upper range appears limited
around 5600 dBmV. Inspection of individual power signals reveals what appears to be an
upper limit to the sampling range. Figure 3.6 shows instances of clipped power signals.
Of the 800 randomly selected modems, 59 exhibited clipping. Figure 3.7 shows the maxi-

mum power levels for all modems from one plant that have 50 or more identical maximum

2Three percent of the power values lie at zero but they are not shown in the histogram.
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Figure 3.6. Clipped Modem Power Signals

samples (468 of 6811 modems). The maximum appears to vary from modem to modem
but clipping consistently occurs somewhere around 5600 dBmV. The clipping is unlikely
due to natural causes and is assumed to be a limitation of the data collection process. The
consequence is an additional source of opacity to the real network and the introduction of
misleading signal artifacts. Filtering of invalid data is discussed in section 4.3 and clipping
in particular is treated in section 4.3.3.

The lower range of the power signal does not appear to be prematurely clipped.
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3.1.1.3 Quantization Levels

Digital signals are limited in the accuracy of their amplitude measurement. The modem
power levels are provided in the data with integer dBmV values which imposes a lower limit
on the effective quantization step size (1dBmV). However, only a subset of the possible
dBmV values within the dynamic range are observed for any modem. The modem power
levels appear to be sampled into a set of fixed quantization levels, and those power levels
are not multiples of a single quantization step size. In addition, different modems have
different quantization levels.

The two histograms in figure 3.8 show the number of modem power samples at each
power level for two different modems from the same plant®. Quantization beyond the single
dBmV accuracy is apparent given the obvious gaps between spikes in the histogram. The
signals had plenty of opportunity to occupy the intermediate levels given the high repetition
at the observed levels. The spikes appear at different dBmV values for the two modems,
and as figure 3.9 shows, the difference between adjacent quantization levels is not constant.

These factors are perhaps caused by different representation accuracies at the various

stages of the sampling, transmission, and data archiving process. Despite these measure-

3The dynamic ranges of these two modem signals are unusually small, exasperating the quantization

effect.
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ment peculiarities, the discretization of measurement is small in contrast to the dynamic
range of the signals and the error introduced into the analysis is assumed to have little

effect on the results.

3.1.14 Power Spikes

A commonly observed power signal event is a power spike. These are situations where the
power level quickly rises and falls. Several examples are shown in figure 3.10. The origin

and impact of power spikes is unknown.

3.1.1.5 Level Shifts

Inspection of modem power signals reveals a common event called a level shift. At alevel
shift the power signal appears to shoot up or down by a large amount and then continue
on as it was prior to the shift but with a DC offset, as seen in figure 3.11. Natural power

variation is very unlikely the cause of these events. They are possibly the influence of a
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control system with very coarse feedback control or perhaps a data collection artifact.

3.1.1.6 Flat Regions

Flat regions are regions in signals that remain at a fixed value for many consecutive sam-
ples. They (flat regions) are a common signal artifact and often last for hours or days. The
sampling is sensitive enough compared to the typical variation of a modem power signal
that each sample should be different than the last. Flat regions must therefore be caused
by something other than a truly constant power signal. It is uncertain at which point in the
data collection process the flat regions arise, whether it is at the measurement sensors or a
problem with the data collection system.

If the cause of flat regions is not within the cable network itself, it introduces an addi-
tional source of network opacity making the goal of fault detection more challenging. Any
real signal fluctuations within the flat region interval cannot be seen by the fault detection

system. It is not assumed that the absence of observed events during these periods implies
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Figure 3.10. Modem Power Signals with Power Spikes

the absence of real events. Signals with flat regions instead are considered only partially
present and leave open the possibility of otherwise observable signal artifacts during these
times.

If the cause of the flat regions is from the cable network, the presence of flat regions in
modem signals may be an indication of some kind of network fault. The identification of
these regions serves to both improve interpretation of the data and provides a quantifiable

feature of the data. Flat region identification is detailed in section 4.3.1.
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Figure 3.11. Modem Power Signals with Level Shifts

3.1.1.7 Zero Levels

Zero levels are an instance of one or more consecutive power samples at zero. A power level
of zero is not considered valid because a dBmV value of zero implies an infinitely negative
voltage. These events are thought to represent a data collection issue of some kind, such as

failure to communicate with the modem. Section 4.3.2 describes the identification of zero

levels.
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3.1.1.8 Time Gaps

Since each modem is sampled approximately every hour a gap of more than an hour be-
tween samples indicates that some number of samples are missing. Even one missing
sample produces a blind period of two hours in which significant network events could
transpire. The absence of this one sample may itself be an indication of a network problem
thus time gaps of any duration are recorded as modem events. Time gaps are easily detected
by applying a threshold to the difference between normalized timestamps of consecutive

modem samples.

Despite the promise of fault detection using time gaps these events are very rare. One
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would expect individual modems or related groups of modems to come in and out of contact
with the sampling system as parts of the network malfunction or are disconnected.

One obvious source of the observed time gaps is missing modem data. This is a related
issue and is discussed in section 3.5.1. These time gaps are plant wide and often last for
days. Although time gaps of this origin can be anticipated from the available modem data,
it is important within the sweep to keep a record of these gaps and make it apparent to the

sweep operator that faults within these periods cannot be explicitly detected.

3.1.2 Modem CRC Signal

The modem CRC (cyclical redundancy check) signal is a measurement of the quality of
the digital data transmission between the head end modem and the individual subscriber
modems. The specifics of this measure were not disclosed, but it is understood that it re-
flects the amount of noise in the transmission medium. Noise interferes with the signal,
causing the receiver to misinterpret the digital signal bits. To detect this problem, a digital
communication system can transmit checksums along with the payload data, and the re-
ceiving end compares the transmitted checksum with a locally computed checksum on the
payload. A mismatch indicates a corruption of the signal, and the frequency of checksum
mismatches suggests the overall level of noise over that communications channel. The time
varying frequency of CRC errors is recorded for each cable modem in the modem CRC sig-
nal. The units of the CRC measurement are not known, however, it is their relative values

that are important. Several modem CRC signals are shown in figure 3.13.

3.1.2.1 Sampling Interval

The modem power and CRC samples are given within the same sample line in the modem
data and thus the sampling interval for the CRC signal is the same as the power signal

discussed in section 3.1.1.1.
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Figure 3.13. Modem CRC Signals

3.1.2.2 Sampling Range

A histogram of CRC values from 800 random modems in two plants is shown in figure
3.14. The minimum observed CRC level is zero, and the peak is just slightly above zero.
There is no apparent clipping in the CRC signal as there is in the power signal. The upper
tail of the distribution decays to zero, although values as high as 22 are observed. 6.4% of

the CRC samples are not shown (they are above 0.014), and the mean CRC value is 0.017.
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3.1.2.3 Quantization Levels

The modem CRC signals in the data are given with four decimal places of accuracy, and
unlike the power signal, they appear to take on any representable value. Figure 3.15 shows
CRC level histograms for two modems. The effective quantization is the same as the data

representation of 1074.

3.1.3 Modem Data Topology

Each modem sample includes information on the location of the modem in the cable net-
work. In particular the modem’s SMT, SHUB, and plant are given. The location of the
modem in the network is important to the fault detection system because it allows observa-
tions from the modem signals to be traced back to particular regions of the cable network.
This information collectively reveals topological mapping from modem to SMT, SMT to
SHUB, and SHUB to plant.

The tree structure of the network is not completely specified from this data however,
since the parent/child relationships of the SMT trunk amplifiers is not inferable, the seg-
ments are not given, and neither are the distribution amplifiers. The topological picture

is thus seen as a collection of subnetworks within subnetworks of modems without any
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knowledge of structure within the subnetworks (see figure 3.16).

Although the topological picture is not complete there is potential for fault attribution

at the modem, SMT, SHUB, segment, and plant level.

3.2 Segment Stability Reports

To assist in the identification of troubled regions in the cable networks, Rogers provided a
set of spreadsheets containing stability information for each plant at the segment level. The
stability information is given as a set of data transmission metrics over several time scales

as measured by the head end cable modem. This data was a one time offering covering all
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Figure 3.16. Effective Cable Network Topological View Given in Modem Data

plants for the one month period ending April 7 2002.

The stability data is important because it gives a top down view of the observed plant
performance. This contrasts with the bottom up view provided by the modem signals.
Taken as a measure of true plant performance, the stability data is used to relate observed
plant behaviour through modem signals to observed plant transmission quality. Trends
and correlations observed between these two data sets serve as a basis for automated fault
detection based on the modem data alone. This also serves as an alternative to confirmation
of suspected network difficulties through Rogers. A major advantage is that it is possible to
automate the search for inferential fault detection patterns between the modem and stability
data.

Modem data was available for the same time period which the stability data covers,
making a comparative analysis possible.

There are two spreadsheets, one for LANcity cable modems and one for Terayon™
cable modems. The metrics and time frames differ slightly between the two sets of data.

Separate data records are available for each head end modem which serves a segment con-



3.2 Segment Stability Reports 31

taining one or more SHUBs.

For each metric each segment is given a percentage of error free days over each time
scale. The SHUBs within the segment are also listed, giving a topological picture of the
segment to SHUB mapping to complement the topological information provided by the
modem data, although this topology differed slightly from that in the modem data. The

stability metrics and timescales in the two spreadsheets are summarized in table 3.1.

Table 3.1. Terayon Segment Stability Fields

Feature Description
IP Address IP Address of head end modem
# Customers Number of cable modems served in segment
SHUBs List of SHUBs served by head end modem
# WSR Work Service Requests - client requests for service
UCS (14,10,5,1 week) Upstream Channel Status - % of error free days (4 different values)
SNR (14,10,5,1 week) Signal to Noise Ratio - % of error free days (4 different values)
Combined UCS & SNR (14,10,5,1 week) Error free days for both UCS and SNR

The meaning of the individual stability metrics was not disclosed but it can be inferred
that they represent aspects of the quality of digital data transmission over the corresponding
segment.

The number of modems in each segment compares with the numbers provided by the
cable modem data quite well but not perfectly. The discrepancy might be due to the differ-
ing times the modems were tallied.

The UCS (upstream channel status) and SNR (signal to noise ratio) values are metrics
tabulated by the head end modem that serves the segment. An error free day is probably a
day where the measured values do not exceed a certain threshold that constitutes an error.
The percentage of error free days are given over four time periods of different duration.
The 14 week score is for the 14 weeks ending April 7th, the 10 week score is for the 10
weeks ending April 7th, etc. The combined stability measure is always at least as low
as the lowest other measure for its corresponding time frame. This figure represents the

proportion of days that are free of any kind of UCS or SNR error. These two measures are
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mentioned in [17] (a classified document), however their exact nature is not critical to the
analysis.

The CRC field is likely related to the modem CRC signal, only this measure is taken
from the head end modem and reflects the entire segment.

Of particular interest is the work service request (WSR) measure. This counts the num-
ber of truck rolls directed at a segment for the one month period ending April 7th 2002.
The WSR count for a particular segment reflects both the size and the quality of service in
that area. Unlike the other features, the WSR factors strongly on human behaviour, since it
is areflection of the customer requested service activity in the region of the network.

It should be noted that the measurement values at the segment level do not imply a
consistent behaviour over the entire scope of the measurement. It is quite possible that a
poorly behaving segment is recorded as such due to just one SHUB or a few SMTs which
bring down the stability metric for the entire segment. The particular subnetwork causing
the poor stability cannot be seen from this level but it is hoped that the problematic region
of the network will be apparent from the modem data signals.

The LANCcity stability spreadsheet contains similar features including number of cus-
tomers and WSRs, but instead of SNR and UCS it has fields for CRC, L2, and BS. It is
expected that these fields serve purposes similar to the Terayon fields. In the subsequent

analysis, the LANcity WSR is the primary stability metric used.

3.3 SMT Data

Another source of data used was the SMT data. This data was collected from cable trunk
amplifier SMTs over a period of many years and was the basis for earlier cable network
fault detection analyses [12, 14, 15, 16, 19]. The SMT data was archived in the UVic lab
but transmission of new data was discontinued as of 2001. It was used initially in the cable
modem analysis and provided several useful insights from the time frame when both SMT

and modem data were available.
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The SMT data consists of a stream of data samples for each amplifier in a cable network.
The sampling period varies between plants but is typically around the 3 minute range.
There are many sampled fields but most utilized were the forward pilot and the temperature
signals [6, 16]. The reverse pilot and current signals were the basis for another analysis
[12].

The SMT temperature signal provides significant information to the analysis of the
cable modem power signals as plant wide temperature estimates. Appendix A details the

derivation of the plant-wide temperature estimation.

3.4 SMT Topology

From previous cable network fault detection efforts [reference], a source of network SMT
topology was used. This topology defines the cable trunk amplifier tree structure from the
headend downwards, which the modem data does not do. Unfortunately this data source is
largely incomplete and out of date. The provided topology data is absent for most plants.
For those that had data present, the topology given represented the network at one specific
time. This view becomes invalid over time as the cable network changes with the addition
of new cable amplifiers or the replacement of trunk amplifiers with fibre optic nodes. Thus,
at present, SMT topology is thus mostly inapplicable, although in the past it was used

extensively for fault cluster inferences [15].

3.5 Data Issues

The data sources which make fault detection possible must be interpreted carefully. Data is
prone to error and misinterpretation leading to invalid conclusions unless the limitations of
the data sources are understood and accounted for. This is particularly challenging because
the data collection system is itself prone to faulty operation. In a real world system the

data sources are like random processes, potentially including any range of valid or invalid
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sequences. A fault detection system should have robustness and minimize the production of
misleading results when exposed to imperfect data. Towards this goal, the analysis should
include an examination of the kinds of data defects that are present or possible, and attempts
should be made to minimize their influence. A number of observed limitations in the data
sources and their implications are discussed in the following sections. The significance of
imperfect data sources should not be underestimated. It is natural to overlook these issues
because many projects operate on synthetic or very reliable data. In the case of real world

data analysis however, these issues should not be left unchecked.

3.5.1 Missing Data

The most obvious and prevalent data limitation is the lack of completeness. There are a

number of reasons why the various data sources are incomplete.

3.5.1.1 Causes for Missing Data

Although the archiving process in the UVic lab was very reliable, there were frequent
occasions when the daily transmission of data never arrived. Thus the data has many days
which are entirely missing. The reason for this is unknown. It was likely an operational
error closer to the data collection source.

Even when the expected daily transfer was conducted, data within the files transmitted
was often incomplete. The reason for this is also unknown. Interestingly, the periods of
missing data tended to come from plants that were geographically related, such as all the
plants in Toronto. This implies that something further up the data collection chain was at
fault.

The result of these two problems is the presence of many holes in the modem and SMT
data. A chart of modem data availability is given in figure 3.17.

A significant reason for missing data was the exchange of several cable plants between

Rogers and Shaw cable companies in November 2000. This altogether terminated the re-
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ceipt of modem data from the BC area plants and introduced several plants in the Ontario
area. From the data point of view there is missing data after that date for the BC plants
and missing data before that data for the Ontario plants. Although this is accommodated
by shifting focus between plants, it hampers the analysis because follow up or historical
analysis cannot be conducted on these plants.

Another reason why data is unavailable, for specific modems or subnetworks in a plant,
is because of gradual topological change. Internet subscribers come and go, thus the status
information from their modem will only be available during their subscription period.

Perhaps the most useful source of missing data is equipment malfunction that prevents
the data collection from within the scope of the failing elements. These occurrences, if they

can be identified, may give valuable leads towards faulty behaviour.

3.5.1.2 Dealing with Missing Data

Regardless of the cause, missing data must be handled appropriately. A major problem
with missing data is that it makes inferences about the behaviour of affected signals less
reliable compared to signals whose data was available in its entirety. For example, suppose
only one day of data is present for a particular modem in a month long sweep. Modem
CRC signals vary widely over time and if the one available day of data for a particular
modem happens have high CRC levels cannot be assumed that this level is representative
of the entire month. Yet the CRC mean could easily be interpreted as such because it hides
the quantity of data considered. More specifically, for a given probability distribution, the
mean of a small set of samples is more likely to stray from the distribution mean than
the mean of a large set of samples. Consequently, within a plant, those modems with the
highest mean CRC levels are often simply at the extreme because they have less available
data. This problem has many different faces and must be considered during analysis to
avoid making invalid conclusions.

Another key consideration is that the absence of data does not imply the absence of

faulty behaviour despite the fact that none was detected. The best way to deal with this



3.5 Data Issues 36

issue is to make the absence of data apparent in any results presented. For example, if a
badly performing SHUB has no problems for a week, it must be reported if there was no
data for that week so it is not assumed that the behaviour was normal during that time.

In temporal analysis, a missing chunk of data will usually introduce a large jump in the
signal level between adjacent samples, which is not an actual sharp signal change. Such
occurrences might trigger false events so events should be neutralized by time gap events
if they occur concurrently.

On the visualization side, missing data in signal plots will either produce a sharp dis-
continuity or a large gap. This makes it difficult to interpret the signal visually, especially
while scanning across the signal, as it is very distracting to the eye.

In this thesis, the focus is to use the available and valid data to attempt to extract infor-

mation on the health of the plant from their behaviour.

3.5.2 Event Encoding

In some cases signal levels are not meant to be interpreted at face value. Information may
be embedded into the data stream to signify special events or status. In the modem data, for
example, zeros are found in the modem power signals. These conditions do not represent
real power levels because the dB scale does not reach zero. The zeros are present in both
the power and CRC signals at the same time. These encodings are risky because without
due attention they will be interpreted normally. Not only are they invalid signal levels but
they are usually at extreme values of the signal range. If left in the data stream they might
severely influence the results of any statistic of, or any algorithm applied to that signal.
These encoded values should at least be filtered from the signals before automatic analysis
is conducted. Of course, the encoded information can be used advantageously by utilizing
their intended meaning.

In practice, the presence of encoded event values within data streams may not be antic-
ipated, especially if no formal specification for the data format is given, as is the case with

the modem data. Over time, new events may be added to the system or very rare events
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may be encountered. This is one of the lessons learned early when dealing with large, real
world systems. Too often, the only way these events are discovered is when the analysis
system produces bizarre results or fails altogether. The code is specifically adjusted to han-
dle these occurrences. One preventative measure to deal with these events is to filter signal
values that are considered outliers in the distribution of normally observed values. This
eliminates the events encoded with extreme values without affecting the underlying signal.
Statistics of the proportion of signals filtered in this way are collected so that unusally high

concentrations of eliminated samples are not passed unnoticed.

3.5.3 Inconsistent Topological Information

In real systems, where data is collected from a variety of independent systems, it is possible
that the data sources do not entirely agree with one another. In the various sources of cable
network data the topological information is often inconsistent, and this ambiguity must be

resolved because many analyses make the assumption of topological consistency.

3.5.3.1 Sources of Topological Inconsistency

There are a number of possible reasons for the discrepancy. They mostly arise because the
actual structure of the network occasionally changes. The different data sources used in
an analysis may have slightly different time frames or topological changes may be updated
in different data sources at different times. It is especially complicated to track topolog-
ical changes within a single analysis time frame, thus topological information is usually
taken from a snapshot of the network at a specific time. Another issue occurs often when
topological information is maintained by hand. This is often done because the topology
is known to change infrequently and automating the topology generation may be difficult.
These conditions are subject to human error and the provided topological information may

be incorrect and even inconsistent with itself.

Incorrect structural information, such as topology, leads to a number of problems. The
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most apparent problem is that analyses using the topological model will produce erroneous
results. For example, a poorly behaving network element may imply a network issue in
an area where there is none because it is incorrectly specified in the topology. A misrep-
resented network element will influence statistics calculated on that region of the network.
A less likely but more severe problem is a structural loop implied by a circular topological
specification. In some cases this might cause the analysis to loop infinitely while search-
ing what is assumed to be a tree structure. It is easier to remove loops prior to analysis
than to have each algorithm detect them, and this is the approach taken as described in the

following section.

3.5.3.2 Dealing With Topological Inconsistency

Although it is impossible to guarantee correct and consistent topological information, a
good practice is to make sure that any structural information used is at least self-consistent.
This requires making sure parent-child associations are symmetrical and the overall struc-
ture is acyclic. These two requirements are achieved simultaneously with the following
method.

The modem data provides topological information indirectly since each modem data
sample is tagged with the plant, SHUB, SMT, and a modem identifier. A mapping from
SHUB to SMT, for example, can then be formed by collecting the set of SMTs that ap-
pear in modem samples that also reference that SHUB. This basic strategy is subject to
inconsistencies if the same SMT appears in two different SHUBS.

A robust strategy to form maps from each topological level to each other level is to
first form associations between adjacent topological levels going up the network tree. For
example, each modem is associated to one SMT. Contradictory associations are resolved
in an unambiguous manner by taking the last observed association, effectively taking the
topological view as it was at the end of the data period. Once this process is complete for
each topological level, other upstream mappings are produced consistently by following

the tree backwards to the top. Thus a modem’s SHUB is its SMT’s associated SHUB, etc.
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The reverse mappings may then be formed by reversing the associations. For example, the
modems underneath a particular SHUB is the set of modems which associate to that SHUB.
This procedure generates a set of self-consistent mappings, although it does not guarantee
to be the most accurate when subject to inconsistent data.

Once the topological information is guaranteed to be well formed, algorithms written to
analyze these structures are simpler to write and safer to apply. Topological inconsistencies
are reported so that analysis of the effected network elements can be observed with caution

and the structural information can possibly be rectified at the source.

3.5.4 Unknown Issues

One of the biggest difficulties in dealing with data collected from real world operations is
the unpredictability of the system. No amount of historical analysis can prepare the fault
detection system for all future possibilities. New and unanticipated imperfections within
the data sources should be expected on occasion. Consequently, the fault detection system
may fail. Unfortunately this is often the case, especially in a prototype stage, as it is with
many software systems that are exercised with newly encountered input conditions. What
may be worse is the problems may go unnoticed, and the faulty results are taken without
question.

One can never deal with this problem entirely. Ways to mitigate the effects of unex-
pected problems is to test the system over as large a set of real input data as possible, and
to inspect the validity of results on occasion by drilling down from the high level results.

Unknown issues are a large reason for the continued monitoring of any large system.

3.6 Data Sources Availability

Figure 3.17 shows the availability over time of the modem, SMT, and stability data*. Com-

mon periods of data are required for an effective analysis that integrates the data sources.

4SMT data is also available for many years prior to this.
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The SMT data was being phased out and is scarce during this period, so it is fortunate
that modem data is available at all in the same time window. There is no period where all
three data sources overlap, although some modem data was available for the period that the
stability data covers. Larger gaps of missing data are apparent from the diagram, although

there are many one or two day gaps for the different plants that are not visible.
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Chapter 4

Feature Generation

To facilitate the analysis of the data sources, high level features are extracted from the raw
data. These are in the form of traditional statistics of the data signals as well as some cus-
tom feature detectors to elicit more specific quantitative measures of the signals. Effective
feature extraction aims to reduce the dimensionality of the input data while maintaining the
meaningful properties that may lead to fault detection. A network element is represented
by a feature vector which is amenable to a wide selection of data analysis techniques. The
various features derived from the data sources are described in the sections that follow.

For the sake of clarity when referring to the analysis of data sources it will be assumed
that only the data values within the analysis time period are considered and not the entire
historical archive.

To help distinguish features from other quantitative values, such as signal names, fea-
ture names will be identified using short descriptions rather than single symbols. For ex-
ample while a modem power signal for modem m is represented as p,,(t), a feature for
modem m will have a more verbose name of the form feature,,. For consistency features
are defined only in terms of the data signals and not from other features.

Features are first defined individually, then feature vectors representing network ele-
ments are summarized. Since elements within a network form a hierarchy, features for
higher levels in the network are partially characterized by statistics of network elements
at lower levels within their scope. Thus, low level modem features are not only used to

characterize individual modems, but they are also used to generate aggregate features for
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SMTs, SHUBS, etc.
Formulas are presented to give a precise specification for the derivation of features
because literal descriptions are often ambiguous. The equations are also meant to provide

enough information to help recreate the exact analysis methodologies described herein.

4.1 Modem Data Features

The modem power and CRC signals are processed to extract a set of features that are used in
fault detection analysis. Symbolic representations for the modem data signals are presented
here to help specify formulas involving the modem signals in mathematical form. This
treatment aims to eliminate ambiguity in their presentation and provide sufficient detail to
allow reproduction of these methods.

The modems in a plant for a specific analysis time period are each assigned a unique
number m, the order of assignment has no meaning and only serves to individuate them. A
modem m has a power signal p,,(t) and CRC signal ¢,,(t) as provided by the modem data.
Each signal is defined for ¢t € T,,, the sample times unique to that modem which form an

ordered sequence Ty, = {tm,, tm,, -+ tmyr }.

4.1.1 Number of Samples

The number of samples for both the power and CRC signals of a modem provides a feature
that indicates how much data was recorded from that particular modem. Typically, this
number will be close to the number of hours in the analysis time period. Without spec-
ulating why the amount of data received from each modem varies, the feature is simply
extracted for later analysis. The measure for modem m is simply the size of the set of sam-
ples for the modem, which is equal to the number of elements ¢ in the set T}, for modem

m.

num_samples,, = |||l 4.1)
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4,1.2 Mean Power

The mean power of a modem signal is a simple average of all the power signals present

over the analysis period for a particular modem. Specifically,

i
mean_power, = Py = _2%
m

This feature gives a simple idea of the operating level of the modem power. Although it

4.2)

disregards all information pertaining to the signal variation, the level alone could reveal

issues that significantly influence the operational level of a modem.

4.1.3 Standard Deviation of Power

Ignoring the mean operational level of the modem power, the standard deviation [7] gives a

measure of the signal variation that helps give an indication of the amount of power signal

fluctuation.

D teTm (Pm(t) — Pm)?
”TmH -1

std_power,, = J 4.3)

4.1.4 Mean CRC

The mean of a modem CRC signal provides a feature that gives an indication of the overall
CRC activity for the modem. This feature could help reveal trends that relate poor modem
data transmission qualities with other features. Similar to the modem power, it is calculated
as

t
MEAN _CTrCy, = Cm = zjusﬁ;—clrln()
m

44)

4.1.5 Standard Deviation of CRC

The modem CRC standard deviation gives a measure of variability of the modem trans-
mission error rates. The CRC signals are quite bursty in nature and this feature helps

differentiate between signals that have the same average but different spike magnitudes.
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std_crey, = \J Ltern(Cm(t) — En)” (4.5)

ITmll - 1

4.1.6 Number of CRC Spikes

The modem CRC signal spikes, in contrast to the mean and standard deviation of the CRC
signal, provide information about the signal that may correspond to significant events that
cause transmission errors. The CRC spike count for a modem is generated from a feature
detector algorithm, as opposed to the well established statistics used for the previous few
features. The spikes are identified using the following algorithm which produces a set of
spike events characterized by both their magnitude and time of occurrence. The number of
modem CRC spikes feature is determined as the size of this set.

The spike detection method is fairly rudimentary and simply uses a threshold parameter
h which defines the CRC level above which the level is considered to be within a spike.
Consecutive samples above the threshold are considered part of the same spike, therefore
the number of spikes is equal to the number of times the CRC signal crosses the threshold

in the positive direction.
num_crc_spikesm = ||{i|2 < i < ||| and e (ti-1) < hand e (t;) > h}||  (4.6)

This definition does not pose an upper or lower limit on the duration of the CRC spike
nor does it require that the spike ever end (although there can be at most one spike that
does not pass back below the threshold). An absolute threshold was chosen instead of a
difference-based threshold so that CRC spikes from different modems have an equivalently
interpretable meaning.

A threshold value of h = 0.05 was selected based on observation of many CRC signals,

safely above the noise floor but not so high as to miss what appear to be significant spike

events.
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4.1.7 Power-Temperature Correlation

A correlation measure between a modem signal and the plant temperature was used ini-
tially as the primary behavioural indicator. Due to the importance of a general behavioural
measure and a few shortcomings of this feature, a more effective measure was developed
later in the analysis (4.5).

The correlation between two signals gives an indication of their similarity. In this case,
the modem power signal is correlated with the SMT derived plant temperature estimate if
it is available (if the SMT data is available for the particular analysis period), otherwise
it is correlated with the modem power derived plant temperature estimate. Correlation
compares two signals sample to sample, so they are resampled to a common time base
using a method similar to that in section 4.3.7 prior to comparison. To produce a feature
that is comparable between modems, the signals are also normalized to have a peak-to-
peak amplitude of two units. This produces a correlation coefficient in the range [—1, 1].
The correlation of two identical signals yields a coefficient of 1 while a signal and one 180
degrees out of phase yields a coefficient of -1.

For a power and temperature signal, p(t) and m(t), both sharing sample times ¢t € T,
the correlation coefficient is
. St -p)m@®) - m)

\/ZteT(p(t) = P)? Lier(m(t) —m)?

where p and 7 are the means of the signals p(t) and m(t), respectively.

4.7

Tpm

This direct correlation has a serious drawback due to the frequent level shifts in the
modem power signals. Since the correlation subtracts out the average of each signal, a two
similar signals correlate poorly if one of them has an artifact such as a level shift in it. The
two signals will not overlap closely because the level shift creates an offset that cannot
be compensated for by the simple mean cancellation present in the correlation formula.
Since level shifts are detected in a separate feature and the power-temperature correlation
is intended to give a measure of similarity, this is an undesirable effect.

For this reason the power-temperature correlation feature is derived using a modified
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technique. The two signals are broken into several shorter signal segments of 50 sam-
ples each, and are then compared piece-wise. A vector of correlation coefficients R, is

produced by applying equation 4.7 to each corresponding pair of 50 sample segments.
power _temp_corr, = Rm 4.8)

The power-temperature correlation feature is the average of these correlation coefficients,

excluding those which are invalid due to zero variation in at least one of the signal segments.

4.1.8 Power-Temperature Correlation Standard Deviation

Another modem feature is generated simply by taking the standard deviation of the vector
of correlation coefficients generated while determining the power-temperature correlation

between a modem power signal and the plant temperature signal.

power _temp_corr_std,, = std(R,,) 4.9)

4.2 Minimum Mean Squared Error

As a distance measure between two discrete time signals the minimum mean squared error
(MMSE) technique is used. This technique shifts and scales one signal, y;, to find the
minimum error with respect to a reference signal, y», using per-sample differences. This is
similar to the least squares line [4] but it scales a second signal instead of a line.

Selection of this metric is based on the desire to find similarity between signals, possibly
from different amplitude dimensional scales, such as modem power and SMT temperature.
It is also insensitive to small time shifts which may arise due to delayed temperature effects
or unsynchronized timestamp clocks.

The modem power-temperature correlation from section 4.1.7 is a measure with sim-
ilar intent, yet this method was devised because there was a need for very sensitive error

measurements used to validate the temperature estimation methods in section 4.4.
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To ensure the MMSE measure produces comparable values between pairs of signals
the reference signal y, is normalized to have a standard deviation of 1. Consequently, two
arbitrary signals (i.e. two modem power signals or a modem power signal and a SMT
temperature signal) can be compared and the MMSE will provide a consistent measure of
similarity.

The two signals are assumed to have been preprocessed to remove any invalid data and
have been resampled to consistent times so that per-sample differences can be computed.
The signals have equal length V.

For a given time shift of £, the mean squared error between y; and y, is

N
MSE(y1,y2) = % Z(ayl(n — k) + B8 — ya2(n))? (4.10)
n=1

where « is a vertical scaling factor and (3 is a vertical shifting factor. These are the coeffi-
cients that will be used to minimize the mean squared difference. Without loss of general-
ity, the signals are assumed to have means of zero, since the MMSE can shift y,, arbitrarily

with respect to y9, so the initial offset is irrelevant.

N N
Z yi(n—k)= Z y2(n) =0 (4.11)
n=1 n=1

However, mean centering simplifies the derivation of parameters that minimize the error.
As a quadratic function with positive second derivatives with respect to o and 3, the mini-

mum occurs when
OMSEx(y1,v2) _ OMSEy(y1,v2) _

50 38 0 4.12)
The partial derivatives evaluate to
OMSE (1, 20 &Y N 2 XN
) 28 k) 4285 - ) - 2 3 n(n— Ba(n) =0
a n=1 n=1 n=1
(4.13)

and

OMSEi(y1,y2)  2a & 2 X _
8ﬁ —W—;yl(n—k)+2;@——]\—[;yg(n)—0 (414)
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Solving for the vertical shifting coefficient 5 from 4.11, 4.12 and 4.14, we find
B=0 (4.15)
implying that the minimum error is achieved when the means of the signals are equal. The

a coefficient, from 4.11, 4.13, 4.12, and 4.15, is then

SN L yi(n — k)ya(n)
Eg=1 yl(n - k)2

Using the « and (3 values the M S E is computed from 4.10. This is repeated for each time

a =

(4.16)

shift - K < k < K and the lowest M S Ey is taken as the MMSE. For practical purposes,
K = 3 is found to be a reasonable time shift range. Observed MMSE values range from 0

to approximately 1.

4.3 Signal Preprocessing

To help overcome the data issues outlined in section 3.5 some techniques were adopted to
process modem data signals in circumstances that assume reliable data. At the same time,
information collected during these preprocessing steps may be regarded as features of the

signals themselves.

4.3.1 Flat Levels

Flat levels are considered as a modem power signal feature flatness and are also filtered
from the signals before analysis when appropriate. Each sample time ¢ € T;,, for modem
m falls within a flat level (F;,(t) = 1), or it does not (F;,,(t) = 0). Regions of the signal
where the power level is constant for S or more consecutive samples are considered flat
levels. In the analysis of the modem data a value of S = 24 (one day) is used. For the

ordered sequence of sample times t; € T,,,,

1, if Pn(t;) = Pn(t);foralll € [j,k],k—j > Sandj <i<k
Fm(ti):{ f Palt) = Palt)iforall L€ [j KLk —j 2 Sandj i<k

0, otherwise.
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flatness_m is the proportion of modem power samples that lie in flat levels. This is equal
to the average value F,,(t) for all values of t € T;,.

EteTm Fm (t)

flatness,, =
1 Ton I

(4.18)

The flat level detector therefor serves to classify each power sample and it also servers as

the basis for another modem feature.

4.3.2 Zero Levels

Zero levels may signify network faults but are usually filtered out before signal analysis.
Unlike flat levels, a zero levels do not require multiple consecutive samples since they are
easily detected in the data. For a modem power signal p,,(t) the function Z,,(t) € {0,1}

characterizes each time sample ¢ € T}, as being zero according to

Zonlt) = { Lo pm(t) =0, 4.19)

0, otherwise.

This rather obvious classification is formalized to be consistent with the other data filters for
reasons that will be made clearer in section 4.3.4. Another modem feature is now defined

as

ZteTm Zm(t)
I T

ZErosy, =

(4.20)

4.3.3 Clipped Data

Modem power signals are sometimes clipped at an apparent maximum measured value. As
mentioned in section 3.1.1.2, this likely does not reflect the real modem power variation
and certainly not the temperature variation of the plant. Oddly, different modems have

slightly different clipping levels, although all are near the 5600 dBmV mark.
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For a modem power signal p,,,(t) the function C,,(t) € {0, 1} specifies which samples

are clipped. For each sample time ¢t € T,

Conlt) = 1, if pm(t) = max(pm(t)) and max(pn,(t)) > 5500, @20)

0, otherwise.

The real clipping level is unknown, yet this function assumes that the maximum observed
power level is the clipping level, provided it is high. It is possible that some samples above
5500 are considered clipped even when they are not, but it is unlikely that many will be
since they must all be exactly the same maximum power level.

A feature defined similarly to flatness,, and zerosy, is

Ztecm Zm (t)

clipped,, =
[Tl

4.22)

4.3.4 Filtering Invalid Modem Data

Sections 4.3.1, 4.3.2 and 4.3.3 describe functions which characterize each power sample of
a modem. Combining these functions, a function describing which samples are unusable
in that for at least one reason they do not reflect the real modem power. Collectively they

suggest which power samples should be removed from a signal in an invalid data function
I, (t) = max(Fn(t), Zm(t), Cm(t)) (4.23)

Clipped power samples or samples at zero are also commonly within a fiat level. This
function provides a convenient way to measure the proportion of a signal that is unusable,
namely I,,,, without overcounting. This function is used to specify a filtered set of modem

power samples with times T},
T,, = {t|t € Ton and I,(t) = 0} (4.24)

A new modem power signal is created using only those samples which are valid according
to the I,,(t) function. Use of this filtering process is implied whenever the modem power

signal is said to be filtered of unusable data.
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4.3.5 Missing Data

Section 3.5.1 discussed missing data in the data sources, including modem signals. Since
missing samples do not have timestamps, they are not detected in the normal sense. Miss-
ing data is not a feature since it is effectively the same as the num_samples,, feature with
respect to other modems from the same plant. Missing data is a third class of data, inde-

pendent of valid data and invalid data.

4.3.6 Valid Data Measure

Modem power signals are also assigned a validity measure, which is a collective measure
rather than a per-sample measure. In essence, it represents the portion of the total signal
that is considered usable. Since there is often a period for which all modems in a plant
are missing data (due to a data collection interruption for example), data availability is
best measured relative to the largest observed modem signal rather than the theoretical
maximum. This allows for sound comparisons against absolute thresholds (which is done
in section 4.7), making the measure insensitive to any amount of common missing data.

The valid data measure is normalized against the largest number of valid samples of
any modem in the analysis time period, ||T,,,.||. For modem m, with valid samples 7, , the
validity feature is

!
valid_data,, = ||‘|7’7:m |

max “

(4.25)

This feature is also used when computing aggregate statistics of modem signals at a
higher level, where is important to use only modems with sufficient reliable data, such as

those in section B.1.

4.3.7 Common Time Base and Signal Resampling

A sample-to-sample comparison of two signals assumes that they have equal sampling

times. Modem signals each have a one hour sampling period, yet two arbitrary modems
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will have a phase offset, making them awkward to compare. This is overcome by resam-
pling the signals to a common time base. Resampling a signal introduces some noise, but
resampling a fairly continuous signal to the same sampling frequency should not introduce
much noise. Although pre-filtering and higher order polynomial interpolation can reduce
noise introduced by resampling, a linear resampling method was adopted for the purpose
of resampling the modem signals.

The common sample time base chosen for this purpose is one sample every hour on the
hour starting at the first hour of the analysis time period (which is typically chosen to start
on the day boundary).

Individual modems might not have samples at each of the common sample times due
to missing data. Time gaps will persist in the resampled signals and thus any given hour
may have samples present from only a subset of modems. It is important to filter bad
data from the modem power signals prior to resampling them, otherwise many samples
would no longer be considered invalid according to the classification functions 4.17, 4.19,
and 4.21. For example, isolated zeros would be resampled to non-zero values, and the
boundary samples of flat or clipped regions would change.

The linear resampling technique is applied to the modem power signal P, as follows,
producing new power time series P, (t) with sample times only from the common time
base. Due to missing samples, resampling occurs between each adjacent pair of valid
sample times, ¢,,t, € T, that are within 90 minutes of one another, i.e. t, < t; < t; and
ty — to < 90m. The power level for the resampled time stamp is then

th_ta

Prltn) = Pnlt) + (P(ts) = Pm(ta)) 3 =

(4.26)

The time series generated this way for each qualified hourly time stamp t, € T, is the

resampled version of the original signal P,.
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4.4 Temperature Estimation using Modem Power

This section demonstrates that plant temperature can be reliably estimated from modem
power signals in networks where temperature data is not readily available. Modem power
signals collectively reflect the plant temperature although no individual signal necessarily
reflects this trend accurately. Taking a large sample of modem power signals from a plant,
they are preprocessed and selectively combined into a single temperature estimate.

This method is validated against a temperature average generated from temperature
readings measured directly from the SMTs on trunk amplifiers distributed throughout a
plant. The consistency between the temperature signals produced by the two techniques
strongly implies that the modem power fluctuations are primarily due to the changing plant
temperature, and that the modem power signals alone provide an estimate of the plant
temperature variation.

Furthermore, the pervasive temperature influence is enough to suppose a model for
normal modem power variation, one that follows the outside temperature variation closely.
This model is employed to assign each modem a measure of normalcy that is the basis for
identifying regions of the cable network that exhibit questionable behaviour.

For this process to be applied, the modem signals are first preprocessed to remove sam-
ples that are considered invalid and are then resampled to a common time base to facilitate
a per-sample analysis. A similarity measure is selected that suits the signal comparisons
involved in this process.

These steps are elaborated in the sections that follow. The resulting signals are used to
generate a modem power MMSE feature which is central to the analysis in later chapters.

The following method is used to form an estimate of plant temperature using only
power signals of modems in a plant. Variations of the method are compared and the chosen
technique is validated by comparing this temperature estimate to the SMT derived estimate
from appendix A.

For these tests one month of modem data is used from the target plant. Although a
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different duration could be used, one month strikes a good balance between reliability and
computational cost.

A hindrance to developing this technique was the restricted time frame when both mo-
dem and SMT data were available (see figure 3.17). Even then only two plants had suffi-
cient data to permit the analysis, with a total of four different one month periods over which
the temperature signals could be derived. Nevertheless, these few opportunities bring cred-
ibility to the method, and suggest that a reliable temperature estimate can be derived from
the modem data alone. The four time periods supply the signals used to refine the estima-

tion procedure, and are shown in table 4.1.

Table 4.1. One Month Periods with Modem and SMT Data

| Plant Start Date EndDate |
Plant R January 17 2001 | February 17 2001
Plant R June 12001 July 12001
PlantR July 12001 August 12001
Plant D May 20 2001 June 20 2001

The method used to combine each collection of modem samples! was progressively
refined until further estimation improvements seemed unlikely. Many variations were in-
vestigated, yet only those which improved performance are described here. Descriptions
of the refinements are presented in the following sections.

To compare SMT temperature estimates and modem power estimates using the MMSE
technique, the SMT estimates are resampled to hourly samples to coincide with the modem
signals. Information is lost in the downsampling process but this is required for signal

comparison on a per-sample basis.

1 Attempts will be made to keep the intended meaning of the word sample clear from context.
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4.4.1 Selection of Modems

A random sample of 1000 modems from the target plant is selected. This number was
chosen after initially observing an unacceptable level of signal variation in successive esti-
mates using early versions of this technique. Larger collections of modems incur a higher
computational cost without significantly improving consistency. Table 4.2 shows the pro-
portion of each plant 1000 modems represents. It will be shown that this sample size is
sufficient in large plants. Even in smaller plants, there is no harm in using a majority of

modems.

Table 4.2. Proportion of Total Plant Modems Used for Estimate

l Plant jl Plant Modems I % of Plant Modemsw

Plant R Jan 2001 7337 13.6
Plant R June 2001 7215 13.9
Plant R July 2001 7351 13.6
Plant D May 2001 2290 43.7

4.4.2 Modem Signal Preprocessing

The selection of modem signals is first preprocessed. Several features are filtered from the
modem power signals as per section 4.3 before incorporating the signals into a temperature
estimate because they do not represent real power variation, including embedded status
data, clipped power levels, and flat regions (see section 4.3). Status signals are resampled
to the same hourly time base as described in section 4.3.7. The resulting data is viewed as a
collection of samples for each hour in the time period, with up to but not necessarily 1000
samples each because of filtered and missing data.

It is important to monitor the quantity of samples dropped from the procedure because
it is possible that the amount of data left is too small to support a reliable estimate. Each
hourly sample is required to have at least half of the initial number of samples (500), oth-

erwise the sample is dropped from the estimate altogether.
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4.4.3 Trimming the Distribution Tails

Table 4.3. MMSE of Modem Power Distributions Trimmed at 1.5 Standard Deviations

Median Mean
Plant MMSE | Avg Samples/Hr | Estimate Samples || MMSE | Avg Samples/Hr I Estimate Samples
Plant R Jan 2001 0.2219 814.0 709 0.3075 805.9 709
Plant R June 2001 0.0815 748.3 647 0.0460 756.6 647
Plant R July 2001 0.1882 798.4 734 0.1983 809.5 734
Plant D May 2001 || 0.0464 818.2 696 0.0432 805.2 696
Average || 01345 | 7947 696.5 | 01488 794.3 696.5

Plant R July 1 2001 — August 1 2001

Normailzed amplitude

—— SMT Temp. Based Estimate
- - Modem Power Based Estimate |
T T

25 30 35
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Normailzed time [days]

Figure 4.1. Temperature Estimate Using Trimmed Modem Power Distribution

To select a representative temperature estimate for each hour, the distribution of mo-
dem power levels at that time is considered, and the samples that lie at the extremes of the
distribution are discarded. The motivation for this is that the majority of modem signals
follow the temperature trend, and those which deviate from this behaviour are likely influ-
enced by factors which interfere with the estimate, and moreover, they may be indicative of
abnormal behaviour. Inspection of sample histograms and numerical tests showed that 1.5

standard deviations from the mean of the distribution for each hour was a good threshold.
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The estimated temperature level for an hour is taken from the set of samples for that
hour that lie within 1.5 standard deviations of the mean. Two candidate signals are gener-
ated from the sequence of sample distributions, one using the mean of each trimmed distri-
bution, and one using the median. The modem power based estimate using this method is
shown against the SMT derived estimate (appendix A) in figure 4.1.

The MMSE errors for each of the eight estimated signals are given in table 4.3, and an
average is given over the four plants for each of the two combining methods. The average
number of samples per hour used in the estimate is given to show that of the potential
1000 samples, close to 80% were available (not missing, filtered, or trimmed). These
numbers are not the same for the mean and median derived signals because each estimate
signal is derived from a different set of random modems. The estimate samples are the
length of the resulting estimate signals, and it is the number of hourly distributions with
at least 500 samples. These are usually equal for all signals generated for a specific plant
because certain time gaps affect all modems at once and during these times no power based
estimates can be made.

While two of the estimates have MMSEs less than 0.1, the two over 0.18 are not ade-

quate. Further refinement of the method is necessary.

4.4.4 High Pass Filtering

Table 4.4. MMSE of High Pass Filtered Estimates

Median Mean
Plant MMSE | Avg Samples/Hr | Estimate Samples || MMSE | Avg Samples/Hr | Estimate Samples
Plant R Jan 2001 || 0.0670 814.0 709 0.0586 805.9 709
Plant R June 2001 || 0.0359 7483 647 0.0249 756.6 647
Plant R July 2001 || 0.0549 798.4 734 0.0410 809.5 734
Plant D May 2001 || 0.0261 8182 696 0.0216 805.2 696
| Averge [ o0 | 7947 696.5 | o035 | 7943 | 696.5 |

The initial estimates show promise, as the variation of the modem power derived esti-
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Figure 4.2. High Pass Filtered Temperature Estimates

mate matches closely with the SMT derived estimate. The major source of error, particu-
larly with the two highest MMSE errors, appears to be caused by an offset in the estimate
rather than the shape of the signal variation. It is believed these offsets are caused by
level shifts in the modem power signals (see section 3.1.1.5), despite the trimming efforts
mentioned above. These level shifts are almost certainly not sudden temperature changes
and are accounted for separately in a level shift feature attributed to each modem. This
prompted the use of a high pass filter on the two estimates before comparison. Eliminat-
ing any drift between the two compared signals is bound to reduce the MMSE error, and
does not reflect an improvement in the signal estimation method. It merely increases the
sensitivity of the estimation error to the daily variation by eliminating the component of
error caused by the less interesting long term discrepancy. Consistent application of a filter
should not impede the goal of separating abnormal from normal modem power signals.
Note that the high pass filter is applied only for calculating the error, and does not change
the estimated signal itself.

After signal generation but prior to comparison, the modem derived estimate and the

SMT derived estimate are subject to a high pass filter. The filter is designed to maintain
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variation in the signals at the 24 hour scale but to eliminate variation that persists over
longer periods, hence removing lower frequency variations. The filter is achieved by first
generating a lowpass filtered signal containing just the slow drift component, and then
subtracting it from the original signal, leaving a signal with no drift. The lowpass filtered
signal is formed by averaging the original signal over I + 1 consecutive samples (I/2

samples on either side plus the sample itself). Valid for even I,

L .
Ynps(n) = T+1 > y(n+1) 4.27)
i=—1/2

Visually and empirically, a value of 50 was deemed appropriate for /. Performance of
the filtered estimates are summarized in table 4.4. The estimation error is reduced, as
expected, and the filtering has made the errors more consistent between test signals, owing
to the elimination of the low frequency drift. The mean number of samples retained is the

same as in table 4.3 because the two methods produce the same initial signal.

4.4.5 DC Filtering

Table 4.5. MMSE of DC Filtered Estimates

Median Mean
Plant MMSE ‘ Estimate Samples | MMSE | Estimate Samples
Plant R Jan 2001 || 0.0561 709 0.0557 710
Plant R June 2001 || 0.0223 647 0.0196 647
PlantR July 2001 || 0.0314 734 0.0277 735
Plant D May 2001 || 0.0235 696 0.0225 696
[ Average [ 00333 | 696.5 | 00314 | 697.0 |

In an attempt to narrow the distribution of power samples for each hour, the power sig-
nals have their DC component removed by subtracting out the mean of the signal prior to
collecting the hourly distributions of samples. The motivation for this is that the distribu-

tion of the average of the selected modem power signals is interfering with the distribution
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of modem power levels in each hourly distribution, while the goal is to measure the differ-
ence in signal variation and not the difference in average amplitude. The improvement is

significant, as shown in table 4.52.

4.4.6 Exclusion Filter

Table 4.6. MMSE Using Different Exclusion Window Sizes

-100 2200 +/-100

Plant || MMSE | Samples/Hr | Samples | MMSE | Samples/Hr | Samples || MMSE | SampleHr | Samples
Rian || 00507 | 6637 705 || 0.0886 | 655.8 705 || 00487 | 6443 703
Riun || 00210 | 6413 645 || 00202 | 6066 643 || 00213 | 5953 642
RJul | 00268 | 6353 734 || 0.0280 | 6397 734 || 00285 | 6178 734
DMay | 00222 | 6300 696 || 00430 | 5773 630 || 00373 | 569.9 527
Avg || 00302 | 6426 695 || 0030 | 6199 678 || 00339 | 6068 652 |

A final attempt to improve estimation accuracy stemmed from the observation that mo-
dem signals, even the well behaving ones, have occasional bouts of erratic behaviour. For
example, a power spike is a short but substantial signal change. A more stringent hourly
distribution based filter could help remove the influence of occasional artifacts from the
well behaved signals. This filter considers the distribution of hourly samples for the current
hour as well as the distributions in a time window surrounding it. Any modem which falls
outside the 1.5 standard deviation mark for any of the distributions in the time window are
removed from consideration, leaving only those modem samples which are consistently
close to the average.

Several windowing strategies were evaluated: one including (up to) the previous 100
hours, one including the previous 200 hours, and one including both the previous and next

100 hours. Results are summarized in table 4.6. In each case only the mean of the remain-

2The average number of samples used was not recorded for this experiment, however, the final method

which also uses DC filtering shows that sufficient samples are retained.
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Table 4.7. MMSE of Modem Power Temperature Estimates

Plant MMSE

Plant R Jan 2001 0.0507
Plant R June 2001 | 0.0210
Plant R July 2001 | 0.0268
Plant D May 2001 { 0.0222
Average 0.0302

ing samples is given®. Larger window sizes introduced the danger of dropping many or all
of the modems, as can be seen by the smaller average number of samples used. Windows
larger than those mentioned here, including one that spanned the whole signal, tended to

drop the entire signal. The window of 100 hours into the past produced the best result.

4.47 Summary

Ultimately, the estimated temperature level for each hour is taken as the mean of the DC
filtered modem power signals who do not fall outside 1.5 standard deviations of the overall
sample mean each of the previous 100 hours. The resulting ensemble of samples is a
reliable estimate of plant temperature.

Figure 4.3 shows temperature estimates against a measured temperature signal. In any
case, the SMT derived signal is an estimate derived from a different source and has an
inherent error itself, suggesting a level beyond which the estimates cannot agree. Table 4.7
shows that size and consistency of the modem power temperature estimation error is quite

acceptable, making these signals a valid substitute for real temperature signals in further

plant analysis.

3 The mean performed better than the median for each of the window sizes so it is removed for clarity.
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Figure 4.3. Temperature Estimates: The two signals are shown on top one another. The

straight lines are regions of missing data.
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4.5 Modem Power MMSE Feature

The modem power derived temperature estimate from the previous section effectively rep-
resents the average “normally” behaving modem. The MMSE between an arbitrary modem
power signal and the temperature estimate is taken to represent a metric indicating how nor-
mal each modem behaves. This provides a valuable feature for differentiating modems in

fault detection analysis.
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Figure 4.4. Histogram of Modem Power MMSEs within a Cable Plant

A typical histogram of MMSE scores for all modems in a plant is shown in figure
4.4. The distribution is bimodal, showing “good” modems which resemble the normal
temperature on the left and “bad” modems which have aberrant behaviour on the right?.
The shape of the distribution for a particular network gives an idea of the overall plant

health according to the normality of modem power variation.

4The terms good and bad modem refer only to the behaviour of the modem’s power signal and do not

imply a problem with the modem itself.
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The following chapter will explore how bad modems cluster in different plants and at
different levels within the plants and will compare how the identified bad regions compare

in the stability data.

4.6 Feature Summary

The previous sections described how to generate a set of features for each modem based on
the power and CRC signals. Together these features form a feature vector that characterizes
the modem, to some extent, providing a concise representation that may be used for easier
analysis. The feature vector F,, for a modem is described by feature elements with indices

n given in table 4.8.

Table 4.8. Modem Feature Vector Structure

[ Feature T

m

=]

idm

num.samplesm

mean_powerm

std_powerm

mean.crcm

std_crem

num-crc.spikesm

| lo|wd|lanjwrnls{w|N|—

power.temp_corrm

—
(=]

power temp_corr_stdm

—
—

flatnessm

—
[

zeTosm

—
w

clippedy,

—
-y

valid_datanm,
MMSEy,

—
wn

The first two entries, the modem index and identifier, are not normal features. However,
they are useful to have in the feature vector for for tracking purposes. There is also the odd
chance that the index and names actually show relationships to other features, which might

lead to additional insights of how the data and network is organized.
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These features along with the stability fields from section 3.2 (which are segment fea-
tures), are analyzed in appendix B. As that analysis did not reveal satisfactory trends lower
than at the plant level, it is summarized and placed in the appendix so that it does not

sidetrack the present analysis.

4.7 Valid Data Modems

Prior to generating collective features from the multitude of modem power signals it is
important to consider the data issues described in section 3.5. The idea is to generate higher
quality statistics by excluding modems with less valid data. Initial investigations showed
a wide range of MMSE values for modems within a plant, but upon closer inspection for
some modems this score was misleading and further refinement appeared necessary. The
problem was that many modems at the extremes of the MMSE distribution had little data
that was telling of the true power temperature relationship due to significant clipping, flat
regions, and zero levels. As described in section 4.3, methods of detecting bad unusable
samples provide a data validity measure. Modems with little valid data detract from the
reliability of the present analysis that makes inferences from the number of poorly behaving
modems. The valid data measure from section 4.3.6 was designed to detect modems of this
nature, and is now used to separate out the modems with unreliable data.

The valid data feature is now used to classify modems into two classes, those with

“yalid data” and those with “invalid data”.

1, wvalid_data,, > 0.5
VD, = (4.28)
0, otherwise.

The threshold of 0.5 seemed reasonable since it eliminated the modems at the low end
of the MMSE scale whose data did not appear reliable while at the same time it did not
capture too many modems in total. Although many modems have more than 90% valid
data, the few between 50% and 90% may be significant, such as a group that are in a faulty

network region that also has some missing data. The majority of modems have enough
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valid data so the effect of using only valid data modems is that it cleans up calculations
using a lot of modem signals.
Figure 4.5 shows the distribution of the valid data feature for all modems in all plants

present in the April 2002 data. Of the 42569 total modems, 36932 (86.8%) have valid data.
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Figure 4.5. Modem Valid Data Histogram

The histogram shows the mass majority of modems with a very high percentage of valid
data. This is encouraging since a large amount of reliable data remains for analysis after

the unreliable modem signals are removed.

Table 4.9. Modems with Valid and Invalid Data

Total Modems | Valid Data Modems | Bad Data Modems
42569 36932 5637

4.8 Modem Behaviour Classification

Looking back at the MMSE histogram in figure 4.4, two different classes of modems are
apparent. It will simplify matters to classify individual modems as “good” and “bad”.

The classification is used to help simplify analysis at the large scale. The presence of bad
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modems in a segment is not interpreted the same as a larger number of mediocre modems
as they are in a simple averaging process. Instead, an interest metric is used, which uses
the bad modem concentration. This metric is introduced in chapter 5. In the meantime,
a method is presented for classifying a modem as being “good” or “bad”. Essentially,
modems whose behaviour is far removed from the “normal” temperature behaviour are

considered “bad”.

4.8.1 Threshold Determination

To classify good and bad modems, an MMSE threshold value is needed. Rather than setting
the threshold arbitrarily, or by eye, an information theoretic strategy using all modems from
all plants is used. The intention is to use the data available to automatically determine which
threshold separates the classes the most effectively.

The number of bad modems which belong to each segment, those which have MMSE
values above a threshold 7', is used to calculate the information Hpr generated from the
variability of bad modem concentration over all segments. For a segment s, b, is the number
of modems with MMSE values lower than 7" and m, is the number of modems in the
segment.

5. b b
Hr ==Y —~log,— (4.29)

s=1 8 8

The threshold 7" is chosen so that the information metric Hp is maximized. Each of
the twenty T values 0.05,0.10, . ..,1.0 are considered. Using data from February 10th to
April 3rd 2002 from 18 plants, the threshold that maximizes Hr is 0.6. Figure 4.6 shows

the relationship between the information Hr and the threshold.

4.8.2 Bad Modem Classification

With an established MMSE threshold for splitting the modems into two classes, the modems

whose MMSE:s lie above the 0.6 threshold value are considered “bad” for the remainder of
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Figure 4.6. Modem MMSE Threshold vs Information Content

this analysis. For modem m,

1, MMSE,,>T,

m = (4.30)
0, otherwise.

Figure 4.7 shows where the threshold splits the MMSE distribution. 62.8% of the mo-

dem power signals are “good” and the other 37.2% are “bad”.

Table 4.10. Modems with Good and Bad Behaviour

Valid Data Modems | Good Behaviour | Bad Behaviour
36932 23189 13743
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Chapter 5

Fault Determination

The data sources and feature extraction methods described in earlier chapters are applied
in an attempt to define a pattern which allows regions of poor plant stability to be predicted
from modem data alone. To discover trends that allow for such inferences, modem data
from February 10th to April 3rd 2002 and stability data from March 7th to April 7th is used
for the analysis. From this, the various modem and stability features are computed for each
plant.

A correlational analysis of the cable modem and stability data (appendix B) indicated
the existence of a link between poor modem power behaviour and plant stability. However,
the correlation apparent at the plant level was not observed at the segment and lower levels.
It is desirable to find a more specific link between these factors, and the focus of this chapter
is an analysis to uncover a pattern at the segment level between badly behaving modems

and segment stability.

5.1 Segment Bad Modem Interest Measure

This section introduces a measure specifically designed to compare feature values from
groups of modems of different sizes on equal terms. When comparing different sized seg-
ments in terms of the number of bad modems or number of WSRs, the total count or average
per customer are not good measures. Instead, a measure of interest which takes into ac-

count both group size and feature count, is used. This uses the average proportion of bad
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modems over all plants to produce a degree of interest due to unusually high concentra-
tions of bad modems in a segment. The goal is to assign high interest scores to segments
that are both large and have high counts of modems, without relying on hard thresholding
techniques.

Figure 5.1 shows the number of bad modems in each segment of all plants combined,
plotted against segment size. It is clear that large and small segments may host a large
proportion of bad modems. In general, the larger the segment, the larger the number of
bad modems it contains. The interesting ones are those at the top right of the plot since
they are large and also have more bad modems than one would expect based on the regular
proportion. The interest measure will identify these segments without having to draw a

strict threshold based on either behaviour or size.
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Figure 5.1. Bad Modem Count vs Segment Size

A segment-level bad modem interest score is computed using the modem behaviour
classification. This figure takes into account the number of bad modems (with reliable
data) in a segment, the size of the segment, and the overall proportion of bad modems from

all plants.
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5.1.1 Bad Modem Proportion

The interest measure requires a parameter that represents how common bad modems are
in general, i.e. the proportion of all modems that are bad. This is computed simply by
counting all the modems in the bad class of all plants, and the total count of modems in all
plants. Again, only modems with valid data are considered. From table 4.10 the parameter
is 0.372. Symbolically it is B/M, where B is the total number of bad modems in all plants

while M is the overall total number of modems.

5.1.2 Interest Measure Calculation

With the global bad modem proportion, an interest measure is computed for each segment
s based on its own bad modem proportion.
B/ M;

BMIS = MSIOQZW (51)

Figure 5.2 shows the distribution of segment bad modem interest scores. Segments
with infinitely negative interest (no bad modems) are shown at -400 to give an idea of
proportions. There is a peak at zero interest, which corresponds to the majority of segments

where the bad modem count is close to the global proportion.
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Figure 5.2. Segment Bad Modem Interest Histogram
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For a segment with the average number of bad modems this metric gives zero interest,
while segments with greater than average bad modem concentrations yield a positive inter-
est. The larger and worse a segment is, the more interesting it is. Small bad segments are
not very interesting because they are more likely to occur due to chance and would confuse

a simple averaging metric.

5.2 Segment WSR Interest Measure

Using the segment stability figures representing the number of work service requests for
each segment the WSR interest is computed in the same manner as the bad modem interest
but using WSR counts in place of bad modem counts. WSR interest indicative of network
performance as experienced by the customers and the more interesting segments are those
which are large and also have a high WSR count for their size. In the subsequent sections,

5.2.1 and 5.2.2, the WSR interest measure is developed.

5.2.1 Global WSR Rate

For the interest measure, a value relative to the entire set of cable networks is required.
In this case the factor is the one that represents the probability that a randomly chosen
customer was the origin of a WSR. Each customer is considered equally, regardless of the
size of the plant. Therefore the calculation is the total number of WSRs recorded for the
April 2002 time frame over the total number of customers. This is also considered the rate
that WSRs are generated per month across all plants. The exact numbers are not given due
to their classified nature.

The plot in figure 5.3 shows the WSRs for each segment against the segment size,
normalized against the maximum number of segment WSRs. Clearly some segments have
more WSRs than is expected from the overall rate, and the WSR interest will be high for

these segments.
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5.2.2 Interest Measure Calculation

With the overall WSR and modem counts W and M, each segment WSR interest score
W I, is computed from the segment WSR and modem counts W, and M as

W,/M,
W/M

The resulting distribution is shown in figure 5.4. Once again, segments with zero WSRs

W, = Mlog, (5.2)

are shown at -400 instead of negative infinity.
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Figure 5.4. Segment WSR Interest Histogram

Some segments fall far to the right of the zero interest level. These are the ones that
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produce many WSRs for their size and are also large.

5.3 Comparison Between Segment Bad Modem and WSR

Interest Measures

The bad modem and WSR interest distributions provide measures of segment behaviour
from two entirely different data sources. The histograms show that some segments stand
out as unusually bad. These are the ones with both high concentrations of bad modems or
WSRs and are also of significant size. This leads to the question of whether or not there is
a relationship between a segment’s two interest measures.

As shown in figure 5.5, the segments which are the most interesting in terms of WSRs
(Region I) are also very interesting in terms of bad modems. Additionally, low power
interest implies low WSR interest!. However the converse is not true, meaning that a large
power interest does not imply a large WSR interest (Region III). This might be explained in
that WSRs are generated only when a threshold of user inconvenience is exceeded. Also,
the time scales of the stability data and modem data do not totally overlap, and there is
an unknown delay between a malfunction and the rolling of a truck. If this is the reason, a
high power interest is indeed a predictive metric that can be used to prevent further network
deterioration.

This differentiation led to the observation that bad modems tend to cluster in the plants
with poor stability, but not necessarily in the good plants. This might be explained by
considering that network issues do not provoke customer complaints unless there is a sig-

nificant loss of service or that network performance deteriorates rapidly.

1Segments with no bad modems are shown at -400 instead of —co so that they may be seen. There is a

very large concentration at the lower left.
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5.4 Other Bad Modem Thresholds

In section 4.8.1, the bad modem MMSE threshold was set to 0.6 using an information
theoretic strategy. This determined the bad modem interest scores for each segment. The
correlation between segment WSR and bad modem interest scores (W1, and BMI,) is
0.2795, excluding the points at negative infinity. This is computed using a formula equiva-
lent to 4.7. There is a question of whether the bad modem threshold could be set differently
to enhance this correlation or better separate the bad segments. To investigate this, the seg-
ment interest comparison from the previous section was repeated for different bad modem
threshold values.

Figure 5.6 shows the segment WSR to bad modem interest correlations for 20 bad mo-
dem thresholds between 0 and 1. The plot peaks at a threshold of 0.65, and the information
theoretic derived threshold is very near that top value. The threshold selection strategy was
successful in producing a threshold for modem classification without using segment WSR
data. This is encouraging since these fault detection methods aimed to identify plant faults

using the modem data sources alone.
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Chapter 6

Conclusions and Future Work

The cable modem networks investigated showed a variety of modem power status signal
behaviours. The majority vary in accordance to plant temperature and this behaviour is
accepted as the norm. Signal statistics and other features were extracted from the signals,
providing informative yet convenient quantitative information for detailed analysis.

Processing of the modem data status signals posed several challenges. The frequent
gaps in the data sources and the limited availability of some sources restricted the analysis
time frame. The modem data signals contained many regions that did not reflect the true
signal being measured. These problems were handled by selecting and performing analyses
over the largest data sets available, and various methods were employed to detect invalid
samples and clean the data prior to evaluation.

It was determined that a directly measured plant temperature signal may be replaced
by an estimate derived from a large number of modem power signals with a high degree of
accuracy. Individual modems are classified as having normal or abnormal behaviour using
a calculated distance between the plant temperature estimate and each modem power status
signal.

The clustering of pathological modem signals within the network could be suggestive of
localized faults degrading the performance of the digital and analog transmission capabil-
ities of the network, and might also be predictive of the component failure seen in related
research. There is a correspondence between large abnormal modem concentrations and

customer complaints at the plant level, and a relationship was also found at the segment
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level.

The results show that plant health as measured by work service request (WSR) fre-
quency is related to the modem power signal behaviour at the segment level (i.e. beneath a
single head end cable modem). The discovered pattern showed that a high degree of WSRs
in a segment implied a high number of poorly behaving modems. On the other hand, a
high number of deviant modems did not necessarily imply a large number of WSRs. Since
the worst WSR segments had high bad modem interests, it appears that the modem data
does, through the power behaviour, reflect WSR inducing problems. In any case, this result
helps narrow the search for faults within the network by identifying segments with high
bad modem interests, which are more likely to cause customer disturbances.

There are several possible explanations for the discrepancy with segments with high
modem power interests but low WSR interests. Some may have relatively new manifes-
tations that have not persisted long enough to prompt customers to speak out. There are
certainly different kinds of network faults, and although different kinds influence the mo-
dem signals, some may not significantly affect the subscriber. Although WSRs are an
informative network measure, they are not a definitive measure.

A more detailed discrimination of plant health using WSR interest measures was not
possible since the cable plant stability data provides only this level of detail. Similar tech-
niques could be applied at a lower level, such as that of SMTs, given more information
about the actual plant health. It is not certain if clusters of poorly behaving modems directly
correspond to regions of the network with fault manifestations, although this investigation
could be performed on the lower network levels using techniques described in this thesis
and with more detailed stability data.

Further work may include an analysis to determine if regions of the network with high
WSR levels had many poorly behaving modems in the months prior to the complaints.
Segments with well behaving modems in earlier months might correspond to those with-
out WSRs in the analyzed time period. This would help clarify the effectiveness of the

technique as a predictive tool.
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There is also a question of how well the interest measure scales between large and small
segments. It may be worth dividing the segments into two groups, large and small, and
developing two two different metrics based on different thresholds. Since interest scores
from the bad modem counts in smaller segments are more prone to noise, perhaps focusing
them separately would produce more telling results. Also, the threshold based bad modem
classification presented in thesis ignores each modem’s distance from the MMSE threshold.
This information could be included in a modified interest measure calculation, which might
prove to be more accurate.

Other techniques could be applied to search for patterns relating the segments bad mo-
dem and WSR characteristics. Neural networks have proven effective in classifying cable
network elements in related research. Their ability to learn mapping from input and output
data might be successful in separating the segments with many WSRs from those with-
out based on the modem data features alone. This could provide a more accurate tool for
identifying bad segments.

In conclusion, the intended outcomes of this thesis were reached. Methods of using op-
erational status data collected from cable modem networks were developed that help iden-
tify regions of those networks with abnormal behaviour and customer complaints. Further
investigations in to network fault detection using cable modem status signals are supported

by the techniques developed in this thesis.
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Appendix A

Plant Temperature Estimation from

SMT Temperature Data

This section describes a method of estimating a cable plant’s temperature from the temper-
ature readings from status monitoring transponders (SMTs) in the case of each cable trunk
amplifier. The method was developed by Dr. Stephen Neville and has not been significantly
modified.

Earlier cable network fault detection systems relied heavily on the SMT temperature
data. When the SMT data was no longer supplied, a replacement temperature estimate
was needed. This section details how the original temperature estimate from the SMT data
was computed. Plant temperature estimates generated using this method are the reference
temperature signals used in section 4.4.

The plant temperature estimation from SMT temperature signals consists of two steps.
First, the SMTs are classified into above and below ground units. Second, a set of above

ground amplifier temperature signals is combined into a single temperature estimate.

A.1 SMT Classification

SMT temperature signals vary with the outside temperature of the plant, in addition to
factors which influence their individual temperatures such as heat dissipation from electri-

cal currents. Above ground SMT temperatures vary more significantly than those below
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ground as the earth acts as an insulator from temperature change. Although it is not in-
dicated in the SMT data whether an amplifier is above or below ground, this property is

inferred from the SMT temperature signal. Figure A.l shows an above ground SMT tem-

perature signal.
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Figure A.1. An Above Ground SMT Temperature Signal

The SMT temperature standard deviations shows a clear separation between two classes
of signals. Those with high standard deviations are above ground amplifiers, and the others
are below ground. This is understandable since above ground signals are more indicative
of the ambient temperature swings because they are not sheltered by the ground. Figure
A.2 shows a histogram of SMT temperature signal standard deviations for one plant. These
are the 485 SMTs from Plant R for which data was available in the January 17 to February
17 2001 time frame.

An experimentally determined threshold on the standard deviation of the temperature
signal is used to classify each SMT. For reliability, the chosen threshold must be effective

for different locations plants and for different times of the year, since the average tempera-
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ture and temperature variation will vary. A good value for this threshold was found to be a
standard deviation of three degrees Celsius. If the standard deviation of an SMT tempera-
ture signal is greater than the threshold, it is considered to be above ground, otherwise it is

considered to lie below ground.

A.2 Signal Selection, Preprocessing, and Estimation

Only above ground SMT temperature signals with 80% or more of the maximum number
of samples present in any temperature signal are considered. From this set, 20 signals are
chosen at random. This number was verified to be sufficient for consistency in a separate
analysis which is not covered in this thesis.

The SMT temperature signals do not require much preprocessing, unlike the modem
power signals, since they are not host to many signal artifacts. Prior to combination, the

temperature signals are simply filtered of zeros, which do not represent the actual temper-
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ature. The 20 signals are resampled to a common time base so that their sample values
may be averaged. Sample times that are not present for all 20 modems are dropped from

the final estimate. This is a side effect of the method implementation (the modem power

derived estimate in section 4.4 avoids this problem).

3._
2 B
! i }
i “| by yh t“\ A ﬁ
1 " i oh g i P i
2 [ | | LN AT N (R S LA B
g |11 R YR TR AN AT ARV L (I N
2 i [T I Vv Vb ] iy ! i
£ Wi AR N I T B LY AR VAR T A
gopf L b Y - oY
SOUW A T I iy, ol Yy
2 gk VRV b 1.
g -1r e v . I i |
Pl [ ! it
E L I L I
z LY | || W
ok ! i L AL
| \ K l
| v ‘V
-3} \
_4 i I I ! 1 1 ]
0 5 10 15 20 25 30 35
Time [days]

Figure A.3. Plant Temperature Estimate

The plant temperature estimate is taken as the sample by sample average of these re-
sampled and filtered above ground SMT temperature signals. The resulting signal for Plant
R, January 17 to February 17 2001, is shown in figure A.3. Although this signal strongly
resembles the single SMT temperature signal in figure A.1, it is more representative of the

true plant temperature since it is generated from 20 independent sources.
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Feature Analysis

The features described in chapter 4 provided different views into the data which are more
amenable to analysis than the modem data signals themselves. In an attempt to find high
level patterns that relate certain modem behaviours to others as well as to features of plant
health the features for the various data sources are generated and compared.

The primary feature comparison method used is the cross correlation matrix, which
attempts to make obvious any correlation between any two features. In addition to the
modem level features, the stability data outlined in chapter 3 provides a set of stability
features at the segment level. The following describes how these features are compared

with the modem data to suit a cross correlation analysis such as that described in [24].

B.1 Higher Level Features

Modem features defined earlier in this thesis are used to characterize properties of cable
modems which lie at the lowest level of the network topology. Features for higher level
network components are needed if fault detection analysis is to be applied at larger scales.
Without high certainty of what different modem behaviours imply, the perspective from
higher network levels may be definitive. The following sections describe how these features

are obtained.
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B.1.1 SMT Level Features

SMT features characterize the network at the level of individual cable trunk amplifiers.
The modem data sources contain topological information but no signal information at this
level. There is also no network stability information available at this level. SMT features
are therefore generated indirectly using the modems which they feed and their modem level
features. Still, a view of the network at this level may expose abnormalities that are not
visible from any other level. Topology inferred from the modem data is used to determine
which modems belong to which SMTs.

Each feature at the modem level is averaged to make a corresponding feature at the
SMT level. Additional SMT features are obtained by taking standard deviations of modem
features, taking a total modem count, and correlating modem power and CRC signals.

Some maximum and minimum feature values from SMT modems are used.

B.1.2 SHUB Level Features

Again, data is not directly available at the SHUB level. Features describing network
SHUBs are generated using averages of those features for all the modems within the SHUB.
Averages of features for SMTs in a SHUB are not used because different SMTs have dif-
ferent modem counts and thus modems would not have equal representation in the SHUB

average. Topology information from the modem data is used. Modem counts and signal

correlations are also calculated.

B.1.3 Segment Level Features

Both modem and stability data can be used at the segment level. Modem data derived
features are calculated for segments using aggregate values for the segment modems. The
segment modem populations are identified through the stability data SHUB lists, combined
with the modem topology SHUB to modem mapping