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ABSTRACT

Bandwidth tomography—inferring the bandwidth of internal network links from
end-to-end path bandwidth measurements—is a long-standing open problem in net-
work tomography. The core challenge arises from the fact that no existing math-
ematical framework directly addresses the inverse problem formulated as a set of
min-equations.

To systematically tackle this challenge, we design a polynomial-time algorithm
that accurately determines the bandwidth of all identifiable links and derives the
tightest possible error bounds for unidentifiable links based on a given set of mea-
surement paths. Furthermore, when additional information on link correlations is
available, we leverage the extra information to refine our error bounds. Specifically,
we explore two key types of link correlations: fairness constraints and total capac-
ity constraints among a node’s adjacent links. We provide theoretical guarantees on
how these correlations enhance the precision of bandwidth tomography and develop
algorithms to address two fundamental challenges in refining these bounds: (i) the
impact of synchronous vs. asynchronous updates and (ii) the cascading effects during
bound updates.

Having developed algorithms to derive the tightest possible performance bounds
for a given set of measurement paths, we then tackle the next major challenge:
constructing optimal measurement paths that minimize the global error bounds for
unidentifiable links. We prove the hardness of this problem and, in response, propose
a reinforcement learning (RL) approach for measurement path construction. Our so-
lution leverages domain-specific knowledge in bandwidth tomography and integrates
both offline training and online prediction to build suitable measurement paths.

We evaluate our proposed methods using real-world ISP topologies and simulated
networks. Experimental results show that compared to existing path construction
methods—Random and Diversity Preferred—our RL-based approach significantly re-
duces the average error bound of inferred link bandwidths. In addition, our per-
formance bound computation algorithms improve the state-of-the-art techniques by

substantially tightening the performance bounds in bandwidth tomography.
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Chapter 1

Introduction

1.1 Background: Network Tomography

To guarantee the quality of service (QoS) and the smooth operation of networks, any
Internet service provider (ISP) needs to closely monitor the network performance,
including delay, available bandwidth, network congestion, link losses, and so on. In a
large physical network, directly measuring the performance of each link is infeasible
due to the high measurement overhead. In the new era of network virtualization, ISPs
can utilize network slices to dynamically form different virtual networks for dedicated
network applications. Network virtualization, however, does not necessarily lead to
easy performance monitoring. In contrast, due to the dynamic changes of network
configuration, it becomes more critical yet more challenging to directly measure the
performance of virtual links or virtual services. A well-known strategy is to infer
the performance/status of physical/virtual links via end-to-end measurements. This
method was first termed as network tomography [1] in 1996 and has attracted substan-
tial research since then |2-13]. Since direct observations of internal network states are
often infeasible due to privacy concerns or infrastructure limitations, network tomog-
raphy provides a powerful approach for performance monitoring, fault diagnosis, and
capacity planning. Over the years, research in network tomography has evolved into

several distinct categories, each addressing different aspects of network inference [14].

1.1.1 Performance Tomography

This category focuses on estimating performance metrics such as latency, packet loss,

and available bandwidth by analyzing end-to-end path measurements. The primary



challenge in performance tomography lies in solving underdetermined inverse prob-
lems where internal network conditions must be inferred from aggregated observa-
tions. Depending on the performance metrics of interest, performance tomography

includes:

e Delay tomography: Infers per-link delay using packet probes and statistical

inference models [2}|3}|14].

e Loss tomography: Estimates link loss rates through correlation-based inference

and maximum likelihood estimation [14].

e Bandwidth tomography: Determines the bandwidth of internal links by solving
inverse problems involving min-equations (i.e., bandwidth bottlenecks). This

thesis falls within this special type of performance tomography.

It is worth mentioning that delay tomography and loss tomography are mathemat-
ically the same because both involve additive metrics, meaning that the path delay is
equal to the delay of individual links along the pathE]. Nevertheless, the performance

metric in bandwidth tomography is not additive.

1.1.2 Structural Tomography

Structural tomography aims to reconstruct network topology based on observed path
measurements. Unlike performance tomography, which infers link-level character-
istics, structural tomography seeks to determine network connectivity and routing

structures. The main approaches include:

e Binary tomography: Uses multicast or unicast probes to infer whether a given
link exists |[15H17].

e Topology discovery: Applies graph-based inference and machine learning to

reconstruct network structures from path traces |18,/19).

1.1.3 Fault and Anomaly Detection

This line of research detects and localizes network failures, congestion, or malicious

activities. Methods often involve [14]:

IPath loss rate by itself is not the sum of link loss rates, but after taking the logarithm operation
on loss rate, we can translate loss rate to additive metric.



e Passive inference: Identifying anomalies by analyzing passively collected traffic
data.

e Active probing: Deploying probe packets to pinpoint failure locations and esti-

mate their impact.

1.1.4 Traffic Matrix Estimation

Traffic matrix estimation focuses on inferring the volume of traffic flow between net-
work nodes using measurements of load on carefully chosen links. Since direct traffic
flow data is often unavailable, statistical inference and optimization techniques are
used to approximate the underlying traffic distribution. Existing methodologies can

be roughly grouped into:

e Linear inverse modeling: Uses aggregated link loads to estimate traffic matri-
ces [14].

e Bayesian inference and machine learning: Enhances accuracy by integrating

prior knowledge and adaptive learning methods [20].

1.1.5 Recent Advances: Machine Learning-Based Methods

Recent advances in network tomography have increasingly incorporated deep machine
learning, probabilistic modeling, and reinforcement learning to improve inference ac-

curacy and scalability. Notable developments include:

e Deep learning for network inference: Utilizing neural networks to model complex
network behaviors [2123].

e Graph-based methods: Applying graph neural networks (GNNs) for network

state estimation [24].

e Reinforcement learning for path selection: Optimizing measurement path con-

struction using RL to improve inference precision [25].

Overall, network tomography remains a critical research area with applications
in network monitoring, security, and optimization. While traditional statistical and
optimization-based methods have provided foundational insights, emerging Al-driven

approaches continue to push the boundaries of inference accuracy and efficiency.



Within this large research context, this thesis focuses on tackling the unique chal-

lenges of bandwidth tomography.

1.2 Why Is Bandwidth Tomography Hard?

So far, most work on network tomography focuses on additive metrics, e.g., delay,
where the value of an end-to-end path is the total value of all the links on the path.
An important performance metric, available bandwidth (bandwidth for shortﬂ), has
been largely avoided in the network tomography literature. It is well known that
many research papers have investigated the method to estimate the end-to-end band-
width [26], and accordingly measurement tools have been developed. For instance,
pathchar, clink, pchar, and bfind use ICMP “TTL exceeded" messages for bandwidth
estimation. Nevertheless, all the above research mainly targets at estimating the end-
to-end bandwidth. While some tools such as Tailgating [27| and pathneck 28] can
use probe packets to estimate the bandwidth of a link along the measurement path.
These tools are inaccurate on paths longer than a few hops [27] or require interme-
diate routers to support ICMP [28]. Actually, assuming the capability of estimating
the metric (e.g., bandwidth/delay) of links along a path just from the end-to-end
measurement of this path would invalidate most, if not all, work in network tomogra-
phy. Overall, a network tomography approach to estimating the bandwidth of every
individual link in the whole network via a small number of monitoring nodes, termed
as bandwidth tomography, is surprisingly missing.

Boolean-based network tomography that identifies link failure or link congestion
is loosely relevant but starkly different from bandwidth tomography. The goal of
Boolean-based network tomography [29| is to infer whether or not a link/node is con-
gested or failed based on the congestion/failure status of end-to-end paths. In other
words, the input and output of Boolean-based network tomography are both binary.
In contrast, bandwidth tomography is to infer the bandwidth value of individual links
from end-to-end path bandwidth.

A piece of work in the network calculus domain [30,31] has touched a similar

problem as bandwidth tomography: inferring the service curves of links based on

2The term bandwidth is overused in the literature. It may refer to either the mazimum transfer
capacity of a link (i.e., the link capacity), or the actual amount of data that can be sent and received
within a specific time frame (i.e., available bandwidth or throughput). The term refers to the latter
case in this thesis.



the service curve of end-to-end path, i.e., service curve decomposition. Service curve
denotes the cumulative service amount over time offered to a given traffic flow. Nev-
ertheless, only line topology and tree topology were studied. The limited results
in 30|, the fact that no significant progress has been found since 2008, and our own
investigation, all suggest that service curve decomposition is a hard-to-achieve goal
in general networks.

The bandwidth tomography research is missing in the literature for two main

reasons.

e First, unlike additive metrics, bandwidth is a metric that uses the minimum,
i.e. the bandwidth of a path equals the minimal bandwidth over all the links
along the path. No existing mathematical tool can be applied directly to solve
the inverse problem with a set of min-equations (refer to Chapter [2|for details).
The only analytical tool that might help is max-plus [32] and min-plus [33]
algebras. Our deep investigation, however, concludes that these algebras cannot
be used to solve our problem since the min-equations do not satisfy the algebraic

properties of max-plus [32] and min-plus [33].

e Second, the minimum operation results in high information loss, since we only
know that the bandwidth of a path is not higher than the bandwidth of the
constituting links. As an analogy to lossy compression, the minimum operation
on link bandwidth values is similar to a quantizer that replaces all the values
with the same (smallest) value. Without the help of other side information, it
is theoretically impossible to recover the original values after this quantization

step.

1.3 Practical Significance of Bandwidth Tomogra-
phy

As a special type of network tomography, bandwidth tomography poses unique chal-
lenges but has profound practical implications. While network tomography has not
been used yet as a standalone technology on the Internet, it can work together with
existing tools and broaden their functionality. For instance, using the popular net-
work measurement tools such as pathchar, clink, and pchar as the basic building block

for measuring the end-to-end bandwidth, our algorithms (1) guide the construction



of measurement paths and (2) return the network-wide, link-level bandwidth results.
In-band network telemetry (INT) [34], which is arguably the most advanced net-
work monitoring technique, allows individual devices to report the statistics in the
data plane directly to monitoring applications running in the centralized SDN control
plane. INT, if deployed and enabled in every device, would void the practical need
for network tomography as a whole. Nevertheless, large-scale INT is faced with non-
trivial technical challenges such as orchestration, data aggregation, security, and high
monitoring overhead [34]. At least in the near future, INT must work with legacy
devices and cannot be deployed at large scale. We believe that INT can benefit from
network tomography to tackle the above challenges.

Interestingly, the idea of bandwidth tomography has recently found applications in
other domains, such as in the cryptocurrency domain. The Lightning Network [35] is
an advanced technology that improves the scalability of Bitcoin and other cryptocur-
rencies. Transactions on the Lightning Network are facilitated through a system of
channels. When two parties wish to transact, they open a payment channel between
them, allowing for an unlimited number of transactions. These transactions are not
individually recorded on the Bitcoin blockchain; instead, only the final state of the
channel is recorded when the channel is closed. The network also supports the rout-
ing of payments across multiple channels, enabling users to send payments to each
other even if they do not have a direct channel open. To support this, it is required
that all balances along the payment path be higher than the transaction amount. In
other words, we can formulate a min equation along the payment path. An interest-
ing question is that the account balances are hidden from the public for privacy and
security reasons. It has been shown that methods from bandwidth tomography can

be utilized to infer the account balances in the Lightning Network efficiently [36].

1.4 Research Contributions

We, for the first time, formally formulate and systematically study three core problems

in bandwidth tomography:

1. Given a network, a set of end-to-end measurement paths, and the measured
end-to-end bandwidth, is a link in the network identifiabld®? If not, what are
the lower and upper bounds of its bandwidth?

3When the value of a link can be uniquely determined, we call the link identifiable |37).



2. If extra information, e.g., the fairness constraint and the total capacity con-
straint for links adjacent to a common node, is available, can we leverage it to

refine the performance bounds of bandwidth tomography?

3. How to construct measurement paths so that any link is (a) either identifiable
or (b) the error bound (i.e., the gap between the upper and lower bounds) is

the smallest if its identifiability is impossible.

This thesis answers the above challenging questions and lays a solid foundation

for future research in bandwidth tomography. The contributions of the thesis include:

e For the first problem, we develop a polynomial-time algorithm that returns the
exact bandwidth value for all identifiable links and the smallest error bounds
for unidentifiable links. We also present the necessary and sufficient conditions
for a link to be identifiable. (Chapter |2])

e For the second problem, we present a new network model that consists of bi-
directional links and formally formulate constraints that capture the correlation
among local links. We investigate how the correlation constraints help narrow
down the bounds and develop a polynomial time algorithm, called Global e-
stabilizing (GES) algorithm, to calculate the best-effort bounds with link cor-
relation constraints. We also find sufficient conditions where the best-effort
bounds are the tightest. (Chapter |3))

e For the third problem, we prove that in the worst case we must list all pos-
sible measurement paths (MPs) in order to derive the global tightest error
boundg’] In other words, there is no polynomial-time algorithm to derive the
global tightest error bounds unless P=NP, since listing all measurement paths
is #P-complete [|38]. Note that #P-complete is at least as difficult as NP-
complete [38]. In addition, we design a reinforcement learning (RL) based path
construction method, called Guided Sequential Path Construction (GSPC).
Quite different from traditional reinforcement learning methods, GSPC utilizes
the special knowledge from our analysis and integrates both offline training
over simulated networks and online prediction over the target network. This
RL structure can effectively handle the difficulties of applying RL in the special
application context of bandwidth tomography. (Chapter [4))

4A link error bound is called globally tightest if it is the smallest among all possible error bounds
derived for the link with different sets of MPs.



e We perform an extensive evaluation of our solutions over real-world ISP topol-
ogy as well as simulated networks. Compared with two baseline path construc-
tion methods, Random and Diversity Preferred (DP), GSPC improves Random
and DP in terms of the average error bound by 238% and 193%, respectively.
GSPC also returns near-optimal results in small-scale simulated networks where
listing all measurement paths for deriving the ground-truth global optimum is
possible. In addition, we extensively evaluate GES and compare its performance
with that of the Calculate the Tightest Bounds(CTB) benchmark [25]. Evalua-
tion results show that GES effectively leverages the extra constraint to achieve
much tighter performance bounds than CTB. (Chapter

The research of this thesis has led to the following publications:

e C.Y. Feng, JJW. An, K. Wu, and J.P. Wang, “Bound Inference and Reinforce-
ment Learning-based Path Construction in Bandwidth Tomography," IEEE In-
focom, May 2021.

e C.Y. Feng, JW. An, K. Wu and J.P. Wang, “Bound Inference and Reinforce-
ment Learning-Based Path Construction in Bandwidth Tomography," IEEE/ACM
Transactions on Networking, vol. 30, no. 2, pp. 501-514, April 2022.

e JW. An, C.Y. Feng, and K. Wu, “Improving Performance Bounds for Network
min-Systems with Link Correlations," IFIP Networking, June 2024.



Chapter 2

The Basic Model and Solution

2.1 The Basic System Model

We model a network as a graph G = (V, L) that consists of |V| nodes and |L| links.
With a set of monitors deployed at the nodes in the network, we can use existing
methods, such as pathload [39], to measure the bandwidth of a measurement path
(defined below). We are interested in the bandwidth of all links in the network. To
simplify analysis, we assume that the maximum bandwidth over all links is b4z,
which can be set based on the physical specification of the network. Note that the
maximum bandwidth of a link cannot be higher than the link capacity. Also note
that the analytical results of this dissertation are applicable for the scenario where
different links have different maximum bandwidth values. The only change is that
each link uses its own b,,,, instead of the “global" b,,,,.

Following the convention in network performance tomography [2/11], we introduce

basic assumptions and notations as follows:

e G: A connected and undirected graph. Each link has distinct end nodes (i.e.,

no self-loop), and no two links in G connect to the same pair of nodes.

e Measurement path (MP): A non-loop path with only two monitors at its end
nodes. For test purposes, probing packets along an MP could be routed via
source routing. This assumption has been used in most existing work [2,|4].
While this assumption may be too strong in real-world networks, there are
other alternative techniques based on software-defined networks (SDN) [40],

which support a packet to travel through a specified path.
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e The network under consideration is assumed to be “static", implying that ei-
ther the bandwidth changes slowly relative to the measurement process or it
represents statistical characteristics (e.g., mean) that stay constant within the
time period under consideration. This assumption has been broadly adopted in

most network tomography work [2}/4}/11},/14].

Relaxing the above assumptions would further complicate the already challenging
problems in network tomography. To this end, we discuss potential directions for
future research in Chapter [0] of this dissertation.

Fundamentally different from performance tomography with additive metrics |2,
41|, bandwidth tomography uses min-operation, i.e., the bandwidth of an MP is the
minimum bandwidth of all links along the MP. In other words, traditional linear
algebra is not applicable for bandwidth tomography.

We use the example in Fig. [2.1](a) to illustrate the concept. The network has three
monitors marked in red, and there are three MPs among the monitors. Different MPs
may lead to different results of end-to-end bandwidth. We use x,, ,, which is unknown,
to denote the bandwidth on link [, ,(p,q = 1,2,3,4,5). If there is no link between
node v, and v,, x,, = 0. b; denotes the end-to-end bandwidth on MP P;(i = 1,2, 3).
Like most network tomography work [2,4], we assume an undirected graph, i.e.,
Tpg = Tqp. Note that the results in this dissertation can be extended to directed

networks by treating z,, and z,, to be different variables.

110 u10
Ovs
Qv Quz
Ovs QU4 Ovs (@LX

(a) (b)
Figure 2.1: Example topology (a) and its simplified topology (b).

Due to the property of bandwidth, we have the following system of min-equations,
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short-termed as min-system in the rest of the dissertation:

Ti5 N x5 A\ Xa3 = b
T15 N T5.2 AN Toa = bQ (21)

39 N\ T4 = b3

where A means the min operation.

To simplify analysis, we can remove some non-monitor node of degree 2 (e.g., node
vs in Fig. [2.1](a)), and establish a virtual link between this node’s two neighbors (e.g.,
nodes v; and v,) if there is no link between them. This is because we have no way to
find out the bandwidth value z; 5 and the bandwidth value x5 2 based on end-to-end
measurements. In terms of bandwidth analysis, we can only infer the bandwidth on
the path segment v; — vs — wvy. As such, we treat this path segment as a virtual
link ;5. Note that if a link already exists between this node’s two neighbors, we
cannot remove this node and add the virtual link because otherwise the new graph
will have two links connecting the same pair of nodes. The simplified network is
shown in Fig. [2.1] (b). In addition, we should ignore any non-monitor node of degree
1 since there is no way to build an MP passing through this node. Therefore, in the
rest of the dissertation, the target network G is the simplified network after the above
pre-processing.

After the above pre-processing, the min-system for Fig. [2.1] (b) is

T12 N\ Tag = by
T12 A\ To4 = by (2.2)

To3 N\ Toq = b3

With a slight abuse of notation A, let’s denote the above linear system into equiv-

alent matrix form R A x = b, where

110
R=1|10 1 (2.3)
011
T
X = ({L‘LQ T3 1'274> (24)

b:(b1 by b3)T (2.5)
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The fundamental problem in bandwidth tomography is: given R and b, can we

infer the values of x? We answer this question in the next section.

2.2 Bound Analysis and Algorithm for Obtaining the
Tightest Error Bound

Different from the linear system with additive metrics [2,/4], the min-system cannot
take advantage of existing results in linear algebra. Nevertheless, each min-equation
can help to bound the bandwidth of related links. For instance, (2.2) can be formu-

lated as:

bl S x1,2 S bmax; bl S .36273 S bmax
b? § x1,2 S bmaa:a b2 S T2.4 S bmax (26)
b3 S X233 S bma:ca b3 S T2.4 S bmax

Hence, we can obtain the lower and upper bounds of the bandwidth for each link
from the min-system. Define the error bound as the gap between the upper bound
and the lower bound. Our goal is to reduce the above naive error bound as much as
possible. That is, if a link is identifiable, the error bound of its bandwidth should
be 0; otherwise, its error bound should be the tightest. Note that the tightest error
bound in this section is conditional in the sense that it is the best bound that we can
derive from the given min-system.

To solve the problem, we have the following observation: a min-equation of k

variables A¥_,z; = b is equivalent to the following two conditions:

(1) b< 2 < bpagsi=1,...,k

(2) at least one of x; is equal to b.

Based on this observation, we can prove the following lemma:

Lemma 1. Assume that a min-system has n variables and m min-equations, RAx =
b, where R is an m xn Boolean matriz, x = (xl e xn>T, andb = (bl e bm>T.
Assume that the number of distinct b;(i = 1,...,m) is d. W.L.O.G., assume that
b; <bj(i <j) and the d distinct values are Uy, ..., b, respectively. We have:

1. The links corresponding to x can be divided into d disjoint nonempty sets, de-
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noted by Sy (k=1,...,d).

2. Furthermore, if |Sy | = 1, then the link in Sy is identifiable (i.e., its error bound

is zero), otherwise, b is the greatest lower bound for the links in Sty -

Proof. Base on the first condition in ({2.7), we can build d intervals [0}, bpaz|, [05, Omaz),
-+ [b; bnaz], With each interval corresponding to a set denoted by Sy, S, ., Sy,
respectively. Note that the subscribes 0, . .., b, of the sets denote the bandwidth value
for clearly reflecting the correspondence between the intervals and the sets. Also note
that each set records links, whose bandwidth values fall in the set’s corresponding
interval after the unique assignment described below.

To prove (1), we only need to show that based on the min-system R Ax =b we
can find a way to uniquely assign any z; € x to one of the d intervals. The method to
assign x; into an interval is as follows: If z; appears in [ min-equations, whose values
are ordered in non-decreasing order and are 0 , ...,V , respectively, then we put z;
into the interval [b;»l, bimaz). Clearly, such an assignment is unique for z;. Based on the
second condition of , each interval must include at least one measurement value
and hence (1) is proved. Since any measurement value in [b, b,q,] must also fall in
[0, bmaz] Where 0 < 1], the above assignment implies the greatest lower bound of z;
that we can obtain from the min-system.

Based on the second condition in , every interval must include at least one
measurement value (i.e., correspondingly one link). If an interval [b], by, only in-
cludes one measurement value, the link corresponding to this value is hence identified.
If the interval includes multiple measurement values, however, we cannot identify all
the corresponding links. In this case, b}, is the greatest lower bound for these links.

Hence, (2) is proved. O

The proof of Lemma (1| is constructive (w.r.t the link-interval assignment), based
on which we can design an Algorithm, called CT B, to find the tightest error bound
for every link in the given min-system. The pseudo-code is shown in Algorithm [I}
Algorithm [I] is correct due to Lemma [I] and the fact that if a link is not identifiable,
then the min-system offers no information to reduce its upper bound. The worst-case
complexity of Algorithm (1] is O(mn + mlogm), since the first step takes O(mlogm)
and the rest of code is mainly two loops over m and n.

Lemma [1) and CTB are important to understand the rest analysis in the disser-

tation. C'I'B works in a way similar to Gaussian elimination. We give an example to
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Figure 2.2: An example network to illustrate CTB.

illustrate the operations in CT'B so that readers can understand the intuition of the

lemmas and theorems in the rest of the dissertation.

Example 1. (Example of CTB) An example network topology is shown in Fig.
where two monitors are marked in red. Assume that we have built four MPs and their

corresponding min-system is shown below:

P1 X112 N X233 /\.73374 =2
Py:xigNrwgr Nary =1

2 1,6 6,7 7,4 (28)
P3 - T16 VAN Ze6,5 A Ts5,7 A Tra = 2

P4 . 17172 VAN Z2.6 A Xe,7 A X74 = 1

This min-system only has two distinct end-to-end bandwidth values and the maz-
imum 1s 2. This means that the greatest lower bound for the covered links is at most
2. Therefore, in order to find out the links with the greatest lower bound 2, we sort

the min-equations in the non-increasing order based on their values.

111 0000O00O0
000111100

R = (2.9)
000100110
100000111

T
X = <$1,2 T23 T34 T1,6 L5 L5717 T74 T6,7 IQ,G) (2~10)
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b=(22 1 1) (2.11)

Now, we consider the paths with the mazimum end-to-end bandwidth (i.e., P, and
P3). Obuiously, the links on these paths cannot be identified. Nevertheless, we can
conclude that all links covered by the two paths must have a bandwidth no smaller
than 2. We thus can set the lower bandwidth bound of these links to 2, and in the
meantime, we do not need to consider these links anymore (because they have been
assigned to the corresponding set S, where the subscript 2 denotes the bandwidth

value). After removing these links, we have the following new min-system.

10
Ryew = (1 1) (2.12)

T
Xnew = <$6,7 1'2,6) (213)

buew = (1 1)’ (2.14)

The above process is equivalent to the variable elimination part in CTB. In this
new min-system, all the “paths” have the same end-to-end bandwidth 1. Because all
the links with higher lower bound on Py (i.e., li¢ and l74) have been removed, it’s
clear that lg 7 is identifiable and its value xg7 is 1. This is the only link that can be
identified by the original min-system.

The rest part of CTB (Line -Lz’ne @) 18 to find out all the identifiable links in
the min-system and divide other unidentifiable links into the disjoint sets according
to their greatest lower bound. In this example, all the covered links can be divided into

two disjoint nonempty sets Sy and Ss. The final result is shown in Table[2.1].



Table 2.1: Dividing links into disjoint sets

Covered links

S2

l1,27 l2,37 13,47 l1,67 l6,57 Z5,77 l7,4

S1

*
6,77 l2,6

Note: * means identifiable.

16
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Based on C'T'B, we can prove the necessary and sufficient condition for a link
to be identifiable. The sufficient condition is straightforward from Lemma [I} The

necessary condition can be easily proved with contradiction.

Theorem 1. Assume that a min-system has n variables and m min-equations,

T
R A x = b, where R is an m x n Boolean matriz, x = <x1 xn> ,and b =

<b1 bm>T. A link | is identifiable in this min-system iff there is a path P con-
taining link | with end-to-end bandwidth bp, such that ¥lI' € P\ I, the greatest lower
bandwidth bound of I derived from CTB is by where by > bp.

Proof. (<) As we mentioned above, a path P whose end-to-end bandwidth is bp not
only provides the lower bound of its covered links, but also has at least one link whose
bandwidth is bp. So, if all the links in P except [ obtain a larger lower bandwidth
bound derived from CT'B, the exact bandwidth of link [ must be bp, i.e., [ can be
identified.

(=) If link [ is identifiable by a min-system, then its error bound derived from the
min-system is 0. During the variable elimination process, C'I'B gradually removes
links with their highest lower bounds in each min-equation. If all the processed
min-equations containing link [ have at least two links after the variable elimination,
we cannot determine that the error bound of link [ is 0. Thus, there must exist at
least one processed min-equation that only contains link [ after variable elimination.
Denote this min-equation’s corresponding path as P. The fact that this processed
min-equation only contains [ is equivalent to the statement that VI’ € P\ [, the
highest lower bandwidth bound of I’ derived from CT B is by where by > bp. ]
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Algorithm 1: Calculate the Tightest Bounds (CTB)

input : a min-system, R A x = b, where R = [r;],nxn is a Boolean matrix,

x= (21 ... z,),andb= (b ... by)T
output: the tightest error bound for every link
1 begin
2 Order the m min-equations in the non-increasing order of their values;
/* Variable elimination (like Gaussian elimination) x/

3 fort=1tom—1do

4 for j=7+1 tom do

5 if b; == b; then

6 ‘ continue;

7 end

8 ri = max{r;, —ri, 0, k=1,...,n;

9 end
10 end

/* Assigning interval and determine bounds */

11 for =1 tom do
12 for j =1 ton do

13 if r;; == 1 then

14 Assign x; into interval [b;, bz, i-€., x;’s error bound is

bma:v - bl7

15 end
16 end
17 end
18 for i =1 tom do
19 if there is only one r;j ==1(j = 1,...,n) then

20 ‘ xj = b;, i.e., x;’s error bound reduces to 0;
21 end
22 end

23 end




19

Chapter 3

The Constrained Model and Solution

3.1 Motivation

Following the convention, when the value of a link can be uniquely determined, we
call the link identifiable [37]. When a link is not identifiable, we aim to discover the
tightest bound of each link. From Chapter 2| we know that solving a network min-
system is extremely challenging because the min operator results in high information
loss: it only tells the minimum value among the links along a path, based on which
it is impossible to recover all the values on this path’s constituting links. Thus, a
reasonable goal is to find the tightest bound of each link determined by the min-
system.

In Chapter [2 we have developed a polynomial algorithm to obtain the tightest
bounds on variables in a min-system. Nevertheless, the theoretically proven tightest
bounds may still be too loose. Specifically, a link’s upper bound is its maximum
capacity. In the context of bandwidth tomography, this is equivalent to stating that
the available bandwidth of a link is smaller than the link’s maximum capacity, which
is true but nevertheless not useful. An interesting question arises: can we introduce
extra information into the min-system to refine these bounds?

The extra information that we consider includes two constraints: the fairness
constraint and the total capacity constraint for links adjacent to a common node. The
former means that the performance of these links should not be drastically different;
the latter means that the total values on these links are bounded. These constraints
normally hold in network systems, with the former implying that no link should

be severely over-utilized compared to other links adjacent to the common node and
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the latter implying that the processing capacity of a node is limited. It is worth
noting that the above constraints resemble many real-world scenarios. In the Internet
backbone, most routers adopt load balancing that dispatches a traffic low among
different links of the router. In this case, the bandwidth of links behind the load
balancing is highly correlated. In some hybrid wired-wireless networks in the era of
the Internet of Things (IoT) and edge computing [42-46], the performance of wireless
links of a gateway node is correlated since the links share the same Radio Frequency
(RF) channel.

Solving network min-system with correlated links poses several non-trivial diffi-
culties: First, one basic assumption in existing work that links are independent does
not hold anymore. Second, assuming bi-directional linksE] may not be appropriate
when we consider the above constraints. For instance, in the wireless scenario, the
uplinks and downlinks may use different RF channels and thus form different interfer-
ence link sets. Third, an update on one link’s performance may generate a cascading
effect on other links” performance, and we might obtain different final results when
updating link performance in different orders.

This chapter aims to address all the above challenges.

3.2 The Constrained System Model

We present a generic abstract network model that captures the link correlation that
exists in many scenarios. The network is modelled as a directed graph G = (V, L),
where V' denotes the set of nodes (e.g., computers or routers), L denotes the set of
links between nodes. Note that for two nodes v; and vy, the performance value from
v1 to vy, denoted by l15, may be different from that from v, to vy, denoted by [s;.
We call the link between v; and vy bi-directional when l15 = I, otherwise, we call
it uni-directional. In summary, G is a connected and directed graph. Each link has
distinct end nodes (i.e., no self-loop), and no two links of the same direction in G
connect to the same pair of nodes. We explain our system model using bandwidth
tomography as the application context to ease discussion.

With a set of monitors deployed at some nodes in the network, we assume that
we can measure the end-to-end performance of a Measurement path (MP). Here, an

MP refers to a non-loop path that only contains two monitors at its end nodes. We

LA bi-directional link between node A and node B means that the performance from node A to
node B is equal to that from B to A. Otherwise, we call the link uni-directional.
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can use existing methods, such as pathload [39] and RT-WABest [47], to measure the
end-to-end available bandwidth of an MP. Here, we are interested in inferring the
available bandwidth (or bandwidth for short) of all links in the network based
on measurement results along MPs. To simplify the analysis, we assume that the
maximum bandwidth over all links is b,,,,. Note that the analytical results of this
dissertation are easily applicable to the scenario where different links have different
maximum bandwidth values. The only change is that each link uses its own maximum
value. Initially, b,,,. could be set to the physical limit of the link based on the
hardware specification.

The bandwidth values in a local environment may be correlated. As shown in
Fig. [3.1], if routers vs and vg are equipped with a load balancer to balance the traffic
load towards the connected servers, then [5; and [5, are correlated, and lg3 and [g4 are
also correlated. Suppose that our network under analysis is a hybrid wireless network
that consists of both wired and wireless links. In a local area (e.g., base station), the
wireless uplinks may share the same radio channel and thus their bandwidth values
are correlated; similarly, the wireless downlinks may share another radio channel and
thus form another set of correlated links [48]. We next propose constraints that can
be used to analyze all the above scenarios where links sharing common nodes are
correlated. For this purpose, we consider two constraints that have broad practical
implications. To simplify notation, we use the same notation to denote a link and the
bandwidth value of the link.

Definition 1. Total capacity constraint: For a subset of links connected to a node

v, called correlation set and denoted by {I?,13,...,1}}, we assume that:

SU < b, (3.1)
=1

This constraint is based on the observation that a router’s total packet processing
speed is limited. This constraint is also applicable to the wireless case, where the
wireless links share the same radio channel, and their total bandwidth should be no

larger than the capacity of the channel.

Definition 2. Fairness constraint: For a subset of links connected to a node v,



22

called correlation set and denoted by {17,15,...,1%}, we assume that:

o, 1F)?
zm—l Z 51}‘
m Zi:l(lf)Q

Eq. (3.2) means Jain’s fairness index [49] is higher than a threshold, reflecting the

fact that load balancing in a router tries to avoid overloading a particular outgoing

T, 1)

(3.2)

link. This constraint is also reasonable to wireless networks since most wireless sys-
tems have mechanisms to guarantee a certain level of fair share of the channel among
the local wireless links [50,51]. Note that Jain’s fairness index is a value between 0 and
1, and a higher value means more fair. If the index is 1, all links (in the correlation

set) have the same value. As the link disparity increases, the index decreases.

Remark 1. The constraints are optional, i.e., they are posed only to the nodes that
we know have these constraints. In addition, for a given node v, the correlation set
for the total capacity constraint and the correlation set for the fairness constraint are

not necessarily the same.

Remark 2. We assume that the network under consideration is “static”, implying
that either the bandwidth changes slowly relative to the measurement process or it
represents statistical characteristics (e.g., mean) that stay constant within the time
period under consideration. This assumption has been broadly adopted in most net-
work tomography work (2, 4,|11,14)]. It has been observed that the available bandwidth
of wireless links can be considered stationary [52] over a short time period, even if,

in general, it is dynamic Quality of Service(QoS) information.

In the following, we use a simple network in Fig. to illustrate the network
min-system with correlation constraints. Assume that three monitors are deployed
at nodes vy, vy and v3, respectively. There are six possible MPs in total, which are
(1) vy = v5 — Vg, (2) Vo = v5 — vy, (3) V1 = V5 — Vg —> 3, (4) V3 — Vg — V5 — V1,
(5) v — v5 — vg — v3, and (6) v3 — vg — V5 — vo. Assume that the end-to-end
available bandwidth of the above 6 MPs is by, by, .. ., bg, respectively.

Since the bandwidth of a path is the minimum bandwidth of all links along the
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. Y\‘lk{outer with load balancer ~Router with load balani/'

. / U5 vﬁ U4

Figure 3.1: An example network with correlated links caused by load balancing. vy,
v9, and wvg are also monitoring nodes.

path, we have the following system of min-equations:

(

li5 Nl = by
las N ls1 = bo
l15 N lse A lez = b3
l36 Nlgs N ls1 = by
las N lse A lgz = bs
l36 N\ les N 52 = bg

\

where [;; denotes the bandwidth from node v; to node v; and A means the min
operation.
With a slight abuse of notation A, let’s denote the above linear system into equiv-

alent matrix form R A L = B, where

100100O0O0O00O0
01 10000O0O0O00¢O0

R_ 100001O00O0T1 | (3.4)
0100100010
001001O0O0O0T1
0001100O0T1O0

T
L= <l157 l517 l257 1527 l367 l637 l467 1647 l567 l65> ) (35)
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i
B:(b1 by bs by bs bﬁ) . (3.6)

If we know v; poses load balancing on links 55 and l5; and vg poses load balancing
on links lg3 and lg4. We then have the following fairness constraints due to the load
balancing in vs and vg:

T (ls1,152) > 0o,
T (ls3; loa) = Oug

If we know that vs has a control mechanism that limits the total bandwidth
to/from v; and vy, and vg has a control mechanism that limits the total bandwidth
to/from vs and vy, we have the following total capacity constraints:

)
Isi + l50 < bY5Y

max

les + loa < DUSY

max

lis + los < bS]

max

max

\l36 + Iy < bUST

where different links’ total capacities differentiate b2  from b%! . For a link [, if we
can determine its exact value, we call the link identifiable. Otherwise, we can only
determine an interval, also called error bound, that covers its value. This dissertation
aims to answer the following fundamental problem: given R, B and the afore-
mentioned constraints, can we infer the exact values or the tightest error

bounds of L?

3.3 Bound Analysis and Algorithm for Obtaining the
Tightest Error Bound

3.3.1 Elaboration on the Tightest Error Bound

In Chapter 2] an algorithm called CTB was proposed to calculate the “tightest" error
bounds of L. Nevertheless, since the CTB algorithm assumes no link correlation
information is available and does not change the upper bound of link values, CTB
returns the highest lower bound based only on the set of min-equations. Nevertheless,

the new link correlation information offers us new opportunities to further reduce the
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Table 3.1: Main Notations Used in This Chapter

Notation Explanation

Lan The set of all the links in the min-system

N The set of all the nodes that are passed by at least
one measurement path

L, The set of all links involved in the same
constraints of specific or at node v

Ll The set of all the current identifiable links in £,
at node v

L, \ LI The set of all the current unidentifiable links in £,

at node v

Qly A parameter defined in for convexity check

at node v
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error bound, i.e., raising the lower bound and decreasing the upper bound of an
unidentifiable link. In addition, some links may become identifiable due to these
additional constraints. Accordingly, we should first make clear the exact meaning of

the tightest error bound in our new context.

Definition 3. (Tightest error bound): In the network min-system with correlated
links, the tightest error bound of an unidentifiable link is defined as the smallest in-
terval containing all possible values the link may have, satisfying the min-system and

all the correlation constraints.

3.3.2 Challenges in Obtaining the Tightest Error Bounds

Obviously, considering all links’ correlation constraints at the same time complicates
the solution. It’s worth noting that each correlation constraint only applies to the
links associating a local node. Thus, firstly, we should investigate how the bound in-
formation of an unidentifiable link {{ could be influenced by the correlation constraints
associated with the node v.

Clearly, to obtain the tightest error bound for [}, we need to seek its worst-
case minimum value and the worst-case maximum value using the directly-related
correlation constraints. In other words, if putting the min-equations aside, we need
to solve the following two optimization problems and (3.8), respectively.

min 7
m v 2
s.t. (Zznll 1)225’
mZz 1 l;]
(3.7)
le — max’
el i=1,m,
and
min  — [
(3.8)
s.t. the same constraints as (3.7)),
where {Y(i = 1,--- ,m) are all links having constraints associated with node v, the

fairness parameter is ¢,, the total capacity parameter is b}, ., and Zf_ and l}; are

link [¥’s current lower bound and upper bound, respectively. Then, we take the min-
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system into consideration. Specifically, the current lower and upper bounds can be
obtained with the CTB algorithm [25].

Essentially, the solutions to Problems and will be the basic building
blocks to infer the tightest error bounds for all unidentifiable links in the min-system
with constraints. Even having the above building blocks, however, we still need to

answer two challenging problems:

1. Challenge 1: Synchronous vs asynchronous local updates. For a given link, we
can update its lower and upper bounds synchronously (i.e., solve Problems (3.7)
and in parallel) or asynchronously (i.e., solving Problems and
in sequential. When a node is connected with multiple links, we can update
the upper and lower bounds of these links synchronously (i.e., update all links’
bounds in parallel) or asynchronously (update them sequentially). Will different
ways of updating bounds lead to different answers for links associated with the

same node?

2. Challenge 2: Cascading impact: In the whole network, when a node locally
updates the bounds of its associated links, the results may impact the link-
bound updates of other nodes. Will the update order among different nodes

lead to different final answers?

It is worth noting that Challenge 1 concerns the bound update order locally, i.e.,
updating links associated with a local node, and Challenge 2 concerns the bound
update order globally, i.e., the order for the node-by-node update. In the following,
we theoretically analyze the condition that leads to unique, tightest error bounds for
local updates resilient to synchronous/asynchronous updates. We design an algorithm
that leads to the guaranteed tightest error bounds when the condition holds and can

empirically improve the error bounds of CTB when the condition does not hold.

3.4 Tackling Challenge 1: The CBLN algorithm and
the Local Tightest Error Bounds

Since the total capacity constraint is linear, the main difficulty of solving Prob-

lems (3.7) and (3.8) comes from the fairness constraint. In the first part of this
section, we analyze the general properties of the fairness constraint in (3.7)) and (3.8]).
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We can transform the fairness constraint into the following form:
FAY, ) =0,m(IV + A1) — (I + 4+ 12)* =1TH1 <0, (3.9)

where 1 = (1¢,...,1%)T, m > 2, and

som—1 -1 -1 ... -1

-1 Sm-1 -1 ... -1

H: . . . .
1 1 =1 ... sm—1

H is an R"™*™ symmetric matrix. The elements of H are all —1 except that the
diagonal elements are all d,m —1. We ignore the case m = 1 because it is meaningless
to discuss fairness if there is only one link.

Note that during the process of bounds update over the whole min-system, an
unidentifiable link may become identifiable. To ease discussion with a unified pre-
sentation, we extend the constraint into a more general form that reflects the
fairness constraint changes during the bounds update process. To be specific, suppose
L, consists of all the links involved in the same constraints of or at node v
and |£,| = m, when n(1 <n <m —1) links become identifiable at node v, we record
these links in set £/ and denote their corresponding values as I}/ (k = 1,--- ,n). We
also record the rest unidentifiable links in set £, \ £!. The fairness constraint
for the links in £, \ £! could be revised to

fe, e )y =1"H1-251"1 +6,mS, — S <0, (3.10)

o bm—n

where 1" = (1f,....1,_,), 1 = (1,..., 1)" has the same length as 1, Sy = 3" s I7, Sz =
Zz; ecl []1-’2, and H', which is similar to H except the dimension, is an R(m—m)*(m-n)
symmetric matrix whose elements are all —1 except the diagonal all j,m — 1.

Since H' is a special pattern of the circulant matrix, we could construct a series
of eigenvectors v;(i = 1,...,m —n) € R("™>! where vi = 1 and v; = e; — e,(j =
2,...,m —n and e; is the ith column of the identity matrix I,,_,). Then, it’s easy to
show that |[H' — M| = (6,m — \)™ " 1(6,m —m +n — X), and the eigenvalues of H’

are 0,m and d,m — m + n. Because d,m > 0, we denote:

ay = 0,m —m+n. (3.11)
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When a,, > 0, H' is a positive semi-definite matrix, and Problems and
for all constrained links are all convex. In this case, existing convex programming
tools (i.e. GUROBI, MOSEK) could help search the globally unique optimal solutions
under given accuracy in pseudo-polynomial time. Later, we prove that we could obtain
the local tightest error bound in this case.

However, when «, < 0, the fairness constraint constraint of and would
not be convex anymore. If we want to obtain the local tightest error bound at v,
i.e., the smallest interval containing all possible values the link [; may have and
satisfying the min-system and all the related correlation constraints, the globally
optimal solutions of non-convex version of and must be required. In this
case, when we only need to consider the local updating influence of links connecting
to a node v, we may check every local optimal solution of optimizations. But this
would be extremely time-consuming or even computationally untractable due to the
nonconvexity and the need to consider all the nodes of min-system.

Note that in o, = d,;m — m + n, n is the number of identifiable links. When we
consider one link’s updating influence on the whole min-system (i.e., global updating
influence), one link’s local updating from and at node v might change other
links, which are not constrained by v, from unidentifiable to identifiable. Therefore,
when 9, and m are fixed, «, of all nodes is increasing during the whole min-system
updating process. For an efficient global nodes’ updating process, we would ignore the
fairness constraint and only consider the total capacity constraint for local updates
in the case o, < 0.

To ease the later discussion, we relabel the version of Problems and ,
after removing the fairness constraints, as Problems (3.7}a) and (3.8la). Then, we

have the following lemma.

Lemma 2. Assume that the bounds information of all links in Loy \ L, are fized.
ForVli; € L,\ LI, the optimal solutions of Problem . a) would not update its lower

bound.

Proof. The above lemma is straightforward: In the constraints of (3.7a) and (3.8a),
we only have the total capacity constraint and the current bounds interval [l;-,, ZAH]
for each involved unidentifiable link /; € £, \ £I. Because each link’s current bounds
interval must contain its real bandwidth value, the total capacity constraint could

always be satisfied when [; = [i_. O

Further, we analyze how (3.8la) would change each [;’s upper bound. Obviously,
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the upper bound of I; provided by the total capacity constraint is obtained when
all the other unidentifiable links are equal to their current lower bounds. Thus, the
computing and updating processes of .a) and .a) are independent. Based on
the above analysis, we design Algorithm [2| (CBLN(/;, v)), which calculates the new
bound for an unidentifiable link /; at node v. Essentially, when «, > 0, CBLN(l;, v)
updates the bounds using both the fairness and total capacity constraints; otherwise,
it updates the bounds only using the total capacity constraint. Note that in the
CBLN(l;, v) algorithm, we not only return the new bounds [ZAQ_,ZZJF] for link /;, but
also record the values of all other links when /; obtains its new lower bound lzf by

Problem or .a) and the values of all other links when [; obtains its new upper
bound lz+ by Problem or a). We use C;,_(v) and C,, (v) to denote them,
respectively. In Section 3.6} C;,_(v) and Cy,, (v) will help analyze the updating impact,
caused by running CBLN algorithms derived from other nodes, to the optimal bounds
of I; obtained at v.

In the second part of this section, we demonstrate a good property of the Algo-
rithm (CBLN(l;, v)). Due to the design of the optimization problems and
and the features of the fairness and total capacity constraints, we have the following

lemma:

Lemma 3. Assume that the bounds information of all links in Loy \ L, are fized. For
Vi, l; € L, \ L1, the output of CBLN(l;, v) would not impact the output of CBLN(l;,
v).

Proof. The assumption that all the bounds information of all links in L,y \ £, are
fixed allows us to focus on investigating the local effect caused by running CBLN((;,
v) to the other unidentifiable links at local node v, i.e. links in £, \ ££.

Without loss of generality, suppose that we firstly run CBLN(/;, v) and secondly
run CBLN(l;, v) and finally run CBLN(/;, v) again and keep the links’ bounds in-
formation, i.e. the corresponding outputs of each CBLN run, in L,; \ £, updating

during the whole process. Then, we can prove the following two facts:

e The local bound information updates caused by the first run of CBLN(/;, v)
would not influence the output of CBLN(l;, v), i.e. C;,_(v), C;, (v) and the

newly obtained bandwidth bound [Z;_, Z; +;

e After running CBLN((;, v), the output of the second run of CBLN(/;, v) would
be the same as the first run of CBLN(/;, v).
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Proof of the first fact: In the case where «, < 0, according to lemma Vi, €
L, \ LI, CBLN(l;, v) would not change its lower bound. Thus, the updating order
would make no difference to the lower bound of every unidentifiable link [, and its
Ci,_(v), which would keep its original setting. In addition, the upper bound of I
provided by any CBLN(ly, v) would only be determined by all other links’ lower
bounds, and C;,, (v) also records all other links’ lower bounds. Because the updating
order of links would not influence their lower bounds, the output of .a) for every
{;, would not be influenced either.

Then, let’s turn to the case where «,, > 0 and prove the first fact. Suppose that
the output of the first run of CBLN(l;, v) is Cl(il_)(v), Cl(i1+) (v) and [lﬁ) Z(l)]; the output of

11— Vit
the CBLN(/;, v) is C,_(v), Ci,, (v) and [[;_,1;+]. When oy, > 0, [lAZ(i), lAZ(i)] is the feasible

interval of [; determined by the convex set which is generated by the constraints of
. That is to say, all the possible values [; that can take in that convex set form an
interval is exactly [ll(i), lAl(i)] Although CBLN(l;, v) was calculated before and updated
the current bound of /; in the constraints of CBLN((;, v). They actually refer to the
same convex set. Thus, the first run of CBLN(/;, v) would not influence the optimal
values [; taken in CBLN(l;, v). If multiple values for /; could make [; to reach its
optimal solutions of related and in the process CBLN(;, v), they must be
all included in its feasible interval [lAl(i), lAZ(le)] In this case, C;,_(v), C;,, (v) could record
the minimal value of [; to keep the same outputs.

Proof of the second fact: Once we have proved the first fact, the second fact is
straightforward due to symmetry, i.e., the output of CBLN(/;, v) would not influence

the output of CBLN(/;, v). O

The practical meaning of Lemma (3| is that, when we only consider the links’
updating impact associated with a local node, algorithm [2] is resilient to the order

of link updates. In conclusion, we successfully tackled Challenge 1.

3.5 Moving from Local to Global Optimality

Before we move to tackle Challenge 2 to explore the global tightest error bound for
every link in the constrained min-system, we would summarize the sufficient condition
where the CBLN(/;, v) could return the local tightest error bound of [; € £, \ £! with

bounds information of all other links in L,y \ £, are fixed.
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Theorem 2. Assume that the bounds information of all links in Loy \ L, are fized.
Vi, € L, \ LI, whenever o, > 0, the CBLN(l;, v) would return its local tightest error
bounds considering the whole min-system and only the fairness and total capacity

constraints at node v.

Note that Theorem [2] is just the summary of our discussion and analysis in the
previous section. To recap, when a,, > 0, we can quickly compute the local tightest
error bound by applying one-time CBLN updating to each unidentifiable link. Never-
theless, when a,, < 0, we can only solve Problems (3.7la) and a) as a temporary
best-effort update. This design in the local CBLN algorithm would help conduct
the easier reduction first to the bound of the related unidentifiable link. However,
if we want to use CBLN as a building block for exploring the global tightest error
bounds of all involved links, we need to investigate how a local CBLN updating at
v would influence links bound information in L,y \ £, and the approaches to handle

the influence. All of these will be discussed and analyzed in the following section.

3.6 Tackling Challenge 2: The GES algorithm and
The Global Tightest Error Bounds

The CBLN algorithm primarily targets the bound calculation for a single link con-
nected to a node. Note that the definition of the tightest error bound considers all
the nodes’ correlation constraints. The output of CBLN at node v may influence
some CBLN processes of a neighbouring node v". To explain why, assume that nodes
v and v’ are connected with a link /. When we update the bound of link [ using the
constraints associated with node v, this update may substantially influence the up-
dates of other links due to the constraints associated with node v’. This “ping-pong"
effect for bound updates needs to be carefully managed to prevent a perpetual cycle
of updates over the whole min-system, ultimately hindering our ability to reach a
conclusion when we want to obtain the tightest error bound for all the involved links.

To avoid the above problem and reduce the redundant calculation at the same
node v, we introduce a threshold e and design the e-LUAN(v) algorithm for locally
updating all links associated with a node. The main idea is that when the bound
improvement of one link is smaller than €, its further changes will not be propagated
to other links’ bound updates. The details of the e-LUAN algorithm can be found in
Algorithm [3]
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So far, we have worked out how to update a group of links at a specific node v.
We call this step the node update step, meaning that all links associated with this
node are updated. Next, we further study the inter-impact between node updates,
i.e., the cascading impact. To ease discussion, we call a link [ stable at node v if
running e-LUAN(v) would not change {’s bound. We call a node v stable if all links
associated with v are stable.

It is worth noting that a stable node v may become unstable after when updating
its neighbouring node u. This is the main cause of the “ping-pong" effect over the
whole min-system with correlation constraints. Therefore, we should make as many
stable nodes as possible. For this, it would be important to keep track of the returning-
unstable nodes after running each e-LUAN. The following procedure helps us to keep
track of all unstable nodes due to running e-LUAN(v).

Procedure 1. In the given min-system with correlation constraints, suppose bounds
information of all links in L.y are currently fized, N consists of all the nodes that
are connected to v by a current unidentifiable bidirectional link and v € Ny is a given
node.

Suppose that v; € NA NNy is connected to v by l,, and we ran e-LUAN(v; ) before.
Vi € Lo\ L3, (I # 1a), 1, (a, b),lv (ap) 0r€ stored according to the latest e-LUAN(v;).
And before this tth running e-LUAN(v), [lo_,lo+] is the current bound of l,. During
this tth e-LUAN(v), we obtain the returned [I!,_, H] from CBLN(l,, v).

When I I, |+l —lar| > €, v would be collected into Ny if it would satisfy

at least one of following conditions:

e dl, €L, \Ev , la > lyap) OF f& < l+

v; ab)

[ J Hlb € ACUZ‘ \‘Ciﬂ lb < Ei(t)

Ll o(t) CONSists of all the identifiable links caused by this tth e-LUAN(v) and v(t)
collects all the nodes which control at least one link in ﬁi(t). All the nodes that possibly
become unstable due to running tth e-LUAN(v) on I, are collected in /\/’&?ft“ble =

1
N v(t)

-+

Utilizing the above procedure, we develop our GES algorithm(Algorithm [4)) to
ensure the eventual stabilization of all nodes in N;. To explain the termination of
the GES algorithm, we highlight a crucial observation: when a stable node v reverts

to an unstable state, it indicates the potential for further reduction in the bounds
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of some links connected to this node. This implies that the error bound of a link
consistently diminishes over time. Importantly, this reduction process is inherently
finite with given e, as the error bound cannot be decreased indefinitely. Consequently,
the GES algorithm eventually terminates, guaranteeing the stability of all nodes in

the system.

Remark 3. The GES algorithm is built over the e-LUAN algorithm, which calls the
CBLN algorithm. GES is the final algorithm that returns the performance bounds of

the network min-system with correlation constraints.

Complexity Analysis of GES: Given a min-system with correlation constraints,
in the worst case, t. = 2|Luy| + [Nau| + der
nodes which require e-LUAN algorithm during the whole GES process. The time com-

Loi .
, 7= is the maximum number of
a

plexity of CBLN and e-LUAN is in the same order as solving the convex optimization
Problems (3.7) and (3.8) when a, > 0 or linear when «, < 0.
Finally, we summarize the property of the GES algorithm with lemma [4]

Lemma 4. Given a min-system with correlation constraints, assume that VI; €
Loy, [li—,lix] denotes its tightest error bound (i.e., the ground-truth). Suppose that

1E 1] is the GES-returned bound for l; with certain €,

o Correctness: [l;—, 1] C [I€,1];
e Conditional Optimality: If Vv € Ny equipped with fairness constraint has o, >
0, then when € — 0, ¥ — I;_ and lici — iy

Proof. The correctness is straightforward because CBLN can guarantee every link’s
groundtruth value falls within the returned bound.

The conditional optimality is because when «, > 0 for all nodes, we can find the
local optimal at every node. In addition, GES will block any updates that change a

link’s bound by € and only allow the updates that reduce a link’s current bound. [

3.7 Conclusion

This chapter leverages constraints, whenever available, to improve the bound of a min-
system. We considered two types of link correlations: fairness constraints and total
capacity constraints among a node’s adjacent links. We theoretically demonstrated

how these correlations can enhance the performance bounds of network min-systems.
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Our approach systematically addresses two primary challenges in tightening these
bounds: the effects of synchronous versus asynchronous updates and the cascading

effect. We will evaluate the effectiveness of our solution in Chapter [5
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Algorithm 2: CBLN(/;, v): Calculating bound for an unidentifiable Link /;
at Node v locally

1
2
3

10

11

12

13

14
15

vy Ymax’

input : 6, b0, Lo(|Lo] =m), L] (|£}] = n). For each Iy € L, \ L], its

current bound [ly_, I+ ].

output: C;,_ (v) = {l,; |Alj € (L, \ ;) \ L3} where [, is the value that [;
took when I, = I_ by its (3.7) at v;
C,. (v) = {I* )‘Alj € (L, \ ;)\ LI} where l:“(m.) is the value that [;

v(j5i

took when [; =}, at v;
The newly obtained bandwidth bound [I_, 7., ]

1— Vit
begin
Qy = 0ym — m + n;
if a, > 0 then
/* updates the bounds using both the fairness and total
capacity constraints */
Obtaining the eligible numerical approximated global optimal solution
lzf of 1} of [; at v and formulating corresponding C;,_;
Obtaining the eligible numerical approximated global optimal solution
lz , of 1} of [; at v, formulating corresponding C;,  ;
else
/* updates the bounds only using the total capacity
constraint */
Z;_ = Zi—?
l§+ = liy;
lnew = b:naw - szecg I, — sze(cv\zi)\cg le—;
if [0 < l;3 then
l;Jr = lnew;
i, (v) = {l;r(k,z‘) =l |l € (Lo \ 1)\ L3}
end
end
end
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Algorithm 3: e LUAN(v): Locally Updating links At Node v with tolerance

€.

[ N VI

© w0 N o

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

input : e, £,, L. For each I € L, \ L, [l1_, l14]
output: For each [; € £, \ £, updating its bandwidth bound based on the

results of CBLN(/;, v). In addition, according to corresponding

Ci,_(v) and G, (v), updating [, and l;L(] )

11— 2 ’L

lj € (Lo \ 1) \ Ly

begin

Adding all links in £, \ £! to the list L;
while L is not empty do
l; < L.pop(0);

1— Vi1
if [ — 1, | +|lI!, —lis| > ¢ then
Updating current bound of [; to [l}_ ,l;+]’
for [; € (L, \l)\ﬁI do

v(4,5)? "v(4,8)
end

if [; becomes identifiable then
| Adding I; to L
end

end
for [, € L do

Removing [, from L;

Updating current bound of [;, to [l’ !
- - gt +
lv( =1 kz)’lv (3,k) — =1 kz)’
forle(ﬁ\(lkul))\ﬁldo
‘ Lo = Loy It =10
v v(5,i)° “v(j,k) v(Jyi)’
end

if [, becomes identifiable then
| Adding ), to £
end

end
end

end

29 end

‘ Updatlng I U based on C;_(v), Ciy (v);

if I, ==l and lyy ==l and |l — I | + |, —

i— Vi1

Running CBLN(J;, v) and obtaining [I!_, 1/, ], Ci_(v), Ciy (v);

le.| > € then
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Algorithm 4: GES: Global e-stabilizing algorithm on N

input : Ny

output: The performance bounds of all links in £,;.
1 begin

2 Initialize updating queue Q,paare and add all nodes in Ny t0 Qupdate;
3 while Q44 s not empty do

4 V; <= Qupdate-pop(0);

5 Running e-LUAN(v;);

6 According to Procedure , obtain corresponding ./\fvf’(‘f)t“ble;

7 Add all nodes in N;fi’(bf)table t0 Qupdate-

8 end

9

end
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Chapter 4

A Reinforcement Learning Approach

for Path Construction

In previous chapters, we assumed that the measurement paths (MPs) are given and
derived the performance bounds under this assumption. In this chapter, we investi-
gate how to build MPs step by step, based on which we can derive error bounds close
to the global tightest error bounds. Constructing MPs sequentially in our context is
similar to playing a chess game: once an MP is built and its end-to-end bandwidth is
probed, we cannot regret if the MP does not help reduce the error bounds, since the
cost involved in the measurement has occurred. Therefore, we borrow the similar idea
in developing a chess game and use the special knowledge in bandwidth tomography

as well as off-policyf]] reinforcement learning for constructing MPs.

4.1 On the Hardness of Path Construction for the
(Global) Tightest Error Bound

In Chapter [2, the tightest error bound of every link is conditional on a given min-
system. The tightest error bound is called the global tightest error bound if it is the
smallest among all possible error bounds derived for the link with different sets of
MPs. Obviously, the error bound derived with all possible MPs is the global tightest
error bound. Nevertheless, the total number of possible MPs may be huge, and it is

well known that listing MPs between two monitors is # P-complete [38]. We hence

LOff-policy means that learning is from data “off" the target policy, i.e., the policy being learned
about [53].
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need to answer two questions: (1) Is it possible to find the error bound identical to
the global tightest error bound without listing all possible MPs? (2) Can we design
a method to reduce the number of MPs to achieve the error bound close to the global
tightest error bound? In the rest of this chapter, the tightest error bound by default
means the global tightest error bound unless stated otherwise.

First of all, we only need to study the bandwidth tomography with two monitors.
This is because if there are multiple monitors, we can introduce two virtual monitors
such that a virtual monitor only has virtual links of bandwidth b,,,, to connect
each (physical) monitors. Then the multi-monitor bandwidth tomography problem
is reduced to bandwidth tomography problem with the two virtual monitors. The
concept of virtual monitors was also used in [37] to simplify theoretical analysis.

In this section, we show the negative answer to the first question. For this, we
only need to construct a scenario and prove in this scenario that we must list all
possible MPs between the two monitors in order to find the tightest error bound for

every link. The proof needs two preliminary results: Lemma [5] and Lemma [6]

Lemma 5. For a given network G and two monitors, assume that P,, is a set
of MPs that covers all links in G. With CTB, we can obtain d nonempty sets
{Sb;},j = 1,2,...,d and the corresponding identifiable links from P,,. When a
new MP P,y is added, we denote its end-to-end bandwidth as b,, 11 and the set
of MPs as Ppy1. Let by, Uy denote the minimum and mazimum b;(j = 1,2,... . d)
whose Sb;_ contains at least one link on P, respectively. Denote Sypgate = {l|l €
P11, is not identifiable in Py}, i.e., a set of links whose tightest error bounds may
be updated due to the addition of Ppi1.

If | Supdate] > 0, we need to update the d nonempty sets based on the value of by, :
e Case a: Ifbyn1 ¢ {b},j=1,2,...,d}:

O Case al: If by, > V. we move all the links in Sypgae from their

max’

original sets to a new nonempty set Sy, ..

O Case a2: If by < Uy, let Uy denote the minimum b.(j = 1,2, ...,d)
that is strictly larger than by, 1. Denote Syemained = Uy >y Sb;,. If | Supdate \

J— Im
Sremained) > 0, we move all the links in Sypdate \ Sremained from their original

sets to a new nonempty set Sy, ..

e Case b: If by €{V),j =1,2,...,d}:
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O Case b1: If [Supdate N Sy | = 1, the link in Sypaate N Sy is identifiable.

O Case b2: If |Supdate N Sbinm‘ > 1, we denote Syemained = Ub;zbm+1 Sb3~ If
| Supdate \ Sremained| > 0, we move all the links in Sypdate \ Sremained from their

original sets to Sy, ., .

After the update, if any updated set has only one link, this link is identifiable. The
updated nonempty sets and the new identifiable links are the same as those obtained

from P11 with CTB.

Proof. For a given min-system, we have shown in Section [3.3|that CT B can not only
determine the tightest lower bound for the unidentifiable links but also find out all
identifiable links. When the new path P, is introduced to the min-system with
end-to-end bandwidth b,,,1, we should arrange all the links in P,,; to their suitable
sets and find out all identifiable links in the new min-system P, to make sure the
updated sets are same as those obtained from P,,,; with CTB.

To ease discussion, we first note the following two facts:

1) All links whose bounds need to be updated (i.e., moved from one set to another
set) are contained in Sypgared. After the update, some links in G may become
identifiable.

2) by > minj=1,23, .4 v

The first fact is straightforward based on the definition of Sy,44:ca- The second fact is
obvious because P, covers all links in G. If |Sypdatea| = 0, Prni1 would not bring any
new information to the original min-system because all links on P, are identifiable

already. So we only need to consider the cases listed in Lemma [5}

e Case a: In this case, b,,;1 is different from all the existing end-to-end band-
width in P,,.

0 Case al: If b, 1 > b all links in Sypdeea Would have larger lower

max’

bounds. A new set S,,+1 would be generated to contain them.

O Case a2: If b1 < b, some links in Sypdated, Whose lower bandwidth
bound obtained from P, are larger than b,,,1, do not need to be updated.
These links are all included in Syemained- If |Supdated \ Sremained) > 0, a new

set Sp,,,, would be generated to carry the links in Sypdated \ Sremained-
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e Case b: In this case, b,,;1 has already existed in end-to-end bandwidth in P,,.
Note that b, < b1 < by

O Case bl: Due to Theorem , the link in Sypaated N Sbimn is identifiable.
O Case b2: If [SypdateaN Sy | = 0, no update is needed. If [SypdateaN Sy | >

1, some links whose lower bandwidth bound obtained from P, are equal
or larger than by,11 in Sypdered do not need to be updated. These links are
all included in Sremained- I |Supdated \ Sremained] > 0, we need to move the

links in Sypdated \ Sremained from their original sets to S, . ;.

Due to the movement of links, some updated sets may have only one link, and

in this case this link is identifiable.

O

Lemma [5| indicates that we can perform sequential update on the (conditional)
tightest error bounds when a new MP is constructed. Lemma [5is essentially another
way to perform “variable elimination" (Line [3}Line [10] of CT'B) on Py,41.

Lemma 6. For a given network G and two monitors, assume that P,, is a set of
MPs. With CTB, we can obtain a group of d nonempty sets {Sb;},j =1,2,...,d
and the identifiable links from P,,. P, can obtain the greatest lower bound of each

link in G if and only if it satisfies the following three conditions:

1) Py, covers all links in G;

2) For any other d'" nonempty sets derived from a different set of paths P)., by
CTB,d>d;

3) Any new MP P,, .1 will not cause the movement of link(s) between two distinct

nonempty sets by Lemma [J

Proof. Lemma [0] is straightforward based on lemma [5] O

Lemma [6] gives us criteria to determine whether a set of paths P, can obtain the
tightest error bound of each link in the network G. Nevertheless, in the context of
bandwidth tomography, the bandwidth of each link is unknown before hand. As such,
the criteria only serves as a guideline. It does not warrant a polynomial-time solution
to the first question raised in this section. With construction (using the concept of
graph cut in particular), we can show that there is a class of special cases in which

we have to probe all possible paths to obtain the tightest error bounds.
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Theorem 3. In the worst case, it 1s impossible to derive the error bound identical to

the global tightest error bound without listing all possible MPs.

Proof. We only need to construct a case where we must list all possible MPs to derive
the global tightest error bounds.

Given two monitors, assume that the length of any MP is at least two (because
otherwise the link bandwidth of the MP is immediately available). Let S.,; denote
a set of links forming a cut of G. Assume that the two monitors are separated into
two components by Se,;. Assume that all links in S,.,; have the same bandwidth b.,;.
Assume that the bandwidth of other links in G is at least b.,;. We have the following

two facts:
1) Every link in G is not identifiable;

2) Sequentially probing the MPs in G, we have to test all the possible MPs to
obtain the tightest bounds of each link in G.

To prove 1), any MP must have one link in S.,; because S, is a cut set. Besides,
the bandwidth of each link in G is at least b.,;. Hence, all MPs between the two
monitors must have the same end-to-end bandwidth b.,;. According to Theorem
none of links is identifiable.

To prove 2), the end-to-end bandwidth of any new path P, is b.,;. Based on
Lemma [5] no new path could improve the highest lower bound of each link in G.
However, for sequentially probing the possible MP in G, we do not know this fact
before hand. If we have probed a set of paths P,,, all we know is that all links on
the probed paths have the same conditional highest lower bound b.,;. They are all
contained in the same set Sp,,,. No additional information could help to choose the
new MP. Any new MP would have the same chance to reduce the error bound of link.
Therefore, according to Lemma [ we have to test all possible MPs to make sure that

there is no new path P, to raise the lower bound of each link in G. O

Theorem |3| means that finding the global tightest error bound for links is #P-
complete [38|. To tackle the challenge, we adopt a reinforcement learning approach

that utilizes the special knowledge in bandwidth tomography for effective learning.
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4.2 Special Knowledge in Bandwidth Tomography

for Action Design

In Section , we showed that we only need to analyze the case of two (virtual)
monitors to ease theoretical analysis. This section does not need the concept of
virtual monitors, and all monitors are referred as physical monitors.

Based on Lemma [5] and Lemma [0} it is easy to have the following proposition:

Proposition 1. For a set of MPs P, the sufficient and necessary conditions for it to

give the global tightest error bounds are:

i) Every link in the network G must be contained in at least one MP in P, i.e., P

covers the whole network.
ii) Every identifiable link l; must be identified by the min-system formed by P.

iii) For any link ly that is unidentifiable, if there exists an MP P such that 1) ly
is contained in P and 2) every other link on P has bandwidth no smaller than
that of ly, P must be included in P.

Proposition (1| gives insights on how to take proper actions in a reinforcement
learning-based MP construction method.

Analysis for identifiable links: Based on Proposition [I| we can see that to obtain
the global tightest error bounds, the constructed MPs should be able to identify a
link [ if [ is identifiable. We first give a sufficient condition for identifying identifiable

links in the following lemma.

Lemma 7. A sufficient condition to identify an identifiable link l; is that there is at
least one pair of MPs (Py, Py) satisfying the following conditions:

i) (I-structure): for every link | in Py except l;, | € Py (as illustrated in Fig. [{.1]).

it) The measurement value of Py is smaller than that of P;.

Proof. Given an I-structure, assume that P;’s measurement value is bp, and P»’s
measurement value is bp,. From the definition of the I-structure we know that every
link [ in P, except the link /; has a bandwidth value higher than bp, because bp, <
bp,. Therefore, the bandwidth value of {; must be exactly equal to bp,, i.e., I is
identifiable. O
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e 3

ne—g—R e e g—g o
(a) (b)

Figure 4.1: Tllustration of I-structure: P; and P, are marked in red and cyan, respec-
tively; every link of P, except lo4 is also a link of P.

Note that knowing the sufficient condition for identifiability is not equivalent to
having a polynomial-solution to determine whether a given link is identifiable or not.
For a given link [, we do not know in advance which MPs will satisfy the conditions
in Lemma [7] since the measurement value of an MP can only be revealed after a trail
(sending probes along the MP). However, we are able to select MPs that satisfy the
topological requirement (i), i.e., when we select a new MP P,.,, into the measurement
path set P, we could try to select a P,., that forms an I-Structure with an MP in
P. This knowledge helps to (gradually) build the appropriate P. More details on the
action based on the above analysis are described in Section |4.3.2

Analysis for unidentifiable links: For an unidentifiable link [, even if we include
all possible MPs in G, [y still cannot be identified, and the possibly tightest error

bound of [;; is given by the following lemma.

Lemma 8. The possibly tightest error bound for an unidentifiable link lyy 1S bpae —biy,
where by, is the bandwidth value of ly and by, s the mazimum bandwidth over all

links in the network.

Proof. For an unidentifiable link [/, even if we list all the possible MPs, we cannot
reduce its error bound to 0. Because we can only infer [;;’s bandwidth from MPs
containing [y and every MP containing /;; must have a measurement value smaller or

equal to by, the possibly tightest error bound of {yy is byee — b O

U

Based on Lemma [8] to achieve the smallest error bound for an unidentifiable link
Iy, we need to find an MP P that satisfies 1) P includes l;, and 2) every other link
on P has bandwidth no smaller than b;,. In other words, we wish the bandwidth of
every other link along the path to be as large as possible, so that b;, may become

the smallest and thus the measurement value of P. In this way, [y can achieve its
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smallest error bound. Based on this analysis, we design the corresponding actions in

Section [4.3.2

4.3 Guided Sequential Path Construction (GSPC)

4.3.1 Overview

In reinforcement learning (RL), an agent takes actions and interacts with the envi-
ronment, which gives the agent feedback for the action in form of reward [53|. The
goal of the agent is to maximize the cumulative total reward in the long run. An RL
problem is usually cast in the framework of Markov Decision Process (MDP) [53],
where the agent can make action decisions round-by-round based on the current state
of the environment. In the context of constructing MPs for bandwidth tomography;,

the core RL elements are:

e Environment: The environment consists of the network topology G and its
(hidden) bandwidth value b; on each link ;.

e Agent: It is a controller that decides which MP to traverse at each state.

e Action: An action a; of the agent means constructing an MP and measuring
the bandwidth of the MP.

e Policy: It is a mapping from the agent’s perceived states of the environment

to the actions to be taken when in those states.

e State: A state is defined as s; = P;, where P, denotes the set of constructed

MPs up to round t.

e Reward: The reward for taking action a; at state s; is the negative total error

bound computed with CTB over P;;.

We adopt a model-free off-policy RL approach, a variant of Q-learning, and use
Guided Sequential Path Construction (GSPC) to guide the agent to make better
decisions. Off-policy means that the agent is trained with offline simulated networks
at each step. The simulated networks have the same topology of the target network,
i.e., the network for which we need to construct MPs. As time rolls out, we can either

identify or derive the bounds of links in the target network with existing MPs built so
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Algorithm 5: OfflineTrainer

input : current state in target network s;, training rounds N, target
network G
output: action a; suggested by offline trainer
get each covered link’s bound with Algorithm CTB;
determine phase 1 or phase 2, and according to the phase initialize reward
R; =0 (1 =1,2,3) for the actions a;(i = 1,2, 3), respectively, in the action
space;

[

3 for round j < 1 to N do
4 initialize a simulated network SA/; that has the same topology as G but
has no bandwidth value assigned to each link;
5 foreach link | in SN; do
6 if [ in s; then select a random number r between {’s bound interval
(calculated with CTB) [liswer bound, lupper_bound);
/* liower_bound and lypper_bounda for an identified link are the
same */
7 else choose a random number 7 € [0, by44);
assign r as [’s bandwidth value in SA;;
9 end
10 foreach a;(i = 1,2,3) do
11 build a new MP P,.,, by performing action a; on simulated network
SN I
12 sy = 8¢ + Prew; /* add the new MP to the set s; */
13 get the total error bound teb under s; with CTB;
14 R; = R; + teb;
15 end
16 end

17 return a; =argmax; (-R; );
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far. For each identified link in the target network, we set the same bandwidth value for
the corresponding link in each simulated network; for each link where we only know
the bounds in the target network, we set a random number uniformly distributed
within the lower and upper bounds for the corresponding link in each simulated
network. We use uniform sampling based on the Principle of Indifference [54], meaning
that in the absence of relevant information, the best way to assign probabilities is to
distribute them evenly across all possible outcomes.

The rationale of this offline training is that if the policy is learned from many
simulated networks of the same topology, the policy should (statistically) work well
for the target network as well. After this offline training, the agent updates the policy,
i.e., action-value function Q(s;,a;), iteratively to quantify the predicted quality of
taking action a; at state s;. The process repeats until the designated number of MPs
is reached.

One special difficulty is to control the dimension of the action space, because the
general term of action “generating a new path" would result in an exponential number
of actions. Fortunately, the special knowledge introduced in the previous section can

help us design the appropriate action space.

4.3.2 Policy

The policy considers the two phases of the network. First, we need to cover all links,
because if a link has not been covered, no information regarding this link is available.
Hence, our first goal in building MP is to cover all links (Phase 1). After that, we
build more paths to further lower down error bounds (Phase 2).

Phase 1: before the network G is covered by the selected MPs (i.e., not every link
of G is included in at least one MP):

e Action-Random-b (ARy): randomly select an MP between two random moni-

tors, and guarantee that at least one uncovered link is contained in this MP.

o Action-I-b (Al): utilize the smallest MP P,,,,, i.e., MP with the smallest
measurement value in P;, and select a new MP P,.,, which contains at least

one uncovered link and forms an I-Structure with P,,,,.

o Action-U-b (AUy): utilize the biggest MP Py, i.e., MP with the largest mea-
surement value in P;, and take a random inner vertex of B, v, such that
Py = My — v, = My, Phew = My — v, — M3, where M3 is a third monitor,
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and the segment v, — M3 is node-disjoint with F,,,. In addition, P, contains

at least one uncovered link.
Phase 2: after G is covered by selected MPs:

e Action-Random-a (AR,): randomly select an MP between two random moni-

tors.

o Action-I-a (Al,): utilize the smallest MP Pj,,,, and select a new MP P,.,, that

forms an I-Structure with Pi,y,,.

o Action-U-a (AU,): utilize the biggest MP P,,,,,, and take a random inner vertex
of Pyyp vy such that By, = My — v, = My, Phew = M1 — v, — M3, where

M3 is a third monitor, and the segment v, — M3 is node-disjoint with P,

Note that the subscripts b and a in the actions denote different phases, i.e., before

and after all links are covered by the constructed MPs.

Remark 4. The actions utilize the knowledge of bandwidth tomography. In particular,
the actions of Al, and Al, target at covering identifiable links (based on Lemma @),
and the actions of AU, and AU, target at covering unidentifiable links (based on
Lemma @) The random actions (ARy, and AR,) give the agent a chance of exploring
other possibilities besides the guided searches. In Phase 1, each action needs to cover
at least a new link as the basic requirement. This guarantees that MPs will eventually
cover G, instead of hovering over covered links for a long time. Once all links are

covered, we do not need to consider this requirement in Phase 2.

The pseudo code of the offline training and GSPC' is shown in Algorithm [5| and
Algorithm [6] respectively.
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Algorithm 6: Guided Sequential Path Construction (GSPC)

input : G, total number of MPs T, offline training rounds N
output: 7" measurement paths

1 Initialize state s = Null;

2 for episodet <+ 1to T do

3 observe state s;

4 a; = OfflineTrainer(s, N);

5 get an MP P by performing action a; on the target network G;
6 s =5+ P; /x add the new MP to set s

7 end

8 return s;
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Chapter 5
Performance Evaluation

In this chapter, we evaluate our solutions for bandwidth tomography with extensive
simulations. Note that the CTB algorithm proposed in Chapter [2 serves as the basis
to calculate the tightest error bounds once measurement paths are known. Since
CTB has been theoretically proven to return the tightest error bounds in polynomial
time, we only need to focus on the effectiveness of our measurement path construction
method GSPC. In addition, the GES algorithm proposed in Chapter |3| is based on
the assumption that we have access to extra information. The main purpose of
Chapter (3] is to leverage the extra information as constraints to tighten the bounds
of CTB further. As such, we also evaluate the effectiveness of GES in enhancing

performance bounds.

5.1 Evaluation of GSPC

Since there is no existing work to address the path construction problem for band-

width tomography, we compare GSPC with two naive methods:
e Random: Randomly generate an MP at each round.

e Diversity Preferred (DP): Before the graph is covered, select an MP that consists
of at least one uncovered links; after the graph is covered, use Random for

generating new MPs.

We use the metric total error bound (TEB), defined as the sum of error bounds of all
links in the network, to show the advantages of GSPC over the above two methods.
We evaluate their performance with real-world ISP networks (Section[5.1.1)). While we



52

do not exclude the possibility that other better path construction methods might be

found in the future, our evaluation results in small-scale simulated networks, where the

ground-truth global optimal solutions can be numerically calculated (Section [5.1.2)),

suggest that the room for further improving GSPC might be marginal.
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Figure 5.1: Performance of random, diversity preferred and GSPC.

5.1.1 Experiment on Real-World ISP Networks

We select four real-world autonomous system (AS) networks collected by the Rock-

etfuel project [55]. The networks have different sizes, whose parameters are listed
in Table 5.1} In each network, the ground-truth bandwidth of each link is set to a

random integer in [2,300] for Ebone and Tiscali, and a random integer in [2, 500] for

Exodus and Sprintlink.
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Table 5.1: Network parameters

ISP name ‘ |L| ‘ V| ‘ Average node degree
Ebone (AS1755) | 381 | 172 143
Exodus (AS3967) | 434 | 201 4.31
Tiscali (AS3257) | 404 | 240 3.36

Sprintlink (AS1239) | 2268 | 604 7.51

o4

Table 5.2: Ratio of the number of identified links over the total number of links

ISP name \ Random \ DP \ GSPC
Ebone (AS1755) 27/381 28/381 50,/381
Exodus (AS3967) 23 /434 27 /434 64/434
Tiscali (AS3257) 42 /404 35/404 70/404

Sprintlink (AS1239) | 194,/2268 | 210/2268 | 411/2268
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Figure 5.3: An example small network where we can list all possible MPs (2 monitors
are in red color).

In order to make sure that the graph can be covered by simple MPs, every dan-
gling points (i.e., node with degree 1) has to be a monitor and each bi-connected
components must have at least 2 monitors inside. Besides the above two necessary
conditions for covering the whole network, a small random number of monitors are
deployed based on the size of each network. For each of the ISP network, we conduct
the experiment for the three different methods until designated number of MPs is
exhausted (250 for Ebone, 300 for Exodus and Tiscali, 1500 for Sprintlink). These
numbers of MPs are chosen based on the observation that the numbers are high
enough to cover all the links in the network with both DP and GSPC.

We perform multiple runs, which all show similar performance trends. To save
space, we only show the performance result of one sample run in Fig. 5.1, We can see
that with the increase in number of MPs, the advantage of GSPC becomes significant.
Compared to Random and DP, the TEB of GSPC is decreased with the fastest speed,
regardless of the topology. DP outperforms Random except in the beginning phase.
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Computed with the MP set at the first round and at the last round, the average
TEB reductions of Random, DP and GSPC' are 82827, 102077, 197639, respectively.
GSPC brings a 238% improvement over Random and 193% improvement over DP.
Besides evaluating the total error bound (TEB), we also calculate the ratio of
number of identified links over the total number of links with Random, DP, and
GSPC, respectively. Table shows the results. We can see that GSPC always
achieve much more identified links than Random and DP. To have a clearer view
on the error bounds of unidentified links, we draw pie charts in Fig. to display
the distribution of error bounds of Ebone and Tiscali. Exodus and Sprintlink have
similar pie charts and are omitted to save space. The results show that the error
bounds with Random and DP are heavily clustered in the high values (i.e., between
200 and 301). In summary, GSPC fulfills two-fold superiority over Random and DP:

identifying more links and giving smaller error bounds for unidentified links.

5.1.2 Performance of GSPC v.s. Theoretical Smallest TEB
(TS-TEB)

From the previous experiment results, GSPC has significantly better performance
than the two baseline methods. Nevertheless, due to the large network size, we cannot
afford finding the theoretical smallest TEB (T'S-TEB), i.e., TEB calculated with the
set of all possible MPs, and thus we still do not know how close the performance of
GSPC is to TS-TEB. For this study, we create 4 randomly-generated small networks
where we can practically list all MPs. One example small network is shown in Fig. 5.3
For each network, we assign each link’s bandwidth value a random value in [2,100]
and randomly select 2 nodes as monitors. We generate all simple paths between the
monitors, based on which the TS-TEB is computed. We then conduct GSPC and
compare its performance with TS-TEB. We can see that in two networks (Figs.
(b) and (c)) GSPC achieves TS-TEB with a much smaller number of MPs (the total
number of all possible MPs listed in the captions). In addition, the gap between the
TEB with GSPC and TS-TEB is very small in the other two networks (Figs. (a)
and (d)).
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5.1.3 The Stability of GSPC

Furthermore, we conduct a series of experiments to test the stability of GSPC in two

aspects:
1. stability with respect to different sets of ground-truth.
2. stability with respect to different monitor placements.

Using the variable-control method, we firstly fix the monitor placement and test
how different ground-truth sets affect the performance of GSPC. We have observed
similar phenomena on all the four real-world ISP networks and only show the results in
two networks (Ebone and Tiscali) to save space. In each network, we randomly select
a monitor placement that fulfills the monitor selection requirement in Section [5.1.1]
After that, we perform 50 rounds of experiment with different random ground-truth
sets. In each round, Random, DP, and GSPC select the designated number of MPs
(250 for Ebone and 300 for Tiscali). The results in Figs. (a) and (b) shows
the TEBs achieved by Random, DP, and GSPC in each run. Similarly, to test the
above objective 2), we control ground-truth as an invariant factor and use 50 different
monitor placements (i.e., 50 runs). For each monitor placement, after the designated
number of MPs are exhausted (250 for Ebone and 300 for Tiscali), we record the
corresponding TEBs obtained with each method. The results of each run are shown
in Figs. 5.5 (c) and (d).

The testing results in Fig. clearly show that GSPC' nearly always outperforms
Random and DP, no matter how we change the ground-truth values and the monitor
placements. Among the 50 runs, GSPC' is always better than Random and DP in
the Tiscali network, and is worse than DP only in one or two exceptions in Ebone.
After a closer look at the exception cases, we found that the exceptions happened
in some “extreme” situations, e.g., the distribution of ground-truth bears abnormal
variation or the links that bear very big/small ground-truth values have super weak
connectivity with other part of the topology, leaving the agent in GSPC no or very
few options to take Action-I and Action-U. The average performance in different
networks over all test runs is listed in the captions of Figs. (a)~(d). From the
results, we can conclude that on average GSPC significantly outperforms Random
and DP.

GSPC demonstrates its superiority over Random and DP with few exceptions.

Due to the involved complexity factors, e.g, the large size of topology, randomness
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of ground-truth and monitor placement, we concluded that exceptions most likely
happen in “extreme” situation such as the distribution of ground-truth bears abnormal
variation or the entire group of links that bears very big/small ground-truth has super
weak connectivity with other part of the topology, making Action-I and Action-U
unable to develop great selection. Overall, the average performance of GSPC (average
final TEB value by GSPC) on ground-truth-oriented stability and monitor-placement-
oriented stability are shown in Table [5.3]

Table 5.3: Average GSPC Performance

Methods | w.r.t Ground-Truth ‘ w.r.t Monitor Placement

Random 110351.393 107667.907
DP 61451.033 28505.287
GSPC 75900.273 42334.707

5.2 Evaluation of the GES algorithm

We compare the GES algorithm with the CTB algorithm. We test them over real-
world ISP networks. In each network, we randomly select monitoring nodes and
adopt the GSPC algorithm to construct measurement paths among those monitoring
nodes. In each scenario, we simulate the behaviour of load balancers at randomly
selected routers by setting the available bandwidth values among the links associated
with a selected router to satisfy fairness constraints. Note that we require that a
selected router should have at least two associated links because otherwise, the load
balancer takes no effect. In the rest, we use Nyp to record the routers that pose
fairness constraints. Regarding total capacity constraints, we sum up the maximum
bandwidth values of all links associated with a router and set the total value as the
constraint. Note that in practice, a link’s maximum bandwidth value is available
based on hardware specification.

We tested over four real-world topologies, including Abovenet (AS6461), EBONE
(AS1755), Exodus (AS3967), and Tiscali (AS3257), whose topologies are from the
Internet Topology Zoo (http://www.topology-zoo.org). The network parameters are
listed in Table (.41

We use the total error bound (TEB), which is defined as the sum of error bounds

of all links in the min-system, to compare the performance of different methods.
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ISP name ‘ |L| ‘ ’V’ ‘ ‘NLB‘ ‘ R(;v ‘ Rb ‘ ’M‘
Abovenet | 294 [ 182 [ 82 [[0.90,0.95] | [20,300] | 82
EBONE |381 [ 172 72 10.90,0.95] | [20,300] | 37
Exodus | 434 [ 201 | 100 | [0.90,0.95] | [20,300] | 39
Tiscali | 404 | 240 | 120 | [0.90,0.95] | [20,300] | 90

0, denotes the threshold of fairness constraint of node v, R;, the possible range where fairness
threshold d,, would be sampled, R the range of bandwidth values from which the ground-truth
values are sampled, and | M| the number of monitors.
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5.2.1 Performance Results

In all four real-world network topologies, finding out all the possible measurement
paths between monitors is impractical (the problem of listing all MPs is NP-hard).
With the GSPC algorithm, we would build effective MPs that help reduce the TEB.
The number of measurement paths built with GSPC |Pgspc| for different networks
are displayed in Table [5.5]

For each network scenario with a given e, we run GES 100 times, each with a
random node update sequence, and record the smallest TEB as the final result. Note
that the node update sequence and e have no impact on CTB, so we only need to
run CTB once for each scenario. The code is implemented in Python 3.11, and the
experiments are executed on a laptop (6-Core Intel Core i7, 2.2 GHz, MEM: 16 GB,
macOS Sonoma Version 14.4.1). Table shows the performance comparison results
between GES and CTB when ¢ is set to 0.1. The results demonstrate that with
link correlation constraints, GES can significantly reduce the TEB, leading to over
70% TEB reduction over the CTB algorithm. In addition, GES can obtain more
identifiable links than CTB.

Table 5.5: Performance Comparison between GES and CTB

ISP | [Pasrol 7] TEB TEB
name (GES/CTB) | (GES/CTB) | reduction(%)
Abovenet 5000 123/108 4789.0/16894 2%
EBONE | 5000 | 140/127 | 9079.4/32139 2%
Exodus | 6000 124/114 | 12604.4,/49063 74%
Tiscali | 6000 | 155/125 | 11482.2/47227 76%

|Paspc| denotes the number of measurement paths built with GSPC. |Z|(GES/CTB) denote the
number of identifiable links obtained with GES and CTB, respectively.

5.2.2 The Impact of ¢

As we have mentioned before, there is interdependence among the links updates,
and a minor adjustment to a link’s bound may substantially influence the updates
of other links in the min-system. We have used parameter € to control this “ping-
pong" effect. As shown in Figure [5.6] the fluctuation displayed from different node
update sequences reveals that the potential links’” improvements discarded by e-LUAN

at different nodes lead to different final results due to the “ping-pong" effects over
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the whole min-system. Nevertheless, with the decrease of €, not only does the TEB

reduce, but also the TEB fluctuates in a smaller range.
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Figure 5.7: The average fluctuation under different e values over 100 GES runs.

To further evaluate the impact of € on the final results. We run GES multiple
times, each run using a random node update sequence. We define a metric, average
fluctuation, to account for the distance between the TEB of different runs and the
minimum TEB obtained so far. That is, given ¢ and N runs of the GES algorithm,

the average fluctuation is calculated as:

SN (TEB(ciy — TEB.4)
N

(5.1)

where T'E B, ;) is the TEB given € at the ith run of GES and T'EB.y; = min; TE B ;).
Figure[5.7shows that the average fluctuation decreases as the decreasing of the e value.

When € = 0.1, the final results remain nearly unchanged.
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Figure 5.8: The ratio of the average times of links’ extra updates under different e
values over 100 GES runs.

Figure [5.8] shows the ratio of the average times of links’ extra updates, which is

calculated as: N
Zz’:l(T(E,i) - |£g7z;dBent )
N|£CTB

unident

(5.2)

where T|. ;) is the total times of links updated given € at the sth run of GES and
LETE is the set of unidentifiable links only derived from the CTB results of the
corresponding min-system. Clearly, a smaller updating threshold € leads to more
frequent extra link updates. Figures[5.7/and[5.8|together indicate the tradeoff between

the quality of performance results and the computation overhead.
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5.3 Summary of Evaluation Results

As a quick summary of evaluation results over real-world ISP topology as well as

simulated networks, we conclude that:

e GSPC improves two baseline path construction methods, Random and Diversity
Preferred (DP), in terms of average error bound by 238% and 193%, respec-
tively. GSPC' also returns near-optimal results in small-scale simulated net-
works where listing all measurement paths for deriving the ground-truth global

optimum is possible.

e GES can effectively utilize the new constraints to improve the performance

bounds of CTB by over 70% in various simulated network scenarios.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

This dissertation has explored the critical challenges and has presented innovative
solutions in bandwidth tomography. The research presented in this dissertation pro-
vides a structured and algorithmic approach to identifying links’s available bandwidth
and deriving the tightest error bounds using measurement paths.

The primary contributions of this dissertation include the development of an ef-
ficient polynomial-time algorithm for identifying identifiable links and refining the
lower and upper bounds of unidentifiable links. Through the introduction of the
Global e-Stabilizing (GES) algorithm, we have demonstrated how additional network
constraints, such as fairness and total capacity constraints, can be leveraged to narrow
down bandwidth estimates, thereby improving the accuracy and reliability of band-
width tomography. Moreover, the Guided Sequential Path Construction (GSPC)
method integrates reinforcement learning techniques with domain-specific knowledge
to optimize path selection. It significantly reduces the computational complexity and
improves accuracy in estimating link bandwidths. Focusing on inference methodolo-
gies, reinforcement learning-based path construction, and performance optimization
techniques, this dissertation is the first attempt to systematically study the challeng-
ing inverse problem of a network min-system. These contributions, together, consist
of an important chapter in bandwidth tomography research.

Our extensive evaluation, conducted over real-world ISP topologies and simulated
networks, has confirmed the efficacy of the proposed solutions. The experimental

results demonstrated that GSPC outperforms traditional path construction methods
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such as Random and Diversity Preferred (DP) by improving average error bounds
by 238% and 193%, respectively. Furthermore, our comparative analysis between
GES and the Calculate the Tightest Bounds (CTB) benchmark demonstrates the
advantage of incorporating additional constraints in refining performance bounds,
yielding a 70% improvement over existing models.

One of the most fundamental findings of this dissertation is the computational
complexity of finding the global tightest error bounds. The research proves that
deriving the optimal solution requires an exhaustive enumeration of all possible mea-
surement paths, a problem classified as #P-complete. This finding calls for a heuris-
tic and learning-based approach, such as GSPC, to achieve near-optimal performance
while maintaining computational feasibility.

The implications of this dissertation extend beyond bandwidth tomography. The
methodologies developed in this dissertation have potential applications in broader do-
mains, including network security, performance monitoring, and even financial trans-
action analysis in blockchain networks. The adaptability of the proposed techniques
allows for integration with emerging network paradigms, such as In-band Network
Telemetry (INT), to enhance real-time monitoring and diagnostics.

In conclusion, this dissertation provides a comprehensive framework for improv-
ing bandwidth tomography through novel algorithmic and learning-based techniques.
The proposed models not only enhance bandwidth estimation but also lay the ground-
work for future innovations in intelligent network monitoring and optimization. As
the demand for efficient network diagnostics grows, the insights and methodologies
developed in this dissertation will serve as a crucial foundation for advancing the field

of network inference and performance estimation.

6.2 Future Work

Despite the significant advancements achieved in this research, several avenues remain

open for future exploration, including;:

1. New Measurement Path Construction Methods: One potential direction
is the enhancement of GSPC with (1) deep reinforcement learning techniques
and/or (2) new findings in the relationship between bottleneck and topological
properties to further optimize path selection strategies dynamically. In addition,

how to construct measurement paths for obtaining the “tightest" error bounds
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under the constrained model assumed in Chapter |3]is still an open problem.

. Bandwidth tomography when the routing Matrix is unknown: Cur-
rent bandwidth tomography methods rely on the availability of a routing ma-
trix, which describes the mapping between paths and individual network links.
However, in real-world scenarios, this matrix is often unavailable due to secu-
rity concerns, dynamic routing policies, or lack of administrative access. Future
research should explore inference techniques that estimate bandwidth without
relying on a predefined routing matrix. Possible approaches include blind signal
separation (BSS), compressed sensing, and leveraging deep learning models to

infer path-link relationships dynamically.

. Bandwidth tomography when the underlying network topology is par-
tially known: In many real-world networks, complete knowledge of the under-
lying topology is not always available, particularly in decentralized or large-scale
environments such as peer-to-peer, overlay networks, and cloud infrastructures.
Future research should investigate how to infer bandwidth performance when
only partial topology information is available. Methods such as probabilistic
graphical models, Bayesian inference, and reinforcement learning-based explo-
ration strategies could be used to iteratively refine topology estimates while

inferring bandwidth information with limited path knowledge.

. Bandwidth tomography when measurement results vary over time:
Most existing tomography methods assume static network conditions, which is
often unrealistic in modern, dynamic networks where bandwidth fluctuates due
to congestion, routing changes, and varying traffic loads. Future research should
focus on designing adaptive bandwidth tomography methods that account for
temporal variations. Approaches such as online learning, recurrent neural net-
works (RNNs), and Kalman filtering can be used to model time-dependent
variations in network measurements and estimate the probabilistic properties
of link-level bandwidth.
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