AI-Driven Security in Software-Defined Networks: A Unified Framework for

Intrusion Detection and Mitigation
by
Walid M. El Gadal

A Dissertation Submitted in Partial Fulfillment of the

Requirements for the Degree of
DOCTOR OF PHILOSOPHY

in the Department of Computer Science

© Walid El Gadal, 2025

University of Victoria

All rights reserved. This dissertation may not be reproduced in whole or in part, by

photocopying or other means, without the permission of the author.

We acknowledge and respect the Lal&“’anan (Songhees and XVsepsom/Esquimalt)
Peoples on whose territory the university stands, and the LaRWagen and WSANEC

Peoples whose historical relationships with the land continue to this day.



AI-Driven Security in Software-Defined Networks: A Unified Framework for

Intrusion Detection and Mitigation

by

Walid M. El Gadal

Supervisory Committee

i

Dr. Sudhakar Ganti, Supervisor

(Department of Computer Science)

Dr. Hausi Miiller, Departmental Member

(Department of Computer Science)

Dr. Issa Traoré, Outside Member

(Department of Electrical and Computer Engineering)




111

ABSTRACT

Over the past decade, data networks have evolved from static resource deployment
to a more dynamic and adaptive paradigm. Software-Defined Networking (SDN) is
one of the most creative network technologies where network control is separated
from forwarding. It is directly programmable and has been proposed as a way to
programmatically control networks, facilitating the deployment of new applications
and services, as well as tuning network policies and performance. However, various
challenges have hindered achieving strong cybersecurity within the dynamic network
configurations of Software-Defined Networking. Traditional cybersecurity measures,
especially in programmable and dynamic network infrastructures like SDNs, are not
sufficient to mitigate cyber threats. This dissertation explores the capabilities of SDN
and examines how Al-driven methods can enhance intrusion detection and mitigation.
The study begins by providing a comprehensive introduction to SDN, outlining its
fundamental capabilities and comparative advantages over traditional network archi-
tectures. In addition, it explores SDN vulnerabilities and addresses complex security
challenges.

The objective of this thesis work is to improve the detection and mitigation of
threats in SDN environments. For this, we first present a dynamic defense framework
that includes Machine Learning and Deep Learning techniques for attack detection
and mitigation. Furthermore, a novel hybrid Coot-Lyrebird optimization algorithm
is developed to specifically choose the most impactful features in the network. The
selected features are given to the proposed hybrid network that combines Convolu-
tional Neural Network (CNN), SE-ResNeXt, and Long Short-Term Memory (LSTM)
networks. Finally, the proposed Deep Q-Network (DQN) model performs attack mit-
igation measures. The results indicate that the proposed dynamic defense has an
accuracy of 0.999571%. In addition, we extended our study to include more complex
environments. Software-Defined Internet of Things (SD-IoT) networks enabled intel-
ligent network management through their dynamic features, but expose centralized
infrastructure to complex cyberattacks that put the system in great danger. In order
to address this, a novel federated secure intelligent intrusion detection and mitigation

framework with automated attack reporting for SD-IoT network is presented.
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Chapter 1
Introduction

In recent years, having more things connected to the internet has resulted in more
network traffic. Securing networks against threats is now an urgent need for many peo-
ple and businesses [1-4]. Cyber-attackers use the popular method called Distributed
Denial-of-Service (DDoS) to bring down the networks. In this type of attack, too
much traffic is sent to a target’s resource pool, thus hindering legitimate users from
accessing important resources. The popularity of SDN for managing networks is due
to its centralized control, programmability and agility which it offers. Nonetheless,
there is a requirement for smart ways that are flexible enough to address promptly
such emerging security challenges. DDoS attacks have become more sophisticated
by utilizing amplification techniques as well as through coordination among botnets
[5-6]. The usual defense methods based on thresholds or matching patterns may not
be enough in SDN setups where traffic can change fast. Moreover, DDoS attacks in
business can cause downtime, loss of money, and users dissatisfaction. This is why it
is important to have efficient and reliable ways to detect and prevent DDoS attacks.
SDN controllers and network devices do not have much computing power like tra-
ditional hardware-based solutions. Therefore, it is important to use their resources
efficiently so we can quickly detect DDoS attacks without slowing down the network
and keep the network running smoothly. If there are delays in stopping these attacks,
it can cause longer downtimes and more harm. SDN networks are getting much bigger
to handle more devices and users. To deal with this, DDoS defense systems also need
to be efficient. They have to be able to manage large amounts of traffic and stop
attacks happening across different parts of the network.

The rise of cyberattacks has become a critical concern in today’s digital and

networked world, requiring creative and flexible ways to protect the networks. As SDN



becomes more popular among businesses due to its programmability and speed, there
is a growing need for enhanced security measures in these dynamic environments.
The security and integrity of networked systems are constantly in danger due to
the constantly changing environment of cyber threats. Modern attacks are more
sophisticated, making it challenging for traditional security solutions and insufficient
against the dynamic and adaptable nature of modern cyber threats.

Several solutions to these SDN security challenges have been proposed for en-
hanced network security [7-8]. Similarly, a number of references including a range
from policy conflict resolution over controller replication schemes to authentication
tools have been presented by the research community. The necessity for additional
work to improve network detection of threats and create a secure SDN is obviously
identified in most of the previous studies [5-9]. In this thesis, we are specifically

targeting the following research questions:

e What are the SDN specific security vulnerabilities both on the data and control
planes? In particular, what known or new vulnerabilities of SDN can be abused

by attackers?

e How new vulnerabilities in SDN controllers can be exploited through threat

vectors and possible solutions, improvements to address these problems?

e How to handle the issue of malicious applications being developed and deployed
on SDN controllers?

e How the existing security techniques can be replaced with advanced Al-based
approach for a dynamic, secure and intelligent security framework in SDN en-

vironment?

These research questions inspired us to look for tools and investigate how we could

improve network detection and mitigation of threats in SDN environments.

1.1 Overview of Chapter 2

! In this chapter we start with a description of SDN, and how the separation of

the control plane from the data plane serves as an effective network management

'This chapter is part of the work published in the Cyber Security in Networking Conference,
2024. Paper title: ”Dynamic Defense Framework: A Unified Approach for Intrusion Detection and
Mitigation in SDN”. [49]



technique. This chapter will explain the SDN architecture, its essential components,
and the implementation of OpenFlow protocol. The advantages of SDN over the
legacy network architecture are vast. We are going to emphasize some of those in
Section 2.2. Section 2.3 is dedicated to SDN and security threats. The review of the
literature and the security challenges faced by the research community will be laid
out in Section 2.4. In Section 2.5, we concluded the chapter with SDN Security and
Research gap.

We present this chapter to give an overview of SDN and explains its role in devel-
oping new protocols, and control tools. This chapter establishes the foundation for
the chapters that follow.

Chapter two contribution:

e Overview of SDN.
e Showing the power of SDN.

e Discussing research gap and the solutions.

1.2 Overview of Chapter 3

2

We take lessons learned in the previous chapter to improve security in SDN envi-
ronment. While the previously discussed methods in chapter 2 offer valuable insights,
they exhibit certain limitations that hinder their adaptability to emerging threats. To
address these problems, machine learning and deep learning techniques are used to
make networks more secure when these kinds of cyber-attacks occur.

In this chapter we developed a more efficient framework, thereby overcoming the
common challenge posed by previous research limitations. We proposed a dynamic
defense method which includes pre-processing of data, extracting features, filtering
features, detecting the attacks and mitigating them. Furthermore, a novel hybrid
Coot-Lyrebird optimization algorithm is developed to specifically choose the most
impactful features. The selected features are given to the proposed hybrid network
that combines Convolutional Neural Network (CNN), SE-ResNeXt, and Long Short-

2This chapter is part of the work published in the 12th IFIP International Conference on New
Technologies, Mobility and Security. Paper title: ”Federated Secure Intelligent Intrusion Detection
and Mitigation Framework for SD-IoT Networks using ViT-GraphSAGE and Automated Attack
Reporting”. [136]



Term Memory (LSTM) networks. Finally, the proposed Deep Q-Network (DQN)
model performs attack mitigation measures.

Chapter three contribution:

e The pre-processing, such as outlier detection and normalization, is employed to

improve the data quality.

e For feature selection, we combined Lyrebird Optimization Algorithm (LOA)
with Coot Bird Optimization (CBO) to identify optimal feature subsets. This

improved model has performance with high detection accuracy.

e CNN, SE-ResNeXt, and LSTM are combined to improve the effectiveness and
accuracy of intrusion detection system. This leads to better identification and

classification of malicious activities and reduce false positives and negatives.

e Deep Q-Network (DQN) mitigation strategy is employed for minimizing the
impact of attacks, maintaining service availability, and ensuring network relia-
bility.

1.3 Overview of Chapter 4

In this chapter we take cyberattack detection a step further, where we are looking at
more complex attacks in Software-Defined Internet-of-Things (SD-IoT) environment.
SD-IoT networks enabled intelligent network management through their dynamic
features but expose centralized infrastructure to complex cyberattacks that put the
system in great danger.

In order to address this, a novel Federated Secure Intelligent Intrusion Detection
and Mitigation framework with Automated Attack Reporting for SD-IoT network is
proposed. The combination of Vision Transformer (ViT) and GraphSAGE architec-
ture enables the model to process network relationships globally and locally which
effectively increases intrusion detection performance. Besides, to dynamically reroute
network traffic and isolate the compromised nodes, a Multi-Agent Deep Q-Learning
(MA-DQL) based mitigation strategy is employed in real-time, which minimizes at-
tack impact. For enabling collaborative and secure communication without central-
ized data exposure, the edge nodes are integrated with Federated Learning (FL) that
ensures privacy-preserving and distributed model training. The proposed system

also incorporates a Flan-T5 Transformer-based Automated Attack Reporting System



which develops comprehensive forensic reports that expose security threats and their
corrective actions. Through this proposed framework, accurate threat detection of
98.06% with real-time adaptative operation and efficient attack containment is accom-
plished in parallel with reduced computational load which ensures secure operation
of SD-IoT systems.

Chapter four contribution:

e Hybrid ViT-GraphSAGE: Intrusion Detection is introduced that combines Vi-
sion Transformer for global traffic analysis and GraphSAGE for local node in-

teractions, resulting in improved threat detection accuracy.

o Multi-Agent DQL-Based Attack Mitigation: This enables real-time response by
dynamically rerouting traffic and isolating compromised nodes thereby prevent-

ing large-scale disruptions.

e Federated Learning and Automated Attack Reporting: this proposed work uses
FL for privacy-preserving intrusion detection and Flan-T5 Transformer for gen-

erating detailed forensic attack reports.

1.4 Overview of Chapter 5

Inspired by the previous work in Chapters 3, we included additional dataset to the
experiments. Expanding the experimentation to include other intrusion datasets to
solidify the claim of robustness across different network environments. In Section 5.2,
we discussed the importance of features, and the potential limitation of the proposed

models are presented in Section 5.3.

1.5 Overview of Chapter 6

As we come to the conclusion of this work, we conclude the dissertation and provide

some suggestions for future works in this chapter.



Chapter 2

Software-Defined Networks (SDN)

This chapter provides a brief overview of Software-Defined Networks (SDN) and their
functionality, one of the most creative network technologies where network control is
separated from forwarding. SDN is directly programmable and has been proposed
as a way to programmatically control networks, facilitating the deployment of new
applications and services, as well as tuning network policies and performance. The
basic idea of SDN is separating the forwarding plane (data plane) from the control
plane which is responsible for making forwarding decisions and represents all the
logic of the network, whereas traditional networks combine these two planes on the
same devices, forcing each device to make the forwarding decision based on routing
protocols.

SDN introduces new possibilities for network management and configuration meth-
ods which enable us to define and configure the network by programming or using
software to define it. OpenFlow [10] is the most representative protocol implementing
the SDN concept. It defines standard control interfaces, implement pre- programmed
control policy, such as packet-forwarding rules in OpenFlow switches and handle data
packet delivery. The programmable network interface gives us a great opportunity
to define and configure network in an extremely flexible and efficient way. Thus, the
SDN introduces an innovative approach to improve the network performance with
both flexibility and compatibility. However, the characteristics of centralized con-
trol and programmability linked with the SDN technology present network security
challenges. A major example of this challenges is a possible increase for Denial-of-
Service (DoS) attacks due to the centralized controller. Another issue of concern
linked to security is based on open programmability of the network which may effect

the controllers and then the network devices. In addition, the dynamic and open pro-



grammable architecture of SDN provides convenient for attackers to perform effective

attacks.

2.1 An overview of SDN architecture and Open-

Flow protocol

Software defined networking (SDN) with OpenFlow protocol enables network con-
trollers to determine the route of network packets across a network of switches. The
centralized view of the network allows it to control, manage and treat network flows
better than the traditional networks. The power is attributed to the programmability
of the control plane enabling the application to control how the network behaves. The
high level reference SDN architecture promoted by the Open Networking Foundation
(ONF) is illustrated in figure 2.1 [10]. It contains three main layers: the applica-
tion layer, control layer and the infrastructure layer which support the data plane
operation. Additionally, the figure highlights two identified reference application pro-
gramming interfaces, called Northbound API and Southbound API.

Application

Plane SDN Applications SDN Applications

.v'/'
Y

Control

SDN Controller
Plane

s Y Network Element
Data Network Element

Plane

Network Element

Figure 2.1: SDN Architecture

Unlike traditional networking equipment, SDN physically separates the controllers
from the switches. This separation of the control from the forwarding allows for more
high-level and advanced traffic management than is feasible using routing protocols or

access control lists. The concept of southbound and northbound interfaces has been



introduced in several works, the northbound interface determines the network rules
and operational tasks including the control or policy layer, whereas the southbound
interface refers to the interface and protocol between programmable switches and
the software controller. The primary motivation with this architecture is to simplify
the forwarding devices and allow the networking software in the controller to evolve
independently.

OpenFlow is one of the most common southbound SDN interface protocol that can
remotely control and manages switches from different vendors. Figure 2.2 illustrates
an OpenFlow switch that communicates with a controller over a secure connection

using the OpenFlow protocol [12].

Controller
|
OpenFIqw Protocol
¥ .
Secure : Group
Channel | | Table
!
Flow Flow
Table [~ Table
Pipeline

Figure 2.2: OpenFlow Switch [11]

The Open Networking Foundation (ONF) [10] is responsible for standardizing the
OpenFlow protocol and describes it as the first standard communications interface
which allows remote management of a layer 2 switch’s packet forwarding tables, by
adding, modifying and removing packet matching rules and actions both reactively

and proactively. This way, routing decisions can be made periodically by the controller



and translated into rules and actions with a configurable period of time, which are then
deployed to a switch’s flow table, leaving the actual forwarding of matched packets
to the switch for the duration of those rules. In Openflow, the table architecture is

extended to include three major abstract types of information which are [13]:

e Matching rules: The received packet is matched against header fields. Priorities

can be specified.

e Counters: When packets arrive at the switch and a match is found, the counters
field is incremented. The counters field helps in monitoring and control of flows
passed though the switch. Those counters can be received or sent packets,

received or sent bytes, drops, errors, and many more.

e Action: This field is where the switch gets instructions on how to deal with

flows matched.

Another powerful feature of Openflow is to make a separate table for groups of
flows. Group tables are used to address and treat broadcast, multicast, and anycast
easily. Those tables have their own parameters but are very similar to normal flows
tables. The centralized architecture of Openflow makes it easy to program the con-
troller with tools and algorithms that not only find the shortest path, but find the
best path with the current resources. This is possible because the controller have
the complete topology information of the network and has the monitoring capabili-
ties to get the current link state. To avoid programming each functionality into the
controller, most of the major implementations of the controller are using Applica-
tions Programmable Interfaces (API). This is an added layer where applications can

configure and query the controller.

2.2 Advantages of SDN

The advantages of SDN over classical networks can be summarized as follows:

e Programmability: The whole idea of bringing the control to software was pro-
posed to enable program controlled networks. This coupled with complete net-
work information, guarantees that decisions are made with the needed knowl-

edge and full control.
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e Innovation: As mentioned in previous sections, the research community had a
lot of difficulties in testing their new ideas because of the closed nature of vendor
devices. With SDN, the devices are used only for forwarding while the controller
is programmed separately. This opened up the door for innovation. Now it is
easy to build a simple program to take over the network control or even send
a simple API REST command to change the behavior of the network. Also, it
enabled researchers and technology companies to experiment with new ideas and
design the network to serve special needs. For example, Google implemented
their SDN version to better control and monitor their WAN network and to cut

cost on those links. This brings us to the next advantage of SDN.

e Efficiency: The general view of the SDN provides to the end application estab-
lishes a powerful tool to manage the network with good knowledge of its state.
When the controller is consulted about a new flow, it checks the current flows it
has already installed in the switch, and from that it can decide on which path to
take. As a result, the controller logic can build a network with more tolerance

(e.g., load balancing), robustness, and security.

e Security and Privacy: In classical networks, if an administrator wants to im-
plement security they need to install a device between two network segments.
Doing this isolates the two segments and allows traffic flow between them only
if the administrator allows it. In SDN, rules can be implemented in any of the
SDN enabled devices since flows can be allowed or dropped. It is easy to see that
every device in an SDN network can be treated as a forwarding and security
device. This also enables a more in depth and detailed policy enforcement of
the intended security model. Another aspect is the separation of traffic, where

different users can have different views of the network and its services.

e Management and Monitoring: Network administrators have been using various
tools for management and monitoring. Most of them were expensive and hard
to learn. Even devices from the same vendor can differ on how they are config-
ured. Also, monitoring needed to enable certain protocols that can take more
device resources. With SDN, The protocol is designed with generalized view
and control which makes the management process easier and have a broader
look. In addition, the counters field incorporated in the flow tables can give

abstracted monitoring parameters. The next chapter will investigate how an
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SDN network can provide a powerful tool enabling us to measure the latency

between communicating parties.

e Virtualization: In the past VLAN and MPLS tried to introduce the concept of
multi-tenets networks, but it had been a tough task to automate. With SDN it
is easy to create multiple virtual networks on top of one physical network. To
take it even a step further one physical network can have multiple controllers

on the same network.

e Quality of Service: having a more general view of the network and the ability
to provision resources are key aspects in making QoS feasible in SDN. Most of
QoS implementations in classical networks are either done per device or by end
to end reservation. Both of those techniques have their weaknesses that don’t
guarantee overall network efficiency. However, in SDN, the full information on
network resources can be abstracted to find best path to take where parameters

of the application, links, and devices can be taken into consideration.

2.3 SDN and Security Threats

By provisioning highly reactive security monitoring, analysis and response system,
the SDN architecture can be enhanced with robust network security. The key to this
scheme is the central controller. The data generated from traffic analysis or anomaly
detection methods can be regularly transferred to a central controller. Based on the
analysis, new or updated security policy can be propagated across the network in the
form of flow rules. For instance, it may be possible to use SDN techniques to construct
a data plane security solution that is able to coordinate both network and security
devices to detect and react to attacks in a more flexible way. This combined approach
can efficiently enhance the control and containment of network security threats.

On other hand, a new class of threats arise because a software-defined network
explicitly offers programmatic access to the controller plane or applications entities.
However, the same attributes of centralized control and programmability associated
with the SDN platform introduce network security challenges. An increased potential
for attacks and vulnerabilities in SDN include unauthorized access, data modifica-
tion, data leakage, compromised or malicious applications, denial-of-service (DoS)
and configuration issues due to centralized controller and flow-table limitation in net-

work devices is a prime example [14-16]. Concretely, this dissertation aims at raising
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awareness about potential vulnerabilities of SDN against a variety of attacks that we

can summarize in three main categories:

e Attacks from the controller system: These attacks may be initiated from the
system hosting the controller through the exploitation of software vulnerabili-
ties. Such vulnerabilities could enable an attacker to execute arbitrary code or

potentially obtain administrative access to the system.

e Attacks from SDN applications: The lack of a trust mechanism between the
controller and SDN applications poses a critical security concern, as malicious
applications could exploit northbound interfaces to execute unauthorized com-

mands within the network.

e Attacks from hosts: Malicious hosts can launch two primary types of attacks:
denial-of-service (DoS) and network topology poisoning, the latter occurring

through the compromise of network switches.

A range of authentication mechanisms to controller replication schemes through
policy conflict resolution have been proposed in the literature as a solution to these
SDN security challenges. Similarly, a number of proposals have been made for en-
hanced network security. The implementation of SDN networks presents inherent

security challenges, which can be summarized in the following key points:
e Controller or Switch vulnerabilities.
e Control channel vulnerabilities.
e Trust between devices and faking of traffic flows.

An analysis of the security challenges of SDN is presented next in this chapter.

2.4 Literature Review

In order to provide a network protected from malicious attack or unintentional dam-
age, we must provide the basic properties of a secure communications network, such
as: integrity, confidentiality, authentication and availability of information. There
are competing approaches to figure out how SDN security should be deployed, man-

aged, and controlled in SDN environment. Some believe security is best embedded
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in servers and other computing devices, while others feel that we should integrate se-
curity middle-boxes into SDN and exploit the benefit of programmability to redirect
selected network traffic through the middle-box. Regardless, the solutions need to be
designed to create an environment that is more efficient, scalable and secure. More-
over, it must be simple and cost-effective to ensure it can be deployed everywhere.
It is clear that SDN can implement the security rules very easily by implementing
them in the controller. In most cases, it is enough to block certain IP addresses or
port access on the network or a portion of the network. So Firewalls and Intrusion
Detection Systems (IDSs) can be all implemented on the controller. In addition, the
security issues that exist in legacy networks still persist on SDN networks. Despite
that, SDN provides powerful tools and views of the network allowing innovation in
security generally.

Monitoring and detection systems are essential to protect the network from an
attack. In [17], the authors introduced a Distributed Denial-of-Service (DDoS) de-
tection technique based on traffic flow features. This system uses Self Organizing
Maps at regular intervals and monitors NOX switches to detect anomalous flows. In
an another approach [18], which automatically directs the network packets to be in-
spected by pre-installed network security devices, OpenSAFE uses a policy language
to manage the routing of traffic through network monitoring devices. A similar idea
was presented by Shin and Guin by focusing on SDN in the cloud. CloudWatcher [19]
controls network flows to guarantee that each essential packet flow is inspected by se-
curity devices. In addition, IDS (monitoring system) has been the focus of a number
of SDN solutions [20]. Skowyra et al. [20] propose a learning IDS, which utilizes the
SDN architecture to both detect and respond to network attacks in embedded mobile
devices.

Classic networks use middle-boxes to add and enhance network security func-
tions. Some previous works suggest to integrate security middle-boxes into SDN
and get the advantage of programmability environment to redirect selected network
traffic through the middle-box. For instance, the Slick architecture [21] proposes a
centralized controller, which is responsible for installing and migrating functions onto
custom middle-boxes. Applications can then direct the Slick controller to build the
needed functions for routing specific flows based on security requirements.

In [22], Shin et al. note the useful features of OpenFlow protocol, especially the
visibility that is given to the controller and the possibility of creating applications

that run on the top of the controllers which may result in some security vulnerabil-
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ity. Therefore, they present a framework particularly for the development of security
applications for OpenFlow called FRESCO. The framework is intended to address
several key issues that can accelerate the composition of new OpenFlow-enabled se-
curity services. FRESCO which itself is an OpenFlow application, offers a program-
ming framework that enables security researchers to implement, share and compose
together many different security detection and mitigation modules and then exports
a scripting API that enables security professionals to code security monitoring and
threat detection logic as modular libraries. These modular libraries represent ele-
mentary processing units in FRESCO and also allows for non-OpenFlow application
to access the FRESCO abstraction layer. The system also resolves conflicts between
different applications based on user privilege by implementing a security enforcement
kernel which ensures that non-security applications do not override security applica-
tions.

Elubeyd and Yiltas-Kaplan [24] combined a Gated Recurrent Unit (GRU), 1D
Convolutional Neural Network, and a Dense Neural Network to automatically detect
DoS and DDoS attacks in SDN. This hybrid model helps to spot unusual traffic pat-
terns that signal DoS/DDoS attacks efficiently. Hnamte and Hussain [25] presented
Convolutional Neural Network (CNN) to DDoS attack detection in SDN. Employing
a CNN, they analyzed network traffic data to discern atypical patterns indicative of
potential DDoS attacks. Bhayo et al. [26] developed a SDN-WISE system to iden-
tify DDoS attacks in SD-IoT networks by employing machine learning techniques like
Decision Tree, Naive Bayes, and Support Vector Machine (SVM) algorithms. Ge-
bremeskel et al. [27] introduced a hybrid Long Short-Term Memory (LSTM) system
to detect and classify attacks like DDoS in multicontroller SDN environments.

In [28], Yegench and Ganjali, present another distributed controller compatible
with OpenFlow and propose Kandoo which is a framework for preserving scalability
without changing switches. This work differs from others in its use of the controller
hierarchy with two layers. The bottom layer is a group of controllers with no inter-
connection and no knowledge of the network-wide state, and responsible only for local
decisions and defer any decisions outside of their scope. The top layer is a logically
centralized controller that maintains the network-wide state and responsible for the
entire network. These controllers handle most of the frequent events and effectively
shield the top layer which is useful for defenses against certain types of attacks on
the control plane. Kandoo’s design allows network operators to replicate local con-

trollers on request and reduce the load on the top layer, which is the only possible
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bottle-neck in terms of scalability. It should be noted that security was not one of the
main objectives of this work. In [29], a distributed SDN controller that is compatible
with OpenFlow and address the issues of scalability and reliability that a centralized
controller suffers from is presented. This work makes an important use of OpenFlow
specific mechanisms, especially OpenFlow switch management functions. The most
important part of the distributed controllers is that the mapping between a switch
and a controller is statically configured, which may result in uneven load distribution
among the controllers. The researchers propose an elastic distributed controller ar-
chitecture to address the problem in which the controller pool is dynamically grown
according to traffic conditions and the load is dynamically shifted across controllers.
Therefore, they have proposed a novel switch migration protocol for allowing such load
shifting, which conforms with the Openflow standard. This work along with Kandoo
[30] and other distributed controllers can help mitigate certain types of attacks, such
as Denial of service attacks (DoS) on the controller plane. However, the prime goal
of this technology is to increase scalability and fault tolerance of the control plane
rather than to address security issues.

Merlin [29] is one of the first examples of combined framework for controlling
different network components. In addition, authors in [30] proposed Frenetic, which
provides an interface to query traffic information and can also be used to create a
policy to react to network events. Voellmy et al. [31] present Maple to simplify
SDN programming by letting a programmer to use a programming language to de-
sign an arbitrary centralized algorithm for every packet entering the network. This
work consists of two key components, namely an “optimizer” and a “scheduler”. The
optimizer generalizes rules in the flow table of specific switches by using the data
structure to record the invocation of the programmer supplied algorithm on an ex-
act packet. In general, the optimizer uses many methods to enhance the efficiency,
including rule priority minimization, data structure compression and augmentation.
Moreover, Voellmy et al. [32-34] present Nettle to enhance the reaction to network
changes by using a reactive language to describe policies. Nettle merges functional re-
active programming (FRP) with domain-specific languages (DSLs). A part of Nettle
platform takes network events as input and then generates rule updates for specific
usage, for instance, new user detection and user authentication.

SDN controller is responsible for generating packet forwarding rules defining the
actions to be taken by installing them into appropriate switching devices. Further-

more, as a result of configuration changes and dynamic control, forwarding rules in



16

switching devices need to be updated at the same time to keep up with events such
as, traffic rerouting for load balancing or network recovery after unexpected failure.
However, flexibility is an essential factor that rule updates should preserve to guar-
antee decent active network operation. In this category, Reitblatt et al. propose a
strict consistency implementation that links versioning with rule timeouts [34-35].
The basic idea is to mark each packet with a version number at its access switch
stating which rule set should be applied. Then, the packet will be handled depend-
ing on the version number, and thus the next packets will be marked to act on the
updated rule set. Thus, after a period of time, no more packets will act on the orig-
inal rule set and then will be expired and removed. In [37] McGeer et al. focus to
preserve switch memory space by ensuring that only a specific set of rules are present
in a switching device at any time. When a new policy is about to be executed, each
switching device is notified to direct targeted packets to a controller. Then the con-
troller based on the policy, generates new packet forwarding rules and substitutes
rules in the switching devices with these new rules. The affected packets will be
buffered in the controller until the rule-replacements are finished and then sent back
to switching devices for processing. In [38] authors proposed LiveSec, which is an
OpenFlow-based agile architecture for network security management in production
networks. The LiveSec framework can enable event replay besides application-aware
monitoring and interactive policy enforcement by visualizing the environment of the
network.

Active networking was proposed to enable programmability of switches through
user injected programs [39-41]. In active networks, switches do a customized cal-
culation on the payload that permits through them. Hence, the switches can be
tailored to function according to user or application requirements. A main threat
for active networks was to secure active switches from malicious applications. As
a result, active security and other security approaches were proposed to ensure se-
curity through authentication and authorization mechanisms. In [42] Greenberg et
al, associate the fragile nature of communication networks to the complex nature of
control and management planes in traditional networks. It is illustrated that the lack
of coordination between routing and security mechanisms result in a fragile network
and security lapses. From this viewpoint, a new approach is proposed called the 4D
approach, which totally separates the network control from the forwarding substrate.
The authors in this work propose that a network architecture should be based on

three key basis, which are: network-level objectives, network-wide views, and direct
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control. In [43] Hartman et al. pointed out three main classification of applications
that can affect network security in SDN. First, applications that provide inspector
container or intrusion detection services, such as firewall or access control. Second,
network sensitive applications that need specific network characteristics such as path
characteristics or cost of traffic flows. Finally, packaged network services that mix
applications from the first and second classes. Therefore, a malicious application can
avoid firewalls and access controls by using an instance of the first class application.

The main capabilities of effective security are built on five security scales and
components. First, providing security against ordinary attack scenarios and build-
ing a context-aware security system which offers protection through configuration
of the infrastructure using protection procedures. Second, notify the reactive secu-
rity system by applying a detection system through different sources or sensors that
perform some detection and monitoring such as IDS. Third, modify the network dy-
namically by using the SDN controller to better defend or monitor the network in
future. Fourth, in order to understand the attack, a collection of attack statistics to
perform forensics evidence gathering. Finally, close monitoring and attack observa-
tion, and then responding by consuming the attacker’s resources and limit his ability
to continue attacks. In [44] authors present OrchSec, an orchestrator-based archi-
tecture which aims to improve network security using network monitoring and SDN
control functions. The authors of OrchSec have proposed decoupling of the control
and monitoring functionalities in SDN. In OrchSec, the controllers are responsible
only for issuing flow rules, while network monitors are responsible for doing monitor-
ing functions. In a similar scheme [46], applications are not implemented inside the
controllers but rather developed as Northbound applications to provide independence
to applications from the core controller architectures. OrchSec based on network-wide
security requirements provides monitoring process, such as; varying sampling rates or
changing responsibilities between monitors and controllers.

Vinayakumar et al. [45] examined the application of neural network frameworks in
traffic monitoring, detection of intrusions, and malware identification for Android in
cybersecurity. showed that because of their resilience in hostile settings and capacity
to acquire the best feature participation, these designs performed better in these do-
mains than traditional machine learning methods. Nevertheless, non-uniformity and
artificial artifacts were among the drawbacks of the KDD-Cup-99 challenge dataset,
which was utilized to evaluate machine learning classifiers. The study classified and

extracted features for intrusion detection using algorithms for deep learning such as



18

LSTM, recurrent neural networks, and sparse autoencoders. The study concluded
that a voting mechanism might enhance performance and that actual time detec-
tion of intrusions is an important path for further investigation. Igbal et al. [46]
studied SDN security concerns and suggested ways to strengthen the controller’s
security architecture. Methods for protecting the GUI and SDN environment, in-
cluding role-based authorization (FortNOX), SSL/TLS integration, logging/security
audit services, and encryption (AES and DES). The precise setup and execution of
the SDN surroundings, however, could have had an impact on how well these solutions
worked. According to the study, these methods might improve the safety framework
of the controllers in SDN systems. It would have been possible to do more study to
see how well these methods work in practical deployments as well as look into other
security measures to counter new threats and weaknesses. Providing an evaluation of
security and suggesting potential fixes to enhance SDN security were the main points
of emphasis.

Boukria and Guerroumi [47] proposed SDN security by identifying and averting
bogus information insertion threats in the link that communicates between the SDN
infrastructural layer and the SDN control layer. For flow categorization and intrusion
detection, the suggested system employed a deep learning methodology that included
a logarithm function, the min/max scalar technique, Relu, and softmax functions.
The study also looked at multi-controllers and blockchain integration as additional
security measures for the SDN network. The efficacy and efficiency of the suggested
safety measure were shown by the assessment results on an experimental platform
utilizing the CICIDS 2017 dataset.

Sivanathan et al. [48] investigated the use of characteristics in choice tree-based
machine learning methods for IoT state classifiers, traffic categorization, and pre-
cise prediction. used the correlation-based feature subset (CFS) algorithm with a
best-first searching strategy to identify key characteristics and the information gain
(IG) approach to quantify attribute weight. Additionally, the research recommended
developing more sophisticated [oT state classifiers and investigating [oT traffic cat-
egorization in more detail. The discoveries may have a number of uses for machine
learning.

In summary, SDN mainly relies on several software tools in the application layer to
interact with the underlying infrastructure. This surely has major security drawbacks
as code vulnerabilities can have a serious security impact. Additionally, by making the

controller as centralized for management and control would result in creating a point
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of failure for the whole system. Controllers could be threatened from both interfaces:
the southbound and the northbound interfaces are respectively the entrance doors
to the control, which themselves might be an appealing target for attackers. The
data plane is also a potential target for attackers. Because of the exchanges between
the control and data planes, an attacker could disrupt the data flow by flooding the

switches or tampering the communications.

2.5 SDN Security and Research Gap

Although Software-Defined Networking (SDN) has introduced significant advance-
ments in network security, several critical research gaps remain unaddressed. Security
challenges persist, particularly concerning the northbound and east-west interfaces,
trust management among network entities, and the mitigation of threats posed by
malicious SDN applications. The integration of artificial intelligence into SDN envi-
ronments also faces limitations, notably in areas such as Al-based intrusion, federated
learning, and the development of safe reinforcement learning strategies for dynamic
and adaptive network control. The scalability of the control plane, optimal placement
of controllers, and the resilience of SDN infrastructures against failures and disrup-
tions also require further investigation. Additionally, as SDN expands into emerging
domains such as the Software-Defined Internet of Things (SD-IoT), there is a growing
need to design enhanced SDN frameworks capable of meeting stringent demands for
scalability, security, low latency, and seamless adaptability.

Specific limitations and research gaps identified in the existing literature will be

critically examined and discussed in Chapters 3 and 4.
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Chapter 3

Dynamic Defense Framework: A
Unified Approach for Intrusion
Detection and Mitigation in SDN

3.1 Introduction

In recent years, having more things connected to the internet has resulted in more
network traffic. Securing networks against threats is now an urgent need for many
people and businesses. Cyber-attackers use the popular method called DDoS (Dis-
tributed Denial of Service) to bring down networks. In this type of attack, too much
traffic is sent to a target’s resource pool, thus hindering legitimate users from access-
ing important resources [49-53]|. The popularity of SDN for managing networks is due
to this centralized control, programmability and agility which it offers. Nonetheless,
there is a requirement for smart ways that are flexible enough to address promptly
such emerging security challenges. The usual defense methods based on thresholds
or matching patterns may not be enough in SDN setups where traffic can change
fast. Moreover, DDoS attacks in business can cause downtime, loss of money, and
users dissatisfaction. This is why it is important to have efficient and reliable ways

to detect and prevent DDoS attacks without slowing down the network and keep the

IThis chapter is part of the work published in the CSNet24: Cyber Security in Networking
Conference 2024 [49]
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network running smoothly. To address these problems, deep learning technique is
used to make networks more secure when these kinds of cyber-attacks occur. The

main contributions of this work include:

e The pre-processing, such as outlier detection and normalization, is employed to

improve the data quality.

e For feature selection, we combined Lyrebird Optimization Algorithm (LOA)
with Coot Bird Optimization (CBO) to identify optimal feature subsets. This

improved model has performance with high detection accuracy.

e CNN, SE-ResNeXt, and LSTM are combined to improve the effectiveness and
accuracy of intrusion detection system. This leads to better identification and

classification of malicious activities and reduce false positives and negatives.

e Deep Q-Network (DQN) mitigation strategy is employed for minimizing the
impact of attacks, maintaining service availability, and ensuring network relia-
bility.

The remaining sections are arranged as follows: section 2 provides the review of the
existing techniques, section 3 explains the proposed methodology in detail, section 4

gives the experimental results, and section 5 concludes the chapter.

3.2 Related Work

Elubeyd and Yiltas-Kaplan [24] combined a Gated Recurrent Unit (GRU), 1D CNN,
and a Dense Neural Network to automatically detect DoS and DDoS attacks in SDN.
This hybrid model helps to spot unusual traffic patterns that signal DoS/DDoS at-
tacks efficiently. The 1D CNN is good at grasping how different parts of network
traffic relate. The GRU is great at understanding changes over time. Then, the DNN
is employed as the final decision maker by putting together all this information for
accurate predictions. By using these combinations of deep learning models, their
method shows better improvements in detecting DDoS or DoS attacks in SDNs.
Hnamte and Hussain [25] presented a CNN to DDoS attack detection in SDN.
Employing a CNN, they analyzed network traffic data to discern atypical patterns
indicative of potential DDoS attacks. Bhayo et al. [26] developed a SDN-WISE
system to identify DDoS attacks in SD-IoT networks by employing machine learning
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techniques like Decision Tree, Naive Bayes, and Support Vector Machine (SVM) algo-
rithm. Their module comprises of IoT nodes and it oversees incoming [oT traffic while
acting as an intermediary between the source IoT node and the controller. It further
includes the use of machine learning (ML) based detection model for classifying the
kind of DDoS packets in the IoT node traffic.

Gebremeskel et al. [27] introduced a hybrid LSTM system to detect and classify
attacks like DDoS in multicontroller SDN environments. They use multiple network
features used in calculating Entropy and they are; Destination IP address, Source IP
address, Port numbers. Therefore, anomalies are detected by checking the change
in entropy values against pre-established criteria. This LSTM model achieved an
accuracy of 99.42% on the CICDD0S2019 dataset.

According to Wang et al. [54], one way of dealing with controller congestion
problems is by employing a switch migration module which makes the transmission
of network flows smooth. In order to prevent detection module downtimes due to
controller failure, a switch migration module is proposed. This ensured that CPU
processing ability is provided for future operation of the detection module. Further-
more, an anomaly detection module employing a two-stage approach for detection
was been developed to identify DDoS attack patterns. Decreasing mislabeled or miss-
marked data in SDN settings help improve the steadiness of detecting DDoS attacks
with many steps. By working together amidst controllers, it can single out and block
anomaly flows with the aim to conserve the network performance and safety. It also
eliminates cross-domain flow exceptions in the face of an anomaly through the use
of cooperating modules. Also, a blacklist for abnormal flows efficiently blocks known
malicious traffic.

A conditional entropy based method was proposed by Tian and Miyata [55] to de-
tect DDoS attacks by analyzing traffic in SDN. The method is based on the conditional
entropy where different states are detected using the distribution of entropy values
when non-attack periods are considered. Moreover, the performance is enhanced by
placing entropy values in normal and abnormal traffic behavior categories. Their
method works well, because it can detect even little changes in entropy of network
operations, displaying those values that reflect data flow complexity and regularity
in SDN. With accurately set thresholds derived from average entropy dispersion, it
is more precise than others in recognizing deviations indicating DDoS assaults. This
also accomplishes dependable classification between typical and extraordinary traffic

modes through utilization of entropy.
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According to a report from Chaganti et al. [56], a new method based on LSTM
neural network has been developed to detect attacks within IoT network with the
aid of SDN. By means of this new method, researchers suggested an LSTM-based
model that can interpret data flows being transmitted through it, looking out for
peculiarities that might suggest break-ins. This way they managed to train their
proposed model with relevant information from the network to give a detection rate

of up to 97.1% in security-sensitive operations associated with intrusions.

3.3 Methodology

The proposed methodology has several key stages. Initially, standard data pre-
processing techniques such as missing data handling and outlier detection are per-
formed. Feature extraction techniques are then applied to extract relevant informa-
tion from the data. Then the Lyrebird Optimization Algorithm (LOA) is combined
with Coot Bird Optimization (CBO) algorithm to identify optimal feature subsets.
The selected features are given to the dynamic defense attack detection network,
which is developed using Convolutional Neural Networks (CNNs), SE-ResNeXt, and
Long Short-Term Memory (LSTM). This dynamic defense model enhances the accu-
racy and efficiency of intrusion detection systems by capturing complex patterns and
anomalies in network traffic. Additionally, the methodology includes strategies for

dynamic attack mitigation to minimize the impact of cyber threats on SDN networks.

STEP 1: STEP 2: STEP 3: STEP 4: STEP 5:
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:FTraffic Features (Total F‘k'[:
1Count, Total Byte Count,

1
1 _ ] I
PData Cleaning Pkt R i :
1 ate, Byte Rate H A
/(Mean Imputation) | 'bSlalislical‘;f[:eature}s | goc_»l Lyrbird SE-ResNeXt + Reinforcement
! - ((Mean, Median, Variance, | E}Iml_zt:tlﬂn CNN +LSTM Learning
:l* [_)ala NQI‘I‘I‘Ia!IZBIIOI"I: [Kurtosis, Entropy, ..) . gontnm
,(Min-Max scaling) | i>Behavioural Features
i ) i(Traffic Volume, Flow Rate, !
]
]

----------- :F*aﬂket Size)

Figure 3.1: Block diagram of the proposed Dynamic Defense method

Implementing Al-driven security into a Software-Defined Networking (SDN) con-
troller involves integrating machine learning (ML) and artificial intelligence (Al) tech-

niques to enhance network monitoring, intrusion detection, and automated threat
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response. The step-by-step methodology used in this study is depicted in Figure 3.1.
As a first step, we address issues in the dataset, such as missing values, noise, and
feature scaling, thereby improving model accuracy, generalization, and computational
efficiency. As a second step, we implemented feature extraction, which enables more
efficient and effective learning by extracting relevant features from the pre-processed
data. In the next step, we combined Lyre-bird Optimization Algorithm (LOA) with
Coot Bird Optimization (CBO) for feature selection. The combination of these two
algorithms brings together their respective strategies to speed up the feature selection
process, while also significantly improving the probability of efficiently identifying op-
timal feature subsets and detecting the most impactful features. In Step 4, we develop
the Hybrid Deep Learning model for attack detection. This model is developed to
detect intrusion in SDN environments by classifying the incoming flows in real time
with labels (such as; normal flow, attack or malicious traffic). If an attack is detected,
the Deep Q-Network (DQN) agent will carry out the attack mitigation process as ex-
plained in Step 5. This comprehensive framework will be explained in depth in this

chapter.

3.3.1 Data Pre-Processing

This is the initial stage of the method that refers to the transformation that dataset
undergoes before being fed to next step. Data pre-processing is very important as
it will help us getting a cleaner data to improve the training and increases the ac-
curacy and efficiency of machine learning models. Machine learning algorithms rely
on high-quality data for effective learning and generalization. Raw data collected
from real-world sources often contain inconsistencies, missing values, noise, and irrel-
evant attributes that can adversely affect model performance. In this work, the data

pre-processing involves the following steps:

Data Cleaning

Missing Data Handling (Mean Imputation): The missing values are replaced with the

mean or median of the feature.

1
Mean = — > 3.1
ean an (3.1)

i=1

where z; signifies non-missing values, and n indicates the sum of non-missing values.
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For Outlier Detection and Removal, we use a statistical method called Interquar-
tile Range or IQR. Using the IQR, the difference between the 75th (@) and 25th
percentiles (Q3) is determined and data points outside the specified range of the

dataset are removed as outliers.

IQR = Qs — Q (3.2)
UB = Qs+ (15 x IQR) (3.3)
LB =Q, — (15 x IQR) (3.4)

Data points outside the range of (LB, UB) are considered outliers and are removed.

Data Normalization

By using Min-Max Scaling technique, feature values are normalized to a common

range [0, 1] to ensure consistent analysis across features.

x — Min(z)
Max(z) — Min(x)

Scaled value = (3.5)

3.3.2 Feature Extraction

From the pre-processed data, we implement Step 2 (Feature Extraction) which involve
recognizing and extracting relevant features from the pre-processed dataset. These
features offers greater informative data. The following are some of the features that

are extracted.

Traffic Features

e Total Packet Count: This refers to the total number of packets transmitted
within a specific time interval. It is an important metric for assessing network

activity and performance.

e Total Byte Count: It shows how much information (in bytes) that goes through
within particular period of time. Monitoring this measure will help us know

how much data is moving around in the network.
e Packet Rate: The rate at which packets are transmitted (packets per sec).

e Byte Rate: The rate at which data is transmitted (bytes per sec).
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Statistical Features

e Mean: It is computed by adding up all the values in a dataset and then dividing

this sum by the total number of values.

1 n
po= E;xz (3.6)

where n denotes the number of data points and x; denotes each individual data

point.

e Median: The median is the central value in a set of data when organized in

ascending order. If n is odd:
M = z@i1))2 (3.7)

If n is even:
T(n/2) + T((n/2)+1)
2

M = (3.8)

e Standard Deviation: Measuring the standard deviation helps to assess how

widely data points are spread around the mean.

o= |23 - (3.9)

where j represents the mean.

e Variance: The variance signifies the mean of the squared deviations from the

average.

o2 = %Z (2: — p)? (3.10)

e Skewness: The skewness shows whether data points in a given distribution are
distributed symmetrically around the average. If there are too many data points
that pile to the left of the average, it means the skewness is negative. If there
are too many data points which pile on the right of the average then it means

the skewness is positive.

% Z?:l (2 — “)3

o3

(3.11)

skewness =
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e Kurtosis: Kurtosis tells us about the shape/symmetry of the data distribution.
Higher kurtosis means that the average of the fall is larger than that of a normal

distribution. e .
n Zi:l (:L‘Z - N)

kurtosis = .
o

~3 (3.12)

e Entropy: The degree of uncertainty or disorder in a set of information is a
measure called entropy. Increased entropy means more disorder or randomness

that helps detect unnatural or anomalous patterns.
Entropy = — 3 pi - log, (p1) (3.13)
i=1

Behavioral Features

e Traffic volume: The measurement of traffic volume consists of examining varia-
tions in the basic rates during the given time intervals and abrupt changes may

indicate unusual activity.

e Flow Rate Analysis: Flow rate analysis involves observing the time it takes for

data traffic to flow through the network.

e Packet Size: When we focus on packet size, we get to know more about how
different sizes are distributed across all packet sent on the internet. DDoS

attacks involve abnormal packet size distributions.

3.3.3 Feature Selection

Feature selection is a fundamental aspect that plays a critical role in enhancing model
performance and improving interpretability. It involves identifying and selecting the
most relevant features from a dataset while discarding redundant or irrelevant ones.
This process is particularly important and crucial for the proposed framework, where
from the extracted features, the most significant ones are selected by the proposed
novel hybrid Coot-Lyrebird optimization Algorithm, which will be presented and

discussed in detail next in this chapter.
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Coot Bird Optimization (CBO)

The COOT algorithm has both random exploration and focused exploitation within
the feature space [57]. In this algorithm, the leaders emerge based on successful fea-
ture combinations and guide others towards better areas. Successful features attract
other candidates which lead to convergence on promising combinations. Through
repetition and adjustment, this method uses cooperative dynamics to effectively nav-
igate the feature space. Therefore, the exploration and exploitation is balanced to
improve the performance of the detection model. Next, for clarity, we are going to
refer to the feature as (individual).

Population size (N): The number of coots in the population directly influences the
complexity. If there are NV individuals, initializing their positions and fitness values
requires O(N) time.

Feature space (d): The number of features or decision variables, denoted as d,
affects the initialization process since each individual has to be initialized with a
position in d-dimensional space, which costs O(N x d).

In Eqn (3.14), the subscript i represents the current individual being considered.
The term C'P; refers to the position of this individual. The optimization problem has
d variables, each with lower and upper bounds denoted by L, and U,. The fitness of

each individual in the optimization problem is computed using Eqn. (3.15).

CP, = Rd(l, DU) * (Ub — Lb) + Ly (3.14)

Fit = min(Error) (3.15)
e Random movement:

During the optimization process, a random spot called RP is chosen within a
specific range. This range is set by the U, and L, , as described in Eqn. (3.16).
The location RP is then used to adjust the position of the individual currently being
optimized.

RP = Rd(1, Dv) x (U, — Ly) + Ly (3.16)

By using random walks to adjust the current position, the algorithm can escape from

local minima. The position update equation, given in Eqn. (3.17), determines the
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new location of the individual in the search space.
CP,=CP;+ B x Rdy x (RP — CPF;) (3.17)

Eqn. (3.17) includes a random value Rdy between 0 and 1.

B=1- Iy ><< ! ) (3.18)

Tnax
Using Eqn. (3.18), a numerical value is computed that is influenced by the present
iteration I, and the highest possible number of iterations I,,q,.

During the random movement phase, each individual randomly updates its posi-
tion in the feature space. The update involves computing new positions using random
values. This operation requires O(1) time per individual. Therefore, for N individu-
als, the complexity is O(V).

Fitness Evaluation: The fitness of each individual needs to be evaluated after each
movement, which depends on the complexity of the objective function. If evaluating
the fitness function takes O(f(d)), where f(d) is the complexity of evaluating the
objective function, the total complexity for NV individuals will be O(N x f(d)).

e Chain movement:

When employing chain movement, the distance vector between two individuals is
determined. Consequently, the first individual moves towards the second by approx-
imately half the distance. Using the chain movement method, the new location for

the current individual is calculated using Eqn. (3.19).

CP; =05 x (CP_,) + CP (3.19)

Typically, within a group, a small number of individuals modify their locations to
approach desirable areas. The remaining group members then alter their own posi-
tions based on the movements of these leaders. The adjustment procedure used in
the COOT technique is defined by Eqn, (3.20).

L =1+ (iMODT,) (3.20)

In chain movement, the distance vector between two individuals is calculated, and

one individual moves towards another. This requires computing the position updates
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using Eqn. (3.19) and Eqn. (3.20). Since these involve basic arithmetic operations,
the time complexity for each individual is O(1), and for N individuals, the overall
complexity remains O(N).

In the COOT technique, there are N coots or individuals, and the leader is iden-
tified by the number T;d . Each coot uses information from its assigned leader, L to
determine its new position. The coot’s new location is influenced by the location of
the leader I.

CP;, = LP,+ 2 x Rds x cos(2rRd) (LP, — CP;) (3.21)

where [ represents the current leader’s identification number, L P indicates the posi-

tion (location) of the chosen leader, Rd is a random number between 0.5 and 1.
e Leading Group:

In optimization, individuals in the population must stay within the search area. If
any individual’s dimension falls outside this area, it must be adjusted to bring it back
within the boundaries. In the COOT method, individuals maintain their position
based on the location of group leaders. So, group leaders must be within the search

area. In COOT, group leaders update their position using Eqn. (3.22).

C x Rdy x 27 Rd) X (Gpest — LP;) + Ghest , Rds < 0.5
LP — 4 X cos(2mRd) X (Ghest ) best 5 (3.22)

C x Rdy x cos(2rRd) X (Gpest — LP;) — Gpest , Rds >=0.5

The Gyest point defines the location of the individual with the highest performance.
Random numbers Rd, and Rds both lie within the range of 0 to 1. The value of C is
computed using the formula provided in Eqn. (3.23).

C=2— Iy x( ! ) (3.23)

[max

Lyrebird Optimization Algorithm (LOA)

LOA approach is a population-based metaheuristic algorithm where lyrebirds are
used as the population, and it can efficiently solve optimization problems using an
iterative approach [58]. Inspired by the unique survival strategies of the lyrebird, LOA
balances exploration and exploitation through two key mechanisms: escape and hiding
strategies [58]. As a matter of fact, each lyrebird serves as an individual member

in LOA hence decides various decision variables depending on their position within



31

problem solving space. Optimization algorithms play a crucial role in solving problems
by identifying the best possible solutions in a given search space. LOA leverages
two fundamental strategies to achieve an optimal balance between exploration and

exploitation, which will be presented next.
e FEscaping Strategy (Exploration):

For optimal feature selection using the LOA, the update phase adjusts the position
of population members based on the behavior of a lyrebird escaping from threat to
secure areas. This procedure copies the algorithm in global search as it extensively
travels through different parts of the problem-space. In feature selection problems
that employ LOA method, every population individual identifies areas occupied by
other members with better objective function values as safe areas. These safe areas
represent regions in the feature space where promising feature subsets or configura-

tions exist. It is mathematically defined using Eqn. (3.24).
SA; ={Y, F<F,andle{l1,2,...,M}} (3.24)

Here, we denote orientation area (SA;) that is safe for the i’ lyrebird and Y is the
I row of the matrix Y with a better performance quality (better objective function
value) F; than the " LOA. It is hypothesized that the lyrebird flies at random into
any of these safe areas in the LoA patterns. Therefore, the new location is discovered
using Eqn. (3.25) based on this stage’s lyrebird dislocation model. After that, if the
fitness is improved, the new location is substituted for the old location of the same

agent as per Equation (3.26).

yf}l =Y+ Sij- (SSAi; — Jij-Yij) (3.25)
VPl FPL<F
Yi=q¢ ' " 7 (3.26)
Y, else

The chosen secure area for i lyrebird is known as SSA; ;, with the j dimension,
with Y;7'* representing the fresh position computed for this bird. Using the technique
of evasion from LOA as the realizing strategy, yfjl denotes its j* dimension, and F}!
stands for the objective function value, and the symbols s;; are random numbers

sampled from an interval ranging between zero percent (inclusive) and one hundred
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cumulative percent (exclusive), while those numerals denoted by J;; are either the
first or second digits randomly chosen.

The escaping strategy involves updating the positions of the lyrebirds based on
a random movement to a safe area. This can be computed in O(1) per individual,
and thus for N individuals, the complexity is O(N). Fitness evaluation for the new
positions also adds O(N x f(d)).

e Hiding (Ezploitation):

The Lyrebird updates its location in search space similar to how lyrebirds crawl into
their habitats by carefully studying surroundings and moving a few steps at a time to
get to a point to conceal itself, causes the changes to lyrebird’s locations to be small
when applied to local search by LOA demonstrating that it exhibits exploitation
ability.

A new location for each Lyrebird is calculated by equation (3.27), based on the
lyrebird’s movement model towards the near-optimal hiding area, according to LOA
design. This replaces the old position of that member if it improved the objective

function value, as per equation (3.28).

UB; — LB,

; (3.27)

uit =y + (1 —2s:5) -

Y2 FP2 <
="~ " = (3.28)
Y. else

Here, Y, which refers to the new location computed for the " lyrebird using
the hiding principles given by suggested LOA, yl{? is the j* dimension of Y;7? |
while F? represents its function value, and s; ; denotes randomly generated numbers
from the range [0,1], with [ being the iteration counter. The hiding strategy also
involves updating the position of each individual based on small steps toward better
positions. The time complexity is similar to the escaping strategy, O(N) for updating
the positions, and O(N x f(d)) for evaluating the fitness.

As mentioned in the introduction section, for feature selection, we combined Lyre-
bird Optimization Algorithm (LOA) with Coot Bird Optimization (CBO). The com-
bination of these two algorithms brings together their respective strategies to speed

up the feature selection process while also significantly improving the probability of
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efficiently identifying the optimal feature subsets and detecting the most impactful
features. This adaptive approach maximizes predictive accuracy and model perfor-
mance. This novel hybrid Coot-Lyrebird Optimization algorithm structure is shown

below:

Algorithm 1 Hybrid Coot-Lyrebird Optimization
1: Initialization: Initialize the population with Cootbird individuals.

2: Exploration (Cootbird): For each Cootbird individual, perform random move-
ment using Eqn. (3.14) to (3.18) to explore the feature space. Apply chain move-
ment based on Eqn. (3.19) to (3.21) to adjust the position towards promising
areas.

3: Exploitation (Lyrebird): For each Cootbird individual: Use Eqn. (3.27) to
compute the new position based on the hiding strategy from Lyrebird Optimiza-
tion Algorithm. If the new position improves the objective function value, update
the position using Eqn. (3.23).

4: Fitness Evaluation: Determine the fitness of each individual using Eqn. (3.15).

5: Selection: Select individuals based on their fitness values to form the next gen-
eration.

6: Termination: Repeat steps 2 to 5 until a termination condition is met.

For each individual in both COOT and Lyrebird methods, the position is adjusted
based on the leader or the best individual in the population. This requires identifying
the leader (which involves scanning the population for the best fitness value), which
has a time complexity of O(N). Position updates based on the leader will take O(1)
per individual. The optimization process repeats for T iterations. During each itera-
tion, several operations are performed on all individuals, including position updates
and fitness evaluations. Thus, the time complexity for each iteration is O(N x f(d)).
Therefore, the total time complexity of the hybrid Coot-Lyrebird algorithm for 77T
iterations is O(T'x N x f(d)). Combining all the operations, the overall computational
complexity of the hybrid Coot Lyrebird Optimization algorithm is O(T x N x f(d)),
where, T' is the number of iterations, N is the population size (number of coots and
lyrebirds), f(d) is the complexity of evaluating the fitness function with respect to
the number of features d. This time complexity reflects the number of iterations, the
size of the population, and the complexity of the objective function evaluation. The
effectiveness of the algorithm depends on balancing the population size, the number

of iterations, and the computational cost of the fitness function.
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3.3.4 Attack Detection - Hybrid Deep Learning

For attack detection, CNNs, SE-ResNeXt, and LSTM networks are combined. This
combination employs the benefits of each component for spatial feature extraction,

attention-based feature enhancement, and temporal modeling, respectively.

onv layer Maxpool SE-ResNeXt  Maxpool Faiten LSTM layer FClayer  gommax Qutput layer

block

Figure 3.2: Architecture of the Proposed model

Input Layer

The input layer receives raw network traffic data or preprocessed features as input to
the model.

Convolutional Layer (Conv)

Convolutional layers are effective for spatial feature extraction from the input data.

They capture local patterns and spatial relationships in the network traffic data.
Conv(X)=o0o(f*«X +b) (3.29)

where X represents the input feature map, f signifies the set of learnable convolution
filters, * denotes the convolution operation, b denotes the bias term, and o represents
the Rectified Linear Unit (ReLU) activation function. ReLU activation function op-
erates element by element, which is fast and straightforward to implement, and leads

to faster training times compared to other kinds of activation functions.



35

Max Pooling Layer

Max pooling layer downsamples the spatial dimensions of the feature maps obtained
from the convolutional layers. It reduces the computational complexity and extracts

the dominant features while preserving spatial information.
MaxPool(X) = max(X, ;) (3.30)

where X, ; denotes the elements in the pooling window.

SE-ResNeXt Block

The SE-ResNeXt block [80] enhances feature representation through channel-wise
attention mechanisms. It recalibrates channel-wise feature responses, focusing on

informative features and suppressing noise.

//' //// 71-\_\-‘““%__1_\_
/; 256, 1x1, 4 ‘ | 256, 1x1, 4 | 256, 4
.
[ [waea ] [eear]

/ [ [

( | 4, 1x1, 256 | 4, 1x1, 256

Figure 3.3: Architecture of the SE-ResNeXt Block
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Max Pooling Layer

Additional max pooling further downsamples feature maps and reduces dimensional-
ity before subsequent layers. This helps to capture more salient features and reduce

the computational burden.

Flatten Layer

The flatten layer reshapes the output from the convolutional layers into a vector
format. It prepares the feature representation for input into subsequent layers, such

as LSTM and fully connected layers.
Flatten(X) = reshape(X, shape = (batch — size, —1)) (3.31)

This operation reshapes the output of the previous layer into a 1D vector while
maintaining the values.
LSTM Layer

LSTM layer model temporal dependencies in sequential data, such as network traffic.
They capture long-range dependencies and temporal patterns, which are crucial for
intrusion detection. LSTM cell state (¢;) plays a key role in preserving information

throughout the time steps, and it consists of several gates and operations:

e Forget gate:
Je =0 ([he—1, Xo| - Wy + by) (3.32)

The forget gate determines how much of the previous cell state ¢;_; should be

forgotten based on the current input X; and previous hidden state h;_;.

e Input gate:
’it =0 ({ht—h Xt] . WZ + bz) (333)

Et = tanh ([ht—h Xt] . WC + bc) (334)
where ¢ represents the new candidate cell state.

e Update cell state:
Cy = ft s Cp—1 Tt Z.t : Et (335)
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e QOutput gate:
0y =0 (Wo . [ht_l, Xt] + bo) (336)

ht = O¢ * tanh (Ct) (337)

Where o indicates the sigmoid activation function, Wy, W;, W., W, signifies weight
matrices corresponding to the forget gate, input gate, candidate cell state, and output

gate, respectively. by, b;, b., b, are bias vectors.

Fully Connected Layer

Fully connected layers process the output from the LSTM layer, performing feature
transformation and abstraction. They learn complex relationships between features

and prepare them for the final output layer.
FC(X) =0 (WpcX + bre) (3.38)

where Wre is the weight matrix for the fully connected layer, br¢ is the bias vector,

o represents the activation function.

Output Layer with Softmax Function

The Softmax function is employed as an activation function in the output layer, which
was chosen for its outstanding performance as a classifier. The output layer provides
the classification results regarding the presence of intrusions based on the input data

and the model’s learned representations.

Output(X) = softmaz (Wous X + bout ) (3.39)

This proposed hybrid approach uses the processing abilities of CNNs for extrac-
tion of spatial features, SE-ResNeXt for attention-based enhancement, and LSTM
networks for modeling time integration. Therefore, the model could appropriately
capture the two dimensional and one dimensional natures of network traffic data,
thus being potentially useful for detecting intrusion in SDN environments. Suppose
as the attacks are happening, the DQN agent (SDN Controller) would react in time.
This as a result of Step 4 (trained model) will classify the incoming flows in real
time with labels (such as; normal flow, attack, or malicious traffic). If an attack is

detected, the DQN agent will take the action required as explained in Section 3.3.5.
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3.3.5 Attack Mitigation

In this section, we propose a Deep Q-Network (DQN) to mitigate the attacks. Deep
Q-Network (DQN) [58] combines Q-Learning and a reinforcement learning algorithm,
with deep neural network to handle large and complex state spaces. The DQN agent
acquires decision-making skills through its interaction with the network environment.
It observes the current state, takes actions, and receives rewards based on the conse-
quences of those actions.
State: Packet rate, flow duration, protocol usage, as well as source and destination
IP addresses, are all representations of the current state of the network and its activity
at those levels.
Sy = [TV, FRy, AS;, PSDy] (3.40)

where T'V; denotes traffic volume, F'R; denotes flow rate, AS;, represents anomaly
score, and PSD; signifies packet size distribution.

Action: The DQN agent’s potential actions related to traffic management are
to apply rate limiting to specific traffic flows A;, prioritizing traffic for certain appli-
cations As, blocking suspicious IP addresses Az, redirecting traffic to honeypots Ay,
and dynamically adjusting firewall rules Ay.

Reward Function: Positive reward is given for reduced malicious traffic detec-
tion and negative reward for increased packet loss or latency.

Training: The DQN agent is trained using a deep neural network to approximate
the Q-value function, which estimates the expected reward for taking an action in a
given state. The network is trained using experience replay, where past experiences
(state, action, reward, next state) are stored and sampled randomly to break the
correlation between consecutive experiences.

The loss function for training the DQN is based on the temporal difference (TD)

L) =E [(7‘ +ymax @ (s',a;07) — Q(s, a; 9))2} (3.41)

Where 0 are the parameters of the Q-network, #~ are the parameters of the target
network, s and s’ are the current and next states, v denotes the discount factor, s
and a’ are actions.

After training, the decision-making process of the SDN controller is taken over by
a DQN agent. It interacts with the network constantly as it keeps updating its policy

according to new data and change in threats. DQN agents react in time when there
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are modifications in traffic patterns or attacks, and automatically adjust SDN flow

rules to isolate threats.

3.4 Experimental Results

In this section, results from our various experiments are discussed. We set up the
experimental environment using Python to implement, evaluate, and compare the
proposed methodology with three other existing methods. We tried to find dataset
that contains the record of the real-time traffic that has been captured on a daily
basis. For that we chose a dataset for SDN intrusion detection which is available on
Kaggle.com, and contains the records of DDoS, XSS Intrusion, Brute Force Intrusion,
SQL Injection and Bening traffic [59]. Then, we implemented the steps mentioned on
the methodology section.

We randomly divided the dataset into training and testing sets as 70/30 and
80/20. This will create random sampling, which involves randomly selecting a subset
of data for the training set. Also, we implemented a Cross-Validation to provide a
more reliable estimate of model performance.

For performance evaluation, we used precision, accuracy, sensitivity, specification,
F-Measure, FPR and FNR. The results of the experiment are shown below in different
graphs and tables.

The histogram of features is provided in Figure 3.4. which is helpful in under-

standing the distribution of features. The normlized output is shown in Figure 3.5.
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Figure 3.6: Correlation Heatmap

Figure 3.6 illustrates the correlation heatmap where darker colors indicate a
stronger correlation matrix between multiple network flow features contained in the
dataset for more advanced analysis. The intensity of colour spectrum runs from deep

blue for negative correlations through deep red for positive correlations.
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Figure 3.7: Confusion Matrix for 70% training data and 80% training data

Figure 3.7 shows the confusion matrix which is a performance evaluation tool in

Machine Learning that represents the prediction summary in matrix form and indi-
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cates how accurately the model performs. It provides a comprehensive breakdown
of correct and incorrect predictions, facilitating a deeper understanding of an algo-
rithm’s performance. The results indicate a better and higher accuracy (less error)
with 80% training data.

Distribution of Unique Labels

I BENIGN
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= Web Attack € Brute Force
mmm \Web Attack € XSS

mmm Web Attack € Sgl Injection

Figure 3.8: Distribution of Labels

Figure 3.8 shows the distribution of various attacks such as DDoS, Brute force,
XSS attack etc.

In Figure 3.9, for 70% training data, the proposed model has obtained high speci-
ficity score of 0.999732. This is higher than GRU, which scores 0.960347. Additionally,
it is better than CNN with a specificity of 0.976319, SVM at 0.990486, and LSTM at
0.947431. For 80% training data, the proposed model has a specificity of 0.999973.
This shows its enhancement over GRU, which has a specificity of 0.970635. It also
exceeds CNN’s score of 0.984841, SVM’s 0.992143, and LSTM’s 0.951508.

Figure 3.9 gives the sensitivity analysis, for the proposed and the existing methods.
For 70% training data, the proposed model has a sensitivity of 0.998928. On the
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Figure 3.9: Specificity and Sensitivity analysis
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Figure 3.10: FPR and FNR analysis

other hand, GRU’s sensitivity is 0.920694, CNN with 0.952639, SVM with 0.980972,
and LSTM with 0.894861. This indicates that the proposed model is able to detect
malware and reduce false negatives. Similarly, for 80% training data, the proposed
has a sensitivity of 0.999892, which is higher than GRU’s sensitivity of 0.94127. The
sensitivity of the CNN is 0.969683, SVM is 0.984286, and LSTM is 0.903016. The
high sensitivity scores reveal the reliability of the proposed method across different
training data proportions for identifying the attacks accurately.

Figure 3.10 gives the False Positive Rate (FPR) and False Negative Rate (FNR)
analysis. Our proposed model has the lowest FPR of 0.000268. This is much less
compared to GRU of 0.039653, CNN of 0.023681, SVM of 0.009514, and LSTM
of 0.052569. Additionally, our FNR remains below at 0.001072 compared to GRU
(0.079306), CNN (0.047361), SVM (0.019028), and LSTM (0.105139). With 80%
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training data, the proposed model has an even lower FPR of 0.000027 compared
to GRU (0.029365), CNN (0.015159), SVM (0.007857), and LSTM (0.048492). The
FNR of the proposed model is also low at 0.000108.

A comparative analysis with different matrices and methods are illustrated in
Tables 1 and 2.

Table 3.1: COMPARATIVE ANALYSIS WITH 70% TRAINING DATA

Metrics/Method | GRU[24] CNNJ[25] SVM[26] LSTM][27] Proposed
Accuracy 0.94713 0.968426  0.987315 0.929907 0.999571
Precision 0.920694  0.952639  0.980972 0.894861 0.997698

Sensitivity 0.920694  0.952639  0.980972 0.894861 0.998928
Specificity 0.960347  0.976319  0.990486 0.947431 0.999732
F-Measure 0.920694  0.952639  0.980972 0.894861 0.998928
MCC 0.881042  0.928958  0.971458 0.842292 0.998501
NPV 0.960347  0.976319  0.990486  0.947431 0.999257
FPR 0.039653  0.023681  0.009514  0.052569 0.000268
FNR 0.079306  0.047361  0.019028 0.105139 0.001072

Table 3.2: COMPARATIVE ANALYSIS WITH 80% TRAINING DATA

Metrics/Method | GRU [24] CNN [25] SVM [26] LSTM [27] Proposed
Accuracy 0.960847 0.979788 0.989524 0.935344 1
Precision 0.94127 0.969683 0.984286 0.903016 0.9999
Sensitivity 0.94127 0.969683 0.984286 0.903016 0.999892
Specificity 0.970635 0.984841 0.992143 0.951508 0.999973
F-Measure 0.94127 0.969683 0.984286 0.903016 0.999892

MCC 0.911905 0.954524 0.976429 0.854524 0.999852
NPV 0.970635 0.984841 0.992143 0.951508 0.999991
FPR 0.029365 0.015159 0.007857 0.048492 2.7E-05
FNR 0.05873 0.030317 0.015714 0.096984 0.000108

In Figure 3.11, the Receiver Operating Characteristic (ROC) analysis is shown.
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This analysis measures how well the proposed method discriminating an object using
false positive and true positive rates against various threshold values. A larger area

under ROC curve implies greater division capacity of this model.

Receiver operating characteristic example
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Figure 3.11: ROC analysis

Figure 3.12 presents the Density plot analysis for different training data propor-
tions. Subfigure (a) illustrates the density plot analysis for the 70% training data,
while subfigure (b) depicts the same analysis for the 80% training data.

density plot of Actual vs Predicted values density plot of Actual vs Predicted values

Actual 200 Actual
= Predicted = Fredicted

Value value

Figure 3.12: Density plot analysis (a) For 70% training data (b) For 80% training
data
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Figure 3.13: Accuracy and Loss analysis 70% training data
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Figure 3.14: Accuracy and Loss analysis 80% training data

In Figure 3.13 and Figure 3.14, the proposed model is evaluated based on two
performance indicators, namely Accuracy and Loss. The analysis is undertaken sep-
arately for training data sizes of 70% (Fig. 3.13) and 80% (Fig. 3.14). These curves

track the learning time error rate as well as classification accuracy at each iteration.

3.5 Conclusions

This chapter presented a Dynamic Defense approach to enhance intrusion detection
and mitigation capabilities in SDN environments. By using data pre-processing, fea-

ture extraction, and selection, coupled with innovative algorithms like the LOA and
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CBO algorithms, the optimal feature subsets are identified. This helped to improve
the accuracy of intrusion detection systems. The integration of CNNs, SE-ResNeXt,
and LSTM architecture further improved the ability to detect and classify complex
cyber threats. Additionally, DQN based dynamic attack mitigation strategy was em-
ployed to minimize the impact of attacks and take necessary actions. Future studies
should make the optimization better, expand the experiments to include other in-
trusion datasets, and take some other add-ons in order to make the security of the

network tighter to resist the constantly changing cyber threats.



50

Chapter 4

Federated Intelligent Intrusion
Detection and Mitigation
Framework for SD-IoT Networks
using ViT-GraphSAGE and
Automated Attack Reporting

4.1 Introduction

Many domains such as smart cities, industrial automation, healthcare and intelligent
transportation systems have seen advanced transformations due to the proliferation
of Internet-of-Things (IoT), that enables unified and continuous interconnectivity of
devices and data-driven automation. To deploy IoT on a grand scale proves exceed-
ingly difficult because it needs proper network administration together with resource
management and security protocols. In order to resolve these complications, Software-
Defined [oT (SD-IoT) emerged as a promising solution that leverages the manipu-
lation of Software-Defined Networking (SDN) for IoT infrastructure to bring in a
centralized, flexible and programmable network architecture [60, 62]. SD-IoT splits

IThis chapter is part of the work accepted in the NTMS’25: 12th IFIP International Conference
on New Technologies, Mobility and Security, 2025. [136]
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the control plane functions from data plane operations which delivers instant network
adjustments, security monitoring capabilities and traffic response control. Network
administrators gain control through this split structure because controllers can im-
plement better policies for anomaly detection and threat response with enhanced
efficiency. The continued IoT device connectivity creates serious security problems
which requires the creation of advanced intrusion detection and mitigation solutions
to protect SD-IoT networks from new cyber threats. Central control systems in SD-
[oT networks, being such major targets for cyber threats like DDoS attacks, spoofing,
and unauthorized access, require safeguards and countermeasures to mitigate those
threats [44-46]. IoT devices with limited resources are subject to hackers who can
take over the devices and use them as part of botnets to launch big attacks, prevent-
ing services on networks from running and causing major operational breakdowns.
This is further complicated due to a large number of IoT devices, and it is difficult to
detect harmful activities. In addition, IoT devices generate an enormous amount of
data, which is time sensitive, thus complicating the detection and handling of threats
[16].

The common practice of security approaches such as firewalls and rule based
anomaly detection are incapable of securing the SD-IoT networks due to their static
nature and lack of ability to respond to newly emerging attack patterns. Various
intrusion detection and mitigation methods ranging from traditional signature-based
detection to advanced machine learning (ML) and deep learning models are being
studied and developed to counter these security threats. However, conventional meth-
ods of intrusion detection systems (IDSs), based on pre-defined attack signatures, are
infeasible for zero day attacks as they are not adaptable. In response, there has been
development of ML based models to analyse the network traffic patterns and find
anomalies with better detection capability. In more recent times, Graph Neural Net-
works (GNNs) and Transformer models have achieved good performance for intrusion
detection by exhibiting the capability to identify both local and global dependencies
in network traffic. Additionally, the security threats are dynamically contained by
considering these various attack mitigation approaches including SDN-based traffic
rerouting, automated response mechanisms, and reinforcement learning based deci-
sion making. SD-IoT networks face many challenges with current intrusion detection
techniques. The typical deployment of Machine Learning (ML) and Deep Learning
(DL) models leads to excessive identification of false threats that produces incorrect

threat assessment and unnecessary actions to investigate these potential threats [24].
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A major drawback of deep learning intrusion detection is its heavy requirement for
processing power because small IoT devices often lack sufficient computational re-
sources [25-26]. The existing security issues demand a combined security system that
can grow and identify threats in real-time. A security system must combine federated
learning (FL) with spread-out security, deep learning for adapting to new threats and
reinforcement learning as a live decision maker to stop attacks quickly. By decentraliz-
ing the learning process, FL offers a robust, scalable, and privacy-preserving approach
to securing sensitive data against evolving cyber threats. The main contributions of

this chapter are as follows;

e Hybrid ViT-GraphSAGE: Intrusion Detection is introduced that combines Vi-
sion Transformer for global traffic analysis and GraphSAGE for local node in-

teractions, resulting in improved threat detection accuracy.

e Multi-Agent DQL-Based Attack Mitigation: This enables real-time response by
dynamically rerouting traffic and isolating compromised nodes thereby prevent-

ing large-scale disruptions.

e Federated Learning and Automated Attack Reporting: this proposed work uses
FL for privacy-preserving intrusion detection and Flan-T5 Transformer for gen-

erating detailed forensic attack reports.

This chapter continues with the following organization: Section 4.2 presents re-
lated work; Section 4.3 explains the technical aspects and the components of the
proposed approach; Section 4.4 discusses the implementation and performance re-

sults of the proposed approach and finally, Section 4.5 concludes the chapter.

4.2 Related Work

Jehad Ali et al [61] presented a two-step method for TinyML algorithm selection
through the implementation of Hybrid Analytical Network Process (HANP). The
preliminary phase included examining different machine learning algorithms through
qualitative comparison to determine which ones fit TinyML requirements in SD-IoT
devices. A performance analysis followed to evaluate chosen machine learning algo-
rithms before using validation methods to show the effectiveness of proposed model

selection approaches for TinyML. The main drawback of this investigation was its
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failure to examine real-time intrusion detection plus mitigation procedures for SD-
[oT networks. Though TinyML algorithm enhanced the performance across various
applications, it failed to solve security risks which emerge as cyber threats continue
to change dynamically.

The two-step intrusion detection method for SD-IoT networks developed by Tian
et al. [62] contains features intended for attack detection enhancement. The authors
added differential evolution mutation algorithm to firefly algorithm to overcome its
limitations with complex applications while increasing its speed and improving avoid-
ance of local optimum traps. The enhancement produced better accuracy as well as
efficiency in selecting features. The most essential features were obtained through a
wrapper-based feature selection process prior to their evaluation through a unique
ensemble classification system. An ensemble model used the C4.5 decision tree, mul-
tilayer perceptron and instance-based learning which provided a diverse robust clas-
sification approach. The system used weighted voting to establish abnormal behavior
in network traffic which resulted in better intrusion detection outcomes. The method
lacked preventive countermeasures to prevent security violations in SD-IoT systems
because no attack mitigation solutions were implemented.

Sayed et al. [63] designed MP-GUARD as a new framework which uses Software-
Defined Networking and machine learning together with a multi-controller architec-
ture to boost 10T security features. The framework operates as three parallel com-
ponents to detect intrusion in real time and monitor combined traffic with multiple
defenses against attack scenarios. The MP-GUARD framework included P4-Assisted
Cooperative Traffic Monitoring (CTM-P4) as its initial module along with Multi-
Pronged Intrusion Detection and Mitigation (MPIDM) as its secondary component.
Through the CTM-P4 module, multiple SDN controllers could establish real-time
communications that enabled P4-enabled switch state tables to interact dynamically
for feature extraction. SDN controllers cooperated through this method to share data
which increased efficient traffic monitoring and abnormality detection capabilities.
MP-GUARD suffered from two main drawbacks since it depended on traffic analysis
through rules and static Machine Learning-based detectors that proved ineffective
against changing cyber threat patterns.

Shaji et al [64] proposed SD-IIDS as an Intelligent Intrusion Detection System for
Software-Defined Networks that specialized in Distributed Denial-of-Service attack
detection in SDN networks. The system developed two ensemble ML classification

models that could operate either as binary or multi-class classifiers. SVC served
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as the Support Vector Classifier component in the first ensemble model linked with
SVC-RF through bagged Random Forest while the second model joined RF with
Logistic Regression as RF-LR. The developed models served to boost classification
accuracy while making the SDN network intrusion detection process more reliable
within dynamic environments. However, it resulted in a reactive security approach
as this framework did not incorporate any proactive attack mitigation strategies.

Prabhat et al. [65] developed DLTHF as a Threat Hunting Framework with Deep
Learning capabilities which detects isolated and multiple attack patterns to improve
SD-10T security. The framework included an automatic features extraction module
which used data perturbation encoding and normalization scaling to prepare network
traffic information. A Long Short-Term Memory Contractive Sparse AutoEncoder
(LSTMCSAE) method transformed data values into protected format while creating
robust feature representation. The Threat Detection System (TDS) incorporated
MhSaBiGRNN which is a Multi-head Self-attention-based Bidirectional Recurrent
Neural Networks to detect cyber threats alongside their attack types effectively. The
proposed threat detection system evaluated network traffic instances with self-learned
weight values to measure their relevance levels thus enhancing intrusion detection
accuracy.

The research team led by Mahmoud introduced XI2S-IDS [32] which served as
an Explainable Intelligent 2-Stage Intrusion Detection System that addressed detec-
tion accuracy and interpretation for low-frequency attacks on SD-IoT networks. This
framework executed a dual-step procedure starting with binary separation between
regular and damaging network movements and then performing multi-class catego-
rization for specific attack types. The SHAP (SHapley Additive exPlanations) values
system revealed the most crucial features for attack detection to security analysts
making decisions more transparent. The explainability features delivered better pre-
diction understanding to analysts who wanted to trust automated intrusion detection
and take more informed security decisions. However, this method mainly aimed to
boost interpretability without optimizing attack prevention which resulted in a defi-
ciency regarding reactive security action capabilities.

Research by George et al. [66] developed an IDS for IoT devices through the
implementation of unsupervised and supervised deep learning models that underwent
training using Federated Learning. The researchers compared FL-trained models
against traditional models which did not use FL by implementing the N-BaloT dataset

containing nine IoT device network traffic data. A randomized search hyperparam-
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eter optimization technique improved detection accuracy through the adjustment of
important system parameters. However, the FL introduces computational overhead
difficulties mainly because of the regular data exchange activities between edge nodes
and the central server which results in latency problems in resource-restricted IoT
environments.

Generative Adversarial Networks (GANs) enabled Khatami et al. [67] to carry
out anomaly detection for [oT systems. Researchers improved optimization through
the implementation of five-dimensional Gray Wolf Optimizer (5DGWO) as a hyper-
parameter tuning system. The 5DGWO framework used gamma wolves along with
theta wolves to both enhance exploration and exploitation while reducing chances
of local minimum trapping during the optimization process. The proposed system
architecture contains four distinct stages starting from preprocessing and proceed-
ing to generative model training and auto-encoder (AE) training and finishing with
predictive model training which enables an efficient anomaly detection system. The
experimental tests proved that the optimized GAN framework successfully identified
anomalies within Internet-of-Things systems. Logically the GAN training requires
extensive computational resources while requiring repeated iterations from 5DGWO
which limited its feasibility for IoT device deployment.

Toony et al. [68] developed MULTI-BLOCK as a multi-module framework to
boost IoT network management based on machine learning methods and P4 stateful
processing along with an SDN multi-controller architecture. The designed frame-
work serves multiple important security goals including synchronized communication
alongside traffic monitoring capabilities and intrusion detection together with attack
mitigation functions. The primary elements of MULTI-BLOCK formed a four-part
system. The installment of MULTI-BLOCK established the Pyramidal Conceptually
Decentralized Multi-Controller Structure (PCDMCS) with Decentralized Control In-
terfaces (DCIs) providing the Decentralized Warning Conduit (DWC) for real-time
threat detection. However, the implementation of multiple controllers for threat mit-
igation created delay problems that could affect urgent response to security threats.

The research team of Kong et al [69] developed iDetector as a real-time intrusion
detection system for IoT networks which combines simplicity in structure along with
easy replication features. The framework used a moving sampling window technique
to observe network dialogs in real time while producing traffic samples which joined
various network features. Using the obtained samples researchers could easily repre-

sent different traffic behavioral patterns. By considering classification performance
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enhancement, the Nonlinear Feature Transformation (NFT) algorithm transformed
prior traffic feature distributions for increasing information entropy in sample data.
The developers built EdgeNet as a lightweight deep neural network design which
could execute on edge gateways. However, the system faced challenges because of its
static feature transformation process to identify new attack forms dynamically, thus

achieving reduced accuracy in detecting modern cyber threats.

4.3 Motivation and The Proposed Methodology

The Software-Defined IoT (SD-IoT) networks are creating significant new problems
for intrusion detection system due to their substantial growth of dynamic, resource-
constrained and heterogeneous networks in nature. The existing intrusion detection
systems frequently fail to adjust to the evolving cyber threats in SD-IoT environ-
ments, primarily due to two key limitations: 1) The ineffective feature extraction and
selection in high-dimensional, noisy network traffic data, and 2) Inadequate attack
mitigation strategies that are failing to predict the evolution of sophisticated cyber-
attacks. Generally, some crucial things, such as handling diverse and multimodal
network traffic, including time-series anomalies and noise originating from hetero-
geneous [oT devices are the main requirements of an intrusion detection in SD-IoT
networks. Hence, the conventional anomaly detection methods struggle to capture
both local interaction of nodes and global traffic patterns in the networks as they are
generally based on statistical modeling leading to poor generalization and high false
positive rates.

In our proposed model, the hybrid Vision Transformer (ViT) and GraphSAGE are
utilized that address this challenge by integrating global context-aware analysis with
local node-wise intrusion detection. In addition to this, feature selection is presented
as another fundamental process in ensuring real-time and efficient intrusion detection.
However, some redundant and irrelevant network traffic features in the IoT data lead
to increased computational overhead and degraded performance of the model. In
order to overcome this issue, in the proposed approach, a Sparrow Search Optimized
CapsNet is introduced in which the dynamic routing capabilities of a capsule neural
network (CapsNet) is utilized to capture hierarchical feature relationships while using
swarm intelligence-based optimization for selecting the most discriminative traffic
features.

Along with the intrusion detection system, an effective attack mitigation frame-
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work is necessary for the complete protection of the IoT system data. However, the
commonly used existing attack mitigation frameworks in SD-IoT networks gener-
ally exhibit latency even when they respond to sophisticated attacks like the network
spoofing and Distributed Denial of Service (DDoS) as they rely on reactive rule-based
strategies. Besides, cascading failures are being noticed in critical IoT infrastructures
because of the lack of predictive mitigation models that further aggravate the vul-
nerability of SD-IoT networks. Hence, in order to bridge this gap, this research work
proposes a Multi-Agent Deep Q-Learning (MA-DQL) framework in which each SDN
controller acts as an autonomous agent to make intelligent mitigation decisions such
as device isolation and traffic rerouting. In addition, to enhance the intrusion detec-
tion, the existing approaches use Reinforcement-Learning based predictive mitigation
strategies. However, they make the SD-IoT system ineffective against stealthy and
evolving network attacks as they lack proactive mitigation capabilities. Therefore, to
address this, a Temporal Convolutional Network (TCN)-based Predictive Mitigation
Module is integrated into the proposed model to address these issues by forecasting
attack progression and taking preventive actions thereby minimizing network disrup-
tions.

The overall structure of the proposed model is depicted in Figure 4.1. Further-
more, in this proposed model, Federated Learning (FL) is incorporated to enhance
collaborative security intelligence. This integrated FL allows multiple edge nodes
to participate in distributed intrusion detection without compromising data privacy.
The existing centralized IDS approaches always suffer from single points of failure and
excessive communication overhead, while FL leverages decentralized training to en-
hance model generalization across diverse attack patterns. Finally, not much research
has been done on post-mitigation forensic analysis hence it still remains a neglected
area in SD-IoT security. Focusing solely on the available logging mechanisms, they
do not have the relevant infrastructure to generate machine-automated structured
attack reports that are critical for the sharing of intelligence. Hence, a Flan-T5-
based Transformer-driven Attack Reporting System is embedded in this proposed
methodology supporting the generation of automated documentation of attack pat-
terns, affected nodes, and the mitigation actions that enables post-incident analysis

and ensures reinforcement of security throughout the entire framework.
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Figure 4.1: Overall architecture of the proposed method

Each component of the proposed innovative framework is explained in detail in

the upcoming sections one by one with their technical significance.

4.3.1 Multimodal Data Pre-Processing

Due to the heterogeneity of various devices used in the IoT network, the original

traffic data is often noisy, irregular, and contains missing values. Hence, in the pre-

processing stage, the following two key techniques are employed to ensure high-quality
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data: Time-series anomaly filtering (TSAF) and Edge Noise Reduction (ENR) which

are explained below.

Time-Series Anomaly Filtering using LSTM Autoencoder

The first step of preprocessing involves detecting and correcting anomalies in time-
series network traffic data using a Long Short-Term Memory (LSTM) Autoencoder
which is employed to learn a compact representation of normal traffic patterns and
identify deviations as anomalies. The LSTM encoder [70] initially compresses the
sequential input traffic data X = {x1,z2,..., 27} into a latent representation, while
the decoder then reconstructs the input from this compressed encoding. The recon-
struction error between the original and reconstructed sequence is computed using

the Mean Squared Error (MSE) loss function as given by equation (4.1);

T
1 .
Lrgar = T Z l|zy — xtH2 (4.1)
=1

where, the actual traffic data is represented by z;, reconstructed value is repre-
sented by #; and the total number of time steps are denoted by 7. In this TSAF,
a predefined anomaly threshold ¢ is used to classify anomalous traffic points thereby
ensuring that outliers in network behaviour are effectively detected and corrections
are applied before further processing. The input traffic data after being corrected for

time series inconsistencies at this stage are represented as X'.

Edge Noise Reduction using Symlet Wavelet Transform

The accuracy of intrusion detection models would get degraded due to the environ-
mental factors and device fluctuations, causing the IoT network traffic data to be
affected by high-frequency noise, leading to false alarms, adversarial attacks, and
data corruption. To mitigate this, Symlet Wavelet Transform (SWT) is employed in
the second stage of pre-processing to effectively isolate noise from meaningful traffic
patterns by decomposing the signal into approximation and detail coefficients. The
wavelet decomposition applied on this given the traffic signal X’ is mathematically
represented by equation (4.2);

X' = A, + Dy, (4.2)

Here, Ay, signifies the approximation coefficients, capturing the low-frequency com-

ponents, and Dy, denotes the detail coefficients at level k, containing high-frequency
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noise components. A thresholding mechanism is applied to D to suppress irrelevant
fluctuations, ensuring that only the significant traffic features are retained for further
analysis. This process enhances the robustness of intrusion detection by providing
a cleaner and more reliable traffic data representation Xy as the input data for the

upcoming crucial processes.

4.3.2 Feature Selection using Sparrow Search Optimized Cap-
sNet

In the proposed intrusion detection system, feature selection is presented as a basis
for reducing computational overhead and enhancing the performance of the model.
For this, the proposed approach is integrated with Capsule Networks (CapsNet) for
hierarchical feature extraction [75] with Sparrow Search Optimization (SSO) for op-
timal feature selection. Here, the CapsNet effectively captures spatial relationships
between traffic patterns, while SSO ensures that only the most informative features

are retained thereby reducing the redundancy and improving classification accuracy.

Feature Extraction Using CapsNet

CapsNet is employed to extract hierarchical and spatially correlated traffic features
from the pre-processed network data X, ensuring that even a little smaller attack
patterns are effectively captured. In the Capsule layer, the number of traffic samples
are denoted by N and the feature dimensions are represented by d. The feature
vectors V; produced by this capsule layer, for an input feature matrix X; € RV*? s

mathematically represented by equation (4.3);
Vi = squash(W;; X + b;;) (4.3)

In this equation (4.3), the trainable transformation matrix is represented as W;;,
bias term is denoted by b;;, and squash(.) represents the nonlinear activation function
which ensures that the magnitude of V; lies between 0 and 1. This transformation
maintains the orientation based relationships between the traffic features by ensur-
ing that capsules encode spatial hierarchies. CapsNet, unlike CNNs, provides better
retention of both spatial location and contextual information which makes it accept-
able for learning and detecting sophisticated dependencies in network traffic. The

extracted feature vectors from CapsNet are given as inputs to the SSO module for
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the optimal feature selection.

Optimal Feature Selection using Sparrow Search Optimization

Since CapsNet produces an exhaustive set of features, it becomes vital to choose the
best subset of features F to improve model performance while addressing the risk of
overfitting. Sparrow Search Optimization uses sparrow seeking behaviour to perform
the feature selection optimization process [72]. The goal is to find those features
in F, that maintain strong classification capabilities alongside minimal redundant
information and overlap. The process of optimization unfolds through implementation

of fitness functions represented by equation (4.3);

J(F,) = Z %‘”’"(” (4.4)

Here, in this equation (4.3), the information gain of feature f; in distinguishing
attack patterns is represented as InfoGain(f;). The gains of information from fea-
tures directly affect the contribution strength to the classification operations. The
SSO controls the selection dynamics of features through an exploration-exploitation
process which allows leader sparrows to investigate candidate subsets while follower
sparrows make updated selections. A dynamic adjustment mechanism keeps only the
most important traffic characteristics denoted by Xy, while maintaining accurate
model performance and efficient computations. Hence, this approach significantly
improves the accuracy and computational efficiency of the intrusion detection model

thereby ensuring that only the most relevant traffic features are retained.

4.3.3 Intrusion Detection using Hybrid ViT - GraphSAGE
Model

Following the optimal feature selection using Sparrow Search Optimized CapsNet,
the resultant refined traffic feature dataset moves through a deep analysis for intru-
sion detection. For this, a Hybrid ViT-GraphSAGE Model is proposed in which the
ViT module distinguishes normal traffic patterns from potential attack behaviors by
modelling the overall network behavior, while GraphSAGE will be capturing the lo-
calized deviations to generate node embeddings based on network topology. Then,

this network traffic data is classified into Normal, DDoS and Spoofing attacks through
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a Multi-Layer Perceptron (MLP) classifier that receives the fused embeddings from

these two models as its input.

Vision Transformer for global traffic pattern recognition

The ViT recognizes the global network traffic patterns [71] by analysing spatial de-
pendencies in the selected subset of pre-processed feature space X,. This input traffic
matrix Xy, is partitioned into P; fixed-size patches and then according to equation

(4.5), it is transformed into learnable embeddings E; as given below;

E; = W,Pi+ E,. (4.5)

In equation (4.5), the learnable patch embedding matrix is represented as W, and
the positional encodings that retain sequential dependencies across network traffic
patches is denoted by E,.. Long-distance dependencies within the network structure
are detected by multi-head self-attention layers by processing these embeddings. The
ViT model develops capabilities to distinguish normal traffic from abnormal network
wide behaviors through its learning process while building an extensive representa-
tion of global attack behaviour. The main attack detection limitation of ViT requires
incorporating GraphSAGE to achieve better localized node-specific context under-

standing.

GraphSAGE for Local Node Interaction Aggregation

The ViT system recognizes universal network relationships but GraphSAGE chooses
to process [oT device interactions through neighborhood information processing steps.
Consider an IoT network graph G(V, E), where V represents the set of nodes or
devices and F denotes communication links. Here, the GraphSAGE aggregation
function iteratively updates the representation [41] of each node. The updated feature

embedding of node v at layer k + 1 is shown in equation (4.6);

hitt = o(Wy, - AGG ({h} |ue N(v)})) (4.6)

where, N (v) signifies the neighbouring nodes, and the function AGG(.) represents
the mean pooling function that aggregates data from the connected devices. Through
GraphSAGE, the proposed model efficiently identifies how DDoS attacks and spoof-

ing incidents are spread among neighboring nodes, by effectively capturing localized
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attack propagation patterns of nearby nodes. The classified intrusion output repre-
sented as X, is obtained from an MLP classifier which receives the unified feature
representation of ViT and GraphSAGE outputs. The combined method of ViT and
GraphSAGE enables creation of a systematic intrusion detection infrastructure that
integrates global traffic analysis from ViT with nearby network pattern detection

from GraphSAGE to substantially improve detection capability in SD-IoT.

4.3.4 Attack Mitigation using Multi-Agent DQL and Predic-
tive Mitigation

An effective mitigation strategy is indispensable to prevent further network compro-
mises. Hence, in the proposed SD-IoT model, succeeding the detection of malicious
activities using the Hybrid ViT-GraphSAGE model, a MA-DQL is employed for de-
centralized, real-time decision-making. Here, the autonomous SDN controller agent
enables localized mitigation actions such as traffic rerouting, isolation of malicious
nodes, and adaptive filtering of identified anomalous traffic. As the real-time miti-
gation alone is inadequate for sophisticated and evolving cyber threats in SD-IoT, a
Temporal Convolutional Network (TCN) based predictive mitigation mechanism is
also integrated, which forecasts the progression of detected attacks and pre-emptively
applies countermeasures. This combined processing of reactive (real-time) and proac-
tive (predictive) mitigation ensures that the impact of attack is minimized and the

network integrity is preserved.

Multi-Agent DQL for Localized Mitigation

In the Multi-Agent Deep Q-Learning framework, each SDN controller is represented
as an independent reinforcement learning agent, which adapts its security policies
dynamically based on network conditions. The system state is represented as s which
denotes the current network status, for example, detected threats, traffic anomalies,
etc. Based on this status, the agent selects an action a to maximize a cumulative
reward r,. The governing decision-making process is regulated by the Q-value function

which is shown in equation (4.7);

Q(s,a) =r,+ pmaxQ(s',a’) (4.7)

where, the next network state and the optimal future action are represented by s’
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and o' respectively. The discount factor balancing the immediate and future rewards
is denoted by pu.

The optimal attack mitigation policies are learnt by each SDN agent through
continuous interaction with the network environment and a distributed attack con-
tainment is enabled with the incorporation of the multi-agent architecture, which

together prevent the single-point failures and reduce response latency.

Predictive mitigation using temporal convolutional network

A TCN is applied to further enhance the mitigation process by predicting the future
attack states for proactive intervention before security breaches intensify. With a
sequence of past attack indicators X, such as traffic anomalies and node compromise
rates, the TCN model learns to estimate the probability of future attack occurrences
P(Y,), conditioned on the observed historical patterns. This is shown in equation
(4.8);

P(Ya|Xa—1, Xa—2, .., Xo) = fren(Xa) (4.8)

where, frony represents the dilated causal convolutional function of the TCN
model, that captures long-term dependencies in traffic behaviour. In this process,
the parallel processing of temporal data is achieved by TCN, unlike traditional re-
current models thereby ensuring efficient learning of complex attack orders. Once
an attack is predicted, this combination of MA-DQL and TCN in the proposed ap-
proach triggers preventive mitigation actions, such as adaptive firewall rule updates

or dynamic resource reallocation in order to minimize damage.

4.3.5 Federated Learning-Based Collaborative Intrusion De-

tection

For a strong and effective intrusion detection model that continuously adapts to
the evolving cyber threats, succeeding the attacks mitigation stage is very much
essential. Hence, to achieve this, a Federated Learning framework is integrated into
this proposed approach ensuring collaborative model training across distributed edge
nodes, which also preserves data privacy, integrity, and confidentiality. The edge
nodes locally train the intrusion detection model using the attack detection data.
Instead of raw network traffic data, the central SDN controller will receive only model

parameters. Finally, the SDN controller uses the Federated Averaging (FedAvg)
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algorithm [77] to aggregate model update from all edge nodes to have a globally
optimized intrusion detection model which is mathematically expressed in equation
(4.9);

- w
7
MGlobal = W

i=1

M; (4.9)

In this equation (4.9), the weight of each local model is represented as M;, and
the total weight sum across all edge nodes is denoted by W. Then, the updated
global model is redistributed to the edge nodes which now are able to detect future
intrusions without the need of data sharing over the centralization. The collaborative
learning aspect of this scheme further ensures that the intrusion detection framework

is scalable, decentralized, and the data is confidential.

4.3.6 Transformer-Based Automated Attack Reporting Sys-

tem

For future improvements in security, it is necessary to detect attacks, remedy them
where possible, and also to observe during and after the attack for which the hap-
penings occur, a structured reporting mechanism is essential for forensic analysis.
In order to do this, a Flan-T5 Transformer [73] based Automated Attack Reporting
System is deployed to aggregate detected attacks and score their impact, actionable
conditions, and mitigation action performed. The transformer-based system is given
an input dataset D; containing traffic logs, attack classification, and security response
details and makes a comprehensive textual report Rr based on this input dataset as

shown in equation (4.10);

Ry = frs(D;) (4.10)

The fine-tuned Flan-T5 model is represented as frs, which has been trained for
automated cybersecurity documentation. Reports generated by the system provide
necessary details about the attack types including DDoS and spoofing attacks along
with compromised devices and affected network segments as well as applied mitigation
steps. The gathered reports get processed within an SDN forensic database that
supports post-mitigation investigation in addition to regulatory compliance needs and
security audits. The proposed procedure with automated attack reporting enables a

proactive data-driven intrusion response which supports constant security updates in
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Software Defined IoT systems.

4.4 Implementation and performance analysis

This section contains information about the dataset together with system specifica-
tions and implementation tools for this work. The section also presents performance
evaluation results of the proposed method, while showing its effectiveness through
complete comparison analysis. Some sample output (report) details of this model

experiment are shown in Appendix.

4.4.1 Dataset Description and Tools Used

The proposed model is studied using two datasets, the SD-IoT Intrusion Detection
Dataset [74] and the CSE-CIC-IDS2018 dataset [76]. SD-IoT dataset serves a purpose
as a dedicated intrusion detection solution for software-defined IoT environments by
providing normal and attack instance labels for network traffic data. Security models
aimed at dynamic IoT environments need to be evaluated by using this dataset be-
cause it contains different attack types such as Distributed Denial-of-Service (DDoS),
port scanning and botnet activities. CSE-CIC-IDS2018 dataset contains two cat-
egories of incoming traffic which are Benign and Malicious and supports detection
of multiple attack types including DDoS, Botnet, Brute Force attacks and Infiltra-
tion attacks. These datasets contain numerous network flow features which include
packet length along with flow duration and protocol-based attributes that help de-
tect anomalous patterns. We used a three-way split into training, validation, and test
sets. With a split ratio 60/20/20, where 60% is used for training, 20% for validation,
and 20% for testing, which facilitates model learning, hyperparameter tuning, and
unbiased performance evaluation respectively

Python provided the platform for implementing the proposed security framework
of SD-IoT networks. PyTorch and TensorFlow were used to perform evaluations and
training of the ViT-GraphSAGE intrusion detection model as well as the MA-DQL
based attack mitigation system. The graph-based network analysis required Net-
workX while and Scikit-learn along with NumPy were utilized to pre-process the data
and extract features from it. The Flan-T5 Transformer-based Automated Attack Re-
porting System operated through implementation of the Hugging Face Transformers

library to create real-time forensic reports.
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4.4.2 Performance Results Evaluation and Discussion

The pie chart in figure 4.2 presents the distribution of data traffic labels so as to

observe Benign and Bot flow percentages. This analysis shows that 72.7% of observed

traffic belongs to the Benign category whereas Bot traffic makes up 27.3%.

Benign

Figure 4.2: Label distribution
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Figure 4.3: Scatter plot of flow duration vs. total forward packets

Figure 4.3 shows the scatter plot for the network traffic data. The Flow Duration

relates to Total Forward Packets in the scatter plot. Most network flows concentrate

near short Flow Duration values according to the data distribution patterns. A

few anomalous observations show extended time-span lasting with elevated forward
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packet transmission which denote extensive botnet operations or distributed assault

activities.
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Figure 4.4: Box plot of total backward packets vs total forward packet length

The graphical representation given in Figure 4.4 shows how total backward packets
and total forward packet length are distributed among different cases, which are com-
monly used in network traffic analysis, particularly in intrusion detection, anomaly
detection, and network forensics. They describe packet flow characteristics between
two communicating entities. Various departing packets from the network possess un-
usually large sizes according to the total forward packet length data which displays
multiple outliers throughout the plot. Uncommon or unwanted network activities
including data exfiltration attempts and significant network scanning actions can be
detected through this deviation.

The correlation matrix presented in Figure 4.5 shows the visualization of interac-
tion relationships between numerous network flow features contained in the dataset.
The intensity of colour spectrum runs from deep blue for negative correlations through
deep red for positive correlations to display the levels of feature association. The
diagonal features demonstrate perfect correlation through self-comparison while dis-
playing a value of 1. The data transmission patterns reveal the indirect dependencies
between network attributes because their total forward packets and total forward
bytes show strong positive correlations. Features that display negative correlation
relationships show that their values maintain an inverse pattern when one variable

goes up another decreases.
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Figure 4.5: Correlation matrix

From Figure 4.6, it is understood that through the application of Hybrid ViT-
GraphSAGE the system reached 98.06% accuracy with successful detection of SD-IoT
network intrusions. The model exhibits high precision of 98.28% and recall value of
99.75% thus establishing its capability to accurately detect both normal and attack
traffic while generating few false alarm alerts. The detection capability demonstrated

by the F-measure score of 99.01% indicates its robustness against new attack patterns
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because it shows balanced detection performance. The research proves the combined
use of ViT and GraphSAGE networks which combine global traffic analysis from ViT
with local node relationship analysis from GraphSAGE to boost intrusion detection

performance.
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Figure 4.6: Performance metrics of Hybrid ViT-GraphSAGE model

Figure 4.7 shows that the Federated Learning method for the proposed collabora-
tive intrusion detection systems achieved an accuracy level of 97.27%. Also, this FL
model used in the proposed collaborative intrusion detection framework shows a high
precision of 97.56% and a recall of 99.64% to detect intrusions without endangering
data privacy between multiple edge nodes. Evaluation through the F-measure indi-
cated the model performed with 98.59% reliability for network traffic classification.
Through this FL, the devices operating in the SD-IoT space can work together to
build collaborative intrusion detection models utilizing privacy-protected data with-

out the need to concentrate sensitive information.
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Figure 4.7: Performance metrics of Federated Learning-based collaborative intrusion

detection

Figure 4.8, shows that the Hybrid ViT-GraphSAGE model achieved superior ac-
curacy as well as precision results compared to Federated Learning-based approach
indicating that centralized data training delivers better feature learning capabilities.
The detection of malicious activities reaches higher recall scores in both methods in-
dicating strong abilities to detect dangerous activities while reducing false negative
outcomes. The diminished accuracy rate compared to the Hybrid ViT-GraphSAGE
stands logical since both models use differing approaches in distributed network en-
vironments of federated learning. FL establishes an anonymous training environment
for intrusion detection models that enables distributed devices to collaborate via
data protection features without needing centralized storage of sensitive information.
The implemented framework which merges ViT-GraphSAGE detection alongside dis-
tributed training through FL demonstrates its ability to deliver dependable security

measures for SD-IoT systems.
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Performance Metrics Comparison for Model
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Figure 4.9: Performance Comparison on CSE-CIC-IDS2018 and SD-IoT Datasets

In figure 4.9, the performance comparison results of the proposed work and other
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state of the arts methods such as Hybrid CNN-LSTM, Transformer based IDS, and
GNN have been provided. These findings show that ViT-GraphSAGE performs better
than other methodologies using both datasets through improved detection capabili-
ties for intrusion methods. The intrusion detection capabilities of ViT-GraphSAGE
surpass those of CNN-LSTM hybrid and transformer-based IDS models because the
model detects minor and major attack patterns with superior performance metrics of
F1l-score and Recall. Implementation results with the SD-IoT dataset show that this
solution works well with changing conditions in IoT systems and therefore is suitable
for actual cybersecurity deployments. The incorporation of Flan-T5 Transformer and
Deep Q-Learning approaches inside the model enhances effective decision-making dur-
ing the analysis of sophisticated attack patterns. GNN achieved competitive results
specifically in the CSE-CIC-IDS2018 experiments while ViT-GraphSAGE provided
marginally better outcomes in the SD-IoT experiments. The integration of ViT with
graph-based models shows higher accuracy because it contributes added functionality

for recognizing both spatial and temporal patterns.

4.5 Conclusions

In this chapter, we proposed a comprehensive security framework for SD-IoT networks
combining a hybrid ViT-GraphSAGE intrusion detection model, a Multi-Agent Deep
Q-Learning (DQL)-based attack mitigation strategy and an automated threat re-
porting system using Flan-T5 Transformer. By using ViT-GraphSAGE, both global
traffic patterns and local node interactions were captured, which improved the de-
tection accuracy of 98.06%. The multi-agent DQL effectively rerouted the traffic in
real-time and proactively mitigated attacks, thereby finally reducing the impact of
intrusions. The Flan-T5 Transformer could provide automated and detailed forensic
reports on detected threats, and improved the response and decision making. To
improve scalability and privacy, this proposed model employed FL, so as to train the
model across distributed edge nodes without collecting data in the centralized node

with an accuracy of 97.27%.
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Chapter 5

Discussion, Analysis and

Comparisons

In this chapter, we will discuss the importance of features that offers a great informa-
tive data to our models. In addition, we will discuss the potential limitations of the
proposed models in Section 5.2. Finally, we conclude this chapter with some analysis

and comparisons in Section 5.3.

5.1 A discussion on features importance

In this implementation study, the network traffic features including flow duration
and total forward and backward packets together with packet length statistics and
entropy-based characteristics functioned as main indicators to differentiate malicious
from benign traffic. Flow duration serves as a crucial element to differentiate between
transient malicious connections because malignant traffic normally shows extended
or unexpectedly short period lengths. The identification of potential botnet and
DoS attacks depends on analyzing asymmetrical communication patterns using total
forward and backward packet counts. The analysis of mean and maximum packet
lengths gave analysts information about typical flow patterns to identify evasive be-
havior caused by attackers who use fragmented or oversized packets. In order to
learn complex patterns and hierarchical relationships within the dataset, these fea-
tures were used by the ViT-GraphSAGE model, combined with Flan-T5 Transformer
and Deep Q-Learning. Specifically, the packet-based statistical attributes together

with entropy-based attributes allowed detection of anomalous behavior while they
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provided enhanced detection ability for sophisticated attacks by monitoring packet

distribution patterns.

5.2 Potential Limitation of the Proposed Models

A key feature of the proposed secure and intelligent intrusion detection system shows
competent performance for detecting SD-IoT cyber threats but it does possess known
restrictions to note. Its performance depends strongly on the quality of input training
data because insufficient attack variations may cause both overfitting and underper-
formance in operational networks. The effective spatial-temporal relationship extrac-
tion of ViT-GraphSAGE presents scalability issues for IoT environments that have
resource limitations. The performance of this model could suffer degradation from ad-
versarial attacks which include both evasion and poisoning tactics so robust defensive
systems must be developed to protect against these threats. Real-time deployment
needs optimized inference time for graph-based computations because these computa-
tions cause latency essential for maintaining detection accuracy. These limitations are
to be addressed in a future work that incorporates adaptive learning techniques with
lightweight model compression along with adversarial combative strategies thereby

enhancing the overall resilience and efficiency of the proposed system.

5.3 Comparison Analysis Using Additional Dataset

In this section, we are adding an additional dataset to our experiments presented in
Chapter 3. Expanding the experimentation to include other intrusion datasets would
strengthen the claim of robustness across diverse network environments. For this,
we have chosen a comprehensive realistic cyber security dataset called (Edge-IloTset
Cyber Security Dataset of IoT and IIoT) available online to the research commu-
nity [74]. Specifically, the dataset organized into multiple layers, including Cloud
Computing Layer, Network Functions Virtualization Layer, Fog Computing Layer,
Software-Defined Networking Layer, and Edge Computing Layer. In this dataset,
cyber attacks are categorized into five threats, including DoS/DDoS attacks, Infor-

mation gathering, Man in the middle attacks, Injection attacks, and Malware attacks.
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Table 5.1: COMPARATIVE ANALYSIS WITH 70% TRAINING DATA - Edge-
[IoTset DATASET

Metrics/Method | GRU[24] CNNJ[25] SVM][26] LSTM][27] Proposed
Accuracy 0.934521  0.961235 0.97932 0.91743 0.999249
Precision 0.912314  0.948256  0.973264 0.883562 0.998184
Sensitivity 0.911233  0.949372  0.974142 0.883367 0.998674
Specificity 0.961522  0.979283  0.991812 0.953689 0.999851

F-Measure 0.911233  0.948256  0.973264 0.883367 0.998674
MCC 0.876395  0.926845  0.968525 0.823129 0.9980531
NPV 0.961522  0.979283  0.991812 0.953689 0.999612
FPR 0.038478  0.020717  0.008188 0.046311 0.000149
FNR 0.088767  0.050628  0.025858 0.116633 0.001326

The performance of several machine learning models (GRU, CNN, SVM, LSTM,
and the proposed approach) utilizing 70% of the training data is compared in Table
5.1. The findings demonstrate that the suggested approach performs noticeably better
than the alternative models on every criterion. In particular, the suggested approach
attains the highest sensitivity (0.998674), specificity (0.999851), accuracy (0.999249),
precision (0.998184), F-measure (0.998674), MCC (0.998053), and NPV (0.999612). It
also performs better in identifying and reducing false positives and false negatives, as
seen by its lowest FPR (0.000149) and FNR (0.001326). The success of the suggested
approach in feature selection and detection tasks is demonstrated by the lower values
across these metrics displayed by the other models (such as GRU, CNN, SVM, and
LSTM) in comparison.
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Table 5.2: COMPARATIVE ANALYSIS WITH 80% TRAINING DATA - Edge-
[IoTset DATASET

Metrics/Method | GRU [24] CNN [25] SVM [26] LSTM [27] Proposed
Accuracy 0.951742 0.976542 0.986137 0.923076 0.999876
Precision 0.927843 0.961842 0.977922 0.881283 0.99954
Sensitivity 0.927843 0.961842 0.977922 0.881283 0.999462
Specificity 0.955874 0.974563 0.986522 0.93824 0.999953
F-Measure 0.927843 0.961842 0.977922 0.881283 0.999462

MCC 0.89942 0.94156 0.97054 0.830523 0.999845
NPV 0.955874 0.974563 0.986522 0.93824 0.99997
FPR 0.044126 0.025437 0.013478 0.06176 4.70E-05
FNR 0.072157 0.038158 0.022078 0.118717 0.000538

Table 5.2 compares the various models (GRU, CNN, SVM, LSTM, and the pro-
posed approach) utilizing 80% of dataset training data. In every metric, the suggested
approach outperforms all other models, exhibiting remarkable performance. Accu-
racy (0.999876), precision (0.99954), sensitivity (0.999462), specificity (0.999953),
F-measure (0.999462), MCC (0.999845), and NPV (0.99997) are all at their high-
est scores. Furthermore, the suggested approach has the lowest FPR (4.70E-05) and
FNR (0.000538), suggesting a low number of false positives and false negatives. When
compared to other models like GRU, CNN, SVM, and LSTM, the suggested method
consistently performs better in detecting and classifying instances while retaining a

high degree of efficiency and reliability in its predictions.

5.4 Training Time and Inference Time Analysis

Across two datasets, Table 5.3 contrasts the training and inference times of several
machine learning models (GRU, CNN, SVM, LSTM, and the proposed approach).
The proposed approach consistently shows the quickest training and inference times
for both datasets. The proposed method’s training duration in Dataset 1 is 150
seconds, which is noticeably faster than that of the other models, LSTM’s was the
longest at 900 seconds. In a similar vein, the suggested method’s inference time per

sample is the shortest at 0.01 seconds when contrasted with other models such as CNN
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and LSTM, which need 0.05 and 0.1 seconds, respectively. With a training time of
400 seconds and an inference time of 0.015 seconds, the suggested approach continues
to perform better than the others for Dataset 2. This suggests that the suggested

approach provides an effective way to train the model and provide predictions in real

time.
Table 5.3: Analysis of Training Time and Inference Time
Dataset Metrics GRU [24] CNN [25] SVM [26] LSTM [27] Proposed
SDN Intrusion Detection Training Time (seconds) 180 600 300 900 150
Inference Time (seconds per sample) 0.02 0.05 0.03 0.1 0.01
Edge-TloTset Training Time (seconds) 250 900 600 1200 400
Inference Time (seconds per sample) 0.03 0.05 0.05 0.12 0.015
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Chapter 6
Conclusions and Future Work

In this dissertation, we went through the journey of exploring and applying the ca-
pabilities of artificial intelligence and central management of SDN into a dynamic,
effective, and secure SDN and SD-IoT environment. We began by describing SDN, its
advantages over traditional networks, and how it is implemented with the Openflow
protocol. Also, we discussed SDN vulnerabilities and security. Since SDN have rev-
olutionized network management by decoupling control and data planes, providing
dynamic and programmable network infrastructure. However, with this flexibility
comes the challenge of securing SDNs against cyber threats.

Conventional security measures often struggle to adapt to the evolving landscape
of cyber attacks in SDN environments. The rapid growth of SDNs has necessitated the
development of sophisticated and adaptive security mechanisms. Traditional meth-
ods, such as signature-based detection and rule-based mitigation, are often insufficient
to counter the diversity and complexity of modern cyber attacks. There is a need for
intelligent and automated approaches that can effectively detect and mitigate attacks
in SDNs.

The main motivation of this work is to enhance the detection and mitigation of
cyber attacks in SDNs by leveraging advanced technologies, specifically deep learning
and reinforcement learning. The proposed approach involves a comprehensive frame-
work that integrates data preprocessing, feature extraction, and two distinct phases
of machine learning — deep learning for attack detection and reinforcement learning
for dynamic attack mitigation. In addition, by using ViT-GraphSAGE, both global
traffic patterns and local node interactions were captured, which improved the de-
tection accuracy. The multi-agent DQL effectively rerouted the traffic in real-time

and proactively mitigated attacks, thereby finally reducing the impact of intrusions.
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The Flan-T5 Transformer provided an automated and detailed forensic reports on
detected threats, and improved the response and decision making. To improve scal-
ability and privacy, this proposed model employed Federated Learning FL, so as to
train the model across distributed edge nodes without collecting data in the central-
ized node with an accuracy. Overall, this dissertation addressed the challenges of
high false positive rate, adapted to evolving attacks, thereby being suitable to be a
robust and scalable solution for SD-IoT environments.

As we come to the conclusion of this work, we suggest some extension of the work
to improve the system model performance and efficiency. Apply ensemble learning
methods to combine multiple AT models. This approach can mitigate the limitations
of individual models and improve the overall resilience of the system in order to make
the security of the network tighter to resist the constantly changing cyber threats.
Future work should also expand the experiments to include other intrusion datasets to
develop models that are more generalizable, robust, and capable of handling diverse

scenarios.
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Appendix

Figures 1, and 2 show a sample output while the Multi-Agent DQL preforming attack
mitigation and predictive mitigation using Temporal Convolutional Network (TCN).
The multi-agent DQL effectively rerouted the traffic in real-time and proactively
mitigated attacks, thereby finally reducing the impact of intrusions.

Figures 3, and 4 show a sample output of model training. Such as; feature ex-
traction using CapsNet and Hybrid ViT-GraphSAGE model training for Intrusion
Detection.

In Figure 5, we see Federated Learning-Based Collaborative Intrusion Detection,
and automated attack reporting system, which provide automated and detailed foren-

sic reports on detected threats, and improved response and decision-making.
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Figure 1: Multi-Agent DQL Preforming Attack Mitigation Actions
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Training TCN for predictive mitigation...
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Figure 2: Predictive Mitigation using Temporal Convolutional Network (TCN)
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389ms/step — accuracy: 0.0556 - loss: 812929.5625 - val_accuracy: 0.0000e+00 - val_loss: 591363.8750
0 88ms/step — accuracy: 0.0556 — loss: 559122.2500 - val_accuracy: 0.0000e+00 - val_loss: 325680.5625
e 99ms/step — accuracy: 0.0556 — loss: 307482.9688 - val_accuracy: 0.0000e+00 - val_loss: 64337.9141
10 87ms/step — accuracy: 0.0556 - loss: 61219.9531 - val_accuracy: 1.0000 - val_loss: 0.0000e+00
o 138ms/step - accuracy: 0.9444 - loss: 5120.6807 - val_accuracy: 1.0000 - val_loss: 0.0000e+00
71 93ms/step — accuracy: 0.9444 - loss: 10748.3418 - val_accuracy: 1.0000 - val_loss: 0.0000e+00
810 96ms/step — accuracy: 0.9444 - loss: 13558.6562 — val_accuracy: 1.0000 - val_loss: 0.0000e+00
o0 137ms/step - accuracy: 0.9444 - loss: 15887.6631 — val_accuracy: 1.0000 - val_loss: 0.0000e+00
10/10

e @s 152ms/step - accuracy: 0.9444 - loss: 17808.7871 - val_accuracy: 1.0000 - val_loss: 0.0000e+00
CapsNet trained successfully on selected features.
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Figure 3: Model Training - Feature Extraction using CapsNet
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Figure 4: Hybrid ViT-GraphSAGE Model Training for Intrusion Detection
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