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ABSTRACT

This dissertation presents advancements in privacy-preserving protocols, focusing on two
research areas: policy-based sanitizable signature schemes and fair exchange mechanisms.

Sanitizable signature schemes allow designated parties to modify or sanitize signed mes-
sages while preserving the message’s authenticity. We present the Unlinkable Policy-Based
Sanitizable Signature (UP3S) scheme, which addresses a significant deficiency in existing
policy-based sanitizable signature schemes, the lack of unlinkability. A crucial security
property, particularly in privacy-sensitive applications, unlinkability guarantees that dis-
tinct sanitized versions of a given message cannot be linked to the original message or to
each other, even across multiple sanitization operations.

Building upon UP3S, we investigate extending its capabilities to support fine-grained
control over message modifications. This involves enabling multiple modification policies
for a single message and facilitating the delegation of sanitization rights. To this end, we
propose the Traceable Policy-Based Signature (TPBS) scheme, which forms the basis for
the Extended Policy-Based Sanitizable Signature (EP3S). EP3S offers a flexible and se-
cure framework for policy-based sanitizable signatures, incorporating enhanced control over
message modifications and sanitization-rights delegation.

In the area of fair exchange mechanisms, our contributions focus on privacy-preserving
exchanges of both digital and physical assets. We introduce V2VFX, a privacy-preserving
framework for the fair exchange of physical assets, specifically in vehicle-to-vehicle energy
trading.

Together, these contributions advance the state of privacy-preserving protocols by ad-

dressing key limitations in existing schemes and extending their applicability.
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Chapter 1

Introduction and Motivation

In an era of increasing privacy concerns, the demand for effective privacy-preserving tech-
nologies has become essential. Two particularly active areas of research within this domain
are privacy-preserving digital signature schemes and private fair exchange mechanisms.

Digital signatures have long been a fundamental component of secure communica-
tion and transactional systems, ensuring the authenticity and integrity of digital documents.
However, traditional digital signature schemes often fall short when it comes to protecting
the signer’s identity, ensuring the privacy of the signed content, and providing efficient,
flexible control over the use and modification of signed messages.

To address these shortcomings, privacy-preserving signature schemes have emerged
as a promising solution. These cryptographic protocols are designed to authenticate digital
messages while protecting aspects of privacy, such as the signer’s identity and/or message
content. Examples include sanitizable signatures [9], ring signatures [85], group signa-
tures [13], and blind signatures [40]. Each of these schemes offers distinct privacy features,
but they still face scalability, flexibility, and accountability challenges.

Sanitizable Signature Schemes (3S) were introduced to protect the privacy of signed



content by enabling selective information disclosure to authorized parties while preserving
the privacy of other message components [9]. These schemes are particularly valuable in
contexts governed by the security principle of need-to-know, such as healthcare and data
management. For example, in electronic health records, a signed patient record might con-
tain Personally Identifiable Information (PII), diagnosis, and treatment plan. While the ac-
counting department may require access to some PII and the treatment plan for billing, they
should not have access to the diagnosis. Conversely, the research department might need
the diagnosis and treatment plan but not the patient’s PII. 3S facilitates this selective dis-
closure of patient records while maintaining their authenticity. In 3S, a semi-trusted entity,
the sanitizer, is authorized to modify specific parts of a signed message without invalidating
the original signature. However, traditional 3S schemes often lack fine-grained control over
sanitization rights, do not support delegation of these rights, and do not provide control over
the content of modified parts.

Policy-Based Sanitizable Signature Schemes (PB3S) [89] were introduced as a nat-
ural extension of 3S schemes to address some of these limitations. PB3S schemes enable
signers to assign sanitization rights to any entity that complies with a predefined access
policy, providing more granular control over sanitization rights. Unlike traditional 3S
schemes, PB3S schemes do not require sanitizers to be known by the signer in advance, sig-
nificantly enhancing their flexibility. However, existing PB3S schemes, such as P3S [89],
suffer from several significant drawbacks, including the lack of unlinkability, which guar-
antees that distinct sanitized versions of a given message cannot be linked to the original
message, suboptimal efficiency, and scalability challenges when accommodating multiple
sanitizers.

Another extension of 3S schemes is the Extended Sanitizable Signature Scheme (E3S),



which provides signers with the ability to restrict the sanitizer’s choice of modifications [65].
E3S introduces several enhancements to 3S, such as limiting the possible modification of
a designated part of the message to a predefined set of changes, forcing the same modifi-
cations on different designated parts of the message, limiting the number of alterations of
designated parts, and restricting the number of versions a sanitizer can produce from an
original signed message. However, all proposed E3S schemes are defined in a single san-
itizer setting and require interaction between the signer and the sanitizer before signature
generation, and sometimes require that the sanitizer remains online during this phase.
Another active area of research within the domain of effective privacy-preserving tech-
nologies is privacy-preserving fair exchange protocols. In a fair exchange protocol, two
parties aim to exchange assets such that, at the end of the protocol, either both parties
successfully obtain the counterpart’s asset or neither party does. Fair exchange protocols
fundamentally address the simultaneity problem [54], which traditionally necessitates the
involvement of an external trusted third party (TTP). However, reliance on a TTP intro-
duces major challenges, particularly from a privacy perspective: first, establishing a fully
trustworthy relationship with the TTP can be difficult; and second, even a benign TTP may
inadvertently compromise sensitive information about the parties, their assets, or the nature
of the transaction. As privacy becomes increasingly critical, there is a growing demand for
fair exchange protocols that minimize or eliminate trust in external entities while rigorously

preserving the privacy of both participants and transaction details.



1.1 Problem Statement and Motivation

The existing literature on Policy-Based Sanitizable Signature (PB3S) schemes and the
privacy-preserving fair exchange protocols reveals several limitations that hinder their ef-
fectiveness and efficiency.

The only current proposal for Policy-Based Sanitizable Signature schemes, P3S [89],
suffers from significant drawbacks. Firstly, P3S allows linking sanitized signatures to the
same original message, posing a security risk by potentially enabling the inference of com-
bined knowledge about the original message. Additionally, P3S requires re-executing the
setup algorithm for each new message, resulting in suboptimal efficiency. To maintain trans-
parency, where distinguishing between freshly signed and sanitized messages is infeasible,
the signature size grows linearly with the number of sanitizers, which negatively affects
scalability.

Moreover, P3S uses restrictive modification policies that only specify which parts of the
message authorized sanitizers can modify, without allowing the signer to control the content
of modifications. It also lacks the capability for signers to define multiple modification
policies for the same message and does not support the delegation of sanitization rights to
other sanitizers with additional restrictions.

The current Policy-Based Signature (PBS) scheme [12] could potentially address some
of these limitations if it were incorporated as the main building block in a PB3S scheme by
providing anonymity for the sanitizer. The current and only proposed PBS protocol [12]
lacks traceability and is vulnerable to key misuse. Specifically, signers can deny responsi-
bility for a signed message, and policy key holders may share their keys with unauthorized

individuals, allowing them to sign messages under the issuer’s name without accountability.



These limitations present significant challenges for designing policy-based privacy-preserving

sanitizable signature schemes, affecting their integrity, privacy, scalability, and accountabil-
ity. Addressing these challenges is essential for ensuring robust privacy, efficient operation,
and accountability in digital signature schemes.

On the other hand, the privacy-preserving fair exchange presents its own challenges,
particularly in maintaining fairness, privacy, and integrity without relying on trusted third
parties. However, blockchain technology offers a potential solution to replace TTP. Existing
blockchain-based protocols often address only specific privacy aspects, such as transaction
amount or identity, while neglecting others like offer, location, and contractual terms. Fur-
thermore, many solutions rely on off-chain trusted third parties (TTPs) for critical opera-
tions, introducing single points of failure and trust dependencies that undermine decentral-
ization. Alternatively, approaches based on consortium blockchains introduce substantial
deployment overheads and limit scalability. Even among these, many lack a robust fair ex-
change mechanism that prevents premature transaction abortion, exposing both buyers and
sellers to potential losses. Finally, a common deficiency is the absence of formal security
proofs, which are crucial for establishing confidence in these solutions.

Motivation Given the limitations of existing PB3S schemes and the challenges of fair
exchange, there is an urgent need for advanced privacy-preserving protocols that address

these shortcomings. Specifically, there is a need for:

* Policy-Based Sanitizable Signature Schemes that provide unlinkability, fine-grained
control over modifications, support for multiple modification policies, and the ability
to delegate sanitization rights, while also ensuring accountability for both signers and

key holders.

* Privacy-Preserving and Fair Trading Protocols that facilitate secure, verifiable,



and fair exchanges of digital or physical assets, without compromising privacy or

efficiency, and without relying on trusted third parties.

1.2 Research Objectives

The objective of this research is to develop advanced privacy-preserving protocols that ad-
dress the limitations of existing schemes. The research is divided into two main areas:
policy-based sanitizable signature schemes and privacy-preserving fair exchange mech-

anisms. Specifically, the research aims to:

* Enhance Policy-Based Sanitizable Signature Schemes by introducing unlinkabil-
ity, fine-grained control over message modifications, support for multiple modifica-
tion policies, and enabling delegation of sanitization rights, thereby providing greater
flexibility, privacy, and accountability in applications such as healthcare and digital

identity management. In this regard:

— We introduce UP3S, a policy-based sanitizable signature scheme that achieves
unlinkability, does not require new secrets to be shared with future sanitizers
before sanitizing each message, and maintains a fixed signature size for a given
sanitization policy.

— We propose TPBS, a Traceable Policy-Based Signature scheme that ensures
traceability and prevents key misuse while maintaining signer anonymity. TPBS

serves as the foundation for developing up next research contribution EP3S.

— We propose Extended Policy-Based Sanitizable Signature (EP3S). EP3S ex-
pands the signer’s control over modification policies while maintaining unlink-

ability. EP3S allows signers to control not only who can sanitize specific parts



of a message but also what modifications are permitted. Furthermore, EP3S en-
ables the definition of multiple modification policies for the same message and
allows authorized sanitizers to delegate their sanitization rights with additional

restrictions.

* Advancing Privacy-Preserving and Fair Trading Protocols where we introduce
V2VFX, a protocol for the fair exchange of physical assets, focusing on vehicle-to-
vehicle energy trading. V2VFx ensures that energy transactions are conducted with

privacy, fairness, and integrity in a decentralized manner.

Both contributions of this dissertation, enhancing policy-based sanitizable signature
schemes and advancing privacy-preserving fair exchange protocols, are driven by a com-
mon overarching objective: strengthening privacy-preserving mechanisms in decentralized,
trust-minimized environments. While they address different facets of privacy protection,
they are unified by a shared vision of enhancing users’ ability to control sensitive informa-
tion and interactions without relying on trusted third parties.

Specifically, the enhancements to policy-based sanitizable signatures (UP3S, TPBS, and
EP3S) focus on giving signers fine-grained, unlinkable control over how their signed mes-
sages can be modified and by whom, ensuring privacy, accountability, and flexibility even
after signature issuance. In parallel, the development of the V2VFx protocol addresses the
challenge of conducting fair asset exchanges while preserving transaction privacy and min-
imizing trust assumptions. Both lines of work are synergistic: strong, flexible signature
mechanisms like UP3S and EP3S are critical building blocks for enabling decentralized,
privacy-preserving exchange frameworks like V2VFx. Together, they form a comprehen-
sive advancement of privacy-preserving protocols that can support a wide range of emerg-

ing applications in secure communications, digital identity management, and decentralized



marketplaces.

Looking ahead, future work can further investigate the integration of advanced policy-
based sanitizable signature schemes within decentralized fair exchange systems, leverag-
ing the fine-grained control and unlinkability properties to enable more adaptive, privacy-

respecting transaction frameworks.

1.3 Organization of the Thesis

The remainder of this proposal is organized as follows. Chapter 2 provides the literature
background and the previous work for the privacy-preserving protocols proposed in this
thesis. Chapter 3 provides key cryptographic building blocks that are used as the founda-
tion of various proposed protocols of this thesis. Chapter 4 provides the proposal for an
Unlinkable Policy-Based Signature Scheme (UP3S) [5]. Chapter 5 provides the proposal
for a Traceable Policy-Based Signature scheme [4]. Chapter 6 provides the proposal for an
Extended Policy-Based Sanitizable Signatures scheme [6]. Chapter 7 provides the proposal
for a Privacy-Preserving Fair Exchange Framework for Vehicle-to-Vehicle Energy Trading

(V2VFx).



Chapter 2

Background

This chapter provides the necessary background on sanitizable signature schemes (3S) and
their fundamental security properties, including unforgeability, immutability, privacy, ac-
countability, and transparency. It then presents a review of the literature on Policy-Based
Sanitizable Signature Schemes (PB3S), Policy-Based Signatures (PBS), and Extended San-
itizable Signature Schemes (E3S). Finally, the chapter provides the concept of fair exchange

with a particular emphasis on its role in ensuring both fairness and privacy.

2.1 Sanitizable Signature Schemes

Sanitizable signature schemes (3S) allow the signer of a message to designate a semi-trusted
entity called the sanitizer to alter a signed message in a controlled way, and yet the origi-
nal signature of the message is verified successfully [9]. The original signer of the message
controls the modification process by defining which blocks of the message are allowed to be
modified. Sanitizable signature schemes enabled numerous applications where the modifi-

cation of a signed message is required without interaction with its signer. Such applications
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include outsourced databases, multicast transmissions, secure routing, privacy-preserving
document disclosure, and privacy-preserving dissemination of patient data in healthcare
applications [9,28,75].

The standard security notions of sanitizable signatures include unforgeability, immutability,

privacy, accountability, and transparency which are informally defined as follows.

* Unforgeability This notion implies that an adversary with no access to either the
signer or the sanitizer secret keys cannot generate a verifiable signature under honestly

generated keys.

e Immutability. This security notion implies that an adversary with no access to the

signer’s secret key can not alter inadmissible blocks.

* Privacy. This notion implies that it is infeasible to use sanitized signatures to recover

information about the sanitized parts of the message.

* Accountability. This security notion ensures that the origin of a signature whether
signed or sanitized is undeniable. More precisely, accountability implies that if a
signer (resp. sanitizer) did not sign (resp. sanitize) a message, then a malicious sani-

tizer (resp. signer) should not be able to accuse the signer (resp. sanitizer).

* Transparency.This notion requires that no adversary can distinguish between sani-

tizable signatures created by the signer or the sanitizer.

Additionally, unlinkability has been presented by Brzuska et al. as a required secu-
rity notion for privacy-preserving 3S-based applications [9, 28]. Intuitively, unlinkability
ensures that associating different sanitized signatures with a source original message, i.e.,

linking the two sanitized versions of the same message, is not feasible. Hence, concluding
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combined information about the original message is prevented. For instance, in healthcare
applications, if we have two sanitized message signature pairs of a specific patient’s medi-
cal records where one of the messages contains only the personal information of the patient
and the other is an anonymized version of the same patient’s health records, linking both
message signatures may lead to the reconstruction of the full medical records of the pa-
tient. Consequently, within the literature on sanitizable signature schemes [10, 32, 36,42],
constructing unlinkable ones has been the objective of the works in [30,31,49,71].

Privacy-preserving protocols aim not only to secure data but also to minimize the expo-
sure of relationships between different actions, documents, or participants. Unlinkability is
a critical security property in this context. In the domain of sanitizable signatures, unlinka-
bility guarantees that distinct sanitized versions of a signed message cannot be linked either
to each other or to the original signature, thereby preventing the inference of sensitive cor-
relations. Without unlinkability, even partial knowledge or multiple views of sanitized data
could enable adversaries to reconstruct confidential information or deanonymize users. As
privacy threats increasingly rely on cross-correlation and inference attacks, achieving un-
linkability is fundamental to protecting user privacy, particularly in sensitive applications
such as healthcare, finance, and decentralized trading systems. Consequently, unlinkability
has become a key design goal in modern privacy-preserving protocols and forms a central
motivation for the enhancements proposed in this dissertation.

Broadly, in the literature, several sanitizable signature schemes have been presented,
which are classified by Bilzhause et al. [20] into four major categories as follows, i) schemes
that provide additional security properties such as non-interactive public accountability [29]
and invisibility [31,32], ii) schemes that support multiple signers and sanitizers [27,36,37,

70], iii) schemes that limit the sanitizer ability to alter admissible blocks to signer chosen
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values [35,45], and iv) schemes that allow the sanitization of encrypted data [10,42].

2.2 Policy-Based Sanitizable Signature Schemes

Although sanitizable signature schemes are a great tool that fits privacy-preserving appli-
cations, they do not offer the signer granular fine-grained control over defining who can
sanitize the message. Sanitizable signature schemes are usually defined in a single-sanitizer
setting where the sanitizer is known in advance to the signer before the signature generation
process. Conversely, trapdoor sanitizable signature schemes -a subclass of the sanitizable
signature schemes- enable the signer to grant sanitization rights to sanitizer(s) after sig-
nature generation [36,37]. However, such schemes often require interaction between the
sanitizer and the signer after signature generation to obtain trapdoor information [70]. To
tackle the aforementioned limitation, Samelin and Slamanig proposed the first Policy-Based
Sanitizable Signature Scheme called P3S, where sanitization rights are assigned to any san-
itizer that fulfills a predefined access policy [89]. Hence, sanitization is enabled based on
possible sanitizer(s) attributes determined by the signer rather than sanitizers’ public keys
that may be unknown to the signer at the time of signing. Accordingly, sanitizers are not
required to be known to the signer before signature generation. P3S employs a Policy-Based
Chameleon hash (PCH) [43] and a dynamic-group-signature similar primitive as its build-
ing blocks [14]. PCH allows sharing of the encryption of the trapdoor information of a
chameleon hash function with possible sanitizers of a given message using an attribute-
based encryption algorithm (ABE) where the sanitization policy controls who can decrypt
the trapdoor [86]. More precisely, if a sanitizer possesses the attributes that satisfy the sani-

tization policy defined by ABE, it can retrieve the chameleon hash trapdoor information and



13

then sanitize the message by modifying its chameleon hash parameters. On the other hand,
P3S accountability is achieved by a group signature similar primitive in which the sign-
er/sanitizer of a given message provides the encryption of their public key in addition to a
non-interactive zero-knowledge (NIZK) proof that the encryption hides either the signer’s
or the sanitizer’s public key. The use of PCH in P3S facilitates linking two signatures to-
gether because the message hash is not changed with each sanitization process. Moreover,
for each new message, the P3S setup has to be executed, where the encryption of the PCH
trapdoor secret key is shared with all sanitizers, which does not lead to the most efficient
instantiation. We also observe that to maintain the transparency security notion where it is
infeasible to distinguish a freshly signed message from a sanitized one, the size of the group
signature in P3S should grow linearly with the number of sanitizers, which may further

affect the system’s scalability

2.3 Policy-Based Signatures

Another class of privacy-preserving protocols is Policy-Based Signatures (PBS). In PBS
schemes, a signer can produce a valid signature of a message only if the message satisfies
a specific hidden policy [12]. PBS schemes allow an issuer to delegate signing rights to
specific signers under a particular policy (by sharing a signing policy key). Yet, the produced
signature is verifiable under the issuer’s public key. Besides unforgeability, the standard
security notion for signature schemes, the privacy of the PBS scheme ensures that signatures
do not reveal the policy under which they were created.

Generally speaking, PBS schemes aim to extend the functionality of digital signature

schemes by offering some form of delegation of signing rights under the issuer’s policy



14

signing key. Although there exist some primitives that offer signing rights delegation, such
as group signatures (GS) [13] and Attribute-Based Signatures (ABS) [5,73], PBS introduces
some distinct features that other primitives do not fulfill. For instance, in GS schemes, a
member signs any message on behalf of the whole group. However, PBS schemes give
the issuer fine-grained control over who is allowed to sign which messages. PBS hides the
policy under which the signature is created and requires that the signed message conforms
to the hidden policy. The authors in [12] show how PBS could be used to construct group
signatures and attribute-based signatures. Furthermore, they show how the PBS scheme
naturally fits privacy-preserving protocols such as signatures of knowledge [39], ring sig-
natures [85], mesh signatures [25], proxy signatures [50], and anonymous credentials [33].

PBS framework allows delegation, where a signer holding a key for some policy can
delegate such a key to another signer with possible restrictions on the associated policy.
Delegation enables the signing of messages that satisfy both the original and restricted poli-
cies. The holder of the newly generated key can further delegate such a key to another signer
with possible further restrictions and so on. Such a delegatable PBS scheme suites applica-
tions in hierarchical settings. For instance, if an issuer in a certain organization granted one
of the managers the signing rights of contracts with clients X, Y, and Z, such a manager can
delegate these signing rights to a team leader in his unit. Furthermore, the manager may
restrict such rights and limit the team leader to signing contracts with client Z only.

The standard security requirements of PBS schemes are unforgeability and privacy [12].
Unforgeability ensures that an adversary cannot create a valid signature without having a
policy key where the signed message conforms to such a policy. Privacy guarantees that a
signature does not reveal the policy associated with the key. Privacy also implies unlink-

ability, where an adversary cannot decide whether two signatures were created using the
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same policy key.

2.4 'Traceable Policy-Based Signature Schemes (TPBS)

Although the PBS privacy definition ensures full signer anonymity, it permits key misuse
without accountability. For instance, a signer of a given message may deny their responsi-
bility for such a signature, especially in a delegatable setting where signers delegate their
signing keys to others, signing accountability becomes of vital value. Furthermore, policy
key holders (delegated or not) may share their keys with anyone that authorizes them to sign
messages under the issuer’s name without any sort of liability over the signed message.

In an attempt to tackle the aforementioned problem, Xu et al. have proposed a traceable
policy-based signature scheme [96]. In their proposal, the user’s identity is attached to the

policy. More precisely, the issuer generates signing keys for the user ensuring that the user’s

identity is part of the key, i.e. generating the signing keys for id||p, where id denotes the
user identity and p denotes the policy under which the signer is allowed to sign a specific
message. To sign a message, the signer first encrypts their identity under the public key of an
opener and provides a Non-Interactive Zero Knowledge (NIZK) proof of the issuer signature
on id||p such that p permits the message and id has been correctly encrypted to the given
ciphertext. The generated signature contains the ciphertext in addition to the resulting NIZK
proof. To trace a message to its original signer, the opener decrypts the ciphertext using
its decryption key to reveal the signer’s identity. Although Xu et al.’s proposal provides
traceability, it does not protect against frameability because the issuer generates the signing

keys of the scheme users. Moreover, attaching user identities to the policy seems counter-

intuitive to the original goal of PBS schemes, where the signing rights are granted to users
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who have access to a policy key which allows them to sign messages that conform to the
policy. Consequently, the issuer has to issue multiple signing keys to each scheme user to
include their identities for the same policy. According to Xu et al. [96], a direct consequence
of such an approach for traceability, is that the proposed scheme does not support policy key
delegation because the policy is tied to a specific identity. More precisely, if a key holder
delegates their key in the form p’ = id||p;||p2 the signature generated with p’ will always

be traced back to the original key holder id.

2.5 Extended Sanitizable Signatures Schemes (E3S)

Since original sanitizable signature schemes give the sanitizer full power over the modifi-
cation of the admissible blocks, E3S aim to restrict that sanitizer’s choice of modifications.
E3S schemes are introduced by Klonowski and Lauks [65] and later enhanced in the work
of Canard and Jambert [35] where different extensions for sanitizable signature schemes
are proposed; such as a scheme that limits possible modification of an admissible block
to a specific set (LimitSet), a scheme that forces the same changes on different admissi-
ble blocks (EnforceModif), a scheme that limits the number of modifications of admissible
blocks (LimitNbModif) and a scheme that limits the number of versions the sanitizer can
produce from an original signed message (LimitNbSanit). Later Derler and Slamanig [45]
revised the privacy definition of E3S schemes and proposed a black-box construction of
an efficient and secure E3S scheme that supports the LimitSet extension. Although these
attempts mainly aim to enforce a certain modification policy on the sanitizable message,
they did not provide the signer with fine-grained control over the modification policy since

each modification policy requires a different scheme. Moreover, all the proposed schemes
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are defined in a single sanitizer setting and require an interaction between the signer and
sanitizer prior to signature generation and sometimes force the sanitizer to be online during
such a phase [35,65]. In addition, if the sanitizer violates the preset modification policy of
the scheme, the key of the sanitizer is leaked publicly which may compromise accountabil-
ity of previously signed messages [24]. Furthermore, all of these schemes are built over the
concept of chameleon hash (a trapdoor collision-resistant hash function [69]) which limits
their ability to provide unlinkability [5]. In an attempt to provide an unlinkable E3S scheme,
Bossuat and Bultel [24], and Zhan et. al. [98] have proposed LimitNbModif E3S schemes
that provide unlinkability and invisibility (the verifier cannot learn what are the admissible
blocks from a signature) and the latter allows the signer to set sanitization expiration time
during signature generation (the sanitizer can only perform sanitization before the expiration
time). However, both of the proposed schemes are also defined in a single-sanitizer setting
and lack signer fine-grained control over the modification policy. Furthermore, in the work
of Zhan et. al. [98] The sanitizer’s key is generated by some trusted authority which enables

frameability.

2.6 Fair Exchange

Fair exchange is a critical concept in digital/physical trading transactions, ensuring that two
parties can exchange assets, information, or services in a way that guarantees fairness, even
in the absence of trust. The core principle of fair exchange is that either both parties fulfill
their obligations or neither does, preventing situations where one party could exploit the
other by receiving goods or services without providing payment, or vice versa. This problem

is especially pronounced in online or decentralized environments where there is no central
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authority to enforce contracts or mediate disputes.

Fair exchange protocols address these challenges by ensuring that assets or informa-
tion are exchanged simultaneously, or that one party cannot gain an unfair advantage if the
other party aborts or behaves maliciously. Traditional fair exchange solutions often rely on
trusted third parties (TTPs) to oversee and enforce the terms of the exchange. However, the
reliance on TTPs introduces challenges related to trust, cost, and potential centralization
risks, which are counter to the principles of decentralization and autonomy sought in many
modern systems.

Cryptography and blockchain technology advancements have enabled the development
of fair exchange protocols that eliminate the need for TTPs. These protocols often leverage
mechanisms like cryptographic commitments, zero-knowledge proofs, and smart contracts.
Cryptographic commitments ensure that one party cannot alter the terms of the exchange
once committed, while zero-knowledge proofs allow one party to prove the validity of a
transaction or asset without revealing sensitive information. Smart contracts, deployed on
blockchain platforms, can autonomously enforce the conditions of the exchange, ensuring
that both parties adhere to the agreed terms.

Using these technologies in fair exchange protocols provides a robust and decentralized
solution to the simultaneity problem. These protocols ensure that if one party fails to fulfill
their part of the transaction, the other party is not disadvantaged, maintaining trust and
fairness without requiring intermediaries.

Although blockchain can be trusted for correctness and availability, it does not inherently
guarantee the privacy of transacting parties or transaction data [67]. This necessitates a

tailored approach to ensure both privacy and fair exchange in such protocols.
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Chapter 3

Cryptographic Building Blocks

This chapter introduces key cryptographic building blocks used as the foundation of various
proposed protocols of this thesis. We begin by exploring digital signatures, next, we dis-
cuss the Diffie-Hellman key exchange protocol. We then cover symmetric key encryption.
Moving beyond traditional cryptographic schemes, we introduce rerandomizable digital sig-
natures (RDS). Additionally, we present traceable attribute-based signatures (TABS). The
chapter also delves into simulation-sound extractable non-interactive zero-knowledge proofs
(SE-NIZK). Finally, we discuss ciphertext-policy attribute-based encryption (CP-ABE).
Throughout this thesis, we use ¢ € I to denote an identity ¢ from the identity universe I
and S C U denote an attribute set S from the attribute universe U. We use A € N to denote
our security parameter, then a function €¢(\) : N — [0, 1] denotes the negligible function if

for any ¢ € N, ¢ > 0 there exists A\, € Ns.t. ¢(\) < A~ ¢forall A > A..
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3.1 Digital Signature (DS)

A digital signature scheme is a tuple of six polynomial-time algorithms, Sig = {ppGenSig,

KeyGenSig, SignSig, VerifySig}, which are defined as follows.

- ppGenSig. This algorithm outputs the system’s public parameters, ppg;, < ppGenSig(1*)

which becomes an implicit input for all other algorithms.
- KeyGenSig. This algorithm outputs the signer public secret key pair, (pksig, Skgig)
KeyGenSig(ppsig)-
- SignSig. On input of a message m, this algorithm outputs a signature over m using skg;,,
Osig < SignSig(sksig, m).
- VerifySig. This algorithm verifies og;, over m using pkg;y, {T, L} < VerifySig (pksig,
m, Ogig).

The standard security notion of a digital signature scheme is EUF-CMA [1] is defined

in Appendix A.1.

3.2 Diffie-Hellman key exchange protocol

The Diffie-Hellman (DH) key exchange protocol enables two parties to establish a shared
secret key over an insecure communication channel. A DH exchange protocol consists of

three polynomial-time algorithms, DH = {Setup, KeyGen, KeyEx}, defined as follows:

» Setup: This algorithm outputs the public parameters of the protocol, pp, obtained
from Setup(1*). Here, pp becomes an implicit parameter for all the subsequent al-

gorithms.
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» KeyGen: This algorithm is run independently by each of the two parties (Alice and
Bob) intending to establish a shared secret key. It computes their corresponding pub-

lic/private key pairs: (pkd g, skp) and (pkB ., skB ), obtained from KeyGen(pp).

» KeyEx: Upon receiving the other party’s public key, each party computes the shared

secret key using its own private key and the received public key as follows:

ssk:g‘, — KeyEx(pk:gH, SkéH)

sskB <+ KeyEx(pkpy, skBy)

The correctness property of the protocol ensures that ssk is indeed equal to sskz.

3.3 Symmetric key encryption

Symmetric key encryption is a cryptographic technique that uses the same secret key for both
encryption and decryption of data. Asymmetric key encryption scheme typically consists

of three algorithms, Sym = {KeyGen, Enc, Dec}, defined as follows:

» KeyGen: This algorithm generates a secret key K used by both the sender and the
receiver. The key generation process is denoted as KeyGen(1*) — K, where A

represents the security parameter.

» Enc: The encryption algorithm takes a plaintext message m and the secret key K as

inputs and produces a ciphertext c. It is represented as Enc(m) — ct.

» Dec: The decryption algorithm takes a ciphertext ¢t and the secret key K as inputs

and produces the original plaintext message m. It is represented as Dec(ct) — m.
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The semantic security of a symmetric encryption scheme informally ensures that only
negligible information about the plaintext can be feasibly extracted from the ciphertext.

By combining DH key exchange with symmetric encryption, parties can symmetrically
encrypt the plaintext using the established shared secret key, theoretically eliminating the

need for the KeyGen function.

3.4 Rerandomizable Digital Signature (RDS)

RDS schemes are digital signature algorithms that allow rerandomizing a signature such
that the rerandomized version of the signature is still verifiable under the verification key of
the signer [34,76,77,100]. An important property of RDS schemes is that the rerandomized
signatures produced using the same signing key on the same message are indistinguishable
from a freshly signed one [76].

An RDS scheme is a tuple of five polynomial-time algorithms, RDS = {ppGenRDS, Key-

GenRDS, SignRDS, RandomizeRDS, VerifyRDS} which are defined as follows.

- ppGenRDS. This algorithm outputs the public parameters of the scheme, pprps <
ppGenRDS(1?).

- KeyGenRDS. This algorithm generates the signer’s secret and public key pair, (skgps,
pkrps) <—KeyGenRDS(pprps).

- SignRDS. This algorithm generates a digital signature cgrpg on a message m, ogps
SignRDS(skrpg, m).

- VerifyRDS. This algorithm verifies the (rerandomized) signature o gpg overm, { T, L}
VerifyRDS (pkrps, m, 0rps)-

- RandomizeRDS. This algorithm randomizes the digital signature orps and outputs



23

Orps> Orps < RandomizeRDS(orps).

Some RDS schemes include a ogrps < SignComRDS(skgps, C') procedure that en-
ables the signing of a commitment C' of a hidden message m such that the resulting ozpg
is verifiable for m [33, 76].

RDS schemes ensure existential unforgeability under chosen message attacks (EUF-CMA)
and unlinkability where it is infeasible for adversaries to link a rereandomized version of
a signature to its original one. RDS unlinakability also implies the indistinguishability of
rereandomized signatures. The formal definitions of both security notions are given in Ap-

pendix A.1 below [76, 100].

3.5 Traceable Attribute-Based Signatures (TABS)

Attribute-Based signature (ABS) schemes are probabilistic digital signature schemes in
which the produced signature attests a specific claim predicate (1) regarding the attributes
that the signer possesses rather than the identity of the signer [73]. ABS schemes ensure
privacy where the signer’s identity is anonymous among all the users who possess a set
of attributes that satisfy the claim predicate specified in the signature. Such schemes uti-
lize a trusted entity called the Attribute Authority (AA) to authenticate users’ identities
and issue their corresponding attributes. Traceable ABS (TABS) schemes are a variant of
ABS schemes where tracing a signature to its original signer is supported [47]. In such
schemes, tracing could be performed by AA or another tracing authority (TA) [47, 48].
A TABS scheme is a tuple of eight polynomial-time algorithms, TABS = {ppGenTABS,
TAKeyGenTABS, AAKeyGenTABS, SignerKeyGenTABS, SignTABS, VerifyTABS,

TraceTABS, Judge TABS} which are specified as follows.
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- ppGenTABS. This algorithm outputs the public parameters of the scheme ppr4ps Which
also defines both the identity universe I and the attribute universe U, ppraps < ppGenTABS
(1.

- TAKeyGenTABS. This algorithm is run by the TA and outputs a tracing key tskX4 5 for

the tracing authority, tsk%4 54 < TAKeyGenTABS(ppraps).

- AAKeyGenTABS. This algorithm is run by the AA to generate its public key and master

secret key pair, (pkraps, msksiigs) <+ AAKeyGenTABS(ppraps)-

- SignerKeyGenTABS. This algorithm is run by the AA, on the attribute set S; C U and
a user identity 7 € I for a specific user and the AA master secret key msk#i45q. It outputs

the user’s secret key, sky. s < SignerKeyGenTABS (ppraps, mskiipg, i,S:).

- SignTABS. This algorithm is run by the signer on a message m € {0, 1}* for a claim
predicate Y where the user possesses a set of attributes S, C S; satisfying the claim predicate

T, i.e., T(S)) = 1. It outputs a signature, oraps < SignTABS (pprags, sk?jﬁg’;, m,T).

- VerifyTABS. This algorithm verifies the signature o745 over m with respect to a claim

predicate T, {T, L} < VerifyTABS(pprags, pkrass, m, 0raps, T).

- TraceTABS. The TA runs this algorithm to trace a signature tuple (m, oraps, T) to its
actual signer. It outputs the identity of the signer along with NIZK proof 7, attesting to this

claim, (i, 7) < Trace TABS(tskX4 s, m, 0raBs, T).

- JudgeTABS. This algorithm outputs true if it verifies that 7 proves that i is the identity
of the signer who produced 07455 on m,

{T, L} < JudgeTABS(ppraps, Pkraps, m,orags, L,i,7).
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The security definitions for unforgeability, privacy, traceability, and non-frameability are

defined in Appendix A.1 and in [53].

3.6 Simulation-sound Extractable NIZK (SE-NIZK)

A SE-NIZK system enables a prover with a witness w to prove non-interactively the truth-
fulness of a statement z to a verifier without conveying why [57]. For x in an NIP-language
L such that (x,w) in a relation R associated with £, a SE-NIZK is a tuple of six polynomial-
time algorithms, NIZK = {SetupNIZK, SimSetupNIZK, ProveNIZK, SimProveNIZK,

VerifyNIZK, ExtrNIZK}, which are defined as follows.

- SetupNIZK. This algorithm outputs the common reference string of the system, crs
SetupNIZK(1*).

- SimSetupNIZK. This algorithm outputs a simulated crs and a trapdoor, (crs, tryrzx) <
SimSetupNIZK(1?%).

-ProveNIZK. Oninput of crs, z € {0,1}* and w € {0, 1}* for the relation R, this algorithm

outputs a proof Tyzx, iz < ProveNIZK(ers, z, w).

- SimProveNIZK. On input of ¢rs, x € {0,1}* and the trapdoor try;zk, this algorithm
outputs a proof Tz, TNz < SimProveNIZK(crs, z,tryrzi).
- VerifyNIZK. This algorithm verifies the proof mx 7z on z. {T, L} < VerifyNIZK(crs,
T, TNIZK)-
- ExtrNIZK. This procedure extracts w from a my;zx using tryrzx, w < ExtrNIZK (crs,
T, TNIZK)-

An SE-NIZK scheme ensures zero-knowledge which ensures a negligible success of an

adversary that can distinguish between a proof for a statement x using a witness w from a
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simulated one. A SE-NIZK scheme also provides simulation-extractability which implies
that it is hard for an adversary to output a verifiable proof for a statement x using a witness
w such that R(xz,w) = 0. The formal definitions of such security notions are given in

Appendix A.1 and in [12].

3.7 Ciphertext-Policy Attribute-Based Encryption (CP-ABE)

Compared to the all-or-nothing approach of public-key encryption, attribute-based encryp-
tion (ABE) offers a fine-grained level of control over encrypted data [87]. In ciphertext-
policy ABE (CP-ABE) schemes [55], access policies are linked to ciphertexts, while keys
are associated with sets of attributes that the user possesses. For a key to retrieve a plaintext,
the set of attributes must satisfy the access policy included in the ciphertext. CP-ABE is
a tuple of four polynomial-time algorithms CP-ABE = {SetupABE, EncryptABE, Key-
GenABE, DecryptABE} which are defined as follows.

- SetupABE. On the input of a security parameter A\, This algorithm outputs the public
key and master secret key of the scheme (pkapg, mskapg), and it also defines the attribute
universe U, (pkape, mskapr) < SetupABE(1%).

- EncryptABE. On input of the public key pk 4pg, an access structure A, and a message m,
it outputs a ciphertext C', C' <— EncryptABE(pkapg, A, m).

- KeyGenABE. This algorithm is run by the entity holding msk 4z which on the input
of a set of attributes S, outputs a secret key sk 5 associated with such a set of attributes,
skSpp < KeyGenABE(mskapg,S).

- DecryptABE. On input of the public key pkapg, a ciphertext C, and a secret key sk5 51,

it outputs a message m if A(S) = 1. Otherwise, it outputs L, m <— DecryptABE (pkagpg,
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skS g O).
IND-CCAZ2 is a crucial security property of the CP-ABE scheme. The formal definition of
such a security notion, its associated experiment, and security oracles are given in Appendix

Al

3.8 Hashchain Micropayments Scheme

Rivest and Shamir introduced a micropayment scheme based on hash chains [83]. The
core concept involves the payer generating a sequence of “paywords" (hash values) using a
one-way hash function for the payee. Subsequently, the payer progressively discloses each
payword to the payee to facilitate micropayments. Although this method offers flexibility
to accommodate larger value transactions, in the settlement process, a trusted third party,
typically a broker, should be involved. The broker assumes responsibility for transferring
micropayments to the payee and returning any remaining funds to the payer. In the typical
protocol, the buyer creates the payword chain in reverse order by selecting the last payword
hx randomly and then computing h; = H(h;1) fori = N — 1, N — 2,...,0, where hy is
the root of the payword chain and is a payword itself. The buyer sends a digitally signed
hg to the seller. After authenticating the buyer, the seller gradually provides the service to
the buyer, who gradually releases (h;, ¢) to the seller. At the end of the trading session, the
seller reports the highest indexed payment (A, 1) to the trusted third-party broker along with

the digitally signed hg, who charges the buyer in accordance with (A, [).
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Chapter 4

Unlinkable Policy-Based Sanitizable

Signatures

In this chapter, we propose an Unlinkable Policy-Based Sanitizable Signature Scheme (UP3S),
a novel approach that enhances privacy and security in Policy-Based Sanitizable Signatures
Schemes (PB3S). This work is published in CT-RSA 2023 [5].

UP3S enables a signer to grant sanitization rights for a specific document to sanitizers
who satisfy a predefined policy. A key feature of UP3S is unlinkability, ensuring that differ-
ent sanitized versions of the same document cannot be associated with one another or traced
back to the original document. Furthermore, UP3S is designed for efficiency such that for
a given sanitization policy, the system setup is executed once. Additionally, the signature
size remains fixed, irrespective of the number of sanitizations performed.

The black-box construction of UP3S (Section 4.1) builds upon two cryptographic prim-

itives:

* A rerandomizable digital signature scheme (Section 3.4).
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* A traceable attribute-based signature (TABS) scheme (Section 3.5)

Compared to P3S [89], the only other policy-based sanitizable signature scheme in the
literature, UP3S introduces unlinkability, eliminates the need to share new secrets with fu-
ture sanitizers before each sanitization, and maintains a fixed signature size for a given
sanitization policy.

We formally define and prove the security properties of UP3S in Sections 4.2 and 4.4,
covering key notions such as unlinkability, unforgeability, immutability, transparency, pri-
vacy, and accountability. In Section 4.5, we present an instantiation of UP3S based on
the Pointcheval-Sanders rerandomizable signature scheme [76] and the DTABS traceable
attribute-based signature scheme [53]. We also analyze the efficiency of this instantiation
in the same section. Finally, Section 4.6 compares UP3S with P3S in terms of features,
scalability, and security models.

Throughout this chapter we use m; to denotes a message block in a message m =
(my,ma,...,m;) € M, and the variable adm = ({A C {1,...,1}},1) specifies the set of
indices A of the modifiable blocks over m which contains [ blocks each of size n bits. We
use Adm(m) = 1 if adm is valid with respect to m, i.e., it contains a subset A of {0, ..., [}
and m contains exactly [ blocks. We use mq4,, to denote the list of blocks in m which are
admissible with respect to adm. We denote the list of blocks in /m which are not admissible
under adm with my,g,,. The function m’ < MoD(m, adm, mod) is used to modify the
message m by applying the modifications mod on the admissible block(s) adm and outputs
the modified message m’, where mod is a set that contains the tuple (i, m;, m;) fori € adm.
Furthermore, we write CheckMoD(m, adm) = 1, if adm is valid with respect to m, i.e.,
Adm(m) = 1 and the blocks indices to be modified in a message m are contained in adm

as admissible. For each message m, there is one signer and one or more sanitizer(s) who
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can sanitize m by running m’ <— MoD(m, adm, mod) and generating a valid sanitized sig-
nature on m’ depending on their attributes. Finally, to denote that an attribute set S satisfies

a monotone access structure predicate T (see Def. 1), we use T(S) = 1.

Definition 1. (Access Structure [17]). Let U denote the universe of attributes. A collection
A € 2V \{0} of a non-empty set is an access structure on U. The sets in A are called the

authorized sets, and the sets not in A are called the unauthorized sets. The collection A is

called monotone if VB,C € U:if B€ Aand B C C, then C' € A.

4.1 UP3S Black-box Construction

The main idea behind the proposed construction is that after signers and sanitizers acquire
their respective secret keys, the signer of a given message defines a policy T that controls the
sanitization rights of such a message, i.e., any sanitizer who possesses an attribute-set satis-
fying Y is able to generate a sanitized version of such a message without interaction with the
AA or the signer. Formally, UP3S scheme is a tuple of nine polynomial-time algorithms,
UP3S = {ParGenUP3S, SetupUP3S, KGenSignUP3S, KGenSanUP3S, SignUP3S,
SanitizeUP3S, VerifyUP3S, ProveUP3S, JudgeUP3S}. The specifications of the afore-

mentioned algorithms are as follows:

- ParGenUP3S. This algorithm returns the scheme’s public parameters which become
implicit input for all UP3S algorithms. It also defines the identity universe I and the attribute

universe U. ppypss < ParGenUP3S(1*)

- SetupUP3S. This algorithm outputs the global public key pky pss and the master secret

key sky pss of the scheme. (pk?Upgs, SkUP35) — SetupU P3S(ppUp35)
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- KGenSignUPSS. This algorithm generates the public-secret key pairs of a signer with
identity ig;,, € Z who holds an attribute-set Sg;,, C U.

(pko'9ns, skoion ) « KGenSignUP3S(sky pss, isign, Ssign)

- KGenSanUP3S. This algorithm generates the secret key of a sanitizer with identity
isqn € Z who holds an attribute-set Sg,,, C U.

sk o < KGenSanUP3S(sky pss, isan, Ssan.i)

- SignUP3S. This algorithm generates a sanitizable signature o, using the signer’s key
sk:f,i]ggs on a message m, given the set of indices of the modifiable blocks adm, a predicate
T, and the attribute-set of possible future sanitizer(s) Spga, € U. (m, o, adm,T) <«

SignUP3S(pku pss, sk Sag, m, adm, Spsan)

- VerifyUP3S. This algorithm verifies a signature o, on a message m, a set of indices of
the modifiable blocks adm and a predicate T, using the scheme’s public key pkypss and
the signer’s public key pk;,'9ns.

{T, L} < VerifyUP3S(pky psg, pki) 5as, m, O, adm, 1)

- SanitizeUP3S. This algorithm generates a sanitized signature o, using the sanitizer se-

cret key ski%ss on a signature o,,, the original message m which is modified to m’ «+

MoD(m,adm,mod), the set of indices of the modifiable blocks adm, a predicate T, the
kSign

scheme public key pky pss, and the signer public key pk;; psg.

(m’ o], ,adm,T) « SanitizeU PSS(pkUp35,pk53§gs,skg‘},’gs,m,am,adm,mod,T)

- ProveUPS3S. This algorithm outputs the identity 7 of the signer (resp. sanitizer) of a spe-
cific message signature tuple (pky pss, pkgi]ggs, m, om, adm, Y) along with a NIZK proof

which proves that 7 is the signer who generated o,,, on m.
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{i, 7} < ProveUP3S (pkypss, skUp35,pkgzg§S,m, Om, adm, 1)
- JudgeUP3S. This algorithm verifies the proof 7 on a specific message signature tuple
(m, o, adm, T) and an identity i.

{T, L}« JudgeUP3S(pk:Up35,pk5§§gS, m, om, adm, Y, i, )

UP3S Correctness. For the correctness of UP3S, we require that, for all A € N, for
all ppyp3s < ParGenUP3S(1?%), for all (pky p3s,skupss) < SetupUP3S (ppypss), for all
isign € I, for all Sg;y, C U, for all (skgzﬁgs) + KGenSignUP3S (skypsssisign-Ssign)
forall [ € N, for all m € M, for all Spga, € U, forall T € 2U | Y(Sgi4n) = 1, for all
adm = ({A C{1,...,1}},1) suchthat Adm(m) = 1, forall (m, 0,,, adm, Y) < SignUP3S
(Pku passky tagm,adm,Spsan), for all ise, € I, for all Sguy € U | T(Sgan) = 1,
for all skfu o < KGenSanUP3S (skypassisansSsan,i), for all mod = {mod;} | mod; =
(2, m;, m;)Vi € adm, for all m’ <— MoD(m, adm, mod) | CheckMoD(m, adm) = 1, and for
all (m/,o! ,adm,Y) < SanitizeUP3S (pkUpgg,pkgzggs,sk:g‘}g’gs,m,am,adm,mod,T), we have
T = VerifyUP3S (pku pss» ki) Sng, MO, adm, T) and T = VerifyUP3S(pky pss.pk o,
m’,o! adm,T).

Furthermore, for all {i,7} +— ProveU P3S(pkUp3S,skUp35,pkgijggs,m,am,adm,T), and {7, 7'}

<+ ProveUP3S (pkypss, skupss, pk}j@ggs, m', o/, adm, T), we have T = JudgeUP3S

m?°

Sign
(Pkupas, pkUp;;S’

m, O, adm, Y, i, ) and T = JudgeU P3S(pk:Up35,pkgilggs,m',ain,adm,T,i’,w’).

4.2 UP3S Security Definitions

In what follows, we define the required security notion of UP3S. We use the same notations

as in [26,28, 89] for ease of readability. The oracles used in the security experiments are
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defined in Fig. 4.1. All the security experiments are initialized by running the following

setup and key generation procedures.

PPUP3S ParGenUP3S(1)‘)

(pk‘Upg,s7 Sk‘Upgs) — SetupUP3S()

(skp'dne, pki'Sns) < KGenSignUP3S(sky pas, isign, Ssign.:)

(sk5% o) + KGenSanUP3S(sky p3s, iSan, SSan,i)

The OSignUP3S, OSanitUP3S, OProveUP3S, OLoRSanitUP3S, OLoRSignSanitUP3S,
and OSign-or-SanitUP3S oracles are implicitly initialized with the secrets sk:U Bngs Sk%L o,
skupss, skEUh e, (skodne, skowm o), and (skpdng, sk, o), respectively.

Moreover, OLoRSanitUP3S, OLoRSignSanitUP3S, and OSign-or-SanitUP3S oracles
are further initialized with a secret bit b that is randomly chosen in the experiments, thus we
pass it as a secret input after it gets selected. Note that the attribute sets Sg;gy; and Sgqp, ;
used in the experiments initialization are selected such that Y (Sg;,,;) = 1 and Y (Sgan:) =
1 for those oracles queried by the adversary with any Y.

Unlinkability. Unlinkability is defined using the experiment in Fig 4.2, where the adversary
has access to left-or-right sanitization oracle OLoRSanitUP3S (see Fig. 4.1) among other or-
acles. The adversary inputs two sanitizable messages-signature pairs {(mq, 0,n0),(M1, Om1) }
along with their modifications to OLoRSanitUP3S, the oracle is initialized with a secret ran-
dom bit’b € {0, 1}’. Depending on ’b’, the oracle outputs a sanitized signature of either the
left or right input message signature pair. The adversary wins if it could determine which
pairis used in the sanitization process with probability better than the random guess. The ad-
versary is restricted to inputting two messages such that their modified outputs are the same

my, = m} to prevent linking a sanitized message to its original source. To achieve such a re-
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OSignUP3S (pky; psg, m, adm, Spgan)

if pkiyp3s = Pkupss
(m, om,adm,T) < SignUP3S(pky pss, skilﬁgs, m,adm,Spsan)
M= MU{m,adm,om, T}
S§=8U{Spsan}
return (m, om,adm, T)

return 0

OSanitUP3S(pky pss, pkiiggs, m, Om, adm, mod, )

(m/,ol,,adm,Y) + SanitizeUP3S(;nk:Up3S,pkgilggs, sk’g‘}%s. m, om, adm, mod, T)
L=LuU{m o, adm, T}

return (m/, o}, adm, Y)

OProveUP3S(pkypss, pk;f]@zgs, m, Om, adm, 1)

if (m,om) ¢ T

return (i, ) < ProveUP3S(pky pss, skupss, pk?ﬁgs, m,om,adm,T)

return 0

OLoRSanitUP3S(pky pss, pkgil"igs, Mo, Tmo, admg, Yo, mody, my, om1, adms, L1, mod; )

if MoD(mg, admo, mody) = MoD(m1, admi,mod1) A Yo = T1 A admo = admy
if VerifyUP3S(pkUp35,pkii}g,gs, mo, omo,admo, o) A VerifyUP3S(pkUp35,pkilfzgs, mi,0mi1,admi, T1)
return (my, o, admp, Tp) SanitizeUP?)S(pkUp;;s,pki%gs, skg‘ggs‘, Mp, Omb, admy, mody, Tp)

return 0

OLoRSignSanitUP3S(mg, admyg, Yo, mody, Spgan,0, M1, admy, T1,mody, Spsan.1)

if MoD(mg, admg, modg) = MoD(m1,adm1,mod1) A Yo = T1 A admo = admi ASpsan,0 = SPSan,1
(My, T, admy, Tp) < SignUP3S(pky pas, skiy g, My, adimy, Spsan,b)
. S 5
return ('m;jy U:nb, admy, Tp) < SanitizeUP3S(pky pss, pkUng;SV sk‘f]‘}fgs, Mp, Omp, admy, mody, Tp)

return 0

OSign-or-SanitUP3S(m, adm, Spsan, mod)

ifb=0

m’ < MoD(m, mod, adm)

(m/,a,,adm,Y) « SignUP3S(pky p3s, ski’ﬁg’s, m’, adm,Spsan)
else (m, om, adm, T) + SignUP3S(pky p3s, ski gng, m, adm, Spsan)

(m/,o),,adm,Y) + SanitizeUP3S(pkUp35,pkiigg‘s, skis,’lp%s, m, om,adm, mod, Y)

»Oms
T =TU{mj,0,,}

return (m/, o, adm, Y)

Figure 4.1: UP3S security experiments oracles.

striction, the adversary must input two messages with identical fixed parts, mg,,, = my,,,
and the two messages’ admissible blocks indices must be the same, i.e., admg = adm;. To
match UP3S’s policy-based expressiveness, we further restrict the adversary to input two
messages that could be sanitized under the same predicate, i.e., T = 1. Note that, unlike
group signature schemes where unlinkability is defined as the infeasibility to link two mes-

sages and their signatures to the same signer [13], in sanitizable signature, unlinkability is
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defined as the infeasibility to link signatures of two or more sanitized versions of a message

to the same source message [28].

Unlinkability

EXPA,UP3S (A)

$
b+ {0,1}
a ‘AOSignUP3S(4),OSanitUP3S(.),OProveUP3S(4),OLoRSanitUP3S(.,b)(

Si
pky p3s, pky'Bss)
ifa=0

return 1

return 0

Figure 4.2: UP3S unlinkability experiment.

Definition 2. (Unlinkability) UP3S scheme is unlinkable if for any PPT adversary A,

Unlinkabili 1
PrlEXP 1 rpss YA =1]— 5 <€(N)

, where the unlinkability experiment is described in Fig. 4.2.

Transparency. This notion requires that no adversary can distinguish between sanitiz-
able signatures created by the signer or the sanitizer. Transparency is modeled by the ex-
periment in Fig. 4.3 in which adversary .4 has access to OSignUP3S, OSanitUP3S , and
OProveUP3S. At the end, A queries OSign-or-SanitUP3S with a message m, a modifi-
cation mod, possible sanitizers attribute set Spg,, and the set of indices of the modifiable

blocks adm. OSign-or-SanitUP3S which is initialized by a secret random bit b, outputs the

signature tuple (m’, o/, adm, T') as follows.

Y m?

* For b = 0, m’' < MoD(m, adm, mod), OSign-or-SanitUP3S runs the signing algorithm

to create (m', o/, adm, ) < SignUP3S( pkypss , sk%ﬁgs, m’, adm, Spgsay,) and outputs

3 m?

the message signature pair (m/, o/, , adm, T).

Y m?

* For b = 1, OSign-or-SanitUP3S runs the signing algorithm to create (m, o,,, adm, 1) <
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SignUP3S(pky p3s, skg"g;js, m, adm, Spsay, ), further sanitizes the message m’ < MoD

(m, adm, mod) and returns (m’, o, | adm, T) < SanitizeUP3S (pky pss .k o, sko%,
M0 m,adm,mod,Y).
A wins if it can guess b with probability better than the random guess. Note that ac-
cess to OProveUP3S oracle is restricted to (m, 0,,) pairs that have never been queried to

OSign-or-SanitUP3S oracle.

Definition 3. (Transparency) UP3S is transparent if for any PPT adversary A,
Transparenc
PrlEXp ) ipss  (A) =1 — = < €(N)

where the transparency experiment is defined in Fig 4.3

Transparency
EXPA,UP3S (M)

vE (0,11, 7T=0}

a AOSignUP3S(.),OSanitUP3S(.),OProveUP3S(,),OSign-or-SanitUP?,S(.,b) (pkUPSSapkf]zggs)

ifa="»
return 1

else return 0

Figure 4.3: UP3S transparency experiment.

Immutability. This security notion implies that no adversary with no access to the signer’s

secret key sk(i@zgs can alter inadmissible blocks. In UP3S, we extend the immutability defi-

nition to capture adversarial changes in the predefined signing predicate T, i.e., no adversary

can change the signing predicate defined by the original signer of a message. Immutabil-

ity is modeled by the security experiment defined in Fig. 4.4 in which adversary 4 has

access to OSignUP3S, and OSanitUP3S oracles. The signing oracle OSignUP3S is initial-
. Sign

ized with sk;; ps for the attribute set Sg;g,,. A queries OSignUP3S by m;, adm;, Spsan,i

fori = 1,2, ..., q, the signing oracle outputs the signature tuple (m;, o,,;, adm;, T;) where
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the predicate Y; is satisfied by S C Sgign and by Spgan . On the other hand, The

Sign
sanitization oracle OSanitUP3S is initialized with sk7%ys for the attribute set Sgq,. A
queries OSanitUP3S by (my, 0,5, adm;, mod;, Y ;) for j = 1,2, ..., p, the sanitization ora-

cle outputs the signature tuple (m/;, o’

i Opmy»admyg, ;). The adversary wins if it could gener-

ate a verifiable (o), m*, adm™, T*) such that for all ¢ = 1,2,...,q (resp. 7 = 1,2, ..., p),
m* is not valid a modification of any m, (resp. m;) under adm; (resp. adm;) where
CheckMoD(m;, adm;) = 1 (resp. CheckMoD(m;, adm;) = 1), or m* is a valid a mod-
ification of any m; (resp. m;) under adm; (resp. adm;) where CheckMoD(m;, adm;) = 1
(resp. CheckMoD(m;,adm;) = 1) and T* # T, (resp. T* # Y;). Note that A is allowed
to query OSanitUP3S oracle to simulate multiple sanitization cases where a sanitized mes-
sage could be further sanitized by a different sanitizer. The definition considers adversaries
who are valid sanitizers trying to alter inadmissible blocks thus the adversary may access

some sanitization key skiﬁféé for a predefined attribute set.

Definition 4. (Immutability) UP3S is an immutable sanitizable signature scheme if for any
PPT adversary A,

Immutabilit
PrlEXp , (pss ‘) =1 <€)
where the immutability experiment is defined in Fig. 4.4.

Accountability. This security notion implies that if a signer (resp. sanitizer) did not sign
(resp. sanitize) a message, then a malicious sanitizer (resp. signer) should not be able to con-
vince the judge to accuse the signer (resp. sanitizer). Accountability is modeled by the secu-
rity experiment defined in Fig. 4.5, in which adversary A has access to either sk5%% ¢ (resp.
sk;giggs), in addition to two oracles OSanitUP3S (resp. OSignUP3S) and OProveUP3S.

A can query OSanitUP3S (resp. OSignUP3S) with (m;, 0,,;, adm;, mod;, Y;) (resp. m;)
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Immutability
EXpAUPSS (A)
M=r=(

(m*’ 0_:;7(7 adm*, T*) «— AOSignUP:’)S(A),OSanitUP3S(A) (pkUP3S7pk“5i1ggS)
if VerifyUP3S (pky pas, pkyy g, m*, oy, adm*, T)
(V{mi,adm;, T;} € M AY{mj,adm;,T;} € L)
if (m* ¢ {MoD(m;, adm;, .)|CheckMoD(m;, adm;) = 1}A
m* ¢ {MoD(m,adm;,.)|CheckMoD(mj,adm;) = 1})
return 1
elseif (m* € {MoD(m;, adm,,.)|CheckMoD(m;,adm;) = 1} AT* # T;)Vv
(m* € {MoD(mj, admy,.)|CheckMoD(m;, adm;) = 1} A T* # T;))
return 1

return 0

Figure 4.4: UP3S immutability experiment.

to get (m},o,,;, adm;, ;) (resp. (mj, opmi,adm;, ;) for i = {1,2,...,q}. The adver-

mae?
sary wins if it outputs a verifiable message signature pair (m*, o7, , adm*, Y*) where m* ¢
{m,...,m,} and the output OProveUP3S oracle on the input of (pk;giﬂgs, m*, ok, adm®,

T*) is falsely traced back to ig;,y, if A has access to sk ), Or t0 igqy, if A has access to

skgiﬁgs, and such a result is verified by the JudgeUP3S algorithm.

Definition 5. (Accountability) UP3S ensures accountability if for any PPT adversary A,
Accountabilit
Pr[Epr,UP3S y()‘) =1 <e(N)

where the accountability experiment is defined in Fig. 4.5

Privacy. This notion implies that it is infeasible to use sanitized signatures to recover in-
formation about the sanitized parts of the message. Privacy is defined using an experi-
ment where the adversary inputs two message-modifications tuples (mg, admg, mody) and
(mq, admy, mody) to OLoRSignSanitUP3S oracle which is initialized with a secret random
bit ’0’. Depending on ’b’, the oracle outputs a sanitized signature of either the left or right

input message modification tuple. The adversary wins if it could determine which pair
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Accountability
EXpA,UP?,S (M)
M=0,L=0

. Sign
if Ahas sk, g

, adm*, T*) - AOSanitUP3S(A),OProveUP3S(A) (pkUPSS:pk[iggS)

(m*, o5,
(%, 7") + ProveUP3S(plcUp35,skUpgs,plc(‘iilggs,m",(7',’;1,adm*7 TF)
if VerifyUP3S(pkUp35,pkls}ilgg’s, m*, oh,adm™, T ) AN i* #igign A (m*,00,) ¢ (MUL)A
T « JudgeUP3S(pky pas, pkp 9, m*, ok, adm™, T*, i 7*)
return 1

else return 0
if A has skp %% o
(m*, o, adm*, T*) « AOSignUP?,S(A),OProveUP?’S(A)(pkUPSS’kag;ls)
(%, 7*) + ProveUP3S(pky ps3s, skUpgs,pkgilggS, m*, o), adm”, T*)
if VerifyUP3S(pkUp35,pkf]ilggs, m*, o0, adm™, T*) A" #igan A (Mm*,00,) ¢ (MUL)A
T « JudgeUP3S(pky p3s, pkp 9, m*, ok, adm™, T*,i* 7*)
return 1

return 0

Figure 4.5: UP3S accountability experiment.

is used in the sanitization process with probability better than the random guess. Simi-
lar to OLoRSanitUP3S, the adversary must input two messages with identical fixed parts,
mo,,,., = Mi,.,, . the two messages’ admissible policies must be the same, i.e., admg =
adm;, and the two messages have to be signed under the same attribute-set of possible

future sanitizers, Spgan,0 = Spsan,1-

Definition 6. (Privacy) UP3S scheme is private if for any PPT adversary A,

rivac 1
PrEXp.pss(V) = 1] = 5I< e()

where the privacy experiment is defined in Fig. 4.6.

Unforgeability This notion implies that an adversary with no access to either the signer or
the sanitizer secret keys cannot generate a verifiable signature under honestly generated keys.

This also includes the case where the adversary does not possess the required attribute set
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Privac
EXpA,UPByS (M)

$
b+ {0,1}
a AOSignUP3S(.),OSanitUP3S(.),OProveUPSS(.),OLoRSignSanitUP3S(.,b)(

Si
pkupss, Pk Bys)
ifa=0

return 1

return 0

Figure 4.6: UP3S privacy experiment.

by the claim predicate to generate such signatures. This must hold even if the adversary has
access to additional message signature pairs and the public keys. Unforgeability is modeled
by the experiment depicted in Fig. 4.7 in which adversary A has access to three oracles
OSignUP3S, OSanitUP3S , OProveUP3S and possesses a set of attributes S 4. A wins if
it outputs a verifiable tuple (m*, o}, adm*, T*) that has never been queried to OSignUP3S

nor OSanitUP3S oracles and the claim predicate T* is not satisfied by S 4.

Definition 7. (Unforgeability) UP3S scheme is unforgeability if for any PPT adversary A,
PrIExp ™ (V) = 1]|< (V)

where the unforgeability experiment is defined in Fig. 4.7.

Un forgeability
EXp vpss (A)
M=c={)

(m*,U:n,adm*,T*) . AOSignUP3S(4),OSanitUP3S(.),OProveUP3S(4)(pkUpssypk[.S]'z}ggS)

if VerifyUP3S(pkUpgs,10l<:f]ifg’§s7 m*, o0, adm™, T*) N (m*,0,) ¢ MULAY*(Sa) #1
return 1

return 0

Figure 4.7: UP3S unforgeability experiment.
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4.3 UP3S Generic Construction

In the generic construction for UP3S, we utilize two main building blocks, a TABS scheme,
and an RDS scheme. The generic construction of UP3S scheme is depicted in Fig. 4.8. Once
UP3S is initialized, signers and sanitizers can generate their keys using KGenSignUP3S
and KGenSanUP3S algorithms. To construct the sanitization policy for a given message,
the signer uses their own selective set of attributes (S;,,, € Ssign), and that of possible fu-
ture sanitizers Spg,;, to construct a monotone access structure (predicate) 1. The produced

predicate T must be satisfied by some of the signer attributes (S’ ) and should be satisfied

Sign
by the selected attribute sets of future possible sanitizers Spg,, as well, i.e., (1( ’Sign) =1
and YV (Spsan) = 1). Thus any scheme user who holds an attribute set S” that satisfies the
claim predicate T, i.e, T(S”) = 1, can sanitize such a message.

Signing. To sign a given message, the signer uses the SignUP3S algorithm, in which a
hash function H is applied on the access structure T along with the inadmissible part of the
message Miqqm, and the set of indices of the modifiable blocks adm. The output of H is
signed using the RDS scheme with the signer key sk%%’s‘ to output a signature o ;. Next,

the full message m is anonymously signed using the TABS scheme under the signer key

skgijg g to output (o, ), where o,y attests that the message signer possesses a set of

/
Sign

attributes satisfying the sanitization policy, i.e., T( ) = 1. Finally, the signer outputs
(0m, T) as the sanitizable signature over m, where 0, = (0 fiz, 0 funr)-

Sanitizing. A sanitizer who holds a set of attributes (S'g,,, C Spgan) that satisfy the mes-
sage signature claim predicate i.e Y(Spg,,) = 1, is authorized to sanitize the admissi-
ble part(s) of the message mq,, according to adm. The sanitizer first applies the set of

modification mod over m to generate the modified version of the message m’ such that
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m’ = MoD(m, ,adm, mod). Then the sanitizer signs m’ anonymously using their TABS
scheme sanitizer key sk7%%¢ under the same claim predicate T where Y(Shg,,) = 1 to
evaluate a}u”. Finally, the sanitizer rerandomizes the original signature o;, to produce
0%i,» and outputs (o7, T) as the sanitized signature version, where o, = (0., Op1)-

Verifying and tracing. Verifying a message signature pair is straightforward, where o', and
U}ull are separately verified with respect to their corresponding verification keys using the
VerifyUP3S algorithm. To trace a message signature pair to its original signer, the tracing
function of the underlying TABS scheme is utilized in the ProveUP3S algorithm and then

the JudgeUPSS algorithm attests whether the output of ProveUP3S is valid or not.

4.4 UP3S Security

It has been proven in [28] that unlinkable sanitizable signature schemes are private. More
precisely, Brzuska et al. have shown how to convert an adversary against privacy into an
adversary against unlinkability. Accordingly, in what follows we prove that UP3S is un-
linkable (implies private), accountable, immutable, transparent, and unforgeable sanitizable

signature scheme.

Theorem 1. Given an unlinkable RDS scheme, then the sanitizable signature scheme in

Fig. 4.8 is unlinkable.

Proof. Inthe UP3S unlinkability experiment in Fig. 4.2, the adversary inputs to OLoRSanitUP3S
oracle two valid signature tuples (mg, 0,0, admg, Yo, mody), and (my, o1, admy, Y1, mody )
where admy = admy, MoD(mg, admg, mody) = MoD(my, admy, mod;) and Yo = T;.
OLoRSanitUP3S oracle outputs (m, o”,,) < SanitizeUP3S (pky pss. pkiy Sag, SkES: o, 1y,

O admy, mody, Yp) for b < {0,1}. Recall that o/ , = (0%izpr Opunry) Where o'y
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ppGenUP3S. Given a collision-resistant hash function H : {0, 1}* — Z, Tun ppraps

< ppGenTABS(1*), pprps < ppGenRDS(1%). Set ppypss = {H, ppraps, PPrps }»
where ppy pss becomes an implicit input for all UP3S algorithms.

PPUP3s < PPGenUP3S(1A)

SetupUP3S. Initialize the TABS scheme trusted entities and generate their corre-
sponding keys, tskl45s < TAKeyGenTABS(ppypss) and (pkraps, mskraps)
AAKeyGenTABS (ppy pss). Output UP3S public-secret key pair (pkypss, skupss) =
(Pkraps, (mskraps, tskiips))

(pkupss, skupss) < SetupUP3S(ppu pss)

KGenSignUP3S. Let (skb% pki9%) <« keyGenRDS(pprps) and skydmt <

SignerKeyGenTABS (pprags, mskraps, isign, Ssign,i). Output (sk,i@zgs,pk%gs) =

((skipS%, skpdws), pkpps).

(skoon. pko9n.) < KGenSignUP3S(sky pss, isign, Ssign.i)

KGenSanUP3S. Let skia’gzs < SignerKeyGenTABS(ppraps, mskraps, isans
SSan,i)- Output Skg‘g%s = SkTZnézS'

skim g < KGenSanUP3S(sky pss, isan, Ssan.i)

SignUP3S.  Generate the signing predicate T s.t. Sj;,,; € Ssigni and Spsan,

where T(Sy,,,;) = 1 and Y(Spsan) = 1. Generate oy, SignRDS (skpan,
H (pky pss||Miagm||adm||T)) and o < SignTABS(ppraps, sko ik, m, T). Let

Om = (O fiz, O funr), return (m, o,,, adm, 7).

(m, O, adm, T) < SignUP3S(pky p3s, sk;?@zgs, m, adm, Spsan)
VerifyUP3S. Check if Adm(m) = 1 and mg, € m at the correct po-
sitions, otherwise return L. Let (0piy,0puu) < O, if VerifyRDS(pk?gg’,

H (pky pas||miadm||adm||T, o fi.)) AVerify TABS (pprass, phrass , m, 0 pun, T) return
T. Otherwise, return L.

{T, L} « VerifyUP3S(pky ps3s, pk?}i}ggs, m, Om, adm, T)
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SanitizeUP3S. If VerifyUP3S(pkUp35,pkf,lf,gs,m,am,adm,T) = 1V
CheckMoD(m,adm) # 1 return L. Otherwise, let (0fiy,0ru) <  Om,
generate 0%;, < RerandomizeRDS(m,oyi;), m' <«  MoD(m,adm,mod),
Crun SignTABS(ppTABS,sk”quZEiS,m/,T). Let 0, < (0%, 0%), return
(m/, ol adm,T).

Y m?

(m’, ol adm,T) « SanitizeUP3S(pk:Up35,pkgilggs,skﬁ%s,m,am,adm,mod,T)

9 m?

ProveUP3S. If VerifyUP3S(pky pss, pkiy g, M, 0, adm, T) = L return L. Other-
wise, parse o, from o,,. Return (i, ) < Trace TABS(tsk 4 5g, m, 0 pu, T).

{i, 7} < ProveUP3S(pky p3s, skupss, pk‘gzggs, m, O, adm, Y)

M' If VerifyUP3S(pkUP35,pkf,"lggs,m,gm,adm, T) = 1, return L.
Otherwise, parse op,y from o,. Return {T,Ll} < JudgeTABS(pprass,
pkupas, m, o g, 1,4, ).

{T, L} + JudgeUP3S(pky pss, pk;gizg‘s, m, o, adm, L, i, )

Figure 4.8: UP3S generic construction.

is a randomized version of the signer’s RDS signature on H (pky pss||miadm.s||adms||Th)
and 0%, is the sanitizer’s TABS signature on the modified message m;, = MoD(my,
admy, mody). By contradiction, we let an adversary A be successful in EXpZ?éizgngty,
we then show that we can build an adversary B that uses A to break the unlinkability
of the underlying RDS scheme and win in Expggiggabimy in Fig. A.2. B first generates
(sk® ,5g, PEB s 55) for attribute set Sy = U. To simulate A’s oracles calls, B answers A’s
calls to OSignUP3S by constructing the claim predicate Y such that T (Sz) = 1, calculating
H (pku pss||miaam||adm||Y), and passes H (pkypss||miaam|ladm||T) to OSignRDS(.) to

get 0 f;., then signs (m) using sk?, ;¢ to get o 7,. To answer A’s calls to OSanitizeUP3S,

B evaluates o, by rerandomizing o ;,, and calculates m’ = MoD(m, adm, mod), then
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signs (m') using sk, s (Where T(Sg = 1)) to get 0}, For A’s calls to OProveUP3S,
B simply replies with its own identity for all queries where T(Sp = 1). When A inputs
(Mo, Omo, admg, Yo, mody), and (mq, o1, admy, Tq1,mod;) to OLoRSanitUP3S, B for-
wards (H (pku pss||mMiaam,o||admo|| o), 0 fiz0) and (H (pky pss ||[Miadm,1 ||admi || Y1), 0 fiz)
to OLoRRDS to obtain the challenge 0%, ,. Then B evaluates m' = mg <= MoD (my,
admg, mody) = m} <= MoD (my, admy, mod,) and then signs (m’') using sk2, 55 where
T(Ss) = To(Ss) = T1(Ss) = 1 to obtain c},,. B returns (m/, (0,5, o), adm, T)
where adm = admg = adm; to A as the sanitizer’s signature over m; under adm, ,and
Tp. At the end, A outputs a bit ‘a’ which B relays as its answer to its OLoRRDS ora-
cle. Note that both messages mg and m; have the same modified message m’ and since
B signs the same m/' for either mg, or my, i.e., m' = my < MoD(mg, admg, mody) =
my < MoD(my, admy, mod;) from scratch using the TABS scheme to generate o', A
cannot link the signature o, to either mg or m; (since m’ # mg and m’ # m,). Even if A
is a successful adversary against the privacy of the underlying TABS scheme (see Fig. A.6),
it could only deduce the identity of the TABS signer and\or the attributes used in signing
m/ but it is not able to link the signature over m/’ to either mq or m;. Hence, the success of

. Unlinkability . . . Unlinkability
Ain EXp /psg  implies the success of B in EXpj' ¢ O

Theorem 2. Given a private TABS scheme, then the sanitizable signature scheme in Fig. 4.8

is transparent.

Proof. The privacy of the TABS scheme ensures that the generated signature reveals no in-
formation about the signer other than the fact that the signer possesses a set of attributes that
satisfies a claim predicate. Hence, such a signature hides both the original signer identity
and the attributes used to satisfy the predicate T as well. Therefore, by contradiction, we

assume that the UP3S scheme is not a transparent sanitizable signature scheme. We then
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show that the privacy of the underlying TABS scheme cannot hold. Let an adversary .4 be

Transparency

successfulin EXp '/ pss » we show how to build an adversary B3 that uses A to break the
privacy of the underlying TABS scheme and win in Expg’;fgg in Fig. A.6. B simulates
A’s UP3S oracles calls as follows; B first generates the keys (skrps, pkrps) for the RDS
scheme so that it can compute o f;,, on H (pky pss||mueam||adm||T). B answers A’s calls to
OSignUP3S by constructing the claim predicate T, calculating H (pky pss||miaam||adm|| 1),
signs the output using skrpgs to get o;,, then forwards (m, T) to OSignTABS oracle to get
orun. To answer A’s calls to OSanitizeUP3S, B obtains J}m by rerandomizing o;,, then
it calculates m’ = MoD(m, adm, mod) and forwards (m’, T) to OSignTABS oracle to get
’- For A calls to OProveUP3S, B simply forwards (m, o ., T) to OProve TABS. When
Ainputs (m, mod, adm, ) to OSign-or-SanitUP3S,using its RDS keys 13 signs the message
H (pkupss||migdam||adm||T), producing o 4;,,. Then, B evaluates m’ <— MoD(m, adm, mod)
and passes (m/, 1) to the OLoRSignTABS oracle, which responds with a challenge TABS
signature o ,y. Finally, B returns (m/, (01, 0 i), adm, T) to A as either the signer or
sanitizer signature over m’. At the end, A outputs a bit ’a’, which B forwards as its answer

to the OLoRSignTABS oracle.

]

Theorem 3. Given an unforgeable RDS, and a collision-resistant hash function, the saniti-

zable signature scheme in Fig. 4.8 is immutable.

Immutability

Proof. Recall that for an adversary A against UP3S immutability to succeed in EXp  ;7p3s s
it has to output a verifiable (m*, o}, adm*, T*) such that m* ¢ {MoD (m;, adm;, .) |
CheckMoD (m;, adm;) =1 } V i queries to OSignU P3S and m* ¢ {MoD (m;, adm;, .) |
CheckMoD (mj, adm;) = 1} V j queries to OSanitU P3S or (m* € {MoD (m;, adm;, .)

| CheckMoD (m;, adm;) = 1} AY* # T;) V i queries to OSignU P35S or (m* € {MoD
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(m;,admy;,.) | CheckMoD (m;,adm;) = 1} A T* # Y;)) V j queries to OSanitU P3S.
Given a collision-resistant hash function H, by contradiction, we assume that the UP3S

scheme is not immutable. We show that if we have a successful adversary A in

Expfﬁ%‘;gbimy, we can build an adversary B that wins the unforgeability of the underly-
ing RDS signature scheme in Expg%%gCM 4in Fig. A.3. B simulates A’s environment

with the help of the RDS signing oracle OSignRDS as follows, B receives a public key
pk;iDgg from its experiment, initializes the TABS scheme, then generates a secret key of
the TABS scheme sk% , 5. It then passes to A both public keys and answers A’s oracle
queries as follows. B answers A’s calls to OSignUP3S by constructing the claim predi-
cate Y, calculating H (pky pss||migam||adm]||T), then passes H (pkypss||miadm||adm||T)
to OSignRDS to obtain o;,, and signs (pkypss, m, T) using skf, ;¢ to generate o ull.
To answer A’s calls to OSanitizeUP3S, B obtains a}ix by rerandomizing o;,, calculates

m' = MoD(m, adm, mod), then signs (pky pss, m’, T) using its generated sk% , ;¢ to evalu-

ate o'y, When A eventually outputs (m*, oy, adm*, T*), B returns to its RDS unforgeabil-

Y m?)

ity challenger in Expg’%%gCM A the message (H (my, ;,, ||adm*||T*)) and the forgery attempt

0}, Which is the forged RDS signature on the output of H on the input of (my, 4, ||adm*||T*).
Note that A succeeds if it outputs a verifiable o;, under the original signer’s public key
where m* ¢ ({MoD (m;, adm;, .) | CheckMoD (m;, adm;) = 1} Am* ¢ {MoD (m;, adm;, .)
| CheckMoD (m;, adm;) =1}) or (m* € {MoD (m;, adm;, .) | CheckMoD(m;, adm;) = 1}
AT #T;)V (m* € {MoD (m;,adm;,.) | CheckMoD (m;,adm;) = 1} A T* # T;)),
hence H(mj,,,,||adm*||T*) was not queried by B to its RDS signing oracle before in either

case which implies a valid forgery by B. [

Theorem 4. Given a non-frameable and traceable TABS scheme, then the sanitizable sig-

nature scheme in Fig. 4.8 achieves accountability.
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Proof. Recall that the non-frameability security property of a TABS scheme ensures that
even if all authorities and users of the scheme collude, they cannot produce a signature that
traces to an honest user whose secret key has not been learned by the adversary. In other
words, any generated signature must be traced back to the entity that holds the secret key
used in signing such a message. Moreover, the traceability security property of a TABS
scheme ensures that every message signature pair generated could be traced. By contradic-
tion, we let an adversary A be successful in Expjfggﬁggabimy and show that we can build
an adversary B (resp. B’) which can break the non-frameability (resp. traceability) of the
underlying TABS scheme and win in Eng’OTn; éfgameability in Fig. A.7 (resp. EXpE: (;ch;;lity
in Fig. A.8). B simulates A’s oracles as follows. B first generates keys (skrps, PkrDs)
for the underlying RDS scheme so B can compute o, on H(Migam||ladm||T). When
A queries OSignUP3S with (m;, adm;, Spsan), B constructs the claim predicate T and
uses the RDS key pairs to compute o s, ; on H (Miggm,i, adm;, T;) and forwards (m;, 1;)
to the TABS signing oracle OSignTABS to get o,;; on m; and then forwards the tuple
((0 fiz,is O fuiri), adm;, ;) to A. When A queries OSanitUP3S with m, o,,, j, adm;, mod;,
T, B rerandomize o;, ; to get o, ;, then calculates m’; <= MoD(mj, adm;, mod;) and
forwards (m;, T;) to the TABS signing oracle OSignTABS to get 0%, ; on m; and then
forwards the tuple ((0%;, ;, 0% ;), admy, ;) to A. For OProveUP3S queries by A, B

forwards the queries directly to the Prove oracle of the TABS scheme OProveTABS and

relays back the output. At the end A outputs a tuple (m*, o}, adm*, T*), B forwards

Y m?

. . . Non— bili . -
(m*, T il T*) to its non-frameability challenger in EXp,; OT"A ggamea ity experiment in Fig.

A.7. On the other hand, B’ could be constructed in a similar way to 3. However, when A
outputs a tuple (m*, o, adm*, T*), B forwards (m*, 0%, T*) to its traceability challenger

. Traceability . . . Accountability . .
in EXpB,’T ABS Yin Fig. A.8. Therefore, the success of A in EXp AUP3S ¥ implies the
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. Non— frameability Traceability .
/
success of B and B’ in EXpy 7, 3¢ and EXp 7 4ps - respectively. O

Theorem 5. Given an unforgeable RDS scheme, an unforgeable TABS scheme, and a
collision-resistant hash function, the sanitizable signature scheme in Fig. 4.8 is unforge-

able.

Proof. Recall that the unforgeability security property of a TABS scheme ensures that
an adversary cannot generate a valid signature under a predicate where it does not pos-
sess the corresponding set of attributes that satisfy such a predicate. Moreover, the un-
forgeability security property of an RDS scheme ensures that it is infeasible for an ad-
versary who does not have access to the signing keys to output a valid message signa-
ture pair. Given a collision-resistant hash function H, by contradiction, we let an adver-
sary A be successful in Expijlggggseabimy()\), then we show that we can build an adversary
B (resp. B’) which can break the unforgeability of the underlying TABS scheme (resp.
RDS scheme) and win in Expg}fjggabmw(}\) in Fig. A.5 (resp. Expggggg MAN) in
Fig. A.3). B simulates A’s oracles as follows. B first generates the keys (skrps, Pkrps)
for the underlying RDS scheme. When A queries OSignUP3S with (m;, adm;, Spsan),
B constructs the claim predicate T; and uses the RDS secret key to compute o, ; on
H(migam.i, adm;, ;) and forwards (m;, T;) to the TABS signing oracle OSignTABS to
get o puu; on m; and then answers A with the tuple ((0fizi, 0 funi), adm;, T;). When A
queries OSanitUP3S with (m;, 0y, ;, adm;, mod;, Y ;) where 0,,; = (0fizj, Ofunj)s B
rerandomize 0y, ; to get o, ., then calculates m} < MoD(m;, adm;, mod;), T;) and
forwards (m;, T;) to the TABS signing oracle OSignTABS to get 0%, ; on m; and then
forwards the tuple ((0%;, ;, 0% ), adm;, T;) to A. For OProveUP3S queries by A, B
forwards the queries directly to the Prove oracle of the TABS scheme OProveTABS and

relays the output back to 4. At the end of Expﬂgfgggg“bimy(x\), A outputs a tuple (m*,
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sigmay,, adm*, T*) where oy, = (0};,, 0},y), and B forwards (m*, o},,, 1) to its un-
forgeability challenger in Expgnggabi”w(}\). On the other hand, an RDS unforgeability
adversary B’ is constructed as follows. To simulate A’s oracles, B’ initializes the TABS
scheme and generates the secret key sk, ;< for some identity iz and a set of attributes
(Sp/) 8.t Y(Sp/) = 1 for any Y, hence B’ can compute o, on m for any predicate. When
A queries OSignUP3S with (m;, adm;, Spsa,), B’ constructs the claim predicate T'; such
that Y(Sp/) = 1 and Y(Spgan) = 1, computes H (miggm i, adm;, T;) and forwards it to
the RDS signing oracle OSignRDS to get o, ; on m;. Then B’ uses its own TABS secret
key to compute o f,;; on m;, and then forwards the tuple ((0 fizi, 0 fuun i), adm;, T;) to A.
When A queries OSanitUP3S with m;, o, ;, adm;, mod;, Y ;, B’ rerandomize o ;, ; to get
0%iz.;» then calculates m/ < MoD(my, adm;, mod;) and signs 0%, ; using ski{’ﬁ’q and
then forwards the tuple ((0%;, ;, 0, ), adm;, T;) to A. For OProveUP3S queries by A,
B’ returns its own identity and a valid proof for all queries. At the end, A outputs a tuple

(m*, oy, adm™, T*) where 0y, = (0},,,0},1)> and B’ forwards (m*, 0},,) to its unforgeabil-

Y m?

ity challenger in Expg- 45,5 (\). Therefore, the success of A in Expff\%;gg; WY implies
the success of 3 and B’ in ExpgyXTngabi“w()\) and Expg,(g s MA(N), respectively. O

4.5 Instantiation and Efficiency

We instantiate UP3S with Pointcheval-Sanders (PS) RDS Scheme [76] because of its short
signature size and low signing and verification costs. For the TABS scheme, we utilize the
DTABS scheme in [53] because in addition to providing all the security properties required
by UP3S, DTABS offers minimal trust in the attribute authorities by defining a stronger

definition for non-frameability, i.e., when all authorities and users collude, they can not
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frame an honest user. This stronger notion of non-frameability overcomes the shortcomings
in standard ABS schemes where the attribute keys are generated by the attribute authority
for the scheme’s users (signers and sanitizers in UP3S) and hence, the attribute authority
has to be fully trusted. Another advantage of using DTABS is the ability to add multiple
attribute authorities to the scheme dynamically, which further supports UP3S’s scalability.
Both PS and DTABS are instantiated in a type-3 bilinear group setting. We use instantiation
1 of DTABS for its shorter signature size [53]. The hash function H should be chosen such
that its output is mapped to ZJ, thus the PS scheme is used in a single message signature

setting where m € Z,, to produce o ;.

Efficiency. To sign a message, the signer needs to generate a hash, an RDS signature on the
output of the hash function, and a TABS signature on the whole message. To sanitize a mes-
sage, the sanitizer has to modify the message, rerandomize the RDS signature and generate
a TABS signature for the modified message. To verify a message signature pair, the verifier
verifies both the RDS and TABS signatures. Tracing a signature to its origin requires veri-
fying the sanitizable signature, and running the tracing algorithm of the underlying TABS
scheme. Finally, to verify the output of the tracing algorithm, the judge procedure verifies
both the sanitizable signature and the proof generated by the tracing algorithm of the TABS
scheme. The computation and communication complexities of the instantiated UP3S are as
follows. Let [ x t be the size of DTAB’s claim-predicate monotone span program [53]. The
proposed instantiation produces a total signature (0 y;;, 0 ruy) size of (27.0 + 21) elements
in Gy + (22.1 + 15) elements in G, + (¢ + 3) elements in Z,, where o;, is a PS signature
of size 2 elements in G; and requires two modular exponentiations in G; [76], and o ,; is
a DTABS signature of size (27.] 4+ 19) elements in G + (22.] + 15) elements Gs + (t 4 3)

elements in Z,, [53] and, costs approximately (27! 4+ 32) modular exponentiation in G +
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(381+34) modular exponentiation in G to produce. Note that the aforementioned signature
size and computational cost apply to both signing and sanitizing a given message. Verify-
ing a given UP3S message signature pair costs a total of (32/ + 80) pairing operations +
1 modular exponentiation in G, + 2 modular exponentiation in G5!. On the other hand, to
trace a signature to its origin, the tracing authority produces 2 elements in G, and performs
2 modular exponentiation in G, in addition to the cost of UP3S signature verification. The

judge procedure performs 4 pairing operations to verify the proof of the tracing procedure.

4.6 Comparing UP3S to P3S

In what follows, we provide a comparison between UP3S and P3S with respect to their fea-
tures and security models. The reader is referred to [89] for the formal definition of P3S and
its security notions. Note that comparing the efficiency of the UP3S and P3S schemes is
not possible because P3S does not provide an efficiency evaluation for its suggested instan-
tiation. Also, both generic schemes have different building blocks and there are no standard
metrics for the associated complexities of the generic building blocks, i.e., PCH and a group
signature scheme in P3S compared to TABS and RDS in UP3S.

Features comparison We compare UP3S with P3S in terms of the roles of the scheme’s
entities, features of its procedures, and scalability. Signing. In UP3S, the signer’s respon-
sibility is limited only to signature generation and sanitization policy definition, and no
interaction is needed from the signer to reveal the identity of the actual signer or sanitizer
of a given message signature pair. In P3S, signers act as group managers, where they add

new sanitizers to the system in addition to acting as openers for the group signature on the

I'The verification cost of DTABS could be enhanced using batch verification [21] of the underlying Groth-
Sahai proof of knowledge [58]
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message. In P3S, the signer should know the identity/public key of at least one sanitizer
prior to signature generation in order to be able to create the group signature using a NIZK
OR proof. However, in UP3S, the signer defines a sanitization policy (signing predicate)
which determines possible future sanitizers based on their attributes only, and no need to
know the identity/key of any of them prior to signature generation.

Sanitizing. Unlike P3S which uses a policy-based chameleon hash as its core building block,
UP3S uses a TABS scheme. Thus, it is not required to share any trapdoor information with
every sanitizer before sanitizable signature generation as in the case of P3S. In P3S, T is
only used as an input to the signing algorithm and could not be verified during the signature
verification. In UP3S, T is an input to all its subsequent algorithms, hence any of UP3S
algorithms can verify that a message signature pair is generated by a signer\sanitizer who
possesses a set of attributes satisfying T. Furthermore, in UP3S, the sanitization rights
of a given message are solely controlled by the attribute set possessed by any scheme user.
Hence, UP3S neither requires a group manager role nor defines an AddSan procedure (Def.
6 in [89]) as in P3S, which is used by the group manager to grant the sanitization rights of
a given message to a specific sanitizer.

Scalability. In P3S, the signature size should grow linearly with the number of group mem-
bers (possible future sanitizers) which is required to achieve transparency in a linkable sig-
nature scheme. More precisely, like in group signature schemes, P3S generates a NIZK OR
proof that proves that the encrypted public key (identity) of the signature generator for a
given message is either the original signer OR a sanitizer. However, since P3S is linkable,
assuming a given timeline for signature generation, an observer can link two signatures orig-
inating from two different sanitizers to their original message. Thus, using the description

of the NIZK in construction 1 in [89] where the anonymity set is always equal to two (the
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signer identity is always in the set), an adversary can determine with more than the negligi-
ble probability if the second message is sanitized or not which contradicts the transparency
requirement. In UP3S, every message has a specific sanitization policy with no sanitizers
identities included in the signature, and whatever the number of sanitizers who are autho-
rized to sanitize a given message, the signature size is fixed per the associated sanitization
policy. In P3S all system-wide parameters including secret-public key pairs are initialized
from scratch for each message, i.e., a new chameleon hash instance, which may limit the
system’s scalability. UP3S on the other hand is based on an ABS scheme where once ini-
tialized, signers (resp. sanitizers) can sign (resp. sanitize) any message, and sanitization
rights are controlled by a predicate defined by the signer only.

Table 4.1 summarizes the features comparison between UP3S and P3S in terms of the build-
ing blocks, if the scheme requires knowing future sanitizers or not, sanitization technique,

how sanitization rights are granted, signature size, and if a group manager is needed.

Table 4.1: Comparison between UP3S and P3S.

UP3S (this work) P3S [89]
Building blocks TABS and RDS PCH and GSS
Unlinkability yes no
Future sanitizers no at least one
Sanitization technique =~ ABS secret key sharing
Sanitization rights set prior to sig. gen. granted after sig. gen.
Signature size fixed* variable**
Group manager no yes

GSS: Group signature scheme
* Per message sanitization policy
** To achieve transparency, the signature should grow linearly with the number of group members

(possible future sanitizers of a certain message)

Security models comparison Our security definitions introduce some modifications

to the definitions which are proposed in P3S to capture the roles and features of the un-
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derlying building blocks in UP3S. P3S defines nine security properties, namely unforge-
ability, immutability, privacy, transparency, pseudonymity, signer-accountability, sanitizer-
accountability, proof-soundness, and traceability [§9]. Besides unlinkability which is not
offered by P3S, UP3S defines unforgeability, immutability, privacy, transparency, and ac-
countability as its required notion of security. In what follows, we compare the definitions
of the security properties of both schemes.

Unforgeability. Unlike UP3S, P3S uses the concept of groups and defines unforgeability in
a way to capture the various cases that arise where groups are used, such as secret signing
keys can be re-used across multiple groups and sanitization between different groups. On
the other hand, UP3S does not use groups, accordingly, the unforgeability experiment (see
Fig. 4.7) is defined with no consideration for forgery cases associated with groups as in P3S.
Immutability. Both P3S and UP3S definitions follow the original definition in [26]. How-
ever, in UP3S’s immutability experiment (see Fig. 4.4), we give the adversary access to the
sanitization oracle to consider double sanitization cases where a sanitized message could be
further sanitized by a different sanitizer who fulfills the sanitization policy.

Privacy. P3S defines a stronger notion of privacy, to capture secret key leakage and bad
randomness in key generation use cases. However, since UP3S provides unlinkability and
it has been proven in [28] that unlinkability implies privacy, UP3S follows the definition
in [28].

Transparency. Both schemes follow Brzuska et. al definition of transparency [26]. How-
ever, both schemes designed the experiment with different inputs to the oracles due to the
difference in the used building blocks.

Pseudonymity. P3S defines pseudonymity as the infeasibility that an adversary can decide

which sanitizer actually is responsible for a given signature. P3S modeled such property
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by an experiment where the adversary input a message signature pair, some modifications,
and two possible sanitizers’ secret keys to the left-or-right sanitization oracle. The adversary
wins if it can decide which sanitizer secret key is used by the left-or-right sanitization oracle
(see Fig.8 in [89]). To prove the independence of pseudonymity, the authors assume that
the sanitizer’s identity is encoded such that it can only be recovered if both the sanitized
and the original signatures are available to the adversary. We find the latter assumption
counter-intuitive to the transparency requirement because such an adversary can decide with
certainty which of the signatures is freshly signed and which is sanitized. UP3S provides a
stronger notion of pseudonymity since it defines unlinkability (see Theorem. 1), where such
an assumption can not hold while preserving unlinkability.

Accountability. P3S uses the signer secret key to open a signature and trace it to the iden-
tity (the public key) of the signer/sanitizer of a given message. Hence, it defines two types
of accountability, signer-accountability, and sanitizer-accountability. Moreover, P3S de-
fines traceability to capture the case when the opening algorithm returns L. On the other
hand, UP3S uses a separate tracing authority to trace a signature back to its actual signer
and does not use the signer keys in the tracing process. Hence, UP3S defined one secu-
rity property, accountability in Fig. 4.5, which captures the cases of signer-accountability,
sanitizer-accountability, and traceability in P3S.

Proof-Soundness. P3S constructs a dynamic-group-signature-like scheme, hence, it intro-
duces proof-soundness to resist signature hijacking in group signatures where an adver-
sary can generate a valid NIZK for an already signed message that traces back to another
user [88]. In UP3S, traceability is provided by the underlying TABS scheme, where its

traceability-soundness notion (see tracing soundness in [53]) serves the same goal.
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Chapter 5

Traceable Policy-Based Signatures with

Delegation

In this chapter, we propose a Traceable Policy-Based Signature (TPBS) scheme, which ex-
tends the functionality of policy-based signatures (PBS) by incorporating a tracing mecha-
nism to enforce accountability while maintaining the essential properties of PBS schemes.
TPBS achieves traceability without compromising delegatability by introducing identity
keys, which are used alongside policy keys for signing. Additionally, TPBS ensures non-
frameability, even under the assumption of a corrupted tracing authority. This work is pub-
lished in CANS 2023 [4]

To construct TPBS, we employ a rerandomizable signature scheme, a digital signature
scheme, and a zero-knowledge proof system as its building blocks. Unlike prior traceable
PBS approaches, such as the scheme proposed by Xu et al. [96], where user identities are
directly attached to policies, TPBS decouples the identity key from the policy key. This
design choice preserves the original intent of PBS schemes by allowing users with access

to a policy key to sign messages without binding their identities to a specific policy. Con-
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sequently, TPBS supports policy key delegation while preventing key misuse and ensuring
accountability.

We define and formally prove the extractability, simulatability, non-frameability, and
traceability security notions for the generic TPBS scheme. Additionally, we propose a
concrete instantiation of TPBS utilizing the Pointcheval-Sanders rerandomizable signa-
ture scheme, Abe et al.’s structure-preserving signature scheme, and the Groth-Sahai non-
interactive zero-knowledge (NIZK) proof system. We analyze the efficiency of this instan-

tiation and compare its performance with existing approaches.

5.1 Traceable Policy-Based Signatures (TPBS)

We build on PBS and present a Traceable Policy-Based Signatures (TPBS) scheme. The
main idea of our scheme is that in addition to the PBS issuer’s policy key, we require the
use of an identity key for signing a message that satisfies the policy defined by the issuer
in the policy key. Hence, we introduce a Tracing Authority (TA) where every scheme user
registers with to generate an identity key. The user then uses the identity key in addition to
the policy key to sign a message that conforms to the policy set by the issuer. The produced
signature allows the TA to trace it to the registration information acquired from the user
during identity key generation. Note that contrary to the issuer’s policy key, which could
be shared among users allowed by the issuer to sign a specific message, the identity key is
generated by individual users and is not shared with any other entity in the system.
Throughout this chapter, we use & Z,, to denote sampling x uniformly at random from
Z4. We denote by 7 an identity from the identity universe I, 7 € I. Let A € N denotes our

security parameter, then a function ¢(\) : N — [0, 1] denotes the negligible function if for
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any ¢ € N, ¢ > 0 there exists A\, € Ns.t. ¢(A\) < A~ “forall A > \.. We use f(.) to denote a
one-way function with a domain denoted by F, and we use PoK(z : C' = f(z)) to denote an
interactive perfect zero-knowledge proof of knowledge of x such that C' = f(x) [41]. Let
a policy checker (PC) denote an NP-relation PC : {0,1}*{0,1}* < {0, 1}, where the first
input is a pair (p, m) representing a policy p € {0, 1}* and a message m € {0, 1}*, while
the second input is a witness w, € {0, 1}*. The signing of m is permitted under policy p if

(p, m,w,) is PC-valid such that PC((p, m), w,) = 1 [12].

Definition 8. (Policy Checker [12]). Let a policy checker (PC) denote an NP-relation PC :
{0,1}* x {0,1}* — {0, 1}, where the first input is a pair (p, m) representing a policy p €
{0,1}* and a message m € {0, 1}*, while the second input is a witness w, € {0,1}*. The
signing of m is permitted under policy p if (p, m, w,,) is PC-valid such that PC((p, m), w,) =

1.

In what follows, we give the black box definitions of the proposed construction.
TPBS is a tuple of ten polynomial-time algorithms, TPBS = {ppGen, TASetup, Is-
suerSetup, UserKeyGen, IDKeyGen, PolicyKeyGen, Sign, Verify, Trace, Judge } which

are defined as follows.

- ppGen. This algorithm outputs the public parameters of the scheme, which become an

implicit input to all the other algorithms.

pPTPBS ppGen(l’\)

- TASetup. This algorithm generates the TA’s public secret key pair (pkrass, skfa,o),
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and initializes a private empty registry Reg at the TA.

(pk%ﬁBS> S k%éBSa Reg) < TASetup(pprras)

- IssuerSetup. This algorithm generates the issuer’s public key secret key pair.

(PkrPES, skrpps) < IssuerSetup(ppress)

- UserKeyGen. For user identity ¢ € I, this algorithm generates the user’s secret public key
pair (sk;, pk;). We assume that pk; is authentically associated with 7 in a public registry D
such that D[i] = pk;, a PKI system may be used for such a purpose. Moreover, this algorithm

outputs the registration information I D; generated from sk; using a one-way function.

(pk“ Sk’z‘, IDZ) < UserKeyGen(pprBS, Z)

- IDKeyGen. This two-party interactive procedure runs between a scheme user and the TA
to generate the user’s identity key. The inputs of the user’s routine are (i, (sk;)), and the
inputs to the TA’s routine are ((skX4zs),4, ID;), where i and ID; are sent to the TA by
the user. At the end of the interaction, the user obtains the TA’s signature o, over their
hidden secret sk;. Finally, the user sets sk pps = (ski, 0% ,) whereas the TA obtains some

registration information Reg[i] = I D,.

((Reg[i)), (skirpps)) < IDKeyGen((skhd o) <2124

91D

(ski)),

where the first (resp. second) (.) in the input and output of IDKeyGen contains values that

are only known to the TA (resp. user).
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- PolicyKeyGen. The issuer runs this procedure to generate a secret key for a specific policy

p e {0,1}".

Issuer

skfppg < PolicyKeyGen(skrpphe, D)

- Sign. On input of a message m, a witness w,, € {0, 1}* that m conforms to a specific policy
p, the secret signing key sk, ¢, the user identity key sk’ , this procedure generates a

signature o,,.

. TA Issuer D 7
Om 4 Sign(pkTpps: PATpES skrpps, Skrpps, My Ds wp)

- Verify. This algorithm verifies the signature o,,, over m using the issuer’s and TA’s public
keys.

{T, L} < Verify(pkipps, phr75s, m, 0m)

- Trace. This algorithm is run by the TA to trace a signature o,,, over m to its original signer

and returns the signer identity along with proof confirming such a claim.

Issuer

(1, T race) < Trace(pk%ﬁBS,kapBS, Reg,m,0,,)

- Judge. This algorithm verifies the output of the tracing algorithm.

{T7 J-} — JUdge(pk‘gngS> pk‘#s]i%iga m, Om, ia 7TT?”ace)

TPBS Correctness for the correctness of TPBS, we require that for all A € N, all pprpgg <
ppGen (1Y), forall (pk7p ps.(skTpps.Reg)) < TASetup(ppreps), for all (phisie. sk

<+ lIssuerSetup (pprpps), for all i € 1, for all (pk;, sk;, I D;) + UserKeyGen (pprpps), for



62

all ((Regl[i]),(skippg)) < IDKeyGen ((sktaps) (i,1D;)

1
91D

PolicyKeyGen (skiss4t. p), and for all (m,p,w,) € {0,1}* s.t PC((p,m),w,) = 1, we

(sk;)), for all skhppe <

have 0,,, < Sign (pk4 5 o Pk EEST SKY. p g 655k p g 51M,Psw), ) such that T < Verify (pkfa g,
pkisseer m, o,,). Moreover, we have (i, Tryqcc)  Trace (pktape,pklssis Reg,m,o,,)
such that T < Judge (pkT2 5o pkES%T 1,0 iy T race )-

To prevent a misbehaving TA or any party who has access to the policy key sk ppq
from framing a user, we ensure that sk’ 5 ¢ contains sk; which is generated by individual
users and not shared with any entity in the scheme. Moreover, Since our scheme segregates
the identity keys from the policy keys, the delegatability of policy keys becomes a natural
extension for our scheme and could be achieved seamlessly by applying the same technique

of Bellare and Fuchsbauer [12]. Moreover, segregating the issuer and TA rules make our

scheme a perfect fit for decentralized environments where multiple issuers may coexist.

5.2 TPBS Security Definitions

The security notions of PBS are privacy (policy-indistinguishability) and unforgeability [ 12].
Privacy of the policy ensures that a signature reveals neither the policy associated with the
policy key nor the witness that was used in creating such a signature. Unforgeability is de-
fined as the infeasibility of creating a valid signature for a message m without holding a
policy key for some policy p and a witness w,, such that PC((p, m), w,) = 1. In the same
context, Bellare and Fuchsbauer have defined simulatability and extractability as stronger
versions of the aforementioned security notions [12]. The main reason behind introduc-
ing such stronger notions is that the traditional notions of policy privacy and unforgeability

are insufficient for all applications. For instance, a PBS scheme with a policy checker PC
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such that for every message m, there is only one policy p where PC((p, m;), w;) = 1 for
i € {0,...,n}, such a scheme does not hide the policy, yet still satisfies indistinguishability.

Since TPBS signing requires the user’s identity key and the produced signatures are
traceable by the TA, we extend the definition of privacy to include user anonymity in ad-
dition to policy-privacy. Moreover, we define non-frameability and traceability to capture
the newly introduced traceability feature. We also define simulatability and extractability as
the stronger notions of privacy and unforgeability. Note that our definition of simulatability
and extractability differs from those in PBS in that they include the newly introduced signer
identity and tracing feature. In what follows, we give the formal definitions of the TPBS
security notions. The oracles used in the security experiments are defined in Fig. 5.1.

Note that OKeyGen is set up to generate the signer identity key from scratch and return
it to the adversary along with the policy key. Such a setup allows the adversary to corrupt
as many users as it wants without engaging with the oracle interactively. Privacy TPBS
ensures privacy if it guarantees signer anonymity and policy-privacy, which are defined as
follows.

Signer anonymity. Anonymity is modeled by the indistinguishability experiment in Fig. 5.2,
where the adversary has access to OKeyGen(.), OUSign(.), OIdLoRSign, and OTrace(.)
oracles. The challenge oracle OIdLoRSign is initialized with a random bit b € {0, 1}. The
adversary inputs to OIdLoRSign are (ig, 1, m, p, w,) wWhere the adversary chooses g, i1
from a predefined list of users I/ that it has no access to their signing keys. After verifying
that PC((p, m),w,) = 1 and iy, i, € U, the oracle generates o,,, for the message m using
(skb.p p-skitp o). Finally, the oracle returns the tuple (,,,,, sk» ). The adversary wins
if it can determine the bit b with more than the negligible probability. The adversary has

access to OUSign(.) oracle, which on input (i € U, m, p, w,), it obtains a signature on mas-
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return oy,
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OPLoRSign (i, m, py, Wy, p1, Wy, )

if PC((po, m), wp,) = 0V PC((p1,m), wp,) =0
return L
(Pki, ski, ID;) + UserKeyGen(pprpps)
. i TA (i,ID;)
((Regli]), (skTpps)) < IDKeyGen((skrpps) «—— (ski))
91D
sk ppg PolicyKeyGen (skE55%2  po)
kbl s + PolicyKeyGen(ski S 5d , p1)
Omy, < Sign(pkTp s, PRTBES sK'p s Skp s, M, Ph, Wp,)
M=MU{m,om}

Pb i
return (om,, ski'p g, skTpps)

OSim-or-Sign(i;, p, m, wy)

if PC((p,m),wp) =1

i )
(skipps) < Qilij]
i Issue
skl ppg < PolicyKeyGen(sk1'p 55, p)
. TA Issuer i
Omgy S'gn(kaPBSO’kaS;}‘g'o’Skg"PBssSkqipBS,m,wp)
Omy SimSign(tTN[z;\qpkgéle ’pkﬁ'g‘g, ,m)
M =M U{m,om,}
return (om,, SkgPBS)
return L

OTrace(m, 0,,)

if o € M’ return L

Issuer

(i, Trrace) < Trace(pkTp g, DT EES, Reg,m, o)
return (4, T qce)

Figure 5.1: TPBS security oracles.

sage m under the identity key of i € U and any policy of its choice. Furthermore, OUSign(.)

returns the TA signature 0%, of the user 7 to simulate the case where o, is leaked without

the knowledge of sk;. Furthermore, we give the adversary access to sk735%7 to simulate the

case of a corrupt issuer. Note, to prevent trivial attacks, the queries to OKeyGen(.) are lim-

ited to users’ identities not in &/ which models the set of honest users. Also, the adversary

cannot query the OT'race with the output of OIdLoRSign.
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Anonymity is defined in a selfless setting where we do not provide the adversary with
access to the identity keys of the two signers, sk, 5o and skl e, involved in the query
to OIdLoRSign [22]. This models the case where an internal adversary should not be
able to distinguish between two signatures generated under two identities different than its
own, even if both signatures are generated using the same policy key. Such a restriction is

essential to construct a significantly more efficient scheme [19].

Definition 9. (TPBS Anonymity) The TPBS scheme is anonymous if for any PPT adversary

A, Pr[Expi?;;%”;ity()\) = 1] — $|< €(N), where Expi?;gggty is defined in Fig. 5.2.
Anonymit
EXPA,TP'%S ‘(N
b& {01}, U =1{0,...,n}, M ={},Q; =[],pprrBs « ppGen(1*)

(PkTpps: skrpps) < TASetup(pprpps)
(PS5, skiS ) « lssuerSetup(ppr pBs)
foreach i; € U
(ki;, ski;, ID;;) < UserKeyGen(pprpps)
; ij TA (i’IDU)
((Reglis)), (skpppg)) + IDKeyGen((skppps) «——— (ski;))
rp
Qili;] = Sk;ZPBS

b o AOKeyGen(,),OUSign(.),OTrace(.),(’)IdLoRSign(.,b) ( Issuer Issuer)

U, pprrBs, Pk p s PRIBES sk HS
ifo=1"b
return T

return L
Figure 5.2: TPBS anonymity experiment.

Policy-privacy. Policy-privacy is modeled by the indistinguishability experiment in Fig. 5.3,
where the adversary has access to OKeyGen(.) and OPLoRSign oracles. The challenge
oracle OPLoRSign is initialized with a random bit b € {0, 1}. The adversary inputs to
OPLoRSign oracle are (i, m, Do, Wy,, P1, Wy, ). After verifying that PC((pg, m), wy,) = 1,
and PC((p1,m), wy,) = 1, the oracle generates skippq and skh'p g for b € {0,1}. It then
signs m using (ski'ppe, skippg) and returns o, along with skb, 5o and sk’ ppe. The

adversary wins if it can determine the bit b with a probability better than the random guess.
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Note that we give the adversary access to sk*apg and skXS%T to simulate the case of a

corrupt TA and\or issuer.

Definition 10. (TPBS Policy-privacy) The TPBS scheme is policy-private if for any PPT

PrEXp ons iy (\) = 1] — 1< €(N), where Exp ol Y s defined

adversary A,

in Fig. 5.3.

Policy—privacy
Exp)rpps (M)
b & (0,1}, pprpps + ppGen(1*)

(Pt ppg, skippg) + TASetup(pprrps)

( Issuer Issuer

Pk pES, skrppg ) < IssuerSetup(pprpBs)
(b/) += ACKeyGen(.),OPLoRSign(.,b) (

Issuer Issuer)

TA TA
pprPBS,PkTPBRS PRTPBS  SkTPBS SkTPBS
ifb=10

return T

return |

Figure 5.3: TPBS policy-privacy experiment.

Consider a PBS scheme where for every message m there is only one policy p such that
PC((p,m),w,) = 1; then the aforementioned policy-privacy definition can not hide the as-
sociated policy. It has been proven that simulatability is a stronger notion of policy-privacy
that remedies the aforementioned limitation [12]. Since the same limitation is inherited
in TPBS, thus, we also define simulatability, and we prove that our definition implies the
privacy of TPBS, which is defined as both anonymity and policy-privacy.

Simulatability. This security notion requires the existence of a simulator that can cre-
ate simulated signatures without having access to any of the users’ signing keys or wit-
nesses. Yet, such signatures are indistinguishable from real signatures. Thus, we assume
that for every TPBS procedure, there exists a simulated procedure whose output is indistin-
guishable from the non-simulated one. We denote such a procedure with the Sim prefix.
More precisely, we require the following algorithms, SimppGen, SimTASetup, Simls-

suerSetup, SimUserKeyGenTPBS, SimIDKeyGen, SimPolicyKeyGen, SimSign, and
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SimTraceTPBS. Note that SimppGen, SimTASetup, and SimlssuerSetup also output
the trapdoor information tryx;zx, trra, and trrsser, respectively. Such trapdoor outputs
are used as inputs to the other relevant simulated procedures instead of the secret inputs.
We give the definitions of the simulated procedures in Fig 5.9 after we present the generic
construction.

We formally define simulatability in a selfless setting by the experiment in Fig. 5.4, in
which the adversary has access to OKeyGen(.), OUSign(.), OTrace(.), and OSim-or-Sign(.)
oracles. OSim-or-Sign(.) is its challenge oracle which on the input of some ¢; from a pre-
defined list of honest users identities I/, a message m, a policy p, and a witness w, that m
conforms to p, the oracle outputs a signature o,,. The adversary wins if it can determine
whether o, is generated using 7; identity key and p policy key or it is a simulated signature.
To prevent trivial attacks, the adversary cannot query the OTrace(.) with the signatures
generated by the challenging oracle.

Definition 11. (TPBS Simulatability) The TPBS scheme is simulatable if for any PPT adver-

Pr[Expi{év;BS(/\) = 1] — 3|< €(N), where the Expj{%;BS is defined in Fig. 5.4.

sary A,

Unforgeability Intuitively unforgeability is the infeasibility of creating a valid signature
on a message m without holding the policy key for policy p to which m conforms.

To model users’ corruption and collusion attacks where users could combine their pol-
icy keys to sign messages non of them is authorized to, Bellare and Fuchsbauer have defined
the unforgeability of the PBS scheme by an experiment where the adversary is allowed to
query a key generation oracle to generate user keys and gain access to some of them. How-
ever, in their definition, it becomes hard to efficiently determine if an adversary has won
the unforgeability experiment by producing a valid signature such that PC((p, m),w,) =1

using a queried policy key or not since policy-privacy requires hiding the policy and witness
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SIM

EXPA,TPBS(/\)
b & {0,11,U =10,...,n}, M ={},Q; =]

PPTPBS, « PPGen(1*), (ppTPBS; , trN1zK) ¢ SimppGen(1)

TA TA
(PkTPBSy> skTPBs,) < TASetup(pprpBs,)
(PRESSUSE | SHESSUET )  IssuerSetup(pprpsy)
(pk%:ﬁle , Sk%?’le ,trra) < SimTASetup(pprpBsS,)

( Issuer Issuer

kaPBSL!SkTP3517tr155u€7‘) < SimlssuerSetup(pprpBs; )
foreach i; € U
(Pkij, ski;, ID;;) < UserKeyGen(pprpps)

i (i,ID; ;)
((Reglij]), (skipps)) « IDKeyGen((skfpps) <> (ski,))
7rp

Qilij] = skipps
%4 <_./4(’)KeyGen(.),(’)USign(.),(’JTvace(.),(’)Sim-or-Sign(.)(

Issuer Issuer )

TA TA
uvppTPBSbvkaPBSba SkTPBSbvkaPBSba SkTPBSb
if b =10 return T

return L

Figure 5.4: TPBS simulatability experiment.

used in generating a specific signature. To overcome the aforementioned limitation, they de-
fined extractability as a strengthened version of unforgeability and proved that extractability
implies unforgeability [12]. Since TPBS privacy requires hiding the policy, witness, and
signer’s identity used in generating signatures over m, we define extractability and adapt it
to imply the unforgeability for TPBS.

Extractability. We formally define TPBS extractability by the experiment in Fig. 5.5, where
we assume the existence of an extractor algorithm Extr which upon inputting a valid mes-
sage signature pair (m,o,,) in addition to trapdoor information try;zx, it outputs the tu-
ple (p, sk;, skippg, w,). An adversary A who has access to OKeyGen and OSign oracles
(Fig. 5.1) wins Expi? ppg if it outputs a valid message signature pair (m*, o,,,+) such that
either i) it does not hold some sk%5 ¢ that is obtained from OKeyGen oracle or for all p, it
obtained sk}, ¢ by querying OKeyGen oracle, ii) it does not hold an sk¥", 54 corresponds
to p* such that PC((p*, m*), wy) = 1oriii) PC((p*, m*), w;) = 0. Note that since try;zx is

required by Extr algorithm, the extractability experiment is initialized using SimppGen(1*)
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algorithm rather than ppGen(1*), and all other algorithms are kept the same.

Definition 12. (TPBS Extractability) a TPBS scheme is extractable if for any PPT adversary

A, Pr[ExpithPBS(A) = 1] < €(\), where Expif;PBS is defined in Fig. 5.5.

Ext

EXPA,TPBS ()

(pprPBS, trnizi) + SimppGen(1*)

(pk%ﬁBS, sk%éBS, Reg) < TASetup(pprpps)

Issuer Issuer

(Pk7pEs  skrpps) < lssuerSetup(pprpas)

Q; = Qp = H

T=L=M={}

(m*, o) < AOKYCEN().0SE0C) (5 1o phTA o pRTssuer)

if (m*,0mx) € M V Verify(pkXppg, PEXSET ,m* o) = L
return |

(p*, sk, sk ppg>wp+) < Extr(trnrzi, m*, om=)

if skj ¢ TVp* ¢ LVPC((p*,m"),wp,) =0
return T

return |
Figure 5.5: TPBS extractability experiment.

Non-frameability This property ensures that even if the tracing authority, issuer, and
all corrupt users in the scheme collude together, they cannot produce a valid signature that
is traced back to an honest user. TPBS non-frameability is modeled by the experiment
defined in Fig. 5.6, in which the adversary has access to both TA and issuer secret keys
(skF8 g, skissuer), in addition to OKeyGen, OUSign, and OTrace oracles. The adversary
wins if it outputs a verifiable (m*, o,,+) that has not been queried to OUSign and when
(m*, o) is traced back to its signer, the tracing algorithm outputs an identity of one of the
honest users in /. Additionally, the output of OTrace oracle should be verifiable using the

Judge algorithm.

Definition 13. (TPBS Non-frameability) a TPBS scheme is non-frameable if for any PPT

Non— frameability

adversary A, PrIEXp 1o (A) = 1] < €(\), where the non-frameability experi-

ment is defined in Fig. 5.6.
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Non— frameability
EXp_7res (A)

U=H0,...,n}, M ={},Q; = [],pprrprs < ppGen(1*)

Issuer Issuer

(pk%:éBs,sk%}A;BS) < TASetup(pprpBs), (Pk1p B, ki b e ) < IssuerSetup(pprpRs)
foreach i; € U

(ki , ski;, ID;;) < UserKeyGen(pprpBs)

(,1D;))
((Reglij)), (skipps)) < IDKeyGen((sk7pps) <—J7> (ski;))

°rp

Qilij) = skipps
(M*, =) AOKeyGen(.),OUSign(A),OTrace(A)(u)ppTPBS’pkggBS7pk§5;1é%r7sk%&:}gqéeg7sk%éBS)
if (", 0nx) € MV Verify(pkihp p o, DAS ST m* Jopms ) = L

return L

. TA Issuer
(%, T race) < Trace(pkrpps, PETPES » Reg,m, om)

ifi* ¢ U
return L

Issuer

TA ;
return Judge(pkTppg, PET P B S M™, Om* 4" Thrgee)

Figure 5.6: TPBS non-frameability experiment.

Traceability Traceability requires that even if all scheme users collude together, they
cannot produce a signature that cannot be traced. We require the tracing authority to be
honest, as knowing the secret key of the tracing authority would allow the adversary to sign
a dummy sk; under the tracing authority’s secret key resulting in an untraceable signature.
TPBS traceability is modeled by the experiment defined in Fig. 5.7, in which the adversary
has access to OKeyGen and OTrace procedures. We omit the adversarial access to OSign
oracle since the adversary could corrupt as many users as it wants and get access to their
keys. Hence it could use the signing algorithm directly Sign(.) to produce signatures. The
Adversary wins if it outputs a verifiable (m*, o,,,+ ), which when traced, the tracing algorithm

Trace outputs L.

Definition 14. (TPBS Traceability) a TPBS scheme is traceable if for any PPT adversary A,

Pr[Expif;(ﬁg’élity()\) = 1] < €(X), where the traceability experiment is defined in Fig. 5.7.
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Traceability
EXp . rpps ' (N
skia

(pprres) + ppGen(1%), (Pk1pps, sk1pps)  TASetup(pprrps)

Is: Issue
(PkrPES, skrpEs) « IssuerSetup(pprpps)

(", O ) 4 ACKCE).OTracel) (0 po phih s, DRSS

if Verify (ph7 pps, PRT 35S, m™, Ome)

(i*7 7Tik"race) A Trace(pk%IéBS7pk%s]‘;%€§7 Reg7 m*v Um*)
ifi=_1
return T
return |

Figure 5.7: TPBS traceability experiment.

5.3 TPBS Generic Construction

The main building blocks of the new construction are a EUF-CMA RDS scheme capable of
signing a commitment on a secret message, a SE-NIZK proof system, and a digital signature

scheme.

Setup. The general idea of the new scheme is that in addition to the policy key sk%., 5 that
is generated by the issuer using PolicyKeyGen and shared with any user who is allowed to
sign a message m conforming to p, each user has to run an interactive algorithm IDKeyGen
with the TA to obtain an identity key sk’ ppq. In IDKeyGen, the user gets the TA’s RDS
signature o%;, on a user-chosen secret value sk;, where sk; is generated using UserKey-
Gen. o, along with sk; are the user’s identity key sk% 5. The TA keeps track of users’
registration information / D; in a secret registry Reg. Users generate their own registration
information / D; using a one-way function over sk;, where it contains a tracing trapdoor that
allows the TA to trace the generated TPBS signature to its original signer. More precisely,
ID; contains C; = (¢;,¢;) = f(sk;) and the user’s digital signature 7; over ¢; where (¢;, 7;)
could be publicly mapped to such a user’s identity and ¢; is held secretly by the TA as the

tracing trapdoor information. To ensure non-framability, an RDS signing algorithm is used
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to sign the output of a one-way function c; rather than sk; itself, yet the produced signature

is verifiable over sk;.

Signing. To sign a message m, the user generates a rerandomized version of the TA signature

o’ ;, along with a SE-NIZK proof m,, for the relation Rj that is given by

((pk%IéBsa OJiID7 pk%%%%? m)v (Skia b, Skg“PBSv w’p)) S Rf\ﬂ? And

VerifyRDS (pkt5 g, ski, o't ) = 1 (5.1a)
A VerifySig(pk1pig: v skipps) = 1 (5.1b)
A PC((p,m),w) =1, (5.1¢)

whose statements X = (pkXa 5o, o't pkissuct m) with witnesses W = (sky, p, sk pp oty ).

Intuitively, ,, proves that a) o', is the TA signature over some signer-generated secret
value sk;, b) the user holds the issuer’s signature over some policy p, and c¢) the message m

conforms the policy p under some witness w,, i.e. PC((p, m), w) = 1.

Verifying and tracing. Signature verification is done by verifying 7, over the statements
X. To trace a signature to its signer, the TA exhaustively searches Reg for a matching c¢;
that verifies o’ ’I p in the signature; once a match is found, the TA outputs the resisted user’s
identity ¢ along with (¢;, 7;) in addition to a NIZK for the knowledge of ¢; such that ¢; and
¢; are generated f(sk;) and o'}, is verifiable over sk;.

One advantage of using a sign-rerandomize-proof paradigm rather than a sign-encrypt-
proof paradigm is that the former paradigm produces a significantly more efficient signature
than the latter [19,76]. On the other hand, the tracing algorithm becomes a linear operation
in the number of scheme users, which is considered an affordable price since tracing is an

infrequent operation and is run by a computationally powerful TA [19].
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Figure 5.8 depicts the complete generic construction of TPBS. Note that we use two
different instances of the digital signature scheme. The issuer uses one to sign a policy p
in PolicyKeyGen, and the scheme users use the other to sign the output of the one-way

function to generate / D; in UserKeyGen. We label the latter with the subscript X.

ppGen(1*) PolicyKeyGen(skLswr p)
crs SetupNIZK(l)‘),ppRDs “— ppGenRDS(l’\) ‘Sk%)“PBS — SignSig(skéﬂ‘}?gg,p)
PPsig < PPGenSig(1*), ppsigy, < PPGenSig(1*) return skf.pp g

return pprpps = {¢rs,PPRDS, PPSig, PPSigs } .
H TA dssuer p X
Sign(pkrpps: PKIPES: Skrpps: Skrpps, m, p, wp)

TAsetUp(ppTPBS) (Skl,(f}D) = sk}PBs,a’}D — RandomizeRDS(a}D)
(pkEA s, sk g) + KeyGenRDS(pprps) Tm 4 ProveNIZK(crs, (pk2p g, 0'% ) PKESSYE , m),
(PkT B s, sk1pps) = (PkRDs, skkHs), Reg =[] (ski, p, skl ppgr wp))
return (pk'#ﬁBS, sk%‘,‘iBS) return oy = (0'%p, ™m)

H TA Issuer

IssuerSetup(ppsig) Verify(pkrpps, PRI PES, M Om)

(PR 5S, skEPES) « KeyGenSig(pprpis) (012 Tm) = om

Issuer cplssuer return VerifyNIZK (crs, (pk3 i g, 0'% p, DEASSYE M), Tom)

return (pkppEs, SkrpEs)

. e TA kL .
UserKeyGen(pprpaps, i) Trace(pk7pps, Phiphs, Reg, m, o)
(pkf'gigz R Skglgz ) < KeyGenSig(ppsigs, ) if Verify(pk%éBs, pk%sf,é?, m,om)

n /1 _
Di] = phs = (phisiyy, ), shi & 25, Cs = (ci,&) = f(sk) ("D, m) = om

T SignSig(cz,skglgE), ID; ={Ci, i}
return (pk;, sk;, ID;)

foreach ¢; € Reg
if ¢; verifies O'/QD
(4,Ci, i) = Regli]

. « ProveNIZK(crs, (ci, 0’ p), &)
TA (4,1D;) g R ]
IDKeyGen((skrpps) ¢ i > (ski)) return (i, (77race)) = (4, (¢i, 74, 7))
1D return L
User TA
TA dssuer o1.TA ;
(¢, ID;, sk;) (sk%é[,s) JUdge(kaP357 kaPBS7 ‘SkTP357 m,0om,1, 7I-Trace)
— P, if Verify(ph1 £ p.s, PREEES  m, om)
{Ci,mi} < 1Dy, ks, = D] Phbigs, = DIl (€1, 75,7) = TTrace
if Regli] = 0 if (VerifySig(pk; gy, cis i) A VerifyNIZK
A VerifySig(pkfgigZ L Ciy Ti) return T
PoK(sk;:C;=f(sk;)), return |
B
70 SignComRDS(skTA 5, c;)
skirpps = (ski,oip) Regli] = ID;

Figure 5.8: TPBS generic construction.

In Fig. 5.9, we show how SimppGen(.), SimSign(.), Extr(.) are constructed in ac-
cordance with the concrete construction in Fig. 5.8. Since trp4, and t745.e is equal to
skTA e and skLT. respectively, we omit the details of SimTASetup(.), Simlssuer-

Setup(.), SimUserKeyGenTPBS(.), SimIDKeyGen(.), SimPolicyKeyGen(.), and Sim-
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Trace(.) which are defined in the same way as TASetup(.), IssuerSetup(.), IDKeyGen(.),

PolicyKeyGen(.), and Trace(.), respectively, .

SimppGen(1*) Extr(trnrzi, m, om)

(ers,trnizi) < SimSetupNIZK(lA),ppRDs — ppGenRDS(lA) (U/QDer) =0om

Ppsig + pPGenSig(1%), ppsigy, < PPGenSig(1*) (D, ski, sk p g wp) = Extrnizk(crs, trnrz i, m, Tm)
return pprpps < (crs,PPRDS, PPSig: PPSigs ), tTNIZK return (p, ski, sk p g g wp)

SimSign(trn iz, (Pk7pps, RS m))

ski & 75,04, + SignRDS(sk3 4 g g, k%)

o't p + RandomizeRDS(o} )

H Issn TA 1
Tm < SimProve(crs, trnrzi, (PkTpES PRI PRS0 1D ™))

return oy, = (0'% 5, Tm)

Figure 5.9: TPBS simulated algorithms.

5.4 TPBS Security

The definition of extractability of TPBS (see Def. 12) implies its unforgeability. The privacy
of TPBS includes policy privacy and anonymity. Accordingly, we first prove that simulata-
bility implies both anonymity and policy-privacy. Then we present the security proofs for
simulatability (implies privacy), extractability (implies unforgeability), non-frameability,

and traceability.

Theorem 6. Simulatability implies both anonymity and policy-privacy

Proof. Assuming an adversary .4 against TPBS anonymity in Expi@‘?ﬁ%’rgw inFig. 5.2 (resp.

policy-privacy in Expii’}i;yg LY in Fig, 5.3), we can construct an adversary B (resp. B')

against the simulatability of TPBS. B receives (U, pprpas,» Pkipps,» Skt pps,» PRYSHe. .
skissust ) from its challenger in the Exp%/75 5 in Fig. 5.4, chooses d & {0,1}, and runs
Aon (U, ppreps, Pkt pps, PRIEES skiEe ). Whenever A queries its challenging oracle

OldLoRSign with (i;,,i,, m, p, w,), if PC((p, m),w,) = 0 or i;,,7;, ¢ U, B returns L,

otherwise it queries its challenger in the simulatability game with (i;,, m, p, w,) and returns
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(Omys Sk ppg) to A. When A outputs O/, B outputs 0 if (b’ = d), indicating that .4 returned
the identity B queried OSim-or-Sign with; thus o,,, is not a simulated signature. /3 outputs
1 otherwise. BB’ could be constructed similarly as follows. It receives (U, pprpgs,, Pk+ag Sy
skipps, PkiEEe . skisise ) its challenger in the simulatability game in Fig. 5.4, chooses
d < {0,1}, and runs A on (pprpps, Pk pps, Skt aps, PEESSE skissut ). Whenever A
queries its challenge oracle OPLoRSign with (i, m, pg, Wy, , D1, Wy, ), if PC((po, m), wy,) =
0 or PC((py,m), wp,) = 0ori ¢ U, B returns L, otherwise it quires its challenger in the
simulatability game with (i, m, pg, w,,) and returns (o,,,, sk pgg) to A. When A outputs
b, B outputs 0 if (' = d) and 1 otherwise. In either case, if in ExpngﬂprS(A) (resp.

Expfg,{ M ps(\)) the challenger’s bit is 0 indicating a signed signature, then B (resp. B')

perfectly simulates Expi?ﬁﬁ%@”y()\) (resp. Expi?éf;gggri”acy(A)) for A. However, if the bit
is 1 indicating a simulated signature, then the bit d chosen by B (resp. B’) has no relation

to A’s response. Hence, 53 outputs 1 with probability % Therefore, the success probability

of B (resp. B’) is half that of A in the anonymity (resp. policy-privacy) experiment. ]

Theorem 7. Given a zero-knowledge simulation-sound extractable NIZK system and an
unlinkable RDS scheme, the traceable policy-based signature scheme in Fig. 5.8 is simulat-

able.

Proof. (Sketch) Recall that for an adversary .4 to win the simulatability game Expfﬁ%g pgin
Fig. 5.4, it has to guess the bit ‘b’ that OSim-or-Sign(.) is initialized with. In other words, .4
wins if it can determine whether the output signature o,, = (07, T ) of OSim-or-Sign(.)
is generated using the secret keys or it is a simulated signature. It follows that A succeeds
if it can either distinguish 7, from a simulated one thus breaking the zero-knowledge of

the utilized SE-NIZK or by distinguishing the rerandomized RDS signature o, through

linking it to its original version o% . Therefore, the simulatability of TPBS follows from a
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zero-knowledge SE-NIZK system and an unlinkable RDS scheme.

]

Theorem 8. Given an unforgeable RDS scheme, an unforgeable signature scheme, and a
simulation-extractable NIZK system, the traceable policy-based signature scheme in Fig. 5.8

is extractable.

Proof. (Sketch) Recall that for adversary A to win the extractability game Expff} ppg i
Fig. 5.5, it has to output a verifiable (m*, 0,,~) where m* has never been queried to the
OSign oracle and when the Extr algorithm is run over (m*, o,,+ ) using the trapdoor informa-
tion {2k, the returned (p*, sk, skgp Bs» Wp+) satisfies any of the following conditions:
i) skf ¢ T, which implies that the adversary has never obtained some sk’ ¢ through
OKeyGen where sk; = sk, orii) p* ¢ L, which implies that the adversary has not queried
OKeyGen with p*, or iii) PC((p*, m*), w;) = 0. It follows that A succeeds if it can either
i) forge the TA’s RDS signature over sk, or ii) forge the issuer’s digital signature over p* or
iii) generate a NIZK proof for a false statement thus breaking the simulation-extractability
of the utilized SE-NIZK. Therefore, the extractability of TPBS follows from the EUF-CMA
of the RDS scheme, the EUF-CMA of the underlying digital signature scheme, and the SE

of the NIZK system.

O]

Theorem 9. Given a one-way function, an interactive perfect zero-knowledge proof of
knowledge, an unforgeable digital signature scheme, and a zero-knowledge SE-NIZK sys-

tem, the traceable policy-based signature scheme in Fig. 5.8 is non-frameable.

Proof. (Sketch ) Recall that for an adversary A to win Expﬁ%’fg 5 gameabimy in Fig. 5.6; it has

to output (m*, o,,,» ) When it is traced back, the tracing result (¢*, 77,.,..) points to some hon-

est signer whose signing keys were not shared with A and yet such a tracing result is accepted
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on—Frameability

by Judge algorithm. Without loss of generality, let an adversary .A win ExpﬁjT PBS

for user identity 7, € U. Here we distinguish between two tracing results; i) ¢* = 7, and
ID;« = Reg]i,], which implies that .4 has successfully revealed sk;_ from an earlier signa-
ture by the user i, and ii) i* = i, and I D;« # Regli.] that the honest user i, has used in
IDKeyGen(.) algorithm which implies .4 has manipulated Reg. It follows that A succeeds if
it can either i) reveal sk;_ by a) breaking the zero-knowledge property of the utilized NIZK
system so that it can recover sk, from an earlier signature by the user ¢, b) breaking the
one-wayness of f(.) and recovering sk;, from C; so that a corrupt TA could recover sk;_
used in IDKeyGen(.), ¢) breaking the zero-knowledge of the underlying proof of knowledge
PoK(sk; : C; = f(sk;)) so that a corrupt TA could recover sk;_ used in IDKeyGen(.), or
i) forge the user’s digital signature included in Reg|i,] so that a corrupt TA can produce a
tracing result that identifies an honest user as the origin of a signature they did not produce.
Therefore, given a one-way function f(.)(.), and an interactive perfect zero-knowledge proof
of knowledge PoK, a non-frameable TPBS follows from a zero-knowledge SE-NIZK system
and a EUF-CMA digital signature scheme.

O

Theorem 10. Given an unforgeable RDS scheme and a simulation-extractable NIZK system,

the traceable policy-based signature scheme in Fig. 5.8 is traceable.

Proof. (Sketch) Recall that for an adversary to win Expi’:;clf%bémy in Fig. 5.7, it has to output

(m*, o+ ) Where the produced signature cannot be traced to some signer whose signing keys
are obtained through OKeyGen(.) oracle. In other words, for adversary .A to win, i) it should
have access to a verifiable 0%, under pkX4, that has been obtained without calling the
OKeyGen(.) oracle or ii) adversary .4 has succeeded in generating NIZK proof for a false

statement such that VerifyRDS (pkXa oo sk¥, o'Y})) = 0. It follows that A succeeds if it can
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either i) forge the TA’s RDS signature to obtain o ,,, or ii) break the simulation-extractability
of the utilized SE-NIZK so it can generate a verifiable NIZK for a false statement. Therefore,

a traceable TPBS follows from an EUF-CMA RDS scheme and a SE-NIZK system.

5.5 TPBS Instantiation and Performance

We instantiate TPBS with Pointcheval-Sanders (PS) RDS Scheme [76,77]" in Appendix A.2
because of its short signature size and low signing cost in addition to its ability to sign a hid-
ing commitment over a message using a special form of its signing algorithm. we consider
the One-way function f(.) over a type-3 bilinear group map defined by (p, G, G, Gr, e)
where the SDH assumption holds to be simply the function f(sk;) = (g**,g**)/ for
(9,9) € (G,G) and sk; € Z. We instantiate the issuer digital signature algorithm with the
structure-preserving signature scheme in Appendix A.2 of Abe et al. [2]. we instantiate the
SE-NIZK scheme with the Groth-Sahai proof system [58]. Moreover, any digital signature
scheme can be utilized for the user’s digital signature algorithm. However, we keep it as a
black box since it is not utilized in TPBS signature generation or verification. Finally, we in-
stantiate the POK with the four-move perfect zero-knowledge protocol of Cramer et al. [41].
Furthermore, we keep the original definition of Bellare and Fuchsbauer for a policy p that
defines a set of Pairing Product Equations (PPEs) (Ey, . . ., E,), such that the policy checker
PC((p,m),w,) = 1iff E;((p, m),w,) = 1forall j € [n].

ppGen. for a security parameter A, let (p, G, G,Gr,e,qg, g) defines a type-3 bilinear group

map that is generated by (g, §) that is used by all the scheme algorithms, Run ppg;, <

'PS scheme has two variants one is based interactive assumption to prove its security [76] and a slightly
modified one [77] where its security is proved based on the SDH assumption both could be used to instantiate
our scheme
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ppGenAbe(1*), ppsigs <+ ppGenSig(1?), pprps < ppGenPS(1%), and crs «+ SetupGS.
Set pprpps = {crs, PPrDS, PPsig: PPsigs }» Where pprpps becomes an implicit input for all
TPBS algorithms.

TASetup. (pkFisg, sklAss) < KeyGenPS(pprps) such that pkFa.e = (¢, 4, B),
skXAss = (a,b). Setup an empty Reg = [].

IssuerSetup. (pkisswr skissuct) «— KeyGenAbe(ppape ) such that pklsswr = (U V, H, Z),
and skiss%l = (u,v,h, 2) for U € G, (V,H,Z) € G and (u,v, h, 2) € Z

UserKeyGen. Generates (pk,,., sk;,.) < KeyGenSig(ppsigy,), sets D[i] = (pk;,..),
picks sk; < 7, calculates C; = (¢, ¢;) = (gi%i, B*%), generates 7; < SignSig(c;, 5kigs. )
sets I D; = {C};, 7;}, finally return (pk;, sk;, I D;).

IDKeyGen. The user sends (i, I D;) to the TA, the TA parses I D; as {(c;, ¢;), 7;} and obtains

an authentic copy of pk%,, , if Regli] = 0 A VerifySig(pk%,,., ci, i) A e(ci, B) = e(g1, &),
the TA engages with the user to start the interactive zero-knowledge protocol PoK(sk; :
C = gfki), if TA verifies that the user knows sk; such that the relation of PoK holds, the TA
generates o, < SignComPS(skT4 .. ¢;) as follows, the TA picks r <- Z, and generates
oip = (0lp,,00p,) < (g7, (97(c;)?)", finally the TA sets Reg[i] = ID; and the user set his

scheme identity key as skippe = (ski, otp).

PolicyKeyGen. For policy p € {0, 1}*, which is presented by a set of PPE equations

(Ey, ..., E,) for a number of secret group elements (M, N) € G* x GF~, the issuer
generates skb., o < SignAbe(skissur (M, N)) such that sk2.p 56 = (R, S, T).
Sign. To sign a message m, the signer first generates a rerandomized version of o' ;,, 0% 1,

RandomizePS(c’ ), along with a SE-NIZK proof 7, for relation Ry, that is defined in 5.1
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as follows

((pk%]éBSU OJiID7 k%%%%? ) (Skiapv Skéj“PBS7 U)p)) € Rf\ﬂlm <~
€<O-}D17 A>€(OJID17 K) - 6(0-/ID27 g) A 6(97 K) - 6(98ki7 B) (513)
e(R,V)e(S,g)e(M,H) = e(g, Z) Ne(R,T)e(U,N) = e(g, ) (5.1b)

A E;((M,N),m),(W,,W,)) = 1Vj € [n] (5.1c)

Verity. To verify a message signature pair (m, 0.,,), the verifier parses (o’ t )y Tm) from o,
and runs VerifyNIZK (crs, (pkra 5q, 0, pkLssees m), m,, ). Finally, the verifier outputs T
in case of verification success and L otherwise.

Trace. To trace a message signature pair (m, 0,,) to its original signer, the TA verifies such
pair. If the verification succeeds, it parses (¢4, 7,,) from o, and exhaustively searches
Reg for a matching 7 as follows.

foreach ¢; € Reg

! = e(OJIDl Y él)

if e(o}DZ,g)e(OijlaA)
return (i, I D;)
m < ProveNIZK (crs, (ci, 0'1p), &) 3 e(07p,, §)e(07p,, A) ™" = e(op,, &)
Ae(ci, B) = e(g1, &)

TTrace € (Cia Ti, 7T)

return (4, Trrace )

Judge. After verifying (m, 0,,), parses (c¢;, 7;, ) from 7p,q.. and outputs T if VerifySig

(PESigs Ci» Ti) A VerifyNIZK (crs, (i, 0'p), 7)) or L otherwise.

Performance Analysis. To sign a message, the signer needs to perform a rerandomization

for an RDS signature and calculate a SE-NIZK proof for relation 5.1. To verify a message
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signature pair, the verifier verifies a SE-NIZK proof for relation 5.1. Tracing a signature to
its origin requires verifying the message signature pair, exhaustively searching the registry
for matching registration information, and calculating a SE-NIZK proof for the search re-
sult. Finally, to verify the output of the tracing algorithm, the Judge procedure verifies the
message signature pair, the user’s digital signature on the registration information, and the
proof generated by the tracing algorithm. Concretely, let the TPBS be initialized with n
users and the policy p be expressed in 1 PPE uniquely defined by (M, N ) e G x G group
elements. To sign a message m that conforms to p, The proposed instantiation produces a
total signature size of 14 elements in G + 16 elements in G, where o’ ‘5 is a PS signature
of size 2 elements in G, and 7, is a Groth-Sahai proof of knowledge of size 12 elements
in G + 16 elements G. Signing costs two exponentiations in G to generate o', and ap-
proximately 40 exponentiations in G + 70 exponentiations in G to produce 7,. Verifying
a given TPBS message signature pair costs approximately a total of 100 pairing operations
to verify ,,%. For tracing a signature, the TA performs at most 3n pairing operations and
produces a proof 7 of size 16 group elements in G, which costs around 10 exponentiations
in G and 20 exponentiations in G. To verify the output of the tracing algorithm, the Judge
performs around 40 pairing operations to verify 7 in addition to the verification cost of the
TPBS signature and the verification cost of the signature 7; of the user on the registration

information.

5.6 Comparisson with PBS and Xu ef al.’s Schemes

TPBS builds on PBS and further provides traceability and non-frameability. Accordingly, in

addition to the issuer in PBS, TPBS has a TA that can trace signatures back to their signers.

’The verification cost of Groth-Sahai proofs could be enhanced using batch verification [21]
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Non-frameability of TPBS holds under the assumption of a misbehaving TA. TPBS black-
box construction has four new algorithms when compared to PBS. Namely, UserKeyGen,
and IDKeyGen, where the latter is run interactively between each scheme user and the TA
to generate such user’s identity key, Furthermore, we introduce the Trace, and Judge algo-
rithms. where Trace algorithm is used by the TA to trace a signature to its original signer
and Judge algorithm is used to verify the output of the Trace algorithm. The security
model of TPBS differs from that of PBS in that it includes formal definitions for traceabil-
ity and non-frameability and, the definitions of simulatability and extractability capture the
introduced notion of signer anonymity and identity features.

Xu et al. also builds on PBS by attaching the user’s identity to the hidden policy and uti-
lizing a sign-encrypt-proof paradigm to provide the traceability feature. On the other hand,
TPBS utilizes sign-rerandomize-proof which produces more efficient signatures than the
sign-encrypt-proof paradigm used in Xu er al.’s proposal. TPBS separates identity keys
from policy keys, thus it supports the delegation of policy keys in the same way as PBS
which is not applicable in Xu et al.’s proposal. The issuer Xu ef al.’s scheme generates
the signing keys of the user, thus, it does not ensure non-frameability. However, in TPBS
the scheme users generate their own identity keys using an interactive protocol with the
TA, hence TPBS provides non-frameability. Xu ef al.’s proposal does not give a formal
definition for traceability.

Table 5.1 summarizes the comparison between TPBS, PBS, and Xu et al.’s proposal. We
consider the utilized building blocks and the availability of the traceability feature. If trace-
ability is ensured by a scheme, then we contrast the schemes in terms of how the signer
identity is utilized. We also consider the structure of the TA, whether a scheme enables

the delegation of signing keys, and finally what security definitions are considered in the
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Table 5.1: Comparison between TPBS, PBS and Xu et al.’s proposal.

TPBS (this work) PBS [12] Xu et al. [96]

RDS encryption scheme
Building blocks SE-NIZK S,E-,NIZI,( SE-NnyK

digital Sig. digital Sig. digital Sig.
Traceability yes no yes
Identity identity key N/A attached to the policy
Tracing Authority standalone N/A issuer acts as the TA
Delegatability yes yes no

simulatability
ol by by

non-frameability

N/A denotes an unavailable feature/entity.
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Chapter 6

Extended Policy-Based Sanitizable

Signatures

In this chapter, we propose an Extended Policy-Based Sanitizable Signature Scheme (EP3S),
which enhances the signer’s control over the modification policy by specifying who can
sanitize a message, which parts of the message can be modified, and what specific modi-
fications are allowed. Additionally, EP3S introduces multiple modification policies for the
same message, enabling different sanitizers to perform distinct modifications. Furthermore,
EP3S supports the delegation of sanitization rights, allowing authorized sanitizers to trans-
fer their rights to others with additional restrictions, enhancing flexibility and practicality
in real-world applications. This work is published in Inscrypt 2024 [6]

We present a generic construction of EP3S, utilizing a traceable policy-based signature
scheme (TPBS, Chapter 5) and ciphertext-policy attribute-based encryption (CP-ABE) [55]
scheme as its building blocks. We formally prove that the generic construction satisfies the
essential security properties of policy-based sanitizable signature schemes (PB3S). Further-

more, we propose a concrete instantiation of EP3S, analyze its efficiency, and compare it



85

with existing PBSS schemes in terms of security, functionality, and performance.

Compared to P3S [89] and UP3S (Chapter 4), which allow sanitizers to modify specific
message blocks but do not regulate how those blocks can be modified, EP3S introduces fine-
grained modification control. It also eliminates the limitation of static sanitizer assignment,
allowing for dynamic delegation of sanitization rights without requiring the signer to predict
all potential sanitizers in advance.

Throughout this chapter, we use m = (mq,my,...,m;) € M' to denote a message
m containing [ blocks each of size n bits where m,; denotes a message block. Let pgun
denote the modification policy set by the signer for a message m. The function m’ <«
MoD (m, psan, mod) is used to modify the message m by applying the modifications mod in
accordance to pg,,, and outputs the modified message m’. Furthermore, we write CheckMoD
(m, psan) = 1, if the message m conforms to the modification policy psan, i-e., PC(psan, m) =
1 (see Def. 8). For each message m, there is one signer and one or more sanitizer(s) who
can sanitize m by running m’ <— MoD(m, psan, mod) and generating a valid sanitized sig-
nature on m’ depending on their attributes. Finally, to denote that an attribute set S satisfies

a monotone access structure A (see Def. 1), we use A(S) = 1.

6.1 Extended Policy-Based Sanitizable Signatures (EP3S)

In what follows, we give the generic construction of our proposal where we keep it in line
with the black-box construction in (Chapter 4). Then, we show how a policy checker (Def. 8)
is built to achieve the basic requirements of a sanitizable signature scheme and how we
extend it to achieve fine-grained control over the modification policy. Finally, we show

how EP3S could be extended to support both modification policy delegation and multiple



86

modification policy definitions for the same message.

6.2 EP3S Construction

In the generic construction for EP3S, we utilize two main building blocks, a TPBS scheme,
and a CP-ABE scheme. The generic construction of EP3S scheme is depicted in Fig. 6.1.
Once EP3S is initialized, signers and sanitizers can generate their keys using KGenSign

Issuer

and KGenSan algorithms where the signer’s key is composed of a TPBS issuer key sk;%55%¢
in addition to a TPBS signer key sk:%gg g- On the other hand, the sanitizer’s key is composed
of a TPBS signer key sk5%. . plus an ABE key sk52; that corresponds to the attributes they
possess where such a key is received from the ABE attribute authority (the entity holding
the ABE master secret key mskagg).
Signing. To sign a given message, the signer first specifies the message m, the modification
policy psan, and a monotone access structure Ag,,, based on the attributes that future san-
itizers possess. Then using the Sign algorithm, the signer first generates the modification
policy secret key skh557 ¢ using the TPBS issuer secret key, encrypts psan||skysp¢ under
A,y and publishes the encryption result ¢, along with the hashing result of the message
H(m) in an append-only public registry C,, uniquely identified by ID=H (m||pga.») as an
identifier. Finally, the signer generates a TPBS signature o,,, over m using sk’j;¢ and the
TPBS signer secret key sk o .

While it might seem more direct to incorporate C),. =~ within the generated signature
to distribute the modification policy keys, this approach would hinder the delegatability of
the modification policy key (refer to section 6.2 for details). The reason is that to maintain

the unforgeability of our scheme, the signer would need to sign C,, =~ before including it in

San
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the signature, meaning any alteration to C),, = by the sanitizer would invalidate the entire
signature. An alternative is to use a sign-crypt attribute-based encryption (ABE) scheme
to sign and encrypt ps.,||skisss, along with embedding the access structure A within
the message itself as A||m. However, this approach would not only introduce additional
overheads to the scheme but would also necessitate the signer to identify all potential future
sanitizers and their possible delegates. We choose to outsource C,, = toapublic registry asa
more straightforward strategy that offers unlinkability without impacting the unforgeability
of the scheme. Additionally, identifying the entries in the register by H (m||psa,) enables
signers to sign identical messages multiple times using the same modification policy or
distinct modification policies (see section 6.2).

Sanitizing. A sanitizer who holds an ABE secret key sk>2z that corresponds to a set of
attributes Sg,,, that satisfy Ag,,, specified by the signer of a message m. Using the Sanitize
algorithm, the sanitizer first looks up H(m) in C,, to retrieve ¢, , decrypts ¢, to

obtain pgan||sky sy sl- Then the sanitizer modifies the message m in accordance to pg,, to

obtain m/. Finally, the sanitizer generates a TPBS signature o, over m’ using sk and
his own TPBS signer secret key where o,/ could be verified under the signer issuer’s public
key.

Verifying and tracing. Verifying a message signature pair is straightforward, where o, and
o could be verified under the signer issuer’s public key using the Verify algorithm. To trace
a message signature pair to its original signer, the tracing function of the underlying TPBS

scheme is utilized in the Prove algorithm and then the Judge algorithm attests whether the

output of Prove is valid or not.

'In case H(m) has multiple entries in the public registry, the sanitizer attempts to decrypt all the corre-
sponding ¢, , ignores all entries where DecryptABE(.) returns L and only consider the entry(ies) that has
been successfully decrypted in accordance to the attribute it possesses.
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ppGen(1*)

pprpBs + ppGenTPBS(1Y)
Crsan =11
{01 » 23

return ppepss = {pprprBs, H, Cpg,,, }

Setup(ppepss)

(PkT R ps, skTpps, Reg) + TASetupTPBS(pprpps)
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Issuer Issuer
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return (m,om)
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if psan||sk73shs # L A CheckMoD(m, psan) = 1
m/ < MoD(m, psan, mod)
Tt 4= SignTPBS(DKTp s PRIBES - kY5 B sk s M Psan)
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return L

Figure 6.1: EP3S gneric construction.

Policy-checker for EP3S In what follows we show how a policy-checker PC could be

constructed to the basic sanitization policy that allows an authorized sanitizer to sanitize a

message m. We follow the original definition of the monotone policy p in [4, 12] which

is defined as a set of Pairing Product Equations (PPEs) (£, ..

policy checker PC((p, m),w,) = 1iff E;((p,m

., E,) [58], such that the

),w,) = 1forall j € [n]. Let TPBS

scheme be defined over a bilinear map (p, G, G, Gr, e, g, §) that is generated by (g, §) and

H is a collision-resistant hash function H : {0,1}* — Z,. Note that in what follows the

group elements generated by the signer which defines the hidden policy p are marked by the

superscript®. A modification policy ps., can be defined as follows:

PC(psan,l||m) <



&9

e(g" D" g) = e(g"D, g)A

e(gm)" gy = e(g"™) g) forj ¢ A

The above definition could be easily extended to any monotone modification policy re-
quired by the signer. Since the LimitSet restriction is deemed generally to be the most useful

one [45], we give an example of how the signer can restrict future sanitizer(s) to modify a

certain block of the message m, following a predefined list of modifications (m/, ,m,,),

the above policy-checker PC could be adapted as follows:

PC(p,1||m) &

We refer the reader to [57,89] on how to express the disjunction in the above example as
the conjunction of sets of PPEs. Note that while our policy checker’s definition, denoted as
PC(p,[||m), typically involves concatenating the message number of blocks / to the message
m in the format of [||m, in the generic construction Fig.(6.1), we use m to refer to the same
format for the sake of simplicity.

Modification policy delegation A sanitizer who holds a secret key for some modification
policy can delegate such a key to another sanitizer with possible restriction of the associ-
ated modification policy. For instance, the sanitizer can further restrict future sanitizers to

modify a subset of the admissible blocks or add some restriction on the values to which
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certain admissible blocks could be modified. The central concept is that sanitizers cannot
override the modification policy established by the original message signer. However, they
have the option to transfer their sanitization authority to others, either unrestricted or with
additional conditions. To illustrate, if the initial signer granted sanitizer A the authority to
alter a signed medical report concerning a specific patient by anonymizing personal details
and/or amending the diagnosis section. Sanitizer A could delegate these rights to sanitizer
B, potentially restricting B to modifying only the diagnosis section. Sanitizer B would then
be held responsible solely for the sanitization attempts it undertakes.

This seamless process is facilitated by constructing the underlying TPBS within a dele-
gatable framework, an approach initially introduced in [12] and further developed in [4] for
a traceable context. The core concept of this approach allows the signer to use an append-
only signature scheme [63] to generate the modification policy key sk’ ;4 associated with
specific modification policy p;. Any sanitizer who possesses ski'pps can then compute
sk’;)g'gg, where pl||ps represents the fusion of the signer’s original modification policy p;
and the new restriction policy p» imposed by the sanitizer. With this newly derived mod-
ification policy key sk:?]g?s in hand, the subsequent sanitizer gains the ability to alter the
same message. However, this ability is governed by the constraint that any modified mes-
sage must adhere to both p; and p,. In such a case, the new sanitizer assumes accountability
for the signature it produces.

Multiple modifications policies for the same message An exciting feature of EP3S is
that it can be easily adapted to support multiple modifications\sanitizers policies for the
same message. More precisely, if a signer of a message m wants to specify n modifications

policies pgan, for i € {0...n} where each policy pgq,, allows a different group of sani-

tizers identified by the access structure Ag,,, to modify the message m in different ways.
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The signing and sanitizing algorithms of EP3S can be adapted such that the signer gener-
ates a different TPBS modification policy key sk?}sgs for each pgqy,, then encrypts each

skiosmic under Ag,,, that defines the corresponding group of sanitizers, so that ¢,

PSan;

becomes an array of ABE encryptions ¢, . A possible group of sanitizers who hold an
ABE secret key that corresponds to a set of attributes Sg,,,, that satisfy some Ag,,,, can de-

PSan; ops
sk pgg and then sanitizes

crypt the corresponding ABE encryption in ¢, to obtain pgg,

the message in the same fashion of the original scheme.

6.3 EP3S Security Definitions

In what follows, we give the definitions of the required security notion of EP3S. We use the
same notations as in [5, 26,28, 89] for ease of readability. The oracles used in the security
experiments are defined in Fig. 6.2.

Unforgeability This notion implies that an adversary with no access to either the signer
secret key ské,@%’; or the scheme secret key skgpss cannot generate a verifiable signature un-
der honestly generated keys. This also includes cases where the adversary does not possess
the required attribute set that satisfies the access structure specified by the signer. This must
hold even if the adversary has access to additional message signature pairs and the public
keys. Unforgeability is modeled by the experiment depicted in Fig. 6.3 in which adversary
A has access to four oracles OGetSanEP3S, OSignEP3S, OSanitEP3S and possesses a set
of attributes S 4 tracked by list S. The adversary gets signatures for messages (resp. san-
itized messages) by querying the OSignEP3S (resp. OSanitEP3S) oracle tracked by M

(resp. £). A wins if it outputs a verifiable message signature pair (m*, ¢;,) that has never

been queried to OSignEP3S nor OSanitEP3S oracles and the adversary does not hold an
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) 7 X3 g,
: P—— (m’,07,) Sanitize(pkapas,pkéégg;skéﬁa”s’,SSM,rwrwd)
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. B B
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return

. Si s
(m1,0m,) + Sign(pkepss, Pkepie » Skgpss » s PSany s Asan, )
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return (m’,o,,/) return L
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. . Sign L Si g,
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return (mj, )

return L

Figure 6.2: EP3S security experiments oracles.

attribute-set S 4 that satisfies any of possible sanitizers access structures specified in any of
the adversary queries to OSignEP3S. Note, We assume that both skgé%’é and skgpss are gen-
erated honestly. Furthermore, M’ is used to track all the possible modifications over m that

conform to the corresponding modification policy pg,, if the adversary holds an attribute

set that satisfies the supplied sanitizer access structure Ag,.

Definition 15. (Unforgeability) EP3S scheme is unforgeability if for any PPT adversary

Pr[Expi?Ef;;ﬂgeabimy()\) = 1]|< €(\), where the unforgeability experiment is defined in

A,

Fig. 6.3.

Immutability Originally, this security notion implies that no adversary with no access to
the signer’s secret key skgé%’g can alter inadmissible blocks. However, in EP3S we extend

such a security notion such that no adversary with no access to the signer’s secret key ské@%’é

can modify the message m in any way that does not conform the modification policy psan
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Figure 6.3: EP3S security experiments.

set by the signer. Immutability is modeled by the security experiment defined in Fig. 6.3
in which adversary 4 has access to OGetSanEP3S, and OSignEP3S oracles. The signing
oracle OSignEP3S is initialized with skg,i%z. A can query OSignEP3S by m;, psan,, Asan;
forv = 1,2, ..., g, the signing oracle outputs the message signature pairs (m;, 0,,,). The

adversary wins if it could generate a verifiable (m*, 0,,,+) such that for all: = 1,2, ..., ¢,

’
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m* is not valid a modification of any m; under any pg,,, where CheckMoD (m;, psan) = 1.
Note that the definition considers adversaries who are valid sanitizers trying to alter the
message m in a way that was not specified by the modification policy set by the signer thus
the adversary may access some sanitization key skghsg for a predefined attribute set S 4

using OGetSanEP3S oracle.

Definition 16. (Immutability) EP3S is an immutable sanitizable signature scheme if for any
PPT adversary A, Pr[EpofLEn;géabMty()\) = 1] < €(\), where the immutability experiment

is defined in Fig. 6.3.

Transparency This notion requires that no adversary can distinguish between saniti-
zable signatures created by the signer or the sanitizer. In other words, no adversary can
figure out whether a sanitizable signature is a freshly signed signature or a sanitized one.
Transparency is modeled by the experiment in Fig. 6.3 in which adversary A has access
to OSignEP3S, OSanitEP3S , and OProveEP3S. A gets signatures (resp. sanitized signa-
tures) for messages of its choice by querying OSignEP3S (resp. OSanitEP3S), and learns
proofs by querying OProveEP3S. At the end, A queries OSign-or-SanitEP3S with a mes-
sage m, a modification mod, possible sanitizers access structure Ag,, and a modification
policy psan. OSign-or-SanitEP3S which is initialized by a secret random bit b, outputs the
message signature pair (m’, o) as follows.

e For b = 0, m' <~ MoD(m, pgan, mod), OSign-or-SanitEP3S runs the signing algorithm
to create o/, < Sign (pkepss, pkzgli%g, skgé,%%, M, PSan» Asan) and outputs the message
signature pair (m’, o/,,).

* For b = 1, OSign-or-SanitEP3S runs the signing algorithm to create o,, < Sign (pkepss,
pkrgé%z, skgé%rg, M, PSan»> Asan), and returns (m/, o)) <— Sanitize (pkepss, pk‘gé,%%, sk,

m, Opm, Mod).
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A wins if it can guess b with probability better than the random guess. Note that ac-
cess to OProveEP3S oracle is restricted to (m, 0,,,) pairs that have never been queried to
OSign-or-SanitEP3S oracle, to prevent trivial attacks where the attacker submits the output
of OSign-or-SanitEP3S oracle to OProveEP3S and determines if the message is signed or

sanitized.

Definition 17. (Transparency) EP3S is transparent if for any PPT adversary A,

ransparenc 1
PrIEXp gnig” " (\) = 1] = 5| < e()

, where the transparency experiment is defined in Fig 6.3

Unlinkability Unlinkability is defined using the experiment in Fig 6.3, where the ad-
versary has access to left-or-right sanitization oracle OLoRSanitEP3S (see Fig. 6.2) among
other oracles. The adversary inputs two sanitizable messages-signature pairs { (1mg, 00),
(my, om1) } along with their modifications (mody, mod;) to OLoRSanitEP3S, the oracle is
initialized with a secret random bit ’b € {0, 1}". Depending on *’, the oracle outputs a san-
itized signature of either the left or right input message signature pair. The adversary wins
if it can determine which pair is used in the sanitization process with probability better than
the random guess. Unlike the definition in [5,28], where the adversary is restricted to input
two messages with identical fixed parts, my,,, = m;,,, andthe two messages’ admissible
blocks indices must be the same. We only restrict the adversary to input two messages such
that their modified outputs are the same m(, = m/ to prevent linking a sanitized message
to its original source. Note that, unlike group signature schemes where unlinkability is de-
fined as the infeasibility to link two messages and their signatures to the same signer [13],

in sanitizable signature, unlinkability is defined as the infeasibility to link signatures of two
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or more sanitized versions of a message to the same source message [28].

Definition 18. (Unlinkability) EP3S scheme is unlinkable if for any PPT adversary A,
Pr[Expﬂ?é;g];ability()\) = 1] — 1| < €(\), where the unlinkability experiment is described

in Fig. 6.3.

Accountability This security notion ensures that the original signer of a message whether
signed or sanitized is undeniable. More precisely, accountability implies that if a signer did
not sign a message (resp. sanitizer did not sanitize a message), then a malicious sanitizer
(resp. signer) should not be able to convince the judge to accuse the signer (resp. sanitizer).
Accountability is modeled by the security experiment defined in Fig. 6.3, in which adver-
sary A has access to either skgss (resp. sk:é,i%@), in addition to two oracles OSanitEP3S
(resp. OSignEP3S) and OProveEP3S. A can query OSanitEP3S (resp. OSignEP3S)
with (m;, 0ni, mod;) (resp. My, Psan,, Asan,) to get (m}, ol ) (resp. (m;, op;)) for i =
{1,2,...,q}. The adversary wins if it outputs a verifiable message signature pair (m*, ,,)
where m* ¢ {m,...,m,} and the output OProveEP3S oracle on the input of (pkgpss,
pkg,i%g, m, 0,,) is falsely traced back to ig,y, if A has access to skgggg, or to g,y if A has

access to ské,i%rg, and such a result is verified by the JudgeEP3S algorithm. Note that The

adversary wins also if the tracing algorithm outputs L in either case.

Definition 19. (Accountability) EP3S ensures accountability if for any PPT adversary A,
Pr[ExpﬁfElo;gzmbmty()\) = 1] < €(X), where the accountability experiment is defined in

Fig. 6.3

Privacy This notion implies that it is infeasible to use sanitized signatures to recover
information about the sanitized parts of the message. Privacy is defined using an experiment

where the adversary inputs two message-modifications tuples (1M, Psangs Asan,» Modp) and
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(M1, PSany s Asan,» mody) to OLoRSignSanitEP3S oracle which is initialized with a secret
random bit ’b’. Depending on ’b’, the oracle outputs a sanitized signature of either the left
or right input message modification tuple. The adversary wins if it can determine which

pair is used in the sanitization process with probability better than the random guess.

Definition 20. (Privacy) EP3S scheme is private if for any PPT adversary A,

rivac 1
PrEXpepss (V) = 1] — 5] < (V)

where the privacy experiment is defined in Fig. 6.3.

6.4 EP3S Security Analysis

It has been proven in [28] that unlinkable sanitizable signature schemes are private. More
precisely, Brzuska er al. have shown how to convert an adversary against privacy into an
adversary against unlinkability. Accordingly, in what follows we prove that EP3S is un-
forgeable, immutable, transparent, unlinkable (implies private), and accountable sanitizable

signature scheme.

Theorem 11. Given an extractable, anonymous, policy-private, non-frameable, traceable
TPBS scheme, and an IND-CCA-2 secure ABE scheme, the policy-based sanitizable signa-
ture scheme in Fig. 6.1 is unforgeable (Def. 15), immutable (Def. 16), transparent (Def. 17),

unlinkable (Def 18)(implies private), and accountable (Def. 19) sanitizable signature scheme.

Proof. In this proof, we leverage the security definitions and accompanying oracles from
the TPBS scheme outlined in [4] and Chapter 5, specifically in Section 5.2. To enhance

clarity, we append the postscript 7PBS to each of the referenced oracles. We prove each
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security property individually.

Unforgeability Recall that for adversary A to win the unforgeability game
EXpZTLEf;ggSe“bMy in Fig. 6.3, it has to output a verifiable (m*, o,,,+) under the signer pub-
lic key where i) m* has never been queried to the OSignEP3S oracle, ii) (m*, o,,) has
never been queried to the OSanitEP3S oracle, and iii) m* is not a valid modification for
any message queried to OSignEP3S whenever the access structure that defines the possi-
ble sanitizers is satisfied by any of the attributes sets .4 possesses. Since the adversary

. St .
has no access to the signer secret key sk, 25¢ or the scheme secret key skgpss, a veri-

fiable (m*, 0,,+) generation requires access to some sk?%% . and sk}Ssns. Furthermore,
since the adversary has access to OGetSanEP3S oracle where it can obtain a valid sk7%%,
here we distinguish between two types of adversaries, i) A is of type-1 if it can generate
a verifiable (m*, o,,,+) without holding the corresponding modification policy secret key
skiosh e, i) A is of type-2 if it can generate a verifiable (m*, 0,,+) where it does not pos-
sess some attribute sets that satisfy the sanitizers access structure that protects skj7s5 ¢ even
if it holds keys for other attribute sets. By contradiction, we show that if there exists an

adversary A of type-1 or type-2 that wins Expzng;gf’g“bimy, we can construct an adversary

B that wins the extractability game Expgfﬁp pg of the underlying TPBS scheme, or an ad-
versary BB’ that wins the IND-CCA-2 game Expg,? fg E2 of the underlying ABE scheme in
Fig. A.15, respectively. For a type-1 A adversary, B is constructed as follows. 3 receives
the tuple (pprpas, Pkt ps, Pkisus) from its challenger in extractability game EXpg % p g,
generates (pkapp, mskapr) < SetupABE(1*) honestly, creates an empty key-value pair

registry Cp,,, = [ ], and chooses a hash function H : {0,1}* — Z;. Then B sets

San

ppEPss < (pprees, H,Cyg,, ), PkEpss = (pk%ﬁBS,pkABE), and initializes the empty sets

M=M= L =S8 = {}. Finally, B sends some ig;g, (resp. isqn’) along with any dummy
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policy p to its challenger OKeyGenTPBS oracle to receive (pksign, sko9n g, Skl ppg) (resp.
(Pksan, sk28Y s, skPnp)). To simulate A calls to OGetSanEP3S oracle upon inputting
(t4,S4), B sends iy, along with any dummy policy p to its challenger OKeyGenTPBS
oracle to receive (pkgan, sky%ys, ski-ppg), and uses its knowledge of mskapg to gener-
ate sk55en « KeyGenABE(mskapg, S4). Finally, B returns (pkS%h, sk32e) = (0ksans
(sk3%s, sk5Sen)) to A, and sets S = S U {pkiLs, ski%o,S4). To simulate A calls
to OSignEP3S oracle upon inputting (m, Psan, Asan), If Agan(Sa,) = 1V Sy, € S, B

sends pgq., along with a dummy identity ¢ to its challenger OKeyGenTPBS oracle to receive

(Pksign, Sk ppgs Skissns), generates ¢, < EncryptABE(pkagg, Asan, Dsan|| Sk Ens),

sets Cpg. [H(m)||Psan] = Cps,,,» generates o, < SignTPBS (pkLa oo, pklssucs, skbosn o,
SkTp]T;Sa m, pSan)’ sets M = M U { m, Om,s PSan } and M/ = MI U { MoD (m’pSana ) ‘
CheckMoD (m, pga,) = 1}; finally, Breturns (m, 0,,) to A. Else, B sends (1, igign, Psan) t0

its challenger OSignTPBS oracle to receive o,,, sets Cp.. [H(m)||psan] to a dummy value,

PSan
sets M = M U {m, 0., Dsan }» keeps track of (m, 0y, psan) in a list P; finally, B returns
(m, o) to A. To simulate A calls to OSanitEP3S oracle upon inputting (m, o,,, mod),
B obtains the corresponding pgg,, from P or returns L if doesn’t exist, generates m’' <«
MoD(m, psan, mod), sends (M, igan, Psan) to its challenger OSignTPBS oracle to receive
Oy sets L = LU {m/,0,,} and returns (m', ,,,/) to A. Once A outputs (m*, o+ ), B
forwards them to its challenger in Expgféf pps. Which constitutes a winning condition where
the adversary has no access to the modification policy secret key.

For a type-2 A adversary, B’ is constructed as follows. B’ receives pk 4 g from its challenger
in extractability game Expgi’%ﬁ, B’ sets the access structure A*, generates pprpps <

ppGenTPBS(1?), creates an empty key-value pair registry C,... = [ ], and chooses a hash

function H : {0,1}* — Z;. Then B’ sets pprpss < (ppress, H, Cpg,,). Then, B’ gener-
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ates (pktoyg, sktaps, Reg) < TASetupTPBS(pprpgs), sets pkppss = (pkFaps, PkapE),

Issuer Issuer

and initializes the empty sets M = M’ = L = § = {}. B’ generates (pk;°5%5¢, skii5%e) <

IssuerSetupTPBS(pprras), (Pksign, Sksign, I Dsign) <— UserKeyGenTPBS(pprpas, isign)

(iSignleSign)

and ((Reglisign]), (sk2d%hs)) + IDKeyGenTPBS((skha ) (skgign)) for

Sign
91D

some ig;q,. B’ generates (pksan, Sksans I Dsan) <— UserKeyGenTPBS(pprpps, isan), and

(iSanall)San)
—

San
ID

((Reglisan)), (sk3%%5s)) < IDKeyGenTPBS((skfaps) (sksan)) for some

isan- To simulate A calls to OGetSanEP3S oracle upon inputting (i4,S 4), if A*(S4) = 1
returns L, else B sends S 4 to its challenger OKeyGenABE oracle to receive sk’ ,; and gen-
erates (pksan, Sksan, IDa) < UserKeyGenTPBS(pprpps, ia), and (Reg [i4)), (sk7%%5))
< IDKeyGenTPBS ((skXaps) <= [075] (ias D) (sksan)). Finally B’ return (pk3% s,
sk ) = (Pksans (Sk38ne, sk ) to A, and sets S = S U { pk%Le, sk2®he, S4). To

simulate A calls to OSignEP3S oracle upon inputting (1m, psan, Asan), generates skipspye

<+ PolicyKeyGenTPBS (sk%f,’gs, Psan), f Agan(Sa,) =1V Sy, € S, B generates ¢,

DPSan

EncryptABE(pkapg, Asan, Psanl| Sk sns), sets Cpg, [H(mM)||Psan] = Cpg,,» generates oy,
< SignTPBS (pkrpps» k1SS, sk B R, SkgggSv M, psan), sets M = MU{m, o, psan}
and M’ = M’" U {MoD(m, psan, -)|CheckMoD(m, psa,) = 1}; finally, B’ returns (m, o,,)
to A. Else, B’ generates a random bit string R such that |R|= |pgan||skisss|, sends R
and pgqn||skh By to its challenger oracle OLoREncryptABE(mg, m;) to receive Cy, sets

C

H an Si
s ()| [Psn] = Ci. generates o,  SignTPBS (pkF k. DEFEI. skyshg. sk s

M, Psan), sets M = M U {m, 0, psan} and M’ =M" U {MoD (m, pgan, -) | CheckMoD
(m, psan) = 1}; finally, B returns (m, o,,,) to A. To simulate .4 calls to OSanitEP3S oracle

upon inputting ((m, 0,,, mod)), B’ obtains c,,, = C,

vean |[H (M)], sends ¢, to its chal-

lenger ODecryptABE oracle to obtain pgq, || k%555, generates m’ <— MoD(m, psan, mod),

generates 0, < SignTPBS(pkLd o, phlssict skhssn o, sk2%h o, m/, Dsan), sets L = L U
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{m’, 0,y } and returns (m’, o,,v) to A. Once A outputs (m*, a,,- ), if Verify (pkgpss, pkyins,

m*,om+) =T B returns b’ = 1 to its challenger in Expg%;; or b’ = 0 elsewhere.

Immutability Recall that for adversary A to win the immutability game Expﬁfgl nlability
in Fig. 6.3, it has to output a verifiable (m*, 0,,,-) under the signer public key where m*
has never been queried to the OSignEP3S oracle and m* is not a valid modification of any
message queried to the OSignEP3S oracle under the message’s corresponding policy. For
A to succeed, it either created the message signature pair (m*, 0,,-) without holding the
corresponding keys or it has modified some m; in a way that doesn’t conform with its corre-
sponding policy psan, i.€. PC(psan,; m) # 1foralli = 1,2, ..., q queried to the OSignEP3S
sign oracle. Since EP3S unforgeability handles the first case, we show that by contradiction
if there exists an adversary .4 that wins Exp%};"ﬁ?fgbimy, we can construct an adversary B that
wins the extractability game Expng pps of the underlying TPBS scheme. B is constructed as
follows. B receives the tuple (pprrgs, phtags, pkEs%s) from its challenger in extractabil-
ity game Expg 7. generates (pkapp, mskape) < SetupABE(1*) honestly, creates an
empty key-value pair registry C,,,. = [ ], and chooses a hash function i : {0,1}* — Z.
Then B sets ppepss < (ppress, H,Cyg,. ), Pkepss = (pkFaps, pkapr), and initial-
izes the empty set M = {}. Finally, B sends some ig;,, along with any dummy pol-
icy p to its challenger OKeyGenTPBS oracle to receive (pksign, sk%ﬁ%s, sk¥.ppg)s sets
Pkt = (pkhssisct phgign). To simulate A calls to OGetSanEP3S oracle upon inputting
(i4,S4), B sends i 4 along with any dummy policy p to its challenger OKeyGenTPBS or-
acle to receive (pksan, sk3%sq, ski.ppg), and uses its knowledge of mskapp to generate
skSsen < KeyGenABE(mskapg,Sa). Finally, B returns (pk?%,q, sk2% o) = (pksan,

(skan o, skSSany)) to A. To simulate A calls to OSignEP3S oracle upon inputting (1,

PSani> Asan), B sends (m, igign, Psan) to its challenger OSignTPBS oracle to receive o,,,,
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sets C

PSan

[H(m)||psan] to a dummy value, sets M = M U {m, 0y, Psan }» and returns
(m, o) to A. Once A outputs (m*, 0,+), B forwards them to its challenger in EXp;% 5,
which constitutes a winning condition such that PC(p%,,,, m*) # 1. .

Transparency The privacy of the TPBS scheme ensures that the generated signature
reveals no information about the identity of the real signer of the message nor the policy
used in a signature generation other than the fact that the message conforms to such a pol-
icy. Hence, such a signature hides both the original signer’s identity and the policy used
in signature generation. Since both signer and sanitizer use the same policy pg,, in gen-
erating a freshly signed signature and sanitized signature. Therefore, by contradiction, we
assume that the EP3S scheme is not a transparent sanitizable signature scheme. We then
show that the anonymity of the underlying TPBS scheme cannot hold. Let an adversary
A be successful in Expﬁgﬁggmmy, we show how to build an adversary B that uses A to
break the anonymity of the underlying TPBS scheme and win in Expgg);y;;ity. B is con-
structed as follows; B receives the tuple (pprpps, pk+pps, PkEs%r) and the honest user list
U from its challenger in anonymity game Expé%’ﬁ%@“y, generates (pkapp, mskapr)
SetupABE(1*) honestly, creates an empty key-value pair registry C,,. . = [ ], and chooses
a hash function H : {0,1}* — Z7. Then B sets ppgpss < (ppress, H, Cps,, ), PkEp3ss =
(pk%ﬁBS, pkapg), chooses 15ign and ig,, from U and receive their corresponding pub-
lic keys (pksign, Pksan), and sets pkg’ﬂgs = (pkEswt pkgign). To simulate A calls to
OSignEP3S oracle upon inputting (1, pgan, Asan ), B sends (1m, igign, Psan) to its challenger
OUSignTPBS oracle to receive o, and ski5sp, generates ¢, < EncryptABE (pkapg,
Asans Psan || skTpEs), sets Cpg, [H(m)||psan] = cpg,,» and returns (m, o,,,) to A. To
simulate A calls to OSanitEP3S oracle upon inputting ((m, 0,,,, mod)), B obtains ¢, =

[H(m)], decrypts c,,,, using its knowledge of mskpg to obtain pg,,||skiispg, gen-

C

PSan



103

erates m’' < MoD(m, psan, mod), sends (m', igan, Psan) to its challenger OUSign TPBS
oracle to receive o/, and returns (m’, o, ) to A. To simulate .4 calls to OProveEP3S oracle
upon inputting (m, o,,,), B forwards (m, o,,,) to its challenger O Trace TPBS to receive (i, 7).
To simulate A calls to OSign-or-SanitEP3S oracle upon inputting (m, psan, Asan, mod), B
generates m’ <— MoD(m, pgan, mod), and and passes the message (1, isign; ©San; PSan) tO
its challenger OldLoRSignTPBS oracle which responds with a challenge TPBS signature
o as either the signer or sanitizer signature over m’. At the end, A outputs a bit a” which
B forwards as its answer to the OldLoRSign TPBS oracle.

Unlinkability The privacy guarantees provided by the TPBS scheme ensure the hid-
ing of the signer of the message identity and the policy used in the signature generation
other than the fact that the message conforms to such a policy. Since the challenging oracle
OLoRSanitEP3S in the unlinkability experiment in Fig. 6.3 uses the same sanitizer identity
in generating the signature over mg and m,, Therefore, by contradiction, we assume that
the EP3S scheme is not an unlinkable sanitizable signature scheme. We then show that the

policy-privacy of the underlying TPBS scheme cannot hold. Let an adversary .4 be suc-

cessful in EXpan;g;bility, we show how to build an adversary B that uses A to break the
. . . o Policy—pri .
policy-privacy of the underlying TPBS scheme and win in EXpB(;;‘% Sp " Bis con-

structed as follows; B receives the tuple (pprpss, pkhssg, phisss skid. o, skisue) from

its challenger in policy-privacy game Exp?ﬁ%@f””“y, generates (pkapp, mskapg) <
SetupABE(1*) honestly, creates an empty key-value pair registry C,,. . = [ ], and chooses

a hash function H : {0,1}* — Z¢. Then B sets ppgpss < (ppress, H, Cps,.,), PkEP3s =

, , . : Si
(pk¥aps, Pkapg), chooses igig, and ig., and generates their corresponding keys (pky by

skion ) and (pk3an g, sk3i o) using its knowledge of skLpsg and mskapp, sets pkydn, =

(pkAssust pkgign). To simulate A calls to OSignEP3S oracle upon inputting (1, psan, Asan )
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Issuer

B generates sk <— PolicyKeyGenTPBS(ski5%s, Psan) and c,g, < EncryptABE (

PkaBE, Asans Psan || Sk SR s), sets Cpg, [H(m)||Psan] = ¢ps,,» generates o, <— Sign TPBS

(pkFR g, phissucr skbsen sk . m, Pgan) and finally returns (m, o,,). To simulate A

calls to OSanitEP3S oracle upon inputting ((m, 0,,,, mod)), Bobtains ¢, = Cyp,. [H(m)],

PSan

decrypts ¢, using its knowledge of mskapg to obtain pg.n||skhspe, generates m’ <«

MoD(m, psan, mod), generates o, <— SignTPBS ( pkra o, pkisSUcr skhson o k3% o, m,

Psan) and finally returns (m’, o,,,/). To simulate A calls to OLoRSanitEP3S oracle upon

inputting (mq, 0/, Mmodo, M1, 01, , mody ), B decrypts ¢, = Cpg,,

[H(m)] and ¢y, =

[H (m)] using its knowledge of mskapx to obtain Psan ||k o and Dsan, ||k e,

Cpsan
generates my, <— MoD(m, pgan,, mody) and m; <— MoD(m, psan,, mody), if m{, # m/ re-
turns L, else it passes the message (M, i.san, Dsangs Psan, ) 10 its challenger OPLoRSign TPBS
oracle which responds with a challenge TPBS signature o,,; as signature over m’ using
DSane OF Dsan,- At the end, A outputs a bit a” which B forwards as its answer to the
OPLoRSignTPBS oracle.

Accountability Recall that the non-frameability security property of a TPBS scheme
ensures that even if the tracing authority, issuer, and all corrupt users in the scheme collude
together, they cannot produce a valid signature that is traced back to an honest user. In other
words, any generated signature must be traced back to the entity that holds the secret key
used in signing such a message. Moreover, the traceability security property of a TPBS
scheme ensures that every message signature pair generated can be traced. By contradic-
tion, we let an adversary .4 be successful in Expifgiggabmty and show that we can build an
adversary B (resp. B’) which can break the non-frameability (resp. traceability) of the un-

. . Non— bilit Traceabilit )
derlying TPBS scheme and win in EXp oo 26" (resp. EXPry wert™ B simulates

A’s oracles as follows. B receives the tuple (U, pprpss, PkLpss, pkkisier sklssuer sk, o)
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from its challenger in the non-frameability experiment, generates (pkapg, mskapr) <
SetupABE(1*) honestly, creates an empty key-value pair registry C,,. . = [ ], and chooses

a hash function H : {0,1}* — Z*. Then B sets ppgpss < (ppress, H, Cps,.,), PkEP3s =
(pk%A 5, pkape). To simulate the experiment when A has access to sk g (resp. sk3i o),
B chooses igign ¢ U (tesp. isa, ¢ U)and generates its corresponding keys (pky s sk59m )

S S o TA I
(resp. (pkpphs, skipyg)) using its knowledge of sk psg, skipss , and mskapp, B chooses

chooses 7 ;4 and i g, from U and receive their corresponding public keys (pksign’, Pksan’ )

Sign Issuer Sign Issuer

and finally sets pkppss = (P55 S, Pksign) (tesp. pkpiss = (DEE%e, Dksign’)). To sim-
ulate A calls to OSignEP3S oracle upon inputting (7, psan, Asan), B sends (m, igign’, Psan)

to its challenger OUSignTPBS oracle to receive o, and sk%35%¢, generates c,, =~ <

DPSan

EncryptABE (phapg, Asans Psan || $K7555)s sets Cg,, [H(m)||psan] = ¢ps,,» and returns

San

(m,o.m,) to A. To simulate A calls to OSanitEP3S oracle upon inputting ((m, 0,,, mod)),

B obtains ¢, = C,,. [H(m)], decrypts ¢, using its knowledge of msk4pp to obtain

Psanl| Sk, generates m' <— MoD(m, pgan, mod), sends (m/,igqn, Psan) to its chal-

/
m?°

lenger OUSignTPBS oracle to receive o/,, and returns (m’,0,,) to A. To simulate .4

calls to OProveEP3S oracle upon inputting (m, 0,,), B forwards (m, o,,) to its challenger
OTraceTPBS to receive (i, ). At the end .4 outputs the message signature pair (m*, o)
which B copies and forward to its non-frameability challenger in Expg’OTn}; g;ameability ex-
periment.

On the other hand, B’ could be constructed as follows, B’ receives the tuple (ppgpss,
pkLd.e, pkissiery from its challenger in the Traceability experiment, generates (pkapg,
mskapg) < SetupABE (1*) honestly, creates an empty key-value pair registry C,,, = [ ],
and chooses a hash function /1 : {0, 1}* — Z*. Then B’ sets ppppss < (ppress, H, Cpg,, )

pkppss = (PkXss, pkapr). To simulate the experiment when A has access to sk’g’ﬂgs
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(resp. SkEPSS) BB’ chooses ig;g, (resp. isq,) and sends it along with a dummy policy p
to its challenger OKeyGenTPBS oracle to receive (pkgign, sk g, sk nsg) (tesp. (pksan,
sk?Epss SKrpps))-

To simulate A calls to OSignEP3S oracle upon inputting (1m, psan, Asan), B sends

Psan along with a dummy identity ¢ to its challenger OKeyGenTPBS oracle to receive
(Pksign, Skirppgs Skissns), generates ¢, < EncryptABE(pkagg, Asan, Dsan|| Sk Ens),
sets Cpg.. [H(m)||Psan] = Cps,,» generates o, < SignTPBS (pkLd 5o, pklssucs, skbssr o,
skzglﬁgs, m, Psan); finally, B’ returns (m, o,,) to A. To simulate A calls to OSanitEP3S
oracle upon inputting (m, o,,,, mod), I3’ obtains decrypts the corresponding ¢, using its
knowledge of msk spp to obtain pg.,|| sk g, generates m’ <— MoD(m, psan, mod), gen-

erates 0,y < SignTPBS(pktapg, phlssics. skbosn o sk9%h o m’| psan); finally, B’ returns

(m/, o) to A. When A outputs a tuple (m*, o,,,+), B’ forwards to its traceability challenger

. Traceabilit . Accountabilit
in EXpy 7 p5s - Therefore, the success of A in EXp Ac;o;;zsa " implies the success of
. Non— frameability Traceability .
/
Band B' in EXPy 7534 and EXpy 1 ppg - respectively. O

6.5 Instantiation and Efficiency

We instantiate EP3S with the TPBS Scheme in section 5 because it supports the delegation
of signing keys in addition to providing all the security properties required by EP3S. For
the CP-ABE scheme, we utilize the FAME scheme in [7] because it has no restrictions on
the utilized monotone policies, its efficiency (constant decryption time) and it is adaptive
CPA secure under standard assumptions. However, since FAME only provides IND-CPA
security and EP3S requires IND-CCA?2, we follow the same procedure in [44] to achieve

IND-CCA2 which is based on the well-known transform of Fujisaki-Okamoto [51]. Both
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TPBS and FAME are instantiated in a type-3 bilinear group setting. Finally, any collision-

resistant hash function could be used to instantiate H.

Efficiency. To sign a message m, the signer needs to generate TPBS policy secret key
ski5s7 o for the policy pga, which in fact a digital signature over pg,,, encrypts psay || sk 55 ¢
using the ABE scheme public key, hashes the message m, and finally generates a TPBS
signature o,,, over m using the generated policy key sk77p and his TPBS identity key

sk:%gg g. To verify a message signature pair, the verifier verifies The TPBS signature o,.

To sanitize a message, the sanitizer performs an ABE decryption to obtain pga,||skisp s,
modifies the message according to pgs,, to obtain m’ and generates a TPBS signature o,/
over m’ using the policy key sk} o and his TPBS identity key sk2%% . Tracing a signature
to its origin requires verifying the sanitizable signature, and running the tracing algorithm
of the underlying TPBS scheme. The computation and communication complexities of
the instantiated EP3S are as follows. Let [ x ¢ be the size monotone span program that
represents the access structure that defines the future possible sanitizers [7] and let the EP3S
be initialized with n users and the policy pg., be expressed in 1 PPE uniquely defined
by (M, N ) € G x G group elements. To sign a message m, The proposed instantiation
produces a total signature size of 14 elements in G + 16 elements in G. Signing costs
approximately 44 + M + 6 exponentiations in G in addition to 73 + 2N exponentiations in

G plus one hashing of m. More precisely, generating sk7%% ¢ costs 2 + M exponentiations

in G in addition to 2]V exponentiations in G, The ABE encryption of pg,, ||skb5sn ¢ costs 61
exponentiations in G in addition to 3 exponentiations in G, and the TPBS signature costs 42
exponentiations in G in addition to 70 exponentiations in G. Sanitizing a message costs 42
exponentiations in G plus 70 exponentiations in G in addition to 6 pairing operations which

are the decryption cost of the ABE encryption to obtain pg,,||skiisps. Verifying a given
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EP3S message signature pair costs approximately a total of 100 pairing operations to verify
om- To trace a signature to its origin, at most n+ 2 pairing operations are performed, and the
produced proof is of size 16 group elements in G, which costs around 10 exponentiations in
G and 20 exponentiations in G in addition to the verification cost of the EP3S signature. To
verify the output of the tracing algorithm, the Judge performs around 40 pairing operations
in addition to the verification cost of the EP3S signature.

Comparing EP3S to the existing PB3S. To the best of our knowledge, the only proposed
policy-based sanitizable signature schemes in literature are P3S [89] and UP3S (section
4). In a nutshell, P3S utilizes a policy-based chameleon hash (PCH) and a group signature
scheme (GSS) technique as its main building blocks. On the other hand, UP3S adopts a
traceable attribute-based signature scheme (TABS) and a rerandomizable digital signature
scheme (RDS) as its main building blocks. Unlike EP3S, both proposals specify a static
modification policy that controls which message blocks the future sanitizers are allowed
to modify. Such a static policy cannot be changed without signing the message again. In
EPS3S, on the other hand, new fine-grained policies can be delegated with the same message-
signature pair. Furthermore, P3S and UP3S do not consider specifying multiple modifica-
tion policies for the same message or the delegation of sanitizer keys. In terms of security,
unlike P3S, both UP3S and EP3S provide unlinkability (section 4). Similar to EP3S, P3S
uses a secret key sharing sanitization technique, however, it requires a group manager that
controls the sharing of sanitization secret keys among the possible sanitizers which is not
required in EP3S. On the other hand, in UP3S, the sanitization rights are controlled by the
underlying TABS scheme. Table 6.1 summarizes the comparison between EP3S, P3S, and
UP3S.

In terms of performance, we compare EP3S only to UP3S, since P3S does not pro-
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Table 6.1: Comparison between EP3S, P3S and UP3S.

EP3S (this work) P3S [89] UP3S (section 4)
Building blocks TPBS and ABE PCH and GSS TABS and RDS
Unlinkability yes no yes
Mod. Policy granular static static
Delegatability supported NA NA
Multiple Mod. Policies supported NA NA
Sanitization technique secret key sharing secret key sharing ABS

NA denotes an unavailable feature/entity.

vide specific performance analysis or benchmarking data. Let UP3S and EP3S be used to
sign/sanitize a message according to an [ X t monotone span program and EP3S is used to to
sign/sanitize the message in accordance to a policy expressed in one PPE uniquely defined
by (1,1) € G x G group elements. To sign a message m, UP3S produces a signature of
size (271 4 21) elements in G, (221 + 15) elements in G, and (¢ + 3) elements in Z,, while
the signature size in EP3S is 14 elements in G and 16 elements in G. The signing cost in
UP3S is (271 4 32) modular exponentiations in G and (38! + 34) modular exponentiations
in G, while the signing cost in EP3S is 45+ 61 exponentiations in G and 75 exponentiations
inG. Sanitizing a message in UP3S costs the same as signing a message, while in EP3S, it
costs 42 exponentiations in G, 70 exponentiations in G, and 6 pairing operations. Verifying
a UP3S signature costs a total of (32] + 80) pairing operations, 1 modular exponentiation
in G, and 2 modular exponentiations in G, while it costs 100 pairing operations to verify
it in EP3S. Tracing a signature in UP3S costs 2 modular exponentiations in G, while in
EPS3S, it costs at most n + 2 pairing operations, where n is the total number of users. The
judge procedure in UP3S performs 4 pairing operations, while in EP3S, it costs around 40
pairing operations. We can see that EP3S produces smaller signatures compared to UP3S.
The signing and verification costs in UP3S and EP3S are comparable. However, in terms
of sanitization, EP3S incurs a cost more than that of UP3S with 6 pairing operations. Ad-

ditionally, EP3S exhibits higher tracing and tracing verification costs than UP3S. However,
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tracing and verification of tracing results are believed to be executed less frequently than
signing, sanitizing, and verification. Hence, this slightly higher cost is acceptable given the

high policy expressiveness of EP3S when compared to UP3S.
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Chapter 7

V2VFx: A Privacy-Preserving
Peer-to-Peer Fair Exchange Framework

for Vehicle Energy Trading

In this chapter, we present V2VFx, a privacy-preserving fair exchange protocol designed
for peer-to-peer electric vehicle (EV) energy trading. V2VFx addresses key challenges in
decentralized energy markets by ensuring fair exchange between energy buyers and sellers
while preserving the privacy of trading participants, including their identities, sale offers,
locations, and contractual terms. By leveraging zero-knowledge proofs (ZKPs) and mi-
cropayments on public blockchains, V2VFx guarantees transaction unlinkability and sup-
ports anonymous payments, preventing external entities from linking transactions to specific
users.

Electric vehicles (EVs) are revolutionizing the transportation sector by offering energy
efficiency and environmental benefits, such as reducing greenhouse gas emissions and re-

liance on oil. Additionally, EVs can function as distributed energy storage systems, support-
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ing renewable energy integration through Vehicle-to-Grid (V2G) applications [18,82]. The
rapid adoption of EVs is exceeding expectations, with projections indicating that they will
dominate global car sales by 2030 [84]. Government and industry initiatives, such as the
Accelerating to Zero Coalition and the EV100 initiative, are driving this transition [3, 59].
However, the expansion of EV adoption faces challenges, particularly in charging infras-
tructure. In regions like Canada, a lack of widespread and accessible charging stations has
led to range anxiety, deterring potential EV buyers [8,62,68]. To address this issue, Vehicle-
to-Vehicle (V2V) charging has emerged as a promising solution, allowing EVs to transfer
energy directly [60, 92], enhancing grid stability and promoting greater energy indepen-
dence [81].

Despite its potential, V2V energy trading introduces privacy and fairness challenges.
Sharing energy between EVs may expose sensitive data, such as location, charging pat-
terns, and financial transactions, leading to security concerns [64, 80]. Additionally, en-
suring fairness in trading sessions is crucial, as participants must be protected from pre-
mature transaction aborts. Blockchain-based approaches have been explored to address
these concerns [11, 64, 66, 72,79, 80, 91, 95, 97, 99], but existing solutions often rely on
trusted third parties (TTPs), which undermine decentralization, introduce single points of
failure, and limit scalability [11, 72, 80, 97]. Moreover, many prior works lack formal se-
curity proofs [72], failing to provide comprehensive privacy protection. To overcome these
limitations, we propose V2VFx, a privacy-preserving fair exchange framework for V2V en-
ergy trading. V2VFx eliminates TTP dependencies, ensures transaction unlinkability, and
leverages public blockchain technology to provide a secure, decentralized, and transparent
energy-trading experience.

Furthermore, We propose a Universal Composability (UC) security model to formally
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define and prove that V2VFx satisfies essential privacy and fairness properties. Addition-
ally, we implement V2VFx on the Ethereum blockchain to evaluate its performance, analyz-
ing the execution time of transactions and the computational complexity of its cryptographic
components.

Compared to existing fair exchange and privacy-preserving energy trading protocols,
V2VEFx offers a comprehensive solution that ensures both security and efficiency without
compromising decentralization. It extends previous models by incorporating enhanced pri-
vacy guarantees and ensuring that transactions remain unlinkable while maintaining fairness
in energy exchanges.

In the following, we redefine Simulation Sound Extractable Non - Interactive Zero -
Knowledge Proof System (SSE-NIZK) which will be used throughout this chapter for sim-
plicity.

An SSE-NIZK system enables a prover with a witness w to non-interactively prove the
truthfulness of a statement st to a verifier without disclosing why [57]. For st in an NP-
language £ such that (st, w) is within a relation R associated with £, an SSE-NIZK consists
of six polynomial-time algorithms, NIZK = {Setup, SimSetup, Prove, SimProve, Verify,

Extr} , defined as follows.

» Setup: This algorithm outputs the common reference string of the system, crs, ob-

tained from Setup(1*).

» SimSetup: This algorithm outputs a simulated crs and a trapdoor, (crs, tr), obtained

from SimSetup(1?%).

* Prove: Given crs, st, and w for the relation R, this algorithm outputs a proof ,

obtained from Prove(crs, st, w).
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» SimProve: With crs, st, and the trapdoor t¢r, this algorithm outputs a proof 7, ob-

tained from SimProve(crs, st, tr).

* Verify: This algorithm verifies the proof 7 on st, returning {T, L} from Verify(crs,

st, m).
* Extr: This procedure extracts w from 7 using ¢r, resulting from Extr(crs, tr, st, 7).

SSE-NIZK schemes ensure zero knowledge, implying negligible success for an adversary
distinguishing between a proof for a statement st with witness w and a simulated one. Ad-
ditionally, they provide simulation-extractability, making it difficult for an adversary to pro-
duce a verifiable proof for a statement st with witness w where R(st, w) = 0. The formal
definitions of these security notions are available in [57].

Payment Channels

Before presenting the V2VFx framework, we briefly discuss payment channels, an es-
sential mechanism enabling efficient and fair energy trading.

Payment channels are off-chain mechanisms that allow two parties to perform multiple
transactions without burdening the blockchain for each payment, requiring only two on-
chain interactions: channel opening and channel settlement. This technique significantly
reduces transaction fees, confirmation delays, and blockchain congestion, making it partic-
ularly suitable for micropayment scenarios such as vehicle-to-vehicle (V2V) energy trad-
ing [23,78].

In V2VFx, we implement a unidirectional, hashchain-based payment channel optimized
for energy trading. Before trading begins, the buyer locks a deposit into a blockchain smart
contract and commits to a hashchain, where each hash preimage represents a unit payment

[83]. During energy transfer, the buyer reveals successive preimages off-chain as proofs of
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incremental payment for delivered energy. At the end of the session, the seller redeems the
last revealed preimage on-chain to claim payment proportional to the energy delivered.
This approach ensures fairness, since payments are proportional to delivered energy
even if communication is disrupted. It also enhances privacy, as only the initial commitment
and final settlement appear on-chain, and improves scalability by minimizing blockchain in-
teraction. By combining escrowed deposits with hashchain micropayments, V2VFx achieves
an efficient, privacy-preserving, and decentralized fair exchange protocol for vehicular en-

ergy trading.

7.1 V2VFx Framework

V2VFx is designed to facilitate a fair exchange for both parties involved in a peer-to-peer en-
ergy trading transaction. An EV seeking to charge its battery can utilize V2VFx to purchase
the required energy from another EV with excess battery charge (V2V).

Throughout this chapter, we use P, and P; to denote the buyer’s and seller’s blockchain
public keys, respectively. Each public blockchain address is associated with a secret key,
which is implicitly used when sending a message to the blockchain. The buyer possesses
a key pair (skbge, Pkbge) for a Pseudo-Random Function (PRF). The current time is repre-
sented by T". For secure key exchange, the buyer and seller use Diffie-Hellman (DH) key
pairs, denoted as (skp,,, pkp,,) for the buyer and (sk,, pkdy) for the seller. The shared
symmetric secret keys established between the buyer and seller are denoted as ssk? (buyer
to seller) and ssk; (seller to buyer), where the correctness of the DH protocol ensures that
ssk? = sski. A zero-knowledge proof for a specific language L, is denoted by 7. Addi-

tionally, H(.) represents a collision-resistant one-way hash function.



116

System model and overview As depicted in Fig. 7.1, the V2VFx system encompasses
three primary entities; Energy Buyers, Energy Sellers, and the Blockchain. These entities
can communicate through both on-chain and off-chain communication protocols, covering
data flow, flow of charge, and monetary transactions. The logic of such communication can
be described in four conceptual steps; Bidding, Evaluate &Commit, Off-Chain Exchange,
and Pay&Refund. In what follows, a brief description of each step is given.

Bidding. This is the protocol’s initial step where the energy buyer submits a buying
request to the blockchain, specifying the required energy amount within a defined service
area and an expiration time for the request. During pre-expiration time, sellers within the
service area can respond to the request with a concealed anonymized offer, containing the
seller’s location and the offered energy sale value.

Evaluate &Commit. After the request expiration, the buyer evaluates the received offers
and selects the best offer based on preferences such as seller proximity or preferred time
slot. Subsequently, the buyer commits to the chosen offer by sending a hiding and binding
commitment of the offer contractual terms and payment to the blockchain. This commitment
enables the blockchain contract to hold the agreed-upon sale value until the energy exchange
is completed. Subsequently, the contract transactions are scraped by the seller’s application
to get notified.

Off-Chain Exchange. Upon reaching the seller’s location, the seller authenticates the
buyer and initiates an off-chain energy exchange session using their respective hardware.
Throughout the session, the seller collects payment tokens in exchange for each unit of
transferred power to ensure fair exchange.

Pay&Refund. 1In this phase, the seller receives payment by presenting the payment

tokens received in the previous phase as proof by submitting a payment request to the
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blockchain contract. Once the seller’s payment is processed, the buyer can request a re-

fund for any remaining amount from their previous commitment by submitting a refund

request to the blockchain.

Security model

In what follows, we list our adversarial assumptions.

» Energy buyers and sellers. We assume that energy buyers and sellers may act selfishly

to maximize their financial interests. This includes the possibility of arbitrary deviations

from the prescribed protocol or premature aborting.

* Blockchain. The blockchain is considered a conceptual trusted party, relied upon for cor-

rectness and availability but not deemed trustworthy for privacy.

* Off-chain applications. All off-chain applications are assumed to be trusted client-side

code, primarily functioning as data scrapers and interacting with the blockchain.

It is worth noting that blockchains inherently incorporate a discrete concept of time, where a
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clock advances with each newly mined block. The presence of this reliable clock is essential
for achieving fair exchange in our protocols.

Security notions In V2VFx, we consider the following security properties.

* Offer Privacy. Sellers’ offers remain private from each other and the public. Each seller
provides their offer without knowledge of other offers, ensuring independent and fair offer

selections.

* Location Privacy. None of the participants learns the exact position of the energy buyer.

Furthermore, the buyer and seller locations cannot be tracked over time.

* Contractual Terms Privacy. Agreed-upon conditions and obligations related to payments
are kept secret from the public and any other energy trade participants, except for the
involved buyer and seller. These terms include the total payment amount ($val') and the

number of agreed-upon micro-payments (V).

* Identity Privacy. The true identities of the buyer and seller are kept private and no ad-
versary can recover any information about the identity of the participants in a trading

session.

» Unlinkability. The linkage between the energy buyer and the seller is obscured from the
public, safeguarding against the tracking of money flow. This ensures that a payment

sender (buyer) cannot be associated with the corresponding recipient (seller).

 Fair Exchange. V2VFx offers a mechanism for fair asset exchange between parties, en-

suring that, at the end of the protocol execution, either each party holds the counterpart’s

Ithe symbol $ is only adopted for readability (to distinguish variables associated with money and other
variables) and does not have special meaning or significance.
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asset or neither of them does. The maximum loss for either party is limited to a small frac-
tion of the transaction payment/charge. V2VFx also provides mechanisms for preventing

coin freezing and enforcing payments and refunds upon premature aborts.

Note that maintaining the privacy of offers serves to diminish strategic bidding behav-
iors. In this setting, bidders are less susceptible to external influences, as they lack real-time
information about ongoing bids. This fosters more authentic bids that genuinely reflect each
bidder’s valuation of the item. Additionally, the confidentiality of offers aids in mitigating
collusion among bidders, as they are devoid of opportunities for direct communication dur-
ing the bidding process. This, in turn, contributes to fostering a fairer auction environment.

V2VFx ideal functionality We articulate the aforementioned security properties through
an ideal functionality within the universal composition framework. Our approach aligns
with the Universal Composability (UC) model introduced in [16, 67, 95]. In Figure 7.2,
we provide an ideal functionality Fy oy p, to capture all security requirements we defined
earlier. Fyoyp, is composed of six operations, namely MintCoin, BuyRequest, SellRe-
sponse, CommitSale, SellerPayment, and Refund. Moreover, Fy 9y, utilizes a clock
that advances in rounds so that timeout operations can be implemented after a specific num-
ber of rounds to protect against premature aborts and coin freezing.

In what follows, we give a brief description of each of Fy 9y, operations:

* MintCoin: After the private sets Coins, Reqgs, Offrs, and ComCoins are initialized in
Init, this operation allows the buyer, whose identity is P, to transfer an actual amount of
money from their blockchain public ledger to the private ledger Coins, where the buyer
can decide the value $val of each coin. The adversary A learns the buyer’s identity P,

and the value(s) of the coin(s) $val;.
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Ideal Functionality 7y oy
Init: Coins:=[], Regs:=[], Offrs:=[], ComCoins:=[]

MintCoin: Upon receiving (MintCoin, $valy, . .., $val,,) from P,:
Assert Ledger(P)> Y7, $val;
Send (MintCoin, P, $valy, . . ., $val,) to A

fori e {1,...,n}

Ledger(P,) = Ledger(P,)-$val;
Add (P, $val;) to Coins

BuyRequest: Upon receiving (BuyRequest, idy, €, Teqp, wp) from some Py:
Assert id, ¢ Reqgs
Assert T < Teyy
R+ wyp
Send (BuyRequest,idy, e, R, Teqp) to A

Add (idy, e, R, Teap) to Reqgs

SellResponse: Upon receiving (SellResponse, idy, e, Ri, Texp,ws, N, $val,slot,Teorn,) from
some P;:

Assert (idy, €, R, Teap) € Regs

Assert T < Topp

Send (SellResponse, idp, Trom) to A

Add (idy, ws, N, $val, slot, Teon, ) to Offrs

CommitSale: Upon receiving (CommitSale, ¢pqy, idy, N, $val, Py, Ps, Teom) from P,
Assert T' < Teom
Assert (P, $val) € Coins
Send (CommitSale, ¢pay, Teom) to A

Remove (P, $val) from Coins
Add (¢pay, idy, N, $val, Py, Py, Tcom) to GomCoins

SellerPayment: Upon receiving (SellerPayment, ¢pqy, idy, N, $val, Py, Ps, Teom,hui,l.Sval’)
from Py

Assert (¢pqy, idy, N, $val, Py, Ps, Teom) € ComCoins

Assert ! € ComCoins(idy) = @ Assert T < Teom

Assert ¢pay(hy, 1) =true Nl < N

Assert $val’ = $val x %

Send (SellerPayment, ¢pay, hy, 1) to A

Add [ to ComCoins(ids)
Add (Ps, $val’) to Coins

Refund: Upon receiving (Refund, ¢pay, ids, N, $val, Py, Py, Teom, 1, $val”) from P,
Assert (¢pay, ids, N, $val, Py, Ps, T om,1) € ComCoins
Assert T > Teom
Send (Refund, ¢pqy) to A
ifl=osetl=0
Assert $val” =1 — $val x %
Add (P, $val”) to Coins

The instructions inside rectangle frames are deferred to the next round.

Figure 7.2: The ideal functionality Fy oy g,
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» BuyRequest: This operation allows an energy buyer to submit a buying request. Each
request has a request ID id;, and the required amount of energy e, the region R; where
the buyer would like to buy the energy, and the request expiry time 7¢,,. Once a request
is received, it is logged into Reqs after some basic assertions. During this operation, the
adversary A has access to all the request data but does not learn the identity of the buyer

P, nor their precise location information wy,.

 SellResponse: This operation allows sellers to respond to suitable buyer requests with
some offers. The offer contains the buyer’s request ID id,, the seller’s location w, the
energy sale value $val, the number of payments NV, the charging time slot slot, and the
time by which the seller will collect their money 7,,, (which will later be used by the
Refund operation to prevent coin freezing). The request is added to Offrs after some
basic assertions, where the adversary A only learns id;, and T.,,, and has no access to the

seller’s identity P nor their precise location w;.

¢ CommitSale: This operation enables the buyer to commit to an offer of their choice. The
commitment includes a payment coin coin of the value in the offer $val and a payment
promise ¢,,,. After some assertions, the payment coin coin is removed from the private
list Coins to prevent double-spending, and the full commitment is added to ComCoins,
where the adversary A only learns the payment promise ¢, and T, and does not learn

any other pieces of information beyond that.

» SellerPayment: This operation enables sellers to claim their payment after the energy
exchange, as long as T,,, has not expired. The seller submits the payment tokens (h;, 1)
they obtained during the energy exchange that authorize them to claim the value of the

energy exchanged $val’ using a coin coin’. SellerPayment asserts that the claim is true
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by verifying (h;,l) against the stored payment promise ¢,,, in ComCoins and ensuring
$wval’ is the correct amount of money for the actual energy exchanged. Then, the new coin
coin’ is added to Coins and is tied to the seller’s identity P,. During this operation, the
adversary A only learns the payment promise ¢,,, and claim witnesses (h;, () and does

not learn the seller’s identity P, or the value of the new coin $val’.

* Refund: This operation allows the buyer to refund any remaining amount of their previ-
ously committed coin coin after the expiration of T,,,,. The buyer submits a coin coin”
of value $val”, which represents the remaining amount of coin if the energy exchange is
partially performed or the full value of coin if the energy exchange was never performed.
Refund asserts that the claim is true by correlating the submitted parameters with their
corresponding value in ComQCoins. If true, the new coin coin” is added to Coins and
is tied to the buyer’s identity P,. During this operation, the adversary A only learns the
payment promise ¢, and does not learn the buyer’s identity I, or the value of the new

coin $val”.

In what follows, we demonstrate how JFy 9y 1, €ncapsulates the aforementioned security
notions.

In SellResponse, when a seller responds to an energy buyer request, the adversary A
gains no knowledge about the proposed offer or terms and conditions. It only learns the
original request ID ¢d,, and the premature abortion prevention timer of the offer 7_,,,, hence
maintaining offer privacy. Throughout the protocol phases, particularly in the BuyRequest
and SellResponse phases, neither the exact buyer nor the seller locations are disclosed to
A who only learns the energy sale’s service area R; which ensures location privacy. When a
buyer calls CommitSale, the adversary cannot observe the agreed-upon money value of the

energy trade, $val, or the agreed-upon number of payments, N, thus guaranteeing Contrac-
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tual Terms Privacy. Throughout the protocol execution, the buyer’s and seller’s blockchain
identities P, and Py are kept secret from the adversary, except during the MintCoin pro-
cedure. However, the disclosed P, in MintCoin is not used in subsequent steps, ensuring
it is not linked to further procedures. Specifically, in the CommitSale phase, neither the
identity P, that owns the minted coin nor the identity P, that can claim the coin, is sent to
A. Similarly, in the SellerPayment and Refund phases, P, and P; are not revealed to .A.
Therefore Fy 9y i, models our notion of Identity Privacy. Moreover, as identity information
is not revealed to A during the BuyRequest, SellResponse, CommitSale, SellerPay-
ment, and Refund phases, attempts for linking the buyer and seller, as defined in our notion
of Unlinkability becomes infeasible. This holds even if certain transactions are linked, no-
tably through the same id, in the BuyRequest\SellResponse phase or through the same
ho in the CommitSale\SellerPayment\Refund phases.

Fvovr, utilizes a gradual release mechanism between the buyer and the seller. Specif-
ically, (h;, ) represents a payment token provided by the buyer and given to the seller. This
token can be checked against the buyer’s committed payment promise ¢,,, in the Commit-
Sale phase. Throughout the off-chain energy trading phase, the buyer consistently transmits
(hi, 1) to the seller for I = 1,2,..., N, where h; = H(h;_1), functioning as the payment
token for the subsequent rounds of energy exchange. The seller, in turn, validates (hy, ()

against ¢,,, and, based on the result, decides whether to continue the trading session or

abort. This design limits the maximum potential loss for either party to % or its equiv-
alent amount of energy. Furthermore, Fy oy r, requires the energy trading session and the
seller payment to be completed by time 7' < 7.,,, to prevent coin freezing and enforce

refunds upon premature aborts.
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7.2 Construction of V2VFx

We adopt the blockchain model proposed by Kosba et al. [67], which addresses relevant
threats and provides program wrappers to simplify protocol descriptions. In this model,
party identifiers inherently serve as pseudonyms by default. For instance, by referring to
an ‘anonsend’, we imply sending a message anonymously from any pseudonym. Moreover,
"anonreceive’ is described by receiving ‘from some P’. Conversely, specifying receiving a
message ‘from P’ denotes the knowledge of a predetermined pseudonym P, usually evident
from context. Users can generate a finite number of pseudonyms, with each pseudonym
owned by the generating party. The mapping of pseudonyms to true identities remains
concealed from adversaries.

Refined private ledger. V2VFx expands upon the concept of a private ledger facilitating
private currency transfers. This private ledger is constructed atop a public ledger. In partic-
ular, V2VFx embraces the mint and pour terminologies outlined in [67], which is based on
the foundational concept presented in [90]. In essence, the mint operation enables a user,
denoted by P, to transfer funds from their public ledger to a private pool. Each transfer
generates a private coin for user P, associated with a value $val. This value is deducted
from P’s public ledger and held by the on-chain contract. On the other hand, with the help
of a manager, the pour operation enables the coin owner, P, to transfer coin ownership to
another user, denoted as P, utilizing a zero-knowledge proof. This proof validates the coin
to be transferred, its associated value, and the identity of P in terms of the coin’s associated
public key. Note that we have modified the coin format and its structure in the private pool.
This modification is made because our proposed protocol eliminates the need for a manager,

and the coin’s opening is not shared with any party other than the coin’s owner. Therefore,
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there is no necessity to associate the coin with the owner’s public key in the private pool.
This change is implemented for the sake of simplicity in the required zero-knowledge proofs.

The V2VFx system comprises a Buyer protocol BuyerP (Fig. 7.3), an on-chain smart
contract V2VFx BC (Fig. 7.4), a Seller protocol SellerP (Fig. 7.5), and an off-chain en-
ergy exchange mechanism Off-ChainP (Fig. 7.6). The energy buyer and seller execute
BuyerP and SellerP through client-side code, respectively. The actual energy exchange oc-
curs off-chain using the underlying hardware of both the buyer and seller and is controlled
by BuyerP and SellerP. Finally, V2VFx BC is executed on-chain by blockchain validators.
Energy charging using V2VFx proceeds over seven phases, namely Coin minting, Request
for offers, Offer response, Evaluation&Commit, Off-chain exchange, Seller payment, and
Buyer refund. Such phases span over the aforementioned four system protocols.

Coin minting phase In this phase, a system user can transfer funds from their public
ledger denoted by Ledger to the private pool Coins. Typically, the buyer initiates this
phase before engaging in an energy transaction. In this context, The buyer initiates the
MintCoin function in BuyerP in Fig. 7.3, where the buyer’s true-identity P, is employed to
mint a new coin(s). For each $val;, where i = 1,. .. n, that the buyer intends to generate
a coin for, freshly generated random values s; and sn; are utilized to compute the coin’s
value coin; = Comm(s;, sn;||$val;). Subsequently, the tuple s;, sn;, $val;, coin; is added
to the buyer’s P, local wallet W allet, and a zero-knowledge proof 7., is computed for the
relation R.,;,, € L. This proof informally verifies that the value of coin; is indeed $val;

and is formally defined as:

((coing, Sval;), (i, 51;)) € Repin &

coin; = Comm(s;, sn;||$val;)
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Buyer Protocol (BuyerP)
Init(1}): Wallet := [], SOffrs:=[1, skl o < {0,1}*

MintCoin(Sval; ... $valy,):
fori e {1,...,n}
(s,5n) < {0,1}*
coin; = Comm(s;, sn;||$val;)
Add {s;, sn;, $val;, coin; } to Wallet
Steoin = (coing, $val;)
Weoin = (si7 S"i)
Teoin = NIZK.Prove(crs, steoin, Weoin)
Send as P, (MintCoin, coiny, . .., coiny, $valy, ..., $valy,, Teoiny, - - - » Teoin, ) t0 V2ZVFx BC
BuyRequest(c € (O \ {0}), Teap, wp, € W):
R + wy
(k% 57, Pk ) € DH.KeyGen(1*)
idy & {0,1}*
anonsend (BuyRequest, idy, pk’ 7, €, Ri, Tezp) to V2VFx BC

Evaluate(idy, pk},, ct):
i T < Toap
SOffrs = SOffrs U {pk}, y, ct}
T > Ty
Vi = (1...n): pkjjy,ct; € SOffrs
ski’] = DH.KeyEx(pky3 . sk )
wg; \|Nj|\$valj\|pk‘;,’RF \slot]-HTmm]=Sym.Dec (ssk?, ctj)
(N, $val, pk g, slot, Teom) < Eval ()

CommitSale(idy,sk% g . N, $val, pkb g p, sl0t, Teom):

Find (s, sn, coin) € Wallet of value ($val)

beoin < MT(coin)

Remove (s, sn, $val, coin) from Wallet

Pk rp = PRF(skppp, idy)

a & {01}

cm = Comm(a, idy, N, $val)

hash chain of length N + 1: hy — hy_1 — ... —hy — ho where h; = H(h;+1)
Steom = (MT.root, sn,cm)

Weom = (COIN, beoin, S, Sval, idy, a)

Teom = NIZK.Prove (crs $teom, Weom)

anonsend (CommitSale, hg, pk’ll',RF, Pkppps 51, €M, Teom, Teom) to V2VFx BC

BuyerRefund(hg, pkb g, cm, Teom, l, sk pps a, idy, N, $val):
Assert T > Teom

" & {0,110

coin'” = Comm(s”, sn”||$val x (1 — %))

Strep = (pkb g, cm, coin”, 1)

Wrep = (skbpp, s, 0", a,idy, N, $val)

Tref = NIZK.Prove(crs, stref, Wrey)

Add {s", sn"”,$val x (1 — %) coin’'} —Wallet

anonsend (BuyerRefund, hq, coin”, m,.5) to V2VFx BC

Figure 7.3: Buyer protocol.

Finally, a request for the coin(s) is generated and sent to V2VFx BC in Fig. 7.4 as (MintCoin,

CoINy, . .., COIMy, Svaly, ..., Sval,,Teoings - - - s Teoin, ) from Py,
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The MintCoin function in Fig. 7.4 first validates that P, has sufficient funds in its public
ledger Ledger(P,) which is greater than or equal to > -, $val;. It verifies that 7., is valid
with respect to the relation R.,;, C Lcoin and finally adds coin; to the private pool Coins
and appends coin; to an on-chain Merkle tree MT. Note that $val; has to be disclosed in
the MintCoin function to ensure P, has enough funds that covers coin;. Nevertheless, s;
and sn; remain secret and are never disclosed publicly, serving as proof of ownership for
coin,;. Additionally, it is noteworthy that the presence of s; ensures that coin,; could not be
identified at the time of spending, where sn is revealed. Note that coin minting could be
invoked in a pre-processing stage as it is independent of the bidding/trading session

Request for offers phase In this phase, a buyer aiming to purchase a specific energy
amount e € Q7 \ 0 where Q" denotes the set of positive energy amount for EVs, executes
the BuyRequest function in BuyerP in Fig. 7.3. The BuyRequest function takes as input
the energy amount required e, and the buyer’s precise location w;, € WV, where VV denotes
the set of all possible world positions e.g., latitude and longitude. It then determines the
service region R, that includes the buyer’s location w;, and generates a new DH public-
secret key pair (sk%;, pkb ). Subsequently, it generates a unique random request ID id,,
and sends the request to be registered with V2VFx BC in Fig. 7.4 along with a request
expiry time T,,, as (BuyRequest, idy, pk% ;;, €, R, T..,) anonymously. Upon receiving the
request, The BuyRequest function in V2VFx BC first checks that R; is within a serviceable
area R; € R where R denotes the set of serviceable areas { R, Ro, ..., R,}, and that the
current time 7" is less than 7,,. It then logs the request in the Reqs list.

Offer response phase In this phase, a seller intending to respond to a request logged in
Regs in Fig. 7.4 with an offer executes the SellResponse function in SellerP in Fig. 7.5.

Taking the seller’s location w; and the offer (idy, pkb e, R, T..,) as inputs, the Sell-
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V2VFx Blockchain Contract (V2VFx BC)

Init(1*): Coins:=[], SpentCoins:=[], Regs:=[], Offrs:=[], ComCoins:=[]
CRS + NIZK.Setup(1*)

pp < DH.Setup(1*)

MT « ]

MintCoin(coiny.. . . ,coin,,$valy,. .. $valy,,Teoin, s - - Teoin, ) from Py:
Assert Ledger(P,) > 31| $val;

forie{1,...,n}

Assert NIZK.Verify(crs, steoin)s Teoin,

Ledger(P,) = Ledger(P,) — $val;

Add coin; to Coins

Add coin; to MT

BuyRequest(idy, pk% ;. ¢, R, Tezp) from some P:
Assert R € S

Assert id, ¢ Regs

Assert T < Teyy

Add (idy, pkt ; €, R, Toap) to Regs

SellResponse(idy,, pk$, ;, ct) from some P:
Assert id, € Reqgs

Assert T < Teqp(ids)

Add (idy, pk}y ;. ct) to Offrs

CommitSale(ho,pk% Pk g 1s51,6M Teom, Teom) from some P:
Assert T' < Tioom

Assert sn ¢ SpentCoins

Assert NIZK . Verify(crs, steom, Teom)

Add sn to SpentCoins

r & {0,1}

Add (ho, 7, pk% g, KD s M, Toom) to ComCoins

SellerPayment(ho, hy, [, coin’, mpq,) from some P:

Assert (X = {ho, 7, pk%s pp, Pkppps €M, Teom }) € ComCoins for hg
Assert T < X Toom

Assert X.1=2

Assert fori = (I,...,0), hi—1 = H(h;)

Assert NIZK.Verify(crs, Stpay, Tpay)

Set X.l=1

Add coin’ to Coins

Add coin’ to MT

BuyerRefund(h, coin”, ,¢y) from some P:

Assert (X = {ho,r, pkbpp, Pkbpr, €, Teom, }) € ComCoins for hg
Assert T > X Teom

if XI=0,setX.l=0

AssertNIZK Verify(crs, styep, Tref)

Add coin’’ to Coins

Add coin” to MT

Figure 7.4: Blockchain V2VFx contract.

Response function first ensures that w, is within the requested service region R; and

that the current time 7' is less than to 7.,,. It then generates a DH public-secret key
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Seller Protocol (SellerP)
Init(1*): Wallet := [], sk pp & {0,1}

SellResponse(ws € W,idy,sk$ r 0k i€ Tehars RisTeap):
Assert wy € RAT < Ty

Pkprr = PRF{skpbgp, idy}

(skS i, Pk ) & DH.KeyGen(1*)

(N, $val, slot, Teom) & Fle, Tenar)

sski = DH.KeyEx(pk% 7, sk )

ct = Sym.Enc(ssky, ws||N||$val||pk g g ||slot|| Teom)

Save idy, $val, Pk s slot, Teom for later

anonsend (SellResponse,idy.pk?, ;.ct) to V2VFx BC

SellerPayment(ho.pks g p.cm.Teom byl sk g poasidp, N $val):
Assert T' < Toom

s & {0,117

coin’ = Comm(s’, sn’||$val x %)

Stpay = (DkD g, cm, coin’, 1)

Wpay = (skppp, s, s, a,idy, N, $val)

Tpay = NIZK.Prove(crs, stpay, Wpay)

Add {s', sn’, $val x £, coin’} to Wallet

anonsend (SellerPayment, ho, hy, I, coin’, Tpqy) to V2VFx BC

Figure 7.5: Seller protocol.

pair (sk},y, pk} ) and a PRF public key pkipr = PRF{sk}pp,idy} where skbpp is
the seller’s secret key of the PRF function. The function creates an offer for the buy re-
quest based on the requested energy amount e using the local function F(e). The offer
includes the total number of micro-payments N, the sale value $val, the possible charg-
ing time slot slot, and the time required by the seller to collect the payment 7.,,,, where
T..n is employed to prevent coin freezing. Subsequently, the SellResponse function
generates a symmetric encryption key ssk; using the buyer’s public DH key pk%,; and
the seller’s DH secret key sk7,;. This key is then used to create ct as the encryption of

wg||N||$val||pks pr||slot||Teom. Finally, the function sends the response to be registered
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with V2VFx BC anonymously as (SellResponse, idy, pk3,;, ct). It is worth noting that the
function F(.) can be configured with specific parameters to optimize the seller’s gain from
each sale. For instance, the selling price of a small amount of energy may differ from that
of large amounts, or the selling price may depend on the charging time slot. Additionally,
F(.) can generate multiple offers for the same request, each with different selling values
according to the charging time slot.

Upon receiving the request (idy, pk?, 4, ct), the SellResponse in Fig. 7.4 first checks
whether the request ID id, is logged in Reqs and retrieves its corresponding 7¢,,, to assert
that the request is not expired, i.e., the current time 7" < 7., then it stores in the public list
offrs. Note that given the approximate knowledge of the power unit price, the sales value
$val can be deduced from the number of payments N. Accordingly, we conceal N in this
phase and all subsequent phases.

Evaluate and Commit Phase In this phase, the buyer evaluates offers corresponding
to their request with ID id, by executing the Evaluate function in BuyerP in Fig. 7.3.
The function first ensures that the ¢d matches the buyer’s previously generated ¢d;, and the
corresponding Buy Request has not expired i.e., the current time 7" < T¢,,. Subsequently,
(pk$), ct) is added to the local list SOffrs. After expiration, for each j-th offer in SOffrs,
the function evaluates the symmetric encryption key skls’j using the corresponding seller’s
public DH key pk7;;, and the buyer’s DH secret key skb . This key is then utilized to
decrypt the corresponding ct in each offer. All decrypted offers are then processed through
Eval(.) function, which outputs the best offer (N, $val, pk$ ., slot, Teom) based on buyer
preferences. These preferences may include factors such as proximity to the seller, or the
charging time deduced from slot, or the most convenient time slot. The Eval(.) function

ensures that the buyer dynamically selects the optimal offer that matches their need.
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Upon selecting the best offer, the buyer commits to such an offer by executing the Com-
mitSale function in BuyerP in Fig. 7.3. The CommitSale function searches the buyer’s
wallet for a coin matching the offer’s $val. If no matching coin is found, the buyer has the
option to mint a new coin with a value of $val. Subsequently, the function retrieves the
branch b, of the selected coin from the on-chain Merkle tree MT". The chosen coin is
then removed from the buyer’s wallet. A PRF public key pkb . = PRF{skb ., idy} is
generated and a random number a is chosen from the set {0, 1}*, and the sale commitment
cm is computed as cm = Comm(a, idy, N, $val). A hash chain of length NV + 1 is generated:
hxy — hy_1 — ... — hy — hg, where h; = H(h;41) and h is the payment promise.

A zero-knowledge proof 7., is computed for the relation R.,,,, C L., This proof serves
to informally demonstrate the ownership of a coin of a specific value of $val and commits
such a value for a particular energy transaction identified by ¢d,. Its formal definition is as

follows:

((MT.root, sn,cm), (coin, begin, S, Sval, idy, a)) € Repm <
coin = Comm(s, sn||$val)
A Merkle Branch(MT.root, beyi,, coin)

A em = Comm(a, idy, N, $val)

Finally, the function sends the commitment to be registered with V2VFx BC as (CommitSale,
hos pkbpi, DESREs ST, My Toom, Teom) anonymously. The CommitSale function in the
on-chain code V2VFx BC, upon receiving the request (CommitSale, hg, pkb nr, DES R
sn, emy, Toom» Teom)s checks that the current time 1 is less than T,,,. It verifies that the

zero-knowledge proof 7., is valid with respect to the relation R.,,, € Lcommit. Fol-
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lowing these checks, it adds sn to the SpentCoins list, flips a coin r to determine whether
payment or service occurs first randomly, and adds (ho, 7, pkbpp, Pk g, ¢, Teom) to the
ComCaoins list.

Note: The use of r in the coin flip is essential to randomly determine whether payment or
service occurs first. This approach ensures fairness, as the party who pays or serves first is
at a disadvantage compared to the other party. This prevents either party from consistently
gaining an advantage over the other. Additionally, it is worth noting that since pk} 5, and
the sale parameters (id,, N, $val) are encrypted in the Request\Response phase, and the
sale parameters (idy, N, $val) are concealed in a perfectly hiding commitment cm in the
offer commitment phase, it is infeasible to link transactions in the Request\Response
phase(s) with subsequent transactions.

Off-chain exchange phase In this phase, the seller has already accepted the buyer’s offer
for the designated time slot, i.e., (id,, N, $val, slot) corresponding to pk% .. As depicted
in Fig. 7.6, when the buyer reaches the seller’s location?, BuyerP is employed to transmit a
to SellerP, where the latter ensures that cmn = Comm(a, idy|| N ||$val) and validates that the
current time 7" falls within the specified slot. Note that a serves as an authentication token,
thus ensuring that the buyer who presents it, is the one who committed to the sale. Once this
information is verified, the exchange session can commence. Based on the value of r, either
one unit of payment or charge is transferred first. Starting from ¢ = 1, the seller receives
one h; for each unit charge transfer and ensures that H(h;) = h;_; before transferring the
following unit charge. Note that hy is committed in the offer on the blockchain. At the
conclusion of the exchange session, the seller acquires h; such that [ has a maximum value

of N.

%In the scenario where the smart grid aims to obtain excess energy from Electric Vehicles (EVs), the selling
EV is the one that travels to the SG preagreed-on location.
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Off-Chain Exchange Protocol (Off-ChainP)

Buyer

Seller

cm=Comm(a,idp,N,$val)

hy — ... = ho

Start

Energy unit

h1
SN

Energy unit

ho
_—

Energy unit
(—

Energy unit
(—

ha
_—

Energy unit
hyn
_

Energy unit
(—

[ energy units : [ Y

h07 r,em, Teom

idy, N, $val, slot, Teom

if cm=Comm(a,idy,N ,$val)

if T € slot
if ho = H(h1)
if hy = H(h2)

if hy_1 = H(hy)

if ho = H(h1)

if hy = H(hg)

Figure 7.6: Off-chain energy exchange protocol.
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Seller payment phase In this phase, the seller claims their payment from V2VFx BC
using h; which is collected in the off-chain exchange. The seller invokes the SellerPayment
function in SellerP in Fig. 7.5. Upon providing (hg, pkppp, ¢, Teom, b, U, skprp, a, idp,
N, $val) as input, the function ensures that the commitment has not expired by checking
that the current time 7 is less than T,,,,. It then selects two random numbers (s, sn’) and
calculates coin’ as Comm(s’, sn/||$val x L). Subsequently, the function computes a zero-
knowledge proof 7, for the relation R,,, € Lpay, which informally establishes that the
newly generated coin coin’ holds a value of % of the previously committed $val by the buyer

in cm. This zero-knowledge proof is formally defined as:

((pkp gy, cm, coin’ 1), (skppp, ', sn', a,idy, N, $val)) € Rpey <
Pkprr = PRF{skppp, idy}
Aem = Comm(a, idy||N||$val)

Acoin’ = Comm(s’, sn’||$val x N)

The function then adds {s’, sn’, $val x %, coin'} to the seller’s local Wallet. Finally, it sends
the payment request to V2VFx BC as (SellerPayment, hg, hy, [, coin’, mp,,) anonymously.
Upon receiving the request, The SellerPayment function in the on-chain code V2VFx
BC ensures that there is an entry X = {hq, 7, pk%bpp, Pk g, €M, Teom, 1} in ComCoins
for hg, Verifies that the commitment has not expired, ensures that X./ is empty, indicating
that the payment has not been processed before, and finally, Checks that h;_; = H(h;) for
i=(l,...,0). If all checks pass, it verifies that the zero-knowledge proof ,,, is valid with

respect to the relation R,,, € L,,,. Following these checks, it updates the entry X./ in
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ComCaoins with [ and adds coin’ to Coins.
Buyer refund phase

In this phase, the buyer claims the remaining amount of the initially committed coin if
any from V2VFx BC. The Buyer invokes the BuyerRefund function in BuyerP. Upon
providing (ho, pk% g, cm, Teom, 1, sk pp, a, idy, N, $val) as input, where [ is set to 0 if the
off-chain exchange phase has not yielded any energy units, the function ensures that the
commitment has expired by checking that the current time 7" is greater than 7,,,,. It then
selects two random numbers (s”, sn”) and calculates coin” as Comm(s”, sn”||$val x (1 —
!

+))- Subsequently, the function computes a zero-knowledge proof T, for the relation

R,cr C Lref, which informally proves that the generated coin coin” holds a value of 1 — %
of the previously committed $val by the buyer in ¢m. This zero-knowledge proof is formally

defined as:

(PkBgp, em, coin” 1), (skbpp, 8", sn” a,idy, N,$val)) € R,.; <
Pkprp = PRF{skppp, ids}
Aem = Comm(a, idy||N||$val)

[
Acoin” = Comm(s”, sn”||$val x (1 — N))

The function then adds {s”, sn”, $val x (1 — %), coin” } to the buyer’s local Wallet. Finally,
it sends the refund request anonymously to V2VFx BC as (BuyerRefund, hg, coin”, m,.y).
Upon receiving the request, the BuyerRefund function V2VFx BC ensures that there is
an entry X = {ho,r, pk%pp, DESRps 0, Teom, [} in GComGCoins for hy, verifies that the

commitment has expired, i.e., T' > Ty, if [ is empty, set [ = 0 which indicates that T,
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has expired and the seller did not claim any payment. It then verifies that the 7,.¢ is valid
with respect to the relation R,.; C L,.;. Following these checks, it adds coin” to Coins.
While it is possible to conceal h; and [ in 7,4, and 7,..f, this would significantly increase
the computation cost due to the high zk-knowledge complexity of the hash function. Con-
sequently, we choose to disclose [ and h; specifically in the seller payment and buyer refund
phases. It is crucial to emphasize that the sale value $val remains concealed throughout all
protocol transactions. Moreover, it is infeasible to establish links between transactions in
the request for offers and offer response phases and subsequent transactions. Additionally,
the spending of coin’ and coin” requires a zero-knowledge operation similar to R.,,,,. This
renders it infeasible to link seller payment and buyer refund transactions to any preceding
or subsequent transactions. Note that we omit the details of transferring ownership of a pri-
vate pool coin from P to another pseudonym Por redepositing a coin value into P’s public
ledger. These operations align with zk-knowledge proof of the pour operation described

in [67].

7.3 V2VFx Security

For our security analysis, we utilize the simulator wrapper for blockchains as presented
in [67]. Such a wrapper is valuable in constructing the ideal-world simulator in our security
proofs. The simulator wrapper modularizes the simulator construction by extracting the
common aspects of the simulation that apply to all protocols within the blockchain execution
model.

In this section, we demonstrate the security of the V2VFx protocol under the UC frame-

work [16]. Specifically, we prove that the contract-based V2VFx protocol securely emulates
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the ideal exchange functionality presented in Fig. 7.2. First, we present the following theo-

rem.

Theorem 12. Given a Simulation-Sound Extractable (SSE) zero-knowledge non-interactive
zero-knowledge proof system, a correct and secure Diffie-Hillman key exchange protocol,
A semantically secure encryption scheme, a perfectly hiding commitment scheme, and a
secure PRF scheme, then V2VFx securely emulates the ideal functionality Fyoy p,. in fig-

ure 7.2.

Proof. We aim to establish the security and correctness of V2VFx protocol as an imple-
mentation of the ideal functionality Fy oy r, (see Figure 7.2). To achieve this, we present
a security proof by constructing an ideal-world simulator S against any real-world adver-
sary A. The goal is to demonstrate that no polynomial-time environment £ can distinguish
between the real and ideal worlds. We begin by detailing the construction of the simulator
S and subsequently provide a justification for the indistinguishability of the real and ideal
worlds.

Ideal world simulator S According to Canetti [38], it suffices to construct a simulator
S for the dummy adversary A that simply passes messages to and from the environment
£ that controls the execution of the ideal functionality /9y .. The ideal-world simulator
S interacts with the Fyoy r, ideal functionality and simulates a V2V F'z BC' instance inter-
nally. Below we construct the user-defined portion of our simulator. Our ideal adversary S
can be obtained by applying the simulator wrapper we borrow from [67].

The simulator wrapper executes the standard setup procedure but preserves the trapdoor
information utilized in generating the CRS for the NIZK proof system. This capability
enables the simulator to fabricate proofs for false statements and extract witnesses from

valid proofs. In the real-world scenario, where the adversary has access to the entire contract



138

state, the simulator facilitates the environment’s visibility into the complete state of the local
contract instance.

The environment £ can issue instructions to parties in the ideal world, which are then directly
conveyed to Fyoy .. This action triggers our simulator S; however, the simulator gains
access to only limited information regarding the instructions. Specifically, S only acquires
knowledge of the values that would be disclosed to the real-world adversary. To emulate the
ideal functionality in Fig. 7.2, our simulator S is constructed as follows:

- Init. S runs (crs, tr) < NIZK.SimSetup(1*) and provides crs to the environment £.

- MintCoin. £ issues a MintCoin instruction to party P. Subsequently, S receives (MintCoin,
P, $valy, ..., $val,) from the ideal functionality Fy oy .. S then generates (s;, sn;)
{0,1}* and coin; = Comm(s;, sn;||$val;). Now, equipped with sufficient information, S
can submit a valid MintCoin transaction to the contract.

- BuyRequest. & issues a BuyRequest instruction to party P. Subsequently, the S re-
ceives (BuyRequest, idy, e, R, T¢,,) from the ideal functionality Fy oy ... Then S generates
(sk%y, pk% ) < DH.KeyGen(1*); now, S can submit a valid BuyRequest transaction to
the contract.

- SellResponse. & issues a SellResponse instruction to party P. Subsequently, S re-
ceives (SellResponse,idy, T,,,) from the ideal functionality Fy oy r,. S then generates
skippp < {0,1}, pkbpp = PRF{skbpp, idy}, and (ski g, pkiy) < DH.KeyGen(17).
It then generates a dummy offer (N, $val, slot, T.om ). Now, S can submit a valid SellRe-
sponse transaction to the contract.

- CommitSale. & issues a CommitSale instruction to party P. Subsequently, S receives
(CommitSale, ¢4y, Teom) from the ideal functionality Fy oy p,. S does not learn the iden-

tity of the sender P, or the correct values of (idy, N, $val, coin, s, sn, pkbpp, pkprp). It
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randomly chooses arbitrary values for these parameters and selects random elements cm,
pk%pp, and pk - from the co-domains of Comm and PRF, respectively. Using its knowl-
edge of tr, S creates a false proof for the relation R.,,,, and can submit a valid CommitSale
transaction to the contract.

- SellerPayment. & issues a SellerPayment instruction to party P. Subsequently, S re-
ceives (SellerPayment, ¢4y, hy, 1) from Fyay py. S uses ¢, (Or h) to exhaustively search
all previous transactions to obtain the corresponding (pk% pp, cm); if it could not locate a
previous transaction, it selects random elements (pk -, cm) from the co-domains of PRF

and Comm, respectively. Then, It randomly chooses arbitrary values for (sk}pp, 5, sn, a,

L

idy, N, $val), creates coin’ = Comm(s’, sn'[|$val x

) and a false proof for the relation
R,y using its knowledge of ¢tr. Now, S can submit a valid SellerPayment transaction to
the contract.

- Refund. & issues a Refund instruction to party P and S receives (Refund, ¢,,,) from

Fvovrz. S uses ¢pqy (Or hg) to exhaustively search all previous transactions to obtain the

corresponding (pk% -, cm). Itrandomly chooses values for (sk% 5, 87, sn”, a, idy, N, $val),

L

creates coin” = Comm(s”, sn”||$val x

) and a false proof for the relation R, using its
knowledge of tr. Now, S can submit a valid Refund transaction to the contract.
Indistinguishability of real and ideal Worlds Recall that the environment £ serves as a
distinguisher between the ideal and real worlds. To prove that £ cannot distinguish between
the ideal-world transactions conducted through the ideal functionality Fy 9y ., and the real-

world transactions executed with the help of our simulator S, we proceed through a series

of indistinguishability games where the adversary is denoted by our simulator S.

* Real world: In the real-world scenario, S simply acts as a dummy intermediary, passing

messages between parties.
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* Game 1: This game is identical to the real world, except that S simulates the setup of
the underlying NIZK system as (crs, tr) < NIZK.SimSetup(1%). S then passes crs to
the environment £. Additionally, S internally simulates interactions with the contract
V2VFx BC), replacing any NIZK proofs with simulated ones based on ¢r. This exploits
the property that possessing ¢r allows for the generation of verifiable NIZK proofs for any
statement. Given a simulatable-sound NIZK proof system, no polynomial-time environ-

ment & can distinguish Game 1 from the real world except with negligible probability.

* Game 2: Similar to Game 1, but when a party P sends a message to the contractV2VFx
BC, S replaces P’s signature on the message using freshly generated pseudonyms. Since
S possesses the secret keys for these pseudonyms, the generated signatures are verifiable.

Therefor, from the perspective of £, Game 2 is indistinguishable from Game 1.

* Game 3: Similar to Game 2, but when a party P submits a ciphertext ct to the contract,
S generates a fresh Diffie-Hellman key and replaces ct with the encryption of 0 using the
freshly generated Diffie-Hellman shared secret key with the recipient. Given a correct
and secure Diffie-Hellman key exchange protocol and a semantically secure encryption
scheme, no polynomial-time £ can distinguish Game 3 from Game 2 except with negli-

gible probability.

* Game 4: Similar to Game 3, but when a party P submits a commitment cm to the con-
tract, S replaces it with a commitment of 0. Given a perfectly hiding commitment scheme,
no polynomial-time £ can distinguish Game 4 from Game 3 except with negligible prob-

ability.

« Game 5: Similar to Game 4, but when a party P submits a PRF public key PK[ . or

PKpyp, S replaces it with a randomly chosen value from the co-domain of the PRF.
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Given a secure PRF function, no polynomial-time £ can distinguish Game 5 from Game

4 except with negligible probability.

Therefore, game 5 is computationally indistinguishable from an ideal simulation to any

polynomial-time environment £.

7.4 Prototyping and Performance Evaluation

In this section, we provide an overview of our implementation of V2VFx and present com-
prehensive experimental results to demonstrate its performance.

Prototyping We developed a prototype to evaluate the performance and efficiency of
the V2VFx protocol on Ethereum. The implementation confirms the feasibility and prac-
ticality of deploying V2VFx on top of Ethereum, utilizing zkSNARK as the underlying
zero-knowledge proof system to realize the relations R i, Reom, Rpqy and R, in sec-
tion 7.2. For clarity, we reference each of these relations by the corresponding function
name depicted in Fig. 7.4. Our prototype comprises of (i) a Smart contract which imple-
ments the contract depicted in Fig. 7.4 using Solidity on the Ethereum Virtual Machine, and
(ii) Client-side codes. which implement the buyer and seller protocols depicted in Fig. 7.3
and Fig. 7.5, respectively, using Javascript. In what follows, we highlight the details of the
key components of our implementation.

zkSNARK. We utilize the circom compiler [15] ?, an open-source tool, to construct and
compile all the zkSNARK circuits required for V2VFx relations. Circom is a specialized
domain-specific language designed to define arithmetic circuits that generate zZkSNARKSs.

For keys and proofs generation, as well as generating verification code of zZkSNARK circuits,

3https://docs.circom.io/
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we employ Snarkjs®, a JavaScript and Pure Web Assembly implementation of zZkSNARK.
In our implementation, we store the generated verification keys on the blockchain during
the setup phase. Meanwhile, the generated proving keys are stored on the corresponding
client-side code for later use in generating zkSNARK proofs.

Merkle tree. Coin ownership is proven in zero-knowledge by providing proof of member-
ship of a coin in the on-chain Merkle tree generated by the contract during the execution
of the MintCoin function. We utilize an incremental Merkle tree for this purpose [93],
where all the tree leaves are pre-initialized with a "hash of zero", and intermediate nodes
are pre-computed accordingly. The contract keeps track of the first "hash of zero" leaf in
the Merkle tree and updates it with the coin commitment whenever a coin is minted. This
update triggers the recomputation of the Merkle tree root by recomputing only the affected
nodes along the path from the updated leaf to the root. Furthermore, within the MintCoin
function, the coin commitment coin; is realized as the Poseidon hashing of (s;, sn;||$val;)
to circumvent unnecessary hashing by the contract. Additionally, to accommodate the fixed
height requirement of the Merkle tree in zkSNARK circuit definition, we implemented a
technique allowing the contract to deploy multiple Merkle trees of relatively small height
(5 in this prototype) identified by a "TreeID". During the execution of the CommitSale
function, the TreelD of the Merkle tree containing the coin to be proved for membership is
provided. This technique strikes a balance between security and computation efficiency. In
our implementation, the height of the Merkle tree can be adjusted either as a system-wide
parameter or dynamically during the protocol execution.

zkSNARK-friendly hash function. Traditional popular hash functions like SHA256 are

unsuitable for zkSNARK operations on finite fields due to the overhead in proving and

“https://github.com/iden3/snarkjs
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verifying a large number of bitwise operations. ZKSNARK-friendly hash functions are
optimized for modular arithmetic in a finite field, significantly reducing circuit complex-
ity and enhancing overall circuit performance [61]. Thus, we employed the Poseidon [56]
zkSNARK-friendly hash function in V2VFx’s Merkle tree implementation. To illustrate
the significant reduction in zkSNARK circuit size achieved by using zkSNARK-friendly
hash functions, consider that a zZkSNARK circuit to prove the knowledge of the preimage of
SHA?256 hash requires around 30k quadratic constraints, whereas implementing the same
circuit using Poseidon requires only 200-300 quadratic constraints.
Micropayment. This mechanism requires careful consideration of settlement costs within
smart contracts. In this context, we selected the more economical Keccak-256 as the one-
way hash function for constructing hash chains. However, as the hash chain length increases,
miners encounter a significant computational burden in verifying the final hash value due to
the need to compute numerous hashes. To address this challenge, an advanced optimization
technique could be used to reduce verification cost as outlined in [95] and originally pro-
posed in [94] to mitigate computation costs. Specifically, consumers generate a signature
over the payment amount, enabling miners to verify the signature rather than calculating
hundreds or thousands of hashes, thereby streamlining the verification process. We omit
micropayment measurement and analysis, we refer the reader to [95] for further details.

Performance evaluation We assess the performance of the V2VFx prototype in terms
of (i) zkSNARK performance, and (ii) smart contract transaction gas used and execution
time. Our experiments are conducted on an Amazon AWS m35.2xlarge machine equipped
with 8 vCPUs and 32GB of RAM, running Ubuntu 20.04 LTS.

ZkSNARK Performance We analyze the circuit size in terms of the required number of

quadratic constraints and the size of proving/verification keys for each of the zZkSNARK
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circuits for the relations utilized in V2VFx. As illustrated in Table 7.1, the key sizes of all
implemented circuits remain relatively small, primarily attributable to the compact circuit
size facilitated by the zkSNARK-friendly hash function and our approach of employing

multiple Merkle trees with smaller heights.

Circuit (Function) Circuit Size (QC) Proving Key Size (MB) Verification Key Size (KB)

MintCoin 265 4.7 3.0
CommitSale 1785 5.7 32
SellerPayment 802 5.2 34
BuyerRefund 802 5.2 34

QC: Quadratic Constrains

Table 7.1: Circuit and key sizes for the different zkSNARK implementation used in V2VFx

We conduct tests to measure the execution time of setup, proof generation, and veri-
fication for each of the zkSNARK circuits employed in V2VFx. The results are depicted
in Fig.7.7, with the time measured in seconds. Consistent with the reported circuit sizes,
the time consumed by setup, proof generation, and verification for all zkSNARK circuits
remains relatively minimal, primarily due to the compact circuit size facilitated by the
zkSNARK-friendly hash function. The setup time is deemed acceptable as it is executed
only once during contract initialization. Additionally, it is worth noting that the proof gen-
eration time and verification time exhibit similar trends across all circuits, aligning with
results reported in [46] for benchmarking zkSNARK implementations. Furthermore, the
measurements for the SellerPayment and BuyerRefund circuits are identical, as they exhibit
the same level of complexity.

Smart Contract Measurements In this test, we utilize the Hardhat framework’, a devel-
opment environment for Ethereum software, to deploy the V2VFx smart contract on a local

Ethereum network to measure transaction gas usage and execution time.

>https://hardhat.org
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Figure 7.7: Execution times for zkSNARK circuits.

We report the cost of deploying our contract in Ethereum gas units, along with the time
and gas consumption of the transactions in our implementation of the functions in Figure 7.4.

The gas measurements are reported in Table 7.2.

Transaction Time (ms) Gas Used
Contract Deployment - 50313
BuyRequest 6 163369
SellResponse 4 46665
MintCoin 26 241383
CommitSale 106 497721
SellerPayment 60 383574
BuyerRefund 23 267926

Table 7.2: Gas consumption and execution times of different transactions in V2VFx

Note that since contract deployment is a a trivial operation that is only done once, re-
porting its time is not relevant to the system’s performance. We observe that while the

required gas and execution times for BuyRequest, and SellResponse transactions are at
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very acceptable levels, our measurements indicate higher gas requirements and hence longer
execution times for the MintCoin, CommitSale, SellerPayment, and BuyerRefund func-
tions. This is primarily because each of these functions verifies a zero-knowledge proof that
relies on the Poseidon hash function. This becomes particularly evident in the case of the
CommitSale function, where the contract has to perform multiple Poseidon hashing oper-
ations to verify the coin membership in the Merkle tree. The main reason for the higher gas
requirement and execution times is that we implement the Poseidon hash as a stand-alone
contract, which significantly impacts the gas requirements to execute such functions. How-
ever, in the future, once the Poseidon hash is implemented as a precompiled contract in the
Ethereum protocol, this will substantially reduce the gas requirements of these functions.
Moreover, we notice that the gas requirements and the execution time for these functions
align with the zero-knowledge circuit complexity reported in Table 7.1. However, we report
a higher gas requirement and a longer execution time for the SellerPayment function com-
pared to the BuyerRefund function, although both functions’ zero-knowledge circuits are
almost the same. This discrepancy arises because the SellerPayment function also verifies

the Keccak256 micropayments chain.

7.5 Comparing V2VFx to Related Works

Wan et al. [95] have proposed a blockchain-based Vehicle-to-Grid (V2G) charging system
with a privacy-preserving fair exchange scheme. They primarily focus on preserving iden-
tity and transaction amount privacy, as well as ensuring fairness. However, their system is
designed such that the smart grid always sets the price and initiates the trading process, by-

passing the energy price negotiation phase necessary between the smart grid and the energy

®https://eips.ethereum.org/EIPS/eip-5988
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seller. This oversight could potentially compromise transaction privacy. Additionally, their
scheme requires sharing secret information between the smart grid and the seller but lacks
clarity on how such information is shared confidentially. Furthermore, the scheme neglects
to address location privacy as a stand-alone security property of the system. Radi et al. [80]
have introduced a blockchain-based peer-to-peer energy-trading ecosystem that incorporates
an anonymous payment system to safeguard the privacy of individual owners and their spe-
cific charging locations. However, their system necessitates the involvement of an online
trusted financial entity for operation. Moreover, it operates over a consortium blockchain
managed jointly by energy traders and financial institutions to ensure transaction party pri-
vacy. While this approach aims to enhance privacy and authenticity, it imposes limitations
on system adoptability and escalates setup overheads. Additionally, it is worth noting that
the proposed system does not guarantee fairness between the transacting parties. Expanding
on the previous system, Baza et al. [11] have introduced a novel blockchain-based Charging
V2V system that eliminates the need for a consortium blockchain as seen in the prior at-
tempt. However, the new system still requires the participation of an online off-chain trusted
financial entity for its operation. Furthermore, despite the extensive use of cryptographic
primitives, it does not ensure fairness between the transacting parties. The authors in [97]
have proposed a blockchain privacy-preserving authentication scheme with anonymous pay-
ment for V2G networks. However, their approach relies on off-chain trusted third parties
for registration and accountability. Nevertheless, their system overlooks fair exchange be-
tween the transacting parties. Liang et al. [72] have proposed a decentralized V2G system
to facilitate efficient and robust energy-trading within campus EV networks. However, their
scheme utilizes a complex structure involving multiple consortium blockchains to ensure

trading security and data privacy between energy requests and offers. Furthermore, their
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approach relies on off-chain trusted third parties and lacks a formal security review of the
proposed system. Zhao et al. [99] introduced a secure intra-regional-inter-regional peer-to-
peer electricity trading system, leveraging blockchain technology for transaction payments.
However, a key limitation of their work is the absence of transaction data protection within
their private Ethereum module. Kim ef al. [64] have proposed a design for a distributed
peer-to-peer auction-based energy-trading mechanism. However, the proposed system lacks
consideration for transaction data privacy as one of its fundamental properties. Knirsch et
al. [66] proposed an automated peer-to-peer dynamic tariff decision system, wherein elec-
tric vehicle owners select a charging station based on the supply-side offers they receive.
However, the system solely focuses on preserving location and sale value privacy, over-
looking identity or transaction data privacy. Additionally, their system emphasizes finding
the optimal tariff without specifying a dedicated payment scheme. The authors suggest us-
ing membership cards or credit cards for payment, which could potentially undermine the
overall privacy objectives of the system. Pustisek ef al. [66] proposed a blockchain Vehicle-
to-Charging station (V2C) negotiation system to select the most convenient electric vehicle
charging station. The EVs send their planned routes and battery status to the blockchain,
and then charging stations offer their prices so that the EVs select the best-offered price.
However, their proposal outlines the architecture of a simple system for autonomous selec-
tion for electric vehicle charging stations and only focuses on the best price selection. Su e?
al. [91] have introduced a permissioned V2C energy blockchain system to implement secure
charging services for EVs. The paper uses a Byzantine fault tolerance consensus algorithm
to reach the consensus in the energy blockchain. The contract theory has also been used to
satisfy the energy needed from EVs while maximizing the operatorAAZs profit.

Table 7.3 provides a comparison between V2VFx and other related protocols. In our
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comparison, we consider whether the system provides an end-to-end solution that covers all
aspects of the energy-trading session, such as price agreement, energy-trading, payment, and
refund. We also evaluate whether the proposed solution uses a public blockchain as its core
architecture, supports V2V energy trading, offers a dynamic-optimal mechanism for energy
price agreement, features an anonymous payment mechanism, and requires an off-chain
trusted third party (TTP). Additionally, we consider the security properties that V2VFx
offers, including fair exchange, which protects the buyer and seller from premature aborts,
ensuring the buyer only pays for the amount of energy they receive. We also examine privacy
provisions, including obscuring the buyer and seller identities, concealing proposed sellers’
offers from the public, maintaining the privacy of buyer and seller locations, contractual
terms privacy ensuring that the agreed-upon energy sale value and number of payments are
kept hidden from the public, and transaction unlinkability, ensuring that a payment sender

(buyer) cannot be associated with the corresponding recipient (seller).

Table 7.3: Comparison with other related protocols.

Criteria [95] [80] [11] [97] [72] [99] [64] [66] [79] [91] V2VFx
end-to-end Trading x v v v v v X X X X v
public blockchain v X v X X X x v v X v
vehicle-to-vehicle(V2V) X X v X X X X X X X v
dynamic-optimal sale price =~ x Vv v X X X v v v v v
anonymous payment v v v v X X X X X X v
no off-chain TTP v X X X x v v v V4 v
fair exchange v X X X X X X X X X v
identity privacy v v v v v v X X X X v
offer privacy X X v oo X X x v X X v
location privacy x v VA X X X v X X v
contractual terms privacy P x v X X X X @ X X v
transaction unlinkability v v v v X X X X X X v

v’ denotes a realized feature, x denotes an unrealized feature, and @ denotes a partially realized feature.
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Chapter 8

Conclusion and Future Work

8.1 Conclusion

This dissertation presented novel advancements in the field of privacy-preserving proto-
cols, focusing on two core areas: Policy-Based Sanitizable Signature Schemes and privacy-
preserving Fair Exchange Mechanisms. Through the development of the UP3S, TPBS, and
EP3S frameworks, the dissertation addressed critical limitations in existing policy-based
sanitizable signature schemes, notably introducing unlinkability, enhanced fine-grained mod-
ification control, and the delegation of sanitization rights with robust accountability guar-
antees.

Furthermore, the V2VFx framework proposed a new model for privacy-preserving, fair
exchange, and decentralized vehicle-to-vehicle energy trading. By combining blockchain
technologies with advanced cryptographic primitives, V2VFx ensures fair exchange with-
out the need for trusted third parties, while simultaneously protecting sensitive user and
transactional data.

The research presented in this dissertation advances the state-of-the-art in privacy-preserving
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protocols by offering practical, scalable, and formally secure solutions for real-world appli-
cations that demand a high degree of both flexibility and privacy. Looking ahead, future
work can further investigate the integration of advanced policy-based sanitizable signa-
ture schemes within decentralized fair exchange systems, leveraging the fine-grained control
and unlinkability properties to enable more adaptive, privacy-respecting transaction frame-

works.

8.2 Future Work

While the protocols introduced in this dissertation significantly improve privacy, account-

ability, and fairness, several promising directions for future research remain:

* Revocation in EP3S Schemes: Future work should focus on extending EP3S to in-
clude efficient revocation mechanisms. This will enhance control and adaptability,
allowing signers to revoke sanitization rights or modification policies dynamically,
which is critical for real-world deployments where policy requirements and trust re-

lationships evolve over time.

* New Privacy-Preserving Fair Exchange Protocols with EP3S: Building upon the
foundations of EP3S, there is a compelling opportunity to design a novel privacy-
preserving fair exchange protocol for digital assets. Such a protocol would leverage
the unlinkability, traceability, and fine-grained control offered by EP3S to ensure both
fairness and strong privacy guarantees in the exchange of digital goods, credentials,

or cryptocurrencies.

* Generalizing V2VFx to V2XFx: A natural extension of the V2VFx framework is

its expansion into a more generalized Vehicle-to-Everything Fair Exchange (V2XFx)
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protocol. V2XFx would support broader energy and data trading scenarios, including
vehicle-to-grid (V2G), vehicle-to-home (V2H), and vehicle-to-infrastructure (V2I)
exchanges, thereby creating a unified platform for fair and privacy-preserving trading

in increasingly interconnected smart environments.

Through these future directions, the research can continue to contribute to building more
secure, privacy-aware, and user-centric systems in the evolving landscape of decentralized

and digitally governed ecosystems.
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Appendix A

A.1 Building Blocks Security Definitions

RDS schemes security

Unlinkability. This security notion requires that given access to oracles OSign(.) and
OLoRRDS(.) which are defined in Fig. A.1, the adversary .4 inputs two valid message sig-
nature pairs (mg, ogrps,) and (my, ogps1) to OLoRRDS(.) oracle, the oracle is initialized
with a secret random bit ’b € {0, 1}". Depending on ’b’, the oracle calls RandomizeRDS
on either the left or right input message signature pair and outputs 0 ¢,. The adversary
wins if it could determine which message signature pair is used in the rerandomization
process with probability better than the random guess [100]. Note that RDS unlinkabil-
ity implies that no adversary can distinguish between a freshly signed message signature
pair and rerandomized version of the same message as with the case if the adversary ob-
tains two different signatures for the same message m (since RDS schemes are probabilistic
schemes) by querying OSignRDS twice with the same message m, then inputs (m, 0gps,)
and (m, orps,1) to OLORRDS(.).

Note: According to [77] the unlinkability game of the underlying RDS scheme in Fig. A.2
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can only be possible if the adversary does not explicitly know the RDS signed message,

hence the adversary cannot link the Challenger output to the originating message using the

RDS verification algorithm. However, since the adversary inputs two identical messages to

OLoRRDS(.), thus the aforementioned restriction does not apply.

OSignRDS(m)

(m, URDS) — SignRDS(skRDS,m)
M=MU {m O'RDS}

return (m,orps)

OLoRRDS(my, 0rps,0, M1, Orps,1)

if VerifyRDS(kaDS, mo, O'RDS,(J) A VerifyRDS(kaDS, mi, URDS,I)
(my, 0gpsp) < RandomizeRDS(my, orps,b)

return (ocppg,)

Figure A.1: RDS security experiments oracles.

Definition 21. (RDS Unlinkability) The RDS scheme is unlinkable if for any PPT adversary

A,

in Fig. A.2.

Unlinkability

PriExp

(A) = 1] — 5|< €(N), where the unlinkability experiment is defined

Expl{15 )
PPRDS ParGenRDS(lA)
(PkrDs, skrps) + KeyGenRDS(pprps)
b<&{0,1}

a « AOSERDS(),OLoRRDS(.,b)

PkRDS)
ifa=">
return 1

return 0

Figure A.2: RDS unlinkability experiment.

Definition 22. (RDS EUF-CMA) The RDS scheme is EUF-CMA secure if the for any PPT

adversary A, PrlExp

defined in Fig. A.3.

EUF-CMA

(A) = 1] < €(X), where the RDS EUF-CMA experiment is
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EXpps ()
M ={}
DPPRDS ParGenRDS(l)‘)
(PkrDSs, skrps) + KeyGenRDS(pprps)
(m*, ohps) « APTERDSO) (phppg)
if (m*, o) ¢ M
return VerifyRDS(pkrps,m*, 0 spg)

return 0

Figure A.3: RDS EUF-CMA experiment.

TABS schemes security

Unforgeability. This notion requires that an adversary cannot produce a verifiable signature
oraps for a message m under a predicate T such that T(S) # 1 where S is the set of
attributes that the adversary holds. In other words, an adversary cannot generate a valid
signature under a predicate where they do not possess the corresponding set of attributes that
satisfy such a predicate [47]. The experiment, defined in Fig. A.5, models the unforgeability
security notion in which the adversary is given access to the three oracles OKeyGenTABS,
OSignTABS, and OProveTABS which are defined in Fig. A.4. The adversary wins if it
could generate a verifiable signature (m*, o7, g, T*) such that T*(S 44,) = 0 for all the set
of attributes S 44, queried by the adversary to OKeyGenTABS and the pair (m*, T*) have

not been queried before to OSignTABS.

Definition 23. (TABS Unforgeability) a TABS scheme is unforgeable if for any PPT ad-
versary A, Pr[ExpiZfZggabMty(A) = 1] < €(\), where the unforgeability experiment is

defined in Fig. A.5.

Privacy. Generally speaking, TABS privacy implies that the generated signature only at-
tests to the fact that a set of attributes possessed by a signer satisfies a predicate while

hiding the signer’s identity and the set of attributes used to satisfy such a predicate. While
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OKeyGenTABS(1, S;)
Sadv = Saaw U {i,Si}

sk%fﬁéé <« SignerKeyGenTABS (ppraps, mskiigs, i,Si)

User,i
return sk, 5o

OSignTABS(m, T)

oraps < SignTABS(pprags, skTTTXEg; m,T)
M=MU(m,oraps,T)

return (m,oraps, T)

OProveTABS(m, oraps, T)

if (m,oraps, T) € M
(i,m) < TraceTABS(tsk¥45g, m,oraBs, T)
return (i, )

return 0

OLoRSignTABS(m, T)

oraps  SignTABS(ppraps, skyype.m, 1)
return (m,oraps, T)

Figure A.4: TABS security experiments oracles.
Unforgeabilit
EXpA,TABgS ‘(N

pprABS + PpGenTABS(1%)
tskF 45 g < TAKeyGenTABS(pprass)

(pkraBs, msk?ﬁBS) < AAKeyGenTABS(ppraBs)

M =Sad = {}

(m*, 0745, L") pkTABS)

if VerifyTABS(ppraBs,pkraBs, m™, 070455, Y ) A (M, 070459, L") &€ MA
V{S'} € Sadw, Y*(S') =0

return 1

P AOKeyGenTABS( .),OSignTABS(.),OProveTABS(.) (

return 0

Figure A.5: TABS unforgeability experiment.

preserving the anonymity of the signer. Privacy also implies unlinkability, where an ob-
server cannot distinguish if two valid signatures for the same signing policy have been com-
puted by the same signer [74]. TABS privacy is modeled by an indistinguishability exper-
iment that is defined in Fig. A.6, in which, the adversary has access to key generation ora-
cle OKeyGenTABS, a signing oracle OSignTABS, and proving oracle OProve TABS where
anonymity revocation is restricted to signatures generated by OSign TABS only, see Fig. A.4.
The adversary is challenged by OLoRSignTABS oracle, which is initialized by two signing

. User,0 User,1 . o :
secret signing keys sk 5e and skp 55 of two different users identities, and a random bit
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b € {0, 1}. Upon the input of a message m, OLoRSignTABS outputs (m, oraps, T) signed
by skgj%’g such that Y (Syser0) = Y(Suser1) = 1. The adversary wins if it can guess the

bit b.

Definition 24. (TABS Privacy) TABS scheme is private if for any PPT adversary A,
E privacy 1
PHEXp! 00N = 1] - 51< ()

where the privacy experiment is defined in Fig. A.6.

Privacy

EXpA,TABS (M)

ppraBs < ppGenTABS(1%)
tskF 4 pg + TAKeyGenTABS(pprans)

(pkTABS, msk?ﬁBs) < AAKeyGenTABS(ppraps)

User,0 . .
sky. 5 he < SignerKeyGenTABS (ppraps, msk4 pg, 10, Suser,0)

User,1 . )
skr g < SignerKeyGenTABS(ppraBs, mskapg, i1, Suser1)

M={}

b {0,1}

a + AOKeyGenTABS(),0SignTABS(.), OLoRSIEnTABS (,b) (. 4 1)

ifa=1»
return 1

return 0

Figure A.6: TABS privacy experiment.

Non-frameability. This property ensures that even if all authorities (AA and TA) and
users in the scheme collude together dishonestly, they cannot produce a valid signature that
is traced back to an honest user [53]. TABS non-frameability is modeled by the experi-
ment defined in Fig. A.7, in which the adversary has access to both TA and AA secret keys
(tskTdpe, mskiips), in addition to OKeyGenTABS, OSignTABS, and OProve TABS. The
adversary wins if it outputs a verifiable (m*, 0 45g, T*) under pkraps that has not been
queried to OSignTABS and when (m*, 05454, T*) is traced back to its signer, the tracing

algorithm outputs an identity that has never been queried to OKeyGenTABS. Additionally,
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the output of the tracing algorithm is verifiable using the JudgeTABS algorithm.

Non— frameability
EXpA,TABS (A)

pprABS + ppGenTABS(1%)
tsk4pg < TAKeyGenTABS(pprans)

(pkraps, mskiips) < AAKeyGenTABS(pprans)
M =Saq, ={}
(m*,0raBs, T") <
if VerifyTABS(ppraBs, pkTABS, M, 07 aps, L)

(&%, 7*) < TraceTABS(tskt 45, m*, 0% agg, T*)

if JudgeTABS(ppraBs,pkraBs, m™, 00 apg, T 1", ") A" & Saaqy : T*(S;) =1

AN(m* 01 sps, TF) g M

return 1

AOKeyGenTABS(.),OSlgnTABS(A),OProveTABS(A) (tskg::gBS’ pkTABS, mSkéﬁBS)

return 0

Figure A.7: TABS non-frameability experiment.

Definition 25. (TABS Non-frameability) a TABS scheme is non-frameable if for any PPT
Non— frameability

adversary A, PrIEXpP 14 (A) = 1] < €(\), where the non-frameability experi-

ment is defined in Fig. A.7.

Traceability. TABS traceability ensures that no efficient adversary can produce a signature
that cannot be traced. TABS traceability is modeled by the experiment defined in Fig. A.8, in
which the adversary has access to OKeyGenTABS, OSignTABS, and OProve TABS where
identity revocation is restricted to signatures generated by OSignTABS only. The Ad-
versary wins if it outputs a verifiable (m*, 0% ,5¢, L) under pkraps, (m*, T*) has been

never queried to the signing oracle, and when (m*, o5 45¢, Y*) is traced back, either the

ProveTABS or JudgeTABS outputs L.

Definition 26. (TABS Traceability) a TABS scheme is traceable if for any PPT adversary A,

Pr[ExpiT%igglity(A) = 1] < €(X), where the traceability experiment is defined in Fig. A.8.
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Traceability
EXPA,TABS (M)

ppraBs < ppGenTABS(1%)
tsk%ﬁBs < TAKeyGenTABS(ppraBs)

(kaABS,mskéﬁBS) < AAKeyGenTABS(ppraBs)

M= SAcl'u = {}

(m*vg%ABSWT*)

if VerifyTABS(ppraBs, PkTABS, M, 0755, L) A (m*, 07455, L") ¢ M
(", 7)) « TraceT/—\BS(tsk%:ngS7 m*,0raps: TF)

P AOKeyGenTABS(.),OSignTABS(.%OProveTABS(.) (kaABS)

if ©* = LV JudgeTABS(ppraBs,pkraBs, m*, 01 4pg, X5, 1", ") = L
return 1

return 0

Figure A.8: TABS traceability experiment.

Digital signature schemes security

In what follows, we give the formal definition of Existential Unforgeability under Chosen
Message Attack (EUF-CMA) of digital signature schemes that are required for proving the
security of TPBS.

Existential Unforgeability under Chosen Message Attack (EUF-CMA). This security
notion implies that given access to a signing oracle OSignSig (see Fig. A.9), it is hard for
an adversary A who does not have access to the signing keys to output a valid message

signature pair (m*, ogig) for which m* was never queried to the signing oracle.

OSignSig(m)
0sig < SignSig(sksig,m)
M=MU{m,og:4}

return og;g

Figure A.9: Digital signature security experiments oracle.

Definition 27. (Digital signature scheme EUF-CMA) The digital signature scheme is EUF-

EUF-CMA
()

CMA secure, if the for any PPT adversary A, Pr[Exp A.Sig

= 1] < €(X), where

the EUF-CMA experiment is defined in Fig. A.10.
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EUF-CMA
)

EXp iy

M= {}

Ppsig < ppGenSig(1*)

(Pksig, sksig) < KeyGenSig(ppsig)
(m*, 0%;,) + ACSESE) (phg; )

if (m*,0%;,) ¢ M

return VerifySig(pksig, m", 0g;,)

Figure A.10: Digital signature scheme EUF-CMA experiment.

SE-NIZK schemes security

In what follows, we give the formal definitions of the security properties of SE-NIZK
schemes that are required for proving the security of TPBS. Zero knowledge. This security
notion implies that given access to a prove oracle OSim-or-ProveNIZK (see Fig. A.11), it
is hard for adversary A to distinguish between a proof for a statement x using a witness w

from a simulated one.

OSim-or-ProveNIZK(z, w)
TNIZK, < ProveNIZK(crs, z,w)
if R(z,w) =1
TNIZK, < SimProveNIZK(crs, z,trNrzK)
else return L

return TNz K,

OSIimNIZK(x)

TN1zK  SimProveNIZK(crs, z, trnrz k)
M=MU(z,TN1zK)

return TNz K

Figure A.11: NIZK system security experiments oracles.

Definition 28. (NIZK Zero-knowledge) The NIZK system is zero-knowledge if for any PPT

Pr[Expif\,IZK()\) = 1] — 3|< €(\), where the zero-knowledge experiment

adversary A,

is defined in Fig. A.12.
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ZK
Expinizk(A)
crsg < SetupNIZK(1*)
(crsi,tryrzi) < SimSetupNIZK(1%)

b & {0,1}
a AOSim—or—ProveNIZK(.,b,trmzK)(

crsy)
ifa=05b
return 1

return 0

Figure A.12: NIZK system zero-knowledge experiment.

Simulation-extractability. This security notion implies that given access to a simulated
prove oracle OSimNIZK (see Fig. A.11), it is hard for adversary A to output a verifiable

proof for a statement x using a witness w such that R(x, w) = 0.

Definition 29. (NIZK Simulation-extractability) The NIZK system is simulation-extractable
ifthe for any PPT adversary A, Pr[Empif"]\l,}ZE;”()\) = 1] < €(X), where the NIZK simulation-
extractability experiment is defined in Fig. A.13.
ExpiNize (V)
(ers,trnrzi) < SimSetupNIZK(l)‘)
M= {}
(LU*, ’/TTVIZK) — AOSimNIZK("trN'ZK)(CTS)
if (2", 7mnizk) & M A VerifyNIZK (crs, o*, nn75)
w < Extr(tryrzr, TN z5)
if R(z,w) =0

return 1

return 0

Figure A.13: NIZK system simulation-extractability experiment.

ABE security

In what follows, we give the formal definitions of IND-CCA-2 security property of ABE

schemes that are required for proving the security of EP3S. The IND-CCA-2 of ABE
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is defined by the experiment in Fig. A.15 [17,87]. An adversary .4 who has access to
OKeyGenABE, ODecryptABE, and OLoREncryptABE oracles (Fig. A.14). OLoREncrypt
is the challenge oracle which is initialized with a secret bit “b", the adversary inputs two
distinct messages (mg, m1) such that |mg|= |m4| to the challenge oracle to obtain the ci-
phertext C} of either m or m; under some access structure A* predefined by the adversary.
The adversary can obtain decryption keys for any attribute set of its choice, the only re-
striction is that it can not obtain decryption keys for an attribute set that satisfies A*. The
adversary can adaptively query the ODecryptABE oracle to decrypt any ciphertext C' of its
choice as long as C' # Cj. The adversary wins EXPS\,C,L;Z; if it guesses the secret bit "b"
with probability better than the random guess. Note, the ODecryptABE is initialized with

a decryption key sk, 5, corresponding to the whole attribute universe.

OKeyGenABE(S) OLoREncryptABE(mg, my)
if A*(S) =1return L if |mo|# |m1|; return L
sk pp « KeyGenABE(mskapg,S) Cy <+ EncryptABE(pkapE, A", myp)

*
return skiBE return G

ODecryptABE(C)

if C = Cy; return L

m < DecryptABE(pkapE, skISL‘BE, C)

return m

Figure A.14: ABE security oracles.

Definition 30. (ABE IND-CCA-2) The ABE scheme is IND-CCA-2 secure if for any PPT

CCA—Q()\)

PrlEXp , ipp (\) = 1]—3|< (), where Expiifg; is defined in Fig. A.15.

adversary A,
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Exp’nn (V)

b<& {01}, A% & A

(pkaBE, mskapE) < SetupABE(1%)
B« AOKeyGenABE(.),ODecryptABE (), OLORENCryptABE(.) (1 1 1

ifb=10
return T

return |

Figure A.15: ABE IND-CCA-2 experiment.

A.2 Instantiation Protocols

Pointcheval-Sanders (PS) RDS scheme

PS is a pairing-based RDS scheme that enables the produced signature to be rerandomized
and still be verifiable using the verification keys of the signer [76]. It also allows signing
a commitment on a hidden message such that the resulting signature is verifiable for the
message itself. The PS scheme specifies the following six procedures.

- ppGenPS. The algorithm outputs the public parameters of the scheme such that ppps =
(p, G, G, Gr, e) where (p, G, G,Gr, e) defines a type-3 bilinear group map [52].

- KeyGenPS. This procedure returns the signer’s secret and public key pair, the signer picks
g1 & G, g1 & Gand (a,b) & 7, sets sk3%"" = (a,b) and computes (A, B) « (3%, ),
sets pkfff’g”er = (91, 01, A, B)

- SignPS. This algorithm outputs the digital signature o pg for a message m € Z, by ran-
domly choosing i & G\ {1g1} and sets ops = (0pg1, ops2) < (h, hat0m),

- RandomizePS. This algorithm rerandomizes the digital signature on a message m and
outputs o’¢ by randomly choosing 7’ <~ G\ {1} and computing o'pg — (0"pg1, 0" pgy)
(hr', hr'(atbm)y,

- VerifyPS. This algorithm verifies the signature o pg over m by verifying e(opg1, AB™) =
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e(opsa, g1) and outputs { T, L }.

- SignComPS: This a special form of SignPS algorithm that allows the signer to gen-
erate a signature over a message m by only knowing a commitment of the message g7"
by randomly choosing r <- Zy and computing opg < (0ps1,ops2) + (g7, (91(g7")")",

ops  SignComPS(skyd"" gim).

Abe et al. optimal structure-preserving signatures

Abe et al. demonstrated that the lower bounds for a structure-preserving signature scheme
to protect against random message attack as i) it must use at least two pairing product equa-
tions to verify a signature, and ii) the signature size must be at least 3 group elements [2].
Moreover, they presented a structure-preserving signature scheme that matches such lower
bounds to sign a pair of group elements (M, N) € G x G as follows:

- ppGenAbe. This algorithm outputs the public parameters of the system such that pp . =
(p, G, G,Gr,e,g, g) where (p, G, G, Gy, e) defines a type-3 bilinear group map [52] which
is generated by (g, g).

- KeyGenAbe. picks u, v, h, z < Zy and computes U = ¢*,V = g*, H = §", Z = §*
(Pk ave, Skave) = (U, V, H, Z), (u,v,w, 2)).

- SignAbe. On input of a message m in the form of (M, N) € G x G, the signer picks r &

Zy, and computes R = g", S =G .M~ T = (g.N*“)% and outputs o 4. = (R, S, T).

- VerifyAbe. This algorithm accepts o 4. over m if M, R, S € G and N,T € G and

e(R,V)e(S,g9)e(M,H) =e(g,Z) Ne(R,T)e(U,N) =e(g,q)
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Finally, the authors showed how the above scheme could be extended to sign messages in

Gkm @kN

Groth-Sahai zero-knowledge proof system

In what follows, we introduce Groth-Sahai (GS) pairing-based Non-interactive zero-knowledge
system as one of the TPBS building blocks. Groth-Sahai enables a prover to convince a ver-
ifier that a set of variables X; € Gy, Y@ € Go, z;,y; € Z, simultaneously satisfy a set
of equations [58]. Groth and Sahai presented four general equations that can be used to

represent the statement to be proved.
Pairing-product equation. For known A; € Gy, B; € G, and Vij € L

neA-?- eXiBSimneXZY%J—l
[Te. v [T e By T[T e

j=1 i=1 i=1j=1

Multi-exponentiation equation in G;. For known A;, T € G, and b;,7;; € Z, (Can be

written for G, as well)

[l Lo e

j=1 i=1 i=1j=1

Quadratic Equation. For known a;, b;v;;,t € Z,

Za]y] szb szz%jyj =t
i=1 j5=1

The Groth-Sahai NIZK system is defined by the following three procedures:

- SetupGS. The algorithm outputs the Common Reference String (CRS) parameters of the

system either in hiding or binding setting, C RSgg < CRSGenGS(1%).



166

- ProveGS. The prover uses this algorithm to generate the proof elements 7gs and 0.
{mas,0cs} < ProveGS(CRSgs, X, }7j, z;,y;, C, D) where (C, D) are the commitments
of the secret variables X; € Gq, 37] € Gy, and z;,y; € Z, either in a hiding or a binding

setting.

- VerifyGS. The verifier uses this algorithm to verify the proof elements 7 and 6 satisfy the

prover statement and outputs { T, L} « VerifyGS(C'RS¢s, Cas, Das, mas, 0as)-
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