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Abstract

Auction is becoming a prevalent method for trading goods. Bidding-based auctions can assist
sellers and buyers in identifying the real value of the asset. Utilizing the internet, auctions have
been modernized and become e-auctions. Although e-auction is becoming a popular platform for
online bidding, the platform is prone to multiple threats and is potentially vulnerable. For
example, data generated from e-auction is being stored in a central database, which is often at the
risk of being compromised or failure. In addition, the central data center might act maliciously
and leak sensitive information to one of the bidders.

Utilizing the blockchain concept in the e-auction systems can mitigate the aforementioned
threats. Blockchain-based auction systems will be up and running due to blockchain’s distributed
nature, i.e., such e-auction systems are more resilient. Moreover, thanks to the hash functions,
embedded in blockchain, and the immutability of the blockchain, there is a negligible chance for
cheating. While blockchain brings about previously-mentioned value proposition for e-auctions,
the method can have shortcomings as well. First and foremost, lack of privacy is a well-known
challenge for blockchain-based e-auctions owing to the transparent nature of the blockchain
network. Bids submitted by users are visible to the world and this can violate user’s privacy.

To address this controversial issue of lack of privacy, in this work, an improved version of
blockchain-based e-auction is designed in a fashion that users submit concealed value of their
bids into the blockchain and will send the bids in plaintext format to an off-chain code. The off-
chain code will calculate the winner. The winner is then verified by each participant.

Compared to other blockchain-based auctions, the proposed methodology helps preserving user

privacy. Also, integrity of the off-chain is assessed by each bidder and if participants identify any
flaw in the performance of the off-chain code, the participants can dispute.
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Chapter 1: Introduction

Auction is among the prevalent methods for trading goods. The bidding process can contribute to
the determination of the real value of the product. Running auction systems on the internet can
bring about multiple advantages and overcome limitations associated with conventional auction
systems. For instance, people located at different geographical locations can participate in an
auction easily and efficiently [1]. In addition, electronic auctions (e-auctions) take place without
requiring any physical area. Hence, utilization of e-auction can be cost efficient [1]. E-auctions
are mainly classified as: open e-auctions and sealed-bid e-auctions [1]. In open bidding process,
bidders are aware of other bids’ values and act accordingly. The auction resumes and the bidding
price increases until no one is willing to pay. Then, the bidder with the highest suggesting price
is the winner. In the sealed-bid e-auction, the bids are submitted in sealed envelopes. Thereby, no
one except the auctioneer or the platform has access to the submitted values. After submission of
the bids, the envelopes will be opened and the bidder with the highest suggesting price will be
the winner.

Both open-bidding and sealed-bidding e-auctions bring about a number of advantages; however,
both are subject to two major drawbacks [2]. The first drawback is that e-auctions need a trusted
third party to store electronic data and to execute auction websites and platforms. This can
increase cost, risk of data breach, and risk of data loss. The second drawback is that all
participants must trust the bidding procedure while there is always a chance of corruption [2].
For example, instead of revealing the real values, the trusted entity may reveal fake data. This
behavior can lead to malicious activity conducted by the participants.

Blockchain is a distributed peer to peer network [2]. The distribution feature of blockchain can
help digital solutions to eliminate the risk of data loss or in a more extreme case, failure of the
entire data server; since each peer in blockchain can operate as an independent data server.
Moreover, every data stored on the blockchain is visible and immutable which significantly
reduces the chance of malicious activities and enhances the transparency of the e-auction [2].

1.1 Problem Definition and Motivation

While blockchain can address the drawbacks associated with current e-auctions, the blockchain
escalates the possibility of bidders’ privacy violation [2,3]. Information gathered by blockchain
is publicly visible and accessible. For blockchain-based auctions, this means that the users’ bids
are publicly visible. Malicious actors such as hackers can obtain this sensitive information to
gain insight about the user's monetary asset and have a clear understanding about users’ financial
activities over the blockchain network. In addition, the bidders can study the losing bids from the
previous auctions to have a better prediction on how much value each bidder owns and use this
information against them in the next auctions, this learning curve can put the concept of a fair
bidding in jeopardy [4].



In this research, the proposed approach will help preserving users’ privacy over a blockchain-
based e-auction system. Instead of submitting bids in plaintext, the participants submit masked
bids into the blockchain. Hence, the blockchain observers will have no knowledge of the bid
values. In addition, an off-chain code is developed, evaluated, and executed to find the highest
bid. The highest bid is validated by each and every participant. All the interactions occurring in
this auction system are saved into blockchain.

The rest of the report is structured as follows: Chapter 2 describes different classes of e-auctions
and provides a basic concept of the blockchain. In chapter 3, the proposed architecture,
implementation methodology and tools such as Truffle, Infura, Rinkeby test net will be
comprehensively explained. Chapter 4 evaluates the cost and efficiency of the proposed
approach. Finally in chapter 5, the conclusion and future work are discussed.



Chapter 2: Auction and Blockchain Review

2.1 Auction Review
Auction can be divided into four groups [5]:

1. English auction (open auction)
This is an open cry auction [1][5]. The auctioneer begins the competition at the lowest
accepting price. Then, the bidders raise their hands to show interest on a higher price.
This is continued until no one raises their hands. At that moment, the bidder who was last
to raise their hand and proposed the highest price is the winner and must pay the
corresponding price [5].

2. Dutch auction (open auction)
This is an open cry auction [1][5]. The auctioneer commences at a reasonably high price.
Then the auctioneer starts decreasing the price and interested bidders raise hands. The
first participant who has their hand raised is the winner and must pay the associated price
[5].

3. First price sealed bid auction (FPSBA) (sealed bid auction)
This is a sealed bid auction [1][5]. In this type of auction, bidders put their bids inside an
envelope. Then, the auctioneer collects all the envelopes and reveals them. The bidder
with the highest offering is the winner and must pay the price. This report will study this
type of auction.

4. Vickery auction (sealed bid auction)
This is a sealed bid auction [1][5]. This auction has the same steps as the previous auction
(FPSBA). However, the winner will pay the second highest offer [6].

2.2 Blockchain Review

Blockchain is a peer-to-peer distributed ledger publicly available. All transactions and data
intended to be stored on blockchain must undergo a particular process called mining. After
passing the process, a bulk of data is added to a block. Each new block connects to the previous
blocks. Any change to a confirmed data in a block result in alteration and inconsistency in the
previous blocks and is ignored by the active nodes. Therefore, once a data is submitted to the
blockchain, it cannot be deleted or tampered with [7].

2.2.1 Ethereum

The two mostly used blockchain platforms are Ethereum and Bitcoin [7]. Ethereum can be used
for cryptocurrency exchange and is also a programmable framework that businesses in financial,
art, gaming, technology etc., can utilize to integrate into blockchain [7]. Source codes developed
in Ethereum are compiled into EVM (Ethereum Virtual Machine) bytecodes [7]. Eth is the native
currency of Ethereum [8]. Executing codes on blockchain requires paying a fee called Gas. Gas
is calculated in Eth and is convertible into USD.



2.2.2 Transactions

Transactions are activities on blockchain networks initiated by humans. The transactions change
the EVM (Ethereum Virtual Machine) global state. For example, Bod sends 1 eth to Alice, and
this is called a transaction resulting in changing the EVM world state [7][9].

World state at time t World state attime t + 1
Transaction of sending
Bob : 20 Eth 1 Eth from Bob to Alice Bob : 19 Eth
Alice: 10 Eth . Alice: 11 Eth

Figure 1. Sample of transaction changing the EVM world state

Each transaction has a fee that must be paid by the transaction initiator. The fee might be as
simple as sending Eth or as complicated as performing sophisticated mathematical expressions.
The transactions contain the following information [7][9]:

Recipient: the receiver address. There are two types of recipients: Externally owned
account and contract address. Externally owned accounts refer to addresses supervised by
humans. Transactions with externally owned accounts recipient can only send and receive
Eth. Transactions having a contract address recipient executes the contract code.
Signature: signature confirms if the authorized sender has initiated the transaction.

Value: The value specifies the amount to be sent or received if the transaction recipient is
an externally owned account.

Data: any input data for the transactions with the contract address recipient. This field is
optional.

Gas limit: gas limit is the computational threshold associated with each transaction.

The transactions process comes as follows [9]:

1.
2.

The user initiates the transaction and sends it to one of the blockchain nodes.

The node adds the transaction into Tx-pool (all pending transactions are collected in this
pool) and broadcasts it to all active nodes.

All nodes receive the transaction and place it into their Tx-pool.

The nodes start a competition: they validate the transactions and then start solving a
cryptographic puzzle (mining). The winner submits the transactions into the blockchain
and broadcasts a copy of the new blockchain.

The nodes receive the copy, confirm, and add the transaction into the blockchain.



2.2.3 Hash Function
Hash functions are mathematical functions mapping a free sized value into a fixed size output
called message digest (also known as hash value) as shown in figure 2 [10].

Message Message digest

2cf24dba5fb0a30e26e83b2ac5b9e29e1
b161e5¢c1fa7425e73043362938b9824

Hello Hash function —*

Figure 2. The hash value of “Hello” word

Hash functions have the following properties:

1. Fixed length output [10]
Any hash function takes the input in any size and converts it to a hash value with the
fixed size. The size can vary from 160 to 512 bits.

2. Pre-Image resistance [10]
Having a hash function h and output y, it is computationally difficult to find x such that
h(x)=y. In other words, having a message digest, it is hard to move reversely and find the
corresponding message.

3. Second pre-image resistance (collision resistance) [10]
Given a hash function h and input x and output y, it is difficult to find z such that h(z) =
h(x) =y.

4. Non-correlation of input and output
Given a hash function h and input x and output y (h(x) =y), a slight change to x results in
a totally different output z.

2.2.4 Blockchain Architecture
As shown in figure 3, each block has the following parameters [2][7]:
1. Time stamp: The time this block is created.
2. Previous block hash: The hash of the previous block
3. Current block hash: The hash of the current block
4. Nonce: Nonce is the value that a node finds in solving the cryptographic puzzle (mining)
and adds it to the block for further verifications.

Block n Block n + 1 Block n + 2 Block m

Time stamp Time stamp Time stamp Time stamp
Previous block hash Previous block hash Previous block hash Previous block hash
. I Current block hash I Current block hash |« r Current block hash |« I Current block hash
Nonce Nonce Nonce Nonce
Transactions Transactions Transactions Transactions

Figure 3. Blockchain architecture



Any change to a data by a malicious actor causes a change in the hash of the associated block.
Then, the data in the next block is altered since the blocks are chained using the hash. This effect
is continued in all the following blocks. In other words, any small change into an existing block
causes it to have a completely different blockchain compared to other nodes. Any block added to
the altered blockchain by the malicious party will be rejected by other active nodes due to
unequal copy of blockchains. Therefore, blockchain is resistant against alteration or deletion.

2.2.5 Peer-to-Peer Network (P2P)

Peer to peer network is a distributed communication model [11] which is the core foundation of
blockchain. In the centralized model, the actors can either have client or server roles. Client
requests the data and server processes it while also storing the data. However, P2P network
consists of nodes that can act as a client or server [11].

Client
Node < > Node
I h A
Client o — Server I — Client

Y

T V
Node
l l Node <
A
Client Client
Y

Figure 4. A) Client server network B) Peer-to-Peer network

Figure 4 shows the client/server (A) and P2P architecture (B). In client/server, the failure of the
server ends with the failure of the whole system. However, in P2P, all nodes can act as servers
and recover node failure. This is how blockchain is resistant against data loss and system failure.

2.2.6 Mining (Proof of Work)

Each node is located in different cities or countries and stores a local copy of the global
blockchain. The main challenge is that due to this geographical difference, they might not
receive the transactions in the same order. This will result in nodes having a different block and
consequently, a totally different blockchain. Hence, it is critical for the nodes to reach consensus
[12]. To do so, the nodes participate in mining. Mining is the work of solving a hashed puzzle.
The miners utilize the non-correlation feature of the hash functions and adjust the nonce in the
puzzle to find the answer [12]. Proof of work (POW) is the most used mining technique in
Ethereum [12]. The benefits and drawbacks of proof of work come in table 1 [12].



Table 1. Advantages and disadvantages of POW

Advantages Disadvantages
Controlling the flow of adding POW requires a particular and
blocks by adjusting the puzzle expensive system configuration

difficulty

Provides a fair and random method | Proof of work consumes a huge
for adding the blocks amount of energy. For example,
Ethereum consumes 73.2 TWh
annually, equal to the energy
required by middle sized country
such as Austria

Note: It is noteworthy to mention that proof of stake (POS) will replace proof of work in 2023
[12].

2.2.7 Ethereum Virtual Machine (EVM)

Ethereum virtual machine (EVM) is a virtual environment running on each node’s system and is
responsible for executing and deploying smart contracts. At the time of receiving smart contract
calls, EVM executes the smart contract codes [13].

2.2.8 Accounts, Addresses, and Wallets
Ethereum accounts are divided into two groups [14]:

1. Externally owned accounts (EOA): Users control this account. Each EOA consists of a
pair of public and private key.

2. Smart contract accounts: These accounts belong to the smart contract and are controlled
by code. Unlike EOA, smart contract accounts do not have any associated private key.
Externally owned accounts can interact with smart contract accounts by calling the
methods.

An address in Ethereum is generated using the following steps [14]:
1. Hash256 of the public key is calculated.

y = hash256(publickey)

2. Last 20 bytes of the hash output are selected as shown in figure 5.



Hash output (y)

) T il [
4 = I

Selected

Figure 5. How hash output is changed in the process of generating Ethereum address

3. Oxis added to the beginning of the output in step 2.

Ethereum wallets are interfaces for accessing the accounts and initiating transactions. Wallets
can contain multiple accounts.

2.2.9 Smart Contract
The main feature distinguishing Ethereum from other blockchain networks is smart contracts.
Smart contracts are computer programs located in Ethereum forcing the users to obey certain
rules. [15].
Smart contract consists of two parts [15]:

1. Data: information related to the contract.

2. Functions: functions or methods are responsible for performing actions and changing the

global state (data) of blockchain.

Smart contracts are Ethereum accounts meaning that they can have balance, send, or receive
transactions [15].

Companies can utilize smart contracts to integrate their business logic into the blockchain world.
In other words, smart contracts connect businesses to the blockchain.

2.2.10 Solidity
Solidity is a programming language for developing smart contracts. There are other
programming languages apart from solidity for such purpose, such as Vyper and Yul [16].

Solidity has the following features [16]:
1. Obiject oriented: smart contract instances act as objects.
2. High-level language impacted by C++ and similar to Python, JavaScript, and C++.
3. Supports inheritance, library extension and sophisticated user types.
4. Statically typed: developers must define the type of the variable.



2.2.11 Remix

Remix is an open-source IDE (integrated development environment) for developing smart
contracts in Solidity. In addition, it provides a test environment containing Ethereum accounts
for assessing the written code. Remix comes with great plugins for connecting third party apps
such as Git [17][18].

2.2.12 Metamask
Metamask is a popular wallet for storing multiple Ethereum accounts.

Metamask comes with the following features [18][19]:
1. Accessing Ethereum accounts.
2. Sending and receiving transactions.
3. Blockchain users allow Metamask to connect to blockchain-based web applications and
perform transactions easily and securely. This will relieve the users of transaction
signatures, technical difficulties etc.

2.2.13 Truffle
Truffle makes the blockchain development more straightforward as it provides the following
features [20][21]:

1. Local blockchain environment to test the smart contract without paying any unnecessary
gas fee with the help of complementary tools named Ganache, and Drizzle [20].

2. Developing test script: programmers can write tests using Mochajs [22]. This greatly
helps them as they utilize a well-known testing framework (Mochajs) to evaluate the
smart contract. Hence, Truffle will relieve the developers of the process of learning tests
in Solidity.

3. Once the smart contract meets the expectations, the developers can use Truffle to deploy
it into worldwide blockchain networks.

2.2.14 Infura

Infura helps developers and engineers to smoothly deploy the applications into blockchain. What
Infura eliminates is the need for developers to configure blockchain nodes resulting in high cost
and space. In combination with IPFS, Infura successfully handles large files scaling on
blockchain [23, 24].

2.2.15 Rinkeby
Blockchain networks are divided into two groups:

1. Test network (test net): this network is designed for developers and engineers to test their
decentralized application in a test blockchain network. Some examples of the test net are
Rinkeby [25], Ropsten, Kovan etc.

Note: This project leverages Rinkeby network.



2. Main network (main net) [26]: When the decentralized application fulfills the
requirements in test net, it can be deployed into main net. In other words, the product
enters the production phase.
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Chapter 3: Proposed Methodology

3.1 System Architecture

Submitting bids in plaintext into blockchain is where the privacy issue arises.

The main idea of the proposed methodology is that instead of bids, the participants submit the
committed hash of the bids. This will ensure no malicious activity by the bidders. In addition, the
bidders send the bids to off-chain code. The off-chain code finds the highest bid and returns it
back to the participants. Upon receiving the highest value of the bids, each client compares it
with their own bid as explained in table 2.

Note: this comparison is executed by every single bidder.

Table 2. Comparing the highest value of the bids and user's suggested bid

Comparing result Explanation
Highest value > user’s value It means the bidder has validated the highest
value. This bidder waits until the winner is
announced.
Highest value == user’s value It means the bidder is the winner. This bidder

submits the winner information for further
verifications.

Highest value < user’s value It means the bidder has detected a flaw in the
off-chain and acts as disputer. This disputer
reveals the information for claim verification.
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The basic system architecture comes in figure 6.

Blockchain

A

Writes and reads data

Y

Front-end (user interface)

A

Send bid and receive
highest bid

Off-chain code

Figure 6. The main architecture of the system

As shown in figure 6, the system consists of three parts:

1. Blockchain: blockchain stores all necessary information regarding the auction. The users
interact with blockchain to write or read any data. In other words, the blockchain is an
immutable transparent database.

2. Front-end (user interface): provides a user-friendly environment for using the system. In
addition, the front-end is responsible for the following tasks:

e Off-chain code performance evaluation and verification as explained in table 2.
e Winner information submission to blockchain.
e Dispute request submission to blockchain.

3. Off-chain code: off-chain acts as the brain in this method. It receives the bids, calculates

the highest value, and returns it to the users.

Note: All algorithms and pseudocodes are available in the appendix section.
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3.2 Scenario 1 (No Cheating)

Scenario 1 explains the case when there is no fault in calculating the highest bid as illustrated in

figure 7.
Ofi-chain code Bidder 1 Bidder 2 )
Address: A Address: B Blockchain
Bid = 0.45 Eth Bid = 0.55 Eth :
Memo ! : |
£ | lregister 0 H Memory
Bidders = [A]
2.register o
Bidders = [A, B]
4, Submit bid i ; »
(0.45 Eth) 3. Submit hashed bid [XX) Hashed_bids = [XX]
Bids = [0.45]
5. Submit hashed bid (YY) Hashed_bids = [}X,
Bids = [0.45, 0.55] || | 6. Submit bid (0.55 Eth) Y]
Highest_value = 0.55 7. Sends 0.55
8.0.55> 045 |
Bids = [| 9. Sends 0.55

Highest_value = -1000

10.055 =055 7

11. Submit winner information

F

Figure 7. No cheating scenario

The steps for figure above are as follows:

1. User 1 with address A registers as a bidder in auction. Hence, the bidder’s address is
saved as a valid bidder in blockchain.

2. User 2 registers with address B as a bidder.

3. Bidder 1 submits the hash digest of the bid (XX) as computed in equation (1).

hashDigest

hash256 ( bid + nonce)

to bidder 1

(1)

12. Send winner information | |

Winner information

The input space referring to the bid is small due to the application logic (0 Ether to 1000
Ether). Malicious actor can conduct a reverse attack and find the input bid.
To address this, a random value named nonce (also known as randomness or salt) is

concatenated with bid as shown in equation 1 to increase the input space and make the

reverse attack difficult.

Submitting a hashed value into blockchain can bring the following advantages:
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10.

11.

12.

e The winner must disclose the bid and nonce. Having the message digest of the bid
available on blockchain can force the winner to reveal the correct values and
avoid any misbehaviors.

e Preventing bidders from any dishonest activity thanks to the deterministic feature
of the hash functions explained in earlier chapter. Thereby, the bidders cannot
modify the submitted bid.

Bidder 1 submits the bid value (0.45 Eth) into off-chain code. Off-chain code receives
and keeps it in the bids array (bids = [0.45]).

Bidder 2 submits the hash of the suggesting bid (YY) into blockchain.

Bidder 2 sends the bid value (0.55 Eth) to off-chain code. Off-chain code stores it in bids
array (bids = [0.45, 0.55]). Upon receiving the last bid, off-chain code calculates the
highest value using equation 2. In this scenario, 0.55 is the maximum.

highestValue = max([bids]) (2)

Off-chain code sends back the maximum (0.55 Eth) to bidder 1 for further evaluations.
Bidder 1 compares the maximum with their own value as shown in table 2. In this case,
the maximum is greater than bid 1 (0.55 > 0.45). Hence, bidder 1 confirms the maximum
value and waits until the winner is announced.
Off-chain code returns the maximum (0.55 Eth) to bidder 2. Upon sending the maximum
value to the last bidder, off-chain code resets all the information for better privacy
(highest_value = -1000 and bids = []).
Bidder 2 performs a comparison between maximum and their own bid. In this case, they
are equal meaning that the bidder 2 is the winner.
Bidder 2 reveals the address, nonce, and bid to the blockchain as the winner.

Therefore, in addition to the participants, blockchain users can then verify the
auction.
Blockchain sends the winner information containing address, bid, and nonce to bidder 1.

3.3. Scenario 2 (Cheating)

The steps below explain the case when a bidder detects a fault in finding the highest bid as
shown in figure 8.

1.
2.
3.

Address A registers as a valid bidder (bidders = [A]).

Address B registers as a valid bidder (bidders = [A, B]).

Bidder 1 submits the hash (XX) into the blockchain using equation 1 (hashed_bids=
[XX]). Scenario 1 explains in detail the reason for using hash and nonce.

Bidder 1 sends the bid (0.45 Eth) to off-chain code (bids = [0.45]).

Bidder 2 computes the hash (YY) following equation 1 and sends it to the blockchain
(hashed_bids = [XX, YY].
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Bidder 2 submits the bid (0.55) into off-chain code (bids = [0.45, 0.55). After that, off-

chain computes the maximum of the existing bids incorrectly. In this scenario, the
incorrect maximum is 0.45.

winner.

10.
11.

Off-chain code sends 0.45 as the maximum to bidder 1.
Bidder 1 realizes that the maximum is equal to their bid. This means the bidder 1 is the

Bidder 1 sends the address, bid, and nonce as the winner to the blockchain.
Off-chain code sends the highest value to bidder 2.
Bidder 2 detects a fault in off-chain code. In the comparison, the bid belonging to bidder

2 is greater than the maximum. This means that there is a mistake in off-chain code and is
successfully identified by one of the bidders.

12.

Bidder 2 submits a dispute request into blockchain. By this request, bidder 2 must reveal

the address, bid, and nonce. The blockchain users and auction participants can evaluate

the request.

13. Blockchain sends the winner information to bidder 2.

X

X

Off-chain code

Mamory

Bids = [0.45]
Bids = [0.45, 0.55]

Highest_wvalue = 0.45

Bids =[]
Highest_value =
-1000

Bidder 1
Address: A
Bid = 0.45 Eth

Bidder 2
Address: B

Blockchain

4. Submit bid (0.45 Eth)

"

1
H
I l.register

Bid = 0.55 Eth

Meamory

2.register

Bidders = [A]

Yy

Bidders = [A, B]

3. Submit hashed bid (XX)

6. Submit bid (0.55 Eth)

Hashed_bids = [XX]

Y

5. Submit hashed bid (YY)

7. Sends 0.45

h 4

B.0.45 =045 ¥

Hashed_bids = [XX,
YY]

¥

9. Submit winner information

10. Sends 0.45

Figure 8. Cheating scenario

15

11. 055 > 0.45 M
Fault detected

‘Winner information

12. Dispute request

Y

Disputer information

to bidder 2

« 13. Send winner information




3.4 Flow Chart

o

Connect
Metamask
wallet

Register

Figure 9. Main flow chart

16



3.5 GitHub

GitHub [27] is a popular platform allowing developers from different parts of the world to
collaborate on software projects. it comes with discussion rooms, issue reporting panels,

automated pipelines etc.

The proposed design repository link comes as follows:
https://github.com/AKEB-asyemmtric-key-each-bidder

3.6 Smart Contract (Blockchain)
3.6.1 Developed Code

Remix is the IDE and Solidity is the language used for developing the smart contract.

The developed code is available in this repository:
https://github.com/AKEB-asyemmtric-key-each-bidder/AKEB-SmartContract

The description of the functions is available in table 3.

Table 3. Description of smart contract functions

Function

Description

registerAuctioninfo

Seller calls this function to submit asset name
and description.

getAuctioninfo

Getter function for bidders to observe the
asset information.

registerBidder

Registering a user as a valid bidder.

getAllBidders

Returning a list of all bidders participating in
the auction.

submitEncodedBid

Bidders submit the commitment of the bid.

getEncodedBid

Bidders who trigger this function receive their
own submitted hash.

submitWinner

The winner submits the address, bid, and
nonce by calling this function.

getAllWinners

This function returns a list of the winners. It is
worth mentioning that it is likely to have
multiple winners.
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dispute The bidder believing that there is a mistake in
the progress calls dispute. By doing so, the
bidder must reveal the bid and nonce for
dispute evaluation.

getAllDisputers The participants observe a list of users who
have appealed.

3.6.2 Deploying Smart Contract
Remix provides a reliable environment for developing and testing the code. Once the code meets
the desired expectations, it is ready for deployment.

Truffle, Infura, and Rinkeby test net are used for deployment:
1. Create a Truffle project by using the command below.

truffle init

2. Move the source code to a new file in “Contracts” folder.
3. Create a new migration file associated with the smart contract for a proper deployment
process as shown in figure 10.

const AKEB = artifacts.require("AKEB");
-module.exports = function (deployer) {

deployer.deploy (AKEB) ;
};

Figure 10. Migration file of the smart contract

4. Create a new account in Infura to get API key and endpoint. Infura is required for
deploying through Truffle.
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42 API KEY

I @

== NETWORK ENDPOINTS (% HTTPS VEBSOCKETS I
GET STARTED WITH WEB3
Ethereum L1 Blockchain

Ethereum is the community-run technology powering the cryptocurrency ether (ETH) and thousands
of decentralized applications.

Figure 11. Infura dashboard

Note: API key is hidden in figure 11 for security purposes.

5. Install dotenv [28] package using the command below. Uploading sensitive information
such as API keys into GitHub can bring serious security threats. To prevent this,
developers can write this information into a file with “.env” extension. This file is
ignored during the push into GitHub.

npm i dotenv

6. Place Infura API key and Metamask account private key into dotenv file.
7. Configure “truffle-config.js” file as shown in figure 12.

provider: () =>
new HDWalletProvider({
privateKeys: private_keys,
providerOrUrl: “https://rinkeby.infura.io/v3/${rinkeby_key}",
numberOfAddresses: 1,
}),
network_id: 4,
gas: 5500000,
confirmations: 2,

timeoutBlocks: 200,

skipDryRun: true,
Figure 12. Code of deploying the smart contract into Rinkeby test net

8. Execute the command for deploying into Rinkeby.
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truffle migrate -f 2 --network rinkeby

9. Smart contract is available in Etherscan with the following address:
https://rinkeby.etherscan.io/address/0xa2b9a6507e8185ee652bb346034b5b47d581f0c4

s Contract 0xa2B9A6507E8185E€6528B346034b5B4Td581FOCA
Contract Overview More Info
Balance 0 Ether My Name Tag Not Available
Contract Creator. 4 i atten Ox
Transactions  Erc20TokenTxns  Contract  Events
Txn Hash Method Block Age From Y ToY Value

@ O 1 6 Reset 1283489 28hwrs 17 mins ago Ox 8 4t IN 0xa2b%aB507¢8185¢65. 0Ether
@ X ; OxBcB5aee 128348 23 hrs 18 mins ago Ox IN 0xa2ba65078185ee65 0Ether
® (Oxalff 01744030 1 23 hrs 19 mins ago Ox 46204 IN 0xa2b9a6507e8185e65. 0 Ether

Figure 13. The smart contract page on Etherscan

10. Smart contract address is: 0xa2B9A6507E8185Ee652BB346034b5B47d581F0C4

3.7 Front-end (User Interface)
The front-end project is available in the following link:
https://github.com/AKEB-asyemmtric-key-each-bidder/\WWeb-app

3.7.1 Reactjs
Reactjs [29] is a popular JavaScript framework for user interface development. Comparing to the
pure JavaScript, HTML, and CSS, Reactjs brings the following benefits:
1. Reactjs projects consist of components reused throughout the code. Thereby, they bring
reusability and reduce the size of the code.
2. It provides asynchronous API calls leading to a better user experience. “States” handle
and show the data coming from external endpoints.
3. Reactjs provides an easy unidirectional way for components to transfer data.
4. Web applications are faster with Reactjs. While traditional web tools refresh all the
components after a change, Reactjs does so only for the required ones.
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3.7.2 Front-end Structure (React Tree)
The figure 14 shows the main components of the front-end design:

App
Skeleton
General-
Steps bar Steps info
Connect Enter Nonce Bid Validate End
Register as| |Register as Generate | || Form Wait = |Winner info
bidder seller nonce
. Optional
J Entering Modal (winner) — dﬁs.pute
Modal nonce |
[ man|ua||y Modal (mandatory | |
. dispute)
Form (asset info) Form

Figure 14. Front-end structure (React tree)

3.7.3 Dependencies and Packages
Some of the dependencies explained in table 4 are mandatory to use for Reactjs and some are
optional as they follow the best practices and make the coding more straightforward.

Table 4. Dependency list of the front-end

Packages Version number | Explanation

react 18.2.0 Reactjs package

axios 0.27.2 Package for https and http calls

web3 1.7.3 Used for interacting with blockchain networks

crypto-js 41.1 Provides trustable and secure cryptographic
functions. This project only uses hash
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functions.

antd 4.21.4 This library provides beautiful built-in web
components such as buttons, modals, alerts,
and menus removing the need for developers
to write boilerplate CSS and JavaScript codes.

3.7.4 Configuring Metamask
Metmask is a wallet for cryptocurrency exchange explained in 2.2.12. It is available as a browser
extension (available for Google chrome, Brave, Microsoft edge, and Firefox). Users interested in

interacting with blockchain-based web applications must install Metamask and transfer enough
balance as shown in figure below.

I.- -‘ Rinkeby Test Network ©
SmE

Account 2
OxADS...AE29 [0

O Not connected

0.0817 RinkebyETH

Buy Send
Assets Activity
~, Reset -0 RinkebyE...

Aug 28 - localhost:3000 -0 RinkebyETH

s~ Contract Interaction -0 RinkebyE...
(=
© Aug 28 - localhost:3000 -0 RinkebyETH

Figure 15. Accounts page of Metamask

Since this project is deployed into the Rinkeby test network, users can use Rinkeby faucet [30] to
load their wallet with test Eth (RinkebyEth).
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3.7.5 User Interface Skeleton

o

@Melhodology @Abuul @ssel

= Connect @ Enter Nonce

Bid

Validate End

Please connect your Metamask wallet

Metamask screen will pop up

Connect your wallet

Address @

Nence Bid @

Encoded value (submitted to blockchain)

* Gas costs

* View the smart contract @

Figure 16. User interface skeleton

The skeleton of the designed user interface comes in figure 16. The highlighted sections in this

figure are explained:

1. Logo: this is the logo for the proposed system (Designed by Parzival [31] from Flaticon

[32]).

2. Methodology: it is a modal explaining the applied methodology as shown in figure 17.

Methodolgy

This is a first price sealed bid auction system.

Despite other auction systems on blockchain which violste user privacy,
tem preserves user privacy and provides a reliable way to
egrity of the systemn.

¥ou can find all transactions of this system on Etherscan

Djanga (Backend): for calculating the winner (Flease note that anly
bbid numbers are passed to Django and |s deleted upon completion)

e |

Figure 17. Methodology modal
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3. About: by clicking, a modal appears introducing the developer as shown in figure 18.

About

My name is Ehsan Ghasaei, 4th year student in Master of engineering in
Electrical and Computer engineering @ University of Victoria. This is my
Meng project.

All rights reserved by University of Victoria (UVIC) @ 2022

Cancel

Figure 18. About modal

4. Asset: this modal provides information about the trading asset (figure 19).

Asset Information

Name

€ watch

Description

Omega watch created in 1978!

Figure 19. Modal presenting asset name and description

5. Step bar: it shows the past and current phases in the auction by turning their icons into
blue.

6. Main action: it is the main component users interact with and changes according to the
auction phase.

7. Address: it is the address of the participant.

8. Nonce: it is the nonce that either the system generates, or the bidder enters to increase the
hash input space and make the guessing difficult.

9. Bid: the bid suggested by the user appears in this component.

10. Encoded value (submitted to blockchain): the hash output of the bid and nonce as shown
in equation 1. This value is submitted to the blockchain.

11. View the smart contract: upon clicking this button, the user observes the smart contract
page on Etherscan.

12. Gas cost: it is a modal listing all the gas costs corresponding to actions (figure 20).

24



Gas costs X

These are estimated values and can slightly vary in different network
situations

« Deploy smart contract into Rinkeby testnet: 000387 Ether

» Register bidder : 0.00018224 Ether

+ Submit auction information :  0.00025772 Ether

« Submit bid :  0.00013614 Ether

* Submit winner information : 0.00042 Ether

+ Dispute : 0.00042 Ether

« Get winner information : 0 Ether

+ Get disputted information : 0 Ether

+ Get auction information : 0 Ether

Figure 20. Gas cost modal

Note: Chapter 4 thoroughly describes the gas costs.

3.7.6 Connect Wallet Phase
Figure 21 shows the user interface for Metamask wallet connection. Upon clicking on the
“Connect your wallet” button, the front-end receives the user's address from Metamask and

shows it in the “Address” section.

-
FITAN
=

Methadology About Assel

=

B connect Enter Nonce Bid validate

Please connect your Metamask wallet

Metamask screen will pop up

Connect your wallet Encoded value (submitted to blockchain)

* View the smart contract

* Gas costs

Figure 21. User interface of connect wallet phase
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3.7.7 Enter (Register) Phase
Figure 22 illustrates the user interface for the enter phase. The users can act as a bidder or a
seller.

=8
&

IE connect © Enter

° 0x14032E8bBESOBCECEE7DFIA49c36161 1F58588
a7

Ready to enter the auction?

Enter as BIDDER

Enter as SELLER

Figure 22. User interface of enter (register) phase

3.7.7.1 Flow Chart
The flow chart explaining the functionality of enter (register) phase for bidder and seller comes
in figure 23.

Register
(Enter)

No (registers as seller)

l_Yes

Submit address as a
bidder into blockchain

l

Read input:
Asset name
Asset description

Submit asset

Increments number of name and
bidders in Off-chain description to
code blockchain

Figure 23. Flow chart of enter (register) phase

26



3.7.7.2 Enter as Bidder
When the bidders click on the “Enter as BIDDER” button, Metamask screen pops up to confirm
the following transaction: submitting the bidder’s address into blockchain as shown in figure 24.

ene MetaMask Notification

N
Me
"@" Rinkeby Test Network
® ot ' @ Awctonsn2
IE connect ° Enter 4] Nonce © sid

http://localhost:3000

Auction-SM-2 : CONTRACT INTERACTION

Address .
0xf4032E8b
1t DETALS  DATA  HEX

& site suggested > O
. Nonce
Ready to enter the auction? - o 0.00024636
Metamask screen will pop up 000024636 RinkebyETH
Vary likely in < 15
Pl Maxfee: 000024636 RinkebyETH
 Enter as BIDDER &
Encoded vald
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Total
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» Enter as SELLER byETH
Amount + gas Max amount:
fee 0.00024636 RinkebyETH
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« Resetsmart [ N
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* View disputed’
* Gascosts

Figure 24. User interface of "enter as bidder"

3.7.7.3 Enter as Seller

Figure 25 is when the seller clicks on the “Enter as SELLER” button. In this case, a modal with a
form appears on the screen to enter asset name and description. Once the seller completes the
form and clicks on the “Submit” button, Metamask asks the seller to confirm the transaction.

oo MetaMask Notification
Rirkeby Test Network

® o @ sz

. http:/localhost:3000
Enter Asset Information

Auction-5M-2 : CONTRACT INTERACTION

* Name ‘

Swatch watch
DETAILS DATA HEX

* Description

 ite suggested > @

. " el
Great watch with the cutting edge technologies! 0.00030713

0.00030713 RinkebyETH

Maxfee: 0,00030713 RinkebyETH

Gas

Very likalyin 15

seconds

0.00030713

0.00030713 RinkebyETH
Max emount:
0.00030713 RinkebyETH

Figure 25. User interface of "enter as seller"”
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3.7.8 Nonce Phase
3.7.8.1 Flow Chart

System
generates
nonce?

J‘—Yes No (bidder enters nonce)

i Read input:

Storing the nonce

Figure 26. Flow chart of "Nonce" phase

3.7.8.2 System Generating the Nonce
The user has the option of allowing the system to generate the nonce as demonstrated in figure
27 or entering it manually.

oo
.\@J Methos t
I Connect ° Enter Nence

0xf4032E8bBEE0BCECH67DFI449c361611F58588
47

Please generate your nonce

I'want 1o enter my own nonce

Figure 27. User interface of the case that system generates the nonce
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3.7.8.3 User Entering Nonce Manually
Figure 28 is when the users prefer to enter the nonce manually.

Methodology

<
IE connect © enter Nonce
0x14032E8bAES0BCECH67DFI449¢36167 1FEE5EE
tl 47
Please enter your nonce

| want to enter my own nence

Figure 28. User interface of the case that user enters the nonce

3.7.9 Bid Phase

In this phase, the bidder enters the suggesting bid. Upon submission, the following occurs:
1. bid and nonce are concatenated and passed to the hash function as explained in 3.2.

2. The bidder submits the hash result into the blockchain.
3. The bidder sends the bid to off-chain code.

[
I ene MetaMask Notification

Rinkeby Test Network
IE connect © enter ® rccom @ rucionsmz

http://localhost:3000

Auction-SM-2 : CONTRACT INTERACTION

O

DETAILS DATA HEX
Please enter your b [ Site suggested > O
Combination of bid and r e be hashed (SHA256) al 0.00033907
Metamask screen will popu| ‘998 o
0.00033207 RinkebyETH
Very likely in <16 . .
* Enter your bid seconds Max fee: 0.00033907 RinkebyETH
0.0340000
0.00033907
Total
0.00033907 RinkebyETH
Amount + gas Max ameount:
fee 0.00033%07 RinkebyETH
et

Figure 29. User interface of "Bid" phase
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The value of bid, nonce, and hash are available in the corresponding components of figure 29
and table 5.

Table 5. The values of bid, nonce, and the hash in "Bid" phase

Name Value

Nonce VctOjkMPIUIuZ1P4SXWu95IWg26Y 99

Bid 0.034 Eth

Hash 1(32%)2:;.19l)77e32ae6a86a43bc77f67012cfde3e625f6caaeb87bf53507fb
af97a

3.7.9.1 Flow Chart

Read input:
Bid

Y

Hash_res <-- hash256(Bid+nonce)

¥

Send the hash_res to the
blockchain

kL

Submit Bid into off-chain
code

Validate

Figure 30. Flow chart of "Bid" phase
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3.7.10 Validation Phase
Figure 31 is the validation phase. The bidder waits until off-chain code calculates and returns the
maximum. Upon receiving the maximum, the front-end compares it with the bidder’s value. The
following cases might happen:
1. bid < maximum (confirmed): the bidder has confirmed the maximum and waits for the
winner announcement.
2. bid == maximum (winner): the bidder is the winner and submits the winner information
into the blockchain.
3. bid > maximum (dispute request): the bidder has detected a flaw in the system and

appeals.
)
B connect ° Enter Nonce e Bid E validate

Q 0xf403268bBES0BCECE67DFIA49036161F585B8
\ a7

Receiving the winner & validating it... VEORMPILILZ T PASKWS 0.038 e

6IWg26Y99

cf22db7e32ae6aB6ad3bc7 716701 2cfde3e625f6ca
aeb87bf53507fbf3baf97a

Figure 31. User interface of "Validation" phase
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3.7.10.1 Flow Chart

S

Wait for 3

Validate

- Get winner from
Off-chain code

Yes max == -1000

econds

No

max == user_bid

h

max < user_bid

max ? user_bid

¥

Submit winner info
into blockchain

max > user_bid

Fetch winner from

h 4

Dispute into the
blockchain

the blockchain

Yy

Is the winner
announced?

Yes
Wait for 3

seconds

Figure 32. Flow chart of "Validation" phase
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3.7.10.3 Neutral (Confirmed) Case
This is the case the bidder has successfully verified the computed maximum.

3.7.10.4 Winner Case

In the winner case, a modal appears describing the next steps and asking to submit the winner
information as shown in figure 33.

eve MetaMask Notification

B Rinkeby Test Network
@ rconti @ Awctionsmz
¥ It looks like you are the winner http://localhost:3000

Auction-$M-2 : CONTRACT INTERACTION

Our algorithm has detected that you are the winner. Now you have to
submit your bid information to blockchaln. .

HEX
By submitting the bid information, the following wil be submitted into
blockchain: # sita suggested > @
Addrase 0.00042128
» Nonce: db273yMe7500EW3XKLAOKSCSJiaMc Gas L]
i 0.00042128 RinkebyETH
Bid: 0.35
Very likely In <15
seconds

Max fee: 0.00042128 RinkebyETH

0.00042128

0.00042128 RinkebyETH
Amount + gas Max ameunt:
fee 0.00042128 RinkebyETH

Total

Figure 33. User interface of winner case

3.7.10.5 Dispute Request Case

The front-end shows the dispute modal if it detects a problem in the system. This modal explains
the situation and asks the user to dispute (figure 34).

ece MetaMask Notification

O Rinksby Test Network
@ oot @ Avctionsm2
/. Oops! we have detected a problem! http://localhost:3000

Auction-SM-2 : CONTRACT INTERACTION
Our algorithm has detected that although you are the highest bid,
someone else has been announced as a winner. You have to dispute .

DETAILS  DATA HEX
By disputing, the following informaiton will be submitted into the
blockchain: & site suggested > O
© Address: 1F5858847 000042144
= Nonce: C0j21283iuDZEbpPydyRLsyPUTeCJs Gas
Bid: 0.35 0.00042144 RinkebyETH

Very likely in < 16

Max fee: 0.00042144 RinkebyETH
seconds

0.00042144

Total
0.00042144 RinkebyETH
Amount + gas. Max amount:
fee 0.00042144 RinkebyETH

7

™
( Reject

Figure 34. User interface of "Dispute Request" case
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3.7.11 Winner (End) Phase
This phase shows the address, bid, and nonce of the winner. The user also can manually dispute
by clicking “Dispute button” or refresh the winners list by clicking on refresh button.

AN

I
1]

1O

5

B connect © enter [ nonce © sid E validate W Eend

(! 0xADSDEFEBIAECEAB204b7¢1374dA1534A183AA
E20

The wmner(s] SNizmilud22eV 1travDQJpU 0.45 Ethe

IyhXbutA

» Address: 0xADIDEFBBIAECedB204b7c13740A1534A183AAERD

* Bid: 450000000  GWei fbBbc7cBaf6433486abec1ce634335226917641303
4f5cebbd2e4113df124¢56

» Nonce: BNizmild22eV1travDQupUIyhXbutA

O
Figure 35. User interface of "Winner (End)" phase

3.7.11.1 Flow Chart

Validate

Show to user

Figure 36. Flow chart of "Winner (End)" phase

3.8 Off-chain Code

3.8.1 Django

Django is a web framework available in Python for back-end development [33]. It is cleanly
structured, straight forward, and follows MVC [33]. MVC classifies the project into model, view,
and controller. Doing so helps the structure to stay organized. Also, it is easier for developers to
implement and maintain the code.

34



3.8.2 API

Sometimes, software requires communication with external resources. API (application
programming interface) fulfills this need. In the proposed design, Django API consists of GET
and POST requests initiated from the front-end to trigger off-chain code. “rest framework™ is the
desired dependency to be installed in Django projects.

3.8.3 Architecture
According to figure 37, off-chain code performs the following actions upon receiving a request
from front-end:

1.
2.

Front-end (user interface) initiates the request.

urls.py handles all the requests coming from external resources and passes to appropriate
functions in views.py.

views.py triggers the controller to perform specific actions.

The model (data.json) stores the information regarding the auction such as bids, number
of bidders, and winner. The only component modifying the model is the controller. This
alteration can be incrementing the number of bidders, bid submission, resetting the data
etc.

Once the data is successfully changed, the response including optional data is passed to
views.py.

Views.py adds the data coming from the controller into the HTTP response object and
passes to urls.py.

Urls.py returns the response to the front-end.

6.return response X 7.response
views.py urls.py Front-end
) 2.pass the request ) 1.request
Spassdata | g iocer controller
(optional)
h 4
Controller model

(fileeditor.py) (data.json)

w

4.modify data
Figure 37. Off-chain code architecture

3.8.4 Endpoints

Note: further information about the endpoints is available in the appendix.
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3.8.4.1 Increment the Number of Bidders

This is the first endpoint for the front end to communicate with the off-chain code. By calling
this endpoint, the number of bidders on off-chain is incremented. Keeping this value helps off-
chain code to find out whether all the bidders have submitted their bids or not. If so, it calculates
the highest value.

3.8.4.2 Submit Bid
Bidders call the second endpoint for submitting their bids into off-chain code. Off-chain code
collects the bids and finds the maximum at the appropriate time.

3.8.4.3 Get Winner

The last endpoint used to return the maximum to the clients. Once all the bidders receive this
value, the data in the model (data.json) is deleted for privacy reasons.
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Chapter 4: Performance and Cost Analysis

4.1 Privacy

Concealing the bid in the blockchain network while ability to evaluate the integrity is the main
objective of the proposed methodology. As discussed in earlier chapters, instead of submitting
the bids in plaintext, the hash digests are submitted into Rinkeby test network as shown in figure
38. Rinkeby and public users and bidders can only observe the hashes and cannot find the bids
since the hashes are resistant against reverse attack.

) Others: Txn Type: 2 (EIP-1558) Nonce: 262 Position: 3

Input Data P |r‘_ =
E0+V @O

Click to see Less +

Figure 38. Hash is submitted into Rinkeby

According to the system design, the winner and disputers must reveal the bids and nonce for
verification purposes. The winner information is used for auction validation, disputing in this
design has the cost of disclosing the bid and nonce. By this mechanism, the bidders avoid
unnecessary dispute requests. Thereby, the system helps preserving privacy for the losing bids.

Once off-chain code completes the tasks, it deletes all data in the model for preventing any
unauthorized access and enhancing privacy (explained in 3.8.4.3).

4.2 Cost
4.2.1 Smart Contract

Performing actions on the blockchain requires paying the fee. This fee can vary based on the
action type.

Tables 6 and 7 compare the required gas costs in USD to execute an auction between the
proposed methodology and [7].

Note: the gas cost might slightly vary based on the blockchain network situation.
Note: At the time of this study, 1 Eth is approximately 1574 US dollars.
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Table 6. The cost of the smart contract

Operation Cost (Eth) Cost (USD)
Contract deployment 0.00362 5.69 $
Register as a bidder 0.00018 0.28 %
Submit asset information | 0.00026 041%
Bidding 0.00013 0.20%
Submit winner 0.00042 0.66 $
Dispute 0.00042 0.66 $
Get winner 0 0%
Get dispute list 0 0%
Get asset information 0 0%

Table 7. The cost of [7]
Operation Cost (Eth) Cost (USD)
Contract deployment 0.00072 1.13$%
Bidding 0.00008 012 %
Bid opening 0.00007 011%
End the auction 0.00005 0.07$%

Comparing the common operations, the proposed solution is slightly more expensive than [7].
For example, in deploying the contract, the gas fee referring to the proposed methodology is
higher since it provides setting and getting asset information, accepting multiple winners,
registering bidder etc. Regarding bidding, the costs are approximately the same.

38




4.2.2 Front-end and Off-chain Code

The front-end and off-chain code need the deployment into a server to be accessible by the
bidders. Table 8 shows the cost in USD for deploying front-end and off-chain code by different
providers per month [36]:

Table 8. The cost of the front-end and off-chain code deployment per month

Digital Ocean Google Cloud Amazon Web Service

5% 7% 9%

According to the table above, Digital Ocean has the most reasonable price.

4.3 Vulnerabilities

A software company implements and deploys the off-chain code to the cloud, as explained in
4.2.2. One of the common vulnerabilities is unauthorized access to “data.json” resulting in bids
leakage.

The following approaches can address the privacy concern as future works:

1. Encrypting the content of “data.json” in such a way that only the controller can decrypt
and access data.

2. Recording the activities on “data.json” file, such as file opening and modification,
through the auction and sending the record information to the blockchain for transparency
and validation.

3. The off-chain code can compute the maximum once a bid is received. This approach
removes the necessity for storing the offers and improves privacy.
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Chapter 5: Conclusion and Future Work

The proposed approach in this research helps resolving the privacy issue in blockchain-based
auction systems. The system consists of a front-end, blockchain network, and off-chain code.
The bidders submit the hash of the bids into the blockchain and send the bid to the off-chain
code. Then, the off-chain code calculates the maximum bid. In the next step, the maximum bid
value is validated by each and every bidder. If each of the participants identifies a flaw in the
system, they will dispute by revealing their bids and the nonce value. Lastly, the winner submits
the bid and nonce values into the blockchain for verification purposes. Therefore, the proposed
method helps preserving privacy for losing bids.

The designed system has multiple implemented features such as bidders’ registration, nonce
generation or entrance, hash generation and submission, winner verification, dispute request,
acquiring the winner’s information, obtaining the asset name and description, and viewing the
list of disputed users. Also, the seller can enter the asset information and get the corresponding
winner’s information.

In bid submission, the proposed application costs almost the same as the existing blockchain-
based auctions. In the proposed approach, the cost of the smart contract deployment is higher
since the smart contract provides more functionalities. In addition, the front-end and the off-
chain deployments bring costs.

In future work, the smart contract code can be refactored to optimize the execution cost. For
instance, hash algorithms with smaller output space can be used to reduce the cost of submitting
a bid. Moreover, the smart contract can be further improved in such a way that the winner and
seller can exchange Eth and token. In addition, the privacy of the off-chain code can be enhanced
as explained in 4.3.
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Appendix
Appendix 1: Reverse Attack

Input: submitted _hashes;

function reverseAttack():
for i in range 0 to 1000 with step 0.001:
if hash_256(i) == submitted_hashes:
print(“Input bid is found : ”, 1)
break

Appendix 2: Verify Auction

Input:
submitted_hashes;
winnerNonce;
winnerBid;

function verifyAuction():
isWinnerHonest = false
for hash in submitted_hashes:
if hash_256(winnerNonce + winnerBid) == hash:
isWinnerHonest = true
print(“Winner has revealed the real bid and nonce”)

break

if isWinnerHonest == false
print(““Winner has revealed the incorrect bid and nonce”

Appendix 3: Verify Dispute

Inputs:
submitted_hashes;
winnerNonce;
winnerBid;
disputerBid;
disputerNonce;

function verifyDispute():
isDisputeAccepted = false
for hash in submitted hashes:
if hash_256(disputerNonce + disputerBid) == hash:
if disputerBid > winnerBid:

isDisputeAccepted = true
print(“Dispute accepted”)
break
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if isDisputeAccepted == false
print(“Dispute rejected”)

Appendix 4: Connect Wallet

Inputs:
Using Button: connectWallet

connectWallet:
web3 = browserWindow.ethereum.request(“accounts”);
accounts = web3.requestAccounts()
address = accounts[0].address
AddressText.showText(address)
contract = createSmartContract(web3)
goToRegister()

createSmartContract(web3)
address = “0xa2B9A6507E8185Ee652BB346034b5B47d58 1F0C4”
abi available
contract = web3.eth.Contract(abi, address)
return contract

Appendix 5: Enter as Bidder

Inputs:
Using “Enter as BIDDER” Button: registerBidder

registerBidder
registerOnBlockchain
registerOnOffChainCode
goToNonce()

registerOnBlockchain
contract.registerBidder(address)

registerOnOffChainCode
url = “http://localhost/increment-number-of-bidder”
api.call(url)

Appendix 6: Enter as Seller

Inputs:
Using “Enter as SELLER” Button: showSellerModal

showSellerModal
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https://localhost/increment-number-of-bidder

sellerModal.appear()

Appendix 7: Submit Asset Information

Inputs:

Using “Submit” Button: regiterAssetInfo
Using Form.Input: name;

Using Form.Input: description;

regiterAssetinfo
contract.registerAuctioninfo(name, description)
goToEnd()

Appendix 8: Nonce Generation

Inputs:
Using “Generate” Button: generateNonce
Using “I want to enter my own nonce” checkbox: unchecked

generateNonce
nonce = *”
characters =
“ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijklmnopqrstuvwxyz0123456789”
foriin0to30{
randomChar = getRandomChar(characters)

nonce += randomChar

}
goToBid()

Appendix 9: Manually Entering Nonce

Inputs:

Using “Submit” Button: receiveNonce

Using “I want to enter my own nonce” checkbox: checked
Using Form.Input: nonce;

receiveNonce
goToBid()

Appendix 10: Bid Phase

Inputs:
Using “Submit” Button: receiveBid
Using Form.Input: Bid;
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receiveBid:
hashOutput = hash256(Bid+nonce)
submitHashToBlockchain(hashOutput)
sendBidToOffChainCode(Bid)
goToValidate()

submitHashToBlockchain(hashOutput)
contract.submitHashedBid(hashOutput)

sendBidToOffChainCode(Bid)
url = “http://localhost/submit-bid”
api.call(url, bid)

Appendix 11: Validation Phase

Inputs:
Using “Validate” Button: validateClicked
validateClicked:
max = -1000
while max == -1000 {
delayThreeSeconds()
max = getMax()
}
if (max > bid) {
neutral()
}
else if (max == bid) {
winner()
}
else {
dispute()
getMax:
url = “http://localhost/get-winner”
winner = api.call(url)
return winner

Appendix 12: Neutral (Confirmed) Case

confirmed:
winner =0
while winner ==0 {
delayThreeSeconds()

winner = getWinner()
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}
end()

getWinner()
winners = contract.getAllWinners()
return winners

Appendix 13: Winner Case

winner:
winnerModal.appear()

Appendix 14: Winner Submission

Input:
Using “submit” button: submitClicked

submitClicked:
contract.submitWinner(Bid, nonce)
neutral()

Appendix 15: Dispute Request Case

winner:
disputeModal.appear()

Appendix 16: Dispute Submission

Input:
Using “dispute” button: disputeClicked

disputeClicked:
contract.dispute(Bid, nonce)
neutral()

Appendix 17: Increment Number of Bidders (Off-chain Code)

Address: http://localhost/increment-number-of-bidders/

Type: GET

Input:
Using request: incrementNumberOfBidders

incrementNumberOfBidders in views.py
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controller.incrementNumberOfBidders()
return response(202-accepted)

incrementNumberOfBidders in controller.py
[...numberOfBidders] = readValuesFromModel()
numberOfBidders += 1
writeValuesintoModel()

Appendix 18: Submit Bid (Off-chain Code)

Address: http://localhost/submit-bid/

Type: POST

Input:
Using request: submitBid
request;

submitBid in views.py
bid = request[*“bid”]
controller.submitBid(bid)
return response(201-created)

submitBid in controller.py
[...bids,numberOfBidders] = readValuesFromModel()

bids.push(bid)
numberOfSubmittedBids += 1
writeValuesintoModel()

if numberOfBidders == numberOfSubmittedBids {
controller.findWinner()

}

findWinner in controller.py
[...bids] = readValuesFromModel()
winner = max(bids)
writeValuesintoModel()

Appendix 19: Get Winner (Off-chain Code)

Address: http://localhost/get-winner/

Type: GET

Input:
Using request: getWinner

48



getWinner in views.py
winner = controller.getWinner()
return response(data=winner, 200-0k)

getWinner in controller.py
[...winner,numberOfBidders] = readValuesFromModel()

[...numberOfAskedBidders] = readValuesFromModel()

if winner ==-1000 {
return winner

}
numberOfAskedBidders +=1

writeValuesintoModel()

if numberOfAskedBidders == numberOfBidders {
controller.reset()

¥

reset in controller.py
[bids, numberOfBidders, winner, numberOfSubmittedBids, numberOfAskedWinner] =

readValuesFromModel()
winner = -1000
bids =[]
numberOfBidders = 0
numberOfSubmittedBids = 0
numberOfAskedWinner = 0
writeValuesintoModel()
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