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Abstract
Digital signature schemes are used for the authentication and verification of signatures. The
Courtois—Finiasz—Sendrier (CFS) digital signature is a well-known code-based digital signa-
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are based on the Niederreiter cryptosystem. This paper proposes a new code-based digital

Cotrespondence signature that is based on the McEliece cryptosystem. Key generation, signing, and ver-
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is able to detect forgeries. It is shown that the proposed scheme is secure against public

key structural attacks.

1 | INTRODUCTION

In 1994, Shor proposed an algorithm indicating that quan-
tum attacks are a serious threat to cryptographic primitives
[1]. Post-quantum cryptography [2] is the development of
cryptographic mechanisms [3—5] that are secure against quan-
tum attacks. Code-based cryptographic primitives [6] have
been shown to be resistant to quantum attacks. The first
code-based cryptosystem was introduced by McEliece and is
known as the McEliece cryptosystem [7]. The security of
this cryptosystem is based on the hardness of the decoding
and code distinguishability problems [8, 9]. The inability to
distinguish between a scrambled parity check matrix and a ran-
dom matrix is an NP-problem [9, 10], so decoding a linear
code without knowledge of its algebraic structure is also an
NP-problem [11].

Another code-based cryptosystem is the Niederreiter cryp-
tosystem [12] and this has been used in code-based digital
signatures [13]. However, existing Niederreiter digital signatures
are not widely used due to the computation time required for
signing. A drawback of code-based cryptosystems is that the
number of valid codewords is smaller than the size of the vec-
tor space [8]. Thus, a signature may not be decodable [14]. This

increases the computation time for signing as the algorithm
must find a valid signature that can be verified.

Many applications and services use digital signatures, such as
web authentication [15], data integrity, message authentication
[16], digital certificates [17], blockchain [18], and Bitcoin [19].
This paper proposes a McEliece-based digital signature scheme
that employs the entire vector space so that a valid digital sig-
nature can be generated with a higher success rate and lower
computation time than the Courtois—Finiasz—Sendrier (CFS)
scheme. The proposed scheme has key generation, signing,
and verification algorithms. The key generation algorithm con-
structs a public key using random inverse matrices. This is used
by the signing and verification algorithms to sign a document
that can be verified by a receiver and detect forgeries.

2 | CODE BASED CRYPTOSYSTEMS
In 1978, the McEliece cryptosystem was introduced as the first
code-based cryptosystem [7]. In 1986, the dual version of the
McEliece cryptosystem, called the Niederreiter cryptosystem,
was introduced. The Niederreiter algorithm is faster and so it
is used for digital signatures such as in the CFS scheme.
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2.1 | The McEliece cryptosystem
In the McEliece cryptosystem, the plaintext bits are first scram-
bled, and then the corresponding codeword is permuted. Up
to ¢ bits are flipped, where ¢ is the error correcting capabil-
ity of the code. This is a public key cryptosystem where the
public key is the product of a non-singular £ X £ scrambling
mattix, a &£ X 7 generator mattix of the code, and an # X # per-
mutation matrix. The secret key consists of these three matrices.
The encryption and decryption algorithms of this system are
given below.

The systematic form of the generator matrix and parity check
matrix of a linear code ate Gy, = (]/<|P/e/,>< (= /€>) and H,_gyx, =

(P'T|1,_p), respectively, where 7 is the &X £ identity matrix
and P’ is an & X (n — k) matrix.

In the McEliece cryptosystem, a code C(, £) is chosen with
generator matrix G along with a scrambling matrix § and a per-
mutation matrix . The public key is p& = SGP and the secret
keyis s& = (5, G, P). The encryption algorithm of the McEliece
cryptosystem is as follows:

1. For a plaintext m of length £, Alice uses Bob’s public key to
encode it via ¢ = mSGP.

2. Next, she flips some of the bits of ¢ by selecting a random
vector e of length 7 so that w(e) < 7, where 7 is the etror cot-
recting capability of the code and w(+) denotes the Hamming
weight. The cipher text is

d=c+te=mSGP +e 1)
The decryption algorithm is as follows.

1. For a cipher text ¢/, find P~! using the secret key. Then
multiply ¢ by P! to obtain

Pl = mSGP + ¢)P7! = mSG + eP™! )

2. As Pis a permutation matrix, P~' = P’ is also a permuta-
tion matrix. Therefore, eP ™! is a vector with the same weight
as e. Thus, ¢ P! can be decoded to obtain maS.

3. Multiply 725 by ™! to obtain the plaintext .

2.2 | The Niederreiter cryptosystem

The Niederreiter cryptosystem can be considered the dual of
the McEliece cryptosystem [12]. It is based on the hardness of
the syndrome decoding problem. Similar to the McEliece cryp-
tosystem, a code C'(#, £) is chosen with a parity check matrix
H along with an (# — £) X (n — k&) scrambling matrix § and an
n X n permutation matrix P. The Niederreiter cryptosystem is a
public key encryption scheme where the public key is the prod-
uct of S, A, and P. Thus, the secret key is s& = (5, H, P) and
the public key is p& = SHP. The encryption algorithm for the
Niederreiter cryptosystem is as follows.

1. For a plaintext me of length # and weight 7, the corresponding
cipher text is

d = SHPm' . 3)
The decryption algorithm is as follows.

1. For cipher text ¢ find S7'¢ = HPm” .
2. Use syndrome decoding to obtain Pm’ .
3. P71 x Pm” gives the plaintext m.

2.3 | CFS digital signature scheme

The CFS signature scheme is a well-known code-based digital
signature scheme based on the Niederreiter cryptosystem [12].
In this scheme, a document is first hashed to compress its size
to # bits where, 71s the length of the code used in the cryptosys-
tem. The CFS scheme considers the hashed document as the
cipher text. The signing algorithm, verification algorithm, secu-
rity, and drawbacks of this scheme are given below. The signing
algorithm has four steps.

1. For a document doc, hash it using a hash function A(+) to
find h(doc) and set i = 0.

2. Find h(h(doc)|7), where | denotes concatenation.

3. Decrypt h(h(doc)|7) using the decryption algorithm of the
Niederreiter cryptosystem to find ség. If this step fails,
increase 7 by 1 and repeat step 2.

4. Output (szg, 7) as the signature of the document doc.

The verification algorithm of the CFS signature scheme is as
follows:

1. For the signature (sZg, 7) of a document doc, find h(h(doc)|i).
2. The signature is valid if

h(h(doc)|i) = SHPsig", 4)

otherwise, the signature is not valid.

2.4 | CFS performance analysis

The complexity of signing is the main reason code-based sig-
natures are not employed in practical applications. The signing
success tate is the probability of successful decoding in step 3
of the CFS signing algorithm. This rate is less than 1 because
the cipher texts do not cover the entire vector space, so a
signature may not be obtained [8, 14, 20]. In the CFS sig-
nature scheme, an integer 7 is appended to doc iteratively to
ensure a signature is obtained. This increases the complexity
and the computation time. It has been shown that, on aver-
age, it will take #! executions of the CFS signature algorithm
to obtain a signature, so the success rate is ;—‘ [13]. In the
next section, a code-based digital signature scheme is proposed
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which has a success rate of 1 and has less complexity than the
CFS scheme.

3 | PROPOSED CODE-BASED DIGITAL
SIGNATURE

The proposed code-based digital signature scheme has key
generation, signing, and verification algorithms. A code-based
cryptosystem is used in the public key infrastructure of this
scheme. It uses a hash function and public keys to construct
a signature. First, a document is hashed to compress its size to
# bits where 7 is the length of the code used in the cryptosys-
tem. The proposed code-based digital signature algorithms are
as follows

* Key generation: (pk, sk)«— Gen(A) where A denotes the key
generation scheme.

* Document/message signing: o« Sign(sk, pk, doc) where o and doc
denote the signature and document, respectively.

* Signature verification: 12r(c, pk, doc) € 0, 1.

The following matrices are used in the proposed public key
algorithm.

* G, a generator matrix of size & X 7.

* H,a parity check matrix of size (7 — &) X n.

* 5, a non-singular scrambling matrix of size £ X 4.
* P, apermutation matrix of size 7 X 7.

* L, anon-singular matrix of size (7 — £) X (n — k).

The following subsection presents an algorithm to randomly
construct an inverse matfix.

3.1 | Random inverse matrix construction
The parity check matrix has 7 — £ columns, each of which can
have 2* different values, so the number of matrices that satisfy
HH™! = [,_, is 2% [21]. The proposed construction of a
random matrix /=" is as follows.

H™! can be divided into two parts, A4, and A,, where 4,
consists of rows 1 to £ and A, consists of tows £+ 1 to #

-1 _
[_]fzx(n—/é) -
a1 a2 a3 A, (1—k)
a1 a0 a3 @, (1—k)
a1 a2 a3 A (k) Ay
A1)l Aet1)2  ARE+HD3 At 1y, (= 4) A
ety At2)2  AE+2)3 Apt2), (1~ k)
a1 a2 ay3 ﬂﬂ,(ﬂ—k)

®)

H™! can be obtained by selecting a random .4; and con-
structing the corresponding matrix 4. The elements of A, are

Ak+1),1 Ak+1)2  Fk+1),3
Ay = ﬂ(/mtzm “(k-lz—Z),Z ﬂ(/etz),,%

Af+1),(1—F)
d(k+2):,(ﬂ—/é) , (6)

ay1 ay2 au3 ay, (n—£k)

where

&
Akt t)d = Zpi/;‘lid’ b#d,
=1

and

£
Ay, =1+ ZP;‘WM’ b=d.

=1
In general, this can be expressed as

£
agriy,g = 2177 mod 2 + ZP;M,/- @)

=1

For example, a(z4.11 in A, is given by
a1 = 1+ prian + poragy + -+ prag-

The construction of A, is then as follows. Let B; = Pé_ Pxk

and B, = 1, 4, so

A
HH™' = (B]B) X =1_,,

A
= BA +BA =1,

Then
Ay = BrAy + Ly, ®
which gives
Ay
HH™" = (B,|B)) x| —
A

= (B|B,) X i
= Gil) BA+ 1)’

= BiA + By(BiAy + 1,_p)

= BlAl +BlA1 + ]”_/é = ]_/é.

85U8017 SUOWWID 8AIERID 3|qedlidde ay) Aq pausenob afe saoie YO ‘sh JO ss|ni 10} Arlq18Ul|UO A8|IM UO (SUONIPUCO-PUE-SWB 00" A3 1M AReIq 1 U1 |UO//STIY) SUOTIPUOD PUe SWLB | U1 88S * [7202/€0/S0] UO Aeiq1T 8UluO A8|IM ‘SUSIN BLODIA JO AISeAIIN AG L09ZT ZNWo/6r0T OT/I0p/W0o A3 1M AIq Ul |uo Yo essa s 1//:sdny Wwolj pepeo|umoq ‘0T ‘€202 ‘998TS.LT



1202 | HAIDARY MAKOUI ET AL.
3.2 | Key generation For Equation (11)
The proposed algorithm generates a public key (p£) and a pri- (»3)(P3) P HTHY PP (H T H) P

vate key (pr). The public key is shared within the network while
the private key is kept secret.

Key Generation Algorithm Gen(A)

1.

2.

Obtain a generator matrix G and corresponding parity matrix /7
for C'(n, k).

Select a random ™! from the 22X~ choices using a random
matrix 4 and constructing the corresponding matrix 4,

H*1:‘i

A
. As in the McEliece cryptosystem, use the generator matrix G, the

scrambling matrix §, and the permutation matrix  to mask G’

=G =SGP.

. Use the non-singular random matrix 7. and P to mask H!

p=L7NHTHTP.

. Verification of the digital signatures requires

ps =P TP,

. . . ! -
. Construct a parity check matrix corresponding to G = SGP

0=HT =P H L H =L"HP .

. Public key: p& < (p1, p2, p3)-
. Private key: pr(sk) < (571, P71, G, ), where sk denotes the

secret key.

Lemma 1. The public key pk = (p1, po, p3) satisfies the following

(P1)(p3) =0 ©)
(P2)(3) = p2 (10)
3)(p3) = p3 1)

Progf. For Equation (9)

(P (p3) = SGP(P™ (H™ H) P)
= SGH'H)"' P
= S(GHTYHH'P

=0

For Equation (10)

@ H Y PP H T H) P
LY H Y (HTTHY' P
LY H"HH Y P
LY HNHY'P
= P

(P2)(P3)

PYHTTHY (H'H)T P
P YHT HH ' H)T P
PYHTTH) P

= b

(]

The following lemma provides the relationship between the

private and public keys.

Lemma 2. 7he public key pk = (p1, po, p3) and the secret key (Q)

are related as follows

@ =0
P)@) =1
»)Q) =2
Q)(P2) = p3

Proof. For Equation (12)

@ = $GPY(P'H'L)
= S(GH"L
=0

For Equation (13)

(12)(©) @ H Y PP HTL)
LY H Y HTL
LY HH YL
= I
For Equation (14)
P©@ = PEHTH) P(PTIHTL)

PV HTTHY HTL
PV HH"HY' L
PYHEHTL
= 0
For Equation (15)

(P HT L)LY HHT P)
P—IHT(H—l)TP
PYHTTH) P

= P

@ @2)

(12)

(13)

(14)

(15)
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3.3 | Signing algorithm

The signing algorithm of the proposed signature scheme uses
both keys to sign a document as follows.

Signing Algorithm Sign(sk, pk, doc)

1. Use the hash function to compress the size of the
document to # bits

h(doc) < hash document doc

h(h(doc)) < hash h(doc).

2. Let s denote an # — £ bit vector such that
s < b(doc)(Q).
3. Construct a codeword ¢ using /(doc) and s

sigSGP — h(doc) + s(py).
4. Decode the codeword ¢ to obtain sig
5igSG « (sigSGP)(P™1)
stg$ < decode sigSG
sig — (sigH)(S™).

5. Use h(h(doc)) and the private key s& to construct the 7 — &
bit vector d
d — h(h(doc))(Q) + s.
6. Output 0 = (s7g, d) and send (sZg, d) and the document

doc to the receiver for signature verification.

Theotem 1. h(doc) + s(py) is a valid codeword of the code C (n, k)
with generator matrix G' = SGP.

Proof. Matrices S and P have full rank as they are non-singular
matrices. Therefore, the rank of SGP is £, and the rank of
P~VEH " Lis n — k. Further, the row vectors of SGP and the col-
umn vectors of P~ H 7 I are orthogonal. Therefore, P~ H T I
generates the nullspace of the space spanned by SGP. Hence,
the transpose of P~ 7 [ is a parity check matrix for the code
generated by SGP.

For a codeword ¢ € C (1, &), ¢H'T = 0 where G’ = 5GP =
Py is the generator matrix and H'7 = PT'HT L = O is the
parity check matrix

¢ = sig§GP = h(doc) + s(p,).

The vector s is equal to h(doc)(Q) so

sigSGP
sigSGP

h(doc) + h(doc)(Q)(p2)
h(doc) + h(doc)(ps).

Therefore, cFH'! = (sigSGP and
24

L‘H,T

h(doc)(Q) + h(doc)(p3)(Q)
h(doc)(Q) + h(doc)(Q)
= 0.

(]

3.4 | Verification algorithm

The verification algorithm of the proposed code-based digital
signature scheme is as follows.

Verification Algorithm 1er (o, pk, doc)

1. Use the hash function 4(+) to hash the received document to
construct A(doc) and h(h(doc)), and assign

a < sigSGP.

2. Use the public key (p, p3) and d to compute »; = s(p,)
which is an # bit vector

1 < s(pa) = b(b(doc))(p3) + d(p2).

3. Use the public key (p3) to compute 7, = s(p,) which is an #
bit vector
1y = 8(pa) = I(doc) (p3)-
4. If the condition
v =,

is not true, verification fails.

5. Use #; = s(p,) and A(doc) to compute
¢ < b(doc) + s(py).
6. Verification is successful if
a=c,

otherwise it fails.

35 |

Digital signature example

Let » =12 and £ =7 be the parameters of the code C'(x, £)
with

| 001 110

| 00 0 1 1

| 01 0 0 1
Gon=|2. 1 0 0 1 1 0],

| 001 01 0

| 10 01 0

| 101 0 0

0000011 |

1010100 |
Hy ey =1 0 0100 1 | 74

1101110 |

011000 0 |

Randomly select a matrix 4y of size &£ X (7 — £) and construct
the corresponding matrix A4, of size (n — £) X (7 — £) to obtain
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the random inverse parity check matrix

00 1 0 O
01 0 1 0
Ay 00 1 1 0
H'=|-|,4=[1 1 1 0 0],
A, 10 1 0 1
10 0 1 1
01 0 1 1
01 0 0 O
11 1 1 1
A2=81A1+[”_/€= 1 0 1 1 1
1 01 1 0
01 1 0 1
The matrices S, L, and P are
1 01 0 1 1 1
00 0 1 0 0 1
110 01 0 0
Sixe =11 0 1 0 0 0 Of,
01 0 0 1 0 1
00 0 1 0 1 1
1 0 01 0 01
01 0 0 O
1 0 1 1 0
L DX (k) = o1 1 1 0f,
0 0 1 0 1
11 0 0 1
o 0 0 0 0 01 0000 O0
o0 0100 O0O0OO0OTO0OTO0OTO0
o o0 o0 0 00 O0O0O0OT1TTO0TO0
o o0 0 0 00 O0O0OO0OTO0OT1T°O0
o0 0 0 0 0 0 0 0 0 01
P = o1 0 0 0 0 O0OO0OO0OTO0OTO0O0
M=l 0 00 00 0 0 10 0 0
o0 0 o0 01 0 O0O0O0O0O0
10 0 00 0OO0O0OO0OO0OO0O0
00 001 0O0O0O0O0O0O0
o0 0 0 0 0010000
o 01 0 0 O0O0O0OO0OTO0OTO0OTO0

1. Alice hashes a document doc using the hash function 4(+) to
obtain A(doc) of length # bits
h(doc) = 100011010010 and A(s(doc)) = 101001000101.
2. Construct an # — £ bit vector s such that s = h(doc)(Q)
s = 11110.
3. Construct a codeword h(doc) + s(p,) of the code C'(n, £)

S
Il

stgSGP = h(doc) + s(p,)
100011010010 + (11110)(p,)
100011010010 + 011111011001
= 111100001011.

4. Decodes the codeword to obtain szg = 0000110.

5. Decode 4 using sk and s

d = blh(doc))(Q) +s
(101001000101)(Q) + 11110
11011 + 11110
= 00101.

(@)}

. Output (sig, d) along with the document doc.
Bob verifies the signature as follows.

1. Use the hash function 4(*) to hash the received document to
construct A(doc) and h(h(doc)), and assign a = ségSGP.
h(doc) = 100011010010
h(b(doc)) = 101001000101
a = sigSGP = (0000110)(p;)
a = 111100001011.
2. Use Alice’s public key (p,, p3) and d to compute

n = hh(doc))(p3) + d(p2)
101001000101 (p3) + 00101 (p,)
101001000101 + 110110011100

= 011111011001.

3. Use Alice’s public key (p3) to compute

h(doac)(p3)
100011010010(p3)

= 011111011001.

s(p2)

4. Bob checks the condition #; = »,. Ifitis not true, verification
fails.
5. Having »; = s(p,) and given h(doc), Bob computes

¢ = h(doc)+ s(p)
= 100011010010 + 011111011001
= 111100001011.

6. Verification is successful if z = ¢.

It is recommended that every time the same document is
signed, the signing algorithm should generate a different digital
signature. This can be achieved by simply concatenating an # bit
random vector # with the document. However, this increases the
size of the signature, and the random vector should be output
along with (sig, d).

4 | PERFORMANCE ANALYSIS

As mentioned above, the computation time and low success rate
are the main obstacles to the widespread use of code-based sig-
natures. On average, the CFS code-based signature algorithm
will have to be executed 7! times to obtain a valid signature.
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TABLE 1 Code-based signature success rate and complexity.

Error Signature
correction Success generation Verification
Scheme capability (¢) rate complexity complexity
Proposed Any 1 o) O(#%) (with
integrity
check)
CES 50 (50H~1 o@! x %) o)
Modified 10 (1on=t O@! x %) o)
CFS

Abbreviation: CFS, Courtois—Finiasz—Sendrier.

TABLE 2  Signature length and public key size comparison (bytes).

Success Public Signature
Signature scheme rate key size size
Bliss-I [23] 0.63 2048 5734
Bliss-IT [23] 0.14 2048 5120
Bliss-IIT [23] 0.36 3072 6144
Bliss-1V [23] 0.19 3072 6656
qTeslalll [24, 25] 1 3103 2908
Dilithium [25] 1024 X 768 1 1188 2098
Falcon 1024 |24, 25] 1 1792 1260
Uniform 1024 [24, 25] 1 2099 2099
Proposed algorithm » = 256 1 16384 32
Proposed algorithm » = 512 1 32768 64

Modified CFS schemes have been developed with smaller values
of 7 to reduce #! [22]. Table 1 compates the success rate of sev-
eral code-based signature schemes and the proposed scheme in
terms of signature generation and verification complexity. The
approximate number of operations for signing and verification
with the proposed scheme is 372, including the integrity check.

The main competition for the proposed scheme is lattice-
based signatures which ate considered quantum secure. How-
ever, the signatures obtained are large [24]. The proposed
code-based scheme can reduce the signature length and the
computation time for signing, Table 2 compares the signa-
ture length of several lattice-based signature schemes and
the proposed scheme [23-25]. This shows that the proposed
code-based scheme has smaller signatures and requires less
computation time for signing, The size of the signature is a
main factor in the choice of a digital signature scheme. Fur-
ther, the proposed algorithm generates signatures of lengths 32
and 64 bytes compared to Bliss-IV with a signature of length
6556 bytes and a low success rate of 0.19 [23], and qTesla-1II
with a signature of length 2848 bytes [24, 25]. Speed is a criti-
cal factor in many digital signature applications such as online
banking, e-commerce, and blockchains, for example, Bitcoin
and Ethereum.

5 | SECURITY ANALYSIS

This section presents an analysis of the correctness, integrity,
and probability of attack success against the proposed scheme.
To protect the integrity of the transmitted signature, the verifica-
tion algorithm should detect if the signature has been changed
after generation or if a different secret key has been used to
construct the signature. The proposed verification algorithm
constructs »; and #, as follows

1 < $(p2) = b(h(doc)) (p3) + d(p2)

d

d(py)
d(p)

From Equation (15), (Q)(p,) = p3, therefore

h(h(doc))(Q) + s
(b(b(doc)) (@) + 5)(P2)
h(h(doc)) (@) (p2) + s(p2)-

1 = s(p2) = h(h(doc))(p3) + d (p2)- (16)

vy < 8(p2) = h(doc)(p3)

sigSGP = b(doc) + s(ps)
s(p2) = sig(pr) + b(doc)
s(p2)(p3) = sig(p1)(p3) + b(doc)(ps).

From Equations (9) and (10), (p1)(p3) = 0 and (p,)(p3) = po,

SO

vy = $(p2) = b(doc)(ps)- 17)

Thus, the same value of s(p,) is obtained using two different
approaches. In addition, #; does not depend on the signature szg
and », does not depend on the secret key although the integtity
condition is met when »; = »,. If an adversary uses a private
key other than the correct one or forges szg, then the condition
v1 = v, will not be met so verification fails. Hence, the integrity
of the signature is ensured by the condition »; = #,.

There are several attacks that an adversary can use in an
attempt to break a signatute scheme [3]. Public key and forgery
attacks are common attacks against digital signatures. A public
key attack (called a structural attack), is typically more suc-
cessful than a forgery attack. In this attack, an adversary tries
to discover the secret key, so the security of the public key
is critical. To increase the security of the public key, the pro-
posed algorithm masks the generator and parity check matrices.
Encrypted vectors s and d are used which increases the security.
Therefore an adversary cannot break the scheme and forge a sig-
nature that can be verified through generic, directed, or adaptive
chosen-message attacks [28].

The unforgeability attack is as follows [20].

1. The challenger uses the given code C'(#, ) to generate a pub-
lic key (pk) and secret key (s£), and then shares (p&) with an

adversaty.
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2. The adversary (a polynomial-time probabilistic machine),
provides chosen messages (documents) (doc, ..., doc,), and
the challenger provides valid signatures (0y,...,0,) in

response.

The challenger provides algorithm access to the adversary.

w

4. The adversary forges a new message and a signatute
(doc®,0*) and sends it to the challenger for vetification.
Note that (doc™) does not belong to the previously chosen
messages (docy, ..., doc,]).

5. The adversary wins if the verification is successful

U (doc*,0%) = 1.

An algorithm is secure when the probability of success is
sufficiently low (negligible)

Bl Adr,y) = 1] <e(¥)s

where Ady denotes the adversary and ¥ denotes the security
parameter [26, 27].

Consider the steps above. The adversary uses its secret key
(sk,) to sign a document and outputs (szg, d) to be verified by
the challenger. The challenger uses the verification algorithm
and reaches step 4

V1 =1,

h(doc)(p3) = h(h(doc))(p3) + d(p2)-

The left side (4(doc)(p3)) is independent of the adversary’s
secret key (s4,) while d on the right side was constructed using
the adversaty’s secret key during the signing process. Then

d = h(h(doc))(sk2) + h(doc)(sk),
and therefore

h(doc)(p3) = h(h(doc))(p3) + (h(b(doc))(sky) + h(doc) (5ky)) (P2)
(b(doc) + h(h(doc)))(p3) = (h(b(doc)) + h(doc))(sk2)(p2)

(P3) = (K2)(P2)-
From Equation (16) in Lemma 2, this is true if and only if
(ko) = (58)- i
Suppose an adversary selects (I~ (A1) P)~! as the secret
key. Then

@A ATt e p)
P A D@ H Y P
P HTN (AT P,

(s%2)(2)

so if (A"~ = A= H, (s&,)(p,) would be equal to (p3) and
the condition for the signed document is satisfied. In this case,
the adversary can forge a signature with respect to the given
public key and so is the winner.

P{(Adr,y) =1« Ploky = k] < PIA) ™ = A <€)

The matrix 7. is a square matrix so the inverse 77! has the
same size. However, the parity check matrix /7 is a full rank
non-square mattix of size (7 — &) X #, so A should be a full
rank matrix with the same dimensions. As noted in Section 3.1,
the inverse of /7 is not unique. Hence, the probability that
(H=1™! = H is negligible, so the proposed scheme is secure
against structural attacks [3].

Theotem 2. 7The inverse of the matrixe L~ (A~ P is not unique
and the probability of constructing a particular inverse of L~ (AT P
is negligible.

Proof. 'The matrix (A™1)7 has full rank and size (# — £) X 7.
Therefore, the public key Z71(A™)7 P is a full rank matrix,
and its inverse has 7 — £ columns, each of which can have 2%
different values. The number of valid inverse matrices is then
28X(=K) [21]. Hence, the probability of constructing a partic-
ular inverse of the public key 271 (A7) P is equal to Py
which is negligible for reasonable values of 7 and £. |

As a result of Theorem 2, the probability of an adversary
constructing a secret key using the public key is 27 *X(=4),
Therefore, the probability of an adversary signing a document

that can be verified is negligible

1
Hence, the probability of the adversary forging the signature
by accessing the algorithm is also negligible, so the proposed
algorithm is secure.

6 | CONCLUSION

The CES digital signature scheme was examined and its draw-
backs described. An approach to overcoming these drawbacks
was proposed. It was also shown that code-based digital sig-
nature schemes require significant computation time because
the cipher texts are only part of the vector space. In particu-
lar, the CFS scheme requires 7! executions on average, where #
is the error correction capability of the code, to obtain a valid
signature. The proposed code-based digital signature scheme
provides a practical solution to these drawbacks. It was shown to
be secure in that an adversary cannot forge a signature that can
be verified and it is secure against a structural public key attack.
Further, the probability of constructing the secret key from
the public key was shown to be negligible. Moreover, results
were presented which show that the proposed scheme requires
less computation time for signing than other code-based digital
signature schemes.
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