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ABSTRACT 

Economic and social activity is increasingly reflected in operations on digital objects 

and network-mediated interactions between digital entities. Trust is a prerequisite for many 

of these interactions, particularly if items of value are to be exchanged. The problem is that 

automated handling of trust-related concerns between distributed entities is a relatively 

new concept and many existing capabilities are limited or application-specific, particularly 

in the context of informal or ad-hoc relationships. 

This thesis contributes a new family of probabilistic trust metrics based on Network Re- 

liability called the Generic Reliability Trust Model (GRTM). This approach to trust mod- 

elling is demonstrated with a new, flexible trust metric called Hop-count Limited Transitive 

Trust (HLTT), and is also applied to an implementation of the existing Maurer Confidence 

Valuation (MCV) trust metric. All metrics in the GRTM framework utilize a common 

probabilistic trust model which is the solution of a general reliability problem. Two gen- 

eralized algorithms are presented for computing GRTM based on inclusion-exclusion and 

factoring. A conservative approximation heuristic is defined which leads to more practical 

algorithm performance. A JAVA-based implementation of these algorithms for HLTT and 

MCV trust metrics is used to demonstrate the impact of the approximation. An XML-based 

trust-graph representation and a random power-law trust graph generator is used to simulate 

large informal trust networks. 
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Chapter 1 

Introduction 

Human trust is a complex and context sensitive interaction of risk, value, experience, ex- 

pectation, uncertainty, social relationships, and individual human qualities [8,34]. Humans 

operating in a physical world use a variety of interpersonal skills and social arrangements 

to create and evaluate trust in others. As such, we have a intuitive notion of what is meant 

by the word trust and live in a rich social web which sustains our ability to trust other peo- 

ple and organizations, and thus interact in a range of situations [8]. In a network-mediated 

virtual world, where interaction is represented by the exchange of messages between dig- 

ital entities shown in Figure 1.1, trust is a fundamental challenge; identity is suspect, the 

exchange medium is suspect, and there is often no history of interaction or expectation of 

future interaction between particular entities [44]. Nevertheless, trust remains a require- 

ment for maintenance of cooperative social groups and online economic activity [8]. In the 

virtual world of the online auction site eBay, buyers and sellers do not know each other, 

with 98.9% of seller-buyer pairs conducting less than five transactions over a five-month 

period [43, Section 41. Yet, after being created in 1995, by 2002 eBay had 61.7 million 

registered users, 638 million listed items, and facilitated $14.9 billion dollars (US) in gross 

sales [19]. These results were supported by providing good-enough trust to an effectively 

anonymous community of ad-hoc buyers and sellers - 

"The key to eBay's success is trust. Trust between the buyers and sellers who 

make up the eBay community. And trust between the user and eBay, the com- 

pany." - eBay Web Site [20] 



I -  - - ,, Channel 

Figure 1.1. Abstract Trust Context - distributed entities exchanging messages. 

Trust can be viewed as a form of expectation, your expectation that someone will do 

what they say and treat you fairly; for example, that your car will return from the me- 

chanic in good running order and that you will only be charged for work and parts actually 

performed and installed. If trust is high, more uncertainty or risks will be accepted; for 

example, you will loan your car to your responsible daughter whom you have observed 

using good driving skills. If trust is low, additional controls and risk reduction strategies 

will be applied; e.g., you will accompany your daughter in the car, or you will limit her 

trips and passengers. The role of trust in human/social systems is to guide and support 

decisions where the outcomes depend on the good behaviour of others and where results 

cannot be completely controlled [8, 24,341. This lack of control represents the risk in the 

situation flowing fiom the dependence of the outcome on the actions of others - trust as 

" ... choosing to put ourselves in another's hands ..." [34, p. 41. There are many possible 

definitions of trust from a variety of fields of research, including the social sciences and 

philosophy [8, 341. For this thesis, the following simplifying definition of trust has been 



created: 

Definition 1.0.1 Trust is one's reasonable expectation of apositive outcome in a situation 

where there is less than full control over the actions of the participants. 

Computational trust (formal trust definitions or rules implementable in software) is an 

emerging field of research applying computational models to trust decisions associated with 

virtual environments [34]. For the rest of this thesis, the word trust should be interpreted 

as computational trust. Some solutions supporting aspects of trust in network-mediated 

interactions are available or emerging; for example, achieving identity authentication and 

message security through cryptography, evaluating past behaviour through reputations, and 

creating some expectation of future interaction through community membership [16, 24, 

431. Many of these solutions are limited or application-specific, and do not address the 

more general notion of trust [24]. Being able to validate the identity of another party and 

having a secure channel to communicate with that party does not mean they are not a crook, 

and online communities and reputations are often isolated, application-specific domains. 

Another perspective from which to view requirements for and application of trust rea- 

soning capabilities is information privacy: issues related to how various parties (including 

private individuals) decide with whom and how much information to share, and make these 

decisions using multiple information sources. Reputation in this context is a kind of credit 

or currency in an information-based economy. Being able to establish higher trust among a 

larger set of parties, with the help of mechanisms such as reputation, enables an organiza- 

tion to perform its function with greater scale and less friction. Generalized trust reasoning 

capabilities enables parties - individuals, corporations, human and software agents - to play 

fully empowered roles in a world of information-based, network-mediated relationships. 

1.1 Objectives 

The problem addressed by this thesis is a lack of generalized, decentralized, application- 

independent trust reasoning capabilities for use in ad-hoc, network-mediated environments. 



The specific focus of this thesis is on trust mechanisms supporting ad-hoc interaction within 

a large pool of potential interactors, such as Internet users, whek there exists relatively lit- 

tle direct knowledge nor formal relationships or explicit contracts, and without the normal 

face-to-face aspects of human trust [I]. To this end, this thesis contributes a new gener- 

alized computational trust model, the Generic Reliability Trust Model or GRTM, that is 

simple, flexible, and application and cryptography-framework independent. The proposed 

model, described in Section 3, is based on a novel application of the generalized proba- 

bilistic model of Network Reliability [12]. The seed of this generalization is also seen in 

the application-specific, confidence-based trust metric called the Maurer Confidence Valu- 

ation (MCV) [36]. The generalized nature of the new model is demonstrated with a new 

representation of the MCV metric and a new trust metric, Hop-count Limited Transitive 

Trust, which is faster and less complex than the MCV metric. Two exact algorithms are de- 

scribed for computing trust in the Generic Reliability Trust Model which, as with comput- 

ing reliability, represents a #P-complete problem [12]. Thus, a conservative approximation 

useful for larger networks has also been created. Experimental results are presented from a 

Java software implementation and trust network data simulated using a scale-free network 

topology based random power law graphs [42]. This thesis does not address the question 

of suitability of the proposed model and metric from a philosophical, social science or 

economic perspective, nor is a specific application presented. Neither is the quality of the 

proposed metric compared to existing metrics due to lack of objective quality measures [9]. 

The remainder of this thesis is organized as follows. Chapter 2 provides a background 

on trust modelling, including an abstract trust model definition and survey of trust models. 

Chapter 3 contains the definition of the Generic Reliability Trust Model (GRTM) and as- 

sociated trust metrics. The algorithms in Chapter 4 presents two general approaches and 

an approximation heuristic for computing trust metrics based on this model, and includes 

experimental performance results from a Java-based implementation. The proposed model 

and metric is compared to related work in Chapter 5. Finally, Chapter 6 concludes with a 

summary of the primary contributions of this thesis and suggestions for future research. 



Chapter 2 

Trust Modelling 

This chapter presents the necessary background to support the presentation of the trust 

model proposed by this thesis and allow comparison with previous work. A trust model 

is a limited definition of trust and associated mechanisms used in trust-related decision 

processing of software-based andlor network-mediated interactions [24, 341. The model 

is assumed to be limited in that it does not reflect all aspects of the richer notion of trust 

found in human interaction. Nonetheless, it is assumed that humans are the ultimate actors 

in situations requiring trust, for example through establishing policies or controlling the 

actions of software proxies, agents, or systems. The following sections continue with a 

description of an example application context and scenario, a definition of common aspects 

of trust models, a discussion of important concepts and issues related to authentication and 

security, and finally, a survey of existing trust models. 

2.1 Application Context and Scenario: Can Alice trust 

Bob? 

The assumed context of a trust model within this thesis is a distributed application involving 

digital entities exchanging messages as shown in Figure 1.1. The following application 

scenario, graphically depicted in Figure 2.1, provides additional context for many of the 

examples included in this thesis. 



Figure 2.1. Scenario: Can Alice trust Bob? 

Alice owns the rights to a set of movies. Alice delegates access grantingpower 

to Sally, who further delegates granting power to Sue. Similarity, Alice dele- 

gates authority to Tom who also delegates authority to Sue. Only Tom and Sue 

have direct knowledge of Bob. Bob purchases, from Sue, the right to play one 

of Alice's movies during a one weekperiod. 

Instead of looking at the particular mechanisms of delegation or ecommerce transac- 

tions, the trust models in this thesis will focus on the evidence and associated relationships 

supporting Alice's trust decision. The key question to be answered is, can Alice trust Bob, 

an entitypreviously unknown to Alice, when he submits his request to play this movie? 



2.2 Abstract Trust Model 

This section presents a general framework for a trust model definition, an abstract trust 

model, by defining the critical aspects common to the trust models encountered in the 

research for this thesis. This general perspective will be applied in Section 2.4 to summarize 

a variety of concrete trust models. 

2.2.1 Entities 

The entities within a trust model are the objects which are directly represented as subjects 

of trust. Entities represent the sources, targets, and intermediaries - people, agents, soft- 

ware objects, or systems - which are the subjects of, participate in, or provide supporting 

information for trust decisions. More generally, an entity is a particular personality or actor 

which you or others have had some experience with in the past, are currently interacting 

with, and/or expect to interact with in the future. The role entities play within some trust 

model depends the definition of the model and on the situation. There are three general 

roles of interest. The local or source entity is the entity attempting to reason about its sub- 

jective trust of another entity, called the remote or target entity. The local entity may use 

information supplied by third parties referred to as intermediate or recommender entities. 

Alice, Bob, Sally, Sue, and Tom are the entities in scenario of Section 2.1. From Figure 

2.2, Alice is the source, Bob is the target, and the others are recommenders. To say more 

than this, specifically, to say if or how much Alice trusts Bob, a particular trust model must 

define the necessary mechanisms to validate and measure the amount of trust represented 

by this set of entities and relationships. 

2.2.2 Trust Value 

A trust value, determined within any concrete trust model, is some measure or quantifica- 

tion assigned by a local entity to its belief in the trustworthiness of another entity. A few 

possible types of trust value include boolean, confidence, or discrete values such as {no- 



source: the entity 
asking the trust 
question 

I 

target: the entity 
which the source 
wishes to interact 
with \ 

through which transitive 
trust is constructed 

Figure 2.2. Annotated Alice to Bob Graph 

trust, partial, complete). The trust value will often indicate the expectation of a successful 

interaction, through which some desired outcome will be achieved. Table 2.2.2 from [34] 

provides one possible interpretation for ranges of confidence-based trust values. Marsh[34] 

provides an extensive discussion on the meaning of trust and definition of metrics. The ac- 

tual thresholds depend on the sensitivity and requirements of a particular application and 

situation, and the subjective perspective of the authoring entity. For example, Alice might 

trust the authenticity of Sally's identity with "high" confidence and assign the confidence 

value of 0.8. 

Trust is subject-matter specific; that Sally trusts Tom with her lawn mower does not mean 

she also trusts him with her car. Another way of expressing this often implied aspect of 

trust is found in the following expansion from [I 11: 

"A trusts B" is shorthand for "A trusts B about X under certain conditions" 



Value range 

ConJidence Val 

Trust Meaning 

Blind 

Very High 

High 

High medium 

Low medium 

Low 

re Interpretation 

Here, the subject-matter of trust is represented by "X", and generally refers to the spe- 

cific contexts or situations in which a trustor will trust a trustee; e.g. the borrowing of 

lawn mowers or cars. "Certain conditions" represents possible additional requirements of 

some trust model, such as how trust from certain authoritative sources might be required; 

for example, trusting a certain builder to perform a renovation on your house and also re- 

quiring they be licensed. Different trust models will vary as to whether and how much the 

subject-matter of trust can be specified. In [I], the term "trust categories" is used represent 

the subject-matter of trust. 

2.2.4 Trust Roots 

Trust roots, also called seeds of trust, are the assumptions represented in some trust model 

related to specific entities made by all entities in some community. These roots are the irre- 

ducible beliefs upon which the reasoning within a trust model is based. The label authority 

is often applied to an entity which is the subject of a trust root. 

A practical issue for any trust system is how the trust roots are determined by some 

entity. This is often achieved by some set of explicit statements of trust in specific entities 

configured into a client system. For example, within the Internet Domain Name System 

(DNS), a distributed database system which translates names from a hierarchical name 

space into various resource records such as a network address. The name resolution process 



Vertex: an entity (a person, object, machine, etc) 
Arc: a trust relationship from one entity to another 

Alice trusts Sally in some 
respect, to some degree. 

. Alice trusts Sally in some 

Figure 2.3. Basic Trust Representation as a Graph 

starts with a query to a name server trusted by the client and which may then refer the client 

to another server [38]. The trust roots in this example are represented by the configuration 

of the network services of a computer system with a list of network addresses for (trusted) 

default name servers. 

2.2.5 Direct Trust 

Direct trust is some entity's independent belief in the trustworthiness of another entity. Di- 

rect trust, and trust in general, is not symmetric; that Sally trusts Bob does not imply that 

Bob trusts Sally. The direct trust beliefs of an entity will include trust roots, the difference 

being that the trust roots refer to the beliefs shared by an entire community of entities, 

whereas direct trust refers to the beliefs of a single entity. From Figure 2.3, Alice directly 

trusts Sally, meaning in this case that she is willing to interact with Sally regarding two sub- 

jects; e.g. receive e-mail, send a credit card number, or receive (and use) recommendation 

information about another entity. 



2.2.6 Indirect Trust 

Indirect trust is some entity's belief about the trustworthiness of another entity which is 

derived from the beliefs of other entities. A reconzmendation, a term often associated with 

indirect trust, is a statement of direct trust about a remote entity made by an intermediate 

entity. If Alice makes the statement "Alice trusts Sue", this is direct trust with respect to 

Alice, but indirect trust with respect to anyone else. The combination of trust roots, direct 

and indirect trust represents all the belief information, or trust evidence, available to a trust 

model. This distinction between direct and indirect trust is another way to express the 

subjectivity of trust, the property that given the same trust evidence, the trust decisions of 

one entity may be different from another. 

2.2.7 Trust Metric 

A trust metric in a trust model is a definition of a function that computes a trust value from 

a collection of trust evidence; it defines how a given local entity can utilize evidence to 

reach a conclusion about the trustworthiness of a remote entity [33]. As implied by [33], 

and unlike all the other models surveyed, the metric is a distinct element of some model and 

there may be multiple metrics defined with a given model. From this perspective, a trust 

model represents a family of trust metrics. The value type of a metric may be different than 

the trust value of the associated model. The evidence from which the trust metric will be 

computed will be related to a particular situation - generally some application-specific in- 

teraction context - which is be represented within the trust model. One approach to produce 

a generalized boolean trust metric is to test a particular trust metric value against some ap- 

plication specific policy; for example, evaluating whether a confidence-based metric result 

r is greater than some minimum threshold value O [33]. 

Indirect trust, and trust generally, is not always transitive; that Sally trusts Bob, and 

Bob trusts Tom, does not always imply that Sally trusts Tom. Notwithstanding this general 

lack of transitivity, the conditions under which transitivity is allowed are a defining aspect 



of a trust metric and is an important mechanism for utilizing indirect trust. The transitivity 

rules of a trust metric will define if and how much trust can be established using indirect 

knowledge - trust through others. The term "conditional transitivity" has also been used 

to describe this aspect of trust [I]. Another general characteristic of indirect trust that can 

be observed is that given A trusts B,  B trusts C and the transitivity rules of some metric 

implying A trusts C,  A will tend to trust C less than how much B trusts C; that trust will 

usually decrease when it is derived using transitivity, and the decrease will often be directly 

related to some measure of the remoteness of the source. 

The subjectivity of trust can be viewed as an appropriate localization of trust knowl- 

edge, maintaining under direct control those critical assumptions used to make security- 

related decisions and preventing unintensional transitivity, the ability of another entity to 

effect the trust assumptions of the local entity without its explicit consent [l  11. This view 

of transitivity is also reflected in the legal maxim: delegatus non potest delegare, mean- 

ing that a delegate cannot appoint another'. Use of non-localized trust knowledge is often 

explicitly managed through use of recommendations [I], including some way to represent 

trust in the recommender and additional rules controlling how a local entity can make use 

of the recommendations. This use of recommendations addresses the concern of uninten- 

sional transitivity by forming explicit consent by a local entity to have its trust decisions 

influenced by recommender entities. 

The subjectivity and scalability of a trust model are determined by the specification of 

a particular trust metric. If the metric does not support any transitivity and there are no 

trust roots in the model, then all trust will be strictly localized or personal, based solely 

on the local entity's beliefs. Given an objective of scalability, having a strictly local per- 

spective from which to establish trust presents a significant limitation on the number of 

potential interactors. For example, in a dyadic interaction pattern where both parties re- 

quire trust and there is no indirect trust or trust roots, the set of potential interactors will 

be reduced to a fragmented collection of small cliques or closed communities where all 

l ~ h e  Free Online Dictionary - URL http://legal-dictionary.thefreedictional 



parties are symmetrically known and trusted by each other. It is for this reason that indirect 

trust utilizing the so-called "weak ties", bridge individuals through which smaller social 

clusters are connected, is so important in social networks. These weak times establish the 

connections with other social clusters and enable wide spread communication in networks 

of larger populations [25] .  

Additional characterization of a model and metric are possible by looking at the basis 

of the metric. Three general types of metrics are Chain-of-Proof (COP), Arithmetic, and 

Probabilistic. The arithmetic type metric combines evidence using simple arithmetic oper- 

ations; for example, computing the average value of an assigned trust level. The Chain of 

Proof or COP type metric performs a boolean validity test using a chain of evidence: if each 

link in the chain is valid and correctly linked to the next, then the chain as a whole is valid. 

The probabilistic type metric incorporates some probability-based measure, such as risk 

or confidence, and combines multiple pieces of evidence in some probability-preserving 

operation. 

2.3 Trust, Security and Related Concerns, Systems, and 

Mechanisms 

This section clarifies the meaning of some concepts and terms often associated with trust. 

In particular, identity and reputation play important roles in practical trust mechanisms. 

As well, trust can often require associated properties of security. These concepts will be 

clarified here in the context of the trust perspective of this thesis. 

2.3.1 Identity, and Reputation 

An identity, or ID, is an label used to refer to an entity; for example, a person's name. 

The relationship between an identity and an entity is generally many-to-many, identity in a 

distributed system is an abstraction without necessarily any correspondence to actual enti- 



ties; different identities do not necessarily represent distinct entities. For example, a person 

may have multiple login IDS on a computer system and some transaction processing sys- 

tems perform load-balancing by sending requests for the same service to different physical 

machines. Because of the central role unique entities play in considerations of trust (see 

Section 2.2. I), additional mechanisms to restrict this relationship are required. Identity 

trust is the confidence in the one-to-one mapping between an entity and a identity; that an 

entity is who s h e  says that s h e  is and that the same identity used by multiple parties refers 

to the same entity. Identity authentication is the verification of the identity of an entity [24]. 

A trust mechanism is a defined trust model and trust metric, along with mechanisms for 

handling of trust evidence and application interfaces for obtaining trust metric results. A 

trust system is an operational trust mechanism including associated administrative mech- 

anisms. Practical issues associated with any trust-related system or mechanism include 

managing trust roots and the method of identifLing and authenticating entities. 

Identity trust is fundamental in any trust system; unless you can confidently associate 

an identity to a given entity, there is no foundation on which to reason about trust using 

identity-specific information [18]. Information about an entity with the identity X is useless 

without some confidence that the subject entity is actually X. Is the entity that Alice is 

attempting to interact with really Bob, and is it the same Bob that Tom and Sue know? Is 

Bob really a dog?2 Thus, the larger notion of trust is built upon identity trust and as a result, 

the terms authentication and authentication systems, a collection of security mechanisms 

which validate the purported identity of a given entity, are sometimes mistakenly used 

as synonyms for trust and trust system. Rather, an authentication system can be viewed 

as an example of a limited trust system focused on the limited subject-matter of identity 

authenticity. 

A reputation system collects the interaction experience of many entities and provides 

2 ~ h i s  question refers to the famous 1993 New Yorker cartoon by Peter Steiner with the caption "On the 

Internet, nobody knows you're a dog." (page 61 of July 5, 1993 issue of The New Yorker, (Vo1.69 (LXIX) 

no. 20) - available online at http : //www .unc . edu/depts/ jomc/academics/dri/idog . html 



access to some metric representing a given entity's reputation, an objective measure of ag- 

gregate past behaviour. The goals of a reputation system are to provide information that 

allows trustworthy and non-trustworthy participants to be distinguished, encourages parti- 

cipants to be trustworthy, and discourages the participant of non-trustworthy participants 

[44, 431. A reputation as defined here is not subjective like trust; if two entities query the 

same reputation system at the same time about the same subject, they should receive the 

same result. Reputation systems are a possible source of information for use in making a 

trust decision. As entity activity is reported using some identity, as in a general trust system, 

identity trust is also fundamental to operation of a reputation system. For example, buyers 

use the eBay Feedback system as an aid to decide whether to proceed with a ecommerce 

transaction with some seller by accessing the feedback rating associated with the seller's 

eBay identity [44, 431. An example of a violation of identity trust in this case is where 

control of an identity with a good reputation is moved from the entity which participated 

in successful transactions to some other, possibly untrustworthy, entity. After this transfer, 

potential buyers making a purchase decision based on the reputation associated with this 

identity may be exposed to a risk of loss higher than they expect. 

Another example of the problem associated with the lack of identity trust, in the context 

of distributed systems reliability, is the assumption of some limited proportion of faulty 

entities within a system. The Byzantine General's Problem is a model of components in a 

reliable distributed computer system where the distributed components represent generals 

who can only communicate via a messenger and faulty components represent traitors. The 

problem here is how the loyal generals (non-faulty components) reach some common plan 

of action, and to prevent the traitors from causing the loyal generals to adopt a bad plan. 

No solution exists to this problem unless more than two-thirds of the generals are loyal; 

in other words, it is required that there be at least 3rn + 1 distinct nodes (generals) to 

cope with m faulty nodes (traitors) [6, 321. In a Sybil Attack, an attacker uses multiple 

identities to impersonate distinct entities and in so doing undermine any assumed mapping 

between identity and entity and hence the actual number of distinct entities. This may allow 



the attacker to violate any assumed proportion of faulty nodes, and thus compromise the 

reliability of such a distributed system [18]. 

2.3.2 Security 

Security-related mechanisms are utilized by many trust models to be surveyed later in Sec- 

tion 2.4. A brief overview of security and cryptography concepts and their relationship to 

trust is presented in this section. The key point to make about the relationship between trust 

and security, can be summarized as: 

Trust # Security. 

Security in computer information systems is the expression of some combination of 

the properties of availability, confidentiality, non-repudiation, and integrity of data and the 

authenticity and authorization of users [14, 16,391. A security model for a distributed sys- 

tem looks at how to secure the processes representing the interacting entities, the channels 

used for interaction, and the information objects which are the subject of interaction [14]. 

Authorization is the assignment of rights to an entity to perform specific actions with some 

constraints [35, 241. Cryptography is the study of mathematical systems for securing data 

and in particular creating messages characterized by some combination of being conjiden- 

tial, meaning no unauthorized extraction of information, signed, and unmodified [16,40]. 

Cryptography offers mechanisms supporting security and these properties of security are 

important foundations for trust systems, especially in the context of untrusted public net- 

works such as the Internet. 

Informally, a cryptographic key, or key, is a relatively small piece of data, for example a 

few hundred bits, used by a cryptographic algorithm to perform encryption and decryption 

on subject data, also called plain-text; without the correct key it should be computationally 

impractical to determine the original value of data encrypted with that key. Some form of 

cryptographic key is the secret shared among entities used to create a secure communica- 

tions channel. Public key cryptography consists of asymmetric cryptographic techniques 



involving a pair of keys: apublic key accessible by anyone, and aprivate key known only 

by the entity associated with the key-pair. In such a system, a message can be encrypted 

using a public key in such a way that it can only be practically decrypted with the match- 

ing private key, and the private key cannot be practically computed from the public key 

[16,40, 151. Conceptually, a digital signature Shf associated with a message M is a digest 

of M processed with the private key KVivat, in such a way that anyone with the matching 

public key Kpublic and the signed document, M + SAJ, can validate that the signature was 

created using the associated private key KVivate and message M has not been modified. 

Thus, a signature is proof of both the authenticity of M and that the holder of key Kprivate 

was the source of M. Public key certiJicates or Digital certijicates, such as the X.509 

certificate, are signed documents containing standardized information items which bind a 

public key these item values, one of which is generally the identity of the subject entity 

controlling the associated private key3. If Sally signs Bob's public key identity certificate, 

Sally is asserting that she believes the contained public key really is Bob's. A certijicate 

chain is a set of certificates C1, C2 , .  . . , Ck, where the subject entity of Ci is the signing 

entity of Ci+l [36, 40, 281. An example is a chain composed of Sally's certificate signed 

by Sue and Bob's certificate signed by Sally. 

Public key cryptography has a number of applications related to message security and 

identity authentication operations [16, 401. Any user can create a confidential message 

for entity B by encrypting it using B's public key. Message contents and sender can be 

authenticated using a signature created by the sender, which if saved also serves for non- 

repudiation. A user can be authenticated requiring them to sign a randomly generated value 

with their private key, which is then validated using their public key. Creating a secure 

3~enerally, certificates contain more information than the public key value and subject identity, such as 

the identity of the signing entity, an expiry date for the certificate, and the amount of effort that went into 

authenticating the identity of the user. In the case of a CA, this is description of the authentication effort is 

called a certificate practice statement or CPS. Certificates can be used to represent more than key-identity 

bindings; for example, they can contain a specification of rights granted to the subject entity by the signing 

entity. 



channel between entity-pairs without a previous security relationship - i.e. without an 

existing shared secret - can be achieved through a variety of key exchange or establishment 

protocols. An outline of one possible protocol is as follows: 

1. A is in possession of B's public key. 

2. A creates a symmetric or session key K ,  encrypts it using B's public key, and sends 

the encrypted key to B. 

3. B decrypts the message containing K using his private key. 

4. A and B exchange messages using key K .  

A common example of this last application of public key cryptography is the establishment 

of a secure channel between a web browser (client) and a web site (server). The presence 

of the lock symbol in a user's browser window indicates that a secure channel has been 

established with the associated web site using a symmetric key establishment protocol such 

as Transport Layer Security (TLS), which is based on the Secure Socket Layer protocol 

(SSL) [15]. Without public key cryptography, some other secure communication channel 

would be required to establish the shared secret; for example, Alice might call Bob on the 

telephone and they could verbally agree on a symmetric key. This communication channel 

perspective offers an alternate definition of trust: 

"Trust is that which is essential to a [establish a secure] communication chan- 

nel but cannot be transferred from a source to a destination using that channel." 

[231 

When using cryptography, the security of keys is the basis for secure communications; 

how an entity obtains and validates the public key of another entity is a critical challenge 

in applying public key techniques [36, 401. Suppose Alice found Bob's public key on 

some web site. Without a way of authenticating that this is really Bob's public key, this 

key is useless. Alice cannot know whether some other entity, say Ralph, has supplied 

their own public key and associated it with Bob's identity - this is known as the man- 

in-the-middle attack. In this attack, Ralph could decrypt messages intended for Bob, and 



possibly invisibly perform other operations that invalidate the security of the messages sent 

between Alice and Bob. If Alice instead obtains a public key certificate for Bob, from any 

source, which is signed by someone Alice recognizes (i.e. she knows their public key) and 

furthermore she trusts them to perform certificate authentication, then she should be able 

to use the contained public key for secure communication with Bob [36]. Some of the trust 

models surveyed in Section 2.4 directly address this problem. 

Cryptography generally provides mechanisms to provide security, not trust. While se- 

curity and the authenticity of identity are necessary conditions for trust, they are not suffi- 

cient to establish trust as defined in this thesis; being able to authenticate someone's iden- 

tity does not mean they are trustworthy, and being able to communicate securely with some 

ecommerce web site does not mean that the operators of that business are competent. From 

this perspective, the abstract trust model of Section 2.2 identifies the particular concerns, 

beyond security, to be addressed by a trust system. 



2.4 Survey of Existing Trust Models/Metrics 

The following is a survey of existing trust models. The selected models present a range 

of abstract trust model structure and underlying theoretical trust metric, with at least one 

model-metric pair from each of the metric types described in Section 2.2.7. Each trust 

model is considered in enough detail to expose all of the elements of the abstract trust 

model introduced in Section 2.2. 

2.4.1 X.509 PKI 

A public key infrastructure, or PKI, is a system for creating and accessing public keys and 

validating the association between a public key and an identity [40]. The purpose of a PKI 

system is to ensure that a given public key is correctly associated with the subject entity 

who owns the associated private key [28, Section 3.11. X.509 PKI is a particular instance 

of a PKI standardized by the PKIX working group of the Internet Engineering Task Force 

(IETF or www.ietf.org). It utilizes a centralized model where a small set of certificate 

authorities, or CAs, sign public key certificates using the X.509 identity certificate standard 

and containing the binding between a public key and a subject identity [27,28]. A summary 

is provided in Table 2.2. 

All users of the X.509 PKI system must configure a small set of CAs as trust roots 

through which to validate all certificates; any certificate signed by such a root CA will be 

deemed to be authentic if the signature can be validated using the associated public key of 

the trust root. This centralized structure was created to ensure a restricted administrative 

structure to prevent errors and promote ease of use for unsophisticated end users [28]. 

Note: Web browsers such as Microsoft's Internet Explorer include a set of root certificates 

for CAs from organizations such as VeriSign, enTrust, and AOL Time Warner. Alice will 

accept Bob's public key as valid if she can construct a chain of CA certificates, starting with 

a CA that she has directly authorized and ending with the CA who signed Bob's certificate. 

"Alice can use [a] chain of certificates if and only if she trusts every entity in the chain 



between her and Bob" [36, Section 2.21. If a CA is compromised, then any certificates 

validated using the signature of that CA may not be valid. For example, this potential arose 

in January 2001 when VeriSign (a CA) issued two certificates to an individual fraudulently 

claiming to be an employee of Microsoft [lo]. The complete set of CAs trusted by Alice 

will form a hierarchy, with the root CAs at the base. One way to model Alice and Bob 

scenario described in Section 2.1 using a PKI is shown in Figure 2.4. Here, the intermediate 

entities Sally, Sue, and Tom are represented as CAs. 

Figure 2.4. Alice-Bob example using PKI 

Public key authenticity is the subject-matter of a public key infrastructure when viewed 

as a trust model. Any trust derived through this system only relates to the authenticity of the 

key-identity binding; it does not necessarily mean you can trust the entity behind a given 

identity to perform a particular action [21]. The configuration of a root or trusted CA in 

your computer effectively means three things: 

1. you assume that the public key associated with the CA's identity is valid, 

2. you trust that organization controlling that CA's private key to correctly authenticate 

public key-identity associations (via a PKI certificate), and 

3. you similarly trust any CA to which you can establish trust via a certificate chain. 



Aspect 

roots 

entities 

subject-matter 

direct 

indirect 

metric 

implementations 

Table 2.2. Trust Model Summary for PIU 

Description 

root CAs, configured into operating system or Internet browser ap- 

plication 

certificates binding a public key to an entity with a given identity 

public key validity 

digital certificate represents the signing entity's recommendation of 

the validity of the contained public key and its association with the 

contained identity. 

a chain of certificates, each signed by a CA 

binary: a certificate or certificate chain is valid and not expired, or 

not valid (cannot validate) 

commercial authentication and certificate services, built in to a vari- 

ety of applications including email clients and browsers, and is the 

basis for secure socket layer (SSL) validation 



2.4.2 PGP 

The Pretty Good Privacy system, or PGP, is an open-source public key cryptography frame- 

work created by Phil Zimmermann in 199 1. OpenPGP is the name of an IETF standard cre- 

ated in 1997 to define PGP independent of its (first) implementation, and is also the name 

of an alliance of companies, openpgp.org, offering OpenPGP-based products and services 

[7] .  These systems use a combination of public key and symmetric cryptography to provide 

security services for electronic communications and data storage. For the purpose of this 

thesis, OpenPGP and PGP are synonymous. A summary of the trust model of PGP is in 

Table 2.3 

Similar to X.509 PKI, identity-key bindings are authenticated by being signed by some 

entity trusted to perform this function. Unlike PKI, any user can sign a public key cer- 

tificate, PGP does not restrict this function to a predefined set of centralized certificate 

authorities. PGP uses a decentralized system of trusted introducers, who operate in a simi- 

lar role to a CA - hence, PGP's trust model is sometimes referred to as a web of trust. When 

Alice signs Bob's certificate, she is introducing Bob's key to anyone who trusts Alice as an 

introducer [48]. 

Indirect trust is a consideration within PGP when a subject entity cannot directly verify 

the authenticity of a public key and must instead rely on the judgment of other users [41, 

Section "Managing Keys"]. In this case, as is the case with X.509 PKI, the question of trust 

is focused on the narrow subject-matter of authenticity of key-identity binding; the decision 

to accept another entity's claim of the authenticity of a public key-identity binding not in 

your local trust knowledge base. The trust knowledge base in PGP is a set of certificates, 

with associated trust levels, called a key-ring and stored on a user's machine. There are 

no trust roots in PGP, unlike the centralized CA role in X.509 PKI; each user must inde- 

pendently evaluate and configure the entities that can act as recommenders. While there 

are centralized key-servers for PGP, systems offering public access to the public-keys of 

multiple entities, they are simply repositories, they do not act as signing authorities and 

keys obtained cannot be assumed to be authentic. 



There are two types of trust that can be expressed through PGP; trust in the authenticity 

of a key, and trust in a key holder to act as an introducer. For the former, the Signature 

Type indicates the amount of verification the signer has performed on a key, a measure 

which is conceptually similar to the certificate practice statement of a PKI CA [7, Section 

5.2.11. For the latter, the concept of a trust level is used, where level n trust asserts that 

a key is trusted to issue level n - 1 trust signatures [7, Section 5.2.3.121. Thus, a meta- 

introducer can recommend (by signing) another key at the lower introducer level. A key is 

trusted as authentic when it is signed by the local key (i.e. direct knowledge), signed by one 

completely trusted key, or signed by k marginally trusted keys, where k is two by default, 

but can be set higher by individual users. Using the Alice and Bob scenario of Section 2.1, 

since Alice does not have any direct knowledge of Bob, she needs to evaluate her transitive 

trust in Sally and Tom to act as an introducer. A possible representation of the PGP trust 

relationships in this scenario is in Figure 2.5. 

Figure 2.5. Alice-Bob example using PGP 



Aspect Description 

roots Trust Packet datasets (key-rings) specifying which key hold- 

ers are trustworthy introducers. 

entities key holders, represented by keys. 

value an entity, represented by its key, is assigned a trust level from 

{unknown,untrusted,marginal,complete,implicit}, where 

implicit is the highest and applied to the local entity's keys. 

As well, keys have a validity level of {invalid,marginally 

subject-matter key authentication 

direct as trust level assignments on keys in a local key-ring: direct 

knowledge, introducer, meta-introducer 

indirect limited to a maximum of two intermediate entities; meta- 

introducer and introducer 

metric 

implementations 

a key is valid if it is signed by the local entity or a suitable 

number of trusted keys 

commercial and open-source products available for authen- 

tication and file encryption services, plug-ins available for 

email clients 



2.4.3 Trust Management 

Blaze, et.al. [35] define Trust Management as a unified framework for evaluating security 

policies and credentials to make decisions regarding the authentication and authorization 

of entities to perform certain operations or access certain resources. A summary of the 

KeyNote implementation of this model is provided in Table 2.4. Using a trust management 

approach, access to certain operations or resources is controlled by issuing authorized en- 

tities a certificate, also called a credential assertion, specifying the authorization, and cre- 

ating application-specific security policies specifying which certificates can perform con- 

trolled operations or authorize other certificates (delegation). An application controlling a 

certain operation or resource presents to a trust management system some requesting en- 

tity's certificate and the application's local security policies. The trust management system 

evaluates the certificate and security policies and returns an "allow" or "disallow" to the 

application. This approach has also been called decentralized trust management since the 

point where the control is implemented is separate from where the authorization is evalu- 

ated. The KeyNote system [4], which superseded the PolicyMaker system [4], has a simple 

application-independent language for specifying security policies and is an implementation 

of a trust management system. 



Aspect 

roots 

entities 

subject-matter 

direct 

indirect 

metric 

implementations 

ble 2.4. Trust Model Summary for KeyNote 

Description 

local policy assertions 

called principles; perform or authorize other entities to per- 

form controlled actions. 

access control based on security policies. 

security policy statement about a particular certificate. 

delegation of authorization. 

programmable: e.g. binary {'reject','approve') or discrete 

{'none','restricted','full') 

KeyNote system has been used in a variety of access control 

applications such as digital rights management and network 

control. 



Table 2.5. Trust Model Summaw for Distributed Trust 

Aspect Description 

roots 

entities 

values 

subject-matter 

direct 

indirect 

metric 

implementations 

trust statements in local database 

generalized software agents 

integers; from -1 for distrust to 4 for complete trust 

trust category of trust statements 

statements of direct trust and recommendation trust 

chain of reputation statements created from localized trust 

knowledge and communicated via a recommendation proto- 

col 

average of all recommendation values, trust of a recommen- 

dation is the product of the normalized recommendation trust 

(rec-trust_value/4) and the reputation making up the recom- 

mendation chain 

none known, subsequent proposals for virtual communities 

2.4.4 Distributed Trust 

In [I], Abdul-Rahman and Hailes propose a distributed trust model using recommenda- 

tions. A summary is provided in Table 2.5. It is termed distributed as it provides a gen- 

eralized model for sharing and reasoning about trust knowledge between distributed enti- 

ties. Each entity has a database of trust statements specifying the subjective trust value of 

remote entities and recommendations from remote entities. Trust statements are subject- 

matter specific; a "trust category" in the statement specifies the aspect of trust. Trust in 

remote entities, entities which do not exist in the local database, can be derived using a rec- 

ommendation protocol to obtain reputation information from remote entities. This model 

also includes support for searching for relevant trust recommendations and performance 

improvements through caching of recommendations. 



2.4.5 Network Flow Trust Metric 

In [33], Levien and Aiken define the Network Flow Trust Metric to determine the authen- 

ticity of a public-key certificate using a set of digitally signed public key certificates. The 

trust value computed by the metric indicates the presence of a sufficient number of indepen- 

dent certificate sources, where sufficiency is determined by some application. Associated 

with this metric is the concept of the attack resistance of a trust metric and associated PKI 

system, a measure of the number of keys that must be compromised before the system will 

accept an invalid namekey binding [33]. The following is a description of the network flow 

model and its application by the trust metric. A summary is provided in Table 2.6. 

From [5], a network is defined in terms of a digraph G = (V(G) ,  E(G)) ,  a source 

vertex s  E V ( G )  and a sink vertex t  E V(G) ,  s  # t ,  and a nonnegative capacity function 

c(a) , a  E E (G)  . If f is a real-valued function defined on E (G), and if K & E (G) ,  denote 

CaEK f (a) by f ( K ) .  Furthermore, if K is a set of arcs of the form ( S ,  3) = { (u ,  v )  : u  E 

S  and v  E S ) ,  write f + (S )  for f (s, 3) called the flow out of S ,  and f - ( S )  for f (3, S )  

called the flow into S. AJEow in a network is a nonnegative function f (a) defined on E(G) 

such that 

for all arcs a, 0 5 f (a)  5 c(a) , called the capacity constraint, and (2.1) 

for all v  @ { s ,  t ) ,  f +(v)  = f - (v)  , called the conservation condition. (2.2) 

The value of a flow is the resultantJEow out of s, which is f +(s)  - f - ( s ) ,  or the resultant 

flow into t ,  f - ( t )  - f +(t) .  A flow f is a maximal flow, or maxJEow, if there is no flow f '  

such that f' > f .  

In the Network Flow trust metric of [33], also called the unit capacity maxfrow metric, 

a set of public key certificates are represented by the digraph G as follows. Key a  is 

represented as a vertex v, in V(G) .  A certificate containing key a  signed by key b is 

represented as the arc (v,, vb) in E (G). Let dist ( s ,  t )  be the length of the shortest path in 

the digraph G from vertex s  to vertex t .  The general approach of this metric is to define 

node capacity functions on V ( G )  which place lower values on vertices that are farther away 



from both s and t, based on the value of dist(). 

Let succ(s) be the successor set of s, the set of vertex v where there exists an arc 

of the form (s, v) E E(G). Let d be the minimum of number of signatures required to 

authenticate a certificate. The following are example functions from [33] used together to 

determine the capacity of a vertex. 

m a )  i fd is t (s ,v)= 1 
f s ( 4  = > 

if dist(s, v) 2 2 

Using these functions, the node capacity function C for a given s, t and assuming a in- 

degree d for every vertex in V(G) ,  is as follows: 

This capacity function is defined to result in a maxflow value of one should all relevant 

vertices in G have the required in-degree d, hence the "unit capacity" portion of the met- 

ric's name. Any target vertex with an in-degree < d will have a maxflow value less than 

one. Thus, the assumed in-degree d acts as the parameter which determines the minimum 

required evidence for a source to trust the authenticity of an indirect target. An application 

determines the required in-degree d and calculates C as above. The maxflow value from s 

to t in G indicates whether the set of certificates represented by G are sufficient evidence of 

the authenticity o f t .  Generally, this maxflow value is used in a threshold test: if maxflow 

from s to t is 2 8, then s will trust that key t is authentic. 



Table 2.6. Trust Model Summary for the Network Flow Trust Metric 

I subject-matter I public key authentication 

Aspect 

roots 

entities 

1 direct 

Description 

subjective 

public-keys 

I a signed certificate 

I 

I indirect I a certificate chain 

metric maximal network flow with a specialized capacity 

function 



2.4.6 Bayesian Network 

The Bayesian Network-Based Trust Model, denoted here as BNTM, created by Wang and 

Vassileva [46] uses probabilistic techniques to model and share different aspects of trust. A 

summary of this model is in Table 2.7. The general notion of trust in BNTM is the compe- 

tence to provide some service. The model is described in the context of a client selecting a 

server, called theJileprovider, from which to download a file. File requestors and providers 

are part of apeer-to-peer, or P2P, system, meaning individual entities, or peers, can act as 

both client and server, and there is no centralized server or trusted authority to indicate the 

best provider to serve a given client request. A Bayesian network and its application in this 

trust model are described below, as well as an outline of how recommendations are used 

and trust is computed. 

From [29], a causal network is a directed acyclic graph G = (V(G) , E (G)), where each 

vertex v E V(G) has finite number of mutually exclusive states and each arc a E E(G) 

of the form (u, v) represents a causal relationship from u to v, meaning an increase in the 

certainty of u has the effect of increasing the certainty of v. For a vertex v with entering 

arcs of the form (ul ,  v), . . . , (uk, v), the set of vertices {ul, . . . , uk) are the parents of v. 

The vertices of a causal network can represent different aspects of trust. In the case of the 

BNTM, four vertices are used to represent a provider: 

1. the provider's competence (T) in providing files with states { "satisfiing ", "unsatis- 

fiing "1, 
2. download speed (DS) with states { "Fast", "Medium ", "Slow") , 

3 .  file quality (FQ) with states { "High", "Medium ", "Low"), and 

4. files types (FT) offered with states { "Music ", "Movie ", "Document", "Image ", 

"Software"}. 

Using a causal network, the BNTM represents the general concept of trust as the proba- 

bility that the transaction will be satisfactory P(T = "satis f yin.gn). The causal network 

represents the relationship between trust and three more specific aspects of the transaction: 



Figure 2.6. Causal Network for Trust in a File Provider 

the speed, quality, and types of files provided. This is shown in Figure 2.6. Continuing 

from [29], if the vertex A has the states a l ,  . . . , ak, then P(A) is a probability distribution 

over these states: 

where xi is the probability of A being in state ai. Let P(A, B) be the probability of the joint 

event A A B. The conditionalprobability statement "given the event B ,  the probability of 

the event A is x" is represented as P(A1B) = x and the fundamental rule is: 

Bayes ' rule and Bayes' rule conditioned by C are: 

If A is a vertex with the states a l ,  . . . , n, and B is a vertex with the states bl,  . . . , b, , 

a conditional probability table or CPT representing P(AI B)  is an n x m table, with cell 



( i ,  j )  containing the number P(ai 1 b j ) ,  and is denoted here as C PTA . A Bayesian network 

or BN is a causal network G = ( V ( G ) ,  E ( G ) ) ,  where for each vertex u E V ( G )  there 

is an associated conditional probability table P(ulvl,  . . . , vk) ,  where { v l ,  . . . , v k )  are the 

parents of u .  The jointprobability distribution P (U) ,  where U is a subset of V ( G ) ,  can be 

calculated using BN chain rule [29]: P(U)  = n,,, CPT, . No further details of inference 

calculation using a Bayesian network are covered in this thesis. 

In the BNTM, there is a Bayesian network maintained by every peer for every file 

provider of interest to that peer. Each BN is composed of the four vertices {I: FI: FQ, DS),  

shown in Figure 2.6. Each peer in the network also maintains counts of file downloads for 

each provider p of interest: total files downloaded T,, and subtotals for the states of the BN. 

Let the total files counted for given vertex v representing an aspect of provider p be denoted 

as v,,,tat,; for example, the total music downloads are denoted FTp,Music. In addition, the 

subtotal number of downloads for each aspect which are also T = "satisfying" is denoted 

as Tp,satisfying,aspect="state" ; for example, the total count of music downloads which were 

satisfying is Tp,satisfying,FT="Music". The subscript p will be omitted if obvious in context. 

The conditional probability table for each vertex of every BN in every client is calculated 

using Bayes' rule and, in the example application, the file download counters associated 

with a given provider. For example, the value P(FT  = "Music" IT = "satisfying") 

for a given provider is the probability that the file downloaded is a music file, given the 

download is satisfying. It is computed as follows: 

P(FT  = "Music", T = "satisfying") 
P ( F T  = "Music" IT = "satisfying") = 

P(T  = "satisfying") 

- - 
Tsatis fy ing ,~T="Musicn  Tsatis f y i n g  ' total . total 

Recommendations in [46] are one peer's answer to another peer's query of the competence 

of a certain file provider. The answer to a query such as P(T = "satisfying" J F T  = 

"Music", F Q  = "High") is calculated from the recommending peer's BN for the given 

provider. All recommendations for a given provider received by a peer are combined after 

being weighted by a recommendation trust value representing that peer's trust in the rec- 



ommending peer to act as a reference. After a peer interacts with a provider, it updates 

its file counters and recalculates the CPTs in the associated BN. It also updates the recom- 

mendation trust values associated with all peers that provided a recommendation for this 

provider; the values are adjusted upward or downward based whether the recommendation 

was below or above the resulting interaction satisfaction. Another form of learning asso- 

ciated with the reputation of peers and providers is gossiping; here, agents exchange and 

compare their Bayesian networks for a given file provider. 

Representing the aspects of trust in a Bayesian network allows a peer to infer additional 

aspects of trust in file providers when they do not have prior interaction results related 

specifically to that aspect. For example, the probability that a file provider is trustwor- 

thy in providing music files with high quality can be calculated using a BN as P ( T  = 

"satisfying" I F T  = "Music", FQ = "High"). The construction of the Bayesian net- 

work requires repeated interactions; hence, it is applicable to commerce interaction within, 

for example, a group of specialized collectors, where there are likely to be repeated inter- 

actions, but would not be applicable to general buyers and sellers on eBay where repeated 

interactions are rare [43, 461. The authors of [46] simulated the effect of this application 

of BN. Their results indicate an increase in the percentage of satisfjring interactions when 

a BN is used. 



Tal e 2.7. Trust Mc 

Aspect 

roots 

entities 

subject-matter 

direct 

indirect 

metric 

'el Summary for the Bayesian Network-Based Trust Model 
I 

Description 

subjective 

peers in a P2P network 

aspects related to competence 

file download counters and recommendation trust 

value 

recommendations computed from peer's BN 
- 

if directly known, use compute probability of satisfy- 

ing using BN, otherwise, compute weighted sum of 

recommendations 



2.4.7 Maurer Confidence Valuation 

The Maurer Confidence Valuation (MCV) trust metric and associated trust model are de- 

scribed in [36, 311 and summarized in Table 2.9. This model was created as a tool to 

evaluate PKI certificate schemes by reasoning about the authenticity and trustworthiness of 

entities from the perspective of some entity using a set of certificates and recommendations 

authored by multiple entities. The statements defined in Table 2.8, also called evidence, in 

the model represent assertions made by entities regarding direct trust in the authenticity of 

a public key or indirect trust in other entities with respect to their belief in the authenticity 

of a public key. Maurer's confidence-based trust metric uses probabilistic analysis of ev- 

idence supporting the desired conclusion that a source entity believes some target entity's 

key is authentic, or simply "Can Alice authenticate Bob's public key?". 

A believes X's public key is authentic. 

A believe's X is trustworthy for issuing certificates 

and recommendations at level i - 1 . 

a certificate signed by X containing Y's key. 

a recommendation signed by X for Y. 

Table 2.8. Meaning of Statements in the MCV Trust Model 

The set of statements I which are used as input to the model are called the initial state- 

ments. Each statement S E I has an associated probability ps, representing the authoring 

entity's confidence in the statement. It is assumed that the events represented by these state- 

ments are independent. There are no assumed trust roots within the Maurer trust model; all 

statements represent direct trust with respect to some entity. Any subjective trust beyond 

that directly asserted by a given entity, must be derived from initial statements using the 

transitivity rules of the MCV model. Reasoning about indirect trust is based on deriving 

new statements using the following rules: 

Statement Type Meaning 



Definition 2.4.1 For source entity A and entities X ,  Y ,  

for level i=O: 

i f A ~ t ~ , ~  and T T u s ~ ~ , ~ , ~  and Certx,y then is a derived statement. (2.7) 

for level i > 0: 

ifAutA,x and T r u ~ t ~ , ~ , ~ + ~  and R ~ c ~ , ~ , ~  then T T U S ~ ~ , ~ , ~  is a derived statement. (2.8) 

Let V be a subset of initial statements, V c I .  Let closure(V) denote the reflexive, 

transitive closure of V with respect to Definition 2.4.1. 

The confidence of a statement S, denoted con f ( S ) ,  is the probability that S can be 

derived from the initial view I ,  determined as follows:. 

con f (S ,  I )  = P(S E closure(1)) 

V C I :  TEV TeV 
SEclosu~e(V) 

Given some set of initial statements I, trust between entities s and t is the value 

con f ( A u ~ , , ~ ,  I ) ,  representing s's confidence in the authenticity oft's public key. 

A minimal support set for the statement S,  called a minimal subset, is a subset of initial 

statements where if, any statement is removed it is not possible to derive S. The algorithm 

proposed for computing con f ( S )  performs inclusion-exclusion on the set of all minimal 

subsets from which the statement S can be derived. 

The MCV metric and underlying probabilistic model is a precursor to the generalized 

trust model of Section 3 which is at the core of this thesis. When Maurer presented his 

model in [36], he did not present it as a generalized reliability problem and he used very 

different notation. The notation and form of the definition used here have been changed in 

order to have a more unified notation and to more easily show how it fits into the proposed 

generalized reliability framework to be presented in Section 3. Within the generalized 

model, the definition of con f ( S )  will be represented as a reliability problem defined by 

closure(V), where V is a subset of initial statements. 



Table 2.9. Tru, 

Aspect 

roots 

entities 

subject-matter 

direct 

indirect 

metric 

implementations 

Model Summavy for Maurer Conjidence Valuation 

Description 

initial statements 
-- - - 

certificates and recommendations 

public key authentication 

statements of authentication (level=O) and statements 

of recommendation trust (level > 0) 

transitivity rule utilizing statements with level i 0 

confidence based on union probability of subsets 

of initial statements from which the goal statement 

A u ~ , , ~  can be derived 

suggestion of partial use within later versions of PGP 



Chapter 3 

Proposed Trust Model 

This chapter represents the main contribution of the thesis. Here, the probabilistic model 

and computational approaches found in some network reliability models (defined below) 

are applied to modelling trust. The goal of the proposed model is to define a general rep- 

resentation of trust between a set of entities and a set of trust metrics providing a means to 

evaluate some measure of the trust between particular entity pairs. The resulting general 

trust model is, at the same time, a generic reliability problem and a generalization of previ- 

ous work associated with the Maurer Confidence Valuation [36]. This unified trust model 

is used as the framework for a new trust metric called Hop-Count Limited Transitivity, and 

to redefine two variations of the Maurer Confidence Valuation. 

Section 3.1 will provide background on Network Reliability, which provides the theo- 

retical model on which the proposed generalized trust model is based. Section 3.2 defmes 

the proposed Generic Reliability Trust Model (GRTM) and associated trust metrics. 

Network Reliability 

Reliability theory is the study of the performance of a system of failure-prone elements. 

Network reliability looks in particular at evaluating the reliability of computer communi- 

cations networks where reliability is concerned with the ability of a network to carry out a 

desired operation 1121. The following network reliability definitions are taken from [12]. 

A probabilistic directed graph G = (V(G) , E (G)) consists of a vertex set V(G) and 



the set of arcs E (G) where each arc in E (G) corresponds to an ordered pair of vertices from 

V(G). It is assumed that each arc e has an associated probability pe of being operational. 

A state of G is a subset S c E(G), interpreted to mean that all arcs in S are operational 

and all arcs in E - S have failed. So a state S corresponds to the subgraph GS of G given 

by V(Gs) = V(G) and E(Gs) = S. 

To describe a specific reliability model it is necessary to provide rules, here called 

operational criteria, for distinguishing between operational and non-operational states. For 

example, given a directed graph G, a directedpath of length Ic is composed of an alternating 

sequence of vertices and arcs of the form VO, el = (vo, vl), vl, e2 = (vl, u2), . . . , vk-1, ek = 

( u ~ - ~ ,  uk), uk. An s, t-path is a directed path which starts with s and ends with t. Vertex s is 

connected to t if there is an s ,  t-path in G. For a directed s,t-reliability model, the network 

is defined to be operational if and only if there is an operational s,t-path in the network. 

Some possible definition of operational are given in Table 3.1 [45]. In general, let OP(G) 

denote the set of all operational states for some network reliability model. Note: The terms 

support set andpathset have also been used as the name for members of OP(G). 

I Source-to-K-terminal reliability / W E K V(G), there exists an s, t-path in Gs 

Table 3.1. Traditional Network Reliability Operational Criteria 

Reliability Measure 

Tho-terminal reliability 

The reliability of a network G, denoted Rel(G), is the probability of obtaining an oper- 

ational state. Assuming that arc failures are independent, meaning the failure of an arc does 

not change the probability of failure of other arcs, Re1 (G) can be defined using state-space 

enumeration as follows [12, p.91: 

Operational Criteria on state S 

there exists an s ,  t-path in Gs 

Source-to-all-terminal reliability 

SCE(G); eES  eE 
S is operational E(G)-S 

Vt E V(G) - s, there exists an s ,  t-path in G s  



A generic reliability problem is to determine the probability of having an operational 

state given a probabilistic directed graph G and the operational criteria. A useful property 

of all of the operational criteria to be defined in this thesis is that the operational states are 

coherent; that is, every superset of a operational state is an operational state. A minimal 

operational state of a coherent system is a state S E 0 P(G) where for all a E S,  S - {a) $ 

OP(G).  For coherent systems, exact algorithms for the reliability problem exist which 

need only consider minimal operational states [12, p. 111. 

3.2 Generic Reliability Trust Model 

This thesis applies the generalized reliability model of Section 3.1 to trust modelling to 

create a new generalized trust model: the Generic Reliability Trust Model, or GRTM. 

Within this new model, trust beliefs or statements are modeled as the arcs of a probabilistic 

graph; the arcs are labeled with additional trust-related information, and the reliability 

concept of operation is defined in terms of the probability of a successful outcome of an 

interaction. 

A trust graph is a labeled directed multigraph G = (V(G), E(G)),  with the vertex 

set V ( G )  representing entities and the set of arcs E consisting of ordered pairs of vertices 

(u, v) representing u's trust in v. Each arc e = (u, v) is labeled with a trust label of the 

form < 1, c > where, 

1 > 0 is an integer representing a level for the trust where 

the specific meaning is defined by particular trust metric, and, 

c is a confidence value, c E [O, 11, and, 

for any given level I, trust graphs can have at most one 

arc (u,v) labelled with 1. 

In a trust graph G, for each arc e in E(G),  the values of the associated label < 1, c > can 

be referenced as 1, and c, and the arc's operational probability is p, = c,. The trust label 



confidence c,, or simply conzdence, is the probability of a successful outcome from an 

interaction between entities u and v as determined by u; this represents u's confidence in 

v and it is assumed that it is independent of any other confidence. It is assumed that trust 

graphs contain arcs relating to a common subject-matter. How the trust knowledge required 

to construct a trust graph is obtained is not considered in this thesis. 

A generic reliability trust metric is a general reliability problem and Trust is the proba- 

bility of obtaining an operational state; that is 

Concrete members of this family of trust metrics are defined by specifying operational 

criteria associated with a general reliability problem. This process is demonstrated in the 

following sections through the definition of a new metric, Hop-Count Limited Transitive 

Trust, and representation of the MCV metric within this framework. 

3.2.1 Hop-Count Limited Transitive Trust (HLTT) 

Hop-Count Limited Transitive Trust (HLTT) is a new trust metric that fits into the frame- 

work of a generic reliability trust metric. For a trust graph G and arc e in E(G), the trust 

level value I ,  specifies the maximum length of a chain of intermediate entities, starting with 

e, through which trust can be derived. For each ordered pair of vertices (u, v), let A,,, be 

the set of all arcs of the form (u, v). If IAU,,l is greater than one, all arcs in A , ,  will be 

removed from G except for the one labeled with the maximum trust level in A,,,. 

Definition 3.2.1 Given a trust graph G and vertices s and t, an HL-path is an s, t-path P 

of length k,  with the form VO, el = (vO, vl), vl, e2 = (vl, v2), . . ., such that for all ei E P, 

lei 2 k - 2. 

For a trust graph G and vertices s and t in V(G), Hop-Count Limited Transitive Trust, 

or HLTT(s,  t ,  G), is a generic reliability trust metric with the operational criteria that a 

state S 2 E(G) is operational if and only if there exists an HL-path 2 Gs, from s to t. 



A derived statement is a 3-tuple of the form < u ,  v ,  1 > where u and v  are entities and 1 

is a non-negative integer representing a trust level. These statements provide an additional 

mechanism for defining operational criteria. A set of initial derived statements can be 

created from a trust graph G using the rule: 

if (u ,  v ) ,  labeled < 1 ,  c >, is in E(G) then < u,  v ,  1 > is a derived statement. (3.3) 

Additional derived statements can be created by applying a set R of transitivity rules. The 

set of HLTT transitivity rules are defined as follows: 

Definition 3.2.2 HLTT Transitive Rules 

(1) Let i  > 0, j  2 0, and k = min(i - 1, j) .  

If < U ,  v ,  i  > and < v,  x ,  j > are derived statements 

then < u ,  x ,  k > is a derived statement. 

(2) Let i  > 0 .  

If< u ,  v ,  i  > is derived statement 

then < u,  v, i  - 1 > is a derived statement. 

Thus, an alternate definition of operational criteria for HLTT(s, t ,  G) that does not 

use the HL-path concept is, the state S c E(G) is operational if and only if the derived 

statement < s, t ,  0 > exists in the reflexive, transitive closure of the initial statements 

corresponding to arcs in S under the HLTT Transitivity Rules. 

This use of derived statements can be generalized for multiple trust metrics within the 

GRTM framework. Given some set of transitivity rules R for derived statements, the trust 

graph G, and vertices s  and t ,  a generic two-terminal reliability trust metric is a generic 

reliability trust metric with the operational criteria that the state S E(G) is operational 

if and only if the derived statement < s, t ,  0 > exists in the reflexive, transitive closure of 

the initial statements corresponding to arcs in S under R. 



3.2.2 MCV Trust Metrics 

The original MCV metric from [36] is redefined here within the GRTM framework. Two 

different metrics are presented, a full version directly emulating the original and a simpli- 

fied version called MCVa. Both metrics define a generic reliability trust metric on the trust 

graph G with the operational criteria that the state S c E(G) is operational if and only if 

the statement < s, t ,  0 > exists in the reflexive, transitive closure of the initial statements 

corresponding to arcs in S under the specific transitivity rules below. 

Definition 3.2.3 MCV Transitivity Rules 

L e t i > O a n d j = i - 1 .  

I f <  U ,  v, 0 > and < u, v, i > and < v,  x, j > are derived statements (3.4) 

then < u, x, j > is a derived statement. 

Definition 3.2.4 MCYa Transitivity Rules 

Let i > 0, j > 0, and k = min(i - 1 , j ) .  

If<~,v,O>and<u,v,i>and<v,x,j>arederivedstatements (3.5) 

then < u, x, k > is a derived statement. 

The metric based on the MCV Transitivity Rule requires an arc with level zero and arcs 

with level= i for each possible recommendation level from one to some maximum trust 

level MTL, thus there are MTL+ 1 trust graph edges between a given vertex-pair. With the 

simplified metric based on the MCVa transitivity rules, only the level zero and maximum 

trust level are represented, the intermediate trust levels not being explicitly stated. Thus, 

trust from u to v in the trust graph G is represented by at most two arcs; one arc (u, v) 

labeled with trust level zero , and an additional optional arc (u, v) labeled with a maximum 

recommendation trust level 1 greater than zero. 



Chapter 4 

Algorithms 

In general, computing reliability is a #P-complete problem[12]. For a graph G with m arcs, 

complete state enumeration, as described in Section 3.1, would generate or consider 2" 

states representing all possible subsets of arcs in E(G).  Two algorithms will be presented 

for calculating an exact value for a variety of reliability problems: inclusion-exclusion in 

Section 4.1 and factoring in Section 4.2. As with complete state enumeration (see the reli- 

ability Definition 3. I), both of these approaches can be used to calculate any generic relia- 

bility trust metric as long as the systems are coherent [12,26,45]. They require exponential 

time and possibly exponential memory. A faster algorithm which calculates a conservative 

approximation is presented in Section 4.3. The chapter concludes with performance results 

from a software implementation in Section 4.4. 

4.1 Inclusion-Exclusion 

The basic inclusion-exclusion algorithm to calculate reliability is: 

determine all the minimal operational states, and then 

0 apply inclusion-exclusion to all combinations of these sets. 

Maurer actually defines the original MCV trust metric in terms of inclusion-exclusion on 

minimal operational subsets of initial statements [36, Section 4.4 1. This thesis used the 

alternate but equivalent definition using state space enumeration when MCV was presented 

in Section 2.4.7 because this formulation has greater simplicity. 



From [12, section 2.4.21, given the trust graph G and a set T of all minimal opera- 

tional states from OP(G) as defined in Section 3.1, the inclusion-exclusion formula for 

calculating the reliability of coherent systems is: 

One method of generating all nonempty subsets of a k-set T from Equation 4.1 is by 

incrementing a k bit binary number, starting at the value one. Interpret the ith bit as mean- 

ing that Ti is included in the subset if the bit is one and excluded if it is zero. Note that the 

union of the Ti's produces a set of arcs from E(G).  If all subsets of the k-set are enumerated 

(except the empty set), there are 2k - 1 such subsets. 

The time to perform inclusion-exclusion is exponential in the number of minimal op- 

erational sets IT I. In the worst case, the generation of T will require time exponential in 

the number of arcs, and may require exponential memory as (TI may also be exponential 

in the number of arcs, and enumeration of all k-subsets takes exponential time; hence the 

inclusion-exclusion approach is often characterized as doubly-exponential [12, 361. Thus, 

this method is only practical when the number of arcs is small and IT I is modest. 

The follow two sections contain examples calculations of the HLTT and MCV metrics 

using inclusion-exclusion. 

4.1.1 Example: Does Alice Trust Bob? 

Alice has cause to remotely interact with Bob. In order to interact, her personal policy is 

that she must be able to determine trust with that person with a confidence of at least 80%. 

Through some mechanism, she collects the relevant trust statements seen in Figure 4.1. 

One possible interpretation for the statements and the associated confidences is that while 

Alice trusts Sally and Tom, she does not trust Sally's ability to make recommendations as 

much as she trusts Tom's; possibly this is based on some knowledge of the process and 

due-diligence he puts into recommendations. 



Figure 4.1. The Trust Graph for Alice and Bob 

In terms of the model used here, Alice's objective is to validate that the confidence of 

the derived statement < Alice, Bob, 0 > is at least 0.8. The following sections look at how 

trust may be calculated using the HLTT rules and then the MCV rules. 

4.1.1.1 HLTT Example 

Step 1 : Determine minimal support sets 

By manual analysis applying the HLTT transitivity rule (Definition 3.2.2), there are 

three possible minimal operational states supporting trust from Alice to Bob - these are 

listed in Table 4.1. 

Ster, 2: Perform Inclusion-Exclusion 

Table 4.1. Alice-Bob Minimal Operational States under HLTT Rules 

Enumerate subsets of operational states, compute the union of the arcs in each subset, 

Label 

S1 

compute the signed products of the arc confidences [terms with k-subsets are multiplied by 

Operational State (membership shown as set of arcllabel) 

{(Alice,Sally)/<2,.6>,(Sally,Sue)/<1,.9>,(Sue,Bob)/<0,.9>) 



(- l )k+ l ] ,  and combine the results using inclusion-exclusion. 

The sum of these subsets is 0.932. 

Step 3: Application-specific Trust Decision 

The result 0.932 is greater than .8. Therefore, Alice can trust Bob. Observe that state 

S2 on its own could have satisfied the desired 80% confidence threshold. This suggests an 

early stopping condition for an approximate algorithm - this is considered in Section 4.3. 



4.1.1.2 MCV Example 

Step 1: Determine minimal support sets 

By manual analysis and applying the MCV transitivity rule (Definition 3.2.3), there 

are five possible minimal operational states supporting trust from Alice to Bob - these are 

listed in Table 4.2 and shown in Figure 4.2. 

Label 

Table 4.2. Alice-Bob Minimal Operational States under MCV Rules 

Operational State (membership shown as set of arcllabel) 

{(Al ice ,  Sa l l y ) /  < 0 ,  .9 >, (Al ice ,  Sa l l y ) /  < 1, .7 >, (Al ice ,  Sa l l y ) /  < 2, .6 > 

, (SaZly ,Sue) /  < O,.9 > , ( S a l l y , S u e ) /  < 1,.9 > , ( S u e , B o b ) /  < 0, .9  >) 

{(Al ice ,  Tom)/ < 0 ,  .85 >, (Alice,  T o m ) /  < 1, .9 >, (Tom, Bob)/  < 0 ,  .9 >) 

{(Al ice ,  Tom)/ < 0 ,  .85 >, (Al ice ,  Tom)/ < 1, .9 >, (Al ice ,  T o m ) /  < 2, .9 > 

, ( T o m , S u e ) /  < 0,.9 > , ( T o m , S u e ) /  < 1, .8  > , ( S u e , B o b ) /  < 0,.9 >) 

{ (Al ice ,  Sa l l y ) /  < 0 ,  .9 >, (Al ice ,  Sa l ly ) /  < 1, .7 >, (Sa l ly ,  S u e ) /  < 0 ,  .9 > 

, (A l i ce ,Tom) /  < 0 ,  .85 >, (A l i ce ,Tom) /  < 1, .9 >, ( A l i c e , T o m ) /  < 2, .9 > 

, ( T o m ,  S u e ) /  < 1 ,  .8 >, ( S u e ,  Bob)/  < 0 ,  .9 >) 

{ (Al ice ,  Sa l l y ) /  < 0 ,  .9 >, (Al ice ,  Sa l ly ) /  < 1, .7 >, (Al ice ,  Sa l l y ) /  < 2,  .6 > 

, (Sa l ly ,  S u e ) /  < 1 ,  .9 >, (A l i ce ,Tom) /  < 0 ,  .85 >, ( A l i c e , T o m ) /  < 1, -9 > 

, (Tom. ,Su ,e ) /  < 0, .9  > , ( S u e , B o b ) /  < 0, .9  >) 

Ster, 2: Perform Inclusion-Exclusion 

Enumerate subsets operational states, compute the union of the arcs in each subset, 

compute the signed product of the arc confidences, and combine results using inclusion- 

exclusion. 



Figure 4.2. Minimal Support Subgraphs for trustJfFom Alice to Boh 





The sum of these values is 0.807. 

Step 3: Application-specific Trust Decision 

The result 0.807 is greater than 0.8. Therefor, Alice can trust Bob. Observe that if 

only some of the operational subsets are taken into account, the desired threshold cannot 

be reached. 

4.1.2 Enumerating Minimal Operational States 

The following sections describe algorithms for enumerating minimal operational states 

which are the defining characteristic of the trust metrics presented in this thesis. For each 

metric, some essential pattern in the corresponding transitivity rules of Section 3.2 is used 

as the basis of an algorithm to search the arcs of a trust graph. 

4.1.2.1 HLTT 

This section describes an algorithm for generating all possible minimal operational states 

for the trust metric Hop-count Limited Transitive Trust, defined in Section 3.2.1. The basic 

approach is to perform an exhaustive depth-first search of the trust graph G, attempting to 

construct HL-paths from vertex s to t (see Definition 3.2.1). Pseudo-code for this algorithm, 

called here dfsHLpaths0, is shown in Figure 4.3. 

Unlike the generalized depth-first search algorithm dB() described in [2, Section 7.3.11, 

the dfsHLpaths0 algorithm has the objective of enumerating all HL-paths to a particular 

target vertex. The functions of marking and backtracking described in the dfs() algorithm 

are represented in dfsHLpaths0 by the use of currentpath variable, a list containing all the 

verticestedges of a partial path, or path prefi, which has been discovered up to a specific 

point in the search. It ensures no cycles by testing for the existence of a vertex in the current 

path prefix before the vertex is appended. The HL-paths discovered by dfsHLpaths0 are 

minimal by construction. 



G is a trust graph. 
s is the source vertex. 
t is the target vertex. 
visiting is the current vertex being visited. 
maxHops is the maximum hops which can be taken from the current vertex. 
currentPath is an HL-path under construction. 

Function GenerateMCV-OperationalStates(G, s, t) 
return dfsHLpaths(G, s, t ,  {s), 00); 

Function Set dfsHLpaths(G, visiting, t, currentPath, maxHops): returns a set of sets 

of arcs 
set f oundPaths = {); 
for each arc e = (u, v) E E(G) s.t. u = visiting 

set newMaxHops = min(el, maxHops - 1); 
set newpath = current Path; 
append e to newPat h; 
append v to newpath; 
if v = t then 

f oundPaths = f oundPath,s U {newpath); 
else if new Max Hops > 0 and 

v $ currentPath then 
f oundPaths = f oundPathsU 

dfsHLpaths(G, nextvertex, t ,  newpath, newMaxHops); 
end-for; 

16 return found Paths; 

Figure 4.3. Generation of HLTT minimal operational states. 



Even with the hop-count limit which is inherent to HLTT, for a graph with m arcs this 

algorithm might consider m! arcs and generate a possibly exponential number of paths. 

Let MaxLevel(s) be the maximum level label of the arcs out of vertex s. Based on the 

definition of an HL-path, the maximum length of any path considered which starts at s is 

MaxLength = MaxLevel(s) + 1. Assuming a worst case of a complete graph with n 

vertices, but with MaxLength < n ,  the maximum number of arcs considered will be: 

Ma.xLength 

( n  - i )  = ( n -  l ) ( n  - 2 )  .. . ( n  - MaxLength) 
i= 1 

E 0 (nMaxLength ) 



4.1.2.2 MCV 

This section describes an algorithm for enumerating the minimal operational states of a 

graph using the MCV rule in Definition 3.2.3. The spine of the solution is the observation 

that an level zero path, an s,t-path in trust graph G formed when E(G) is restricted to edges 

with a level label value of zero, is a subset of an operational state. An example of this is 

shown in Figure 4.4. The basic algorithm is to enumerate all level zero paths from vertex 

s to t, and then backtrack along each of these paths and exhaustively search for additional 

arc and vertices required to support the MCV rule. These additional vertices and arcs are 

called here a support subgraph. This general approach can be used for enumerating states 

valid under both the MCV and MCVa transitivity rules. Pseudo-code specifically for the 

more complicated MCV rules is found in Figures 4.5,4.6,4.7, and 4.8. 

The MCV minimal operation state enumeration algorithm exhaustively searches for 

minimal sets of arc required to satisfy the MCV transitivity rules, with costs triply ex- 

ponential in both time and space. The outer loop in GenerateMCVOperationalStatesO 

in Figure 4.5 involves generation of all, possibly exponential in number, s,  t-paths com- 

posed of level zero arcs of the input graph G. A support set for vertex s E V ( G ) ,  arc 

e = (u, v) E E (G) , u # s, is a minimal set of arcs in E (G) required to derive the state- 

ment < s, v, 1, > using a metric's transitivity rules. The next step is to generate all, possibly 

exponential in number, support sets for each arc of every path using MCV transitivity rules 

(Definition 3.2.3) which require each intermediate vertex in the path to have a incoming 

level i + 1 arc to support an exiting level i arc. Finally, operational states are created by 

combining each of the level zero paths with all possible combinations of support sets asso- 

ciated with each arc of the path - another step with possible exponential cost in time and 

space. 



Primary level-0 path 
, d * Support subgraph 



G is a trust graph. 
s is the source vertex. 
t is the target vertex. 
level is minimum trust level of the arcs entering t, 

this is required for generation of support subgraphs. 

1 Function GenerateMCV-OperationalStates(G, s ,  t ,  level): returns a set of sets of arcs 

minOpStates is a set of sets representing operational states, initially empty. 

2 for each level zero path p in G 
3 do; 
4 supportCombinations = GenerateMCV-PathSupport(G, s, level, p); [defined in 

Figure 4.61 
5 minOpStates = minOpStates U {supportCombinations); 
6 end; 
7 return minOpStates; 

Figure 4.5. Generation of MCV minimal operational states. 



G is a trust graph. 
s is the source vertex. 
level is the required trust level. 
zpath is a level zero path (a kind of s,t-path). 

Function GenerateMCV-PathSupport(G, s, level, zpath): returns a set of sets of arcs 

representing possible operational states based on zpath 
vi is the i'th vertex in zpath. 
support is an array, indexed from one, of sets of arcs, initially empty, 

where support[i] represents the support subgraph associated with vi. 
support[O] is not relevant as vo is the source vertex. 

set k = length of zpath; 

if level > 0 then 
// note: level zero support already represented by zpath 
set support[k] =GenerateMCV-VertexSupport(G, s ,  vk, 1 evel); 

[defined in Figure 4.71 
if support [k] is empty then 

return {); 
end-if; 

//search for level one support for each intermediate vertex in the given level zero path 
fori = Ic - 1 downto 1 

set support [i] = GenerateMCV-OperationalStates( 
G - {I%, vi+l,. . . , vk), S ,  vi, 1 ); 

if support[i] is empty then 
return {); 

end-for; 

return GeneratSupportCombinations(zpath, support); 
[defined in Figure 4.81 

Figure 4.6. Generate possible support subgraphs for each intermediate vertex of a level 

zero path. 



G is a trust graph. 
s is the source vertex. 
t is the target vertex. 
level is the required trust level. 

1 Function GenerateMCV-VertexSupport(G, s,  t ,  level) returns a set of arcs 
support0ptions is a set of sets of arcs, initially empty. 

2 set insupport be the set of arcs e = ( u ,  v) in E(G) such that v = t and 1, 2 level 

for each arc e = (u, v) in inSupport 
if u = s then 

set supportoptions = supportOptions U { { e ) ) ;  
else 

set intermediatesupport = 
GenerateMCV-OperationalStates(G, s,  u ,  level + 1); 

if intermediateSupport is not empty then 
supportOptions = supportOptions U {intermediateSupport); 

end-for; 

12 return supportoptions; 

Figure 4.7. Generate MCV additional level+l support. 



zpath is a level zero path. 
supportOptions is a array, starting at one, of sets of arcs representing support 
combinations associated with each vertex in zpath after the source vertex vo. 

supportCombinations is an array of sets of arcs. 

Function GenerateSupportCombinations(zpath, supportOptions): returns a set of sets 

of arcs 
set supportCombinations[l] = 1); 
for i = 1 to length of xpath; 

set ei be the i'th arc in zpath; 
set num.Cornbinations = size of supportCombinations; 
// append the arc from the zero level path 
for j = 1 to numCombinatims 

supportCombinations[j] = supportCombinations[j] U {ei); 
end-for; 

N generate all combinations of supportOptims[i] for each step in zpath 
11 supportCombinations[] contains a partial result or prefix based 
11 on previous steps in zpath 
set count =I supportOptions[i] I; 
// create new combinations if multiple support options and 
11 append arcs from option to all previous combination prefixes 
for each set s in supportOptions[i] 

for j = 1 to nurnCombinations 
supportCombinations[j * count] = supportCombinations[j] U s; 

end-for; 
set count = count - 1; 
I/ the last value will be 1, which will update the previous set of prefixs 

end-for; 
end-for; 

remove duplicates from supportCombinations; 
18 return support Combinations; 

Figure 4.8. Generate MCV additional level support for a vertex. 



4.2 Factoring 

The basic factoring algorithm considers the reliability of the graph G by looking at two 

smaller versions of G after selecting an arc e in E (G); one version where e is assumed op- 

erational, or always present, and one where e is assumed to have failed. More specifically, 

given a probabilistic undirected graph G = (V(G), E(G)), and some arc e E E(G)  with 

probability of operation p,, G * e denotes 'G contract e' and means to reduce or mark edge 

e as always operational. Similarly, G - e is read 'G delete e' and means to reduce or mark 

e as permanently failed. From [12], the Factoring Zlzeorem states that for any reliability 

measure Re1 of a coherent system, 

In each iteration of the factoring algorithm, the input graph is reduced by contracting 

and deleting one arc, representing the consideration of the impact of that arc on overall 

reliability. In the path-based models of some network reliability models where factoring 

has been applied, a variety of additional probability preserving reductions are possible in 

each iteration. These are used to significantly reduce the number of states to be examined 

[12, 261. For example, series reduction would replace two arcs el = (u, v) , ea = (v, x),  

with associated operational probabilities pel, p,,, with a new arc el,2 = (u, x), with pel,, = 

pel 'pez. A parallel reduction would replace two arcs el = (u, v) , e2 = (u, v) with associated 

operational probabilitiesp,, ,pe,, with a new arc el,2 = (u, v), with pel,, = pel +pe2 -pelpe2. 

In application of factoring to the metrics of this thesis, these additional graph reductions 

are not utilized. This is because they are not generally probability-preserving due to the 

presence of additional dependencies between arcs represented by the transitivity rule of a 

trust metric. In its use here, contracted arcs are simply marked as "always operational". 

This use of factoring without additional graph reductions can also be seen as a recursive 

algorithm to perform state enumeration [12]. The algorithm shown in Figure 4.9 presents 

use of the factoring theorem to compute reliability. It does not perform complete state 

enumeration as the new graphs produced are only explored until the set of contracted (i.e. 



always present or operational) edges either always or never contain an operational state. 

G is a trust graph. 
s is the source vertex. 
t is the sink or target vertex. 
contractedset is the set of contract arcs in E(G) (a.k.a. always-present). 
notDeletedSet is the set of arcs in E(G) which have not been deleted or contracted. 

Function PerformFactoring(G, source, target, 
contractedset, notDeletedSet): returns reliability 

Set candidateset = notDeletedSet - contractedset; 
if (candidateset is empty) then return (0.0); 
Set e = some (u, v) in candidateset; 

contractedset = contractedset U {e); 
if there exists an always operational state in contractedset then 

operationalProb = pe; 
else 

operationalProb = pe * 
PerformFactoring( G, s, t, contractedset, notDeletedSet); 

end-if 

contractedset = contractedset - {e); 
notDeletedSet = notDeletedSet - {e); 

if there exists an operational state in notDeletedSet then 
f ailureProb = (1 - p,) * 

PerformFactoring(G, s, t, contractedset, notDeletedSet ); 
else 

f ailureprob = 0; 
end-if 

notDeletedSet = notDeletedSet U {e); 
return operationalProb + f ailureprob; 

Figure 4.9. Pseudo-code for basic factoring. 

Processing in Figure 4.9 is started with the call, 

trust = Perf orm~actoring (G, s , t , () , E (G) ) ; 

Line 4 represents selecting an arc for factoring. With the random arc selection approach, the 

total number of recursive calls varies. Lines 6 and 13 represent the points where the model- 

specific operational criteria would be applied; for example, the restricted path definition 



3.2.1 in the case of the HLTT metric. Lines 2 and 12 are points where the graph has been 

reduced using the selected arc. 

For a graph with m arcs, this use of factoring will consider in the worst case O(2") 

states. Unlike the previous inclusion-exclusion algorithm, it does not require pre-calculation 

of all minimal operational states - in practical terms, where the inclusion-exclusion algo- 

rithm will run out of memory, the factoring algorithm will not. This method is practical 

when the number of arcs is small and may be more effective than the inclusion-exclusion 

algorithm when there are a large number of minimal operational states. 



4.2.1 Testing for Operational States 

The following sections describe algorithms for determining if a state is operational for the 

different trust metrics presented in this thesis. These recognition algorithms are used within 

the algorithm of Figure 4.9 to test if the set of contracted arcs contains an operational state 

or if the set of arcs not deleted contains an operational state, corresponding to Lines 6 and 

13. The basic method is to the apply transitivity rules of a trust metric of Section 3.2 to 

search the given arcs. A key difference in this approach is the search for any operational 

state, as opposed to the enumeration of states which formed part of the inclusion-exclusion 

approach of Section 4.1. 

The algorithms to test for an operational state in a subset of arcs apply a limited form of 

transitive closure using on a modified version Warshall's matrix algorithm [2, Section 9.31. 

Let S be a state of the trust graph G. From [2], a binary relation A on S can be represented 

by an n x n Boolean matrix with entries: 

1 if siAsj 

0 otherwise. 

The trust graph G, IV(G) I = n is represented as an n x n integer matrix M such that 

The operation of the transitivity rule is limited to the perspective of a given source 

entity. In addition, an early stopping condition is introduced; at any time the existence of 

transitive trust from a given source to target will cause the algorithm to complete. 

f 

Mi,j = { 

1 iff the derived statement < tli, uj , 1 > 

exists in the reflexive transitive closure of 

initial statements representing S, 

under the HLTT transitivity rules, and 

- 1 otherwise. 
\ 



4.2.1.1 HLTT 

To apply the matrix approach to testing for HLTT operational states, the binary relation T 

on S is defined as: sTt if and only if there exists the derived statement < s, t, 1 > where 

1 > 0 in the reflexive, transitive closure of the initial statements corresponding to arcs in S 

under the HLTT Transitivity Rules. Note that in [2], the relation T is defined in terms of the 

existence of a path from s to t and is known as the reachability relation R. The following is 

a limited transitive closure matrix algorithm for using the HLTT transitivity rule. The fixed 

source perspective is represented by the fixed matrix index representing the source vertex 

in the transitivity test on line (1). 

The algorithm in Figure 4.10 computes the HLTT transitivity rule for all possible 

vertex-pairs until the desired trust level is achieved (see line 18) or until the closure is 

completed, as indicated by no new transitivity being computed after evaluating all vertex- 

pairs. The rule test is represented by lines 12 and 13. For a strongly connected graph with 

n vertices, this algorithm might, in the worst-case, perform 0(n3)  iterations. With a maxi- 

mum trust level I!,, of the arcs exiting the source, where l,, is less then n, the maximum 

number of iterations will be function of the possible longest s,t-path, which will be l,, 

plus one. In the worst case, each execution of the outer loop would only compute one hop 

in the path, requiring 0(l,,n2) iterations. 

4.2.1.2 MCVa 

The MCVa transitivity rule in Section 3.2.2 requires representation of both the zero and 

maximum trust levels. The pseudo-code in Figure 4.11 presents an algorithm to test for the 

existence of an operational state based on this transitivity rule. 



G is a trust graph. 
source is the source vertex. 
target is the target vertex. 
desiredLeve1 is the desired trust level. 
M is a 2-D integer matrix representing the maximum trust level the pairs of vertices. 

Function testHLTT(G, source, target, desiredLeve1): return true if 
trust exists from source to target at the desired level, as defined by HLTT 

Set M = E(G) represented as a matrix; 
Set s = index of source in M ;  
Set t = index of target in M ;  
if Ms,t 2 desiredLeve1 then return true; /I trivial case 

Set haschanged = true; 
while haschanged 

Set haschanged = klse; 
fori = 1 t o n  

if MS,i 5 0 then continue; 

for j = 1 to n 
if Mi,j 2 0 then 

Set new Level = min( MS,i - 1, Mi,j ); 
if newLevel > Ms,j then 

Set MS,j = newlevel; 
Set haschanged =true; 

end-if; 

if Ms,t 2 desiredLeve1 then return true; 
end-if; 

end-for; 

end-for; 
end-while; 
return false; 

Figure 4.10. Pseudo-code for HLlT matrix transitive closure. 



G is a trust graph. 
source is the source vertex. 
target is the target vertex. 
desiredLeve1 is the desired trust level. 
M an integer matrix representing the maximum trust level between two vertices. 
Z an binary matrix representing existence of zero trust level between two vertices. 

Function testMCVa(G, source, target, desiredlevel): return true if 
trust exists from source to target at the desired level, as defined by MCVa. 
Set M = E(G) represented as a matrix, using rnax trust level between vertex pairs; 
Set Z = E(G) represented as a matrix, using zero trust level between vertex pairs; 
Set s = index of source in M; 
Set t = index of target in M;  
Set haschanged = true; 
while haschanged 

Set haschanged = false; 

fori = 1 t o n  

if MS,$ 5 0 then continue; 

if Zs,i and Ms,i > 0 and Mi,j 2 0 then 
if Zi, and not Zs,j then 

Set ZS,j = true; 
Set haschanged = true; 
if MS,j < 0 then Set Ms ,j = 0: 

end-if; 

Set new Level = ~nin(M,,~ - 1, Mi,j); 
if newLevel > Ms,j then 

Set MS,j = newlevel; 
Set hasCh,anged =true; 

end-if; 
if Ms,t 2 desiredLeve1 then return true; 

end-if 

end- for 

end-for 

end-while 
return false; 

- 

Figure 4.11. Pseudo-code for MCVa matrix transitive closure. 



4.3 Approximation Heuristic 

Since general reliability problems are #P-complete [12], it is not surprising that none of the 

exact algorithms run in polynomial time. This section looks at improving the performance 

of trust metric calculation by relaxing the requirement for an exact solution. Instead, the 

focus is on calculating a conservative approximation. In the context of trust, this means that 

the approximation must be less than or equal to the exact value. This section presents the 

outline of a heuristic algorithm discard-inclusion-exclusion which produces a conservative 

estimate of a trust metric and is faster than the exact version of inclusion-exclusion. 

The discard-inclusion-exclusion algorithm modifies both phases of the the inclusion- 

exclusion algorithm presented in Section 4.1. The searching phase is the phase of the 

algorithm which enumerates all the minimal operational states T. This is followed by a 

second phase, the inclusion-exclusion phase, where the 2ITI subsets of the set T are consid- 

ered in the inclusion-exclusion calculation. The basic approach of the heuristic is to restrict 

the generation of all minimal operational states and further reduce the size of T before 

performing inclusion-exclusion. 

Given the trust graph G, and the state S & E(G) which is a potential operational state, 

it is assumed that in the search phase, there are points in any metric-specific algorithm 

where S is updated to include a new arc e E E (G), such that S' = S U {e) and, 

From the definition of Prob(S) it is obvious that for any arc set S and arc e not in S ,  if T = 

S U {e) then Prob(T) < Prob(S). Thus, a minimum threshold value, Probabilit yFloor, 

can be used to discard a candidate operational state S ,  a set arcs which is a subset of 

some operational state, if Prob(S) < ProbabilityFloor. This threshold can be used in a 

metric-specific minimum operational state search or an enumeration algorithm to abandon 

further consideration of candidate states. In addition, if the application context can specify 

a minimum desired metric value, DesiredCon f idence, this value can be used globally to 

stop the algorithm at any point where the probability is high enough. As each minimum 



operational state S is enumerated, if Prob(S) greater or equal to DesiredCon f idence 

then the search can be stopped and Prob(S) returned as the approximate metric result, 

without performing further computation. An additional limit on the clock time of algorithm 

execution, MaxTirne, can be used to stop the search-phase before enumerating all states. 

Let T be the set of minimal operation states of the trust graph G. The key observations 

used in the inclusion-exclusion phase are the following. 

1. If the number of states input to inclusion-exclusion operation is limited to some max- 

imum MaxStates, then there will be at most 2MaxStates - 1 subsets enumerated. 

2. The states S E T that contribute the most to the result of inclusion-exclusion are 

generally the ones that have the highest values of Prob(S) and share the fewest arcs 

with the other members of T. 

3. Performing inclusion-exclusion using a subset T' of all the minimal operational states 

will produce a result that is less-or-equal to the result obtained if the entire set T had 

been used. 

Based on the above observations, our algorithm performs the following reduction on T 

in the inclusion-exclusion phase, just before performing inclusion-exclusion. For the state 

S E T ,  let DisjointCount(S, T) be the number of arcs in S which are not members of 

any other state in T.  The algorithm sorts the input set of minimal operational states (enu- 

merated in the search phase) in decreasing order of Prob(S) and Dis  jointCount(S, T), 

then deletes all but the fist MaxStates members. 

If state searching is stopped before exhausting all viable options, or states are removed 

from consideration in the inclusion-exclusion phase then the algorithm may no longer enu- 

merate or consider all minimum operational states and the resulting metric will a con- 

servative approximation of the exact metric value. As these approximation decisions are 

explicit, based on threshold value tests, the implementation can use a flag variable to record 

and report the fact that the result is an approximation. If approximation flag is f a1 se, then 

the algorithm is reporting an exact result. There is no indication as to the quality of the 



G is a trust graph. 
s is the source vertex. 
t is the target vertex. 
probFloor is the minimum contribution for an operational state. 
desiredCon f idence is the target minimum probability desired. 
maxStates is the maximum desired number of states on which to perform inclusion- 

exclusion. 
maxTime is the maximum real time allowed for operational state generation. 
approximationFlag is a global flag. 

Function TrustMetricApproximation(G, s ,  t ,  
probFloor, desiredprob, maxstates, maxTime ): return confidence 

Set approximationFlag = false; 
Set startTime = current time; 

Set operationalStates =EnumerateOperationalStates(G, s ,  t ,  
probFloor, desiredcon f idence, maxTime); 

if loperationalStatesl > maxStates then 
Sort operationalStates by Prob(S), breaking ties by placing sets with 
a max number of element disjoint from other sets earlier in the ordering. 

Delete all elements of operationalStates with an index higher than maxStates; 
Set approximationFlag =true; 

end-if: 

Figure 4.12. Pseudo-code for generic approach to approximation of a trust metric using 

inclusion-exclusion. 

approximation, other than the approximation flag. A pseudo-code for both phases of the 

discard-inclusion-exclusion algorithm is in Figures 4.12 and 4.13. 

From Equation 4.1, if subsets are considered in increasing order, the number of states 

in T from which they are composed, then stopping after all subsets of i states have been 

considered produces an upper bound on the desired probability if i is odd and a lower bound 

if i is even. This approach is suggested for future research. 



G is a trust graph. 
s is the source vertex. 
t is the target vertex. 
probFloor is the minimum contribution for an operational state. 
desiredcon f idence is the target minimum probability desired. 
maxTime is the maximum real time allowed for operational state generation. 
approximationFlag is a global flag. 

Function EnumerateOperationalStates(G, s,  t ,  
probFloor, desiredcon f idence, maxTime ): return set of sets of arcs 

Set approximationFlag = false; 
Set startTime = current time; 
Set operationalstates = {); 
while searching for minimal operational states of G 

if current time - startTime < maxTime then 
Set approximationFlag =true; 
return operationalStates; 

end-if; 
. . . perform metric-specific processing . . . 
candidatestate = candidatestate U {e); 
if Prob(candidateState) < probFloor then 
Set approximationFlag =true; 
// abandon further searching based on candidatestate 

end-if; 
if candidatestate is an operational state then 

if Prob(candidateState) >= desiredDesired then 
Set approximationFlag = true; 
return candidatestate; 

end-if; 
operationalStates = operationalStates U {candidatestate); 

end-if; 
. . . continue metric-specific processing . . . 

end-while; 

25 return operational States; 

Figure 4.13. Pseudo-code for search phase of approximation heuristic. 



The performance of the search phase depends on the input graph and value of the vari- 

ous thresholds. The difference between the approximation and exact value will depend on 

the number and probability contribution of excluded states. The number of minimum oper- 

ational states not enumerated will depend on the specific value of DesiredCon f idence, the 

range of arc probabilities in the input graph, the value of MaxTime relative to the actual 

number of operational states and machine performance. If the value of Probabil ityFl oor 

is zero, all of the arc probabilities are one, MaxStates = oo, and MaxTime = oo, then 

no early stopping or state discards will be performed; the search will enumerate all oper- 

ational states which will all be considered in the inclusion-exclusion and hence an exact 

result will be produced, the same as the basic inclusion-exclusion algorithm of Section 

4.1. If MaxTime < oo, then the worst case time to obtain the approximate result will 

be within that time limit. Without the MaxTime limit, the performance of the inclusion- 

exclusion-stage of the heuristic algorithm is based on performance of the sort followed 

by inclusion-exclusion. Given, T is the set of states enumerated by the search phase, and 

MaxStates < ITI. Assume a standard sorting algorithm requiring O(IT1 log ITI) itera- 

tions. The worst-case cost of the inclusion-exclusion, recomputing the unions and proba- 

bility product each time, is 0(2MaxStates) to enumerate the k-subsets, times n = IV(G)I 

subset unions, times m = I E (G)  I multiplications; 0(2MaxState" * n * m ) .  

In practice the value of the various thresholds will require adjustment to find a useful 

balance between no operational states being found and an excessive algorithm run time. In 

practice, without using the MaxTime limit, based on the experimental results in Section 

4.4, this discard-inclusion-exclusion algorithm provides a practical approximation of the 

HLTT metric for graphs of up to 1500 vertices. 



4.4 Experimental Results 

A JAVA implementation was created for the trust metrics presenting using the GRTM 

framework: HLTT, MCV, and MCVa. The following figures show the performance of 

the discard-inclusion-exclusion algorithm. All results are based on simulated trust graphs 

described in Appendix A. The parameters used for the powerlaw distribution were: a=0.7, 

P=0.8. The parameters used for the approximation heuristic were: ProbabilityFloor = 

0.3, MaxStates = 12. The x-axis is the number of vertices in the test graph. The discard- 

inclusion-exclusion algorithm and the HLTT model demonstrate practical performance in 

processing trust graphs with scalable performance for over 1000 vertices. This meets the 

practical objective of handling hundreds of entities within one second. The approximate 

HLTT metric result was 99% accurate when compared to the exact result for simulated 

trust graphs of up to forty vertices. These results demonstrate that a practical application 

of GRTM+HLTT is possible from a computational perspective. 
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Chapter 5 

Comparison and Related Work 

This chapter compares the proposed Generic Reliability Trust Model (GRTM) and Hop- 

count Limited Transitive Trust (HLTT) metric with the trust modelslmetrics surveyed in 

Section 2.4 using concepts from the abstract model of Section 2.2. Table 5.1 provides a 

summary of GRTMIHLTT from this perspective. An important distinction between GRTM 

and all the other models is that GRTM is a general framework for specifying a trust metric; 

all the other models surveyed are, using the definitions introduced in this thesis, both a 

model and a specific metric, and as such are comparable to the combination of GRTM plus 

HLTT. Table 5.2 provides a summary of the differences of the proposed modellmetric and 

the model/metrics of Section 2.4. A more detailed comparison of the Maurer Confidence 

Valuation is in Section 5.1. 

The general approach used in this thesis of representing trust as a graph and imple- 

menting metrics through graph algorithms has been applied before to varying degrees. In 

Maurer's original MCV definitions, a graph is used to depict the various examples, but ac- 

tual trust metric proposed processing was based on sets and logic. In Levien & Aiken[33], 

certificate-based trust is explicitly modelled as a graph, with keys as vertices, and two types 

of certificates as arcs. Various other trust models are transformed to this graph-based rep- 

resentation in order to evaluate their attack resistance. 

The operational probability or confidence value associated with arcs of a trust graph (see 

Section 3.2) represents a much simpler version of trust compared to the example heuristic 

formalism of Marsh's computational trust[34]. At the same time it is a semantically richer 



Table 5.1. Trust Model Summary for GRTM 

Aspect 

roots 

Description 

No trust roots assumed - could be configured. 

entities 

subject-matter 

notion than the existence of some message carrying path for network reliability. In general, 

the meaning of the trust value is based on the meaning of the associated subject-matter. This 

value could embody an aggregation of an entity's beliefs and assessments related to Marsh's 

basic, general, and situational trust, and include concepts such as risk and competence. 

abstract entities; authors of trust beliefs. 

not current specified. 

direct 

indirect 

metric 

implementations 

an entity-specific belief, represented as an arc in the trust graph. 

transitive closure with respect to a particular trust metric's rule. 

reliability 

JAVA-based implementation associated with this thesis. 



Model 

X.509 PKI 

PGP 

Trust Management 

Distributed Trust 

Network Flow 

Bayesian Network 

Maurer Confidence 

Valuation 

Section 

3 

2.4.1 

2.4.2 

2.4.3 

2.4.4 

2.4.5 

2.4.6 

Qualitative Comparison 

Generalized model and probabilistic trust metric. 

Currently not subject-matter specific. 

Table 5.2. Comparison of GRTM/HLTT ' 
-- 

-- 

-- 

-- 

-- 

-- 

- 

- -- 

Centralized model and chain-of-proof metric based 

on digital certificates. A restrictive subject-matter of 

identity authentication. 

Decentralized model and chain-of-proof metric 

based on certificates. A restrictive subject-matter of 

public key authentication. 

Some aspects of model decentralized and chain-of- 

proof metric with delegation. Subject-matter focus 

on access control. 

Decentralized model with arithmetic trust metric and 

exchange of recommendations. Some subject-matter 

flexibility. 

Generalized model with a network-flow metric test 

for chain-of-proof sufficiency. 

Generalized model with an arithmetic trust metric. 

Supports adaption of different subject-matters using 

Bayesian networks. 

A somewhat generalized model of a certificate chain- 

of-proof system with a probabilistic trust metric. See 

Section 5.1. 



Assume associated statement confidences: c ,, c,, c,, and c, 

Trust Graph: 

Figure 5.1. Maurer Statements as a Pust Graph 

5.1 Comparison with MCV 

Maurer's underlying probability model is the same as reliability; thus, the ease by which 

the MCV metics have been represented and implemented using the GRTM framework. 

The computational algorithm suggested by Maurer is inclusion-exclusion using minimal 

subsets, the same as the exact algorithm for reliability presented in Section 4.1 [36,3 11. 

Trust graph arcs can be viewed as a generalization of the Maurer Confidence Valuation 

initial view statements about public keys, and a generalization of the simplified notation 

suggested in a remark by Maurer associated with the definition of this metric [36, Section 

31. There, using the entities A, X ,  and Y, and trust levels 0 and i, the Maurer statements 

A U ~ A , ~ ,  T r u ~ t ~ , ~ , ~ ,  Certx,y, R ~ C ~ , ~ ~ ,  with associated confidence values cl, cz, cg, and c4, 

could be represented as SA,X,O, SA,X,i, SX,Y,O, SX,Y,i with the same associated confidence 

values. Either form of these statements can be translated into a GRTM trust graph with 

vertices A, X, and Y, and the arc set { ( A ,  X ) ,  (A, X ) ,  (X, Y), (X, Y) ) with the associated 

labels < O,cl >, < i ,c2 >, < 0,c3 >, and < i ,c4 > - this is shown in Figure 5.1. 

Using the HLTT metic, the closest representation of this situation would be the arc set 

{(A, X),  (X, Y)) with the associated labels < i, c2 > and < i, c4 >. 

The HLTT metric is similar to MCV metric defined in [36]; this is seen more clearly in 

the representation of the MCV metric in Section 3.2.2 as a member of the new Generalized 



Reliability Trust Model family of metrics. As a member of this family, the underlying 

probabilistic model of the MCV metric defined by Maurer is equivalent to the underlying 

generic reliability problem of the GRTM. Relative to GRTMIHLTT, MCV has a narrow 

application to PKI schemes, lacks computational algorithms, the transitivity rules are more 

complex, and MCV lacks the generalizing model of reliability. 

Both versions of the MCV transitivity rules presented in Section 3.2.2 require explicit 

level zero arcs in any path from source s to target t  before supporting the derivation of a 

new level zero statement < s, t ,  0 >. Within MCV, this represents explicit separation of 

authentication and recommendation roles. This corresponds to the identity subject-matter 

domain requirement for a public key certificate to be signed by some entity, a kind of rec- 

ommendation by the signing entity, before any other entity can authenticate the contained 

public keylidentity binding. In this case, the authentication mechanism is based on estab- 

lishing recommendation trust to the signing entity via a certificate chain. In HLTT, using 

the same scenario, a trust arc e = (u,  v) with trust level 1, > 0 assumes that u has au- 

thenticated v. This means the confidence and level values of an arc in the HLTT model 

represent the authoring entity's confidence with respect to both their direct trust and trust 

in the recommendations of other entities. Observe that, unlike with the HLTT rules, the 

level values in statements using the MCV-variant transitivity rules do not limit the number 

of hops to the target entity. An arbitrary length chain of level zero arcs is possible if there 

is support of multiple level one arcs, as shown in Figure 5.2. 



n intermediate entities 

8 

Figure 5.2. Long chain of level-0 statements in MCV model. 



Chapter 6 

Conclusions 

This thesis contributes a new trust model and metric to the field of computational trust. 

The presented algorithms and implementation results support further research in the gen- 

eral field of computational trust and application of such trust mechanisms in systems and 

applications seeking to improve support for a range of value-based community interactions. 

A new generalized trust model based on a probability graph, Generic Reliability Trust 

Model (GRTM), has been created that can be used to flexibly represent trust beliefs 

between multiple parties. 

0 GRTM was based on a reliability model which supports the application of results 

from the more mature research area of Network Reliability. 

The generalized nature of GRTM was demonstrated through the definition of multiple 

metrics within this framework. 

0 A new trust metric, Hop Count Limited Transitive Trust (HLTT), was defined using 

the GRTM framework. 

0 Two variations of the Maurer Confidence Valuation (MCV) trust metric were defined 

using the GRTM framework. 

Two exact algorithms for generalized metric calculation were presented based on 

inclusion-exclusion and factoring. 

A new practical approximation heuristic was presented for evaluating GRTM trust 

metrics. 



0 An implementation of the exact and approximation algorithms was created in Java. 

Using this implementation, the approximation heuristic for the HLTT metric, without 

use of a hard time limit, produced a result in under one second on a simulated trust 

graph of up to 1000 entities. 

0 A randomized trust graph generator was created which simulates a large trust graph 

as a small-world/scale-free network and uses an XMLIGXL representation. 

6.1 Future Research and Potential Application 

With additional research, the approximation heuristic could be enhanced to provide a prac- 

tical result for thousands of entities. It is not intended that the algorithm be directly appli- 

cable to a trust graph of millions of entities as the eBay example in Section 1 implies. It is 

expected that any practical application will utilize only a subset of available information to 

form a trust graph for metric computation. This might be achieved by filtering for relevant 

subject-matter starting at the source entity. 

Potential applications of GRTM, with or without HLTT, are manyfold; examples in- 

clude use within improved introducer mechanisms for friend-of-a-friend (FOF) networks 

and its use as part of a dynamic authentication mechanism for ad-hoc networks. Gener- 

ally, suitable applications are network-based applications and involve ad-hoc, somewhat 

informal interactions between potentially large sets of entities, which include some form 

of clustering. This can be thought of as the mushy middle between valueless interactions 

on one side and formal (e.g. contract-based) high-value interactions on the other. While 

application to larger notions of trust is outside of the scope of this thesis, as in [34] this 

computational model might be useful for modeling human or social-agent trust-based in- 

teraction. 

The following items summarize future research which would broaden and deepen the 

theoretical and practical support for computational trust in general, and GRTM in particular. 

Identify a Trust Model Quality Measure. Directly address the somewhat philosophical 



question of the usefhlness for representing trust through the proposed model and 

metric. Behind this question is a requirement for some general measure of the use- 

fulness or quality of a trust model. Such a measure would enable better comparison 

of various models, and include representational power and computational complex- 

ity. 

Develop the ability of GRTM to handle multiple subject-matters. A possible enhanced 

form of the arc label of trust graphs for use with GRTM which could represent 

subject-matter is the 3-tuple < s, 1, c > where, 

s is a subject-matter string, 

1 is a level, and, 

c is confidence. 

This enhanced form could be considered further, including computing metrics using 

trust graphs containing multiple subject-matters, possibly using a Bayesian Network 

model (see Section 2.4.6). 

Develop additional approximation techniques. The approximation heuristic in Section 

4.3 should be enhanced to utilize the upperllower bounds results of intermediate steps 

of inclusion-exclusion. Additionally, related results from Network Reliability could 

be applied, including bounding techniques [45]. 

Create a some form of standardized representation and exchange protocol. Review ex- 

isting trust systems which include the ability to exchange trust information (recom- 

mendations) and similar mechanisms in reputation management systems. Clarify the 

unique requirements related to computational trust. Determine the suitability of ex- 

isting protocols and consider the creation of a standardized trust statement (belief) 

representation and exchange protocol. 

Extend GRTM to represent distrust. 

Evaluate the attack resistance[33] of GRTM plus HLTT. 



Apply GRTM-type solutions to trust establishment in Ad-Hoc Networks. For example, 

look at peer-to-peer (P2P) or Mobile Ad-hoc Networks (MANETs) [13]. 
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Appendix A 

Trust Graph Simulation 

This appendix describes the underlying model of the simulated trust graphs used to test the 

various algorithms presented in this thesis. 

The concept of six-degrees of separation emerged from a 1967 social experiment to look 

at underlying model of social connectedness behind the phrase "My, it's a small world 

[37]. The experiment involved a booklet being sent between two random individuals using 

acquaintances. The result was the at-the-time counter-intuitive observation that it required 

on the average only five intermediaries (or size hops) to link any two randomly chosen in- 

dividuals in the United States. Even though the specific metric result of five is not well sup- 

ported by the evidence, popular interest was generated in the small-world concept [30]. The 

social science importance of the small-world model was solidified by later research which 

further applied graph theory in looking at the importance of weak ties between bridge in- 

dividuals in the diffusion of messages in an acquaintance network, and then a generalized 

mathematical model and experimental verification with email within small-world networks 

[25,  47, 171. Given that trust can be viewed as a kind of social relationship between in- 

dividuals, it is reasonable to assume larger-scale networks made up of these relationships 

will follow such a small-world model. 

In a scale-free network, the probability P(k )  that a vertex in the network interacts with 

(has a link to) exactly k other vertices decays as a power law [3], with the following general 

form: 



A scale-free network is similar to a small-world network; there is typically a short 

distance between any two vertices, there exist short-cuts (or bridges) between clusters of 

vertices, and there is exponential decay in the distribution of vertex degree. A scale-free 

network is different from a small-world network in that it has a few vertices with high 

degree, called hubs [22]. The scale-free network model has been shown to be useful in 

modelling many complex networks, from representing hyperlinks between documents on 

the Web, to the graph of collaborations between movie actors [3,42,47]. 

It is the combination of representing small-world behaviour and the presence of hubs 

that makes the scale-free model useful for simulating trust graphs. The concept of a hub 

represents a special kind of trusted agency or a trust root entity serving as the broker for a 

large number of trust relationships. Examples of this type of entity include a PKI Certificate 

Authority or film-reviewer. 

A.l Power-Law Random Graph Generation 

A power law random graph (PLRG) is a randomly generated graph in which the degrees 

of the vertices follow a power law distribution. The characteristic equation of a PLRG is as 

follows: 

The following is pseudo code for generating a PLRG is adapted from the PLOD (power 

law out degree) algorithm from [42]. The inverse power law distribution of the out-degree 

of vertices produced by this algorithm can be observed in Figure A.2, with inputs n = 1000, 

a=0.7, P=0.8. The effect of a and ,f3 can be observed in Figure A.3. The lower values of P 
produce the hub or super-node effect characteristic of scale-free networks. 



1 n is the required number of vertices. 
2 a - see Equation A.2. 
3 p - see Equation A.2. 
4 adjacent is an n x n binary matrix, initially all zero. 
5 outDegreeisanintegerarrayofsizen. 

6 Function genPowerLawAdjacency(n,a,P): return adjacency matrix 
7 totalArcs = 0; 
8 for i = 1 ton;  
9 x = random number from 1 to n - 1; 
10 outDegree[i] = a * n * x - ~ ;  
11 ifoutDegree[i]>(n-l)thenodegree[i]=n-1; 
12 totalArcs+ = outDegree[i]; 
13 end-for; 
14 assignedArcs=O; 
15 while (assignedArcs < total Arcs) 
16 u = random number from 1 to n; 
17 v = random number from 1 to n; 
18 if u # v and outDegree[u] > 0 and not adjacentlu] [v] 
19 adjacent[u] [v] = 1; 
20 outDegree[u] - -; 
2 1 assignedArcs + +; 
22 end-ic 
23 end-while 
24 return adjacent; 

Figure A.1. Pseudo-code for generating graph adjacency with a powerlaw out-degree. 
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A.2 Test Graph Generation 

The scale-free trust graphs used here are restricted to only those that are connected (there is 

a path between all vertex pairs). This is an aspect of the simulated data that is similar to the 

original small-world social experiment in [37]; the graphs produced by the generator are 

not always connected, and in the experiment some of the chains of people could not find 

their target. The connected graphs used for this thesis were produced by simply repeating 

the random generation process if the result was not a connected graph. As observed in [37] 

and later in [30], this will tend to produce an over-optimistic view of the connectedness 

of social networks. As the focus of this thesis is on establishing basic ability to compute 

results, rather than on direct application to social situations, the use of connected graphs 

does not invalidate the results. If graphs with multiple connected components were to be 

used, there would be vertex-pairs for which no trust can be discovered. 
The general process used to generate the test graphs used for this thesis is as follows: 

1. PLRG graphs were generated with the parameters a, = 0.7, P = 0.8 with orders (10, 

20, 30, 40, 50, 60, 70, 80, 90, 100, 200, 300, 400, 500, 600, 700, 800, 900, 1000, 

2000,3000,4000,5000,6000,7000,8000,9000) 

2. General graph measures were calculated for each of these random graphs. This in- 

cludes determining the center vertices (representing hubs), which were not used as a 

source or target vertex for testing. 

3. Three versions of each of these basic graphs were created, one for each of the the 

metrics {MCV,MCVs,HLTT), using arc probabilities of 0.8 and trust level of four. 

This ensured that the same underlying connectivity exists between any vertex pair 

in all three graph versions. Note: this does necessary mean the same trust exists 

between a given vertex pair under the different metrics due to differences in their 

transitivity rule. 



A.2.1 Graph Representation using XML 

A common trust graph representation was created based on the extensible Markup Lan- 

guage (XML) and Graph Exchange Language (GXL, see xml.coverpages.org~gxl.html). 

The following figure shows a portion of the file contents of a generated trust graph repre- 

sented in this format. 



< gxl > 
< graphid = "PowerLaw-10-09:3 1:48 (MCVs)" > 
< attrname = "Model" > 
< string >MCVs< /string > 

< lattr > 
< attr name = "Note" > 
< string > 

Power law random graph, size 10, alph=0.7, beta=0.8, maxLevel=4, fixed conf=0.8, gen- 

erated Thu Apr 22 09:3 1:48 PDT 2004 by models.algo.GraphGen 
< /string > 

< lattr > 
< node id = "V3"/ > 
< nodeid = "V1Ov/ > 
< node id = " V Y /  > 
< node id = "V8" / > 
< node id = "V4" / > 
< node id = "V6" / > 
< node id = " V l V /  > 
< node id = "V9"/ > 
< node id = "V7" / > 
< node id = "V2" / > 

< edge from = "V ln to  = "V3" > 
< attrname = "Level" > 
< int > 4 < l in t  > 

< lattr > 
< attr name = "Confidence" > 
< float > 0.8 < / f loat > 

< lattr > 
< ledge > 

Figure A.4. XML representation of a trust Graph. 


