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ABSTRACT

Scattered between different biobanks and healthcare providers across multiple
countries, biomedical data is extensively used for research purposes. Collaboration
and sharing of such data between multiple institutions often provide access to more
diverse datasets and a chance to conduct comprehensive studies. However, these col-
laboration efforts are usually hindered by privacy issues that render the pooling of
such data at a centralized database impossible. To enable collaborative studies on
top of such datasets, we present two easy-to-use domain-specific frameworks, Sequre
and Shechi, for secure, high-performance computing on private, distributed datasets.
Our frameworks automatically convert Pythonic code into a secure distributed equiv-
alent using secure multiparty computation (SMC) in Sequre and, for the first time,
multiparty homomorphic encryption (MHE) in Shechi to enable efficient distributed
computation. They abstract away considerations about the private and distributed
aspects of the input data from end users through a familiar Pythonic syntax and by
introducing new data types for the efficient handling of distributed data as well as sys-
tematic compiler optimizations for cryptographic and distributed computation. We
evaluate our framework on a wide range of applications, including complex genomic
analysis tasks and statistical analysis of private electronic health records (EHRs).
Our results demonstrate Sequre’s and Shechi’s ability to uncover optimizations missed
even by expert developers, achieving up to 15× runtime improvements over the prior
state-of-the-art solutions and a 40-fold improvement in code expressiveness compared
to code manually optimized by experts. Finally, our solution enables the utilization
of distributed datasets as a whole to conduct collective studies between non-trusting
private data proprietors and, as a result, facilitates data sharing and collaboration
efforts in privacy-sensitive fields such as biomedicine.
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Chapter 1

Introduction

The hurdle of safe means of storage, protection, and sharing of genomic information
is a major challenge that hinders the safeguarding of genomic data and collabora-
tive research [13, 33]. The standard means of data protection, in which proprietors
keep the data enclosed within tightly access-controlled silos, works only in limited
circumstances where, ideally, the data is never intended for sharing. In such in-
stances, data owners typically maintain data in its raw, non-encrypted form and offer
sharing services through prolonged legal processes. Needless to say, each raw data
sharing attempt inadvertently increases the leakage risk despite the strict legal shar-
ing protocols. Even if data is not intended for sharing, however, it is still at risk,
as recently demonstrated by the theft of millions of identified genomic information
from a major genomic company that resulted in blackmail attempts and lawsuits [33].
A common approach to facilitating data sharing, in general, is via de-identification,
where private information is redacted prior to sharing, and the data is shared in
its raw, non-encrypted form. This approach, however, has been proven to be chal-
lenging in genomics by recent studies due to the possibility of triangulating back
to the genome owner from the genome itself [20]. In most recent studies, however,
the secure means of protecting genomic privacy is found in Privacy-Enhancing Tech-
nologies (PETs) [33]. These technologies enable computing on top of private data
without breaking confidentiality. One such example is Differential Privacy (DP) [47],
which ensures that the two images of a randomized function are indistinguishable
when given two datasets that differ by a single entry as an input. This is usually
achieved by adding some noise to the data and, intuitively, offers a trade-off between
utility and preserving privacy. While DP is an active area of research in genomics,
it is still of limited applicability since achieving its theoretical guarantees is hindered
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by the statistical properties of genomic data. For example, linkage disequilibrium
property allows for multiple, non-random locations or regions of the genome to be
correlated [143]. Another promising approach is found in technologies that enable
direct computation on top of encrypted data without decryption. Such technologies
include Homomorphic Encryption (HE) [21, 22, 31], Secure Multiparty Computation
(SMC) [52], and Multiparty Homomorphic Encryption (MHE) [117]. Homomorphic
encryption uses an encryption scheme in which the encryption function is homomor-
phic with respect to addition and multiplication1. Secure multiparty computation,
on the other hand, uses either garbled circuits or secret-sharing [52]—encryption
schemes in which the decryption function is distributed between multiple computing
parties—to enable specialized secure distributed computation. Finally, Multiparty
Homomorphic Encryption (MHE) marries HE and SMC to utilize the best of both
approaches.

Each PET is suitable for a different use case and, at the same time, suffers from
a unique set of drawbacks. For example, the theoretical guarantees of differential
privacy are hard to obtain in genomics, Fully Homomorphic Encryption suffers from
a significant computation overhead, while Secure Multiparty Computation introduces
network overhead that scales quadratically with the increase of the number of parties
and data size. Also, both HE and SMC require domain-level expertise and often
produce convoluted codebases. Finally, MHE combines HE and SMC into a protocol
that enables both centralized and distributed computing and scales linearly with the
increase of study participants and data size but requires even more domain-level
expertise and produces codebases that are order of magnitude more complex than
even those of SMC and HE.

Here, we utilized Codon [141], a compiler framework for compiling Pythonic code
to fast executables and building Pythonic domain-specific frameworks, to build two
frameworks with Pythonic syntax for secure computing: Sequre, a framework for
SMC, and Shechi, a framework for MHE. These frameworks hide complex crypto-
graphic workflows behind an easy-to-use Pythonic syntax and use compile-time and
runtime optimizations to produce executables that surpass the performance of state-
of-the-art secure solutions. They also ship with high-level libraries for the essential
matrix and vector operations akin to standard NumPy library [72] and a range of

1Encryption function in HE may be homomorphic with respect to one or multiple operations. HE
scheme that offers multiple homomorphic operations is called the Fully Homomorphic Encryption
scheme (FHE). In this work, we focus exclusively on FHE and refer to it, unless explicitly noted, as
HE throughout the text.
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machine learning modules, including linear and logistic regression, support vector
machines, and neural networks2.

Sequre is a Python-like, high-performance domain-specific framework for develop-
ing secure SMC algorithms. It uses standard Python syntax and semantics to ease
the development of secure pipelines and the transformation of existing code into SMC
equivalents. Its novel optimizations utilize Codon’s intermediate representation (IR)
of the Python source code (i.e., a logical representation of a program’s execution flow
that can be statically analyzed) to remove unnecessary computation and select the
best SMC routines and optimization approaches for each computational step. As a
result, Sequre enables high-performance and simple codebases that do not require
extensive SMC-related modifications.

We demonstrate Sequre’s performance and usability by employing it to implement
two genomics pipelines, such as genome-wide association study (GWAS) [34] and
metagenomic binning [106,124], and one workflow in pharmacology, namely the drug-
target interaction (DTI) inference [77]. To our knowledge, a secure SMC protocol
for metagenomic binning has not been previously developed. We implemented each
pipeline in only 80–160 lines of high-level Python code, the functionality of which is
equivalent to the original algorithm. We achieved up to 7× reduction in code length
compared to the existing state-of-the-art pipelines. Furthermore, the overall execution
time of these pipelines was reduced by 3–4×, and the network utilization was also
17% lower. Where possible, we also compared Sequre to an existing Python-based
SMC framework, PySyft (SyMPC) [166], and showed that various machine learning
tasks can be performed 2× faster while providing comparable security guarantees. We
also micro-benchmarked Sequre’s performance and compared it to ten existing SMC
frameworks using a standard benchmark suite [73]. Sequre achieved the best runtime
performance in most cases while being one of the most accessible frameworks.

We expect Sequre to enable practitioners without expertise in SMC and cryptog-
raphy to easily write efficient SMC algorithms for various genomics workflows. Also,
while Sequre has been tested exclusively on large-scale genomic applications, it applies
to non-genomic fields as well. Furthermore, the improved readability and usability of
Sequre programs can simplify the sharing and maintenance of secure workflows.

Sequre and Secure Multiparty Computation, in general, offer a provably secure
2We introduce Sequre and Shechi in the following paragraphs through adaptation of our existing

texts that are either already published [144,145] or have passed the rebuttal stage as of the time of
this writing.



4

means of protecting and sharing private data between multiple non-trusting parties.
However, while Sequre enables practical runtimes for applications that operate on
large-scale data, it still comes with one important drawback that renders it imprac-
tical for use cases that involve many study participants. Namely, it requires network
communication between all study participants, and for this reason, it scales quadrati-
cally with respect to the number of collaborating parties. On the other hand, while the
computation overhead associated with the Homomorphic Encryption primitives often
leads to impractical runtimes on large datasets, its multiparty variant (i.e. MHE)
amortizes this cost by enabling computation on local, non-encrypted data at each
party and independent, parallel computing between the parties. Although MHE can,
in principle, lead to a significant reduction in computational costs on large-scale dis-
tributed datasets compared to existing methods based on HE and SMC, to the best
of our knowledge, there does not exist a compiler for MHE that can streamline the
development of such protocols. As a result, MHE software development currently de-
mands profound expertise in the often disparate domains of cryptography, distributed
algorithms, and domain-specific analytics. It typically entails (i) manually designing
a distributed yet equivalent version of the original algorithm, (ii) developing a se-
cure version of this algorithm by manually integrating cryptographic primitives while
considering their capabilities and limitations, (iii) implementing the algorithm using
low-level cryptographic libraries, and (iv) manually optimizing its performance. Each
of these steps can affect a solution’s runtime by several orders of magnitude, increas-
ing the difference between practical and infeasible solutions [58]. Moreover, these
steps typically must be considered jointly, requiring intricate manual optimizations
and resulting in complex implementations whose security is difficult to verify, either
manually or automatically, and challenging to maintain in the future.

Thus, we introduce Shechi, the first programming framework that automates the
transformation of standard high-level Pythonic code into an efficient and secure MHE
equivalent for execution on distributed datasets. Shechi enables end users to write
code in familiar syntax without needing prior cryptography or distributed algorithms
expertise. It functions as an end-to-end ahead-of-time compiler that analyzes and
compiles compatible Pythonic code and optimizes it through a set of MHE-specific
static and dynamic optimization passes. Shechi introduces new high-level code opti-
mization strategies that operate on top of secure expressions and leverage the specific
features of MHE to improve the performance of evaluating such expressions. It no-
tably implements various compile-time and runtime code optimizations for parallel
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computation over large encrypted vectors, effective workload distribution among com-
puting parties, and efficient local computations on non-encrypted data. Shechi also
introduces new data types—local and distributed secure tensors—that encapsulate
data partitioned among parties to orchestrate distributed computations on top of
them. To overcome the computational limitations of HE and leverage the versatility
of SMC computations without sharing all input data, Shechi also handles the dy-
namic orchestration between HE and SMC for specific computations that allow it,
thus enabling the writing of complex applications that can handle large-scale private
input data.

Our evaluations show that Shechi achieves comparable performance with low-level
HE and SMC libraries and outperforms other state-of-the-art high-level secure compil-
ers. We showcase the effectiveness of our solution through the design and evaluation of
various large-scale data analytics workflows, including principal component analysis
(PCA) and complex tasks in genomics. We also integrated a specialized Keras-like [35]
library into Shechi, enabling, for the first time, the easy, flexible, and practical im-
plementation and execution of neural network training in the MHE context. Many
of these workflows are too complex for existing solutions to handle effectively due to
their complexity and the scale of the data they process. For all applications, our solu-
tion led to easy-to-read, pseudocode-like Pythonic implementations of the algorithms
and improved the expressiveness of the existing secure solutions by up to 40× and
achieved up to 15× better runtime performance. Shechi also scales better than other
approaches as the number of parties and data dimensions grows: we show that its
runtime only increases by a factor of 1.5 compared to 5.5 for Sequre when the number
of parties and data dimensions are quadrupled. Shechi’s systematic approach enables
it to match or even surpass the performance of manually optimized, expert-written
code.

Finally, we extended the application of Sequre and Shechi beyond computational
genomics and pharmacology to solve the problem of conducting statistical studies on
top of privately owned, distributed, incomplete Electronic Health Records (EHRs) in
U.S. hospitals. Here, for the first time, we implemented a provably secure variant of
the multipile imputation with chained equations (MICE) algorithm using SMC and
MHE. Our goal was to meet the accuracy of the offline, non-secure implementations
of MICE, which Sequre and Shechi ultimately achieved. More importantly, Sequre
provided practical runtimes, in some cases even faster than the offline counterpart
written in Python, often running in less than a few seconds (from 38ms for 500
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patients to 12s for more than 50, 000 patients). On the other hand, while Shechi was
as accurate as other solutions, it unsurprisingly provided less practical runtimes for
datasets of these dimensions. However, we expect Shechi to outperform Sequre in case
scenarios with much larger datasets and the number of collaborators. Thus, together
with Sequre, our frameworks for secure distributed computation enable practitioners
to write performant, secure applications easily and constitute an important step for
the design and adoption of secure distributed solutions.
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Chapter 2

Preliminaries

Our work is underpinned by two main components: privacy-enhancing technologies
and compilers. In the following sections, we explore the cryptographic schemes and
the compiler framework employed by our solutions. Specifically, we used Secure
Multiparty Computation (SMC) and Multiparty Homomorphic Encryption (MHE)
schemes, as well as Codon, a framework for building high-performance, Pythonic
domain-specific frameworks.

2.1 Privacy-Enhancing Technologies

Here we present the essentials of the particular privacy-enhancing technologies em-
ployed in our work. Our choice of cryptographic schemes is influenced by the practical
requirements of computational genomics, where the size of genomic data is detrimen-
tal to performance. Having that said, adding support for other cryptographic schemes
is possible, and it is part of future work.

2.1.1 Secure Multiparty Computation

Secure multiparty computation enables computing on top of private datasets dis-
tributed between multiple non-trusting data proprietors, without disclosing any sen-
sitive information, apart from the final outcome of the study. There are many variants
of SMC [52, 73, 89] and, driven by the design decisions in the field of computational
genomics [13, 33], we opted for secret sharing scheme, where the input is divided
between the computing parties such that no single party can obtain any meaningful
information from its data share, but the computation on top of such, distributed data
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Figure 2.1: Overview of Secure Multiparty Computation and its typical
use-case. Secure Multiparty Computation enables collaborative analysis of sensi-
tive private data, such as patient genomes and proprietary pharmaceutical datasets,
without disclosing the data to anyone other than the respective data providers.

is still possible. Specifically, we employed an additive secret sharing scheme 1 where
each data holder splits each of their private data value x into n shares x1, x2, . . . xn,
where n is the number of computing parties, such that x =

∑n
i=1 xi (modulo a pre-

determined modulus). The data holder then shares each xi with CPi respectively for
i = {1, . . . , n}. These shares satisfy the key property that each share individually is
indistinguishable from a uniformly random number, thus hiding the underlying secret.
Computing parties will then execute an interactive protocol in which they perform
calculations over the respective secret-shared data. Subroutines defined for individ-
ual operations (e.g. multiplication) provide theoretical guarantees that the messages
exchanged during the computation do not reveal any information about any party’s
private data. Once the computation is complete, the result is revealed and made
available to the end-users by combining the final shares.

The above additive secret sharing scheme maintains the two invariants: (i) no
1There are other variants of secret sharing, too, such as multiplicative secret sharing and Shamir’s

secret sharing. Additive secret sharing, however, has been predominantly employed in computational
genomics due to its superior performance in fixed-point arithmetic.
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computing party can infer any information about the private data that they do not
already have access to; and (ii) the shares are constrained to have a sum (modular
addition) equal to the secret value they collectively represent. Because of this con-
strained data representation, performing computation over the private data (which are
not directly accessible), e.g. multiplying two secret numbers, requires the use of spe-
cial operations which typically require the parties to interact and exchange messages
(see Section 3.4 for details). Note that in Sequre, we adopt an efficient server-aided
model of SMC, in which one computing party plays the role of a trusted dealer who
does not receive any private data (even secret shares) and only generates correlated
random numbers in a preprocessing step to be shared with other computing parties
to facilitate the main protocol. While this weakens the security model by requiring
the trusted dealer not to collude with any other party, the resulting performance gain
is significant, which is critical for large-scale genomic data.

The security of an SMC framework is typically expressed in terms of the power
of the anticipated adversary (e.g. a rogue computing party). Common models in-
clude honest-but-curious and malicious adversaries. An honest-but-curious party will
faithfully follow the computational protocol as given but may attempt to perform ad-
ditional analysis based on the observed data during the protocol to infer information
about the private data. A malicious party is additionally allowed to deviate from
the prescribed computational protocol, potentially sending fabricated information in
order to extract private information. Based on the type of adversary addressed by
the chosen security model, SMC operations need to be revised accordingly to provide
adequate protection. In general, stronger schemes that guard against malicious par-
ties tend to be more computationally expensive. We note again that, in principle,
allowing the presence of a trusted dealer and adopting an honest-but-curious threat
model has been standard practice in genomic applications [33,34]. Having said that,
extending our SMC scheme to support a stronger threat model without a trusted
dealer or even with the malicious security model, as presented in earlier work [34], is
also possible and is part of future work.

Some SMC frameworks support only a limited number of computing parties (e.g.
garbled circuits are for two parties). Frameworks that can be instantiated with more
computing parties arguably offer stronger security since compromising privacy based
on secret shared data typically requires compromising all (or the majority of) the
computing parties.

Another aspect worth noting is that additive secret-sharing-based frameworks can
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be instantiated with different types of finite algebraic structures required for modular
arithmetic. Two popular choices are a finite field (integers modulo a prime; Zp) or a
ring of integers with a power-of-two modulus (Z2k). Recently, Z2k rings are becoming
more widely adopted due to their superior performance on modern computer architec-
tures leveraging native integer operations. However, Z2k rings support a more limited
set of operations as modular inverse generally does not exist, which some operations
require. Lastly, fractional numbers are commonly represented using fixed-point num-
bers, incurring some level of precision loss, which can be controlled with the choice
of modulus size.

Developing efficient SMC protocols based on different secret-sharing schemes and
security assumptions is an active area of research. The following subsections provide
an insight into some essential operations in additive secret-sharing schemes.

Notation

We adopted a standard SMC notation from previous work [34, 41, 52]. While we
support an arbitrary number of computing parties (CP s) and study participants
(SP s, also known as data holders), we will here assume without the loss of generality
to have only three computing parties (CP0, CP1, and CP2), or to be more precise,
two standard computing parties (CP1, CP2) and an auxiliary computing party (CP0;
also known as trusted dealer). We will denote each party’s data with the angled
brackets: ⟨a, b, c, d⟩ means that a, b, c, and d are accessible by CP1, CP2, CP0,
and SP , respectively. We will adhere to a convention that ⟨a, b⟩ ≡ ⟨a, b,⊥,⊥⟩ and
⟨a, b, c⟩ ≡ ⟨a, b, c,⊥⟩, where ⊥ denotes an empty slot. Further, a pair of secret shares
⟨x1, x2⟩ of x will be often shortened as [x]. Also, unless explicitly noted, each line of
pseudocode is executed on all computing parties in parallel, and each routine operates
on top of an algebraic structure S, which can interchangeably be the Galois field Zp

or a finite Z2k ring.

Revealing

The procedure for revealing the secretly shared value in additive secret-sharing schemes
follows the opposite steps from the encryption: a value is revealed by adding up the
secretly shared values together. In other words, x = x1 + x2 (modulo a field/ring
characteristic).
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Addition

Adding the two numbers in additive secret-sharing-based schemes is a straightforward
procedure. Namely, for the sum of two secret-shared numbers [x] and [y] we just add
the respective shares together: [x + y] = ⟨x1 + y1, x2 + y2⟩. Note that revealing the
obtained shares reveals the value of x + y. However, when adding a public value a

to a secret-shared number, it suffices to add it to one and only one of the shares:
[x] + a = ⟨x1 + a, x2⟩. For detailed SMC pseudocodes for the procedures above, see
protocols 3 and 4 in Cho et al. [34].

Multiplication and Beaver Partitions

Multiplying a secret-shared number [x] with a public number a is straightforward in
an additive secret-sharing scheme. It suffices to multiply each share of x with the
public number: [ax] = ⟨ax1, ax2⟩.

On the other hand, multiplying the two secret-shared values is not as easy. Note
that if the shares at each computing party are simply multiplied together, we obtain
an incorrect result: x1y1 + x2y2 ̸= xy. This problem can be avoided by using the
Beaver multiplication triplets [10]. In this method, to compute the shares of a product
[xy], we first sample and secretly share the three random numbers a ∈ S, b ∈ S,
and c = ab ∈ S and then reveal the value of x − a and y − b to finally compute
(x−a)(y− b)+ (x−a)[b]+ (y− b)[a]+ [c]. Revealing the last value yields (x−a)(y−
b) + (x− a)b+ (y − b)a+ ab which is equal to xy.

Here, however, we implement an improved variant of Beaver triplets multiplication
that introduces a concept of Beaver partitions and leverages a trusted dealer and the
streams of pseudo-random generators to reduce the online communication between
the computing parties. Specifically, Beaver partitions of a secret-shared number [x]

are defined as the values ⟨x−r, x−r⟩ and ⟨r1, r2, r⟩, where r ∈ S is randomly sampled
by a trusted dealer and secretly shared to the computing parties. To multiply the
two secret-shared numbers [x] and [y], it suffices to multiply their Beaver partitions
in a cross-over fashion: [xy] = (x − rx)[ry] + (y − ry)[rx] + [rxry] + (x − rx)(y − ry),
where (x− rx)(y − ry) is added publicly and rxry is computed at trusted dealer and
secretly shared to other computing parties. For details, see supplementary notes 3

and 7 in Cho et al. [34].
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Generalized Polynomial Evaluation

The generalized polynomial form

Pm(x1, x2, . . . , xn) =
m∑
i=1

ci

n∏
j=1

x
pij
j , ci, xj, pij ∈ R

can be evaluated with a minimal number of online communication rounds in our
SMC scheme [34]. It suffices to compute the Beaver partitions xj − rj, [rj] for each
variable xj only once and then compute the public coefficients in the expansion of the
polynomial terms xpij

j = ((xj− rj)+ [rj])
pij offline—within each computing party—to

evaluate the polynomial. However, the expansion of the offline terms is exponential
with respect to the polynomial degree and can be impractical if the polynomial degree
is too high. In this case, a simple series of traditional multiplication routines often
performs better.

2.1.2 Homomorphic Encryption

A cryptographic scheme (or cryptosystem) is usually defined as a tuple of a key
generator that samples a random key from a keyspace K, an encryption function
E :M→ C, and a decryption function D : C →M, whereM and C are the message
space and the cipher space, respectively. Encryption and description functions are
usually defined for a specific key k ∈ K and denoted as Ek and Dk, respectively [87].
Further, a function f : X → Y is said to be homomorphic with respect to operator ◦
whenever f(x ◦ y) = f(x) ◦ f(y), for all x ∈ X and y ∈ Y . Any cryptographic scheme
whose encryption function is homomorphic with respect to some operator, such as ad-
dition (i.e. Ek(x+ y) = Ek(x)+Ek(y)) or multiplication (i.e. Ek(xy) = Ek(x)Ek(y)),
is considered to be a Homomorphic Encryption (HE) scheme2. A number of cryp-
tosystems, such as RSA [130], ElGamal [48], and Paillier [122], offer this property for
exactly one operator (either addition or multiplication)3. These cryptosystems are
known as Partially Homomorphic Encryption schemes, and they are of limited com-
putational power on top of encrypted data. The first generic cryptographic scheme
that offered the encryption function homomorphic under both addition and multi-

2Note that, since Dk is inverse of Ek, homomorphism of Ek implies the homomorphism of Dk

for a given operator.
3Note that secret sharing, as an encryption function is, in principle, homomorphic with respect

to both addition and multiplication, but it is restricted to distributed setups only.
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plication was introduced by Gentry [65] in 2009. This scheme essentially enabled
arbitrary computation on top of encrypted data and is considered to be the first
Fully Homomorphic Encryption scheme (FHE). In this thesis, any reference to Ho-
momorphic Encryption refers to Fully Homomorphic Encryption. There are multiple
variants of FHE [21,22,31], and here, we adhere to the Cheon-Kim-Kim-Song (CKKS)
scheme [31]. In CKKS, plaintexts (unencrypted) and ciphertexts (encrypted data) are
represented by polynomials of degree up to N−1 (with N coefficients), each encoding
a vector of up to t = N /2 complex numbers. Roughly speaking, a vector z ∈ Ct is
encoded as polynomial p ∈ Zq[X]/(XN + 1), such that zi = p(ξ2i−1) where ξ is a
primitive root of −1. Security is then based on the ring learning with errors (RLWE)
problem [107], in which it is considered hard to find the value of s ∈ Zq[X]/(XN +1),
given the list of pairs (ai, ais + ei), for ai ∈ Zq[X]/(XN + 1), ei ← Zq[X]/(XN + 1),
and i > 0. CKKS supports a limited number of operations on top of data: additions,
multiplications and vector rotations. All vector-wide operations are data-parallel and
can be simultaneously executed on all vector values. However, intra-vector opera-
tions are usually costly as they require a sequence of HE operations. Additions and
multiplications with plaintexts are faster than ciphertexts multiplications and rota-
tions4. Furthermore, to maintain the ciphertext size and scale—values are scaled by
a constant before encryption to ensure a high level of precision—ciphertexts have to
be rescaled after any multiplication and relinearized after multiplication with another
ciphertext. After a certain number of multiplications, the ciphertext also needs to
be refreshed through a bootstrapping procedure to ensure correct decryption. This
operation is prohibitively expensive in the standard CKKS scheme.

Encryption and Decryption

The encoding m ∈ Zq[X]/(XN + 1) of input vector z ∈ C is encrypted under the
encryption function Ep : Zq[X]/(XN + 1) → (Zq[X]/(XN + 1))2 as c = Ep(m) =

(m− as+ e, a) = (c0, c1) ∈ (Zq[X]/(XN + 1))2, where a, s, e← Zq[X]/(XN + 1) and
e encodes some small noise. Polynomial s is considered to be a secret key, while the
pair of polynomials p = (−as+ e, a) is a public key.

Decryption D : (Zq[X]/(XN + 1))2 → Zq[X]/(XN + 1) is then simply defined as
m = D(c) = D((c0, c1)) = c0 + c1s.

4Up to 7× times faster in our experiments; see Section 4.8.3).
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Addition and Multiplication

Adding two ciphertexts c′ = (c′0, c
′
1) and c′′ = (c′′0, c

′′
1) is straightforward since D(c′) +

D(c′′) = c′0 + c′′0 + (c′1 + c′′1)s = D(c′ + c′′).
Multiplication is a bit more complex since D(c′)D(c′′) = D(c′0c

′′
0, c

′
1c

′′
0 + c′0c

′′
1) +

c′1c
′′
0s

2. Finding d′0, d
′
1 ∈ (Zq[X]/(XN + 1))2 such that D(c′0c

′′
0, c

′
1c

′′
0 + c′0c

′′
1) + c′1c

′′
0s

2 =

D(d′0, d
′
1) is part of relinearization process mentioned above and is an integral part of

RLWE-based schemes.

2.1.3 Multiparty Homomorphic Encryption

Most RLWE-based HE schemes allow for the decryption key (secret) to be distributed
between multiple computing parties. This way, parties can collaborate together by
collectively generating a distributed secret key, encrypting their private data via a
shared public key, and sharing the encrypted data for downstream computing. This
concept has been only recently introduced as a distributed HE scheme [117] and has
later been extended to a hybrid scheme allowing to switch from data encrypted in
HE under a public key to secret-shared data in SMC [32]. The decryption key is
shared among the parties via SMC, while the corresponding encryption key is known
to all of them. Each party can independently compute in HE under the public key,
but decryption requires collaboration from all parties. In our case, the secret key is
distributed additively between the computing parties, reflecting our additive secret-
sharing scheme and facilitating switching between MHE and additive secret-sharing-
based SMC.

Independent computing is especially beneficial since, unlike in secret-sharing-based
SMC, the workload can be divided between the computing parties. This allows MHE
to scale linearly with respect to the number of parties and size of data, which results in
superior performance when compared to SMC in mass collaborations and large-scale
data (the interactive protocols of SMC scale quadratically with respect to number
of parties and data size). On the other hand, interactive protocols can be used to
replace the expensive HE bootstrapping operation and to convert HE ciphertexts into
additive shares for SMC operations [32] in the use cases where SMC is of superior
performance (usually when the collaboration or data size is small). Lastly, unlike
secret-sharing, MHE allows offloading parts of computation offline, on non-encrypted
data, to each computing party, should the application context allow it. MHE can,
therefore, be used to divide operations across HE and SMC while leveraging the
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strengths of both schemes and performing well on large-scale datasets.

2.2 Compiler Preliminaries: Codon Framework
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Figure 2.2: Object metadata overhead in
Python, using C as a reference.

To enable Pythonic syntax and custom
code optimizations in our solutions, we
used Codon5, a novel solution to bring
high-performance DSLs to the Python
user community, by building a flexible
development framework on top of an op-
timized Pythonic base [141]. Codon is
a full language and compiler that bor-
rows Python 3’s syntax and (with some
limitations) its semantics and library fea-
tures but compiles to native machine
code with zero runtime and metadata
overhead, allowing it to rival C/C++ in performance. To this end, Codon leverages
a specialized bidirectional type-checking algorithm and novel intermediate represen-
tation (IR) to enable optional domain-specific extensions—both in the language’s
syntax (front-end) and in compiler optimizations (back-end)—via a plugin system.

Unlike other performance-oriented Python implementations (such as PyPy [19],
Numba [4] or Nuitka [74]), Codon operates completely independently of the standard
Python runtime and interpreter and is built from the ground up as a standalone
system. As a result, Codon is able to achieve vastly superior performance and over-
come issues such as the infamous global interpreter lock, which most other Python
implementations retain. While Codon (at the time of writing) is not yet a drop-in
replacement for standard Python, it circumvents the hurdle of having to learn an
entirely new language or ecosystem, and still nonetheless allows for substantial code
reuse from existing Python programs.

A critical difference between Codon and other optimized Python implementations
is that Codon does not leverage just-in-time (JIT) compilation, but rather compiles
full programs ahead of time. Consequently, Codon does not need to retain any runtime
type information whatsoever, unlike JIT compilers, which still require such metadata

5This section is adapted from our recently published work [141]
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to accommodate non-JIT’ed code. This metadata overhead poses a challenge in a
number of domains, including computational genomics, when dealing with a large
number of small objects, each of which carries per-object overhead. For example,
many genomics applications need to store and manipulate billions of small sequences
(“ACGT” strings) concurrently [138]. Figure 2.2 shows the effect of metadata over-
head on such an application; the plot shows memory usages for the Python and
C implementations of the “k-nucleotide” benchmark from The Computer Language
Benchmarks Game suite of benchmarks [69], for various input sizes. This benchmark
involves counting occurrences of various sequences in a large dataset. As the input
size increases, so too does the overhead of the Python implementation—Codon, on
the other hand, does not have any of Python’s metadata overhead, allowing it to be
applied effectively in such domains.

Codon is built through two main components:

• Localized type system with delayed instantiation (LTS-DI) which combines exist-
ing techniques commonly used to type check strongly-typed languages, such as
bidirectional type inference, parametric polymorphism, monomorphization and
static expressions, to statically type check dynamic Python syntax.

• Bidirectional intermediate representation where a new class of IRs called bidi-
rectional IRs is added. Here, the compilation does not follow a linear path after
parsing, but can return to the type-checking stage during IR passes to generate
new specialized IR nodes.

2.2.1 Localized Type System With Delayed Instantiation

def foo(x):

x.append(1)

a = [] # a: List[α]

foo(a) # foo(a): Function[[β], η]

# unify: β ←List[α]

# At this point, type of a is still unbound α,

# and thus Codon cannot instantiate foo.

def foo():

a = [] # a: List[α]

b = None # b: Optional[β]

# At this point, α and β are unbound and
# cannot be resolved in the scope of foo.

Figure 2.3: Examples of cases that can-
not be type-checked by Codon.

Codon employs a new type system,
localized type system with delayed instan-
tiation (LTS-DI), which builds on top of
the classical Hindley-Milner-Damas bidi-
rectional type inference algorithm [40,
78, 113] used in Standard ML and many
other functional languages. LTS-DI
combines several ideas from RPython [5]
and Starkiller [132] (e.g. monomorphiza-
tion, localized typing approach), and
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glues them to a Standard ML-like backend to achieve more comprehensive static
type checking of Pythonic code.

However, LTS-DI makes some notable departures from the Standard ML type
system in order to be compatible with Python’s duck typing approach:

Delayed instantiation The complete type of function’s body, as well as its return
type, will be inferred by the type checking algorithm solely from the provided argu-
ment types at the time of realization, and not of definition (recall that Standard ML
will infer the most general type of function at the definition time). In other words,
LTS-DI will delay the instantiation (and type checking) of a function until all function
parameters become bound. This technique, when combined with monomorphization
and generic functions (in other words, parametric let-polymorphism), allows LTS-DI
to faithfully simulate Python’s runtime duck typing at compile time.

Localization LTS-DI will treat each function block as an independent type check-
ing unit with its own typing context. Thus, each function block must be locally and
independently resolvable by the type system without knowing anything about other
blocks’ context. For example, as seen in the top snippet of Figure 2.3, the type of a
cannot be inferred from the scope of foo alone, and as such will produce a compiler
error. Because the outermost scope is treated as a function itself, the type of a also
cannot be inferred from the top-level alone in the bottom snippet of Figure 2.3 (the
fact that foo can realize a does not help, as each function context is independent of
other contexts).

Static evaluation A ML-like type system such as LTS-DI can sometimes over-
eagerly reject a valid Python program. For example, a common Python pattern
is to dynamically check the type of an expression via isinstance, and to proceed
to different blocks of code for different types, often within an if-else statement.
A similar strategy is also used in conjunction with hasattr. For example, both
isinstance and hasattr, as well as many other methods, can and are resolved at
compile time. Thus, if an if-statement’s condition is a static expression, it will
be type checked and compiled only if the expression evaluates to true at compile
time. Thus the compiler can opt out of compiling blocks that fail a hasattr check



18

(* OCaml *)
let f g a b = (g a, g b) in

let g x = x in
f g 1 "a" (* error *)

# Python
def f(g, a, b): return g(a), g(b)
def g(x): return x
f(g, 1, "a") # compiles

Figure 2.4: Program that cannot be type-checked by standard Hindley-Milner type
inference algorithms, but can by LTS-DI. Since LTS-DI delays function instantiation,
it supports multiple applications of f on different argument types, unlike OCaml.

(Figure 2.5).6 Codon also allows static expressions to instantiate types and functions:
for example, the n-bit integer type can be expressed as Int[N: Static[int]].

These departures and extensions—or in some cases, restrictions—of Standard
ML’s type system allow LTS-DI much greater flexibility in dealing with generic func-
tions. Most importantly, LTS-DI treats generic functions as bound types, and instan-
tiates them as unbound types only during their application. In other words, if a
generic function is passed as an argument to a function foo, it can be instantiated
differently depending on the supplied arguments within the local context of foo, un-
like in ML where the first instantiation determines the type of the function variable.
A concrete example of this distinction is shown in Figure 2.4. These differences from
Standard ML together allow better compatibility with Python, by enabling more gen-
eral lambda support, as well as support for returning generic functions—a necessary
requirement for implementing Python’s decorators (Figure 2.5).

2.2.2 Intermediate Representation Node

Module Value

Const Instr Flow

Type Var

Func

Figure 2.6: CIR hierarchy

Codon introduces a custom intermediate repre-
sentation: a Codon Intermediate Representation
(CIR), which is radically simpler than the stan-
dard IRs such as abstract syntax trees (ASTs).
Despite this simplicity, CIR maintains most of
the source’s semantic information and facilitates “progressive lowering,” enabling op-
timization at multiple layers of abstraction similar to other IRs [98, 156]. Optimiza-
tions that are more convenient at a given layer of abstraction are able to proceed
before further lowering.

6Note that, unlike many other languages, Codon automatically detects static expressions and
does not require manual annotations.
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def foo(x, f):
if isinstance(x, int):

return f(x + 1)
else:

return f(1), f(x)

def lambda_1_int(x: int) -> int:
return x + 1

def foo_int_lambda_1(
x: int, f: Partial[lambda_1, ...]

) -> int:
return f.__call__(1) # -> lambda_1_int

foo_int_lambda_1(1, partial(lambda_1))

def lambda_2_int(x: int) -> str:
return str(x) + " hello"

def lambda_2_str(x: str) -> str:
return x + " hello"

def foo_str_lambda_2(
x: str, f: Partial[lambda_2, ...]

) -> Tuple[str, str]:
return (f.__call__(1), # -> lambda_2_int

f.__call__(x)) # -> lambda_2_str

foo_str_lambda_2(1, partial(lambda_2))

f(1, lambda x: x + 1) f(‘hi’, lambda x: f‘{x} hello’)

Figure 2.5: Example of monomorphization and static evaluation in Codon. By
combining these two, Codon can support many common Pythonic constructs, like
isinstance type checking, generic functions that return different types on different
invocations, and so on.

High-Level Design

CIR is a value-based IR inspired in part by LLVM IR [97], where a structure similar
to single static assignment (SSA) form is employed, making a distinction between
values, which are assigned once, and variables, which are conceptually similar to
memory locations and can be modified repeatedly.

Unlike LLVM, however, the IR initially represents control flow using explicit nodes
called flows, allowing for a close structural correspondence with the source code. Im-
portantly, this makes optimizations and transformations that depend on precise no-
tions of control-flow much easier to implement. One key example is the for flow: in
Pythonic languages, the for x in range(y) pattern is exceedingly common; main-
taining explicit loops allows Codon to easily recognize this pattern rather than having
to decipher a maze of branches, as is done in lower-level IRs like LLVM IR.

Bidirectional Intermediate Representations

Traditional compilation pipelines are linear in their data flow: source code is parsed
into an AST, usually converted to an IR, optimized, and finally converted to machine
code. Codon introduces the concept of a bidirectional IR, wherein IR passes are able
to return to the type checking stage to generate new IR nodes and specializations not
present in the source program. Among the benefits of a bidirectional IR are:



20

def fib(n):
a, b = 0, 1
while a < n:

print a
a, b = b, a+b

fib(1000)

+

ba __add__ a b

Call
1

Instr

Func 2

+

ba
intintAbstract 

Syntax Tree Type Checker
Intermediate 

Representation
Source Code Optimization 

Passes
Target

int, int

DSL Plugin

Domain-specific 
optimizations

New syntax
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Bidirectional Compilation

Figure 2.7: Codon’s compilation pipeline. Compilation proceeds at first in a linear
fashion, where source code is parsed into an abstract syntax tree (AST), on which
type checking is performed to generate an intermediate representation (IR). Unlike
other compilation frameworks, however, Codon’s is bidirectional, and IR optimizations
can return to the type-checking stage to generate new IR nodes and specializations
not found in the original program, which is required for several key optimizations
we present in this work. The framework is “domain-extensible”, and a “DSL plugin”
consists of library modules, syntax extensions, and domain-specific IR passes.

• Large portions of complex IR optimizations can be implemented in Codon. and
new instantiations of user- or library-defined data types can be generated on
demand. For example, an optimization that requires the use of Codon/Python
dictionaries can instantiate the Dict type for the appropriate key and value
types. Instantiating types or functions is a non-trivial process that requires a full
re-invocation of the type checker due to cascading realizations, specializations
and so on.

• The IR can take full advantage of Codon’s intricate type system. By the same to-
ken, IR passes can themselves be generic, using Codon’s expressive type system
to operate on a variety of types.

The ability to instantiate new types during CIR passes is critical in our work. For
example, creating a tuple (x, y) from given CIR values x and y requires instantiating
a new tuple type Tuple[X,Y] (where the uppercase identifiers indicate types), which
in turn requires instantiating new tuple operators for equality and inequality checking,
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iteration, hashing and so on. Codon, however, makes this process seamless by calling
back to the type-checker.

Passes and Transformations

class AddFolder : public OperatorPass {
void handle(CallInstr *v) {

auto *f = util::getFunc(v->getCallee());
if (!f || f->getUnmangledName() != "__add__") return;
auto *lhs = cast<IntConst>(v->front());
auto *rhs = cast<IntConst>(v->back());
if (lhs && rhs) {

auto sum = lhs->getVal() + rhs->getVal();
v->replaceAll(v->getModule()->getInt(sum));

}
}

};

Figure 2.8: Simple integer addition constant folder pass in Codon IR. This pass
recognizes expressions of the form <int> + <int> (where <int> is a constant integer)
and replaces them with the correct sum.

CIR provides a comprehensive analysis and transformation infrastructure: users
write passes using various CIR builtin utility classes and register them with a PassManager,
which is responsible for scheduling execution and ensuring that any required analyses
are present. Figure 2.8 showcases a simple addition constant folding optimization
that utilizes the OperatorPass helper, a utility pass that visits each node in an IR
module automatically.

More complex passes can make use of CIR’s bidirectionality and re-invoke the
type checker to obtain new CIR types, functions, and methods, an example of which
is shown in Figure 2.9. In this example, calls of the function foo are searched for, and
a call to validate on foo’s argument and its output is inserted after each. As both
functions are generic, the type checker is re-invoked to generate three new, unique
validate instantiations. Instantiating new types and functions requires handling
possible specializations and realizing other types and functions (e.g. the == operator
method __eq__ must be realized in the process of realizing validate in the example),
as well as caching realizations for future use to avoid a blowup in code size.



22

class ValidateFoo : public OperatorPass {
void handle(AssignInstr *v) {

auto *M = v->getModule();
auto *var = v->getLhs();
auto *call = cast<CallInstr>(v->getRhs());
if (!call) return;
auto *foo = util::getFunc(call->getCallee());
if (!foo || foo->getUnmangledName() != "foo") return;
auto *arg1 = call->front(); // argument of 'foo' call
auto *arg2 = M->Nr<VarValue>(var); // result of 'foo' call
auto *validate = M->getOrRealizeFunc("validate",

{arg1->getType(), arg2->getType()});
auto *validateCall = util::call(validate, {arg1, arg2});
insertAfter(validateCall); // call 'validate' after 'foo'

}
};

def foo(x): return x*3 + x

def validate(x, y):
assert y == x*4

a = foo(10)
b = foo(1.5)
c = foo('a')

a = foo(10)
validate(10, a)

b = foo(1.5)
validate(1.5, b)

c = foo('a')
validate('a', c)

Figure 2.9: Example of bidirectional compilation in Codon IR. The simple pass
shown in the bottom box searches for calls of function foo, and inserts after each a
call to validate, which takes foo’s argument as well as its output and verifies the
result. Both functions are generic and can take as an argument any type that can be
multiplied by an integer, so the type checker is re-invoked to generate three distinct
validate instantiations for the example code in the top left box, producing code
equivalent to that in the top right box.

Extensibility

Due to the framework’s flexibility and bidirectional IR, as well as the overall expres-
siveness of Python’s syntax, a large fraction of the DSL implementation effort can
be deferred to the Codon source. This has the benefit of making Codon DSLs and
frameworks intrinsically interoperable—so long as their standard libraries compile,
disparate DSLs can be used together seamlessly. Along these lines, Codon offers a
modular approach for incorporating new IR passes and syntax, which can be packaged
as dynamic libraries and Codon source files. At compile time, the Codon compiler
can load the plugin, registering the DSL’s elements.
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2.3 Related Work

Framework E2E
security

Distr.
trust

Distr.
workload

Versatility Matrix
ops.

High-
level

Full-
stack
opt.

AoT
compile

Type
check

NSFF ✗ ∼ ✓ ✓ ✓ ✓ ✓ ✓ ✓
SMC (MP-SPDZ / MPyC) ✓ ✓ ✗ ✓ ✓ ✓ ✓/ ✗ ✓/ ✗ ✓/ ✗
HE (HEFac. / EVA ) ✓ ✗ ✗ ✗ ✗ ✓ ✗ ✗ ✗

Sequre & Shechi ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Table 2.1: Survey of the current strategies for non-secure and secure distributed
computing. NSFF stands for the non-secure federated framework. End-to-end secu-
rity ensures input data remains confidential throughout the protocol execution. Trust
distribution means trust is shared among multiple parties. Computation versatility
refers to the approach’s ability to support a wide range of operations, similar to stan-
dard centralized data analysis. The rightmost columns indicate whether solutions
natively support operations at the matrix level, whether they allow code to be writ-
ten in a high-level programming language and to be compiled ahead of time, and
whether the solutions can enforce strong typing.

Non-secure federated frameworks (NSFFs) [54, 62, 115, 120] typically distribute
computations across multiple parties (i.e., workload distribution) to enable efficient
and versatile operations on distributed datasets. However, they involve exchanging
non-protected intermediate results among parties, potentially disclosing information
about the input data [111,164]. Existing secure solutions, on the other hand, usually
require the input data to be encrypted and then shared among computing parties.
Computations are then performed on the encrypted data, leading to communication
and computation overheads that quickly grow with workflow complexity, number of
computing parties, and data scale.

Several HE-based compilers have been proposed [68, 151] to facilitate the devel-
opment of applications on encrypted datasets. They target tasks such as machine
learning inference [15–17, 25] or general analytics [36, 44, 150] and are typically built
on top of HE schemes [22, 31] that enable efficient vector arithmetic through en-
coding (or packing), where multiple values are encrypted within a single ciphertext.
These schemes support a limited number of multiplications due to the lack of prac-
tical bootstrapping, an operation required after a certain number of multiplications
to ensure decryption correctness. Additionally, each multiplication must be followed
by ciphertext maintenance operations to manage ciphertext size and scale. Existing
compilers address these challenges at different levels of granularity. EVA [36,43] opti-
mizes circuit evaluation to reduce ciphertext maintenance overhead, while HECO [150]
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introduces advanced optimizations for utilizing encoding in programs requiring fine-
grained access to vector elements. These compilers typically add an extra layer on top
of existing low-level HE libraries, which allows them, in some cases, to benefit from
underlying improvements but also limits the development of interlevel (or full-stack)
optimizations. Furthermore, they focus primarily on vector operations, lacking native
support for matrix operations.

The first comprehensive survey on SMC frameworks [73] measured the expressive-
ness, accessibility, level of security, and functionality of 11 different frameworks [18,
46, 51, 56, 105, 116, 129, 146, 153, 159, 160] across three simple applications. Today,
there are more than 23 available SMC frameworks [2, 3, 9, 11, 18, 24, 26, 45, 46, 51,
56, 76, 89, 92, 105, 116, 129, 136, 146, 153, 159, 160, 166], each offering a different SMC
flavour regarding accessibility, security, functionality, or performance. SMC compilers
and frameworks [73] typically offer more versatile computations compared to HE but
require interactions between computing parties. In SMC, the input data is secret-
shared among multiple computing parties that interact to compute on top of data
without learning any information about the data. Like HE solutions, SMC compilers
provide varying levels of abstraction to users. For example, SMC frameworks such
as MPyC [136] and MP-SPDZ [89] transform high-level Pythonic code into SMC-
enabled applications. The latter also automatically optimizes the underlying source
code at compile-time. However, despite these and other developments in the SMC
domain [73], SMC pipelines still do not scale well with the growth of the input data
and the number of computing parties.

Hybrid solutions that extend HE techniques to a multiparty setup [117] (MHE)
have been proposed for specific applications such as machine learning [60, 134, 163],
PCA [58] and genomics [32]. These solutions leverage local, non-encrypted com-
putation by each party to improve the overall efficiency of the protocol. However,
developing practical MHE protocols poses a significant challenge. Similarly to HE
compilers, effective use of MHE requires selecting appropriate parameters, managing
multiplicative depth, ensuring correct decryption, and exploiting ciphertext encoding
for practical performance. It also requires orchestrating computations across par-
ties to distribute the workload and leverage efficient local operations while ensuring
security by encrypting any shared data and emulating a centralized execution by ag-
gregating local intermediate results when needed. These interconnected design deci-
sions are pivotal, and a single change, such as encoding or aggregation methodology,
can significantly impact overall performance. In the current state-of-the-art MHE
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methods, developers manually make these decisions through an iterative and repeti-
tive process, often overlooking performance and security implications and leading to
convoluted codebases.



26

Chapter 3

Sequre

Privacy concerns present a key hurdle in genomic data-sharing efforts. As mentioned
above, genomic data leaks are not only irreversible because one’s genetic sequence
cannot be changed, but their potential harm also extends to the genetic relatives of the
individuals whose data is leaked. Also, traditional approaches to privacy protection,
such as de-identification and access control, as described in policies such as the Health
Insurance Portability and Accountability Act (HIPAA) in the U.S.A. and the Personal
Information Protection and Electronic Documents Act (PIPEDA) in Canada, provide
limited guidance for responsible sharing of genomic data due to inability to fully
de-identify such data. Furthermore, novel privacy attack surfaces continue to be
discovered, exacerbating these concerns [50,80,135,142].

Recent advances in privacy-enhancing technologies offer a promising approach for
mitigating the privacy concerns associated with data sharing [13,33]. These technolo-
gies generally enable computation on private data—in an encrypted form—without
disclosing the sensitive information to anyone involved. A prominent such approach
is secure multiparty computation (SMC) [52], which distributes the private data to
multiple computing parties in a form that does not reveal any sensitive information
to either party but allows all parties to interactively carry out the desired computa-
tion without revealing the underlying data. As the private data is kept confidential
throughout the analysis, this approach allows private data held by multiple parties
to be securely and jointly leveraged without disclosing the raw data. Recent studies
have demonstrated the practical applicability of SMC for a range of computational
genomics and biomedical research workflows [34,61,77,82,83,86].

However, the practical application of SMC has been stymied by the high cost
of developing efficient SMC protocols with minimal computational overhead. The



27

distributed nature of SMC implies that each data operation, such as the multiplica-
tion of two secret numbers, needs to be performed in a coordinated manner across
different parties, increasing the complexity of the computation compared to its non-
secure counterpart. This overhead can make even simple algorithms many orders
of magnitude (e.g., 100× or more) slower than their non-secure counterparts [128].
Furthermore, existing non-secure pipelines cannot be easily ported to secure environ-
ments since SMC frameworks typically require (i) a near-complete reimplementation
of existing algorithms using only low-level SMC routines and (ii) a manual optimiza-
tion of the algorithms to improve SMC performance. Such optimization can obfuscate
the original intent of the code and sacrifice readability and maintainability, thus mak-
ing the subsequent development and code reviews (needed for security assurance and
compliance) tedious and prone to oversight. These limitations are in part because
the existing SMC frameworks (e.g. [166]) are implemented as custom libraries of low-
level SMC operations that cannot be efficiently composed and optimized [140], or as
domain-specific languages with ad hoc syntax and limited expressiveness that increase
the difficulty of SMC pipeline development and maintenance [73].

We introduce Sequre, a Python-like, high-performance domain-specific framework
for developing secure SMC algorithms. Sequre uses standard Python syntax and
semantics to ease the development of secure pipelines and the transformation of ex-
isting code into SMC equivalents. Its novel optimizations utilize Codon’s interme-
diate representation (CIR) of the Python source code (i.e., a logical representation
of a program’s execution flow that can be statically analyzed) to remove unneces-
sary computation and select the best SMC routines and optimization approaches for
each computational step. As a result, Sequre enables high-performance and simple
codebases that do not require extensive SMC-related modifications.

We demonstrate Sequre’s performance and usability by employing it to implement
two genomics pipelines, namely the genome-wide association study (GWAS) [34] and
metagenomic binning [106, 124], and one pharmacology pipeline, namely the drug-
target interaction (DTI) inference [77]. To our knowledge, a secure SMC protocol
for metagenomic binning has not been previously developed. We implemented each
pipeline in only 80–160 lines of high-level Python code, the functionality of which is
equivalent to the original algorithm. We achieved up to 7× reduction in code length
compared to the existing state-of-the-art pipelines. Furthermore, the overall execution
time of these pipelines was reduced by 3–4×, and the network utilization was also
17% lower. Where possible, we also compared Sequre to an existing Python-based
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SMC framework, PySyft (SyMPC) [166], and showed that various machine learning
tasks can be performed 2× faster while providing stronger security guarantees. We
also micro-benchmarked Sequre’s performance and compared it to ten existing SMC
frameworks using a standard benchmark suite [73]. Sequre achieved the best runtime
performance in most cases while being one of the most accessible frameworks and
offering, for the most part, stronger security guarantees.

We expect Sequre to enable practitioners without expertise in SMC and cryptog-
raphy to easily write efficient SMC algorithms for various genomics workflows. Also,
while Sequre has been tested exclusively on large-scale genomic applications, it applies
to non-genomic fields as well (see Chapter 5). Furthermore, the improved readability
and usability of Sequre programs can simplify the sharing and maintenance of secure
workflows. Thus, Sequre could facilitate the use of secure computation technologies
and, as a result, broaden data sharing and collaboration efforts in biomedicine.1

3.1 Sequre at a Glance

Sequre is a high-performance, Secure Multiparty Computing compiler framework con-
sisting of an SMC library and a set of domain-specific compile-time transformation
and optimization passes for detecting and optimizing SMC operations in the source
code. It follows the fundamental principle that the compiler can optimize the code
automatically through custom analyses and compile-time optimizations that utilize
domain-specific knowledge. As mentioned in previous chapter, this principle has been
successfully applied to languages and optimization toolkits in various domains, includ-
ing GPU computing [118], image processing [126], deep learning [8], tensor comput-
ing [91], parallel computing [101], and recently, bioinformatics [138,140]. Secure SMC
procedures—i.e., blocks of code meant to operate on securely shared data in a dis-
tributed fashion—are annotated via the “@sequre” decorator. Code annotated with
this decorator is automatically converted to an SMC routine by transforming each
operation to the SMC equivalent implemented in Sequre’s standard library. This li-
brary supports common arithmetic, Boolean and linear algebra operations, and shares
the same semantics as Python’s NumPy library [72]. The transformed source code is
then statically type-checked and transformed to Codon’s intermediate representation
(CIR), a starting point for all further analysis and optimization passes, where custom

1This chapter was recently published in Genome Biology [144,145].
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SMC-related optimizations are applied to reduce network utilization and runtime per-
formance. Optimized IR is then translated to LLVM IR and subsequently handled
by the LLVM framework [97] that applies additional general-purpose performance
optimizations and facilitates the final machine code generation. The final result is a
highly optimized executable that a set of computing parties can deploy to perform
the desired computation on the private data, as well as the original high-level source
code that can be easily understood by the involved entities.

Sequre’s compiler pipeline and automated optimization techniques are illustrated
in Figure 3.1. For example, the compiler will expand a series of expressions into
a polynomial and invoke the optimized SMC routine for polynomial evaluation to
minimize the network overhead. If the expanded polynomial is highly complex, the
compiler will perform a static code analysis to find hotspots where auxiliary SMC
computation can be cached—a procedure that would otherwise require significant
manual intervention. Additionally, Sequre looks for specific algebraic patterns (e.g.,
secure matrix and fixed-point arithmetics) and substitutes them with SMC-efficient
alternatives.

3.2 Sequre’s SMC Framework

Sequre uses additive secret sharing-based SMC [52], which represents each data value
as an element in a finite algebraic structure. This structure is typically a finite
(Galois) field or a Z2k ring. While Z2k rings tend to have better performance due to
native integer operations, they support a limited range of arithmetic operations [38]
(e.g., protocols that require a modular inverse are not supported). Existing SMC
frameworks typically provide support only for a single algebraic structure. In contrast,
Sequre supports both and is able to convert between different representations to
achieve better performance (section 3.2.1).

There are many flavours of SMC that differ in the desired security and performance
guarantees, often trading off one for the other. Sequre uses additive (arithmetic) secret
sharing with a trusted dealer under an honest-but-curious security model [52], which
we view as a balanced option achieving both practical efficiency and a meaningful
level of security. Our framework builds upon the SMC framework used by the prior
work on secure GWAS [34], which combines a variety of key SMC building blocks from
the literature (e.g. for fixed-point arithmetic and comparison protocols) into a unified
SMC library. Sequre supports joint computation among any number of computing
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Figure 3.1: Sequre’s automatic compiler optimization workflow. Sequre
transforms an analysis pipeline written in standard Python language into equivalent
secure SMC programs through a set of compiler analysis and optimization modules.
These optimizations include: (1) replacing common code patterns with more effi-
cient equivalents under the SMC setting; (2) restructuring arithmetic expressions to
minimize redundant computation and the network overhead incurred by the Beaver
partitioning operations; and (3) applying a set of low-level performance optimizations,
such as faster modulus and matrix operations.

parties (at least two, not including the trusted dealer). It remains secure against
arbitrary collusion among parties as long as the trusted dealer and at least one other
party (participating in additive secret sharing) remain honest. Since Sequre provides
a general framework for SMC implementation and optimization, it allows end-users
to extend and adjust the existing SMC protocols, as well as to implement novel SMC
protocols that could provide different security guarantees if desired.
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3.2.1 SMC-specific Optimizations

Sequre performs five compile-time SMC-specific optimizations: two network load op-
timizations, one code generation optimization, and two low-level performance opti-
mizations. All of them are automatically invoked via the custom @sequre decorator
(Figure 3.1).

Network Optimizations

Sequre provides two network optimizations to reduce the communication rounds and
the overall network bandwidth in the secure multiplication routine. This routine,
by default, uses a generalized form of the Beaver multiplication triples [10], which
were originally devised for the secure multiplication of two elements but later gener-
alized for computing higher order polynomials [34]. Such computation necessitates
constructing the so-called Beaver partitions of the secretly shared data beforehand.

A naïve implementation of this procedure calculates fresh Beaver partitions in
each multiplication for each variable. However, the Beaver partitions of the past
variables that have not been modified can be reused, which can significantly improve
the performance of the overall pipeline (Beaver partitioning is expensive both in terms
of network utilization and computational overhead) [34]. Such reuses are typically
implemented manually, and require developers to carefully inspect the code and avoid
redundant partitions when needed. While this manual optimization can significantly
reduce the runtime of the protocol, it complicates the development process and makes
the underlying code complex and less readable. For example, an optimized secure
SMC implementation of QR factorization or a simple linear regression [34] can become
10× longer than the non-secure program implementing the same algorithm due to
manual optimizations. Sequre addresses this problem by automatically tracking the
multiplication operations and finding the places where Beaver partitions can be reused
through static code analysis methods described below.

Beaver caching optimization As mentioned earlier, the SMC framework of Se-
qure requires Beaver partitions of the input variables before each multiplication. Once
generated, these partitions can be cached and reused in subsequent multiplications
as long as the variable remains unchanged. Furthermore, some operations, like addi-
tion and public scalar multiplication, are invariant to Beaver partitioning (i.e., when
adding two numbers, it is enough to add the corresponding partitions to obtain the
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partitions of the sum). Hence the partitions of the sums can be propagated and reused
in subsequent multiplications, thus avoiding redundant computation and communi-
cation across different multiplications (Figure 3.1). Sequre automates the partition
reuse by statically analyzing arithmetic expressions that operate on secretly shared
variables. Generated partitions are cached and reused by traversing the binary expres-
sion tree for each target expression, and by labelling the redundant sub-expressions,
identified either directly or through propagation. For a set of expressions that share
the same variable, the variable is partitioned in only one expression; other expressions
in the same set reuse the cached partitions. Sequre also tracks changes to variables
and invalidates a cached partition whenever a change occurs.

To be more specific, our variant of secure multiplication [x][y] necessitates ob-
taining Beaver partitions (x − r1, [r1]) and (y − r2, [r2]) beforehand. Note that the
parts of Beaver partitions are known to all computing parties, while the actual val-
ues of x and y remain hidden as [r1] ∈ S and [r2] ∈ S are randomly generated and
secret-shared between the parties. It suffices to compute the Beaver partitions only
once for each unique secret share (i.e., a variable) and reuse the partitions in the
subsequent multiplications. Partitions will be invalidated if a new value is assigned
to the partitioned variable (e.g., a = 5 will invalidate all partitions of the variable a),
and the variable will be re-partitioned if it is utilized as a multiplicative factor in the
subsequent expressions.

...
a = b * c
# a should be immediately partitioned here
d = a + 1
e = a + 2
# Partitioning e and d here could have been avoided
# if a was partitioned immediately after it was instantiated above
f = e * d
...
x = m * n
# However, x should not be partitioned here as it would be unnecessary
return x

Figure 3.2: Beaver caching example.

Constructing the binary expression tree and its subsequent static compile-time
analysis is implemented as Codon’s Intermediate Representation pass in over 500 lines
of code. The propagation and utilization of partitions during runtime are implemented
as a part of the Codon library.
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Polynomial optimization Arithmetic expressions that contain operations that
rely on Beaver multiplications (multiplication, addition, and exponentiation) can of-
ten be represented in a generalized polynomial form:

fm(x1, x2, . . . , xn) =
m∑
i=1

ci

n∏
j=1

x
pij
j , ci, xj ∈ R, pij ∈ N0.

Certain types of these polynomials (e.g., a low-degree polynomial) can be efficiently
evaluated by the generalized Beaver partitioning approach [34], where the partitions
of the input variables are calculated only once. However, manually formulating such
polynomials from the existing expressions is a cumbersome task that often requires
large-scale code changes. Even when the polynomials are identified, this procedure is
hard to implement manually. To address this problem, Sequre automatically trans-
forms a block of expressions to a polynomial at compile-time and generates the secure
generalized polynomial evaluation procedure on top of it (Figure 3.1). This way, Se-
qure minimizes the overall network overhead for evaluating a set of expressions. Note
that while our polynomial evaluation routine minimizes the rounds of communication,
it introduces an offline performance overhead that can grow exponentially with the
degree of the polynomial. For this reason, Sequre limits the degree of polynomials for
this optimization and resorts to the Beaver caching technique to further divide the
expression into smaller components if the full expansion is deemed to be infeasible.

Similar to Beaver caching analysis, Sequre extracts polynomials from the binary
expression tree of the code block by recursively expanding its multiplication and
exponentiation nodes (Figure 3.3) to reach the form of a generalized polynomial.
The polynomial coefficients and exponents are then parsed from the expanded binary
expression tree and passed to the polynomial evaluation method. Binary expression
tree analysis, transformation, parsing, and scaffolding for the polynomial evaluation
method are done at the compile-time and implemented as a CIR pass in over 800
lines of C/C++ code. Secure polynomial evaluation, as a part of Sequre’s standard
library, is then executed at runtime.

Multiple Algebraic Structures

Enabling the SMC protocols to operate on top of Z2k rings instead of Galois fields
is a common practice because the rings are generally faster on modern computer
architectures [38]. Sequre supports running most of its standard library routines in
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(a)

(b)

Figure 3.3: Binary expression tree term expansion for (a) multiplication and (b)
exponentiation. The two transformations will be applied to the nodes recursively
until the structure of the tree reaches the shape of a generalized polynomial.

both algebraic structures (see Figure 3.4).

Figure 3.4: Finite Galois fields and Z2k rings support in Sequre.

However, some SMC protocols such as fixed-point value comparisons, division, and
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square root calculation—all operating on top of the fixed-point values—exclusively
work with finite Galois fields in Sequre. Hence, when operating on top of a Z2k ring,
Sequre needs to internally switch to a finite Galois field when calling such procedures.
This switch is not free, because the difference between the sizes of the two algebraic
structures is publicly subtracted from the input and then publicly added to the output
of each procedure. If the sum of secret shares does not overflow the predefined size
of the algebraic structure, the switch will change the accuracy of the procedure. The
change in accuracy is equal to τ = (p − r)/2f , where p, r, and f are the size of a
field, ring and the fractional portion of the fixed-point number, respectively. Sequre’s
default fixed-point arithmetic setup evaluates this value to τ = 1/232. Note that the
comparison between the two fixed point values a and b will yield incorrect results on
Z2k rings if the difference between a and b is within the (0, τ ] half-range. Finally, the
size of f is configurable in Sequre, which can coerce τ to be arbitrarily small and hence
minimize the practical chance of the error. Hence, setting the size of the finite field to
be as similar as possible to the size of the ring, and increasing the fractional part of
the fixed-point numbers—something that Sequre does by default—is needed for the
improved accuracy (note that the sizes of the field and the ring must differ since the
only case where Zp is equivalent to Z2k is when p = 2—a value too impractical for
arithmetic-circuits based SMC setups). Note that the procedures that are sensitive to
any errors (e.g., table lookup that underpins the Sequre’s implementation of oblivious
dictionaries, or bitwise operations) operate only on finite fields in Sequre.

Code Generation and Performance Optimizations

Sequre takes advantage of the specific nature of SMC algebraic operations to intro-
duce domain-specific optimizations that can improve elementary operations such as
division and square root. For example, the standard iterative technique for calculat-
ing a square root via SMC (based on Goldschmidt’s algorithm) additionally outputs
the inverse square root as a by-product. Thus, an efficient way of dividing by the
square root of some number b (e.g. normalizing a vector by its norm) is to multiply
the numerator by the inverse square root of b, as opposed to invoking both square
root and division operations [34]. Sequre compiler identifies this and other similar
patterns and replaces the expression with an equivalent that can be more efficiently
evaluated under SMC (Figure 3.1; Figure 3.5). In addition, Sequre tracks the diagonal
matrices in the expressions using a vector representation, and replaces the matrix op-
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erations involving them with efficient vector-based operations that avoid unnecessary
calculations involving the off-diagonal zeros. Sequre also optimizes compute-intensive
operations like matrix multiplication by using a specialized, LLVM-optimized version
of the Strassen algorithm.

a = b / sqrt(c)
# Transformed to:
... a = b * sqrt_inverse(c)

a = fixed_point_share / 3.4
# Transformed to:
... a = fixed_point_share * to_fixed_point(1 / 3.4)
... a = truncate(a)

a = non_fixed_point_share * 3.4
# Transformed to:
... a = to_fixed_point(non_fixed_point_number) * to_fixed_point(3.4)
... # There is no need for truncation

a = fixed_point_share * 3
# No transformations needed.

Figure 3.5: Pattern-matching transformations.

We also note that the modulo operator is one of the most commonly used operators
in secret sharing-based SMC protocols. Unfortunately, LLVM ships with a generic
implementation of the modulo operation, which often offers substandard performance.
For this reason, Sequre introduces a new and efficient calculation of fixed modulus
operations (as the modulus remains fixed in SMC protocols), yielding up to 40% of
performance improvement over the default LLVM modulo operator (Figure 3.6).

3.3 Applications

In the following, we demonstrate three applications of Sequre in different domains,
including medical genetics (GWAS), pharmacology (drug-target interaction predic-
tion), and metagenomics (taxonomic binning). The first two are reimplementa-
tions of recently published SMC solutions [34, 77], while the last (metagenomic bin-
ning [106,124]) illustrates a novel SMC implementation of a common biomedical task
from scratch.

A typical secret-sharing-based SMC pipeline currently consists of three general
stages: (i) data holders prepare the data locally and share it with computing parties
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Figure 3.6: Sequre’s usability and performance improvements in three
biomedical applications. Sequre’s automated code transformation and optimiza-
tions reduce (A) code complexity (number of the lines of code [LOC] in the im-
plementation) and (B) runtime (execution time in seconds). We show Sequre’s im-
provements in these metrics in three applications: genome-wide association studies
(GWAS), drug-target interaction (DTI) prediction, and metagenomic binning. For
metagenomic binning, we consider two recent algorithms, Ganon [124] and Opal [106].
We implemented the analysis pipeline for each application in Sequre and compared
it with the version without the compiler optimizations, as well as implementations in
existing frameworks where applicable (C/C++ and PySyft). Note that the C/C++
baselines refer to the recently published, manually optimized SMC implementations
of GWAS [34] and DTI prediction [77]. There is no prior SMC implementation for
metagenomic binning. Contributions of individual optimization modules in Sequre
are shown in different colors within a bar. Sequre generates high-performance SMC
programs while allowing them to be easily and compactly written in standard Python
language.
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over secure channels, (ii) computing parties combine the data from data holders and
execute the desired pipeline on top of it in a secure manner, and (iii) results are
broadcasted back to the end-users and data holders either publicly or privately, where
they are reconstructed locally after pooling the outputs from all computing parties.
Computation in the first and third stages is local and private, while the second stage
is executed in a distributed manner over multiple computing parties.

Sequre adds support for the online distributed computing of a second stage. For
local (offline) computing, it internally shifts to either Seq [139] for bioinformatics-
specific computation or raw Codon for general-purpose tasks.

Our benchmarks measure the following aspects for each application: (i) expres-
siveness as the number of lines needed for implementation (lines of code, LOC) with
all the comments, logging, line breaks, and blank lines removed, (ii) network utiliza-
tion as the number of bytes exchanged between the computing parties during the
execution, and (iii) runtime as the number of seconds needed for execution. The
offline pre-processing and secret-sharing are of negligible runtime in our threat model
and scale of data and were excluded from the total runtime in all experiments. Where
possible, we also keep track of the network-related and SMC-specific parameters, such
as the number of Beaver partitions (see Section 2.1.1), which measure the effectiveness
of our network-related compile-time optimizations. Furthermore, as secret-sharing-
based SMC paradigms operate within a finite algebraic structure such as the Galois
field or Z2k ring, the size of the algebraic structure directly impacts the performance
and security of the deployed protocols—the larger fields or rings increase the security
at the cost of the performance (see Section 3.2.1). Sequre defaults to 192-bit long
structures.

For each application, we ran Sequre in two modes: one with the optimizations
disabled (see Section 3.4 for their overview), and the other with the optimizations
enabled. To ensure fairness, all benchmarks were also conducted in a single-threaded
mode and, where possible, coerced to use the same security constraints. Finally,
the benchmarks were executed in two network environments: on a single machine,
with the network latency reduced to a minimum, and within a local-area network
(Section 3.5).
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3.3.1 Secure Genome-Wide Association Studies

One of the first practical demonstrations of secure computation in genomics was for
genome-wide association studies (GWAS) [14, 34, 61, 86]. GWAS aims to identify
genetic variants that are statistically correlated with phenotypes of interest (e.g., bi-
ological traits or disease status). For example, Cho et al. [34] introduced an SMC
solution written in more than 1,000 lines of carefully optimized C/C++ code, encom-
passing all the standard steps of a GWAS: quality control filtering (to control missing
rates, allele frequencies, and Hardy-Weinberg equilibrium), population stratification
analysis through principal component analysis (PCA), and linear regression-based
association tests. Despite extensive optimizations, this pipeline was estimated to
require 80 days to securely perform GWAS on a million individuals and half a mil-
lion single-nucleotide polymorphisms (SNPs), illustrating the overhead of SMC for
complex operations such as GWAS.
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Figure 3.7: Accuracy comparison of
Secure-GWAS (C++; green) and Sequre-
GWAS (Sequre; blue) against the offline
GWAS implementation (diagonal). The
error mean is 9.3× 10−4 for Secure-GWAS
and 8.5× 10−4 for Sequre-GWAS.

We developed Sequre-GWAS, a reim-
plementation of the aforementioned
SMC-based GWAS pipeline [34] in Se-
qure. Our implementation consisted of
only 160 lines of high-level Python code,
representing over 7× reduction in code
length. We observed a 3.7× decrease
in the overall runtime of GWAS with
a comparable network utilization on the
lung cancer dataset from [34]. Further,
we observed consistent speedup factors
for varying dataset dimensions. Based
on this, we estimate a runtime of 3
weeks for a million-individual study us-
ing Sequre-GWAS, in contrast to the
nearly 3 months reported in the original
publication. The analysis results retain
the same accuracy even after the trans-

formations and optimizations are automatically applied to the pipeline by the Sequre
compiler.

The breakdown of the performance improvement achieved by Sequre is shown in
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Figure 3.6. SMC-related optimizations, such as caching the intermediate results of
secure multiplications and adjusting the precedence of operators to be executed in an
SMC-friendly manner—both manually optimized in prior work—are automatically
performed by our compiler. Not only Sequre reproduced all such optimizations in
the original code, it also found 4% more hotspots in the original codebase that could
be further optimized. These optimizations alone, together with modular arithmetic
optimizations, improved the overall GWAS runtime by 1.64×. Finally, automatic con-
version from the finite (Galois) field-based to the ring-based SMC protocols resulted
in an additional 2.3× speed-up.

In population stratification analysis, a specific randomized principal component
analysis (PCA) is employed for better performance [34]. It utilizes several secure SMC
variants of linear algebra routines, such as QR factorization and eigendecomposition—
all of which are fully reimplemented in 66 lines of Sequre code—6× fewer than the
original C/C++ codebase. These procedures are individually benchmarked in Ta-
ble 3.1. The specifics on the randomized PCA and the Cochran-Armitage trend test
employed in the third step are available in Cho et al. [34] (protocols 32 and 33 in
Supplementary Note 9).

Table 3.1: Expressiveness, runtime, and network statistics for the original Secure-
GWAS (C/C++) implementation (bottom), together with its linear algebra subrou-
tines (top), and their Sequre reimplementations. GWAS was ran on top of a lung can-
cer dataset reduced to 3,000 individuals and 30,000 SNPs [34]. Sequre is presented
with and without the compile-time optimizations enabled (i.e. network, pattern-
matching, matrix and modulus optimizations). Runtime is given in the hh:mm:ss
format. Bandwith is expressed in megabytes (MB).

Runtime Network

LOC On field On ring Bandwidth Beaver partitions

Li
n.

al
g. C/C++ 395 0:00:59 N/A 455 1.31 mil.

Sequre (w/o opt) 66 0:01:20 0:00:57 499 1.97 mil.
Sequre (w/ opt) 66 0:00:44 0:00:37 378 0.96 mil.

G
W

A
S C/C++ 1,142 3:21:08 N/A 10,254 2.41 mil.

Sequre (w/o opt) 117 7:09:02 2:26:07 151,309 3.61 mil.
Sequre (w/ opt) 117 2:02:22 0:53:43 9,887 2.34 mil.

GWAS was benchmarked on top of a genotype matrix of 3,000 individuals and
30,000 SNPs, with the top five principal components being selected in the population
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Table 3.2: Runtimes (hh:mm::ss) and speed-up of Sequre over
C/C++ baseline measured on top of a lung cancer dataset for
different number of individuals and SNPs. Note that the speed-
up is preserved as the dataset size increases.

Indiv. SNPs Secure-GWAS Sequre-GWAS Speed-up

1,000
10,000 0:20:16 0:05:07 3.95×
20,000 0:40:20 0:10:13 3.93×
30,000 1:00:42 0:14:54 4.07×

2,000
10,000 0:40:20 0:09:48 4.11×
20,000 1:14:52 0:19:41 3.80×

3,000 10,000 0:55:49 14:45 3.78×

stratification analysis and ten covariates added to it before the trend test. Sequre
needed 70,225 fewer Beaver partitions than the baseline implementation. As a result,
the total network consumption was reduced by 4%. The overall speedup (3.7×) when
compared to the original implementation is primarily due to Sequre’s modulus and
matrix optimizations (Section 3.2.1), and shifting to Z2k ring instead of the Galois
field. Also, some portions of the pipeline, such as the Cochran-Armitage test, bene-
fited more than the rest from these optimizations: the network utilization was reduced
28×, while the runtime was reduced 2× when compared to the non-optimized counter-
part. The runtime improvement is projected to be more pronounced in the wide-area
network setups because our local test environments had low network latency. Fi-
nally, the overall accuracy of Sequre-GWAS is preserved or even marginally improved
when compared against the original C++ implementation (Figure 3.8). More pre-
cisely, when compared to the offline GWAS implementation (Figure 3.7), the error
mean (i.e., the mean of the difference in accuracy over all points) is 8.5 × 10−4 for
Sequre-GWAS—a marginal improvement over the 9.3 × 10−4 that the original C++
implementation achieves. These marginal improvements are observable regardless of
the SMC settings used: a Sequre version on rings with 20-bit field precision (theoreti-
cally, the least “accurate” mode as compared to the original implementation) achieves
better accuracy (8.8 × 10−4) than the “ideal” 30-bit C++ version on Galois fields
(9.2 × 10−4). To our understanding, this showcases no impact of SMC setting on
accuracy at such small precision scales.
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Figure 3.8: GWAS accuracy comparison between Secure-GWAS (C++; green) and
Sequre-GWAS (Sequre; blue) on lung cancer dataset for 30,000 SNPs. Associations
accuracy (χ2 value on y-axis) was preserved in Sequre-GWAS. The two set of results
are presented in a mirrored fashion.

3.3.2 Secure Drug-Target Interaction Prediction

Another promising application of secure computation is drug-target interaction (DTI)
prediction. The goal of DTI prediction is to uncover novel interactions between
drug molecules and putative protein targets. The inference method takes a set of
compounds and a set of targets as input and outputs the probability of interaction
between new compound-target pairs. While the feature representations vary across
the existing methods, the inference is increasingly performed using neural networks
[77,99,147,155].

Unfortunately, many existing pharmacological datasets are held by labs and com-
mercial companies that are unable to share data due to intellectual property concerns.
This problem was recently addressed by a privacy-preserving DTI prediction pipeline
that protects the individual training datasets from the involved entities [77]. The
pipeline begins with the data preprocessing step, where the chemical compounds
and proteins are encoded as feature vectors by the data holders and securely shared
with the untrusted computing parties. The second step of the pipeline, i.e. secure
model training, uses these features to securely train a neural network using SMC.
The existing method for model training takes up to 4 days for one million drug-target
pairs [77]. After the training, DTI inference continues in a similar fashion: the data
owners encode their drug-target pairs locally and securely evaluate the pre-trained
neural network on the new inputs to obtain the predictions.

To demonstrate that machine learning tasks, such as neural network training, can
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be efficiently developed using our framework, we reimplemented the DTI training
and prediction pipeline in Sequre (Sequre-DTI). We observed improvements similar
to the GWAS task: 2–3× reduction in code length (from 274 to 117 lines of code),
more than 4× faster execution times, and more than 34% reduction in network usage
(Figure 3.6). For example, 4 days of training time could be reduced to less than a
day. The impact of individual optimizations in Sequre-DTI followed the same pat-
terns as in the GWAS example. We also implemented the DTI inference procedure
in SyMPC (PySyft) [166], an existing Python framework specialized in deep learning
SMC pipelines. While Sequre-DTI and the PySyft implementation were compara-
ble in both accuracy and code length, the former was more than 2× faster (Figure
3.6). This improvement is despite the fact that SyMPC employs function secret
sharing (more restrictive but theoretically faster than Sequre’s approach) and 64-bit
data types that incur smaller CPU and network overhead than Sequre’s 128-bit data
types 2.

Previous work (i.e. Secure-DTI) uses binary encoding of the chemical compounds
and proteins as features. The simplified molecular-input line-entry system (SMILES)
representation of the chemical compounds from STITCH and DrugBank datasets
was converted to an extended connectivity fingerprint with diameter 4 (ECFP4) via
JChem Base (version 17.28.0, 2017, ChemAxon, http://www.chemaxon.com) to ob-
tain a binary feature vector from {0, 1}1024 for each compound [77]. Similarly, each
protein was encoded as a one-hot binary vector corresponding to its Pfam family.
There are 5,879 unique Pfam families for the protein identifiers in the STITCH dataset
and 1,129 in the DrugBank dataset, yielding feature vectors of the same respective
lengths. To simplify the use case and preserve fixed input size for the downstream
neural network, the two representations are not combined (i.e. only one representa-
tion is used as a protein feature). Then, the corresponding feature vectors of each
drug-target pair were concatenated and fed into an inference model: a neural net-
work with a configurable number of layers and neurons. Rectified linear units (ReLUs)
were used as activation functions, and a hinge loss was used as a target loss func-
tion. Finally, a mini-batch gradient descent was employed over a predefined number
of epochs (further details are available in the supplementary notes of Hie et al. [77]).
Our solution adopts the same workflow.

We used the protein identifiers from the STITCH dataset, resulting in input
2The size of integer was reduced to 128 bits in DTI to match the size of the state-of-the-art

solution to which we compare [77].

http://www.chemaxon.com
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feature vectors from {0, 1}6,903. We also employed a neural network with one hid-
den layer of a hundred neurons with a zero dropout and 50 epochs of mini-batch
gradient descent. We compared the original C/C++ implementation with our Se-
qure reimplementation, as well as the SyMPC/PySyft reimplementation of the same
pipeline [166]. Table 3.3 shows the improvements of the Sequre version when com-
pared to the C/C++ baseline and SyMPC/PySyft. The improvement trends and the
breakdown of the improvement factors are similar to those observed in Sequre-GWAS.

Table 3.3: Expressiveness, runtime, and network statistics for the drug-target infer-
ence (DTI) implementations in C/C++, PySyft, and Sequre. Sequre is presented with
and without the compile-time optimizations enabled (i.e. network, pattern-matching,
matrix and modulus optimizations). SyMPC/PySyft employs a different SMC pro-
tocol that requires no Beaver partitions. Runtime is given in the hh:mm:ss format.
Bandwith is expressed in megabytes (MB).

Runtime Network

LOC On field On ring Bandwidth Beaver part. Accuracy

C/C++ 274 0:09:18 N/A 3,436 1.04 mil. 0.90± 0.05
SyMPC/PySyft 117 N/A 0:04:40 1,816 N/A 0.90± 0.05
Sequre (w/o opt) 117 0:10:54 0:02:46 2,846 1.04 mil. 0.90± 0.05
Sequre (w/ opt) 117 0:03:59 0:02:16 2,651 1.04 mil. 0.90± 0.05

Also, we observed that SyMPC/PySyfy has better network utilization than Sequre
(Table 3.3). This is because it uses 64-bit integers for SMC operations, compared
to Sequre’s 128 bits. However, smaller integers offer lower statistical security (the
attacker observes 64-bit values instead of 128-bit). Still, Sequre is nearly two times
faster than SyMPC. In terms of accuracy—calculated as the sum of true positive and
true negative results divided by the total number of test cases—we observed the same
trends in each framework, varying from 0.85 to 0.95 accuracy, depending on the initial
random weights. Finally, we would like to note that we were unable to run any version
of SyMPC or PySyft in a full network (LAN) setup; all versions at the time of writing
offer only a proof-of-concept setup that can only be run on a single machine.

3.3.3 Secure Metagenomic Binning

To demonstrate that new analysis pipelines can be easily developed from scratch with
Sequre, we turn to metagenomic binning, a central task in the analysis of microbiomes



45

for which practical SMC algorithms have not yet been developed. The goal of this
task is to identify and quantify the organisms present in a sequenced metagenomic
sample by classifying reads and assigning them to reference genomes, resulting in
a “metagenomic profile” of the sample that can be used for various health-related
tasks [49,55,108,148]. Despite the need for a service where the user can upload their
samples and receive the binning results with respect to the existing reference datasets
(which may be proprietary), privacy risks have limited the utility of such services. For
example, a sequenced metagenomic sample may include the host’s genetic sequence,
as well as viral sequences potentially indicating the infection status of the host [57].
In some cases, even the metagenomic profile alone can identify the individual and
disclose information about the host’s behaviour and environment [53].

There exists a wide variety of metagenomic binning methods and pipelines de-
veloped in the non-secure context [112]. Here, we used Sequre to implement two
state-of-the-art solutions: Ganon [124], based on Bloom filters, and Opal [106], based
on locality-sensitive hashing and machine learning classifiers. We refer to our SMC
implementations of Ganon and Opal as Sequre-Ganon and Sequre-Opal, respectively.

Given a sample including reads to be classified, Sequre-Ganon extracts sequence
features from the reads, and secretly shares them with the computing parties. The
features are then securely queried against the index in the form of an interleaved
Bloom filter [39]. The query results—the probability of a read belonging to a given
bin (or reference)—are used to determine the most likely classification for each read.
This procedure is implemented in a secure manner using oblivious array data struc-
tures [90], efficiently supported by Sequre. On the other hand, Sequre-Opal uses
machine learning classifiers (logistic regression or support vector machines) for the
same task. It also begins by encoding the reads as feature vectors, this time through
Gallager coding [81], and secretly sharing the data with computing parties. We imple-
mented SMC versions of both training and inference steps that use binary classifiers
with hinge loss and stochastic gradient descent optimization.

Despite the complexity of both algorithms, Sequre-Ganon and Sequre-Opal are
implemented as compact high-level Python programs in 113 and 80 lines of code,
respectively. The code did not include any manual SMC-related optimization, thus
being effectively identical to the non-secure counterparts. We evaluated our methods
on the Opal benchmark dataset [106], which includes 10 reference bacterial genomes
sequenced at 15× coverage as well as classification test data including 10,000 reads
of length 65 bp. Sequre-Ganon took 18.5 hours to perform the classification—the



46

task that otherwise takes less than 10 seconds in an offline, non-secure setting, while
Sequre-Opal took 3 hours for both training and classification. As a reference, the
non-secure Opal run terminates in less than 10 minutes. The large runtime difference
is due to Sequre-Ganon’s use of Bloom filters, which incurs a considerable overhead
in the SMC setting: privately answering a query takes O(n) time, where n is the size
of the data structure, compared to O(1) time needed in the non-secure setting for the
same task. The algorithm of Sequre-Opal is less affected by the algorithmic complexity
changes induced by SMC protocols. Nonetheless, we note that Sequre still optimized
the naïve SMC implementations of both methods. The compiler optimizations made
Sequre-Ganon 2.29× faster, and Sequre-Opal 1.16× faster. Finally, we note that
Sequre-Ganon and Ganon had identical accuracy as expected. This was also the case
for Sequre-Opal and Opal based on a comparable choice of models and parameters.

Ganon uses k-mer index in the form of an interleaved Bloom filter (IBF) [39]
for read classification. For each read, its k-mers are queried against the index, and
the read is assigned to the bin with the highest count of matching k-mers. Reads
with insufficient matches are filtered out via the k-mer counting (q-gram) lemma [85].
As the index is public during the inference, it is built through the original offline
algorithm. An IBF is a matrix whose columns correspond to the Bloom filters for
each available bin. That is, the i-th row of an IBF corresponds to the vector of i-th
entries of the available Bloom filters. This design allows more efficient joint queries
of the index as follows. For querying a k-mer t, for each available hash function hi

Ganon computes its hash ti = hi(t) and obtains the ti-th row of the IBF matrix.
Then it performs an element-wise logical conjuction between the obtained rows to get
the final result—the bit-vector in which a non-zero value at position j means that
t belongs to a j-th bin in the index. Our secure implementation follows the same
procedure with minor differences over the original implementation. First, the IBF is
encoded as a list of integers, such that j-th element of the i-th row in the original
IBF corresponds to the j-th bit of the i-th integer in the new IBF. The hashes hi(t)

are computed for each k-mer t in offline fashion and then secretly shared between the
computing nodes. This enables us to query the encoded IBF directly via an oblivious
array getter (Section 3.4) in order to access the secretly shared value of IBF[hi(t)] for
each secretly shared hash value. Finally, to compute the bit-wise logical conjuction
between the IBF[hi(t)], we use the secure bit-decomposition protocol [41]—a part of
the Sequre standard library—together with the secure element-wise multiplication of
the bit-decomposed values. The result is a secretly shared bit-vector that contains
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the same information as its offline counterpart, i.e. the list of bins that contain the
target k-mer.

We evaluated Sequre-Ganon on the sample dataset from Opal [106] that contains
10 bacterial metagenomes. We built an index from these metagenomes. This dataset
also comes with 10,000 microbiome labeled reads of length 65 that can be used for
evaluation classification. The size of each Bloom filter in the index was 4,801,571 with
the “technical number” of bins equal to 64 (note that the actual number of bins—10
in our case—differs from the technical number; see [124] for details). The k-mer size
k was set to 19, and the number of hash functions in the Bloom filter was 4.

The second pipeline—Opal [106]—encodes reads as features through Gallager
encoding [81] and uses support vector machine (SVM) classifier from the Vowpal-
Wabbit library [95] for training and classification. Since the exact reimplementation
of Vowpal-Wabbit and its various parameters is outside of the scope of this work, and
since the performance of different classification algorithms is orthogonal to the prob-
lem itself, we instead used a stochastic gradient descent-based binary classification
with hinge loss and L2 regularizer—built in 13 lines of code—as a variant of a linear
SVM. We also modified Opal to use the same binary classification algorithm for fair
comparison. It is important to note that, unlike Ganon, Opal trains the classification
model from the reads themselves, and not from the reference genomes. Thus, different
coverage of the training set yields different classification model. Thus we evaluated
Sequre-Opal with two training sets: 0.1×-deep and 15×-deep training sets simulated
from the 10 reference metagenomes without errors.

Table 3.4 shows the improvements of Sequre-based implementations over their
non-optimized counterparts. For reference, the performance and accuracy of the
original non-secure implementations are also provided. In the case of Sequre-Ganon,
the accuracy remains the same as the algorithms are identical between the non-secure
and secure implementations. The accuracy is measured as the percentage of correct
matches within the test set. The same holds for Sequre-Opal when compared to the
Opal with linear SVM. However, when compared to Opal that uses Vowpal-Wabbit
for classification, the accuracy varies and is either 3× better or 1.4× worse, depending
on the depth of coverage.
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Table 3.4: Expressiveness, runtime, network and accuracy stats for secure metage-
nomic binning implementations on top of 10 microbiomes. Opal was evaluated in two
offline setups: the one based on Vowpal Wabbit (VWabbit) and the other based on
custom Python implementation of linear SVM (PythonSVM). Ganon’s offline imple-
mentation was done in the Seq language [139]. Sequre is presented with and without
the enablement of compile-time optimizations (i.e., network, pattern-matching, ma-
trix, and modulus optimizations). Runtime is given in hh:mm:ss format. Online
bandwidth is expressed in MB. Beaver partitions are expressed in millions.

LOC Runtime (s) Bandwidth Beaver part. Accuracy

O
pa

l1

VWabbit 264 0:00:09 N/A N/A 0.102
PythonSVM 150 0:00:04 N/A N/A 0.316
Sequre (w/o opt) 113 0:01:16 370 2.68 0.316
Sequre (w/ opt) 113 0:01:08 229 1.93 0.316

O
pa

l2

VWabbit 264 0:09:07 N/A N/A 0.760
PythonSVM 150 0:09:44 N/A N/A 0.540
Sequre (w/o opt) 113 3:36:46 55,035 402.22 0.540
Sequre (w/ opt) 113 3:07:05 33,941 290.49 0.540

G
an

on Seq-lang 80 0:00:07 N/A N/A 0.872
Sequre (w/o opt) 80 42:30:18 96,141 55.88 0.872
Sequre (w/ opt) 80 18:29:23 81,186 55.72 0.872

aOpal with 0.1× coverage simulated reads from 10 microbiomes.
bOpal with 15× coverage simulated reads from 10 microbiomes.

3.3.4 Sequre and Other SMC Frameworks

Many other SMC frameworks have been introduced in recent years [2,9,18,45,46,89,
92,128,129,136,166] (see [73] for a survey of existing SMC frameworks). Each frame-
work offers some novelty concerning security, expressiveness or performance. However,
most of the available frameworks are hard to apply to computational genomics [13,33]
due to the large scale of genomic datasets. Sequre emphasizes practicality and op-
timizes expressiveness and performance through various compile-time optimizations.
It operates under what we view as middle-ground security constraints, providing a
rigorous notion of security based on the properties of secret sharing while introduc-
ing additional requirements, such as an auxiliary party known as trusted dealer that
generates correlated randomness to be used in the main protocol to accelerate the
computation. This party, again, does not interfere with any of the private data (i.e.
it never receives any data) but only shares the random data necessary for blind-



49

ing the intermediate revealed values. This model is also known as the server-aided
model of SMC, and it requires collaborating entities to identify an independent, trust-
worthy actor to assume this role. However, many bioinformatics applications with
large-scale datasets currently necessitate this modification to achieve practical per-
formance. Nevertheless, disabling a trusted dealer at the expense of performance can
be done and is part of future work. Additionally, as discussed in Cho et al. [34], the
existing SMC scheme can be strengthened to support malicious SPDZ protocol [42] to
allow both malicious and semi-honest adversaries, which relaxes the security assump-
tions by allowing the parties to deviate from the protocol at the expense of having
worse performance. This also is part of future work.

Out of the available SMC frameworks, we selected and benchmarked ten mature
and actively maintained SMC frameworks that are comparable to Sequre. We evalu-
ated usability (as measured by code length), overall runtime and network utilization.
It should be noted that not all frameworks operate under the same computational
model and security constraints. For example, four evaluated frameworks use garbled
circuits which support only two parties and the evaluation of Boolean circuits [52],
while the other six operate under the same or, in some cases, slightly weaker models
(e.g., t-out-of-n secret sharing where t < n

2
) compared to Sequre. For comparison, we

used the closest SMC paradigm and parameter settings across the tools to the extent
possible.

In terms of usability, we found Sequre to be 3× more expressive on average, mea-
sured by the number of lines of code required to implement the benchmark (fewer
means more expressive). Sequre is also one of the few frameworks that do not require
learning a new language or framework: a single-line decorator is sufficient for Sequre
to convert a normal Python code into its secure equivalent. Performance-wise, Sequre
was on average 100× faster than the other frameworks (despite excluding the four out-
lier test cases where Sequre was from 1,600× to 32,941× faster than its counterparts).
More precisely, Sequre was up to 250× faster in 9 test instances based on similar se-
curity models, and up to 1117× faster in 8 test instances involving comparison with
a different SMC paradigm (garbled circuits). Even when compared with frameworks
with more limited security guarantees aimed at faster performance, Sequre was 3–9×
faster over 9 test instances. The only cases where Sequre was slower (2.5–5.5×) were
the four comparisons that evaluated the performance of oblivious data structures (e.g.
secure array access), for which more efficient, specialized routines have been imple-
mented in existing frameworks. Note that, given the modularity of Sequre, more
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efficient subroutines such as these can be continuously integrated to further improve
performance while maintaining expressiveness. The performance comparison between
Sequre and ten other frameworks is provided in Table 3.5. We also note that because
Sequre includes Seq as a plugin, it also provides a wide range of domain-specific fea-
tures and routines for processing genomic datasets (e.g., sequence operations), which
can be seamlessly integrated with the SMC portions of the analysis pipeline.

We adopted three benchmarks from the survey [73] (Table 3.5) and slightly altered
them for better scalability:

• mult3: a simple multiplication and addition of three numbers;

• innerprod: an inner product between two vectors containing 100,000 elements;
and

• xtabs: a cross-table aggregation (joining the two tables by key attributes and
computing the sum of the values).

Each evaluated framework offers some novelty concerning the security, expres-
siveness or performance. Except for ABY, each framework utilizes pseudo-random
generators with shared seeds to reduce the communication rounds between comput-
ing parties, just like Sequre. We found that other frameworks, excluding Jiff, do not
employ a trusted dealer. Here is the overview of the evaluated frameworks and their
results:

ABY is a two-party SMC framework embedded in C/C++ with semi-honest com-
puting parties. It supports garbled circuits and conversion between them and other
secret-sharing protocols. ABY is generally considered to be a fast but less expres-
sive framework. Compared to Sequre, ABY is up to 6× less expressive on average
in the selected benchmarks. It is also slower than Sequre: from 4× slower (xtabs)
to 1,700× slower (mult3).

EMP is an SMC framework based on garbled circuits and embedded in C/C++.
Sequre is roughly 6× more expressive on average. It is approximately 21× faster
in mult3 and 276× faster than EMP in innerprod. However, EMP is 5.5× faster
than Sequre in xtabs due to the more advanced implementation of oblivious data
structures.

Frigate is a C-like domain-specific language for SMC based on binary circuits. Unfor-
tunately, we were unable to successfully run the benchmarks with the instructions
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provided by the survey. Nevertheless, Sequre needed on average 4× fewer lines of
code for the three benchmarks.

Jiff is a secret sharing and honest-majority-based SMC framework implemented in
JavaScript for use in web applications. It required 4× more lines of code than
Sequre to implement the three benchmarks. Sequre was also 12× faster in mult3.
Unfortunately, the code in the survey was obsolete and could not be evaluated for
the last two benchmarks (innerprod and xtabs).

MP-SPDZ is an SMC framework focused on providing support for various SMC
variants. It comes with a custom compiler framework akin to Sequre that includes
a novel Python-like domain-specific language. The source code is compiled to byte-
code and executed on a custom virtual machine. However, the existing compiler
pipeline is still in a proof-of-concept shape. It is implemented in Python, and it em-
ploys a set of static compile-time optimizations, such as loop unrolling and software
prefetching to reduce network latency. We benchmarked an honest-majority non-
malicious replicated secret sharing variant of SMC, optimized via pseudo-random
zero secret sharing [7], in MP-SPDZ—one of the fastest variants supported by
MP-SPDZ. This variant also leverages the pseudo-random generators to reduce
the network communication on secret sharing. Computing on rings is relatively
efficient in MP-SPDZ with the 2.5× speed-up over Sequre in the xtabs. However,
it is still up to 9× slower than Sequre in the first two (mult3 and innerprod)
benchmarks, and 1.4× slower on field in the third benchmark, despite using a
weaker and generally faster SMC scheme.

MPyC is a Python library for SMC based on Shamir’s secret sharing with semi-
honest computing parties. Being a Python library, its syntax and semantics are
most similar to that of Sequre; however, it does not possess compile-time opti-
mization capabilities. It has the same code complexity in mult3 and xtabs bench-
marks. Still, it required 2× more lines to implement the innerprod benchmark.
Performance-wise, it was 9× and 14× slower in the mult3 and xtabs benchmark
respectively, and up to 250× slower when computing the inner product in the
innerprod benchmark.

Obliv-C is a garbled-circuits-based SMC with semi-honest computing parties embed-
ded in C. Sequre is up to 1000× faster in the mult3 and more than 1100× faster in
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innerprod benchmarks. In xtabs, despite leveraging a dynamic programming ap-
proach (unlike Sequre and other frameworks that use a straightforward brute-force
algorithm), it was 2× slower than Sequre (and needed nearly 10× larger codebase
for its implementation).

Oblivm is a garbled-circuits-based SMC with semi-honest computing parties em-
bedded in Java. Sequre was significantly faster: from 30× in xtabs and 1,600× in
mult3, to 32,900× in innerprod.

Picco is an SMC framework based on Shamir’s secret sharing with semi-honest ad-
versaries and implemented in C. While Picco was only 50% less expressive than
Sequre, we were unable to run these benchmarks in practice.

Sharemind is an additive three-party SMC framework based on secret sharing with
semi-honest adversaries and an honest majority setup. Sharemind provides its
custom domain-specific language for SMC operations. The full version of the
framework is not publicly available. However, prototyping the simple SMC pro-
grams is enabled through the use of their free SDK (https://sharemind-sdk.
github.io/). Sequre was faster in all three benchmarks (28× in mult3, 1.33× in
innerprod, and 50× faster in xtabs) while maintaining the same level of expres-
siveness, despite Sharemind’s support of only the 64-bit Z2k rings.

https://sharemind-sdk.github.io/
https://sharemind-sdk.github.io/
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Table 3.5: A cross-comparison between Sequre and ten state-of-the-art SMC frame-
works. Frameworks were benchmarked for expressiveness (in terms of lines of code
(LOC)) and runtime over multiple SMC setups. Some variants are not supported
(marked with ⊥), while some could not be evaluated (marked with N/B) for the pro-
vided code samples.

Runtime (ms)

Framework LOC 128bit Zp 128bit Z2k 64bit Zp 64bit Z2k GC1

mu
lt

3

ABY 20 ⊥ 170 ⊥ 170 ⊥
EMP 25 ⊥ ⊥ ⊥ ⊥ 2.1
Frigate2 19 ⊥ ⊥ ⊥ ⊥ N/B
Jiff 20 ⊥ ⊥ 1.2 ⊥ ⊥
MP-SPDZ 4 1.0 0.9 0.7 0.6 ⊥
MPyC 8 ⊥ ⊥ 0.9 ⊥ ⊥
Obliv-C 11 ⊥ ⊥ ⊥ ⊥ 100
Oblivm 10 ⊥ ⊥ ⊥ ⊥ 160
Picco2 6 N/B N/B N/B N/B ⊥
Sharemind 4 ⊥ ⊥ ⊥ 2.8 ⊥
Sequre 4 0.2 0.1 – – ⊥

in
ne

rp
ro

d

ABY 30 ⊥ 520 ⊥ 900 ⊥
EMP 28 ⊥ ⊥ ⊥ ⊥ 4,700
Frigate2 18 ⊥ ⊥ ⊥ ⊥ N/B
Jiff2 20 ⊥ ⊥ N/B ⊥ ⊥
MP-SPDZ 7 78 45 77 44 ⊥
MPyC 7 ⊥ ⊥ 4,200 ⊥ ⊥
Obliv-C 13 ⊥ ⊥ ⊥ ⊥ 19,000
Oblivm 21 ⊥ ⊥ ⊥ ⊥ 560,000
Picco2 6 N/B N/B N/B N/B ⊥
Sharemind 4 ⊥ ⊥ ⊥ 20 ⊥
Sequre 4 24 17 – – ⊥

xt
ab

s

ABY 50 ⊥ 210 ⊥ 200 ⊥
EMP 25 ⊥ ⊥ ⊥ ⊥ 9
Frigate2 45 ⊥ ⊥ ⊥ ⊥ N/B
Jiff2 25 ⊥ ⊥ N/B ⊥ ⊥
MP-SPDZ 24 70 20 40 15 ⊥
MPyC 9 ⊥ ⊥ 700 ⊥ ⊥
Obliv-C3 140 ⊥ ⊥ ⊥ ⊥ 100
Oblivm 44 ⊥ ⊥ ⊥ ⊥ 1,500
Picco2 19 N/B N/B N/B N/B ⊥
Sharemind 15 ⊥ ⊥ ⊥ 2,500 ⊥
Sequre 9 50 95 – – ⊥

aGC: garbled circuits.
bObsolete, or unable to run.
cUnlike other solutions that employ brute-force strategy, Obliv-C uses a dynamic programming

approach.
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3.3.5 Local-area Network Environment

So far, all the benchmarks were evaluated in a simulated network environment (with
AF_UNIX sockets) on a single machine. Here, we evaluate the four main applications
(GWAS, DTI, Opal, and Ganon) in a local-area network environment, where each
computing party is deployed to a different machine.

Table 3.6: Runtime and network stats for secure GWAS, secure DTI, secure Opal,
and secure Ganon. Sequre is presented with and without the enablement of compile-
time optimizations (i.e., network, pattern-matching, matrix, and modulus optimiza-
tions). Note that we were unable to set-up and run SyMPC/PySyft on a LAN net-
work. Runtime is given in hh:mm:ss format. Online bandwidth is expressed in MB.
Beaver partitions are expressed in millions.

Runtime Bandwidth Beaver partitions

G
W

A
S C/C++ 2:43:10 10,254 2.41

Sequre (w/o opt) 6:46:46 151,309 3.61
Sequre (w/ opt) 0:48:40 9,886 2.34

D
T

I

C/C++ 0:10:16 683 1.04
SyMPC (w/o opt) N/A N/A N/A
Sequre (w/o opt) 0:13:17 567 1.04
Sequre (w/ opt) 0:06:08 510 1.04

O
pa

l Sequre (w/o opt) 19:26:40 55,035 402.21
Sequre (w/ opt) 15:54:22 33,941 290.49

G
an

. Sequre (w/o opt) 44:39:08 96,141 55.88
Sequre (w/ opt) 20:30:52 81,186 55.72

3.4 Sequre’s Standard Library

This section provides an overview of the SMC routines included in Sequre’s standard
library. Most of the procedures are adopted from external sources such as Cho et
al. [34]; for more details, see the accompanying supplementary materials therein.

Sequre’s standard library includes 24 algebraic protocols from Cho et al. [34]: se-
cret sharing and revealing routines, private and public addition and multiplication,
private fixed-point arithmetic, private division and square root calculation, private ex-
ponentiation and polynomial evaluation, private and public bitwise operators, private
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and public comparison operators, and private linear algebra routines (householder
transformation, QR decomposition, tridiagonalization, eigendecomposition and or-
thonormal basis calculation). It also includes naïve oblivious array getter [90] and
oblivious dictionary with private indexing, private bit decomposition and bitwise ad-
dition [41]), private principal components analysis, linear support vector machine,
regression module, and neural networks, some of which are explained below, while
others later throughout the text.

Oblivious Data Structures

Data structures with secret indexing—also known as oblivious data structures—enable
secret indexing of the secret data, where both the data and the indices by which the
data is accessed are secretly shared. For example, the traditional secret-shared array
has its values shared between the computing parties, but the indexing of the array
is still public (i.e. we can still access the i-th element of a secretly shared array
[x] as [x][i] at each computing party). In an oblivious array, the index i is also
secretly shared, so there is a need to allow array access via the [i] at each party
(i.e. [x][[i]]). Sequre implements a naïve oblivious array getter [90]. Additionally, it
supports a private dictionary with secret indexing, where both the keys and values
of the dictionary can be private, by extending a table lookup routine from Cho et
al. [34] to implement a secure getter.

Algorithm 1 Oblivious dictionary construction
Input: D = {ki → vi}n1 : a public dictionary given as a key-value mapping
Output: [D] ∈ Sn: a private dictionary represented as a private array of Lagrange
coefficients
1: c1, c2, . . . , cn ← LagrangeInterpolation(D)
2: [D]← SecretShare(c1, c2, . . . , cn)

Algorithm 2 Oblivious dictionary getter
Input: [D] ∈ Sn: a private dictionary represented as a private array of Lagrange
coefficients
[k] ∈ S: a Secret-shared key to query the dictionary with
Output: [v] ∈ S: a secret-shared value that corresponds to k in D

1: [k2], . . . , [kn−1]← Powers([k], n− 1)
2: [v]← [D] · (1, [k], [k2], . . . , [kn−1])
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Note that this approach makes the implementation of the dictionary setter difficult
because we have to re-construct the dictionary whenever a new key-value pair is added
to it.

Shared Tensor and Supported Operations

Sequre operates on top of tensors of arbitrary dimension. The SharedTensor class
that implements them stores the secret additive share and auxiliary data, such as
Beaver partitions, as n-dimensional arrays at each computing party. Furthermore,
the compile-time optimizations apply only to SharedTensor expressions. Table 3.7
presents all secure operations supported for SharedTensor operands.

Table 3.7: Supported SharedTensor operations in Sequre. x and y are shared tensors.
Some operations are supported only for 2-dimensional (matrices) or 1-dimensional
(vectors) shared tensors.

Secure operation Example usage

Element-wise addition / subtraction x + y; x - y
Element-wise multiplication x * y
Element-wise exponentiation x ** c (c is a constant)
Element-wise division x / y
Element-wise comparisons x == y; x != y; x > y; x < y; x >= y; x <= y

Element-wise equare root sqrt(x)
Dot product / Matrix multiplication dot(x, y); matmul(x, y)
Element-wise absolute value abs(x)
Max/min element (vector only) max(x); min(x)
Argmax/argmin element (vector only) argmax(x); argmin(x)

Householder transformation (matrix only) householder(x)
QR factorization (matrix only) qr_fact_square(x)
Tridiagonalization (matrix only) tridiag(x)
Eigen decomposition (matrix only) eigen_decomp(x)
Orthonormal basis (matrix only) orthonormal_basis(x)

Element-wise bit decomposition bit_decomposition(x, . . . )
Element-wise bit-wise addition bit_add(x, y)

Oblivious getter oblivious_get
Polynomial evaluation evaluate_poly
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3.5 Benchmark and Hardware Setup

For benchmarking secure GWAS, secure DTI inference, and secure metagenomic bin-
ning, we used the test-case scenarios and benchmark configurations from [34], [77],
and [106] respectively. For comparing Sequre against other frameworks, we adopted
benchmarks from [73]: mult3 for a series of secure multiplications, innerprod for
inner product between two private vectors, and xtabs for a cross-tabular aggregation
of oblivious arrays. The first two benchmarks were slightly adapted for scalability by
extending a series of multiplications into a series of additions and multiplication and
by setting the vectors’ length in the second benchmark to be 100, 000 instead of the
original 10. For the sake of precise measurements, all benchmarks were executed on
a single machine where each party (computing or collaborating node) was run as a
separate process. Network communication was established through inter-process com-
munication sockets (AF_UNIX). Additionally, GWAS, DTI, Opal, and Ganon where
evaluated on a local-area network with a different machine for each computing party.
Single-machine results for GWAS were evaluated on Intel® Xeon® Platinum 8260
CPU at 2.40 GHz with 192 logical cores and 1 TB of RAM. All the other benchmarks,
including the local-area network runs, were evaluated on multiple Intel® Core™ i7-
8700 CPU at 3.20 GHz with 12 logical cores and 60 GB of RAM.

Lastly, Table 3.8 enlists all the tools, versions and the links to datasets used for
benchmarks.
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Table 3.8: List of tools, versions, and datasets used in each application (Secure-
GWAS, Secure-DTI, Ganon, Opal) and SMC frameworks benchmarked against Se-
qure. GWAS lung cancer dataset was sampled into first 3,000 individuals and 30,000
SNPs. For tools that do not use a versioning scheme, the shortened commit hash of
the version used is included.

Tool Version Dataset

G
W

A
S Clang 14.0.0

Lung cancer dataset (accession: phs000716.v1.p1)GMP 6.2.1
NTL 10.3.0

D
T

I

Clang 14.0.0

Reduced STITCH dataset: https://bit.ly/3AuhaPn

GMP 6.2.1
NTL 10.3.0
Python 3.8.11
Syft 0.5.3
SyMPC 0.5.0

O
pa

l Python 3.6.13 Opal dataset: http://giant.csail.mit.edu/opal/data.tar.bz2
VowpalWabbit 8.11.0

G
an

on Seq 0.10.1
Opal dataset: http://giant.csail.mit.edu/opal/data.tar.bz2Clang 14.0.0

SeqAn 3.1.0

SM
C

fr
am

ew
or

ks

ABY 08baa85

N/A

EMP 0.2.3
Frigate 4ef001b
Jiff 8ea565d
MP-SPDZ 0.1.5
MPyC 0.8
SyMPC 0.5.0
Obliv-C 2bacf04
Oblivm 50ed0fb
Picco ee85c91
Sharemind 2017.12
Sequre 0.0.1

https://bit.ly/3AuhaPn
http://giant.csail.mit.edu/opal/data.tar.bz2
http://giant.csail.mit.edu/opal/data.tar.bz2
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Chapter 4

Shechi

Analyzing large and diverse datasets distributed among many stakeholders is crucial
in numerous domains that involve sensitive data, such as biomedical and financial
information. However, concerns about privacy and intellectual properties, as well as
legal frameworks [63, 79] that restrict the sharing of sensitive data, have resulted in
the creation of data silos that significantly hamper data analytics [152]. Modern cryp-
tographic techniques offer promising strategies to address these concerns by allowing
one to perform computations securely over private data. These methods enable mul-
tiple institutions to jointly run analyses on combined data through the exchange of
encrypted information, typically leveraging Fully Homomorphic Encryption (HE), Se-
cure Multiparty computation (SMC), or their combination in the form of multiparty
HE (MHE) to protect the privacy of each party’s data [14, 32, 58–61, 93, 114, 163].
However, these methods come with several challenges that prevent their widespread
adoption. One major hurdle is the difficulty in developing efficient, scalable, and
secure applications capable of leveraging these methods for secure data analysis dis-
tributed between many parties. They demand expert-level proficiency in cryptogra-
phy and require careful engineering efforts to achieve computing at scale. There are
HE and SMC libraries, frameworks and compilers that aim to abstract the crypto-
graphic complexity away from the user to improve expressiveness and simplify the
development of secure applications [17, 43, 44, 46, 68, 73, 144, 146, 150, 151]. However,
they often exclusively target either HE or SMC and lack support for promising hy-
brid frameworks such as MHE, which proliferate at mass collaboration and large data
scales1. Many of these tools provide only limited optimization of high-level code be-

1To be more specific, MHE scales better than additive-secret-sharing-based SMC for all operations
that require interaction between the computing parties (e.g. multiplication) and is generally worse
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yond the use of efficient low-level primitives and still require significant cryptographic
expertise to develop large-scale applications. Secure multiparty computation offers a
provably secure means of protecting and sharing private data between multiple non-
trusting parties. However, while it enables practical runtimes for applications that
operate on large-scale data, it still comes with one important drawback that renders
it impractical for use cases that involve many study participants. Namely, it requires
network communication between all study participants, and for this reason, it scales
quadratically with respect to the number of collaborating parties. On the other hand,
while the computation overhead associated with the Homomorphic Encryption primi-
tives often leads to impractical runtimes on large datasets, its multiparty variant (i.e.
MHE) amortizes this cost by enabling computation on local, non-encrypted data at
each party and independent, parallel computing between the parties. However, al-
though MHE can, in principle, lead to a significant reduction in computational costs
on large-scale distributed datasets compared to existing methods based on HE and
SMC, to the best of our knowledge, there does not exist a compiler for MHE that can
streamline the development of such protocols. As a result, MHE software development
currently demands profound expertise in the often disparate domains of cryptogra-
phy, distributed algorithms, and domain-specific analytics. It typically entails (i)
manually designing a distributed yet equivalent version of the original algorithm, (ii)
developing a secure version of this algorithm by manually integrating cryptographic
primitives while considering their capabilities and limitations, (iii) implementing the
algorithm using low-level cryptographic libraries, and (iv) manually optimizing its
performance. Each of these steps can affect a solution’s runtime by several orders
of magnitude, making the difference between practical and infeasible solutions [58].
Moreover, these steps typically must be considered jointly, requiring intricate manual
optimizations and resulting in complex implementations whose security is difficult to
verify, either manually or automatically, and challenging to maintain in the future.

Here, we introduce Shechi, the first programming framework that automates the
transformation of standard high-level Pythonic code into an efficient and secure MHE
equivalent for execution on distributed datasets. Shechi is an extension of Sequre
and it incorporates all of its functionalities. This extension is natural since the
MHE scheme can be converted to Sequre’s additive secret-sharing scheme and vice-

for operations that require no network communication. However, there are only a few such operations
(addition and multiplication by a public value) in additive secret sharing, while in MHE, only matrix
multiplication and collective bootstrapping require interaction between the parties.
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versa [32]. Shechi enables end users to write code in familiar syntax without needing
prior cryptography or distributed algorithms expertise. It functions as an end-to-end
ahead-of-time compiler that analyzes and compiles compatible Pythonic code and
optimizes it through a set of MHE-specific static and dynamic optimization passes.
Shechi introduces new high-level code optimization strategies that operate on top
of secure expressions and leverage the specific features of MHE to improve the per-
formance of evaluating such expressions. It notably implements various compile-time
and runtime code optimizations for parallel computation over large encrypted vectors,
effective workload distribution among computing parties, and efficient local compu-
tations on non-encrypted data. Shechi also introduces new data types—local and
distributed secure tensors—that encapsulate data partitioned among parties to or-
chestrate distributed computations on top of them. To overcome the computational
limitations of HE and leverage the versatility of SMC computations without sharing
all input data, Shechi also handles the dynamic orchestration between HE and SMC
for specific computations that allow it, thus enabling the writing of complex applica-
tions that can handle large-scale private input data. For example, Shechi supports
essential matrix and vector operations from the standard NumPy library [72] and pro-
vides a range of machine learning routines, including linear and logistic regression,
support vector machines, and neural networks.

Our evaluations show that Shechi achieves comparable performance with low-
level HE and SMC libraries and outperforms other state-of-the-art high-level secure
compilers. We showcase the effectiveness of our solution through the design and eval-
uation of various large-scale data analytics workflows, including principal component
analysis (PCA) and complex tasks in genomics. We also integrated a specialized
Keras-like [35] library into Shechi, enabling, for the first time, the easy, flexible,
and practical implementation and execution of neural network training in the MHE
context. Many of these workflows are too complex for existing solutions to handle
effectively due to their complexity and the scale of the data they process. For all appli-
cations, our solution led to easy-to-read, pseudocode-like Pythonic implementations
of the algorithms and improved the expressiveness of the existing secure solutions by
up to 40× and achieved up to 15× better runtime performance. Shechi also scales
better than other approaches as the number of parties and data dimensions grows:
we show that its runtime only increases by a factor of 1.5 compared to 5.5 for a
secret-sharing-based SMC solution when the number of parties and data dimensions
are quadrupled. Shechi’s systematic approach enables it to match or even surpass
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the performance of manually optimized, expert-written code. Thus, our framework
for secure distributed computation enables practitioners to write performant, secure
applications easily and constitutes an important step for the design and adoption of
secure distributed solutions.

Figure 4.1: Shechi automatically translates standard centralized Pythonic code into
a secure distributed workflow to be executed in a multiparty setting.
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from shechi import mhe, SDT, forward_qr


env = mhe() # set crypto. multiparty environment

# Load data into a secure distributed tensor (SDT)

data = SDT.collective_load(env, ”path.csv”, 

    rows_local=32, cols=8192, dtype=float).T

forward_qr(env, data)

class SLT[ctype]:  
  # ctype is plain/cipher-text 
  data: list[ctype] 
  shape: list[int] 
  encoding: int # row/col./diag.

@shechi 
def fqr(X): 
    u = copy(X[0]) 
    u[0] += u.norm() + u[0].sign() 
    u !" u.norm() 
    X -= X @ u.T @ u * 2 
    return X[1:, 1:] 

fqr(load(“X.csv”).T).reveal()

Input:Code:

from shechi import mhe, SDT, forward_qr


env = mhe() # set crypto. multiparty environment

# Load data into a secure distributed tensor (SDT)

data = SDT.collective_load(env, ”path.csv”, 

    rows_local=32, cols=8192, dtype=float).T

forward_qr(env, data)
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Figure 4.2: Example of high-level Pythonic code
(left; forward pass of QR decomposition) to be
securely executed on the input X split vertically
among 3 parties (right).

We address the following prob-
lem: how to automatically ap-
ply a high-level Pythonic pro-
gram to private structured data
(such as matrices) split across
multiple parties into a secure
distributed equivalent with scal-
able performance, using multi-
party cryptographic primitives
for security guarantees.2 The

2Our goal is to, ultimately, enable writing otherwise complex, secure workflows on large datasets
distributed between many parties as a simple Pythonic code that abstracts away all security aspects
and automatically optimizes the performance bottlenecks of the newly written applications. While
hiding some of the optimizations behind a high-level syntax may seem to hinder the users’ manual
interventions (i.e. disallowing them to apply their custom optimizations or further improve the
existing ones), that is not the case. Users can easily extend any part of our system and apply custom
solutions even to the very low-level operators (our system is modular and easily extensible). Most
importantly, however, regarding our automatic code optimizations, we automate only the common
practices already manually employed by MHE developers. While automating these practices is
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data-holding parties should ob-
tain only the final result and must not learn any other information about the other
parties’ data beyond what can be inferred from the final result (i.e., input privacy
must be respected) or from the application code (which is considered public). We
assume that the data-holding parties are honest-but-curious and non-colluding—in
other words, they are willing to collaborate faithfully but might try to infer informa-
tion from the protocol execution.
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Figure 4.3: Shechi’s overall structure.
Shechi’s novel components are highlighted in blue.

We focus on secure analyt-
ics in cross-silo settings where
each party holds a typically
large-scale subset of the joint
dataset. We consider general-
purpose programs that ana-
lyze structured data (typically
through vector and matrix oper-
ations), which are fundamental
in many data-centric domains
(e.g., machine learning, statisti-
cal analysis and image process-
ing). An example of such code
is shown in our lead example in
Fig. 4.2 where the user defines
a forward pass of QR decompo-
sition [6]—an essential procedure in many data analytics workflows such as dimen-
sion reduction through PCA—by expressing it as a standard Numpy-backed Python
procedure. This procedure has to be executed on the dataset in the matrix shape
partitioned across multiple parties.

indeed a hard problem (likely an NP-hard problem), it is safe to say that the automatic solution is
expected to produce a better result than a human intervention (the search space of the problem is
exponential with respect to the number of operators). For this reason, we can state that our code
optimizations do not sacrifice flexibility compared to the manually optimized code.
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4.2 Shechi at a Glance

Shechi enables users without specialized expertise in cryptography and distributed
computing to write non-secure standard code in a Python-like manner designed for
a single machine and execute it across partitioned data in an MHE setting (Fig. 4.1)
while maintaining data confidentiality. For example, user can securely execute our
lead example in Fig. 4.2 on partitioned data (X) by sharing the code or the executable
compiled with Shechi with all parties and executing it with a single command without
having to manually optimize it or orchestrate across multiple parties.

Shechi integrates multiple optimization strategies in a compiler framework, which
are systematically applied to automatically translate high-level code into a secure
distributed equivalent. It consists of four main elements:

1. End-user Interface: Shechi uses Python’s syntax and semantics to allow users to
write performant secure solutions via simple, pseudocode-like code.

2. Secure Data Types: Shechi introduces two new secure data types, named secure
distributed tensors and secure local tensors, along with methods and protocols that
orchestrate secure computation on top of it. Through distributed tensors, Shechi
ensures the private data is kept locally at each party in plaintext while encrypting
any shared data.

3. Compiler Optimizations for Secure Distributed Computation: On top of its secure
data types, Shechi introduces optimization passes for analyzing and optimizing
high-level secure code both at compile time and runtime. These passes enable
Shechi to reduce the workload and optimize secure computations.

4. Integrated MHE Libraries: Shechi re-implements cryptographic libraries in its frame-
work to enable low-level compiler optimizations.

Shechi’s overall structure is depicted in Fig. 4.3, and we detail its components in the
following sections.

4.3 Shechi’s End-User Interface

Shechi takes as an input standard Pythonic code and converts it into fast executables
that operate on top of distributed data (Fig. 4.1). Shechi enables users to run the
Pythonic procedure (fqr) from Fig. 4.2 in MHE setup by simply preceding it with



65

a specialized function decorator (@shechi). Shechi adopts NumPy’s conventions and
API calls to enable users to quickly write arithmetic expressions on top of both non-
encrypted cleartext and encrypted distributed data. For instance, to perform secure
matrix multiplication, it suffices to write a single operator @ (Fig. 4.2), and leave
all necessary secure and distributed computations to Shechi to be handled behind
the scenes. In addition to the elementary operations between encrypted tensors (i.e.,
matrices and vectors), Shechi provides a set of low-level cryptographic primitives
(e.g., encryption and basic arithmetic), secure equivalents of most of Python’s built-in
functions and popular NumPy operations, and built-in secure linear algebra routines.

For efficient MHE operations, Shechi introduces specific optimizations (compiler
passes step in Fig. 4.3) at different compiler levels through both Codon’s and LLVM’s
intermediate representations and applies them not only to the user’s codebase but also
within internal libraries and low-level cryptographic modules. Additionally, Shechi
inherits Codon’s generic compile-time optimizations, such as dead code elimination,
canonicalization, and common subexpression elimination, and benefits from its other
features, such as performant equivalents of Python’s built-in modules and popular
libraries for the execution of non-secure code blocks (without the @shechi decorator).

As an ahead-of-time, static compiler, Shechi, like Sequre, does not support some
of Python’s runtime (dynamic) features, such as monkey patching or heterogeneous
collections (which are rare in secure programs). Also, similar to other secure com-
pilers, Shechi does not support generic conditional branching on top of encrypted
operands but does support conditionals that can be expressed in a branchless fashion
through masking or secure multiplexer [150]. Thus, while Shechi aims to be a drop-in
replacement for the existing Python pipelines, users still need to account for these
differences.

4.4 Shechi’s Secure Data Types

In a distributed scenario, multiple parties hold the input data (e.g., X in Fig. 4.2)
in cleartext. In SMC contexts, such data is apt only for a limited amount of local,
non-encrypted computation. After secret-sharing, data usually remains encrypted
until the very end of the computation. However, computations on distributed, non-
encrypted data can also result in only partially-encrypted operands. For example,
the multiplication X @ X.T where X is split among two parties would result in a hybrid
new matrix in which some parts are kept locally in cleartext, and some are encrypted
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(Fig. 4.4). Maintaining cleartext partitions is critical for performance, especially in
a cross-silo setting where the input data are often of large scale. However, keeping
track of the state of the data quickly becomes difficult when complex operations and a
higher number of parties are introduced. Moreover, all collective operations (such as
collective bootstrapping or switching to secret shares) must be carefully orchestrated
on top of encrypted portions of the matrix and synchronized between the parties.
To facilitate optimizations that jointly considers these issues, Shechi introduces two
data types to streamline operations on secure distributed datasets: secure local and
distributed tensors (Fig.4.4) and targeted optimizations (Section 4.5).

- Stores list of secure local tensors

at each party


- Tracks the partitioning ratios

- Enables high-level distributed arithmetic  

(+, *, @, [], …)

- Stores a portion of a global matrix

- Can be encrypted or non-encrypted

- Allows different encoding types

- Allows lazy operations (transposing)

- Enables arithmetic on arbitrary encodings  

(+, *, @, [], …)

Party 1
Party 2

@ XTX = XXT

Secure distributed tensor

Secure local tensor

or

Secure local tensor
Encrypted

class LocalTensor[ctype]:  
  # ctype is plain/cipher 
  data: list[ctype] 
  shape: list[int] 
  encoding: int # row/col/diag

class DistTensor: 
  party_id: int 
  local_tensors:list[LocalTensor] 
  SLTs_sizes: list[int] 
  partitioning: int # hor/ver/add
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Figure 4.4: Secure distributed tensor example and definition. Matrix mul-
tiplication X@X⊤ is split among two parties. The data held locally at each party
(bright parts) are used to compute the majority of the result in cleartext. Only a
fraction of the data needs to be encrypted (parts with a lock). A secure distributed
tensor (X, XT or XXT ) is a list of secure local tensors and has global information
about the partitioned data, i.e., all partitions’ sizes (SLTs_sizes) and partitioning
format.

4.4.1 Secure Local Tensors

Secure local tensors are n-dimensional array structures (either in cleartext or en-
crypted) that store a portion of the shared data residing at a single party. For
example, each matrix partition (blue and yellow, dotted sections) in Fig. 4.4 is a
local tensor. Similar to conventional tensor implementations like NumPy [72], Shechi
keeps the n-dimensional data in a single, contiguous vector and lazily tracks the data
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dimensions (shape attribute in LocalTensor class in Fig. 4.4). This approach enables
the expensive HE tensor primitives, like transposing encrypted matrix, to be done in
a lazy manner by simply adjusting the encoding attribute while, at the same time, al-
lowing efficient execution of any operation on non-encrypted portion through efficient
Codon’s Numpy methods.

When encrypted, local tensors can be encoded either row-wise, column-wise or
diagonal-wise. Different encodings require different algebraic procedures to be in-
voked for each arithmetic operation. Shechi provides such procedures (e.g., matrix
multiplication) for local tensors of arbitrary shapes and encoding, and applies opti-
mization passes to select the optimal encoding for each local tensor (Section 4.5).

4.4.2 Secure Distributed Tensors

Secure distributed tensors represent vectors and matrices securely shared and dis-
tributed across multiple parties. They can be partitioned (or split) horizontally, ver-
tically, or additively between the parties (i.e., each party holds some rows, columns,
or additive shares of the original matrix; Fig. 4.4). Each share of a secure distributed
tensor is a secure local tensor that is stored separately at each party together with
auxiliary information such as dimensions of other shares and partitioning type. Aux-
iliary information is shared in cleartext among the parties. For example, matrix X

in Fig. 4.4 is partitioned horizontally while its transpose X.T is partitioned vertically
between two parties. Both parties see only their local non-encrypted partitions of X
and X.T. Each operation on a distributed tensor is automatically translated into a
series of operations on the underlying secure local tensors.

All operations are decoupled into local and global operations. Local operations,
such as any element-wise operations on matrices, can be computed independently at
each party without sharing any data. For example, any operation on the matrix X in
Fig. 4.4 of the form β1X + · · ·+ βnX, where β1, . . . , βn are scalars, can be evaluated
independently at each party. Global operations on secure distributed tensors often
require data exchange because they interact with local tensors stored at different
parties. In Fig. 4.6 (Step 2), this happens when Xu⊤ (composed of secure local
tensors Xiu

⊤
i at each party i) is multiplied with the partitioned vector u. In contrast,

Step 1 (X@u⊤) can be computed solely through local multiplications between local
tensors at each party. When needed, to distribute the workload and leverage efficient
operations involving local non-encrypted data, Shechi first aggregates one operand
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among all parties (e.g., either Xu⊤ or u in Step 2) and then splits the computation
into local operations between secure tensors and the aggregated distributed tensor
at each party. The results of these operations remain encrypted throughout the
computation. The amount of encrypted data in the result, as well as the partitioning
type of the result, depends on which operand is aggregated. This choice impacts
the performance of this operation and of all related downstream operations. Shechi
analyzes the code block at compile time to select the operand to be encrypted and
thus minimizes the cost of the overall distributed computation (Section 4.5).

Both kinds of tensors are either encrypted with HE or secretly shared for SMC,
and can be converted between the two representations depending on the operation
(Section 4.5.3).

4.5 Shechi’s Compiler Optimizations

Shechi’s code optimizations start with code analysis, where the information on high-
level code structure is captured, and proceed to compiler passes, where code is trans-
formed into optimized counterparts. MHE-specific optimizations are then applied at
runtime for an efficient and secure execution of the generated code.

4.5.1 Code Analysis & Optimization Workflow

To effectively orchestrate secure distributed computations while leveraging fast local
operations and maintaining correctness, Shechi relies on insights from both the static
code structure, available only at compile-time, and also at the dynamic information,
such as data dimensions, available only at runtime. As finding good aggregation
strategies for secure distributed tensors and encoding strategies for secure local ten-
sors that effectively leverage MHE while minimizing computation is crucial for the
performance of MHE programs, Shechi introduces a set of compiler passes that can
address these (and similar) optimization problems in an MHE context. An overview
of these optimizations applied to the expression X @ u.T @ u*2 (Fig. 4.2) is shown in
Figs. 4.5 and 4.6.

Shechi begins by analyzing the abstract syntax tree of each secure procedure at
compile time to generate a secure expression tree (Step 1 in Fig. 4.5). This tree
encapsulates each expression operating on top of secure data and is used for the
subsequent analysis and optimization of such expressions.
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def foo(X, u):

    tree = static_tree(X, u)

    return (X  2) @ u.T @ u⋅

Figure 4.5: Shechi’s code analysis and optimization passes. Shechi begins
by generating a secure expression tree (Step 1). Optimizations on this tree can be
either static (left) or dynamic (right). Compile-time (static) optimizations rewrite ex-
pressions for optimal MHE performance (Step 2). Runtime (dynamic) optimizations
encode this tree as a runtime object (Step 3) and use it to optimize computations
on secure data types, i.e., selecting an optimal aggregation and encoding strategy
(Step 4). This part is further explained in Fig. 4.6. The tree structure includes basic
information about the code structure (such as the order of operations and variable
types), as well as runtime metadata (such as matrix dimensions and encoding types).
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Each leaf node in the tree corresponds to an operand, while inner nodes correspond
to arithmetic operations. Additional static metadata, such as a data type, can also be
stored in the tree. For optimizations that do not depend on runtime information, an
optimization pass analyzes the secure expression tree and applies the necessary code
transformation immediately at compile time (Step 2 in Fig. 4.5). Such passes include
prioritization of lightweight plaintext over ciphertext computing and multiplicative
redundancy minimization of secure expressions (detailed later in this section).

For decisions that require runtime information, Shechi encodes the secure expres-
sion tree as a dynamic object that can be accessed at runtime (Step 3 and tree in
the code snippet in Fig. 4.5). This runtime object includes the auxiliary information,
such as data dimensions and partitioning type of the distributed tensors, encoding
of the underlying local tensors, and other metadata required to facilitate the opti-
mization. Optimizations at this stage typically generate a code that assesses various
potential configurations at runtime and selects the best course of action. Note that
this tree structure and the associated metadata format are general and thus suitable
for additional optimization strategies in the future.

4.5.2 Compiler Passes

Aggregation & encoding optimization. Shechi executes all operations on se-
cure distributed tensors through a combination of local and distributed operations.
Element-wise operations (e.g., * 2 in Fig. 4.2) and item selection (e.g., u[0]) are
executed locally by the parties. Data reductions (such as summing all elements in a
vector to compute u.norm()) are performed locally, with results aggregated among
the parties as needed (e.g., summing local norms to obtain the global norm). Some
operations, such as advanced slicing or matrix multiplications, require more analysis,
as their cost depends not only on how the data is combined across parties (i.e., which
operands are aggregated first) but also on the dimensions of the operands and the
encoding of underlying secure local tensors. Matrix multiplications, however, are of
special importance since their aggregation choice also determines the partitioning of
the result, impacting the performance of all downstream operations. For example, a
subsequent multiplication of the result of X @ u.T with u (Step 2 in Fig.4.6) is exe-
cuted either on a single partitioned matrix with the left aggregation strategy (Fig.4.6;
Aggregate: left), or on a full matrix shared additively at each party (Fig.4.6; Aggre-
gate: right). In this case, the latter is less efficient. Similarly, the choice of encoding
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Figure 4.6: Aggregation & encoding Optimization. The performance of multi-
plication X @ u.T @ u depends on the choice of encoding of the non-encrypted operand
(X) and the choice of aggregation strategy. In this example, Shechi first calculates
X @ u.T (Step 1 ). As the shares of X are non-encrypted, the best encoding for local
tensor X is chosen among all possible encodings (in this case, diagonal encoding).
No operand needs to be aggregated in Step 1 and the output is encoded as a single
vector. Afterwards, because multiplication with u requires communication between
parties, Shechi selects the optimal aggregation strategy for distributed tensors (Step
2 ). Here, Shechi chooses the left aggregation strategy over the right. Both operands
are already encoded from previous steps.

for an unencrypted secure local tensor determines the encoding of the output and the
cost of all subsequent operations. For example, in X @ u.T, the local partitions of X
are not encrypted at this point, while the partitions of u.T have been encrypted in
earlier steps. The choice of tensor encoding for X will impact the cost of computing
the remaining matrix operations (both Step 1 and Step 2 in Fig. 4.6).

Finding the optimal aggregation and encoding strategies is a combinatorial prob-
lem that can significantly impact a solution’s runtime, especially in complex workflows
with large-scale inputs (Section 4.7.4). Shechi finds the best aggregation and encoding
strategy (Step 4 in Fig. 4.5; Fig.4.6) as follows. After extracting the necessary static
information (such as the secure expression tree) at compile-time, Shechi extends it
with the necessary dynamic metadata, such as the dimensions and initial partitioning
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of the existing variables, as soon as it is available at runtime (Step 3 in Fig. 4.5). It
then pinpoints all multiplication nodes in the tree for which one secure distributed
operand needs to be aggregated (CA; red in Fig. 4.5) and for which the other operand’s
partitions (i.e., secure local tensors) are not encrypted and can be flexibly encoded
(CE; gray in Fig. 4.5). It initializes all aggregation and encoding strategies following
a greedy approach, i.e., selecting the most cost-efficient approach at each node (Step
4 - Initialization). The cost of individual operations (e.g., addition, multiplication,
etc.) is automatically computed based on the dimensions of the operands. The cost
estimation methods are implemented as a weighted sum of all low-level operations
used by a particular high-level operator, with the fixed weights estimated through
our micro-benchmarks with default parameters (Table 4.1). Shechi then utilizes a
first-choice hill-climbing local search heuristic to select the best aggregation strategy,
finding the most efficient overall encoding strategy at each step through an exhaustive
search (Step 4 - Optimization), as depicted in Algorithm 3 in Section 4.8.1. We opted
for the greedy heuristic approach since the problem of selecting the optimal aggrega-
tion and encoding strategy has not yet been solved, although related problems dealing
with circuit evaluation have been shown to be computationally difficult [12,28,43,133].
Without using the heuristic approach, an exhaustive search for both aggregation and
encoding strategies would result in the overall complexity of O(2|CA| · 3|CE |), where
|CA| and |CE| are the sizes of aggregation and encoding candidate sets respectively,
as there are 2 possibilities for each aggregation choice (left or right operand) and 3
possible encodings (row, column, or diagonal-wise). Using the hill climbing heuristic,
this is reduced to O(c · |CA| · 3|CE |) where the constant c is a predefined number of
hill-climbing steps.

We note that initializing the tree with the above greedy approach often results
in a nearly optimal solution in practice. In fact, it is often a good starting point
for the search as in many tensor arithmetic workflows, such as PCA [70], the most
computationally demanding parts (that are done on top of the largest tensors) are
executed at the beginning of the workflow. Since the input data is in cleartext and
often large-scale in the cross-silo setting, choosing the optimal encoding for this step
alone (which is done by the greedy method in any case) already significantly impacts
the overall runtime.

Maximizing efficient plaintext operations. Shechi’s distributed setting allows
it to distribute the workload among the parties and leverage efficient operations on
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local non-encrypted data. Plaintext computations can be orders of magnitude faster
than operations on encrypted data and leveraging them in a distributed setting is a
crucial optimization for large-scale computation, which is not supported by existing
HE or SMC frameworks. To maximize the amount of such operations, Shechi reorders
operations in the secure expression tree at compile time as follows. Encrypted and
non-encrypted types are differentiated statically in Shechi thanks to Codon’s strong
type system. Shechi then maximizes the non-encrypted computation in consecutive
associative operations, such as the series of element-wise multiplications, by iteratively
pushing the operations that involve non-encrypted operands down towards the leaves
of the secure expression tree to prioritize them over the operations involving encrypted
data. As a result, the unnecessary encryption of data and invoking computation
between the ciphertexts will be avoided. For example, when computing X @ u.T @ u

* 2 (Fig. 4.2), it is cheaper to first multiply 2 with X instead of u since the former is
composed of non-encrypted partitions (Step 2 in Fig. 4.5).

Minimizing multiplication redundancy. In MHE, as in standard HE, multipli-
cations are at least one order of magnitude slower than additions (Tab. 4.1). Shechi
analyzes arithmetic expressions in the secure expression tree at compile time to min-
imize multiplication cost by identifying sums of the form

∑
i,j ti · tj and iteratively

factoring out the common term tk into tk
∑

l tl +
∑

i,j ̸=k ti · tj. Shechi also efficiently
evaluates polynomial expressions with minimal complexity using the baby-step giant-
step algorithm [71].

4.5.3 Optimizations at Runtime

Efficient matrix multiplication across encodings. To provide full flexibility
in selecting the most efficient computation workflow, Shechi implements methods
for all possible combinations of matrix encodings (i.e., row, column, and diagonal).
These methods scale differently with input dimensions, requiring varying numbers
of additions, multiplications, and rotations over ciphertexts [58, 84]. For instance,
multiplying a row-wise encoded matrix of size a × b with another row-wise encoded
matrix of size b× c requires O(a · c · log2(b)) rotations, whereas a diagonally-encoded
matrix requires O(a

√
b) rotations [58]. The output encodings also vary based on the

input encodings. For example, in Fig. 4.6 (Step 1), if the matrix X is row-encoded,
each element of X@u⊤ (where u is a vector) is obtained in a separate ciphertext
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through the inner product of a row of X and u⊤ (i.e., the resulting column vector is
row-encoded). Conversely, if X is column-encoded, X@u⊤ can be obtained in a single
ciphertext (i.e., a column-encoded column vector) by multiplying each column of X
with a vector of the same size, composed of replicates of the corresponding element in
u⊤ (obtained through masking, rotations, and additions), and then aggregating the
result.

To capitalize on this variety of multiplication and encoding options, Shechi imple-
ments a generic method that determines the most efficient computation approach and
encodings based on the input dimensions and states (i.e., encryption and any prede-
fined encodings). This method also returns the cost of the preferred option and is
used during the optimization phase (Section 4.5.2; Step 4 and Dynamic code genera-
tion in Fig. 4.5; Fig. 4.6). In addition to previously established matrix encodings and
matrix multiplications [58,84], Shechi further expands the set of possible approaches
by introducing a novel cyclic-diagonal encoding that is particularly suited for very
tall or wide matrices by requiring a number of rotations that depends on the smaller
dimension, see Section 4.8.2.

Automatic instantiation of MHE. Shechi adopts default parameters ensuring
128-bit security for MHE (Section 4.8.3), striking a balance across diverse applica-
tions. Unlike existing HE solutions that are limited by the absence of a practical
bootstrapping routine, thus requiring parameter selection to be tightly coupled with
the specific circuit under evaluation (Section 2.3), Shechi primarily bases this choice
on balancing precision with performance. Users can easily override these parameters
(e.g., by using Shechi’s simple syntax to run a cleartext version of their application
on local data to find the required level of precision).

Incorporating secret sharing-based SMC operations. Shechi uses HE oper-
ations to leverage efficient, parallelized local operations, including operations be-
tween local plaintext and encrypted shared data, and switches to secret sharing-based
SMC to efficiently evaluate non-polynomial operations (e.g., comparison and divi-
sion), which are difficult and often impractical to evaluate accurately in HE. Shechi
identifies non-polynomial operations and invokes protocols to switch between CKKS
ciphertexts and additive secret shares as needed [32, 58]. This process performs a
blinded decryption to the secret-share domain, evaluates the function in this domain
and allows the parties to obtain a fresh re-encryption of the result under the HE
collective encryption key. We note that users have the option to restrict Shechi to
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distributed HE only (Section 4.9).

Optimizing ciphertext maintenance. The optimal placement of rescaling, re-
linearization, and bootstrapping operations (Section 2.3) is a difficult problem in
general [12, 28, 43, 133]. For instance, optimal relinearization has been proven to be
NP-hard [28, 43]. Due to the availability of efficient bootstrapping in MHE, placing
these operations is an optimization feature rather than a limiting factor in central-
ized HE where the multiplicative depth and the number of rescaling operations are
limited. Therefore, Shechi adopts a pragmatic strategy in which the ciphertext is
relinearized immediately after each multiplication. Rescaling and bootstrapping are
performed lazily only when necessary, i.e., before multiplication or addition with an
operand of smaller scale. Shechi orchestrates these operations across parties through
counselling—an automatic module that maintains the information of the ciphertext
levels at each party and communicates it between parties with negligible network
overhead (e.g., approximately 0.005% of the total bandwidth in our experiments).

4.6 Shechi’s Integrated MHE Libraries

To enable full-stack optimizations, Shechi comprehensively implements and integrates
both HE and SMC frameworks. As demonstrated in our evaluations (Section 4.7), this
allows Shechi to match the performance of existing HE and SMC solutions while sup-
porting more complex distributed workflows than HE and providing better scalability
than existing SMC tools. Notably, Shechi incorporates Lattiseq—a complete, opti-
mized reimplementation of Lattigo’s DCKKS (Distributed CKKS) scheme [60,96,117]
in Codon [141]. In addition to preserving existing performance optimizations from
Lattigo, such as fast matrix multiplication via number theoretic transform [30], Shechi
adopts data-level parallelism (SIMD) in all operations and uses OpenMP threads to
further parallelize operations on ciphertexts. To enable efficient SMC routines, such
as bitwise operations and non-polynomial functions, Shechi incorporates additive se-
cret sharing-based primitives from Sequre.

4.7 Performance Evaluation

We evaluate Shechi against existing cryptographic libraries and compilers for secure
computing. First, we benchmark elementary operations, then assess performance on
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a set of basic applications with simple routines (e.g., Euclidean distance), and large-
scale, complex data analysis workflows. Lastly, we provide scalability evaluation and
an ablation study to demonstrate the impact of Shechi’s optimizations.

4.7.1 Evaluation Settings

We simulated each party on a different machine with 12-core Intel i7-8700 CPUs
(3.20GHz), 64 GB RAM, all connected via a LAN network with 1 Gb/s bandwidth
and 0.5 ms latency. As this setup cannot handle the increased number of parties,
the scalability and ablation studies were done on another machine with 192-core Intel
Xeon Platinum 8260 CPU (2.40GHz) with 1 TB of RAM, simulating networking over
UNIX sockets. For a fair comparison, we did not manually parallelize the tested
workflows on top of the default parallelization in the underlying libraries. By default,
we conduct all experiments with a minimal number of parties, which is the least
favourable setup for Shechi. The scalability benchmark shows how our solution’s
performance improves as the number of parties and input data dimensions increase.

4.7.2 Comparison with Existing Compilers

As there is currently no known MHE compiler to the best of our knowledge, we com-
pare Shechi against cryptographic libraries and compilers that target similar general-
purpose vector arithmetic tasks while offering the closest security guarantees: MP-
SPDZ [89] and Sequre for additive secret-share SMC; HEFactory [75] and EVA [43]
for HE; and Lattigo [96, 137] and SEAL [29] libraries for low-level MHE and HE, re-
spectively. We also provide comparison against MPyC [136] and HECO [150] (whose
front-end is currently deprecated) in Section 4.10.

Micro-Benchmarks

We demonstrate Shechi’s low-level performance through micro-benchmarks in Ta-
ble 4.1, evaluating basic algebraic operations on encrypted vectors using default pa-
rameters and a 128-bit security level for all tools (Section 4.8.3).

Shechi’s performance is generally comparable to the manually optimized and
highly performant MHE primitives from Lattigo. Shechi’s runtimes are also similar
to single-party SEAL for low-level HE operations despite handling more complexity,
such as bootstrapping and distributed switching between SMC and HE. Note that
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Solution encrypt add_ add mult_ mult rotate decrypt bootstrap to_smc to_mhe/ Runtime [ms] or secret_share const const or reveal

SEAL (HE) 15.9 0.2 0.4 4.3 26.9 21.6 6.3 – – –
Sequre (SMC) 1.16 0.77 1.28 1.59 14.35 0.11 7.72 – – –
MP-SPDZ (SMC) 3.46 2.5 2.5 30.00 71.07 0.11 8.00 – – –
Lattigo (MHE) 21.25 0.4 0.4 4.6 28.1 24.0 119 184 366 185
Shechi (MHE) 6.5 0.4 0.4 0.64 40.6 45.3 61.38 94.8 103.8 65.2

Table 4.1: Low-level primitives micro-benchmark. All operations are applied
on top of 8192-element, encrypted vectors using parameters that ensure a 128-bit
security level. add_const and mult_const refer to addition and multiplication with
a public constant value. secret_share and reveal are SMC-only operations that
correspond to encryption and decryption, respectively. Decryption is done locally by
SEAL, and distributively in the other solutions. Dash (–) stands for "not applicable".

there is no clear winner overall among the evaluated tools. However, our goal was
not to provide the fastest HE primitives in isolation but a set of primitives that are
performant enough and, at the same time, support MHE operations.

Shechi achieves comparable runtime to SMC computing operations. Addition-
ally, Shechi allows computation to be done independently by computing parties over
separate data shares in parallel, while SMC requires the parties’ local data to be
secret-shared and synchronized between all parties for computation. This enables a
better workload distribution for some operations in Shechi (e.g., matrix multiplica-
tion), and better scaling with the number of parties, as demonstrated in Section 4.7.2
and Section 4.7.3.

Basic Workflows

We implemented two applications commonly used to benchmark HE compilers [25,43,
150]—Euclidian L2 distance calculation and matrix multiplication. L2 distances are
computed between 32 encrypted vectors of length 8192, while matrix multiplications
are performed on matrices of size 128× 8192. The results are shown in Fig. 4.7.

HE implementations use the recommended default parameters (Section 4.8.3).
MP-SPDZ, Lattigo, Sequre, and Shechi implementations used available built-in meth-
ods for matrix multiplications, whereas we relied on a series of elementary vector op-
erations (additions, multiplications, and rotations) to implement the standard version
of matrix multiplication in other solutions that do not natively support these more
complex, higher level operations. In HE solutions, the input data is encrypted by
each party and transferred to a single computing party for computation since these
solutions do not offer support for distributed computing. In SMC, the data is secret-
shared among two computing parties, while distributed approaches, such as Lattigo
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and Shechi, split the data evenly and horizontally among two parties (each party
holding half of the rows of each input matrix in a non-encrypted form). We note that
this two-party scenario is the least favourable to Shechi compared to settings with
more than two parties. As shown in Fig. 4.7, even in this scenario that is not aligned
with its primary focus, Shechi’s runtime outperforms HE-based alternatives across
all applications. Due to the small scale of the input data, Shechi is slightly slower
than the pure SMC solutions for computing L2 distance. However, it is faster than
MP-SPDZ when computing A @ B⊤, and faster than both Sequre and MP-SPDZ
when computing A⊤ @ B even on small dimensions since, in this case, matrix mul-
tiplication can be performed locally on non-encrypted data before aggregating the
results, efficiently leveraging distributed computing. As expected, Shechi’s communi-
cation overhead is higher than the centralized and SMC approaches in these simple
applications due to the expansion factor of MHE (a ciphertext encrypting 8192 values
has a size of 2.6 MB with our default parameters) and low benefits from distributed
computing in these scenarios. Note that these benefits quickly overcompensate the
MHE expansion in other applications, including A⊤ @ B and the large-scale bench-
marks below. Finally, we note that Shechi’s simple syntax allows users to write these
simple applications in less than 4 lines of code.

Large-Scale and Complex Workflows

To demonstrate the practical usability, performance and versatility of Shechi, we im-
plemented secure distributed equivalents of three complete applications that operate
on large datasets: principal component analysis (pca), kinship estimation (kinship) [109],
and genome-wide association study (gwas) [32]. The last two applications are from
the domain of computational genomics and serve as a good example for Shechi’s
utility, as genomics data is both extremely sensitive with respect to privacy and scat-
tered across multiple entities reluctant to share their data. We use a lung cancer
study dataset [94], which contains patients’ phenotypic information (e.g., age and
sex), genotype data (i.e., vectors with the values 0, 1 and 2 for each variant), and a
binary value indicating the presence of lung cancer. In this dataset, the input matrix
has more than 600,000 variants (features) and 9,000 patients (samples). We compared
Shechi’s implementations against the existing state-of-the-art implementations that
were originally done in Lattigo and Sequre. We note that neither of these complex
workflows can be easily implemented with the other HE and SMC compilers mainly
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Figure 4.7: Runtime, communication and expressiveness comparison be-
tween Shechi and existing approaches. For distributed approaches, the input
data are evenly and horizontally split among 2 parties. Communication is measured
as the maximum number of bytes any party sends. Expressiveness is measured as the
number of lines of code without comments, blank lines, and debug statements. For
reference, offline, non-secure runtimes of Kinship, PCA, and GWAS were 0.34s, 118s,
and 167s, respectively.

due to their low-level nature, as well as the scale of the input data and required
computational depth. We refer to Section 4.8.3 for the detailed description of these
workflows.

Shechi achieves on-par or better performance as existing manually-optimized se-
cure solutions [32, 58] while improving expressiveness by up to two orders of magni-
tude. In Fig. 4.7, we notably observe a 15× speed improvement in kinship and 6×
network traffic reduction in pca experiments when compared against the manually
optimized version in Lattigo. This is notably due to Shechi’s encoding optimization
(Section 4.5.2), which automatically selects a more efficient encoding strategy than
the one manually selected and employed in the existing Lattigo implementation. Our
kinship implementation has only 4 lines of code, while the Lattigo equivalent has
more than 160 lines of code as the user has to coordinate the computation across par-
ties manually. The Lattigo version of pca was manually optimized to maximize the
plaintext over ciphertext usage and minimize the matrix multiplications’ cost. Shechi
implements the same procedure as simple pseudocode in 10 lines of code—25× fewer
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than Lattigo implementation—and manages to automatically find the same optimiza-
tion opportunities and even detect new optimization hotspots that the developers of
the original pipeline missed. Similar performance improvements were observed for
gwas that has 26 lines of code, compared to 734 lines found in Lattigo. Here, Shechi
also relies on its own diagonal encoding (Section 4.5) to encode and optimize com-
putation on top of wide matrices that are inherently abundant in this application.
Complete code examples are shown in Section C.

4.7.3 Scaling

Figure 4.8: Shechi’s scaling with the number
of parties and samples. In this experiment, PCA
is executed for the increasing number of parties and
individuals, with a fixed number of 64 samples per
party.

We show in Fig. 4.8 that
Shechi’s runtime and commu-
nication costs increase linearly
with the number of parties
and samples and scale better
than an SMC-only solution (Se-
qure). For this experiment, we
ran PCA with a fixed num-
ber of 64 samples per party.
In an 8-party setup, Shechi’s
runtime and communication are
more than four and seven times
smaller than Sequre’s, respec-
tively. This difference is ex-
pected to grow further with

more parties since, in Shechi, the workload is distributed among the parties, and
the communication overhead is mainly due to aggregating the intermediate results
between the parties and collective bootstrapping. In Sequre, and SMC in general,
however, communication increases faster with the number of parties than with Shechi
because all computations require interactions among all parties. Lastly, we note that
if a fixed number of samples is distributed among a larger number of parties, e.g., if the
128 samples that are split among 2 parties are instead split among 8 parties, Shechi’s
runtime decreases from 40 to 15 minutes, further showing its ability to effectively
distribute the workload.
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4.7.4 Necessity of Shechi’s Optimizations

Shechi applies a set of compile-time and runtime optimizations to translate standard
code into efficient distributed executions. The overall runtime of simple expression a

@ b.T * (d + c) * 2, where a, b, c, and d are matrices of shapes (32× 8192) for a
and b, and (32× 32) for c and d is shown in Figure 4.9 (right). The overall runtime
is mostly impacted by Aggregation & Encoding optimization, which selects the most
efficient matrix encoding and aggregation at each step of the algorithm (section 4.5).
Whether any of the three optimizations (Aggregation & Encoding, plaintext prioriti-
zation, or multiplication redundancy removal) is applied is denoted by the presence
of the respective coloured circle below each column. Disabled Aggregation & Encod-
ing refers to a typical use-case where the developer manually selects some encoding
for each matrix multiplication (row-encoding for wide matrices and column-encoding
for tall matrices in this use-case), and follows a fixed aggregation choice. Note that
another common use case, where the developer relies on a single encoding, yields
impractical runtimes in most of our applications. Shechi automatically chooses from
a set of three encodings and various matrix multiplication methods, both of which
are easily extensible. Even though we employed an ablation study on a small ex-
ample, we note that we observed the same behaviour across all of our applications.
For example, Figure 4.9 (left) demonstrates the performance gain achieved using Ag-
gregation & Encoding optimization for executing PCA on the lung cancer dataset
with an increasing number of samples. Lastly, we note that Shechi’s search for the
most efficient aggregation and encoding strategy takes less than one second in our
experiments and is negligible compared to the overall runtime.
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Figure 4.9: Shechi’s ablation study evaluated for PCA workflow (left) and a
simple application (right). Shechi’s runtime worsens up to 10× with optimizations
turned off.
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4.7.5 Accuracy, Network, and Memory Usage

The security of CKKS, the HE scheme used in Shechi, requires some noise to be
added directly in the least significant bits of the encrypted values. Shechi implements
the same standard noise management methods as existing HE works [37, 100]. In
Fig. 4.10, we illustrate that Shechi is accurate and achieves the same results as a non-
secure centralized equivalent for a GWAS study on 128 patients (samples) sampled
from the lung cancer study dataset and evenly split between two parties. Each patient
has 500, 000 variants (features). We observe that Shechi obtains similar results (i.e.,
association statistics) to a centralized non-secure execution, with a mean absolute
error of 3.9× 10−5.

To assess the effect of network delay, we reproduced all experiments in a coast-
to-coast network setup. We used Amazon AWS to deploy machines that match the
clock speed and RAM of our LAN machines across the US. We observe that while
the communication delay increases by a factor of at least 20× and up to 108× (with
delays between 12 and 62 ms) when compared to our LAN setting, Shechi runtime
increases only up to 2.2× times. For example, Kinship runtime increased from 4 to
8 minutes, PCA from 35 to 76 minutes, and GWAS from 59 to 110 minutes. Lastly,
we note that Shechi memory consumption was also better than the competition, with
maximum resident set size being within the range of 15 GBs for Shechi, 25 GBs for
Sequre, and more than 100 GBs for Lattigo per party. This means that one can use
cheaper instances with Shechi to run the analysis.

Figure 4.10: Shechi’s secure distributed execution of GWAS produces re-
sults comparable to centralized non-secure execution, yielding similar associ-
ation statistics, represented as the negative logarithm base-10 of the p-values.
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4.8 Implementation Details

Here, we provide more details on our compile-time and runtime optimizations, cryp-
tographic details, and complex workflows.

4.8.1 Aggregation and Encoding Optimization

Algorithm 3 describes the first-choice hill-climbing local search heuristic that Shechi
implements to select the best aggregation strategy while finding the most efficient
overall encoding strategy at each step through an exhaustive search.

4.8.2 Novel Matrix Multiplication Method

In addition to previously established matrix encodings and matrix multiplications [58,
84], Shechi further expands the set of possible approaches by introducing a novel
cyclic-diagonal encoding that is particularly suited for very tall or wide matrices by
requiring a number of rotations depending on the smaller dimension, where the i-th
diagonal di of a matrix A ∈ Ra×b is obtained as di[j] = A[(i + j) mod m, j mod n],
where 0 ≤ i ≤ min(a, b) and 0 ≤ j ≤ max(a, b), instead of di[j] = A[(i+ j) mod a, j]

with 0 ≤ i ≤ a and 0 ≤ j ≤ b, in standard diagonal encoding. Multiplying a row-wise
encoded matrix by a matrix with this encoding requiresO(a·min(b, c)+log2max(a, b))

rotations and O(a · min(b, c)) multiplications, or even just O(min(a, b) · min(b, c))

rotations and multiplications if both operands are cyclic-diagonal encoded. Note that
the former is only lower than the existing diagonally-encoded matrix multiplication
when min(b, c) <

√
b. This method is particularly useful for highly asymmetric

matrices since the complexity of matrix multiplication between two cyclic-diagonally-
encoded matrices is determined only by the smaller dimensions of both matrices. It
also ensures the shape of the encoded a × b matrix is always min(a, b) × max(a, b),
consistently exposing data-level parallelism over the larger matrix dimension.

4.8.3 Cryptographic Details & Parameters

We used parameters that ensure 128-bit security level across all frameworks. For HE,
we used parameters enabling 8192 slots with a default scale of 234 for all applications
and HE frameworks. Additionally, in HE, each rotation value requires a different
rotation key. There are multiple strategies to solve this issue: (i) generate a predefined
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Algorithm 3 Aggregation and Encoding Optimization
Input:
tree, aggr_candidates, enc_candidates - tree with bottom-top greedy approach and
list of candidate nodes for aggregation and encoding strategies; c: parameter for hill
climbing heuristic
Output: updated tree

1: cur_cost← tree.cost() //estimated cost of tree eval.
2: for i ∈ 0, c do
3: tree_modified← False
4: for ni ∈ agg_candidate do
5: new_tree← tree.f lip_aggr(ni) //change aggr. operand
6: new_tree.resolve_tree() //update tree complement

//start exhaustive search for encoding
7: min_enc← new_tree.encoding
8: min_cost← new_tree.cost()
9: for j = 0 to 3|enc_candidates| − 1 do

10: new_tree.set_encoding(j)
11: bet_cost← new_tree.cost()
12: if bet_cost < min_cost then
13: min_cost← bet_cost
14: min_encoding ← new_tree.encoding
15: end if
16: end for
17: if min_cost < cur_cost then
18: tree_modified← True
19: cur_cost← min_cost
20: tree← new_tree
21: tree.set_encoding(min_encoding)
22: tree.resolve_tree()
23: end if
24: end for
25: if not tree_modified then
26: break //reached local minimum
27: end if
28: end for

number of rotation keys, (ii) generate all required keys based on runtime analysis of
the expression tree, or (iii) generate all power-of-two rotation keys up to the maximum
ciphertext size and translate all rotations to their bitwise equivalents. Shechi uses the
combination of the first and third strategies.

We instantiated the SMC solutions on top of a 256-bit finite field (MPyC and Se-
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qure) or Z2256 ring (MP-SPDZ) with a 32-bit fraction in 64-bit fixed-point precision
and 64-bit of additional statistical security padding. Since MP-SPDZ offers a mul-
titude of SMC schemes, we opted for the dealer-ring scheme, which is most similar
to that of Shechi’s SMC module. MPyC’s security scheme, on the other hand, is not
configurable and is fixed to t-out-of-n Shamir’s secret sharing (i.e. t participants out
of n can collude to reveal the secret) with a 0 ≤ t ≤ ⌊n

2
⌋ constraint. In other words,

the smallest number of parties that still offer secure computing is n = 4 with t = 2.

4.8.4 Complex Workflows Details

Principal Component Analysis (PCA)

PCA is a standard and widely-used dimensionality reduction algorithm that identifies
a small set of orthogonal directions, or principal components (PCs), that capture the
most variance in a high-dimensional dataset. We reimplemented the recent secure dis-
tributed variant by [58], which uses the randomized PCA algorithm [70]. We executed
a joint PCA on 128 individuals split among two parties with 524, 288 features and re-
lied on the randomized PCA [70] algorithm to extract the first two components, using
an oversampling parameter of 2 and 2 power iterations. For the eigendecomposition,
we relied on the standard numerical computation via QR factorization, executing 5

iterations per eigenvalue.

Kinship Distance Computation (KING)

Identifying related individuals in genomic datasets is crucial in genomic workflows
and has societal benefits, such as reuniting lost relatives [1,64]. Running this analysis
across distributed databases has the potential to enhance privacy and expand service
reach. We implemented a recent method [109] to compute kinship as a distance
between two genotype vectors normalized by heterozygosity.

Genome-Wide Association Study (GWAS)

Our GWAS implementation is an adaptation of the state-of-the-art GWAS SMC
method [32] and includes the comprehensive workflow required for an association
study based on linear regression. It first captures the population structure into a low-
dimensional matrix by executing a PCA and then conducts the association test via
the Cochran-Armitage trend test, including both the PCs and patients’ characteristics
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(e.g., age and sex) as covariates. GWAS aims at pinpointing genetic variations that
exhibit correlations with a specific phenotype of interest, such as disease, suscepti-
bility, or other quantitative biological traits. We executed a genome-wide association
study in two standard steps: population stratification analysis and Cochran-Armitage
trend test. For the first step, we relied on the PCA solution from the previous section.
For the Cochran-Armitage trend test, we considered the two principal components
from the first step as covariates, as well as two additional patients’ features, i.e., sex
and age. We computed the Cochran-Armitage trend test on 524, 288 Single-nucleotide
polymorphisms (SNPs).

4.9 Users’ Choices and Stronger Threat Model

To effectively evaluate non-polynomial functions (e.g., comparisons) that are not na-
tively supported in HE, Shechi automatically transitions to an SMC secret-sharing
scheme that uses a trusted dealer for efficiency purposes (Section 2.3). For users who
prefer not to rely on a trusted dealer, Shechi offers the option to use only HE oper-
ations and bootstrapping. In this case, Shechi approximates non-linear functions via
polynomial interpolation [60], using an interval and degree parametrized by the user.
Previous works [58,60] have shown that the accuracy and time loss can be minimized
depending on the polynomial degree and interval required. However, parametrizing
these factors becomes challenging in complex applications, especially as users lack
prior access to the complete dataset. To assist users, Shechi enables local simulation
of the application’s execution in standard Python environments by modifying just a
single line of code. This feature also enables users to fine-tune other parameters, such
as precision, when the default settings are not suited to their specific application.

4.10 More Comparison Against Other Frameworks

We also compared against MPyC [136] and HECO [150]. MPyC is an easy-to-use
Python library for SMC based on t-out-of-n Shamir’s secret sharing scheme with
t < ⌊n

2
⌋. Its security setup significantly differs from Shechi’s and the other SMC

frameworks’ in this paper that use a generally stronger n-out-of-n additive secret
sharing scheme. We benchmarked MPyC in the smallest possible secure setup with
four computing parties and, at most, one passively corrupt party (i.e. any two out
of four parties can collude together to reconstruct the secret). While it is on par
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Solution encrypt add_
add

mult_
mult rotate

decrypt
/ Runtime [ms] or secret_share const const or reveal
MPyC (SMC) 3.02 2.86 4.98 27,878.03 28,629.94 1.59 4.83
HECO (HE) 16.92 0.36 0.79 4.2 25.85 42.17 6.3
Shechi (MHE) 6.5 0.4 0.4 0.64 40.6 45.3 61.38

Table 4.2: Low-level primitives micro-benchmark for MPyC and HECO. Each op-
eration ensures a 128-bit security level. HECO’s front-end is currently deprecated,
and it does not support practical bootstrapping.

in some operations, MPyC’s performance is generally, by order of magnitude, worse
than Shechi’s, due to the performance overhead inherited from its host language and
underlying security scheme (Table 4.2).

HECO, on the other hand, is an HE compiler that translates high-level Pythonic
code to high-performance executables through MLIR [98] and compile-time optimiza-
tions. HECO, however, deprecated their frontend language and enabled writing their
programs directly in MLIR by calling the low-level HE primitives (add, mul, and
rotate). We managed to implement microbenchmarks using their existing MLIR di-
alects (Table 4.2)), and we plan to extend and test it on larger benchmarks after their
high-level operations are enabled.
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Chapter 5

Beyond Computational Genomics:
Secure MICE algorithm

Electronic Health Records (EHR) have been routinely collected by healthcare providers
across the US and extensively used for research purposes. Similarly, claims data from
insurance companies are often used in population-based clinical research. Normally,
data are stored and managed within the institutions that collect and own them. Stor-
ing data locally is generally more feasible logistically, more cost-friendly, and easier
for the data-owning entity to access, control, and manage the data. More impor-
tantly, local storage helps ensure data sovereignty, and maintain data privacy and
security that comply with data protection regulations such as the Health Insurance
Portability and Accountability Act (HIPAA) [110, 119]. Strong privacy protection
helps build confidence in researchers, patients, and other stakeholders to encourage
research collaborations in trustworthy medical AI [165].

Through collaborative research, EHRs and claims data from institutions across
diverse geographical locations can form a larger and potentially more representative
sample of the US population that could yield more reliable and generalizable research
findings [88]. Leveraging distributed data in healthcare research can be particularly
beneficial for certain marginalized or underserved minority groups because it allows
institutions with very small minority populations to borrow information from oth-
ers [67, 127, 161, 162]. Several large-scale distributed health data networks (DHDN)
have been established to facilitate collaborations across multiple institutions. For
example, the Sentinel Initiative by the U.S. Food and Drug Administration (FDA)
is an effort to monitor the safety of FDA-regulated medical products. The Sentinel
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can get data from more than a dozen partners including academic medical centers,
healthcare systems, and health insurance companies. These data partners collect data
in routine operations and maintain control of their own data [23, 125]. Another ex-
ample is the Patient-Centered Scalable National Network for Effectiveness Research
(pSCANNER), a national research infrastructure containing data from 13 sites em-
phasizing comparative effectiveness research [121]. Similarly, data are stored, owned,
and governed by each one of the pSCANNER sites without a central data repository.

To enjoy the aforementioned benefits brought by distributed health data, conven-
tional machine learning (ML) methods would require researchers to first “bring data to
computation,” transmitting individual patient data from the remote sites to a central
data repository and performing centralized ML on aggregated data. However, this
is not always permitted for legal reasons or for data privacy and security concerns.
In addition, operating data centers that are large enough for centralized storage and
computation is financially and logistically challenging, and the consequences are se-
rious if the large data center experiences system failure or data breach [33]. These
restrictions and limitations have motivated a broad class of modern distributed ML
algorithms that “bring computation to data” [131]. Distributed ML has allowed re-
searchers to take advantage of distributed storage and computational infrastructure
and resources, which reduces, if not eliminates, the need for large data centers for
EHRs. It also minimizes the need to share sensitive, protected health information,
complying with legal requirements and improving the privacy and security of health-
care data [102,157].

Missing data problems are prevalent in real-world EHRs and claims data; there-
fore, DHDNs as well [27,154]. Failure to properly account for missing data will lead to
biased inference and prediction results [27,66,149]. Recent studies further show that
missingness in health data tends to harm minority groups disproportionally, exacer-
bating health inequities and disparities [66]. Complete case analysis that excludes
observations with missing values is a valid approach if data is missing completely
at random (MCAR) [149]. However, data that are missing at random (MAR) or
missing not at random (MNAR) need to be properly imputed to recover unbiased
analysis results [149]. Multiple imputation (MI) is a popular imputation technique
that, in general, works by replacing missing values with predicted values multiple
times and combining the analysis results acquired from these imputed datasets. Now,
within DHDNs that comprise data from multiple institutions, the missing data prob-
lems could potentially be more complex due to various heterogeneities between the
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institutions.
However, compared to the large body of literature on distributed ML algorithms,

distributed MI that can handle missing data problems in DHDNs has not received
as much attention. In principle, MI algorithms rely on various statistical ML models
to impute missing observations. Therefore, distributed MI algorithms should enjoy
the same benefits mentioned earlier as model-based distributed analysis. In addition,
data sources with either small sample sizes or a small number of observed values due
to high missing rates can borrow information from other data sources. To our knowl-
edge, several distributed MI algorithms designed for MAR data have been proposed
and have been shown to outperform MI conducted independently at each site [27].
Further, a distributed MI algorithm for MNAR data demonstrating superiority over
independent MI algorithms has been developed [103]. However, these approaches are
not provably secure as they reveal intermediate results (such as the Gramian matrix
of each local dataset) that can leak private information. For example, whenever the
number of individuals is less or equal to the number of training features at some party,
the private data can be entirely reconstructed from its revealed Gramian matrix.

Multiple imputation (MI) addresses the uncertainty of the single imputation by
probabilistically imputing data multiple times before conducting a study. The study is
then done independently over each imputed dataset, and the results are combined via
Rubin’s rules, usually in the form of an aggregate statistic of the underlying studies’
coefficients (Figure 5.1) [104]. Whenever more than one variable in the initial dataset
is incomplete during a single imputation, data is imputed iteratively, one variable at
a time, while re-using the complete data from the previously imputed variables. This
procedure is called multiple imputation with chained equations (MICE). We used
Sequre and Shechi to implement SMC and MHE variants of MICE. Thus, for the first
time, we offer a provably secure imputation of the missing data in distributed elec-
tronic health records that reveals only the final analysis result. For secure statistical
analyses, on top of such incomplete health data, we implemented a secure regression
module.

5.1 Methods

We consider a typical distributed use case where the incomplete training data is hor-
izontally divided between the parties (i.e., each party contributes with a different
number of individuals and the same number of training features). We note, however,
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Figure 5.1: Multiple imputation. The missing data is independently imputed
multiple times to address the uncertainty of imputation. Then, a set of independent
studies is done on top of imputed datasets, and their parameters are combined using
Rubin’s rules to produce a final study. For example, if the final study involves doing
a linear regression on top of a dataset, then multiple linear regression models will be
independently trained and their coefficients combined, usually through some aggre-
gation, into a final linear regression model.

that our solution is also applicable to other distribution types, such as vertical or
even additive, where the sum of private data partitions forms the complete dataset.
We enabled two variants of secure distributed MICE, one implemented using Secure
Multiparty Computation (SMC-MICE; Algorithm 4; Figure 5.2) and the other using
Multiparty Homomorphic Encryption (MHE-MICE; Algorithm 6; Figure 5.3). The
former is suitable for small data scales (approximately less than 300, 000 individuals)
and a number of computing parties, while the latter scales better with the increase
of data size or number of parties. Both schemes enable computation on top of en-
crypted, distributed data without revealing any meaningful information to the study
participants or data owners.

Our solution, in both schemes, works conceptually as follows. The training data is
first encrypted and pooled together from multiple data owners before being imputed
multiple times using linear regression with error (drawn from N (0, 0.01)) for imputing
continuous variables or logistic regression for categorical variables. On top of each



92

1

2 3 4

Incomplete input data Secret-shared data

Independent 
secret-shared imputations

Independent  
final study weights

Aggregated 
final study weights

Plain data visible to CP1

Plain data visible to CP2

Plain data visible to CP3 Missing data

Secret-shared data

Imputed secret-shared data

Figure 5.2: Multiple imputation via SMC. The input data is first secret-shared
and then imputed and analyzed in SMC context. Each independent study produces
secret-shared coefficients that are averaged together without decryption. The result
is a final, secure linear regression model that allows inference on top of encrypted
data without revealing any meaningful information.

imputed dataset, an independent linear regression is trained as a part of a final study,
and the arithmetic average of the resulting models’ coefficients is used as Rubin’s
rules to produce the final linear regression model. We utilized a mini-batched gradient
descent with a pre-defined step size and a number of epochs for both linear and logistic
regression against the mean-squared and categorical cross-entropy loss, respectively.
Additionally, we used a closed-form solution if the number of features is relatively
small (less than 4 in our implementations) in linear regression. Each step, in both
SMC and MHE variants of MICE, is done on top of the encrypted data without
revealing any meaningful information to the parties.

In SMC-MICE, the computing parties first secret share the incomplete training
data ([X]) and the training labels ([y]). Additionally, each party provides the mis-
signess mask for its data partition (i.e., the matrix of 0, 1 entries where 0 denotes
missing entry). The missingness masks are pooled into a single matrix (M) that
remains public throughout execution. The incomplete training data is then imputed
multiple times using an SMC implementation of the two aforementioned regression
models (i.e. linear for continuous and logistic for categorical variables). Each im-
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puted, secret-shared dataset is used to train an independent final analysis model,
which in our case again, is an SMC variant of linear regression. The secret shares of
the models’ weights are then pooled and averaged together to form the final regression
model. The details of the SMC-MICE algorithm are provided in Algorithm 4 and Al-
gorithm 5. The former provides a general overview, while the latter gives an insight
into a single imputation procedure where, for each incomplete variable, a different
SMC regression model is used to infer the missing data.

Algorithm 4 Regression analysis via multiple imputation using SMC
Input:
[X] ∈ Zm×n

p : secret shared incomplete training data
[y] ∈ Zm

p : secret shared training labels
M ∈ {0, 1}m×n: public missing data mask
Mim: SMC imputation model
Mf : SMC final analysis model
k: public number of multiple imputations
Output:
[c] ∈ Zn+1

p : secret shared final analysis model coefficients

1: procedure smc_mice_analysis([X], [y],M,Mim,Mf , k)
2: [C]← [0] ∈ Zk×(n+1)

p ▷ Secret shared zeros
3: for j = 0, . . . k do
4: smc_mice_impute(Mim, [X],M)
5: smc_fit(Mf , [X], [y])
6: [C]j ← get_coeffs(Mf)
7: end for
8: [c]← smc_rubin([C])
9: return [c]

10: end procedure

The MHE-MICE is conceptually the same as its SMC counterpart (see Algo-
rithm 6 and Algorithm 7). The main difference is in the input data format and the
implementation of elementary matrix algebra operations. Namely, the input data to
MHE-MICE is initially kept local, non-encrypted at each party, and only encrypted
and shared when needed throughout the computation. This, for example, enables the
pre-processing steps in the imputation algorithm (Algorithm 7) to be done indepen-
dently at each party on top of local, non-encrypted data. Generally, any element-wise
operation, such as addition, subtraction, and multiplication, is computed in the same
manner—independently at each party—as long as the partition sizes of the operands
are aligned between the parties.
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Algorithm 5 Imputation algorithm via chained equations via SMC
Input:
Mim: imputation model
[D] ∈ Zm×n

p : secret shared incomplete training data
M ∈ {0, 1}m×n: missing data mask
1: procedure smc_mice_impute(Mim, [D],M)
2: n← len([D]⊤)
3: for j = 0, . . . n do
4: C← [D]M=1 ▷ Filter only complete data
5: [X]← [C]:,k ̸=j

6: [y]← [C]:,j
7: smc_fit(Mim, [X], [y])
8: ϵ← N (0, 0.01) ▷ Draw error from normal distribution
9: [ŷ]← smc_predict(Mim, ([D] ·M):,k ̸=j, ϵ)

10: [D]:,j ← [ŷ]
11: M:,j ← 1 ∈ Rm×1

12: end for
13: end procedure

Algorithm 6 Regression analysis via multiple imputation using MHE
Input:
X ∈ Rmi×n: incomplete training data partition held locally at i-th party
y ∈ Rmi : training labels partition held locally at i-th party
M ∈ {0, 1}mi×n: missing data mask held locally at i-th party
Mim: MHE imputation model
Mf : MHE final analysis model
k: public number of multiple imputations
N : number of CKKS slots
C: CKKS ciphertexts space (i.e., (Zp[X]/(X + 1))2)
Output:
c ∈ C⌈n/N⌉: aggregated final analysis model coefficients
1: procedure mhe_mice_analysis(X, y,M,Mim,Mf , k)
2: C← 0 ∈ Ck×⌈(n+1)/N⌉ ▷ CKKS encrypted zeros
3: for j = 0, . . . k do
4: mhe_mice_impute(Mim, X,M)
5: mhe_fit(Mf , X, y)
6: Cj ← get_coeffs(Mf)
7: end for
8: c← mhe_rubin(C)
9: return c

10: end procedure
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Algorithm 7 Imputation algorithm via chained equations using MHE
Input:
Mim: imputation model
D ∈ Rmi×n: incomplete training data partition held locally at i-th party
M ∈ {0, 1}mi×n: missing data mask held locally at i-th party
C: CKKS ciphertexts space (i.e., (Zp[X]/(X + 1))2)

1: procedure mhe_mice_impute(Mim, D,M)
2: n← len(D⊤)
3: for j = 0, . . . n do
4: C ← DM=1 ▷ Filter only complete data at each party
5: X ← C:,k ̸=j

6: y ← C:,j

7: mhe_fit(Mim, X, y)
8: ϵ← N (0, 0.01) ▷ Draw error from normal distribution
9: ŷ ← mhe_predict(Mim, (D ·M):,k ̸=j, ϵ) ▷ Local partition of imputed

column
10: D:,j ← ŷ
11: M:,j ← 1 ∈ Rmi×1

12: end for
13: end procedure
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Figure 5.3: Multiple imputation via MHE. The input data is distributed be-
tween the parties and kept in a non-encrypted form, only to be encrypted when needed
during the imputation and final analysis. The procedure also benefits from indepen-
dent, parallel computation on top of local data partitions. This scheme, however, is
suitable only for large-scale datasets due to the performance overhead incurred by the
underlying, expensive cryptographic scheme that is inherently scalable with respect
to data size and the number of computing parties.

The SMC implementation of linear regression uses Beaver triplets [10] to enable
secure multiplication and computes the secret shares of weights in an otherwise clas-
sical manner (see Algorithm 8 for details), using only simple operations such as ad-
dition and subtraction (together with multiplication) that are efficient in our secu-
rity scheme. Also, each additive operation is computed independently at each party
without network overhead. For logistic regression, we implemented SMC variants of
Chebyshev interpolation to support sigmoid and natural logarithms that are otherwise
hard to compute in SMC.

The MHE-based regression analysis follows the same conceptual logic as its SMC
counterpart. The only difference is the shape of the input data: it is non-encrypted,
kept locally at each party, and only encrypted when needed throughout the compu-
tation. Moreover, computing the invariants in linear regression (i.e., the Gramian
matrix X̃⊤× X̃ and X̃⊤×y) is also done independently at each party since the prod-
uct of vertically and horizontally partitioned matrices is an additively partitioned
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Algorithm 8 Linear regression via SMC
Input:
[X] ∈ Zm×n

p : secret shared training data
[y] ∈ Zm×1

p : secret shared training labels
M: linear regression model that stores initial, secret shared weights ([wM] ∈
Z(n+1)×1

p ), number of training epochs (eM ∈ N), and step size (ηM ∈ R)
1: procedure smc_fit(M, [X], [y])
2: [X̃]← (X∥1) ▷ Append bias column
3: [C]← [X̃]⊤ × [X̃]
4: [R]← [X̃]⊤ × [y]
5: if len([X̃]⊤) < 4 then ▷ Closed-form solution
6: [wM]← [C]−1 × [R]
7: else ▷ Batched gradient descent
8: for j = 0, . . . eM do
9: [wM]← [wM] + ([R]− [C]× [wM]) · ηM

10: end for
11: end if
12: end procedure

Algorithm 9 Logistic regression via SMC
Input:
[X] ∈ Zm×n

p : secret shared training data
[y] ∈ Zm×1

p : secret shared training labels
M: logistic regression model that stores initial weights (wM ∈ Z(n+1)×1

p ), number of
training epochs (eM ∈ N), and step size (ηM ∈ R)
1: procedure smc_fit(M, [X], [y])
2: [X̃]← (X∥1) ▷ Append bias column
3: for j = 0, . . . eM do
4: [A]← σcheby([X̃]× [wM], (0, 1))
5: [wM]← [wM]− [X̃]⊤ × ([A]− [y]) · ηM
6: end for
7: end procedure
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matrix with each partition being a product of corresponding non-encrypted local
shares. Some operations, however, require one of the operands to be aggregated (i.e.,
encrypted and shared among the parties) beforehand. For example, matrix multi-
plication of two additively partitioned matrices requires at least one operand to be
aggregated beforehand. The result is then obtained by multiplying each additive
share with the aggregated counterpart independently at each party. The aggregation
strategy (i.e., deciding whether to aggregate the first or the second operand) directly
impacts the partitioning of the result and the performance of all downstream oper-
ations. For example, aggregating the weights [wM] instead of training data X̃ in
logistic regression in Algorithm 11 would result in a completely different algorithm
downstream. Shechi’s automatic selection of optimal aggregation strategy consis-
tently aggregates X̃ first to avoid aggregating [wM] multiple times within the loop
body. Moreover, multiplying vertically partitioned against the horizontally parti-
tioned matrix, as well as two additively partitioned matrices, are the only two matrix
multiplication instances encountered in our implementation of linear and logistic re-
gression.

We implemented SMC- and MHE-MICE in Sequre and Shechi in less than 550

lines of high-level Pythonic code.

5.2 Results

We adopted the experiment setup from the previous work [27], which includes four
simulations and one real-data study. Each study follows the same pattern. First,
the incomplete dataset of a different number of individuals and variables, such as
demographic and disease information, is encrypted and pooled together from multiple
study participants. The missing data in the pooled dataset is then imputed multiple
times to form several independent complete datasets, on top of which different linear
regression models are trained as part of the final analysis. The trained models’ weights
are then combined via Rubin’s rules to produce a final linear regression model that is
used to assess performance. Each step of the study is done on encrypted data without
revealing any meaningful information to the study participants apart from the final
analysis output. The accuracy of the final linear regression is measured as a mean
absolute difference and a standard deviation of the absolute difference between the
predicted outcome and the ground truth. We also measured the bias ∥EΘ − Θ̃∥2,
standard deviation

√
E∥Θ− EΘ∥22, and the mean-squared error

√
E∥Θ− Θ̃∥22 of
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Algorithm 10 Linear regression via MHE
Input:
N : number of CKKS slots
C: CKKS ciphertexts space (i.e., (Zp[X]/(X + 1))2)
X ∈ Rmi×n: training data partition held locally at i-th party
y ∈ Rmi×1: training labels partition held locally at i-th party
M: linear regression model that stores initial, aggregated weights ([wM] ∈
C⌈(n+1)/N⌉×1, number of training epochs (eM ∈ N), and step size (ηM ∈ R)
1: procedure mhe_fit(M, X, y)
2: X̃ ← (X∥1) ▷ Append bias column locally at each party
3: [C]← X̃⊤ × X̃ ▷ Additively shared local partitions X̃⊤ × X̃

4: [R]← X̃⊤ × y ▷ Additively shared local partitions of X̃⊤ × y

5: if len(X̃⊤) < 4 then ▷ Closed-form solution
6: R← aggregate([R])
7: [wM]← ([C])−1 ×R
8: else ▷ Batched gradient descent
9: for j = 0, . . . eM do

10: wM ← aggregate([wM])
11: [wM]← [wM] + ([R]− [C]×wM) · ηM
12: end for
13: end if
14: end procedure

Algorithm 11 Logistic regression via MHE
Input:
N : number of CKKS slots
C: CKKS ciphertexts space (i.e., (Zp[X]/(X + 1))2)
X ∈ Rmi×n: training data partition held locally at i-th party
y ∈ Rmi×1: training labels partition held locally at i-th
M: logistic regression model that stores initial, aggregated weights ([wM] ∈
C⌈(n+1)/N⌉×1, number of training epochs (eM ∈ N), and step size (ηM ∈ R)
1: procedure smc_fit(M, X, y)
2: X̃ ← (X∥1) ▷ Append bias column locally at each party
3: X̃← aggregate(X̃)
4: X̃⊤ ← aggregate(X̃⊤)
5: for j = 0, . . . eM do
6: [P]← X̃× [wM]
7: [A]← σcheby([P], (0, 1))

8: [wM]← [wM]− X̃⊤ × ([A]− y) · ηM
9: end for

10: end procedure
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the linear regression weights Θ and their ground truth Θ̃ in the final analysis. To
assess the quality of imputation alone, we additionally measured the mean absolute
difference and standard deviation between imputed datasets and their ground truth in
the simulation studies with incomplete continuous variables, and accuracy and area-
under-curve (AUC) for the ones with incomplete binary variables. This assessment
is not possible in the real-data study, however, because the ground truth is unknown.
Finally, we also measured the runtime and network overhead where applicable.

We implemented two secure solutions for MICE, one based on Secure Multiparty
Computation and the other on Multiparty Homomorphic Encryption. Additionally,
we implemented two non-secure solutions to compare against. The first one is a raw
Python implementation of MICE using off-the-shelf linear and logistic regression for
imputation and final analysis, and the second one is an off-the-shelf MICE algorithm
from Python’s sklearn library. There is no clear winner between the two non-secure
solutions, but the latter is generally expected to have better accuracy while the former
has a better performance. The Python-based solutions are tested in an offline, non-
secure context on top of plain, non-encrypted data, while the secure solutions are
tested in a secure distributed setup, on top of encrypted data, with two computing
parties aided by a trusted dealer.

The first simulation is conducted on top of ten variables drawn from a normal
distribution N (0, 1), and one variable made incomplete uniformly at random with
the missingness rate of 30%. The second simulation is the same, with the incomplete
variable being a binary variable drawn from a Bernoulli distribution B(1, 0.5) instead.
The third and fourth simulation studies have only two variables, X1 and X2, with the
second variable drawn from a uniform distribution U(−3, 3) and the first either from
a normal distribution N (0.2 − 0.5X2, 1) in the third simulation, or from a Bernoulli
distribution B(1 + e−0.2+0.5X1) in the fourth simulation, with the missingness rate
of approximately 50%. Each simulation is benchmarked for a different number of
individuals (500 and 5, 000 for our experiments). For a real-data study, the data from
Georgia Coverdell Acute Stroke Registry (GCASR) is used with 15 out of 203 selected
variables (five continuous and ten binary) and 68, 287 patients. Each continuous
variable and seven binary variables are incomplete, and the missingness rate ranges
between 0.035% and 53.84%. The outcome variable (i.e., the ground truth of final
regression analysis) in each simulation study is obtained as Y = Θ0 +

∑
i XiΘi + ϵ,

where Xi are the variables; Θi the ground truth linear regression weights (set to 1

in our experiments), and ϵ is drawn from N (0, (Θ0 +
∑

iXiΘi)/100). The outcome
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variable is computed on a complete dataset, before removing the missing data. In
a real-data study, an arrival-to-computed tomography time is used as an outcome
variable. In each study, five multiple imputations are used (i.e., each dataset is
imputed five times and five independent linear regression models are trained as a
part of a final analysis). The simulation and real-data studies are independently
benchmarked 100 and 5 times, respectively.

The imputation and the final study quality of secure solutions are on par or slightly
better than the offline solutions in all simulation studies. We note that our goal was
not to improve the existing MICE algorithms but to design their secure equivalents
with on-par accuracy and performance for the first time. The imputation accuracy
is slightly worse (< 0.006) only in studies where a categorical variable is imputed
(Table 5.3 and Table 5.5) due to approximation algorithms (Chebyshev approxima-
tion) employed in secure variants of logistic regression. Similarly, the quality of the
final study is only fractionally worse (0.001 - 0.063) in secure solutions—the offset
that can be further accounted for approximation errors that are unavoidable in secure
technologies.

To further assess the quality of our imputation algorithms, we measured a number
of discrepancies [27] with respect to an off-shelf MICE algorithm from sklearn li-
brary as a base algorithm. In short, a variable in the final linear regression study has
a discrepancy between the two MICE algorithms (target and base algorithm) if and
only if its statistical significance is less or equal to 0.05 in the base algorithm and ei-
ther its statistical significance in the target algorithm is larger than 0.05 or its weights
in the two algorithms have the opposite signs. The smaller number of discrepancies
indicates similar imputation quality between the two algorithms. In our measure-
ments, we observed only one discrepancy in the offline Python implementation of
MICE in the real-data study. We measured no discrepancies in any other solution
across all studies. Counting the number of discrepancies is particularly useful when
there is no ground truth to measure the quality of imputation against, such as in the
real-data study in Table 5.1. Further, the accuracy noise that stems from underlying
approximation algorithms and approximation errors inherent in secure technologies
is more obvious in the final analysis of the large-scale, real-data study (Table 5.1).
However, the discrepancy analysis shows that our imputation algorithms are accurate
even at this data scale. Moreover, apart from the MHE variant, which is inherently
slow for this data scale, the runtimes of SMC solutions are also comparable or even
faster for the smaller number of individuals than the non-secure algorithms. This
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is an important practical result since secure solutions are generally known to incur
large performance overhead. Lastly, the stable runtime of cca. 2, 000 seconds in MHE
solutions across all studies demonstrates the scalability of this solution. In our expe-
rience, the SMC solutions become slower than the MHE counterparts only when the
number of individuals surpasses 300, 000.

Lastly, all experiments were done on a single 12-core Intel Core i7-8700 CPU at
3.20GHz and 64 GB of RAM. To simulate a multiparty setup, the UNIX sockets
were used to connect multiple processes—each process corresponding to a separate
computing party.

Table 5.1: Real-data scenario: 5 continuous and 10 binary incomplete (missing)
variables, 5 random runs, missing rate ranging from 0.035% to 53.84%.

Final analysis Performance

Technology |ŷ − y| (µ) |ŷ − y| (σ) Discr. Time (s) Net (MB)

Python 0.306 0.333 1 23.185 N/A
PyMICE 0.305 0.332 N/A 98.716 N/A
SMC-MICE 0.632 0.764 0 12.108 712
MHE-MICE 0.629 0.765 0 2,017 19,264
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|ŷ
−
y
|(
σ
)

T
im

e
(s

)
N

et
(M

B
)

500inds.

P
yt

ho
n

0.
01

4
5.

24
·1
0-

4
0.

01
4

0.
02

8
0.

01
9

0
0.

39
2

0.
23

8
0.

02
3

N/
A

P
yM

IC
E

0.
01

4
2.

22
·1
0-

16
0.

01
4

0.
02

8
0.

01
8

N/
A

0.
39

3
0.

23
5

0.
04

6
N/

A
SM

C
-M

IC
E

0.
01

3
2.

35
·1
0-

3
0.

01
3

0.
02

8
0.

01
8

0
0.

39
2

0.
23

8
0.

03
8

1.
68

6
M

H
E

-M
IC

E
0.

01
6

2.
40
·1
0-

3
0.

01
6

0.
03

1
0.

02
1

0
0.

38
8

0.
24

8
28

5.
9

9,
62

9

5000inds.

P
yt

ho
n

0.
00

2
3.

09
·1
0-

4
0.

00
2

0.
02

1
0.

01
3

0
0.

49
4

0.
07

4
0.

08
6

N/
A

P
yM

IC
E

0.
01

5
0.

0
0.

01
5

0.
02

1
0.

01
4

N/
A

0.
49
4

0.
07

2
0.

03
1

N/
A

SM
C

-M
IC

E
0.

00
2

4.
06
·1
0-

2
0.

04
0

0.
04

0
0.

01
9

0
0.

49
4

0.
07

4
0.

20
6

16
.1

76
M

H
E

-M
IC

E
0.

06
9

2.
40
·1
0-

2
0.

06
9

0.
05

1
0.

02
7

0
0.

49
4

0.
08

7
1,

91
0

86
,6

28

T
ab

le
5.

5:
Sc

en
ar

io
4:

Si
ng

le
bi

na
ry

in
co

m
pl

et
e

(m
is

si
ng

)
va

ri
ab

le
,s

in
gl

e
co

nt
in

uo
us

co
m

pl
et

e
va

ri
ab

le
,1

00
ra

nd
om

ru
ns

,
50

%
m

is
si

ng
ra

te

F
in

al
an

al
ys

is
Im

p
u
ta

ti
on

P
er

fo
rm

an
ce

T
ec

h
n
ol

og
y

Θ
bi

as
Θ

SD
Θ

rM
SE

|ŷ
−

y
|(
µ
)
|ŷ
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Chapter 6

Conclusion

We have introduced Sequre, a performant and user-friendly framework for building
Secure Multiparty Computing applications, and Shechi, the first framework that com-
bines Secure Multiparty Computation and Fully Homomorphic Encryption to enable
high-performance secure computing without sacrificing readability and maintainabil-
ity.

Sequre introduces a compiler that transforms a high-level Python script into a se-
cure MPC program while applying a variety of sophisticated code optimizations with-
out manual intervention. This allows practitioners without the expertise in MPC to
develop and use efficient MPC software. Our results on diverse applications demon-
strate the usability of Sequre as well as its state-of-the-art performance, often out-
performing carefully optimized published tools from prior works. We note that there
are inherent limitations to what can be achieved by the automated compiler opti-
mization of Sequre. For example, the performance difference between the two Sequre
tools for metagenomic binning (Sequre-Ganon and Sequre-Opal) illustrates how the
performance of a program pivotally depends on the underlying algorithmic choices.
To an extent, the user still needs to remain engaged in exploring different implemen-
tation strategies in order to obtain the most efficient tool for the desired task. The
fact that Sequre allows the user to program in Python without any special consider-
ation for MPC greatly simplifies and accelerates this development process. Providing
a library of high-level routines that are commonly used in biomedical analyses (e.g.
basic statistical models) may further reduce the user’s burden on the algorithmic side
and, thus, is a meaningful direction for future work. Sequre can easily be extended
to incorporate novel MPC protocols, frameworks, and optimization techniques. Its
approach can also be used to target other privacy-enhancing technologies such as
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Homomorphic Encryption or hardware-based Trusted Execution Environment (TEE)
technologies, which present unique challenges. Finally, practitioners in other fields
beyond biomedicine can use Sequre to develop secure data analysis pipelines.

Shechi achieves similar or enhanced performance compared to that of existing se-
cure compilers, scales better with the number of parties and data dimensions, and
unlocks more complex distributed workflows not supported by Sequre and other pre-
vious tools. Our systematic, multi-step approach reveals novel optimizations that
domain experts may overlook. In addition, Shechi greatly simplifies the code for real-
world applications and facilitates secure and efficient programming of distributed
algorithms, empowering non-experts to develop effective data analysis tools. Thus,
our work has the potential to promote the adoption of secure computation techniques
where mass collaboration or large data scales are needed and allow users in vari-
ous domains to conduct collaborative studies that would otherwise be impossible or
impractical due to privacy concerns.

Finally, we use Sequre and Shechi to enable provably secure statistical studies
on top of private, incomplete distributed datasets while maintaining data privacy.
Specifically, we used Secure Multiparty Computation (SMC) and Multiparty Homo-
morphic Encryption (MHE) to implement a secure distributed variant of principal
component analysis (PCA), genome-wide association study (GWAS), drug-target in-
teraction inference (DTI), metagenomic binning, kinship inference (KING), and mul-
tiple imputation with chain equations (MICE). Our solutions proved to have an on-par
accuracy with the standard, non-secure, and centralized equivalents and offer superior
performance to their previous secure implementations.
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Appendix A

A Short, Practical Guide to Sequre

We illustrate the usage of Sequre by implementing a secure version of PlassClass [123],
a binary classification tool for distinguishing whether a sequence originates from a
plasmid sequence or a chromosomal segment. It is based on a binary classification with
k-mer counts as feature variables. This example describes how to securely perform
the training of the classification model in an SMC environment. Secure evaluation of
the trained model on private data for inference can be achieved in a similar manner.

A.1 Data Pre-processing and Secret Sharing

Each data owner prepares the private data to be securely shared with the computing
parties. PlassClass begins by counting the number of k-mers (for a predefined k) over
a given set of chromosomal and plasmid sequences. These counts will be used as the
classifier features. Each data owner can execute this step locally, as it does not require
any coordination with other parties. Because Sequre inherits all the functionalities of
the Seq language [139] for high-performance bioinformatics pipelines [140], we can use
such functionality to quickly implement the k-mer counting in only 10 lines of code
(Figure A.1). Once the classifier features are constructed, we can proceed with secret
sharing—the process of dividing the private data among the untrusted computing
parties without disclosing any private information to each party. We do so by calling
Sequre’s secret sharing routine (Figure A.2).

Sequre’s secret sharing protocol defaults to additive secret sharing [52], which
means that one needs to add all shares together to reveal the underlying data. Each
data owner executes the secret sharing routine locally to construct the shares. The
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features = zeros(len(labels), 2 ** 10).to_int() # k-mer length is 5

def update(label_idx, kmer):
features[label_idx][int(min(kmer, ~kmer).as_int())] += 1

for fasta_path, label in zip(fastas, labels):
for seq in seqs(FASTA(fasta_path, fai=False)):

for kmer in seq.kmers[Kmer[5]](1):
update(label, kmer)

print("Data preprocessing done!")

Figure A.1: PlassClass preprocessing. Note that the original implementation of
PlassClass required more than 150 lines of Python code.

from sequre import secret_share
secret_share(features, labels)

Figure A.2: Sequre’s secret sharing routine.

constructed shares are then distributed to the computing parties via secure channels.
Finally, each client compiles and runs the secret-sharing procedure (Figure A.3).

$ sequre client.seq

Setting up Sequre ...
Compiling client.seq ...
Field size: 170141183460469231731687303715884105727
Ring size: 170141183460469231731687303715884105728

Data preprocessing done!
Connected at 127.0.0.1:9090!
Connected at 127.0.0.1:9091!
Connected at 127.0.0.1:9092!
Secret sharing done!

Figure A.3: Client compile and run instruction.

A.2 Configuring the Network

Sequre defaults to a localhost address. However, each owner (or a client) can re-
configure network addresses for the SMC computing parties and the SMC trusted
dealer within dsl/settings.seq file in Sequre’s main directory. Note that this step
requires all data holders to agree on the same configuration—Sequre terminates the
execution if a mismatch is found between the configurations.
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Also, we will assume that the servers used by computing parties are properly
deployed and configured (the specifics of deployment are discussed at the end of
this section). The following code listing shows an example configuration for a local
network of two computing parties running on the same machine:

# IPs
TRUSTED_DEALER = '127.0.0.1' # Trusted dealer / Auxiliary party
COMPUTING_PARTIES = [

'127.0.0.1', # 1st computing party
'127.0.0.1' # 2nd computing party

]

Figure A.4: Network configuration.

A.3 Secure Training

Once the data is secretly shared, we can initialize secure training. We will use a linear
support vector machine (SVM) classifier for binary classification of sequences. For
simplicity, we will optimize regularized hinge loss via the stochastic gradient descent
algorithm for our linear SVM. The secure implementation of this procedure in Sequre
does not differ much from the straightforward linear SVM pseudocode (see Section 4
for details):

from sequre import dot, zeros_like

mpc, (features, labels) = pool_shares()

@sequre
def lsvm(mpc, X, Y, eta, epochs, l2):

w = zeros_like(X[0]) + 1
b = zeros_like(Y[0]) + 1

for i in range(epochs):
for feature_vector, label in zip(X, Y):

z = dot(mpc, feature_vector, w) - b
# Backward pass
grad_b = label * ((1 - z * label) > 0)
grad_w = w * l2 * 2 - feature_vector * grad_b
w = w - grad_w * eta
b = b - grad_b * eta

return w, b

Figure A.5: Linear SVM training.
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In the above code, note how the lsvm procedure is decorated by a @sequre deco-
rator. This decorator signals to the compiler that the code within the function needs
to be executed in an SMC environment. Specifically, it needs to be executed using
a fixed set of protocols provided by the mpc instance (the first argument of the lsvm

procedure) that contains the instantiated SMC environment. This environment uses
the same settings that data holders used during the secure sharing.

The training procedure can be used as follows:

from sequre import pool_shares
mpc, (features, labels) = pool_shares()

print("Training the linear SVM.")

weights = lsvm(
mpc, features, labels.flatten(),
eta=0.01, epochs=10, l2=0.01

)
print(f"First 10 weights at CP{mpc.pid}: {weights[:10].print(mpc)}")
mpc.done()

Figure A.6: PlassClass training in Sequre.

This code will gather the secretly shared data, instantiate the SMC environment
(line 2), train a binary classification model on the private data (line 6), reveal the
trained weights to the end-users (line 10), and finally notify the data holders and
the end-users that the training is complete (line 11). Note that the above binary
classification routine is actually a part of Sequre’s standard library and can be easily
used in any pipeline through a simple import statement.

A.4 Complete SMC Implementation of PlassClass

Here are the final 42 lines of code for our secure SMC version of PlassClass: 15 lines
of code for the secret sharing (Figure A.7) program and 27 lines for the training
(Figure A.8). Note that the same pipeline would be hundreds of lines of code long
if SMC-related optimizations had to be done by hand, even if the multiplication and
comparison procedures were provided by Sequre’s standard library. Finally, note
the original non-secure PlassClass implementation includes over 300 lines of code in
Python.
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from bio import seqs, Kmer, FASTA
from sequre import secret_share, zeros

features = zeros(len(labels), 2 ** 10).to_int() # k-mer length is 5

def update(label_idx, kmer):
features[label_idx][int(min(kmer, ~kmer).as_int())] += 1

for fasta_path, label in zip(fastas, labels):
for seq in seqs(FASTA(fasta_path, fai=False)):

for kmer in seq.kmers[Kmer[5]](1):
update(label, kmer)

print("Data preprocessing done!")

secret_share(features, [labels])

Figure A.7: PlassClass client call.

A.5 Deployment

So far, we have covered the client’s perspective of deploying the secure pipeline (i.e.,
configuring the network, secret sharing and pipeline execution). Currently S,equre
assumes that the participating computing parties are deployed and accessible on the
network. The secure pipeline (server.seq in our example) needs to be sent to the
computing parties for execution after the code review is completed (expected to be
performed by the data owner or a third party responsible for ensuring security com-
pliance). Users can choose between compiling the source code privately ahead of
time and deploying the executable(s) to the servers or deploying the source code to
the servers and using just-in-time compilation for execution. The exact method of
deploying the code to the servers is currently left to the users. Once the code is de-
ployed, each computing party executes it independently. Upon detecting the secure
code blocks (e.g., import sequre or a @sequre decorator), the compiler will prepend
the necessary SMC setup procedures to the codebase. This will allow servers to set
up secure communication channels between each other as well as the pseudo-random
generators needed for reducing the network bandwidth upon execution. Finally, af-
ter the environment is set, secure computing will commence. The output on each
computing node should roughly resemble the following output:
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from sequre import sequre, pool_shares
from sequre import dot, zeros_like

mpc, (features, labels) = pool_shares()

@sequre
def lsvm(mpc, X, Y, eta, epochs, l2):

w = zeros_like(X[0]) + 1
b = zeros_like(Y[0]) + 1

for i in range(epochs):
for feature_vector, label in zip(X, Y):

z = dot(mpc, feature_vector, w) - b
# Backward pass
grad_b = label * ((1 - z * label) > 0)
grad_w = w * l2 * 2 - feature_vector * grad_b
w = w - grad_w * eta
b = b - grad_b * eta

return w, b

print("Training the linear SVM.")

weights, bias = lsvm(mpc, features, labels.flatten(),
eta=0.01, epochs=10, l2=0.01)

print(f"First 10 weights at CP{mpc.pid}: {weights[:10].print(mpc)}")
mpc.done()

Figure A.8: PlassClass server call.



133

$ sequre server.seq 1

Setting up Sequre ...
Compiling server.seq ...
Field size: 170141183460469231731687303715884105727
Ring size: 170141183460469231731687303715884105728

Connected at 127.0.0.1:9001
Listening at 0.0.0.0:9003
Listening at 0.0.0.0:9091
Initialized MPC at CP1

Training the linear SVM.
Epoch: 1/10
Epoch: 2/10
Epoch: 3/10
Epoch: 4/10
Epoch: 5/10
Epoch: 6/10
Epoch: 7/10
Epoch: 8/10
Epoch: 9/10
Epoch: 10/10
First 10 weights at CP1:

[-7.62409, 5.62368, -1.00295, 0.983992, 9.47111,
4.6789, 6.42332, 4.0334, 1.43668, 0.998597]

Figure A.9: PlassClass training output from the first computing party.
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Appendix B

Other Applications: Machine
Learning Module

Our machine learning module consists of dimensionality reduction algorithms like
principle component analysis, regression algorithms, support vector machines, and a
neural network module. Most of these algorithms have been already applied in our
applications above. We used PCA to build GWAS, linear SVMs to support metage-
nomic binning, neural networks for the DTI algorithm, and regression analysis in
Secure MICE. Most of these algorithms have already been explained in the respective
sections. Here, we provide additional details about our SVM and Neural Network
modules.

B.1 Linear Support Vector Machines

The linear SVM from the implementation of metagenomic binning (Section 3.3) in
Sequre is also a part of Sequre’s and Shechi’s standard library. It is a binary classi-
fication algorithm that uses stochastic gradient descent to minimize the regularized
Hinge loss. To be more specific, we minimize the loss l ∈ R for L : Rn → R such that

l = L(w, b) = λ∥w∥2 +max(0, 1− t(wT · x− b)))

where w ∈ Rn, x ∈ Rn, b ∈ R, and and t ∈ {0, 1} are respectively the regression
weights vector, input feature vector, the bias, and the truth value.

We need to minimize l with respect to w and b via stochastic gradient descent.
Thus we need to iteratively translate w and b by a predefined step size η ∈ R in the
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negative direction of a gradient of L(w, b) as follows:

wk+1 = wk − η∇wk
L(wk, b)

bk+1 = bk − η∇bkL(wk, b)

where w0 and b0 can be picked at random. Note that

∇wL(w, b) = 2λw − t ·
[
(1− t(wT · x− b)) > 0

]
· x

∇bL(w, b) = t ·
[
(1− t(wT · x− b)) > 0

]
.

The pseudocode for the described procedure is provided in Algorithm 12. The
secure SMC variant of the same algorithm is provided in Algorithm 13.

Algorithm 12 Linear SVM training
Input:
features ∈ Rm×n: features matrix
labels ∈ Rm: list of labels
eta(η) ∈ R: step size
epochs ∈ Z: number of epochs
lambda(λ) ∈ R: L2 regularization factor
Output:
w ∈ Rn and b ∈ R: a weights vector and a bias that minimize the Hinge loss of the
classifier output
1: w← (1, 1, . . . 1) ∈ Rn

2: b← 1
3: for i ∈ 0, epochs do
4: for x ∈ features ∧ t ∈ labels do
5: y ← w · x− b
6: w← w · (1− 2λη) + η · t · ((1− t · y) > 0) · x
7: b← b− η · t · ((1− t · y) > 0)
8: end for
9: end for

Figure B.1 shows that Sequre source code does not differ much from the Algorithm
12.

B.2 Neural Networks
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from sequre import dot, zeros_like

mpc, (features, labels) = pool_shares()

@sequre
def lsvm(mpc, X, Y, eta, epochs, l2):

w = zeros_like(X[0]) + 1
b = zeros_like(Y[0]) + 1

for i in range(epochs):
for feature_vector, label in zip(X, Y):

z = dot(mpc, feature_vector, w) - b
# Backward pass
grad_b = label * ((1 - z * label) > 0)
grad_w = w * l2 * 2 - feature_vector * grad_b
w = w - grad_w * eta
b = b - grad_b * eta

return w, b

Figure B.1: Linear SVM training in Sequre/Shechi.

from sequre import dot

@sequre
def lsvm_predict(mpc, x, w, b):

return dot(mpc, x, w) - b

Figure B.2: Linear SVM inference in Sequre/Shechi.

Sequre/Shechi includes a neural network module that implements the popular
Keras’s [35] API to facilitate secure machine learning workflows on distributed data.
This module enables users to implement feed-forward neural networks in as few as
10 lines of code by simply defining layers and calling the desired fitting methods,
as shown in Fig. B.3. Shechi was able to perform training of privacy-preserving
credit score evaluation [158] for approximately 100K individuals with 16 features in a
practical runtime of 7 hours. Using a similar codebase, we also evaluated drug-target
interaction inference [77] from section 3.3.2 using MHE within the same time span.
Although these results demonstrate an effective use of our framework for relatively
lightweight neural networks, we acknowledge that a more general application to deep
networks remains an open problem in MHE contexts and will require further advances
in cryptographic techniques to be incorporated into our MHE framework.
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Algorithm 13 Linear SVM training in SMC
Input:
[features] ∈ Zm×n

p - secret shared features matrix
[labels] ∈ Zm

p - secret shared list of labels
eta ∈ Zp - public step size
epochs ∈ Z - public number of epochs
lambda ∈ Zp - L2 regularization factor
Output:
[w] ∈ Zn

p and [b] ∈ Zp - secret shared weights vector and a bias that minimize the
Hinge loss of the classifier output
1: [w]← secret_share((1, 1, . . . , 1))
2: [b]← secret_share(1)
3: for i ∈ 0, epochs do
4: for [x] ∈ [features] ∧ [t] ∈ [labels] do
5: [y]← beaver_dot_product([w], [x])
6: [y]← truncate([y])− b
7: [c]← η · [t]
8: [c]← truncate([c])
9: [c1]← (1− y)

10: [s]← is_positive(c1)
11: [c]← [c] · [s]
12: [v]← beaver_multiply([x], [c])
13: [v]← truncate([v])
14: [w]← [w] · (1− 2λη) + [v]
15: [b]← [b]− [c]
16: end for
17: end for

@shechi
def credit(mhe, X, y, test_X, n_neurons, epochs):

layers = (
Input[type(X)](X.shape[0]),
Dense[type(X)]("relu", n_neurons),
Dense[type(X)]("linear", 1))

model = Sequential(layers).compile(mhe,
loss="hinge", optimizer="mbgd")

model.fit(mhe, X=X, y=y, epochs=epochs)
return model.predict(mhe, test_X).reveal()

Figure B.3: Sequre/Shechi’s Keras-like neural networks interface enables
simple implementation of network training and inference for privacy-preserving credit
score evaluation.
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Appendix C

Selected Code Listings

from shechi import mhe, SDT

@shechi
def forward_qr(X):

u = copy(X[0])
u[0] += u.norm() + u[0].sign()
u /= u.norm()
X -= X @ u.T @ u * 2
return X[1:, 1:]

mhe = mhe() # set multiparty environment
# Load data into a secure distributed tensor (SDT)
data = SDT.collective_load(mhe, "path.csv",

rows_local=8192, cols=32, dtype=float).T

forward_qr(data)

Figure C.1: Shechi’s instantiation for secure execution on partitioned
data.
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from shechi import *
from numpy import ones_like

@shechi
def king(mhe, data):

dot = data * data @ ones(
data.shape, dtype=float).T

distance = (dot + dot.T) - data @ data.T * 2
het_inv = ones_like(data) / data.count(

1, axis=1)
return distance * maximum(

mhe, het_inv, het_inv.T)

Figure C.2: Kinship computation between all samples (i.e., rows) in a
partitioned matrix.

from shechi import *

@shechi
def qr(data):

v_cache = []
Q = A.zeros() + A.I
for i in range(len(A)):

v = data[0].copy()
v[0] += v.norm() + v[0].sign()
v /= v.norm()
A = (A - (A @ v.T @ v) * 2)[1:, 1:]
v_cache.append(v)

for i in range(len(Q) - 1, -1, -1):
Qsub = Q[:, i:]
Q[:, i:] = Qsub - (

Qsub @ v_cache[i].T @ v_cache[i]) * 2
return Q

Figure C.3: QR decomposition.



140

from shechi import *
from lin_alg import qr, eigen_decomp

@shechi
def randomized_pca(mhe, data, pi, pow_it, rho):

p = pi @ data
for _ in range(pow_it):

p = p @ data.T
r = qr(p)
p = r @ data

z = p @ data.T
z_cov = z @ z.T
u = z_cov.via_mpc(

lambda x: eigen_decomp(mhe, x)[0][:rho])
return u @ z

Figure C.4: Shechi-PCA.
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from shechi import *
from pca import randomized_pca
from lin_alg import qr, dot

@shechi
def cochran_armitage(mhe, V, pheno, dosage):

pheno_int = pheno.expand_dims()
pheno_float = pheno_int.to_fp()
dosage_float = dosage.astype(float)
p_hat = pheno_float - pheno_int @ V.T @ V
sp = p_hat.sum(axis=1)[0]
sx = ((1 - V.T.sum(axis=0

).expand_dims() @ V) @ dosage_float)[0]
spp = dot(mhe, p_hat[0], axis=0)
sxp = (p_hat @ dosage_float)[0]
sxx = (dosage * dosage).sum(

axis=0).to_fp() - dot(
mhe, V @ dosage_float, axis=0)

norm_sp = sp / len(pheno)
numer = sxp - sx * norm_sp
denom = (sxx - sx * sx / len(pheno)) * (

spp - sp * norm_sp)
return numer / sqrt(mhe, denom)

@shechi
def psa(mhe, dosage, cov, rho, pow_it):

pi = random_sketch(rho, dosage.shape)
components = randomized_pca(

mhe, data, pi, pow_it, rho)
components.extend(cov.T)
return qr(components)

@shechi
def gwas(mhe, dosage, cov, pheno, rho, pow_it):

components = psa(
mhe, dosage, cov, rho, pow_it)

return cochran_armitage(
mhe, components, pheno, dosage)

Figure C.5: Shechi-GWAS.
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