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ABSTRACT

Traditional cryptographic encryption techniques at higher layers require a certain
form of information sharing between the transmitter and the legitimate user to achieve
security. Besides, it also assumes that the eavesdropper has an insufficient computa-
tional capability to decrypt the ciphertext without the shared information. However,
traditional cryptographic encryption techniques may be insufficient or even not suit-
able in wireless communication systems. Physical layer security (PLS) can enhance
the security of wireless communications by leveraging the physical nature of wireless
transmission. Thus, in this thesis, we study the PLS performance in emerging wireless
transmission systems. The thesis consists of two main parts.

We first consider the PLS design and analysis for ground-based networks em-
ploying random unitary beamforming (RUB) scheme at the transmitter. With RUB
technique, the transmitter serves multiple users with pre-designed beamforming vec-
tors, selected using limited channel state information (CSI). We study multiple-
input single-output single-eavesdropper (MISOSE) transmission system, multi-user
multiple-input multiple-output single-eavesdropper (MU-MIMOSE) transmission sys-
tem, and massive multiple-input multiple-output multiple-eavesdropper (massive MI-

MOME) transmission system. The closed-form expressions of ergodic secrecy rate



v

and the secrecy outage probability (SOP) for these transmission scenarios are de-
rived. Besides, the effect of artificial noise (AN) on secrecy performance of RUB-
based transmission is also investigated. Numerical results are presented to illustrate
the trade-off between performance and complexity of the resulting PLS design.

We then investigate the PLS design and analysis for unmanned aerial vehicle
(UAV)-based networks. We first study the secrecy performance of UAV-assisted re-
laying transmission systems in the presence of a single ground eavesdropper. We
derive the closed-form expressions of ergodic secrecy rate and intercept probability.
When multiple aerial and ground eavesdroppers are located in the UAV-assisted re-
laying transmission system, directional beamforming technique is applied to enhance
the secrecy performance. Assuming the most general x-p shadowed fading channel,
the SOP performance is obtained in the closed-form expression. Exploiting the de-
rived expressions, we investigate the impact of different parameters on secrecy perfor-
mance. Besides, we utilize a deep learning approach in UAV-based network analysis.
Numerical results show that our proposed deep learning approach can predict secrecy

performance with high accuracy and short running time.
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Chapter 1
Introduction

Information security is a critical issue for wireless communication systems. Booming
data traffic of wireless communication systems has prompted demand for growing
level of information security. Nowadays, high-layer encryption techniques are widely
adopted to achieve information security [1]. However, traditional cryptographic tech-
niques may be insufficient or even not suitable, partly because an additional channel
is required for secret key exchanges between the transmitter and the legitimate user
[2], and partly because it is unreliable to assume that the eavesdropper has an insuf-
ficient computational capability to decrypt the ciphertext without the secret key [3].
Fortunately, physical layer security (PLS) can enhance communication securing by
leveraging the physical nature of wireless transmission.

This chapter provides an overview of the fundamentals of this thesis, includ-
ing PLS, multiple antennas transmission, massive multiple-input multiple-output
(MIMO), and unmanned aerial vehicle (UAV) techniques. The chapter is organized
as follows. In Section 1.1, we briefly review these techniques as backgrounds. In Sec-
tion 1.2, literature survey of these techniques related to PLS is carried out. Lastly,

the thesis outline is provided in Section 1.3.

1.1 Backgrounds

1.1.1 Physical Layer Security

Security plays a significant role in terms of wireless network design due to the broad-
cast nature of the wireless medium. Traditional cryptographic encryption techniques

at higher layers require a certain form of shared information (e.g., secret key) be-
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Figure 1.1: The Wiretap channel.

tween the transmitter and the legitimate user to achieve security [2]. This approach
assumes that the communication of the secret key is error-free. However, error-free
communication cannot be always guaranteed in non-deterministic wireless channels
[4]. More importantly, all cryptographic measures assume that it is computationally
infeasible for the eavesdropper to break the cipher without the secret key. Due to the
increase of computational power, unbreakable ciphers in the past can be defeated now.
Thus, PLS, as a novel approach for wireless security, is proposed to take advantage
of the wireless channel characteristics. Wyner firstly developed a secure communi-
cation model as the wiretap channel, which consists of three members including a
transmitter (Alice), a legitimate user (Bob) and an eavesdropper (Eve) [5], as shown
in Fig. 1.1. In such a scenario, Alice sends a confidential message to Bob, while
Eve receives the signal and intends to decode it. The key implementation of PLS is
that Alice sends a confidential message to Bob with a maximum transmission rate, at
which Eve cannot to decode any information. We assume the maximum achievable
secrecy transmission rate as secrecy capacity, which is a principal metric to mea-
sure secrecy performance over wireless communication systems. Generally speaking,
secrecy capacity is determined by the qualities of Alice-to-Bob channel and Alice-
to-Eve channel. Wyner’s result shows that a confidential message can be exchanged
between Alice and Bob with a positive secrecy capacity if the channel conditions of
Alice-to-Bob is better than that of Alice-to-Eve over a discrete memoryless wiretap
channel [5]. As an extension of Wyner’s work, [6] calculates the secrecy capacity of

a Gaussian wiretap channel as the difference between the capacities of Alice-to-Bob



channel and Alice-to-Eve channel, given by

where C,,, = log,(1 + P/N,,) is the Shannon capacity of Alice-to-Bob channel, C,, =
log,(1+4 P/N,,) is the Shannon capacity of Alice-to-Eve channel, P denotes the trans-
mit power, and N,, and N,, are the noise power of Alice-to-Bob channel and Alice-
to-Eve channel, respectively. Note that Gaussian channel is time-invariant. In such a
scenario, the channel gain is constant during the whole transmission. Thus, non-zero
secrecy capacity exists only when the received signal-to-noise ratio (SNR) at Bob is
greater than that at Eve (i.e., P/N,, > P/N,,) [6]. Moreover, in a quasi-static flat
fading scenario, the gains of Alice-to-Bob channel and Alice-to-Eve channel change
randomly over different time slots but remain constant in each slot. Thus, the secrecy

capacity for one realization of the quasi-static flat fading wiretap-channel is given by
[7]

1ogy (1 + |hp|?<E-) — logy (1 + |hy|?-E), if > vE;
o, f1om ) w1 P i s

07 if B S VE,

where |h,,|? and |h,|? denote the complex channel coefficients of Alice-to-Bob channel
and Alice-to-Eve channel, respectively. However, the instantaneous secrecy capac-
ity is different for different fading scenarios. Ergodic secrecy rate is proposed as a
performance metric to investigate the security in a long-term sense [8]. In [9], the
capacity-secrecy tradeoff is characterized in extending wiretap channel to the broad-
cast channel. Afterwards, information theoretical results for secure communications
are derived for several wireless networks [10, 11, 12]. The secrecy rate of single-input
single-output (SISO) fading channels [13], [14], Gaussian multiple access channels
[15], [16], interference channels [17, 18, 19] and relay channels [20], [21] have been
studied.

1.1.2 Multiple Antennas Transmission

Multiple-antenna wireless communication systems are conceived to increase transmis-
sion reliability with spatial diversity techniques and support high data rates through
spatial multiplexing techniques [22]. In general, an multiple-antenna transmission

system consists of M transmit and N receive antennas. There are several special
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Figure 1.2: A generic model of MIMO systems.

cases of multiple antennas transmission system. If M > 2 and N > 2, we call the
system as multiple-input multiple-output (MIMO) system. If M = 1 and N > 2,
we term the system as single-input multiple-output (SIMO) system, vice versa. If
M =1 and N = 1, we name the system as SISO system, which is a conventional
wireless system [23]. A generic model of MIMO systems can be shown in Fig. 1.2.
Considering a narrowband MIMO channel, the received symbol vectors over a symbol

period can be expressed as

U1 hiv -+ him T ny
= - : (1.3)
YN hyt =+ hywm Ty ny
or equivalently:
y = Hx + n, (1.4)

where x is the transmitted symbol vector, y is the received vector, H is the channel
matrix and n is the noise vector. Note that all the transmitted symbols from x
are superposed, leading to interchannel interference (ICI). Linear zero-forcing (ZF)

detection, as one of spatial multiplexing technique, can completely remove spatial



interference [24]. However, variance of the resulting noise samples may be enhanced.
Linear minimizing mean squared error (MMSE) detection is proposed to provide a
better trade-off between spatial interference mitigation and noise enhancement [25].
Both techniques assume that the channel state information (CSI) is only known at
the receiver. Moreover, when the CSI is known to both the transmitter and receiver,
the singular value decomposition (SVD) of the channel matrix H is possible, resulting
a better system performance [26].

While MIMO techniques can achieve high data rates, it is impossible to deploy
the same number of antennas at the mobile terminals as the base stations (BSs).
Considering the hardware size and cost constraints, most mobile receivers in wireless
systems still have a single antenna. We can still explore spatial multiplexing gain
to improve data rate in such a scenario through the simultaneous transmission to
multiple single-antenna receivers [27, 28, 29]. Thus, attention has shifted to the re-
sulting multiuser MIMO (MU-MIMO) transmission. Particularly, dirty-paper coding
(DPC) [30] can achieve the maximum sum rate and provide the maximum diversity
order for an MU-MIMO transmission. However, the DPC technique requires very
high computational complexity and complete CSI at the transmitter, which makes it
hard to implement in practice. Suboptimal beamforming-based schemes, such as ZF
beamforming (ZFBF) [31, 32] and random unitary beamforming (RUB) [33, 34, 35],

can offer a practical solution for MU-MIMO transmission.

Zeroforcing Beamforming

ZFBF technique is a beamforming scheme for MU-MIMO transmission. With ZFBF,
one user’s beamforming vector is designed to be orthogonal to other selected users’
channel vectors. As such, multiuser interference can be completely eliminated. In
particular, when we consider a downlink MU-MIMO transmission where the BS with
M antennas serves N single-antenna users, the transmitted signal vector from M

antennas of the BS over a symbol period can be written as

M
X = Z U S, (1.5)
m=1



where u,, is the beamforming vector and s, is the information symbol for the mth

selected user. Thus, the received symbol at user ¢ can be expressed as

M
y; = hx +n; = hlws; + Z h’,,s,, + n;, (1.6)

m=1,m##i

where h; and n; are channel vector and additive noise, respectively and the superscript
()7 is the transpose.

If we design beamforming vector u,, is orthogonal to other selected users’ channel
vectors (i.e. hlu,, = 0), then the multiuser interference is eliminated. As such, the

received symbol at user ¢ becomes
T
yi = h; ws; +n;. (1.7)

As such, the BS needs to calculate the beamforming vectors for downlink transmission.
Generally, a common solution of beamforming matrix design is the pseudo inverse of
the channel matrix H. Note that the computational complexity of the beamforming
matrix is higher with the increase of the number of antennas at the BS or the number
of users, leading to the larger channel matrix. Thus, full CSI at the BS is required
for the ZFBF scheme, which leads to high computational complexity.

Random Unitary Beamforming

RUB is a low-complexity transmission scheme for MU-MIMO transmission. Different
from ZFBF scheme, RUB scheme only requires partial CSI at the BS. In particular,
when we consider a downlink MU-MIMO transmission, the BS will serve N target
users using one of M random orthonormal beams, generated from an isotropic dis-
tribution [36]. The set of these random orthonormal beamforming vectors is denoted
by U = [uj,ug,--- ,uy|. It is assumed that the set of beamforming vectors changes
in each time slot and is always known to each user. When we consider a downlink
MU-MIMO transmission, the transmitted signal vector from M antennas of the BS

over a symbol period can be written as

M
X = Zuisi, (1.8)
i=1



where u; is the beamforming vector selected for user ¢ and s; is the information
symbol for user ¢. Thus, the received symbol at user 7, assigned to the jth beam, can

be expressed as

M
y; = h]x +n; = hlu;s; + Z hiw,,s,, + n;. (1.9)
m=1,m##j

Consequently, the received signal to interference plus noise ratio (SINR) at user i on

the jth beam is given by

lh/u,?

S IR, 4 1/

m=1,m#j

’Yi,j: ,j:1,2,"',M, (110)

where p is the normalized average received SNR per transmit antenna.

There are two feedback strategies including full SINR feedback and best SINR
feedback for the RUB scheme. In the case of a full SINR feedback strategy, each
user needs to calculate and feedback on its experienced SINR value on M beams.
The feedback load is M x N real numbers. Based on the feedback information, the
BS selects the user experiencing the highest SINR among N users on a particular
beam by ranking all the N feedback SINRs, assuming no user is the strongest user on
two different beams. Afterwards, the BS similarly assigns other beams. This process
continues till M beams have been assigned. In the case of the best SINR feedback
strategy, each user feeds back its highest SINR and the corresponding beam index.
The feedback load is one real number for the SINR value and one finite integer for the
index of the best beam per user. Based on the feedback information, the BS assigns
a beam to the user with the highest SINR among N users who feed back the index
of that beam by ranking all N feedback best beam SINRs. Afterwards, the BS will
rank the feedback SINRs for the remaining beams. This process continues until M
beams have been assigned.

Compared with ZFBF technique, RUB scheme has its own characteristics. Firstly,
beamforming vectors are pre-determined. Secondly, although multiuser interference
exists, it can be controlled through user selection strategy. For example, each user
feeds back its SINR information on different beamforming directions. Thus, it is
noted that only partial CSI at the BS is required for RUB scheme, resulting in lower

computational complexity.
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1.1.3 Massive MIMO Systems

Massive MIMO is a critical wireless technology in the evolution of 4G towards 5G
networks [37]. In massive MIMO, a BS is equipped with a large number of antenna el-
ements and serves several users simultaneously. Massive MIMO can enhance network
capacity, spectral and energy efficiency of wireless transmission [38, 39]. Particularly,
linear precoding techniques such as simple matched filter (MF) and beamforming are
employed at the BS to alleviate the effect of noise and interference in massive MIMO
systems [39]. These beamforming techniques assume that the accurate full CSI of
users is available at the BS to improve the network performance. It is, generally, very
challenging to provide accurate full CSI at the BS in practice. Typically, most mas-
sive MIMO systems adopt time-division-duplex (TDD) implementation and exploit
channel reciprocity for CSI acquisition at the BS, shown in Fig. 1.3. [40, 41, 42].
Particularly, users send pilots on the uplink channel. Then, the BS estimates the
downlink channel by using uplink pilots from users. Thus, the overhead of the pilot
transmission is proportional to the number of users. However, the estimated uplink
CSI may not match the actual downlink CSI when the BS performs transmission due
to, for example, channel decorrelation, calibration error, and hardware impairment in
uplink/downlink radio frequency (RF) chain [43]. When the CSI needs to be fed back

from the users, these full CSI based beamforming schemes will incur large feedback



Figure 1.5: UAV relaying Communication System.

load in frequency-division-duplex (FDD) implementation, shown in Fig. 1.3 [44]. This
is because the number of downlink resources needed for pilots will be proportional
to the number of BS antennas and the required bandwidth of CSI feedback becomes
large. As such, it is of great practical importance to study transmission schemes

requiring partial CSI for massive MIMO systems.

1.1.4 Unmanned Aerial Vehicle based Networks

UAYV or drone, which is an aircraft without a human pilot aboard, has found a wide
range of applications with high mobility and low cost over the last decades [45]. UAVs

are primarily used for excessive risky military missions, such as providing battlefield
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intelligence or attack capability. With the cost reduction, UAVs can be used in com-
mercial or scientific domains including weather monitoring, cargo transport, traffic
control and others [46]. Thus, the implementation of UAVs can be seen as an al-
ternative solution for wireless communications. In particular, UAVs can be deployed
to extend the coverage area and enhance the capacity over wireless communications
[47, 48, 49]. For example, the deployment of UAVs can assist the existing cellular
networks to enhance the reliability in some emergency environments, such as natu-
ral disasters or temporary crowded events, shown in Fig. 1.4 [49]. In this scenario,
some mobile users in this extremely crowded area can access the cellular networks
by the assistant of UAV rather than the overloaded BS. Besides, UAVs can be im-
plemented as a relay to provide coverage extension between the ground base station
(GBS) and distant users without direct communication links, shown in Fig. 1.5 [50].
Apart from the benefit of providing reliable and cost-effective deployment for unex-
pected situations, UAV-assisted wireless communication can establish light-of-sight
(LoS) communication links between UAV and the ground users to improve network
performance.

Although UAV-assisted wireless communications have several advantages, they
are still faced with many challenges. First, UAV-assisted wireless communications
may transmit potentially sensitive information such as patient health information in
natural disasters or military information in military operations. Due to the broadcast
nature of wireless channels, security issues are playing an increasingly important role
in UAV-assisted wireless communications. Thus, it is necessary to design security
mechanisms for UAV-assisted wireless communications. Besides, the high mobility of
UAV-assisted wireless communications can result in dynamic network topologies. As
such, for guaranteeing reliable connectivity, UAV swarm communication and control
architectures need to be designed [51]. Furthermore, due to the size, weight, flight
time duration constraints of UAVs, energy-efficient UAV mechanisms are needed to
maximize the time of the communication coverage with minimizing energy consump-
tion. Lastly, interference coordination from the neighbouring cells over multiple-cell
wireless communication with UAV is more changeling because of the mobility of UAVs
and the lack of centralized control. These results in effective interference managements

need to be designed for UAV-assisted multiple-cell wireless communication.
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1.2 Literature Survey

1.2.1 Physical Layer Security in Multiple Antennas Trans-
mission

Multiple antennas transmission can significantly enhance the secrecy rate performance
of wireless systems [52, 53, 54, 55]. In [56, 57, 58, 59, 60], the beamforming tech-
nique is employed to increase the SNR difference between a legitimate user and an
eavesdropper over a MISO broadcast channel. Secrecy rate performance of MISO
systems can also be improved with artificial noise (AN) [61, 62, 63]. AN injected in
the transmitted signals can efficiently reduce eavesdropper’s SNR [64]. In general,
eavesdroppers are passive so that the transmitter cannot obtain their CSI. Thus, the
effect of beamforming technique and AN on multiple antenna transmission has been
investigated in [65, 66, 67] to enhance secrecy performance. Moreover, MU-MIMO
transmission has been proposed by leveraging multiple users as spatially distributed
transmission resources for secrecy performance enhancement [68], [69]. Particularly,
the harmful multiuser interference in MU-MIMO transmission can disrupt the recep-
tion of the eavesdropper [4]. In [70], the authors investigate secrecy performance over
an MU-MIMO transmission scenario when the full CSI of all the legitimate users
is available to the transmitter. However, this assumption seems unrealistic since the
feedback full of legitimate users’ CSI can increase computational complexity and leads
to the imperfect CSI. A robust beamforming scheme is proposed for the imperfect
CSI case to enhance secrecy performance in [71]. Besides, the secrecy outage prob-
ability (SOP) is analyzed over an MU-MIMO transmission, along with the optimal
mode selection (i.e. the number of scheduled users) [72]. In multiple antenna trans-
mission, the secrecy performance of RUB scheme and AN enhanced RUB method
for multiple antenna transmission have not been fully considered in the literature.
Chapter 2 will investigate secrecy performance of RUB over multiple-input single-
output single-eavesdropper (MISOSE) and multiuser multiple-input multiple-output
single-eavesdropper (MU-MIMOSE) broadcast channels.

1.2.2 Physical Layer Security in Massive MIMO Systems

Compared with multiple antenna transmission, massive MIMO is inherently more
secure, as a large antenna element equipped at the BS can accurately serve the narrow

and directional information beam on the legitimate user in the presence of passive
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eavesdroppers. Thus, many research have focused on the study of secrecy performance
over massive MIMO transmission. In [73], the authors investigate a multi-cell massive
MIMO system in the presence of a passive eavesdropper in TDD operation at the
BS where achievable ergodic secrecy rate and the SOP have been analyzed applied
MF precoder and AN generation. As an extension, ZF precoder, polynomial data
precoder and AN generation are employed in [74]. Besides, PLS over massive MIMO
relay channel and massive MIMO Rician channel have been investigated in [75], and
[76], respectively. All of the authors of [73, 77, 74, 75, 76] assumes that full CSI
of legitimate users is available at the BS. However, the estimated uplink CSI may
not match the actual downlink CSI when the BS performs transmission. When the
CSI needs to be fed back from the users, as in FDD implementation, these full CSI
based beamforming schemes will incur large feedback load. Thus, a beam domain
transmission with statistical CSI of users has been proposed in [78] over single-cell
FDD massive MIMO communications. The work in [78] is further extended to the
scenario where the required statistical CSI of legitimate users and eavesdroppers is
available at the BS over an FDD massive MIMO transmission. However, there are
still few works on RUB design with partial CSI at the BS in the literature. Chapter 3
will investigate the secrecy performance of RUB over massive multiple-input multiple-

output multiple-eavesdropper (MIMOME) broadcast channels.

1.2.3 Physical Layer Security in UAV based Networks

UAV can enhance communication reliability in the environment by acting as a relay
to assist the existing wireless communication systems. Meanwhile, UAV-assisted re-
laying systems face serious security challenges. Many research works have studied the
secrecy performance of UAV-assisted relaying communication systems in the presence
of one or more eavesdroppers [79, 80]. The SOP performance analysis is carried out in
a UAV-assisted network with multiple UAV transmitters, multiple UAV relays in the
presence of multiple UAV eavesdroppers [81]. A ground communication network con-
sisting of a transmitter, a legitimate user, and an eavesdropper with the deployment
of a UAV jammer is analyzed [82]. In [83], the authors study a UAV-assisted jamming
scheme for improving the secrecy rate of the ground wiretap channel. Besides, the
secrecy performance of the UAV-assisted relaying system has also been investigated
in [84, 85, 86]. Furthermore, multiple eavesdroppers considered as non-cooperation

are often assumed to operate independently, whereas these eavesdroppers may coop-
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erative to enhance their eavesdropping capability. In [87], the authors investigate the
secrecy performance of a UAV-assisted relaying system with multiple non-cooperative
ground eavesdroppers following an independent homogeneous Poisson point process
(PPP). In [88], the SOP is derived for a secure communication system in the presence
of multiple cooperative UAV eavesdroppers with the help of UAV swarm relay in the
three-dimensional space. From chapter 4, we will investigate secrecy performance
analysis for UAV-assisted relaying communication systems in the presence of single

and /or multiple eavesdroppers.

1.3 Thesis Outline

In this thesis, we study secrecy performance in emerging wireless transmission sys-
tems. We first consider PLS design and analysis for ground-based networks employing
the RUB scheme at the transmitter. Then, we investigate UAV-based networks with
PLS. Each of chapters 2-6 in this thesis is self-contained and included in separate
journal or conference papers.

In Chapter 2, we investigate the secrecy performance of RUB transmission over
MISOSE and MU-MIMOSE channels. We also propose a novel RUB-based AN
method for multiple antennas communication systems. We derive the closed-form ex-
pressions of the exact and the asymptotic ergodic secrecy rate and the SOP for these
transmission scenarios. Numerical results are presented to illustrate the trade-off be-
tween performance and complexity of the resulting physical layer security design. We
show that the deployment of RUB and RUB-based AN offers an attractive solution
for enhancing the security of wireless transmission systems.

In Chapter 3, we consider the downlink transmission over a massive MIMOME
channel employing RUB scheme. We concentrate on the practical scenario where
partial CSI of legitimate users and no CSI of eavesdroppers are available at the BS
and consider both types of eavesdroppers including the non-colluding and colluding
eavesdroppers. We derive the closed-form expressions of ergodic secrecy rate for RUB
based massive MIMOME transmission, and its single legitimate user particular case.
We also present numerical results to illustrate the performance-complexity tradeoff
among different massive MIMO transmission schemes. We show that RUB based
scheme can enhance secrecy performance of massive MIMO transmission with lower
implementation complexity.

In Chapter 4, we study a UAV-assisted relaying communication system, where a
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GBS intends to send information to a legitimate ground user with the help of a UAV
relay, in the presence of a passive ground eavesdropper. In particular, assuming an
urban operating environment, we analyze and derive the closed-form approximation
of the intercept probability and the ergodic secrecy rate. Through analytical and
numerical results, we examine the effect of different system parameters on secrecy
performance.

In Chapter 5, we study the secrecy performance of a UAV-assisted relay com-
munication system, where a GBS intends to send confidential information to the
ground legitimate user with the help of a UAV relay in the presence of multiple
aerial and ground eavesdroppers. To enhance the secrecy performance, the GBS and
the UAV relay apply directional beamforming transmission while implementing pro-
tection zones around their intended receiving destinations. Assuming the general
k-p shadowed fading model, we derive the exact closed-form expressions of the SOP
with/without aerial and ground eavesdroppers cooperation cases. Through selected
numerical results, we examine the effect of different system parameters on the overall
SOP performance.

In Chapter 6, we study the secure information transmission from a GBS to a
legitimate UAV user, in the presence of multiple UAV eavesdroppers. To enhance
the secrecy performance, the GBS applies beamforming transmission while enforcing
a protection zone around it. Utilizing the general x-p shadowed fading distribution
to model the ground-to-air channel, we derive the exact closed-form expression of
the SOP. To further facilitate performance evaluation, we adopt a data-driven ap-
proach and develop a deep learning model that can predict the SOP performance
with high accuracy and short computation time. Through selected numerical results,
we examine the effect of different system parameters on the SOP performance.

In Chapter 7, we summarize this thesis and outline the future works.
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Chapter 2

Secrecy Performance Analysis of
Multiple Antenna Transmission
with Random Unitary

Beamforming

2.1 Introduction

Transmit beamforming can achieve diversity gain as well as array gain for enhanc-
ing secrecy performance and most previous research on beamforming transmission
assume that the exact and full channel state information (CSI) of the legitimate user,
and even that of eavesdroppers are available at the transmitter [89, 90, 91, 92]. In
[93], although the statistical CSI of uniformly distributed eavesdroppers is assumed,
the full CSI of the legitimate user is still required at the transmitter. Both legiti-
mate user’s full CSI and eavesdropper’s partial CSI are assumed to be available at
the transmitter in [61], [94]. However, providing full CSI of legitimate users at the
transmitter can be challenging in practice, due to, for example, the limited feedback
channel bandwidth in frequency-division-duplex (FDD) systems [95] and the increas-
ing computational complexity. Furthermore, it will be unrealistic to assume any CSI
about the eavesdroppers when the transmitter is unaware of their existence. Thus, it
is of considerable interest to extract the array gain and enhance secrecy performance
with partial CSI of legitimate users and no CSI of eavesdroppers at the transmitter.

In [68], [96], the quantized CSI of the legitimate user is assumed at the transmit-
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ter, leading to a limited feedback solution. Meanwhile, the quantization codebook is
predetermined based on channel gain, still rendering the very complex design.

Artificial noise (AN) techniques can also enhance secrecy performance over multi-
ple antenna transmission since as the AN is placed in the null space of the legitimate
user’s channel, and hence affects the eavesdropper channel only [61, 62, 63, 64]. The
effect of both conventional beamforming and AN on secure transmission has also been
studied in [65, 66, 67]. Such implementation requires that the full CSI of the legiti-
mate user to be known at the transmitter. Thus, either the conventional beamforming
or the conventional AN is adopted in the wireless systems with a cost of increasing
computational complexity.

Random unitary beamforming (RUB) is a low-complexity scheme for multiple an-
tenna transmission, only requiring partial CSI at the transmitter. With RUB scheme,
each user feeds back some quality information of each beam and Alice transmits to
the user with particular beam based on the feedback information of this user. More-
over, employing novel RUB-based AN, requiring the feedback information of the beam
index from RUB scheme, is also an attractive low-complexity method to enhance se-
crecy performance. To the best of the authors’ knowledge, the secrecy performance
of RUB scheme and AN enhanced RUB method for multiple antenna transmission
has not been fully investigated in the literature.

In this chapter, we propose to apply RUB scheme over multiple antenna trans-
mission for enhancing the secrecy performance of a legitimate user in a wiretap envi-
ronment. We examine the practical scenarios that Alice has only partial CSI for Bob
and no CSI knowledge about Eve. Both single user transmission and multiple user
transmission cases with user scheduling are considered. The effect of RUB-based AN
method on single user transmission is also investigated. The major contributions of

this chapter can be summarized as follows:

1. We investigate the secrecy performance of RUB scheme over multiple-input
single-output single-eavesdropper (MISOSE) broadcast channel. The exact
closed-form expressions of ergodic secrecy rate and the secrecy outage probabil-
ity (SOP) are derived. We also present compact expressions for the asymptotic

ergodic secrecy rate and the asymptotic SOP for this scenario.

2. The effect of RUB-based AN method on the MISOSE channel is investigated.
The analytical expression of ergodic secrecy rate is obtained and the exact
closed-form expression of SOP is derived. We show that RUB-based AN method
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can enhance the secrecy performance of transmission over low signal-to-noise
ratio (SNR) region.

3. We carry out a thorough secrecy performance analysis of RUB scheme over
multiuser multiple-input multiple-output single-eavesdropper (MU-MIMOSE)
channel. The exact closed-form expressions of ergodic secrecy rate and the
SOP are obtained. We show that RUB scheme over MU-MIMOSE channel can
effectively enhance the secrecy performance over low signal to interference plus
noise ratio (SINR) region since the harmful multiuser interference can disrupt

the reception of the eavesdropper.

The remainder of this chapter is organized as follows. The system and channel
models are presented in Section 2.2. The secrecy performance analysis of the proposed
RUB design for MISOSE scenario is presented in Section 2.3. The effect of RUB-
based AN method is investigated in Section 2.4. The RUB design over MU-MIMOSE
channel is presented and studied in Section 2.5. Finally, we draw our conclusions in
Section 2.6.

2.2 System Model and Channel Models

We consider the downlink transmission from a transmitter Alice to a legitimate user
Bob in the presence of an eavesdropper Eve, shown in Fig. 6.1. Alice is equipped with
M antennas and therefore can serve a single or M users simultaneously. Meanwhile,
Bob is either the single scheduled user or one of M scheduled users among N legitimate
users. Legitimate users and Eve have only a single antenna. We assume Alice adopts
RUB scheme to serve the scheduled users. In particular, Alice will serve Bob using
one of M random orthonormal beams, generated from an isotropic distribution [36].
The set of beamforming vectors, denoted by U = [u;, ug, - -+ ,uy], is assumed to be
unknown to Eve.

We assume that the wireless channel introduces path loss and Rayleigh fading
effects. In particular, the path loss effect follows the log-distance model. The path
loss over the link from Alice to the legitimate user j, j = 1,2,--- , N, is characterized
by average power gain Kd;“, where K is the path loss constant, d; is the distance
between Alice and the legitimate user j, and « is the path loss exponent of the en-

vironment. Also, the path loss over the link from Alice to Eve is characterized by
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Figure 2.1: Single-cell downlink transmission in the presence of a passive eavesdrop-
per.

average power gain Kdp", where dg is the distance between Alice and Eve. Con-
sidering Rayleigh fading model, the channel gains from the ith antenna of Alice to
the legitimate user j and Eve, denoted by h;; and hg;, respectively, are assumed to
be independent and identically distributed (i.i.d) complex Gaussian random variable

with zero mean and unitary variance, i.e. h;; ~ CN(0,1) and hg; ~ CN(0,1).

2.3 RUB Transmission over MISOSE Channel

In this section, we assume that Bob is a single scheduled user out of N candidate
legitimate users in the presence of Eve. That is, MISOSE transmission is considered.
The transmitted signal vector from Alice’s M antennas over a single symbol period

can be written as:
X = w;s, (2.1)

where u; is the selected beamforming vector and s represents the information symbol.

Let P denotes the maximum average power of the transmitted symbol vector x. We
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have E[|xx|] < P. Thus, the received symbol at legitimate user j can be expressed
as
Yj = Kd;ah?uié‘ + n;g, (22)

where h; = [h;1,hja, -, h;j\]" represents the fading channel vector, and n; denotes
additive Gaussian noise assumed with zero mean and variance Ny. Similarly, the

received symbol at Eve can be expressed as

yr = Kdz"hLu;s +ng, (2.3)

where hg = [hg1,hga, -+, helt is the vector of fading channel gains for Eve and
ng denotes additive Gaussian noise with zero mean and variance Ny. Consequently,

the received SNR at legitimate user j on beam i is given by

o 2
_ Kd; E[[h] u;s|’]

|2
No

Vi = pd;ﬂhful s (24)

PK
No *

transmitter adopts power control to mitigate path loss difference among users. As

where p = For long term fairness among legitimate users, we assume that the

such, all candidate users have the same average SNR of 75 = pd5*, where dp denotes

the effective common distance of legitimate users. Likewise, the received SNR at Eve

is given by

 Kdz"E[hbus|’]
No

With RUB transmission, we apply best beam selection together with user schedul-

a 2
= pdy ]hgui| . (2.5)

YE

ing to improve the legitimate user channel capacity. In particular, each user finds its
best beam based on the instantaneous channel condition. We assume that each legit-
imate user can estimate its instantaneous channel vector h;’s based on, for example,
the pilot symbols sent by Alice. With the knowledge of beamforming vectors U,
the user can evaluate the instantaneous received SNR on various beams using (2.4).
Then, each user sends its best beam index and the corresponding SNR value to Alice
as feedback information. For instance, if the ¢*th beam results in the maximum SNR
for legitimate user j, i.e. v, = max{y;;}, where i € {1,2,---, M}, user j will feed
back a finite integer for the beam index i* and a real number for the SNR value 7; ;+.
Note that the feedback load of this scheme is one finite integer and one real number
per user. Based on the feedback information, Alice schedules the user with the largest

SNR value among N users and serves it using the corresponding beam. Particularly,
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if 7;+ ;» is the largest one among NN feedback SNRs, then Alice transmits to user j*
(Bob) with beam 7*. As such, Alice transmits to the user with highest best beam
SNR.

In the following, we analyze the secrecy performance of the proposed design in

terms of ergodic secrecy rate and SOP.

2.3.1 Ergodic Secrecy Rate

Non-zero secrecy rate exists when the scheduled user Bob’s received SNR ~5 is greater
than the eavesdropper Eve’s received SNR . Thus, the instantaneous secrecy rate
per unit bandwidth is expressed as the capacity difference between the legitimate
user’s instantaneous channel and the eavesdropper’s instantaneous channel, given by
[6]
. — logy(1 +7p) —logy(1+7g), if vp > ym; (2.6)
0, if v <7g.

The ergodic secrecy rate can be calculated as

E[Cy] = /Ooo {/OO (logy(1 +vp) —10gy (1 + V) Py (€)d |y (y)dy, (2.7)

where p,, (x) and p,,(y) denote the probability density function (PDF) of the received
SNR at Bob and Eve, respectively.

Exact Analysis

The projection of the legitimate user j’s channel vector onto M beamforming vectors,
T

)

1 = 7, and 0 otherwise. Therefore, the PDF of the jth user’s received SNR on the ith

beam can be obtained as

|hfui]’s are i.i.d since the beamforming vectors are orthonormal, i.e. u;j u; = 1 when

prya(2) = — exp (—_i) | 23)

TB B

Since Alice schedules the user (Bob) with the largest feedback SNR among N users,
the received SNR at Bob on the selected beam is equivalent to the largest one among
M x N i.i.d exponential random variables. As such, the PDF and CDF of the received
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SNR at Bob on the selected beam can be obtained as

E

Y (2) = (1 — exp (—%))MN, (2.10)

Since Alice selects beamforming vector based on the feedback information from

and

respectively.

the legitimate users, the chosen vector appears arbitrary to Eve. As such, we obtain
the PDF and the cumulative distribution function (CDF) of the received SNR at Eve
as [65]
1 y
bt = Lo (2, o
TE

and

Fop(y) =1—exp (—#) : (2.12)

TE
respectively, where the average SNR 7, = pd;®. after substituting (2.9) and (2.11)
into (2.7), applying the binomial expansion [97, eq.(1.111)], and performing integra-

i

tion, the closed-form expression of ergodic secrecy rate of the RUB transmission over
Eic.) = MY I AMN = 1 (—1)
* 7 In2 i+1

MISOSE channel can be obtained as
41
E, (—" ﬁa)
i—o de

1+ 1 1 1 1+ 1
—F — + a) exp ( a) exp < a> , 2.13
' (de pdg pdg pdpg (213

where Ey(z) = [~ ¢ "' Jt denotes the exponential integral function.
1 7 p g

Asymptotic Analysis

We now investigate the asymptotic ergodic secrecy rate of RUB transmission in the
high SNR region. Specifically, we assume that Bob is located near Alice, which means

¥ — o0, and the distance from Alice to Eve is arbitrary.
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To facilitate the asymptotic analysis, we calculate the ergodic secrecy rate as

Bl =g [ | ] oo (214)

14y

Rewriting the CDF of vg as 1 — [1 — F,,(y)], and substituting into (2.14), we obtain

E[CS] = Cl - CQ, (215)

where
Cr= [T+ 2)p, (2)d (2.16)

=i ) )Py (x)d, :
and
1 [ L-FuW)

= — — B dx. 2.17
-5 [ [/ ey gy () 2.17)

When z — oo, In(1 + z) ~ In(x), then the asymptotic expression of C} can be
obtained, and employing [97, eq.(1.111) and eq.(4.331.1)], the asymptotic expression

of 'y can be obtained as

oo = MN (m(%) - Mfl (MN B 1) (1) [m(z‘ 11+ ED (2.18)

L' 2 — 7 1+ 1

where &£ is the Euler’s constant [97, eq.(8.367.1)]. We note that C7° presents the
impact of Alice-to-Bob channel on the ergodic secrecy rate. Changing the order of
integration and noting F,,(y) ~ 0 as 75 — oo. the asymptotic expression of C can

be expressed as

1 Ool_FWE(y)
o _ dy. 2.19
¢ 1n2/0 1+y 7 (2.19)

Substituting (2.12) into (2.19), the asymptotic expression of Cs is derived as

1 1 1
> =—F|— — 2.2
Cs oo (7}«3) exp (713) , (2.20)

which characterizes the impact of Alice-to-Eve channel on the ergodic secrecy rate.

According to (2.18) and (2.20), the asymptotic ergodic secrecy rate can be determined
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as
—w MN| o MY MN -1 (-1)
C, Iy In(7p) — ; ( . )H—l [ln(H— )~|—8]

()= (2)]

2.3.2 Secrecy Outage Probability
Exact Analysis

The SOP is the probability that the instantaneous secrecy rate Cf is less than the

target secrecy rate Ry, defined as
Pyt (Rs) = Pr[Cs < Ry). (2.22)

Using (6.21) and conditioning on 7z, the SOP of RUB-based MISOSE transmission

can be calculated as

00 28s (14y)—1
PR = [ 20t0) [ / p75<x>dx] dy. (2.23)

After substituting (2.9) and (2.11) into (2.23), applying the binomial expansion [97,
eq.(1.111)], and performing integration, we obtain the closed-form expression of the

SOP as

Po(R) =1 - TEMN -1\ ()M
outiiiel MN -1 i dg® + 28 (MN — i)d*

=0

exp (_ (MN ;di;st - 1)‘ (2.24)

Asymptotic Analysis

We now derive the asymptotic SOP of RUB transmission over MISOSE channel in
high SNR region, where Bob is located close to Alice with 75 — oc.
The asymptotic SOP is derived as

PR = [ prelo) P52 (1 4 ) — 1, (2.25)
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where F2°(z) is the asymptotic CDF of the received SNR at Bob in high SNR region.
Based on (2.10), the asymptotic CDF of ~p is given by

X

F(z) = (%) - (2.26)

Substituting (2.26) into (2.25) and employing [97, eq.(3.382.4)], we obtain the asymp-
totic SOP as

P(Ry) = (Gap) %+ 0 (75%) (2:27)
where the secrecy diversity order is
Gy=MN (2.28)
and the secrecy array gain is

_ (& b byt R
o= (g ) [ (v o (- gm) 5, oo (3w ) 5,

where I'(+, ) is the upper incomplete Gamma function. We note that antenna config-

(2.29)

uration and user scheduling in Alice-to-Bob channel determine the secrecy diversity
order. The secrecy array gain is influenced by antenna configuration, user scheduling
over Alice-to-Bob channel, target secrecy rate and the average SNR of Alice-to-Eve

channel.

2.3.3 Numerical Results

Fig. 2.2 plots the ergodic secrecy rate of ZFBF and RUB schemes over MISOSE
transmission versus the distance dg. We can see that the ergodic secrecy rate of both
schemes decline as the distance dg increases. We also note that the ergodic secrecy
rate has a growing trend as the antenna number M increases. The asymptotic curves
for RUB scheme well approximate the exact curves in high SNR region. With the same
number of antennas, the results show that the performance of ZFBF scheme slightly
outperforms that of RUB scheme. However, RUB scheme has lower complexity since
legitimate users just feed back the best beam index as the partial CSI information
to the transmitter. We can also note that the performance gap between these two

methods is not large. Thus, RUB scheme serves as a low complexity solution to
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Figure 2.2: Ergodic secrecy rate of ZFBF and RUB (exact and asymptotic) versus
dp with different M (N =7, dg =30 m, p =90 dB, a = 3.1).

enhance the secrecy performance of wireless transmission systems.

Fig. 2.3 depicts the SOP performance comparison between ZFBF and RUB (exact
and asymptotic) schemes with different number of users N when the distance dg is
fixed to 30 m. The SOP of both schemes increases with the growth of distance dg
since the average SNR of the legitimate user channel decreases with increasing dg. For
RUB scheme, the asymptotic SOP declines with the increasing number of users in high
SNR region. The SOP of both schemes decreases as the number of users increases,
which shows that user selection plays a positive role in reducing the SOP. With the
same number of users, the result indicates that the proposed method underperforms
ZFBF scheme. However, with ZFBF, Alice typically obtains the channel knowledge
to legitimate users through feedback, which presents an overhead of the system and

might be explored by Eve. With our RUB design, Eve hardly gets any information
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Figure 2.3: Secrecy outage probability comparison between ZFBF and RUB (exact
and asymptotic) versus dg with different N (M =4, dg =30 m, p = 90 dB, o = 3.1,

R, = 0.1 bit/s).

on beamforming design from the feedback beam index. Therefore, the RUB scheme

serves as an attractive alternative in achieving PLS.

2.4 Effect of Artificial Noise

In this section, we consider the application of AN in the RUB-based MISOSE trans-

mission. With the conventional beamforming, such as ZFBF, AN is injected to the

null space of the legitimate user’s channel, which requires full CSI of legitimate user
at the transmitter. For RUB-based AN transmission, AN should be injected based
on the feedback information of the beam index. Specifically, we propose to transmit

AN on the beam that leads to the minimum interference at the scheduled legitimate
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user, Bob. As a result, Bob will need to feed back the index of its worst beam to
Alice.

The transmitted symbol from Alice can be written as
x = VAPuw;s + /(1 — \) Pujn,, (2.30)

where u; is the best beam for Bob, u; is the worst beam for Bob, n, is the injected
noise symbol with unit energy, and A is the power allocation coefficient between the
information symbol and noise symbol.

The received symbol at Bob and Eve are given by
yp = Kdz*hL(VAPws + /(1 — \)Pu;n,) + ng, (2.31)
and
yp = Kdz*hL(VAPu;s + /(1 — \)Pujn,) + ng, (2.32)

respectively. Thus, the received SINR at Bob and Eve is given by

/ Kdz*A\Plhtu;]? |hLu,|?
Vg = —— — = 3 , (2.33)
Kdg"(1 = A)Phpu> + No  (1/A = 1)hpu;* +1/pp
where pg = %, and
’ LTl (2.34)

e = )

A= DhEw? +1/pp
where pp = ApijE , respectively. Note that AN for RUB scheme can degrade Eve’s
SNR at the expense of introducing a certain amount of interference at Bob. Since

u; is the worst beam for Bob and appears arbitrary to Eve, we expect AN degrades
Eve’s channel capacity more seriously, especially when the number of beams M is

large.

2.4.1 FErgodic Secrecy Rate

To facilitate the following analysis, we rewrite (2.7) into

, <~ F, (2)
Mﬂﬂﬁéﬁfﬂ_%@m’ (2.35)
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where Fﬁ(x) and FV;E(:U) denote the CDF of the received SINR at Bob and Eve,
respectively.

The received SINR at the scheduled user Bob can be calculated as
’ ZB

B = awg +1/pp’
where @ = 1/\ — 1, zp is the largest one of M x N independent x?(2) distributed

(2.36)

random variables, and wpg is the minimum of M independent x?(2) distributed ones.

Conditioning on wg, the PDF of the received SINR at Bob can be written as

@) = [ Bt (£l (0}
_ /OOOMN (aw—l—piB) exp (_ <aw+pi3> x)

1 MN-1
X {1 — exp <— (aw + —) x)} Me M duy.
PB
(2.37)

After applying the binomial theorem [97, eq.(1.111)] and performing integration, we

obtain the following closed-form expression for pﬂg(:v) as

MN-1 . .
_ AN Z (MN—l) 1)1-M+a[p3+(1—|>—2)x] exp (_(1+@)x) '

pp[M + a(l + i)x]? PB

(2.38)
The CDF of the received SINR at Bob with AN can be calculated as
(1+4)z
P, (5) = PN Mil <MN - 1) 1y 1 e <——p3 )
B M@A+1i) (Q+9)[a(l+i)z+ M]

(2.39)

Meanwhile, the beamforming vector appears arbitrary to Eve. As such, |hZu;|* and
|h}u;|* have independent x?(2) distributions. Then, the PDF and the CDF of the

received SINR at Eve can be determined as

e (1 2.40
P@(@—m(p—E( +a$)+a)> (2.40)
and
efx/pE
Fylo)=1-1——0 (2.41)

Substituting (2.39) and (2.41) into (2.35), the ergodic secrecy rate of RUB-based AN
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transmission over MISOSE channel can be obtained as

—z/pg
/ 1 o0 1 — ¢
ElC]]=— | —1t
] 1n2/0 1+z
MN AN 1 e
— . e PB
1— M?N —1) — dz.
Z ( ) ) M +14)  (1+d)[a(l+i)x+ M]

(2.42)
Unfortunately, a closed-form expression can not be obtained due to the complicated

integrand.

2.4.2 Secrecy Outage Probability

The SOP of RUB-based AN transmission can be calculated as [98]
P (R,) = / Py (@) Fy 25 (1 + 2) — 1]da. (2.43)
0

Substituting (2.40) and (2.39) into (2.43), and after performing integration, the
closed-form expression of the SOP for RUB-based AN MISOSE transmission can

be obtained as

_MNl MN — 1\ (=1)'M2N i_ 1
Pow(Rs) = Z ( i ) 1434 (M apppel(1+1)(2%:(1 - a) — a) — M]?

(pB (apE((1 r)2Ra—1)—a+ M]> + ((1 +1) ([2RS((pE —1a+1)+a — M))

5 <2Rs (p5 + 2% pp(1 +19)) (a(1 + i) (2% — 1) + M))

apppe(l+1)
o <2Rs (a(1+1i) (2% — 1) + M) (pp + 2" pp(1 +1)) ))

apppe(l +1)

— 2R (1 + 1) ((1 +i)2R (a— 1) +a(b - 1)] + M)

2R 1+ 2Rt 1+ 1+4)(2f —1
5, (_pB+ pis( +z>)exp<_p3+ pi( “>))exp(_< +i)( >)>
apppE apBpE PB

2.4.3 Numerical Results

Fig. 2.4 illustrates that the ergodic secrecy rate of the RUB-based MISOSE trans-

mission with/without AN versus the distance dg for M =4 and N = 7 case. We can
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Figure 2.4: Ergodic secrecy rate of RUB-based MISOSE transmission with/without
AN for different power allocation coefficient A (M =4, N =7, dg = 30 m, a = 3.1,
R, = 0.1 bit/s).

see that AN has a mixed effect on the ergodic secrecy rate of RUB-based transmission
over MISOSE channel. When the distance dp is relatively small compared to dg, AN
degrades the secrecy performance, partly because of the introduction of interference
to Bob’s reception and partly because the transmit power is partially allocated to
transmit noise symbols. Note that the secrecy rate decreases with the decrease of
the power allocation factor A\. When the distance dg is comparable with dg, AN can
considerably improve the secrecy rate of the transmission system if A is larger than
0.5. In this scenario, the SNR degradation at Eve is more significant than the effect of
added interference to Bob. Based on these observations, we can conclude that RUB-
based transmission can benefit from AN only for the low SNR region and the power
allocated to AN should not be greater than that used for data symbol transmission.

Fig. 2.5 shows that the SOP performance of RUB-based MISOSE transmission
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Figure 2.5: Secrecy outage probability of RUB-based MISOSE transmission
with/without AN for different power allocation coefficient A (M =4, N =7, dg = 30
m, o = 3.1, Ry = 0.1 bit/s).

with/without AN versus the distance dp for different power allocation coefficient A.
When the distance dp increases with a fixed dg, the SOP of RUB-based transmission
increases for all cases. Clearly, the proposed AN has mixed effects on the SOP of
RUB-based MISOSE transmission. When the distance dp is small compared with
dg, the SOP of RUB-based without AN (A = 1) is lower than that of RUB-based
with AN. With increasing dp, the trend is reversed. We also observe that increasing
power allocation factor A effectively helps to reduce the SOP of RUB-based with
AN. Thus, we conclude that RUB-based AN transmission can enhance the secrecy

performance of MISOSE channel in low SNR region.
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2.5 RUB Transmission over MU-MIMOSE Chan-

nel

In this section, we consider an MU-MIMOSE channel where Alice transmits to M
scheduled users including Bob from N (N > M) legitimate users in the presence of
an eavesdropper Eve. The transmitted signal vector from M antennas of Alice over

a single symbol period can be written as

M
x = Z W, S, (2.45)

m=1

where u,,’s are the selected beamforming vectors and s, represents the information
symbol for the mth selected user. Therefore, the received symbol at legitimate user

n, who is interested in the signal on the jth beam, can be expressed as
M
v =h’x" +n, = Kd® (hzujsj + Z hfumsm> + Ny (2.46)
m=1,m##j
The received symbol at Eve can be expressed as
M
Yg = h%X +ng = KdEO‘ (h%u]'Sj + Z hgumsm> +ng. (247)
m=1,m#j

We assume a uniform power allocation to scheduled users. The received SINR at user

n is given by

P 1 a—apT
’T'L,] - — M - M 7 .
%Kdna Zm:l,m;&j |h£um|2 + NO Zm:Lm;&j |h£um|2 + 1/pB
where p}, = ZE4®  Again, we assume for long term fairness, the transmitter adopts
pB NoM g g

power control to mitigate path loss difference. As such, all candidate users have the

same pp. The received SINR at Eve is obtained as

" [hju,|?

’YE,' = M "
’ Zm:l,m;ﬁj ‘h§um‘2 + 1/pE

(2.49)

" PKdZ”
where pp = .
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For RUB transmission over MIMO broadcast channel, user scheduling and beam
selection are carried out as follows. Each legitimate user calculates and feeds back
its experienced SINR value on M different beams. The feedback load is M x N real
numbers. Based on the feedback information, Alice assigns a beam to the user with
the largest SINR value among N legitimate users. Particularly, Alice ranks all the
N feedback SINRs for one beam and selects the legitimate users with the largest
SINR. If Bob’s SINR for the jth beam ~yp ; is the largest SINR among all N feedback
SINRs, then Alice assigns Bob with the jth beam. After that, Alice assigns other
beams by ranking the feedback SINRs for those beams in a similar fashion. This
process continues till M beams have been assigned. We assume that no user has the
largest SINR on two different beams.

To better understand the application prospect of the RUB scheme, we compare
its complexity with conventional beamforming in terms of feedback load. With con-
ventional beamforming, such as ZFBF and minimizing mean squared error (MMSE),
each user needs to feed back its channel vector. Thus, the feedback load is M x N
complex numbers. However, the feedback load of RUB scheme is M x N real numbers
since each user needs to feed back M SINR to Alice. The feedback load of RUB can be
further reduced to N real numbers and /N integers if each user only feeds back its best
beam SINR and index [99], [33]. Therefore, RUB scheme provides a low-complexity
solution over an MU-MIMO channel.

2.5.1 Ergodic Secrecy Rate

The ergodic secrecy rate of Bob can be calculated as

1 o0 F// (]))
[C)]=— / 21— F (2)|dz (2.50)

* In2), 1+=x VB,j ’
where F.» (x) denotes the CDF of the received SINR at Bob on the jth beam and

En () is the CDF of the received SINR at Eve on the jth beam.
As mentioned earlier, |h’u;|? has x?(2) distribution and Z%:Lm#j |hTu,,|? has
X*(2M — 2) distributions. The CDF of the recieved SINR at user n on beam j can

be obtained as [33]

F 1 e~/ 2.51
7;;’j(flf) “\'are ) (2.51)
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The received SINR at Bob ’y;’j is the largest one of N i.i.d random variables with
the above CDF since different users experience independent channels. Therefore, the
CDF of the received SINR at Bob 7;7]- can be obtained as

” N
e_x/PB

Since beamforming vectors appear arbitrary to Eve, the CDF of the received SINR
at Eve on the jth beam can be obtained as
e—f/ﬂ;;

EF,(x)=1-

—_ 2.
YE,j (1 + x)Mfl ( 53)

Substituting (2.52) and (2.53) into (2.50), applying the binomial expansion [97,
eq.(1.111)] and carrying out integration, the closed-form expression of ergodic secrecy
rate at (2.54) can be obtained as

1 1 1
S EM I'LM(//+ //>exp<//)
1n22< ) { S VA P

l l
- E[(M*l)l?kl] ( " ) :| exXp ( 17" ) ) (254)
PB PB

where Ej,(z) = [° <% e 2 dt denotes the two-argument exponential integral function

1
[100].

2.5.2 Secrecy Outage Probability

Taking derivative of F.» (z) from (2.53), the PDF of the received SINR at Eve can

Bj
be obtained as

[Pe(L+ @) + (M —1)]ers”

(14 x)M '
Substituting (2.52) and (2.55) into (2.43) and performing integration, the closed-
form expression of the SOP for RUB transmission in MU-MIMOSE channel can be

Py (@) = (2.55)

VYE,j
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Figure 2.6: Ergodic secrecy rate of RUB-based MU-MIMOSE transmission versus dg
for different antenna numbers M and/or users N (dg = 30 m, o = 3.1).

obtained as

N ) .
N (1) 1 2Rsg 1
Pou(Rs) = ) < ; > SR (M—1)i {gE[(M—n(m)} <7 + E)

=0 B

2Rsg 1 28s _1)q 2Rsg 1
+ (M — 1)E[(M71)i+M] (T + T) ] exp (-%) exp (T + — ) .
PB PE PB PB PE

(2.56)

2.5.3 Numerical Results

Fig. 2.6 shows that ergodic secrecy rate of RUB-based MU-MIMOSE transmission
versus the distance dp for different antenna numbers and user numbers when Eve is

located in 30 m from Alice. We can see that ergodic secrecy rate declines with the



36

10

=
o|
'H

=
o|
N

Secrecy Outage Probability

10 i i i i
15 20 25 30 35 40 45 SC
dB (m)

Figure 2.7: Secrecy outage probability of RUB-based MU-MIMOSE transmission
versus dp for different antenna numbers M and/or users N (dg = 30 m, o = 3.1,
R, = 0.1 bit/s).

growth of the distance dg. For fixed N, as antenna number increases and as such
more users are served, ergodic secrecy rate decreases when the distance dp is small
compared to dg. The reason is that more multiuser interference has been introduced
to Bob. However, when the distance dp is comparable with dg, ergodic secrecy rate
slightly increases with the increase of antenna number. Although more multiuser
interference has been introduced to Bob, the SINR at Eve is degraded more seriously.
Therefore, over low SINR region, ergodic secrecy rate of RUB scheme increases when
Alice serves more users. Therefore, we can conclude that RUB-based MU-MIMOSE
transmission can effectively enhance ergodic secrecy rate in low SINR region.

Fig. 2.7 plots the SOP performance of RUB-based MU-MIMOSE transmission

versus dp for different antenna numbers M, and user numbers N when Eve’s distance
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is fixed to 30 m. We observe that the SOP increases as the distance dg increases due
to more severe path loss. For fixed N, as antenna number M increases, the SOP
increases. This is because multiuser interference at Bob plays a dominant role in
the SOP performance. We also see that, when M is fixed, the SOP at a given dp
decreases when N becomes larger, as the SOP performance benefits from multiuser

scheduling.

2.6 Conclusions

In this chapter, the secrecy performance of multiple antenna transmission with partial
CSI of legitimate users has been analyzed. The closed-form expressions of the exact
ergodic secrecy rate and the exact SOP for MISOSE channel have been derived. In
addition, compact expressions for the asymptotic ergodic secrecy rate and the asymp-
totic SOP have also been derived. Moreover, the effects of RUB-based AN method
and multiuser interference are also investigated. Numerical results have demonstrated
that the RUB-based multi-antenna transmission serves as an effective low complexity
solution for enhancing secrecy performance. In addition, the proposed RUB-based
AN method can improve the ergodic secrecy rate over low SNR region. Meanwhile,
RUB-based MU-MIMOSE transmission can effectively enhance the secrecy perfor-
mance over low SINR region and increasing the number of candidate legitimate users

can help improve the secrecy performance by exploring multiuser diversity.
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Chapter 3

Secrecy Performance Analysis of
Massive MIMO Transmission with

Random Unitary Beamforming

3.1 Introduction

Massive multiple-input multiple-output (MIMO) is a critical wireless technology in
the evolution towards 5G networks as it can improve system capacity, spectral effi-
ciency, and energy efficiency [38, 39, 37]. In massive MIMO system, a base station
(BS), equipped with a large number of antenna elements, serves multiple users si-
multaneously. As the number of antenna elements grows very large, user channel
vectors become pairwise orthogonal [101] and inter-user interference becomes negligi-
ble [102]. Thus, linear precoding techniques, such as simple matched filter (MF) and
zero-forcing (ZF) beamforming, can apply [39]. The premise of these beamforming
techniques requires accurate full channel state information (CSI) of users at the BS. It
is, generally, very challenging to provide accurate full CSI at the BS in practice. Most
massive MIMO systems adopt time-division-duplex (TDD) implementation, where at
BS obtains the required CSI by exploring channel reciprocity [40, 41, 42]. However,
the estimated uplink CSI may not match the actual downlink CSI when the BS per-
forms transmission due to, for example, channel decorrelation, calibration error, and
hardware impairment in uplink/downlink radio frequency (RF) chains [43]. When
the CSI needs to be fed back from the users, as in frequency-division-duplex (FDD)

implementation, these full CSI based beamforming schemes will incur large feedback
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load, especially for massive MIMO systems [44]. Therefore, it is of great practice
importance to study transmission schemes requiring limited CSI for massive MIMO
systems. In this chapter, we investigate the secrecy performance of massive MIMO
downlink transmission with limited CSI at the transmitter.

Random unitary beamforming (RUB) is a low-complexity transmission scheme
for multiuser MIMO systems and requires limited CSI of mobile users at the BS
[99]. With RUB, the BS serves multiple users with pre-designed beamforming vectors
selected using limited CSI. In FDD implementation, users only need to feed back
the index of their preferred beams, and with TDD, BS chooses beamforming vectors
based on uplink channel estimation. To the best of the authors’ knowledge, the
performance of RUB in massive MIMO setting has not been reported yet. In this
work, we investigate the secrecy performance of massive MIMO transmission with
RUB, where partial CSI of legitimate users and no CSI of eavesdropper is available
at the BS.

In this chapter, we investigate a massive MIMO downlink transmission system,
consisting of a multiple-antenna BS, multiple single-antenna legitimate users in the
presence of multiple single-antenna eavesdroppers. Meanwhile, we consider two types
of eavesdroppers, namely non-colluding eavesdroppers and colluding eavesdroppers.
We propose to apply RUB-based multiple antenna transmission to enhance the secrecy
performance of legitimate users in the wiretap environment. Thus, we summarize the

following key contributions:

1. We present an analytical framework to evaluate the secrecy performance of

massive MIMO transmission in the presence of two types of eavesdroppers when
RUB is employed at the BS.

2. We derive the closed-form expressions of ergodic secrecy rate and secrecy outage
probability (SOP) of massive multiple-input multiple-output multiple-eavesdropper
(MIMOME) transmission including the interference-limited and single legiti-
mate user special cases in the presence of non-colluding eavesdroppers. We
also derive the closed-form of the upper bound of ergodic secrecy rate and the
asymptotic SOP of massive MISOME transmission when the number of antenna

elements grows very large.

3. We carry out secrecy performance of massive MIMOME transmission in the
presence of colluding eavesdroppers. We obtain the expression of ergodic secrecy

rate and solve it by numerical approaches.
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The remainder of the chapter is organized as follows. The system, channel, and
signal models of a massive MIMO downlink transmission scenario are presented in
Section 3.2. We analyze the statistics of received signal to interference plus noise
ratio (SINR) at the legitimate user and non-colluding eavesdroppers in Section 3.3.
We derive the expressions of the ergodic secrecy rate and the SOP with the proposed
RUB design for different scenarios and the corresponding numerical results in Section
3.4 and Section 3.5, respectively. The effect of colluding eavesdroppers is investigated

in Section 3.6. Finally, we draw our conclusions in Section 3.7.

3.2 System and Channel Models

We consider a single-cell massive MIMO downlink transmission system, consisting
of an M-antenna BS (Alice), N (N <« M) single-antenna legitimate users and Ng
(Ng < M) single-antenna eavesdroppers, as shown in Fig. 6.1. We assume that there
is a secured area which we are sure that it has no eavesdroppers like a ring and then
they try to approach the area at its borders. Eavesdroppers attempt to overhear the
signal to one of N scheduled users (a.k.a Bob), and two types of eavesdroppers in-
cluding non-colluding eavesdroppers and colluding eavesdroppers are considered. We
assume Alice has limited CSI of legitimate users and no CSI of passive eavesdroppers.
In addition, Alice applies RUB to serve N legitimate users where it serves each legit-
imate user using one of M random orthonormal beams, generated from an isotropic
distribution [19]. We denote the set of beamforming vectors as U = [uy, ug, - -+ , Uy,
assumed to be unknown to eavesdroppers.

We assume that the wireless channel introduces path loss and Rayleigh fading
effects. In particular, the path loss effect follows the log-distance model. The path
loss over the link from Alice to legitimate user j, j = 1,2,---, N, is characterized
by average power gain Kd;“, where K is the path loss constant, d; is the distance
between Alice and legitimate user j, and « is the path loss exponent. Also, the path
loss over the link from Alice to eavesdropper e is characterized by average power gain
Kd;“, where d, is the distance between Alice and eavesdropper e. Under Rayleigh
fading model, the channel gains from the ith antenna of Alice to legitimate user j and
eavesdropper e, denoted by h;; and g.;, respectively, are assumed to be independent
and identically distributed (i.i.d) complex Gaussian random variables with zero mean
and unitary variance, i.e. h;; ~CN(0,1) and g.; ~ CN(0,1).

The transmitted signal vector from M antennas of Alice over a symbol period can
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Figure 3.1: Single-cell multiuser massive MIMO system in the presence of multiple
eavesdroppers.

be written as
N
X:ZUij, (3.1)
j=1

where u; is the beamforming vector selected for user j and s; represents the infor-
mation symbol for user j. P denotes the maximum average power of the transmitted
signal vector x. The transmitted signal vectors satisfies an average power constraint
given as E[|x"x|] < P. Therefore, the received symbol at the legitimate user i, who

is interested in the signal on the jth beam, can be expressed as

N
yi = hI'x +n; = Kd;© (hf ws;i+ Y hfunsn> + 1, (3.2)
n=1,n#j
where h; = [h;1, k9, -, hin]T denotes the fading channel vector of legitimate user

1, and n; is the additive Gaussian noise with zero mean and variance Ny. Likewise,
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the received symbol at eavesdropper e can be expressed as

N
Ye =gl x +n, = Kd* (geTujsj + Z ggunsn) + Ne, (3.3)
n=1,n#j
where g, = [ge1,Ge2, * » gen]’ denotes the fading channel vector of eavesdropper e

and n, is the zero mean white Gaussian noise with variance Ny. Assuming uniform
power allocation to different legitimate users, the received SINR at legitimate user ¢

on beam j is given by

P rra—aihTyy |2 Ty )2
~Kd:“hiu; h; u;
f)/i,j: = _aNNz | 7 7{| 5 — - | 1;1]’ 5 ’ (34)
NKdz Zn:Ln7£j |hz un| + NO Zn:l,n;éj |h1 un| + 1/p’b
where p; = P]Iéod]i;a. The received SINR at eavesdropper e is given by
o gl u,|? 3.5
")/e’] - N T 2 ) ( * )
Zn:l,n;&j ’ge un| + 1/pe
where p, = %.

In order to enhance the legitimate user channel capacity, RUB with beam se-
lection is applied in the massive MIMO system as follows, where we assume FDD
implementation. At the beginning of each time slot, each legitimate user estimates
its channel vector and determines the best beam that leads to largest SINR given in
(3.4). Then the user feeds back the index of its best beam to the BS. For example, if
the j*th beam leads to the largest SINR for legitimate user i, i.e. 7, j» = max {7, ;},
where j € {1,2,--- M}, then user i feeds back beam index j*. We assume that
the best beam index feedback is error free. Note that the feedback load is [log, M|
bits per user. Then, the BS assigns beam j* to legitimate user i. Thereafter, the
BS transmits to IV legitimate users using the selected beams for the rest of this time
slot. We neglect the small probability that two legitimate users select the same beam
since the number of beamforming vectors is much larger than the number of users in

massive MIMO setting.



43

3.3 Statistics of Received SINR with non-colluding

eavesdroppers

In this section, we analyze the statistics of received SINR at the legitimate user Bob
and non-colluding eavesdroppers, while Alice apply RUB to serve N legitimate users
and eavesdroppers overhear the messages.

The received SINR at Bob on the selected beam can be written as

z

R o0

B

2 is the largest one of M independent x?(2) distributed random
7]:[=1,n L+ |hpu, |* follows x?(2(N — 1)) distribution. Conditioning
on y, the probability density function (PDF) of the received SINR at Bob on the

selected beam can be written as

where z = |hLu;-

variables and y = )

N-2 _—y

Py (@) = / M(1/pp + y)e”Womtne (1 — e=Wemenn) WL I gy (3.7)
Applying the binomial expansion [97, eq.(1.111)], using [97, eq.(3.351.3)] and perform-
ing integration, the closed-form expressions of the PDF and cumulative distribution
function (CDF) of the received SINR at Bob on the selected beam can be obtained

as

M-1 _ —1)iMe—(+dz/pB
poe) = > (VT EE T (Lia ey N-1), 6

F, (1) = A%l (MZ_ 1) % (1 -5 f_((lli):;;]“) , (3.9)

respectively.

Since the selected beamforming vector appears arbitrary to eavesdropper e, |geTu;f |2
follows x?(2) and 27]:7:1,71#* g, |? follows x?(2(N — 1)) distributions in (3.5). As
such, the CDF of the received SINR at eavesdropper e on the selected beam can be
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obtained as [103]

e_x/pe

F. —_—.
(1+x)N-1

(@) =1 - (3.10)

In non-colluding eavesdroppers case, the eavesdroppers individually overhear the mes-
sages without the central processing unit. Assuming Eve is the strongest one among
Ng non-colluding eavesdroppers, the received SINR at Eve on the selected beam can

be given by
Ve = MAX Ye - (3.11)

Thus, the CDF of the received SINR at Eve on the selected beam can be calculated
by

Ng
NCE(,.\ _ _
Fo(x) = Pr <£2]%/}; Vejr < x) = ljllPr(%,j* < x). (3.12)

Substituting (3.10) into (3.12), the closed-form expressions of the CDF and the cor-
responding PDF of the received SINR at Eve on the selected beam can be obtained

as
NCE e /e e
P (r) = (1 — —(1 n x)N_l) , (3.13)
and
—2/pe Ne=1  _a/p.
pYCE(x) = N <1—$) (16+;p)N {1;::”“]\[—1)], (3.14)
respectively.

3.4 FErgodic Secrecy Rate

In this section, we characterize the ergodic secrecy rate of massive MIMOME trans-
mission and its interference-limited and single legitimate user special cases. When
the number of antenna elements grows very large, the upper bound of ergodic secrecy

rate is analyzed.
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3.4.1 Massive MIMOME Transmission

The ergodic secrecy rate can be calculated as [98]

E[C,] = ﬁ / h ?ET(?“ _ B (2)]d. (3.15)

Substituting (3.9) and (3.13) into (4.12), we can obtain the ergodic secrecy rate in

the presence of non-colluding eavesdroppers as

e~ T/PE

1 — 22—t i 1— e M
ENCE 1 > ( B (1+$)N71> - < B (1+w)N*1> M -1
[Cs] = — dx — ,
In2| J, 1+ 0 14+ ?

1=0

UM (1 et )) ]dm. (3.16)

L+ 14 (14 )]Vt

Applying the binomial expansion [97, eq.(1.111)], using the integration results as
shown
oo e—aa:
Iy(a,b,m) = —dr = a™ e®T(1 — m, ab), 3.17
oonbom) = [ (1~ m,ab) (317)
and

e*(l([

I ’b7 ) - d
1(a,b,m, n) /0 @+ o)1t

(=) T =0(n +4)
(1—1)'(1—b)n+u D

Ms

= (1—b)‘"[0(a,b,m)+ Io(a,b,m —i+1)

<.
I
)

+(b—1)""Iy(a,1,n) —1—2 EZ (b — 1)(m+(z._;)[0(a,1,n—z'+ 1), (3.18)

1=2

where T'(+, -) is the upper incomplete Gamma function and after some mathematical

manipulations, we obtain the closed-form expression of the ergodic secrecy rate in the
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presence of non-colluding eavesdroppers as

" In2 i

ENCE[C ] = [%E:(NE>(—1)iIO(pLE,1,Ni—i+1)

=0
Ng M-1 . aNitg .

S (M) (M) EEY i i)
i=0 i=0 \J L L PE

PBPE > 1430
(1+4)N-1

II(MLN—LNJ'—J""U)} (3.19)

Interference-Limited Case

Interference limited systems are expected when the number of antennas and the num-
ber of users is large, thus the noise terms in (3.4) and (3.5) can be negligible. Setting
1/pp and 1/p. equal to zero in (3.9) and (3.13), respectively, then substituting them
into (4.12), applying [97, eq.(1.111)], [97, eq.(3.259.3'1)], [97, eq.(8.384.1)] and per-
forming integration, we obtain the closed-form expression of the ergodic secrecy rate

of interference-limited case as

EY[C,] = 2 ()1 {1.
In2(N —1) J
- Mi‘l (MN - 1) (—1)MN (1 CGR(N = LL(N - D(1+4) + 1 —i))] }
pa i 1+ J (1+7) ’
(3.20)
where o Fy(+;+;+;+) is the Gaussian hypergeometric function. Note that the ergodic

secrecy rate for interference-limited case is related to the number of antenna M at
Alice, the number of legitimate users /N and the number of non-colluding eavesdropper

Ng over a massive MIMOME transmission.

Single Legitimate User Case

In order to find the insight of the power of RUB, we consider a massive multiple-input
single-output multiple-eavesdropper (MISOME) transmission where Alice transmits
signal to single legitimate user Bob in the presence of the non-colluding eavesdroppers.
Thus, the interference terms in (3.4) and (3.5) disappear. The received SNR at Bob
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are given by

PKd;*|hLu,.|?
yon = TG T, (3.21)
0

Pll(vcf)ga and |h%u;«|? is the largest one of M independent x?(2) distributed

random variables. Thus, the CDF of the received SNR at Bob can be obtained as

where pg; =

(z) = (1 — e~/Pe1)M, (3.22)
The received SNR at eavesdropper e is

2, (3.23)

o T
YE1; = PE1|gEuj*

where pp = PRAL" and lgTu;<|? follows x?*(2) distribution since the chosen vector

No
for Bob appears arbitrary to eavesdropper e. Thus, the CDF of the received SNR at

Eve, considered as the strongest non-colluding eavesdropper, can be obtained as
Fyp, () = (1 — /e )Ne, (3.24)

Substituting (3.22) and (3.24) into (4.12), applying [97, eq.(1.111)], using [97, eq.(3.352.4)]
and performing integration, the closed-form expression of the ergodic secrecy rate in

the presence of non-colluding eavesdroppers can be obtained as

ESV[C,) = % i (Aﬂ (Aﬁ —(_K;ﬂl exp (L + i)El (L + L) :

=0 j=1 PE1  PB1 PE1  PB1

(3.25)

where Fy(z) = [° ejt dt denotes the exponential integral function.
We are interested in the asymptotic analysis where M — oo in the massive MISO
system. When M approaches infinity, the limiting distribution of vz ; exists and
follows the Gumbel type with the distribution function, given by
z—bp
lim P, (1) = exp(—¢ oK), (3.26)
where K = M, ax and bx are normalizing factors given by ax = pp; and bg =

pp1In M| respectively. Thus, the upper bound of the ergodic secrecy rate of Bob on
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the selected beam is obtained as
EAMCp] < logy[1 + E(vp1)] = logy[L + (€ + In M)pp1], (3.27)

where £ is the Euler—Mascheroni constant. Meanwhile, the ergodic secrecy rate at
Eve on the selected beam can be given by [104]

1 [*1-F, ()
EMICE = g | e, 2
(] In2 J/, 1+=x de (3:28)

Substituting (3.24) into (3.28), applying [97, eq.(1.111)], [97, eq.(3.352.4)] and per-
forming integration, the closed-form expression of the ergodic secrecy rate at Eve can

be obtained as

1 <& (N ' i
EAA[Cp] = — Pl By | — ). 3.29
(] ln2;<i (F1) T erm By PE1 ( )
Substituting (3.27) and (3.29) into (4.12), the upper bound of the ergodic secrecy
rate in massive MIMO system in the presence of non-colluding eavesdroppers can be
obtained as

1 1

Ng
AA — _ Ne\, 1yt o
EAAC,] = log,[1 + (€ + In M)ppi] 1n2;(¢ (-0 () (330

3.4.2 Numerical Results

In Fig. 3.2, we compare the ergodic secrecy rate performance of three beamforming
schemes for massive MIMO system, namely, RUB, ZF and MRT schemes as a function
of distance dp in the presence of non-colluding eavesdroppers. We assume perfect
CSI for ZF and MRT schemes. We see that the ergodic secrecy rate decreases as the
distance dp increases due to more severe effect of path loss. We can also observe that
the ergodic secrecy rate increases when the number of antenna M increases as spatial
diversity plays a positive role in the ergodic secrecy rate performance. It is noted
that the secrecy rate performance of RUB scheme is lower than other schemes since
RUB scheme requires limited CSI at the BS whereas ZF and MRT need full CSI.
Fig. 3.3 plots the ergodic secrecy rate performance of RUB with ZF and MRT
schemes while assuming the CSI is imperfect. Specifically, we assume the estimated

CSI and actual CSI have a correlation coefficient A < 1. As we can see, the ergodic
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Figure 3.2: Ergodic secrecy rate performance of three different beamforming schemes,
RUB, ZF and maximum ratio transmission (MRT) (with perfect CSI), over a massive
MIMOME transmission for different antenna numbers M (N = 20, Ng = 20, d. =
30 m, a = 3.1 and p = 90 dB).

secrecy rate of ZF and MRT decreases as the correlation coefficient A decreases. Since
a channel estimation error becomes larger with the decrease of correlation coefficient
A, the secrecy performance gets worse, leading to lower secrecy rate. We also notice
that ZF and MRT better performance than RUB scheme with A = 0.7. However, the
trend changes when A = 0.5. In particular, the ergodic secrecy rate of RUB is higher
than that of MRT, and even higher than that of ZF when the distance dp is small
compared with d.. Moreover, the RUB scheme starts to superceeds the other schemes
at A = 0.3 as it is robust to imperfect CSI. Therefore, the secrecy performance of RUB
scheme with limited CSI can be better than ZF and MRT schemes with imperfect
CSI when A becomes smaller.

Fig. 3.4 shows that the exact and asymptotic upper bound of ergodic secrecy rate
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Figure 3.3: Ergodic secrecy rate performance of three different beamforming schemes,
RUB, ZF and MRT schemes (with imperfect CSI), over a massive MIMOME trans-
mission (M = 120, N = 20, Ng = 20, d. = 30 m, @ = 3.1 and p = 90 dB).

with RUB scheme over a massive MISOME transmission versus the distance dg for
the number of non-colluding eavesdroppers Ng. We can see that the ergodic secrecy
rate decreases as the distance dp increases. Moreover, as we expected, the ergodic
secrecy rate deceases when N increases. This is because eavesdropping ability of

eavesdropper increases with Ng.

3.5 Secrecy Outage Probability

In this section, we characterize the SOP of massive MIMOME transmission and its
existence probability of secrecy rate, interference-limited and single legitimate user

special cases. When the number of antenna elements grows very large, the asymptotic
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Figure 3.4: Exact and asymptotic upper bound of ergodic secrecy rate with RUB
scheme over a massive MISOME transmission for the number of non-colluding eaves-
droppers Ng (M = 200, d. = 30 m, « = 3.1 and p = 90 dB).

SOP is analyzed.

3.5.1 Massive MIMOME Transmission

The SOP can be calculated as

PanlRe) = [ prgl@) g 27501+ ) — 1 (3:31)
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Substituting (3.9) and (3.14) into (3.31), applying [97, eq.(1.111)], we can obtain

PNCE(R ) — N Ay NE — 1\ (M — 1\ (=1)™ M Np
out - 7/ 1 +Z
7=0 =0
S _$(1+])/pe 1
e +x
XA u+mWUHN[% *W’”]
e~ (1) (25 =1)/pp o —(1+i)2%°x/pp
x | 1— dx. (3.32)
14+ (14+4)(28 — 1) + (1 4 4)28sg]N-1

After some mathematical manipulations, we obtain the closed-form expression of the

SOP in the presence of non-colluding eavesdroppers as

PNCE(R NilMZl NE—l M — 1\ (—1)"* M N
out Z 1+Z

7=0 =0
(1+5)/pE 1 —(+0) (2% -1)/pp
E h(_”JAN—DG+ﬂ)—€
PE PE PE
147 (14 7)2% 1 1+4)(2% —1
I (pB( FA)Lpl D2 +<(1++Z).§2R >,N—1,(N—1)(1+j))
PBPe 1 s
1+ A (9Rs
+ (N = 1)1, < +‘7,1,(N— 1)j+N) — (N — 1)~ (9@ =1/p5
Pe
pe(1+7) 4+ pe(1+4)285 1+ (1 +4)(28 -1 ,
L ( 5 )po< ) : ((1+1§2RS ),N—l,(N—l)j+N . (3.33)

Existence Probability of Secrecy Rate

The existence probability of secrecy rate is the probability that the instantaneous
secrecy rate C is greater than zero, we can calculate the existence probability of

secrecy rate as

Pr[Cs; > 0] = /000 Do (2) Fyp () d. (3.34)

Substituting (3.8) and (3.13) into (3.34), applying [97, eq.(1.111)], and after perform-

ing integration, we can obtain the closed-form expression of the existence probability
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of secrecy rate in the presence of non-colluding eavesdroppers as

S ()

1+i ((1+i)p+ ] 1 ,
X{ +Z]1(( +1)p +irs. ,,N—l,(N—l)j)
PB PBPe 1+
1+ i)p, +j 1 _
(141i)p +1037 dN,(N—l)])].
PBPe 1+Z

+(N =1L ( (3.35)

Interference-Limited Case

Setting 1/pp and 1/p. are equal to zero in (3.9) and (3.14), substituting them into
(3.31), applying [97, eq.(1.111)], using [97, eq.(3.259.3'1), eq.(8.384.1)], and perform-
ing integration, we obtain the closed-form expression of SOP of interference-limited

case in the presence of non-colluding eavesdroppers as
Np—1M-1 L
Ng—1\ (M —1\ (-1)"""MNg
Pl (Ry) = ——
) = 2 2 D
. Rs i
{ 2P (N = L1 (N = 1)(1+ )+ 151 = s
1—
[2R: (1 44) — i)V

(3.36)

Single Legitimate User Case

Considering massive MISOME transmission scenario, the closed-form expression of

the SOP in the presence of non-colluding eavesdroppers can be obtained as

Ng—1 M s _(9Rs_1)4
Ng — 1\ (M (=1)"*7 Nge (2% =1)j/pB1
PR = > E . 3.37
out (Fs) ( i ‘ (141) + 2B jpp (3:37)

i=0 j=0 J

If the number of antennas M at Alice is large enough, the legitimate channel
capacity approaches a constant log,(1 + pp1 In M) [105]. Conditioning on 7g;, the
SOP can be calculated as

Pt (Rs) = Pr{yg > [(1 + pp1 In M) — 2] /273, (3-38)

Substituting (3.24) into (3.38), we obtain the closed-form of the SOP in the presence
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Figure 3.5: Secrecy outage probability of RUB scheme over a massive MIMOME
transmission for different antenna numbers M and/or legitimate users N (Ng = 20,
d. =30 m, « = 3.1, R, = 0.1 bit/s and p = 90 dB).

of non-colluding eavesdroppers as

out

PAMNRY) = 1 — (1= e Cmman-2tjatpn ) ¥ (3.39)

3.5.2 Numerical Results

Fig. 3.5 shows the SOP performance of RUB transmission over massive MIMO chan-
nels as a function of distance dp for different antenna number M and legitimate
user number N. We consider the scenario where all non-colluding eavesdroppers are
located on the ring with the distance 30 m from Alice. We can see that the SOP
increases to 1 as the distance dp increases due to severe path loss. Besides, multiuser

interference plays an important role in the SOP performance, resulting in higher SOP
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Figure 3.6: Exact and asymptotic of secrecy outage probability with RUB scheme over
a massive MISOME transmission for different antenna numbers M and/or eavesdrop-
pers Ng (de = 30 m, a = 3.1, R, = 0.1 bit/s and p = 90 dB).

with the increasing of legitimate user number N for fixed M. We also observe that,
the SOP decreases when M increases, as the SOP performance benefits from spatial
diversity.

Fig. 3.6 plots the exact and asymptotic SOP versus distance dp for different
antenna number M and different number of non-colluding eavesdroppers Ng, while
assuming Eve is the strongest one. We can observe that these two groups of curves are
approximately matched with each other, especially when the distance dp is compara-
ble to d.. Thus, the asymptotic SOP can used as the secrecy performance indicator
instead of the exact SOP, avoiding the complex expression of the exact SOP. Mean-
while, in both groups, the SOP increases when the distance dg increases. For fixed
Ng, the SOP decreases as antenna number M increases. The SOP increases when

more non-colluding eavesdroppers exist in the system.
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3.6 Effect of Colluding Eavesdroppers

In this section, we first analyze the statistics of received SINR in the presence of
colluding eavesdroppers. Then, we derive an expression of ergodic secrecy rate of
massive MIMO transmission. Numerical results are presented to compare the secrecy
performance of the system with two types of eavesdroppers.

When we consider the colluding eavesdroppers in the system, all eavesdroppers
cooperate together, and thus can be seen as a single multiple-antenna eavesdropper.
Thus, as an optimal technique, maximum-ratio combing (MRC) is employed at the
colluding eavesdroppers [106, 107]. As such, the received SINR at Eve, denoted as
the total received SINR at the colluding eavesdroppers, on the selected beam can be

given by

Ne
VE,CE = Z Ye- (3.40)
e=1

As all links between Alice and each of colluding eavesdroppers experience i.i.d fading,
we apply the moment generating function (MGF) to obtain the distribution of vg cg.
As such, the MGF of g cp can be obtained as

MVE,CE(S)

— |1+

N-1
$pe(N — 1)6(9%_8) (i — S) r (1 — N, L - s) Ne
e _ e e . (3.41)
1 — spe L —spe

We can obtain the corresponding PDF of g cp a8 Py op (#) = L7 [Mygce(s)] The
CDF of vg,cp can be calculated as Fy oo (@) =[5 Dayp.cn (£)dE.
Substituting (3.9) and F.

YE,MRC

(x) into (4.12), the ergodic secrecy rate in the pres-

ence of colluding eavesdroppers is given by

ECE[OS]
1 [®Fpo@) | &= (M—1\(=1)M o~ (1+Da/p5
" In2 ’ 1= Z ~ — (1= . dz.
In2 J/, 1+ — i 1+ [1+(1+2)J,‘]N_1

(3.42)

The integration can be solved numerically. The corresponding SOP and existence

probability of secrecy rate can be also evaluated.
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Figure 3.7: Ergodic secrecy rate of RUB scheme over a massive MIMOME trans-
mission in the presence of non-colluding eavesdroppers and colluding eavesdroppers
(M=120, N = 20, d. = 30 m, « = 3.1 and p = 90 dB).

Fig. 3.7 shows the ergodic secrecy rate as a function of dg with two types of eaves-
droppers over a massive MIMOME transmission. We can see that the ergodic secrecy
rate deceases as the distance dp increases. We can also observe that the ergodic se-
crecy rate deceases for both non-colluding eavesdroppers and colluding eavesdroppers
cases, as the number of eavesdroppers Ng increases. For fixed Ng, the ergodic secrecy
rate in the presence of non-colluding eavesdroppers is higher than in the presence of

colluding eavesdroppers as expected.



o8

3.7 Conclusions

In this chapter, the secrecy performance of the RUB-based massive MIMOME trans-
mission has been analyzed. We propose to apply RUB-based multiple antenna trans-
mission to enhance the secrecy performance of legitimate users in a wiretap envi-
ronment. We derived the closed-form expressions of ergodic secrecy rate and SOP
of massive MIMOSE transmission and its interference-limited and single legitimate
user special cases in the presence of two types of eavesdroppers. Numerical results
have illustrated the performance-complexity tradeoff among different massive MIMO
transmission schemes. Furthermore, RUB scheme can be considered to enhance se-
crecy performance where only partial CSI of legitimate users is available at the BS as
compared with ZF based and MRT based schemes, where the full CSI of legitimate

users is required.
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Chapter 4

Secrecy Performance Analysis of
UAV-Assisted Relaying
Communication Systems with

Single ground Eavesdroppers

4.1 Introduction

Wireless communication in an urban environment is challenging due to frequent ob-
structions and occlusions by buildings and other man-made obstacles. Unmanned
aerial vehicle (UAV) or drone can enhance communication reliability in such envi-
ronment by acting as relays to assist the existing communication systems. Unlike
traditional fixed ground relay, UAV relaying can adjust its location to cope with the
change of communication environment. Such development motivates many research
works on UAV-assisted relaying system in an urban scenario. More specifically, [108]
derives the optimal altitude for maximum coverage of the ground nodes in an ur-
ban communication environment. The outage probability and optimal altitude for a
multiple-hop UAV-assisted relaying system are studied in [109]. The authors in [110]
investigate the outage performance of a UAV-assisted relaying system with energy
harvesting under various parameters settings. In [111], the authors study the optimal
UAV relay position to enhance end-to-end throughput. The authors in [112] investi-
gate a UAV relay trajectory planning in an urban environment based on air-to-ground

signal strength.
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Meanwhile, UAV-assisted relaying systems face serious security challenges, espe-
cially in urban environment. First of all, the UAV-to-user channel can be easily
eavesdropped. Since urban environment is densely populated, it is very difficult to
identify and avoid eavesdroppers. Physical layer security (PLS) can enhance the se-
curity of wireless transmission by leveraging the wireless channel characteristics [113].
We note that the study of the secrecy performance of UAV-assisted relaying system,
especially in the urban environment, is very limited. The authors in [81] analyze
the secrecy outage probability (SOP) for a UAV-assisted network with multiple UAV
transmitters, multiple UAV relays, and multiple collaborative UAV eavesdroppers.
The authors in [82] analyze a ground communication network consisting of a trans-
mitter, a legitimate user, and an eavesdropper with the deployment of a UAV jammer.
In [83], the authors study a UAV-assisted jamming scheme for improving the secrecy
rate of ground wiretap channel. Besides, the secrecy performance of UAV-assisted
relaying system has also been investigated in [84, 85, 86]. The main challenge of se-
crecy performance analysis of UAV-assisted relay system in urban environment is the
consideration of shadowing effect caused by the high density of man-made structures.

In this chapter, we study the secrecy performance of a UAV-assisted relaying
communication system including a ground base station (GBS), a UAV relay, a legit-
imate ground user (Bob), and a ground eavesdropper (Eve) in urban environments.
We assume the direct GBS-to-Bob channel is blocked and Eve tries to eavesdrop
UAV-to-Bob channel, which is subject to random shadowing effect. We derive the
closed-form approximation of the intercept probability and the ergodic secrecy rate
of the system considering both line-of-sight (LoS) and non-LoS (NLoS) propagation
groups. We present numerical results which provide useful insight into the secrecy
performance of UAV-assisted communication systems in urban environment, includ-
ing the effect of the altitude of UAV, the types of the urban environment, and the
UAV transmit power.

The remainder of this chapter is organized as follows. The system and channel
models are presented in Section 4.2. We derive the expressions of the ergodic secrecy
rate and intercept probability in Section 4.3 and Section 4.4, respectively. Numerical

results are shown in Section 4.5. Finally, we draw our conclusions in Section 4.6.
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e~ UAV —— LoS

Figure 4.1: UAV relay-assisted relaying communication system in the presence of a
single passive eavesdropper.

4.2 System and Channel Models

We consider a UAV-assisted relaying communication system, as shown in Fig. 6.1,
in which a GBS intends to send information to Bob with the help of a decode-and-
forward (DF) UAV relay in the presence of Eve. We assume that the direct link from
GBS to Bob/Eve is blocked due to large obstructions, such as skyscrapers or large
buildings in the urban environment. We also ignore the effect of small scale fading.
We further assume that the UAV is hovering over a small area, the dimension of
which is much smaller than the distance from UAV to users. As such, the effect of
UAV movement is captured by shadowing effect. The altitude of the UAV relay is hy,
and the horizontal distances between the GBS and the UAV relay, between the UAV
relay and Bob and between the UAV relay and Eve are dg, dg and dg, respectively.
In the first hop, the GBS transmits its signal to the UAV relay, while in the
second hop, the UAV relay forwards its decoded signal to Bob. Eve eavesdrops the
transmitted message from the UAV relay. The received symbol at the UAV relay can
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be expressed as

Ysu = V Ps Lsuxs + Nsus (41)

where P; is the ground base station power, L, is the power attenuation due to path
loss and shadowing effects, x, denotes the transmit symbol with unit power, and ng, is
the additive white Gaussian noise with zero mean and variance Ny,. The instantaneous

received signal to noise ratio (SNR) at the UAV relay can be expressed as

o Ps‘gsu‘z

su 9 42
ol Lo N, (4.2)

where Lg is the free space path loss (FSPL) between GBS and UAV, depending on
the distance between GBS and UAV given by \/h% + d%, and |gs,|* is the log-normal

shadowing gain, which can be expressed as [114]

2

|gsu|2 = exp (—05“ + O'SUX) , (4.3)

In(10 —
210) ) obutd

dependent parameters, ag, and by, and X is a normal variable with zero mean and

where oy, = s« with elevation angle 6, and frequency and environment

unit variance. As such, the cumulative distribution function (CDF) of the received
SNR at the UAV can be obtained as

1 Inx —
F,  (r)=1- 3 erfc (M> , (4.4)

V202,

where ji,,, = —=5 T

oo 42
as erfe(z) = \% [ et dt.
In the second hop, the UAV relay transmits the re-encoded symbol z, with power

% 4 In ( By > and erfc(-) is the complementary error function, defined

P,. As UAV communicates with user j, j € {b : Bob,e : Eve} over an urban
environment, we consider two main propagation groups based on the definition in
[114] over UAV-to-user links. The first group corresponds to the LoS condition with
§; = 1, while the second group corresponds to NLoS with §; = 2. Let p,, denote the
probability of these two propagation groups for target user j. Thus, the probability



63

of LoS group can be expressed as [115]

1
1+ a; exp(—ijj) ’

pr=1-—ps= (4.5)
where 6, denotes elevation angle in radian between UAV and user j, and a; and b; are
constant values determined by the environment characteristics and the transmission

frequency. As such, the received symbol at user j can be expressed as

Yuj = V Pur/ Le;Tu + Mg, (4.6)

where L¢; is the power loss attenuation for propagation group &;, and n,; is the
additive white Gaussian noise with zero mean and the variance Ny at user j. The
instantaneous received SNR at user j under the propagation group ; can be expressed

as

Yui = Pu|gEj|2
uj LongO )

(4.7)

where Log, is the FSPL between UAV and user j and |ge, |? is the log-normal shadowing
gain for propagation group &;. After some mathematical manipulations, the CDF of

the received SNR at user j can be obtained as

2
. Inz — p., .
() =152 e [ 220w (4.8)
T 2 [9 42
§=1 20'§]_
o2 _ ;
where p1,,; = —~+n <LOZUN0) and og; = @a&e ks

With DF UAV relay, the instantaneous effective end-to-end SNR ~,; at user j can
be written as vs; = min(7ysy,,v,;). The CDF of the received SNR at user j can be

obtained as
Fy(x) =1—[1 = Fo(2)][1 = Fy(x)]. (4.9)

Substituting (4.4) and (4.8) into (4.9), we obtain the CDF of the end-to-end SNR ~,;
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at user j as
2
De; Inz — pu.,, Inz — i,
Fyi(z) =1— Z e erfc (2—27> erfc (—7) (4.10)

4.3 Ergodic Secrecy Rate

Non-zero instantaneous secrecy rate exists when legitimate user’s instantaneous chan-
nel capacity is larger than the eavesdropper’s instantaneous channel capacity, given
by [6]

10 1+ S _10 1+ se ) lf S > se;

07 if Vsb S Vse-

As such, the ergodic secrecy rate can be calculated as [98]

E[C,] = é / N %(?[1 _ B (2)]de. (4.12)

Substituting the CDF of SNR at Bob and Eve in (4.10) into (4.12), we can calculate

the ergodic secrecy rate as
2 De, D < 1 1 Inz —p Inz—p
E Os — 55 fe 1 _ = f Ysu f Yue
(Cd =) 41112/0 1+ 4erc< 502 e 952
sSUu fe
Inx — Inx —
w erfe [ o _Few ) e [ 22w ) g (4.13)
20§u A/ 20’2
b

&=18&e=1
Applying Gauss-Hermite Quadrature integration result [116], the closed-form approx-

imation of the ergodic secrecy rate can be obtained as

-, P&Pe. 1
S 4%1152 Z Z ij (gll x] 4g12<xj)) 5 (414)

Ep=18=1 j=1

where n is the number of sample points used, x;, j = 1,2,--- ,n, is the roots of the
physicists’ version of the Hermite polynomial H,(z) = (—1)"e* - e~ [117], the

associated weights w; are given by
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w; = ———Y—__[116], (4.15)

2+t
e t— W t— W
t) = f Jsu f Z Tub 4.16
91, (1) 1+€terc< — )erc = ( )
Su &-b
and
2+t t— t— t—
g, (t) = ‘ - erfc? ¢;“ erfc Prve | epfe | “—faw ) (4.17)
1 t+e 20-su 20’?E 20’?17

4.4 Intercept Probability

The intercept probability is the probability that the instantaneous end-to-end SNR
at Bob is less than that at. Eve (i.e. 74 < 7s). Conditioning on 7, the intercept

probability can be calculated as

Pu= [ prla)B(a)da, (4.18)
0
where p,, (z) and F,_, () denote the probability density function (PDF) of end-to-end
SNR at Eve and the CDF of end-to-end SNR at Bob, respectively.
Substituting the corresponding PDF of SNR at Eve and the CDF of SNR at Bob
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n (4.10) into (4.18), we can rewrite Py as

eXp _ (hl T—Hysy ) ’
Z Z / pgbpée 20-?“ erfc ].rll' B M'Yue
Fin 22/ 2m Vo2 202

Ep=1Ec=

eXp ( _ < Inz— Hyye ’
\/202 . o
+ ‘ erfc Iz = e, 1—

Inz —
x erfc <M>] dx. (4.19)
\/20%,

Using the approximation of error function [118] and carrying out integration and
manipulations, the closed-form approximation of the intercept probability can be

obtained as

P = prpge Z Zl [Z Um( I + \/_]2 m) - 221 ]3,m] , (4.20)

where
exp (— ngjfi)
I, = : (4.21)
\/ Z?:l i

[21 212(3 4) I 212(4 3) 131 213(744 ) I32 _13(734’8f) 133 -
I5(6,3,4, 5%). 134 = I3(2,1,1, 1), Is5 = 13(7 3,3, %), Isg = I1(7,4,3,5%%),
137_]3(643’24\f) I38_]3<322’256\f) 139 1(834 )and1310—13(833%)
Here

o ( - \4/(;2@)
)

[2(6117 az) = 5
D i1 Gi

: (4.22)
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and
3
(;Hg’:l J5h)?
a4 eXp 7
sEl=1s
I3(a1, a2, a3, a4) = 17 : (4.23)
2
\/ZHJ 1—JeXp ( ZH? 1%#)
=1 VE
pi, @ =1,2,3, denote fi,,, fy., Ho,,, Tespectively, and oy, ¢ = 1,2,3, denote 202,

2‘7557 2(7&), respectively.

4.5 Numerical Results

In this section, we present selected numerical results to investigate the security per-
formance of a UAV-assisted relaying system. The adopted urban environments pa-
rameters with the carrier frequency f. = 2000 MHz follow those used in [114], [119].

Fig. 4.2 presents the intercept probability as a function of eavesdropper distance
dg in an urban environment. We can see that the intercept probability decreases
as dg increases. Without loss of generality, we assume that the random small scale
fading factor follows Rician distribution with shape parameter K = 1/2. As such,
we can also observe that the small scale fading has a negligible effect on intercept
probability. This is because path loss and shadowing effects play the dominant role
in aerial communication systems.

Fig. 4.3 presents the intercept probability of UAV-assisted relaying system vs.
UAV height hy for different dg values in different urban environments. We can see
that the approximate results match well with the exact results from numerical inte-
gration. We can also see that when dg > dp the intercept probability first decreases
and then increases, and finally approaches 1/2 with increasing hy;. The reason is that
initial increase of hy can increase the probability of the LoS transmission for Bob more
than Eve. Further increasing hy results in a higher path-loss for both UAV-to-Bob
and UAV-to-Eve channels, causing the quality of both channels very similar. For the
same reason, the trend reverses when dg < dg. Moreover, we can also observe that
the intercept probability for urban environment is larger than that for dense urban
environment when dr < dp, and the trend reverses when drp > dg. We note that

the probability of LoS decreases and shadowing variance increases when moving from
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Figure 4.2: Intercept probability versus dg in an urban environment (dg = 250 m,
hy = 1000 m, dg = 300 m, Py = P, = 10 dBm).

urban environment to dense urban environment. When dg < dp, Eve experiences
less path loss but larger shadowing variance in the dense urban environment, which
helps reduce the intercept probability. When dg is larger than dp, the shadowing
variation benefits Eve more, leading to a higher intercept probability in the dense
urban environment.

Fig. 4.4 shows the ergodic secrecy rate as a function of UAV height hy for different
dg values in different urban environments. We can see that the approximate results
match well with the exact results from numerical integration. Besides, we can also ob-
serve that the ergodic secrecy rate decreases as hy; increases, due to an increasing path
loss for UAV-to-Bob channel, which reduces the amount of data that can be securely
transmitted. The ergodic secrecy rate in both urban and dense urban environments

is higher when dg < dg, as expected. Meanwhile, the ergodic secrecy performance
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Figure 4.3: Intercept probability versus hy for different values of dg in different urban
environments (dg = 150 m, dg = 300 m, P, = P, = 10 dBm).

benefits from larger shadowing variance of dense urban environment when dg < dp,
but suffers from it when dg > dp.

Fig. 4.5 shows the ergodic secrecy rate as a function of the UAV relay transmit
power P, for different GBS transmit power P; in different urban environments. We
observe that the ergodic secrecy rate first increases, then decreases with increasing
P,, and finally converges to a constant value. We can explain the behaviour as
follows. The end-to-end SNR ~; is limited by the second hop SNR +,; when P, is
much lower than FP;. The increasing P, leads to an increase of ,;, resulting in the
growth of the ergodic secrecy rate. When P, is slightly larger than P;, vy is largely
determined by the first hop SNR ~4, while the end-to-end SNR for Eve 7, is still
determined by the second hop SNR .., since the distance of UAV-to-Eve channel is

larger than the distance of UAV-to-Bob channel. In this situation, the enhancement
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Figure 4.4: Ergodic secrecy rate versus hy for different values of dg in different urban
environments (dg = 150 m, dg = 300 m, P, = P, = 10 dBm, n = 20).

of the instantaneous capacity at Eve is higher than the enhancement at Bob with the
increasing P,, which results in the decrease of the ergodic secrecy rate. However, when
P, is much larger than Py, the first hop SNR 74, limits both 7 and 4., resulting in

a constant secrecy rate value.

4.6 Conclusions

In this chapter, we analyze the secrecy performance of a UAV-assisted relaying sys-
tem with a single eavesdropper in urban environments. We derive the closed-form ap-
proximation of the intercept probability and the ergodic secrecy rate. The numerical
results show that increasing UAV height has different effect on intercept probability
depending on whether Bob or Eve is closer to UAV. We also show that shadowing
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Figure 4.5: Ergodic secrecy rate versus P, for different transmit power P; in different
urban environments (hy = 200 m, dg = 250 m, dg = 300 m and dg = 2dp = 600 m).

effect can benefit the ergodic secrecy performance when Eve is closer to UAV than
Bob. Finally, we find that increasing UAV transmit power may not always increase

ergodic secrecy rate.
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Chapter 5

Secrecy Outage Performance
Analysis of UAV-assisted Relaying
Communication Systems with

Multiple Aerial and Ground

Eavesdroppers

5.1 Introduction

Unmanned aerial vehicles (UAVs), deployed as relays, can enhance the coverage and
connectivity of traditional wireless communication systems, due to their inherent
properties,; such as high mobility and flexible deployment [120]. Meanwhile, security
is a significant challenge in UAV-assisted relaying communication systems since UAVs
are mostly unattended, and as such highly subject to eavesdropping. Physical layer
security has been proposed to improve the communication security by exploiting
wireless channel characteristics [121].

Many research works have studied the secrecy performance of UAV-assisted re-
laying communication systems in the presence of one or more eavesdroppers [79, 80].
The authors in [122] derive the closed-form approximation of the ergodic secrecy rate
and intercept probability while a ground base station (GBS) sends information to
a legitimate ground user with the help of a UAV relay in the presence of a ground

eavesdropper. Furthermore, multiple eavesdroppers considered as non-cooperation
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are often assumed to operate independently, whereas these eavesdroppers may coop-
erative to enhance their eavesdropping capability. In [87], the authors investigate the
secrecy performance of a UAV-assisted relaying system with multiple non-cooperative
ground eavesdroppers following an independent homogeneous Poisson point process
(PPP) in the two-dimensional (2D) space. The authors assume selection combining
(SC) scheme to combine the direct and relay branches at eavesdroppers. In [88],
the secrecy outage probability (SOP) is derived for a secure communication system
in the presence of multiple cooperative UAV eavesdroppers with the help of UAV
swarm relay in the three-dimensional (3D) space. Maximum-ratio combining (MRC)
is applied across multiple UAV eavesdroppers for overhearing the legitimate transmis-
sions from both the selected UAV transmitter and the UAV relay. Meanwhile, most
works on secrecy performance analysis under traditional relay networks have focused
on relay selection rather than cooperative strategies among multiple eavesdroppers
[123, 124, 125]. As such, it is necessary to investigate the cooperative strategy for both
multiple aerial and ground eavesdroppers under a UAV-assisted relaying communica-
tion system. Note that while having multiple eavesdroppers can degrade the secrecy
performance, directional beamforming transmission can be employed in UAV net-
works together with maintaining protection zones around the destinations to enhance
secrecy performance [126]. Moreover, random shadowing can impact channel quality
for UAV-based communications [122]. Yet, the existing works have not considered
such an important effect.

Motivated by the above, this paper aims to analyze the SOP of a UAV-assisted
relay communication system taking into account the shadowing effect, directional
beamforming, and cooperation between ground and aerial eavesdroppers. In the con-
sidered system, the UAV acts as a decode-and-forward (DF) relay to re-transmit
the signal from a GBS to the legitimate user in the presence of multiple UAV and
ground eavesdroppers. Particularly, we assume that multiple UAV and ground eaves-
droppers are randomly located outside of the protection zones in 3D and 2D space,
following a homogeneous PPP distribution, respectively. Herein, we study both the
non-cooperative and cooperative scenarios between the UAV and ground eavesdrop-
pers. By assuming the most general x-p shadowed fading channel [127], we derive
the exact closed-form expression of SOP for both scenarios of cooperation. Through
selected numerical results, we examine the effect of different parameters on the SOP
performance.

The remainder of this chapter is organized as follows. The system and channel



74

@ GBS ® UAV ® Bob <« Eavesdropper

Figure 5.1: Illustration of 3D geometric model of UAV-assisted relaying communica-
tion system in the presence of multiple colluding UAV eavesdroppers.

models are presented in Section 5.2. The moment generating function (MGF) of
eavesdropping SNR in the first hop and the second hop is derived in Section 5.3.
We derive the SOP analysis for non-cooperative and cooperative aerial and ground
eavesdroppers in Section 5.4. Numerical results are shown in Section 5.5. Finally, we

draw our conclusions in Section 5.6.

5.2 System and Channel Models

We consider a UAV-assisted relay communication system, as shown in Fig. 6.1, where
a GBS transmits confidential information to the legitimate ground user Bob. Since
the direct link from the GBS to Bob is blocked by large obstructions, e.g. mountains
and/or skyscrapers, the system employs a UAV relay to forward the information
in a DF fashion. Multiple aerial and ground eavesdroppers are assumed to try to

eavesdrop the information at different locations of the system.
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5.2.1 GBS-to-UAV Transmission

We assume the GBS, with a maximum coverage area radius of dqyax, is located at
the origin of the 3D space and the UAV relay is spatially located at a distance dgy
(dou < domax), with an elevation angle 6y, and azimuth angle ¢g, from the GBS.
As such, the altitude of the UAV relay is | = dgusin(fp). The GBS employs direc-
tional beamforming transmission towards the UAV relay. For the sake of analytical
tractability, we assume an ideal beam pattern with half beamwidth ¢; and constant
gains inside and outside of beamforming direction. Specifically, the GBS antenna

gain is approximately given by

Gy, inside beamforming direction;
GGBS = (51)
nGp, outside beamforming direction,

where 17 < 1is an attenuating factor. Assuming a log-distance path-loss and shadowed

fading model, the received symbol at the UAV relay can be expressed as

where P, is the transmit power of the GBS, K is the path-loss constant, o denotes the
path-loss exponent, hgy denotes the complex fading channel gain, x; is the transmit
symbol with unit power, and ngy is the additive white Gaussian noise with zero mean
and variance Ny. Accordingly, the instantaneous received singal to noise ratio (SNR)

at the UAV relay is given by

BG1Kdgg|haul?

No = pdgglhaul?, (5.3)

You =

where p; = P,G1K /Ny and |hgy|? is the fading channel power gain for the UAV relay
with E[|hqul?] = 1.

To enhance the secrecy performance, the GBS implements a protection zone along
the beamforming direction, with the help of a radar system. The range of the radar
system is dqu+91. As such, aerial eavesdroppers can only hover outside the protection
zone, i.e. at distances greater than dgy + 07 from the GBS along the beamforming

direction and at arbitrarily distances outside it. The received symbol at a particular
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aerial eavesdropper can be expressed as

Yge = PtGGBS Kd(_;gh(;el't + NGe, (54)

where dg, is the distance between the GBS and eavesdropper and ng. is the additive
white Gaussian noise with zero mean and variance Ny. As such, the instantaneous

SNR at the eavesdropper is given by

YGe = pdég‘hGePa (55>

where p = P,GapsK /Ny is the transmit SNR and |hqe|? is the fading channel power
gain with E[|hge|?] = 1.

We assume that the aerial eavesdroppers cooperate with each other. Particularly,
the signals received at the different eavesdroppers are combined together using MRC
before detection [106]. As such, the effective eavesdropping SNR over the first hop is
given by

Yer = pdgllhcel, (5.6)

ecdapr

where ®qr denotes the set of aerial eavesdroppers.

5.2.2 UAV-to-Bob Transmission

The UAV relay first decodes the information symbol and then forwards it to Bob over
the second hop with power P,. We assume that the UAV relay also adopts beamform-
ing transmission with half mainlobe beamwidth 6y and antenna gain approximated
as:

(G5, inside beamforming direction;

Guay = (5.7)

nGs, outside beamforming direction.
As shown in Fig. 6.1, the coverage of the second hop is a circular area centered at the
UAV relay’s ground projection with a radius of [ tan(fy), and there exist a protection
zone around it with radius rymax. We assume that Bob lies inside the coverage area
with distance dyg < [/ cos(fs) from the UAV relay and no UAV eavesdropper is in the

protected area to eavesdrop on the second hop. As such, the instantaneous received
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SNR at Bob is given by
YuB = padyy|husl?, (5.8)

where py = P,G2K /Ny and |hyg|? is the normalized fading channel power gains.
With the help of the UAV relay, Bob can ensure that no eavesdropper is located

inside the coverage area of the beamforming direction, yet, multiple ground eavesdrop-

pers are randomly located outside of the mainlobe area, following a PPP of density

Aug- The instantaneous SNR at a ground eavesdropper is given by

YUe = 77p2d6:|hUe|27 (59)

where |hy.|? is the fading channel power gains with E[|hy.[?] = 1 and distance
dye > 1/ cos(6s). Following the colluding eavesdropper assumption, the effective

eavesdropping SNR over the second hop is given by

yue =Y npadyllhuel’, (5.10)

e€Pygp

where ®yg denotes the set of ground eavesdroppers.

Throughout the analysis, the general x-p shadowed fading model that takes into
account the existence of the Line of Sight (LOS) component and local obstacles is
assumed. As such, the cumulative distribution function (CDF) of the received SNRs

at legitimate destinations and eavesdroppers are generally given by [127]

Fyy(r) =1- Z Ci exp ( ) ng (L_a)j (5.11)

PNd @/ o pndy ar
where M € {GU, Ge, UB, Ue}, N = 1 or 2 depending up the hop under consid-

eration, C; and a; are expressed in terms of the x-p shadowed fading parameters

(k, n and m) as C; = (mZ “) (Hlm)l (HLm)m a Z, and a; = mzaTR). Here, k is the

strength of LOS component, 1 is the number of clusters and m is the parameter of

the Nakagami-m fading.

5.3 MGF of Eavesdropping SNR

In this section, we derive the MGF of eavesdropping SNR.
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5.3.1 First Hop

Applying the probability generating functional (PGFL) for the PPP ®gg, the MGF

of 7qg can be calculated as

M’YGE (5) =K

exp <s Z pdG2‘|hGe|2>]

ecdbgp

= exp { — )\GE/ [1 — Ejpg.? (exp (SPCO‘WGB\Z)) }d’ye},
1%

(5.12)

where V' is the spacial area that UAV eavesdroppers are located.
Considering eavesdroppers inside and outside mainlobe separately, the MGF of

YGgE can be rewritten by
MWGE(S) - MVGEI (S) X MWGEz(S)a (513)

where

5—(00—01) ppot+01 pdomax )
M (8) ®exp — )\GE/ / / r; sin 0
2 —(60+61) wo—01 dau+91

2

[1 — Ejpg 2 (exp (splr;a|h(;e\2))} drededgo}, (5.14)



79

and

5—(00+01) p27m  pdamax
Mg, (5) ®exp§ — Ace / / / r2sind
0 0 0

™

r 7 b 2 pdamax
1 — By o (exp (snp17% heel2)) | dredbdip | + / / / 2 5in 0
B - (60—61) JO 0

- q 57— (60 po—01 prdomax

1 — Ejpg, 2 (exp (snprrs *|hael?)) | dredfde | + / / / r2sind
- y i 5 —(00+01)
- - 1 53— (0o damax

1 — Ejpg, 2 (exp (snprrs *|hael?)) | dredfde | + / / / 72 sin 6
- - 5—(00+01) Jpo+01

- dGU sin(6() cos(6q) __dgusin(fg)re

_ . ] dgu sin(6o)+ FUMAX ToNAN
I— E|hGe|2<eXp (Snplre ‘hGe’ )) d?”ededgo —
] - 0

dGU COS(90)+TUMAX 27
/ / Te [1 — Ejpg. 2 (exp (snplr;a\hGeP))} dredzdgo] } . (5.15)
d 0

Gu cos(6o)

Note that we approximate the round spherical sector with rectangle one for a tractable
analysis, the accuracy of which is checked using simulation results.

Substituting the MGF of received SNR over x-u shadowed fading [127] into (5.14)
and after some mathematical manipulation, the closed-form expression of M, ()

can be obtained as
2 . .
Mg, (8) = exp { - 591)\013[8111(90 +0;) — sin(6y — 0;)]
3 3 Y . \
dinax |1 — F ok mm; 1- o sp1dcax@®s sprdayax@2 || — (dgu + 01)

3 3
X {1 - F <—E§M —m,m;1 — o sp1(dgu + 01) “aq, sp1(dgu + 51)“%)] > }7

(5.16)

and Fi(a;by,be;c;2,y) = Z Z (@mesn(b)m(bo)n 2™y with the

where as e -

_ 1
T p(l+k)

m=0n
Pochhammer symbol (q), is the Appell hypergeometrlc function of two variables
[128]. Furthermore, the closed-form expression of M., (s) can be also obtained

following the similar steps. By combining M., (s) and M,.,,(s), the closed-form
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expression of the MGF of ygg for a k-pu shadowed fading channel can be obtained as
2 . :
M’YGE (S) = exp { — 591)\GE[51H(90 + 91) — SID(QQ — 91)]
3 3 3 —a -« 3
denax |1 — Fi T p T 1- P sprdaniax i, sp1dnaxaz | | — (deu + 01)

3 3 —Q —Q
X {1 - F (—a;u —m,m;1 — a;sm(deu +81) %ay, sp1(dagu + 61) (12)] >

2 3

— §>\GE |:7T — 0[sin(Oy + 61) — sin(by — 91)]} (déMAX [1 - F (—%; w—m,m;1l — o

d2.; sin(g) cos(6y)

TUMAX

1 <(dGU cos(f)

sNp1dayaxais snpldaﬁ“/IAXag) 1 ) + TACE [dGU sin(fp) +

2 2 3
+ ruMax)’ [1 - ( R 1- o snp1(dau cos(p) + rumax) “ar,

2 2

snp1(dgy cos(y) + rUMAX)aa2):| — d2; cos?(6p) [1 - F ( — i mym; 11— =

_ QdGU sin(é’o)w)\GE

snp1(dgu cos(0p)) ™ “aq, snp1(dau cos(@o))_aag)} ) ((dGU cos(6o)

3rumMax

3 3 —a
+ 7“UMAX)3 [1 - ( - a; w—m;m; 1 — a; Snpl(dGU 008(90) + T‘UMAX) ai,

3 3
snp1(dgu cos(by) + TUMAx)_aag):| — d%U Cos3(80) [1 - KR ( — E; w—m;m;1 — a;

snp1(dgu cos(0y)) “ar, snp1(dgu COS<90>)_aCL2):| ) } (5.17)

5.3.2 Second Hop

Applying the PGFL for the PPP ®yg, we arrive at

UMAX —02

TUMAX
M. s (s) = exp { - 277)\UE/ Te [1 — M2 (snpa(h® + rz)z)}dre}, (5.18)

where M\, 2(+) is the MGF of |hye|?. Changing h* +r? = u and du = 2r.dr, and

after some mathematical manipulation, the closed-form expression of the MGF of vyg
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can be obtained as

2 2
My (s) = eXp{ - WAUE([TIQJMAX +dy Sin2(90)1 {1 -k (—a;/ﬁ —m,m;1 ——;

(0%

snp2(rinax + dau sin®(60)) a1, snp2 (rivax + dau sin2(90))’aa2) }

2 2
— [déU sin?(6)(1 + sin2(6’2))] [1 - F (——;,u —m,m;1 — —;
o

(0%

snpaday sin™*(6p) (1 + sin2(92))_%a1, snpadaysin™*(6p) (1 + sin2(92))_%a2) } > }

(5.19)

5.4 Secrecy Outage Probability Analysis

The instantaneous secrecy rate C exists when instantaneous capacity of GBS-to-Bob
channel Cp is better than that of GBS-to-Eve channel Cg, i.e.

Cp—Cp,  Cp>Chg;
o, =0 P F B=r (5.20)
O, CB<CE7

where Cp = logy(1+vg) and Cg = logy(1 + k). As such, the SOP is the probability

that the instantaneous secrecy rate Cj is below the target secrecy rate R, given by

Py(R,) = Pr(C, < R,). (5.21)

5.4.1 Non-Cooperative Aerial and Ground Eavesdroppers

In this case, secrecy outage occurs when either the first or the second hops (or both)
experience security outage. Consequently, the overall SOP at a target secrecy rate

R, can be calculated as
P,i(Rs) =1— (1 —S0P;)(1 —SOP,), (5.22)

where SOP; is the SOP of the first hop and SOP, is that of the second hop. Note
that the SOP of the first hop at the target secrecy rate R, is mathematically defined
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as
SOP; = Prflogy(1 + vau) — logy(1 +var) < Ry, (5.23)
and that of the second hope as
SOP, = Prllogy(1 4+ yu) — logy(1 + yur) < Rs). (5.24)

Conditioning on the eavesdropping SNR, the SOP can be calculated as

Pt =1~ (1 By [P (1) + 2]
. (1 _E,, [ (27 — 1) + 2% y08)] ) (5.25)

where F.

WGU(')

and F.

YUB

(-) are the CDFs of the received SNR at UAV and Bob,
respectively. Substituting (5.11) into (6.17), we can rewrite the expression of SOP,
while noting that E[Z%e*?] = L E[e4] = MP(s), as

T dsk

s EEEE 00

w ZoRe(katha) QR _ 1) (i) —(hiths) o=(2%—1)(A+B)
x MF) (—2F HY)MP) (—27 B), (5.26)
where = = Ciy Cig _ A=—L andB=—1 Thus, the closed-
(31)!(G2) (p1dGGa1)1 (padygar)i2”’ prdgpal pedygar ’

form expression of the effective end-to-end SOP can be obtained by substituting (5.17)
and (5.19) into (5.26).

5.4.2 Cooperative Aerial and Ground Eavesdroppers

When the aerial and ground eavesdroppers can cooperate with each other, the effective

eavesdropping SNR 7gcop can be written as

VEcop = VGE + YUE- (5.27)

We can obtain the closed-form expression of the MGF of yg.op, by multiplying (5.17)
and (5.19). The SOP of the relay transmission system at target secrecy rate R, can
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Figure 5.2: SOP as a function of transmit SNR pr for non-cooperative/cooperative
UAV and ground eavesdroppers with different densities Aqy, Aug (7 = 0.1 and R, =
5).

be calculated as

Po2(RS) = Pr[10g2(1 + YBend) — 10g2(1 + VECOP) < Rs], (5-28)

where ygeng is the effective instantaneous end-to-end SNR, i.e. Vgena = min{ycu, Yus},
whose CDF can be obtained as

m—pum—pum—i;—1 m—iz—1

F'YBe"d(x) =1-[1- F’YGU(x)][l - F’YUB<:C>] =1- Z Z Z Z E$j1+j2€7Dm>

11=0 i2=0 71=0 j2=0

(5.29)
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(pldGU+p2dUB

where D =
prp2dgrdygar

. Conditioning on Ygeop, the SOP can be calculated as

YEcop [FVBend ((ZRS - 1) + 2R57ECOP)]

m—pm—pm—ii—1 m—iz—17j1+j2 J1+ o
S-Y Y S S (M)

11=0 12=0 51=0 72=0 =

Pyu(Rs) =E

—_ L —(9Rs_
% :2Rsk(2Rs o 1)]1+J2 ke—(2%=1)D

x MW (=2%D)MP) (—2fD). (5.30)

5.5 Numerical Results

In this section, we provide simulation results to verify the presented analysis, and to
show the effect of different system parameters. The simulation parameters are set as
follows: 0y = 50°, 8; = 10°, ¢y = 85°, Oy = 15°, dgy = 0.5 km, dgmax = 1 km, ryp
=01km, 0 =01km,a=3 k=5 m=3,and yu = 2.

Fig. 5.2 plots the SOP versus transmit SNR pr for non-cooperative/cooperative
UAV and ground eavesdroppers, and different densities Aqg and Ayg by assuming
pr = p1 = p2. We can see that the analytical SOP values are slightly smaller than
the simulated ones. This is because the size of the protected area increases with the
approximation in the MGF calculation, leading to a slight increase of the secrecy
performance in the analysis. The figure shows that the SOP is a decreasing function
in pr, which implies that increasing the transmit power can enhance the secrecy
performance, as expected. On the other hand, the SOP increases as the density of
eavesdroppers increases. Moreover, the gap between cooperative and non-cooperative
schemes is larger as the density of eavesdroppers increases.

Fig. 5.3 shows the SOP as a function of the ratio of the eavesdroppers density
Aqe/Aug for non-cooperative/cooperative UAV and ground eavesdroppers with dif-
ferent attenuating factor 7. We can see that the SOP generally increases as Agg
increases or 7 increases for a fixed Ayg. This is because larger Agg and/or n im-
ply more eavesdroppers with possible better received signals. Again, the cooperative
UAV and ground eavesdroppers scheme provides better performance as compared to
non-cooperative case.

Fig. 5.4 plots the SOP as a function of the target rate R, for non-cooperative UAV
and ground eavesdroppers with different density Ayg. We consider highly unbalanced

hops with p; = 20 dB and p, = 1 dB, leading to a much weaker second hop. We
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Figure 5.3: SOP as a function of the ratio of the eavesdroppers density Agg/Aug for
non-cooperative/cooperative UAV and ground eavesdroppers with different attenuat-
ing factor n (A\yg = 0.001, n = 0.1, Ry = 5 and p; = py = 20 dB).

observe that the SOP and SOP, increase as R, increases as expected. We can also
see that the gap between SOP and SOP; becomes smaller as Ayg is increased over
the second hop. This implies that the weaker hop has a major effect on the SOP

performance for non-cooperative schemes.

5.6 Conclusion

In this chapter, we analyzed the secrecy performance of a UAV-assisted relaying
communication system in the presence of multiple UAV and ground eavesdroppers.
Directional beamforming transmission is employed at the GBS and UAV relay to

enhance secrecy performance. We derived the closed-form expression of the SOP for
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R,

Figure 5.4: SOP as a function of target rate R, for non-cooperative UAV and ground
eavesdroppers with different density Ayg (Agg = 0.01, n = 0.1, p; = 20 dB and p, =
1 dB).

both non-cooperative and cooperative UAV and ground eavesdroppers schemes while
all the channels experienced x-p shadowed fading. Selected numerical results showed
the advantage of cooperative schemes over non-cooperative ones from eavesdropping

point of view.
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Chapter 6

Secrecy Performance Analysis of
Ground-to-Air Communications
with Multiple Aerial
Eavesdroppers and its Deep

Learning Evaluation

6.1 Introduction

Unmanned aerial vehicles (UAVs), also known as drones, can enhance the performance
of wireless communication systems, especially in some emergency environments, such
as natural disasters and military operations [120]. Meanwhile, the broadcast nature
of wireless channels makes the exchange of secure information challenging. Physical
layer security can exploit wireless channel characteristics and serve as an additional
security mechanism [129].

There is a continuing interest in the secrecy performance improvement for UAV-
based communications [130, 79, 80, 131, 132, 133]. Meanwhile, few work consider the
case of UAV eavesdropping. Note that all UAV-based communication systems involve
the ground-to-air transmission link, which may be subject to eavesdropping by enemy
UAVs. [134] studies the secure connection probability in the presence of multiple non-
colluding UAV eavesdroppers, where the eavesdroppers are assumed to be deployed in

an aerial two-dimensional (2D) plane. In general, UAV eavesdroppers may randomly
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distributed in three-dimensional (3D) space [135, 136]. In this paper, we study the
secrecy performance of information transmission from a ground base station (GBS)
to a legitimate UAV user in the presence of multiple UAV eavesdroppers. GBS
applies the directional beamforming for transmission while maintaining a protection
zone to enhance secrecy performance[126]. UAV eavesdroppers are randomly located
outside of the exclusion zone in 3D space, following a homogeneous Poisson point
process (PPP) distribution [137]. Due to obstacles in the local environment, random
shadowing can impact channel quality for UAV-based communications. Assuming
the most general k-u shadowed fading model[138], we derive an exact closed-form
expression of secrecy outage probability (SOP) for the ground-to-air transmission
scenario under consideration.

As a subset of machine learning, deep learning technique has been wildly ap-
plied to wireless system and network design [139, 140, 141]. Unlike theoretical tools
provided by the complexity analysis, deep learning techniques can easily handle the
wireless network by mapping the input network parameters with the output network
performance. In [142], the authors use a parametrized sigmoid-like function to predict
the coverage probability in a random wireless network. In [143], the UAV position-
ing for throughput maximization is analyzed by applying multi-layer perceptron and
long short-term memory approaches. Besides, the unsupervised learning clustering
technology is employed to the air-to-ground channel for UAV based communication
networks [144]. Nevertheless, few work has adopted deep learning in system perfor-
mance analysis. To our best knowledge, the only previous work along this direction is
[142], which use a parametrized sigmoid-like function to predict the coverage proba-
bility in a random wireless network. In this paper, to further reduce the computation
time for evaluating the resulting SOP, we derive a deep learning model to accurately
predict SOP. In particular, we build a deep neural network (DNN) to capture the rela-
tionship between system parameters and the corresponding SOP, which can efficiently
predict the SOP performance for various practical scenarios of interest.

The remainder of this chapter is organized as follows. The system and channel
models are presented in Section 6.2. The secrecy performance analysis is presented
in Section 6.3. We propose a deep learning approach and corresponding numerical

results in Section 6.4. Finally, we draw our conclusions in Section 6.5.
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Figure 6.1: Hlustration of 3D geometric model of UAV-based communications in the
presence of multiple UAV eavesdroppers.

6.2 System and Channel Models

We consider the transmission from a GBS to a legitimate UAV user (Bob) in the
presence of multiple UAV eavesdroppers. Without a lack of generality, we assume the
GBS is located at the origin of the 3D space and its coverage area is a hemisphere
centred at the GBS with radius 7.y, as shown in Fig. 6.1. We assume the GBS
applies the directional beamforming transmission with half mainlobe width ;. The

antenna gain can be approximately modeled as :

Gy, inside mainlobe;
G = (6.1)
nGp, outside mainlobe,

where 77 < 1 is the attenuating factor for the sidelobe gain. We assume Bob lies at
the center of the mainlobe with distance rg. The GBS maintains a protection zone to
enhance secrecy performance. The protection zone X has a radius of r; for sidelobes

and a radius of ry for mainlobe, ro > r{. We assume the spatial distribution of UAV
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eavesdroppers follows a homogeneous 3D PPP &,/ X of density A..

The received symbol at Bob can be expressed as

yg =/ PiGo\/ Krg®hpx, + np, (6.2)

where P, is the transmit power of GBS, K is the path-loss constant, « is the path-loss
exponent, hp is the complex fading channel coefficient, x; is the transmit symbol with
unit power, and np is the additive white Gaussian noise with zero mean and variance
No. Accordingly, the instantaneous received signal to noise ratio (SNR) at Bob is

given by

B.GoKrg®|hg|?
B pu—

s = g hal (63)

where py = P,GoK /Ny and |hg|? is the fading channel power gain with E[|hg|?] = 1.
Due to the existence of the Light of Sight (LOS) component and obstacles in the
local environment for the open air scenario, we assume that the GBS-to-Bob channel
follows k-u shadowed fading. As such, the cumulative distribution function (CDF) of
the received SNR at Bob vp is given by [127]

o) =1 ’”zc e 5L (p_) 6.4)

—Q —Q
PMT g @1 =0 J! MTp Q1

where the parameters C; and a; are expressed in terms of x-u shadowed fading pa-

rameters, namely x, u and m, as C; = (m;“) (%Lm)l (Rfm)mfufi, and a; = %
Here, k is the strength of LOS component, p is the number of clusters and m is the
parameter of Nakagami-m fading.

Similarly, the received symbol at UAV eavesdropper e can be expressed as

Ye = V PG/ Kry%hexy + ne, (6.5)

where 7, is the distance between GBS and UAV eavesdropper e and n, is the additive
white Gaussian noise with zero mean and variance Ny. As such, the instantaneous

SNR at UAV eavesdropper e is given by

Ye = pre_a|h6|2, (6.6)
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where p = P,GK/Ny is the transmit SNR and |h.|* is the fading channel power
gain with E[|h.|?] = 1. We also assume GBS-to-UAV eavesdropper channel follows
r-p shadowed fading. Since all UAV eavesdroppers cooperate together, the optimal
technique is to apply maximum-ratio combining (MRC) to the signal received at the
eavesdroppers before detection [106]. As such, the effective eavesdropping SNR is the
sum of received SNR at the colluding UAV eavesdroppers, given by

Yex = Y, protlhel” (6.7)

e€d. /X

As such, the moment-generating function (MGF) of yg/x can be calculated as

M,  (s)=E

TE/X

ew (s 3 prga|he|2)], (69

e€d. /X

where s is a complex number frequency parameter.
Applying the probability generating functional (PGFL) for the PPP &./X [137],

we arrive at

MWE/X(S) = exp { — /\e/v [1 —Ejp 2 (eXp (spre_"‘|he|2)) }dre}, (6.9)

where V' is the spacial area that UAV eavesdroppers are located. Considering eaves-
droppers inside and outside mainlobe seperately, the MGF of vg/x can be rewritten
by

M’YE/X (S> = M'YEl (S) X M’YE2 (5)7 (61())
where

2m % Tmax
M., (s) =exp { — )xe/ / / 72 sin 0 [1 — Ejp, 2 (exp (sanre_o‘|h6|2))} d@dgpdre},
0 01 1

(6.11)
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and

21 01 Tmax
M., (s) = exp { - )\e/ / / r2sin @ [1 — Ejp 2 (exp (s,oMre’o‘|he|2))} d@d(pdre}.
0 0 ro

(6.12)

As such, M

4 (8) can be rewirtten as

T1

M., (s) =exp { — 21, 008(01)/ - [1 — M|he|2(sanr;O‘)}rgdre}, (6.13)

where M, 2(+) is the MGF of |h.|*. Substituting the MGF of |h|* for k-p fading
[127] into (6.13), the closed-form expression of M., (s) can be obtained as

3
M., (s) = exp { — 27\, cos(by) [T’?X
3 3 3
x(1-F ——;u—m,m;l——;Sanal,sana2 o
o @ Thax  Tiax 3

3 3
X (1 ) (——,u m,m;1— =, ZPM SWMGQ)) ] } (6.14)
(8] (8 Tl 7"1

and Fi(a;by,be;cix,y) = Z Z %(Z’Q)x y™ with the
m=0n=0
Pochhammer symbol (¢), is the Appell hypergeometric function of two variables

1
where Ay = m

[128]. The closed-form expression of M. (s) can be also obtained following the

similar steps. After combining M., (s) and M., (s), we obtain the closed-form
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expression of the MGF of vg/x for a x-;1 shadowed fading channel as

M'YE/X (8) = exp { _2;:)\8 (COS<61> |: Tmax

3 3
Y R
[0

« o
a Tmax Tmax

X (1—F1 <—§7M m,m; 1—3 Sana17Sana2>>}>
a a’ g ré
+ ([1 — cos(61)] [rilax

3 3
X(l—Fl(——,u mm1——,8'0Ma1,m>)—7’;5
o o Ty o

max max

3 3
x (1—F1 (——,M m, m; 1__)3%%)@))])}‘ (6.15)
« aory rs

6.3 Secrecy Performance Analysis

The instantaneous secrecy rate C exists when instantaneous capacity of GBS-to-Bob

channel Cp is better than that of eavesdropping channel Cg, i.e.

Cg—Cg if Cg > Cg;
C = B E B=>CUg (6.16)
0 else Cp < Cg,

where Cp = logy(1 + v5) and Cp = logy(1 + vg/x). The SOP is the probability
that the instantaneous secrecy rate C; is below the target threshold secrecy rate R,
(Rs > 0). Accordingly, the SOP can be calcuated as

Pout(Rs) = By [Fyp (27 = 1) 4+ 2%qg/x)] . (6.17)

Substituting the CDF of the received SNR at Bob in (6.4) into (6.17), we can calculate
of the SOP as

ofts — 1\ "IN () (2f — 1)ikoRsk
Pout —1_ZCGXp< ) <i:)( )_ j
k=0

pMTE" A - Jpmrgar)

7=0
2Rs
X ]E'YE/X [VE/Xk €xp ( Te/% >:| (6.18)

pMTB a
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Figure 6.2: Secrecy outage probability of GBS to UAV transmission versus various
transmit SNR p for different attenuating factor n (A, = 1073, a = 3, 6; = 30°, rp =
1.5 km, r; = 2 km, 75 = 4 km and 7., = 5 km).

Noting that E[Z%e*?] = L E[e*?] = M%) (s), the closed-form expression of SOP can

T dsk

be obtained as

— R m—i=1 J ;.\ (oR Rk
2 S — 1 2 S 1 J 2 s
Pou(R,) =1—=Y  Ciexp <__) <i:)( )
; : .

J(pmrptar)?

(6.19)

where M, (s) is given in (6.15).
Fig. 6.2 plots the SOP as the function of transmit SNR p for different sidelobe

attenuating factor n. The parameters for fading channel are set as: k = 5, u =
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2, and m = 3. The perfect match with simulation result verifies our analysis. We
first find that the SOP is a decreasing function in p, which implies that increasing
transmit power can enhance secrecy performance. Another non-trivial observation
is that the SOP increases with the increase of 1. This implies a larger protection
zone radius for sidelobe is needed to maintain the same SOP performance when 7
increases. Although the closed-form result saves the running time to evaluate SOP
compared to simulation, it is still quite complex, requiring long computation time. In

the following section, we develop a deep learning approach to predict SOP efficiently.

6.4 Deep Learning Evaluation

In this section, we build a DNN to evaluate the SOP performance. In particular, the
system parameters, including R, o, A., 01,71, 72,75, and 7ry., denoted collectively
as ®, are used as the input to the network. The corresponding SOP P, (Rs) is
the output of the network, shown in Figure 6.3. Each hidden layer consists of many
neurons, which apply nonlinear activation function to the weighted sum of the outputs
of the preceding layer. The commonly used activation functions for such nonlinear
regression problems include the sigmoid function and the rectified linear unit (ReLU)
function. We use ReLLU function, given by [145] §(z) = max(0,x), as our activation
function due to its high computational efficiency and good convergence performance
[146], which will be illustrated in the following numerical examples.

To train the DNN and determine the optimal weights w, we use the analytical

SOP expression derived in previous subsection to generate a data set, denoted by

7 = { (@9, Py (Ry)W) i =1,2,- - ,N}, (6.20)

where @@ is the ith input, Pout(Rs)(i) is the corresponding SOP, and N is the size
of the dataset. The values of the input parameters are randomly drawn over the
value range shown in Table 6.1. During the training process, we apply the mini-batch

algorithm [147] to minimize the Huber loss function, defined as

LP (R — f(®@Y):w)|?, for LU) < §;:
Ls, (w) = Z 2| Pout (Rs) ( )| T > 0p (6.21)

7 |00l Pas(R)Y) — F(@0;w)] — 152, otherwise,
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Figure 6.3: Structure and components of our DNN model.

Table 6.1: Input Parameters and Values for DNN Model

R, « Ae 0,
[0, 7] bits/Hz/s 2,4] [1,5]x107% | [30°,60°]
™ T2 B T'max
2,3] km (3,4] km | [0.5,1.5] km | [5,6] km

where 0y, is a hyperparameter, f(®U);w) is the output of DNN for input ®), and
N7 < N is the size of training dataset. Huber loss function has the property of mean
square error (MSE) when the error is small, but more robustness to outliers [148].
Note that the remaining N — Ny data samples are used for validation purpose.

Fig. 6.4 compares the accuracy and loss with different activation and loss functions
for both training and validation datasets. We use 3 hidden layers and 64 neurons/layer
in the DNN model with §;, = 1078 for Huber function. From the loss subfigure, we
observe that the loss of Huber function is smaller than that of MSE for both Sigmoid
and ReLLU activation functions. For each loss function, ReLLU performs better than
Sigmoid. Meanwhile, from the accuracy subfigure, although MSE loss with ReLLU can

provide the accuracy as well as the convergence speed, Huber loss with ReLU can
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Figure 6.4: Accuracy and loss versus epoch for different activation and loss functions.

also increase to one after 50 epochs. Considering the property of Huber loss function
and its accuracy, we use the Huber loss together with ReLU activation to predict the
SOP performance in our DNN model.

Fig. 6.5 presents the SOP as a function of R, for different A\, and «. we can find
that our DNN model provides a very accurate prediction of the SOP. Besides, we can
observe that the SOP improves when « increases performance and/or A, decreases.

Fig. 6.6 plots the SOP as a function of r1/ry for different 6; and p. We can
see that the SOP decreases as 11 /1y increases. This is because fewer eavesdroppers
outside the main lobe area eavesdrop the transmitted signal. For fixed p, we can
also observe that the SOP with larger 6, provides lower value. This is implied that
increasing the protection zone can improve secrecy performance. Particularly, when
r1/72 is equal to one, the value of SOP from different 6; is the same. This is because

all the eavesdroppers are located in a half-spherical ring area. Furthermore, the SOP
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Figure 6.5: Secrecy outage probability of GBS to UAV transmission versus different
target rate R, for different A, and o (p = 10, ; = 30°, rp = 0.5 km, r = 2 km,
ro = 3 km, rya. = 5 km).

decreases as p increases for both 0, as expected.

We also compare the running time of Monte-Carlo simulation, closed-form analy-
sis, and DNN prediction. The results show DNN analysis takes the shortest running
time, only requiring 162.6535 microseconds to obtain a target SOP value. Closed-form
analysis follows with 0.4851 seconds/value. In order to get stable results, we select
100,000 samples through Monte-Carlo model, which takes 221.8186 seconds/value.
DNN approach can greatly facilitate SOP analysis.
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Figure 6.6: Secrecy outage probability of GBS to UAV transmission versus different
ratio 71 /7y for different 6; and p (A\. = 3 x 1073, R, = 5 bits/Hz/s, rg = 0.5 km,

ro =4 km, rp. =5 km, n =1).

6.5 Conclusion

In this chapter, we analyzed the secrecy performance of GBS to UAV transmission

in the presence of multiple UAV eavesdroppers. We derived the closed-form expres-

sion of the SOP while all the ground-to-air channels experience x-u shadowed fading

when a general exclusion zone is implemented. Moreover, we proposed a DNN model

with ReLLU as activation function and Huber loss as loss function to predict the SOP.

Numerical results have verified that our proposed DNN model can predict SOP per-

formance with high accuracy and short running time.
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Chapter 7
Conclusions and Future Works

In this chapter, we first highlight the contributions of this thesis. Then, we propose

some research topics as future works.

7.1 Conclusions

In this thesis, we focus on the secrecy performance analysis for ground-based networks
and UAV-based networks. In the following, we summarise the major contributions of
each chapter as follows:

In Chapter 2, we investigated the secrecy performance of RUB transmission over
MISOSE channel. We derived the closed-form expressions of the exact and the asymp-
totic ergodic secrecy rate and the SOP. Moreover, we investigated the effect of the
RUB-based AN transmission on the MISOSE channel and obtained the correspond-
ing expressions of the ergodic secrecy rate and the asymptotic ergodic secrecy rate.
Besides, the closed-form expressions of the exact and the asymptotic SOP are also
derived. Meanwhile, we carried out a thorough secrecy performance analysis of RUB
transmission over MU-MIMOSE channel. We showed that RUB-based MU-MIMOSE
transmission can effectively enhance the secrecy performance over low-SINR regions,
and increasing the number of legitimate users can help enhance the secrecy perfor-
mance by exploring multiuser diversity. Thus, the deployment of RUB and RUB-
based AN offers an attractive solution for enhancing the security of wireless trans-
mission systems.

In Chapter 3, we considered the secrecy performance of RUB transmission over

massive MIMO channel in the presence of non-colluding and colluding eavesdrop-
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pers. For non-colluding eavesdroppers, we derived the closed-form expressions of
ergodic secrecy rate and the SOP of massive MIMOME transmission including the
interference-limited and single legitimate user cases. When the number of antenna
elements grows very large, we also derived the closed-form expressions of the upper
bound of ergodic secrecy rate and the asymptotic SOP of massive MISOME transmis-
sion. For colluding eavesdroppers, we obtained the expression of ergodic secrecy rate
and solved it by numerical approaches. Numerical results reveal that RUB scheme
can be considered as an alternative method to enhance secrecy performance with only
partial CSI of legitimate users is available at the BS.

In Chapter 4, we studied the secrecy performance of UAV-assisted relaying trans-
mission where GBS intends to transmit signal to the ground legitimate user in the
presence of a ground eavesdropper with the help of UAV relay. We derived the closed-
form approximation of ergodic secrecy rate and intercept probability under an urban
operating environment. Through analytical and numerical results, we examined the
effect of different system parameters on secrecy performance. Particularly, the growth
of UAV height can impact the different effects on intercept probability depending on
whether Bob or Eve is closer to UAV. Under urban environment, shadowing effect
can benefit the ergodic secrecy performance when Eve is closer to UAV than Bob,
and increasing UAV transmit power may not always increase ergodic secrecy rate.

In Chapter 5, we investigated the secrecy performance of UAV-assisted relaying
transmission in the presence of non-cooperative and cooperative multiple aerial and
ground eavesdroppers. To enhance the secrecy performance, the GBS and the UAV
relay apply directional beamforming transmission while implementing a protection
zone around their intended receiver. Assuming the general k-p shadowed fading
model, we derived the closed-form expressions of the SOP for both non-cooperation
and cooperation cases. Numerical results show cooperative eavesdroppers can degrade
the secrecy performance. Besides, the eavesdroppers’ density, the angle of directional
beamforming transmission and the attenuating factor of sidelobe gain can also affect
the SOP performance.

In Chapter 6, we studied the secrecy performance of ground-to-air communication
in the presence of multiple aerial eavesdroppers. We first derived the closed-form
expression of the SOP by utilizing the general x-p shadowed fading distribution to
model the ground-to-air channel. To further, facilitate performance evaluation, we
adopted a data-driven approach and develop a deep learning model that can predict

the SOP performance with high accuracy and short computation time. Particularly,
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we proposed a DNN model with ReLU as an activation function and Huber loss as
loss function to predict the SOP. Numerical results show the deep learning method

can efficiently predict the SOP performance for various practical scenarios of interest.

7.2 Future works

7.2.1 Secrecy Performance for Ultra-Reliable Low-Latency

Communications over Fading Channels

Ultra-reliable low-latency communications (URLLC) is one of the services to be pro-
vided in the future wireless communication systems. Many new mission-critical ap-
plications, such as autonomous networked vehicles and next-generation factory au-
tomation, require URLLC [149]. To satisfy the quality-of-service (QoS) requirements
of these mission-critical applications, effective wireless transmission schemes are also
investigated. In [150], the authors propose a data-oriented approach to analyze and
design wireless transmission technologies from an individual transmission session per-
spective. However, the performance of individual transmission sessions varies with
the transient behaviour of the channel, as an extension work, [151] develops tran-
sient performance limits for data transmission sessions that last multiple coherence
intervals.

Although the data-oriented approach has been proposed to better stratify the QoS
requirements of mission-critical applications, security issues are the major challenge
in such mission-critical applications. PLS can improve secrecy due to the intrinsic
randomness of the wireless medium. As such, it is necessary to investigate the se-
crecy performance for URLLC over fading channels. To the best of our knowledge,
there is no work considering about secrecy rate over a certain period in URLLC. As
such, one promising research direction is to investigate how much information can
be securely transmitted during a fixed time duration over fading channels. We first
derive the statistics of received SNR at the legitimate user and eavesdroppers over
a certain period. Then, the transmitted secure information can be calculated as the
capacity of difference between a transmitter and the legitimate user and between a
transmitter and eavesdroppers. As such, the secrecy performance can be evaluated.
One foreseeable challenge is that the exact distribution of the SNR ratio between
transmitter-to-legitimate user channel and the transmitter-to-eavesdropper channel

is hardly obtained since the statistics of received SNR at target user over a fixed time
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duration is already complex [151]. Machine learning approach is a possible option to

solve such complex analysis.

7.2.2 Secrecy Performance for Reconfigurable Intelligent Sur-
face Aided UAV Communications

Reconfigurable intelligent surfaces (RISs), which are man-made surfaces of electro-
magnetic material, have been proposed to improve signal quality and coverage by
artificially reconfiguring the propagation environment of electromagnetic waves [152].
Applications of RIS-based transmission have been wildly studies in SNR maximisa-
tion [153], signal coverage enhancement [154], beamforming optimisation [155]. Uti-
lizing RIS makes signal transmission from a UAV to a remote user feasible, which
is originally blocked by buildings in an urban area. This is because a RIS-relay can
communicate with the UAV mainly via the LoS path. In [156], the authors investigate
to maximize the average achievable rate in RIS-aided UAV communications.
However, the problem of secrecy performance analysis for RIS-aided UAV com-
munications has not been studied before. Assume that a UAV transmits the signal
to a ground legitimate user with the help of a RIS-relay in the presence of a ground
eavesdropper. Meanwhile, RIS-induced phases can be controlled to maximize the
received SNR through phase cancellations and proper alignment of reflected signals
from the intelligent surface [153]. To analyze secrecy performance, we should derive
the statistics of received SNR at the legitimate user and eavesdroppers. It is hard to
directly obtain the closed-form expressions of the PDF distribution of the legitimate
user and eavesdroppers since the received SNR contains multiple reflectors of the RIS
in the general k-p shadowed fading. We may need to apply approach to obtain the
MGF distribution of the received SNR. As such, ongoing effort is carried out to derive
the statistics of received SNR of both legitimate user and eavesdroppers in RIS-aided
UAV communications. Machine learning approach is also a solution by setting the
CSI of the legitimate user and eavesdroppers as input and secrecy performance metric

in terms of SOP as output via a DNN model.
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