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ABSTRACT

The rapid growth of data processing demands in large-scale data centers (DCs)
has increased the network’s brown energy (BE) consumption. The BE is generated
from fossil fuels and has an adverse effect on the environment. Since most DCs are
now powered by both BE and renewable energy (RE), migrating workloads from DCs
with insufficient RE to DCs with sufficient RE can decrease the total BE consumption
in the network. However, selecting a destination DC under the dynamic nature of the
underlying network and without any prior information is challenging. In addition,
although migration can help reduce BE consumption, it comes with an additional
cost due to using network devices for the migration.

This thesis focuses on minimizing the total cost, which includes BE consumption
costs, migration costs, and optical network device costs. To achieve this goal, we
optimize both the DC selection process and the efficient transfer of virtual machines
(VMs) between DCs. In Chapter 3, we formulate the DC selection as a two-stage
Multi-Armed Bandit (MAB) problem. First, we define an arm as a destination DC,
and select a DC with the lowest power consumption and available RE. In the second
stage, we define the arm as a path, and we implement MAB to find a path with the
lowest delay from the source to the selected destination DC. Proposing and utilizing
the modified sliding-window lower confidence bound (MSW-LCB), we estimate the
lowest power consumption among DCs and the lowest migration cost at each round to
find a proper destination DC and path, respectively. Additionally, we adopt optical
grooming techniques to minimize the cost of optical network devices used during VM

transfer.
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Furthermore, to validate the effectiveness of our algorithm, we conduct an eval-
uation using three different real-world datasets to provide different inputs for the
algorithm. This evaluation is assessed on USNET topology. In comparison to the
sliding-window lower confidence bound (SW-LCB) and two other MAB-based algo-
rithms, namely the knapsack—based upper confidence bound (KUBE) and e-Greedy,
the MSW-LCB approach reduces the total cost by about 15%, 23%, and 34%, re-
spectively, while having low regret. The MSW-LCB regret and migration costs are
demonstrated to be around 15% lower than SW-LCB, respectively. We also evaluate
our algorithm in two scenarios—one with and one without optical grooming—to show
the efficiency of optical grooming in decreasing optical network costs. The results in-
dicate a 12% drop in network costs. The results of this evaluation provide valuable
insights. This indicates that our algorithm is capable of handling real-world data and

effectively addressing the challenges associated with inter-DC VM migration.
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Chapter 1
Introduction

The increasing demand for computing and data processing has put a significant strain
on cloud data centers (DCs) and their computing and storage systems [7]. In recent
years, the energy efficiency of DCs has received extensive attention due to its high
economic, environmental, and performance impacts. The energy consumption of DCs
has reportedly surpassed 20% of all energy used in information and communications
technologies [8]. Essentially, DCs are powered by both brown energy (BE) and re-
newable energy (RE). The BE is generated from fossil fuels, which produce carbon
emissions. In contrast, RE is collected from renewable resources, e.g., solar and wind,
which are environmentally friendly [9]. As workloads and renewable resources vary
among different DCs, workload migration has been considered a promising solution
to reduce BE consumption [10].

Services in the cloud are delivered via virtualized servers known as virtual ma-
chines (VMs). Considering the time-varying workloads of end users, it is possible to
maximize server resource utilization via VM migration [11]. To be more specific, VM
migration provides the opportunity to move VMs to DCs based on the availability of
RE [12]. In this work, we explore the problem of migrating VMs from DCs that have
insufficient RE resources to those that have sufficient RE. The goal is to continue the
migration process until the energy consumption of workloads in source DCs matches
their corresponding available RE. The migration process is conducted over a dynamic
network, which introduces extra complexity to the problem. The objective of this
research is to develop an effective strategy for VM migration that ensures optimal
utilization of renewable energy resources in DCs and reduces the total BE cost con-
sumption. However, VM migration is not a trivial task for the following reasons.

First, multiple DCs with sufficient RE may exist at the time of migration to host the



VMs. It is critical to choose the one that implies the lowest cost at the end. Second,
migration can incur additional costs as a result of using optical network resources for
migration as well as the time required to migrate a specific VM through the network.
During the migration, network resources are reserved by the VM migration process.
Third, the source DC has no prior knowledge of the dynamic network. Therefore, we
first need to select an appropriate destination DCs under the network dynamics, and
then migrate the VM while minimizing the additional costs.

Selecting a destination DC is an instance of the online decision-making problem.
Hence, we formulate the DC selection as a multi-armed bandit (MAB) problem.
Essentially, MAB is a classic problem that a gambler plays with multiple arms of slot
machines in a sequence of trials so as to maximize his reward or minimize his cost [13].
Therefore, we define an arm as a DC that will be chosen to host the migrated VM,
and we aim to minimize the overall cost, which comprises three components: (i) BE
consumption cost incurred by the DCs; (ii) cost of optical network devices used for
migration; and (iii) migration cost, which is the cost associated with the migration
time or transmission delay of VMs. To that end, by selecting each arm and migrating
a VM, the migration cost, which is a function of a random variable, is revealed.
These data are collected by the algorithm in order to improve the arm selection in
each round.

It is noteworthy to mention that the demand for cloud services and the need
to establish efficient communication between DCs are driving the development of
elastic optical networks (EONs). One of the benefits of EONs is the ability to use
bandwidth-variable devices such as bandwidth-variable transponders [14]. Transpon-
ders are optical devices that convert the signal from the client of the optical network,
e.g., an IP router, into C band signals (1530-1565 nm wavelength) for transmission
across an optical network [15]. The client optical signal is generally carried at the
1310 nm wavelength, which is used in single-mode fiber optics. On the other hand,
the optical network works in the C band, as it has the lowest fiber loss and attenuation
in comparison to the S and L bands. Later, sliceable bandwidth variable transpon-
ders (SBVTs) were introduced to improve infrastructure flexibility and utilization
efficiency of EONs [16]. An SBVT can allocate its capacity to one or more indepen-
dent optical flows that are sent to one or more destinations. As a result, if an SBVT
is used for a low-bitrate channel, the remaining capacity can be used to transmit a
separate flow. This feature realizes optical traffic grooming, which can save cost and
energy in EONs [16]. Without the use of SBVT, separate transponders would be



needed for each optical flow, resulting in higher costs for optical devices. Therefore,
the use of SBVT and applying optical grooming can help reduce these costs. Since
the migration between DCs requires a significant amount of bandwidth, SBVTs can
play a critical role in reducing the number of transponders used for migration, thereby
lowering the network cost.

The reconfigurable optical add/drop multiplexer (ROADM) is an important com-
ponent in the EON system that is also considered in this work. ROADMSs are a type
of optical switch that have access to all wavelengths on a fiber and enable specific
wavelengths to be dropped or added at a site while allowing other wavelengths to op-
tically pass through the site without being terminated [5]. Using optical bypasses in
the architecture helps reduce optical-electrical-optical (OEO) conversions. The OEO
conversion refers to the process of converting an optical signal to an electrical signal,
processing it in the electrical domain, and then converting it back to an optical signal
for transmission. This process can be expensive in terms of cost, power consumption,
and signal degradation [5]. Optical bypasses, on the other hand, allow the optical
signal to bypass some or all of the OEO conversions, reducing the cost and power
consumption associated with these conversions. In addition, using optical grooming
can help reduce the number of ports required in ROADMs. By combining multiple
lower-rate optical signals into a single higher-rate signal, the overall traffic load on the
network is reduced, which in turn reduces the number of ports required in ROADMs.
This can lead to a more cost-effective and efficient use of optical network resources.
In the context of DC network architecture, using optical bypasses can reduce the cost
and improve the performance of optical network devices used for migration. This can

ultimately lead to more efficient and cost-effective inter-DC migration solutions.

1.1 Main Contributions

In summary, our contributions are listed as follows.

e We investigate the problem of inter-DC VM migration over a dynamic EONs
network, aiming to minimize the total cost that comprises BE consumption
costs, optical network device costs, and migration costs. To tackle this problem,

we formulate it as an online decision-making problem.

e We introduce a novel approach to the DC selection problem by formulating

it as an MAB problem. In this innovative formulation, we adopt a two-stage



MAB framework. In the first stage, each arm represents a potential destination
DC, allowing us to dynamically select the optimal target. In the second stage,
arms correspond to various network paths connecting the source to the chosen
destination DC.

e We present the Modified Sliding-Window Lower Confidence Bound (MSW-

LCB) algorithm to solve the problem while minimizing the regret!;

e We contribute to the reduction of the cost of the optical network by applying
the optical grooming algorithm to decrease the number of transponders and
ROADM’s ports used for migration requests. Additionally, we utilize ROADMSs
to minimize the OEQO conversion, further reducing the cost of the optical net-

work.

e We compare the performance of MSW-LCB with SW-LCB and other exist-
ing MAB algorithms, including e-Greedy and Knapsack-based upper confidence
bound (KUBE). The evaluation results indicate that MSW-LCB outperforms

existing approaches in terms of total cost and regret.

e We conduct a simulation using real-world datasets, and we were able to assess
the algorithm’s performance and enable the validation and evaluation of the

proposed algorithm in a semi-realistic setting.

1.2 Thesis Overview

The rest of the thesis is organized as follows. Chapter 2 provides background infor-
mation and related works. In Chapter 3, we present the network model and migration
algorithms, and formulate the online DC selection problem based on the MAB. In
Chapter 4, we conduct extensive numerical evaluation and implement the simulation
using real-world datasets to validate our algorithm using real-world data. Finally,

Chapter 5 concludes the thesis.

1.3 Accepted Research Paper

This thesis is grounded in a foundational research project that received acceptance

at the 2023 IEEE Global Communications Conference on Green Communications

'Regret is a performance loss between the learning algorithm and the best action in hindsight.



Systems and Networks symposium [17]. As the lead author, I collaborated closely
with my supervisor and fellow lab members to execute the research and successfully
publish the findings.

Our journey began with tackling the DC selection problem, aiming to reduce
the BE consumption cost. Employing the classical MAB formulation, we developed
the SW-LCB algorithm, a novel approach to this challenge. This method yielded
exceptional results, as showcased through an extensive evaluation where SW-LCB
consistently outperformed both the e-Greedy and KUBE algorithms. By focusing
on migration cost reduction, total cost minimization, and regret reduction, SW-LCB
demonstrated its superiority.

Expanding on these accomplishments and incorporating insights from both in-
ternal and external feedback, we have further developed our work in an expanded
section of the thesis. With the proposal of the MSW-LCB algorithm, we addressed
the DC selection problem in a novel two-stage MAB framework. This approach allows
us to effectively decrease the migration cost, and BE consumption cost, achieving a
superior regret compared to our previous work. Furthermore, in response to feedback
and to enhance the authenticity of our experiments, we harnessed a diverse range of
real-world datasets, which closely simulate practical scenarios. Given the complexity
of our context, which involves multiple interconnected DCs, real-world experimenta-
tion proved challenging. However, our approach with real-world datasets provided
valuable insights, validating the feasibility and effectiveness of our proposed solutions

in a semi-realistic environment.

1.4 Author’s Research Background

My pursuit of a second master’s degree in computer science, with a focus on vir-
tualization, VM migration, and machine learning (ML) in cloud environments, is a
strategic and purposeful step that builds upon the foundation of my previous aca-
demic achievements. While my initial master’s degree concentrated on the physical
layer of optical networks in the cloud, my current educational endeavor delves into
the upper layers of the network ecosystem. By transitioning my expertise to encom-
pass the intricate realm of ML-based migration, I am expanding my knowledge to
encompass a broader and more comprehensive understanding of cloud computing.
This progression represents a logical evolution in my academic journey, allowing

me to bridge the gap between the physical infrastructure and the software-driven



aspects of cloud networks. This new field of study complements and enhances my
prior expertise, enabling me to address a more holistic range of challenges in the
cloud computing domain. With a solid foundation in telecommunications systems
and optical networks, my second master’s degree equips me with the versatile skill
set needed to tackle complex issues related to virtualization, resource allocation, and
network optimization in cloud environments.

In essence, my choice to pursue a second master’s degree is not merely repetitive;
instead, it is a deliberate effort to enhance, contribute significantly, and broaden my
expertise in a complementary direction. By combining and contributing my existing
knowledge with an in-depth exploration of VM migration and cloud network man-
agement, [ am uniquely positioned to make significant contributions to the evolving

landscape of cloud computing.



Chapter 2

Background and Related Works

2.1 Cloud Networks

The advancement of technology has transformed communication from point-to-point
to user-to-DC interaction. Cloud networks, a global array of interconnected DCs,
create a unified ecosystem that functions like a massive interconnected computer
system. Cloud networking provides the delivery of computing resources over the
Internet. These resources can include networking equipment, computing and storage
capabilities, and more. Rather than having to build and maintain your own physical
infrastructure, the cloud allows you to access these resources on-demand and pay only
for what you use. In addition to on-demand and pay-as-you-go benefits, the cloud
has other important advantages such as cost savings, scalability, reliability, flexibility,
security, and disaster recovery.

Cloud networks come in three models. They can be public, private, or hybrid,
depending on how they are deployed and managed. Public cloud networks are hosted
by third-party providers, such as Amazon Web Services (AWS), Microsoft Azure,
or Google Cloud Platform. These networks are accessible to anyone with an Inter-
net connection and provide a range of services that can be used by businesses and
individuals. Private cloud networks are hosted by organizations themselves, either
on-premises or in a private DC. These networks are used to deliver cloud services
within the organization and are not accessible to the public. Hybrid cloud networks
are a combination of public and private cloud networks, allowing organizations to
leverage the benefits of both. For example, an organization might use a private cloud

network for sensitive data and applications, while using a public cloud network for



less sensitive workloads.
A pivotal aspect worth highlighting is that cloud computing is fundamentally built
upon virtualization technology. Virtualization allows multiple VMs to run on a single

physical server. In the next section, we discuss virtualization in more detail.

2.1.1 Virtualization

Virtualization is the process of creating virtual counterparts of various components,
such as VMs, virtual storage devices, and virtual networks. It involves abstract-
ing computing resources such as the CPU, memory, storage, and network from their
physical hardware and presenting them as independent entities that can be managed
and allocated dynamically. This allows multiple virtual resources to run on a single
physical machine, improving resource utilization, scalability, and flexibility. Users can
quickly and easily provision and deprovision VMs as needed. Furthermore, virtual-

ization provides a layer of abstraction between the physical hardware and the VMs.

Traditional Architecture Virtual Architecture
Figure 2.1: Traditional vs. virtualized architecture [1].

A common example of using virtualization in cloud networks is a company that
runs multiple applications on a single server using VMs. Each VM is isolated from
the others, allowing for easy management and maintenance. The company can easily
add or remove VMs as needed to meet changing business needs, and it can also scale
resources up or down without having to purchase additional hardware. When the

company needs to relocate its VMs to a different physical server, it requires a process



known as VM migration.

2.1.2 VM Migration

VM migration is the process of moving a VM from one physical host to another with-
out disrupting the VM’s operation. This is done by transferring the VM’s memory;,
storage, and network connectivity from the source host to the destination host. In
the following, we will discuss the various phases of a VM migration. Fig. 2.2 shows
the VM migration from physical machine (PM) 1 to PM 2. Both PMs can be in the
same DC (intra-DC) or two geographically different DCs (inter-DC).

VM1 VM2 VM2
Hypervisor Hypervisor
Hardware Hardware

Figure 2.2: Virtual machine migration.

VM migration is a powerful tool that can be used for a variety of purposes. In intra
and inter cloud management, it plays a critical role in enabling seamless workload
transfers between cloud environments [18]. Specifically, VM migration enables zero-
downtime hardware maintenance, load balancing, server consolidation, across-site
management, hybrid cloud capabilities, cloud federation, and adaptability to user
mobility or demand changes. It enables uninterrupted operations during hardware
maintenance, optimizes resource allocation, reduces costs, supports disaster recovery,
facilitates hybrid and federated cloud deployments, and allows for dynamic response

to user needs.

2.1.2.1 Different Migration Types

There are two types of VM migrations: live (hot) and cold migrations. Hereunder,

we explained each of them in detail [19].
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Cold Pre-Copy

|* Migration T Migration

. ] o Post-Copy
Migration Live Migration Migration

Figure 2.3: Categories of migration types [2].

1. In live migration, also known as hot migration, the VM is migrated to the
destination host without any downtime. The VM state is transferred from the
source host to the destination host over the network while the VM is running.

Live migration is further divided into two types:

e Pre-copy live migration: In pre-copy live migration, the VM memory is
transferred to the destination host in small chunks. The VM is paused
briefly to transfer the final delta memory page, which is the difference

between the initial and final memory states.

e Post-copy live migration: In post-copy live migration, the VM is migrated
to the destination host with minimal downtime, and then the remaining
memory pages are transferred to the destination host after the migration.
The VM continues to run on the source host while the remaining memory

pages are being transferred to the destination host.

2. In non-live migration, also known as cold migration, the VM is powered off
before it is migrated to the destination host. The VM’s files are copied to the
destination host, and then the VM is started on the destination host. This type

of migration requires more downtime compared to live migration.

The choice between live and cold migration depends on the specific use case and
requirements. Live migration is preferred for minimal disruption and maintaining
the VM’s state, while non-live migration is suitable when downtime is acceptable or
technical limitations prevent live migration. Non-live migration has a simpler process
and consumes fewer resources. Ultimately, the decision should be based on the specific

needs and constraints of the migration scenario.
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2.1.2.2 Migration Network Environments

Migration can happen in different spans, such as inter-DC or intra-DC. Understanding
the migration span is crucial as it directly impacts the management of the migration
[2]. This thesis work primarily focuses on the inter-DC environment, and as such, the
discussion of the other environments is beyond the scope of this work.

Inter-DC migration refers to the process of migrating VMs between different DCs.
Live migration is widely adopted for inter-DC management due to its various benefits,
including cost management, emergency recovery, energy consumption optimization,
performance and latency improvement, reduction in data transmission, and regula-
tory compliance based on administrative domains. In an inter-DC environment, the
network connecting the DCs is an optical network. The optical network uses light to
transmit data over optical fibers, providing high bandwidth and low-latency commu-
nication between DCs. In the next section, we will explore the optical networks in

more detail.

2.2 Optical Networks

With the annual growth of Internet traffic, the demand for bandwidth has become
a key concern for telecommunications companies and analysts. Optical networks
play a vital role in supporting the communication infrastructure of cable networks,
mobile networks, and the Internet, offering a multitude of advantages. These networks
provide high transfer speeds, ample bandwidth, cost-effectiveness compared to copper
wires, and minimal signal attenuation. Additionally, optical networks are popular
for their reliability, security, immunity to interference, and leveraging of advanced
encryption technologies.

As mentioned, high-capacity fiber-optic networks have been deployed to ensure
the delivery of traffic and the Quality of Services. In a cloud network, relatively large
amounts of data are frequently exchanged between DCs, and these traffic patterns
vary over time. In such situations, using static and inflexible connections will only
increase costs because high connection capacity must be considered for peak hours,
while this capacity will remain unused at other times. It is clear that a new technology
is needed to connect DCs that are adjustable and compatible with the transmission

network, while also reducing costs and enhancing resource efficiency.
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2.2.1 Elastic Optical Networks

Modern optical networks, known as EONs, provide dynamic bandwidth allocation
and adaptation to changing traffic demands. By utilizing advanced modulation tech-
niques and flexible grid systems, EON optimizes the allocation of bandwidth with
greater efficiency and granularity. These networks can transmit data over long dis-
tances without signal degradation and support high-speed communication and large
data transfers. EONs play a crucial role in cloud computing and big data analytics,

enabling fast and efficient data transfers between DCs.

2.2.2 Two Main Elements of EONs

While the EON comprises various optical components, this thesis will specifically

focus on two of the main components, namely ROADMs and SBVTs.

2.2.2.1 ROADMs

ROADMs are a key component of optical networks, particularly in EONs. A ROADM
allows any wavelength to be added/dropped at any node, and the choice of add/drop
wavelengths can be readily changed without impacting any of the other connections
terminating at or transiting the node. Furthermore, a ROADM can be remotely
configured through software as opposed to requiring manual intervention [5]. This
enables greater flexibility and efficiency in managing network traffic and allows for
rapid reconfiguration of the network connections in response to changing demands.
A ROADM typically consists of a series of optical switches, amplifiers, and filters
that can be electronically controlled to dynamically route and manage optical traffic.
Fig. 2.4 shows a simple ROADM node architecture. It is constructed by WSSs and
amplifiers. Wavelength-selective is a term used to classify devices that are capable
of treating each wavelength differently [5]. For instance, 1 x N WSS is a switch that
can direct any wavelength on the one input port to any of the N output ports [5],
which serves as a demultiplexer. As it is shown in Fig. 2.4, the transiting traffic is
bypassing the node without converting into the electrical domain. This will save a

huge amount of cost and energy.
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Figure 2.4: Degree-two ROADM architecture [3].

2.2.2.2 SBVTs

In the context of optical communication networks, a transponder typically refers to a
device that converts the wavelength of the incoming optical signal into an electrical
signal, performs some processing and amplifying, and then converts it back into an
optical signal in the C band for transmission over the optical networks. The C band
is chosen because of the relatively low fiber attenuation, and its spectrum is from
1530 nm to 1565 nm.

Flex or bandwidth variable transponders (BVTs) are key components in EONs
that dynamically adjust their transmission rate and bandwidth allocation based on
network traffic demands. They offer flexibility in resource allocation and optimize
bandwidth utilization. BVTs are particularly important in wavelength division mul-
tiplexing (WDM) systems, where multiple optical signals are transmitted simultane-
ously over different wavelengths. By employing BVTs at the transmitting and receiv-
ing ends of optical channels, bandwidth allocation can be dynamically adjusted to
meet varying traffic requirements. For instance, during high-demand periods, BVTs
can allocate wider bandwidth to specific channels, enabling higher data rates and
maintaining the Quality of Service [4].

However, BVTs do not provide fine-grained control over the spectrum, and the
bandwidth adjustment is limited to the entire channel. Moreover, if the capacity of a
BVT is not fully utilized due to various reasons, such as disturbances in the optical
path, then a portion of its capacity is wasted. To solve these problems, SBVTs,
which are the advanced version of BVTs and offer more granular control over the
spectrum, were introduced. Fig. 2.5 shows the difference between BVTs and SBVTs.
SBVTs can allocate their capacity to one or more independent optical lightpaths that
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are transmitted to one or more destinations. This flexibility helps optimize network
performance, increase capacity, and decrease the number of transponders. When an
SBVT is used for a channel with a low bit rate, the remaining capacity can be used
to transmit another independent optical lightpath. This feature leads to realizing

optical traffic grooming, which we will discuss in the next subsection in detail.

b Single or multiple variable
bandwidth optical flows

a Variable bandwidth
optical flow
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Figure 2.5: Schematics of (a) bandwidth variable transponder (BVT) and (b) sliceable
bandwidth variable transponder (SBVT) [4].

Basically, from the higher-layer perspective, an SBVT can act like a high-capacity
BVT or multiple independent BVTs with low capacity, depending on the application.
Hence, the use of SBVTs in the network leads to reducing the number of transponders
needed, as each sub-carrier in an SBVT has the capability to be sent to different
destinations. The number of destinations supported by each SBVT depends on its
granularity. For example, an SBVT with a capacity of 400 Gbps using 40 Gbps
granularity can support up to 10 destinations, but with a granularity of 100 Gbps, it

can only support up to 4 destinations [4].

2.2.3 Traffic Grooming

Considering all the advancements in networking technology, a large portion of traffic
is operating at service rates lower than a full wavelength. While backbone networks
often support high-speed wavelengths of 40 or 100 Gb/s, the majority of demands
require rates of 10 Gb/s or lower. Henceforth, we will refer to demands at a lower
bit rate as subrate traffic. There are various methods available for accommodating
subrate traffic. However, accommodating this type of traffic in network environments
requires efficient methods to avoid wasting capacity. Assigning a full wavelength to

carry a subrate demand leads to significant inefficiency, with examples like using a



15

100 Gb/s wavelength for a 10 Gb/s demand, wasting 90% of the capacity, which is
significantly inefficient [5].

The preferred approach is to use traffic grooming. Traffic grooming refers to
the process of efficiently aggregating low-capacity traffic streams into higher-capacity
wavelengths or lightpaths. It involves combining multiple smaller streams of data
into a larger stream, optimizing the use of network resources. The purpose of traf-
fic grooming is to improve the utilization of the network infrastructure, reduce the
number of required optical components, and minimize the overall network cost [20].
There are different types of traffic grooming techniques employed in optical networks,

as follows:

1. End-to-End Multiplexing: This type of grooming involves consolidating sub-
rate traffic demands with identical sources and destinations onto the same wave-
lengths. This grouping of subrate demands allows them to be treated collec-
tively as a single demand. In Fig. 2.6, an example of end-to-end multiplexing
is depicted, where a line rate of 40 Gb/s is assumed. For instance, a single
wavelength accommodates the two 10 Gb/s connections between Nodes A and

H, resulting in a utilization rate of 50%.

Demands
= A-H: 2x10G sB-H: 2x25G
= A-1: 110G "B-1: 4x2.5G

n A—K: 4x25G =sB-K: 1x10G

Figure 2.6: Example of end-to-end multiplexing [5].

However, there are certain drawbacks associated with this type of grooming.
Firstly, ensuring compatibility among individual subrate demands becomes cru-
cial. If different demands have conflicting requirements, such as avoiding specific
network links, finding a suitable path that satisfies all demands can be challeng-

ing. Secondly, the efficiency of multiplexing depends on the volume of traffic
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between node pairs relative to the line rate. Low traffic levels can result in

underutilized wavelengths [5].

2. Electrical Grooming: Unlike end-to-end multiplexing, electrical grooming
enables the reconfiguration of wavelengths at intermediate nodes rather than
just at the source and destination. The aim of grooming is to maximize the
utilization of wavelengths between specific grooming sites, rather than solely
considering the source and destination of the subrate demands. Fig. 2.7 shows
an example of electrical grooming. Regardless of their ultimate destinations,
all demands from Node A are consolidated onto a single wavelength for trans-
mission to Node E. Similarly, Node B’s demands are combined onto another
wavelength destined for Node E. At Node E, grooming equipment is deployed
to separate and reassemble the wavelengths according to different groupings.
Consequently, a single wavelength generated by Node E efficiently carries all

demands destined for Node H, regardless of their original sources [5].

Demands
= A-H: 2x10G sB-H: 225G
= A-l: 110G =B-1: 4x25G

= A-K: 4x25G =B-K: 1x10G

Figure 2.7: Example of electrical grooming [5].

Different architectural implementations exist for electrical grooming, which can
occur at various layers, such as the IP layer or the optical transport network
(OTN) layer, using a grooming switch. OTN switches offer cost and power
advantages over IP routers, consuming approximately 23% less power per bps
[21].  Additionally, ROADM technology provides significant cost and power
savings. A ROADM consumes about half of the power per bps compared to
an OTN switch [22]. Therefore, whenever possible, bypassing the IP and OTN

layers is preferred, leading to increased capacity requirements.

3. Optical Grooming: Optical grooming refers to the process of aggregating and
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manipulating subrate traffic in optical networks. It has been introduced as a
method to conserve energy in EONs. This type of grooming is performed at the
optical layer without the involvement of electrical processing at intermediate
nodes. It is achieved through the use of SBVTs or multi-flow transponders.
Multiple optical paths with different destinations can be routed through a single
SBVT, reducing the number of active transponders in the network. As discussed
in Section 2.2.2, one of the advantages of SBVT is that each optical path is
independent of other optical paths and has its own dedicated wavelength and
modulation format. As it is shown in Fig. 2.8, traffic from higher layers enters
the optical network through routers. An SBVT can be divided into multiple sub-
transponders, each having its own independent wavelength, modulation format,
and demodulation. Ultimately, the groomed traffic is transmitted through a
single optical path. As depicted in the figure, intermediate nodes also have the
capability to rearrange the traffic. This means that traffic can be offloaded at

intermediate nodes, and new traffic can be added to the network.

Req1 "¢%2Req3 Reqt Req2 Req3

-

Optical layer FS-BYT
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)

Figure 2.8: Example of optical grooming [6].

2.3 Learning Algorithms

Learning algorithms are computational procedures or methods designed to enable
computers or machines to learn from data and improve their performance on specific
tasks. These algorithms are the core components of machine learning. Learning algo-
rithms are used to train models or systems by analyzing and processing large amounts
of data. They discover patterns, relationships, and insights within the data, and use

this information to make predictions, classify new data, or make decisions. The goal



18

of learning algorithms is to enable machines to automatically learn and adapt with-
out being explicitly programmed for every specific task [23]. Learning algorithms
employ mathematical and statistical techniques to optimize their models and make
accurate predictions or decisions. They often involve processes such as feature selec-
tion, model training, evaluation, and validation. Different learning algorithms have
different strengths and are suited for specific types of problems or data.

There are various types of learning algorithms, including supervised learning, un-
supervised learning, and reinforcement learning. In this work, we focus solely on
reinforcement learning, and although supervised and unsupervised learning are valu-
able approaches, they are not directly applicable to this study and are beyond the
scope of our research. In supervised learning, a model learns from labeled examples
to make predictions or classifications, while in unsupervised learning, the model iden-
tifies patterns in unlabeled data. In contrast, reinforcement learning algorithms make
decisions by interacting with an environment and receiving feedback or rewards for
their actions [24]. Therefore, reinforcement learning is chosen in this study due to its

suitability for our research objectives.

2.3.1 Online Learning

Online learning, also known as incremental or sequential learning, is a machine learn-
ing paradigm where the learning algorithm receives data instances one at a time and
updates its model incrementally with each new observation. In general, it is the pro-
cess of taking actions based on the given knowledge of the rewards of the previous
actions and available information [25]. This allows the model to adapt and respond
quickly to changes in the data distribution or incoming data points. The model is
updated iteratively, and previous observations may be forgotten or given less weight
over time, depending on the algorithm’s design. Online learning is well-suited for
scenarios where data arrives continuously or in streams, and where it is not feasible
or efficient to store and process the entire dataset. It is often used in real-time ap-
plications, where decisions or predictions need to be made quickly based on the most
recent data.

In the context of VM migration in an inter-DC scenario, online learning is a suit-
able approach due to its continuous adaptation to changing network conditions and
resource availability. It can handle large-scale data by processing it incrementally,

making it scalable for managing VM migrations. Online learning enables real-time
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decision-making, allowing the system to quickly react to workload patterns and opti-

mize migration decisions.

2.3.2 Multi-Armed Bandit

The multi-armed bandit is a reinforcement learning framework that facilitates online
decision-making. It involves a situation in which an agent is presented with a series
of options, typically referred to as “arms”, and must choose which arm to use in order
to maximize a cumulative reward over time. Each arm represents a different action
or strategy, and the agent’s goal is to learn which arm provides the highest reward
through a series of sequential interactions. Multi-armed bandit algorithms can be
considered as an online learning algorithm as they operate in an online setting where
decisions are made sequentially based on limited information. The agent explores
different arms to gather data and exploit the arms that appear to be more rewarding.
Over time, the algorithm adapts its decision-making strategy to make more informed
choices, leveraging the acquired knowledge.

Leveraging MAB techniques in the context of Inter-DC migration offers a powerful
advantage by embracing network dynamicity. This is achieved through the integration
of a probabilistic model that encompasses fluctuations in network link delays and
variations in DCs’ traffic patterns. This model continually evolves as historical data
is collected, enabling more accurate cost estimations.

By harnessing MAB algorithms, the VM migration system gains the ability to
dynamically adapt to shifting network conditions. Over time, it learns and selects
the optimal destination DC intelligently. Consequently, this adaptive approach trans-
lates into tangible benefits such as reduced migration times and more cost-effective
network communication, outperforming traditional methods reliant on static policies

or heuristics.

2.4 Related Works

The progress in VM and container migration has been truly remarkable so far. Al-
though the majority of the migration focused on intra-DC migration, a few papers
addressed inter-DC migration. In [26], the performance of parallel and sequential live
migrations in cloud DCs was investigated. The results showed that using parallel

migration can reduce VM downtime during relocation. Ayoub et al. in [27] used on-
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line inter-DC VM migration to avoid service outages in the event of a disaster. They
formulated the VM migration as an integer linear programming (ILP) problem and
proposed heuristic algorithms to increase the number of migrated VMs while decreas-
ing network resource utilization. Moreover, Teyeb et al. in [28] addressed the place-
ment of VMs in a distributed cloud environment while taking into account location
and system performance constraints. They improved the utilization of computational
resources by developing an ILP formulation. In addition, many approaches have been
presented to reduce the energy consumption of DCs in particular [29]. Zhang et al.
in [30] used VM migration among DCs based on RE availability. After presenting it as
a many-manycast communication problem, they developed an ILP formulation. They
also proposed a heuristic algorithm to solve this problem by splitting many-manycast
into many anycast communications, namely Anycast algorithm with joint resources
ergodic (Anycast-JRE) routing. Moreover, in [31], VM placement in both inter and
intra-DC networks is used to reduce the energy consumption of all DCs and optical
network components.

Aside from that, the MAB approach has been used to address VM migration and
placement in a variety of scenarios. End-to-end delay minimization in mobile edge
computing is addressed in [25] by using contextual MAB while taking the service
migration cost and user mobility into account. Furthermore, the authors in [32] im-
plemented a budget-limited MAB problem to solve the server selection problem in
edge computing. They defined reward and cost in terms of the amount of time and
energy required for each offloading round from a user’s device to a server. They also
demonstrated that their algorithm could solve the problem efficiently in a dynamic
environment. As previously stated, we use the MAB framework to represent the DC
selection problem. Our strategy is more similar to [32]. However, in our work, the
network’s dynamic nature is taken into account while migrating VMs over EON infras-
tructure. We define the cost in terms of BE consumption, optical network elements,
and migration costs, with the intention of lowering them through implementing lower
confidence bounds and optical grooming algorithms.

Numerous research studies have underscored the substantial advantages offered
by EONs as a foundational infrastructure for the Internet. Lohani et al. delved into
the different elements and capabilities that EON introduces to the next generation
of networking and high-speed communication in their work [33]. Furthermore, EON
has been hailed as an efficient and cost-effective solution for provisioning cloud com-

puting traffic. In a comprehensive analysis, researchers in [34] evaluated EON based
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on various critical parameters, including deployment cost, energy consumption, and
bandwidth utilization over the US backbone network. Their findings demonstrated
that EON had a significant positive impact on all these crucial criteria when compared
to alternative solutions.

Furthermore, the utilization of traffic grooming emerges as a highly effective tech-
nique for enhancing wavelength and spectrum efficiency within EONs [35]. In a
compelling study, researchers in [6] demonstrated that the integration of SBVT and
optical traffic grooming can yield substantial reductions in network power consump-
tion. This accomplishment caught the interest of others in the area, with Zhu et
al. later concentrating on energy consumption reduction in the context of network
virtualization in their work [36]. Moreover, the cost of network elements has been
a persistent concern, which was addressed in [14] through the application of optical
grooming techniques. The authors presented an ILP formulation that effectively mit-
igated transponder costs, resulting in an impressive reduction of approximately 30%.
In summary, numerous research studies have introduced traffic grooming as an effec-
tive strategy to minimize the number of transceivers and subsequently lower network
costs, as evidenced by notable contributions in [37] and [38]. Recognizing the com-
pelling potential of this technique, we have incorporated optical traffic grooming into
our research approach. This decision aligns with our objective to further optimize

the cost associated with inter-DC VM migration.
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Chapter 3

Inter-DC VM Migration Using
MAB

In this chapter, we introduce our proposed algorithm designed for VM migration
in an inter-DC environment. We begin by outlining the network model and the
problem formulation, which is grounded in the MAB framework. Subsequently, we
present the MSW-LCB algorithm, a solution aimed at minimizing the total cost,
which includes the costs of BE consumption, optical network devices, and migration,
while minimizing the regret.

Leveraging MAB in the context of VM migration presents a compelling array of
advantages. Firstly, MAB algorithms excel in adaptability, efficiently responding to
dynamic conditions in DCs and the network. This adaptability enables them to op-
timize migration strategies as network traffic, server workloads, and DC conditions
evolve over time. Secondly, MAB algorithms are inherently designed for optimiza-
tion. They strike an optimal balance between exploration (trying various options)
and exploitation (selecting the best-known option), a crucial aspect in VM migra-
tion. By using MABs, VM migrations can significantly reduce resource consumption,
downtime, and meet Quality of Service requirements more effectively. Thirdly, these
algorithms are skilled at handling the dynamic feature of the network, which is a fac-
tor in VM migrations due to fluctuating network delays and workload changes in DCs.
MAB algorithms continuously update their decision strategies based on observed out-
comes, enhancing the decision-making process. Additionally, they support real-time
decision-making, enabling quick responses to changing conditions, ultimately pre-

venting bottlenecks and service disruptions. In essence, MAB algorithms empower
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VM migration processes with data-driven, adaptable, and optimized decision-making

capabilities, enhancing DC efficiency and ensuring a smoother migration experience.

3.1 Network Model

The inter-DC network is modeled as a graph G(V, L), where N is the set of DCs as
nodes and L is the set of links between nodes in the graph. We assumed that all
DCs in the network are equipped with hybrid energy resources and that each of the
DCs processes its own workloads. If the energy consumption of a DC is greater than
the available RE of the corresponding DC, we need to migrate VMs to diminish the
mismatch. We assume each DC has a different amount of available RE. The reason
for this is that certain DCs may be geographically near RE sites and hence employ
more RE resources. Moreover, it is worth mentioning that DCs draw power from the
grid, and the consumption from the grid cannot be separated as renewable or brown,
so it is always a mixture of both. However, it is possible to estimate the contribution
of RE and BE to the grid in different ways. One way is by utilizing the grid data.
Some electricity grid operators provide data on the mix of energy sources they use to
generate electricity. This data might include the percentage of energy generated from
sources like coal, natural gas, wind, solar, hydro, etc. By using this information, it is
possible to estimate the RE and BE contributions. In addition, some DCs have their
own RE generation, such as solar panels or wind turbines, and the energy generation
can be directly measured by these sources.

Servers’ power consumption constitutes a substantial portion of a DC’s overall
energy usage. Therefore, this thesis focuses on the server power consumption within
DCs, which consists of static and dynamic power consumption. The former includes
server idle power consumption and the additional power to support the server’s op-
eration in DC. While the latter varies depending on the number of workloads being
processed. In this work, we mainly focus on reducing the dynamic portion of the
server’s power consumption. The power consumption of server r in DC s is defined

as
Py, = P2 4 poyme, (3.1)

where P5ttic and PPy are the static and dynamic power consumption of the server,



24

respectively. They are defined by

PStatic == PIdle + (77 - 1) : PPeak7

PDyna == (PPeak - PIdle) * Up s,

where Pqe and Ppeax are the server’s idle and peak power consumption [30]. It is
also worth emphasizing that Pfgatic contains a portion of Ppg, because even an idle
server consumes some percent of its peak power due to electricity, cooling, and to
support the server’s operation in a DC environment. Pq is the power consumption
of the server when it is in an idle state, meaning it is powered on but not actively
processing any workloads on VMs. The parameter 7 is the power usage effectiveness
(PUE) of the DC [30], which is a metric that quantifies the energy efficiency of an
DC. Additionally, wu, s represents the CPU utilization of the r-th server in the s-th
DC, defined as

Th f P
CPU Utilization — e number of used CPU cores by requests

The maximum number of CPU cores on the server

Knowing the network model, in the following section, we delve into our proposed

algorithm, which addresses the VM migration in an inter-DC scenario.

3.2 Proposed Algorithm

In our previous research work [17], we explored the use of the MAB algorithm for inter-
DC VM migration. We proposed SW-LCB to decrease the total cost while having the
lowest regret in arm selection in each round. While the SW-LCB algorithm provides
a framework for sequential decision-making, it typically focuses on selecting a DC in
each round and uses the shortest path to do the migration.

However, certain scenarios pose challenges of a different magnitude, where the
decision-making complexity calls for a more sophisticated approach. These chal-
lenges include the need to enhance the DC selection problem by dynamically tracking
their power consumption, ensuring the selection of a path that provides the lowest
delay regardless of being the shortest path based on the length of the link, and also
minimizing unnecessary migration costs. In response to these complexities, we've
evolved our strategy. Instead of relying solely on a single MAB, we now employ a

two-stage sequential MAB approach. This novel two-step MAB mechanism optimizes
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the selection process in each round € by first identifying the destination DC with the
available RE and the lowest power consumption. Then, find a path with the lowest
delay between the source and the selected destination. This refined methodology
aims to enhance resource utilization efficiency, minimize delay, and meet the Qual-
ity of Service criteria, thus addressing the ever-evolving demands of inter-DC VM
migration.

The objective is to reduce the total cost, which is described by (3.2) and is the
sum of three expenses: the cost of BE consumption in DCs, denoted by Cpc, the
cost of optical network elements defined by Cyet, and the migration cost, expressed
by Chig.

Crotal = Cpe + COnet + Cwmig (3.2)

The cost of BE consumption in DCs is calculated as

(C]
CDC = Z Z ast,Ga

seN 0=1

where a4 is the energy cost per unit for the s-th DC. In the formulation, the parameter
O is the total number of rounds. Since the number of used CPU cores by requests
can vary dynamically due to workload fluctuations, resource allocation, and user
demand, we consider the CPU utilization as a random variable and redefine it as
Uy s9. This notation shows the CPU utilization of the server r in s-th DC in round 6.
Consequently, the power consumption of server r in (3.1) can be redefined as P, ;4.
By expressing the s-th DC power consumption as Psg = Y P, 9, and the available
RE in the s-th DC by Ry, we can now define the BE power consumption in DC s in
round 6 as

I's9 = max{Psy — Rs,0}. (3.3)

Based on (3.3), if Psp is greater than Ry, the DC does not have enough RE and
P, g — Ry is the amount of the BE that the DC is consuming. If P; 4 is lower than R,
the BE consumption is considered zero.

Equation (3.4) defines the calculation of Cype. and ay is the path that is selected in
round #. The migration cost from DC s to the destination DC in round € using path

,ag

ap is denoted by ¢y, and expressed as the amount of delay that a VM experiences
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during the migration,

Cug =Y 3 e = 33 o™, 4

where p is the migration cost per unit associated with data transmission via the link.
When selecting a migration path from the source DC s to the destination DC, a
transmission delay is incurred during round 6, denoted as dy®. This delay encom-
passes various factors, including queueing, processing, and other latencies involved
in the VM transfer process. The challenge lies in the fact that this transmission de-
lay remains unknown at the beginning of each round, primarily due to the variable
background traffic conditions in the underlying network. The longer the delay is, the
greater the VM downtime will be. This downtime refers to the time that the VM is
suspended as a result of the stop-and-copy, commitment and activation phases during
the migration [2]. During this time, the service is unavailable to clients, which incurs
a migration cost at the rate defined by p for each passing millisecond of unavailability.

For the calculation of the cost of optical network elements, we consider two im-
portant optical network devices, SBVTs and ROADMSs, as follows:

Cnet = Ot + Croapm + Ccap-

Where Cr is the SBVT’s cost and is calculated as

o
Cr=> B-Tp
=1

Parameter [ is the migration cost per unit associated with transponder consumption.
Moreover, Ty is the number of transponders used for the VM migration in round 6.
The cost related to the ROADM can be calculated as

o
CroapMm = Z(CAmp + cwss)- (3.5)

0=1

As mentioned in the previous chapter, ROADMSs are one type of optical switches, and
they have built-in wavelength-selective switches (WSS) and amplifiers to direct and
boost the optical signals. Therefore, the cost of amplifiers (camp) and WSS switch

(cwss) are considered in (3.5) [39]. Fig. 3.1 illustrates the node architecture in our
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setting.

Optical
Networks

Figure 3.1: Node architecture.

The last term in the Cye is the cost related to the Capital Expenditure (CapEx),
and defined as

Ccap = Initial purchase cost of the device x Number of purchases.

We have considered this cost to reflect the fact that while some DCs might be equipped
with the latest and most efficient devices, others may still rely on older and less capa-
ble equipment. Therefore, we include this cost in the formulation to ensure a seamless
inter-DC migration so we can provide a more holistic view of the costs involved in our
migration strategy. It is important to note that CapEx is only considered when a DC
needs to acquire SBVTs and ROADMs. If a DC is already equipped with a sufficient
number of components, it is not required to consider this portion of the cost.
Nevertheless, (3.2) is difficult to solve because the costs of migration and BE
consumption cannot be predicted accurately beforehand. Therefore, the calculation
is based on the sum of the time-varying costs, which is determined by the chosen
destination DC and path in each round. Hence, we propose a new formulation. We
define regret as the difference between the total cost calculated by an idealized entity,
namely Oracle, with complete knowledge, and the total cost calculated by the MAB
algorithm. Generally, in MAB, Oracle can choose the arm with the lowest expected
cost, achieving the minimum possible cumulative cost over a given time horizon. We

aim at minimizing cumulative regret, which is defined by
Regret = CTotal - Cqbtal = (CDC - CEC) + (CMig - K/Iig)7 (36)

where Cfii, Che, and Cfy, are the total cost, BE consumption, and migration

costs calculated by Oracle in round 6, respectively. Since the decision and output
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of the oracle cannot be deterministically computed, we estimate them by getting
the expectation of the random variable over its probability distribution. The reason
for this consideration is the expectation is essentially the long-term average or the
typical value of a random variable. It embodies a comprehensive understanding of
the variable’s behavior, encapsulating both its central tendency and dispersion. This
makes it particularly suitable for estimating costs in scenarios where outcomes are

inherently unpredictable.

3.2.1 MSW-LCB Algorithm

In this section, we propose the MSW-LCB algorithm, which is designed to minimize
cumulative regret and is presented in Algorithm 1. When using MAB in two phases,
we must specify separate arms for each phase. In the first phase, we define the arm
as a destination DC that can host the VM, and in the second phase, an arm is a
path from the source to the selected DC from the previous phase. In MSW-LCB, we
employ a sliding window strategy to ensure that results are more focused on recent
information and to promote faster convergence to the ideal arm based on historical
information.

In our other work [17], we migrated the VM through the shortest path. This
shortest path was calculated based on the length of the links in the topology. However,
in today’s traffic-varying network, propagation delay, which has a direct relationship
with the length of the fiber optic link, is negligible. Transmission delay, on the other
hand, can be significant because it is dependent on the unpredictable underlying
network. Hence, in MSW-LCB, we do not necessarily transfer the VM through the
shortest path. Instead, we consider a path from source to destination DC that has
the lowest transmission delay. In this way, we can further reduce the migration time
and cost.

As mentioned before, the transmission delay and workloads are random variables
and are unknown at the beginning of each round. Therefore, the estimation of these
parameters plays an important role in making informed decisions. To this end, we
calculate the average of the random variable on the 7 previous rounds. We formulate
the average as a function f, given in (3.7) and (3.8). Using these definitions, we
can use the equations for both random variables. In the first phase of MSW-LCB,
where the focus lies on selecting the optimal destination DC, x is the selected arm or

destination DC in round k. In the second phase, x is the path that its transmission
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delay need to be estimated.

0 x
fg(x 7_) _ ka(k77—) ' fk ’ ]]-{a’l’mk:x}
Srw(k, ) - Larmy=s)

where k£ = max{1, (§ —7)+ 1}, and w(k, 7) represents the weight assigned to the arm

: (3.7)

x in round k, and we define it as an exponential function, defined as

k

w(k,7)=1—¢€"~.

Hence, all element within the window 7 is assigned a weight between [0, 1], with
greater emphasis placed on recent arms relative to others. Also the adjustment term

is calculated by

olog(min{6,1})
o
2k Larmy=c}

o is a pre-defined parameter, and the tunable parameter 7 represents the length of the

E@(.Z',T) =

. (3.8)

sliding window [40]. As a result, in order to make a decision on the current round, we
need information from previous rounds. In this approach, instead of averaging over
all previous observations, we only use the 7 last rounds to estimate the transmission
delay based on recent information.

Algorithm 1 shows the MSW-LCB algorithm. We assume that each request is
expressed as a VM migration request, and each VM may have different CPU and
bandwidth requirements. Additionally, we give special consideration to the Service
Level Agreements (SLAs) associated with specific VMs. Some VMs have stringent
requirements regarding downtime, ensuring that they should not be unavailable for
more than a certain duration, often measured in minutes. This crucial aspect is
factored into our path selection phase, where we prioritize paths not only based on
their migration cost but also on their estimated transmission delay. The aim is to
ensure that the chosen path aligns with the permissible downtime specified in the
SLAs of the involved VMs.

In Algorithm 1, set D is the set of DC with insufficient RE, and set N — D is the set
of DCs with sufficient RE that can host VMs. Lines 1-6, the controller identifies the
DCs that are experiencing a lack of RE and adds them to the list D. Then, the first
phase of MAB starts by going through the DCs in set (N — D) and selecting the one
that has the lowest power consumption and BE consumption equal to zero. Based on

the (3.3) formulation, when I' g is equal to zero, the DC s available RE is higher than
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Algorithm 1 Modified SW-LCB (MSW-LCB)

Input: G = (N, L), Available RE of DCs, Window size 7, Parameter o, § = 0
Output: Regret, Total cost

1: for all DCs in set N do

2:  Calculate the expected energy consumption of the DC;
3:  if expectation of the energy consumption of DC > available RE of DC then
4: Create a list D and append the corresponding DC to list D;
5. end if
6: end for
7: for all DCs s in list D do
8:  while the remaining workload of DC s > available RE of DC s do
9: for each DC j in (N — D) do
10: Estimate the power consumption of the DC j using (3.7) and (3.8)
55 = f9<j7 T) - EG(j7 7—);
11: Calculate BE consumption cost
12: end for
13: Select the DC my with the lowest power consumption and the BE consump-
tion equal to zero based on (3.3)
14: if a destination DC is found then
15: for each path i between s and my do
16: Estimate the transmission delays of path i using (3.7) and (3.8)
Al = foli,T) — Ep(i, 7);
17: Calculate the migration cost using the estimated delay;
18: end for
19: Select the path ay with the lowest migration cost which the path estimated
delay meets the VM downtime SLA.
20: Do the migration based on the selected path ay using Algorithm 2;
21: Observe the transmission delay and power consumption of DC my;
22: Check the remaining workload in DC s;
23: 0=0+1,;
24: else
25: Stop the Algorithm
26: end if

27  end while
28: end for
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Algorithm 2 Optical Grooming
Input: Source DC s, path ag, Required resources of the VM (CPU and bandwidth)
Output: Number of used SBVTs and ROADMs

1: Do Operation 1 from s using path ay;
2: if Operation 1 succeeds then

3:  Update physical resources’ capacity;
4: else

5: Do Operation 2;

6: if Operation 2 succeeds then

7: Update physical resources’ capacity;

8 else

9: Do Operation 3,

10: if Operation 3 succeeds then

11: Update physical resources’ capacity;
12: end if

13:  end if

14: end if

its power consumption. After selecting the destination DC, the algorithm begins to
find a proper path between source and destination. It explores the paths and chooses
the one with the lowest transmission delay that meets the VM’s SLA. Then, the VM
migrates to the selected DC through the selected path using Algorithm 2. Note that
the path that is created in the second phase is not necessarily the shortest path. In

Algorithm 2, this path is given as an input to the algorithm.

3.2.2 Optical Grooming

An SBVT can logically divide its capacity into several sub-transponders and allocate
each one to a separate optical flow. As a result, using SBVTs provides a new way to
perform traffic grooming, namely optical grooming [16].

Basically, traffic grooming refers to the process of aggregating many small flows
into a larger one. In optical grooming, we can use one SBVT to transfer multiple
optical flows instead of using several separate low-capacity transponders. In this
way, the overhead power consumption in the optical network and the number of
transponders will decrease. Algorithm 2 describes the routing and optical grooming
from the s-th DC to the selected arm in the corresponding round. According to
[6] and [41], for a new migration request, there are three possible optical grooming

operations. Fig. 3.2 illustrates these operations.
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Operation 1: Creating a new lightpath by using sub-transponders of the existing
SBVTs at the source and destination. In other words, the new lightpath is groomed
optically by existing optical flows in the corresponding nodes.

Operation 2: Exploiting optical grooming with an SBVT at the source/destination
nodes as well as activating a new SBVT at the destination/source.

Operation 3: Provisioning a completely new lightpath by utilizing new SBVTs at the

source and destination nodes.
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Figure 3.2: Optical grooming operations; (a) Operation 1, (b) Operation 2, (¢) Op-
eration 3 [6].

3.2.3 SDN-Enabled VM Migration

In the envisioned architecture for deploying our VM migration algorithm, we lever-
age the capabilities of Software-Defined Networking (SDN). This approach provides a
flexible and programmable network infrastructure, allowing for dynamic management
and optimization of resources. SDN offers a flexible and programmable infrastruc-
ture where the control plane is decoupled from the data plane. In our context, SDN
controllers play a pivotal role in orchestrating the execution of the VM migration al-
gorithm, and the MSW-LCB algorithm is being executed within the SDN controllers.

The SDN controllers, while distributed across the network, operate in a central-
ized manner. This centralized control ensures coordinated decision-making, prevent-

ing scenarios of DCs becoming either overloaded or underloaded. This centralized
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approach is crucial for optimizing the VM migration process, as decisions regarding
DC selection and path establishment can be made holistically, considering the global
state of the network.

Furthermore, the connectivity among SDN controllers enables seamless commu-
nication and collaboration. This inter-controller communication is vital for sharing
information, load balancing, and maintaining a cohesive network operation. Through
this interconnected SDN controller architecture, we aim to enhance the efficiency and
effectiveness of the VM migration algorithm by leveraging a unified view of the net-
work’s resources and demands. This SDN-based architecture not only aligns with
contemporary networking paradigms but also ensures that our VM migration algo-
rithm can adapt dynamically to the changing conditions of the network, thereby

optimizing the energy-aware inter-DC VM migration process.

3.2.4 Algorithm Complexity

Since the MSW-LCB algorithm retains only the last 7 rounds of the transmission
delay, it occupies less space than algorithms that use the entire history. As a result,
the space complexity is linear with respect to the 7.

In terms of time and computational complexity, finding the DCs with an insuf-
ficient amount of REs has an O(|N|) complexity. The exploration and exploitation
part has the complexity of O(|N|[*4|Agm, |- |N|), where | Ag n, | is the number of paths
between source DC s and destination DC my. Finally, the complexity of the optical
grooming is O(K - H), where K and H are the total number of sub-transponders in

an SBVT and the number of migrations, respectively.
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Chapter 4

Performance Evaluation and

Analysis

In this chapter, we conduct extensive numerical simulations to evaluate the perfor-
mance of the MSW-LCB algorithm. First, we outline our settings and parameters,
and then we discuss our results. We give an assessment based on real-world datasets
that provides important insights into the strengths and advantages of our algorithms

in a semi-realistic environment.

4.1 Parameters Settings

We implement our proposed algorithm using the Python programming language on
a computer equipped with an i7-4510U processor and 12 GB of RAM. The perfor-
mance of the proposed algorithm is evaluated on the USNET topology, a real-world
network infrastructure representing DCs across the United States. This topology,
acquired from [42], is a geographically diverse network of interconnected DCs. Fig.
4.1 showcases the USNET topology, with each node representing a DC strategically
located across the country. The numbers assigned to the links between nodes denote
the geographical distances between these DCs in kilometers. This topology, carefully
integrated into our evaluation framework, mirrors the geographic distribution of DCs
in the United States and serves as a robust testbed for our algorithm.

We assume that each DC has 100 servers, denoted by v, and each has 16 CPU
cores, denoted by w. The idle and peak power consumptions of a server are tuned to
100 and 200 Watts, respectively. Additionally, each SBVT has a capacity of 400 Gbps
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Figure 4.1: USNET topology.

and can be sliced into a maximum of 10 sub-transponders. The parameters ¢ and 7
are set to 1 and 1.2, respectively. Basically, the PUE value of 1.2 is chosen to strike a
balance between ensuring that the DC receives sufficient power for its I'T equipment (a
PUE below 1) and minimizing power wastage (a very high PUE). This value optimally
aligns with operational efficiency. Moreover, the amount of « for each DC is chosen
from a range of [9-15] cents per unit. These values were determined based on a review
of existing literature, considering the cost structures and financial models applied in
DC operations. This range encompasses various pricing scenarios observed in different
regions and states, reflecting the diverse energy market conditions [25]. The values
of § and p are set to 22 and 0.1 cents per unit, respectively [30], [32]. These values
are commonly utilized in research involving DC energy efficiency and operational cost
studies [39]. The cost of the ROADM depends on the node degree in the USNET
topology. USNET has six nodes with degree 5, five nodes with degree 4, eight nodes
with degree 3, and five nodes with degree 2. In addition, for the calculation of cwss,
we considered the ROADM node architecture as shown in (4.1) and Fig. 4.2. This
figure provides a visual representation of (4.1) when the value of M is set to 2. The
costs of WSS(1x9), WSS(1%20), and WSS(9x9) are 4, 6, and 48, respectively. The cost
of the built-in amplifier is set at 1.9 [39]. These values encapsulate the operational

expenses incurred per request. They encompass a spectrum of costs, including power
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consumption, equipment maintenance, and resource utilization.

S
Croapy = » 1.3+ M - (camp + Cwss)
6=1
© (4.1)
=> 13- M- (2- WSS(L9) + Camp)
0=1
+2 - (WSS(1 % 20) + WSS(9%9)).
Transponders
N 1 .
WSS 1x20 WSS 1x20
x2 x2
I |
WSS 9x9
x2
Line 1 Line 2

—— WsS1x9 ﬁs—s_ Fm ‘ WSS 1x9 —Pp—
Interconnections
—Pp—  WSS1x9 \J ‘ WSS 1x9 ——

Figure 4.2: ROADM architecture in our setting with M = 2.

In (4.1), M is the degree of the ROADM. As mentioned earlier, ROADMs have
built-in wavelength-selective switches (WSS) and amplifiers to direct and boost the
optical signals. WSS(1 * X) means the switch has 1 input and X output ports. A
coefficient of 1.3 is applied for the increased cost associated with newer technology in
ROADMSs capable of supporting EON flexibility. Without this coefficient (i.e., when
it equals 1), the formulation represents the cost for a ROADM in a fixed grid WDM
node. However, it is estimated that with the introduction of advanced ROADMs,
which offer enhanced capabilities and flexibility, the cost is approximately 1.3 times
higher.

Regarding the value of R, we utilized a comprehensive dataset encompassing in-
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formation about the availability of RE sources [43]' in each DC. This dataset featured
diverse data regarding various RE sources, including solar and wind. To establish a
coherent representation, we collated data specific to these RE sources for the United
States in 2020 and calculated their cumulative availability. Based on our findings,
we determined that the lowest RE availability amounted to approximately 11% of a
DC’s peak power consumption. Therefore, the value of RE for each DC is generated
from a range of [0.11 - Ppeak - 7 - ¥, Ppeak - 1 - v]. It is noteworthy that this dataset
was compiled in 2020, and over the years, this percentage has shown a progressive
increase.

In addition, we consider the distribution of CPU core utilization for background
workloads within a DC. This utilization is assumed to follow a uniform distribution,
falling within the range of 30% to 50% of a server’s total CPU capacity, denoted as
w. This range aligns with best practices in DC management, where server utilization
between 30% and 50% is considered optimal. Servers operating below 30% utilization
are often candidates for consolidation, maximizing resource efficiency. Conversely,
maintaining an average utilization of around 50% is deemed ideal for server per-
formance. Therefore, background workloads falling within the 30% to 50% range
represent scenarios where servers are functioning optimally and have the capacity to
host new VMs. This approach allows us to model realistic DC conditions, ensuring
that our simulations closely resemble practical, real-world scenarios.

To simulate and evaluate the network delays and VM characteristics, we meticu-
lously harnessed datasets from reputable sources. Our network delay dataset, sourced
from [44]?, provides invaluable insights into the average latency of network links (as
indicated in the dataset’s “avg-lat-ms” column). Using this dataset not only ensures
a more authentic representation of real-world scenarios but also equips our algorithm
with the adaptability required to tackle an extensive range of potential delay situa-
tions. Additionally, the dataset “WorkloadTrace”? contributed significantly to deep-
ening our comprehension of VM characteristics. Specifically, we leveraged the “CPU
utilization percentage” column in the dataset to inform our algorithm about VM CPU
requirements, enhancing the authenticity of our simulations. These carefully selected
datasets, subjected to rigorous modification and synthesis, aid in establishing the

accuracy and practical significance of our study.

Thttps:/ /www.kaggle.com/datasets/programmerrdai/renewable-energy
https://www.kaggle.com /datasets/dhruvildave/ookla-internet-speed-dataset
3https://www.kaggle.com/datasets/ashikhassan007 /workloadtrace
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Furthermore, in the realm of cloud computing, major providers often guarantee
a remarkable 99.99 percent uptime for VMs. Translated into tangible terms, this
is equivalent to a maximum allowable downtime of approximately 52.6 minutes per
year or 1 minute per day (60,000 milliseconds). In our performance analysis, we can
confidently assert that our algorithm stands resilient in preserving these stringent
SLAs. Through meticulous evaluation against real-world datasets and input, our
algorithm consistently ensures that VMs undergoing migration remain well within
the bounds of their prescribed SLAs. This reliability underscores the effectiveness of
our approach in meeting the high standards set by prominent cloud service providers.

We compared our algorithm with four approaches as follows:

e SW-LCB: This algorithm is proposed by us, and is discussed in [17]. In SW-
LCB, each arm is defined as a destination DC. In each round, an arm is selected,
and the VM will be migrated through the shortest path to the chosen arm.

e ¢-Greedy: It is an MAB-based policy that in each round #, an arm is uniformly

chosen with probability € = 5 [32].

e KUBE: It stands for knapsack—based upper confidence bound exploration and
exploitation [45]. In KUBE, for each arm j, we estimate the delay by

0
d@(saj) - 2- log ‘9/ Z ]]-{Dk:j}a
k=1

where dy(s, j) is calculated by
do(s,5) = Y Ay’ Vp=y/ Y Lipy=jy-
k=1 k=1

o Anycast-JRE: It does not include any online decision-making algorithms. This
algorithm specifies DCs with insufficient RE first. Then it compares the K-
shortest paths from the source DC to the destination DC with sufficient RE,
and finally, it selects the path with the highest weight for migration [30].
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4.2 Results and Discussions

We thoroughly evaluate and compare the results of MSW-LCB with the other bench-
mark algorithms, shedding light on various aspects and providing detailed analysis.
All simulations are repeated 100 times, and the averaged results are shown in this
section.

Fig. 4.3 depicts the average BE consumption cost of DCs before and after mi-
gration using the MSW-LCB algorithm. As it is shown, the gap between the two
graphs narrows as the number of requests in each DC grows, and the MSW-LCB
algorithm demonstrates a significant drop in BE usage in DCs due to the MAB-based
migration. As illustrated, for 400 requests, we obtained a cost reduction of around
69%. However, for 680 requests, this improvement drops to 41%, as the capacity of
DCs is limited.
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Figure 4.3: Comparison of DCs’ BE consumption costs in the USNET before and
after migration using Algorithm 1.

Fig. 4.4 compares the total cost of MSW-LCB with other benchmark methods.
According to the graph, when the number of requests grows, a significant divergence
appears, showing that MSW-LCB outperforms SW-LCB and other algorithms. In
particular, MSW-LCB obtains a substantial reduction in total cost of 15% on average

when the number of requests reaches 680 compared to SW-LCB. Moreover, the total
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cost in a high number of requests has declined typically by 23%, 34%, and 39% when
compared to KUBE, e-Greedy, and Anycast-JRE, respectively, which demonstrates
the effectiveness of the MSW-LCB algorithm.
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Figure 4.4: Total cost comparison of MSW-LCB and other algorithms in USNET.

The fundamental reason contributing to the lower total cost in contrast to the
SW-LCB is the lower migration cost, which is the outcome of the significant modifi-
cations and improvements in path selection in the MSW-LCB. To assess the impact
of these improvements, we conducted a comparison of migration costs. As illustrated
in Fig. 4.5, on average, the migration cost using MSW-LCB exhibits a significant
decrease of approximately 15% compared to the SW-LCB. Additionally, the MSW-
LCB algorithm demonstrates its effectiveness as the number of requests in the DCs
increases. By using a sliding window approach and focusing on recent network data,
the delay estimation becomes more accurate, leading to less migration downtime and
cost. This approach provides on average around 26% improvement over KUBE and
over 37% decrease in e-Greedy for the large number of requests.

This notable reduction in migration cost highlights the efficiency and effectiveness
of the MSW-LCB algorithm in finding the best path with minimum delays for VM
migration. This efficiency is reflected in the cost of the optical network as well. Fig.

4.6 depicts the cost comparison of optical network equipment. Optical grooming is
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Figure 4.5: Comparison of migration cost in MSW-LCB and other algorithms in
USNET.

the primary method that aids in lowering the network devices’ cost. As shown in
Fig. 4.6, optical grooming reduces device expenses by 12% for both MSW-LCB and
SW-LCB. In addition, the network cost for MSW-LCB is approximately 10% lower
than that achieved by e-Greedy.

Fig. 4.7 shows the regret achieved by MSW-LCB. To demonstrate this figure, we
selected a certain DC, set the number of requests to 500, and then plotted the regret
curves. As shown in Fig. 4.7, the MSW-LCB’s regret converges faster than the other
algorithms. It reduces the regret by 15%, 27%, and 36% compared to SW-LCB,
KUBE, and e-Greedy. In general, MSW-LCB exhibits faster convergence in iden-

tifying the best arm, enabling quicker decision-making and improved performance.

In determining the number of migrations in our study, we acknowledge the dy-
namic nature of DCs, where the availability of RE and the ongoing background work-
load play pivotal roles. The interplay of these factors results in a scenario where
the number of migrations varies for each DC. The availability of RE influences the
energy-aware migration decision, as our algorithm aims to migrate VMs from DCs
with limited RE to those with sufficient RE. Simultaneously, the background work-
load, reflected in the utilization of CPU cores, provides insight into the operational
state of a DC. Fig. 4.7, showcases the trade-off between migration decisions and

the associated regret. This figure not only visualizes the regret but also presents
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Figure 4.7: Comparison of regret for MSW-LCB and other algorithms in USNET.

the average number of migrations in DCs. It emphasizes the adaptability of our ap-

proach, highlighting how the algorithm dynamically responds to each DC’s unique
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conditions, optimizing migration decisions based on the availability of RE and the
prevailing workload

Additionally, our investigation of the influence of window size within the MSW-
LCB algorithm revealed noteworthy insights into its performance dynamics. As show-
cased in Fig. 4.8, we conducted a thorough analysis to evaluate how different window
sizes affect the regret. It is evident from the figure that the choice of window size plays
a pivotal role in shaping the algorithm’s performance. Specifically, we observed that
as the window size decreases, the regret tends to increase. This behaviour aligns with
our expectations, as a smaller window limits the historical information considered
during the decision-making process. Remarkably, our experiments indicate that for
our specific setting, a window size of 50 strikes an optimal balance. This observation
underscores the importance of tailoring algorithm parameters to the characteristics
of the problem domain, reaffirming the adaptability and effectiveness of MSW-LCB

in dynamic inter-DC VM migration scenarios.
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Figure 4.8: Comparison of regret for different values of 7.

The observed increase in regret as the window size expands to 70 within our MSW-
LCB algorithm can be attributed to several key factors. First, a larger window size
may lead to overfitting as the algorithm becomes heavily influenced by old historical
data. Second, the delayed learning effect becomes more pronounced with larger win-

dows, making it slower to adapt to new changes in the system. In scenarios where the
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system dynamics are evolving rapidly, this can result in suboptimal arm selections
and, consequently, increased regret. Lastly, as there is significant variability in delay
and workload demands, a longer window size may not respond effectively to these

fluctuations.

Table 4.1: Runtime comparison
| Number of Requests | 400 | 440 | 480 | 520 | 560 | 600 | 640 | 680 ||
MSW-LCB (ms) |240 [ 251 [255[ 260 [ 285 [ 290 | 300 [ 312
SW-LCB (ms) 124 [ 131|144 | 1521166 | 173 [ 179 | 186

KUBE (ms) 126 | 135 | 147 | 153 [ 169 | 177 | 181 | 189
e-Greedy (ms) 81 | 83 | 8 | 95 [102]106 | 109 | 113

Table 4.1 provides a comprehensive comparison of the runtimes for different algo-
rithms under varying numbers of requests. As observed, our MSW-LCB algorithm
exhibits slightly longer runtimes compared to the SW-LCB and other benchmark al-
gorithms. The higher runtime in MSW-LCB is primarily due to the sequential MAB
framework employed in our approach, which involves making decisions in two stages:
DC selection and path selection. To manage the computational and time complexities
of path selection, we optimized the process by considering only the top 5 paths with
the lowest delay from the previous round. This strategy allows us to strike a bal-
ance between path diversity and computational efficiency, resulting in an impressive
runtime of below one second. Despite the slightly longer runtimes, it is important
to emphasize that MSW-LCB delivers substantial advantages in terms of cost re-
duction and regret minimization, making it a compelling choice for scenarios where
these objectives outweigh the modest increase in computation time. Furthermore, it
is worth noting that the runtimes remain well within reasonable limits for practical
applications, even with a high number of requests. Therefore, while MSW-LCB may
involve a marginal increase in computational overhead, its superior performance in
cost optimization positions it as a strong candidate for inter-DC VM migration in

large-scale DC networks.
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Chapter 5
Conclusions

This thesis explored the topic of inter-DC VM migration over EONs and proposed
an innovative approach using the MAB formulation. In Chapter 3, the MSW-LCB
algorithm was introduced to address the challenge of reducing DCs’ BE consumption
and migration costs using MAB formulation in two stages. In the first stage, the
algorithm intelligently selects the destination DC for migration, taking into account
the available RE and power consumption of the DCs. In the second stage, MSW-LCB
identifies the most suitable path for migration with the lowest delay. Additionally, the
optical grooming technique was implemented to optimize the migration process by
aggregating optical flows and minimizing the required resources and optical network
costs.

In order to evaluate the effectiveness of the MSW-LCB, we conducted extensive
simulations on the USNET topology using real-world datasets. The results demon-
strated significant improvements achieved through the MSW-LCB-based migration.
Specifically, the BE consumption cost was substantially reduced by 41% in the high
number of requests. Additionally, the total cost dropped by 15%, 23%, and 34% com-
pared to the SW-LCB, KUBE, and e-Greedy algorithms, respectively. As a result of
optical grooming, the network cost has decreased significantly in comparison to the
SW-LCB and e-Greedy. In addition, implementing the MSW-LCB leads to 15% im-
provement in migration costs with respect to the SW-LCB, as well as 26% and 37%
drop in comparison with KUBE and e-Greedy, respectively. Finally, we presented
the regret results and demonstrated that MSW-LCB converged faster and imposed
15%, 27% and 36% less regret compared to the SW-LCB, KUBE, and e-Greedy,
respectively. In general, our analysis has shown that MSW-LCB offers significant

advantages in terms of cost reduction and faster convergence to optimal arm.
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5.1 Future Works

There are several promising avenues for future research in the field of inter-DC VM
migration. This section presents a set of valuable suggestions for future work that
can further enhance the understanding and application of inter-DC VM migration.

One area of potential improvement lies in enhancing the decision-making process
within DCs regarding which VMs should be migrated and which should remain in the
source DC. In our research, we have assumed that all VMs possess equal priority and
have not taken into account any specific SLAs related to compliance requirements for
individual VMs. For instance, certain VMs may have restrictions on being migrated
to different regions or states due to cost, privacy, or security constraints. Therefore,
it is crucial to make informed decisions by considering the unique requirements of
each VM in the context of inter-DC migration. By intelligently incorporating these
considerations into the decision-making process, the efficiency and effectiveness of
VM migration can be significantly enhanced.

Another possible improvement is combining electrical and optical grooming algo-
rithms can offer the potential to minimize network costs by leveraging the advantages
of each technique. It enables effective utilization of network resources, reduces net-
work element power consumption, and provides more cost-efficient grooming options.
Further research and development in this area can contribute to enhancing the overall

performance and cost-effectiveness of inter-DC VM migration.
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