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Abstract

Internet traffic is increasing exponentially, driven by new technologies such as
Internet of Things (IoT) and rich streaming media. The traditional IP router
becomes a bottleneck for further Internet expansion due to its high power con-
sumption and inefficiency in processing the growing traffic. Router bypass has
been introduced to overcome capacity limitations and the processing costs of
IP routers. With router bypass, a portion of traffic is provisioned to bypass
the router and is switched by the transport layer. Router bypass has shown
to provide significant savings in network costs. These advantages are limited
by a reduction in the statistical multiplexing associated with the subdivision
of the available bandwidth typically into bypass and traditional portions thus

limiting the interest in bypass techniques.

This thesis will explore multiple techniques to enhance the efficiency of router
bypass. The main goals are to address the issue of the reduction in statistical

multiplexing and to add a dynamic approach to the router bypass mechanism.

The recent advancements in the Optical Transport Network (OTN) play a
major role in the transport network. This proposal takes full advantage of
OTN in the router-bypassing context by applying recent developments such
as Hitless Adjustments ODUflex (HAO), which allow the provisioned chan-
nels to be adjusted without re-establishing the connections. In addition, it
will allow the bypassing mechanism to be flexible enough to meet the traf-
fic behaviour needs of the future. This thesis will study multiple approaches
to enhance the router bypass mechanism including: an adaptive provisioning
style using various degrees of provisioning granularities and controlling the
provisioning based on traffic behaviour. In addition, this thesis will explore

the impact of automation in Software-Defined Networking (SDN) on router

il



bypass. The application-driven infrastructure in SDN is moving the network
to be more adaptive, which paves the way for an enhanced implementation of

router bypass.

Many challenges still face the industry to fully integrate the three layers (3,
2, and 1) to transform the current infrastructure into an adaptive application
driven network. The IP router (layer 3) provisions and restores the connection
regardless of the underlying layers (layer 2 and 1) and the transport layer does
the same regardless of the IP layer. Although allowing every layer to develop
without being constrained by other layers offers a huge advantage, it renders

the transport layer static and not fully aware of the traffic behaviour.

It is my hope that this thesis is a step forward in transforming the current
network into a dynamic, efficient and responsive network. A simulation has
been built to imitate the router bypassing concept and then many measure-

ments have been recorded.
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Chapter 1
Introduction

The evolution of Internet content in the last few decades has been dramatic
in quantity and quality (e.g., [1]). The Internet advanced from a network
intended to transfer simple data (texts and emails) between users to supporting
rich media and streaming services. With the revolution of Internet content,

the transport network had to evolve to meet the content demand.

1.1 Introduction

Internet traffic growth has been rising steeply for the last decade and prog-
nostications for the future suggest even more dramatic growth. For instance,
the projected annual IP traffic for 2018 will be greater than all IP traffic that
has been generated globally from 1984 to 2013 [1]. IP traffic will increase
threefold in the next five years and the number of connected devices will be
three times the global population in 2019 according to forecasts [2]. The Inter-
net of Things (IoT), big data, and rich media streaming are examples of high
bandwidth-consuming technologies, which are driving higher-capacity network
infrastructure. The wide use of cyper-physical systems (CPS) will add even
more to Internet traffic. Moreover, cost reduction in new data-centre deploy-
ments with higher demand for cloud services have led to many data centres

distributed around the core network [3].

[P-based packet-switching has been a powerful enabler for Internet growth.

It allows the statistical sharing of a common transport resource among large



numbers of simultaneous, transient, and diverse connections, all without com-
plex preconnection setup. This sharing provides statistical multiplexing that
maximizes bandwidth use, especially in an unpredictable traffic environment;
however, IP routing requires considerable per-packet processing which leads to
high power consumption. Traditionally, every packet must pass through each
intermediate node. It has been shown [4] that, on average, a packet needs to
be processed by between 10-15 nodes before it reaches its destination. In core
routers, 50-85% of traffic processing resources are consumed by transit traffic
[5]. This is compounded by the need to overprovision bandwidth to support
peak demand. Busy-hour traffic volume has been reported [6] to exceed aver-

age volume by 72% [1].

In contrast, the optical transport layer that provides the capacity for the over-
lay router networks is highly efficient on a per bit basis. Recent enhancements
to the optical transport layer, particularly those introduced in the G.709 op-
tical transport network (OTN) specification, increase its flexibility and ability
to interwork with packet networks. Ongoing research seeks to leverage these
enhancements and the increased efficiency offered to relieve difficulties in meet-
ing growth demand through enhancements to router networks. This has led
many to believe that cross-layer switching will enhance the transport network
to be more dynamic and efficient. That efficiency and agility will play an im-

portant role in Internet evolution [7].

Router bypass has been introduced as a solution to using optical layer ef-
ficiency to enhance traffic transportation in traditional networks. A bypass
path is established directly between two network nodes separated by multiple
(transit) routers. Traffic is then routed directly through an optical path be-
tween these bypass nodes, avoiding the intermediate transit routers. Router
bypass has been shown to offer savings in power consumption of up to 45%
[8] as well as a reduction in capital and operational expenses of up to 80%
and 60%, respectively [5] [9]. However, implementation of the bypass requires
the partitioning of network bandwidth into separate bypass and non-bypass
portions, and since each portion is smaller than the original total bandwidth,

the advantages derived from statistical multiplexing are reduced, resulting in



criticism of router bypassing.

As global TP traffic continues to increase dramatically, driven primarily by
large file and streaming transactions [1], network operators seek new methods
to increase the efficiency of IP router networks. Given high router complexity
and power consumption, traditional IP networking techniques alone struggle
to keep pace with bandwidth growth. The statistical multiplexing offered by
routers is essential to maximize bandwidth utilization, especially in an unpre-
dictable traffic environment. In contrast, it is well established that the optical
layer offers a lower per bit cost and higher capacity transport due to its less
complex circuit-switching. Features recently introduced in the G.709 Optical
Transport Network (OTN) specification, including direct support mechanisms
for packet switching (i.e., Generic Framing Procedure) and the Hitless Ad-
justment (HAO), paved the way for a more dynamically provisioned transport
layer. Yet the optical network is still mainly used for static point-to-point con-
nections while routers manage packet routing. This causes some researchers
to believe that a more dynamic transport layer is within reach [7] and this is

an attractive alternative for meeting Internet scaling challenges.

1.2 Impact of Internet Traffic Growth

The advancements in electronics manufacturing have had a major impact on
the telecommunication industry. For instance, the energy required per bit has
been reduced year by year. Figure 1.1-a shows the growing capacity of network
equipment as well as the efficiency improvements in electronics on a low level
and chips manufacturing as illustrated in Figure 1.1-b. However, the demand
for Internet bandwidth in the last decade has grown substantially, pushing the
network capacity expansion even further. Predictions suggest that it will keep
growing for many more years (see Figure 1.2).

Media consumption, video-streaming applications (such as Netflix, Hulu, YouTube,
etc.) as well as data consumed by mobile devices and smart phones are some
examples of what have been driving the Internet growth in recent years as
shown in Figure 1.2. Recent trends indicate that the annual growth rate of

Internet traffic is 50% [10]. According to the Cisco visual networking index,
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Figure 1.1: Evolution of the bandwidth capacity and energy per bit consump-
tion of last decade [11].

global Internet traffic is expected to increase by threefold in the five years
afterwards, following a fourfold growth in five years after that. At some point
in 2015, Cisco predicted that global IP traffic would hit 1.0 zettabytes per
year, driven by the worldwide growth [12]. The projected annual IP traffic for
2018 will be greater than all IP traffic that has been generated globally from
1984 to 2013 [1] [2]. Moreover, cost reduction in new data-centre deployments
combined with higher demand for cloud services have led to a large number of

data centres being distributed around the core network [3].
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Figure 1.2: Expected Internet traffic growth around the world per month [16]



At the same time, this growth comes with a price, which is tremendous
power consumption in the Internet infrastructure. A study shows that the
Internet network electricity consumption will grow at rate of 10% per year in

the coming years [13].

As we can see in Figure 1.3, the electricity consumption of telecom opera-
tors worldwide has risen in the last decade. To get a sense of how much power
the core networks consume, a prediction was made by another study [14] that
shows that the total electricity consumption of communication networks has
exceeded 350TW /h/y in 2013. The power consumption of the Internet in
broadband countries is a small percentage (between 1-2%) of the total na-
tional power consumption. Considering the cost of one kW is approximately
seventeen cents, then cutting only 10% of telecom operator consumption can
save up about US$6 billion (assuming the average network consumption of any
given country is about 3 TW [8]). If we consider the worldwide consumption
mentioned in Figure 1.3 then the savings will be tremendous. It will lead
to direct cost savings associated with consumed power and will have major
effect on the environment by reducing the carbon footprint of power-hungry
equipment. The following is a simple calculation to demonstrate the current
impact on the environment: if we consider worldwide electricity consumption
in telecom operator networks in 2012 to be around 270 TWh/y, it is equivalent

to the annual greenhouse gas emissions of 39.7 millions passenger vehicles [15].
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Figure 1.3: Worldwide electricity consumption in telecom operator networks
[13].

1.3 IP Routers and the Power Consumption

Issue

To find the main source of this power-consumption problem, we need to look
at service provider networks and understand which area is consuming the most
power. It is clear that routers are one of the main causes of that consumption.
For example, if we take an IP over the WDM network, we find that routers
consume 90% of the total network power consumption while transponders and
EDFAs consume much less, about 7% and 2% of the total power, respec-
tively [8]. To put that in perspective, Cisco CRS-1 16-slot single-shelf system
core router consumes approximately 10 kW (when fully configured with line

cards in traffic running condition and its switching capacity is 1.2 Tbhps) [17].

By taking a closer look at traditional routers, we find that packets processing
is responsible for most of the power consumption because the packet size is
relatively small compared with the volume of traffic. The maximum packet
size of the normal Ethernet is about 1500 bytes but new applications such as
VoLTE, P2P, mobile video streaming and online gaming has pushed most of
the traffic packet size to under 400 bytes [18]. As mentioned, switching is the

costliest process inside the router, requiring that each packet needs to be de-
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Figure 1.4: Breakdown of the power consumption inside a high end IP
router [20].

framed/ framed, buffered and then forwarded. The forwarding part requires
IP lookup (IP classification) inside the forwarding engines, which consumes
considerable amount of the total power consumption inside the router. For
example, the power consumption of IPv4 and IPv6 packet classification with
a mere 32 channels at 40 Gb/s can be as high as 700 and 1400 W, respec-
tively [19].

Figure 1.4 shows the breakdown of power consumption inside a high-end
router. As a percentage of the total power consumption, we can see that the
data plane, which is responsible for processing and switching packets, is con-
suming about 54%. This includes many elements of the switching system such
as forwarding engines, switching fabrics and buffering; therefore, the switching
plane alone, in addition to the powering and cooling requirements of the sys-
tem, consumes about 89% of the total power consumption. Consequently, we
note that the control plane—the brain of the router—contains all the routing
protocols, routing addresses and operating systems but consumes only about
11%. The conclusion is that the power consumption problem is caused by the

traffic being handled/switched within the network infrastructure.

Proposals have been made about optical router architectures [19], because of

the efficient nature of optical components in terms of power: however, they



would not be successful in an actual implementation because of the wide gap
between electronics and optics in active computer components such as buffers
and memory. In this thesis, we will focus on the middle ground and to find a
feasible solution to be implemented in the carrier network (since it is based on
current technologies) to improve the power consumption issue and meet the
demand for bandwidth. This solution is an enhancement of router off-loading

or router bypassing.

The advancement of the OTN and sub-lambda switching will open doors to the
next generation of optical switching, even when considering higher bandwidth
demands. Ultimately, routers will be responsible for routing and addressing
(control plane), while switching will be done by the optical network which
has higher bandwidth components and is more power efficient than its current
alternative. This proposal considers the latest advancement in the optical

transport network (OTN) as a base for router bypassing.

1.4 Bandwidth Expansion

In terms of traffic demography, many studies show that most Internet traffic is
not uniformly distributed over a network. For example, the top 1% of global
subscribers generated more than 20% of all traffic. In addition, the top 10%
of global subscribers generated more than 60% of all traffic [12]. From a usage
point of view, Internet traffic volume is not consistent over the day. The peak
hour has almost 25% more traffic than the average [12]. Network designers
cannot expand the network based on peak-hour traffic because it is simply not

economically practicable.

Although the Internet content is exploding and evolving, the network infras-
tructure has not kept up. Many improvements have been made to extend
the bandwidth and enhance the overall utilization; however, traffic demogra-
phy has not been considered in the transport layer. IP router (Layer 3) has
its own connection provisioning and restoration mechanisms regardless of the
underlying transport layer. At the same time, the OTN or WDM network

(transport layer) has its own ways of provisioning and restoration. That sep-
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aration has served the network infrastructure in the past where each layer
can be developed or replaced without affecting other layers. For instance, the
whole IP/SONET layer has been replaced by an OTN layer without any major
changes needed in the IP layer.

Although it has had its benefits, the separation between the IP layer and
the transport layer has caused the transport layer to become static and un-
responsive to the traffic changes. Traffic volume is not only concentrated at
certain parts of the network but also, the volume of traffic changes throughout
a given day. The changes in traffic behaviour have not been accommodated
in the transport layer. That lack of adaptation has led to a lack of efficiency
in channel provisioning and traffic switching. For instance, channels are ei-
ther over provisioned or under provisioned. Figure 1.5 demonstrates a drastic
decline in revenues per Mbps for the transit network over the last ten years.

That requires more innovations to increase the network efficiency.

We can clearly see the problems service providers are facing in trying to
meet the demand for bandwidth. Increasing bandwidth demand, declining
revenues, and the rise of power consumption for the core network are issues
that show the necessity for the infrastructure of the network to evolve.

Because of the resource-intensive switching process, expanding the capac-
ity of routers has been a challenge. Even with advancement in semiconductors

manufacturing, their limited capacity is one of the main obstacles facing the
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network expansion [9]. Figure 1.6 shows how the router capacity could not
cope with bandwidth demand, especially as the demand is expected to grow

exponentially while the router capacity has lagged in recent years.

In conclusion, the inefficiency in current core networks has been caused by
the rigidity of provisioning and high cost of switching in IP routers. These
inefficiencies are preventing the network from meeting the current bandwidth
demands and are consuming a lot of resources. In an attempt to meet the in-
creased demand, we are exploring techniques to improve network transporta-
tion efficiency by focusing on enhancing the router bypass process in order to

reduce the general network costs and improve adaptability and agility.

1.5 Dissertation Organization

The remainder of the dissertation is organized as follows:

In Chapter 2, we explore multiple core network technologies, explaining how
traditional networks work and show the strength of the optical layer in trans-
porting large amounts of data efficiently. We concentrate on the transport
layer (L2) and IP layer (L3) technologies such as MPLS, WDM, (OTN). Then,
we explain Software-defined Networks (SDN) and Network Function Virtual-
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ization (NFV). The automation and orchestration mainly in (SDN) will be

integrated in our proposal for router bypass.

In Chapter 3, we explain the concept and workings of the router bypass,
illustrating how it is provisioned traditionally. Then, we describe the main
advantages of bypassing routers and show the side effect caused by fixed por-
tioning links in a traditional router bypass. Reducing statistical multiplexing
was one of the reasons why router bypass has not been widely deployed in core

networks.

In Chapter 4, the impact of bypass granularities is studied in router bypass
performance. We have developed ways to enhance router bypass by using finer
bypassing channels; using the HAO feature in OTN, we propose techniques to
make a router bypass adaptive to traffic behaviour. Unlike a traditional by-
pass, feedback-based logic can feed the provisioning system to enhance the

bypass mechanism.

In Chapter 5, Software-Defined Network (SDN) is used as an automated pro-
visioning system. With the assumption of an integrated network (i.e., layers
1, 2, and 3), an improvement in router bypass is being illustrated. The traffic
driven network allows for more predictable provisioning which reduces the side
effects of the router bypass, mainly the inefficient utilization of the links. SDN
allows for a more tailored router bypass based on applications needs. We show
how we can control with SDN the trade-off between maximizing bypassed traf-

fic and link underutilization.

Chapter 6 concludes the dissertation.

1.6 Bibliographic Notes

The work in Chapter 4 was published in [66] [68], and the work in Chapter 5

is in the process of publication [71].
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Chapter 2

Overview of Core Networks

Technologies

In Chapter 1, we saw the main problems limiting the Internet bandwidth
expansion. In order to understand the proposed solution, we need to explore
the networking technologies used by SPs, which will briefly explain some of

these technologies.

2.1 Network Switching Principles

A telecommunication network involves a number of terminal nodes connected
links or by intermediate nodes. These links allow telecommunications between
the terminal nodes. The communication can be categorized, based on various
considerations; for instance, in the way of accessing the network: scheduled or
random access. Another consideration is the structure of the network: tree,
bus, mesh, star or ring network. In this section, we are interested in how traf-
fic is switched from node to node in a network. The transmission links that
connect these devices usually use one of two switching mechanisms: circuit

switching or packet switching.

Circuit switching was originally developed to manage telephone calls over
the public switchboard. In circuit switching, a dedicated connection is estab-
lished between two end-systems: a dedicated non-shareable channel is reserved

between the source and the destination for the duration of the connection. The
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dedicated connection is established using a process called “call setup”. Call
setup finds the path from the source to the destination and establishes the
connection between them. It can only be used for a single call at a time. The
data transfer takes place only after the call is set up; after the transfer is com-

pleted, the call is cleared and the reserved resources are released [24].

IP packet-switched networks move data in separate small blocks (packets)
based on the destination address attached to each packet. When they reach
the destination, the packets are assembled to form the sent message. Packet
switching is traditionally done by intermediate nodes called routers, transmit-
ting the message by sending small packets along the path to be shared among
all users. Every router uses a look-up table (or routing table) for each incom-
ing packet. If a routing table does not contain the closest match to the packet
destination address, the packet will be sent to the default route. The default
route is either statically programmed or dynamically learned by the routing
protocols. After choosing the outgoing route, the outgoing port is identified to
the destination direction by looking up and routing decisions, which is com-

putationally expensive [26].

Circuit switching is usually associated with old technologies such as the cre-
ation of the analogue telephone; nevertheless, the efficiency of transmitting
large files over a dedicated path has strong potential. In contrast, the for-
warding process is relatively slow when compared to circuit switching, includ-
ing repeated excessive processing at each intermediate router. In addition,
there is the repeated expensive process (looking up routes) at every intermedi-
ate router. Considering that the current transmitted web pages and file sizes
over the Internet have been increasing in the last decade [27], switching large
files in the transport layer can be more efficient alternative by using methods

such as optical burst switching (OBS) or optical flow switching (OFS).

2.2 Internet architecture models

The architecture of the Internet is complex. To develop every component of

the system without conflict or lack of compatibility, two network models have
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Figure 2.1: OSI and TCP/IP models [29].

been established: the OSI model and TCP/IP model.

In 1977, the International Organization for Standardization (ISO) adopted
the Open Standards Interconnection (OSI), a model that breaks down many
tasks involved in moving data from one computer to another. In other words,
the goal of the OSI model is to break down the task of data communication
into simple steps. These steps are called layers and the OSI model is made
up of seven layers, each with specific responsibilities [28]. The model groups
similar communication functions into one of seven logical layers. Each layer

serves the layer above it and is served by the layer below it.

The Internet protocol suite (TCP/IP) is a suite of protocols used to com-
municate over the Internet and contains four layers. The TCP/IP model was
created after the OSI seven-layer model for two main reasons: first, the founda-
tion of the Internet was built using the TCP /IP suite and through the spread
of the World Wide Web (WWW) and Internet, TCP/IP has been preferred,
and second, a project researched by the US Department of Defence (DoD)
consisted of creating the TCP/IP protocols. The DoD’s goal was to introduce
international standards that could not be met by the OSI model. Figure 2.1
shows the layers of both models.

Before briefly describing every layer in the OSI model, the cross-reference
between the two models needs to be addressed. Layers 1 and 2 in the OSI
model correspond approximately to the Host-to-Network layer in the TCP /TP
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model. Layer 3 in the OSI model corresponds directly to the Internet layer in
the TCP/IP model. Both have the transport layer on same level; the applica-

tion layer exists in both models.

Since the OSI model has seven layers and the TCP/IP has four, many proto-
cols separated in the OSI model into different layers are considered in the same
layer in the TCP/IP model. For instance, TLS/SSL and FTP belong to the
same layer as the TCP/IP model (application layer) while they are separated

in two layers: the session and application layers, respectively, in the OSI model.

Here is a brief description of each layer in the OSI model:

Layer 1. Physical Layer: The physical layer has the following major
functions: (a) it defines the electrical and physical specifications of the data
connection; (b) it defines the relationship between a device and a physical
transmission medium (e.g., a copper or fibre optical cable). This includes the
layout of pins, voltages, line impedance, cable specifications, signal timing,
hubs, repeaters, network adapters, host bus adapters (HBA, used in storage
area networks) and more; (c) it defines the protocol to establish and terminate
a connection between two directly connected nodes over a communications
medium; (d) it also defines the modulation or conversion between the rep-
resentation of digital data in user equipment and the corresponding signals
transmitted over the physical communications channel. This channel can in-
volve physical cabling (such as copper and optical fibre) or a wireless radio link.
For instance, the physical layer of Parallel SCSI operates in this layer, as do
the physical layers of local-area networks LANSs such as token ring, Ethernet,
and IEEE 802.11 and the physical aspect of modern personal communication

such as Bluetooth.

Layer 2. Data Link Layer: The data link layer provides a reliable link
between two directly connected nodes by detecting and potentially correcting
errors that may occur in the physical layer. Point-to-Point Protocol (PPP) is
an example of a data link layer in the TCP/IP protocol stack. The ITU-T

G.hn standard, which provides high-speed local area networking over existing
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wires (power lines, phone lines and coaxial cables), includes a complete data
link layer, which provides both error correction and flow control by means of a
selective repeat Sliding Window Protocol (SWP). Another example, Ethernet
standard TEEE 802.3 includes this layer within its specification based on the
OSI model.

Layer 3. Network Layer: This layer provides switching and routing tech-
nologies, creating logical paths (known as virtual circuits) for transmitting
data from node to node. Routing and forwarding are the main functions of
this layer as well as addressing, Internetworking, error handling, congestion

control and packet sequencing.

Routing—part of this layer—is the process of selecting the best paths in a
network. Packets are transferred from source to destination through this path.
These packets may transverse cross-points until they reach the destination [30].
Based on the routing table (book of addresses and the corresponding local out-
going port) calculated by the routing protocol—an algorithm that calculates
and decides the best path from source to destination—the router switches

packets from the incoming port to the outgoing port.

The process that is responsible for building and calculating the routing ta-
ble inside the router is called the control plane; the switching process is called
the data plane. In addition to routing messages, the network may (or may
not) implement message delivery by splitting the message into several frag-
ments, delivering each fragment by a separate route and then reassembling
the fragments, reporting delivery errors, etc. Datagram delivery at the net-
work layer is not guaranteed. Distinguishing between the data plane and the

control plane is important throughout this proposal.

Layer 4. The Transport Layer: The transport layer is the fundamen-
tal layer at which any end node (computer) can communicate and establish a
connection with another node. The main purpose of the transport layer is to
establish, maintain and release connections for the hosts involved in the com-

munication [31]. Well known TCP and UDP protocols belong to this layer.
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The segmentation of large messages to a sites lower layer (Layer 3) is one of
the responsibilities of this layer, as well as reassembling the segmented packets

into the original message.

Layer 5. The Session Layer: This layer governs the dialogue during com-
munication. This layer might set up different sessions or connections. Its
responsibilities are: how to establish the connections, how to use them, and
how to break them down, as well as checking for transmission errors. The

layer can add different headers during the data transmission [31].

Layer 6. The Presentation Layer: The main purpose of this layer is
to ensure that the transmitted data being transferred is in under-stable syn-
tax by the computer at the other end. Therefore, this layer converts the data
to under-stable syntax and may encrypt and compress the data before sending
it down to the session layer [31]. An example of this layer is converting an
EBCDIC-coded text file to an ASCII-coded file.

Layer 7. The Application Layer: This layer is the users access to the
network. The primary job of this layer is to manage communication between
different applications. Some examples of this layer include FTP, HTTP, and
SMTP protocols, which interact with the software running on the end com-

puter [31].
This brief overview of OSI and TCP/IP models has been provided to show

that in this thesis we will explore certain areas of the OSI and TCP/IP mod-
els, specifically, the bottom three layers in the OSI model.
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Networking Technologies Overview

Most traffic in the carrier network is IP based. In addition, the evolution of
IP/MPLS technology (as a flexible carrier solution implemented last decade)
in the telecom network made packet switching the main way of transferring
data over the telecom networks. As we described in the routing definitions,
these packets need to be processed by many routers to reach their destination.
In this section, we will explore many technologies currently used by carriers

to introduce the concept of router bypassing.

2.3 IP/MPLS

In Multi-Protocol Label Switching (MPLS), packets are transferred based on
labels. The labels have a local significance to the router itself, not to the net-
work. The labels create a virtual circuit called a Label Switching Path (LSP).

The main idea behind MPLS is label switching. Each label is basically an
integer number inserted between Layer 3 and Layer 2; because of that some re-
searchers consider an MPLS as a 2.5-layer technology. MPLS switching allows
the router to do the switching without a traditional IP lookup or searching in
the routing table. Instead, the router uses forwarding information base (FIB)
and Label Information Base (LIB) tables to forward the packets with a new

label, which will be explained later.

Any received packets will be attached to a label, then the receiving router
will recognize which output port this packet needs to be switched to. The idea

is like switching in Frame Relay networks using DLCI stacks [31].

The MPLS network is built from two types of router: the edge LSR (La-
bel Switching Router) and core LSR. The edge LSR is located as an entry
point for the service provider network. The entry edge LSR is called ingress
edge LSR and egress edge LSR to the exit LSR. The ingress router inserts a la-
bel (PUSH function) and the exit LSR removes the label (POP function).The
routers in the middle of the MPLS network are just switching labels (SWAP
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function) as shown in Figure 2.2.
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Figure 2.2: Data Transfer in MPLS [31].

One entry in the MPLS router is called Forwarding Equivalent Class (FEC).
All traffic is classified into FECs. All packets sharing the same FEC will follow
the same path and are linked based on the best route from the routing table.
There is a unique LSP for each FEC and every LSP is one-directional so FEC
classification helps to put traffic with a common LSP into one category. FECs
will be a useful concept in Chapter 3, which describes the router bypassing

proposal.

There are many tables inside every router where they exchange data to switch
packets to the right direction until they reach the destination. After the calcu-
lation is done by the routing protocols, the best path is stored in the Routing
Information Base (RIB) or the routing table. This table belongs to the control
plane and it gets updated if any link changes happen to the network. Then,
RIB produces the updated light version of the routing table, which includes

destination addresses and the associated outgoing port, called the Forward
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Information Base (FIB). The FIB is usually located in the data plane, which
accelerates the switching process. In MPLS, the Label Information Base (LIB)
table is populated—as well as the FIB—by the Label Distribution Protocol
(LDP) or ReSerVation Protocol-Traffic Engineering (RSVP-TE). This is also
located in the control plane. LIB links labels with the FEC indicated by down-
stream LSRs or upstream LSRs. By exchanging data between the FIB and
LIB tables, a third table called Label FIB (LFIB) is built. This main table is
used by the core LSRs to perform label switching (label swapping) [31].
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Figure 2.3: (Right)Power consumption of switching nodes(m is an integral
factor). (Left) Power consumption of memories (m is an integral factor). [32].

As we have seen, the IP/MPLS is a more efficient technology in terms of
switching. There is no need for IP-lookup for every packet switching. How-

ever, MPLS still consumes a considerable amount of power. The reasons are:

e the swapping process needs to be done for every packet, which includes
removing and adding labels at every intermediate LSR in the carrier
network. This is because the technology is based on packet switching
(the data delivered based on information attached in the packet itself);

and

e the size of the packets are relatively small to average.

Therefore, based on this study [32], the power consumption of switching
in MPLS is less than traditional IP switching but not by a large mar-
gin. Figure 2.3 shows the power consumed by switching and memories

of both technologies in that study.
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2.4 Wavelength Division Multiplexing WDM

Wavelength-division multiplexing (WDM) is the process of multiplexing dif-
ferent wavelengths onto a single fibre. This process creates virtual channels
inside a single fibre, each of them capable of carrying a different signal. Fig-
ure 2.4 shows a schematic of a bi-directional WDM system. This system has

n a service interface and n a wavelength in either direction in a single fibre [33].

In WDM, data is transmitted over wavelengths either in parallel-by-bit or
serial-by- character, by assigning incoming optical signals to specific frequen-
cies (wavelengths) in a designated frequency band and then multiplexing all

the frequencies into one fibre.

WDM Schematic

[ =—" - ———— " yr ";
GE __j —_— — GE
ESCON —|  wom 1y o . o WOM ESCON
SONET 0C-48 1 Sysom  AX | A'n il ™ — SONET 0C-48
Service n —1 —— Service n

Figure 2.4: WDM schematic [33].

Each signal can be carried at different rates (OC-3/STM-1.0C-48/STM- 16,
etc.) and even in a different format (SONET/SDH, ATM, etc.). WDM allows
an increase in the capacity of existing networks in a scalable manner. WDM

supports point-to-point, ring, and mesh topologies.

Existing fibre in a SONET/SDH fibre plant can be easily migrated to WDM.
Most WDM systems are compatible with SONET /SDH short-reach optical
interfaces. Long-haul WDM topologies are typically point-to-point. One of
the biggest attractions of WDM is the quick deployment of new bandwidth

services, which are much easier to add to WDM than installing a new physical

fibre.

There are four kinds of WDM systems :
e Metro WDM ( —<200 km— )

e Long-haul or regional WDM (—200 km to 800 km— )
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e Extended long-haul WDM ( —800 km to 2000 km—)
e Ultra-long-haul ( —>2000 km— )

In long-haul WDM systems, the user service interfaces are often OC-48/STM-
16 interfaces. Other interfaces are supported, including 40 Gigabit Ethernet,
and 100 Gigabit Ethernet.

The transponders are the key to expanding the WDM network since they are
responsible for terminating signals at a specific wavelength. Various WDM
components are also integrated with WDM systems. As shown in Figure 2.5,
a WDM node consists of a multiplexer/demultiplexer section, switching sec-
tion and local interface section. The local interface consists of transponders
and complex electronic circuitry. The transponders contain the optical source
and optical detectors. The multiplexer/demultiplexer consists of an optical
multiplexer and demultiplexer. The switching section usually has an Opto-
Electro-Opto (O-E-O) or Optical to Optical (O-O-O) switches in add/drop
configuration or cross-connect configuration. A typical WDM node can add

or drop or pass through wavelengths [33].

CWDM and DWDM

There are two types of WDM: Coarse and Dense Wavelength Division Multi-
plexing (CWDM and DWDM).

CWDM uses a wide spectrum and accommodates up to eight channels. This
wide spacing of channels allows cheaper optics to form limited-capacity chan-

nels to deliver signals over relatively short distances [34].

DWDM systems pack up to 16 or more channels into a narrow spectrum
window near the 1550 nm local attenuation minimum. Since spacing between
channels is smaller than CWDM, which allows the addition of more channels.

DWDM requires more precise optics, which tend to be more expensive.

Typical DWDM systems provide up to 44 channels of capacity, with some
new systems offering up to 160 channels. DWDM is typically used where high
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Figure 2.5: WDM system [33].

capacity is needed over a limited fibre resource or where it is cost-prohibitive

to deploy more fibre [34].

ROADM and FOADM

As with most transport systems, there are different ways to add and drop
traffic along ring and tapered networks. WDM systems support two types of
add/drop: Fixed and Reconfigurable Optical Add/Drop Multiplexers (FOADM
and ROADM).

FOADMs are based on a piece of fibre that allows add/drop of specific
wavelengths. This system can be integrated and managed when cost is the
important factor since they are cheaper than ROADM. ROADMs add the
ability to switch traffic remotely from a WDM system at the wavelength layer.
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Although more expensive than FOADMs, ROADMSs are used in applications

where traffic patterns are not fully known or change frequently [34].
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Figure 2.6: WDM network [33].

The key features and benefits of WDM include:

e Protocol and Bit Rate Agnostic: Wavelengths can accept virtually any

services;

o Fiber Capacity Fxpansion: WDM adds up to 160X bandwidth to a single
fibre;

e Cap/Long Haul and Lo Cap/Short Haul Applications; and
e Remotely Provisionable: ROADMSs provide the flexibility to change with

changing network requirements.

2.4.1 IP over WDM Architecture

The IP protocol is the dominant convergence and routing protocol in the cur-
rent communication and networking architecture. Therefore, transporting IP

traffic over a WDM network in an effective and efficient way is an ongoing
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development task. Although there are many commercial products that trans-
port IP over WDM, there are still many areas for improvement. Moreover, we
are going to see the challenges facing the current IP over WDM architecture

in general.

There are three known IP over WDM networking architectures, which will

be explained briefly in this section.
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Figure 2.7: IP over point-to-point WDM [35].

IP over point-to-point WDM

In IP over point-to-point WDM architecture, IP routers are connected directly
to each other via multi-wavelength fibre links. Figure 2.7 illustrates such ar-

chitecture, where the neighbouring routers are connected by fixed fibre links.

WDM components such as Reconfigurable Optical Add-Drop Multiplexer (RO-
ADM) do not form a network system but offer a physical connectivity between
the IP routers. For instance, SONET can be used for framing services on the
WDM channels. Packet-over-SONET can be used to encapsulate IP frames
to be transported over WDM links. Point-to-point WDM systems have seen

25



widespread deployment in long-distance networks.

With IP over point-to-point WDM, the network topology is not easily scalable
since the connections are fixed and all the network configurations are static.
A centralized system typically manages such networks, with the least number

of interactions between the IP and WDM layers.

IP over reconfigurable WDM

Unlike point-to-point IP over WDM, in IP over reconfigurable WDM archi-
tecture router interfaces are connected to the client interfaces of the WDM
network. Figure 2.8 illustrates IP over reconfigurable WDM network as a sep-
arate physical entity. In this architecture, the WDM physical topology consists
of cross-connects and add/drop interfaces with multi-wavelength fibre links.
Therefore, the WDM network itself has a physical topology and a lightpath
topology. When light crosses optical devices, it is often called the optical path.

The WDM physical topology consists of network elements interconnected by
fibres, while the WDM lightpath topology is formed by wavelength channel
connections. The switching in a reconfigurable WDM is a circuit-switching
technology so the wavelength channel setup and termination has to happen
between two ends of communication. One point needs to be emphasized here,
the IP traffic switching and the wavelength switching are done in separate
layers in IP-reconfigurable WDM.

Lightpaths in the WDM network are designed to comply with the IP topol-
ogy. By appropriately configuring the WDM cross-connects, a given router

interface can be connected to any other router interface [35].

IP over switched WDM

In an IP over switched WDM architecture, the WDM infrastructure directly
supports a per-packet switching capability, as opposed to simply providing
ingress-to-egress lightpaths. As such, it enables a much finer grain sharing than
reconfigurable WDM. Various switched WDM approaches have been proposed,
including [35]:
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e Optical Burst Switching (OBS)
e Optical Label Switching (OLS)

e Optical Packet Routing (OPR)
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Figure 2.8: IP over reconfigurable WDM [35].

OBS and OLS offer flow-switching architecture that is like packet switching.
Conventional IP packet uses packet switching based on the destination ad-
dress. Switching is done in the intermediate nodes based on information in
the IP header. MPLS makes the switching faster and more efficient; however,
OBS and OLS (i.e., the core switches) do not recognize or use the IP header
for a switching mechanism. In addition, OBS and OLS are usually meant to

be used for coarse granularity flows, unlike IP packets which are very fine.

The OPR is a system where the traditional IP router is being imitated by
an optical version of it. In fact, interface savings is one of the main drivers
behind choosing OPR over an electrical IP router. OPR has several interfaces
(i.e., more interfaces than a conventional IP router). However, because of the
immaturity of optical logic processing and buffering, many of these systems

cannot be fully implemented without any electronics. For instance, optical
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buffers are usually represented simply by long delay lines, which are very basic
and static compared with electronic memories. Even WDM systems are usu-
ally bufferless to avoid building any optical buffers inside them. In addition to
optical buffers, building an optical switch fabric is a challenge in terms of hav-
ing high-speed fabric while maintaining a high quality of signals. Figure 2.9
shows IP over switched WDM system.

Similarly, switched WDM systems rely on IP routers for packet switching.
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Figure 2.9: IP over switched WDM [35].

Therefore, OPR systems are not yet a finished solution compared with OBS

and OLS due to implementation challenges.

The main difference between OBS and OLS is that OBS uses coarse packet
switching but OLS uses application flow switching. OLS often uses an in-band
sub-carrier wavelength to carry the control information, i.e., the flow header.
As indicated in the figure, OLSR is formed in clusters. The Edge OLSR usu-
ally offers an electro buffering for IP packets; the edge OLSR only needs to be
completely compatible with the IP protocol stack. OLSRs are interconnected
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by fibres supporting multiple wavelength channels.

The three architectures presented above are associated with different hard-
ware and control and management software. The IP over point-to-point WDM
architecture will be gradually replaced by the IP over reconfigurable WDM ar-
chitecture because the second architecture can offer much more functionality
than the point-to-point one. The second architecture is more flexible in de-
ployment and is scalable as well. Through carefully designed network control
software and traffic engineering, the reconfigurable WDM architecture can pro-
vide much higher network resource utilization and lower operational cost than
the first architecture [35].

Dealing only with lambda granularity is the main criticism of IP over WDM
network. The network will be insufficient to deliver traffic because it is dif-
ficult to fill lambda with incremental increasing in traffic volume. On the
other hand, the Optical Transport Network (OTN) offers sub-lambda switch-
ing (finer granularity) which is one of the main reasons for OTN popularity in

recent years.

2.5 Optical transport Network OTN (G.709)

ITU-IT defines OTN as “composed of a set of optical network elements con-
nected by optical fibre links, able to provide functionality of transport, mul-
tiplexing, routing, management, supervision and survivability of optical chan-
nels carrying client signals, according to the requirements given in Recommen-
dation G.872" [36].

The OTN standard was developed by the ITU and is considered the suc-
cessor of Synchronous Digital Hierarchy (SDH). OTN is designed with future
bandwidth and protocol demands in mind, while maintaining the advantages
of SDH-like flexibility and resiliency. OTN allows sub-lambda switching and
offers high wavelength utilization through its flexible TDM hierarchy. It has
replaced SDH as the new transport standard, enabling future proof multi-

wavelength transport and management capabilities. OTN was initially used
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only on point-to-point links because of its strong FEC feature but is now used
as an entirely new transport network layer [37]. It is used to build transparent,
scalable and cost-effective networks where existing standards such as Ethernet

and SDH become client signals.

P
ATM IP/Ethernet ATM SDH
SDH OTN
Fiber (Single wavelength) Fiber (DWDM)

Figure 2.10: Evolution of OTN, it supports many protocols to be carried over
DWDM network

Figure 2.10 illustrates the two layers: ATM and SDH collapsing into one layer:
OTN as replacement. OTN is a new core transport layer and replaces SDH.
SDH only supports client transport over a single wavelength and is not suitable
for the management of wavelength services and addressing typical impairments
in multi-wavelength optical systems. OTN accepts a wide variety of client sig-
nals (e.g., Ethernet, ATM and SDH) and provides transport and management
directly over DWDM networks.

Another difference from SDH is the fact that OTN is asynchronous. This
is achieved by transporting network synchronization within the payload in the
OTN frame, mainly by SDH tributaries. An OTN network element thus does
not require synchronization interfaces or complex clocks, helping to reduce
both cost and complexity when designing the network. A drawback for oper-
ators that are upgrading their infrastructure from PDH and/or SDH to OTN

is that new hardware and management systems must be installed.

Reducing the number of layers in the protocol stack has many advantages.
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Figure 2.11: The advantage of OTN over uncorrected signal [38]

Each layer requires separate equipment, maintenance and management sys-
tems. Unnecessary duplication of functionality in the network is avoided,
which saves duplicated resources. If the number of layers is reduced, the over-

all cost and complexity of the network will also be reduced.

One of the main strengths of OTN is that OTN uses TDM multiplexing beside
DWDM multiplexing. That leads to maximum utilization of the core network
bandwidth. OTN uses the capacity of each wavelength by multiplexing lower
rate signals into higher rate signals. By using the TDM hierarchy in OTN,
it is possible to perform sub-lambda granularity switching. It goes as low as
1.25 Gb/s in the ODUO case. ODUflex is a flexible option for delivering to the
client at variable rates. This might be an attractive and future-proof way of
performing switching in optical networks. ODUflex will be explained in more

detail since it is going to be part of the proposed router bypassing solution.

OTN has been introduced by the ITU as an answer for maximum utiliza-

tion, manageability and wide client signal support for future DWDM net-
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works. Many standardization documents belong in the OTN category. The
two most important are the G.872 and G.709. The G.872 standard is called

7

“Architecture of optical transport networks,” which describes the network ar-
chitecture and transport technology for the OTN, which also describes the
Optical Transport Hierarchy OTH. The OTH consists of Optical Multiplex
Section Overhead (OMS OH), Optical Transmission Section overhead (OTS

OH) and Optical Channel Non-associated Overhead (OCh OH).

G.709 is called “Interfaces of the OTN”. It defines the standard interfaces
and rates for high-bandwidth optical signals, and focuses on structures, in-
terfaces and mappings. Frame format, supported client signals, multiplexing

structure, and supported signal rates are found in the G.709 standard [39].

OTN provides a flexible multiplexing hierarchy, transparent transport of client
signals with backward compatibility for already used protocols, forward error
correction to expand the fibre span lengths and link monitoring as shown in
Figure 2.11. Sub-lambda switching in OTN is carried out with the concept of
ODUs offered switching scalability which is made possible by the TDM mul-
tiplexing hierarchy. OTN switches can sometimes be a stand-alone chassis in
the core switches case or even a module attached to IP routers as different

media to transport traffic.

As mentioned above, OTN provides maximum use of fibre capacity by com-
bining TDM and DWDM. TDM uses the capacity of a single wavelength by
multiplexing low rate streams into higher rate streams, while DWDM uses the

wide frequency spectrum in the fibre.

2.5.1 OTN frame structure

OTN incorporates a flexible multiplexing and mapping hierarchy to support a
wide variety of client signals and bit rates. The multiplexing structure works
like containers, accepting a wide variety of data payloads at different bit rates.
Multiplexing low bit rate client signals into high bit rate signals allows for the
creation of bigger data containers that are transported over a wavelength. For

instance, Figure 2.12 shows how the client signal is encapsulated into ODUk
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containers as well as how it gets multiplexed with other ODUk containers since

every layer adds its own header.
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Figure 2.12: Illustration for OTN client signal encapsulation and multiplexing
[39].

Figure 2.13 shows a summary of all the headers that will be added to the
client signal.
Different layers have been defined by G.709 in the OTN framework as shown
in Figure 2.14. The Optical Channel Payload Unit (OPUk), Optical Channel
Data Unit (ODUk) and Optical Channel Transport Unit (OTUk) are in the
electrical domain while the Optical Channel Non-associated OCh is in the op-
tical domain. The details of other optical layers such as OMS and OTS are

beyond the scope of this research.

2.5.2 OTN Hierarchy

The OPUk is comparable to the path layer in the SONET/SDH. OPUk en-
capsulates the client signal and allocates the needed rates for that signal. The
ODUk function is like Line Overhead in SONET/SDH. The OTUk consists
of Forward Error Correction (FEC) and performs a job like Section Overhead
in the SONET/SDH. Like any encapsulation, it is added at the source and
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Figure 2.13: Summary of OTN overheads OPU, ODU and OTU overheads
[39].
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Figure 2.14: OTN hierarchy [39].

removed at the destination. After all the encapsulations have been added,
including FEC, the signal will be sent into SERDES (Serializer/ Deserializer)
before getting converted into the optical domain. The electrical layers will be

explored further in the coming sections.
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2.5.3 OTN Multiplexing
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Figure 2.15: Flexible mapping and multiplexing scheme in OTN [9].

The multiplexing structure in OTN is based on putting containers into
containers. Before putting the signal into a wavelength, OTN puts multi-
plexed data into higher rate containers. An ODU can either be put directly
into an OTU, or multiplexed with other ODUs to fit inside an OTU. Fig-
ure 2.15 illustrates how client signals are multiplexed and/or mapped into
different ODUs. For instance, ODUO can be multiplexed into ODU1, ODU2,
ODU3 and ODU4 where ODU2 can be multiplexed into ODU3 and ODU4.
ODU2e has been designed to carry a 10 Gbps signal directly. Each one of the
ODUs (except ODUO) can be encapsulated directly in the corresponding OTU.

As shown in Figure 2.15 as a more detailed view of the multiplexing, the
OTUA non-OTN client signal is first mapped into a lower order OPU, named
OPU(L). OPU(L) is mapped into the ODU(L), and further into the OTU[V].
OTN signals are first mapped into the ODTU in various multiples depend-
ing on the bit rate (the ODTU is an ODU with justification overhead). The
ODTUs are then multiplexed into an ODTUG, which is then mapped into a
higher order OPU, named OPU(H). As seen in Figure 2.15, it is possible either
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to map a client signal directly or an ODTUG consisting of interleaved lower
order ODUs into the OPU payload area.

The ODUk (k = 0,1,2,3,4) is used as the basic multiplexing unit in OTN.
Figure 2.15 shows several multiplexing possibilities in the OTN hierarchy. It
is possible, for instance, to multiplex two ODUOs into an OPU1, four ODUls
into an OPU2, four ODU2s into an OPU3 or eighty ODUO into an OPU4.

OPU-K

The OPU accepts incoming client signals of various types. These signals can

be categorized into:

e Constant Bit Rate (CBR) clients (such as ATM cell stream, SONET or
SDH signals); and

o Packet-based clients (such as IP and MPLS packets, and Ethernet frames).

The OPU is responsible for mapping the client signals and adding the first
layer of overhead. The OPU header consists of the Payload Structure Identifier
(PSI), which includes the payload type and overhead bits associated with the

mapping of client signals into the payload.

ODU-K

Column
Row™>_ 1 141516 17 18 3824

Payload Area

Li
16 columns 238x16 columns

Figure 2.16: ODU frame structure [40].

Figure 2.16 shows the diagram of overall ODU frame structure.Overhead
is added to the OPU, forming the ODU. The ODU overhead includes fields
for operational and maintenance functions to support optical channels. Ta-
ble 2.1 shows ODU types and capacity. The ODU header contains different
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fields such as Path Performance Monitoring (PM), Fault Type and Fault Lo-
cation (FTFL), Generic Communications Channel (GCC), Automatic Protec-
tion Switching and Protection Communications Channel (APS/GCC), Tan-
dem Connection Monitoring (TCM) and a set of reserved bytes for experi-

mental purposes. The ODU has several bit mapping schemes to accommodate

ODU type ODU nominal bit rate ODU bit rate tolerance
ODU1 239/238 x 2 488 320 kbat/s
ODU2 239/237 x 9 953 280 kbit/s +20 ppm
ODU3 239/236 x 39 813 120 kbit/s

NOTE — The nominal ODUK rates are approximately: 2 498 775.126 kbit/s (ODU1), 10 037 273.924 kbit/s
(ODU2) and 40 319 218.983 kbit/s (ODU3).

Table 2.1: ODU types and capacity [39].

new clients in the ODU. The available bit mapping schemes include AMP,
BMP, and GFP. AMP or BMP are used to map CBR clients into the ODU.
GFP-F is used for packet-/frame-based clients. All the details of BMP, AMP
and GFP are in G.709 standard [39].

An important feature in the ODU overhead is the TCM fields, allowing up

to six different monitoring levels across operator domains.

OTU-K

The OTU consists of an ODU with additional overhead. The OTU is the low-
est layer belonging to the electrical domain. It prepares the data to be ready
to be transported over the optical layer. Fields found in the OTU header are:
Section Monitoring (SM), General Communication Channel 0 (GCCO0), and
two bytes that are reserved for future international standardization. FEC is
added at the end of the OTU frame.

FEC is a very important feature for long-haul optical transport networks.
It allows for longer signal spans without signal regeneration. It is a criti-
cal feature especially where submarine fibre is being used since it is installed
over long distances and it reduces the need for signal regeneration. Active re-

generation is a difficult and costly process for a transatlantic communication
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cable where FEC can help to reduce the need for the regeneration process (see
Figure 2.11).

OTU signal rates

OTU type OTU nominal bit rate OTU bit rate tolerance
OTU1 255/238 x 2 488 320 kbit/s
0TU2 255/237 x 9 953 280 kbit/s +20 ppm
OTU3 255/236 x 39 813 120 kbat/s

NOTE — The nominal OTUKk rates are approximately: 2 666 057.143 kbit/s (OTU1), 10 709 225.316 kbit/s
(OTU?) and 43 018 413.559 kbit/s (OTU3).

Table 2.2: OTU types and capacity [39].

Table 2.2 shows the line card rates of standard OTU. OTUO (1.25 Gb/s)
is not in the table because it is not defined as a line card speed; instead, it is

used as a multiplexing entity (ODU-0).

2.5.4 ODU-flex

It is hard to predict future client signal bit rates. In addition to Ethernet,
many other client signals must be supported by OTN (such as Fibre Channel
and video distribution signals). Most of these would not fit into any existing
ODUk without significant loss of bandwidth. Defining a new ODU container
for each new client signal that should be supported was considered impracti-
cable [40].

To ensure flexible and easy adaptation to support future client signal rates,
an extension known as ODUflex has been introduced to the OTN standard.
ODUflex is a flexible lower order container that can be right-sized to fit any
client rate. It does this by occupying a minimum number of time slots in the
higher order ODUk for accommodation of the client signal. To clarify how

ODUflex works, we need to mention that ODUflex is used in two cases:

e ODUflex (CBR) for Fized Rate Client Transport: Most non-OTN client
signals that are transported in the OTN are Constant Bit Rate (CBR)
signals. The signal can be synchronous or asynchronous. In asyn-

chronous cases, the rate is independent from the ODU rate. In this
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case, a mapping agent is needed to fit and adapt the client signal into
the ODU. In the synchronous case, the nominal rate of the client is same

as the ODU. Therefore, no extra mapping is needed [41] [43].

e ODUflex (GFP) for Packet Flow Transport: ODUflex is used to trans-
port packet-based signals. The rate of these packets fluctuates over time;
therefore, a mapping mechanism is required. The Generic Framing Pro-
cedure (GFP) is typically used. The packets need to be encapsulated by
GFP framing and then mapped into an ODU. Another important point
is that the client flow is not encapsulated directly inside the ODUflex
container like ODUflex (CBR). Instead, ODUflex (GFP) rates are multi-
ples of approximately (ODUO) 1.25Gbit/s to correspond to the capacity
of an integer number of a higher order ODU Tributary Slots, and the
packet flow is adapted to that rate using GFP [43]. Therefore, the size
of ODUflex must be N x ODUO where N is an integer number.

2.5.5 Hitless Adjustment ODU-flex

In late 2011, the HAO standard was published as a draft for G.7044 with a
period of study of around four years. Hitless Adjustment of ODUflex (GFP)
(HAO) is a resizing mechanism in the OTN that allows it to support an in-
crease or decrease in the ODUflex (GFP) client data rate across its entire
end-to-end path. HAO provides a control mechanism hitlessly to increase or
decrease the capacity of an ODUflex (GFP) connection to meet the bandwidth
needs of the application [44].

To achieve a hitless bandwidth adjustment of an ODUflex (GFP) connec-
tion, all switches need to support the HAO standard otherwise the connection
must be torn down and re-established. The bit rate adjustment of the ODU-
flex (GFP) occurs simultaneously among all the nodes in the ODUflex (GFP)

connection to prevent buffer overflow or underflow [44].
As mentioned above, it is possible to change the rate of an ODUflex (GFP)

in order to adapt to changes in traffic patterns. Although there is no explicit

limit to how frequently an ODUflex (GFP) is resized, the motivation for devel-
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Figure 2.17: ODUflex (GFP) resizing example [43].

oping a resizing protocol was to address longer-term changes that occur over

a period of months or years.

To change the size of the ODUflex end-to-end connection, the number of
tributary slots should be changed from link to link and even in the switch
connection with the switch for the whole connection to be adjusted. In the
case of an increase in bandwidth, new Tributary Slots must be allocated prior
to the change in rate of the ODUflex (GFP). In the case of a rate decrease,
the ODUflex (GFP) must decrease in rate before the Tributary Slots are freed

up.

Consequently, there are two aspects to the HAO protocol. One is the Link
Connection Resize (LCR) and the other is the Bandwidth Resize (BWR). Link
Connection Resizing is triggered at each node by either the management plane
or the control plane. Both node-to-node and end-to-end handshaking concepts
exist, ensuring that the number of Tributary Slots for the entire connection has
been properly adjusted and that the correct Tributary Slots are being used.
Bandwidth Resizing is controlled by the source node in each direction. The
source node either increases or decreases the rate of the ODUflex (GFP). One
field (called GMP) changes at the source node which leads all intermediate

switches to follow that adjustment.

Figure 2.17 shows a simplified example of an increase in bandwidth between
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routers supported by a change in rate of the ODUflex that carries the packet
data. The source router requests an increase in the bandwidth to double (40
Gbps), which is OTU3. Then, the two nodes agree; therefore, another eight
tributary slots are allocated to the connection and the ODUflex increases the

bandwidth to meet the expansion request.

2.6 Comparison

Restoration feature

Degree of automation Automated NMS or with GMPLS NMS or with GMPLS
automated automated
Layer Any granularity Sub lambda services Wavelength
Degree of protection Can protect only high Protects per sub lambda  Protects whole link
priority traffic service
Need for termination? Yes —on router. In IP Yes —on ODU XC No

over DWDM all packets
are processed by the
router

Time to restore Potentially minutes < second Longer than OTN < IP
Using IP, < second for MPLS
MPLS-based techniques

Figure 2.18: Comparison of restoration techniques in networks [5].

Figure 2.18 shows the link restoration difference between the networks men-
tioned above. IP/MPLS can process very fine granularity traffic. However,
that comes at a cost in processing in terms of power, as well as the IP network
taking the longest period for restoration compared with other networks. On
the other hand, the IP over WDM network offers very coarse switching gran-

ularity.

OTN offers a medium ground between the two technologies (WDM and MPLS)
in terms of granularity with a much faster restoration mechanism. The flex-
ibility and speed of restoration (assuming the provisioning is the same) has

been one of the motivations for this proposal.
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OTN will be used in our solutions in Chapter 4 and 5 mainly for the following

reasons:

e Wide range of bandwidth granularities which allows us to establish mul-

tiple sizes of bypass channels based on the need.
e Fast link restoration.

e Ability to change the bypass channel size on the fly without tearing down

the connection.

e Optical bandwidth will be groomed and managed effectively.

2.7 Software Defined Networking (SDN) and
Network Function Virtualization (NFV)

Software Defined Networking (SDN) and Network Function Virtualization
(NFV) are recently introduced technologies designed to tackle many insuf-
ficiencies in network architectures and operations. We will explore these tech-

nologies and how they might enhance router bypassing in general.

2.7.1 Software Defined Networking (SDN)

SDN has been defined as an “the physical separation of the network control
plane from the forwarding plane, and where a control plane controls several
devices” [46]. Others define it as “emerging networking paradigm that may
allow changes in the limitations of current network infrastructures. First, it
breaks the vertical integration by separating the networks control logic (the
control plane) from the underlying routers and switches that forward the traffic
(the data plane). Second, with the separation of the control and data planes,
network switches become simple forwarding devices and the control logic is
implemented in a logically centralized controller, simplifying policy enforce-

ment and network re-configuration and evolution” [45]

From these definitions, it can be seen that the core concept in SDN is

about separating the control plane (the network brain) from the data plane
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(the physical equipment). In traditional networks, the distributed control
plane on every physical device led to rigid complicated systems which made it

hard to adapt to the changing application environment.

2.7.2 Strength of Software Defined Networking (SDN)

SDN transforms fragmented network devices into one coherent platform which
offers adaptive network services to deal with the volatile demands of the ap-
plication layer. SDN facilitates faster new organization application deploy-
ments, drastically cutting the operation cost by enabling policy-based workflow
automation. SDN technology enhances cloud architectures by offering auto-
mated, on-demand application delivery and mobility of scale. SDN expands
the concept of data centre virtualization and enhances resource efficiency and
utilization by reducing infrastructure costs and overhead.

SDN achieves these enterprise goals by forming a centralized management and
orchestration platform which automates the provisioning and configuration of
the whole network infrastructure. In traditional networks, IT groups (i.e.,
Network, Data, application, etc.) are normally separate and require extensive
time to communicate to each other before deploying any changes to their IT
infrastructure. In SDN, common IT policies bring I'T groups together faster
by simplifying network services and reducing the complication of deployment
details. That led to advance network infrastructure capable of offering new
application services in minutes compared to the time needed by traditional

network operators.

SDN delivers speed and agility when deploying new applications and busi-
ness services. SDN vendors are promising to deliver a flexible, policy-based
programmable platform which is capable of handling most of the network de-

mands in the future. The following are the main benefits of deploying SDN:

e Enable innovation: providing open network services will pave the way

for innovations for new businesses and applications.

e Offer new services: helping telecom companies to generate income by

offering new network services.
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e Reduce capex: installing more hardware in plug-and-play fashion and

configured just by zero-day setup

e Reduce opex: supporting automation and orchestration will drastically
reduce costs associated with network operations. Traditional network re-
quire human interaction for any change in the network. In SDN, most of
the day-to-day configuration will be automated within policy-based cen-
tralized controllers. Support of end-points grouping enables I'T operators
to segment their network privileges according to the business policy. For
instance, by assigning any device into the finance department, then that
device will receive the privileges and security policy of that department

without human involvement.

e Deliver agility and flexibility: supporting business to provide new
application and services will help them to be more competitive in the
market place. Fast network provisioning and providing more network
services will offer better visibility for the network resources, allowing
them change with changing network circumstances. For instance, in the
case of congestion in a certain area of the network, the application will

have an abstract view and will be able to choose other routes.

e Programmability: the capability to use open APIs to connect appli-
cations to the network. Traditional networks lacked any common API
which made it hard to program an application which interacts directly
with network resources. Programmability is an essential tool to cus-

tomize applications based on business needs [46].

2.7.3 Basic SDN architecture

An SDN architecture consists of three layers: the application layer, controller
layer and infrastructure (or physical) layer. The application layer is where,
for instance, the provisioning portal is located, network virtualization, net-
work monitoring, intrusion detection (IDS) and flow balancing and other ap-
plications. Next, the essential part of the SDN is the controller layer. SDN
controllers are formed by decoupling the intelligent part (control plane) from

the physical equipment. The network global intelligence is formed on software
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rather than in the confinement of the fragmented and separated hardware.
Controllers are integrated with physical devices which allow them to interact
with all equipment by pushing requests to the devices. At the same time,
controllers also collect data from the devices to form an abstract view of the
status of the network. That abstract view facilitates the application layer to

use network services more intelligently and efficiently [47].

The SDN architecture is based on the following fundamentals [46]:

APPLICATION LAYER |

Business Applications

CONTROL LAYER SDN

Control
Software

Network Services

Control Data Plane interface

(e.g., OpenFlow)
INFRASTRUCTURE LAYER

Network Device Network Device Network Device
Network Device Network Device

Figure 2.19: Principles of SDN architecture [48].

e Directly programmable: Since the network control plane is sepa-
rated from the forwarding plane, it allowes the network to be directly

programmable.

e Agile: Simplified abstraction offered by network controllers has paved

the way for more agile and adaptable network.

e Centrally managed: centralized software-based SDN controllers main-

tains an abstract and global view of the network. That abstraction offers
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the application a simplified network view to choose from the most ap-

propriate and efficient network services.

e Automated operations: SDN allows network operators to config-
ure, manage, secure, and optimize network resources in a fast and dy-
namic fashion using automated SDN policies which can be enforced on
any white box (no proprietary-based devices) to carry out the changes
needed [46].

Building SDN networks based on open-standard technology allows con-
trollers to communicate with every device in the network. Vendor neu-
trality simplifies network day-to-day operations and design because in-
structions will be the same for all devices even when manufactured by

different vendors.

OpenFlow has been adopted by many well-known vendors as an essential part
of SDN programming. OpenFlow was created at Stanford University and is
now being managed by the Open Networking Foundation (ONF). The objec-
tive is to build a new common language to communicate with network switches.
OpenFlow is used mainly as a communication tool between controllers and net-
work devices. That communication allows controllers to collect data from the
devices and at the same time force the way traffic lows should be routed in

these devices.

OpenFlow became popular first with service providers, including Google, which
encouraged many vendors such as Alcatel-Lucent, Brocade, Cisco, Dell, F5,
HP, Juniper Networks, NEC, Plexxi, and VMware to adapt and support it as
members of the ONF' [47].

2.7.4 SDN using APIs

Application programming interfaces (APIs) are used to build highly programmable
infrastructure which will produce the abstraction needed in the SDN frame-
work. As a communication channel, APIs are used to send instructions to
program a device. Developers code their application based on APIs documen-

tation to write the appropriate command where the device will understand
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and respond to it. The SDN framework includes southbound APIs and north-

bound APIs depending on where that communication tool is located.

APIs located on controllers will be used by applications to send requests. That
communication channel through API is called the northbound API. APIs lo-
cated on physical network devices and used by controllers. These APIs are
used to send requests to network equipment to implement the changes needed.
The communication API between controllers and network devices is called
southbound API [47].

2.7.5 SDN network overlay

To avoid the massive cost associated with replacing traditional network equip-
ment, network overlay is proposed by SDN as an option to carry out SDN
implementation while minimizing the cost. Installing virtual switches in place
of existing network switches will allow this equipment to communicate with
SDN infrastructure seamlessly. By creating hypervisor (separate OS) inside
the switch, the switch will able to create an API tunnel to communicate with
controllers. These tunnels will be used to pass instruction on how the device

should route traffic.

Many protocols have emerged including VXLAN, STT, and NVGRE to make

the network overlay feasible by using network encapsulation.

2.8 Network Function Virtualization (NFV)

Network Function Virtualization (NFV) is a method to reduce the cost of net-
work deployments by separating network functionality (i.e., firewall, switching,
routing, etc.) from any specific hardware. Instead, that functionality can be

virtually hosted on a server.

Cutting hardware costs is accomplished by using open-based hardware with-
out vendor or specific hardware restrictions. Telecom operators will be able
to host multiple functionalities on the same physical hardware. Therefore,

Telecom companies will not only avoid the cost of expensive hardware-specific
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equipment but will be able to use one physical device for multiple functions.
For instance, if a customer requests switching, routing, and firewalling ser-
vices then the telecom operator—with NFV-—can accommodate all the ser-
vices on a single physical hardware system. Hosting multiple customers on
the same hardware using separate virtualized instances will also be possible
with NFV [49].

Besides cutting costs, NFV adds flexibility and opens doors to more inno-
vations. Depending on open-based hardware instead of proprietary dedicated
hardware will allow network operators to move network functions around the
network based on demand. That flexibility is difficult to achieve without NVF.
Decoupling the network’s functions from the hardware will pave the way for
more innovations by experimenting with new networks functionalities with-
out the high cost of hardware deployment. Simply by spinning a new virtual
machine (VM) into existing hardware will allow a new network service to be

installed and offered for use.

Separate Appliance for each Function Virtualized Function on High Capacity Device

Proprietary Software: Software with Open APls

Designed to Run on Custom Hardware Designed to Run on Generic Hardware
Proprietary Hardware: Generic (COTS) Hardware:

Custom FPGA/ASIC/Optics/CPU ... Standard FPGA/ASIC/Optics/CPU ...
Fixed MNetwaork Function Flexible Metwark Function
Limited Scalability: Cloud Scale:
Physical Space and Power Limitations Span Across Multiple Locations

NFV FW
NFV FW

NFV Router
NFV Router
NFV Router
NFV Router
NFV Router
NFV Switch

Figure 2.20: Transition into NFV [50].
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2.8.1 The Advantages of NFV

NFV uses industry-standard hardware and NVF relies on software for net-
work services instead of dedicated hardware. By using software, network de-
ployments and management will be faster and simpler. Adding and removing
network services and even troubleshooting can be done from anywhere within
the network.

The concept of separation functions from hardware in NFV has many ben-

efits, which include:

e Saving costs in hardware

Cutting costs in hardware space

Cutting costs in power consumption

Cutting costs in hardware maintenance

Easier and faster network maintenance

Using hardware more efficiently

2.8.2 SDN and NFV

Open
Source

Figure 2.21: SDN and NFV [51].

Both technologies (SDN and NFV) are designed to increase flexibility, re-

duce costs, enhance scalability, and speed up the introduction of new services.
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They are separate technologies and one can be deployed without the other.
However, the technologies complement each other. SDN makes using NFV
much easier; centralized orchestration allows the network to deploy services
based on NFV in a more efficient, flexible and simpler fashion. SDN also helps
NFV address tasks such as policy-managed forwarding and dynamic service
orchestration. In turn, NFV will facilitate the operation of SDN; in particu-
lar, NFV paves the way for traffic switching (router bypass, traffic engineering,
etc.), dynamic scale-up and scale-out, multi-tenancy and load balancing. For
instance, if the SDN application new is ordered—even if it does not exist in
the current network—NFV will allow for faster accommodation by spinning
the new services in software. The use of dynamic virtual overlays and need for

multi-tenancy in NFV also leads to higher demands for SDN.

2.8.3 ETSI Framework for NFV

NFV was initially proposed at the SDN OpenFlow World Congress in 2012 by
main service providers. They summarized the major issues faced by network
operators—mainly the issue of being trapped within the proprietary hardware

made by vendors. The following are some of the challenges:

e Design changes around the new equipment

Deployment cost and physical constraints

Need for expertise to manage and operate the new proprietary hardware

and software

Dealing with hardware complexity in the new proprietary equipment

The short lifecycle that makes this equipment rapidly obsolete

Restarting the cycle before the returns from the capital expenses and

investments are fully realized

The group proposed NFV as a way to tackle these challenges and improve effi-
ciency by leveraging standard I'T virtualization technology to consolidate many
network equipment types onto industry—standard high—volume servers, switches,
and storage. These could be in data centres, network nodes and in the end-

user premises. To realize this goal and define a set of specifications that would
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make it possible to move from the traditional vendor and network-centric ap-
proach to an NFV-based network, seven of these leading telecom operators
formed ETSI Industry Specification Group for Network Functions Virtualiza-
tion (ETSI ISG NFV) group.

Virtualized Network Functions (VNFs)

VNF#2 VNF#1 VNF#S LA AL B3 LR 4
(NAT) (FW) (RTR)

NFV Management and

Orchestration (MANO)

Network Functions Virtualization Infrastructure (NFVI)

Virtual Compute Virtual Storage Virtual Network [eeedepese

Virtualization Layer

Computing and Storage Hardware Network Hardware

Figure 2.22: NFV framework [50].

The group used three key criteria as recommendations:
e Decoupling: complete separation of hardware and software
e Flexibility: automated and scalable deployment of the network functions

e Dynamic operations: control of the operational parameters of the net-
work functions through granular control and monitoring of the state of

network

Based on these criteria, a high-level architectural framework was established,

defining distinct areas of focus as shown in Figure 2.22.

In Chapter 5, we will be exploring SDN framework in router bypass con-
text. Provisioning network based on applications demand is a favourable way
to improve router bypass. SDN automated framework will help to reduce the

side-effect of traditional router bypass.
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Summary

In this chapter, many transport and networking technologies have been ex-
plored as the background for this proposal, most of which will be the basis
for the proposed router bypassing concept. MPLS protocols as a transport
method have already been implemented by many carriers. MPLS runs over
L3 routers which uses a packet switching mechanism. WDM and OTN as
transport layers (L2 and L1 technologies) have basically been used to create
point-to-point links between L3 routers. Introducing OTN will empower the
transport layer to be more than just point-to-point links. Features such as
the customizing capacities of the links in ODUflex and hitless adjustment for
the links will enhance the transport layer to be flexible enough to handle the

traffic behaviour changes as well.
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Chapter 3
Router Bypass

As shown in Chapter 1, the amount of Internet traffic has increased dramati-
cally in recent years. Therefore, Service Providers (SPs) are striving to reduce

the cost of network operations in order to compete in the open market.

Any attempt to reduce the cost of operations will be appreciated from many
perspectives: driving down the cost of bandwidth to customer and reducing

the carbon footprint by reducing power consumption.

3.1 Cost of IP electronic routers vs. optical

switches
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Figure 3.1: Power Consumption of IP Routers vs. Optical Switches [8].
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As stated in the previous chapters, the power consumption of L3 IP routers
is much higher than L.O and L1 optical switches. Many studies show that power
consumption is one of the bottleneck issues in expanding the Internet [8]. For
instance, an IP over WDM networks pictured in Figure 3.1 shows the huge
difference in power consumption between the routers and the optical switches.
The cost of current core IP routers is high compared with Optical L0 and L1
switches and they consume more power. As shown in Table 3.1, router ports
are more expensive than optical ones. Nevertheless, SPs are adding more of
these routers in the core networks to keep up with bandwidth demand. In the
case of an IP over WDM network, IP routers consume 90% of the total network
power consumption:transponders and EDFAs consume much less power to

occupy about 7% and 2% of the total power, respectively [8].

Router (40 Gb/s port) 280,000 per port
40 Gh/s transponder 225,000

Optical EDFA 31,500

Optical multiplexer/demultiplexer 35,000

Table 3.1: Estimated costs of router ports vs. optical ports [8].

3.2 The concept of router bypassing

The idea of router bypassing or off-loading means the transit traffic skips being
processed by transit L3 routers; instead, the traffic will be switched by lower-
layer devices (i.e., LO or L1 optical switches). Figure 3.2 explains the idea of
router bypassing. Router R1 is sending traffic to R2 within the core network.
Considering that the average transit traffic on core routers is about 70% [52],
approximately 30% of that traffic will be terminated and processed by R2. In
the bypassing design, the transit traffic (around 70%) will be directed by the
optical or OTN switch to R3 directly. Without bypassing, the traffic needs to
be processed by R2 and the transit traffic will be routed to R3.

To understand how bypass can be deployed in the MPLS network, the pack-
ets are labelled to be switched more efficiently as explained in Chapter 2. In

MPLS, in contrast, all traffic with the same label will be assigned to a specific
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Traffic will be
terminated at R2
(about 30% of
R1  the total traffic
going to R2 )

R3

Traffic will be directed to
R3 by the the switch
without getting
processed by R2 (about
T0% of the total traffic
is transit)

DWDM or OTN switch

Figure 3.2: The concept of router bypassing or off-loading.

frequency (lambda). Therefore, the specific paths of any given labelled packets
will be assigned to the optical path. That path will be managed by optical

switches without the need for a transit router to process that traffic.

3.3 Previous Work

Many studies have explored the bypassing concept in different contexts. For
instance, in the IP-over-WDM context, a study [8] showed the power savings
that can be achieved by router bypassing techniques. However, because of the
coarse granularity of WDM and the other reasons we have seen in the last
chapter, the IP-over-WDM network is not a popular solution for router by-
pass; therefore, the idea of implementing router bypassing on top of WDM will
not go very far. Another study [53] proposes a mathematical model for router-
bypassing without considering explicitly the underlying technology which does

not offer a practical approach for implementation.

A recent study [54] suggested an approach based on IP and dynamic-circuit-
switching (DCS). Even though they have shown results which appear superior
to router bypassing ones, the approach is impractical. First, the IP and DCS
techniques require eliminating the packet switching between the core routers

which requires replacing all the core and border routers. That will not only
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remove the statistical multiplexing advantage of MPLS completely in the core,
but any connection established in the core network requiring a bandwidth less
than 1.25 G bps ODUO—the minimum size of OTN channels—will under-
utilize the network. Secondly, replacing core routers with new hardware is not

an incremental solution which can be deployed on top of existing technologies.

Therefore, offering solutions to improve the network performance and, at the
same time, build on top of the existing technologies is important. Accordingly,
our approach is built on top of OTN technology which has been growing sig-
nificantly among carriers in recent years - for its resiliency and other reasons
which have been shown in Chapter 2. In addition to that, we exploit the new
introduced features of OTN such as HAO into router bypassing techniques
in order to enhance the network performance and resolve some of the issues

facing a router bypassing approach.

3.4 ways of deployment

In this section, we will describe router off-loading which can be implemented

in many ways. We will focus on:

e Router off-loading using the OTN layer.

router off-loading by the OTN layer

In this technique, the bypassing is carried out by the OTN/ ODU cross-connect
switches. The transit traffic will not pass to the intermediate routers, as shown
in Figure 3.3. Using OTN/ODU, the cross-connect will replace the legacy SDH
cross-connect; therefore, the network will be able to support higher Ethernet
speeds. It will also add some of the router’s functions to the same OTN
physical box. OTN bypassing can be implemented in different scenarios. One
scenario is that the OTN switch will be mapped into one router or two routers
as shown in Figure 3.3. The router deals only with local traffic while OTN
switches deal only with transit traffic and pass the local traffic to the routers.
Another scenario is where the OTN network co-exists with the MPLS network.
They are both connected to the edge routers. The OTN network will be
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Figure 3.3: Router off-loading architecture by using OTN switches.

responsible for transit traffic and the MPLS network will be responsible for
local traffic. However, this implementation involves challenges before it can be
implemented in real life at least for a couple of years. [5]. The main advantage
of OTN in bypassing is that the transit can use a sublambda (ODU) switching
advantage on the OTN network. The wide range of ODUs rate (containers)
offers considerable flexibility and finer granularity for bypassing designs. That

granularity will be discussed in upcoming sections.

Router off-loading by IP/WDM layer (optical bypassing)

In this method, the transit traffic will be in the optical layer only, as shown in
Figure 3.4. The optical switches will transfer the transit traffic by assigning it
to a certain lambda (frequency).Then, the optical cross-connect will establish
the optical path from the source to the destination. The granularity here will
be very coarse. A signalling or management system can establish the path. In
IP over the WDM networks, OTN switches will not be used. WDM switches

are connected directly to IP routers on a one-to-one basis.
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3.5 Router off-loading expected benefits

From a theoretical perspective, we will have the following advantages in router

bypassing design:

e Total power reduction: As shown in Chapter 1, the cost of packet pro-
cessing (IP Forwarding) is the most expensive process inside the routers.
Therefore, the power needed by the transit router to process the transit
traffic, which will bypass that router, will be saved. Based on study [8],
in an IP over WDM network, power consumption will be reduced by 25%

to 45% by using a router bypassing design.

e Lower cost core network deployment: Since more optical ports will
be used by the bypassing mechanism for any given traffic, we will need

fewer expensive ports for IP routers.

e Better availability: The availability of IP routers is usually around
99.9% while the optical switches are 99.999%. That means relying on
optical switches (by bypassing traffic through them) will reduce down-
time periods in the operator network. This 100-times factor will be

significant over a long period [5].

e Enhanced scalability: The throughput capacity of current DWDM
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Figure 3.5: Probability distribution of hope count in the Internet [57].

and OTN switches is almost twice that of IP routers per chassis. In
2011, the capacity of OTN switches and IP routers was 8 to 9 Thit/s
and 4 to 4.5 Thit/s, respectively [5]. In 2013, the capacity of OTN
switches and IP routers was around 21 Tbit/s [55] and 12.5 Tbit/s [93],
respectively. If half of the traffic is bypassed to routers, that means only
half the number of IP routers are needed to handle the same amount of

traffic.

¢ Roadmap towards complete optical data-plane core networks
in the future: by pushing the data-plane functions toward the optical
part of the network it will lead to a complete optical data plane network

design and potentially a substantial reduction of the bandwidth cost.

3.5.1 Potential savings

Based on the previous bypassing scenario with some estimated value of cost
per bit inside routers, this section will show the potential savings achieved by
bypassing. Figure 3.5 [57] shows that most of the traffic around the world goes
through 10 to 15 routers before it reaches its destination. Therefore, if we take

that into consideration, bypassing a larger number of hops will save power.
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Figure 3.6: Potential power savings increases with number of bypassed hops.

Figure 3.6 shows how much power approximately (for one link) can be
saved given that the energy cost of 1 bit through a core router is 10 nJ [58].
This graph shows that when we do router bypassing over high-speed links (i.e.,
100 Gbps ODU4), the savings will be much higher. OTN bypassing can be
done over ODU4 (about 10 Gbps), since it can carry ten ODU2 (about 10
Gbps each).

Positive Feedback: Early Router Bypassing Deployments

Router bypassing may not be the final answer for all service providers since
every SP has a different situation. However, it will save a great amount of core
network expansion CAPEX up to 40%, and up to 60% of power and space re-
lated OPEX [5].

Many positive testimonies from service provider have shown the positive im-
pact of implementing router bypassing technologies in their networks. For in-
stance, one of the first operators in Europe to adapt to the router off-loading
concept, according to the company’s senior network architect, noted: “The
total capex for the network is 30-40% lower than it would have been when

implementing conventional Layer 3 IP switching” [5].
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In another example, one Asian incumbent operator interviewed by Innovation
Observatory has taken the decision to move to an OTN core using a router
off-load strategy. The company says that implementing OTN will mean a
requirement to put in more total capacity than it would need if it were to
employ routing at Layer 3 (because of the loss of statistical multiplexing), but

¢

the company is not concerned as it views it as cheaper to “waste” space in an
OTN network than to expand its Layer 3 capacity to cope with traffic growth.
Moreover, the company sees other important benefits for key services. Ac-
cording to the company’s senior network architect, services such as IPTV and
VoD (standard, and increasingly, HD) benefit from “a much improved viewer
experience.” He attributes this to the fact that IP (Layer 3) protection takes
longer than 200 ms, whereas Layer 0 / Layer 1 protection switching can be

achieved in less than 50 ms which he says “approaches the level of persistence

of vision.”

3.5.2 Drawback of Router Bypass: Reducing Statistical
Multiplexing with Link Partitioning

Dedicating a certain percentage of the total bandwidth to form a coarse light
path between two routers will decrease the statistical multiplexing. That might
lead to two main problems: (1) less bandwidth use, and (2) greater delay for
the traffic because the flow is uncertain and random. It is impossible to pre-
dict the destination of all the traffic over a period of time. Therefore, the time
needed to form a light path should be justified by the amount of traffic that
will use that percentage of total bandwidth. Ideally, the use should be 100%.
That is one of the main criticisms of the router bypassing concept. However,
these problems might appear more often on edge routers. In the core network,
the router will be connected to a few routers with high-speed ports (up to 100
Gb/s) so the chance that a large amount of traffic will not be local for the
next hop is high. The expectation of transit traffic in core networks is about
70% of the total traffic.

The discussion on the pros and cons of router bypassing can be considered
as an extension of the debate between packet switching and circuit switch-

ing. The packet switching has a complete statistical multiplexing feature but
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it is an inefficient way of transporting traffic because of the requirements for
expensive and power-hungry electronic switching equipment. As a reminder,
in packet switching, every packet needs to be switched individually on every

intermediate node until it reaches its destination.

In contrast, circuit switching is an extremely efficient way of transporting
traffic because it can use current optical technologies. Despite that fact, it
still has the drawback of dedicating a certain bandwidth to specific traffic,
which will degrade the bandwidth use. To minimize the statistical multiplex-
ing issue, the bypassing channel’s size should be less than the amount of traffic
needed by that channel by a certain margin. How much that margin would
be depends on the network operator’s circumstances and the traffic patterns
going through the network. These channels need to be fully used to maxi-
mize the overall bandwidth utilization. In addition, since OTN HAO allows
us to change the rates on the fly, at least in theory, having a feedback function
for the OTN switches will help in resizing the bypassing channels based on

incoming traffic requirements.

3.6 proposing the adaptive router bypassing

network

As shown in previous sections, limiting the statistical multiplexing in current
packet switching networks is the main concern with router bypassing. In this
proposal, we will try to introduce a mechanism whereby we can deploy the
router bypassing concept with maximum utilization. In addition, we will ex-
plore ways to enhance the performance of router bypassing by supporting the
network to be more traffic-aware. For instance, if it is being chosen to bypass
the intermediate routers, we ask which type of traffic will enhance the overall

efficiency of the core network.

The adaptive router bypassing technique can be implemented in OTN by us-
ing standard Hitless Adjustment ODU-flex HAO. The idea of HAO is that the
OTN ODU rate can be changed (bandwidth decreased or increased) on the fly
without the need to establish a new ODU. That will allow us to build a net-
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Figure 3.7: Illustration for resizable channels in adaptive router-bypassing
network.

work based on the OTN and to design an adaptive router bypassing technique
by using HAO containers based on the traffic pattern.

Figure 3.7 shows how an adaptive bypassing network can be implemented.
Since this network is based on OTN, the OTN switch will handle (multiplex
and demultiplex) the incoming data in ODUk form. By integrating the MPLS
protocol with OTN switches, the OTN switch will be sufficiently intelligent to
recognize MPLS paths, formerly called label switched path (LSP). By devel-
oping a certain method it can be decided which of these ODU channels will

be forwarded to the intermediate router or bypass it.

Replacing the labelling mechanism in traditional MPLS, which is packet-by-
packet based on channel switching is a method known as MPLambdaS switch-
ing. As mentioned above, similar traffic that would traditionally share the
same LSP will be assigned the same channel (ODU in OTN).
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In the adaptive routing bypassing network as shown in Figure 3.7, the by-
passing channels can be fixed-size channels based on ODUk or adjustable-size
channels based on ODU-flex. In addition to ODU-flex, HAO will add flexibil-
ity and allow these channels to be adjustable for their rates. Non-bypassing
channels will be forwarded to a local router for conventional traffic processing.
Traffic can be local or transit. In that way, the network will add the bypassing

feature side-by-side with traditional router processing.

Of course, the system will be limited by implementation challenges. For in-
stance, two main challenges involve in the adaptive design: (1) the speed of
reconfiguring OTN switches: if reconfiguration is relatively fast it will help the
bypassing performance, (2) traffic volatility: how much and how fast traffic
behaviour changes over a period. Adapting to the real time traffic is virtually
impossible, therefore, prediction or another mechanism is needed to optimize

the bypassing capacities.

In this thesis, the following ideas will be explored to establish an adaptive

(dynamic) router bypassing approach.

3.6.1 Granular Bypassing

One of the main issues with router bypassing is losing statistical multiplexing
to a certain extent, caused by the uncertainty of the incoming traffic. There-
fore, we propose to have a back-off degree of bypassing or soft bypassing. Soft
bypassing is where the capacity of the bypassed links is less than the capacity
of the total traffic volume. The extra traffic will be sent over the normal link
(statistical multiplexed) to be routed by the transit router. The result will
be less queuing time because more capacity will be available in the normal
link to transmit more packets in the buffer. Also, we will guarantee that the
bypassing link is fully used. The back-off value will depend on the probability

distribution of incoming traffic.

Cbp =a X %rans ) (31)
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where (), capacity of the bypassed link, a: percentage value and Vigns:
volume of the transit traffic. Vi, will be all traffic that falls under the same
FEC. Traffic sharing the same FEC uses the same LSP and that is exactly

what is required.

3.6.2 Adaptive bypassing link based on traffic behaviour

The unpredictable behaviour of the Internet today has been one of the chal-
lenges for the infrastructure operator. At peak hours of Internet use, traffic
increases by 25% [12] of the average traffic. Moreover, expanding the network
infrastructure based on peak hours is not feasible economically for the service
providers (SPs) especially when the return per bit has been declining for the

last decade.

Based on this proposal, the issue might be solved by building an adaptive
reconfigurable network. For instance, by using HAO, any bypassing channel
can be increased or decreased, based on the traffic requirements, for a period
of time. In addition, the flexibility of the bypassing channel’s rates can be any
rate (i.e., N x ODUO, where ODUO is around 1.25 Gbps). Therefore, the size
of the bypassing channels will be adjusted to maximize the efficiency of the

transport network with the least effect on the bandwidth utilization.

The right volume of traffic to establish a bypassing link will be related to the
volume of the transit traffic and the power consumption of the OTN network

and routers per bit which can modelled as the following:

Totn P otn
X

74
Router Router

, (3.2)

where (: a scaling factor (dimensionless), Ty, time needed to reconfigure
OTN switches, Trouter: time needed to reconfigure router (change in routing
table to occur) P,,: power cost per bit in OTN switches and Pryyter: power

cost per bit in IP routers.

We can draw from the previous model many factors that control the vol-
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ume of transit traffic required to establish the bypassing link. First, the time
to reconfigure OTN switches and in routers should be considered. The time
of reconfiguration in OTN switches is in seconds while changing the routing
table will destabilize the whole network which takes up to 10 - 100 X the time
needed by OTN switches to stabilize. Second, the power that is consumed
by ports in routers is is higher than that consumed by optical ports in OTN

switches.

3.6.3 Content-based router bypassing

The concept of content-based router bypassing is to make the network aware
of the transported traffic. Certain types of traffic for router bypassing is an
area (to our knowledge) not yet examined in research papers. In content-based
router bypassing, we can prioritize traffic for the router bypassing process in
such a way that it will enhance the overall efficiency of the transport network.
For instance, small-sized packets (i.e., less than 100 bytes) require more switch-
ing resources than larger packets for a given amount of traffic. If this kind of
traffic can be bypassed more often, we will save more resources, assuming there
are no side effects by doing that. This assumption will be investigated further

during this research.

For bypassing to be implemented, more intelligence is required (traffic en-
gineering features) for OTN switches to assign certain traffic to a specific
channel size. Fortunately, a lot of traffic engineering work has already been
done in MPLS. Therefore, using MPLS traffic engineering features over OTN
will eliminate any extra work needed to build a content-based router bypass-
ing network. However, that does not mean work is not needed on MPLS to

consider the OTN infrastructure in that sense.

Cross Multilayer Switching Capable Network

In traditional networks, L3 IP routers function regardless of the underlying
transport network. The L3 layer has its own mechanism for bandwidth provi-
sioning and restoration, and does not exchange a lot of information with lower

layers. Building networks that give different parts of the network resiliency can
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be developed without affecting other layers. For instance, the same IP router
can be used whether the underlying transport network is OTN or SONET. Al-
though the transport network has developed a new protocol, the L3 IP router
has not been directly affected, which does not mean the different layers cannot
share information to build a more efficient integrated network. The transport
needs to have some intelligence, which the IP router has, to operate more ef-

ficiently.

IP routers build complex routing algorithms by exchanging messages. Some of
this collected data is important for the transport network as well. Unlike op-
tical switches, IP routers have powerful computing resources. Their functions
are based on the operating system software OS, so adding extra function to
any router can be achieved simply by updating the OS. As an example of the
importance of some data for the underlying transport network, collecting data
for the traffic pattern (volume of traffic toward a destination) over a period
in core routers will provide a foundation for building the bypassing channels
in the underlying OTN network. Researchers have recently been calling for
a united integrated network [5], which is not far away in practical terms, es-
pecially with some new commercial routers which have the OTN switching

functionality in the same chassis [59].

3.7 Preliminary Simulation

A simulation has been built to test the proposed thesis. OMNET++ is the
main simulation environment used for this work. OMNeT++ is an extensible,
modular, component-based C++ simulation library and framework, primarily

for building network simulators [60] [61].

In addition, the INET framework has been used. The INET framework is an
open-source communication networks simulation package for the OMNeT++
simulation environment. The INET framework contains models for several
wired and wireless networking protocols including UDP, TCP, SCTP, IP, IPv6,
Ethernet, PPP, 802.11, MPLS, OSPF, and many others [60] [61].
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3.7.1 INET Submodule

Many different compound modules have been used from the INET suite to
build the router bypassing simulation. Each of these compound modules con-

sists of simple modules integrated to function as one module.

e StandardHost: IPv4 host with SCTP, TCP, UDP layers and appli-
cations. Basically, it is a UDP packet generator with built-in packets
sinks for the received packets. Many parameters can be specified in the
initiation file to control the speed of the generated packet, burstiness of

the generated traffic, packet sizes, UDP destination port and more.

e Router: IPv4 router that supports wireless, Ethernet, PPP and external
interfaces. By default, no wireless and external interfaces are added; the

number of Ethernet and PPP ports depends on the external connections.

The router submodule is being used as a router with a static routing
table. The routing table has been built separately in *.xml file. Static
routing is being used to offer full control over the routing process in the
simulation. The type of routing protocol comes under the control plane

tasks related to this area of research.
The simple modules from the INET suite include the following:

e IPv4NetworkConfigurator: This module assigns IP addresses and
sets up static routing for an IPv4 network. It assigns per-interface IP
addresses, strives to take subnets into account, and can also optimize

the generated routing tables by merging routing entries.

The configurator supports both manual and automatic address assign-
ment, and their combinations. One can provide address and netmask
templates with unspecified ports, and the configurator automatically
completes them by trying to put nodes on the same LAN into the same
subnet. It also supports manual routes, and automatic routes that fol-
low the shortest paths. By default, the configurator adds default routes
where applicable (e.g., in hosts) and does subnet-based routing [60] [61].
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In this simulation, all the auto static routing has been turned off. In-
stead, static routing has been specified manually on every router, which
gives control over the routing process instead of the default routing cre-

ated by the configurator.
The used packages are the following:

e Channel DatarateChannel: The channel package is used to specify
the parameters of the connection between the devices in the simulation.
The parameters are propagation delay, data rate, bit error rate (BER)
and packet error rate (PER).

3.7.2 Building a simulation for router bypassing

This simulation is built to emulate the traffic and switching mechanism of
the router bypassing scenario. Packet delay, packet loss, bandwidth use and
queuing time inside each router has been measured to calculate the difference
between the traditional network and the bypassing case. Moreover, we will at-
tempt to improve the router bypassing concept by considering mainly adaptive
router bypassing.

Figure 3.8 shows the scenario of our simulation. There are two traffic gener-
ation hosts called “standardHost” and “standardHost1”. The traffic generated
by these two hosts will be at different rates and to different destinations. Also,
there are two servers to receive the sent traffic called “serverl” and “server2”.
Hosts and servers will be connected by ethernet to routers. In this scenario,
three routers ( “router”, “routerl” and “router2”) will be simulated and con-
nected by point-to-point protocol (PPP). The router will be the source of all
traffic coming from standardHost and standardHostl. Routerl will be the
transit router and will be connected to a local server to receive local traffic.
Regarding OTN networks, all OTN connections will be assumed as directed
between the routers’ links with specific bandwidth rate and delays. The rate
of the connection between will vary assuming the OTN network can establish
a link with any rates based on OTN ODUk-flex.

StandardHost will generate the transit traffic, which will be around 70% of

total traffic. As well, standardHost1 will generate the local traffic for routerl
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Figure 3.8: Simulation diagram (Bypassing case).

which is about 30% of total generated traffic. Different scenarios will be tested

and shown in the results section.

Traffic Generation

The traffic has been generated by standardHost submodule as shown in Fig-
ure 3.8. All the traffic details are specified in the initiation file .ini, as in the

following table :

StandardHost StandardHostl
Traffic Type LDF unDp
Dest. UDP port 1000 1000
Destination server serverl server?
% of Total generated traffic 30% T0%
Packet Size 200 Bytes 200 Bytes
Intervals between packets Random (Exponential) |Random (Exponential)

Table 3.2: Initial values of generated traffic.
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All buffers are configured to handle up to 94 IP/Ethernet packets with 200
bytes per packet, which is about 170,000 bits. If any of the previous values

change in the coming sections, they will be specified in that section.

3.7.3 Basic Channel Bypassing
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Figure 3.9: Diagram of traditional IP network (without bypassing).
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Figure 3.10: Bypassing network diagram.

Figure 3.9 shows the traditional IP network diagram. Total traffic coming
from the hosts are about 100 Mbps which is the maximum rate of the WAN
connection over OTN. All generated traffic will be sent to routerl including

transit traffic. The transit traffic will be processed by the transit router (packet
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by packet) and then sent to the next router. The local traffic will be processed
and sent to the local server (about 30% of total traffic).

Figure 3.10 shows the bypassing case. In this case, there is a direct OTN
link from router to router2. That link is a fixed-size link with 70 Mbps which
is the amount needed to transfer the transit traffic directly to router2 by by-

passing routerl. In this section, statistics have been gathered to compare the
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Figure 3.11: Packet size effect on delay.
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Figure 3.12: Sequential chart for bypassing path and traditional path.

two scenarios. First, we ran the two scenarios with a range of packet sizes and
we noticed the end-to-end delay of the packets. In Figure 3.11, the packets are
small (about 64 bytes) and there is almost no delay difference between the two
paths. When the packet size gets larger (about 1450 bytes), the delay differ-
ence is about 12 pus. That delay is caused by the transmission time (processing)
needed by the transit router. The main reason is that when packets are large,

the transmission time will be longer. However, the delay over long distance in
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core networks is in the milliseconds range, which is 100 times longer than the
transmission time so it will offset any advantage of savings in transmission de-
lays. Figure 3.12 shows packet paths going through the nodes for local traffic

to routerl, and transit traffic going directly to router2 by bypassing routerl.
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Figure 3.13: Increase of overall packet delay (in bypassing case).

As explained previously, dedicating a portion of the bandwidth to set up a
direct link (circuit switched) between two nodes will lead to underutilization
of the bandwidth. In our scenario, the bypassing has been set up between
router and router2 to send the transit traffic (around 70%) directly to router2.
Even though, at first glance, it seems that it is a faster way of transporting
traffic, that is not necessarily the case. The problem is the underutilization

caused by the traffic arrival probability at any router.

Traffic arrival is random with probability functions, so in our scenario at any
given time probably not all 70% of the arrived packets at the router are transit
traffic. In another words, at any given time, if 40% of the arrived packets at
the router are local traffic for routerl, then 10% of the packets need to be
buffered until the link becomes available. That will increase the overall end-

to-end delay of the packets as shown in Figure 3.13.

In the traditional IP network, all the traffic will be shipped to routerl re-

gardless of its destination and routerl one will do further processing for all
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traffic. Therefore, all the bandwidth will be used and no extra buffering is

needed. As result, the average queuing time in the case of router bypassing

Average Queuing Time at Router
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Figure 3.14: Average queuing time at router.

will be longer than the traditional way of processing all traffic by the transit
routers. Figure 3.14 shows the average queuing time in our simulation for
both cases at “router”. In addition, the average packet loss is higher in the
case of bypassing because of the increased queuing time especially when the
network is experiencing high loads, a result of the increased queuing time in
the routers. Every router has a finite buffer and if the traffic exceeds a certain

value, it will be dropped.

In the past, these observed results have been recognized as the main downside
of router bypassing. However, we assume that applying the proposed adaptive
router bypassing techniques will lead to minimizing the side effects of router
bypassing and maximizing the network efficiency by reducing the overall cost
of OPEX (of current networks) and CAPEX (of new installed ones).

To expand that over a service provider network, Figure 3.15 shows the
potential savings per number of links that are using bypassing techniques to
transport traffic, assuming the transit traffic at all links is 70%. At $0.10 per
KWatts, Figure 3.16 shows how much cost could be saved in consumed power.
From another perspective in IP lookup saving, which is one of the most expen-
sive transactions inside a router for every packet, Figure 3.17 shows how many

IP lookups can be saved by bypassing one router at different speeds. Since the
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Figure 3.15: Potential power savings over a service provider network.
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Figure 3.16: Potential cost savings in power.

packet size is related directly to the number of IP lookups for a given speed,
Figure 3.17 shows the savings for two packet sizes. In terms of implementation,
many details are needed to deploy this concept. Some companies have recently
published [9] white papers on supporting the concept of router bypassing over
OTN, but few details of the technical implementation are known since most

of the developments are usually kept as internal data.

To implement the proposed ideas for an adaptive router bypassing, more com-
plete simulation needs to be built. The goal is to build a simulation where
the network is responsive to the traffic changes. When the traffic reaches a

certain volume, the router bypassing link is established, and that link size will
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Figure 3.17: Potential number of IP lookup can be saved for different packet
sizes.

be determined by traffic volume.

Statistics about traffic and traffic patterns need to be considered in this study
to build the optimum router bypassing environment for the generated traffic.

Traffic tends to be random with probability functions (i.e., Poisson, Pareto).

Soft bypassing needs to be implemented by creating bypassing links to mini-
mize utilization and maximize the saving from the bypassing links. That will
improve the queuing time inside the router. The degree of use of bypassing

links needs to be tested and observed to get to the optimum solution.

In addition, the content-based router bypassing techniques need to be sim-
ulated. In this technique, different classes of traffic will be allocated for by-
passing and the result will be observed. For instance, if smaller packet sizes
use the bypassing links, then higher savings will be expected. Drawbacks also

need to be observed.

3.8 Internet Traffic Models

3.8.1 Internet traffic versus business traffic

Study of the impact of time and bandwidth granularity requires a good sta-

tistical traffic model. Popular simplified models include Poisson, Pareto and
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Weibull. The self-similar process is what internet traffic model follows as
commonly many researchers believes [62] [63] [64]. However, business private
networks and wide spread of sensors under IoT and CPS systems generates
traffic from these network which does not follow necessarily the self-similar
model. Gathering information constantly in a periodic fashion from sensors
will lead to normal distribution or other kind of distributions such as Poisson.

In this study, we assumed the network does not follow the self-similar model.

3.8.2 Aggregated Traffic

Poisson Traffic
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Figure 3.18: Poisson traffic behaviour over different time scales [65].

Since router bypass is implemented after traffic is aggregated on edge
routers, we are interested in the traffic behaviour after aggregation. Therefore,
we assume that data traffic follows a Poisson distribution. According to Cisco,
the aggregated data traffic is like Figure 3.18 at different time granularities
for Poisson traffic [65]. In the scale of seconds, traffic seems highly volatile
and it is difficult for network equipment to adapt in response. Most network
equipment requires at least a few seconds and up to a few minutes to con-
verge [5]. However, over longer periods of time, [65] shows that traffic volume
is quite close to the overall average value. Therefore, we assumed that peri-
odic time to adjust the size of bypass channel should be large enough for the

network to converge. We should emphasize that, in our proposed solution, we
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assumed traffic is aggregated traffic and not from a specific user or application

generated traffic.
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Chapter 4

Adaptive Router Bypass

Techniques

4.1 Adaptive Router Bypass using Feedback
Adjusted OTN

In this proposal [66], we present a technique to enhance the performance of
the router bypass by using adjustable OTN bypass channels. Bypass capac-
ity is optimized by monitoring traffic queues and adapting the partitioning
of bandwidth between bypass and non-bypass resources. The Hitless Adjust
(HAO) feature in OTN is used to dynamically adjust the bandwidth allocated
to bypass traffic. Since HAO enables the adjustment of the OTN channel size
without service interruption, this introduces an additional degree of freedom
to bypass techniques and an improvement in overall efficacy. A feedback sys-
tem is used to control the adjustable bypass channel allocation. Results of a
simulation (OMNET++) on a large-scale network (16 core routers, 47 access
routers) show that much of the penalty incurred by partitioning the bypass ca-
pacity from the traditional packet traffic can be recovered using this adaptive

bypass technique.

4.2 Background

Reduction in the achieved statistical multiplexing has been a major draw-

back for the bypass concept. Traditional router bypass requires subdividing
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the available capacity into two fixed portions: bypass and non-bypass traffic.
Traffic behaviour and volume vary over time and are not fixed. For instance,
the peak 60-minute traffic volume is around 72% higher than the average daily
volume [6] and the traffic growth of the peak 60 minutes is still higher than
the average Internet traffic [2]. Therefore, capacity allocations should be dy-
namic and not fixed. Lack of visibility of the application layer (i.e., traffic
volume) from a network perspective is a technological barrier for a dynamic

infrastructure.

Current developments in Software Defined Networking (SDN) offer advantages
over traditional networks, such as network automation, reduction in opera-
tional cost, efficient use of resources and faster deployment. SDN paves the
way for an interaction between the application layer and network infrastruc-
ture. The application layer will have an abstract view of the network. That
visibility will help the application layer to use the network more efficiently;
therefore, network resources can adapt to the needs of the application. For
instance, link provisioning can be orchestrated based on requests from an ap-
plication. Application requirements such as delay, jitter, and bandwidth vary
from application to application. Applications can be categorized in groups
from the network perspective, based on the requested services. In a tradi-
tional network, there is no interaction between the network and application
layer. This causes restriction to router bypass deployment despite its advan-
tages. Unlike SDN, all flows are pushed into the same pipe and packet-switched
by routers without any distinction between them apart from QoS. Even with
traffic engineering (TE) techniques, path control for any flow is manually de-
ployed and does not interact with traffic behaviour. In SDN, the network will

transport traffic flows in an orchestrated manner.

In adaptive router bypass, we propose to offer router bypass as an SDN ser-
vice for the application layer. Most studies that have explored router bypass
(off-loading) have shown the advantages of this technique [8] [22] [25]. Al-
though there are many developments in the SDN area, no other compelling
study has investigated the impact of SDN on router bypass. In this paper, we

explore how to enhance core networks using router bypass as an SDN service.

80



Traffic-based router bypass as a concept will be examined and simulated using
the OMNET++ simulation tool to show the potential of SDN in router by-
pass. The following section will explore transport technologies that make our

proposal feasible to implement.

4.2.1 Flexible Bypassing Channels Using HAO OTN

OTN has been introduced as a replacement for SONET. OTN offers more mul-
tiplexing flexibility and accepts virtually any higher-layer signals (i.e., Ether-
net, IP). As one of many OTN features, Hitless Adjustment of ODUflex (GFP)
(HAO) is a resizing mechanism that allows OTN to support an increase or de-
crease of an ODUflex (GFP) client data rate across its entire end-to-end path.
HAO provides a control mechanism to increase or decrease the capacity of an
ODUflex (GFP) connection without interruption to meet the bandwidth needs
of the application [41].

We propose the use of the HAO feature to implement the adaptive resizing of
bypass capacity. Since the OTN channel size can be adjusted without service
interruption according to the HAO recommendation [41], exposing the HAO
capability to bypass will allow bypass channels to be more flexible and adapt
to traffic behaviour in a dynamic fashion. We assume this solution is built
on top of integrated OTN/MPLS hardware such that a tight linkage exists
between the control of OTN provisioning and routing. Transit traffic, for ex-
ample, can be categorized based on Forwarding Equivalent Class (FEC). Each
OTN switch can transport traffic to routers by default until the transit traffic
load hits a certain bypassing threshold. The bypassing threshold can be set at

a certain value a where the volume of transit traffic should be larger than a.

Virans > a (4.1)

a will depend on many factors described in the following formula :

Totn P otn
X
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, (4.2)
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where (: a scaling factor (dimensionless), C: total link capacity Ty, time
needed to reconfigure OTN switches, Trouter: time needed to reconfigure router
(change in routing table occur) Py,: power cost per bit in OTN switches and

Prouter: power cost per bit in IP routers.
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Figure 4.1: Diagram for feedback-based bypassing channel control.

Figure 4.1 is a flow chart showing bypass channel control for adaptive bypass.
The bypass channel is established if transit traffic exceeds a threshold value.
The amount of bandwidth allocated to bypass is then controlled by the feed-
back loop mediated by the Bypass Optimizer which adapts the bypass channel
based on traffic behaviour. to is a timer to control how frequently operators
review or change channel size. A smaller value for to means the links will
be re-evaluated more frequently. That value is affected directly by the cost
and complexity of the bandwidth adjustment in OTN switches. to has to be
large enough to keep the network stable. That value will depend on technol-

ogy/equipment used in the design.

In this study, optimization decisions are based on two network parameters:
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(a) packet drop rate (in case of congestion), and (b) maximum queuing time
for both channels. Network adaption to traffic behaviour allows focusing and
using network resources where needed. For instance, during daily busy-hours,
when traffic volume increases substantially, bypass be changed dynamically to
handle the transit traffic more efficiently. Incremental increase (or decrease)
in bypass channel size can be as fine as 1.25 Gbps (ODUO) for GFP, according
to the HAO recommendation [41].

Figure 4.2 is an example where router RB is a core router and most of its
processing resources are consumed by transit traffic. By using adaptive by-
pass, the OTNB switch will transport any transit traffic that exceeds the set
threshold. All other traffic will be processed by RB. One link might have more

than one transit traffic stream at the same time, as shown in Figure 4.2.

Maon Transit Traffic
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OTHE
OTHNA OTHG

Figure 4.2: Adaptive bypassing example.

Transit channels will expand and shrink dynamically based on transit traffic
volume. By applying adaptive bypass, the bypass allocation becomes aware
of channel utilization and responds with fine granularity. Results shown later

illustrate how this can improve efficiency.

4.2.2 Feedback-Based Utilization Optimization Technique

Traffic behaviour in the core network is volatile [42]. Therefore, allocating

fixed bandwidth for transit traffic in the case of traditional bypassing is not

83



an efficient way to utilize the link’s capacity. Moreover, adjusting bandwidth
for transit traffic alone can cause a worse link throughput if other traffic is
not considered. Allocated bandwidth for the bypassing channel will always be
taken off the overall link capacity. Therefore, we need to consider all traffic in

order to optimize the overall bypassing mechanism.

With the simplest form of bypass, one volume of traffic will be marked as
bypass traffic and the rest as other traffic (non-bypass or transit traffic). In
adaptive bypass, the system will monitor the behaviour of both traffic types.
In this study, bypass optimization will monitor packet loss rate and maximum

queuing time based on the following criteria:

Queuing Time: The optimization decision will be based on the maximum
queuing time. The bandwidth for the link with maximum queuing time will

be increased gradually. € represents the difference in maximum queuing time.

€ — ’Qbypass - QotherTraffic’ 7 (43)
QotherTraffic + Qbypass

where € will be minimized. The optimum case when Qpypass = Qotherrraf fic

and € = 0.

Packet Loss: If the total traffic exceeds the link capacity, optimization will be
based on packet loss rate. The bandwidth of the channel with the higher drop-
ping rate is increased gradually until the rate of dropped packets is minimized.
a represents the difference in packet loss rate.

o= |Dbypass - DotherTrafficl (44)

Y

DotherTraffic + Dbypass

where « will be minimized. If o equal zero then e value will be minimized.

Loss rates and the queuing times required for optimization are obtained by

monitoring queues in the appropriate hardware.
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Figure 4.3: Ilustration for traffic coming from RouterA going to RouterB.

Figure 4.3 is a simple a qualitative illustration for the traditional bypass
scenario. RouterA is connected to RouterB through OTN. Bypass traffic will
be switched by OTNB without going through RouterB. The Figure Figure 4.3
illustrates traffic from OTNA going to OTNB that comprises transit traffic
and other traffic which are both changing. In this simple form of bypass, two

queues will be formed: one for the bypassing traffic and one for other traffic.

Four cases have been highlighted in the example: (a) both transit and other
traffic are low, (b) both transit traffic and other traffic are high, (c¢) transit
traffic is high and other traffic is low and (d) other traffic is high and tran-
sit traffic is low. For cases (c) and (d), maximum queuing time is still high
even though the total link capacity is not fully utilized. That is because in
traditional bypassing, the allocated bandwidth—for the bypassing channel—is
fixed, based on average volume. In our technique, by monitoring the queues
in both links, the bandwidth will be adjusted to minimize the queuing time as
well as dropped packets. For instance, in case (c) since transit traffic volume
is high, the system will expand the transit channel because the other traffic
queue is low. The frequency of bandwidth adjustments will depend on the

adjustments cost in terms of time and power.

4.2.3 Simulation and Results

A simulation of a representative core network has been built using OMNET++

to test and gather statistics based on flexible OTN channels and the queue-
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monitoring technique. In this case, 16 core routers (POPs) are connected
to 47 access routers (ARs). The network topology is based on AT&T US
IP core network [67]. Traffic is generated by traffic generators (10 clients)
connected by using switches to every AR to emulate network traffic. Every
source generates traffic randomly targeting all other clients with a certain rate.
POPs are connected by 40 Gbps links as shown in Figure 4.4. We assume that
any transit traffic switched by the OTN switch will be transported through a
direct bypass link without any changes in the L3 routing table. Also, controlled
traffic has been generated toward POP14 as transit traffic (going to POP2) as
well as other traffic for POP6. The generated traffic is purposely controlled to
produce the same highlighted points as in Figure 4.3.

configurator

Figure 4.4: Core network simulation.

The total volume is fluctuating to capture a similar theme of Internet traf-
fic for one day. To emulate the behaviour in peak hours, the total volume
is pushed above the average by almost 40%. Figure 4.5 shows the traffic
composite coming to POP14 to be sent toward POP6. Most of the traffic is
transit traffic for POP6. Therefore, POP14 will initiate bypassing OTN chan-
nels to send transit traffic through OTN to POP2. Figure 4.4(a) illustrates
bandwidth allocation in traditional bypassing where fixed bandwidth is allo-
cated for bypassing based on the average value of traffic volume.Figure 4.4:(b)
shows bandwidth allocation in the proposed adaptive bypassing technique.

The bandwidth is adjusted over time, based on traffic changes.
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In the first four seconds, the total traffic volume is almost the same as, or
higher than, the link capacity. Therefore, the bandwidth is adjusted based on
dropping packet rates while in the last two seconds, bandwidth allocation is
optimized based on maximum queueing time. The granularity of bandwidth
adjustment is ODUO (1.25 Gbps).
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Figure 4.5: Bandwidth allocation in (a) traditional bypassing (b) adaptive
bypassing.

Figure 4.6 is a result for both conventional bypassing and adaptive bypass-
ing in terms of dropping packets rate. In adaptive bypassing, the dropping
rate is reduced significantly up to 66%. The reduction could be higher if the
standard deviation for both traffic volumes is higher. In our simulation, the
standard deviation for both types of traffic is about 7 Gbps. That is 37% and

44% of average volume for other traffic and bypassing traffic, respectively. In
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the last two seconds, the total traffic is less than link capacity therefore no

dropped packets occurred. The maximum queuing time is enhanced as shown

Dropped packets at POP14

M Traditional bypassing ™ Adaptive bypassing

400
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Dropped Packets

Figure 4.6: Total dropped packets in both cases.

in Figure 4.7. The maximum queuing time has been reduced over the whole
simulation period.The highest reduction occurred on four(th) seconds up to
11%. As Figure 4.7 illustrates, for the first four seconds, queuing time has been
reduced as well, which is predictable. However, in the last two seconds the

bandwidth adjusted to purposely reduce the queuing time. Figure 4.8 shows

Maximum Queuing time at POP14
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Figure 4.7: Maximum queuing time at POP14.
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that, in general, throughput is increased with higher total traffic volume, as
expected. There is no significant difference shown in either bypassing case
except in the first second because the bypassing channel is not fully utilized
where other traffic is higher than its allocated bandwidth. With bandwidth
adjustment, throughput is enhanced by 6.2%.

Total Througput at POP14 40G link

W Traditional bypassing ™ Adaptive bypassing
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Figure 4.8: Total link throughput in both cases.

Adaptive bypassing strength comes from:
e Enhancing the statistical multiplexing issue in traditional bypassing.

e The solution is built on top of already integrated transport technology:

There is no need to replace the whole hardware infrastructure.

e Maintaining tremendous savings showed in bypassing studies and de-

ployments.

4.2.4 Conclusion

Router bypassing has shown tremendous savings in many studies of core net-
works. One of the main obstacles preventing the wide deployment of the router
bypassing concept is a statistical multiplexing issue. In this study, we showed
how new features in OTN network can optimize the bypassing implementa-
tion by introducing an adaptive bypassing technique with a feedback-based
system. Adjustable bypassing channels optimized by traffic behaviour have

been developed as a new adaptive bypassing technique.The concept has been
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tested by a simulation of the core network built in the OMNET++ and INET
framework. Adaptive bypassing has shown enhanced results over conventional
bypassing. In the adaptive bypassing technique, the dropped packets rate and
queuing time has been reduced by 66% and 11%, respectively.

In the adaptive bypassing technique, the reduction of statistical multiplexing
occurring in traditional bypassing will be compensated for by two factors: (a)
responding dynamically to traffic behaviour, and (b) adjusting the bypassing
channel to have finer granularity. Future research should explore the impact
of application behaviour on router bypassing to develop more intelligent and
traffic-aware networks. The finer and more flexible channels offered in OTN
could apply even QoS features on the transport level in a better-integrated

network infrastructure.
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4.3 Enhanced Router Bypass Using Fine Gran-
ularity Transport Channels

In this technique [68], we study the impact of granularity of provisioned bypass
bandwidth on router bypassing. We present the use of the Hitless Adjust
(HAO) feature in OTN [41] to dynamically adjust the bandwidth allocated
to bypass traffic. Since HAO enables adjustment of the OTN channel size
without service interruption, this introduces an additional degree of freedom
to bypass and an improvement of overall efficacy. We show the potential for the
improvement of router bypass efficiency by using the finer-granularity bypass
scheme offered by OTN. The results of a simulation (OMNET++) setup show
that much of the penalty incurred by partitioning bypass capacity from the

traditional packet traffic can be recovered using finer-granularity bypassing.

4.3.1 Dynamic Bypass Using OTN
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Figure 4.9: Proposal diagram for bypassing channel control.

We propose that a dynamic bypass solution be built on top of integrated
OTN-MPLS hardware that offers sub-Lambda switching. Transit switching is
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then implemented on a per sub-wavelength basis, not on a per-packet basis,
as allowed by this integration. Transit traffic, for instance, can be categorized
based on Forwarding Equivalent Class (FEC). The OTN switch will transport
traffic to the router by default until the transit traffic hits a certain bypassing
threshold. Instead of setting a static bandwidth for bypassing traffic (regard-
less of the volume), traffic volume sets the amount of bandwidth allocation
needed for bypassing. This way, bandwidth allocation becomes more dynamic

and responsive to the traffic demands.

The bypassing threshold can be set at initial value a where the volume of
transit traffic should be larger than a in order to be switched by the OTN
switch instead of the router. & will depend on many factors described in the

following formula [68]:

Virans > @ . (4.5)

where a depends on many factors as described in the following representa-

tive formula :

Totn -P otn
X

a= ﬁ X Cbp X .
TRouter P, Router

(4.6)

Figure 4.9 shows the proposed scheme for channel control of dynamic router
bypassing. At every state, threshold values a (lower bound) and b (upper
bound) are set to increase or decrease the channel bandwidth. Channel sizes
will be adjusted based on real-time data for transit traffic behaviour such as
traffic volume or queuing time for both channels: bypassing and non-bypassing.
For instance, if traffic volume decreases and stays below the lower bound a
for a period, a new lower bound will be set and the pervious lower bound «a
will become the new upper bound b to adjust the channel size to a smaller
capacity. In case of increases in traffic volume, the new upper bound ¢ will
be set (b=c). The advantage of using OTN is that incremental changes in
channel size can be as small as 1.25 Gbps (ODUO) using GFP with HAO [44].

Time granularity will determine the value of to, a timer that determines how
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frequently the channel size will be adjusted. to will be affected directly by
the cost of adjusting the OTN channel or in case of WDM the time needed to
reconfigure the WDM network.

4.3.2 Granularity Impact on Router Bypass Performance

This study shows that with an unpredictable and highly volatility traffic vol-
ume (over time scales to discussed above), optimizing bandwidth allocation for
bypass channels over to combined with finer granularity bandwidth allocation
can achieve better overall performance. Flexibility in OTN multiplexing al-
lows for finer granularity bandwidth allocation that can be as small as ODUO
(1.25 Gbps). This flexibility combined with the relatively new feature that
allows adjustment of the bandwidth allocation on the fly without any service
interruption called the Hitless Adjustment of ODUflex (HAO) are the main
motives behind this study to explore the potential of OTN in the bypass con-

text.

In coarse bypass, increment of bandwidth change (increase or decrease) may
be 10 Gbps while in fine bypass this can be as small as 1.25 Gbps, as shown
in Figure Figure 4.10. Note that a WDM network takes longer to reconfigure
compared to advanced OTN deployments [5]. To study the impact of bypass
granularity on total bandwidth utilization, Figure 4.17 illustrates a variety of
bandwidth allocation values for bypass traffic through one of the core routers.
These granularities are the allowed channel sizes for OTN multiplexing [39]
except the 5 and 20 Gbps granularities. Traditional bypass uses coarse bypass
because of the limitations of the underlying technology (e.g., WDM, SONET).
For instance, in WDM, using a single wavelength (i.e., 10 - 100 Gbps) for the
bypass requires a large traffic volume to fill the capacity of an entire wave-

length.

To study the impact of provisioning granularity on router bypass, bypass traf-
fic has been generated from a source to bypass an intermediate router to reach
its destination. The generated traffic followed approximately the normalized
value of traffic demand reported for Google in Canada during one day [69]

Considering a 40 Gbps link as basis, the normalized data determines the
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Figure 4.10: Coarse vs. finer bandwidth allocation for bypass traffic.

traffic volume with 20% standard deviation with 600 seconds accuracy. Stan-
dard deviation is introduced to emulate the unpredictability that occurs in the
traffic behaviour. With fixed time granularity, the bypassing channel can be
adjusted based on the traffic volume every specific period of time. In order to
also observe the impact of time granularity, two sets of time granularity have
been used: 30 minutes and 60 minutes. In order to determine the bypassing
channel capacity, the allocated channel always attempts to accommodate all
bypassing traffic. Variance granularities of channels are used to bypass traffic
as shown in Figure 4.17.

To measure the excess in provisioning that occurs in all cases, we define «

as the measurement ratio for over-provisioning:

Oc annel — Vra ic
o = (Catannet = Virogpic) (4.7)
‘/traffic

where Cepanner: allocated capacity for bypassing traffic (in bps), Virasric:
actual volume of bypassing traffic (in bps). With focus on unutilized band-
width, the under-provision ratio is not calculated assuming that capacity will
be used by other traffic.

The calculated over-provisioning ratio at different granularity is shown
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in Figure 4.21. The results show that with coarser granularity, the over-
provisioning is increased significantly. With 20 Gbps granularity, which is

half of the link capacity, the over-provisioning can be as large as almost 50%.

Granularity impact on over-provisioning ratio
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Figure 4.11: Calculated over-provisioning ratio for different bypass granularity.
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Figure 4.12: Coarse vs. finer bandwidth allocation for bypass traffic.

4.3.3 Simulation and Results

To examine the concept of bypass granularity variance, a core network simula-

tion has been built to observe and collect statistics by using the OMNET 4+
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Figure 4.13: (a) Simulated core network, (b) bypass scenario.

simulator combined with the INET framework. The simulation consists of
16 core routers (POPs) that are linked together by 40 Gbps channels. Core
routers are connected to 47 access routers (ARs) as shown in Figure 4.25(a).
Every AR is connected to a switch serving 10 clients as traffic generators. Ev-
ery client sends traffic uniformly to other clients in the network at a specific

rate.

To form the bypass traffic shown in Figure 4.17, additional traffic generators
are linked to POP14 to provide the bypass traffic targeting POP2. That traffic
will be bypassing POP6 by partitioning the link between POP14 and POP6
as well as POP6 and POP2. The bypass link will directly connect POP14
to POP2 with an OTN connection as illustrated in Figure 4.25(b). During

the simulation, the non-bypass channel is fully utilized. As a minimum, 20%
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of the link is reserved for non-bypass traffic even if the bypass requires more
bandwidth allocation. Both links reach congestion between 11:00 AM and 4:00
PM. The simulation has been run five times with different initial seeds; the
average values are then calculated. The experiment ran on Ubuntu Linux OS
inside of VirtualBox on Apple Mac Pro Platform with following specifications:
2.3 GHz Intel Core i7 and 8 GB DDR 3 memory. The experiment were stable

and the standard deviation of the results is about 10%.
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Figure 4.14: Measured throughput enhancement with finer bypass granularity.

Figure 4.14 shows that throughput is enhanced with finer bypass granular-
ity. At ODUO granularity (finest granularity), achieved throughput is about
8.5% higher when compared with 10 Gbps granularity (ODU2). That en-
hancement is because with finer granularity channels, bandwidth allocation
can be very close to actual traffic volume with minimal over-provisioning.
Time granularity has an impact as well; 30-minute bypass adaptation to traf-
fic volume resulted in higher throughput when compared to 60 minutes for all
bypass provisioning cases. The combined enhancement applies to both time
and bandwidth granularities, and the overall throughput is enhanced by about
13%.

At peak hours, packet drop occurs because of traffic congestion. In gen-
eral, with higher throughput less packet drop will occur. Figure 4.15 illustrates

how finer granularity bypass reduces packet drop because of throughput en-
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Figure 4.15: Case of congestion: packets drop rate is enhanced with finer
bypass.

hancement. To simulate peak hours, bypass traffic volume from the traffic
generators was increased up to the congestion state resulting in dropped pack-
ets for each granularity case. At the finest granularity ODUO, the drop rate
is lower by approximately 40%. That high percent reduction occurs because
we have a very congested link for which the bypass technique is used, and the

enhancement caused by finer bypass will reduce the impact of congestion.

In both throughput and drop packet rate measurements, significant improve-
ment occurred for bypass channels with bandwidth granularity less than around
5 Gbps. Even though ODUO and ODU1 granularities have larger improve-
ments, the correlation in incremental changes of the traffic volume—over a
period to—to the channel granularity was the predominate factor. Hence the
largest enhancement in bypassing will occur when channel granularity is close

to the incremental traffic volume changes.

In summary, this study of the impact of granularity on router bypass presents

the following findings:

e Coarse router bypass (e.g., > 10 Gb/s) techniques showed a higher degree

of over-provisioning.
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e Fine granularity router bypass (e.g., < 5 Gb/s) enhanced the overall

network efficiency compared to coarse bypass.

e Fine bypass channels reduced the negative impact of bypassing on sta-

tistical multiplexing.

e Flexibility and featured multiplexing options offered in OTN paved the

way for a more enhanced router bypass.

e Bypass granularity should be close to the anticipated incremental volume

traffic changes over a given period.

4.3.4 Conclusion

OPEX and CAPEX savings of router bypass was shown in many studies.
However, coarse bypass had a negative impact on statistical multiplexing in
an unpredictable traffic environment. Advancements in OTN, such as finer
granularity multiplexing, have driven this study to explore the impact of finer
granularity bypassing on network performance. In this section, we measured
network performance attributes, as the granularity of router bypass channels
is varied based on traffic volume sampled over a certain period. The simu-
lation experiment has been developed using the OMNET++ and the INET
framework. The results showed that finer granularity bypassing enhanced the

network throughput by up to 13% when compared with coarse bypassing.

With finer granularity bypass, link throughput has been enhanced by reduc-
ing capacity over-provisioning. Consequently, when the network reaches a
congested state, the packet drop rate is also reduced substantially with finer
bypassing. Future work will explore how to improve router bypass considering

self-similar traffic and traffic shapers deployed on edge routers.

4.4 Optimizing Router Bypass Granularity Based

on Traffic Behaviour

We propose that a dynamic bypass solution be built on top of an integrated
OTN-MPLS hardware that offers sub-Lambda switching. Generalized Multi-
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Figure 4.16: Flow chart for bypassing channel control

protocol Label Switching (GMPLS) will support MPLS-tagging on a per-
channel instead of per-packet basis. Transit traffic tagging and switching are
allowed through the integration of OTN and GMPLS. Transit traffic can be rec-
ognized based on Forwarding Equivalent Class (FEC). In a traditional router
bypass, static bandwidth is allocated for bypassing traffic without considering

changes in traffic volume.

In a bypass with dynamic granularity, our approach is to determine the gran-
ularity by considering the rate of change in traffic volume:

LV AV V-V

V_EN At 1

(4.8)

Therefore, when the V'’ value is high, larger granularity will be assigned for
the next bypass incremental change and vice versa. As shown in Figure 4.16,
the two main inputs to the system are traffic volume V and traffic volume
change V'’ within the period of time ¢,. The decision to increase or decrease

the bypass channel capacity will be based on measured traffic volume V. The
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size of the incremental change will be determined by V".

After measuring both V and V’, the new bandwidth capacity b will be set

as follows:

b=cxV+d, where d=fV’), (4.9)

e=b—a, (4.10)

where c is a dimensionless factor and d is the additional added or subtracted
capacity. € is a bypassing sensitivity factor. Bypass channel size changes when
the new capacity change is larger than ¢, otherwise the channel size will stay

the same. Smaller € will lead to more frequent channel adjustments.

Figure 4.16 shows the three main stages of the adaptive bypassing mechanism:
initiation, adjusting and termination. Initiation and termination depend on
a while adjustment depends on traffic behaviour. Bypassing capacity always
follows traffic volume. The bypassing mechanism will be able to react to dras-

tic volume changes by adding or subtracting d capacity.

The frequency of the channel adjustment will be determined by the time gran-
ularity of the system t,. The time granularity will directly affect the cost of
adjusting the OTN channel or, in case of WDM, the time needed to reconfigure
the WDM network.

4.5 Aggregated Traffic Behaviour

Studying the impact of time and bandwidth granularity requires a good traffic
model. Popular simplified models include Poisson, Pareto and Weibull. The
Pareto distribution is applied to model self-similar packet traffic and is appli-

cable mostly in edge networks prior to significant aggregation. Since router
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bypass is implemented after traffic is aggregated on edge routers, we are in-

terested in the traffic behaviour after traffic aggregation [65].
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Figure 4.17: Used Internet-like traffic pattern with bypass channel with ODU2
granularity

The traffic generated in our study followed an approximated traffic pattern
reported by Google in Canada during one day [69]. Considering a 40 Gbps
link as the basis, the normalized data determines the traffic volume with 10%
standard deviation and 600 seconds accuracy (for simplicity we denoted every
600 seconds as T). Standard deviation is introduced to emulate the unpre-

dictability that occurs in the traffic behaviour.

Figure 4.17 illustrates the impact of bandwidth granularity on the total link
utilization by a provisioned bypass channel. Bypass channel size is incremented

in ODU2 (about 10 Gbps) granularity in this example and adjusted every hour.

Traditional bypass uses a coarse bandwidth bypass because of the limitations
of the underlying technology (e.g., WDM, SONET). For instance in WDM,
using a single wavelength (i.e., 10 - 100 Gbps) for bypass requires a large traffic

volume to fill the capacity which leads to link under-utilization.
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4.6 Analyzing the Impact of Bypass Granu-

larities

With traffic volatility, the bypassing channel size can be over-provisioned or
under-provisioned. In over-provisioning, the bypass channel is larger than the
traffic volume and in under-provisioning the case is reversed. We need to min-

imize them both to maximize the efficiency of bypassing channels.

To measure the accuracy of the bypassing, off-provisioning bandwidth which

includes both over-provisioning and under-provisioning is defined as:

o = |<Cchannel — ut>| 7 (411)
Ut

where Copanne is the allocated capacity for bypassing traffic (in bps), and
uy 18 the measured volume of bypassing traffic (in bps) at point ¢ of time. The
impact of both granularity (time and bandwidth) will be explored in the next

sections.

4.6.1 Time Granularity
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Figure 4.18: ODUO granularity bypass channels at various time adjustments

To observe the impact of time granularity, fine granularity channels (ODUO)
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Over-provisioning in bypass channel with ODUO granularity
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Figure 4.19: Finer time granularity provisioning

will be resized at a different time scale as shown in Figure 4.18. With traffic
changing over time, channels with larger adjustment time will miss tracking

traffic volumes. This will lead to higher off-provisioning as well.

Figure 4.19 shows the accumulated off-provisioning bandwidth as a result of
using various time granularities, corresponding to Figure 4.18. The illustra-
tion shows that when we use finer time granularity (i.e., when we adjust the
devices more often), the over-provisioning will be at a minimum. However,
more frequent adjustment comes at the cost of network reconfiguration and
stability. The needed device convergence time limits as to how often we can
adjust the devices over a period of time. The recent advancements in OTN
will achieve even faster convergence and adjusting time between the switches.
In the next section, we will focus on bandwidth granularity for a given time

granularity.

4.6.2 Fixed capacity granularity

With linear changes in traffic volume, fixed capacity bypass could be an
optimum-option. Figure 4.20 shows an example of two fixed OTN granulari-
ties: ODU1 and ODU2. ODU1 can be assigned where the volume changes are
more gradual and coarser granularities like ODU2 can be used when traffic
changes are at a faster pace. With OTN, we have an option for a wide range

of granularities to capture the bypass traffic. In most cases, however, Internet
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traffic is not linear and tends to be very volatile during the day which is why

the dynamic bypass has been introduced.

In cases where the channel’s capacity can be adjusted on a real-time basis,
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Figure 4.20: Hlustration for fixed-granularity traffic bypass

(which is virtually impossible), Figure 4.21 displays that the finest granularity
will continually perform better. The finest granularity will closely follow the
traffic volume with minimum over-provisioning or under-provisioning. With

coarse granularity, the over-provisioning can be as much as 50%.

Granularity impact on over-provisioning ratio
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Figure 4.21: Calculated over-provisioning ratio for different bypass granulari-
ties
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4.6.3 Dynamic granularity

Real-time changes in provisioning capacity is difficult or impossible to achieve;
therefore, finest granularity is not always the best option if the rate of change
is not linear. If traffic volume changes are linear, then fixed granularity can
capture that change over time (i.e., channel size increases/decreases with traf-
fic volume over time). However, with unpredictable traffic behaviour and with

lack of linearity, any fixed-degree of granularity will not be an optimum choice.

We considered controlling the link capacity based on traffic volume changes
which occurred just before the adjustment. If the calculated change in traffic
within the period (differentiation) is significantly higher (or lower), then the
change in capacity will be aggressive in expanding (or reducing) bypass chan-
nels. When the traffic changes in volume are small, then lower capacity will

be able to capture traffic volume as illustrated in Figure 4.22.

Figure 4.22 is an illustration of both the dynamic and fixed granularity bypass.
In fixed granularity, the channel granularity will accommodate the traffic vol-
ume at the adjustment time. In dynamic granularity, the traffic volume will
be recorded before the adjustment time and the slope will be calculated based
on equation (4.8). In Figure 4.22, we noted three points: (A) the slope of
rising traffic is small and (ODUO) extra bandwidth is allocated, (B) the slope
is higher and (2 X ODU1) extra bandwidth is allocated, and (C) the traf-
fic change is more drastic and (4 X ODU1) extra bandwidth is allocated.
When traffic volume decreases, capacity reduction will follow the same dy-

namic scheme.

When traffic surges before the rush-hour, traffic volume starts to increase
drastically. With dynamic bypass, additional capacity will be added in ad-
dition to what is needed at that moment. Similarly when sudden reduction
happens in traffic volume, then capacity will be reduced at a much faster rate
to maximize the total link utilization. Dynamic granularity bypass, therefore,
enhances bypass provisioning by observing the bandwidth change in the recent
past as shown in Table 4.1. Excess capacity can be modified together with

its corresponding volume change. That gives service providers another degree
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Table 4.1: Example of dynamic added/subtracted capacity based on traffic
changes rate

Change  Additional Capacity

20% + (4 X ODUO)
10%-20% =+ (2 X ODU0)
10%-8% % (1 X ODUO)

of freedom to control the bypassing mechanism. Capacity changes will always

be an integer number of used ODUs based on OTN specifications. Service
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Figure 4.22: Example of Dynamic granularity bypassing: at point (A) the
slope is small and 1 X ODUOQ is added, at point (B) slope is larger and 4 x
ODUO or (2X ODU1) more capacity is added and at point (C) is the slope is
large and 8 X ODU or (4 X ODU1) is added.

providers will be able to control a few metrics such as additional capacity,
ODU size, etc. These parameters will control how aggressive dynamic bypass
can be with traffic change. More aggressive bypassing leads to less link utiliza-
tion which is one of the drawbacks of bypass in the first place. However, the
adaptability of provisioning will improve the bypass mechanism and reduce the
side effect on utilization. The goal is to maximize the efficiency of bypassing
by reducing off-provisioned bandwidth as much as possible with the highest

throughput. Table 4.1 shows the metrics used in our analysis.
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4.6.4 Dynamic granularity and traffic volatility
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Figure 4.23: Three traffic patterns are used against dynamic bypass. All
patterns have the same amount of traffic with various degrees of standard
deviation: low-std, Internet and high std. The Internet-like pattern is taken
from the daily Internet traffic pattern [69]

Dynamic bypass has an even greater impact when the traffic is volatile.
Higher volatility requires a dynamic approach in bandwidth provisioning which
results in a more efficient bypassing scheme. Figure 4.23 shows three volatile

traffic patterns with the same amount of transport data.

With a more volatile pattern, traffic volume tends to surge at certain times
and decay very rapidly. Typical Internet traffic surges in volume during peak-
hours which is a challenge for fixed granularity bypass. In the next section,
we will observe the dynamic bypass performance against these three traffic
patterns. We should emphasize that there is a trade-off between these two
metrics: maximizing the transit traffic capture and the link utilization. Net-
work operators can increase the throughput by having larger bypass channels

(capturing more traffic) but the off-provisioning bandwidth will be higher.
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4.6.5 Analyzing the performance

To measure the performance of the dynamic bypass, the integration of the

off-provisioned bandwidth « over time will be calculated as follows:
t=n
a:/ada%Za (4.12)
t=0

The goal is to minimize the impact of the bypass on statistical multiplexing
by minimizing o. Maximizing link utilization and bypassing most of the transit

traffic means o should be minimal.
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Figure 4.24: Fixed and dynamic granularity bypass channels for Internet-like
traffic pattern

4.7 Simulation and Analysis

To examine the concept of bypass granularities, a core network simulation
has been built to observe and collect statistics by using an OMNET++ sim-
ulator [60] combined with INET framework [61]. The simulation consists of
16 core routers (POPs) that are linked together by 40 Gbps channels. Core
routers are connected to 47 access routers (ARs) as shown in Figure 4.25(a).
Every AR is connected to a switch serving 10 clients as traffic generators. Ev-
ery client sends traffic uniformly to other clients in the network at a specific

rate.
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Figure 4.25: (a) Simulated core network. (b) bypass scenario.

To simulate the bypass traffic shown in Figure 4.17, additional traffic gen-
erators are linked to POP14 to provide the bypass traffic targeting POP2.
That traffic will be bypassing POP6 by partitioning the link between POP14
and POP6 as well as POP6 and POP2. The bypass link will directly connect
POP14 to POP2 with an OTN connection as illustrated in Figure 4.25(b).
During the simulation, the non-bypass channel is fully utilized. At a minimum,
20% of the link is reserved for non-bypass traffic even if the bypass requires
more bandwidth allocation. Both links reach congestion between 11:00 AM
and 4:00 PM. The simulation was run five times, enough to stabilize the results

with different initial seeds and then the average values were calculated.
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To observe the impact of dynamic granularity, we studied mainly two met-
rics: total link throughput and bandwidth off-provisioning for the three traffic
patterns. The dynamic bypass approach has been examined for all three cases.
Figure 4.26 shows the off-provisioned bandwidth for all three traffic patterns
when different provisioning granularities are used. We can see that in all cases
the dynamic granularity bypass performed better. Dynamic bypass performed
significantly better with higher volatility. When traffic is unpredictable, fixed
granularity provisioning will lead to more off-provisioned bandwidth and conse-
quently less efficiency. Overall, finer granularity performed better than coarser.

All the off-provisioned bandwidth is bandwidth that could have been used

Off-provisioned Bandwidth (Inefficiency)
ODUO (Dynamic) mODUO mODUl1  ODU2

1000
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Bypass Traffic Patterns
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Figure 4.26: Accumulated off-provisioned capacity (inefficiency) from bypass
traffic in multiple granularity. High standard deviation or volatility pattern
recorded less efficiency with fixed bypass granularity. Dynamic bypass has
improved the off-provisioned bandwdith results for low-std, Internet and High-
std traffic patterns by 4%, 13.5% and over 300%, respectively.

to bypass transit traffic but has not because of inefficiency in bypassing which

led to missing potential savings.

The amount of potential transit traffic that could have been bypassed is cal-
culated. Figure 4.27 shows how much more traffic could have been bypassed
with ODUO dynamic bypass compared to fixed granularities bypass. We see
that at fixed ODUO bypass, the low standard deviation pattern is bypassed
more efficiently than the Internet pattern. That is because ODUOQ fine granu-
larity does not allow any room for prediction to capture uncertainty or higher
traffic volatility. However, with coarser fixed bypass granularities, the Inter-

net pattern has been bypassed better. The reason is that the excess band-
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Figure 4.27: Illustration of how much more potential traffic is being bypassed
with ODUO-dynamic. ODUO-dynamic bypass has more transit traffic in low
std and Internet patterns byl7.7% and 2.24%, respectively.

width offered by coarser granularities captures the volatility in the Internet
pattern while under utilizing bandwidth. In the high standard deviation pat-
tern, ODUO-dynamic has outperformed fixed granularities by more than 300%.
These reasons show the importance of dynamic granularity bypass especially
when traffic is hard to predict and is more volatile. ODUO fixed granularity
performed slightly better because the volatility is not too high.

After calculating off-provisioning bandwidth, the throughput is recorded for
Internet traffic pattern to observe the performance of various granularities as
shown in Figure 4.28. Similar to our previous analysis, ODUOQ (finest granular-
ity) did not perform well. Larger channel size recorded high traffic throughput
simply because it captured more bypass traffic. However, dynamic granularity
showed a very similar and even slightly better bypass throughout performance.
That slight improvement corresponds to the improvement in off-provisioned
bandwidth. Throughput can be enhanced; however, that might reduce the

off-provisioned bandwidth (i.e., underutilize the total link capacity).
Network operators will be able to fine-tune how aggressively to adjust the

bypass granularity with respect to traffic volume changes. A more aggressive

bypass will result in more off-provisioned bandwidth but with more captured
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Figure 4.28: Coupled with significant provisioning improvement, throughput is
enhanced with dynamic granularity channels by capturing more transit traffic

bypass bandwidth and vice versa. At peak hours, the network will be more
sensitive to off-provisioned bandwidth and consequently packet drop might

occur as a result of traffic congestion.

Improving the router bypass process enhances the prospect of deployment
on the regional service provider’s networks. Router bypass will reduce power
consumption and enhance the overall switching mechanism because of the sig-
nificant savings; side-effects are being minimized. Figure 4.29 shows power
consumed by routers to switch traffic which may be saved through router by-
pass in incremental numbers of ODU1 channels based on calculations for the
Cisco CRS-1 router [70]. With Internet traffic growth, these bypass savings

will be tremendous in the future.

By a dynamic bypass, we allow operators to have further degree of control
over the bypass process. Adding or subtracting extra bandwidth allows service
providers to manage the trade-off between throughput and link underutiliza-
tion in the bypass process. The goal is to minimize off-provisioned bandwidth
and capture as much transit traffic as possible. In summary, this study of the

impact of granularity on router bypass presents the following findings:

e Coarse router bypass (e.g. > 10 Gb/s) showed a greater degree of over-
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Figure 4.29: Saved power at various bypass channel sizes

provisioning.

e Dynamic bypass channels reduce the negative impact of bypassing on

statistical multiplexing.

e Coupling traffic behaviour with channel size in dynamic granularity showed

an enhanced overall performance.
e Dynamic bypass performs better when traffic volatility increases.

e Flexibility and featured multiplexing options offered in OTN pave the

way for enhanced router bypass solutions.

4.8 Conclusion

OPEX and CAPEX savings of router bypass have been shown in many studies.
Coarse bypass, however, had a negative impact on statistical multiplexing in
an unpredictable traffic environment. Advances in OTN such as finer granu-
larity multiplexing, have driven this study to explore the impact of dynamic

granularity bypassing on network performance.

In this paper, we measured the network performance when the granularity

of router bypass channels varies based on the traffic volume sampled over a
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certain period of time. The simulation has been developed using OMNET++
and the INET framework. The results showed that when adjustment time is
neglected, dynamic granularity bypassing reduced off-provisioned bandwidth
by up to 300%, enhancing the network throughput slightly (by 5%) depending
on traffic pattern. Considering the traffic behaviour will allow the network
to react favourably. Adjusting the channels granularity as an adaptive tool
is more practical than trying to predict the volume of volatile traffic. Future

work will take into account channel adjustment time.
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Chapter 5

Router Bypass as SDIN Service

5.1 Related Work

In recent years [71], many network automation tools have been developed to
facilitate network adaptability such as optimization-in-operation planning, the
path computation element (PCE) and transport SDN (T-SDN). PCE can up-
date already established connections [72] [73]. Some suggested that PCE can
be used in conjunction with SDN controllers [74]. The T-SDN controller is
a SDN controller to manage the transport layer using PCE according to a
commercial vendor [75]. These technologies will be useful tools in the im-
plementation of a comprehensive network automation framework. The SDN
framework is widely embraced by the industry to provision efficient automated
networks [76].

Rising industry adoption of SDN as an automation framework was another
motivation behind this study to explore the impact of SDN on router bypass.
First, we propose a mechanism of how router bypass can be offered as a net-
work service through SDN. To observe router bypass performance, we simulate
the network behaviour when the SDN mechanism is implemented. We should
emphasize that this study investigates the bypassing performance with SDN
traffic emulation. Therefore, the traffic-based router bypass as a concept will
be generated and simulated using the OMNET++ simulation tool to show the
potential of SDN in router bypass [60] [61]. The following section will explore

transport technologies that make our proposal feasible to implement.
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5.1.1 Optical Transport Network OTN

Dynamically adjustable channel size is needed to optimize the bypassing mech-
anism. Internet traffic volume changes drastically over the day (the volume at
peak hours is three or four times the average traffic volume). As a result, pro-
visioning fixed channels for changing traffic volume is not efficient. Initiating
and adjusting bypassing channels based on traffic volume (demand) seems an
efficient solution. OTN (G.709) has introduced a standard for adjustable chan-
nels. Hitless Adjustment of ODUflex (HAO) is a feature where OTN channels
can be resized on the fly without tearing down established channels [44]. ODU-
flex combined with Generic Framing Procedure (GFP) channels can be resized
as long as the sizes are multiples of ODUOQ in the case of packet-based traffic.
HAO makes OTN ready for SDN adaptability. The flexibility combined with
cross-layer communication between layer 3 and the optical transport layer in

the SDN framework indicate that a solid bypassing solution can be achieved.

5.1.2 Overview of Software-Defined Network SDIN

The Software-Defined Network (SDN) is one of the automation solutions to
handle provisioning. SDN is designed to control the network beyond the con-
straints of individual physical equipment (i.e., routers). Instead, controllers
will be responsible for provisioning bandwidths and services in the network
as shown in Figure 5.1. SDN has been defined as an umbrella of network
technologies which aim to make the network flexible and agile [77]. This of-
fers agility and flexibility and draws many network operators to embrace and
even implement SDN in production networks [78]. SDN is offering a flexible
bandwidth-on-demand style of provisioning which enables the network infras-

tructure to be dynamically customized, based on traffic demand.

The SDN framework is composed of three main layers: (a) data plane, (b)
controller, and (c) application layers, as shown in Figure 5.1. The data plane
contains all the physical switches and routers. These devices are governed by
the controllers in the control plane through southbound APIs. In the appli-
cation layer, various applications request services from the network. Com-

munications between the application layer and controllers occur through the
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Figure 5.1: Tllustration of SDN layers to control router bypass. North bound
APIs allows application to request network services from controllers. South
bound APIs pass reconfiguration commands to network nodes.

northbound API. Unlike the current network, applications in SDN will be
able to learn more about the network through the controllers to make better
decisions. For instance, application servers residing in a data centre with mul-
tiple links to the Internet will pick one link over another because the network

controller informs about congestion on the other link.

5.1.3 SDN and the optical transport layer

Studies have shown that SDN-based optical networks or Software Defined Op-
tical Networks (SDONSs) can be built [79] [80] [81]. The optical controller will
modify the optical equipment attributes to reconfigure switches to respond to
SDN requests. For instance, building SDN over WDM using Space Division
Multiplexing (SDM), where SDN an optical controller, allows control the SDM
network resources by allocating certain core or spectrum to certain user or ap-
plication [79]. In SDN over WDM, the SDN controller can control multiple
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optical attributes in ROADMs such as a modulation scheme or the wavelength
channels which will be modified based on the controller request. Other stud-
ies explored the behaviour of various optical transport technologies such as
OTN and WDM with SDN. The commercial deployments of SDN over OTN
is an indication of the economic incentives of SDN [82]. SDN over WDM has
issues of coarse capacity assignment and the speed of the network reconfigu-
ration [83] [84] .

Despite the economical savings in router bypass over the optical network,
optical bypass over WDM faced the issue of coarse wavelength assignment
[22] [85]. Without SDN even with more granular optical network technologies,
the optical bypass is usually set up in static and not in dynamic fashion [5].
Our focus in this paper is the impact of SDN on router bypass as a network
service regardless of the underlying optical transport technologies. However,
we prefer using OTN because of its flexible granularities (i.e., ODU0O, ODU1,
etc.) and agility (i.e., changing link capacity on the fly using HAO without
tearing down the link) which offers more flexibility to the application layer.

That agility will be preferable in the SDN service-on-demand environment.

5.2 SDN for Optical Transport Network (OTN)

Advancement in OTN technology paved the way for automated and pro-
grammable optical infrastructure. Many available commercial products promise
to deliver on-demand flexible bandwidth provisioning with minimum down-
time [86]. As shown in Figure 5.1, the OTN controller also forms paths based
on application requests. In our proposed solution, the optical controller will
form physical links (i.e., connection, ODU size), which complement the log-
ical connection of L3 controllers. Since applications initiate the service, any
request should include parameters (i.e., bandwidth, time) for use by network
controllers. Applications are usually aware of how much traffic will be sent to
the network. Therefore, applications will request network services more eco-
nomically and use network resources more efficiently. Figure 5.2 is a flowchart
that shows how the application layer makes a request to the controller for a

router-bypass service. In SDN, the application layer will have more informa-
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Figure 5.2: Interface between an application and controller for router bypass

service.

tion and options regarding the transport network. The application layer will
not only have more flexible choices, but network operators will also be able
to optimize their network resources by offering more agile (flexible) options.
Network circumstances might change over time and we require an adaptive in-
terface to optimize the bypassing situation. By using traffic volume combined
with a number of transit nodes, which can be obtained by the L3 controller,

we can change the size of bypass channels accordingly.
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5.3 Router Bypass as an SDN Service

The controller has two main roles: (a) collecting data from the networks (i.e.,
network topology, link utilization, congestion link), and (b) orchestrating the
network based on collected data by establishing links or changing them. The
central controller will have an agent in every physical device for data gathering
and controlling the device by imposing any change. For instance, one approach

is to use current routing protocols as an agent to gather this information (i.e.,
BGP-LS) [87].

Therefore, the controller will have an abstract and global view of the network
in contrast to what happens in the limited network view of traditional routers.
Then, controllers will provide the application layer with resource options and

the application will decide how to use these resources.

App. A App. B App.C
|

Network service 2 Network
service 1 (i.e router service 1
bypass)

Controllers

L3 Routers OTN
Controller Controler

Traffic
— e -
MPLS | = 3
packets | é e
‘ MPLS-enabled
optical switches
[ Gt W

Per sub-wavelength switching

Figure 5.3: Example of router bypass service request. It shows App. B re-
questing bypass service from controllers. Based on that request, controllers
will reconfigure the network and intiate a bypass channel.

More than one controller might co-exist in an SDN framework. Multi-
ple controllers co-existence (cross multilayer) is described in the STRAUSS

project [76]. We are suggesting two controllers in a router bypass service.
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Figure 5.4: The interaction between controller layer and Data plane layer.
Orchestrator will controlling how traffic will be switched: Packet switching or
bypassed by OTN switch. The network intelligence exists in the controller layer
including PCE to calculate the optimum bypass path and the router control
plane. If the optical bandwdith capacity is larger than what the routers use,
then the bypass can occur with no service impact to the local router and yet
the whole bypass needs to be considered.

Figure 5.3 shows that two controllers coexist: (a) a controller for the router
network, and (b) a controller for the optical network. This allows us to es-
tablish a sub-wavelength to bypass routers, which is the responsibility of the
optical controller; at the same time we need the sub-wavelength to be tagged
with same MPLS-tag, which is the responsibility of the router controller. The
idea is to establish a path in the transport layer without changing the L3
topology (i.e., routing table). That path will be painted with MPLS colour-
ing. The northbound request to L3 routers will trigger a change in the router’s
logical view of the network (i.e., change in routing table) while the request to

the OTN switch will change the provisioned links or switching directions.
Every application requires a different type of network service. For instance,

some applications require the least delay possible in transporting traffic, e.g.,

a stock-trading application. Others such as movie downloads or Torrent appli-
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cations are not sensitive to delay. SDN is expected to offer services according
to their requirements while using the network resources efficiently. In our pro-
posal, we suggest that the network offers router bypass as a service (option)
for applications. For example, applications that require higher bandwidth and
tolerate the time needed for the network to orchestrate the service will be
more suitable for a router bypass. Since the router bypass saves resources
for service providers, the router-bypass service (bandwidth) can be offered at
more competitive pricing than normal services. Besides the economic savings
from the router bypass, traffic transported through the router-bypass service
will avoid delays from the bypassed router (transmission and queuing delays).
In the existing network, we believe router bypass will reduce especially the
operational and Capex cost of large file transfers where millions of small pack-
ets are processed the same through the network. These can now be bypassed

through the optical layer.

Figure 5.3 is an example of applications requesting a router bypass service in
SDN infrastructure. Controllers offer multiple network services to the applica-
tion layer. Applications request network services based on their needs. Appli-
cations A and C requested a normal service while Application B requested a
router-bypass service. Next, the controller will orchestrate the router-bypass
path. The optical controller will send a request for optical switches to provision
the path and request MPLS-based switching on the switches. The router con-
troller will request an MPLS tagging which will be passed to optical switches.
All packets that share a common Forwarding Equivalence Class (FEC) in
MPLS will be transferred through the same path. We suggest that the optical
switches be Generalized Multi-Protocol Label Switching (GMPLS) compati-
ble. GMPLS extends MPLS beyond packet switching [88]. Routers will tag
the packets at the edge router and then the OTN switch will group them in
a channel with an GMPLS tag. At the transit points, OTN switches will use
GMPLS tagging with sub-wavelength granularity switching.

5.3.1 SDN-enabled Infrastructure Requirements

Enabling both IP and optical layers will make the network infrastructure ready

to offer router bypass as service. The following requirements should be met:
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e SDN orchestrator to supervise the optical switches and routers con-

trollers.

e Optical switches are GMPLS-enabled with SDN agent to gather

information and to execute the controller requests.

e Integration in MPLS and GMPLS tagging needed to be managed.

Exchanging information between both layers controller will facilitate that in-
tegration in the core networks. The interaction between Controller layer and

Data plane layer is shown in Figure 5.4.

Dynamic bypass works better in SDN because the bypass channels will be
initiated by applications, which cannot be done in a non-SDN environment.
The application request for the router bypass will allow the bypassing process
to be more efficient and accurate than traditional bypass. In traditional by-
pass even with PCE, it will be very difficult to establish an accurate initial
bypass channel size for the right period. However, GMPLS and PCE will be
used to switch traffic over the optical layer instead of routers. GMPLS will
be used to switch traffic over ODUx (subwavelength) in OTN or wavelengths
level. PCE computations will be used within the SDN controllers to compute

the bypassing paths more efficiently.

A mechanism of SDN controller interaction with OTN switches has been ex-
plored [89] where application or user can be assigned to sliced bandwidth.
Our focus in this paper is to observe the impact of SDN on router bypass as a
concept and analyse the enhancements that can be obtained by using service-

on-demand model in SDN on router bypass regardless the mechanisms used.

In this chapter, we have assumed that traffic will be processed by router
(MPLS packet switching) by default. When the bypass service is requested by

an application then these procedures will be followed:

e Application layer initiate request for a router bypass service with given

parameters (i.e., duration of the channel, size).

e The orchestrator receives the request in the controller layer. The orches-

trator should already have abstract information from controllers about
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the requested path and how many routers will be bypassed.

e The orchestrator decides to initiate the bypass channel based on the
collected information. GMPLS tagging will be assigned to the channel.
The orchestrator will be supervising both MPLS packet tagging and
GMPLS tagging.

e The application layer will receive a confirmation of the request.

e The request will be passed the OTN controller to do the required modi-

fications.

e The controller executes the request by passing the modification to the
OTN switches.

e Once the channel expires based on the application request, the dedicated

bandwidth will be released and become available to the optical capacity.

The entry router will direct traffic and GMPLS tag the bypassed traffic to be
switched by the optical layer. At the exit router, the traffic will be untagged

and local switched to the destination.

Bypassing
channels

Non-utiized capacity {\
{r’ Q ~ o’ A
{ Source!
ur c Source
\ A A

(a) Traditional Bypass (b) Router Bypass using SDN

bypassing traffic

Figure 5.5: Example of SDN based router versus traditional router bypass. (a)
Traditional bypass has fixed provision regardless of traffic behaviour. (b) Using
SDN, bandwidth provisioning will be adaptive based on traffic behaviour.
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5.4 Network Capacity and Router Bypass

5.4.1 Traditional Bypass and SDIN-Based Router By-

pass
SDN L3 Routers OTN
Controllers Controller T Controler
w
v 1
I SDN agent
|
| SDN Agent
Optical switch with MPLS
switching capabilities

Total {
Optical switching Opti ;
: ptical capacity for
Capacity router bypass

Local Node

Figure 5.6: Through North-South communication, agents gather information
and pass it to controllers. Also, controllers will be able to reconfigure the
network by sending commands to agents. East-West messages are exchanged
between OTN and routers controllers.

Traditional router bypass underutilizes the network by partitioning links
for bypassing traffic. Determining the optimum size of the partitioned channel
is a difficult task especially considering the volatile behaviour of Internet traf-
fic. With SDN, partitioned channels will be requested by the application layer.
Assuming the application request will be based on maximizing link utilization,
bypassing channels will gain the savings from bypassing without compromising
link utilization. Figure 5.5 shows a comparison between the traditional bypass
and router bypass using SDN. Figure 5.5 (a) shows that the traffic is going
through the link without a bypassing channel; bypassing traffic is illustrated
in green. Figure 5.5 (a) shows a traditional bypass: the link partitioned on
a fixed channel size based on a given value (i.e., average volume of bypassing
traffic). Figure 5.5 (b) indicates router bypassing using SDN, where bypassing

channels are created based on the source request. Figure 5.5 (a) shows tra-
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ditional bypass channels were underutilized because of the high variation of

traffic volume during the day.

Current busy-hour Internet traffic is significantly higher than average traffic
volume. That volume difference is expected to increase in the future. Accord-
ing to a study [90], busy-hour Internet traffic is growing more rapidly than
average Internet traffic. Busy-hour (or the busiest 60-minute period in a day)
Internet traffic increased by 51% in 2015, compared with the 29% growth in
average traffic. By 2020, the busy-hour will be about five times the average
volume [91]. Therefore, assigning constant channel size based on the aver-
age use will not be the optimum implementation for router bypassing. Unlike
traditional bypassing, applications (traffic sources) will be able to request the
router-bypass service from the SDN framework. The network is agile enough
to establish a channel as per the client’s request using network dynamic or-
chestration. The clients (i.e., application) will be able to request the service
based on parameters which include the time of the service. Figure 5.5 (b)
shows how bypassing channels are provisioned for major bypassing sources.

Other bypassing traffic will be processed normally by routers.

5.4.2 Capacity Expansion at the Core Node

Given that optical switching offers twice as much capacity at a much lower
cost, this paper suggests that switching more traffic by optical switches instead
of IP routers can expand the core network capacity [92] [93]. The traffic-aware
transport layer will be more efficient in bypassing routers than in previous by-
pass attempts. Bandwidth can be provisioned for traffic which will be switched
through optical equipment without interrupting IP routers. Figure 5.6 illus-
trates the interaction between global controllers residing in a central device
with agents residing on a local node. In SDN, every device in the network has
an agent controlled by a global controller. A separate controller will manage
the optical layer. Although optical switches have a higher capacity, we propose
that the same labelled traffic initiated by an application layer will be switched
by an optical switch directly.
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5.4.3 Capacity Expansion of the Network

It is well-known that the optical layer has higher capacity and yet the maxi-
mum capacity of a traditional IP network is limited to the capacity of routers.
Employing router bypass as an SDN service will further utilize the optical net-
work. To calculate the capacity limits at any node, the upper limit is set to the
optical capacity and the lower limit is set to the capacity used by routers. That
means with no bypassing, the network will operate as a traditional IP/WDM
network. With bypassing routers using SDN, the core network will unlock the
potential of the optical layer by adding even more switching capacity in the

core. The total network capacity can be described as:

C == Z Crouter + Z bepass (51)

Therefore, the maximum optical bypass capacity can be added to the network

capacity (i.e., router’s capacity) is
bepass = Loptical — Crouter (52)

where C'is the capacity of the network, C.. e 18 the maximum capacity of the
core router, Copticqr 18 the maximum capacity of optical switches and Co,, ...
is the available bypass capacity. Assuming always Copticat > Crouter, the differ-
ence in total optical capacity and the capacity used by routers will be added

as the optical capacity available for router-bypass.

The network capacity C will be in a range described as:
Crouter <C< Coptical (53)

This capacity expansion can be extended to the edge nodes when they have a
similar optical-MPLS switching capability. The edge router does not usually
have such features. Figure 5.7 illustrates the network capacity at the edge and

core nodes.

The network capacity in general will be limited by two elements: (a) the

edge router capacity, and (b) the optical switching capacity at the core nodes.
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Figure 5.7 illustrates capacity gained by using optical router bypassing, In a
traditional network, traffic A (in Figure 5.7 (a)) cannot be fully processed in
the core router because it is shared with other edge routers traffic B and has
limited capacity. However, with a router bypass using SDN (in Figure 5.7 (b)),
traffic A is switched optically and the core router is off-loaded from processing

that traffic. The overall network will gain extra capacity in the core.
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Figure 5.7: Capacity expansion using optical bypass with SDN. (a) Traditional
network without bypass is limited by router capacity. Traffic B will be shaped
and use what is left from router capacity and the rest will be queued. (b)
Optical bypass allows network capacity to expand using optical. Both Traffic
A and B will be able to be transferred without queuing by bypass traffic A
through optical-bypass channel.

130



5.5 Simulation and results
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Figure 5.8: Simulation of a core network: bypassing is emulated between blue
core routers

In this simulation, we emulate the behaviour of SDN-based bypass traffic
behaviour without actually implementing an SDN controlling mechanism. The
goal is to compare the bypassing performance of both scenarios: SDN-based

and traditional bypass.

To examine the performance of both bypass schemes, a core network simu-
lation has been built to observe and collect statistics using an OMNET++
simulator [60] combined with an INET framework [61]. The simulation con-
sists of 16 core routers (POPs) that are linked together by 40 Gbps channels.
Core routers are connected to 47 access routers ARs as shown in Figure 5.8.
Every AR is connected to a switch serving 10 clients as traffic generators. Ev-
ery client sends traffic uniformly to other clients in the network at a low rate.
The bypassing links through the transport network are simulated as a direct

link for simplicity, with modification of the delay factor.

To form the bypass traffic shown in Figure 5.9, traffic generators are linked to
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POP14 to provide the bypass traffic targeting POP2. That traffic will bypass
POP6 by partitioning the link between POP14 and POP6 as well as POP6
and POP2. In Figure 5.9, the yellow line represents the channel size of a tradi-
tional bypass while the orange line represents the channel size of the proposed
SDN-based bypass. The bypass link will directly connect POP14 to POP2
with an OTN connection as illustrated in Figure 5.8 (yellow link). Time val-
ues are normalized to T= 107% s. The simulation has been run five times with

different initial seeds and the average values were calculated.
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Figure 5.9: Provisioned bypass channels: traditional vs. SDN-based bypass

There are multiple models that emulate Internet traffic behaviour over pe-
riod of time. In our bypass approach, we assumed that traffic will be bypassed
after being aggregated. Therefore, less variation (volatility) will occur in the
gathered traffic. However, if the bypassing channels are established based on
individual resources then higher inefficiencies will be expected. These ineffi-
ciencies will depends on which traffic models is being used and how closely the
equipment will be able to adapt to that model. Adapting real time traffic is
virtually impossible which is why we assumed traffic will be aggregated. We
used the Google daily traffic usage pattern as a practical guideline for the gen-
erated traffic with 15% standard deviation to add randomness. Considering
different traffic models for router bypass will be an interesting topic for further
investigation. In our simulation, we have assumed that the OTN layer will op-

timize and manage the bandwidth resources. The upper limit of optimization
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will be limited by the OTN layer.

Figure 5.9 mimics the traffic pattern for a day in a shorter time-frame [69]
going from POP14 to POP6. The traffic consists of two parts: (a) bypass or
transit traffic (in green) going to POP2, and (b) traffic processed by POP6
locally (non-bypass). The overall traffic theme imitates the normalized value
of traffic demand reported for Google in Canada during one day [69]. In the
same figure, both bypass schemes are projected on top of bypass traffic. We
are assuming that SDN channels are initiated based on application requests.

Figure 5.10 and 5.11 show the two schemes of provisioned channels (a)
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Figure 5.10: Bypassing channel provisioning: (a) Fixed traditional provision-
ing

traditional bypassing, and (b) SDN-based bypassing. A traditional bypassing
channel is fixed size based on average volume. The problem with static provi-
sioning is that it does not track the change in traffic volume over time which
means that most of the time it is not efficient or optimized.

The percentage of transit traffic to the total volume changes over time. The
average of transit traffic over time has been calculated as 11 Gbps. Traditional
bypassing creates a fixed-size bypassing channel based on calculations (i.e.,
average volume of transit traffic) by partitioning the main link; SDN creates

bypassing channels based on client requests. In the simulation, we assumed
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Figure 5.11: (b) Adaptive SDN-based provisioning

T  Transit SDNb Trad. b local traffic SDN local cap. Trad. local cap.

28T 4.1 5 Gbps 11 Gbps 11 Gbps 35 Gbps 29 Gbps
30T 4.2 5 Gbps 11 Gbps 23 Gbps 35 Gbps 29 Gbps
45T 3.6 4 Gbps 11 Gbps 31 Gbps 36 Gbps 29 Gbps
50T 3.3 4 Gbps 11 Gbps 29 Gbps 36 Gbps 29 Gbps
60T 18 15 Gbps 11 Gbps 11 Gbps 25 Gbps 29 Gbps
80T 20 20 Gbps 11 Gbps 14 Gbps 20 Gbps 29 Gbps
95T 17 15 Gbps 11 Gbps 12 Gbps 25 Gbps 29 Gbps
111T 8 6 Gbps 11 Gbps 4 Gbps 34 Gbps 29 Gbps

Table 5.1: Traffic samples with traditional router bypass and SDN bypass.
SDN bypass channels are adaptive to transit traffic. Transit traffic is some-
times higher than the SDN bypass channel capacity to indicate that some
transit traffic doesn’t justify expanding bypass channels further.

most of the transit traffic is generated based on SDN requests and so bypass

channels are sized based on these requests.

5.5.1 Traditional bypass over-provisioning vs. SDN-
based bypass

Figure 5.10 highlights (in red) where the channel is over-provisioned and
where bypass traffic volume is less than the bypassing channel. At the under-
provisioned area (light blue), the potentially higher savings can be achieved
by assigning more capacity to the bypass channel. We will compare the per-

formance of both areas with SDN-based bypassing. Figure 5.10 shows the
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Figure 5.12: Queuing length with traditional bypassing

SDN bypassing scheme where major bypassing clients requested a bypassing
service. The underlying SDN network provisions the bypass channels to ac-
commodate the requests. In contrast to traditional bypassing, the SDN bypass
channel capacity will track the volume demand. Therefore, it should be nei-
ther over-provisioned nor under-provisioned with SDN. An assumption in the
SDN model is that the service will offer channel sizes to make sure the clients

fully utilize the bypassing channel.

Table 5.1 shows the values used in the simulation to emulate the over-provisioning
area. We note that the SDN framework follows intelligent bandwidth alloca-
tion for traffic unlike the traditional bypass. Even when local traffic volume
is high, the traditional bypass does not change the bypass channel size (11
Gbps) to allocate enough bandwidth to local traffic even if it is not needed by
the transit traffic. The size of all packets is set to 100 bytes. UDP is the type
of generated traffic with various port numbers (6000, 9000 and 1000).

When the traditional bypass channel is in the over-provisioning area (red),

the bypass channel is given more capacity than needed and this might cause

congestion in the link when local (non-transit) traffic volume is over the re-
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Figure 5.13: Queuing length with SDN-based bypassing

maining capacity. The congestion leads to higher traffic delays and weakens
the link performance in general. Figure 5.14 shows a comparison between
traditional bypassing and SDN-based bypassing in the over-provisioning sce-
nario. Queuing length was measured at POP14 (at the link between POP14
and POPG6) at multiple points of time in the red area (various local traffic
volumes) as shown in Figure 5.14 and Figure 5.15. With SDN, the bypassing
capacity offered is based on source needs which are about 5 Gbps; traditional
bypassing follows the constant average 11 Gbps. Because local traffic was
higher than bypass traffic, traditional bypassing performed worse than SDN.
With the SDN bypassing scheme, the maximum queuing length is around 73
packets. In contrast, in the traditional bypassing, it reached the 280-packet
mark and kept rising dramatically because of the link congestion. Packets are
dropped if queue capacity exceeds buffer size. The buffer size in our experi-
ment is set to 500 packets. In traditional bypassing, congestion is severe at
both local traffic volume of 35 Gbps and 31 Gbps; congestion has been avoided
in SDN. Assigned capacities in traditional bypassing are not optimized when

traffic behaviour diverges from the mean.

Figure 5.16 shows the mean delay on the link at various traffic volumes. In
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Figure 5.14: Average queuing time with traditional bypassing

traditional bypass, as shown in Figure 5.16, the delay was significantly higher
than SDN-based bypass at the same traffic volume as shown in Figure 5.17. At
high traffic volumes, SDN delay was less. At lower volumes, SDN bypassing

was better by a factor of 10 because the congestion had been avoided.

5.5.2 Overall bypassing performance

Comparing both schemes in the over-provisioning area, traditional bypass
under-provisioned channels, when traffic volume exceeds clearly the fixed chan-
nel size. This means that the traditional bypass in that area will be fully uti-
lizing the links. However, traditional bypass will not be able to bypass more
traffic which should be bypassed to maximize savings. An optimum bypassing
scheme should fully utilize the bypassing links and bypass as much transit
traffic as possible. If both schemes can reach a similar level of utilization, then
the scheme with the higher bypassed traffic volume will be optimual. SDN
bypassing channels will be able to accommodate more traffic by provisioning

larger channels when it is needed.

Figure 5.16 illustrates cumulative bypassed traffic volume over time for both

schemes. For almost half the time of the experiment, the traditional scheme
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Figure 5.15: Average queuing time with SDN proposed bypassing

bypassed more traffic; however, in the long run, the SDN scheme bypassed
more traffic. The traditional scheme bypasses more traffic in the beginning
by compromising link utilization, as shown in the previous section. The SDN
scheme was able to outperform the traditional scheme by provisioning larger
channels where needed. With SDN, the network operator will be able to main-
tain high link efficiency and yet capture a large volume of bypass traffic. To
measure the efficiency of both bypassing schemes, we describe the dimension-

less bypassing efficiency factor as:

~ Volume of bypassed traffic in bps

gl (5.4)

Bypass channel size in bps

Figure 5.17 shows the efficiency factor for in both bypass schemes. With
SDN, high efficiency (up to 99%) can be reached by tracking bypass traffic
volume. That efficiency requires dynamic provisioning tools with minimum
overheads. An assumption made in the experiment is that when the SDN

bypass channel is provisioned, it will be fully utilized.

In addition, with SDN, the utilization factor can be monitored and controlled

by the network operator. Traditional bypassing had a lower bypass efficiency
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Figure 5.16: Cumulative volume of bypassed traffic in both bypass schemes

because the provisioned bandwidth does not track highly volatile traffic and

most of the time ends up with over-provisioned channels.

5.5.3 Expanding Node Capacity

Lowering link utilization by router bypass is an undesirable side effect. To
maintain link utilization around 60% (on average) in our experiment, the by-
pass link cannot be expanded beyond 11 Gbps. However, with SDN, bypass
channels will be established on demand; therefore, the bypass should maintain
a high level of utilization. When router capacity is fully utilized during rush-
hours, bypass traffic can utilize the remaining optical capacity. With 80 Gbps
of optical capacity, Figure 5.18 shows how the node capacity can be expanded
with an SDN-based bypass by up to 56% compared with the traditional by-
pass, without compromising link usage. The granularity offered in OTN allows

that to be even more feasible with lower bypass-traffic rates.
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5.6 Summary

OPEX and CAPEX savings made by using router bypass was shown in many
studies. However, volatile traffic behaviour during the day made the concept
of fixed-channel bypassing less efficient. Traditional bypassing has not been
widely adopted because of its lack of agility in a dynamic environment. With
the introduction of SDN on top of the advances in the optical transport tech-
nologies, this study has explored the concept of router bypassing based on an
SDN framework.

By using SDN-based bypassing and OTN granularity, this study showed that
the network can improve in three aspects: (a) the network capacity can be
expanded beyond the router capacity, (b) the bypassing process will increase
savings with a higher efficiency (up to 99%), and (c) more visibility occurs
in the bypassing process. Instead of static and fixed bypassed channels, the
bypassing service is requested by applications and the network will offer the
service where it is more economical. A simulation experiment was developed
using OMNET++ and the INET framework. The results showed that SDN
bypassing is more efficient and can increase bypassing savings without com-
promising the link utilization. The experiment illustrated that, overall, SDN
bypassing is more efficient than traditional bypassing. With traffic model, we
assumed it is aggregated and distributed over a day, it would be useful to
test other traffic models. We see challenges in adaptation where proprietary

implementations must give way to a common and open framework.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

By working on enhancements to the router bypassing concept, we provided
improvements to the core network efficiency, which will advance the evolution
of the Internet. In addition, improving network efficiency will reduce network
costs and the carbon footprint by saving power consumed in the switching
process. We predict that enhancing the router bypassing mechanism will lead

to integrated adaptive electronic/optical switching networks in the future.

In this dissertation, we have investigated the router bypass concept with new
enhancements in the optical transport layer and further introduced the impact

of SDN and automated provisioning on the bypass.

In Chapter 2, we studied the various technologies that have been used to
deploy router bypass as a means to strengthen the layout and foundation
of our proposals. We explained the foundations of network principles and
how data moves across networks. We explored technologies WDM: DWDM
CDWM , the architecture of IP over WDM networks, and the advancements in
ROADMs which play an important role in future network automation.Then,
we explained how MPLS as a technology can be run over the transport layer
in sub-lambda switching concept; tagging channels instead of packets makes

traffic switching more efficient and scalable.
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We studied the advancements in the Optical Transport Layer. These allow
transport, multiple, switch, manage, supervise optical channels carrying client
signals. Many features such as Hitless Adjustment OTN has been explored,
where the transport network can adjust the channel capacity without tearing
it down. ODUflex is another adaptive channel speed which can be used even
for transporting packets as long as it is within the allowed speed. OTN offers a
wide range of channel capacities to accommodate a variety of traffic types and
speeds which have been incorporated in our router bypass solutions. Network
automation technologies such as the Software Defined Networking (SDN) and
Network Virtualized Function (NVF) are explored and incorporated in the

router bypass context in Chapter 5.

In Chapter 3, router bypass as a concept is investigated in different ways
of deployment: over WDM and over OTN, explaining the advantages and
savings to be realized. Potential savings are highlighted with wide deploy-
ments of router bypass. The issue of losing statistical multiplexing as a bypass
drawback is investigated which is caused by portioning the transport chan-
nel. Our guidelines to enhance the router bypass mechanism are highlighted
such as: granular bypassing and traffic-based adaptive bypass. A preliminary
simulation is built with results being collected. We described the main INET
submodule (blocks) of our simulation which are used to emulate routers and

channels.

In Chapter 4, motivated by the enhancements in the transport layer, we pro-
posed the Adaptive Router Bypass using Feedback Adjusted OTN, and En-
hanced Router Bypass using Fine Granularity. In these proposals, we laid out
how the router bypass can be adaptive to network traffic by measuring traffic
volume and adjust the bypass channel according to that traffic volume. We
studied the impact of channel granularity on the bypass performance, with
finer granularity channels showing superior results but at the cost of channel
re-adjustment. However, the equipment adjustment speed might be the limi-

tation factor.

Since the network usage varies during the day, we proposed a dynamic granu-
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larity. In a dynamic granularity bypass, the network will use past information
(i.e., traffic burstiness) to anticipate the appropriate bypass channel capacity.
Additional capacity can be added (or reduced) based on a calculated slope
of past traffic volume. Then simulations and analysis showed that dynamic
granularity could maximize bypass savings with a lower impact on throughput

(which is typical impacted negatively by traditional router bypass).

In Chapter 5, traffic provisioning will be established and controlled by traffic
(i.e., applications) unlike the assumption in the previous chapter. This con-
cept is offered in SDN where applications will request network services and
the network will accommodate these requests based on availability. With this
paradigm change, we investigated the impact of SDN on router bypass. As-
suming that applications will request channel capacity in an efficient fashion,
we showed that router bypass with (SDN) can achieve even better results with-
out the need of complex traffic prediction algorithms. Offering router bypass
as an (SDN) service will integrate router bypass to the network in demand-
based fashion. Unlike traditional bypass, service providers will able to pass the
cost benefits of bypass to customers in a more transparent method of network

provisioning.

6.2 Future Work

For the future work planned beyond this dissertation, various open issues of
importance still exist:

1. Cross-multilayer switching: the integration between the optical transport
and IP layer is important for router bypass enhancement. For instance, in
SDN, most deployments are done by using multiple controllers: one for the
optical and one for the IP layer. The shared information between these con-
trollers (or layers) will help to develop a more consolidated integrated core
network. The integration will enhance the provisioning efficiency. Having
multiple controllers on separate physical equipment represents a challenge for

the industry in building an integrated network. Open source-based controllers
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with protocols for the controllers to share information will allow equipments
to provision the network within three layers in a consolidated fashion.

Also required is a comprehensive protocol to determine when provisioned band-
width should be changed in the optical layer or IP layer. IP addressing should
be an independent element from the switching aspect and stay stable more
often as long there is a connectivity to recorded routes. Then, switching part
can be done through optical or typical packet switching. This area requires a
more comprehensive protocol to be built.

2. Building software to implement the proposed protocols. Whether feedback-
based bypass or offer a bypass as an SDN service, these solutions need to be
programmed and run over open source enabled equipment.

3. Building hardware to embed the router bypass techniques proposed in this
dissertation. The building of a feedback based router bypass requires gather-
ing data about traffic volume on a periodic basis. Then, the adjusting of the
optical channels will occur based on the parameters previously mentioned in
this proposal. Adjusting channels on a regular basis can be challenging espe-
cially if the equipment requires a long time to converge. Building a hardware
experiment will allow this proposal to come one step closer to being imple-
mented on a commercial scale.

4. Studying the correlation between traffic type and router bypass that cor-
relation is worth further research. Data traffic and flows have multiple types
and characteristics. These characteristics vary in terms of time sensitivity, the
amount of required acknowledgment and whether packets are large or small.
Observing the impact of router bypass on various type of traffic will allow

informed decision to be made in terms of designing router bypass algorithms.
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6.3 Contributions

The main contributions of this dissertation are:

- Reviewing the efficiency issues in current core networks

- Reviewing core network technologies.

- Ilustrating benefits and drawbacks of traditional router bypass

- Studying OTN and how it can be used to enhance router bypass.

- Proposing multiple adaptive techniques to enhance router bypass:
e Using Granularity factor in OTN to enhance router bypass
e Traffic-based adaptive router bypass: based on changes in traffic volume
e SDN based router bypass

- Building up flow charts for adaptive router bypass for every technique

- Emulation multiple router bypass scenarios based OMNET++ and INET
environment.

- Presenting the enhancement and the trade-off in the proposed router bypass

techniques.

6.3.1 Publications

e F. A. Ghonaim, T. E. Darcie and S. Ganti, “Adaptive router bypass us-
ing feedback adjusted OTN”, 2015 22nd International Conference on
Telecommunications (ICT), Sydney, NSW, 2015, pp. 123-127. doi:
10.1109/1CT.2015.7124669

e F. A. Ghonaim, T. E. Darcie and S. Ganti, “Enhanced router bypass us-
ing fine granularity transport channels”, 2015 International Conference

on Computer, Information and Telecommunication Systems (CITS), Gi-
jon, 2015, pp. 1-5. doi: 10.1109/CITS.2015.7297753

o (Accepted) F. A. Ghonaim, T. E. Darcie and S. Ganti, “Impact of SDN
on Router Bypass” Journal of Optical Communications and Networking
March 2018
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