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ABSTRACT

There are two popular views of cryptography. One is formal (symbolic), which

uses expressions to model the ideal functionality of encryption functions and is easy

to verify. The other is computational, which is what cryptographic assumptions rely

on and is used for most security definitions. The challenge of reconciling these two

views of cryptography lies in security under the presence of encryption cycles.

In this thesis, we provide a proof of completeness for Abadi-Rogaway symbolic

logic with respect to KDM security, a strong form of circular security. Further, we

provide a larger set of expressions for which Micciancio’s symbolic logic is complete

with respect to CPA security, extending Micciancio’s completeness, which holds only

for the set of acyclic expressions. We also give an alternate characterization of Mic-

ciancio’s logic. On the computational side, we give a proof that circular insecurity is

maintained as cycle length decreases, which is not a previously shown result.



iv

Contents

Supervisory Committee ii

Abstract iii

Table of Contents iv

Acknowledgements vi

Dedication vii

1 Introduction 1

1.1 Background and Motivation . . . . . . . . . . . . . . . . . . . . . . . 2

1.2 Our Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.3 Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2 Symbolic Security 5

3 Computational Semantics 9

3.1 Symmetric-key Encryption Schemes . . . . . . . . . . . . . . . . . . . 9

3.2 Computational Interpretation of Expressions . . . . . . . . . . . . . . 12

3.3 Public-key Encryption Schemes . . . . . . . . . . . . . . . . . . . . . 14

4 Completeness of Inductive Equivalence with Respect to KDM 19

5 CPA-Completeness of Coinduction for Restricted Classes of Ex-

pressions 26

5.1 CPA-Completeness of Coinduction for Restricted Classes of Expressions 27

5.1.1 Syntactically 1-Circular Expressions . . . . . . . . . . . . . . . 32

6 An Alternate Characterization of the GFP Semantics 37



v

7 Construction of n-Circular Insecure Encryption 40

7.1 Construction of n-Circular Insecure Encryption . . . . . . . . . . . . 41

7.2 Analysis of Construction 3 . . . . . . . . . . . . . . . . . . . . . . . . 44

7.2.1 Circular Insecurity Example . . . . . . . . . . . . . . . . . . . 44

7.2.2 Circular Insecurity . . . . . . . . . . . . . . . . . . . . . . . . 46

7.2.3 CPA security . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

7.3 Bit Encryption Construction . . . . . . . . . . . . . . . . . . . . . . . 53

7.3.1 Arbitrary Message Space . . . . . . . . . . . . . . . . . . . . . 57

7.4 Symmetric Encryption Scheme . . . . . . . . . . . . . . . . . . . . . . 57

8 Conclusion and Future Work 59

Bibliography 60

A Additional Information 66

A.1 Circular Counter-Example . . . . . . . . . . . . . . . . . . . . . . . . 66

A.2 Folklore Constructions for Length 1 Cycle . . . . . . . . . . . . . . . 66

A.3 Multiple-Key CPA security . . . . . . . . . . . . . . . . . . . . . . . . 67

A.4 Details Figure 2 and 3 . . . . . . . . . . . . . . . . . . . . . . . . . . 68



vi

ACKNOWLEDGEMENTS

I thank Dr. Bruce Kapron for admitting me into this Master’s program. He

gave me a shot at academia, I will go beyond his expectations.

It has been my pleasure to have Dr. Bruce Kapron and Dr. Yun Lu as

my supervisors. They introduced me to cryptography, differential privacy, and many

academic processes.

I also thank Dr. Mohammad Hajiabadi for taking me as a Ph.D. student. I

will cherish this opportunity.

Lastly, I want to thank all parties that have supported me financially, this includes

my parents, Dr. Bruce Kapron and Dr. Yun Lu.



vii

DEDICATION

To anyone who has taken the time to read this thesis.

After all, what is a paper without an audience?



Chapter 1

Introduction

Cryptography is a branch of mathematics, science, and engineering often associated

with security and communication. However, as theoretical computer scientists, we

understand cryptography as the study of (intended) inabilities of functions or Turing

machines.

This view was captured by two classic approaches, symbolically or computa-

tionally, each with its benefits. The symbolic approach defines formal expressions

over atomic sets of keys and data to represent an idealized encryption functional-

ity and adversarial knowledge is modeled via an entailment relation over expres-

sions [1, 15, 19, 20, 26, 32, 33, 38, 40, 46–48]. This approach has the advantage of being

more easily applied to formal verification. [10, 18, 21, 37]. The computational ap-

proach defines algorithms over bit-strings, and adversarial knowledge is modeled by

the output of any algorithm in a class of Turing machines (typically probabilistic and

polynomial time) [11, 24, 52]. Most modern cryptographic definitions and primitives

are defined in such a manner [31].

Abadi and Rogaway sought to unify these two views [2]; they showed that, in

the absence of encryption cycles, equivalence between expressions in the symbolic

setting implies indistinguishability in the computational setting. This is described

as soundness, where the symbolic side is considered a language, and the computa-

tional interpretation is its semantics. The dual of soundness is completeness, where

if two cipher texts are computationally indistinguishable, then their corresponding

expressions should be symbolically equivalent. Their reasoning for such restriction

(the absence of encryption cycles) was justified since, at the time, it was thought best

to avoid encryption cycles in practice. As time passed, this was no longer the case.

An encryption cycle consists of a sequence of keys, each encrypting the next,
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forming a cycle. We say an encryption scheme is circular secure if it remains secure

under the presence of encryption cycles. At the time of [2], Abadi and Rogaway con-

sidered only security against Chosen Plaintext Attack (CPA), where the adversary

may choose the underlying plaintexts of the ciphertext that it wants to distinguish.

Such a definition of security was not designed to face key dependent messages (such

as encryption cycles) in any way. Security under Key Dependent Message (KDM)

was formally defined a few years later [9], which requires security even when mes-

sages may arbitrarily depend on the keys. This motivated more research on circular

security. Circular security has become significant in the construction of various prim-

itives whose security relies on underlying primitives with circular security properties.

For example, LWE-based encryption with an additional circular security assumption

is used to construct homomorphic encryption [14, 23] and indistinguishability obfus-

cation [22]. A well-known example of how circular encryption arises in practice is

Windows BitLocker [45], where a key may be used to encrypt a disk that the key is

stored on as data.

1.1 Background and Motivation

With the goal of showing soundness and completeness between the formal expressions

and computational interpretations, many works studied how encryption cycles can be

handled on the formal side. [4,17,28,36,41–44]. In 2009, Adão, Bana, Herzog and Sce-

drov showed, along with other results, that Abadi-Rogaway logic is sound with respect

to KDM security [4], removing the need to restrict attention to acyclic expressions. A

year later, Micciancio, using co-induction to define symbolic adversarial knowledge,

showed soundness with respect to CPA security, for arbitrary expressions [41]. This is

referred to as Micciancio’s logic. Given these general soundness results, it is natural

to ask whether there are corresponding completeness results. More recently, Miccian-

cio proved completeness in the absence of encryption cycles [42], but was not able to

extend completeness beyond this class of expressions. In this paper, he asserts that

acyclicity is a natural condition for establishing completeness with respect to CPA.

Our results give a counter-example to this assertion for limited expressions.

However, any constructive proof for completeness involves finding encryption

schemes that are circular insecure. There have been numerous works dealing with

the (im)possibility of circular security under different scenarios, [3, 5–8, 12, 13, 16, 25,

27, 29, 34, 35, 39, 49]. In terms of circular security, it was shown in [51] that KDM
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security, a more demanding notion than that of circular security [9], is reducible to

1-circular bit security. Further, it was shown in [12] that a circular secure encryption

scheme can be created using the DDH assumption. However, a counter-example to a

stronger security notion may not be a counter-example to a weaker security notion.

Although there exists folklore construction on circular insecurity of length 1 cycle (see

Appendix A.2), for cycles of longer lengths, the constructions rely on specific assump-

tions, such as SXDH, indistinguishability obfuscation, or LWE [5,8, 16,25,35,49].

These previous works led to two questions:

1. Is Abadi-Rogaway logic complete with respect to KDM security with-

out assumptions on acyclicity?

2. Is Micciancio’s logic complete with respect CPA security?

We answer the first question with an yes. This, combined with [4], implies that Abadi-

Rogaway logic is sound and complete with respect to KDM security. However, the

second question is not so easily answered. Micciancio showed this logic is complete

for acyclic expressions with respect to CPA security [41]. We expand on this set of

expressions and show that Micciancio’s logic is complete for expressions that may

contain length 1 encryption cycles. We also provide the following two results that

take a step towards proving the completeness of Micciancio’s logic in the future.

The first is an alternative characterization of equivalence in Micciancio’s logic. The

second is a reduction from any larger circular counter-example to a smaller one. An

alternative characterization may help find a proof of completeness by showing that the

computational indistinguishability in the CPA setting shares the same characteristics.

However, in any constructive proof of completeness, there is a need to construct a

circular counter-example. Our reduction from a longer cycle to shorter cycles comes

to use when desiring a circular insecure counter-example of many different lengths

(see Appendix A.1 for an example).

1.2 Our Results

We prove that Abadi-Rogaway logic is complete with respect to Key Dependent Mes-

sage security by showing that if two expressions are not symbolically equivalent, then

their computational interpretations using some KDM secure encryption scheme are

distinguishable. We also extend Micciancio’s proof of completeness for his logic with

respect to CPA security, in particular giving a restricted class of cyclic expressions
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for which it holds. These results are shown in the symmetric key setting. Finally, we

present two related results that may shed some light on our goal of proving complete-

ness for general expressions. The first is an alternate approach to Micciancio’s logic.

In particular, we show that the equivalence characterized by this logic is the smallest

equivalence relation that satisfies two simple and natural properties. Then, turning

our attention to the computational setting, we show that a CPA-secure encryption

scheme that is n-circular insecure implies the existence of such a scheme that is n′-

circular insecure. This last result is shown in the public key setting but applies to

the symmetric key setting as well.

1.3 Organization

We provide a relevant definition of formal security in Chapter 2. In Chapter 3, we pro-

vide computational definitions of security where subsection 3.1 focuses on symmetric

key setting. Subsection 3.2 explained what computational interpretation is. Subsec-

tion 3.3 focuses on public key setting. We show Abadi-Rogaway logic is complete

with respect to KDM in Chapter 4. We show the completeness of Micciancio’s logic

with respect to length 1 key cycles in Chapter 5. We characterize the equivalence

relation of Micciancio’s logic in Chapter 6. Finally, we show that the existence of

n-circular insecure encryption scheme implies n′-circular insecure encryption scheme

for n′ < n in Chapter 7.
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Chapter 2

Symbolic Security

We work in the framework for symbolic cryptography introduced by Abadi and Ro-

gaway [2], which focuses on characterizing equivalence between formal cryptographic

expressions in a way that is faithful to computational interpretations. We largely

follow the presentation given by Micciancio in [41].

In this approach, the basic syntactic classes are data and keys. By Data we

denote the set of data elements, and by Key the set of keys. Expressions are defined

as follows

Exp ::= Data | Key | (Exp,Exp) | {|Exp|}Key

We will use E,E ′, E0, E1, E2, . . . to denote expressions, K,K ′, K0, K1, K2, . . . to

denote elements of Key and B,B′, B1, B2, . . . to denote elements of Data. (E1, E2)

is a pair of expressions, and {|E|}K represents encrypting E under key K.

Patterns are obtained by adding unique terms 2 and ◦ to Data and Key respec-

tively. These are intended to represent data or keys that are not recoverable.

Pattern ::= Data ∪ {2} | Key ∪ {◦} | (Pattern, Pattern)

| {|Pattern|}Key∪{◦}

Note that every expression is a pattern. The shape of a pattern E, denoted shape(E)

is the pattern obtained by replacing every element of Data in E by 2 and every

element of Key by ◦. For example the shape of the pattern {|K1, B1|}K2
is {|◦,2|}◦.

This will be used later to describe “indistinguishability”; for example, the expression

{|E|}K appears to be “equivalent” to {|2|}K to an adversary without knowledge of

key K.
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We define keys and parts of a pattern as follows:

Keys(B) = ∅

Keys(K) = {K}

Keys((E1, E2)) = Keys(E1) ∪Keys(E2)

Keys({|E|}K) = {K} ∪Keys(E)

Parts(B) = {B}

Parts(K) = {K}

Parts((E1, E2)) = Parts(E1) ∪Parts(E2)

Parts({|E|}K) = {{|E|}K} ∪Parts(E)

We use r(E) to denote Keys(E)∩Parts(E). We also define the pattern function

p : Pattern×Keys→ Pattern.

p(B, T ) = B

p(K,T ) = K

p((E1, E2), T ) = (p(E1, T ),p(E2, T ))

p({|E|}K , T ) =

{|shape(E)|}K If K /∈ T

{|p((E, T )|}K otherwise.

The function p can be thought of as how an expression is viewed when the available

knowledge is the set of keys T .

The operators p and r satisfy the following three properties [41].

1. p((E,Keys) = E.

2. p((p((E, S), T ) = p(E, S ∩ T ).

3. r(p(E, T )) ⊆ r(E).

Using the concepts described so far, we define the following operator which cap-

tures the fundamental task of key recovery with respect to a set of known keys. For

a set A, we use P (A) to denote the power set of A.
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Definition 1 (Key recovery operators). For an expresison E the operator FE :

P (Key)→ P (Key) is defined as FE(T ) = r(p(E, T )).

This function is monotone and has both least and greatest fixed points (see, e.g.,

[41, Theorem 1].) We write fix(FE) to denote the least fixed point and FIX(FE) to

denote the greatest fixed point. The first of these fixed points models an inductive

adversary and corresponds to the keys that any adversary must know on seeing E,

while the latter models a co-inductive adversary and corresponds to the keys that

any adversary might know on seeing E (e.g. subject to prior knowledge.)

In the system of Abadi and Rogaway, two expression E1 and E2 are symbolically

equivalent up to renaming if

p(E1, fix(FE1)) = σp(E2, fix(FE2))

where σ is a key renaming bijection. In Micciancio’s logic, two expressions E1 and

E2 are symbolically equivalent up to renaming if

p(E1,FIX(FE1)) = σp(E2,FIX(FE2)).

We will use Pattern(E) to denote p(E,FIX(FE)) and pattern(E) to denote p(E, fix(FE))

We say E1, E2 are immediate sub-patterns of (E1, E2) and E is an immediate sub-

pattern of {E}K . The sub-pattern relation is the reflexive transitive closure of the

immediate sub-pattern relation. Similar relations may be defined for expressions.

For patterns E1 and E2 we write E1
∼= E2 if there exists a key renaming bijection

σ such that E1 = σE2. Thus, Micciancio’s notion of symbolic equivalence can be

characterized as

Pattern(E) ∼= Pattern(F ),

and Abadi-Rogaway’s notion of symbolic equivalence can be characterized as

pattern(E) ∼= pattern(F ).

In these cases we write E ∼FIX F and E ∼fix F respectively.
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Definition 2. The operator F i
E(S) is defined as follows:

• F1
E(S) = FE(S)

• F i+1
E (S) = FE(F i

E(S)).

It is a well-known property of fixed points that

FIX(FE) = F |E|E (Key)1

and

fix(FE) = F |E|E (∅).

1|E| is the number of Data symbols and Key symbols in E including repetitions
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Chapter 3

Computational Semantics

In this chapter, we provide computational security definitions. In Section 3.1, we

define symmetric encryption schemes and their relevant security definitions. This

includes security under Chosen Plaintext Attack (CPA), Left-Right Oracle (LR),

Authentication (AE), and Key-Dependent Message (KDM). These definitions are used

in Chapter 4 and 5. We provide how expressions are interpreted with computational

semantics in Section 3.2. In Section 3.3, we define public key encryption schemes

and their relevant security definitions. This includes security under Chosen Plaintext

Attack (CPA) and n-Circular in Section 3.3. These definitions apply to Chapter 7.

For a string x, we write |x| to denote the length of the string. For a randomized

function f with input x, we write y ← f(x) to indicate that y is the output of f(x)

with fresh randomness. A negligible function negl(·) is a function such that for every

positive integer c, there exists an integer Nc, if x ≥ Nc, then negl(x) < 1
xc .

3.1 Symmetric-key Encryption Schemes

Definition 3. A symmetric key encryption scheme consists of three efficiently com-

putable randomized functions: a key generating function G, encryption function E and

decryption function D. These operate on a key space, message space and ciphertext

space, each of which is some subset of {0, 1}∗.

• The key generating function G takes a unary string 1η, where η is the security

parameter and uniformly outputs an element from the key space.

• The encryption function E takes a key k and a message m and outputs a cipher

text c.
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• The decryption function D takes a key k and a ciphertext c and outputs a

message m or ⊥.

As usual, we require that for any key k and message m, D(k, E(k,m)) = m.

Without loss of generality, we will assume that there is a fixed polynomial p such

that, on input 1η, the key generation algorithm returns an element of {0, 1}p(η).
The definition of chosen plain text attack (CPA) experiment and CPA security

follows that of [31].

Definition 4. Let Π = (G, E ,D) be a symmetric key encryption scheme. The CPA

indistinguishability experiment for Π and adversary A is denoted by CPAA,Π(η) and

defined as follows:

CPAA,Π(η) :

1. k ← G(1η), b←R {0, 1}

2. A is given 1η and oracle access to E(k, ·) and outputs two equal length

messages m0,m1

3. A receives c← E(k,mb).

4. A continues to have access to E(k, ·) and outputs b′ ∈ {0, 1}

5. If b = b′ return 1 else return 0.

A symmetric encryption scheme Π is CPA-secure if for any PPT adversary A

Pr[CPA(A,Π, η) = 1] ≤ 1

2
+ negl(η)

where η is the security parameter.

An experiment equivalent to the CPA experiment is the left-right-oracle (LR-

oracle) experiment.

Definition 5. Let Π = (G, E ,D) be a symmetric key encryption scheme. Let the

oracle Ê be defined by Ê(k, b,m0,m1) = E(k,mb) if |m0| = |m1| and ⊥ otherwise. The

LR-oracle experiment for Π and adversary A is denoted by LRA,Π(η) and defined as

follows:

LRA,Π(η)

1. k ← G(1η), b←R {0, 1}
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2. A is given 1η and oracle access to Ê(k, b, ·, ·) and outputs b′ ∈ {0, 1}.

3. If b = b′ return 1 else return 0.

Later, we will also need to consider an extended notion of security, namely authen-

ticated encryption. The following definition of the Authenticated Encryption (AE)

experiment follows that given in [16].

Definition 6. Let Π = (G, E ,D) be a symmetric key encryption scheme. Let oracles

Ê and D̂ be defined by

Ê(k, b,m0,m1) =

E(k,mb) if |m0| = |m1|

⊥ otherwise

and

D̂(k,m) =

D(k,m) if the query is not previous output of Ê

⊥ otherwise

respectively. The AE experiment is denoted by AEA,Π(η) and defined as follows:

AEA,Π(η)

1. k ← G(1η), b←R {0, 1}.

2. A is given 1η and oracle access to Ê(k, b, ·, ·), D̂(k, ·) and outputs b′ ∈ {0, 1}.

3. If b = b′ return 1 else return 0.

A symmetric encryption scheme Π is AE-secure or is an AE if for any PPT adversary

A,

Pr[AE(A,Π, η) = 1] ≤ 1

2
+ negl(η)

where η is the security parameter.

We note that while AE appears to be a stronger notion than CPA, it too can

be obtained from the minimal assumption of the existence of one-way functions (see,

e.g., [16].)

The following definition of the key dependent message (KDM) experiment follows

the original definition of KDM given in [9].
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Definition 7. Let Π = (G, E ,D) be a symmetric key encryption scheme. Let n = n(η)

be some non-zero polynomial of η. Let the encryption oracle Ê be defined by

ÊK,b(i, g) =

E(ki, g(K)) if b = 1;

E(ki, 0|g(K)|) otherwise.

The KDM experiment for Π and adversary A, denoted by KDM(A,Π, η) is defined as

follows:

1. K ← (k1, . . . , kn) where ki ← G(1η) for 1 ≤ i ≤ n, b←R {0, 1}.

2. A is given 1η and oracle access to ÊK,b(i, ·) and outputs b′ ∈ {0, 1}.

3. If b = b′ return 1 else return 0.

A symmetric encryption scheme Π is KDM-secure if for any PPT adversary A

Pr[KDM(A,Π, η) = 1] ≤ 1

2
+ negl(η)

where η is the security parameter.

While KDM security implies CPA security, as discussed above the status of the

converse implication remains open.

3.2 Computational Interpretation of Expressions

This subsection contains how expressions are interpreted in the computational setting.

We also provide definitions of soundness and completeness between a logic and a class

of encryption schemes.

The computational evaluation/interpretation of an expression E with respect to a

scheme Π = (G, E ,D) with security parameter η, denoted JEKΠ, relies on the following:

• a length regular function γ that maps each data block B to a string b.

• an efficient pairing function (·, ·).

• a key mapping τ that assigns to each unique Ki a freshly generated ki ← G(1η).

We assume γ is fixed, and for a given Π define JEKΠ inductively by
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1. JBiKΠ = γ(Bi)

2. JKiKΠ = τ(Ki)

3. J(E1, E2)KΠ = (JE1KΠ, JE2KΠ)

4. J{|E1|}KKΠ = E(JKKΠ, JE1KΠ), each call to E uses independent randomness.

In cases where we need to refer to a specific assignment τ , we write τJEKΠ.
In [42, Lemma 8], Micciancio gives an encoding in which expressions of different

shapes are mapped to strings of different lengths. This is a modification of the

computational interpretation given above. We restate his Lemma here

Lemma 8. For any encryption scheme Π and any two expressions E0 and E1 with

shape(E0) ̸= shape(E1), there exists a computational interpretation such that

|e0| ≠ |e1|

where e0 ← JE0KΠ and e1 ← JE1KΠ.

We assume that our computational interpretation J·K satisfies this property.

Definition 9. Let C be a class of symmetric key encryption schemes and E0, E1

expressions. We say that E0 and E1 are C-equivalent, denoted E0 ≈C E1 if for every

Π ∈ C, JE0KΠ is computationally indistinguishable from JE1KΠ.

Definition 10. Let S be a symbolic security model (e.g. S ∈ {fix,FIX}) and C a

class of symmetric key encryption schemes. We say that S is sound with respect to

C if for all expressions E0, E1,

E0 ∼S E1 =⇒ E0 ≈C E1.

Likewise, S is complete with respect to C if for all expressions E0, E1,

E0 ≈C E1 =⇒ E0 ∼S E1.

We will continue to use C to denote the class of symmetric key encryption schemes

for the rest of this work.
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Note that it is often easier to reason about the contrapositive version of complete-

ness, namely, for all expressions E0, E1,

E0 ̸∼S E1 =⇒ ∃Π ∈ C(JE0KΠ ̸≈ JE1KΠ)

We note that this formulation implicitly relies on the assumption that C ̸= ∅. We will

leave this assumption implicit, as completeness holds trivially in the case where the

assumption fails.

Some prior works define completeness differently, namely, for all expressions E0, E1,

∀Π ∈ C(JE0KΠ ≈ JE1KΠ =⇒ E0 ∼S E1).

We will call this notion strong completeness. The notion we use is that of [42].

This is a weaker notion of completeness, but it corresponds to the typical notion

completeness for a deductive system namely, if a formula φ is valid (i.e. satisfiable in

all models), then it has a derivation in the deductive system. It is also more suited

to reasoning about general notions of security, as opposed to individual encryption

schemes. On the other hand, completeness immediately has a nontrivial cryptographic

consequence. In particular, as long as there exists some E,E ′ such that E ̸∼S E ′,
then the completeness of S with respect to C implies that C is nonempty. Given

this unavoidable consequence, an important question of interest is whether or not

nonemptiness of C is an adequate condition to guarantee completeness.

3.3 Public-key Encryption Schemes

Definition 11. A public key encryption scheme consists of three efficiently com-

putable randomized functions: a key generating function G, encryption function E,
and decryption function D.

• The key generating function G takes a unary string 1η, where η is the security

parameter and outputs a pair, (pk, sk), consisting of a public key and a secret key.

We assume for any (pki, ski) ← G(1η) and (pkj, skj) ← G(1η) that |pki| = |pkj|
and |ski| = |skj|.

• The encryption function E takes a public key pk and a message m and outputs

a cipher text c.
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• The decryption function D takes a secret key sk and a ciphertext c and outputs

a message m or ⊥.

As usual, we require that for any (pk, sk)← G(1η) and any messagem, D(sk, E(pk,m)) =

m except with negligible probaiblity.

A (public key) bit encryption scheme has message space {0, 1}. For a bit en-

cryption scheme and a message m where |m| > 1, we write E(pk,m) to denote that

bit-by-bit encryption of m using E(pk, ·), each encryption using fresh randomness.

More definitions of bit-encryption in circular settings can be found [49].

The definition of CPA experiment and CPA-security follows that of [31].

Definition 12. Let Π = (G, E ,D) be a public key encryption scheme. The CPA

experiment for Π and adversary A denoted by CPAA,Π(η) is defined as follows:

CPAA,Π(η) :

1. pk, sk← G(1η). Give η and pk to A.

2. b← $ {0, 1}.

3. A outputs two equal length challenge messages m0,m1.

4. Compute cb ← E(k,mb) and return cb to A.

5. A outputs b′ and the experiment results in 1 if b = b′, 0 otherwise.

We say Π is CPA secure if for every PPT adversary A,

Pr[CPAA,Π(η) = 1] ≤ 1

2
+ negl(η).

We can observe that in the public key setting, the adversary does not need access

to an encryption oracle since it possesses the public key.

The definitions of the n-circular experiment and n-circular-security follow that

of [16].

Definition 13. Let Π = (G, E ,D) be a public key encryption scheme. The n-circular

experiment for Π and adversary A denoted by CIRCA,Π(n, η) is defined as follows:

CIRCA,Π(n, η) :

1. pk0, sk0 ← G(1η), . . . , pkn−1, skn−1 ← G(1η). Give η and pk0, . . . , pkn−1 to

A.
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2. b← $ {0, 1}.

3. Compute for i ∈ {0, . . . , n− 1}:

cbi ←

E(pki, ski+1 mod n) If b = 1

E(pki, 0|sk1|) If b = 0

Send cb0, , . . . , c
b
n−1 to A.

4. When A outputs b′, the experiment results in 1 if b = b′, 0 otherwise.

We say Π is n-circular secure if for every PPT adversary A,

Pr[CIRCA,Π(n, η) = 1] ≤ 1

2
+ negl(η).

Definition 14 (Circular Insecurity). An encryption scheme is n-circular insecure if

it is not n-circular secure. An encryption scheme is (1 to n)-circular insecure if it is

ℓ-circular insecure for any ℓ ∈ {1, . . . , n}.

Although it is unknown whether CPA security implies circular security or not,

CPA security provides indistinguishability on ciphertexts that are “almost” an en-

cryption cycle. What we mean by this is the following: consider a sequence of ci-

phertexts that form an encryption cycle, if we replace some of these ciphertexts with

encryptions of zeros, then this sequence is indistinguishable from the sequence of

ciphertexts that are all encryptions of zeros with the same keys. We denote this ex-

periment between an adversary A and an encryption scheme Π as ZEROA,Π(n, t, η).

It is required that n, t ≥ 1, and η is the security parameter. The parameter n is the

length of an encryption cycle or just the number of ciphertexts in a sequence when

encrypting zeros. In the experiment, the first t ciphertexts of an encryption cycle are

replaced with encryptions of zero.

ZEROA,Π(n, t, η):

1. (pk0, sk0) ← G(1η), . . . , (pkn−1, skn−1) ← G(1η). Send η and pk0, . . . , pkn−1

to A.

2. A random coin b is flipped.
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3. For i ∈ {0, . . . , n− 1} compute

cbi ←

E(pki, ski+1 mod n) if b = 1 and i ≥ t,

E(pki, 0|sk1|) otherwise.

Send cb0, . . . , c
b
n−1 to A.

4. When A outputs b′, the experiment result in 1 if b = b′, 0 otherwise.

Lemma 15. If a public key encryption scheme Π = (G, E ,D) is CPA secure. Then

for any PPT adversary A, any n ≥ 1, and any t ≥ 1,

Pr[ZEROA,Π(n, t, η) = 1] ≤ 1

2
+ negl(η)

for all but finitely many η and some negligible function negl.

Applying the soundness result from [41] is an easy method to show this. However,

we provide the following proof to keep this thesis self-contained without elaborating

on formal cryptography.

Proof. Assume that Π is CPA secure. We will show that for any PPT adversary A,
and some negligible function negl,

|Pr[ZEROA,Π(n, t, η) = 1]− Pr[ZEROA,Π(n, t+ 1, η) = 1]| ≤ negl(η)

for any n, t ≥ 1. The statement then follows, since n is not dependent on η and for

t′ ≥ n it must be the case that

Pr[ZEROA,Π(n, t
′, η) = 1] =

1

2
.

This is because when t′ ≥ n, the adversary is receiving encryptions of zeros in the

experiment regardless of the value of b.

Consider an arbitrary adversary A such that

|Pr[ZEROA,Π(n, t, η) = 1]− Pr[ZEROA,Π(n, t+ 1, η) = 1]| = 1

2
+ ϵ(η).

Now consider an adversary A′ to play in CPAA′,Π(η) defined as follows.

A′:
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1. Receive η and pk. Label this pk as pkt.

2. For i ∈ {0, . . . , n− 1}\{t} compute (pki, ski)← G(1η). Give pk0, . . . , pkn−1

to A.

3. Query challenge messages m0 = 0|sk| and m1 = skt+1 to receive cbt ←
E(pkt,mb).

4. For i ∈ {0, . . . , n− 1} \ {t} compute

ci ←

E(pki, 0|sk|) if i < t

E(pki, ski+1 mod n) otherwise.

Give c0, . . . , c
b
t , . . . , cn to A.

5. When A outputs b′, output b′.

It can be observed that when b = 0, A′ has simulated ZEROA,Π(n, t+ 1, η) and when

b = 1, A′ has simulated ZEROA,Π(n, t, η). Therefore, we conclude that if ϵ(η) is not

negligible, then Π is not CPA secure.
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Chapter 4

Completeness of Inductive

Equivalence with Respect to KDM

We prove that KDM is complete for inductive reasoning via a more general result,

in particular showing that it is complete for any class of encryption schemes closed

under a construction (inspired by a similar technique from [42]) which we now define.

Construction 1. Given a symmetric key encryption scheme Π = (G, E ,D), we obtain
Π1 = (G1, E1,D1) by the key revealing construction as follows:

• G1(1η) calls G(1η) twice independently creating k0 and k1 and returns k =

⟨k0, k1⟩.

• E1(⟨k0, k1⟩,m) returns ⟨k0, E(k1,m)⟩.

• D1(⟨k0, k1⟩, ⟨k′0, c⟩) returns D(k1, c).

Using this construction, we can show the following theorem.

Theorem 1. If a non-empty class of symmetric key encryption schemes, C, is closed
under the key revealing construction, then the least fixed point semantics is complete

with respect to C, i.e.,

E0 ≁fix E1 =⇒ ∃Π ∈ C, JE0KΠ ̸≈ JE1KΠ.

We begin defining the following computational key recovery function, using an ap-

proach similar to that of [44].
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Algorithm 1 Algorithm Ckr(e, Ti)

1: if e is a data block then return ∅
2: else if e is a key then return {e}
3: else if e is a pair (e0, e1) then return Ckr(e0, Ti) ∪ Ckr(e1, Ti)
4: else if e is a cipher then
5: we know now e = ⟨k0, c⟩
6: if ∃⟨k′0, k′1⟩ ∈ Ti s.t. k′0 = k0 then return Ckr(D(k′1, c), Ti).
7: ▷ D is the decryption function
8: else return ∅
9: end if
10: end if

Algorithm 2 Algorithm Crecoverable(e)

1: T0 ← ∅, i← 0
2: repeat
3: i← i+ 1
4: Ti ← Ckr(e, Ti−1)
5: until Ti = Ti−1 or i ≥ |e|
6: return Ti

The key-revealing construction and computational key recovery function are de-

fined in a complementary way to give us exactly what we need for completeness, using

the following main ideas:

• KDM security is preserved under the key-revealing construction (Proof of The-

orem 21)

• Computational key recovery against a key-revealing scheme captures exactly

the power of an inductive symbolic key-recovery adversary (Lemma 17)

The following lemma shows that Ckr captures FE.

Lemma 16. For any expression E, S ⊆ Keys(E) and η > 0

Pr [Ckr(e, τ [S]) ̸= τ [FE(S)]] ≤ |S||e|negl(η),

where e← τJEKΠ1 and for each k ∈ Keys(E), τ(k) ∈ {0, 1}η is chosen independently

at random.

Proof. We show this statement via structural induction on E.

1We note that CPA security is also preserved by the construction
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• Consider E = B. Then e = b and Ckr(e, τ [S]) = ∅ = τ [FE(S)]. Therefore

Pr [Ckr(e, τ [S]) ̸= τ [FE(S)]] = 0.

• Consider E = K. Then e = τK and Ckr(e, τ [S]) = τ [{K}] = τ [FE(S)]. There-

fore

Pr [Ckr(e, τ [S]) ̸= τ [FE(S)]] = 0.

Assume the statement holds for expressions E0 and E1. Let ei ← τJEiKΠ1 for

i ∈ {0, 1}.

• Consider E = (E0, E1). Then e = (e0, e1) and

Pr[Ckr((e1, e2), τ [S]) ̸= τ [F(E1,E2)(S)]]

≤ Pr[Ckr(e1, τ [S]) ̸= τ [FE1(S)]] + Pr[Ckr(e2, τ [S]) ̸= τ [FE2(S)]]

≤ |S||e1|negl(η) + |S||e2|negl(η) (by IH)

≤ |S||(e1, e2)|negl(η).

• Consider E = {|E0|}K . Then e = E1(τK, e0) = ⟨k0, E(τk1, e0)⟩ where τK =

⟨k0, k1⟩. Then either K ∈ S or K /∈ S.
Case 1. If it is the case that K ∈ S, then τK must be in τ [S]. Since every

key in τ [S] is generated with fresh randomness, the probability that any key

symbol that is not K is evaluated to ⟨k0, x⟩ is ≤ |S|negl(η). Therefore we have

Pr[Ckr(⟨τK[0], E(τK[1], e0)⟩, τ [S]) ̸= τ [F{E0}K (S)]]

≤ 1− (Pr[Ckr(⟨τK[0], E(τK[1], e0)⟩, τ [S]) = τ [F{|E0|}K (S)]])

≤ 1− ((1− |S|negl(η))(1− |S||e0|negl(η))) (by IH)

≤ |S||e|negl(η).

Case 2. Consider K /∈ S. The probability that ⟨k0, x⟩ ∈ τ [S] is ≤ |S|negl(η)
Therefore,

Pr[Ckr(⟨τK[0], E(τK[1], e0)⟩, τ [S]) ̸= τ [F{|E0|}K (S)]]

≤ |S|negl(η).
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Now we provide the following lemma that shows Crecoverable corresponds to

the least fixed point.

Lemma 17. For any expression E and η > 0

Pr[Crecoverable(e) ̸= τ [fix(FE)]] ≤ |e|3negl(η),

where e← τJEKΠ1.

Proof. We will use induction on i to show

Pr[Ti ̸= τ [F i
E]] ≤ i|e|2negl(η).

Base Case. Consider i = 1. We have T1 = Ckr(e, ∅) and F1
E(∅) = FE(∅). By Lemma

16, we have that

Pr[T1 ̸= τ [FE(∅)]] ≤ |e|negl(η).

Assume the statement holds for i. Consider i + 1. We have Ti+1 = Ckr(e, Ti) and

F i+1
E (∅) = FE(F i

E(∅)). By induction hypothesis we have

Pr[Ti ̸= τ [F i
E(∅)] ≤ i|e|2negl(η).

Therefore

Pr[Ckr(e, Ti) ̸= F i+1
E (∅)]

= 1− Pr[Ckr(e, Ti) = F i+1
E (∅)]

= 1− Pr[Ckr(e, τ [F i
E(∅)]) = τ [FE(F i

E(∅)))] | Ti = τ [F i
E(∅)]] · Pr[Ti = τ [F i

E]]

= 1− (1− Pr[Ckr(e, τ [F i
E(∅)]) ̸= τ [FE(F i

E(∅)))] | Ti = τ [F i
E(∅)]]) · Pr[Ti = τ [F i

E(∅)]]

≤ 1− (1− |e|2negl(η)) · (1− i|e|2negl(η))

≤ (i+ 1)|e|2negl(η)
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Since Crecoverable(e) = Ti for some i ≤ |e|, we have

Pr[Crecoverable(e) ̸= τ [fix(FE)]] ≤ |e|3negl(η).

Proof of Theorem 1. Recall that by Lemma 8, expressions of different shape will be

evaluated to strings of different lengths. We proceed to consider only the cases where

the shape of the expressions are equal but either some data blocks differ or some keys

differ after renaming.

1. shape(E0) = shape(E1) but data blocks in corresponding positions of p(E1, fix(FE1))

and p(E2, fix(FE2)) differ. Let T (Ei), i = 0, 1 denote the list of all data blocks

in p(Ei, fix(FEi
)) ordered as they appear from left to right. By assumption

there exists an index j where T (E1)[j] ̸= T (E2)[j]. Now when the adversary

gets eb ← JEbKΠ1 for b ← {0, 1} it uses Crecoverable′(eb) to recover a set of

keys which with all but negligible probability correspond to τ [fix(FEb
)]], and

uses these to produce a list of strings corresponding to recoverable data blocks,

ordered as they appeared left to right in eb. Finally, it returns b
′ such that the

jth recoverable data block strings corresponds to jth data block of T (Eb′).

2. shape(E0) = shape(E1) and all data block in the patterns are equal, but some

keys are not equal after renaming. Define the function r(·, ·, ·) that takes as

parameters an expression E, and key position p and p’:

r(E, p, p′) =

1 If for E, the keys at position p and p′ are equal.

0 Otherwise.

In this case, there must exist position p and p′ such that r(Pattern(E0), p, p
′) ̸=

r(Pattern(E1), p, p
′), (recall that Pattern(E) = p(E, fix(FE))). As in the previ-

ous case, using Lemma 17 the adversary can check all pairs of key positions in

eb to determine b with all but negligible probability.

Now, to specifically show that Abadi-Rogaway logic is complete with respect to

KDM secure encryption schemes, we show KDM security is preserved under Con-

struction 1.
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Theorem 2. If the class of KDM secure symmetric encryption schemes is not empty,

then

E0 ≁fix E1 =⇒ ∃Π ∈ KDM, JE0KΠ ̸≈ JE1KΠ.

Proof. It suffices to show that the key-revealing construction preserves KDM secu-

rity. Consider an arbitrary KDM-secure encryption scheme Π = (G, E ,D) and let

Π1 = (G1, E1,D1) be obtained from Π via the key-revealing construction. Consider an

arbitrary PPT adversary A1 where

Pr[KDM(A1,Π1, η) = 1] ≥ 1

2
+ ϵ(η).

We construct a KDM adversary A against Π which works by simulating the KDM

game for Π1, using A1 as subroutine.

A(1η):

1. Send 1η to A1.

2. Receive the key vector length n. Call G(1η) n times to produce keys k′1, . . . , k
′
n,

let K ′ = k′1, . . . , k
′
n, and send n to A1.

3. Whenever A1 makes a query (j, g) for index j and circuit g, create a circuit g′

as follows:

• g′ takes as input a key vector K

• g′ creates a key vector K;K ′ where the i-th element is ⟨k′i, ki⟩ and runs g

on K;K ′.

Query the KDM oracle at (j, g′) to receive output c, and send ⟨k′j, c⟩ to A1.

4. If A1 outputs b′, output b′.

One can observe that A runs in polynomial time with respect to η if A1 runs in

polynomial time with respect to η.

Each of the n keys in the KDM game for A is generated by calling G(1η) as are
the keys, k′1, . . . , k

′
n. This means that each ⟨k′i, ki⟩ is identical to an output of G1(1η).

Therefore K ′;K is distributed identically to what A1 expects in KDM(A1,Π1, η).
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In the case where b = 1 in KDM(A,Π, η), if the query received from A1 is (j, g),

then A’s response to A1 is

k′j, E(kj, g′(K))).

Since g′(K) = g(K ′, K), this is identical to response when querying (j, g) in KDM(A1,Π1, η)

when its internal coin is 1.

In the case where b = 0 in KDM(A,Π, η), if the query from A1 is (j, g), then A’s
response is

(k′j, E(kj, 0g
′(K))).

Since the output length of g is fixed and that the output of g′ and g have the same

length, therefore 0g
′(K) = 0g(K

′;K). Hence this is identical to the response when

querying (j, g) in KDM(A1,Π1, η) when its internal coin is 0.

Therefore we have

Pr[KDM(A,Π, η) = 1] = Pr[KDM(A1,Π1, η) = 1]

≥ 1

2
+ ϵ(η).

In conclusion, if Π is KDM secure, then so is Π1.

In Theorem 2, we showed that Abadi-Rogaway logic is complete with respect to

KDM security. Combining this result with the soundness result from [4], we have

both soundness and completeness for Abadi-Rogayway logic with respect to KDM

security. In other words, the knowledge of a symbolic adversary in Abadi-Rogaway

logic, represented by the least fixed point of the key recovery function, captures that

of an adversary upon seeing a ciphertext from a KDM-secure encryption scheme.

However, it can be argued that the greatest fixed point of the key recovery operator

better represents an adversary’s knowledge in the CPA setting. We investigate this

in the next section.
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Chapter 5

CPA-Completeness of Coinduction

for Restricted Classes of

Expressions

In [42], Micciancio proves coinductive reasoning is complete for CPA, in a more general

model allowing pseudorandom keys. However, he does so only for a class of acyclic

expressions. Here acyclic is used in a strong syntactic sense (originating in [2]): an

expression E is acyclic if and only if it contains no subexpressions of the form {E ′}K ,
where K has any occurrence in E ′. The question of whether such completeness holds

for broader class of expressions is left open, and it is noted that “least fixed points are

the best fit for completeness proofs”. We conjecture that CPA-completeness does in

fact hold for coinductive adversaries, and towards establishing this conjecture we will

prove completeness for a class of expressions which extend the acyclic ones considered

in [42].

An immediate question that arises is whether the CPA-completeness of coinduc-

tion has any cryptographic implications, beyond the obvious requirement noted above,

namely the existence of a CPA-secure encryption scheme, and hence of one-way func-

tions.

If we consider any class of expressions including cyclic expressions of the form

({|K1|}K2
, . . . , {|Kn|}K1

), completeness will imply the existence of CPA-secure schemes

that are not n-circular secure, even with respect to adversaries that do not have access

to an encryption oracle. The existence of such schemes is currently an unsettled

problem without additional assumptions. We note that [16] prove, based only on
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the existence of one-way functions, that there exist CPA-secure schemes that are not

“weakly n-circular secure”. However, the existence of these schemes does not imply

the existence of the above-mentioned schemes implied by completeness.

An immediate extension of completeness beyond the acyclic expressions consid-

ered by [42] is to broaden the class of acyclic expressions. In particular, we will say

that an expression is semantically acyclic if FIX(FE) = fix(FE). Not every semanti-

cally acyclic expression is syntactically acyclic, e.g., {|{|K1|}K2
|}K1

. For this class of

expressions, CPA-completeness follows immediately from Theorem 1.

5.1 CPA-Completeness of Coinduction for Restricted

Classes of Expressions

As a step towards our conjecture, we will prove completeness for a simple class of

expressions, namely the syntactically 1-circular expressions defined below in Subsec-

tion 5.1.1. Our proof relies on the folklore construction of a CPA-secure encryption

scheme that is not 1-circular secure (based on the original observation of [24].) In

the setting where the adversary has access to a CPA encryption oracle, any n-cycle

is also insecure.

To begin, to accommodate the extended class of expressions under consideration,

we need to give an extended key revealing scheme and key recovery function. As the

definition of the scheme uses key recovery, we define the key recovery functions first:
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Algorithm 3 Algorithm C′kr(e, T )

1: if e = b is a data block then
2: return ∅
3: else if e = k is a key then
4: return {k}
5: else if e = (e0, e1) is a pair then
6: return C′kr(e0, T ) ∪ C′kr(e1, T )
7: else if e = ⟨b, k, x, c⟩ is a ciphertext, where b ∈ {0, 1} and |x| = |k|

then
8: if ⟨k, ki⟩ is in T for some key value ki then
9: return C′kr(D1(⟨k, ki⟩, e), T ) ▷ D1 is the decryption function
10: else if e = ⟨1, k0, k1, c⟩ is a ciphertext then
11: return {⟨k0, k1⟩}.
12: else return ∅
13: end if
14: else
15: return ∅.
16: end if

Algorithm 4 Algorithm Crecoverable′(e)

1: T0 ← ∅, cont← 1.
2: repeat
3: i← i+ 1
4: Ti ← C′kr(e, Ti−1)
5: until Ti = Ti−1 or i ≥ |e|
6: return Ti

One can observe that for any expression C′kr and Crecoverable′ both run in

polynomial time with respect to length of e, therefore if the length of e is polynomial

with respect to η (which is certainly the case when e is the interpretation of an

expression E with respect to any reasonable encryption function,) then so is the

runtime of Crecoverable′

The purpose of this computational key recovering algorithm to recover the keys

needed to distinguish syntactic 1-circular expressions with respect to the class of

schemes defined in Construction 2. The corresponding correctness is shown in Lemma

23.

Construction 2. Given a symmetric key encryption scheme Π = (G, E ,D), we obtain
Π1 = (G1, E1,D1) as follows:
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• G1(η): call G(1η) twice to obtain k0 and k1. Return ⟨k0, k1⟩.

• E1(⟨k0, k1⟩,m): Let S := Crecoverable′(m).

Return

⟨1, k0, k1, E(k1,m)⟩ if (k0, k1) ∈ S;

⟨0, k0, 0|k1|, E(k1,m)⟩ otherwise.

• D1(⟨k0, k1⟩, ⟨b, k′0, x, c⟩): Return D(k1, c).

The encryption function E1 makes a call to Crecoverable′, and Crecoverable′

makes calls to D1, but there are no mutual calls. A ciphertext created by Π1 consists

of a flag, the first half of a key, the second half of a key, and a smaller ciphertext.

The encryption function E1 given inputs key k and message m uses Crecoverable′

to check if k is “contained in” m, and sets the flag and the second half of a key in

ciphertext accordingly.

In Section 5.1.1, we will use Π1 to obtain completeness for the greatest fixed point

semantics on a restricted class of formulas with respect to CPA-secure encryption.

To begin, we show that Π1 is CPA secure if Π is AE-secure. The reason we start with

an AE-secure encryption scheme is that it has a simple proof of security against an

adversary trying to recover the secret key. We justify using an AE-secure encryption

scheme because if a CPA-secure encryption scheme exists, then an AE-secure encryp-

tion scheme must also exist. This is because both of these notions are equivalent to

the existence of a one-way function [30].

Below, we present a concise proof that it is hard for an adversary to recover a

secret key against an AE-secure encryption scheme.

Lemma 18. If the scheme Π is AE secure, then for any PPT adversary A1

Pr
k←G(1η)

[AE(k,·)1 (η) = k] ≤ negl(η)

Proof. Consider an arbitrary efficient adversary A1 such that

Pr
k←G(1η)

[AE(k,·)1 (η) = k] = ϵ(η).

We can construct an adversary A to play AE(A,Π, η) as follows:

A:

1. Receive η.



30

2. Let Q := ∅.

3. Send η to A1.

4. When A1 queries message m, generate encryption query (m,m) to receive c←
E(k,m) and return c to A. Let Q := Q ∪ {m}.

5. When A1 outputs k′, choose an m /∈ Q and compute ck′ ← E(k′,m).

6. Query the decryption oracle on ck′ to receive m′. Return 1 if m′ ̸=⊥, return a

random bit otherwise.

Since the secret key k of AE(A,Π, η) is generated using G(1η), the interaction between

A and A1 is identical to the interaction between the encryption oracle E(k, ·) and A1.

Therefore we have that Pr[k′ = k] = ϵ(η).

In the event b = 1, either k′ = k or not.

• If k′ = k then m′ = m by the correctness of Π and therefore A outputs 1.

• Otherwise, if m′ =⊥ then A outputs 1 with probability 1/2, and otherwise

A outputs 1 with probability 1. So A outputs 1 with probability ≥ 1/2.

In the event b = 0, m′ =⊥ with probability 1 and hence A outputs 0 with probability

1/2.

Hence we have

Pr[AE(A,Π, η) = 1]

≥ 1

2

(
ϵ(η) + (1− ϵ(η))1

2

)
+

1

2

(
1

2

)
=

1

2
+
ϵ(η)

4
.

Lemma 19. The scheme Π1 from Construction 2 is CPA-secure, assuming Π is

AE-secure.

Proof. We show this via a sequence of games using an “identical-until-bad” argument.

Assume Π is AE-secure and fix an efficient adversary A1.
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Game 0. Let Game 0 be LR(A1,Π1, η), we state the encryptions explicitly with respect

to Π and add a “set flag” operation in line 4.

1. k′ ← G(1η), k ← G(1η).

2. A random coin b is flipped.

3. Give b to A1.

4. Whenever A1 queries messages (m0,m1), computes cb ← E(k,mb).

If ⟨k′, k⟩ ∈ Crecoverable′(c), set “bad” and return ⟨1, k′, k, cb⟩ to A1. Else

return ⟨0, k′, 0k, cb⟩ to A1.

5. When A1 output b′ the experiment results in 1 if b = b′, 0 otherwise.

We let S0 denote the event where Game 0 results in 1.

Game 1. Let Game 1 is Game 0, with line 4 modified:

1. k′ ← G(1η), k ← G(1η).

2. A random coin b is flipped.

3. Give b to A1.

4. Whenever A1 queries messages (m0,m1), computes cb ← E(k,mb). Return

⟨0, k′, 0k, cb⟩ to A1.

5. When A1 output b′ the experiment results in 1 if b = b′, 0 otherwise.

Let S1 denote the event where Game 1 results in 1.

It can be observed that if “bad” is never set in Game 0 then it is identical to

Game 1. Therefore we have

|Pr[S0]− Pr[S1]|≤ Pr[“bad” is set in Game 0].

By Lemma 18, we have the following inequality:

Pr[“bad” is set in Game 0] ≥ Pr[⟨k′, k⟩ ∈ Crecoverable′[{m | A queried m}]]

≥ negl(η) · |Crecoverable′[{m | A queried m}]| .
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Since the A1 is efficient |Crecoverable′[{m | A queried m}]| must be a polynomial

of η, and therefore Pr[“bad” is set in Game 0] is a negligible function of η. Now we

show that Pr[S0] ≤ 1
2
+ negl(η) by building the following adversary A to play in

AE(A,Π, η).

A: 1. Receive η, compute k′ ← G(1η) and send it to A1.

2. Whenever A queries (m0,m1), make encryption query (m0,m1) to receive

cb ← E(k,mb). Return ⟨0, k′, 0|k|, cb⟩ to A1.

3. When A1 outputs b′ output b′.

Since A simulates Game 1 perfectly for A1, by AE-security of Π, we have

Pr[AE(Π,A, η) = 1] = Pr[S1] = Pr[S0] + negl(η).

We conclude that Π1 is CPA-secure.

Below we will use Π1 in conjunction with the modified computational key recovery

function to prove completeness for a class of acyclic expressions. However, we might

be concerned that we needed to start with an AE scheme to build Π1. As discussed

above, we would like a result of the form: “if CPA-secure schemes exist at all, then

coinduction is complete for CPA-secure schemes”. So far, with the given construction

we appear to have something like: “if AE-secure schemes exist at all, then coinduction

is complete for CPA-secure schemes”. While this seems like a mismatch, we note that

the existence of both AE-secure schemes and CPA-secure schemes is equivalent to

the existence of one-way functions. So our construction starting from an AE-secure

scheme indeed gives us a result of the form we are looking for.

5.1.1 Syntactically 1-Circular Expressions

An expressions E is syntactically 1-circular if the expression E ′ resulting from replac-

ing every subexpression of the form {Ki}Ki
by Ki in E is syntactically acyclic.

Example 20. Consider the following positive and negative examples for syntactic

1-circular expressions.

• The expression {|K|}K is syntactically 1-circular.

• The expression {|({|K1|}K1
, {|K2|}K2

)|}K3
is syntactically 1-circular.
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• The expression {|{|K1|}K1
|}K1

is not syntactically 1-circular.

• The expression {|(K1, K2)|}K1
is not syntactically 1-circular.

In the rest of this subsection, we show completeness of the greatest fixed point

semantics with respect to CPA secure schemes for this set of expressions.

Recall that for a monotone operator FE, S is a pre-fixed point of FE if FE(S) ⊆ S.

Lemma 21. Let E be syntactically 1-circular and E ′ be the expression obtained from

E by replacing every subexpression of the form {|Ki|}Ki
in E by Ki. If S is a pre-fixed

point for both FE and FE′, then FE(S) = FE′(S)

Proof. We will use structural induction on E.

• Base Case. Consider E = B. Then E ′ = B and FE(S) = ∅ = FE′(S).

• Base Case. Consider E = K. Then E ′ = K and FE(S) = {|K|} = FE′(S).

Assume the statement holds for syntactically 1-circular expression E1 and E2 and the

respective E ′1 and E ′2.

• Consider E = (E1, E2). Then E
′ = (E ′1, E

′
2). Since S is a pre-fixed point of FE

and FE′ , we know

FE(S) = FE1(S) ∪ FE2(S) ⊆ S

FE′(S) = FE′
1
(S) ∪ FE′

2
(S) ⊆ S

Therefore S is also a pre-fixed point of FE1 ,FE2 and FE′
1
,FE′

2
, so that

FE(S) = FE1(S) ∪ FE2(S)

= FE′
1
(S) ∪ FE′

2
(S) (by IH)

= FE′(S).

• Consider E = {|E1|}K . Then either E1 = K or not.

Case 1. If E1 = K, we have E ′ = K. Since S is pre-fixed point of FE′ ,

FE′(S) = {K} ⊆ S, and therefore

FE(S) = {K} = FE′(S).
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Case 2. If E1 ̸= K, then E ′ = {|E ′1|}K . Either K ∈ S or not.

Case 2.1. Assume K ∈ S. Then FE(S) = FE1(S) and FE′
1
(S) = FE′

1
(S).

Therefore S is a pre-fixed point of FE1 and FE′
1
(S), so that

FE(S) = FE1(S)

= FE′
1
(S) (by IH)

= FE′(S).

Case 2.2. Assume K /∈ S. Then FE(S) = ∅ = FE′(S).

After replacing every {|Ki|}Ki
in E to obtain E ′, the following property is true.

Lemma 22. Letting E be a syntactically 1-circular expression and E ′ is the corre-

sponding expression described above,

FIX(FE) = fix(FE′).

Proof. By assumption E ′ is a syntacticially acyclic, so by [41, Theorem 2], fix(FE′) =

FIX(FE′). We now proceed by induction on i to show that F i
E(Keys) = F i

E′(Keys),

to conclude that FIX(FE) = fix(FE′).

Base Case. Clearly Keys is a pre-fixed point of both FE and FE′ , so by Lemma

21, FE(Keys) = FE′(Keys).

Assume F i
E(Keys) = F i

E′(Keys). By the monotonicity of FE and FE′ and the

fact that F i
E(Keys) ⊆ Keys we have that

F i+1
E (Keys) ⊆ F i

E(Keys) and F i+1
E′ (Keys) ⊆ F i

E′(Keys).

By the induction hypothesis F i
E(Keys) = F i

E′(Keys). Therefore applying Lemma

21 we have

F i+1
E (Keys) = F i+1

E′ (Keys)

The following lemma shows Crecoverable′ corresponds to the greatest fixed point

for the limited expressions.
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Lemma 23. Let E be an arbitrary syntactically 1-circular expression and E ′ is the

expression where every subexpression of the form {|Ki|}Ki
in E is replaced with Ki,

then

Pr[Crecoverable′(e) ̸= τ [fix(FE′)]] ≤ |e|3negl(η),

where e ← τJEKΠ1, Π1 is the scheme from Construction 2 and η is the security

parameter.

Proof. We show this in two parts where first part is similar to Lemma 16 and second

part to Lemma 17.

We first show that for any E and any S ⊆ Keys(E),

Pr[C′kr(e, τ [S]) ̸= τ [FE′(S)]] ≤ |S||e|negl(η).

We will use structural induction on E. The proof of this is very similar to the proof

of Lemma 16 with the only difference being the case of E = {|E0|}K in the induction

step. We show only the case that differs.

Assume the statement holds for syntactic 1-circular expressions E0. Let E
′
0 be E0

with all subexpression {|Kj|}Kj
replaced with Kj for all j and e0 ← τJEiKΠ1 .

• Consider E = {|E0|}K . Then e = E1(τK, e0) = ⟨b, k0, x, E(k1, e0)⟩ where τK =

⟨k0, k1⟩ and E ′ = {|E0|}K . Then either E0 = K or not.

Case 1. If E1 = K, then then e1 = τK and E ′ = K. C′kr(e, τS) = τ [{K}]. The
probability that a different key symbol is evaluated to ⟨k′, x⟩ is ≤ |S|negl(η)

Pr[C′kr(e, τ [S]) ̸= τ [FE′(S)]] ≤ |S|negl(η).

Case 2. Assume E0 ̸= K. Then either K ∈ S or not.

Case 2.1. Assume K ∈ S. Then τK ∈ τ [S]. A different key symbol evaluates

to ⟨k0, x⟩ in τ [S] with probability ≤ |S|negl(η). Therefore

Pr[C′kr(⟨b, k0, x, E(k1, e0)⟩, τ [S]) ̸= τ [F{|E0|}K (S)]]

≤ 1− Pr[C′kr(⟨b, k0, x, E(k1, e0)⟩, τ [S]) = τ [F{|E0|}K (S)]]

≤ 1− ((1− |S|negl(η))(1− |S||e0|negl(η))) (By IH)

≤ |S||e|negl(η).
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Case 2.2. Assume K /∈ S. Then ⟨k0, x⟩ ∈ τ [S] with probability ≤ |S|negl(η).
Since E ′ is acyclic, this means that K is not in E0 and FE(S) = ∅. Hence

Pr[C′kr(e, τ [S]) ̸= τ [FE(S)]]

≤ |S|negl(η).

This concludes

Pr[C′kr(e, τ [S]) ̸= τ [FE′(S)]] ≤ |S||e|negl(η).

Using the inequality above and the similar induction as in proof of Lemma 17, we

achieve

Pr[Crecoverable′(e) ̸= τ [fix(FE′(E))]] ≤ |e|3negl(η).

Using Lemmas above, we are prepared to show Theorem 3. This states the com-

pleteness of Micciancio’s logic with respect to CPA security for limited expressions.

Theorem 3. Coinductive symbolic security is complete with respect to CPA security,

for the set of syntactic 1-circular expressions.

Proof. We will use similar techniques as used in Theorem 1. By Lemma 23 and

Lemma 22, for any syntactic 1-circular expression E,

Pr[Crecoverable′(e) = τ [FIX(FE)]] ≥ 1− |e|3negl(η).

Now techniques from Theorem 1 can be applied to conclude that for any two syntactic

1-circular expressions E1 and E1,

E0 ≁fix E1 =⇒ ∃Π ∈ CPA, JE0KΠ ̸≈ JE1KΠ.
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Chapter 6

An Alternate Characterization of

the GFP Semantics

While the results obtained above give some hope for more general forms of complete-

ness, we seem quite far from any concrete approach. On the other hand, it is not

really clear how we would go about proving incompleteness. In this section, we give

an alternate characterization of the GFP semantics, which might be of help in this

direction.

In particular, we show that the equivalence relation given by the greatest fixed

point semantics, ∼FIX, is the smallest equivalence relation R on patterns that satisfies

the following two properties.

1. If two patterns E and G are equivalent up to renaming, then (E,G) ∈ R.

2. If (p(E, r(E)),p(G, r(G))) ∈ R, then (E,G) ∈ R.

This suggests a possible route to showing incompleteness. Namely, if we can show

the existence of any equivalence relation satisfying these properties, which is properly

contained in CPA-equivalence, we will have incompleteness for coinduction. However,

it is not clear that this would be any easier, although we have the leeway to design

any equivalence that might work.

We now proceed with showing the alternate characterization. We begin by refining

the relation ∼FIX.

Definition 24. For two patterns E and G, E ∼i G if

p(E,F i
E(Keys)) ∼= p(G,F i

G(Keys)).
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Lemma 25. If E ∼i G, then E ∼i+1 G.

Proof. Assume E ∼i G, which means p(E,F i
E(Keys)) = σp(G,F i

G(Keys)) for some

key bijection σ. We then have

p(E,F i+1
E (Keys))

= p(E, r(p(E,F i
E(Keys))))

= p(p(E,F i
E(Keys)), r(p(E,F i

E(Keys))))

= p(σp(G,F i
G(Keys)), r(σp(G,F i

G(Keys))))

= σp(G, r(p(G,F i
G(Keys))))

= σp(G,F i+1
G (Keys))

Recall that for any monotone operator F , there exists integer j such that F j
E(Keys)) =

FIX(FE)). This gives us the following fact.

Fact 26. ∼FIX=
⋃

i ∼i.

Theorem 4. The relation ∼FIX is the smallest equivalence relation R on patterns

that satisfies:

1. ∼= ⊆ R.

2. If (p(E, r(E)),p(G, r(G))) ∈ R, then (E,G) ∈ R.

Proof. We first show that ∼FIX satisfies these two properties, then we show it’s the

smallest equivalence relation satisfying these two properties.

For Property (1), suppose E ∼= G. Then E = σG for some key bijection σ, so for

any i,

F i
E(Keys) = σF i

G(Keys),

which implies E ∼FIX G. For Property (2), let E and G be patterns such that

p(E, r(E)) ∼FIX p(G, r(G)). Since r(E) and r(G) are equal to F1
E(Keys) and

F1
G(Keys) respectively, we have that E ∼1 G, so that E ∼FIX G.

To show that ∼FIX is the smallest equivalence relation satisfying these properties,

consider an arbitrary equivalence relation R that satisfies them. Let E and G be
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expressions such that (E,G) /∈ R. By Property (1) we know that E ̸∼= G. We use

induction on i to show that

(p(E,F i
E(Keys)),p(G,F i

G(Keys))) /∈ R (6.1)

For the base case we have that

p(E,F1
E(Keys)),p(G,F1

G(Keys))

= p(E, r(E)),p(G, r(G)).

So by Property (2), (p(E, r(E)),p(G, r(G))) /∈ R.
Assume the statement holds for i. For i+ 1, by the induction hypothesis,

(p(E,F i
E(Keys)),p(G,F i

G(Keys))) /∈ R.

By Property (2), this implies that

(p(p(E,F i
E(Keys)), r(p(E,F i

E(Keys)))),

p(p(G,F i
G(Keys)), r(p(G,F i

G(Keys))))) /∈ R.

Since

p(p(E,F i
E(Keys)), r(p(E,F i

E(Keys)))) = p(E,F i+1
E (Keys))

and

p(p(G,F i
G(Keys)), r(p(G,F i

G(Keys))))) = p(G,F i+1
G (Keys))),

we have

p(E,F i+1
E (Keys)),p(G,F i+1

G (Keys))) /∈ R,

which concludes the induction. Now recall that for any expression G, FIX(FG) =

F i
G(Keys) for some i > 0, so by formula 6.1

(p(E,FIX(FE)),p(G,FIX(FG))) /∈ R.

Since R satisfies Property (1), this means Pattern(E) ̸∼= Pattern(G), so that E ≁FIX

G.
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Chapter 7

Construction of n-Circular

Insecure Encryption

We present new implications for circular (in)security. To be more precise, we show

that if an (n + 1)-circular insecure CPA secure encryption scheme exists, then a

(≤ n)-circular insecure CPA secure encryption scheme exists. This result applies to

both public key and symmetric key encryption schemes. We present the proof for

the public key setting, which, with slight modification, can serve as a proof in the

symmetric key setting.

The proof uses a circular insecure encryption scheme as a black-box to construct

another encryption scheme. In Construction 3, we present a construction that does

not preserve the message space of the initial encryption scheme. In Construction

4, we construct an encryption scheme that preserves the message space of the base

encryption scheme if the message space of the base scheme consists of only one bit.

The techniques used in Construction 4 can be modified to preserve message spaces

for various base schemes. The motivation for these two specific constructions is that

Construction 3 is very intuitive, and a single-bit message space is frequently considered

in the study of circular security.

Intuitively, the idea is to use an n + 1-circular insecure encryption scheme Π to

create an encryption scheme Π′ so that a key of Π′ consists of multiple keys in Π.

This is done in a way so that from any length ℓ encryption cycle where 0 < ℓ < n+1

of Π′, we can extract an encryption cycle with length n + 1 of Π. We demonstrate

this intuition by considering an encryption scheme Π with the following length 2
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encryption cycle,

E(pk0, sk1), E(pk1, sk0).

We define a function f with two parameters in the following way:

f((φ0, φ1, s), ψ) = (E(φ1, ψ), s).

Let f be the encryption function for a scheme Π′ where a public and a secret key

takes the form (pk0, pk1, E(pk0, sk1)) and sk0 respecitvley. We observe that we can

find a length 2 encryption cycle of Π in a length 1 cycle of Π′:

f((pk0, pk1, E(pk0, sk1)), sk0) = (E(pk1, sk0), E(pk0, sk1)).

7.1 Construction of n-Circular Insecure Encryp-

tion

We show how to construct a CPA secure (≤ n)-circular insecure public key encryption

from a CPA secure (n+ 1)-circular insecure public key encryption. We present Con-

striction 3 in this section, which does not preserve message space. Our Construction

4, which preserves the message space of the bit encryption scheme will be presented

in Section 7.3.

Construction 3. Given a CPA secure (n+1)-circular insecure public key encryption

scheme Π = (G, E ,D). We obtain Π′ = (G ′, E ′,D′) as follows:

Π′ :

• G ′(1η) : Compute

(pk[0], sk[0])← G(1η), . . . , (pk[n], sk[n])← G(1η).

Compute s← E(pk[0], sk[n]). For 3 ≤ i ≤ n compute h[i]← E(pk[i], sk[i−
1]). Return public key

pk = pk[0], . . . , pk[n], s, h[n], h[n− 1], . . . , h[3].
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and secret key

sk = sk[0], . . . , sk[n− 1].

We note that when n < 3, the public key has nothing after s.

• E ′(pk,m) : Parse pk to

pk[0], . . . , pk[n], s, h[n], . . . , h[3].

If |m| ≠ |sk|, compute c← E(pk[1],m) and return

⟨0, c⟩.

Otherwise, parse m to m[0], . . . ,m[n− 1] where |m[i]| = |sk[i]| for 0 ≤ i ≤
n− 1. For 0 ≤ i ≤ n− 1 compute c[i]← E(pk[i+ 1],m[i]), return

⟨1, c[0], . . . , c[n− 1], s⟩.

• D′(sk, c) : Parse sk to

sk[0], . . . , sk[n− 1].

If c = ⟨0, c′⟩, return D(sk[1], c). Else parse c into ⟨1, c[0], . . . , c[n − 1], s⟩,
compute sk[n]← D(sk[0], s) and return

D(sk[1], c[0]) ∥ . . . ∥ D(sk[n], c[n− 1]).

One can observe that if all functions of Π are efficiently computable, so are the

functions of Π′. Similarly, one can observe that if Π is correct, then so is Π′.

Remark 27. We can delete the terms h[. . .] to achieve an (n + 1)-circular insecu-

rity to n-circular insecurity construction. Such a construction has reduced key size,

and although the theoretical implications of our result are unchanged, it raised con-

cerns about the key size blowup of going from (n+1)-circular insecurity to 1-circular

insecurity.

We provide the Figures 7.1 and 7.2 to visually represent how a length 3 encryption

cycle of Π can be found in a length 1 and length 2 encryption cycle of Π′ when

n = 2. These examples are given in detail in Appendix A.4. These examples aim
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to demonstrate the intuition behind Construction 3. Although the terms h[. . .] are

not used in this example, they are used in the example of Section 7.2.1, where we set

n = 3. The goal of the Section 7.2.1 is to illustrate the method that we use in the

proof of Lemma 28.

Figure 7.1 visually represents how to spot a length 3 cycle of Π in a length 1 cycle

of Π′, which is E ′(pk, sk) for any (pk, sk) ← G ′(1η). We interpret this graph by first

observing that

E ′(pk, sk) = ⟨1, E(pk[1], sk[0]), E(pk[2], sk[1]), s⟩ and s = E(pk[0], sk[2]).

where pk = pk[0], pk[1], pk[2], s and sk = sk[0], sk[1]. We will separate each element

of this tuple with boxes. Then, following the directed arrows in the figure, each

ciphertext is an encryption of the secret key corresponding to the public key used to

make the next ciphertext.

Figure 7.1: 3-cycle of Π in 1-cycle of Π′

⟨1, E(pk[1], sk[0]), E(pk[2], sk[1]) s = E(pk[0], sk[2])⟩

Figure 7.2 visually represents how to spot a length 3 cycle of Π in a length 2 cycle of

Π′, which is E ′(pk0, sk1), E ′(pk1, sk0) given (pk0, sk0)← G ′(1η) and (pk1, sk1)← G ′(1η).
In the figure, we have

E ′(pk0, sk1) = ⟨1, E(pk0[1], sk1[0]), E(pk0[2], sk1[1]), s0⟩ and s0 = E(pk0[0], sk0[2])

at the top row and

E ′(pk1, sk0) = ⟨1, E(pk1[1], sk0[0]), E(pk1[2], sk0[1]), s1⟩ and s1 = E(pk1[0], sk1[2])

at the bottom row where for i ∈ {0, 1}, pki = pki[0], pki[1], pki[2], si and ski =

ski[0], ski[1]. Each tuple has its elements separated by boxes. Following the directed

arrows, we have a length 3 encryption cycle of Π.
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Figure 7.2: 3-cycle of Π in 2-cycle of Π′

⟨1, E(pk0[1], sk1[0]), E(pk0[2], sk1[1]) s0 = E(pk0[0], sk0[2])⟩

⟨1, E(pk1[1], sk0[0]), E(pk1[2], sk0[1]) s1 = E(pk1[0], sk1[2])⟩

It may be noted that the cycle following the directed edge is not the only way to

extract a length 3 encryption cycle of Π from the ciphertexts above.

Theorem 5. If a CPA secure (n+1)-circular insecure public key encryption scheme

Π exists, then Π′ is a CPA secure and (≤ n)-circular insecure encryption scheme.

The following section shows this theorem via Lemma 28 and Lemma 32.

7.2 Analysis of Construction 3

This section will show that if Π is (n+ 1)-circular insecure and CPA secure, then Π′

is (≤ n)-circular insecure and CPA secure.

We show Π′ is (≤ n)-circular insecure by showing a way to find a length n + 1

encryption cycle of Π in a length ℓ encryption cycle of Π′, where 1 ≤ ℓ ≤ n. The

proof of this is contained in Section 7.2.2, where we index the terms of the public

keys and ciphertexts and show a way to find the length n+ 1 encryption cycle of Π.

We provide an example in Section 7.2.1 that follows such an indexing method.

The proof of CPA security of Π′ is presented in Section 7.2.3. We will use a

sequence of games to show that the advantage of an adversary winning the CPA

game against Π′ is identical to that of an adversary winning the CPA game against

Π except with negligible probability.

7.2.1 Circular Insecurity Example

In the following example, we consider the case where n = 3. We give an example of

how to extract a length 4 encryption cycle of Π in a length 2 encryption cycle of Π′,

following the method presented in the proof of Lemma 28. Let pk0, sk0 ← G ′(1η) and
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pk1, sk1 ← G ′(1η). For i ∈ {0, 1}, we have

pki = pki[0], pki[1], pki[2], pki[3], si, hi[3]

and

ski = ski[0], ski[1], ski[2].

Given the ciphertexts c0 = E ′(pk0, sk1) and c[1] = E ′(pk1, sk0) and the public keys pk0

and pk1. For i ∈ {0, 1}, let

ci = ⟨1, ci[0], ci[1], ci[2], si⟩.

Let ℓ = 2 and n = 3. We can extract the following keys in the order described:

1. pkℓ−1[0], which is pk1[0].

2. For ℓ+ 1 ≤ i ≤ n in desceinding order, pkℓ−1[i]. Which is pk1[3].

3. For 0 ≤ j ≤ ℓ − 1 in ascending order, pk(ℓ+j−1) mod ℓ[ℓ − j]. Which are pk1[2],

and pk0[1].

So the keys we have extracted are pk1[0], pk1[3], pk1[2], pk0[1], which are 4 keys of Π.

We can also extract the following ciphertexts:

1. sℓ−1, which is s1

2. For ℓ+ 1 ≤ i ≤ n in descending order, hℓ−1[i]. Which is h1[3].

3. For 0 ≤ j ≤ ℓ − 1 in ascending order, c(ℓ+j−1) mod ℓ[ℓ − j − 1]. Which are c1[1]

and c0[0].

We observe that the ciphertexts extracted are the following, which form a length 4

encryption cycle of Π with the 4 keys extracted.

s1 ← E(pk1[0], sk1[3])

h1[3]← E(pk1[3], pk1[2])

c1[1]← E(pk1[2], sk0[1])

c0[0]← E(pk0[1], sk1[0]).
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7.2.2 Circular Insecurity

Lemma 28. If Π is (n + 1)-circular insecure and CPA secure, then Π′ is (≤ n)-

circular insecure.

Proof. Let Π be (n + 1)-circular insecure and CPA secure. Then, there exists an

adversary A such that

Pr[CIRCA,Π(n+ 1, η) = 1] ≥ 1

2
+ ϵ(η).

Consider an arbitrary ℓ ∈ {1, . . . , n}. We can define an adversary A′ℓ as follows.

A′ℓ:

1. Receive η and pk0, . . . , pkℓ−1 where for 0 ≤ x ≤ ℓ− 1

pkx = pkx[0], . . . , pkx[n], sx, hx[n], . . . , hx[3].

Send the following keys to A in the order described:

(a) pkℓ−1[0]

(b) for ℓ+ 1 ≤ i ≤ n in descending order, pkℓ−1[i]

(c) for 0 ≤ j ≤ ℓ− 1 in ascending order, pk(ℓ+j−1) mod ℓ[ℓ− j].

2. Receive cb0, . . . , c
b
ℓ−1 where for 0 ≤ x ≤ ℓ− 1

cbx = ⟨1, cbx[0], . . . , cbx[n− 1], sx⟩.

Send the following ciphertexts to A in the order described:

(a) sℓ−1

(b) for ℓ+ 1 ≤ i ≤ n in descending order, hℓ−1[i]

(c) for 0 ≤ j ≤ ℓ− 1 in ascending order, cb(ℓ+j−1) mod ℓ[ℓ− j − 1].

3. When A outputs b′, output b′.

When b = 1, we observe that

sℓ−1 ← E(pkℓ−1[0], skℓ−1[n])



47

For ℓ+ 1 ≤ i ≤ n, (descending)

hℓ−1[i]← E(pkℓ−1[i], skℓ−1[i− 1])

For 0 ≤ j ≤ ℓ− 1, (ascending)

c1(ℓ+j−1) mod ℓ[ℓ− j − 1]← E(pk(ℓ+j−1) mod ℓ[ℓ− j], skℓ+j mod ℓ[ℓ− j − 1])

which is a n + 1 encryption cycle of Π, which means A′ℓ simulates CIRCA,Π(n + 1, η)

when the internal coin of CIRCA,Π(n+ 1, η) is 1.

When b = 0, we observe that

sℓ−1 ← E(pkℓ−1[0], skℓ−1[n])

For ℓ+ 1 ≤ i ≤ n, (descending)

hℓ−1[i]← E(pkℓ−1[i], skℓ−[i− 1])

For 0 ≤ j ≤ ℓ− 1, (ascending)

c0(ℓ+j−1) mod ℓ[ℓ− j − 1]← E(pk(ℓ+j−1) mod ℓ[ℓ− j], 0|sk0[0]|)

and by Lemma 15, this simulates CIRCA,Π(n+1, η) when the internal coin of CIRCA,Π(n+

1, η) is 0 except with negligible probability.

This implies that if ϵ(η) is not negligible, then Π′ is not ℓ-circular secure. Therefore

we conclude if Π is (n+1)-circular insecure and CPA secure, then Π′ is (≤ n)-circular

secure.

7.2.3 CPA security

Let Π be a CPA secure public key encryption scheme. We show Π′ obtained from Π

via Construction 3 is a CPA secure public key encryption scheme via a sequence of

games [50].

Without loss of generality, we fix an efficient adversary A′ to play in CPAA′,Π′(η).

Game 0. This is just the game CPAA′,Π′(η) with each step stated explicitly.

1. (pk[0], sk[0])← G(1η), . . . , (pk[n], sk[n])← G(1η).
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Compute s ← E(pk[0], sk[n]), for 3 ≤ i ≤ n compute h[i] ← E(pk[i], sk[i −
1]).

Give η and pk[0], . . . , pk[n], s, h[n], . . . , h[3] to A′.

2. b← $ {0, 1}

3. (m0,m1)← A′.

4. If mb ̸= |sk[0], . . . , sk[n− 1]|, then compute cb ← ⟨0, E(pk[1],mb)⟩.
Otherwise,

(a) Parse mb into mb[0], . . . ,mb[n− 1].

(b) For 0 ≤ i ≤ n− 1, compute cb[i]← E(pk[i+ 1],mb[i]).

Return cb = ⟨1, cb[0], . . . , cb[n− 1], s⟩ to A′.

5. A′ outputs b′. The experiment outputs 1 if b = b′, 0 otherwise.

Let S0 denote the event that Game 0. results in 1.

Game 1. Here, we modify how the public key is generated in step 1 of Game 0.

Specically, we change how s and h[n], . . . , h[3] are computed in Game 1. Instead

of encrypting sk[n], . . . , sk[2], they will encrypt strings zeros.

1. (pk[0], sk[0])← G(1η), . . . , (pk[n], sk[n])← G(1η).
Compute s← E(pk[0], 0|sk[n]|), for 3 ≤ i ≤ n compute h[i]← E(pk[i], 0|sk[i−1]|).
Give η and pk[0], . . . , pk[n], s, h[n], . . . , h[3] to A′.

Let S1 denote the event that the result of Game 1. is 1.

Claim 29. For some negligible function negl,

|Pr[S0]− Pr[S1]| ≤ negl(η).

Proof. We show this by applying Lemma 15. We define an adversary A that plays

ZEROA,Π(n+ 1, 2, η) as follows.

A:

1. Receive η, pk0, . . . , pkn and cb0, . . . , c
b
n.

2. Send the following to A′ in the order described. A then sends the following

in the order described to A′:
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(a) For 1 ≤ i ≤ n+ 1 in descending order, pki+1 mod (n+1)

(b) For 1 ≤ i ≤ n− 1 in ascending order, cbi .

What is being send above, depending on coin b, creates the public key,

“pk[0], . . . , pk[n], s, h[n], . . . , h[3]”, of either Game 0. or of Game 1.

3. Flip a coin d.

4. When A′ queries two equal length challenge messages, m0,m1, if |md| ̸=
n|sk0|, compute cd ← E(pk1,md) and send ⟨0, cd⟩ to A′.
Otherwise parse md to md[0], . . . ,md[n − 1], and for 0 ≤ i ≤ n − 1 in

ascending order compute

cd[i]← E(pkn+1−i,m
d[i]).

Send ⟨1, cd[i], . . . , cd[n− 1], cb1⟩ to A′.

5. When A′ outputs d′, A outputs 1 if d = d′, output 0 otherwise.

Since each pki is generated by G of Π. We observe that in step 2 of the experiment,

A′ receives the following from A:

• If b = 1:

pk1, pk0, pkn, . . . , pk3, pk2, E(pk1, sk2), E(pk2, sk3), . . . , E(pkn−1, skn).

Which is identical to what is sent to A′ in step 1 of Game 0.

• If b = 0:

pk1, pk0, pkn, . . . , pk3, pk2, E(pk1, 0|sk|), E(pk2, 0|sk|), . . . , E(pkn−1, 0|sk|).

Which is identical to what is sent to A′ in step 1 of Game 1.

Therefore A simulates Game 0. when b = 1 and A simulates Game 1. when b = 0.

This means when b = 1 A wins if A′ loses, and when b = 0 A wins if A′ wins. These
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are the events ¬S0 and S1 respectively. Therefore, we have the following.

Pr[ZEROA,Π(n, 2, η) = 1] =
1

2
Pr[¬S0] +

1

2
Pr[S1]

=
1

2
(1 + Pr[S1]− Pr[S0])

=
1

2
+

1

2
(Pr[S1]− Pr[S0]) .

Therefore if |Pr[S0] − Pr[S1]| is not negligible, then by Lemma 15, Π is not CPA

secure.

Now, we define a series of games. The exact number of games depends on the

cycle length n in the construction. This n does not depend on the security parameter

η. We index a game in this series as Game 2.j for j ≥ 0.

Game 2.j We let Game 2.0 be Game 1. In Game 2.j for j > 0, we modify how the

query is answered in step 4 of Game 2.(j − 1).

4. If mb ̸= |sk[0], . . . , sk[n− 1]|, then compute cb ← ⟨0, E(pk[1],mb)⟩.
Otherwise,

(a) Parse mb into mb[0], . . . ,mb[n− 1].

(b) For 0 ≤ i ≤ n− j − 1, compute cb[i]← E(pk[i+ 1],mb[i]).

(c) For n− j ≤ i ≤ n− 1, compute cb[i]← E(pk[i+ 1], 0|sk[0]|).

Return cb = ⟨1, cb[0], . . . , cb[n− 1]⟩ to A′.

For 0 ≤ j, we let S2.j denote the event that Game 2.j. results in 1.

Claim 30. For some negligible funciton negl,

|Pr[S2.j]− Pr[S2.(j+1)]| ≤ negl(η).

Proof. We defined an adversary A to play CPAA,Π(η) as follows.

A:

1. Receive η and pk. Label this pk as pkn−j.

2. For i ∈ {0, . . . , n} \ {n− j}, compute pki, ski ← G(1η). Compute s ←
E(pk0, 0|sk0|). For 3 ≤ i ≤ n, compute h[i]← E(pki, 0|sk0|). Send

pk0, . . . , pkn, s, h[n], . . . , h[3]
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to A′.

3. Flip a coin d.

4. When A receive two equal length challenge messages m0,m1 from A′, if
|md| ≠ n·|sk0|, compute cd ← E(pk[1], cd) and send ⟨0, cd⟩ toA′. Else create
and query challenge messages m′0 = md[n − (j + 1)] and m′1 = 0|md[0]| to

receive cb[n − (j + 1)] ← E(pkn−j,m′b). For i ∈ {0, n− 1} \ {n− (j + 1)}
compute

cd[i] =

E(pk[i+ 1],m[i]) if i ≤ n− (j + 1)

E(pk[i+ 1], 0|m[i]|) otherwise.

Send ⟨1, cd[0], cd[1], . . . , cd[n− 1], s⟩ to A′.

5. When A′ outputs d′, A outputs 1 if d = d′, output 0 otherwise.

When b = 0, A simulates Game 2.j, and when b = 1, A simulates Game 2.(j + 1)

when the internal coin is d. Therefore when b = 0, A wins if d ̸= d′, which is the

probability that A′ fails in Game 2.j. When b = 1, A wins if A′ wins in Game

2.(j + 1). This gives us the following:

CPAA,Π(η) =
1

2
Pr[¬S2.j] +

1

2
Pr[S2.(j+1)]

=
1

2
(1 + Pr[S2.(j+1)]− Pr[S2.j]).

Therefore, if |Pr[S2.j]− Pr[S2.(j+1)]| is not negligible, then Π is not CPA secure.

Now we show that A′ can only win Game 2.n with negligible probability. This is

because the game 2.n is essentially just a CPA game with Π.

Claim 31. For some negligible function negl,

Pr[Sn] ≤
1

2
+ negl(η).

Proof. Notice that in Game 2.n, when the lengths of the challenge messages are not

equal to n|sk0|, then encryptions of zero are returned regardless of the coin of the

game. When A queries challenge messages on other lengths, it receives a ciphertext

encrypted by public key pk1. Further, in Game 2.n, the key pk1 is never used as the

message of any ciphertext, which means Game 2.n can be simulated by any adversary
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with a CPA oracle in a CPA game against Π. Therefore, if Π is CPA secure, then

Pr[Sn] ≤
1

2
+ negl(η).

Lemma 32. If Π is CPA secure, then Π′ is CPA secure.

Proof. This is shown via the sequence of games above. Assume Π is CPA secure. Let

negl0(η) denote the difference beween Pr[S0] and Pr[S1]. Let negli+1(η) denote the

difference between Pr[S2.i] and Pr[S2.(i+1)]. Let negln+1 denote the advatange of A′

in CPA against Π. Then we have

CPAA′,Π′(η) = Pr[S0] ≤ Pr[S2.0] + negl0(η)

≤ Pr[S2.1] +
∑

i∈{0,1}

negli(η)

...

≤ Pr[S2.n] +
∑

i∈{0,...,n}

negli(η)

≤ 1

2
+

∑
i∈{0,...,n+1}

negli(η).

This concludes that Π′ is CPA secure.
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7.3 Bit Encryption Construction

In this section, we present a construction that preserves the message space of a base

scheme. Construction 4 differs from Construction 3 in the encryption and decryption

functions. In Construction 4, we are always expecting the message to have length 1,

and we will create n ciphertexts using n of the n+ 1 public keys.

Construction 4. Given a CPA secure (n + 1)-circular insecure public key bit en-

cryption scheme Π = (G, E ,D). We obtain Πbit = (Gbit, Ebit,Dbit) as follows.

Πbit:

• Gbit: Compute

(pk[0], sk[0])← G(1η), . . . (pk[n], sk[n])← G(1η).

Compute s ← E(pk[0], sk[n]) (one bit at a time). For 3 ≤ i ≤ n compute

h[i]← E(pk[i], sk[i− 1]) (one bit at a time). Return public key

pk = pk[0], . . . , pk[n], s, h[n], h[n− 1], . . . , h[3].

and secret key

sk = sk[0], . . . , sk[n− 1].

• Ebit(pk,m): Note that m ∈ {0, 1}. Parse pk to

pk[0], . . . , pk[n], s, h[n], . . . , h[3].

For 0 ≤ i ≤ n − 1. For 0 ≤ i ≤ n − 1 compute c[i] ← E(pk[i + 1],m),

return

c[0], . . . , c[n− 1]

• Dbit(sk, c) : Parse c into c[0], . . . , c[n− 1], return

D(sk[1], c[0]).

Construction 4’s proof of CPA security is similar to that of Construction 3. We

can repeat the sequence of games from Section 7.2.3 with some modifications. In each

encryption, instead of parsing m to n strings each of length |sk[0]|, we will encrypt
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the message bit m with n ‘sub’-public keys. In modified Game 2.n, any key used to

encrypt a message does not appear as a message anywhere, and this game is similar

to a multiple-key CPA game. A multiple-key CPA game, as its name suggests, is a

game played with multiple keys, each encrypting the same challenge message. 1 It

can be easily observed that an encryption scheme is CPA secure if and only if such a

scheme is multiple-key CPA secure.

Before we proceed to show that the encryption scheme is (≤ n)-circular insecure,

we provide an example.

Example 33. In this simplified example, we assume n = 2, and the secret key of the

base scheme Π has length 2. A length 1 encryption cycle of Πbit with (pk0, sk0) ←
Gbit(η) is the following

Ebit(pk0, sk0)

= Ebit(pk0, sk0[0][0]), Ebit(pk0, sk0[0][1]), Ebit(pk0, sk0[1][0]), Ebit(pk0, sk0[1][1])

= E(pk0[1], sk0[0][0]), E(pk0[2], sk0[0][0]), E(pk0[1], sk0[0][1]), E(pk0[2], sk0[0][1]),

E(pk0[1], sk0[1][0]), E(pk0[2], sk0[1][0]), E(pk0[1], sk0[1][1]), E(pk0[2], sk0[1][1]),

where pk0 = pk0[0], pk0[1], pk0[2], s0 and sk0 = sk0[0], sk0[1]. For i, j ∈ {0, 1}, sk0[i][j]
denotes the jth bit of sk0[i]. Note that in this example, we assume |sk0[i]| = 2. The

reason for the expansions above is because Πbit and Π are both bit encryptions, which

encrypt messages with lengths longer than 1 bit by bit. If we extract just the underlined

terms, we have

E(pk0[2], sk0[0][0]), E(pk0[2], sk0[0][1]) = E(pk0[2])(sk0[0]).

It can be observed that s0 ← E(pk[0], sk[2]). Combining the underlined terms with s

we have E(pk[2], sk[0]), E(pk[0], sk[2]) which is a length 2 circular expression of Π.

Now, to show this scheme is (≤ n)-circular insecure. We remind the readers that

for bit encryption, when we say E(k,m) for |m| > 1, we mean encrypting each bit

of m in the order they appear in m, each time with fresh randomness. Consider an

arbitrary ℓ ∈ {1, . . . , n}. Given (pk0, sk0) ← Gbit(1η), . . . , (pkℓ, skℓ) ← Gbit(1η), for
1We provide a definition of multiple-key CPA in Appendix A.3.
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0 ≤ i < ℓ let

cbi ←

Ebit(pki, ski+1 mod ℓ) if b = 1

Ebit(pki, 0|sk0|) otherwise.

To keep the notation tidy, let p = |sk0[0]|.
An adversary Abit

ℓ in the game CIRCAbit,Πbit(ℓ, η) after receiving cb0, . . . , c
b
ℓ−1 can do

the following. First for 0 ≤ i < ℓ, parse cbi into

cbi [0], . . . , c
b
i [n− 1],

where cbi [j] for 0 ≤ j ≤ n − 1 is sampled from Ebit(pki,mb) where m1 = ski+1 mod ℓ[j]

and m0 = 0p.

For 0 ≤ j ≤ n− 1, cbi [j] can be parsed into

cbi [j][0], c
b
i [j][1], . . . , c

b
i [j][p− 1]

where for 0 ≤ x ≤ p, cbi [j][x] is samples from Ebit(pki,m′b) where m′1 = ski+1 mod ℓ[j][x]

(the xth bit of ski+1 mod ℓ[j]) and m
′
0 = 0.

For 0 ≤ x ≤ p− 1, cbi [j][x] can be parsed to

cbi [j][x][0], . . . , c
b
i [j][x][n− 1]

where for 0 ≤ y ≤ n − 1, cbi [i][x][y] is sampled from E(pki[y + 1],m′′b ) where m′′1 =

ski+1 mod ℓ[j][x] and m
′′
0 = 0.

Remark 34. Putting what we have just described into Example 33, we have

c10 ← Ebit(pk0, sk0)

c10[0]← Ebit(pk0, sk0[0])

c10[1]← Ebit(pk0, sk0[1])

c10[0][0]← Ebit(pk0, sk0[0][0]) = E(pk0[1], sk0[0][0]), E(pk0[2], sk0[0][0])

c10[0][1]← Ebit(pk0, sk0[0][1]) = E(pk0[1], sk0[0][1]), E(pk0[2], sk0[0][1])

c10[0][0][1]← E(pk0[2], sk0[0][0])

c10[0][1][1]← E(pk0[2], sk0[0][1])
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The underlined terms correspond to the underlined terms in Example 33.

Now that the ciphertext has been parsed, the adversary can extract the following

in the order described:

1. sℓ−1

2. for ℓ+ 1 ≤ i ≤ n in descending order hℓ−1[i]

3. for 0 ≤ j ≤ ℓ− 1 in ascending order:

(a) for 0 ≤ x ≤ p− 1 in ascending order: cb(ℓ+j−1) mod ℓ[ℓ− j − 1][x][ℓ− j − 1].

Since

cb(ℓ+j−1) mod ℓ[ℓ− j − 1][0][ℓ− j − 1], . . . , cb(ℓ+j−1) mod ℓ[ℓ− j − 1][p− 1][ℓ− j − 1]

← E(pk(ℓ+j−1) mod i[ℓ− j], sk(ℓ+j) mod ℓ[ℓ− j − 1][0]),

...

E(pk(ℓ+j−1) mod i[ℓ− j], sk(ℓ+j) mod ℓ[ℓ− j − 1][p− 1])

= E(pk(ℓ+j−1) mod i[ℓ− j], sk(ℓ+j) mod ℓ[ℓ− j − 1]).

The ciphertexts that the adversary has extracted when b = 1 are sampled from:

1. sℓ1 ← E(pkℓ[0], skℓ[n])

2. for ℓ+ 1 ≤ i < n in descending order, hℓ−1[i]← E(pkℓ−1[i], skℓ−1[i− 1])

3. for 0 ≤ j ≤ ℓ− 1 in ascending order,

c1(ℓ+j−1) mod ℓ[ℓ−1−j][0, . . . , p−1][ℓ−j−1]← E(pk(ℓ+j−1) mod i[ℓ−j], sk(ℓ+1) mod ℓ[ℓ−j−1]).

which is a n+ 1-cycle with the following keys in Π,

1. pkℓ−1[0], skℓ−1[0]

2. for ℓ+ ≤ i < n, pkℓ−1[i], skℓ−1[i]

3. for 0 ≤ j ≤ ℓ− 1, pk(ℓ+j−1) mod ℓ[ℓ− j], sk(ℓ+j−1) mod ℓ[ℓ− j].

And in the event where b = 0, the ciphertexts extracted by Abit are indistinguishable

from encryptions of zeros since it is only “almost a cycle” as in Lemma 15.
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7.3.1 Arbitrary Message Space

To modify an (n + 1)-circular insecure encryption scheme Π with message length β

using Construction 4 and preserve the same message space, we first define a scheme

Π̄ where each key is padded with extra bits at the end so that the length of a key

in Π̄ is divisible by β. This step depends on how the encryption function of the

base scheme pads the plaintext when it is shorter than its message space. Now, with

the appropriate changes for calls to the encryption function of the base scheme, by

encrypting β bits at a time using the same n keys as the bit version, Construction 4

is ready to be used.

7.4 Symmetric Encryption Scheme

This section discusses how to modify the constructions to work in the symmetric key

setting. There are three changes to be made. The first change is to handle the fact

that the public key is the secret key. The key generation function outputs all n + 1

base secret keys. The terms s and h[. . .] are no longer computed by the key generation

function; now they will be computed by the encryption function. The second change

requires the encryption function to perform the computations of s and h[n], . . . h[3] and

append the results as part of the ciphertext. i.e., each time the encryption function

computes s← E(sk[0], sk[n]), h[n]← E(sk[n], sk[n− 1]), . . . , h[3]← E(sk[3], sk[2]) and
appends these ciphertexts at the end of the ciphertext of the message. The third is,

if using Construction 3, during encryption, when expecting a message of the same

length as the key, the function needs to perform an extra encryption to accommodate

the new n-th key (zero-indexing). This encryption can be performed using sub-key

sk[1].

We show what Construction 3 would look like in the symmetric key setting. Let

Π = (G, E ,D) by a CPA secure and (n + 1)-circular insecure. We can define Πsym =

(Gsym, E sym, E sym).

• Gsym(1η): sk[0]← G(1η), . . . , sk[n]← G(1η). Return sksym = sk[0], . . . , sk[n].

• E sym(sksym,m): if |m| ̸= |sksym|, then return ⟨0, E(sk[1],m)⟩. Else, parse m to

m[0], . . . ,m[n]. Let s, h[n], . . . , h[3] be E(sk[0], sk[n]), E(sk[n], sk[n−1]), . . . , E(sk[3], sk[2]).
Return ⟨1, E(sk[1],m[0]), . . . , E(sk[n],m[n− 1]), E(sk[1],m[n]), s, h[n], . . . , h[3]⟩.
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• Dsym(sksym, ⟨d, c′⟩): if d = 0, return D(sk[1],m). Else pase c′ to c[0], . . . , c[n], s,

h[n], . . . , h[3]. Return

D(sk[1], c[0])∥D(sk[2], c[1])∥ . . . ∥D(sk[n], c[n− 1])∥D(sk[1], c[n]]).

The proof of security is not too different from the public key setting. The only

difference is in Game 2.1, we are replacing both c[0] and c[n] with encryptions of

zeros. To show the probability that Game 2.1 results in 1 is close to the probability

that Game 2.0 or Game 2.2 result in 1, we can reduce the difference between the

probabilities into the advantage of an adversary winning left-right oracle game 2

against the base encryption scheme Π. It is well known that an encryption scheme is

LR-oracle secure if and only if it is CPA secure.

2See LR-oracle experiment in [31].
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Chapter 8

Conclusion and Future Work

In this thesis, we have shown that Abadi-Rogaway logic is complete with respect to

KDM security in Chapter 4, and Micciancio’s logic is complete for more than just

acyclic expressions in Chapter 5. Further, we characterized the equivalence relation in

Micciancio’s logic in Chapter 6 and discovered new implications for circular insecurity

in Chapter 7.

Combining our results with prior results, we know Abadi-Rogaway logic is sound

and complete with respect to KDM. This provides security guarantees when designing

programs/protocols symbolically with KDM primitives. Unfortunately, it is uncertain

if such convenience exists for Miccciancio’s logic since its completeness with respect

to CPA is not proven. However, our results bring us a step closer to this goal.

Although our results make progress towards finding a completeness for Miccian-

cio’s logic, the problem remains open. It would provide interesting theoretical impli-

cations if completeness is proved or disproved in the future.
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Appendix A

Additional Information

A.1 Circular Counter-Example

Consider the following expressions to demonstrate that we need circular counter-

examples for many different lengths.

E0 = {|{|K0|}K0
|}K1

, {|K1|}K2
, {|K2|}K3

, {|K3|}K2

E0 = {|{|K4|}K0
|}K1

, {|K1|}K2
, {|K2|}K3

, {|K3|}K2

where each Ki, i ∈ {0, . . . , 4} is unique. We can observe that E0 ̸∼FIX E1.

Let Π be a CPA secure encryption scheme. If Π is only 1-circular insecure or only

2-circular insecure, it is not sufficient for the evaluations of these two expressions to

be distinguishable.

However, if for some CPA-secure encryption scheme Π3, there is an adversary that

can recover a secret key from a length 3 cycle of Π3, then we can define an encryption

scheme Π(3) and adversary A(3) such that it can distinguish JE0KΠ(3) from JE1KΠ(3) .

A.2 Folklore Constructions for Length 1 Cycle

Let Π = (G, E ,D) be a CPA/CCA-secure encryption scheme. Let f be an independent

one-way function.

We present folklore constructions in the public key setting, which can be modified

minimally to work in the symmetric key setting. We assume Π’s message space is

equal to its key space. When the message space is larger, we can pad the secret key



67

with random bits to achieve the same space. Our presentation may differ from the

presentations of others. Still, the core idea of the folklore construction is using a base

scheme as a black box to construct a new scheme so that the new encryption function

“checks” if the message is the secret key to the public key.

We can build an 1-circular secure encryption scheme Π1-sec = (G1-sec, E1-sec,D1-sec)

from Π as follows:

• G1-sec(1η): (pk0, sk0)← G(1η), (pk1, sk1)← G(1η).
Let pk1-sec = (f(sk1), pk0) and sk1-sec = (sk0, sk1).

Return pk1-sec and sk1-sec.

• E1-sec(pk1-sec,m): Parse pk1-sec to (f(sk1), pk0).

If f(m) = f(sk1), return (E(pk0, 1), E(pk, r)) where r ← $ {0, 1}|m|.
Otherwise, return (E(0), E(pk0,m)).

• D1-sec(sk1-sec, c): Parse c to (c0, c1) and sk1-sec to (sk0, sk1)

If D(sk0, c0) = 1, return (sk0, sk1).

Otherwise, return D(sk0, c1).

This encryption scheme has only overwhelming correctness instead of full correctness.

To create a 1-circular insecure encryption, we can create Π1-ins = (G1-ins, E1-ins,D1-ins):

• G1-ins(1η): (pk0, sk0)← G(1η), (pk1, sk1)← G(1η).
Let pk1-ins = (f(sk1), pk0) and sk1-ins = (sk0, sk1).

Return pk1-ins and sk1-ins.

• E1-ins(pk1-ins,m): Parse pk1-ins to (f(sk1), pk0).

If f(m) = f(sk1), return (1, E(pk0,m)).

Otherwise, return (0, E(pk0,m)).

• D1-ins(sk1-ins, c): Parse c to (b, c′) and sk1-ins to (sk0, sk1)

Return D(sk0, c′).

A.3 Multiple-Key CPA security

In the following, we assume n is a non-zero polynomial of η.

Definition 35 (Multiple-Key CPA). Let Π = (G, E ,D) be a public key encryption

scheme. The n-key CPA experiment for Π and adversary A denoted by multi-CPAA,Π(η, n)

is defined as follows:
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multi-CPAA,Π(η, n) :

1. (pk0, sk0)← G(1η), . . . , (pkn−1, skn−1)← G(1η). Give η and pk0, . . . , pkn to

A.

2. b← $ {0, 1}.

3. A outputs two equal length challenge messages m0,m1.

4. Compute cbi ← E(pki,mb) for i ∈ {0, . . . , n− 1} and return cb0, . . . , c
b
n−1 to

A.

5. A outputs b′ and the experiment results in 1 if b = b′, 0 otherwise.

We say Π is n-key CPA secure if for every PPT adversary A,

Pr[multi-CPAA,Π(η, n) = 1] ≤ 1

2
+ negl(η).

A.4 Details Figure 2 and 3

Consider n = 2. Let Π be a 3-circular insecure and CPA secure public key encryption

scheme, and suppose Π′ is constructed from Π via Construction 3. We can show that

Π′ is both 1-circular insecure and 2-circular insecure.

Fix a security parameter η. Consider some adversary A such that

Pr[CIRCA,Π(3, η) = 1] =
1

2
+ ϵ(η).

To see Π′ is 1-circular insecure, let (pk, sk) ← G ′(1η). Define adversary A′1 as

follows:

A′1:

1. Receive η and pk = pk[0], pk[1], pk[2], s. Send pk[0], pk[2], pk[1] to A.

2. Receive cb = ⟨1, cb[0], cb[1]⟩. Send s, cb[1], cb[0] to A.

3. When A outputs b′, output b′.

In the event b = 1, A′1 has sent ciphertexts

s← E(pk[0], sk[2]) c1[1]← E(pk[2], sk[1]) c1[0]← E(pk[1], sk[0])
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to A, which simulates CIRCA,Π(3, η) when its internal coin is 1.

In the event b = 0, A′1 has sent ciphertexts

s← E(pk[0], sk[2]) c0[1]← E(pk[2], 0|sk[1]|) c0[0]← E(pk[1], 0|sk[0]|)

to A, which by Lemma 15, simulates CIRCA,Π(3, η) when its internal coin is 0 except

with negligible probability. Therefore we conclude that CIRCA′
1,Π

′(1, η) = CIRCA,Π(3, η)

except with negligible probability.

To see Π′ is 2-circular secure. Consider (pk0, sk0) ← G ′(1η), (pk1, sk1) ← G ′(1η).
Define adversary A′2 as follows:

A′2:

1. Receive η and pk0 = pk0[0], pk0[1], pk0[2], s0 and pk1 = pk1[0], pk1[1], pk1[2], s1.

Send pk1[0], pk1[2], pk0[1] to A.

2. Receive cb0 = ⟨1, cb0[0], cb0[1]⟩ and cb1 = ⟨1, cb1[0], cb1[1]⟩. Send s1, c
b
1[1], c

b
0[0] to

A.

3. When A outputs b′, output b′.

In the event b = 1, A′2 has sent ciphertexts

s1 ← E(pk1[0], sk1[2]) c11[1]← E(pk1[2], sk0[1]) c10[0]← E(pk0[1], sk1[0])

to A, which simulates CIRCA,Π(3, η) when its internal coin is 1.

In the event b = 0, A′2 has sent ciphertexts

s1 ← E(pk1[0], sk1[2]) c01[1]← E(pk1[2], 0|sk0[1]|) c00[0]← E(pk0[1], 0|sk1[0]|)

By Lemma 15 we conclude that CIRCA′
2,Π

′(2, η) = CIRCA,Π(3, η) except with negligible

probability.
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