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ABSTRACT

Internet of things (IoT) devices have become ubiquitous and go far beyond smart-
phones and similar devices. The IoT allows for numerous applications such as smart
homes, intelligent healthcare, and intelligent transportation. However, high deploy-
ment costs limit cellular network coverage in remote and rural areas, and the reli-
ability of cellular infrastructure during natural disasters is a concern. Thus, space
and ground network integration has been proposed to provide global connectivity
and support a wide range of IoT applications. Unfortunately, spoofing attacks are
problematic due to network complexity and heterogeneity. Authentication for access
control is an efficient way to ensure user legitimacy. However, upper layer authen-
tication (ULA) is challenging due to limited computational power, high complexity,
and communication overhead. Thus, physical layer authentication (PLA) has been
proposed to aid ULA in solving these problems. PLA exploits the fact that legit-
imate parties and attackers have distinct physical characteristics which are unique
between every pair of connected peers based on their spatial locations.

In this dissertation, PLA schemes are presented using wireless attributes. First,
an adaptive PLA scheme for IoT applications in urban environments is proposed
using machine learning (ML) with antenna diversity to increase the number of fea-
tures. A one-class classifier support vector machine (OCC-SVM) is employed using
the magnitude and real and imaginary parts of the received signal at each receive an-
tenna as features. The sounding reference signal (SRS) in the 5G uplink radio frame
is employed for this purpose. Results are presented which show that this scheme
provides a high authentication rate (AR) with sufficient antenna diversity. Further-
more, an adaptive PLA scheme is presented for collaboration between distributed
IoT devices in multiple-input-multiple-output (MIMO) systems. The performance
is evaluated considering two majority voting schemes for practical loT applications.
These schemes may be preferable for IoT devices with limited computing capabili-

ties.
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An adaptive PLA scheme for low earth orbit (LEO) satellites is proposed that
employs ML with Doppler frequency shift (DS) and received power (RP) features.
This scheme is evaluated for fixed and mobile satellite services at different altitudes.
Results are presented which show that the proposed scheme provides better authen-
tication performance using DS and RP features together compared to using them
separately. Moreover, PLA using a hypothesis test with threshold or ML for satel-
lite authentication is presented. The results show that the AR with DS is higher
than with RP at low elevation angles for both schemes, but is higher with RP at
high elevation angles. Further, the ML authentication scheme provides a higher AR
than the threshold scheme for a small percentage of the training data considered
as outliers, but at larger percentages the OR threshold scheme is better. Finally,
game-theoretic satellite authentication using physical characteristics for spoofing
detection is presented. Results are given to demonstrate the effectiveness of the

proposed approach.
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Chapter 1

Introduction and Motivation

1.1 Background

Wireless communications has become ubiquitous in the lives of most people world-
wide. Moreover, future wireless networks will support applications on devices far
beyond smartphones and other mobile devices. These networks have complex and
heterogeneous characteristics due to the tremendous number and diversity of devices
and applications. Fifth-generation (5G) and beyond wireless networks are being de-
veloped to enable a wide range of applications [4, 5, 6, 7]. Recently, the integration
of space, air, and ground networks has been considered in what is known as a vertical

heterogeneous network (VHetNet) or space-air-ground integrated network (SAGIN)

8].

1.1.1 Internet of Things (IoT)

The rapidly increasing number of low-cost devices and access points, combined with
increased mobility and heterogeneity, creates a highly complex and dynamic envi-
ronment for future wireless networks [9]. The internet of things (IoT) has emerged as

a new communication paradigm due to the massive growth in the number of smart
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Figure 1.1: The internet of things (IoT).

devices [10]. Figure 1.1 [11] illustrates the diversity of IoT applications such as smart
homes and cities, intelligent healthcare, and intelligent transportation [12, 13]. The
number of IoT devices is increasing rapidly [14]. According to the International
Telecommunication Union (ITU), there will be over 35 billion wireless connected
devices in 2025, growing to 97 billion by 2030, which is more than 10 times the
projected human population [15].

1.1.2 Vertical Heterogeneous Network (VHetNet)

5G cellular networks have been developed to provide lower latency, higher speeds,
and greater capacity than 4G networks. However, the high deployment costs limit
cellular network coverage in remote and rural areas. Moreover, natural disasters
affect the reliability of cellular infrastructure and can result in isolation in some
regions [16]. Future wireless network architectures, e.g. sixth-generation (6G), are

being developed to improve coverage and reliability. Research at leading telecom-



munication companies such as Ericsson and Huawei is focused on 6G development
[17]. The goal is to provide reliable worldwide connectivity [8]. One approach is
to integrate terrestrial networks, e.g. cellular networks, and non-terrestrial aerial
networks, e.g. unmanned aerial vehicles (UAVs) and space networks [18].

The VHetNet architecture is composed of space, air, and ground networks as
shown in Figure 1.2 [18]. The space network includes geosynchronous equatorial
orbit (GEO), medium earth orbit (MEO), and low earth orbit (LEO) satellites as
well as inter-satellite links, ground stations, and terminals. The aerial network is
composed of high-altitude platforms (HAPs), low-altitude platforms (LAPs), air-
craft, UAVs, airships, and balloons, while the ground network includes mobile ad
hoc networks (MANETS) and cellular networks [18].

Satellite communication has become important for broadcast and broadband

coverage in commercial, emergency, and military applications [19]. In particular,

YromiaN aoedg

Non-Terrestrial
Network

JIOMISN TV

v

Terrestrial
Network
JTOMIAN PUNOID

Figure 1.2: The vertical heterogeneous network (VHetNet) architecture.



LEO satellite constellations have gained attention for supporting future networks
because they have low cost and low latency, and can provide fixed satellite services
(F'SS) and mobile satellite services (MSS). The number of LEO satellites is increas-
ing rapidly to provide the services required by VHetNets [16]. LEO constellations
now provide global connectivity through thousands of satellites [20]. For example,
many constellations are under development such as Kuiper, OneWeb, and Boeing

with 3236, 882-1980, and 1396-2956 satellites, respectively [21].

1.2 Problem Statement and Motivation

The open nature and dynamic characteristics of heterogeneous networks raises pri-
vacy and security concerns as IoT devices and satellite communication systems are
susceptible to spoofing attacks [22]. Spoofing attacks are considered a serious threat
as they can allow illegitimate users to impersonate legitimate users to steal informa-
tion or insert harmful data [3, 19]. Authentication for access control is an efficient
way to ensure data security [23, 24, 25, 26]. Despite the existence of numerous so-
lutions, authentication remains crucial yet challenging for communication networks,
particularly large-scale and heterogeneous wireless networks, which require robust
and flexible authentication [27, 13, 28, 29]. Thus, wireless authentication has gained
significant attention [30, 31].

Upper layer authentication (ULA) for future heterogeneous networks is challeng-
ing due to the computational power of attackers, which can make it easy to imitate
legitimate users, and the complexity and communication overhead of ULA [32, 33].
Physical layer authentication (PLA) can be combined with ULA to strengthen net-
work security [20, 32]. PLA exploits the fact that legitimate parties and attackers
have distinct channel attributes with other parties based on their spatial locations
as shown in Figure 1.3 [34]. Thus, PLA can provide a high level of security as the

corresponding physical layer attributes between spatially located users are unique
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33).

1.3 Research Overview

The goal of this research is to develop adaptive and robust PLA schemes for wireless
applications using wireless attributes. First, an efficient PLA scheme is designed to
mitigate authentication challenges in IoT applications. The proposed PLA scheme
utilizes antenna diversity to increase the number of features. A one-class classi-
fication support vector machine (OCC-SVM) which only uses legitimate user data
is employed for training and testing. Moreover, PLA for collaboration between
distributed IoT devices in multiple-input-multiple-output (MIMO) communication

systems is considered. The focus is to develop an authentication scheme using



machine learning (ML) that exploits spatially independent antennas in MIMO sys-
tems. Next, an adaptive PLA scheme for LEO satellites is developed using ML with
Doppler frequency shift (DS) and received power (RP) as features. Furthermore,
hypothesis testing with a threshold and ML are used for satellite authentication to
discriminate between legitimate and illegitimate satellites. The estimation error of
the DS and RP is employed in evaluating the authentication performance. Finally,
game-theoretic satellite authentication based on physical characteristics is consid-
ered for spoofing detection using the interaction between the spoofer and legitimate

user.

1.4 Challenges

One of the primary challenges in implementing and validating the proposed authen-
tication scheme is the difficulty in obtaining training data from illegitimate users.
Collecting such data is often infeasible so to overcome this limitation the proposed
schemes rely on training data from legitimate users only. The robustness of the pro-
posed scheme is evaluated under various worst-case scenarios, including situations
where illegitimate users start from the same initial location as legitimate users and
move in arbitrary directions, and close proximity between legitimate and illegitimate
satellites.

Addressing the inherent dynamism of wireless channels, especially in mobile envi-
ronments, has been a challenge in prior research. An adaptive approach is proposed
to mitigate the degradation in authentication performance due to wireless channel
fluctuations. The computational complexity of PLA is an issue with previous re-
search. Previous approaches require a large number of training iterations, whereas
the proposed schemes provide excellent performance with a small number of itera-
tions. This not only keeps the computational complexity low but also aligns with

the demands of practical wireless communication environments.



Most previous PLA schemes increase the overhead in the communication sys-
tem. The proposed schemes address this concern by utilizing the sounding reference
signal (SRS) in the 5G frame structure to obtain features. This improves the prac-
ticality, making the proposed approaches more feasible than other PLA solutions.
Furthermore, challenges in assessing satellite authentication performance arise from
the methodology used for evaluation. The proposed solutions use real satellite data,
specifically two-line element (TLE) data, with the system tool kit (STK). This en-

sures the performance evaluation is realistic and accurate.

1.5 Contributions

In Chapter 2, an adaptive PLA scheme using OCC-SVM is proposed which utilizes
antenna diversity. The magnitude and real and imaginary parts of the received sig-
nal from each antenna are used as features. The proposed scheme is based on the
5G frame structure and does not require training data from illegitimate users. It re-
quires only a small number of samples for training and they are adaptively updated
to adjust to dynamic changes in the wireless channel environment. The proposed
scheme is evaluated and shown to be effective in different urban environments. Fur-
thermore, the AR for the selection combining (SC), equal gain combining (EGC),
and maximum ratio combining (MRC) diversity combining techniques is obtained.

In Chapter 3, an adaptive PLA scheme using OCC-SVM with antenna diversity
in MIMO systems is proposed. This scheme is evaluated using linear, sigmoid,
and polynomial OCC-SVM kernels. The sounding reference signal (SRS) in the 5G
frame structure is used to obtain the features so it is more practical than other
PLA solutions. Further, training data from illegitimate users is not required. The
proposed scheme is evaluated and shown to be effective in urban environments. This
includes the situation where illegitimate users start from the same initial location as

the legitimate user but move in arbitrary directions, which can be considered worst



case. The authentication performance is evaluated considering two majority voting
schemes for practical IoT applications.

In Chapter 4, an adaptive physical layer authentication scheme using OCC-SVM
is proposed to authenticate LEO satellites utilizing the DS and RP as features. The
proposed scheme is validated for FSS and MSS when the illegitimate satellite is
within the half power beamwidth (HPBW). The proposed scheme is evaluated using
the DS and RP features separately and together. Results are presented using TLE
data for real satellites to verify the effectiveness of the proposed schemes, where
TLE is orbital data for Earth-orbiting objects [35].

In Chapter 5, an adaptive PLA scheme using DS and RP characteristics to au-
thenticate LEO satellites is proposed. Hypothesis testing using a threshold or ML
is used to discriminate between legitimate and illegitimate satellites. The AR is
evaluated using DS and RP characteristics separately and together over the com-
munication session and DS and RP estimation errors are considered. Results are
presented using TLE data for real satellites to verify the effectiveness of the proposed
schemes.

In Chapter 6, a game theoretic PLA scheme is proposed to detect spoofing
attacks in LEO satellite communication systems. The DS and RP are used as
attributes to discriminate between legitimate and illegitimate satellites at the ground
station (GS). Furthermore, a zero-sum PLA game is formulated where the GS selects
its optimal detection threshold and the illegitimate satellite selects its optimal attack
probability to maximize their respective utilities. TLE data for real satellites is used
with the system tool kit (STK) for performance evaluation [36]. It is shown that
the mean of the magnitude differences between the current and previous DS and RP

values at the GS can be accurately approximated using third-degree polynomials.



1.6 Outline of the Dissertation

The rest of the dissertation is organized as follows. Chapter 2 presents the pro-
posed adaptive PLA scheme for IoT applications. Chapter 3 gives the proposed
PLA scheme for IoT in MIMO communication systems. The proposed adaptive
PLA scheme for LEO satellites is introduces in Chapter 4. Chapter 5 presents the
proposed PLA scheme for LEO satellites using hypothesis testing with a threshold
or ML. Chapter 6 gives the proposed game-theoretic satellite authentication based
on physical characteristics for LEO satellites. Finally, some concluding remarks and

directions for future work are presented in Chapter 7.
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Chapter 2

Physical Layer Authentication for
IoT Applications

In this chapter, an adaptive physical layer authentication scheme for IoT applica-
tions is proposed using ML [37]. Antenna diversity at the receiver is exploited to
increase the number of features to achieve a high authentication rate (AR). OCC-
SVM is used with the magnitude and real and imaginary parts of the received signal
at each receive antenna as features. One-class classification (OCC) is a ML tech-
nique for outlier and anomaly detection which uses only legitimate training data.
The sounding reference signal (SRS) in the 5G uplink radio frame is employed to
obtain the features. The proposed scheme is evaluated in an urban environment un-
der different mobility conditions using linear, sigmoid, and polynomial OCC-SVM
kernels. Results are presented which show that this scheme provides a high AR
with sufficient antenna diversity. Further it is superior to other approaches in the

literature.
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2.1 Related Work

2.1.1 Traditional PLA

Two PLA approaches were proposed in [38]. The first is channel state information
(CSI) based authentication which estimates the CSI between legitimate users using
embedded watermarking codes [39], encrypted CSI using wireless fading channel
features, e.g. user locations [40], and robust hypothesis testing [41]. The second
approach is authentication using wiretap codes. In this case, a random subset of
codewords is chosen to implement authentication-admissible coding [42].

Some challenges to existing PLA techniques were given in [34]. These include low
authentication reliability and authentication complexity in heterogeneous networks
with a large number of devices and applications. PLA techniques were classified into
two categories in [32]. The first includes passive approaches where physical layer
features are used for authentication while the second includes active approaches
where legitimate users modify their signals using a secret key. A survey of PLA
techniques in wireless communication systems was presented in [33]. Channel based,
radio frequency (RF) based, and watermark/fingerprint embedding schemes were

discussed.

2.1.2 Machine Learning PLA

Traditional PLA schemes may not provide satisfactory performance [43]. Further,
the variability and complexity of wireless channels make it difficult for these schemes
to distinguish multiple users simultaneously [44]. On the other hand, machine learn-
ing (ML) PLA techniques can extract hidden features to improve the performance
compared to traditional schemes. Hence, ML has been employed to improve PLA
[45] by learning the variations in the channel attributes due to the wireless environ-

ment [46]. ML approaches include support vector machine (SVM) [47], one-class
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nearest neighbors (OCNN) [1], and k-nearest neighbors (KNN) [48]. The main
benefit of using channel attributes for authentication is that they are difficult to
imitate. The features employed include channel impulse response (CIR) [49, 50],
carrier frequency offset (CFO) [51], and received signal strength (RSS) [52, 53].

In [54], Dyna architecture and prioritized sweeping (Dyna-PS) based and Q-
learning based spoofing detection schemes were developed for MIMO systems. The
proposed authentication algorithms were implemented using software radio and
tested in an indoor setting. It was shown that Dyna-PS reduces the spoofing de-
tection error rate compared to Q-learning. In [2], a two-class classification SVM
(TCC-SVM) utilizing RSS, time of arrival (TOA), and correlation of cyclic fea-
tures was adopted for a stationary indoor environment. A dataset of over 9,000
link signatures in an office environment was used in [55] for evaluation. However,
collecting data from illegitimate users for training is not practical. In [56], a PLA
technique was proposed based on the AdaBoost algorithm. This technique uses or-
thogonal frequency division multiplexing (OFDM) sub-carrier amplitudes with or
without phase. However, data from illegitimate users is used for training which is
not typically available.

In [48], features for a mobile indoor environment were obtained using the Na-
tional Institute of Standards and Technology (NIST) industrial dataset [57]. A
PLA scheme was proposed utilizing decision trees, SVM, KNN, and ensemble learn-
ing algorithms. The channel matrix dimensions were investigated considering the
authentication accuracy and computational complexity. In [58], a PLA scheme was
proposed for adaptive authentication using the RSS. A neural network was employed
with a feature matrix updated to track time-varying channel attributes. However,
training data from both legitimate and illegitimate users is used which may not be
possible in a real scenario. In [59], a PLA framework was proposed which uses the

mean and ratio of the received signals as features. This framework employs TCC-

SVM and a one-class classifier support vector machine (OCC-SVM). OCC-SVM was
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determined to be more suitable for real scenarios.

In [1], OCC-SVM and OCNN classifiers were used for PLA with the real and
imaginary parts of the channel coefficients for each sub-carrier as features. It was
determined that the probability of missed detection improves with the number of
subcarriers, but the probability of false alarm increases slightly. In [46], an adaptive
PLA scheme was proposed utilizing the CIR, CFO, and received signal strength indi-
cator (RSSI) as features. This scheme employs a Gaussian kernel to track variations
in these attributes. The authentication performance was shown to improve with the
number of features. In [60], a multi-dimensional adaptive PLA scheme was proposed
using a fuzzy model for the attributes which have uncertainties due to the nature of
wireless channels. The CIR, CFO, RSSI, and in-phase-quadrature-phase imbalance
(IQI) were used as features and the scheme was evaluated in a low-mobility urban

environment.

2.2 Contributions

The main contributions of this chapter are as follows.

e An adaptive physical layer authentication scheme using OCC-SVM is proposed
which utilizes antenna diversity. The magnitude and real and imaginary parts

of the received signal from each antenna are used as features.

e The proposed scheme is more practical than other PLA solutions because it
is based on the 5G frame structure and does not require training data from

illegitimate users.

e Few samples are considered for training and adaptively update them, which is

more practical for the dynamic changes of the wireless channel environment.

e The proposed scheme is evaluated and shown to be effective under different

urban environments.



14

e The AR for the selection combining (SC), equal gain combining (EGC), and

maximum ratio combining (MRC) diversity combining techniques is evaluated.

2.3 System Model

The system model for the proposed authentication scheme is illustrated in Figure 2.1.
In this model, Alice (legitimate user) is trying to achieve authentication at Bob
while an arbitrary number of Eves (illegitimate users) are trying to impersonate
Alice. Both Alice and the Eves are assumed to be mobile. On the other hand,
Bob is stationary, e.g. a base station (BS), and tries to determine the legitimacy
of Alice and reject the Eves. Alice and the Eves are assumed to have a single
transmit antenna while Bob has N receive antennas. Bob must decide between the
two hypotheses

Ho :  Alice transmitting,
(2.1)

H,: Eve transmitting.
i

Alice
Em:\
ek,
i i
[
v ay

w Eve

Eve

Figure 2.1: System model.
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The proposed scheme is employed on the uplink and is divided into an initial
phase (77) and subsequent phases (13,75,...,7,). In the initial phase, ULA au-
thentication is performed and OCC-SVM training is conducted at Bob using the
received SRS signal from Alice. OCC-SVM is illustrated in Appendix A. Bob ob-
tains the magnitude and real and imaginary parts of the received signal at each
antenna. Thus, there are 3 features per antenna and 3N features in total where
N is the number of receive antennas. In subsequent phases, OCC-SVM testing at
Bob is conducted to establish the legitimacy of the corresponding received signals
which could be from Alice or Eve. Therefore, the received signals in these phases
are considered to be from an unknown user. If the test is passed, the features are
updated and OCC-SVM training is repeated. Conversely, if the test is failed, the
connection is terminated.

OCC-SVM training in the initial phase determines the authentication boundary
for the features from Alice. In subsequent phases, OCC-SVM testing is conducted
to determine if the corresponding received signal features are located within this
boundary. The user is accepted as legitimate if this test is passed. On the other
hand, if the test decision is outside the boundary, the user is rejected.

Due to the spatial independence of Alice and the Eves, the physical layer at-
tributes used for authentication can be considered independent. Thus, the goal
of the proposed scheme is to employ wireless channel characteristics as features
and obtain a large number of features using antenna diversity. Moreover, these
attributes change slowly over time due to factors such as mobility [60, 61, 62, 63],
so the OCC-SVM authentication boundary is updated in each subsequent phase to

provide reliable authentication.
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2.4 The Proposed PLA Scheme

The proposed scheme employs OCC-SVM with antenna diversity using the SRS.
The SRS is a signal transmitted by users in the uplink of the 5G frame structure
that allows gNodeB to estimate the CSI of users. Figure 2.2 shows the 5G frame
structure with slot configuration 0 (14 symbols per slot), and numerology 2 (4 slots
per subframe). A 5G radio frame is composed of 10 subframes and has a 10 ms
duration so a subframe has duration 1 ms. A subframe contains a number of slots
based on the numerology. A SRS is sent over 1, 2, or 4 consecutive OFDM symbols
within the last six symbols in the slot and repeats every 2 (28 symbols) or 4 (56
symbols) slots [64]. The SRS is used to obtain the data for OCC-SVM training and
testing.

The received signal at Bob can be expressed as
y =zh +n, (2.2)

where x is the transmitted SRS symbol, h is the channel vector, and n is a vector

1 radio frame = 10 subframes = 10 ms

1 subframe = 4 slots = 1 ms

- - 1 subcarrier = 60 KHz

1 slot = 14 symbols = 0.25 ms

Figure 2.2: 5G frame structure with configuration 0 and numerology 2.
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whose elements are independent additive white Gaussian noise (AWGN). For N

receive antennas we have

Y=v1,Y2,...,Yn, (23)

where

yi = xh; +n,,

and h; and n; are the corresponding channel coefficients and AWGN;, respectively. A
non-line of sight (NLOS) urban environment is considered with independent channels
from a user to each receive antenna. This can be assumed due to antenna spacing.

The multipath channel model can then be expressed as [65]

h(T,t) = Z a;(t)8(r — (1)), (2.4)

where J is the number of multipath propagation paths, and 7; and a; are the propa-
gation delay and attenuation for the jth path, respectively. The magnitude M and
real R and imaginary I parts of the elements of y are used to obtain the features

which gives the data vector
m=[RIM]',[RIM?,...,[RIM]", (2.5)

Figure 2.3 presents the proposed authentication scheme. In the initial phase 77, a
user is authenticated using ULA. After ULA authentication, data is collected from
the legitimate user for OCC-SVM training. The data legitimacy in this phase is
guaranteed via the higher layer protocols [1, 60], e.g. 3GPP standard protocols [66].
Then, in subsequent phases data from the SRS signals received from an unknown
user is used by Bob for testing and training. If the test is passed in a given phase,
the corresponding data is used to update the features for training. A sliding window

is used for this update so the oldest data is discarded. On the other hand, if the



18

test fails, the connection is terminated.

In phase T3, authentication is first performed with the legitimate user through

Terminate

Alice

vin

each antenna

\’

Collect SRS from ]

[ Extract features )
L from each SRS )
¢ Initial phase
Train OCC-SVM (T1)
\, F. 'v'
Subsequent phases A
Fa” {Tz, TS, aay Tn}
=
Pass =
Update :
[ ot ]—){‘rram OCC-SVM
Y

Figure 2.3: Authentication scheme flowchart.
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Algorithm 1 The proposed scheme
Authenticate legitimate user through ULA.
Collect the received SRS symbols from each antenna of the legitimate user.
Extract M, R, and I from these symbols.
Perform Min-Max scaling to obtain g;.
Form the training matrix G in (2.12).
Train OCC-SVM to obtain the authentication boundary.
Test OCC-SVM with t which is obtained by scaling b.
while (f(t) > 0) do
Accept the user.
Update the feature vectors.
Retrain OCC-SVM.
Test OCC-SVM.
end while

ULA. Then, ¢ received SRS symbols from A are used to construct the data vectors
d; = [RiLM)' [R M), .. [RiGMY i = 1,2, L, (2.6)

where NN is the number of antennas so there are 3N features in each vector. These
vectors are scaled and used for OCC-SVM training to determine the decision func-
tion that characterizes the authentication boundary. In subsequent phases, OCC-

SVM is used to test (after scaling), new data vectors
b=[RIM]},,[RIM?,....[RIMY, (2.7)

from an unknown user U using (A.9) where U could be the legitimate user A or
an illegitimate user E. If the test is passed the user is accepted, the features are
updated, and OCC-SVM is retrained. However, if the test fails, the connection is
terminated.

Figure 2.4 shows the sliding window update process for the data where the
rows are the data vectors. In phase T}, the training data from A is a matrix with

dimensions ¢ x 3N. Then, in phase Ty a new data vector b from (3.6) is tested (after
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Antenna 1| Antenna 2 cee cee e Antenna N
[RIM]y [RIM], [RIM],
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S| rovy, | RiM | - | o,
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[RIM], | [RIM], (RIM],

Figure 2.4: Sliding window for feature updates.

scaling), and if accepted the data matrix is updated by discarding the first row d;
and adding the new data vector as row ¢ + 1. Thus, if the first e new data vectors

are accepted, the training data matrix is

d1+e

d2+e

d€+e

as shown in Figure 2.4 so ¢ vectors are used for training. Min-Max scaling is sepa-

rately applied to each of the 3N columns of this matrix

m, = [my, ma, ... me ) ,r=1,2,...,3N, (2.9)
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to obtain

g = g1 gor - gor) ,m=1,2,...,3N. (2.10)

where
Giyp = —r — Mminy_ (2.11)

mmax,r - mmin,r

Momin,r 15 the minimum value in m,, and M4, is the maximum value in m,. Then,

the feature matrix G used in training is

G=[g 8 - 8] (2.12)

The elements of the new data vector b are scaled using My, and Mgz, from the

training process as follows

b.. — .
— T Monin,r : (213)

Mpaz,r — Mmin,r

to form the test vector t. The proposed scheme is summarized in Algorithm 1.

2.5 Simulation Results

In this section, the proposed scheme is evaluated in multipath fading channels us-
ing Monte-Carlo simulation. BPSK modulation is considered and the WINNER
IT channel model for NLOS urban environments is employed [67]. The simulation
scenario is shown in Figure 2.5. The number of symbols used for training is ¢ = 10.
Evaluation metrics used in analysis is illustrated in Appendix B. Seven different
velocities are considered ranging from a human walking (0.4 km/h) to a car (60
km/h). OCC-SVM is implemented using the scikit-learn library in Python with
linear, sigmoid, and polynomial kernels. The number of trials is 2500, the number
of SRS symbols from each user per trial is 500, and there are 3 Eves so v = % The

simulation parameters are given in Table 2.1.
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Figure 2.5: Urban environment simulation scenario.

Table 2.1: Simulation Parameters

Parameter Value
Carrier frequency 5 GHz
Number of Tx Antennas for Alice/Eve 1

Number of Rx Antennas for Bob 1,4, 8
Velocity [0.4-60] km/h
SNR 8, 10, 12, 15 dB
Position of Bob 1000, 1000 m
Initial position of Alice 1500, 1200 m
Initial position of Eve 1 1300, 700 m
Initial position of Eve 2 600, 1250 m
Initial position of Eve 3 350, 400 m
Number of trials 2500

Number of SRS symbols per user per trial | 500

l 10

SRS every

20, 28, 56 symbols

22
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Figure 2.6: MDR and FAR versus velocity with linear kernel OCC-SVM, SRS every
20 symbols, 1 transmit and 1, 4, and 8 receive antennas, for (a) SNR = 8 dB, (b)
SNR = 10 dB, and (¢) SNR = 12 dB.

The MDR and FAR versus velocity with linear kernel OCC-SVM, SRS every 20
symbols, 1 transmit and 1, 4 and 8 receive antennas, and SNR = 8 dB, 10 dB, and
12 dB are given in Figures 2.6a, 2.6b, and 2.6¢, respectively. These results show
that the MDR and FAR improve with the number of antennas. Figure 2.6¢ indicates
that at a velocity of 0.4 km/h, the MDR decreases from 0.106 with 1 antenna to
0.078 with 4 antennas and 0.002 with 8 antennas, and the FAR decreases from 0.092
with 1 antenna to 0.006 with 4 antennas and 0.002 with 8 antennas. The MDR and
FAR decrease for all other velocities (10, 20, 30, 40, 50, 60 km/h), and SNRs when

the number of antennas is increased. Moreover, for a given number of antennas and
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Figure 2.7: AR versus velocity with linear kernel OCC-SVM, SRS every 20 symbols,
and SNR = 8 dB, 10 dB, and 12 dB for (a) 1 receive antenna, (b) 4 receive antennas,
and (c) 8 receive antennas.

SNR, the performance improves with increasing velocity because this increases the
Doppler shift which improves the discrimination between users.

The AR versus velocity with linear kernel OCC-SVM, SRS every 20 symbols,
SNR = 8 dB, 10 dB, and 12 dB, and 1 transmit antenna for 1, 4, and 8 receive
antennas is given in Figures 2.7a, 2.7b, and 2.7c, respectively. This shows that the
AR improves with an increase in the number of receive antennas. For example, at
SNR = 12 and 60 km/h, the AR is 94% with 1 antenna and increases to 98.8% with
4 antennas and 99.9% with 8 antennas. This is because the number of features is
increased from 3 to 12 to 24. In addition, the AR increases with SNR. For example,
at a velocity of 30 km/h, the AR is 93.7% at SNR = 8 dB, 95.8% at SNR = 10 dB,
and 97.4% at SNR = 12 dB. This improvement in AR with increasing velocity is
due to the greater Doppler shift.

Figure 2.8 presents the AR versus velocity with linear kernel OCC-SVM, SRS
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Figure 2.8: AR versus velocity with linear kernel OCC-SVM, SNR = 8 dB, SRS
every 20, 28, and 56 symbols for (a) 1 receive antenna, (b) 4 receive antennas, and
(c) 8 receive antennas.

every 20, 28, and 56 symbols, SNR = 8 dB, and 1, 4, and 8 receive antennas.
Note that the 5G radio frame has an SRS every 28 or 56 symbols. Figure 2.8a
shows the AR with 1 receive antenna. This indicates that the AR increases with
velocity regardless of the SRS symbol frequency. As the gap between SRS symbols
increases, the AR decreases slightly at low velocities. Further, the AR difference is
greater at high velocities, e.g. at 60 km/h the AR decreases from 88.2% for SRS
every 20 symbols to 85.9% for SRS every 28 symbols and 84.1% for SRS every
56 symbols. The AR improves with the number of receive antennas for all SRS
symbol frequencies, and the AR difference between SRS every 20, 28, and 56 symbols
decreases with the number of receive antennas, especially at high velocities, e.g. the
AR difference between SRS every 20 and every 56 symbols at 60 km /h with 1 receive
antenna is 4.1%, 4 antennas is 3.3%, and 8 antennas is 0.26%.

Figure 2.9 presents the AR versus velocity for SRS every 28 symbols, SNR = 8
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Figure 2.9: AR versus velocity with SNR = 8 dB and 15 dB, SRS every 28 symbols,
and 4 and 8 receive antennas.

Figure 2.10: AR versus velocity with SNR = 15 dB, SRS every 28 symbols, and 8
receive antennas for OCC-SVM using linear, sigmoid, and polynomial kernels.
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dB and 15 dB, and 4 and 8 receive antennas. This shows that the AR improves with
increasing SNR, e.g. for 8 receive antennas and 60 km/h, the AR is greater than
99.9% for SNR = 15 dB compared to 98.7% for SNR = 8 dB. Figure 2.10 gives the
AR versus velocity for SNR = 15 dB, SRS every 28 symbols, 8 receive antennas, and
OCC-SVM using linear, sigmoid, and polynomial kernels. The polynomial kernel
provides the highest AR, followed by the linear kernel, and then the sigmoid kernel.
The difference in results for the kernels, except for the sigmoid kernel at the lowest
velocity, is within 0.005% for the same velocity, which indicates that using a less

complex kernel is the best choice.

2.5.1 Diversity Combining

Figure 2.11 presents the MDR and FAR versus velocity with linear kernel OCC-
SVM, SRS every 28 symbols, and SNR = 8 dB for SC, EGC, and MRC using 4
receive antennas and without combining using 1 and 4 receive antennas. This shows
that diversity combining has a greater effect on the MDR than the FAR for all
velocities. The MDR at 30 km/h is 0.864 for MRC, 0.649 for SC and 0.581 for EGC
compared to 0.247 for 1 receive antenna and 0.095 for 4 receive antennas without
combining. Thus, diversity combining degrades the MDR. Conversely, the FAR for
1 receive antenna is similar to that with combining as the difference is 0.114 to 0.135
at 30 km/h. However, for 4 receive antennas without combining the FAR is much
lower at 0.024.

Figure 2.12 presents the AR versus velocity with linear kernel OCC-SVM, SRS
every 28 symbols, SNR = 8 dB for SC, EGC, and MRC using 4 receive antennas
and without combining using 1 and 4 receive antennas. This shown that the AR
without combining is better than that with diversity combining as the difference
is at least 17%. The reason for the poor performance with diversity combining is
that combining makes the features of the users less different so it is more difficult to

discriminate between them. To illustrate this, the values for 500 trials at 0.4 km/h
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Figure 2.11: MDR and FAR versus velocity with linear kernel OCC-SVM, SRS
every 28 symbols, SNR = 8 dB for selection combining (SC), equal gain combining
(EGC), and maximum ratio combining (MRC) using 4 receive antennas and without
combining using 1 and 4 receive antennas.
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Figure 2.12: AR versus velocity with linear kernel OCC-SVM, SRS every 28 sym-
bols, SNR = 8 dB for selection combining (SC), equal gain combining (EGC), and
maximum ratio combining (MRC) using 4 receive antennas and without combining
using 1 and 4 receive antennas.

each with 500 feature vectors for Alice t4 and 1500 for Eve tg were obtained using
MRC, SC, EGC, and no diversity combining with 4 receive antennas. The averages
of the absolute values of the differences between the feature vector elements were
determined using

[ty = tigl 4 [ty —top| + -+ [ty — ]

|tA_tE’: )
p

where p = 3 with diversity combining and p = 12 without diversity combining.
The averages for the 500 x 1500 vector differences for MRC, SC, EGC, and without
diversity combining are 0.19, 0.33, 0.35, and 0.61, respectively. Thus, the smallest
difference is with MRC indicating that the feature vectors are the most similar while
the greatest difference is with no diversity combining indicating that the feature

vectors are the least similar. These results clearly show the disadvantage of using



30

diversity combining in the proposed scheme.

2.5.2 Comparison of PLA Techniques

Figure 2.13 presents AR versus velocity with linear kernel OCC-SVM, SNR = 8 dB,
SRS every 28 symbols, and 4 and 8 receive antennas using the real and imaginary
parts of the received signals as features [1], the RSS feature [2], and the magnitude
and real and imaginary parts of the received signals as features (proposed scheme).
This shows that the AR with the proposed scheme is the highest for all velocities.
For example, the AR at 0.4 km/h with 4 receive antenna using the magnitude and
real and imaginary parts of the received signals as features is 91%, while the AR
using the real and imaginary parts of the signals as features is 89.2%, and it is only
56.7% using the RSS. Moreover, the AR at 60 km/h with 8 receive antenna using the

magnitude and real and imaginary parts of the received signals as features is 98.7%,
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Figure 2.13: AR versus velocity with linear kernel OCC-SVM, SRS every 28 symbols,
SNR = 8 dB, and 4 and 8 receive antennas using the real and imaginary parts of
the received signals as features [1], the RSS feature [2], and the magnitude and real
and imaginary parts of the received signals as features (proposed scheme).
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while the AR using real and imaginary parts of the received signals as features is
97.7% and it is only 59.4% using the RSS feature. Although the magnitude is not
independent of the real and imaginary parts of the received signal, using it as an

additional feature provides a small improvement in performance.

2.5.3 System Complexity

The system complexity is evaluated considering the average number of iterations,
the number of samples used for training, and the execution time [59]. Previous
work considered a large number of iterations for training, which is impractical for
a mobile wireless channel environment. The authentication scheme in [46] requires
30 iterations to converge while the approach in [60] needs about 50 iterations. On
the other hand, the average number of iterations required for the proposed scheme
to converge is only 2. The proposed scheme employs OCC-SVM in Python using
the scikit-learn library and takes on average 5.6 us, 63 us, and 70 us for training
and testing using linear, sigmoid, and polynomial kernels, respectively. These times
are low because only 10 samples are used for training. However, the scheme in [1]
uses training sets of sizes 100 and 1000 samples while the approach in [59] uses 200
samples for training.

The proposed scheme has no communication overhead because it utilizes the SRS
symbols in the 5G frame structure, so extra symbols are not required for PLA. As in
the related literature, OCC-SVM is used as an efficient and practical ML model for
PLA. For example, the approaches in [1, 59] employ OCC-SVM, but the proposed
scheme has lower computational complexity because it uses fewer training samples
and requires fewer iterations to converge. Furthermore, this model is simpler than
the convolution neural network (CNN) in [58], the deep reinforcement learning in
[68], and the deep neural network in [69], and these models have numerous layers
with many nodes per layer that require a large amount of data (and thus time),

for training. One reason for the good performance is the use of a sliding window
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for feature updates, which allows the proposed scheme to adapt to time-varying

environments.

2.6 Conclusion

An adaptive lightweight physical layer authentication (ALPLA) scheme using ma-
chine learning (ML) was proposed. This scheme exploits antenna diversity to im-
prove the authentication rate (AR). One-class classifier support vector machine
(OCC-SVM) with linear, sigmoid, and polynomial kernels was used. The mag-
nitude and real and imaginary parts of the received sounding reference signal (SRS)
at each receive antenna are used as features. Thus, the number of features is 3NV,
where N is the number of receive antennas. Results were presented which show
that the AR increases with the number of antennas. A higher velocity increases the
Doppler shift which provides better discrimination between users. For example, the
AR with the proposed scheme using eight antennas exceeds 99.9% which indicates
robust authentication performance. Moreover, diversity combining was shown to
degrade the performance as it makes it more difficult to discriminate between users.
This confirms the benefits of using antenna diversity. Finally, the proposed scheme
which employs the magnitude and the real and imaginary parts of the received sig-
nals as features was shown to be superior to using just the real and imaginary parts

of the received signals and only the RSS.
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Chapter 3

Adaptive Physical Layer
Authentication for IoT in MIMO
Communication Systems using

Support Vector Machine

MIMO technology employing multiple antennas is used to increase the throughput
of broadband wireless access [70]. It is a fundamental technology for current and
future wireless networks, e.g. IoT, fifth-generation (5G), and sixth-generation (6G)
[5, 6, 7]. The antennas in MIMO systems can be considered to be spatially inde-
pendent due to their spacing [22]. In this chapter, this independence is exploited
for IoT PLA. In this chapter, an adaptive PLA scheme is proposed which exploits
the antenna diversity inherent in MIMO systems [71]. This scheme employs a OCC-
SVM with the magnitude and real and imaginary parts of the received signal as
features. Results are presented which show that this scheme provides robust au-
thentication. The authentication performance is evaluated considering two majority

voting schemes for [oT applications.
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3.1 Related Work

Channel state information (CSI) is commonly used to obtain features for PLA. This
is due to the fact that the wireless channels between different locations can be con-
sidered independent [47]. In [1], a PLA scheme was proposed which employs the real
and imaginary parts of the channel coefficients for each OFDM subcarrier as fea-
tures for machine learning (ML). This scheme employs a one-class classifier support
vector machine (OCC-SVM) and the results obtained show that the probability of
missed detection improves with the number of subcarriers, but the probability of
false alarm increases slightly. In [59], a PLA scheme was proposed which uses the
mean and ratio of the received signals as features. This scheme employs a two-class
classifier support vector machine (TCC-SVM) and a OCC-SVM. The OCC-SVM
was considered more suitable for realistic scenarios.

In [46], an adaptive PLA scheme was proposed using the channel impulse re-
sponse (CIR), carrier frequency offset (CFO), and received signal strength indicator
(RSSI) as features. This scheme employs a Gaussian kernel to track variations in the
features. The authentication performance was shown to improve with the number of
features. In [60], an adaptive PLA scheme was proposed using a fuzzy model for the
features which have uncertainties due to the nature of wireless channels. The CIR,
CFO, RSSI, and in-phase-quadrature-phase imbalance (IQI) were used as features.

In [72], channel-based PLA for MIMO systems was proposed. This scheme con-
siders hardware impairments such as power amplifier nonlinearities and the aggre-
gate effect of these impairments on authentication performance was analyzed. In
[73], a PLA scheme for non-coherent single-input multiple-output (SIMO) Industrial
Internet of Things (IloT) communication systems was proposed. This scheme em-
beds an authentication signal into the message signal for PLA. The power allocated
to the message and authentication signals was optimized considering the tradeoff in

error performance. However, data from illegitimate users is used for training, but
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obtaining this data is not practical.

In [74], a PLA scheme for IoT systems was proposed to identify illegitimate users.
First, the angle of arrival and path gain from all devices are obtained as features.
Then, ML is employed with these features to identify illegitimate users. However,
data from illegitimate users is used for training which is not typically available.
In [75], a PLA scheme for user authorization in an edge-computing system was
proposed. A weighted voting technique is employed with ML using CSI features.
This scheme requires training data from all devices.

In [1, 46, 60], it was determined that the authentication performance improves
with the number of features. Moreover, fewer iterations were required for the ML
algorithms to converge as the number of features increases, which is important
for practical wireless networks. Thus, the goal in this paper is to exploit antenna
diversity in MIMO system to obtain a large number of features. In this case, non

ML based PLA schemes may not provide satisfactory performance [43].

3.2 Contributions

The contributions of this chapter are as follows.

e An adaptive PLA scheme using OCC-SVM with antenna diversity in MIMO

systems is proposed.

e The proposed scheme is evaluated using linear, sigmoid, and polynomial OCC-

SVM kernels.

e The magnitude and real and imaginary parts of the received signals are used

as features.

e The SRS in the 5G frame structure is used to obtain the features so it is more
practical than other PLA solutions. Further, training data from illegitimate

users is not required.



36

e The proposed scheme is evaluated and shown to be effective in urban envi-
ronments. This includes the situation where illegitimate users start from the
same initial location as the legitimate user but move in arbitrary directions,

which can be considered worst case.

e The authentication performance is evaluated considering two majority voting

schemes for practical IoT applications.

3.3 System Model

The system model for the proposed authentication scheme is shown in Figure 3.1.
Alice is a legitimate user trying to achieve authentication at Bob while Eve is an
illegitimate user trying to impersonate Alice. Bob, represented by a network of IoT
devices, employs an authentication process to determine the legitimacy of users.

Consequently, Bob must decide between the two hypotheses

Ho :  Alice is transmitting,
(3.1)

H,: Eve is transmitting.

Thus, Hy denotes that the signal is from Alice while H; means that it is from Eve.
Both Alice and Eve are assumed to be mobile and Bob is fixed. Alice and Eve are
equipped with M transmit antennas, while Bob has N receive antennas.

Sounding reference signals (SRSs) are transmitted by users in the uplink of the
5G frame structure to facilitate channel estimation [64]. A 5G radio frame has a
10 ms duration and is composed of 10 subframes each with duration 1 ms. Each
subframe contains a number of slots based on the numerology according to the 3GPP
standard. Each slot contains 14 symbols for slot configuration 0. SRSs are sent over
1, 2, or 4 consecutive symbols within the last six symbols in the slot and repeated

every 2 (28 symbols) or 4 (56 symbols) slots [64]. SRS symbols are sent every 0.5
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Figure 3.1: The system model.

ms for 28 symbols frequency and this case is considered here to obtain the data for
OCC-SVM training and testing.
The received signal corresponding to the SRS symbol at the nth receive antenna

from the mth transmit antenna can be expressed as

Ynm = xmhnm + Npm, (32)

where x,, is the transmitted SRS symbol, and h,,, and n,,, are the correspond-
ing channel coefficients and additive white Gaussian noise (AWGN), respectively.
The WINNER II channel model for non-line-of-sight (NLOS) urban environments
is employed [67]. The received signal matrix for the MIMO system can be expressed
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as ) _
Y11 Y12 e Y1m
Y21 Y22 ce YoM
Y = (3.3)
| Y1 YN2 Ynm |

Y is used to obtain the features for OCC-SVM training and testing.

The proposed scheme is employed on the uplink and is divided into an initial
phase (77) and subsequent phases (15,73, ...,7,). In the initial phase, upper-layer
authentication (ULA) is performed and OCC-SVM training is conducted at Bob
using the received signal from Alice. Bob obtains the magnitude and real and
imaginary parts of Y so there are 3M N features in total. In subsequent phases,
OCC-SVM testing at Bob is conducted to establish the legitimacy of the received
signal which could be from Alice or Eve. Therefore, the received signals in these
phases are considered to be from an unknown user. If the test is passed, the features
are updated and OCC-SVM training is repeated. Conversely, if the test is failed,
the connection is terminated.

The spatial independence of Alice and Eve means the physical layer characteris-
tics used for authentication can be considered independent. The goal of the proposed
scheme is to employ wireless channel characteristics as features. Moreover, these fea-
tures change over time due to factors such as mobility [60, 61, 76, 62, 63|, so the
OCC-SVM authentication boundary is updated in each subsequent phase to provide

robust authentication.

3.4 The Proposed Scheme

Figure 3.2 presents a flowchart of the proposed authentication scheme. OCC-SVM
is employed with features obtained from the received signal corresponding to SRS

symbols in a MIMO system. In the initial phase T3, a user is authenticated using
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Figure 3.2: Flowchart of the proposed authentication scheme.

ULA so user legitimacy in this phase is guaranteed using an upper layer protocol
[66]. If the authentication is successful, the received signal data is collected for OCC-
SVM training. Then, in subsequent phases the received signal from an unknown user
is used by Bob for testing. If the test is passed in a given phase, the corresponding
data is used to update the features for training. A sliding window is used for this

update so the oldest data is discarded. On the other hand, if the test fails, the



40

connection is terminated.

The proposed authentication scheme is considered with and without voting.
When voting is not employed all the features obtained from the elements of Y
in (3.3) are used in one location. However, collecting this data when there is a
large distance between [oT devices may not be feasible. Hence, majority voting
approach is adopted, where the features are either used separately (M N majority
voting scheme) or in groups of M (N majority voting scheme). Thus, with M N ma-
jority voting, the features from each element of Y are used separately, while with N
majority voting, the features from each row of Y are used together. In the following
subsections, the proposed authentication scheme without voting is introduced, and

then with voting.

3.4.1 Proposed Scheme Without Voting

The magnitude M and real R and imaginary I parts of the elements of Y in (3.3)

are used to obtain the features which gives the data vector

m=[RIM" . [RIMW [RIM?",...,
(3.4)
[RI M™Y. [RI MM

Thus, there are 3M N features in each vector for M transmit antennas and N receive
antennas.
In phase Ty, ¢ data vectors from the legitimate user are used to construct the

training data vectors

d; =[[R; I; Mi)*, ... [R; I; M;)"™ [R; I; M;)*, ..., (35)
3.5
[Ri I MM (R L MNM) i =1,2,.

These vectors are scaled and used for OCC-SVM training to determine the decision

function f. In subsequent phases, OCC-SVM is used to test (after scaling), new



41

11 1M 21 oM N1 NM
U Y1 W U N N
)
5 11 1M 21 oM N1 NM
e Yo Yo Yo Y3 Y Y
g
—~ >
[90) »n
RERS
= -
S| ~
wn
S}
> 11 1M 21 oM N1 NM
ye “ .. yg yﬁ DY yZ DY ye DY ye
=
11 1M 21 oM N1 NM
Yoy T Y1 Yorxa T Yo T Yoi1 T Yoia
11 1M 21 oM N1 NM
y'fL e yn yn U yn o yn U yn
)
o) 11 1M 21 oM N1 NM
Jé Yn+1 e Yn+1 Ynt1 e Ynt1 T Yn+1 T Ynt1
>
wn
>
~
11 1M 21 oM N1 NM
Yorn—1||  Yexn—1||Yorn—1|| "~ ||Yernt1|| ~° [|Yein-1|| " ||Yein—1

Figure 3.3: Sliding window for feature updates.

data vectors

b=I[RIM,....,[RIMPM[RIMZE,..., 5.6
3.6
[RI MY, ... [RIM]§M],

from an unknown user U using (A.9) where U could be Alice or Eve. If the test is
passed the user is accepted, the features are updated, and OCC-SVM is retrained.
However, if the test fails, the connection is terminated.

Figure 3.3 shows the sliding window update process for the data where the rows

are the data vectors. In phase Ti, the training data from Alice is a matrix with
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Algorithm 2 Proposed scheme without voting
Authenticate legitimate user through ULA.
Collect the received signals corresponding to the SRS symbols from the legitimate
user.

Extract M, R, and [ from the received signals.
Perform Min-Max scaling to obtain g;.
Form the training matrix G in (3.11).
Train OCC-SVM to obtain f.
Test the new received signal using f.
if (f(t) > 0) then

Accept the user.

Update the feature vectors.

Retrain OCC-SVM.
else if (f(t) <0) then

Terminate the connection.
end if

dimensions ¢ x 3MN. Then, in phase T» a new data vector b is tested (after
scaling), and if accepted the data matrix is updated by discarding the first row d;
and adding the new data vector as row ¢ + 1. Thus, if the first e new data vectors

are accepted, the training data matrix is

d1+e

d2+e

d€+e

so ¢ vectors are used for training. Min-Max scaling is separately applied to each of

the 3M N columns of this matrix
m, = [my, ma, ... mg]t,r=1,2,...,3MN, (3.8)

to obtain

g =91 Gor - gg’T]Tﬂ“ =1,2,...,3MN. (3.9)
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where

Giyp = —r — Mminy_ (3.10)

mmax,r - mmin,r

Momin,r 15 the minimum value in m,, and M4, is the maximum value in m,. Then,

the feature matrix used for training is given by

G =g 8 - gunl (3.11)

and the elements of the new data vector b are scaled using M, and Mmyqz, from

the training data as follows

b.. — .
t, = T Monin,r ’ (312)

Mpaz,r — Mmin,r

to form the test vector t. The proposed scheme is summarized in Algorithm 2. Each

row of Figure 3.3 is a vector used for training and testing.

3.4.2 Proposed Scheme With Voting

The proposed authentication scheme without voting (Algorithm 2) uses all 3M N
features in the rows of the feature matrix in Figure 3.3 for training and testing at
one location. However, collecting this data when there is a large distance between
[oT devices may not be feasible. In this case, OCC-SVM training and testing can
be performed separately at each device and then a majority vote conducted.

Two majority voting schemes are considered. In the M N majority voting scheme,
OCC-SVM training and testing is performed for each feature separately so the
columns in Figure 3.3 are used individually. In the N majority voting scheme,
OCC-SVM training and testing is performed separately on the data at each device
so groups of M columns in Figure 3.3 are used. Then, a majority vote on the M N
or N testing results is used to accept or reject the user. These schemes are described

below.
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Algorithm 3 M N majority voting scheme
Authenticate legitimate user through ULA.
Collect the received signals corresponding to the SRS symbols from the mth
antenna at the nth antenna represented by the columns in Figure 3.3.
Extract M, R, and [ features from these signals.
Perform Min-Max scaling.
Form the training matrices G; in (3.16).
Train OCC-SVM to obtain f;,5 =1,2,..., MN.
Test the new features t; using f;.
if (32, f;(t;) > 45%) then
Accept the user.
Update the feature vectors.
Retrain OCC-SVM.
else if (3 ; f;(t;) < YY) then
Terminate the connection.
end if

MN Majority Voting Scheme

The ¢ training data vectors used for the M N majority voting scheme are

d; =[R; I, Mj]',
d; =[R; I M;)?,

=1,2,...,¢, (3.13)
di'™ =[R; I; MM,
and the corresponding test data vectors are
b' =[R I M]y,
bt =(R 1 My, (3.14)

MY =R 1 MIYY,

Thus, if the first e new data vectors are accepted, the training data matrices are
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d{+e
dj
M= | | . j=1.2... MN

)= J=1,2,..., : (3.15)

J
L i J

Min-Max scaling is applied separately to each of the 3 columns of these matrices so

the feature matrices used for training are given by
G;=[g188),7=12...,MN. (3.16)

and the elements of the new data vectors b?,j = 1,2,..., MN, are scaled as in
(3.12) to form the test vectors t;,j = 1,2,...,MN. The user is accepted if the

following condition is satisfied
MN
J
The M N majority voting scheme is summarized in Algorithm 3.

N Majority Voting Scheme

The ¢ training data vectors used for the N majority voting scheme are

d? =[[Ri I; M)" .. [R; I M2,
i=1,2,...,L (3.18)

dY =[[R: I; M})" ... [R; I; MM,
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Algorithm 4 N majority voting scheme
Authenticate legitimate user through ULA.
Collect the received signals corresponding to the SRS symbols at the /N antennas
separately.
Extract M, R, and [ from the groups of M columns in Figure 3.3.
Perform Min-Max scaling.
Form the training matrices Gy, in (3.21).
Train OCC-SVM to obtain fy,k=1,2,...,N.
Test the new features t; using fx.
if (3, fe(ty) > %) then
Accept the user.
Update the feature vectors.
Retrain OCC-SVM.
else if (Y, fu(ty) < %) then
Terminate the connection.
end if

and the corresponding test data vectors are

b' =[[RIM]'...[RIMM],
b2 =[[R I M]'...[R I MM, (3.19)

bY =[[RT M]'...[R I MMMV,

Thus, if the first e new data vectors are accepted, the training data matrices are

k
d1+e

ds
Tl k=1,2... N. (3.20)

k
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Min-Max scaling is applied separately to each of the 3M columns of these matrices

so the feature matrices used for training are given by
G.=1[g818 - - 8ul,k=1,2,...,N. (3.21)

and the elements of the new data vectors b?,j = 1,2,..., N, are scaled as in (3.12)
to form the test vectors t;,j = 1,2,..., N. The user is accepted if the following

condition is satisfied
N
k

The N majority voting scheme is summarized in Algorithm 4.

3.5 Simulation Results

In this section, the proposed scheme is evaluated in multipath fading channels us-
ing Monte-Carlo simulation. BPSK modulation is considered and the WINNER
IT channel model for NLOS urban environments is employed [67]. Four simulation
scenarios with three Eves are considered as shown in Figures 3.4 and 3.5. Bob is
fixed in all scenarios while Alice moves from a fixed initial location and the Eves
move from initial locations that differ in the scenarios. In Scenario 1, the Eves are
far from Alice, while in Scenario 2 they are close to Alice. In Scenario 3, the Eves
start from the same initial location as Alice but move in arbitrary directions, so this
scenario can be considered worst case. Scenario 4 is the same as Scenario 1 except
there are three Alice with different initial locations. OCC-SVM is implemented us-
ing the scikit-learn library in Python with linear, sigmoid, and polynomial kernels.
The number of trials is 2500, the number of SRS symbols from each user per trial
is 500, and v = % in Scenarios 1, 2, and 3 and v = 1 in Scenario 4 to account for

the numbers of Alice and Eves. The number of symbols used for training is ¢ = 10.

The simulation parameters are given in Table 3.1.



Table 3.1: Simulation Parameters

Parameter Value

The urban model frequency band 2-6 GHz
Carrier frequency 5 GHz
Sampling rate 20 MHz
Shadow fading standard deviation 4 dB
Number of Tx Antennas for Alice/Eve 1,2, 4
Number of Rx Antennas for Bob 1,4, 8
Antenna height for Alice/Eve I m

The urban model mobility range [0-70] km/h
Velocity [0.4-60] km/h
SNR 8,12 dB

Position of Bob

1000 m, 1000 m

Initial position of Alice 1

1500 m, 1200 m

Initial position of Eve 1 in Scenario 1 1300 m, 700 m
Initial position of Eve 2 in Scenario 1 600 m, 1250 m
Initial position of Eve 3 in Scenario 1 350 m, 400 m

Initial position of Eve 1 in Scenario 2

1550 m, 1100 m

Initial position of Eve 2 in Scenario 2

1300 m, 1250 m

Initial position of Eve 3 in Scenario 2

1600 m, 1000 m

Initial position of Eves in Scenario 3

1500 m, 1200 m

Initial position of Alice 2 in Scenario 4 500 m, 900 m
Initial position of Alice 3 in Scenario 4 1000 m, 600 m
Initial position of Eve 1 in Scenario 4 1300 m, 700 m
Initial position of Eve 2 in Scenario 4 600 m, 1250 m
Initial position of Eve 3 in Scenario 4 350 m, 400 m
Number of trials 2500

Number of SRS symbols per user per trial | 500

SRS every 28 symbols

14 10
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Figure 3.6: MDR, FAR, and AR versus the number of receive antennas with linear
kernel OCC-SVM, SNR = 8 dB, velocity = 0.4 km/h, and 1, 4, and 8 receive anten-
nas for Scenario 1, 2, and 3 with (a) 1 transmit antenna, (b) 2 transmit antennas,
and (c) 4 transmit antennas.

3.5.1 Scenarios 1, 2, and 3

Figure 3.6 gives the MDR, FAR, and AR versus the number of receive antennas with
linear kernel OCC-SVM, SNR = 8 dB, 1, 4, and 8 receive antennas, and velocity
= 0.4 km/h for Scenarios 1, 2, and 3 using 1, 2 and 4 transmit antennas. These
results show that the MDR, FAR, and AR improve with an increase in the number
of transmit or receive antennas for all scenarios. For example, Figure 3.6a indicates

that the MDR for Scenario 1 decreases from 24.0% with 1 receive antenna to 16.6%
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with 4 antennas and 2.6% with 8 antennas, compared to 41.0%, 16.5%, and 2.6%
for Scenario 2, respectively. Moreover, the FAR for Scenario 1 decreases from 11.5%
with 1 antenna to 1.8% with 4 antennas and 0.4% with 8 antennas, compared to
11.5%, 3.0%, and 0.4% for Scenario 2, respectively. The MDR for Scenario 3 is
worse than for Scenarios 1 and 2, particularly with 1 receive antenna. For example,
in Figure 3.6a the MDR with 1 receive antenna is 87.0%, but improves to 5.2% with
8 receive antennas, which is slightly higher than for the other scenarios.

Figure 3.6a indicates that the AR for Scenario 1 using 1 receive antenna is greater
than in Scenarios 2 and 3. However, the AR increases with the number of receive
antennas. For example, the AR for Scenario 1 increases from 82.2% with 1 antenna
to 90.8% with 4 antennas and 98.5% with 8 antennas, compared to 73.6%, 90.1%,
and 98.5% for Scenario 2, and 51.3%, 85.6%, and 97.3% for Scenario 3, respectively.
With 8 receive antennas, the AR is 97.3% for Scenario 3, which is 1.2% lower than
Scenario 1. Furthermore, the AR improves with the number of transmit antennas
as shown in Figures 3.6b and 3.6¢c. For example, the AR is greater than 99.9% with

4 transmit antennas and 8 receive antennas for all scenarios.

3.5.2 AR for Different SNRs

Figure 3.7 presents the AR versus the number of transmit antennas for Scenario 2
with velocity = 0.4 km/h, linear kernel OCC-SVM, and 1, 4, and 8 receive antennas
for SNR = 8 dB and 12 dB. Figure 3.7a shows that increasing the number of transmit
antennas increases the AR. For example, the AR with 4 receive antennas and 4
transmit antennas is 98.9% compared to 98.0% with 2 transmit antennas and 90.0%
with 1 transmit antenna. Furthermore, the AR with 1 transmit antenna and 4
receive antennas is 90.0% compared to 91.6% with 4 transmit antennas and 1 receive
antenna. Thus, there is a greater increase in the AR when the number of transmit
antennas is increased compared to increasing the number of receive antennas. The

AR with 4 transmit antennas and 8 receive antennas exceeds 99.9%. Figure 3.7b
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Figure 3.7: AR versus the number of transmit antennas for Scenario 2 with linear
kernel OCC-SVM, 1, 4, and 8 receive antennas, velocity = 0.4 km/h, and (a) SNR
= 8 dB and (b) SNR = 12 dB.

shows that with SNR = 12 dB, the AR is 99.9% with 4 transmit antennas and
4 receive antennas compared to 99.8% with 2 transmit antennas and 93.7% with
1 transmit antenna. In addition, the AR with 1 transmit antenna and 4 receive

antennas is 93.7% compared to 96% with 4 transmit antennas and 1 receive antenna.

3.5.3 Majority Voting

Figure 3.8 presents the AR versus SNR with velocity = 0.4 km/h, linear kernel
OCC-SVM, and 8 receive antennas for Scenario 2 using M N and N majority voting
and without voting with 1, 2, and 4 transmit antennas. These results show that not
voting provides a higher AR compared to majority voting with 1 and 2 transmit
antennas. For example, Figure 3.8a indicates that the AR at SNR = 8 dB without
voting and using M N voting is 98.5% and 97.3%, respectively, and increasing the
SNR to 12 dB improves these values to 99.9% and 99.8%, respectively. Figure 3.8b
shows that with 2 transmit antennas, the AR without voting and using M N and
N voting exceeds 99.7% and 99.9% for SNR = 8 dB and 12 dB, respectively. In all
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Figure 3.8: AR versus SNR with linear kernel OCC-SVM, velocity = 0.4 km/h, and
8 receive antennas for Scenario 2 using M N and N majority voting and without
voting with (a) 1 transmit antenna, (b) 2 transmit antennas, and (c) 4 transmit
antennas.

cases, AR without voting is the highest followed by N voting and then M N voting.
However, with 4 transmit antennas and SNR = 8 dB, the AR without voting and
using N voting is similar and greater than with M N voting, and with SNR =
12 dB the AR for all three schemes is almost identical. For example, Figure 3.8c
shows that with 4 transmit antennas and SNR = 8 dB, the AR without voting and
using N voting is almost 100% which is slightly greater than the 99.9% using M N
voting. With SNR = 12 dB, the AR of the three schemes is almost 100%. These
results indicate that voting is a practical option if it is not feasible to collect all the
data in one location. Further, collecting the data requires that one device conduct
all the training and testing tasks, which may not be fair. A distributed approach
to making authentication decisions is beneficial when there are IoT devices with
limited computing capabilities as each device must conduct training and testing on
a small portion of the data. Then, the decisions are collected and only a simple
majority vote is required. In summary, the topology and device capabilities must

be considered when determining an appropriate authentication scheme.
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signals as features.
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3.5.4 Kernel Comparison

Figure 3.9 presents the AR versus the number of receive antennas for Scenario 2
with velocity = 0.4 km/h, SNR = 12 dB, 2 transmit antennas, and 1, 4, and 8
receive antennas for OCC-SVM using linear, sigmoid, and polynomial kernels. The
AR using 1, 4, and 8 receive antennas is approximately 90.8%, 99.8%, and 99.9% for
all three kernels, respectively. There is a very small difference in all cases with the
polynomial kernel providing the highest AR followed by linear and then sigmoid.

This indicates that using a less complex kernel is the best choice.

3.5.5 Number of Features

Figure 3.10 presents the AR versus velocity for Scenario 1 with linear kernel OCC-
SVM, SNR = 8 dB, 1 transmit antenna and 4 receive antennas using the magnitude,
the real and imaginary parts, and the magnitude and real and imaginary parts of the
received signals as features. This shows that the AR is improved with more features
for all velocities. For example, the AR at velocity = 0.4 km/h with 4 receive antennas
using the magnitude and real and imaginary parts of the received signals as features
is 91.0%, while the AR using the real and imaginary parts is 89.2%, and using just
the magnitude is only 56.7%. Although the magnitude is not independent of the
real and imaginary parts of the received signal, using it as an additional feature
provides a small improvement in performance. Further, these results show that the
AR improves with velocity. For example, the AR using the magnitude and real and
imaginary parts of the received signals at velocity = 0.4 km/h, 30 km/h, and 60
km/h is 91.0%, 92.7%, and 94.3%, respectively. This is because a higher velocity
increases the Doppler frequency shift which provides better discrimination between

users.
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Figure 3.11: MDR, FAR, and AR versus the number of receive antenna with linear
kernel OCC-SVM, SNR = 8 dB, velocity = 0.4 km/h, and 1 transmit antenna for
Scenario 1 with n = 0.2,0.5, and 0.8.
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3.5.6 Effect of Outlier Percentage

Figure 3.11 presents the MDR, FAR, and AR versus the number of receive antennas
with linear kernel OCC-SVM, SNR = 8 dB, velocity = 0.4 km/h, and 1 transmit
antenna for Scenario 1 with n = 0.2,0.5, and 0.8. This shows that increasing 1, which
is the percentage of data considered as outliers, decreases the MDR which lowers
the probability of accepting Eves. For example, the MDR with 2 receive antennas is
23.3%, 14.9%, and 9.6% for n = 0.2,0.5, and 0.8, respectively. Moreover, increasing
1 results in a greater FAR which increases the probability of rejecting Alice. For
example, the FAR with 1 receive antenna is 5.9%, 11.6%, and 19.8% for n = 0.2,0.5,
and 0.8, respectively. Finally, these results indicate that the AR increases with
n. For example, the AR with 4 receive antennas is 88.9%, 92.0%, and 93.5% for
n = 0.2,0.5, and 0.8, respectively.

3.5.7 Multiuser Performance

The proposed scheme is now evaluated for Scenario 4 which has three Alice. This
is the same as Scenario 1 except Alice 2 and Alice 3 are added. Thus, there are
three legitimate users and three illegitimate users, all with velocity = 0.4 km/h.
Figure 3.12 presents the MDR, FAR, and AR versus the number of receive antennas
with linear kernel OCC-SVM, SNR = 8 dB, and 1 transmit antenna for Scenarios
1 and 4. This shows that the authentication performance is decreased with more
legitimate users. For example, the MDR is 16.6% and 39.1% with 4 receive antennas
for Scenarios 1 and 4, respectively, and the corresponding FAR is 1.8% and 2.7%
with 4 receive antennas. Finally, the AR is 90.8% and 79.1% with 4 receive antennas

for Scenarios 1 and 4, respectively, so the AR decreases with the number of users.
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3.6 Conclusion

An adaptive physical layer authentication (PLA) scheme using machine learning
(ML) was proposed for Internet of Things (IoT) applications. This scheme exploits
the antenna diversity in multi-input-multi-output (MIMO) systems based on the 5G
frame structure. One-class classification support vector machine (OCC-SVM) with
linear, sigmoid, and polynomial kernels is employed. The proposed scheme is adap-
tive as a sliding window is used to update features to provide robust authentication.
The magnitude and real and imaginary parts of the received signals corresponding
to the 5G sounding reference signals (SRSs) are used as features. Thus, the number
of features is 3M N for each transmitted symbol where M and N are the number
of transmit and receive antennas, respectively. Results were presented for an ur-
ban environment which show that the performance improves with the number of
antennas. The AR using two majority vote schemes was presented. These schemes
may be preferable for distributed IoT devices with limited computing capabilities.
The AR using all 3M N features at one location was shown to be slightly higher
than using 3M features separately at each device and N voting. In future work, the
proposed scheme can be evaluated for indoor and rural environments. In addition,

other machine learning algorithms can be employed with the proposed scheme.
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Chapter 4

Physical Layer Authentication for
Satellite Communication Systems

using Machine Learning

In this chapter, an adaptive physical layer authentication scheme using Doppler fre-
quency shift (DS) and received power (RP) features for LEO satellites is proposed
[77, 36]. The proposed scheme employs OCC-SVM which uses only legitimate train-
ing data. Also, the scheme is evaluated for fixed satellite services (FSS) and mobile
satellite services (MSS) at different altitudes. The proposed scheme is evaluated
using linear and polynomial OCC-SVM kernels. Results are presented which show
that the proposed scheme provides a higher authentication performance using DS

and RP features together compared to using them separately.

4.1 Related Work

A comprehensive survey on the security challenges for satellite communication sys-
tems was presented in [78]. Many satellite systems currently send unauthenticated

messages or messages that have been authenticated at the application layer using
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symmetric key (implicit authentication) or public key solutions. Thus, simple and
effective solutions to detect spoofing attacks are required. Several anti-spoofing
schemes have been developed, e.g. global navigation satellite system (GNSS) spoof-
ing detection [79, 80], received signal correlation using multiple antennas at the re-
ceiver [81], examining physical information such as received power, carrier-to-noise
ratio (CNR), and angle of arrival [82], leveraging the ad-hoc network infrastructure
83, 84], and dedicated hardware [85].

It was shown in [3] that satellite communications is vulnerable to spoofing at-
tacks, especially the downlink satellite system information signalling. Thus, a PLA
scheme was proposed to validate satellites using the DS. It is used prior to initial
access to the land mobile satellite system so an attacker cannot imitate the real-time
DS of a user. The DS can be estimated either through signal observations or user
calculations from satellite broadcast ephemeris. In terrestrial networks, physical
layer attributes such as the channel state information (CSI) can be used for PLA
[1, 9, 60, 62, 86]. However, CSI-based schemes may not be suitable for satellite
authentication because of the strong line-of-sight (LOS) channel which does not
provide sufficiently unique features.

In [87], Iridium LEO satellite signatures were obtained using signal 1Q values.
The signals from these satellites exhibit unique attenuation and fading characteris-
tics due to the high mobility of up to 25000 km/h. The proposed scheme employs
a convolutional neural network (CNN) for authentication, and pattern recognition
techniques are used to generate synthetic images from the IQ values. An orbit-based
authentication scheme for satellite communications was proposed in [88]. Satellites
orbiting the Earth on a fixed trajectory provide a priori information for security pur-
poses and time difference of arrival (TDOA) measurements from multiple receivers
are used for authentication.

In [89, 90|, the DS of spacecraft links was used to generate symmetric keys.

A PLA scheme using DS was proposed in [20] for LEO satellites. Since velocity
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and location information for all satellites is available, reference DS values for any
satellite can easily be calculated. Thus, each satellite in a constellation can compare
the measured DS value with the reference value for the satellite in the constellation
to decide whether it is legitimate. Then, a majority vote is taken at a fusion center

to make the final authentication decision.

4.2 Contributions

The main contributions of this chapter are as follows.

An adaptive physical layer authentication scheme using OCC-SVM is proposed

to authenticate LEO satellites utilizing DS and RP are used as features.

e The proposed scheme is validated for FSS and MSS when the illegitimate
satellites are within the half power beamwidth (HPBW).

e The proposed scheme is evaluated using MDR, FAR, and AR metrics utilizing
DS and RP features separately and together.

e Results are presented using two-line element (TLE) data for real satellites to
verify the effectiveness of the proposed schemes, where TLE is orbital data for

Earth-orbiting objects [35].

4.3 System Model

The system model for the LEO satellite PLA scheme is illustrated in Figure 4.1.
The FSS or MSS station (FMS) must authenticate the legitimate satellite (Alice)
over the entire session while preventing spoofing attacks from illegitimate satellites
(Eves). The communication session starts from the lowest elevation angle where the

DS is maximum and the RP is minimum. A LEO satellite communication session is
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Figure 4.1: System model.

the time over which the satellite is continuously serving a given ground service [91].
A session is assumed to have 2n — 1 phases (time instances). Figure 4.1 shows the
first n phases. Eves try to imitate Alice in order to send incorrect information to
users. We assume an attack scenario such that Eve satellites are very close to Alice,
where Eves are at the same altitude as Alice and within the FMS receive antenna
HPBW. The FMS authenticates Alice using PLA over the communication session
after upper-layer authentication (ULA).

The proposed scheme is employed on the downlink and is divided into an initial
phase and subsequent phases. In the initial phase, ULA authentication is performed
and OCC-SVM training is conducted using the DS and RP features of Alice. In
subsequent phases, OCC-SVM testing is conducted to establish the legitimacy of
the received signals which could be from Alice or Eve. Therefore, the features in
these phases are considered to be from an unknown satellite (U), where U = {Alice,

Eve}. If the test is passed, the FMS decides the signal is from Alice so the training
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features are updated and OCC-SVM training is repeated. Conversely, if the test is

failed, the FMS decides the signal is from Eve and the connection is terminated.

4.3.1 Doppler Frequency Shift

The received signal at the FMS will have a DS given by [92]

v X fe

fa= X cos(¢), (4.1)

Cc

where v is the velocity of the satellite, ¢ is the speed of light, f. is the center
frequency, and ¢ is the angle between the satellite to FMS link and the direction of
motion of the satellite. Consequently, for the same v and f., at a given time ¢ will

differ between satellites so the DS is unique to a satellite.

4.3.2 Received Power

The power received at the FMS in watts is given by [93]

Dt 9t 9

Pr = W, (4-2)

where p; is the transmitted power, g; is the gain of the transmit antenna, g, is
the gain of the receive antenna, d is the distance between transmitter and receiver,
and \ is the wavelength. The term (47d/\)? is known as the free space path loss
(FSPL). The gain of the receiver antenna in the direction 6 is defined as g,.(6) [94].
The angle 6 is usually in the direction of the maximum gain, called the boresight
direction of the antenna. It is used for FMS antenna tracking the trajectory of Alice.
Eve will not have the same trajectory and location as Alice at a given time. Thus,
the RP from Eve at the FMS will differ from the corresponding RP from Alice due
to the difference in 6. Further, the FSPL for different satellites will differ due to the
distance from the satellite to the FMS. It is assumed that the Eves have the same
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values of p; and ¢; as Alice which can be considered worst case.

4.3.3 Problem Formulation

In the initial phase, the DS and RP of Alice are obtained by the ULA at the start of
the session. Then, PLA scheme is employed utilizing the DS and the RP obtained
at subsequent phases. Over this session, the signals of Alice and the Eves are
directed towards the FMS. The Eves do this to imitate Alice. However, the FMS
is following the trajectory of Alice over the communication session which is known.

The FMS must decide between the two hypotheses

Ho :  Alice transmitting,
(4.3)

Hi: Eve transmitting,

where the null hypothesis (Hy) denotes that the signal is from Alice while the
alternative hypothesis (1) means that it is from Eve. OCC-SVM training in the
initial phase determines the authentication boundary for the features from Alice. In
subsequent phases, OCC-SVM testing is conducted to determine if the corresponding
features are located within this boundary. The satellite is accepted as legitimate if
this test is true. On the other hand, if the test decision is outside the boundary, the
satellite is rejected. Furthermore, OCC-SVM authentication boundary is updated

in each subsequent phase to provide robust authentication.

4.4 The Proposed Authentication Scheme

In a real system, Alice will have a deviation from the reference trajectory [95] which
will affect the signal received at the FMS station [96]. It is impossible for Eve to
determine this deviation and this will cause errors if Eve tries to manipulate her

RP and DS values to imitate Alice. The proposed authentication scheme employs
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OCC-SVM using the DS and RP as features for training and testing. Figure 4.2
presents the proposed authentication scheme. In the initial phase 77, after ULA
authentication, data is collected from the legitimate satellite for OCC-SVM training.
Then, in subsequent phases data from U is used by FMS for testing and training.
If the test is passed in a given phase, the corresponding data is used to update the
features for training. A sliding window is used for this update so the oldest data is
discarded. On the other hand, if the test fails, the connection is terminated.

The data vectors have the form

m = [s p (4.4)

where s and p are the DS and RP, respectively. In phase 77, authentication is first
performed with Alice through ULA. Then, ¢ data vectors from Alice

di:[Sipi],izl,Q,...,g, (45)

are scaled and used for OCC-SVM training to determine the boundary for authen-

DS RP
S1 b1
3 = S2 b2
! Sz D=

Figure 4.3: Sliding window for feature updates.
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Algorithm 5 The proposed scheme
Authenticate Alice through ULA.
Extract s and p.

Perform Min-Max scaling to obtain g, (4.10).
Form the training matrix G, in (4.11).
Train OCC-SVM.
Test OCC-SVM with t (4.12).
while (f(t) > 0) do
Update the feature matrix G..
Retrain OCC-SVM.
Test OCC-SVM with t (4.12).
end while

tication. In subsequent phases, OCC-SVM is used to test (after scaling), new data

vectors

b = [3 p]U? (46)

from U using (A.9). If the test is passed the satellite is accepted, the features are
updated, and OCC-SVM is retrained. However, if the test fails, the connection is
terminated.

Figure 4.3 shows the sliding window update process for the data where the rows
are the data vectors. In phase Ti, the training data from Alice is a matrix with
dimensions ¢ x 2. Then, in phase 75 a new data vector b is tested (after scaling),
and if accepted the data matrix is updated by discarding the first row d; and adding
the new data vector as row £+ 1. Thus, if the first e new data vectors are accepted,
the training data matrix is

d1+e

d2+e

dZ+e

as shown in Figure 4.3 so ¢ vectors are used for training in each phase.

Min-Max scaling is separately applied to each feature. At the lowest elevation
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angle 6, DS is maximum $,,,, and RP is minimum p,,;,, and at the highest 6 DS is
minimum S,,;, and RP is maximum p,,... These values are based on satellite orbit
and trajectory and are available using the system tool kit (STK) [35, 97]. The data

vectors d; are scaled as follows

/ Si — Smin
= T Tmin 48
& Smaz — Smin’ ( )
Pj — Pmin
p; = (4.9)

Pmaz — Pmin

so the corresponding feature vectors are

g = [s; pil- (4.10)

The matrix of training vectors is then

g1+e

e
G.= | °F (4.11)

L g€+e |

The new data vectors b are scaled to obtain the testing vectors

t=1[spu. (4.12)

The proposed scheme is summarized in Algorithm 5.

4.5 Performance Evaluation

In this section, the proposed scheme is evaluated using the STK to obtain the DS and

RP values and the scikit-learn library in Python is used for linear and polynomial
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Figure 4.4: Model layout.

Table 4.1: Maximum Distances Between Alice and Eves over the Session at Different
Altitudes

Altitude | Alice - Evel | Alice - Eve2 | Alice - Eve3
500 km 10 km 6 km 6 km
1000 km 12 km 7 km 7 km
1500 km 13 km 8 km 8 km
2000 km 14 km 8.5 km 8.5 km

OCC-SVM. STK is used to obtain the DS and RP values along the trajectory of
Alice and Eves using (4.1) and (4.2). The model layout is shown in Figure 4.4, where
two scenarios are considered. The first is on-pause communications which refers to
FSS where a fixed ground station authenticates Alice using a receive antenna 1.5
m in diameter. The second is on-move communications which refers to MSS where
a mobile vehicle authenticates Alice using a receive antenna 0.5 m in diameter. A

worst-case situation is considered where all Eves satellites are very close to Alice
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Table 4.2: Simulation Parameters

Parameter Value

Center frequency 7.5 GHz

FSS antenna diameter 1.5 m

MSS antenna diameter 0.5 m

Satellite altitudes 500, 1000, 1500, and 2000 km
Tx power for all satellites | 10 dBW

l 10

with the same altitude and within the FMS receive antenna HPBW as shown in
Figure 4.4. The maximum distances between Alice and Eves over the session in
both scenarios are given in Table 4.1. The simulation parameters are given in Table
4.2 and v = % as we have 3 Eves. The number of symbols used for training is ¢ = 10.
Figure 4.5 presents the scaled DS and the scaled RP for Alice at an altitude of 2000
km obtained from STK. This shows that the scaled DS and the scaled RP values in

the first half of the communication session are similar to those in the second half.

1 .
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=
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Communication session

Figure 4.5: Scaled DS and scaled RP over the communication session.
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Thus, only DS and RP values for the first half of the communication session are

considered in the simulations.

4.5.1 Fixed Satellite Services (FSS)

Figure 4.6 presents the MDR, FAR, and AR versus altitude for FSS and OCC-SVM
with linear and polynomial kernels. DS and RP denote that only those features are
used while DS & RP means both features are employed. The FAR of DS and DS
& RP for linear and polynomial OCC-SVM kernels is 0 and so is not shown in the
figure. Figure 4.6a gives the MDR, FAR, and AR for the linear kernel. The MDR
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Figure 4.6: MDR, FAR, and AR versus altitude for FSS with (a) linear OCC-SVM
kernel, and (b) polynomial OCC-SVM kernel.
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of DS is around 33.3% at all the altitudes and the AR is approximately 83.3% at
all the altitudes. The MDR of RP is around 0.6% at all altitudes while the FAR
of RP is 1.9% at 500 km altitude and increases with altitude to 27.1% at 2000 km.
Thus, the AR of RP decreases with increasing altitude from 98.7% at 500 km to
86.1% at 2000 km. The MDR with both DS and RS is between 0.2% and 0.5% for
all altitudes, and the corresponding AR is between 99.7% and 99.9%. Figure 4.6b
presents the MDR, FAR, and AR for the polynomial kernel. This shows that the
variations are smaller than with the linear kernel with an AR between 99.7% and
99.9%. However, the performance with the linear and polynomial kernels is similar
for all altitudes. Further, using both DS and RP in the proposed scheme provides
an AR which exceeds 99.7% for FSS.

4.5.2 Mobile Satellite Services (MSS)

Figure 4.7 gives the MDR, FAR, and AR versus altitude for MSS and OCC-SVM
with linear and polynomial kernels. The receive antenna diameter is 0.5 m so the
HPBW is wider than in the FSS case. The FMS is moving in the direction shown
in Figure 4.4. The FAR of DS and DS & RP for linear and polynomial kernels
is 0 as in the FSS case, and so is not shown in the figure. Figure 4.7a gives the
MDR, FAR, and AR with the linear kernel. The MDR with DS is slightly higher
than in the FSS case. The AR is about 83% for all altitudes. Also, it is slightly
different than FSS for MDR of RP, which becomes around 0.45% over all altitudes.
Consequently, the FAR of RP is also increased with increasing altitude. It is 1.4%
at 500 km altitude and increased to 27.1% at 2000 km altitude. The AR of RP
decreases with increasing altitude, from 99% to 86.1% at 500 and 2000 km altitude,
respectively. Finally, the MDR when using DS and RS features, slightly higher than
in the F'SS case, around 0.6% for all altitudes so the AR exceed 99.6%. These results
show that the performance with the linear and polynomial kernels in Figures 4.7a

and 4.7b, respectively, is similar for all altitudes. Moreover, using both DS & RP
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in the proposed scheme provides an AR which is greater than 99.6%. In summary,
the proposed scheme achieves an AR greater than 99.6% for FSS and MSS at all
altitudes with OCC-SVM using both DS and RP, and linear or polynomial kernels.

4.6 Conclusion

The increase in the number of LEO satellite constellations makes VHetNets a solu-
tion to provide worldwide wireless coverage. However, LEO satellites are vulnerable
to spoofing attacks so an efficient and effective authentication scheme is needed. An

adaptive PLA scheme using ML was proposed to solve this problem using the DS
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Figure 4.7: MDR, FAR, and AR versus altitude for MSS with (a) linear OCC-SVM
kernel, and (b) polynomial OCC-SVM kernel.
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and RP as features. A OCC-SVM with linear and polynomial kernels was employed.
Results were presented which show that a high AR can be achieved for both fixed
and mobile satellite services using the DS and RP as features. In particular, the AR
in this case exceeds 99.6% for F'SS and MSS scenarios. Finally, the proposed scheme
employing both the DS and RP as features was shown to be superior to using only

the DS or RP as features as in [20] and [98], respectively.
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Chapter 5

Authentication for Satellite

Communication Systems using

Physical Characteristics

In this chapter, PLA is proposed for low earth orbit (LEO) satellites using the
Doppler frequency shift (DS) and received power (RP) characteristics [99, 100].
Hypothesis testing using a threshold or machine learning (ML) is considered to
discriminate between legitimate and illegitimate satellites. For ML, a one-class
classification support vector machine (OCC-SVM) is employed which uses training
data from only legitimate users. The performance is evaluated using real satellite
data from the system tool kit (STK). Results are presented which show that the
authentication rate (AR) with DS is higher than with RP at low elevation angles
for both schemes, but is higher with RP at high elevation angles. Further, the ML
authentication scheme provides a higher AR than the threshold scheme for a small
percentage of the training data considered as outliers, but at larger percentages the

OR threshold scheme is better.
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5.1 Related Work

In [78], the security challenges for satellite communication systems were considered.
Several anti-spoofing schemes have been developed, e.g. global navigation satellite
system (GNSS) spoofing detection [79, 101], received signal correlation using mul-
tiple antennas at the receiver [81], examining physical information such as received
power, carrier-to-noise ratio (CNR), and angle of arrival [82, 102], and leveraging
ad-hoc network infrastructure [83, 84] and dedicated hardware [103, 85]. It was
shown in [3] that satellite communications is vulnerable to spoofing attacks. Thus,
a PLA scheme was proposed to validate satellites using the Doppler frequency shift
(DS). It is used prior to initial access to the land mobile satellite (LMS) system so an
attacker cannot imitate the real-time DS of a user. The DS can be estimated either
through signal observations or user calculations from satellite broadcast ephemeris.

In terrestrial networks, physical layer attributes such as the channel state infor-
mation (CSI) can be used for PLA [86, 1, 37, 60, 49, 104, 62, 40, 50, 105, 9]. However,
CSI-based schemes may not be suitable for satellite authentication because of the
line-of-sight (LOS) channel which does not provide sufficiently unique features. In
[68], a PLA framework was proposed for controller area networks (CANSs) to miti-
gate spoofing attacks. This scheme utilizes the arrival intervals and magnitudes of
the received signals as features. Moreover, reinforcement learning (RL) is employed
for authentication using the Dyna architecture.

In [87], Iridium LEO satellite signatures were obtained using in-phase and quadra-
ture (IQ) signal values. The signals from these satellites exhibit unique attenuation
and fading characteristics due to the high mobility of up to 25000 km/h. The pro-
posed scheme employs a convolutional neural network (CNN) for authentication,
and pattern recognition techniques are used to generate synthetic images from the
IQ values. In [89, 90], the DS of spacecraft links was used to generate symmetric

keys. An orbit-based authentication scheme for satellite communications was pro-
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posed in [88]. Satellites orbiting the Earth on a fixed trajectory provide a priori
information for security purposes and time difference of arrival (TDOA) measure-
ments from multiple receivers are used for authentication. A PLA scheme using DS
was proposed in [20] for LEO satellites. Since velocity and location information for
all satellites is available, reference DS values for any satellite can easily be calcu-
lated. Thus, each satellite in a constellation can compare the measured DS value
with the reference value for the satellite in the constellation to decide whether it
is legitimate. Then, a majority vote is taken at a fusion center to make the final

authentication decision.

5.2 Contributions

The main contributions of this chapter are as follows.

e An adaptive PLA scheme using DS and RP characteristics to authenticate
LEO satellites is proposed.

e Hypothesis testing using a threshold or ML is used to discriminate between

legitimate and illegitimate satellites.

e The AR is evaluated using DS and RP characteristics separately and together
over the communication session and DS and RP estimation errors are consid-

ered.

e Results are presented using two-line element (TLE) data for real satellites to
verify the effectiveness of the proposed schemes. TLE data is orbital data for

Earth-orbiting objects and is available at: https://celestrak.com/.
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Figure 5.1: System model.

5.3 System Model

The system model for the LEO satellite PLA scheme is illustrated in Figure 5.1.
The fixed or mobile satellite services station (FMS) must authenticate the legitimate
satellite (Alice) over the communication session while preventing spoofing attacks
from an illegitimate satellite (Eve). Eve tries to imitate Alice in order to send
incorrect or malicious data to users. The FMS first authenticates Alice using ULA
and then PLA is performed over the session. A LEO satellite communication session
is the time over which the satellite is continuously serving a given ground user [91].
A session is assumed to have 2n — 1 phases (time instances). Figure 5.1 shows the
first n phases. ULA is performed in the initial phase and DS and RP values are
obtained. In subsequent phases, PLA is performed at the FMS which must decide
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between the two hypotheses

Ho :  Alice is transmitting,
(5.1)

H,: Eve is transmitting.

Thus, Hy denotes that the signal is from Alice while H; means it is from Eve. If
the test is passed, then the current DS and RP values are kept and used to test new

DS and RP values in the next phase.

5.3.1 Doppler Frequency Shift

The received signal at the FMS will have a DS given by [92]

v X fe

fa= X cos(¢), (5.2)

C

where v is the velocity of the satellite, ¢ is the speed of light, f. is the center
frequency, and ¢ is the angle between the satellite to FMS link and the direction of
motion of the satellite. Consequently, for the same v and f. at a given time, ¢ will

differ between satellites so the DS is unique to a satellite.

5.3.2 Received Power

The power received at the FMS in watts is given by [93]

Pt gt Gr

where p; is the transmit power, g; is the gain of the transmit antenna, g, is the gain
of the receive antenna, [ is the distance between the satellite and FMS, and A is the
wavelength. The term (47l/)\)? is known as the free space path loss (FSPL). Figure
5.2 shows the authentication flowchart. In the initial phase, ULA is performed
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and DS and RP values are obtained at the FMS. Then, the threshold is computed
for the threshold authentication scheme or the OCC-SVM is trained for the ML
authentication scheme. In subsequent phases, a threshold or OCC-SVM test is
performed using new DS and RP values. If the test is passed, these values are kept
and used to test the DS and RP values in the next phase, otherwise the connection
is terminated. Note that it is intractable for Eve to reproduce the exact DS and RP

values at the ground station corresponding to Alice.

5.4 Authentication Based on Physical Character-
istics
5.4.1 Estimated Doppler Frequency Shift

Let fd@,i, fd,a,Hl, and fd,&wl be the estimated DS at the FMS for Alice in the

current phase, and Alice and Eve in the next phase, respectively. Then

faai = faai+eas (5.4)
fd,a,i—i—l = faai+1 + Edy (5.5)
fd,e,i+1 = Qi1 fdait1 + Edss (5.6)

where fi,; and fqq.+1 are the exact DS for Alice in the current and next phase,
respectively, a;1q1, 0 < a;y1 < 1, is the ratio between the DS of Alice and Eve,
and £4,,64,, and €4, are the DS estimation errors at the FMS due to factors such
as approximation and receiver noise. The DS estimation errors can be modeled
as Gaussian random variables with g4, ~ N(0,03 ), €a, ~ N(0,03,), and &g, ~

N(0, 033) 3].
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5.4.2 Estimated Received Power

Let Drai, Drait1s Preit1 be the estimated RP at the FMS for Alice in the current

phase, and Alice and Eve in the next phase, respectively. Then

ﬁr,a,i = Pra,i + Eris (57)
ﬁr,a,i—l—l = Pra,i+1 + Ergs (58)
ﬁr,e,i+1 = Bi+1pr,a,i+l + Ergs (59)

where p,,; and p, .41 are the exact RP for Alice in the current and next phase,
respectively, £;11, 0 < G411 < 1, is the ratio between the RP of Alice and Eve, and
€ryy Ery, and e,, are the RP estimation errors. The RP estimation errors can be
modeled as Gaussian random variables with ¢, ~ N(0,02), &,, ~ N(0,0Z)), and
Ery ~ N(0,02,) [106].

In a real system, Alice will have a deviation from the reference trajectory [95]
which will affect the signal received at the ground station [96]. It is impossible for
Eve to determine this deviation and this will cause errors if Eve tries to manipulate
her RP and DS values to imitate Alice. Further, the errors in the estimated DS and

RP values at both Eve and Alice will make this task even more difficult.

5.4.3 Threshold Authentication Scheme

In the threshold authentication scheme, the magnitudes of the differences between
two consecutive DS and RP values are employed [1]. For Alice, these magnitudes

are

Td,a,i = |fd,a,i+1 - fd,a,i 5 (510)

Trai = Prai+1 — Pral, (5.11)
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respectively, and can be expected to be within small thresholds €; and ¢€,.. Therefore,

the DS hypothesis test can be expressed as

Ho | Tauitr — Taail < €d,
(5.12)

M1 | Tguiv1 — Tuail > €ds

where 7§, ;+1 is the DS magnitude from an unknown satellite which could be Alice

or Eve. Similarly, the RP hypothesis test can be expressed as

HO : |Tr,u,i+1 - Tr,a,z’| S €r,
(5.13)

Hl : |Tr,u7i+l - Tr,a,i| > €r,

where T, ,, ;41 is the RP magnitude from an unknown satellite which could be Alice

or Eve. The AND hypothesis test for the DS and RP magnitudes is given by

Ho | Touitr — Taai] < €a AND

|Tr,u,i+1 - Tr,a,i| S €r,
(5.14)

Hi | Tyuitr — Taas| > €2 AND

|Tr,u,i+1 - Tr,a,i| > €r,y

and the OR hypothesis test for these magnitudes is given by

Ho : | Touivr — Taai| < e€a, OR

‘Tr,u,iJrl - Tr,a,il < €ry
4 (5.15)

Hi | Tawir1 — Taail > €a OR

|T7",u,i+1 - Tr,a,i| > €p.

The AND and OR authentication schemes provide lower and upper bounds,

respectively, on the performance so the performance of other schemes such as soft-
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Algorithm 6 Threshold authentication scheme

Authenticate using ULA.

Collect DS and RP values from Alice.

Compute T, ,; and T, ,; using (5.10) and (5.11), respectively.

Test Ty,,41 and 15 4, 41

while Alice do
Update DS and RP values from Alice.
Compute T, ,; and T, ,; using (5.10) and (5.11), respectively.
Test 13,41 and 15 4 i41.

end while

decision fusion will lie between them. The threshold authentication scheme is sum-
marized in Algorithm 6. The false alarm rate (FAR), missed detection rate (MDR),
and authentication rate (AR) are used to evaluate this scheme. The FAR for the
DS and RP threshold authentication schemes is defined as

FARy = P(|Tguit1 — Tuail > €dlHo), (5.16)

FARr,t = P(|Tr,u,i+1 — T’/‘,a,i| > ET|H0), (517)

respectively. The MDR for the DS and RP threshold authentication schemes is
defined as
MDRg; = P(|Tguiv1 — Taai < eaHa), (5.18)

MDRTyt = P(lTT’,uJ—l—l - Tr,a,i| S Er|Hl)a (519)

respectively. The FAR and MDR for the AND threshold authentication scheme are

defined as
FARAND: = P(’Td,u,iJrl - Td,a,i’ > €4 AND
(5.20)
|T7‘,u,i+1 - Tr,a,i| > 67"|H0)7

MDRaxpt = P(|Tauiv1 — Taail < €g AND
(5.21)

|Tr,u,i+1 - Tr,a,il S 67“7-[1)7
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respectively. The FAR and MDR for the OR threshold authentication scheme are

defined as

FARory = P(|Taui+1 — Taail > €2 OR
(5.22)

|Tr,u,i+1 - Tr,a,i’ > 67‘|H0)7

MDRor: = P(|Tgui+1 — Taa,il < €a OR
(5.23)
|Tr,u,i+1 - Tr,a,i| S €r|H1>7

respectively. The AR for the DS, RP, AND, and OR threshold authentication

schemes is given by

1
ARd’t = 5 X [(1 — FARCM) + (1 — M.DRd’tﬂ s (524)
AR, — % « [(1 = FAR,,) +(1— MDR,,)], (5.25)
1
ARanDt = 5 % (1 = FARAND:) + (1 = MDRaND )] (5.26)
1
AROR,t = 5 X [(1 — FAROR,t) + (1 — MDROR’t)} , (527)

respectively.

5.4.4 Machine Learning Authentication Scheme

In the ML scheme, OCC-SVM is employed using DS, RP, or DS and RP as features
for training and testing. In the initial phase, DS and RP values are collected from
Alice for OCC-SVM training. Then, DS and RP values from an unknown satellite
u, which could be Alice or Eve, are used for testing at the FMS. If the test is passed,
the corresponding DS and RP values are used to update the features for training.
On the other hand, if the test fails, the connection is terminated.

The DS and RP data vector has the form

m = [fd,a,i ﬁr,a,i]' (528)
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Algorithm 7 Machine learning authentication scheme
Authenticate using ULA.
Collect DS and RP values from Alice.
Form the training matrix M.
Train using OCC-SVM.
Test using OCC-SVM.
while Alice do
Update the training matrix M.
Train using OCC-SVM.
Test using OCC-SVM.
end while

After Alice is authenticated via ULA, ¢ data vectors corresponding to ¢ samples

from Alice

d] - [fd,a,i,j ﬁr,a,i,j]aj - 17 27 v 767 (529>

are used for OCC-SVM training. Then, OCC-SVM is used to test ¢ data vectors

from u

b = [fawisr; Pruicigli=1,2,...,¢. (5.30)

If the test is passed the satellite is accepted, the features are updated, and OCC-
SVM is retrained. Otherwise, the connection is terminated. The data matrix in
phase 7 — 1 is

disy

d;yo
M = . (5.31)

d;e

In the initial phase (i = 1), this data is from Alice and is used for training. The
matrix in subsequent phases (i > 1) is first tested, and if the test is passed, the
matrix is used for training in the next phase. The ML authentication scheme is

summarized in Algorithm 7.
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The confusion matrix is used to evaluate the performance of the proposed schemes.
True positive (TP) denotes correctly accepting a legitimate satellite, true negative
(TN) denotes correctly rejecting an illegitimate satellite, false negative (FN) denotes
incorrectly rejecting a legitimate satellite, and false positive (FP) denotes incorrectly
accepting an illegitimate satellite. The FAR for DS, RP, and DS and RP is given
by

FN,

FARy = —2, (5.32)
P
FN,

FAR, = —", (5.33)
FNy,

FARg,, = Pd’ : (5.34)

respectively, where F'N;, F'N,, and F'Ng, are the F'N for DS, RP, and DS and RP,
respectively, and P = TP + FN. The MDR for DS, RP, and DS and RP is given
by

FP
MDRy; = Td (5.35)
FP,
MDR,; = —" (5.36)
FP,,
MDRg,.;, = Nd : (5.37)

respectively, where F'Fy, FP,, and I'F,, are the F'P for DS, RP, and DS and RP,
respectively, and N = T'N + FP. The AR for the DS, RP, and DS and RP when

P = N (equal amounts of data from Alice and Eve), is given by

1
AR(“ = 5 X [(1 — FARd,l) + (1 — MDRC“)] , (538)
1
AR, = 5 X [(1=FAR,;)+ (1 —MDR,,)], (5.39)
1
ARd,r,l = § X [(1 — FARdm,l) + (1 — MDRd,nl)] s (540)

respectively.
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Figure 5.3: Normalized Doppler frequency shift (NDS) and normalized received
power (NRP) over the communication session.

5.5 Simulation Results

In this section, the proposed authentication schemes are evaluated using real DS
and RP values obtained using STK during the communication session along the
satellite trajectories. DS and RP values are obtained every 0.01 s and n = 9330.
The number of symbols used for training is £ = 10. The proposed ML authentication
scheme employs OCC-SVM using the scikit-learn library in Python. The simulation

parameters are given in Table 5.1.

5.5.1 DS and RP Over the Communication Session

Tables 5.2 and 5.3 give the range of DS and RP values, respectively, at different
altitudes. The normalized Doppler frequency shift (NDS) and normalized received



Table 5.1: Simulation Parameters

Parameter Value
Center frequency 7.5 GHz
Antenna diameter 0.5 m
Modulation BPSK
Bandwidth 10 MHz
Data rate 10 Mbps
Satellite altitude 2000 km
Tx power for all satellites | 10 dBW
l 10

Table 5.2: Range of Doppler Frequency Shifts at Different Altitudes
Altitude | Minimum | Maximum

500 km 0 Hz 165 kHz
1000 km 0 Hz 145 kHz
1500 km 0 Hz 130 kHz
2000 km 0 Hz 120 kHz

Table 5.3: Range of Received Power at Different Altitudes
Altitude | Minimum | Maximum

500 km | -110 dBW | -98 dBW
1000 km | -113 dBW | -102 dBW
1500 km | -115 dBW | -105 dBW
2000 km | -117 dBW | -108 dBW
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Figure 5.6: The trajectories for Eve and Alice where Evel corresponds to case 1 and
Eve2 to case 2.

power (NRP) over the communication session are defined as

DS; .
NDS; = — 22t i—1,2,....2n—1, 5.41
5 max(DS) ' " (5.41)
RP,
NRP, = "' 192 .. on—1, 5.42
max(RP) ! " (542)

respectively, where max(DS) and max(RP) are the corresponding maximum values.
Figure 5.3 presents the NDS and NRP for Alice at an altitude of 2000 km. This
shows that the NDS and NRP values in the first half of the communication session
are similar to those in the second half. Thus, only DS and RP values for phases 1
to n are considered in the simulations. The DS and RP ratios between Alice and

Eve are given by

o; = fd’“’“,z' =1,2,...,n, (5.43)
fd,e,ti
B ="Lrati i 1.9 . . n, (5.44)

)
pr,e,ti
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respectively, and the corresponding normalized values are

Naj= ———i=1,2,...,n, 5.45

“ max(cv;) ! " (5.45)

NB; = S i q9. (5.46)
maX(BZ)J ) ) ) )

where max(o;) and max(f;) are the maximum «; and f;, respectively. Figures
5.4 and 5.5 show Na; and Nf;, respectively, versus 6 for two cases. In case 1,
the DS and RP values are obtained for Alice and Eve when the trajectories are
very close, while in case 2, the trajectories are far apart. However, in both cases
Eve is within the half power beam width (HPBW) of the FMS receive antenna as
indicated in Figure 5.6. Figures 5.4 and 5.5 show that the variations in Na; and N j;
are negligible in both cases. For example, the difference between the largest and
smallest values of Na; is 4 x 1077 while the corresponding difference in N; is less
than 5 x 1073. Thus, it is assumed in the following that o; = a and 3; = 3 over the
2 2 2 2 2 2

. . . . . 2 . . o _ . o
communication session. In the simulations, o3 = 03, = 0, =0, =0, =0, =07,

o = Bl =, €g = 0.1 x Td,a,i; and € =0.1x Tr,a,i-

5.5.2 Threshold Authentication Scheme Performance

Figures 5.7a and 5.7b present the MDR, FAR, and AR for the DS, RP, AND, and OR
threshold authentication schemes averaged over the communication session versus
a with 0? = 0.08 and 02 with o = 0.4, respectively. Figure 5.7a shows that the
FAR for DS is lower than the FAR for RP for all values of «, and the minimum
FAR is 48.9% for DS and 53.2% for RP. Figure 5.7b indicates that the FAR for DS
is lower than the FAR for RP for all values of 02, but there is a small increase with
o%. For example, the FAR at 0% = 0.02 is 45.6% for DS and 46.3% for RP, while
at 02 = 0.09 the AR is 48.9% for DS and 54.9% for RP. Figure 5.7a shows that the
MDR for DS is lower than the MDR for RP at low «, but at high « the converse is
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true. For example, the MDR with o = 0.1 is 25.2% for DS and 35.4% for RP. On
the other hand, Figure 5.7b indicates that the MDR for DS is lower than for RP for
most values of o2, but both increase with 0. For example, the MDR at ¢% = 0.03
is 5.4% for DS and 16.2% for RP, while at 02 = 0.08 the corresponding values are
42.0% and 44.4%.

Figures 5.7a and 5.7b show that the AR for DS is higher than for RP for all
values of a and o2. For example, in Figure 5.7a the AR at a = 0.1 for DS is 63.1%
versus 57.6% for RP. However, this difference decreases with increasing o and is less
than 1% at a = 0.8. The AR with AND is 48.4% at a = 0.1, while for OR it is
74.5%. Both decrease with increasing « so at a = 0.9 the AR with AND is 35.2%
and with OR is 60.6%. Further, Figure 5.7b shows that the AR for DS is higher
than for RP for all values of o2, For example, the AR at 02 = 0.02 for DS is 75.5%
versus 71.4% for RP. The AR with AND is 64.2% at ¢? = 0.01 while for OR it is
88.9%. Both decrease with increasing 02, so at 02 = 0.1 the AR with AND is 36.6%
and with OR is 61.3%.

Figure 5.8 presents the AR for the DS and RP threshold authentication schemes
versus 0 with a = 0.4 and o2 = 0.03, 0.05, and 0.06. This shows that the AR for
DS is better than for RP at low #, but the converse is true at high 6. For example,
at 0 = 20° and 0% = 0.06, the AR for DS is 71.4% versus 51.1% for RP. However, at
0 = 80° and 0 = 0.06, the AR for DS is 48.0% versus 71.1% for RP. This shows that
using DS at low 6 and switching to RP at high 6 can provide good authentication
performance. For example, at 0% = 0.03, 02 = 0.05, and ¢ = 0.06 the minimum

AR with this approach is 76.5%, 71.6%, and 64.0%, respectively.

5.5.3 Machine Learning Authentication Scheme Performance

Figures 5.9a and 5.9b present the AR for the DS, RP, and DS and RP ML authen-
tication schemes with ¢ = 10 and 1 = 0.5 averaged over the communication session

versus « with 0 = 0.08 and ¢? with o = 0.4, respectively. Figure 5.9a shows that
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Figure 5.8: AR for the DS and RP threshold authentication schemes versus ¢ with
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and (b) o2 with a = 0.4.
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the AR for DS is higher than for RP for all values of a. For example, the AR at
a = 0.2 for DS is 73.3% versus 71.6% for RP, and the AR at o = 0.8 for DS is
68.4% versus 63.1% for RP. However, the AR for DS and RP is higher than with DS
or RP separately. For example, the AR at a = 0.6 for DS and RP is 74.2% versus
71.2% for DS and 67.8% for RP. Figure 5.9b also shows that the AR for DS and RP
is higher than with DS or RP separately for all values of o2. For example, the AR
at 02 = 0.06 for DS and RP is 74.7% versus 74.2% for DS and 71.9% for RP.
Figure 5.10 presents the AR for the separate DS and RP ML authentication
schemes versus 0 with o = 0.4, £ = 10, 0? = 0.03 and 0.06, and n = 0.5. This shows
that the AR for DS is higher than for RP at low €, but the converse is true at high
6. For example, at § = 20° and 02 = 0.06, the AR for DS is 74.7% versus 70.5% for
RP, and at 0 = 80° and 02 = 0.06, the AR for DS is 69.0% versus 74.9% for RP.
This shows that using DS at low 6 and switching to RP at high 6 can provide good
authentication performance. For example, at 02 = 0.03 and 0 = 0.06 the minimum

AR in this case is 74.3% and 74.1%, respectively.

5.5.4 Authentication Scheme Performance Comparison

Figures 5.11a and 5.11b present the AR for the DS, RP, AND, and OR threshold
authentication schemes and the DS, RP, and DS and RP ML authentication schemes
averaged over the communication session with n = 0.1 and 0.5 and ¢ = 10 versus
a with 02 = 0.02 and 02 with o = 0.3, respectively. Figure 5.11a shows that the
AR for DS is higher than for RP for all values of o, and the AR decreases with
a. Further, the AR for the DS or RP ML authentication schemes with n = 0.5
is lower than the AR for the DS or RP threshold authentication schemes at low
a and higher at high . However, the AR for DS or RP ML authentication with
1 = 0.1 is higher than the AR for DS or RP threshold authentication for all values
of a.. For example, the AR at a = 0.1 for the DS and RP threshold authentication
schemes is 76.3% and 74.7%, respectively, but the AR for the corresponding ML
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Figure 5.11: AR for the DS, RP, AND, and OR threshold authentication schemes
and the DS, RP, and DS and RP ML authentication schemes averaged over the

communication session with 7 = 0.1 and 0.5, and ¢ = 10 versus (a) o with o2 = 0.02,
and (b) o2 with a = 0.3.
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authentication schemes is 94.0% and 91.2% with n = 0.1 and 74.3% and 73.8%
with 7 = 0.5, respectively. In addition, the AR at o = 0.9 for the DS and RP
threshold authentication schemes is 55.6% and 53.1%, respectively, while the AR
for the corresponding ML authentication schemes is 74.9% and 66.8% with n = 0.1
and 64.3% and 60.2% with n = 0.5, respectively. However, using both DS and
RP for ML authentication with 7 = 0.1 provides the highest AR followed by OR
threshold authentication, DS and RP ML authentication with n = 0.5, and then
AND threshold authentication. For example, the AR at o = 0.1 is 95.2%, 88.7%,
74.8%, and 64% for DS and RP ML authentication with n = 0.1, OR threshold
authentication, DS and RP ML authentication with n = 0.5, and AND threshold
authentication, respectively, and the corresponding AR at o = 0.8 is 94.0%, 78.9%,
72.5%, and 53.9%, respectively.

Figure 5.11b shows that the AR for DS or RP ML authentication with n = 0.5 is
lower than the corresponding threshold authentication schemes at low o and higher
at high 02. The AR for DS or RP ML authentication with 7 = 0.1 is higher than
the AR for DS or RP threshold authentication for all values of 0. For example,
the AR at 0% = 0.01 for DS and RP threshold authentication is 77.1% and 75.4%,
respectively, but the corresponding values for ML authentication are 94.3% and
93.1% with n = 0.1 and 73.9% and 73.1% with n = 0.5, respectively. The AR at
0% = 0.1 for DS and RP threshold authentication is 52.0% and 49.0%, respectively.
However, the AR for the ML authentication schemes with DS and RP separately
is 83.4% and 71.9% with n = 0.1 and 72.0% and 67.9% with n = 0.5, respectively.
The highest AR is achieved with both DS and RP ML authentication with n = 0.1.
For example, the AR at 02 = 0.01 is 95.3%, 89.2%, 75%, and 64.5% for DS and
RP ML authentication with n = 0.1, OR threshold authentication, DS and RP
ML authentication with n = 0.5, and AND threshold authentication, respectively.
Furthermore, the AR at 02 = 0.1 is 92.5%, 74%, 63.5%, and 38.1% for DS and RP
ML authentication with 7 = 0.1, OR threshold, DS and RP ML authentication with
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Figure 5.12: AR versus 6 with ¢ = 0.04 and a = 0.3 for the (a) separate DS and
RP threshold and separate DS and RP ML authentication schemes with n = 0.1
and 0.5 and ¢ = 10, and (b) AND and OR threshold authentication schemes, and
DS and RP ML authentication schemes with n = 0.1 and 0.5 and ¢ = 10.

1n = 0.5, and AND threshold authentication, respectively.

Figures 5.12a and 5.12b present the AR versus 6 with 02 = 0.04 and o = 0.3
for the separate DS and RP threshold and separate DS and RP ML authentication
schemes with n = 0.1 and 0.5 and ¢ = 10, and the AND threshold, OR threshold,
and DS and RP ML authentication schemes with n = 0.1 and 0.5 and ¢ = 10,
respectively. Figure 5.12a shows that the AR for DS is higher than with RP at low
0, but at high # the AR for RP is higher than with DS. For example, at # = 20° the
AR for DS and RP threshold authentication is 77.5% and 64.3%, respectively, and
the AR for the corresponding ML authentication is 95.4% and 86.4% with n = 0.1
and 74.9% and 70.6% with n = 0.5, respectively. However, at # = 80°, the AR
for DS and RP threshold authentication is 59.8% and 79.0%, respectively, and the
corresponding values for ML authentication are 90.2% and 95.1% with n = 0.1 and
70.3% and 74.6% with n = 0.5, respectively. Thus, it can be concluded that when
the DS and RP are used separately for authentication, DS should be considered
at low 6 and RP at high 6. For example, in this case the minimum AR is 94.8%,
77.3%, and 73.5% for ML authentication with n = 0.1, threshold authentication,



101

100
5% #* —H— * %
e * — * ¥ e #

oot * *- *
9
o i
= 85
o
5
S s}
o
Q
—
& 751
S o ———e—————* * * -
=
<

701

— % DS and RP OCOSVM, £ = 1
DS and RP OCC-SVM. £ = 3
65 - % DS and RP OCCSVM, £ =5
——%— DS and RP OCC-SVM, £ = 10
60 1 1 1 1 1 1 1
10 20 30 40 50 60 70 80 90

f

Figure 5.13: AR for DS and RP ML authentication scheme versus § with o = 0.04,
n=20.1, and « = 0.3 for / = 1,3,5 and 10.

and ML authentication with n = 0.5, respectively. Finally, threshold authentication
provides better performance than ML authentication with large n when DS and RP
are used separately, but the converse is true with small n. Figure 5.12b presents
the AR when DS and RP are both used for authentication. This shows that the
AR in this case with small 7 is greater than with AND threshold authentication.
For example, at 0 = 50° the AR is 95.6%, 89.7%, 76.1%, and 66.1% for DS and
RP ML authentication with n = 0.1, OR threshold authentication, DS and RP ML
authentication with n = 0.5, and AND threshold authentication, respectively.

Figure 5.13 presents the AR for DS and RP ML authentication versus 6 with
02 =0.04, n = 0.1, and o = 0.3 for £ = 1,3,5 and 10. This shows that the AR
increases with ¢. For example, at § = 80° the AR is 73.6%, 86.3%, 90.9%, and 95.5%
for £ =1,3,5, and 10, respectively.
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5.6 Conclusion

Physical layer authentication (PLA) has emerged as an alternative paradigm that
uses physical characteristics to achieve authentication. A PLA scheme was pro-
posed for low earth orbit (LEO) satellites using Doppler frequency shift (DS) and
received power (RP) characteristics. This scheme employs hypothesis testing using
a threshold or machine learning (ML) to discriminate between legitimate and ille-
gitimate satellites. Estimation errors in the DS and RP values were considered and
the performance was evaluated based on real satellite data from the system tool kit
(STK). Results were presented which show that DS provides a high authentication
rate (AR) at small elevation angles (f) and decreases with 6, while RP provides a
low AR at small # and increases with 6. Further, ML authentication with a small
percentage of outliers n in the training data provides the highest AR. Finally, the

AR for the ML authentication scheme increases with the amount of training data /.
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Chapter 6

Game Theoretic Spoofing
Detection for Space Information
Networks using Physical
Attributes

In this chapter, game theoretic PLA based on Doppler frequency spread (DS) and
received power (RP) attributes is proposed to provide effective authentication for
these satellites. Hypothesis testing with a threshold is used to distinguish between
legitimate and illegitimate (spoofer) satellites. Then, a zero-sum PLA game in which
the ground station (GS) chooses the optimal detection threshold (7*) to maximize
its utility and a spoofing satellite (s) chooses the optimal attack probability (k*) to
maximize its utility. Results are presented to demonstrate the effectiveness of the

proposed approach.
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6.1 Related Work

Recently, game theory has been used in wireless communication systems. In [107],
optimal anti-jamming communications for cognitive radio with perfect channel state
information (CSI) was formulated as a zero-sum game. A non-cooperative random
access game for jamming attacks in a wireless network with unknown jamming
was considered in [108]. In [109] a Q-learning spoofing detection PLA scheme was
proposed which employs radio channel information to detect spoofing attacks in
multiple-input multiple-output (MIMO) systems. A zero-sum game was formulated
for the interactions between a receiver and spoofer and Q-learning was used to obtain
the optimal test threshold for spoofing detection. The impact of the number of
antennas on the performance of the dynamic authentication game was investigated.

In [110], spoofing detection based on Q-learning and Dyna-Q was proposed us-
ing received signal strength indicator (RSSI) values. Interactions between a receiver
and spoofer were modeled as a zero-sum authentication game. The receiver selects
the hypothesis test threshold to maximize their utility in spoofing detection based
on Bayesian risk whereas the spoofer selects their attack frequency to decrease this
utility. The optimal test threshold for spoofing detection was obtained using rein-
forcement learning.

In [54], a zero-sum game was formulated between a receiver and spoofer in a
MIMO system and Q-learning was used to obtain the optimal test threshold at the
receiver. A Dyna architecture and prioritized sweeping (Dyna-PS) were used to im-
prove spoofing detection in time-varying radio channels. The proposed approach was
implemented using universal software radio peripherals (USRPs) and evaluated in
an indoor environment. Experimental results show that the Dyna-PS-based spoof-
ing detection algorithm reduces the spoofing detection error rates and increases the
utility of the receiver compared with the Q-learning-based algorithm. The perfor-

mance of the Dyna and Q-learning schemes improves with the number of transmit
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and receive antennas. Results were presented which show that both the spoofing
detection error rate and spoofing rate decrease with the number of transmit and
receive antennas.

In [98], a game theoretic PLA framework was proposed using the spatial corre-
lation of the received signal strength (RSS) in an unmanned aerial vehicle (UAV)
system. A zero-sum game was formulated in which the receiver and spoofer select
their RSS detection threshold and attack probability, respectively, to maximize their

respective utilities based on a hypothesis test.

6.2 Contributions

In [3], a PLA scheme for validating satellites using the Doppler frequency spread
(DS) was proposed. It is used prior to initial access to the land mobile satellite
(LMS) system to prevent an attacker from impersonating a user. The DS can be
calculated using either signal observations or calculations based on satellite broad-
cast ephemeris. In [99, 100], DS and received power (RP) attributes were used for
LEO satellite PLA. Hypothesis testing with a threshold or machine learning (ML)
was used to distinguish between legitimate and illegitimate satellites. Motivated by
existing game theoretic PLA schemes, in this paper the PLA schemes proposed for
LEO satellites in [99, 100] are extended by using a zero-sum game for the interaction
between the ground station (GS) and spoofer satellite (s). In particular, a game
theoretic PLA scheme is proposed for detecting spoofing satellites in LEO satellites
communication systems. The DS and RP are used as attributes to discriminate be-
tween legitimate and illegitimate (spoofer) satellites at the GS. Interactions between
the GS and s are formulated as a zero-sum game in which s endeavors to deceive
the GS with the optimal attack probability and the GS attempts to authenticate
the legitimate satellite (/) using the optimal detection threshold. The contributions

of this chapter are as follows.
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A game theoretic PLA scheme is proposed to detect spoofing attacks in LEO

satellite communication systems.

e The DS and RP are used as attributes to discriminate between [ and s at the

GS.

e A zero-sum PLA game is formulated where the GS selects their optimal detec-
tion threshold and s selects its optimal attack probability to maximize their

respective utilities.

e Two-line element (TLE) data for real satellites is used for performance evalu-

ation. TLE data is orbital data for Earth-orbiting objects [36].

e [t is shown that the mean of the magnitude differences between the current
and previous DS and RP values at the GS can be accurately approximated

using third-degree polynomials.

6.3 System Model

The system model for LEO satellite PLA is shown in Figure 6.1. The GS must
authenticate [ over the communication session while preventing spoofing attacks
from s. s tries to imitate [ in order to send incorrect or malicious data to users.
Assume that the GS has authenticated [ in phase ¢ of the session using the current
and previous DS and RP values. This is achieved using the normalized differences
in magnitude between the ith and (i — 1)th values from [, denoted by my,; [111]. In
phase ¢ + 1, the GS computes the normalized differences in magnitude between the
(4 1)th DS and RP values from an unknown satellite u = {l, s} and the ith values
from [, denoted by m,, ;1. To determine the legitimacy of u, the GS must decide

between the two hypotheses
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Figure 6.1: The PLA system model. The GS selects the optimal threshold to
maximize its utility while s tries to select the attack probability to minimize this
utility.

Figure 6.2: The trajectories for [ and s within the GS receive antenna HPBW.
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Ho : |Muyip1r — My, <,
(6.1)

H |mu7i+1 — ml7i| > T.

where 7 is the authentication threshold. Thus, the null hypothesis Hy denotes that
[ is transmitting while the alternative hypothesis H; means that s is transmitting.
If the null hypothesis is true, then the new normalized differences in magnitude are
kept for use in phase ¢ + 2. Each time step, the GS tests the legitimacy of u and
if legitimate directs its receive antenna to the trajectory of [ which is known to the
GS. Thus, the satellite elevation angle (0) considered is for . A worst-case scenario
is considered where s satellite is very close to [ with a maximum distance between
them of 5 km along the trajectory. In this case, s is within the GS receive antenna

half power beamwidth (HPBW).

6.3.1 Doppler Frequency Spread

The received signal DS at the GS is [92]

fi= vx Je X cos(¢), (6.2)

C

where f, is the carrier frequency, c is the speed of light, v is the satellite velocity,

and ¢ is the angle between the satellite trajectory and the satellite to GS link.

6.3.2 Received Power

The RP at the GS is given by [93]

Pt Gt Gr

where p; is the transmit power, g; is the transmit antenna gain, g, is the receive

antenna gain, d is the distance between the receiver and transmitter, and A is the
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wavelength.

6.4 Game Theoretic PLA Scheme

In a real system, [ will deviate from the reference trajectory [95] which will affect
the signal received at the GS [96]. It is impossible for s to determine this deviation
and this will cause errors if s tries to manipulate their RP and DS values to imitate
[. Further, the variations in the DS and RP values at both s and [ will make this
task even more difficult.

The system tool kit (STK), which is a link budget analysis tool, is used with real
satellite TLE orbital data to obtain the DS and RP values for [ and s. STK pro-
vides a comprehensive set of tools for designing, analyzing, and optimizing satellite
systems. It enables users to model and simulate satellite orbits, predict coverage,
and evaluate system performance. Complex link budgets can be developed and in-
terference analyses performed. Advanced visualization features allow for accurate
representations of satellites and ground stations to aid in system modeling. STK
is used by satellite professionals to optimize operations, reduce risk, and maximize
mission success. A worst-case situation is considered where s is very close to [ and
both have altitude 500 km. Figure 6.2 presents the trajectories for [ and s which
are assumed to be within the GS HPBW. The DS and RP values for [ and s are

obtained along these trajectories.

6.4.1 Doppler Frequency Spread

Let fari-1, fari, and fqs; be the DS at the GS for [ in the previous phase, [ in
the current phase, and s in the current phase, respectively. Then the differences in
magnitude between the current and previous DS values at the GS for [ and s are
given by

Mmd,: = |fd,l,i - fd,l,z‘flla (6-4)
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Mmys: = |fd,s,z‘ - fd,l,i—1|7 (6-5)

respectively. Due to approximation errors and receiver noise, the actual values for [
and s can be expressed as

Mqi; = Mpdii + €4y, (6.6)
Mqsi = Mnpds,i + Edys (67)

respectively, where ¢4, and ¢4, can be modeled as zero mean Gaussian random
variables with variances o and o3 [3].

Curve fitting is employed to obtain the best fit for m, s, and this is used in the
analysis. Figure 6.3a gives the values of f4(6), mga;; and mgs,; versus the satellite

elevation angle 6. The best fit third-degree polynomial for mg; is
fd(g) = a193 —|— 6@92 —|— CL30 —f- Qy, (68)

where the coefficients ay, as, a3, and ay are —2.12 x 1079, 9.25 x 107°, —0.0025,
and 1.011, respectively. The time step is 0.01 s and the values are normalized
for comparison purposes. The corresponding root mean squared error (RMSE) is
0.0036. These results show that the values for s can be modeled using f,(6) while the

values for [ can be modeled as 0. Thus, mqy; ~ N(0,03) and mgas; ~ N(fa(8),07,).

6.4.2 Received Power

Let prii—1, Pryi, and p,s; be the RP at the GS for [ in the previous phase, [ in
the current phase, and s in the current phase, respectively. Then the differences in
magnitude between the current and previous RP values at the GS for [ and s are
given by

Mri; = ‘pr,l,i - pr,l,ifl|7 (6-9)

mr,s,i = ‘pr,s,i - pr,l,i—lla (610)
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Figure 6.3: Normalized values at the GS versus the satellite elevation angle 6 (a)
fa(0), mas; and mg,; and (b) f.(0), m,s,; and m,.;;.

respectively. Due to approximation errors and receiver noise, the actual values for [
and s can be expressed as

My = Mpyrli + Erpy (611>
My si = Mprsi + Ergs (612)

where €,, and ¢,, can be modeled as zero mean Gaussian random variables with
variances o7, and o7, [106]. Curve fitting is employed to obtain the best fit for m,.s;
and this is used in the analysis. Figure 6.3b gives the values of f,.(0), m,;; and m, s,
versus the satellite elevation angle §. The best fit third-degree polynomial for m, s ;
is

fr(ﬁ) = b193 + 62(92 + bge + b4, (613)

where the coefficients by, by, bs, and by are —1.3x107%, 1.8 x 1074, 0.0057, and 0.017,
respectively. The time step is 0.01 s and the values are normalized for comparison
purposes. The corresponding RMSE is 0.0077. These results show that the values for

s can be modeled as a the polynomial function while the values for [ can be modeled
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Figure 6.4: (a) mgq,,; and (b) m, s, versus 6.

as 0. Thus, m,;; ~ N(O,afl) and my.s; ~ N(fr(Q),afs). Figure 6.4 presents mg,
and m, s, versus ¢. This shows that the values are very small for the legitimate

satellite so they seem unchanged in Figure 6.3.

6.4.3 Authentication Test

Hypothesis testing using a threshold is employed to discriminate between [ and s.

The DS hypothesis test is

Ho : |Mauivr — Masi| < T,
Ly (6.14)

Hi | Mauivr — Mayg > T,

where 7 is the threshold. The RP hypothesis test is

HO : |mr,u,i+1 - mr,l,i’ S T,
L, : (6.15)

Hl : |mr,u,i+1 - mr,l,i’ > T.
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Figure 6.3a shows that at low 6, the normalized DS mean for s is a maximum
and decreases with increasing 6 to a value near 0, and it follows a f;(f) functions.
Further, Figure 6.3b shows that the RP mean for s begins near 0 and increases with
0, and it follows a f,.(f) function. Consequently, switching between DS and RP is
employed in the combined authentication scheme so DS is utilized in the session
from # = 0° to # = 45° and RP from 0 = 45° to # = 90°. This ensures the that the
mean for s is far from that for [ for all values of . The combined hypothesis test

for the DS and RP magnitudes is given by

4
Ho : [Mauivr — Magi] <7 or

M iigr — Mg <7,
L. i i (6.16)

Hi t [Mauivr — Magi| > 7 or

‘mr,u,i+1 - mr,l,i’ > T.

6.4.4 Authentication Metrics

The false alarm rate Py which denotes incorrectly rejecting /, the missed detection
rate P,, which denotes incorrectly accepting s, and authentication rate AR are the
metrics used to evaluate the authentication performance. Py for the DS, RP, and

combined hypothesis test is
Ppa(1) =P(|Imau,i+1 — mazil > 7|Ho)
_2(1)( . ) (6.17)
V20,

Py (1) =P(|myyiv1 — myy | > 7|[Ho)

o <\/_§;) | (6.18)

Pro(r) = Pra(t) = Py () =20 (\/_ﬁ;) , (6.19)
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t2
respectively, where ®(z) = \/LQTr ffoo e~ zdt is the cumulative distribution function
(CDF) of the normal distribution. P, for the DS, RP, and combined hypothesis

test is
Pra(m) =P(Imaui+1 — masi| < 7|H1)

N ORI e 110) (6.20)

Pm,r(T) :P(lmr,u,iJrl - mr,l,i‘ < T‘H1>

o (T2 B0 4 (= =10) 620

o —T—fd“’)) ~® (—T f4®) ) Vo € [0°,45°
Pre(r) = ( veite: veite: o (6.22)
’ e O e ()
(I)(W) @(m)vee[% 90°],
respectively. Using these results, the AR for the DS, RP, and combined hypothesis

test is defined as

ARy(r) =5 % (1= Pra(r)) % (1= Popa(r)), (623
ARy (r) =5 % (1= Ppy(r) % (1= Poy(7), (6.24)
AR(r) =5 % (1= Pra(r)) % (1= Prue(r)), (6.25)

respectively.

6.4.5 Game Theoretic Scheme

The interactions between the GS and s can be modeled as a PLA game in which the
GS chooses the DS and RP detection thresholds 7 € [0, oc] to maximize its utility
while s chooses its attack probability k£ € [0, 1] to minimize this utility. A zero-sum

game is considered such that the GS and s utilities satisfy U,(7,k) = —Us(7, k).
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The payofts for the GS to accept [ or reject s are P,; and P,, respectively, while the
costs for the GS to reject [ or accept s are C,; and C,, respectively The cost for s to

launch an attack is C5. The GS and s utilities are then formulated as [112, 54, 98]

Uy(1, k) = —Us(T,k)
:(Pal(l _Pf(T)) _Orle(T)) (1 —k’) (626)
+(Prs(1 = Pru(7)) = Cas Pn(7) + Cs)k.
The Nash equilibrium (NE) in the proposed zero-sum game is defined as (7%, k*)

which indicates that neither the GS or s can increase their respective utilities by

choosing any other strategy which can be expressed as [98]
Uy, k") > Uy(7,k*),V0 < 7, (6.27)

Uy(7%, k") > Uy(7*, k),Y0 < k < 1. (6.28)

From (6.17), (6.18), and (6.19), as the threshold 7 increases Py decreases because

the probability that [ will pass the authentication hypothesis test increases [98], so

that
Pr(r=0) =1, (6.29)
T_hgrloo Ps(1) =0, (6.30)

oryr) ol 7)
— - <0. .
or N/ 0 (6:31)

From (6.20), (6.21), and (6.22), as the threshold increases P,, increases because the

probability that s will pass the authentication hypothesis test decreases, so that

Pr(T=10) =0, (6.32)
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lim P,(r)=1, (6.33)

T—>+00

(, (r=n)? ) (, (—‘r—n)2>

2(a2+ag) 2(U2+U§)

OPn(1) _ e i +e i =0 (6:34)
or 2m (o} + 02)

where 7 is the mean which is f,(6) or f.(6).
First, to obtain 7* take the derivative of Uy(7, k) with respect to k which gives
[98]

oUL(r, k)
—o =Tu Py — Cys — (Pu+ Cn)Ps(7)+ (6.35)
(Prs + Cas>Pm(T)-

Substituting (6.29), (6.30), (6.32), and (6.33) in (6.35) gives

oUs(T =0, k)

ok = Ll — Prs - Os < 07 (636)
oU,(T = Jk
(T a]:_OO ) = Pu+ Cas - Os > 0. (637)
This shows that there exists a unique positive threshold 7* that satisfies W =0

OU,(1=0,k)

AU, (T=+00,k)
ok d

< 0 an 5%

because > 0. From (6.37), a unique 7 exists if the

following condition is achieved
Py + Cus > Cs. (6.38)

Since W =0, Us(7*, k) is a constant and (6.28) is satisfied for any k* € [0, 1].

Then 7* can be expressed as

oU,(T, k)
ok

" = {7

=0}, (6.39)

where 7* is independent of k.
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Next, to obtain k* take the derivative of U, (7, k) with respect to 7 which gives

Q

Py(1)
or (6.40)

oU, (T, k)

or :_( _k)<Pal+Ofrl)

OP,,(T)
or

- k<Prs + Cas)

Then k* is the solution of % =0 from (6.31) and (6.34) given by [98]

Pal + Crl

= Pl +C 1+ (Prs+Cas)h(r*)o;’ (641)
@ " \/2(c?+02)
Where 2( 42 2 2 2 2
o) —p (702 = 1) 400t 21
40t (0? + 02)
g (6.42)

exp (0L

and k* is dependant on 7*.

6.5 Performance Evaluation

In this section, we evaluate the proposed game theoretic PLA approach for LEO
satellites. Average results are given for 0° < 6 < 90°. First, we evaluate the
performance without game theory and determine the average Py, P, and AR of
the proposed approach versus 7. Then the interaction between [ and s is evaluated

Us(7,k)

. o .
via the zero-sum game. The average values of =5~ 7%, and k* are determined.

6.5.1 LEO Satellite PLA Without Game Theory

Equations (6.17), (6.18), and (6.19) indicate that the expressions for Py 4(7), Py, (1),
and Py .(7) are similar, while (6.20), (6.21), and (6.22) show that the expressions
for P, 4(7), P, (7), and P, .(7) differ based on whether the mean is fy4() or f,.(9).

Figures 6.5a and 6.5b presents Py and P, respectively, versus 7 with o; = 0.5 and
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Figure 6.5: Average error rate versus 7 with o; = 0.5 and 2, and o, = 0.5 and 2 for
the DS, RP, and combined authentication schemes (a) Py and (b) B,.

2, and o, = 0.5 and 2 for the DS, RP, and combined authentication schemes. Figure
6.5a shows that P, for the DS, RP, and combined authentication schemes is the
same for all values of 7. For example, Py is 61.7% with o; = 2 and 7 = 1. Moreover,
P; decreases with 7 and is near 0 for 7 > 1 and o, = 0.5. Py for o = 2 is 80.3%
at 7 = 0.5 and 31.7% at 7 = 2. P for the DS, RP, and combined authentication
schemes increases with o;. For example, Py for 7 = 0.5 is 31.7% with o; = 0.5 and
80.3% with oy = 2.

Figure 6.5b shows that P,, for the DS and RP authentication schemes is the
same and is higher than P, for the combined authentication scheme at all values
of 7. For example, P,, for the DS and RP authentication schemes is 76.4% with
o;=0.5at 7 = 1 and 61.3% for the combined authentication scheme. Moreover, P,,
increases with 7. For example, P, for the DS and RP authentication schemes with
op = 0.5 1s 43.9% at 7 = 0.5 and 26.4% for the combined authentication scheme,
while at 7 = 1.5 it is 93.9% and 88.7%, respectively. Furthermore, P,, decreases
with o,. For example, P,, for the DS and RP authentication schemes at 7 = 2 is
65.8% with o; = 0.5 and 63.9% for the combined authentication scheme, while for
o; = 2 it is 99.2% and 98.4, respectively.
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Figure 6.6: Average AR versus 7 with o, = 0.5 and 2, and o, = 0.5 and 2 for the
DS, RP, and combined authentication schemes.

Figure 6.6 presents the AR versus 7 with o; = 0.5 and 2, and o, = 0.5 and 2 for
the DS, RP, and combined authentication schemes. This shows that the AR for the
combined authentication scheme outperforms the AR for the DS and RP authentica-
tion schemes at all values of 7 and the AR for the DS and RP authentication schemes
is the same. For example, the AR for the DS and RP authentication schemes at
7 = 11s 50.9%, 59.4%, and 79.5% with 0; = 2 and o, = 2, 0; = 0.5 and o, = 0.5,
and o; = 0.5 and o, = 2, respectively, while the corresponding AR for the combined
authentication scheme is 51.6%, 67.1%, and 80.1%, respectively. Moreover, the AR
for the DS, RP, and combined authentication schemes initially increases with 7 and
after reaching a maximum decreases to a value close to 50.0%. For example, the
AR for the combined authentication scheme with o; = 0.5 and o, = 0.5 is 50.0%,
72.2%, and 50.0% at 7 = 0,0.65, and 3, respectively. Furthermore, the AR for the
DS, RP, and combined authentication schemes with o; < oy is higher. This is a

practical situation as s must estimate the DS and RP values between [ and the GS
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Figure 6.7: Average AR versus 7 with 0, = 0.5 and 1, and o4, = 0.5 and 1 for the
DS [3] and combined DS and RP authentication schemes.

to launch an attack and there will be estimation errors. For example, the maximum
AR for the DS and RP authentication schemes with o; = 0.5 and o, = 0.5, 0, = 2
and o, = 2, and 0; = 0.5 and o, = 2 is 62.7%, 52.2%, and 79.9%, respectively, and
the corresponding maximum AR for the combined authentication scheme is 72.2%,
51.2%, and 80.9%, respectively.

Figure 6.7 presents the average AR versus 7 with 0, = 0.5 and 1, and o, = 0.5
and 1 for the DS [3] and combined DS and RP authentication schemes. These results
show that the combined DS and RP authentication scheme outperforms the scheme
in [3] that only employs DS attributes. For example, the AR at 7 = 1 with o; = 0.5
and o; = 0.5 for the approach in [3] and the proposed combined scheme is 54.5%

and 67.1%, respectively.
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Figure 6.8: U, (7, k) versus 7 with o, = 0.5, 0, = 0.5, P,; = 10, P, = 10, C}; =
5 Cu = 5, Cy = 5, and £k = 0.3,0.5 and 0.7 for the DS, RP, and combined
authentication schemes.

6.5.2 LEO Satellite PLA With Game Theory

In this subsection the interaction between s and GS using game theory is evaluated.
A worst-case scenario is considered, where s is very close to [ with a maximum
distance between them of 5 km along the trajectory so they are both within the GS
receive antenna HPBW. Figure 6.8 presents U, (, k) versus T with o; = 0.5, o5 = 0.5,
P, =10, P, =10, C,; =5, Cps = 5, and C; = 5 for the DS, RP, and combined
authentication schemes. This shows that U,(7, k) for the combined authentication
scheme is greater than for the DS and RP authentication schemes for all values
of k and 7, and U,(7, k) for the DS and RP authentication schemes is the same.
For example, Uy(7, k) for the DS and RP authentication schemes with & = 0.3 at
7 =11s 7.58 and the corresponding value for the combined authentication scheme

is 8.26. Moreover, for small 7 Uy(7, k) for the DS, RP, and combined authentication
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schemes is highest with k£ = 0.7 followed by k& = 0.5, and is lowest with £ = 0.3. For
example, the U, (7, k) for the combined authentication scheme with k = 0.7, k = 0.5,
and k=03 at 7 =01s 9, 5, and 1, respectively. However, U, (7, k) for the DS, RP,
and combined authentication schemes with k = 0.7 decreases with 7 and converges
to 3.00, while with £ = 0.5 it converges to 5.00 and with k£ = 0.3 it converges to
7.00.

Figure 6.9 presents U,(7, k) versus 7 with k = 0.5, oy = 0.5, 0, = 0.5, Py =
10, P., = 10, C,; = b for different values of C, for the DS, RP, and combined
authentication schemes. This shows that U,(7, k) for the combined authentication
scheme is greater than for the DS and RP authentication schemes for all values of
C, and 7. For example, U, (7, k) for the DS and RP authentication schemes at 7 = 1
with Cy = 4, 5 = 8, and C; = 12 is 5.92, 7.92, and 9.92, respectively, and the
corresponding values for the combined authentication scheme are 7.06, 9.06, and
11.06, respectively. Moreover, U,(r, k) for all three schemes increases with C; for
all values of 7. For example, U,(7, k) for the DS and RP authentication schemes at
7=0.5 with Cy, =4, C, =8, and Cs = 12 is 6.33, 8.33, and 10.33, respectively, and
the corresponding values for the combined authentication scheme are 7.64, 9.64, and
11.64, respectively.

Figure 6.10 presents W versus 7 with 0, = 1, and Cs = 5 for the DS, RP,

OUs(7k)

o increases with 7.

and combined authentication schemes. This shows that

For example, aUg(,: k) for the DS or RP authentication schemes with o, = 1 and

P,=C,=8at7=27=3,and 7 = 4 is 4.26, 820, and 9.97, respectively.

ok 7]

Furthermore, decreases with o for all values of 7. For example, =5, ) for

the DS or RP authentication schemes with 0, =1 and P; = C,s = 8 at 7 = 3.5 is

9.27 while with o, = 2 and Py = Cys = 8 at 7 = 3.5 it is 2.28. Moreover, 2%(0

with P, > (4 is the highest followed by P,; < C,s and is lowest with P,; = C,, for

all values of o, and 7. For example, % for the DS or RP authentication schemes

with 0,1 at 7 = 2.5 for P,; > C,s, Py < Cys, and P, = Cy is 8.59, 8.15, and 6.62,
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Figure 6.9: U,(, k) versus 7 with k = 0.5, o, = 0.5, 05 = 0.5, P,; = 10, P,, = 10,
Cy; =5, and C = 4, 8, and 12 for the DS, RP, and combined authentication schemes.
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the DS, RP, and combined authentication schemes.

respectively. Moreover, the DS and RP authentication schemes provide slightly

higher 8U“'8—(,€T’k) compared to the combined authentication scheme for all values of 7.

U, (7,k)
ok

P, = C,s, = 8 for the DS, RP, and combined authentication schemes. This shows

Figure 6.11 presents versus 7 with o, = 1, different values of Cy, and

that 2Ys (T % increases with 7. For example, M for the DS or RP authentication

schemes with o, = 1 and Cy;, =1 at 7 =2, 7 = 2.5, and 7 = 3 is 8.26, 10.62, and

12.20, respectively. Furthermore, aUsa—ka decreases with o, for all values of 7. For
example, %,:’k) for the DS or RP authentication schemes at 7 = 3 with C =
for o, = 1 and o, = 2 is 8.20 and 0.95, respectively. Moreover, aUsa—ka decreases

OUs(

with (. For example, —Tk for the DS or RP authentication schemes with o1 at

T=4for Cy, =1, Cy, =5, and C, = 10 is 13.97, 9.97, and 4.97, respectively. The

AU (1,k)

DS and RP authentication schemes provide slightly higher =5~

compared to the

combined authentication scheme for all values of 7.
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Figure 6.12: 7* and k* versus o, with Cs = 5 and o, = 1 for the (a) DS or RP
authentication schemes, and (b) combined authentication scheme.

Figures 6.12a and 6.12b present 7* and k* versus o, with Cs; = 5 for the DS
or RP authentication schemes and combined authentication scheme, respectively.
Figure 6.12a shows that 7* increases with o for all values of P, and C,,. For
example, 7" for the DS or RP authentication schemes with P,;; = 10 and C,s = 8
for o, =1, 0, = 1.5, and o, = 2 is 1.26, 1.59, and 2.03, respectively. Furthermore,
7" with P, > C,s is the lowest followed by 7* with P,; < C,s and is highest with
P, = C,, for all values of o,. For example, 7" for the DS or RP authentication
schemes with o, = 2 for P,; > C,s, Py < Cys, and P, = C, is 2.03, 2.36, and
2.61, respectively. Figures 6.12b shows that k* increases with o for all values of
P, and C,,. For example, k* for the combined authentication scheme with P, = 8
and C,s = 8 for 0, = 1, 0, = 1.5, and o, = 2 is 0.42, 0.56, and 0.71, respectively.
Furthermore, k* with P,; < C, is the lowest followed by k* with P,; = C,, and
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is highest with P,; > C,s for all values of o,. For example, k* for the combined
authentication scheme with o4, = 1.5 for P,; < C,s, Py = C,s, and P,; > C, is 0.58,
0.56, and 0.53, respectively. Finally, 7" and k* for the combined authentication
scheme is slightly higher than 7* and k£* for the DS or RP authentication schemes
for all values of o4, P,;, and C,,. For example, 7% for the DS and RP, and combined
authentication schemes, with o, = 1 for P,; > C,, is 1.26 and 1.36, respectively and

the corresponding values of k* are 0.45 and 0.46, respectively.

6.6 Conclusion

The huge increase in the number of low earth orbit (LEO) satellites in space infor-
mation networks (SINs) makes these networks more vulnerable to spoofing attack
which is considered as serious threat. Hence, a game theoretic spoofing detection
scheme for LEO satellites using physical layer attributes was proposed. Doppler
frequency spread (DS) and received power (RP) attributes are employed as they are
considered unique based on the satellite trajectories. A zero-sum PLA game was
formulated where the ground station (GS) chooses its optimal detection threshold
(7*) to maximize its utility, while the spoofer satellite (s) chooses its optimal at-
tack probability (£*) to minimize this utility. Results were presented which show
that using a combination of the DS and RP provides the highest authentication
performance. Moreover, the optimal threshold 7* and optimal attack probability &*
increase with os. The evaluation of the proposed approach was specifically focused
on LEO satellites. However, it should be noted that our model may be inadequate
for geosynchronous equatorial orbit (GEO) satellites due to the absence of the DS
attribute in these orbits. As a result, further research is warranted to incorporate
additional attributes and generalize our approach to encompass LEO, medium Earth
orbit (MEO), and GEO satellites. This extension would enhance the applicability

and robustness of the proposed model across different satellite orbits.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

The open nature and dynamic characteristics of heterogeneous networks makes IoT
devices and satellite communication systems are susceptible to spoofing attacks,
which raises privacy and security concerns. Thus, wireless communications authen-
tication has gained significant attention [30, 31]. Implementing authentication for
access control presents an effective approach to ensure the security of data. However,
traditional ULA techniques have drawbacks such as increased delay, computational
complexity, and bandwidth consumption due to protocols involving key generation,
distribution, and updates [113]. To address these concerns, PLA has been intro-
duced to complement ULA [114]. PLA in conjunction with ULA has been shown to
provide reliable and robust authentication for wireless communications [20]. Despite
the existence of various PLA solutions, authentication is still challenging and com-
plex [27, 13, 28]. Thus, simple and effective PLA solutions are required to improve
network security [78].

In Chapter 2, an adaptive PLA scheme that leverages ML was proposed. This
scheme exploits antenna diversity to improve the AR. OCC-SVM with linear, sig-

moid, and polynomial kernels was used. The magnitude and real and imaginary
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parts of the received SRS at each receive antenna are used as features. Thus, the
number of features is 3N where N is the number of receive antennas. Results were
presented which show that the AR increases with the number of antennas. Further,
higher velocities increase the DS which improves differentiation between users and
thus performance. Moreover, diversity combining was shown to degrade the perfor-
mance as it makes it more difficult to discriminate between users. This confirms the
benefits of using antenna diversity.

In Chapter 3, an adaptive PLA scheme using ML was proposed for IoT applica-
tions in MIMO communication systems. This scheme exploits the antenna diversity
in MIMO systems based on the 5G frame structure. A sliding window is used
to update features to provide robust authentication. The magnitude and real and
imaginary parts of the received signals corresponding to the 5G SRSs are used as fea-
tures. Thus, the number of features is 3M N for each transmitted symbol where M
and N are the number of transmit and receive antennas, respectively. Results were
presented for an urban environment which show that the performance improves with
the number of antennas. Two majority vote schemes were also presented. These
schemes may be preferable for distributed IoT devices with limited computing ca-
pabilities. The AR using all 3M N features at one location was shown to be slightly
higher than using 3M features separately at each device and N voting.

In Chapter 4, an adaptive PLA scheme using ML was proposed for LEO satellites
using the DS and RP as features. An OCC-SVM with linear and polynomial kernels
was employed. Results were presented which show that a high authentication rate
(AR) can be achieved for both fixed and mobile satellite services using the DS and
RP as features. In particular, the AR using both DS and RP exceeds 99.6% for
fixed satellite services (FSS) and mobile satellite services (MSS) scenarios, and is
superior to using only DS or RP as features as in [20] and [98], respectively.

In Chapter 5, a PLA scheme was proposed for LEO satellites using DS and RP
characteristics. This scheme employs hypothesis testing using a threshold or ML to
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discriminate between legitimate and illegitimate satellites. Estimation errors in the
DS and RP values were considered and the performance was evaluated based on real
satellite data from the system tool kit (STK). Results were presented which show
that DS provides a high AR at small elevation angles () that decreases with 6, while
RP provides a low AR at small # that increases with ¢. Further, ML authentication
with a small percentage of outliers 7 in the training data provides the highest AR.
Finally, the AR for the ML authentication scheme increases with the amount of
training data ¢.

In Chapter 6, a game theoretic spoofing detection scheme for LEO satellites using
physical layer attributes was proposed. DS and RP attributes are employed as they
are considered unique based on the satellite trajectories. A zero-sum PLA game was
formulated where the ground station (GS) chooses the optimal detection threshold
(7*) to maximize its utility, while the spoofer satellite (s) chooses the optimal attack
probability (k*) to minimize this utility. Results were presented which show that
using both DS and RP provides the highest authentication performance. Moreover,

the optimal threshold 7* and optimal attack probability k£* increase with oy.

7.2 Future Work

Some directions for future work are given in this section.

7.2.1 PLA with a Reconfigurable Intelligent Surface (RIS)

A reconfigurable intelligent surface (RIS) is a programmable two-dimensional struc-
ture composed of numerous elements that can be configured to control the propa-
gation of electromagnetic waves. An RIS can provide multiple wireless signal paths
for users. ML algorithms can be trained using these signals which are difficult for
an attacker to mimic. Furthermore, RIS elements can be designed to have a high

degree of randomness to improve the robustness and reliability of PLA.
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7.2.2 PLA for Optical Communications

Optical communication networks are used in many applications such as data centers,
high-performance computing, and telecommunications. Quantum-based techniques
can be used to authenticate optical signals. Furthermore, ML techniques can be
trained using optical signal features. Interference-based techniques can be used to
detect and authenticate optical signals using the interference patterns generated

when signals interact with the environment to improve the security of optical links.

7.2.3 PLA for Underwater Communications

The proposed approaches to authenticate can be extended to underwater commu-
nications. Underwater communications employ optical and acoustics channels. Un-
derwater PLA (UPLA) can be used to ensure secure communications in underwater
environments. Acoustic-based PLA (APLA) relies on the unique properties of sound
waves in water such as the time delay and phase shift. For example, an APLA scheme
can use the time delay of a signal reflected off an underwater object for authenti-
cation APLA can be useful in underwater environments with low visibility where
optical signals may not be reliable. Optical-based PLA (OPLA) uses the properties
of light waves in water such as polarization and absorption for authentication. For
example, an OPLA scheme can use the polarization of a light signal reflected off
an underwater object for authentication. OPLA can be useful in underwater en-
vironments with high visibility where acoustic signals may be affected by ambient
noise or reverberation. A hybrid approach that combines both acoustic and optical
signals may provide better authentication. For example, the time delay and phase
shift of an acoustic signal and the polarization of an optical signal can be used to
provide authentication in environments with variable visibility and ambient noise
levels. Thus, APLA and OPLA can be used separately or in combination to provide

authentication depending on the environment.
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Appendix A

One-Class Classification Support
Vector Machine (OCC-SVM)

One-class classification (OCC) is a ML technique that can be used to solve prob-
lems such as authentication. OCC is used here to distinguish between illegitimate
user features and legitimate user features using training data from only the legiti-
mate user. The proposed authentication framework employs the OCC-SVM [115]
algorithm which is an extension of the TCC-SVM algorithm [116]. The goal with
OCC-SVM is to find the optimal authentication boundary that surrounds most of
the training data from the legitimate user [1]. The method in [115] is used to solve
the OCC problem using SVM. OCC-SVM computes a decision function f, which
encloses most of the training data [1]. A test sample t is accepted if f(t) > 0 which
indicates it is within the authentication boundary.

The following optimization problem is first solved [59, 115]

¢
1 1
min = ||w|*+—=) s —p,
w,S,p 2 ng ZZI (Al)

subject to  (w-®(g;)) >p—s;, >0
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where w is the weight vector, p is the distance from the origin to the boundary, ¢ is
the number of training samples, ® is the feature mapping, g; is the ¢th feature vector,
s; is the corresponding slack variable, and 7 is the percentage of data considered as

outliers [1]. Using Lagrange multipliers p;, ¢; > 0 to solve (A.1) gives [115]

14 V4 V4
| 1
L(w,s,p,q,p) = glIwll* + d_si—p= D (W (g)) —p+si) = ) aisi
i=1 =1 =1
(A.2)

Setting the derivatives with respect to w, s and p equal to zero results in [115]

(A.3)

W= Zpiq)<gi)' (A.5)

i=1

The decision function used to test a new vector t is [1, 59|

f(t) = sgn((w-®(t)) —p), (A.6)

and substituting w from (A.5) gives

)

f(t) = sgn (Z(p@(gi) - ®(t)) - P) : (A7)
The kernel expansion is defined as [115]

k(g;,t) = ®(g;) - O(t) (A.8)
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so the decision function is
f(t) =sgn (Zpikr (g t) — p) : (A9)

The test is passed if f(t) > 0 and fails otherwise. Linear, sigmoid, and polynomial

kernels can be considered. The linear kernel is simply
k(g t) =gt (A.10)

The sigmoid kernel is

k(g t) = tanh(Ag; - t +¢), (A.11)

where A is the slope and ¢ is constant, and the polynomial kernel is [117]
k(gmt) = (gi't+r)dad> L, (A12)

where d and r are the degree and coefficient of the polynomial, respectively.
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Appendix B

Evaluation Metrics

The confusion matrix shown in Figure B.1 is used to evaluate the performance. True

positive (TP) denotes correctly accepting a legitimate user

f(t[A) >0,
Conﬁ;;lon Predict Negative Predict Positive
Matrix
N FP
Actual Negative (N)
Hq Type II error
FN TP
Actual Positive (P)
Type I error Ho

Figure B.1: Confusion matrix.
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true negative (TN) denotes correctly rejecting an illegitimate user

f(tE) <0,

false negative (FN) denotes incorrectly rejecting a legitimate user

f(t|4) <0,

and false positive (FP) denotes incorrectly accepting an illegitimate user

f(t|E) > 0.

The goal of PLA is to make the number of FN and FP low.
The metrics used for performance evaluation are missed detection rate (MDR),

false alarm rate (FAR), and authentication rate (AR) which are given by

FP

MDR = — B.1
R="\ (B.1)
FN
FAR = — B.2
R‘ P? ( )
TP+~vxTN

AR = B.
R P+~yx N’ (B-3)

respectively, where T P,'TN, FN, and F'P are the number of TP, TN, FN, and FP,
respectivelyy, N=TN + FP, P=TP+ FN and v = % is used to balance between

legitimate and illegitimate users.
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