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ABSTRACT

Cryptographic hash functions are fundamental in cryptographic constructions, as
they transform variable-length input into fixed-length output while maintaining es-
sential security properties like collision resistance, preimage resistance, and indifferen-
tiability from a random oracle (RO). Creating efficient hash functions with provable
security has long posed a challenge. Security proofs for hash functions usually fall
under the random oracle model or the ideal cipher model, which assumes access to
an ideal primitive like a truly random function or permutations.

This research endeavors to establish a systematic approach for analyzing the se-
curity of hash functions suitable for automated verification and function generation
within both ideal models. Building upon prior work [25], which employed an alge-
braic framework known as Linicrypt[8], primarily for analyzing collision-resistant hash
functions in the random oracle model, we extend our efforts in two key directions.

We first introduce a simple and easily verifiable property of Linicrypt programs
that characterizes preimage awareness, a security property introduced by Dodis, Ris-
tenpart, and Shrimpton [I3] who also demonstrate its utility in the construction
of indifferentiable hash functions. We also illustrate how this characterization can
be efficiently automated and provide an example by enumerating preimage-aware
compression functions that employ two random oracle calls. This includes several
functions that Dodis et al. previously proved to be preimage aware through manual
methods.

Next, we broaden the Linicrypt framework, originally proposed in the random
oracle setting, to encompass hash function security in the ideal cipher model. Within
this context, we delineate collision- and second-preimage-resistance properties using
linear-algebraic conditions on Linicrypt programs. We also introduce an efficient algo-
rithm for determining program compliance with these conditions. As an application,
we delve into the case of block cipher-based hash functions as proposed by Preneel,
Govaerts, and Vandewall [32] and establish that our characterization encapsulates the
semantic analysis of PGV presented by Black et al.[5].

Additionally, our research further extends into the ideal cipher model to ana-
lyze group-2 compression functions, a category introduced in the well-known work[4].
These are compression functions which are not collision-resistant themselves, but pro-
duce collision-resistant hash functions when iterated by the Merkle-Damgard trans-

formation. We also provide a comprehensive characterization of collision-resistant



double block length compression functions within the ideal cipher model.
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Chapter 1
Introduction

Hash functions are a fundamental cryptographic primitive used as a building block in a
large number of cryptographic constructions [31]. Applications of cryptographic hash
functions include domain extension for message-authentication codes [2] and digital
signatures [10], as well as hash-based signatures [0, 15} 23], 27]. Hash functions are also
an essential component in many public-key primitives built using the random-oracle
methodology [3], in which an ideal construction using a random oracle is instantiated
with a concrete hash function in place of the oracle. A hash function is usually built
by iterating a fixed-input-length compression function over the blocks of a variable-
length message. Hash functions are designed to be computationally efficient and
to satisfy some security properties like collision resistance, preimage resistance, and
second preimage resistance depending on the particular application. While collision-
and preimage-resistance are sufficient for many basic applications, more advanced
applications require stronger notions of security, the strongest being that a hash
function “behaves like” a random oracle. Building efficient hash functions with proven
security can be challenging, and most approaches tend to be ad hoc, and not amenable
to automated techniques for analysis and generation.

In this research, we use an algebraic formal system called Linicrypt [8] in order to
characterize security properties of compression functions in both the random oracle
model and the ideal cipher model. This algebraic characterization supports auto-
mated verification of security as well as the automated generation of compression
functions. This is in contrast to existing approaches to proving security properties
[13, 4], which are ad hoc and not obviously amenable to automation.

This research aims to broaden existing work [25], which uses Linicrypt, a uni-

form and automatable framework for security proofs in the random oracle model, to



characterize collision-resistance properties for compression functions. We extend this
work, both to capture stronger security properties and to work with the ideal cipher
model. The stronger notion of security we consider is called preimage awareness (PrA)
[13] which in terms of security, sits between preimage resistance and indifferentiabil-
ity. Unlike preimage resistance, in the PrA security game, the adversary picks the
hash function image. PrA is the strongest existence security notion that is preserved
by Merkle-Damgard (MD) transform. We also offer a systematic and potentially au-
tomatable approach for constructing indifferentiable hash functions, aligning with the
methodology outlined in [I3]. We provide a simple characterization of PrA for com-
pression functions in the Random Oracle model, which can be checked in polynomial
time and we use it to generate all the compression functions with two inputs and two
calls to the random oracle.

Many compression functions such as Davies—Meyer, Matyas—Meyer—Oseas,
Miyaguchi—Preneel [4], and MDC-2, MDC-4, Hirose [30][19], are constructed using
block ciphers [4, [19]. It is therefore a natural and recommended extension, as
suggested by [25], to enhance the Linicrypt framework by incorporating the ideal
cipher model. This extension is aimed at enabling the modeling of compression
functions that rely on ideal ciphers.

Within the extended Linicrypt framework in the ideal cipher model, we focus on
characterizing the collision resistance of such compression functions. Moreover, the 64
PGV compression functions are block-cipher-based and seamlessly integrated into the
Linicrypt in the ideal cipher model. In Section we employ Linicrypt to model the
PGV compression functions, demonstrating that the characteristics proposed in [5]
can be specifically derived as a particular instance within our broader characterization
outlined in B.2.5

Furthermore, this research extends its scope to encompass the characterization
of compression functions that may not initially possess collision resistance but still
result in collision-resistant hash functions after the application of Merkle-Damgard
transform. As a notable outcome of these characterizations, we are able to verify and
generate the Group 1 and Group 2 [4] PGV compression functions [32]. This compo-
nent of our research thus provides valuable insights into the automated verification
and generation of collision and 2nd-preimage resistant compression functions in the

ideal cipher model.



1.1 Background

This section aims to introduce the basic concepts and definitions needed to model
compression functions utilizing ideal primitives in Linicrypt and review their security
properties, as well as a systematic approach — the Merkle-Damgard (MD) transform
— for constructing variable-length input hash functions by iterating compression
functions, and finally consider security properties that are preserved by this transfor-
mation.

In general, hash functions are designed to process variable-length input strings and
transform them into fixed-length output strings. A hash function that only accepts
fixed-length inputs is referred to as a compression function. In order to formally
model hash function security, we must consider families of functions indexed by a key

s; in particular, H* is a hash function from this family of functions. E|

Definition 1.1.1. [21] A hash function is a pair of probabilistic polynomial-time
algorithms (Gen, H) fulfilling the following:

1. Gen is a probabilistic algorithm that takes as input a security parameter 1 and

outputs a key s we assume that 1* is included in s.

2. There exists a polynomial | such that H is a deterministic polynomial time
algorithm that takes as input a key s and any string x € {0,1}* and outputs a
string H*(z) € {0, 1}!™.

If for every \ and s, H® is defined only over inputs of length I'(\) where I'(X) > I()\),
then we say that (Gen, H) is a fixed-length hash function or compression function

with length parameter .

Some fundamental security properties of cryptographic hash functions which are
necessary to ensure security for cryptographic applications are collision resistance,
preimage resistance, and 2nd-preimage resistance. These properties can be defined
through an experiment involving a hash function II(Gen, H) and an adversary A. In
these definitions, A denotes a security parameter. Note that the adversary is given

the key s as input (so s is not secret.)

Definition 1.1.2. A hash function II = (Gen, H) is collision resistant if for every

probabilistic polynomial-time adversary A there exists a negligible function negl such

!Unlike the setting of encryption, the key here is not secret — its purpose is to prevent an
adversary from simply hard-coding a collision into its algorithm.



that A’s probability of winning the following game is at most negl(\).
s < Gen(1%); (v,2) + A% (s); return(x # 2') A (H*(x) = H*(z"))

Definition 1.1.3. A hash function Il = (Gen, H) called 2nd-preimage resistant if
for any probabilistic polynomial-time adversary A there exists a negligible function

negl such that A’s probability of winning the following game is at most negl(\).
s < Gen(1?); z <+ {0,1}; 2/ + AY(s,2); return (v # 2') N H*(z) = H*(2)

Definition 1.1.4. A hash function I1 = (Gen, H) is preimage resistant if for any
probabilistic polynomial-time adversary A there exists a negligible function negl such

that A’s probability of winning the following game is at most negl(\).
s Gen(1Y); y « {0, 1}V & A" (s,y); return y = H*(z)

The above definitions are in decreasing order of strength — collision resistance
implies 2nd-preimage resistance, while for “reasonable” hash functions 2nd-preimage
resistance implies preimage resistance.

A collision-resistant hash function H is 2nd-preimage resistant because, if when
given any preimage x the adversary can find a 2nd preimage ' # x where H(z) =
H(z') then the adversary also can find a collision by choosing some x and finding
a 2nd preimage z’/. Similarly, a 2nd-preimage-resistant hash function H is preimage
resistant because if, when given an image y the adversary can find a preimage = where
H(z) = y then when given a preimage = can compute H(z) = y and having y finds
the preimage x’. Assuming that the domain of H is much larger than the range and
that it is not “pathological” then with good probability x # x’. As we do not deal
with preimage resistance in this thesis we won’t consider this last point in more detail,
but refer to [33] for a full discussion.

A generic attack for finding a collision in a hash function is known as the birthday
attack; this says that if the output length of a hash function is [ then a collision can
be found in O(2?) queries to the hash function with probability more than half.
This attack provides an absolute lower bound on security based only on the output
length. More details are given in Section [A.1.1]

Ideal Primitives It is often challenging to design cryptographic primitives which

provably provide a needed security property, even in the presence of computational



assumptions. One approach to deal with this problem is to assume the existence of
an ideal primitive, such as an ideal block cipher or a random oracle which may be
used to prove the security of new primitives. The new primitive is then implemented
using a real-world instantiation of the ideal primitive. While this approach is not
sound in general — there are primitives that can be proven secure when using a truly
random oracle but not when using a non-ideal hash function [7] — it is widely used
in practice and is considered to provide some formal assurance of security.

The idea of modeling a block cipher as a random permutation appears as early as
the work of Shannon [34]. In the ideal cipher model, all the parties have access to a
family of permutations Fj. For a given key k (depending on the security parameter
\), Ej is chosen uniformly from the set of all possible permutations on {0, 1}™,
All parties have access to Ej, and E} ! and the adversary is restricted based on the
number of queries it makes.

A random oracle can be thought of as a black box that implements a random
function f, which is uniformly selected from the set of all the functions {f | f :
{0,1}* — {0, 1}} M1}, All parties have access to the random oracle and the adversary
is restricted based on the number of queries it makes. This model was first adopted
in [I6] and was formalized in [3].

In studying the construction of compression functions in the random oracle model,
the goal is to find constructions based on the existence of a simpler ideal primitive,
so a random oracle with domain all of {0,1}* and a fixed image size is already too
strong. In this case, it makes sense to consider a very simple form of random oracle
which is just a length-preserving random functionE]

Compression Functions Using an Ideal Primitive. As we mentioned, this
research focuses mainly on the construction of compression functions utilizing ideal
primitives, such as ideal ciphers or (length-preserving) random oracles. Here we
review some of the existing compression functions that use an ideal primitive with
varying levels of security. A well-studied group of ideal-cipher-based compression
functions was proposed by Preneel, Govaerts, and Vandewalle (PGV) [32]. They
proposed a systematic way to construct ideal-cipher-based compression functions with
only a single call to the ideal cipher (rate-1) using only a simple algebraic operation
(XOR). They introduced 64 rate-1 compression functions A : {0, 1}/ x {0, 1} — {0, 1}!

2Note that once we define compression and hash functions using an ideal primitive, we no longer
need to also explicitly use a key s as part of the definition, as the ideal primitive itself parameterizes
the construction and definition of security.



utilizing a single call to an block-cipher E : {0,1}' x {0,1}} — {0,1}! of the form
h¥(y,m) = E,(b) ®c where y and m are the compression function inputs and a, b, ¢ €
{y,m,y ® m,v}, and v is a fixed constant. In [4], Black, Rogaway, and Shrimpton
prove that of the 64 PGV compression functions, 12 of them referred to as group-1 are
collision-resistant and preimage resistant up to the birthday bound, and 8 of them,
which are called group-2 are only collision resistant after some iteration. But 8 of the
group-1 compression functions are vulnerable to a fixed point attack, which means it
is easy for an adversary to find m where h”(y, m) = m. One of the PGV compression
functions, the Davies-Meyer function, is defined as h* (y, m) = E,(m)@m. Real-word
hash functions based on the Davies-Mayer compression function include the MD5 and
SHA family. In the random oracle setting, Dodis et al. [12] introduced the collision-
resistant compression function h/4/2(x, 25) = fi(x1) @ fo(xy) where f; and f, are
two independent random oracles. Shrimpton and Stam [35] also proposed a rate-3
collision-resistant compression function h/1725 (x1, 25) = f3(fi(21) © fo(22)) @ f1(z1).

Domain Extension. Given the utility of hash functions in cryptography, it is
natural to investigate techniques for their systematic construction and validation.
A well-known systematic approach involves the use of the Merkle-Damgard (MD)
transform [11], 29], which allows the construction of variable-length hash functions
from fixed-length hash functions (compression functions). MD and its variants are
known to preserve collision resistance and so provide an approach based on focusing
attention on the construction of compression functions. If we assume h(y,m) is a
compression function over two inputs where each input size is A then in the original
MD the message m = my||ma, ..., ||m, length is a multiple of A\ and may be defined
as

yo =1V H" =y, yi = h(yi1,mi 1)

Where IV is an initial value like 0*. While MD only handles messages with specific
length, strengthened MD considers inputs with arbitrary length by adding some bits
called padding to make the length of it a multiple of block size. Also, to make the
construction collision resistant another block that represents the length of the original
message is added after the padding. The following is the formal construction of the

MD transform.

Definition 1.1.5. Merkle-Damgard Transform [21)]. Let (Geny, h) be a fized-length
hash function with input length 21(X). Construct a variable length hash function
(Gen, H) as follows:



o Gen(1%): upon input 1, run the key generation algorithm Geny, of the fized-
length hash function and output the key. That is, output s <— Geny,

o H*(z): Upon input key s and message x € {0,1}* of length at most 2! — 1,

compute as follows:
1. Let L = || (the length of x) and let B = [%]. Pad x with zeroes so that
its length is an exact multiple of [.

2. Define IV = yy := 0' and then for every i = 1,---, B, compute vy; :=
h*(y;_1 || x;), where h® is the given fized length hash function.

3. Output y = H*(yp || L)

mL m[» my  length padding
IV—h | _ | h| SR | h Th
Y1 Y2 Ye

Figure 1.1: The Merkle-Damgard transform is a way of extending a fixed-length hash
function (h) into a variable length that receives inputs of any length by iterating h
over input blocks m;.

Theorem 1.1.6. [28, [11)] If (Geny, h) is a collision-resistant compression function,

then (Gen, H) is a collision-resistant hash function.

The real-world hash functions MD5 and SHA-1 with 128 and 160-bit outputs are
constructed using the MD transform. Even though MD preserves collision resistance,
but it is still vulnerable to attacks. A well-known one is the length-extension attack.
In particular, if an adversary has the value H(m) then it may calculate H"(m||z) =
h(H(m), z). This has practical implications, for example for a message-authentication
code (MAC). MAC security requires that if an adversary learns a tag t = MACg(m),
for some m then it cannot infer anything about other messages’ tags unless it knows
the key. A MAC defined by MACy(m) = H(k||m) will satisfy MAC security when
H is a random oracle. However, if H is constructed from a compression function h
using MD, security fails because once the adversary learns the tag ¢ for a message m,

then without knowing the key, it can deduce a valid tag for any message that has m
as a prefix by calculating MACy(m||z) = h(H (k||m), z) = h(t||m).



These weaknesses make MD-based hash functions unsuitable for many applications
and demonstrate the need for notions of security stronger than collision resistance.

More broadly, as described above, the random oracle methodology involves using
a constructed hash function in place of a random oracle in the implementation. The
question of when this approach is sound led to the study of indifferentiable hash

functions.

H 1 P : RO Sim
D D
I | Iy
N ¢ N
. Real world . Ideal world

Figure 1.2: Indifferentiability setting [31]. H has oracle access to P and Sim has oracle
access to RO, and distinguisher either interact with H and P or with RO and Sim.

1.1.1 Indifferentiability

Coron et al. [9] applied the indifferentiability framework introduced in [24] to define
hash functions that are indifferentiable from random oracles.

Assume H is a variable length input hash function that utilizes a fixed length input
ideal primitive P, and RO is a random oracle, so informally, if to any distinguisher
D, the hash function H” and RO “look the same”, then H called indifferentiable
(from a random oracle). The main result of [9] is that if a cryptosystem is proven
secure when H is a random oracle, it remains secure when it is instantiated with an
indifferentiable hash function H”. In this framework, D also has access to P and
may interact either with H” and P or RO and a simulator S which is trying to
behave like the ideal primitive P while it also has access to RO, but it cannot see
the distinguisher queries to RO. Figure shows the indifferentiability setting. This

can be formalized as follows:



Definition 1.1.7. A construction H with oracle access to an ideal primitive P is
(tp,ts, q, €)-indifferentiable from a random oracle RO if there exists a simulator S,
such that for any distinguisher D it holds that

Pr[D*F = 1] — Pr[DO% = 1]| < ¢

Where the simulator has access to RO and runs in time at most ts. The distinguisher

makes q queries and runs in time tp.

In the above definition, € is a negligible function of A and tp and tg are bounded
by a polynomial function of A.

To understand this security notion better we include the following example from
[17]. This is an outline of a generic attack on compression functions of the form of
f(hym) = Pk, (Fk,(Xg)) where P and E are two ideal ciphers and the function that
maps the inputs (h, m) to the keys (Kp, Kg) is non-bijective and Xg € {h,m, hé&m}.
We also write f when the adversary does not know if this is the compression function

or the random oracle, we also use the same notation for the ideal cipher and simulator.

1. The adversary picks two inputs (hy,m;) and (hg, ms) where the corresponding
keys are equal (Kp1, Kg1) = (Kp2, Kgo).

2. If XEl :XEQZ

e Then if the adversary is making a query to the compression function then

the results are equal and if it is to the RO then they are not equal.
3. If XEl 7é XEQZ

e The adversary picks an arbitrary (h, m) from the domain.
e Makes a query to f and receives f(h,m).
e For (h,m) it calculates K, Kp and Xg.

Query for PI};, (f(h,m)) and receives Xp. Query for EI_(}E (Xp) and receives

X5,

If X, = Xp then f is the compression function otherwise is the RO.
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1.1.2 Preimage Awareness

In this section we will briefly review the definition and some important facts regard-
ing preimage awareness as defined in [I3]. Suppose H is a hash function built from
an ideal primitive P (e.g., a random oracle or ideal cipher.) Preimage awareness for-
malizes the notion which states that an adversary who knows a “later useful” output
z of H” must “already know” (be aware of) a particular corresponding preimage .
This is formalized using an auxiliary function called an extractor and the following
experiment: After interacting with P, the adversary A produces z in the range space
of H. This z and the sequence of (query, response) pairs made by A to P called « are
passed to the extractor £, which then produces a value z in the domain of H (or L.)
Note that £ does not have access to P. Then A runs again and attempts to output
a preimage 2’ such that H”(2') = 2 but x # 2’. If any adversary (from some class)
has only a small chance of winning in this experiment, H is preimage aware. In the
general definition of preimage awareness, the adversary is allowed multiple adaptive
rounds against the extractor. A schematic depiction of the general game is given in
Figure [1.2] The more restrictive version we have described is called 1-PrA. We note
that by [13], Theorem D.1, we may restrict attention to 1-PrA, up to a loss in adver-
sary advantage which is linear in the number of calls to the extractor. So below we
use the term PrA synonymously with 1-PrA. We recall two important facts (stated
informally) which underlie the utility of PrA in the construction of indifferentiable

hash functions:

1. Suppose H : Dom — Rng is a PrA hash function defined using ideal primitive
P, and R: Rng — Rng is an independent fixed-input length random oracle. If
we define G using P and R by GP%(m) = R(H"(m)), then G is indifferentiable

from a random oracle ([I3], Theorem 4.1)

2. Suppose hf : {0,1}"*4 — {0,1}" is a PrA compression function defined using
ideal primitive P, and H is a hash function defined by applying the strengthened
Merkle-Damgard construction to h”. Then H is PrA. ([13], Theorem 4.2)

As mentioned above, these facts explain the importance of PrA as part of a
methodology for constructing hash functions with strong security properties. In
particular, in order to construct indifferentiable hash functions we only need to be
concerned with constructing PrA compression functions. Given this methodology for

constructing indifferentiable hash functions, an important goal is the design and anal-
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Expl'p e a oracle P(m): oracle Ex(z):

o s APEX ¢ — P(m) Qz] — 1

e o al (m Vl:] — E(2,a)
Ret ¢ Ret V[z]

Ret (x £ V[z] AQ[z] = 1)

Figure 1.3: Preimage awareness game from [13]. Oracle P mediates access to the ideal
primitive while recording all queries made, while Ex mediates access to the extractor
while using Q,V to record the image/preimage pairs involved in each call.

ysis of PrA compression functions, especially via methods which support automated
verification, or even automated generation of such functions.

In the following, we review the Linicrypt framework [§] as a tool to be employed
to model hash functions via an algebraic characterization and to analyze security

properties in a systematic and efficient way.

1.1.3 Linicrypt Programs

The Linicrypt formalism, introduced in [§], provides a model for the specification
of cryptographic primitives via straight-line programs over a finite field F, with ac-
cess to a random oracle. In [§], it was shown that via an algebraic condition on
programs, it is possible to efficiently decide whether two programs induce computa-
tionally indistinguishable distributions. The practical application of the approach was
demonstrated through the use of a SAT solver to automatically synthesize programs
used in a provably correct construction of garbled circuitsﬂ While [§] focused on
indistinguishability-based security for inputless Linicrypt programs, subsequent work
[25] demonstrated the utility of Linicrypt for characterizing collision resistance and
second-preimage resistance for fixed input-length hash functions constructed using a
random oracle. This latter work is the starting point for the research presented in
this thesis. Our presentation uses the model of [25], with some restrictions and slight
variations which are more suited to our proof techniques. We denote elements of F
by lower-case non-bold lettersﬂ7 vectors over [ by lowercase bold letters and matrices
over [F by uppercase bold letters. We treat vectors as column vectors and write a - b

or a'b for the inner product and M x a or M a for the matrix-vector product. Note

3More recently ([20]), Linicrypt was also used to characterize the security of block cipher modes
of operation.
4We usually use Roman letters, but may also use Greek or script letters depending on the setting.



12

that we will sometimes think of matrices as a column vector of row vectors (so we
may write M = (my,...,my)".)

A Linicrypt program is a straight-line program over a fixed vector (vy, ..., v,,) of
program variables, where the first k are designated as inputs. A program is a sequence
of lines specifying assignments to (non-input) program variables where the right-hand

side of each assignment is eitherﬂ
1. A call to the random oracle on a previously assigned variable or input
2. A F-linear combination of previously assigned variables and inputs

The program also specifies a vector of output variables. For a given random oracle
H, such a program computes a function F*¥ — F” for some k, .

The following is an example of a two-input Linicrypt program with random oracle
H,

PH (v, v9) :
V3 ‘= H(th?}l)
Vg = H(tg,’l}g)

Vs 1= VU3 + Uy

return vs

We allow the random oracle to take an extra input from a designated set of strings
or nonces (in this example, these are t; # t5.) When F = GF(2"), this program
computes the function f(x,y) = fi(x) ® fo(y) where f; and f; are two independent
random oracles mapping F to F. This is the Dodis-Pietrzak-Puniya function [12],
which is one of the compression functions shown to be PrA in [13]. We will return to
this example after giving our characterization of PrA and verifying that it satisfies the
critical query condition in Chapter [2.4] Other examples of Linicrypt programs may be
found in Section We have noted that a program has access to a random oracle
H, that is, a random element of {F' | F' : nonce x F — F}, where nonce = {t; | i € N}.
As in [25], we will require that for i # j, t; # t;, so that all calls to the random
oracle in a program P are effectively to an independent random function. We note

that this restriction is equivalent to assuming that functions are defined using a fixed

5The Linicrypt model, introduced in [8], also allows the assignment of a random field element to
a variable. Here, as in [25], we consider only deterministic programs.
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collection of independent random oracles, where each may be called exactly once.
This is adequate for defining a number of the compression functions considered by
[13]. While it is not a general restriction for the Linicrypt model, we will only consider
random oracles that take a single input from F. This will simplify the presentation
and seems adequate for the application to PrA hash functions. See [25], Section 5.1,
for a discussion of extending the model to random oracles with multiple field inputs.

As noted in [25], the cryptographic power of this model derives from the random
oracle, and so we require a field size |F| that is exponential in the security parameter
A. Furthermore, since a program is specified by linear combinations of elements with
coefficients from I, programs may also depend on the security parameter. On the
other hand, we could either consider a family of programs parameterized by A, or
fix a subfield of IF for the coefficients (e.g., if the field is GF(p*), we take coefficients
from GF(p)) and work with a single program that can be instantiated over any field.
Again as noted in [25], in the concrete setting of their work (and ours), this choice
is not significant. In all the examples given, we work over GIF(2*) and assume that
programs work with coefficients from {0, 1}.

An important observation of [§] is that it is possible to present programs in a
purely algebraic fashion. In this view, Linicrypt program P over a field [F is given by
a set of base variables, corresponding to program inputs and results of oracle queries,
a sequence of oracle constraints specifying the input and output of each query, and
an output matriz. The base vectors are represented as canonical basis vectors, so for
a P with k£ inputs and n oracle queries the base vectors are ey, ..., €x, €t11,...,€k1n
where, e; denotes the ith canonical basis vector over F**" without loss of generality,
ey, ..., e, correspond to the inputs and egiq,...,€ex, correspond to the results of
oracle queries. As program variables are linear combinations of base variables with
coefficients from F, they are represented as elements of F***. In fact, by a process
of successive in-lining, we may eliminate the notion of non-base variables altogether.
So we need only consider assignments of the first sort described above, but where
the second argument is given by a F-linear combination of inputs and results of
previous calls. With this perspective, each oracle call is represented by an oracle
constraint ¢ = (t,q,a) where t € nonce and q,a € F*™ (note that a here will in
fact be some e; where k < j < k + n). Similarly, the output may be given as a
vector of F-linear combinations of program variables, and this may be specified by a
matrix M = (m],...,m])", where m; € F¥*". In [§], the underlying sequential

structure of P is essentially forgotten, and a program is represented by its output
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matrix and (multi)set of oracle constraints. In order to simplify some of our proofs,
we will deviate slightly and remember the order of oracle calls via a sequence C =
(¢i | 1 < i < n) of constraints, where ¢; = (¢;,q,,a;). In particular, this implies
that g, € span(ey,...,ex,a1,...,a;_1), i.e., the input to a query depends only on the
program inputs and answers to previous queries. We note that retaining the ordering
of queries is not essential to our results, but we do so to simplify the presentation.

We introduce the following notation (not used by [25]) for matrices related to the

base variables and queries of P: A for (a{,...,a)", Q for (q/,...,q})", and X
for (e],...,el)". For any matrix M, we write rows(M) for the multiset of vectors

corresponding to the rows of M.

Viewing P as a straight-line program provides a simple semantics defining P¥ :
F* — F". For an oracle H and input @ = (z1,...,2%)", a line whose right-hand side
is a linear expression evaluates to an element of IF in a natural way, using previously
defined elements. For an oracle call H(¢;,v;), v; has already been assigned a value from
[F and so the call returns a value in F. In both cases, the resulting value is assigned
to the left-hand side variable. The final line outputs the vector of field elements
assigned to the corresponding variables, which is the value of PH(x). Algebraically,
for any input @ = (x4, ... ,xk)T and oracle H there is a corresponding vector vy =
(V1, ..., Upsn) € FF¥™ which satisfies €; - Vpase = 23 for 1 < i < k and epy; - Vpase =
Q; - Vpase = H (i, q; - Vpase). In this view, PH(x) = M X vpeq. It is not hard to see
that both views give equivalent semantics.

In the algebraic presentation, the program given above is specified by:

Vpase = (U17v27v3av4)T
M=o 01 1
C = <(t17q17a1)a (t27 q2>a’2)>

where
q, = (1,0,0,0)" g, =1(0,1,0,0)"

a, =(0,0,1,0)" ay=1(0,0,0,1)"
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1.2 Previous Work

The Linicrypt formalism, as introduced in reference [§], offers a framework for speci-
fying cryptographic primitives through linear programs operating within a finite field
F, while also incorporating a random oracle. The initial work [8] revealed that, by
imposing an algebraic condition on these programs, it becomes feasible to efficiently
determine whether two programs generate distributions that are computationally in-
distinguishable.

Later McQuoid et al. in [25] characterize collision resistance and 2nd-preimage
resistance in terms of the algebraic representation for the class of Linicrypt programs.
In particular, they define an algebraic property of Linicrypt programs referred to as a
collision structure, the absence of which characterizes both second-preimage resistance
and collision resistance. The detection of a collision structure within a program P
can be accomplished in polynomial time, taking into consideration the size of P’s
algebraic representation. As discussed above, this work assumes a specific class of
Linicrypt programs where each random call has the form of H(¢,z) and the first
input is a unique nonce and the second input is the oracle input, these unique nonces
make all the queries independent. The next example gives such a program, along

with its algebraic representation.

Example 1.2.1. A Linicrypt program and its matrix representation:

PH (v, v, v3,04)
vs = H(ty,v1)
ve = H(to,v9)
vr = H(t3,v3)

return (vs + vy, vg)
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(t1,[1,0,0,0,0,0,0],]0,0,0,0,1,0,0])
(t2,[0,1,0,0,0,0,0],0,0,0,0,0,1,0])
(t3,10,0,1,0,0,0,0],[0,0,0,0,0,0,1})

The next example from [25] is a motivating illustration, elucidating the concept
of the collision structure as defined in Definition [1.2.3l

Example 1.2.2.

PH (v, v9,v3) :
vy = H(t1,v1)
ve = H (t2,v3)
V7 = Vs + Vg + Vg
vg = H(t3,v7)

return (vg + vy, vg)

Here we go over a possible attack by a 2nd preimage adversary A. Given (x,y,z) as

the input of the program, the adversary returns a 2nd-preimage (z',y', 2'):

1. A runs the program on (x,y, z) and gets (l1,ly) as the programs output.
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2. The second component of P’s output is H(ta, z) and it is not possible to find a

different input for the random oracle that returns the same output. Thus, the

adversary picks 2z’ = z.
3. A picks vl # vy and makes the query vy = H (t3,v%) and finds 2’ = [ + v§.

4. Now, H(t1,2") and H(ts,2') and v, = H(t1,2") + H(ts,2') +y' are fized and the

adversary picks y' so the equality holds, and it returns (z',y', 2").

In this example, we can see the adversary had to pick the same query value for
H(ty,v3) in both computations. The adversary identifies the first query which as-
signs a different value and makes the followup oracle queries to find the intermediate

values by solving linear equations.

The next definition, from [25], formalizes the algebraic conditions for a collision

structure

Definition 1.2.3. Let P = (M,C) be a Linicrypt program. A collision structure for

P is a tuple (i*,¢1,- -+, ¢,) where:
1. ¢1,++ ,¢n 18 an ordering of C, and we write ¢; = (t;, q;, ;).
2. q; ¢ span({qy, -+ ,qi-_1} U{as, - a1} Urows(M))
3. Forj>i*:a; ¢span({qy, -~ ,q;} U{ay, - ,a;} Urows(M))
The main result in [25] is the following theorem.

Theorem 1.2.4. (Main Theorem) Let P be a deterministic Linicrypt program with
distinct nonces, making n oracle queries. Let F be the underlying field (and range of

the random oracle). Then the following are equivalent:

1. There is an adversary A making q oracle queries that finds collisions with prob-
ability more than (q/n)*"/|F|.

2. There is an adversary A making q oracle queries that finds second preimages

with probability more than (q/n)"/|F|.

3. There is an adversary A making at most 2n oracle queries that finds second

preimages with probability 1.

4. P either has a collision structure or is degenerate.
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1.3 Contributions

In this thesis, we extend the results of [25] by considering stronger notions of hash
function security and also adapting their framework to the ideal cipher model. We
also show that the approach of [25] leads directly to automated methods for verifi-
cation and generation of secure compression functions. The following are our main

contributions:

1. A simple and efficiently-checkable property of Linicrypt programs that charac-

terizes preimage awareness is given.

2. A demonstration of the usefulness of (1) by showing that the characterization
may be efficiently automated and, as a special case, using this implementation
to enumerate all preimage-aware compression functions that use two calls to

the random oracle.

3. An extension of the Linicrypt framework to support constructions in the ideal

cipher model.

4. A characterization of collision- and 2nd-preimage-resistance using an adaptation

of the definition of collision structure to the ideal cipher model.

5. An efficient algorithm for determining whether a program in the ideal cipher

model satisfies the condition of being collision-resistant.

6. As of the application of (4), we consider the case of the block cipher- based hash
functions proposed by Preneel, Govaerts, and Vandewall [32] and show that the
semantic analysis of PGV given by Black et al. [5] can be captured as a special

case of the characterization.

7. Examining constructions in Linicrypt that are not initially collision-resistant,
but become collision-resistant after applying the MD transformation. The

group-2 PGV compression functions fall under this category of construction.

8. Characterizing collision resistance for double-block-length compression func-

tions.

These results demonstrate the utility of [25] as a general approach to modeling, verifi-

cation, and generation of compression functions built using linear operations in both
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the random oracle model and the ideal cipher model. In the case of PrA compres-
sion functions in the random oracle model, and collision-resistant double-block-length
functions in the ideal cipher model, the approach we present identified many functions
that were not previously known in the literature, suggesting candidates for further

study and, potentially, for implementation.

1.4 Thesis Overview

The outline of this dissertation is as follows.

e Chapter 2 Characterizes preimage awareness security notion in Linicrypt and
generates PrA compression function with two inputs and two random oracle

calls.

e Chapter 3 Extends Linicrypt to support constructions in the ideal cipher

model, and characterizes collision-resistant programs in this setting.

e Chapter 4 Explores two additional categories of Linicrypt programs in the

ideal cipher model

4.1 Gives a characterization of programs that define compression functions
for which MD produces a collision-resistant hash function. This includes

the group-2 functions of [4]
4.2 Investigates double-block-length (DBL) programs and gives a charac-

terization of collision-resistant DBL programs.
e Chapter 5 Concludes the dissertation and discusses potential future work.

e Appendix Appendix A.1, includes additional information and theorems. In
Appendix A.2, you can explore the implementations of algorithms for verify-
ing and generating PrA programs in the random oracle model, and collision-

resistant programs (single block length and DBL) in the ideal cipher model.
The results of Chapter 2 appear in

Zahra Javar and Bruce M. Kapron, “Preimage Awareness in Linicrypt”,
36th IEEE Computer Security Foundations Symposium, CSF 2023, pp.
33-42.



while those of Chapter 3 appear in

Zahra Javar and Bruce M. Kapron, “Linicrypt in the Ideal Cipher
Model”, Provable and Practical Security - 17th International Confer-
ence, ProvSec 2023 , pp. 91-111.

20
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Chapter 2
Preimage Awareness in Linicrypt

This chapter presents an approach using the Linicrypt framework [§], which allows
constructions specified by straight-line programs over a finite field, with access to a
random oracle to characterize preimage awareness (PrA) compression functions. The
approach is built on the methodology of [25] in order to characterize PrA compres-
sion functions defined by Linicrypt programs. The following paragraphs delve into
the historical context and background of hash functions and PrA security notion,
elucidating the significance of PrA and their characterization within the Linicrypt
framework.

Given the utility of hash functions in cryptography, it is natural to investigate
techniques for their systematic construction and validation. A well-known systematic
approach involves the use of the Merkle-Damgard (MD) transform [11, 29], which
allows the construction of variable-length hash functions from fixed-length hash func-
tions (compression functions). MD and its variants are known to preserve colli-
sion resistance and so provide an approach based on focusing attention on the con-
struction of compression functions. On the other hand, well-known attacks such as
length-extension make MD-based hash functions unsuitable for many applications,
and demonstrate the need for notions of security stronger than collision-resistance
apparent.

More broadly, following the work of [3], a large number of constructions make
heuristic use of hash functions under the assumption that they behave as a random
oracle. Although this methodology is not sound in general [7], it has proven useful
as a means of providing evidence that construction does not have certain structural
flaws.

At this point, a natural question is whether it is possible to detect flaws in the
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design of a concrete hash function which renders it unsuitable as an instantiation of
a random oracle. For hash functions constructed via the MD transform [9] propose
an approach based on constructions which, under the assumption that the underlying
compression function is a random oracle (or ideal cipher), produce a hash function
which is indifferentiable from a random function in the sense of [24]. They were able
to show that, while strengthened MD did not satisfy this criterion, straightforward
modifications did. However, this approach would not apply to the real-world scenario
of hash functions constructed using MD and therefore did not provide an explana-
tion for why such constructions appear to work in practice, or a justification for the
soundness of the random oracle model in such settings.

This problem was addressed by [13], who define a weaker property — preimage
awareness (PrA) — that is preserved by MD. Furthermore, they show that composing
a PrA function with a fixed-input-length (independent) random oracle produces a
function that is indifferentiable from a random oracle. Informally, preimage awareness
means that if an adversary knows an image and later learns a preimage for that image,
it is presumed to already know that preimage — a formal definition is given in the
background section in Chapter [I}

This suggests the following methodology for the construction of indifferentiable
hash functions: (1) Define a compression function h using a random oracle and prove
that it is PrA. (2) Apply strengthened MD to this compression function to produce
a variable-input-length function H”" which is PrA. (3) Define a variable-input-length
indifferentiable function by composing the result of (2) with an independent fixed-
input-length random oracle R.

Given this methodology for constructing indifferentiable hash functions, an im-
portant goal is the design and analysis of PrA compression functions, especially via
methods that support automated verification, or even automated generation of such
functions. This is the main problem addressed in this chapter.

The intuition behind the PrA characterization is the following: if the result of
at least one call to the random oracle is linearly independent of the other calls as
well as the output (in a sense which will be made precise,) an adversary can carry
out an attack that breaks PrA as follows: produce an output without making the
independent call, and later, once the call is made, produce an input consistent with
the previously produced output. Formalization of this concept is achieved through
the notion of PrA critical query as defined in Definition [2.4.1l The complete charac-

terization of preimage awareness is demonstrated in Theorem [4.2.4] via this syntactic



23

condition. Additionally, solving the problem of identifying critical queries is simpli-
fied to the extent that it becomes a matter of solving a system of linear equations,
ensuring its polynomial time solvability. To illustrate this characterization’s practical
application, an example is provided, showcasing how it can be used to enumerate all
PrA compression functions with two inputs and the utilization of two independent

random oracle calls.

Contributions The main contributions of this chapter are summarized as follows:

1. Section[2.4]gives an algebraic characterization of PrA for hash functions modeled
as Linicrypt programs which have access to a random oracle that is sound,

complete, and efficiently checkable.

2. Using this characterization, all PrA compression functions with two inputs and

two random oracle calls are automatically generated, as listed in Section [2.4.2]

3. Section [2.1| explores the modeling of constant values within Linicrypt, and in
Section [2.4.2, PrA compression functions that utilize a constant value are pre-

sented.

In general, the existence of a PrA critical query may be automatically verified (in
polynomial time.) This contrasts with known proofs of PrA for the Shrimpton-Stam
and Dodis-Pietrzak-Puniya compression functions [13], which are quite involved and
specific to these particular definitions. Practically, we can automatically generate
low-rate PrA compression functions, which are then suitable as a component in the

above-described pipeline for constructing indifferentiable hash functions.

2.1 Dealing with Constant Values in Linicrypt

In practice, the definition of a hash function may depend on the use of a constant
value from the underlying field or domain, typically referred to as an initialization
vector (IV). In their classification of rate-1 compression functions in the ideal cipher
model, Black et al. [5] include definitions that use a constant value. Such definitions
involve affine expressions and so, strictly speaking, are beyond the model provided by
Linicrypt. One approach to dealing with this problem is to utilize some underlying
algebraic property of operations involving constant values. This is the approach

taken in the algebraic analysis of [36], where it is noted that translation by a constant
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preserves bijectivity. In this section, a more general approach is undertaken, treating
constants parametrically. Namely, a constant ¢ used in a program P is treated as an

additional input and also as an output of the program, making it a fixed parameter.

In particular, P has base variables zy,...,2ry, and inputs z, ...,z the modified
program has base variables x1, ..., Zxi,+1 Where P’s base variables xy11, ..., Ty, are
(respectively) renamed g9, ..., Tpint1, iINpUt 2541 is used to represent the constant

¢, and M and C are updated appropriately. Finally, the single row e;H is appended

to M (indicating that ¢ is an output.) With this convention, we can analyze the
security properties of hash functions defined by Linicrypt programs using constants
without any changes to the definitions or proofs. Moreover, any property which does
not depend on a particular property (e.g., the bit-level representation) of a constant
value used in a program will be preserved by this convention. While this does not
capture implementation-level details, it provides a level of analysis consistent with
works such as [5]. The following example shows how a compression function with a

constant value ¢ can be modeled in Linicrypt.

Example 2.1.1. Consider compression function f(x1,22) = fi(x1 + ¢) + fa(xe) + ¢,

this can be presented as the following Linicrypt program,

PH(Ula V2, US) .

Vg4 1= V1 + VU3

vs = H(t1,v4)

ve = H(t2,v9)

V7 1= Vs + Vg + U3

return vy
Vpase = (551,3327 C, U57U6)T
00111
M =
[O 010 0]
C = <(t17q17a1)7 <t2a q27a'2)>

where
q; = (1,0,1,0,0)" g, =(0,1,0,0,0)"

a, = (0,0,0,1,0)" a,=(0,0,0,0,1)"
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2.2 Defining Security Properties of Programs

Any P with k inputs and r outputs defines a distribution on the set of functions
from F* to F" which is sampled by returning P for a uniformly sampled H, and
so we can consider the security properties of P by considering the property for the
(randomized) function it defines. Here we will give explicit definitions for standard
collision-resistance properties of P (originally defined in [25],) as well as for preimage
awareness, using the 1-PrA formulation as discussed in Section

In general, if we are working in a finite field IF), the field size will be exponential
in A and we may take A as our security parameter. The adversary A is defined with
respect to A; in particular, although we do not bound the running time of A, there
must be a polynomial p such that .4 makes at most p(\) queries. A program could be
viewed as a uniform definition of a family of functions indexed by A. As our charac-
terization below is in the concrete setting (with respect to the advantage probability

and the number of queries) we do not need to worry about these considerations.

Definition 2.2.1 (|25] Definition 2). Program P is (q,€)-collision resistant if any
oracle adversary A making at most q queries has probability of success at most € in

the following game:
(x,x') < AT (N); return (x # x') and P" (x) = P (2')

Definition 2.2.2 ([25] Definition 3). Program P is (q,€)-2nd-preimage resistant if
any oracle adversary A making at most q queries has probability of success at most e

in the following game:
x — F* x' < A" (x); return (x # x') and P (x) = P"(x')

To define preimage awareness we first need the notion of extractor, which we will
take to be a (deterministic) function & : (F?)* x F" — FF U {L}.

In the current setting (as in [25]) where we only consider the query complexity
of adversaries, we do not restrict extractors to be computationally efficient. What is
important is that £ does not have access to the random oracle H. Note that we allow

€ to return the “undefined” value L.

Definition 2.2.3. Program P is (q,€)-PrA if there is an extractor € such that any

oracle adversary A = (Ay, As) making at most q queries has probability of success at
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most € in the following game:

(gs, £, st) < AF(N\); x:=E(gs,£); '+ A¥(x,qs, £, st);
return (€ # x') and P (x') = £

where gs = (v, 1), - - ., (s, Bs) is the sequence of queries made by Ay to H and their
corresponding responses, £ is a purported output of PH and st is a state variable

(hidden from £ ).

In each definition, the probability is over the random choices of A and random
choice of H : nonce x F — F.

Intuitively, the definition of 1-PrA captures an experiment which has three phases.
In the first, the adversary A first makes a sequence gs of queries to H and produces
a purported output £ of P. This output, as well as gs is then passed to the extractor
&, which returns a pre-image «, or L, indicating failure. At this point, A is given
x, its previous outputs, and encoding of its previous state st, resumes execution. A
succeeds if it can return a pre-image x’ of £ such that &’ # x. When & =1 this

reduces to A returning some pre-image of £.

2.3 Normalized Programs

On the way to characterizing programs that define PrA hash functions, we first note
that some programs fail to be PrA trivially, due to easily checked conditions, and

for the sake of a more straightforward characterization, we begin by ruling out such

programs.
For any matrix M = (my,...,m;)" and 1 <i <k, M _; denotes M with its ith
row removed, i.e.. (mq,...,m;_1,M;1,...,my) . This generalizes in the natural

way to M _z for any Z C [k]. In particular M _y = M.
A query is useful if its result is used as part of a query to another useful query, or
as part of the final output of the program. We formalize the notion of useless query

as follows:

Definition 2.3.1. Define the inductive operator useless : 2" — 2 py

useless(Z) = {i | a; ¢ span(rows(Q_;) U rows(A_z)U
rows(M ) U rows( X))}
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where I' = TU {i}. Query i in program P is useless if i € J;_, useless’ ().

The definition of useless query corresponds to that of [§] but extends to the case

of programs with inputs.

Lemma 2.3.2. Let P’ be obtained by removing all useless queries from P. Then P’
is (q,€)-PrA iff P is (q,€)-PrA.

Proof. Tt suffices to show the result for the case that P’ is obtained by removing a
single query i for some i € useless(()). To begin we note that for any H and any «,
PH(x) = P'H(x). But then any adversary A has the same PrA-advantage against P
as it does against P’. O

We also recall the following definition[f]

Definition 2.3.3. Program P is degenerate if
span({ei,...,€x1n}) Z span(rows(Q) U rows(A) U rows(M))

It is the case that if P is degenerate, a second preimage may be found with probability
1 [25], Lemma 5 and so such programs trivially fail to be PrA. We can also prove this

directly:

Lemma 2.3.4. If P is degenerate, then there is a PrA adversary A against P that
succeeds with probability 1.

Proof. The adversary A first picks an arbitrary input & and runs the program P on
it, computing the corresponding base vector vp.s. and output value £ and returns
(gs, ¥, st), where gs is the sequence of queries made by P and st = vpgse. Assume
that on input (gs,£) the extractor £ returns x — if it returns L or @’ # x, the

adversary will return & and win. So the adversary must return a valid preimage

x # x.
Define the matrix P = | A | where Q, A, M are the matrices defining P. Then
M

P X vy, is a vector consisting of P’s queries and their answers and its final output.

Suppose A can find a base vector v}, # Vpase Where P X v} .. = P X Upgse. Then,

1Our definition corresponds to the version given in revision 2 of [?], correcting an earlier version
(which is the version appearing in [25])
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if ' = X x v},,., it must be the case that ' # x, since the values of the remaining
base variables are fixed for a given input. Since program P is degenerate, the rows of
P cannot span all k + n basis vectors which means rank(P) < k + n, and thus, for
some v # 0, P x v = 0. The adversary can solve for this v and set v},,, = Vpase + .
Then P X (v},,, — Upase) = 0, SO U}, # Vpase a0d P X0}, . = P X Upgse. In particular,
this allows A to compute &’ # @ such that P(x') = P(x) O

Henceforth, we will assume (without loss of generality) that programs have no use-
less queries. Note that for any P, useless queries may be removed in polynomial time
(in the size of P), using a standard reachability algorithm. We will also assume that
programs are non-degenerate, a condition which can also be checked in polynomial

time.

2.4 Characterizing Preimage Awareness

The main result of [25] gives an algebraic condition on Linicrypt programs which
can be used to characterize collision and 2nd-preimage resistance. We will do the
same for PrA: in Definition we define the notion of PrA-critical query, and in
Theorem [4.2.4 we use this to characterize preimage awareness. We begin by presenting

a motivating example.

PH (v, v5) :
V3 = H(tl,vl)
Vyq4 = H(tg,vl)

return vz 4+ vq + vo

(this defines the function f(x,y) = fi(x)+ fo(x)+y where fi, fo : F — F are indepen-
dent random oracles.) Consider a PrA adversary (A;, Az) that does the following: A;
chooses vy and £ at random from F, calls H(¢1, 1) to obtain 3y, and outputs st = ay,
gs = (a1, 81) and (. Let ' = (y1,72), where vy = oy and 75 = 51 + H(ts, 1) + L.
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Then

P(x) = H(ti, ) + H(te, 1) + Bi + H(tz,on) + €
= H(t1,on) + H(ty,a1) + f1 + H(ty, 1) + ¢
=061+ H(ty,aq) + 1+ H(te, ) + ¢
=/

Moreover, given st = «ay, As can call H(ty, o) to obtain §y and so is able to return
(a1, B1+52+L) = (71,72). Thus, unless the extractor can return ', A has a successful
PrA attack. Suppose the extractor can compute @’. Since £ is given (ay, 31), ¢, this
means the £ can compute vo + 1 + ¢, which is H (5, ay). Since € does not have access
to H, its probability of success is at most 1/|F|.

This attack succeeds because ay = (0,0,0,1)" is independent of {a;, m;} where
a; = (0,0,1,0)", m; = (0,1,1,1) so the adversary may return an image without
making this query. On the other hand, under the assumption that all queries are
useful, a preimage cannot be determined without knowing the value of this query.
Thus the extractor, without access to the random oracle, could at best guess its
value. On the other hand, A, is given st = a1 and so is able to make the query, and
by non-degeneracy is guaranteed to obtain a preimage.

This suggests the following condition on program queries.
Definition 2.4.1. Let 1 < i* < n. We say that i* is PrA-critical (or just critical)
for P
a;» ¢ span(rows(Q) U rows(A_;+) U rows(M)) (1)

Theorem characterizes PrA for non-degenerate Linicrypt programs using this
simple algebraic condition. Before proceeding to this result, we give the algebraic
characterization of collision and 2nd-preimage resistance given by [25]. Recall that in

the presentation of [25], constraints are treated as an (unordered) set. We then have:

Definition 2.4.2 ([25], Definition 6). A collision structure for P is an ordering
c, e e of the (multiset of ) constraints of P and 1 <i* < n such that

1' q;* ¢ Span({qllv R q;*fl} U {a’/17 e 70’;'*71} U rOWS(M))

2. For j >1*, aj ¢ span({qy,...,q;} U{ay,...,a} } Urows(M))
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We have denoted the ith constraint in the collision structure ordering by ¢, =

(t,,q.,al) to avoid confusion with our notation in which ¢; = (¢;,g;, a;) is the ith

constraint in the ordering given by program P. Note that we may view (q,...,q.,)
and (a},...,a]) respectively as permutations of the rows of @ and of A. In par-
ticular, viewed as multisets, {q},...,q,} = rows(Q) and {a},...,a,} = rows(Q)

The Main Theorem of [25] implies that P is (g, (¢/n)*"/|F|)-collision resistant iff it
is (g, (¢/n)™/|F|)-2nd-preimage resistant iff it does not have a collision structure. We

also note the following connection between collision structures and critical queries:
Lemma 2.4.3. If program P has a collision structure, then it has a critical query.

Proof. Suppose (i*,c},...,c) is a collision structure for P. Then, according to Defi-

nition for j > i*,
a; ¢ span({qy,...,q;} U{a),...,a}_ } Urows(M)).

In particular, for j = n,

a, ¢ span({qy, ..., q,} U{ay,...,a, ,} Urows(M)).

Suppose a!, corresponds to a;i (i.e., the i'th row of A.) We then have rows(Q) =
(g q)} and rows(A_) = {a},.... !}, 50

a;i ¢ span(rows(Q) U rows(A_;1) U rows(M)),

and so i is a critical query. O]

This connection becomes significant in combination with the characterization of

second-preimage resistance given by [25], in particular, the following

Lemma 2.4.4 ([25], Lemma 10). Let P be a Linicrypt program making n oracle
queries, and A an adversary that makes at most N oracle queries. If A finds second-

preimages with probability at least (%)"/HF] then P has a collsion structure.

We use these two results as part of the proof of Lemma below. While a direct
proof would be possible, the use of Lemmas [2.4.3| and [2.4.4] makes things considerably

simpler.
We note (not surprisingly) that the notion of critical query is conceptually (and

computationally) simpler than the corresponding notion of collision structure, and in
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particular, does not require re-ordering of constraints as they appear in the underlying

program.

Lemma 2.4.5. Suppose i* is critical for P. Then there is a randomized A; that,

gwen H, generates values

alw"aa’rhﬁla"'7ﬁi*—1aﬁi*+1a"'7ﬁn7€17'"7£T’

such that
1. The only queries made by Ay are H(t;,c;), 1 < i <n,i#i*.

3. If B = H(t;, y»), then the system

Q «
A | xv=| 3
M L

where o = (aq,...,o0)", B = (B1,...,B)", £ = ({1,...,0.)", has a unique
solution (Y1, ..., Vkin) € FF,

4. PH<’)/1,,’)/]§) = (fl,...,&»)

5. If q;» ¢ span(rows(Q_;.)Urows(A_;<)Urows(M)), then o« is a random element
of F.

Proof. For 1 <i < n, suppose A; has determined

ag, ... 7057:—17617 s 7/82'*—1762'*—‘1-17 s 762’—1-

It then does the following: determine whether

q; € Span({éha e 7%‘—1} U {ah cee sy A1, Qg1 - 7%’—1})-

If it is, use the values determined by previous queries to determine «;, otherwise,
it chooses «; uniformly from F. If ¢ # ¢*, it then sets §; = H;(t;, ;). Finally, for
1 <j <r, if m; € span(rows(Q) U rows(A)), A; uses the values obtained in the
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preceding steps to determine ¢;; otherwise it chooses ¢; uniformly from F. Note that
by , no g; or m; depends on a;«, so a; and ¢; may be determined as described.

It is immediate that (1), (2) and (5) are satisfied by this construction. Letting P
denote the matrix in (3) first note that the values «, 3, £ are chosen to respect any
dependencies in P, so that a solution exists. Non-degeneracy ensures that P is full
rank, so the solution is unique. Once (3) is established, (4) follows from the fact that

the (;’s are chosen using the corresponding calls to H. O

Lemma 2.4.6. Suppose that P is a program with n query constraints. If there is a
critical i* for P then for any &€ there is a PrA adversary A = (A1, A2) that makes n
queries and succeeds with probability at least 1 — 1/|F|.

Proof. The adversary A proceeds as follows:

1. A; generates the values specified in Lemma [2.4.5] and outputs st = a;«, £ =
(¢1,...,¢,) and

qgs = <(0517B1)7 et (Qi*—la 6@'*—1)7
(Qir g1, Bies1)s - - -5 (s Br))-

2. When & returns, Ay computes S = H(t;«, a;+), solve the system given in

condition (3) of the Lemma, and returns (i, ..., V).

Unless & returns (71, ...,7), A will win the PrA-game (Definition with prob-
ability 1. So the only way that £ can defeat A is by returning (vq,...,v). We will
show that £ can do this with probability at most 1/|F]|.

Write the system in Lemma (3) as Pv = b. Since all the queries in P are
useful, P must have at least one row other than a; which is nonzero in its (k + ¢*)th
entry. We note that, for any Linicrypt program, this cannot be row g¢;«, because in
general, the input to a query cannot depend on its output. Supposing that this row

is the jth row, there exists j, 0 < 7 < 2n+r,j # n + ¢*,7* such that

Vetix + Z Vi = b;

1<i<k+n,i#k+i*

where b; € F, v; € {0,1} and 444, 1 <@ < n, i # %, are all known to & (in particular,
for i # i*, ygri = Pi.) Thus, if £ can determine (vq,...,7x), it can solve the above

equation and determine the only unknown, namely 7y, = H;= (t;+, oy« ). Since € does
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not have access to H, and the fact that ¢* satisfies , the probability of determining
the correct H} (t;«, ay+) is at most 1/|F|. O

Lemma 2.4.7. If for any & there is a PrA adversary A for Linicrypt program P

making at most N oracle queries with success probability > (Xon)/|F| then there is

nn

an ©* which is critical for P .

Proof. We begin by making some standard assumptions about A. Before returning a
preimage v, A makes all the queries made by P (v), and never repeats any queries
made to H.

Based on these assumptions, there is a mapping 7" : [n] — [N] such that the T°(¢)th
query made by A corresponds to constraint ¢; in the computation of P. Letting
N; denote the number of queries made by A using nonce t;, 1 < i < n, we have that
there are [[;_, NV; possible mappings. Since > " | N; < N, the product is maximized
when N; = N/n, so that there are at most (N/n)" possible mappings. Furthermore,
there are at most N choices for ¢ such that A calls the extractor after making its
tth query. So there must be a specific T and t such that the success probability of
A conditioned on its use of T and ¢ is greater than 1/|F|. We may fix T’ and ¢ and
assume the successful adversary A uses them by modifying A so that it fails if this is
not the case.

Let i1, ...,1, be a permutation of [n| with the property that 1 < j < k < n implies
T(i;) < T(i), and let s € [n] be such that T'(i5) <t and T'(is41) > t.

In particular, before calling £, A makes the queries corresponding to ¢;,,. .., ¢,
in P. If any of i1,...,i, are critical, we are done. Otherwise, if £ successfully

returns a preimage, then by the assumption that A is a successful PrA adversary, it

returns a second preimage with the probability (N:: )/ |F| > (XY /|F], so it follows
by Lemma that P has a collision structure, which by Lemma [2.4.3| implies that
it has a critical 7*.

It remains to consider the case when & returns L. In this case, A” must produce

a preimage of the output ¢1,..., ¢, to which is committed in its call to £. Assume
that none of 74,1, ...,1, are critical. In particular, 7,, is not critical, so that
a;, € span(rows(Q) U rows(A_; ) U rows(M)). (%)

By the assumptions about A stated above, we may assume that a successful A
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returning a preimage (71, ...,7) may also determine the vector

Y=V Vo Vet s - - - a’YkJrn)T

corresponding to values of all the base variables for P¥. It follows by that a;,

must satisfy the equation
a;, - Y = Zpiqi'7+ Z Uiai'7+z7—j€j'
1<i<n 1<i<niin 1<j<r

Note that all the values on the right-hand side of the equation are fixed, but a;, - v is
determined by choosing a random element of F. This means that A succeeds with

probability at most 1/|F|, a contradiction. O

Combining Lemmas [2.4.6] and [2.4.7] gives our main result:

Theorem 2.4.8. Suppose P is a Linicrypt program making n queries, and q > n.

For sufficiently large X\, the following are equivalent
o Pis (¢, (q"""/n")/|F|)-PrA
e P does not have a critical query
e Pis(n,1—1/|F|)-PrA

Proof. Suppose that P is (g, (¢"™/n™)/|F|)-PrA. Since ¢ > n, this means that it
is also (n, (¢"™/n™)/|F|)-PrA. Choose X so that |F| — 1 > ¢"*'/n". Then P is
(n,1—1/|F|)-PrA. The remaining implications follow by Lemmas [2.4.6{and [2.4.7] O

>
>

2.4.1 Examples
Returning to the Dodis-Pietrzak-Puniya function given above, recall that M = m| =

(0,0,1,1) and C = ((t1, qy, a1), (t2, g5, @2)) where
q;=(1,0,0,0)" g,=(0,1,0,0)"

a, =(0,0,1,00" ay=1(0,0,0,1)"

Then a; = m; + a, and ay; = m; + q,, so that neither queries are critical.
As another example, we consider the Shrimpton-Stam hash function [35]. In [13]

this function, defined for independent random oracles fi, fo, f3 : F — F as f(c,m) =
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fs(fi(m) + fa(c)) + fi(m), is proven to be PrA. In Linicrypt we have the following

program:

PH(Ul, ’UQ)
V3 ‘= H(tl,'l}l)
Vg = H(tg,Ug)

return vs + vs

In the algebraic presentation, we have:

M=m{=[0010 1

C = ((t1,q;,a1), (t2,q,, a2), (t3,q5, as3))

where
q, = (170707070>T q; = (07 1707070)T qs = (0707 ]-a ]-70)T

a, =(0,0,1,0,0)" @y = (0,0,0,1,0)" a3 = (0,0,0,0,1)"

Here we have a; = m; + a3, as = g3+ a1, a3 = my + a,, so none of the queries are
critical.
Finally, we give an example of a collision-resistant compression function which is

not PrA. The program

PH (v, 15) :
V3 = H(tl,’Ul)
Vyq4 = H(tg,’l)l)

return (vs + vz, v4)
defines the function f(z,y) = (fi(z) + v, f2(x)). Here we have
g, =(1,0,0,0)" g, =(1,0,0,0)"

a, =(0,0,1,0)" ay=1(0,0,0,1)"

m; = (0,1,1,0)" my = (0,0,0,1)"
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It is clear by inspection that this function is collision-resistant due to the second com-
ponent of the output. In terms of collision structures, we see that no such structure

is possible as a, = M. On the other hand,

a; ¢ Span(Q1,QQaa2,m17m2);

so ©* = 1 is a critical query, giving rise to an attack where the adversary queries
Uy = fo(x), sets ¢, arbitrarily, and outputs (¢1,¢3) € rng(f). However, the extractor
responds, in the second phase the adversary may compute y = ¢; + f1(x) and return

(x,y), winning with probability at least 1 — 1/|F]|.

Finding critical queries: Algorithmically, determining the existence of a critical
query is straightforward: each a; is checked by solving a (2n — 14 7) X (n+ k) linear
system (or, more accurately determining the existence of a solution) — overall this
is polynomial in the size of P. We leave a more refined analysis of the algorithmic

complexity of finding a critical query as future work.

2.4.2 Preimage Aware Compression Functions

In this section, we use our characterization to produce an enumeration of all preimage
aware compression functions f : F xF — F with two inputs and two calls to a random
oracle (where F = GF(2") and programs are restricted to having coefficients from
{0,1}.) To do this we generated all 2! binary matrices with 3 rows and 4 columns,
corresponding to constraint vectors q;, g, and output vector m respectively (a;
and ay are fixed.) The first and second columns correspond to inputs x and y and
the last two to the random oracle calls f; and f,. After removing programs with
useless queries and applying constraints that rule out programs that are degenerate
or contain critical queries, we obtain 76 preimage-aware compression functions. This
can be done very directly in a language that supports matrix operations?] Here we
list 38 of them — the other 38 are obtained by switching the random oracle calls f;
and f;. These may be divided into three groups based on the general form of the
function.

The first 12 functions are among those the form f(x,y) = fi(a) + f2(b) + ¢ or

f(x,y) = fi(a) + f1(b), where a,b,c € {z,y,x +y}:

2A sample implementation in Octave is available at https://github.com/zahrajavar/
PrACompressionFunctions.git


https://github.com/zahrajavar/PrACompressionFunctions.git
https://github.com/zahrajavar/PrACompressionFunctions.git
https://github.com/zahrajavar/PrACompressionFunctions.git
https://github.com/zahrajavar/PrACompressionFunctions.git
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L fi(z) + faly) +y

2. filz) + faly) + 2

3. filz) + faly) + o +y

4. fi(x) + faly)

5. filz) + folz +y) +y

6. fi(z)+ falz+y)+a

7. filz) + folz+y) +a+y
8. fi(z) + fo(z +y)

9. fily) + folz +y) +y

10. fi(y) + folz +y) + 2
1L fily) + folz+y) + 24y
12. fi(y) + fa(z +9)

The next 14 PrA functions have the form f(z,y) = fi(a + f2(b)) + fo(b) + ¢ or
f(x,y) = fila+ fa(b)) + f2(b) where a, b, c are as above:

13. filz + f2(y) + fa(y)

14. fi(z+ f2(y)) + f2(y) +y

15. fi(z + folz + 7)) + folz +7)

16. fi(z + folz +y) + falz +y) +2
17. filz + falz +y) + folz +y) 2 +y
18. fily + fo(2)) + fo(z)

19. fi(y + fo(2)) + fo(z) + =

20. fi(y + fo(z +9)) + folz +y)

21. fily+ folz 4+ y) + folz +y) +
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22. fily+ folz + )+ folz+y)+z+y
23. filz +y+ fo(z)) + foz)

24. filz +y+ fo(2) + folz) + 2

25. filz +y+ fo(y) + f2(y)

26. filz+y+ fo(y) + foly) +y

The remaining 12 functions have the form f(z,y) = fi(a+ f2(b)) + ¢ where a, b, ¢

are as above:

27. filz + faly)) + 2

28. filz + fa(y)) +z+y
29. fi(z + fo(z +y)) +a
30. filz+ falz +y))+y
31 fily + fo(2) +y

32. fily+ fa(z)) +x+y
33. fily+ fo(z+y) +a
34. fily + fo(z + ) +y
35. filz+y+ falw)) +y
36. filz +y+ foly) + o
37. filr+y+ foly) +x+y
38. filr+y+ fo(z)) +2+y

We also considered compression functions which are constructed using a pre-
defined constant, as discussed in Section 2.1} Without any additional structural
restrictions, this results in an additional 532 possible PrA compression functions. we
model a constant in Linicrypt as an extra input v which is also exposed as an output.
To do this we add this value to the base vector as the last input variable, and also, in

order to make the value a constant, we allocate an output vector for it. Hence, if we
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assume the inputs are x and y the base vector would be (z,y, ¢, f1, f2) and the added
output vector would be (0,0,1,0,0). Listed below are 9 PrA compression functions

that utilize a fixed constant c.
L filz) + faly) + ¢
2. fi(z)+ falz +y) +c
3. fily) + folz +y) +c
4 filz + f2(y)) + fa(y) + ¢
5. filz + fax +y) + folz +y) +c
6. fily + fo(x)) + fo(z) + ¢
7. iy + flz+y) + fale+y) +c
8. filz +y+ f2(y)) + faly) + ¢

9. filr +y+ fo(x)) + falz) +
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Chapter 3

Linicrypt in the Ideal Cipher
Model

This chapter extends the approach introduced by [25] to characterize the collision-
resistance properties of compression functions constructed in the ideal cipher model.
Moreover, it demonstrates the potential for automated validation and generation.

In [25] the Linicrypt formalism [] is applied to give a characterization of collision-
and 2nd-preimage resistance of hash functions constructed via straight-line algebraic
programs with access to a random oracle. In accordance with the insights presented by
[25], the characterization provided in their work is expanded to the ideal cipher model
in this chapter. As the ideal cipher model is a standard setting for the construction of
cryptographic hash functions, in particular modeling block-cipher-based construction
of compression functions, this is a natural and relevant extension of the previous
work. The original Linicrypt framework [8] primarily facilitates calls to a random
oracle. To enable calls to an ideal cipher within Linicrypt, it is necessary to model
encryption and decryption queries. Notably, in contrast to random oracle calls, ideal
cipher calls involve two inputs, specifically the key and the message, and a unique
nonce as part of the input, ensuring the independence of these calls. In this chapter,
we will address these challenges and provide effective solutions to incorporate ideal
cipher calls seamlessly into the Linicrypt framework.

Additionally, it’s worth mentioning that numerous real-world compression func-
tions such as Davies-Meyer, Matyas—Meyer—Oseas, Miyaguchi—Preneel (single-block-
length compression functions) [4] and MDC-2, MDC-4, Hirose (double-block-length

compression functions) [30][19] are constructed using block ciphers. Therefore, to
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effectively model these functions in Linicrypt, a transition to the ideal cipher mode
becomes necessary.

Furthermore, the 64 PGV compression functions are also block-cipher-based and
they fit into the extended Linicrypt framework proposed in this chapter. As we
mentioned before Black, Rogaway, and Shrimpton [4] prove that of the 64 PGV
compression functions, 12 of them, referred to as group-1, are collision-resistant and
preimage resistant up to the birthday bound, and 8 of them, which are called group-
2 are only collision-resistant after some iteration. The proofs in [4] are given on a
per-function basis, with canonical examples and an indication of how these could
be generalized to any function in the corresponding group. In subsequent work, [5]
characterized group-1 and group-2 PGV compression functions via a more general
approach which considers fundamental combinatorial properties of the definitions,
based on pre- and post-processing functions. A related work by Stam [36] presents
these properties in an algebraic setting, partly anticipating the approach presented
here, but with a much less general approach. In Section the PGV compression
functions are modeled in Linicrypt, revealing that the properties proposed in [5] can

indeed be derived as a specific instance within our general characterization |3.2.5]

Contributions The main contributions of this chapter are summarized as follows:

1. A formulation in the ideal cipher model of the notion of collision structure,
introduced in [25] for the random oracle model (Definition [3.2.5)).

2. A characterization showing a Linicrypt program is collision-resistant (and 2nd-

preimage-resistant) if and only if it does not have a collision structure (Theo-

rem B29).

3. An efficient algorithm for finding collision structures (Algorithm .

4. In the rate-1 setting, giving an alternate proof the collision-resistance of group-1

PGV compression functions as originally established in [4] using our character-

ization (Theorem [3.3.10})

While our approach largely follows that of [25], the extension to the ideal cipher model
is non-trivial, and the application to the PGV functions presents an interesting case
where the Linicrypt approach sheds new light on existing approaches to hash function

security.
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3.1 Extending the Linicrypt Framework for Ideal
Cipher Calls

In moving from the programs in the random oracle model considered in previous
work on Linicrypt [8, 25, 20] to programs in the ideal cipher model, we now have
calls to an ideal cipher E(t,.,.) on a pair of values which are either program inputs
or previously assigned variables. These inputs to E correspond to the key and input
of an encryption query. Thus, supposing P has n oracle calls, for i € [n], each call is
of the form a; - vpese = E(t;, dy., " Vbase; 4x, - Upase) and can be represented by an oracle
constraint ¢ = (t,qg,qy,a) where q,qy,a € FF¥*". To simplify the presentation
we define K := qg, - Vpase, Xi := qx, * Vpase and Y; 1= a; - Vpase. Letting C denote
the set of oracle constraints and M the output matrix, we again have an algebraic
representation (M ,C). We also assume the programs make only encryption queries
while the adversary makes both encryption and decryption queries. In this context,
nonces denoted as t are employed to ensure the independence of ideal cipher calls.
Even when adversaries use the same key, the utilization of nonces guarantees that
each call remains independent, preventing patterns or correlations in the encrypted

outputs. The following is a simple example of such a program:
PE(Ul, 'UQ) .

vg 1= E(t,v1,v9)

return vs + vg

M = (07 17 1)7 C = (tu unara')y Vpase = ('1}177}27U3>T
i = (17070) qx = (07 170) a = (0707 1)

Further examples are given in Section [3.5]

3.2  Characterizing Collision Resistance

The definitions of collision resistance and second-preimage resistance given above for
the random oracle model, have a straightforward generalization to the ideal cipher.
Recall that in this setting, the adversary has access to both E and E~!. Let gz denote
the number of oracle queries the adversary makes to E and gp the number of queries

it makes to E~1.
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Definition 3.2.1. Program P is (g, €)-collision-resistant if any oracle adversary A
making at most ¢ = qg+qp queries has probability of success at most € in the following

game:
(z,x') « APE(N): return (x # &) and PF(x) = PP (a) (3.1)

Definition 3.2.2. Program P is (q, €)-2nd-preimage resistant if any oracle adversary
A making at most ¢ = qg + qp queries has probability of success at most € in the

following game:
x < Fa’ « APP 7 (x,\); return (x # @) and PP (x) = PP (x) (3.2)

In this section, an algebraic condition is provided to characterize collision resis-
tance and second-preimage resistance for Linicrypt programs in the ideal cipher model
(Definition . Before giving the definition we note some programs fail trivially to
be collision-resistant because two different inputs produce exactly the same queries

to the oracle. This is formalized in the following:

Definition 3.2.3. Program P = (M,C) is degenerate if

span({e1,...,ern}) Zspan({qy | (f,qx,ax,a) €C} U {gx | (t,qx,qx,a) € C}
U {a| (t,qx,qx,a) € C} U rows(M))

Lemma 3.2.4. If P is degenerate then 2nd-preimages can be found with probability

1.

Proof. Assume the adversary A is given a preimage «, and it determines the base
Q.

vector vpgse in the execution of P(x). We define the matrix P = CiX where

Qx,Qx, A are matrices whose rows correspond to the components of the elements
of C (ordered arbitrarily.) If the adversary can determine a 2nd-preimage ' # x
where Pvygse = Puvj,,, where v}, is the base vector in the calculation of P(z’)
then P(x) = P(2') and A wins. Since program P is degenerate, the rows of P
cannot span all k£ +n basis vectors which means rank(P) < k+n, and thus, for some
v # 0, Pv = 0. The adversary can solve for this v and set v},,. = Upase + v. Then
P(v),.. — Vbase) = 0, 80 v}, 7 Vpase and P}, ., = PvUpyse. In particular, this allows
A to compute &’ # « such that P(z’) = P(x).
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]

The following example gives the idea behind the definition of collision structure
for Linicrypt programs in the ideal cipher model, and how a collision attack can be

applied to a program. A more formal and precise algorithm to find a collision is given
in the proof of Lemma [4.2.4]

PE(Ul, Ug) .
vz i= E(t1,v1,v2)
vy = E(ty, v1,v3)
return vy + v1
qg, = (1,0,0,0) gy, =(0,1,0,0) a;=(0,0,1,0)
qx, = (1,0,0,0) gy, =(0,0,1,0) ay=(0,0,0,1)
m = (1,0,0,1)
This program is not collision resistant and the adversary can find a collision as follows

e The adversary A picks an arbitrary input © = (x;,73) € F? and runs the

program on x and gets the output (.
e A picks arbitrary o} # z; € F and makes the query vy = E~(ty,x},1 + ).
e A makes the query xf, = E~1(ty, 2}, v}) to find .
e A returns ' = (2, x}).
This attack was possible because of the following,
e 1z} was independent of the output in other words gy, # m.

e In step two after fixing 2 and the output [ the value of v§ was not fixed which
in algebraic representation means qy, ¢ span(qg,,m) so the adversary could

determine this value by making a decryption query.

e In the third step because gy, ¢ span(qg,, 4k, qx,, @1, @2, m) the value of x4 is
not fixed so via a decryption query the adversary finds a compatible value for
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The following definition gives a syntactic condition on programs that will be used to
characterize collision resistance. Intuitively, for a program to have a collision @ # @/,
there must first be a query for which the adversary can pick an arbitrary input. This
means at least two of K = Vpgse - @iy X = Upase - @x and Y = Vpgse - @ need to be
independent of all other fixed values. Secondly, to get the same output value on this
different input @', the results of the remaining queries must be independent of other
fixed values which implies one of Y or X must be independent of the previous queries

and output values. This leads to the following definition:

Definition 3.2.5. Let P = (M,C) be a Linicrypt program. A collision structure for
P is a tuple (i*,c1,...,¢,) where ¢1,--- ¢, is an ordering of C and i* € [1,n], such
that for i = i* at least two of the following conditions are true, and for all i > * at

least one of (C2) or (C3) is true.
(C1) qx, ¢ span({qu,...,qKH},{qxl,...qXH},{al,...,ai_l},rows(M))
(C2) qx, & span({qk,,--- 4k, }>{9x,: - Ax,_, }-{a1,- .., a;}, rows(M))

(03) a; g—f span({qu, s 7QK1-}7 {lev s QXZ-}7 {a’h s vai—l}’ FOWS(M))

Lemma 3.2.6. If a Linicrypt program P with n constraints has a collision structure
(i*,¢1y .., Cq) then there exists a collision adversary A with access to E and E~!

which given an input & makes at most 2n queries and returns €' #* x such that

PE(x') = PE(x), and so has success probability of 1 in Game[{.5,

Proof. The adversary A first determines a setting of the base variables v by running

PE(x), and creates linear constraints on unknowns v’ as follows:

e add constraint Mv' = Mwv
e for i < i*, add constraints qy -v' = qg, - v, qx,- V' = qy,-vand a;-v' = a; v
e For ¢ > 7%,
— if (C1) holds, choose K| € F so that K] # qy, - v and add the constraint
qg, v =K
— if (C2) holds, set X! := E~'(t;,qg, - v',a; - v') and add the constraint
dx; - v =X]
— if (C3) holds, set Y} := E(t;, q,,-v', qx,-v') and add the constraint a;-v' =
y!

7
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— if (C2) and (C3) both hold, choose X; € F such that X; # gy, - v, set
Y; := E(t;, q,,-v', X]) and add the constraints gy, -v' = X] and a;-v' =Y/

We claim that the constraints have a unique solution v’ # v such that if 2 = e;-v/,
1 <i <k, then ' # x and P¥(x') = PE(x).

To see that v’ # v, note that for i = ¢*, either (C1) holds, or both (C2) and (C3)
hold. The choice of K. in the first case and X/. in the second, ensure v’ # v.

The constraints that are added for the output matrix and for ¢ < ¢* are consistent,
as they already have a solution, namely v. For ¢ > ¢*, a new constraint is added only
in the case that the corresponding q., qx, or a; is independent of the vectors added
in previous constraints, and so consistency is maintained as constraints are added.
Once all constraints are added, nondegeneracy ensures that v’ is unique.

Finally, v’ is consistent with the values returned by £ and E~!. This means that
v’ corresponds to the setting of base variables resulting from evaluating P (x’), so
from v’ # v we conclude x’ # x, and from the M constraint, P¥(x') = PE(x).

]

Lemma 3.2.7. Let P be a Linicrypt program with n constraints. If there is an adver-
sary A for P making at most N oracle queries with success probability > (N/n)*"/|F|
in the collision-resistance game (Game or success probability > (N/n)"/|F| in
the 2nd-preimage game (Game then the P 1is either degenerate or has a collision

structure (i*,¢1,...,¢p).
Proof. We may assume the following without loss of generality:

1. A does not repeat a query or make the inverse of a query it has already made.

This can be achieved by recording queries as they are made.

2. For queries made in the execution of P(x) and P(x’), A makes either the
query or its corresponding inverse query before returning. For Game [4.1] this
is achieved by having A run P(x) and P(x’) before returning and making the
corresponding queries subject to restriction (1). For Game this is achieved
by having A initially make all the queries that result from running P () and also
running P (') before returning, and making any corresponding query, subject

to restriction (1), before returning.

3. A actually returns v, v’ which are the settings of base variables determined by

the execution of P(x) and P(x'), respectively.
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If the number of adversary’s queries with nonce t¢; is N;, then the assumptions
imply that for an oracle constraint ¢ = (¢;, qx, g, @) occurring in P, A determines the
value of triples (g -v, gy v, a-v) through exactly one of its N; queries which is either
a E-query or E~'-query. Based on this fact, we define two mappings T, 7" : C — [N]
where C is the set of constraints in P and 7'(c)th and 7”(c)th adversary queries
correspond to constraint ¢ = (¢;, gy, qx,a) in the computation of P(x) and P(x’'),
and determine the triple (g -v,qy -v,a-v) and (qx - V', gy - V', a - V') respectively.
In Game [£.1} T'(¢;) and T"(c;) are each mapped to one of N; queries made by A,
so the number of possible mappings (7,7") is [[_; N?. In Game , Assumption
2 implies that T is fixed, so the number of possible mappings (7,7") is (T,1") is
[T, ;. Considering the product is maximized when N; = N/n, we get the upper
bound (N/n)*" on the maximum number of mapping (7', 7") in Game 4.1]and (N/n)"
in Game[4.3] When using the pigeonhole principle and A’s assumed advantage in each
game, there is a specific mapping (7',7") for which A’s advantage when using this
mapping is at least 1/|F|. We will assume that the adversary is using this mapping
— for any other mapping, it returns L as its last action.

Using the same terminology as [25], a query ¢ € C is convergent if T'(c) = T"(c),
and divergent otherwise. Because @ # x’ is a collision and P is nondegenerate there
is at least one divergent constraint. Define finish(c¢) = max{7'(c),7"(c)}. Since
each constraint has a distinct nonce, two different program constraints can not be
mapped to the same adversary query, thus, function finish is injective. Note a non-
injective function finish makes some attacks possible that can not be covered by
a collision structure. An example of such attacks can be found in Appendix [A.1.3]
Arrange the oracle constraints in C' as (cy, ..., ¢, ), with the convergent queries taking
precedence, followed by the divergent queries sorted in ascending order based on their
finish and letting ¢* denote the index of the first divergent constraint, we claim that
(1*,c1,...,¢n) is a collision structure for P.

For i < 7*, since each ¢; is convergent we have qy. - v' = qg, - v, gy, - V' = qx, - v
and a; - v' = a; - v and because P(x) = P(x') we have Mv' = Mw.

For i = i* the query ¢; is divergent thus at least one of the following inequalities
holds qg, - v' # qg, - v, qx, -V # qx, -vora; v # a;-v. lf a;-v' # a;-v or
qx, V' # qx, - v then at least one of the other inequalities hold since the ideal cipher
is a permutation when the key is fixed.

This gives five possible cases. Without loss of generality, in all cases, we assume
that T'(c;) < T'(c;).
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1. K; =K/ and X; # X and Y; #Y/.

In this case, we prove both conditions (C2) and (C3) hold. By way of contra-

diction assume (C3) does not hold, say

a; = Z%‘CIKJ- + Zﬁjfb(j + Z’Vjaj +0M, (3.3)

J<i J<i J<i

for some a, 3,7, d. After multiplying both side of the equation by (v’ —v) and
considering that all the queries before i* are convergent, M (v’ — v) = 0, and
K; = K! we have

a;-v' =a; v+ Piqy, - (v —v)

Also because Y; # Y/ and X; # X! we know f3; # 0. If T(¢;) is an encryption
query then the right-hand side of the equation is a fixed value but the left-hand
side is a query result, so the advantage of the adversary is < 1/|F| contrary to
assumption. If 7"(¢;) is a decryption query then isolating gy, - v’ gives us

1
qu"U,:qu'IU_I_Eai'('U/—’U)

7

and again the right-hand side of the equation is determined while the left-hand
side is a random value, again giving a contradiction. The proof for condition
(C2) is similar.

2. K; # K/ and X; = X/ and Y; #Y/.

Because K; # K, condition (C1) holds. We want to show 7”(¢;) is an encryption
query and (C3) holds. If 7"(¢;) is not an encryption then X; is fixed and X
random so X; = X/ holds with probability < 1/|F|. If condition (C3) does not
hold then [4.6{ holds. Multiplying the equation to (v' —wv) and applying X; = X/
and M (v —v') =0 gives

a;-v' =a; v+ aqg - (v —v)

The left-hand side of the above equation is a random value and the right-hand

side is a fixed value, so the adversary advantage again is < 1/|F|.

3. K; # Kl and X; # X/ and Y; =Y.
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Because K; # K, condition (C1) holds. We want to show 7”(¢;) has to be
a decryption query and (C2) holds. If it is not a decryption query then the
probability of a random value Y, being equal to the fixed value Y; would be
1/|F|, which contradicts the assumption, so we assume 7"(¢;) is a decryption

query. If condition (C2) does not hold then we have
X, = DT TP D T+ TM
J<i J<i J<i

Multiplying the equation to (v' — v) and applying Y; =Y/ and M (v —v') =0

and canceling convergent queries, gives

dx; v = gy, "V + Tiqg, - (v — )

The left-hand side of the above equation is a random value and the right-hand
side is a fixed value, so the adversary advantage again is at most 1/|F| which is

a contradiction.

. K # K] and X; # X/ and Y; #Y/.

Because K; # K, condition (C1) holds. We show if 7"(¢;) is an encryption query
then (C3) holds and if it is a decryption query then (C2) holds. In the first
case, assume for contradiction that (C3) does not hold, implying Equation .
Applying the assumption M (v —v') = 0 and canceling all the queries before i*

gives,

a;-v' =a; - v+aqg - (V—v)+ Bigy, - (v —v)

Here when the adversary is making query 7"(c;), all the values on the right-
hand side of the equation are fixed and so the adversary’s advantage is < 1/|F|,
contrary to assumption. The case that 7"(¢;) is a decryption query and (C2)

holds is similar.

. Ki# K and X; = X] and Y; =Y.

The probability of this case occurring is < 1/|F|.
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For i > i* by way of contradiction, assume (C2) and (C3) both fail:

dx, :ZWJ'QKj"i‘ij'qu+Z§j'aj+TM

J<i J<i J<i

az:ZOéj'qu—FZBj'qu+Z’}/j'aj—|—5M

J<i J<i J<i
Multiplying both sides by (v’ — v) and canceling the terms having index less than
i* and noting M (v —v’) = 0 we get,

qx, v =qx, v+ Z TidK," (v'—v) Z pidx, (v —v) Z ga;-(v'—v) (3.4)

1*<5<s 1*<j<i *<j<i

a;v' = arvt ) gy (V=) Y Bigx (v -0)+ Y e (v'-v) (35)

1*<5<s 1*<j5<i 1*<j<i

Now, if the adversary is making query 7"(¢;) as an encryption query then in
Equation all the values on the right-hand side of the equation are fixed and the
left-hand side is random so the adversary advantage is at most 1/|F|, and if it is a
decryption query, Equation will give the same contradiction. So at least one of
the conditions (C2) or (C3) has to hold.

O

Combining the Lemmas of this section, we obtain:

Theorem 3.2.8. (Main Theorem) Suppose P is a nondegenerate Linicrypt program
in the ideal cipher model over Fy, with n constraints. For sufficiently large )\ the

following are equivalent
e P is (N, (N/n)*"/|F|)-collision resistant
o P is (N,(N/n)"/|F|)-2nd preimage resistant
e P is (2n,1)-2nd preimage resistant

e P does not have a collision structure
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3.2.1 Efficiently Finding Collision Structures

An immediate benefit of the characterization given in the proceeding section is pro-
vided by Algorithm [I} which gives an efficient procedure for deciding whether a pro-
gram has a collision structure. The algorithm splits the constraints into two stacks
using two loops. In the beginning, all the constraints C are in the LEFT stack and the
first loop runs until all the constraints that satisfy at least one of (C2) or, (C3) are
assigned to the RIGHT stack. In the second loop, those constraints that don’t satisfy
at least two of (C1), (C2), or (C3) will be pushed back to the LEFT stack.

Each loop makes at most n iterations, where each iteration involves several span
computations. This gives a total running time of O(n“*!), where w is the exponent

in the complexity of matrix multiplication.

Lemma 3.2.9. Algorithm FindColStruct P returns a collision structure for P iff

one exists.

Proof. First, we prove if the algorithm returns (i*, ¢y, ..., ¢,), this is a collision struc-

ture. Note that after the second loop ends,

V={qg,,- - ,in*_l} U{gy,,--- 7qu*_1} U{ai,...,a;y—1} Urows(M).

Also, the query ¢;« is still in RIGHT, so at least two of the conditions from Defini-
tion [3.2.5| hold, otherwise ¢;« would be sent back to LEFT.

For ¢ > ¢*, immediately before moving ¢; from LEFT to RIGHT in the first loop,
sLEFT still included {cy, ..., ¢;_1} which means

V={ag,, -k, }V{ax,,---.ax,} U{a.,...,a;} Urows(M),

and gy ¢ span(V '\ {gx}) or a ¢ span(V \ {a}). Hence,
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Algorithm 1 FindColStruct P(M,C)
LEFT :=C
RIGHT := empty stack

V = {qK‘(t7qK7qX7a’) € C}U{qX|(t7qK7qX7a’) € C}U{a’|(t7qK7qua’) € C}U
rows(M)

while 3(¢,qx,qx,a) € LEFT where gy ¢ span(V \ {gx}) or a ¢ span(V'\ {a}) do
remove (t,qx,qy, @) from LEFT
push (¢,qx,qx, a) to RIGHT
reduce multiplicity of gx,qx and @ in V by 1

end while

while 3(t, g, qy,a) € RIGHT where
(t,qx € span(V) A gy € span(V Ugy, Ua)) or
(g € span(V) Aa € span(V Uqyx Ugy)) or
(gx €span(VUqrUa)ANa €span(VUqrUgy)) do
remove (t,qx,qx,a) from RIGHT
add (t,qx,qx,a) to LEFT
increase multiplicity of qx,gy and a in V by 1

end while

if RIGHT is nonempty then

i* = |LEFT| 4+ 1

let LEFT = (¢4, ...,¢i+_1) where order doesn’t matter
let RIGHT = (¢, ..., ¢,) in reverse order of insertion
return (i, ¢y, ...,¢p)

else return L
end if

ax, ¢ span({qy,, - qx. Y U{ax,, --,ax,  yU{as,...,a;} Urows(M))

or
a; ¢ span({qy, ..., qr,} U{qx,, -, ax,} U{ai,...,a;_1} Urows(M))
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satisfying one the conditions (C2), (C3) from Definition [3.2.5

To prove the other direction, we prove if there is a collision structure for P then
the second phase ¢;« is not sent back from RIGHT to LEFT, and so RIGHT # L. By
contradiction suppose the algorithm adds ¢;« to LEFT. Denote by S the set of indices
of constraints in LEFT immediately before ¢;+ is added.

Then, for ¢;« to be sent back, at least 2 of the following conditions must hold

Qs = YKl + Y Ndx, + Y e +vM (3.6)
j€eS jES jeS
A= Y, Tt pdxt ), ga;+TM (3.7)
jeSufi*} jes jeSufi*}
ar = Y g+ Y, Bax,+ ) e+ M (3.8)
jeSu{i*} JESU{i*} jes

Since, after the first loop {¢;+,...,c,} € RIGHT, and if any ¢; for j > * is sent
back to LEFT it means at least 2 of {q K, dx;s a;} were already in the right-hand side
of the above equations which is the span of vectors in LEFT and rows(M ), so we can
rewrite Equations , and as follows where the S;U Sy USs = {i*,...,n} and

each index appears at least 2 times in the unions of these three sets.

Go= Y et Y Mgt Y s eM @9
jES\Sl jES\SQ jES\Sg
Axr = Z W;‘qu + Z PQ'QXj + Z sja;+p'M (3.10)
JES\S, FES\ S, JESU{i* }\S3
a= Y et Y Hagt X oM G
jeS\S1 JESU{i*}\S2 JES\S3

Assume 2 of these equations hold. If in these equations j;, Jo, and j3 be the maximum
indices in S\ Sy, S\ Se and S\ S5 then there are 2 cases,

If 71, 72,73 < i* then all the indices on the right-hand side are less than ¢* and
because at least two of the Equations [3.9] [3.10] and [3.11] are true, this contradicts
with the condition for i* in Definition B.2.5

If j3, jo, and j; are more than ¢* then the coefficients with these indices in the

above equations are nonzero. If the max{ji, jo, j3} = 71 it means q K;, Was not in the

span of V' but both q X;, and a;, where in the span of constraints with smaller indices
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and rows(M) which is a contradiction otherwise they would not be in the RIGHT
after the first loop. Thus, the max{ji, jo, j3} is either j, or js. If j3 is the max then
a;, was not in the span of LEFT and rows(M) so the other two vectors dk;, and
qx;, had to be in the span of LEFT and rows(M) and all the vectors in LEFT have
smaller index than j3 thus for ¢;, to be sent to RIGHT in the first loop, a;, had to
be independent of previous constraints and the output (condition (C3)), but we can
rewrite Equation as follow,

1
aj,=——( Y g, —qx.+ Y. Biax, + Y. e +dM), (312)
Vs iésvs, JES\Se JE€S\{S5Uss}

contradicting condition (C3) of Definition [3.2.5] The case for js is similar.

3.3 Rate-1 Compression Functions

A compression function is rate-1 if it uses one call to an underlying primitive, such
as a random oracle or ideal cipher. In the latter case, we assume (without loss of
generality) that there is one call to the ideal encryption function. The systematic
study of such compression functions has a long history. Building on the initial work
of [32], [4] gives a definition of 64 possible rate-1 compression functions mapping
D x D — D, where D = GIF(2}), that is definable using & and a constant value from
D. Typically, these functions are referred to as PGV compression functions. Among
its results, [4] identifies a subset of these functions, the group-1 functions, and proves
that these are exactly the PGV compression functions that are collision resistant.

The goal of this section is to give a characterization of the group-1 functions in
Linicrypt. In particular, we will show that a PGV compression function is group-1 iff
it does not have a collision structure. Thus the characterization of [4] may be viewed
as a special case of our general characterization.

The results of [4] are revisited in [5], and proven via a more unified approach,
building on the approach of [36]. This is based on the factorization of a compression
function f into two component functions f’ and f”. In particular, for a message m
and chaining value h, f(h,m) = f"(h,m,y), where y = Ey(x) and (k,z) = f'(h,m).
In the case that f’ is bijective, the function f* is defined by f*(k,z,y) = f"(h,m,y)
where (h,m) = f~'(k,z). Using f’, f”, and f*, the following properties of f are
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defined:
P1 f’ is bijective.
P2 f”(h,m,-) is bijective for all (h,m).
P3 f*(k,-,y) is bijective for all (k,y).
In [4, 5], a stronger notion of collision-resistance for compression functions is used:

Definition 3.3.1 ([5] Definition 3). Program P is (g, €)-collision resistant if for any
ho € F, any oracle adversary A making at most ¢ = qg + qp queries has probability

of success at most € in the following game:
(z,x') — APF(N): return (x # &) and PP (x) = PE(x') or PP(x) = hy (3.13)

Letting T1 denote the conjunction of P1, P2, and P3, we have

Lemma 3.3.2 ([5] Lemma 3). Suppose f : GF(2*) x GF(2*) — GF(2*) is a PGV
compression function satisfying T1. Then for any ho € GF(2}) the advantage of any
adversary A making q queries in Game is at most q(q + 1)/2’\.

The compression functions satisfying T1 are exactly the group 1 functions defined
in [4].

In the Linicrypt framework, a PGV compression function f is specified via

m
e An output matrix M = ! , where my, is always (0,0, 1, 0) (corresponding to
my

the fixed value ¢, as described below,) while m is one of (1,0,0,1), (0,1,0,1),
(1,1,0,1) or (0,0,1, 1).

qi

dx
(1,0,0,0), (0,1,0,0), (1,1,0,0) or (0,0,1,0), and a is (0,0,0,1).

e A single query constraint ,a |, where each gq;, i € {K, X}, is one of

Here use my to capture the use of a constant value in the Linicrypt setting, as de-

scribed in Section Up to our convention regarding the constant value ¢, f” corre-

sponds to m,; while f’ corresponds to K| 1 particular, writing q; = (¢}, ¢%, @3, q}),
dx

dk

ax

We also have f”(h,m,y) = my - (h,m,c,y).

i € {K, X}, we have f'(h,m) = [ ] X (h,m,c), where ¢\ = (q},¢?,¢3), i € {K, X }.
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We will use the following simple fact in several proofs below:

Proposition 3.3.3. Over any field F, a function of the form g(x) = rxz + s, where
r,s € F, is bigective iff r # 0.

In the following, let f denote a compression function defined by m;,ms,qx,qx,a,

as described above, with respect to a fixed constant c. Define the following matrices

di di

m

R— qx S — 1
my my

a a

Lemma 3.3.4. Writing my; = (mi,m3,m},m?), f satisfies P2 iff m{ # 0.

Proof. For fixed h,m, f'(h,m,y) =my - (h,m,c,y) = miy & s, where s is fixed.

We note that every PGV compression function satisfies m] # 0 and hence P2. [
Lemma 3.3.5. f satisfies P1 iff R is nonsingular.

Proof. Let R = R[1-3;1-3] be the 3 x 3 principle submatrix of R. Given the possible
values of g and gy, R is nonsingular iff R’ is nonsingular. For any h,m, f'(h,m) =
R’ x (h,m,c), which is a bijection iff R’ is nonsingular.

]
Lemma 3.3.6. Assume R is nonsingular. Then f satisfies P3 iff S is nonsingular.

Proof. First note that f*(k,z,y) = my - (h,m,c,y) = my - (R x (k,z,¢,9)) =
(mR™") x (k,z,c,y). Let u = (uy,us, us,ug) = miR™'. Then for fixed k,y,
f*(k,z,y) = ugx & s, where s is fixed. Thus, it is enough to show S is nonsin-
gular iff us # 0. Since R is nonsingular, S is nonsingular iff SR~ is nonsingular.
But SR™! = (e, u, es, e,), which is nonsingular iff uy # 0.

O

Together, the preceding Lemmas gives the following
Lemma 3.3.7. A PGV function f satisfies T1 iff R and S are nonsingular.

In the rate-1 setting conditions (C1), (C2), (C3) become

(C1) gk & span({my, my})
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(02) dx ¢ Span({qua’mlamQ})

(C3) a ¢ span({qg, qx, m1, my})

Given the possible values of g, , m; and ms, (C1) may be further simplified to

(C1) q # my

Lemma 3.3.8. Suppose f is a PGV compression function specified by qx, qx, M,
my, a. If both R and S are nonsingular, then two of the conditions (C1), (C2), (C3)

must fail.

Proof. If (C1) fails, then S is necessarily singular, so we must show that under the

assumption, both (C2) and (C3) fail. Clearly, if S is nonsingular,

qx € span(rows(S)) = span({q, m1,my, a}) (*)

so (C2) fails. Now since R is nonsingular gy ¢ span({qy,m2,a}), which in combi-
nation with (*) means that m; € span({qx, gy, m2,a}) (**). Noting that the last
component of m, is always nonzero, we have m; ¢ span({qy, qyx,m2}). Combining

this last fact with (**), we conclude

ac Span({qK7 dx,MmMy, m2})7

so that (C3) also fails.
[

Lemma 3.3.9. Suppose f is a nondegenerate PGV compression function specified by
di, 4x, M1, Mo, a. If one of R, S is singular, then two of the conditions (C1),
(C2), (C3) must hold.

Proof. First, suppose (C2) fails, so gy € span({gx,m1,my,a}). Then, if S is sin-
gular,

span({qKaqX7m17m27a}) = Span(rOWS(S)) 2 {81,62783,84},

which means f is degenerate. Thus S is nonsingular. As in the proof of Lemma|3.3.8|
this means q;, # my. Also if S in nonsingular then by the assumption, R is
singular, so we must have g, = qyx or gy = my. If the former holds, a €

span({qx, gx,m1, my}) implies g5 = gy = a ® My, and so

span({qK7qX7m17m27a’}) = Span({m17m27a’}) Z {81762763764},
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If the latter holds then a € span({gx, g, M1, my}) implies

span({qx, @x, M1, My, a}) = span({qy, mi,my}) 2 {e;, ey, e3,e4},

So in both cases, by nondegeneracy a ¢ span({qx, gx,m1, my}), and we have that
if (C2) fails, both (C1) and (C3) must hold.
Now suppose (C2) holds and (C1) fails. Then

span({qx, gx,m1,ma}) = span({gx, mi, my}),

and S0, ifa € span({qK7 qX7m17m2})7

span({gx,qx,m1, my,a}) = span({qg, gx, M1, M2})

= Span({armlam2}> 2 {61,62763,64}.

In conclusion, if (C2) holds, then one of (C1) or (C3) must hold.

Combining Lemmas 3.3.8 and [3.3.9 we obtain

Theorem 3.3.10. A PGV compression function is group-1 iff it does not have a

collision structure.

Discussion Beyond validating the correspondence between our characterization of
collision resistance for rate-1 compression functions and the well-known notion of
group-1 for PGV, Theorem [3.3.10]situates our understanding of the group-1 functions
as part of a general framework for collision resistance using Linicrypt. As an immedi-
ate application of Theorem and Algorithm [T} we can automatically generate all
group 1 PGV compression functions. [] In particular, this provides a purely syntactic
characterization using algebraic properties of the defining program P, including the
possibility of automated identification using FindColStruct. However, we note that
[4, 5] provide a finer analysis of the PGV compression functions, also identifying the
group-2 functions which, although not collision resistant as compression functions,
are still suitable for constructing collision-resistant hash functions and analyzing the

preimage resistance of group-1 and -2 PGV functions. In the next chapter we give a

LA sample implementation in Octave is available at https://github.com/zahrajavar/
PGVCollisionResistantCompressionFunctions.git


https://github.com/zahrajavar/PGVCollisionResistantCompressionFunctions.git
https://github.com/zahrajavar/PGVCollisionResistantCompressionFunctions.git
https://github.com/zahrajavar/PGVCollisionResistantCompressionFunctions.git
https://github.com/zahrajavar/PGVCollisionResistantCompressionFunctions.git
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characterization of group-2 Linicrypt programs which generalizes the characterization
of [4]. We leave a more quantitative analysis, as well as an investigation of preimage

resistance properties, as future work.

3.4 Discussion

While a characterization of collision resistance for rate-1 (which is the most significant
from a practical perspective) was already provided by [4], the more general Linicrypt
setting provides several advantages. Our characterization is uniform and based solely
on the syntax of programs (expressed algebraically). This is in contrast to the ap-
proach of [4], which is ad-hoc, and that of [5], which depends on semantic properties
(i.e. bijectiveness) of the component functions. One benefit of our approach is that it
immediately gives an efficient automated enumeration technique. We also note that
in order to obtain security properties beyond collision resistance, such as preimage
awareness, we may need to consider programs that make more than one call to the
ideal cipher. The general characterization for collision resistance may be viewed as a
step towards characterizations of other properties. Finally, the results of this chapter
demonstrate that the utility of the Linicrypt framework is not limited to the random

oracle model.

3.5 Some examples of functions from [4]

Example 3.5.1. In this example we see a few PGV compression functions from [])]

i the Linicrypt model:

1. E,(m)+v

PE<U17 Vg, U3) .

vy = E(t, vy, v9)

return v4 + vs

This program is degenerate because vy ¢ span(vs, vy, V3, V3 + vy).



2. Ep(m)+v
PE(UD V2, U3) .
vy = E(t,v1,v9)
return v4 + vs
where
M — 0 011
0010
and
qK = (1707070) qX = (0717070)
thus,

(a) qx ¢ span(rows(M))
(b) ax & span(qy, a, rows(M))
(c) a € span(q, qx,rows(M))

and this is a collision structure for i* = 1.

3. Ep(m)+m
PE(UhUQuU?)) :
Vy = E(t,’lll,l)g)
return vg + U
where
01 01
M =
[O 01 0]
and
qK - (170)070) qX - (Ou 1)070)
thus,

(a) qx ¢ span(rows(M))

a=(0,0,1,0)

a=(0,0,1,0)

60



(b) qx € span(qy, a,rows(M))
(¢) a € span(qg, qx,rows(M))

so there is no collision structure for this program.

61
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Chapter 4

Further Results in the Ideal Cipher
Model

In the first part of this chapter, we characterize compression functions f : F¥ — F
which are not collision resistant but for which the MD transform results in a collision-
resistant hash function. The well-known group-2 PGV compression functions [32] are
an instance of this class of programs.

In the second part of the chapter, we model double-block-length (DBL) compres-
sion functions in Linicrypt and we give a characterization of collision-resistant DBL
compression functions. A DBL compression function is a compression function that
generates an output length twice as long as the block length of the underlying cipher
used in its construction. In particular, this means that if the block length is [, the
birthday attack finds a collision with high probability after O(2!) queries, while for a

compression function with a single-block output, the bound is O(2/2).

4.1 Group-2 Compression Functions

In 1994, Preneel, Govaerts, and Vandewalle [32] introduced a comprehensive approach
to creating hash functions using a block cipher. They proposed a systematic method
for constructing hash functions denoted as H : ({0,1}")* — {0,1}" based on a
block cipher E : {0,1}" x {0,1}" — {0,1}". These construction involved iterating a
compression function f : {0,1}" x {0,1}" — {0,1}" with a Merkle-Damgard (MD)
transformation.

They asserted that 12 of these compression functions provided security. Subse-
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quently, in 2002, Black, Rogaway, and Shrimpton [4] categorized these 64 compression
functions into three groups. They rigorously demonstrated that the 12 compression
functions in group-1 were secure in the ideal cipher model and established tight up-
per and lower bounds on their collision resistance. Furthermore, they determined
that 8 of the compression functions within the PGV compression functions (group-
2) remained secure when iterated with the MD transformation. The remaining 44
compression functions, categorized as group-3, were proven to be entirely insecure.

In Chapter |3, we established the characterization of collision-resistant hash func-
tions by introducing a collision structure, which encompassed the group 1 PGV hash
functions. This was accomplished by defining a collision structure that describes all
the compression functions susceptible to collision attacks.

In this section, our goal is to delineate all the programs that may not be inherently
collision-resistant but yield a collision-resistant hash function. This category includes
the group-2 PGV compression functions and we refer to these Linicrypt programs as
group-2 as well. To achieve this, we present a characterization of programs that we
call “group-3”. If a program lacks a group-3 collision structure but still possesses a

collision structure, it is classified as group-2.

4.1.1 Characterizing Group-3 Compression Functions

Let program P : F¥ — F be a Linicrypt program in the ideal cipher model and
IV = {, € F is a fixed value. By iterating P on input vectors x; € F* with MD
chaining, we get construction H” : F* — F where [; = P(x;) for i = 1,--- ,b is the

chaining value. Note, vector x; is the input of program P in ith iteration and the first

element of each @; = (z},--- ,2F) is the chaining value so z},, = ; for i € [0,b — 1].
And the construction H” runs on W = (wy, -+ ,w;)" where w; = (22, ,2%) and
HP<W) - lb.

Security Definitions We assume the number of oracle queries the adversary makes

to £ and E~! are gr and gp respectively.

Definition 4.1.1 ([25] Definition 2). Program P is (g, €)-collision resistant if any
oracle adversary A making at most ¢ = qr + qp queries has probability of success at

most € in the following game:

(z,x') « APE(N): return (x # &) and PE(x) = PP (x) (4.1)
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Definition 4.1.2. Construction H” is (q, €)-collision resistant if any oracle adversary
A making at most ¢ = qr + qp queries has probability of success at most € in the

following game:
(W, W) « APE(N): return (W # W) and HP (W) = HP (W) (4.2)

Definition 4.1.3 ([25] Definition 3). Program P is (q,€)-preimage resistant if any
oracle adversary A making at most ¢ = qg + qp queries has probability of success at

most € in the following game:
LT x « APFT(0,\); return PF(z) = £ (4.3)

Definition 4.1.4. Program P is (g, €)-preimage resistant for a fixed first input if any
oracle adversary A making at most ¢ = qr + qp queries has probability of success at

most € in the following game:
Uy F; 8 F": < APE 7 0y, £, \); return PP (x) = € and (z' = () (4.4)

Definition 4.1.5. Construction H” is (g, €)-preimage resistant if any oracle adver-
sary A making at most ¢ = qg + qp queries has probability of success at most € in the

following game:
0 F, W < APE (0, \): return HP (W) = ¢ (4.5)

The following Lemma is just a special case of the collision resistance of the MD

transform for collision-resistant compression functions defined by Linicrypt programs.
Lemma 4.1.6. If P is collision-resistant then H” is collision resistant.

Definition 4.1.7. Let P = (m,C) be a Linicrypt program with n constraints, where
the first element of P’s input corresponds to the chaining value. A group-3 collision
structure for P is a tuple (i*,c1,...,¢,) where c1,--- ¢, is an ordering of C and
i* € [1,n], such that for i = i* at least two of the following conditions are true, and
for every i # ©* at least one of (C2) or (C3) is true.

(C1) qg, ¢ span({qy,, -, 4k,  }.{9x,: > 4x, ,}-{a1,...,ai_1}, rows(M))

(02) dx, ¢ span({el}, {qK17 s qui}7 {QX17 s qui,l}v {a’lv s 7a'i}7 rOWS(M))
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(03) a; ¢ Span({el}a {qua ce 7QK1-}7 {lea ce 7QX1-}’ {a'la o 7a'i—1}a rOWS(M))
An examination of the definition immediately gives the following:
Lemma 4.1.8. Every group-3 collision structure is a collision structure.

Lemma 4.1.9. If a Linicrypt program P = (m,C) with n constraints has a group-3
collision structure (i*,cy, ..., c,) then there exists an adversary A that makes at most

n queries and has success with probability of 1 in Game[{.4.

Proof. Assume ({y, £) is given to the adversary. The adversary A creates the following

constraints to determine the unknown elements of vector v = (£y, Vg, + , Ugyn) ' -
e add mv = /(.
e For every i € [1,n],

— if (C1) holds, choose K; € F add the constraint q, - v = K;

— if (C2) holds, set X; := E~'(t;,qg, - v,a; - v) and add the constraint
qgx, v =X;

— if (C3) holds, set Y; := E(t;, g, v, qx,-v) and add the constraint a;-v =Y
— if (C2) and (C3) both hold, choose X; € F and set Y; := E(t;, q, - v, X;)

and add the constraints gy, - v = X; and a; - v =Y

We claim that the constraints have a unique solution v such that if & =
(e1,...,ex) - v, then PE(x) = /.

The constraints that are added for the output vector and for every i € [1,n]
are consistent, as a new constraint is added only in the case that the corresponding
qx,, qx, or a; is independent of the vectors added for previous constraints, the image
and eq, so consistency is maintained. Once all constraints are added, nondegeneracy
ensures that v is unique.

Finally, v is consistent with the values returned by E and E~!. This means that
v corresponds to the setting of base variables resulting from evaluating P¥(x), so
from the mwv = ¢ constraint, P¥(x) = .

m

Lemma 4.1.10. If a Linicrypt program P = (m,C) with n constraints has a group-3
collision structure (i*,c1,...,¢,) then there exists an adversary A making at most nb

queries that success with probability of 1 in Game[{.3.
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Proof. First, A picks an arbitrary vector ¢; € F* and defines ¢y = z1, then it runs
PE(xy) to get £; then it puts 27 = ¢, and picks the other k—1 elements of &, arbitrary
from F and it runs P¥(x,) to get lo. It continues these iterations until it gets .

After this step A, having preimage x; for program P¥, can find a second preimage

x; # x, by Lemma . Now, by Lemma and given image ¢, = x;}H the

adversary finds preimage @/ for every i € {b—1,--- 1},

In the last step, by Lemma the adversary is given image ¢} and the first
element of the preimage xi! = {y, it finds preimage =}, = (bo, 27, -+ ,2'F). If w; =
(22,--- ,2%) and w) = (22,- -, 2¥) for i € [1,b] then HP (W) = HF(W') =4,. O

Lemma 4.1.11. Let P be a Linicrypt program with n constraints. If there is an
adversary A for HF making at most N oracle queries with success probability >
(N/n)"/|F| in the collision-resistance game (Game then P is either degenerate

or has a group-3 collision structure (i*,cy,...,cy,).
Proof. Without loss of generality, we assume

1. A does not repeat a query or make the inverse of a query it has already made.

This can be achieved by recording queries as they are made.

2. For queries made in the execution of H” (W) and H”(W'), A makes either the
query or its corresponding inverse query before returning. For Game this is
achieved by having A run H” (W) and H”(W') before returning and making

the corresponding queries subject to restriction (1).

3. A returns (vy,---,vp) and (v},---,v)) which are respectively, the set-
tings of base variables determined by the execution of P(x;),---,P(x;) and
P(ay), -, Play).

Xt41 @
Xt

. X,
. xj _L@

! !
Xy _q @ Xy

Figure 4.1: Collision attack for MD hash functions with fixed initial value
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W = (w, - ,wy) # W = (w), -+ ,w),)" where b > V' are the colliding
inputs returned by A then at least one of the following two events must happen
at some point in the MD chain. Without loss of generality, we assume for some
1<j<t<band 1<y <t <V,

T; = (gjfl,l‘jl‘, s ,.’L‘f) A .’B;/ = (lj/,l,azz-l,, cee ,37;]?) A P(CUJ) # P(-’E;/) (*)

Ly = (gt—hx%v T ,l’f) # CL‘;, = (lt’—lax:}v T >I1,tl’€) N P(mk) = 'P(ZL‘;/) (**)

For either of these two cases to occur, the adversary must pick either of the
following two orders of making the queries, we show in both cases the adversary has

to win Game [4.4] In the first ordering, the order of queries is as follows,
1. ¢;_; is fixed and determined in the previous iterations.

2. A picks two different values w; # w’, and determines ¢; = P¥(x;) and £}, =

PE(x)).

3. A determines all the chaining values ¢; = PF(x;) for i = j,--- ,t — 1 and
l;=PE(x)) fori=j -t —1

4. A has to find x; and @}, where ¢, # ¢}, are fixed and ¢; = ¢},.
In the second ordering, the order of queries is the reverse

1. A determines the values in (xx) first, which is either a collision or a 2nd-preimage
for P.

2. A finds the values in (%) after, where ¢, # ¢; and ¢;_; are fixed so A has to win
Game [4.4] again.

Thus, we assume the adversary to win Game has to win Game [4.4] when
xl =1y is fixed.

The assumptions (1),(2),(3) imply that for an oracle constraint ¢; = (¢;, 9, qx, @)
occurring in P, A determines the value of triples (g - v, gy - v, a-v) through exactly
one of its N; queries with nonce t;, which is either a E-query or E~!-query.

Based on this fact, for 1 <j <band 1 < j' <V, we define mappings 7j, Tj{, :C—
[N] where C is the set of constraints in P and the Tj(c;)th and 77 (c;)th adversary
queries correspond to constraint ¢; in the computation of P(x;) and P(x}), and

determine the triple (g - v, qy - vi,a - v;) and (g - v}, qx -V}, a - v}) respectively.
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We show if A wins Game [4.4] then there is a group 3 collision structure. Game
implies that the maximum number of mapping 7" is (N/n)". Using the pigeonhole
principle and A’s advantage in each game, there is a specific mapping 7' for which
A’s advantage when using this mapping is at least 1/|F|.

We will assume that the adversary is using this mapping — for any other mapping,
it returns L as its last action.

Since H” is not collision resistant then P is not collision resistant [4.1.6, and there
is a collision structure (i*, ¢y, ..., ¢,) for P.

Knowing there are no useless constraints in P, each query result is used as part of
the input to another useful query, or as part of the final output of the program. Thus
having ¢; and /¢, fixed, for each query, either part of the input or the output is fixed.
By way of contradiction, we assume none of (C2) and (C3) hold for a constraint ¢;,
1<i<ninP;

dx; = Zﬂjqu + ijqu + Z§jaj +7M + Key

J<i J<i J<i
ai =D, + D B, + ) e+ 0M +ve
j<i j<i j<i

Multiplying both sides by v

qu~v:Z7rjqu-v+ijqu-v—l—quajm—irTM-erkaelm

J<i J<i J<i

ai-v:Zajqu -v—i—Zﬂquj -v+Zvjaj-'v+6M-'u+l/e1~v
Jj<i J<i J<i
Since in Game [4.4] the output of the program and the first element of the input
are fixed, the last two terms on the right-hand side of both equations are fixed. If
the adversary is making the query 7T'(¢;) as an encryption query then in the second
equation all the terms on the right-hand side are fixed and the advantage of the
adversary to make the equality is < 1/|F| which is a contradiction. And if T'(¢;)
is a decryption query then the first equation on the right-hand side is fixed so the

adversary advantage is < 1/|F| which is a contradiction. O
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4.2 Double-Block-Length Hash Functions

Most real-world block ciphers have relatively small block lengths, typically not ex-
ceeding 128 bits. For example, well-known ciphers like AES, RC5, RC6, and Twofish
use 128-bit blocks, while DES, IDEA, and Blowfish use even smaller 64-bit blocks.
While short block lengths aren’t usually a problem for encryption, they are unsuit-
able for single block-length compression functions. Using a block cipher with 128-bit
blocks for such compression functions is highly vulnerable to collision attacks, with a
best-case effective security of at most 64 bits, since by the birthday bound an attacker
can find a collision with probability at least % by making at most O(25%) queries. This
level of security is considered inadequate for many cryptographic applications.

A double-block-length (DBL) hash function is a type of hash function that pro-
duces an output length twice the size of the block length. Thus any hash function
where f : F* — F2 and n > 2 is a DBL hash function. The first time DBL hash
functions were used was in the design of MDC-2 and MDC-4 in 1988 by Meyer and
Schilling [30]. One class of well-studied DBL hash functions map 3[ bits to 2 bits and
can be categorized into two types: both use block ciphers with block-length [, but
the first uses a 2/-bit key (DBL*) and the second uses and I-bit key (DBL'). Some of
the examples of DBL? compression functions are Tandem-DM and Abreast-DM [22]
and Hirose’s function [19].

The extension of Linicrypt to the ideal cipher model, proposed in Chapter (3| may
already be used to model the construction of DBL! compression functions with three
block length input and double-block-length output and characterize their security.
In this section, we analyze DBL* compression functions. This requires an extension
of the approach of Chapter [3| as the block cipher in this case will be a function
E:F*xF — IFH, of the form of F, | x,(X).

The following is the generalization to an arbitrary finite field F of the definition of

DBL? compression functions, which we will use to model such functions in Linicrypt

Definition 4.2.1. [1§] Let f : F?2 x F — F? be a compression function such that
(gi, hi) = f(giz1,hi—1,m;), where g;,h;;m; € F. f consists of functions fy and fr
which call a block cipher E where E : F? xF — T,

9i = fu(gi—1, hi—1,m;) = E(Kin H Kuyo, Xv) + Zy

'We are considering a general IF, which will include the special case of F = GF(2!) considered in
the existing literature
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hi = fr(gi—1, hi—1,m;) = E(K H Ko, X))+ Zy1,

where Ky, Kyo, Xu, Zu, Ki1, Ki2, X1, Z1, € F are represented by linear combinations
of gi—1,hi—1,m; € F.

U ] u U
&Y v L Y, U
w w vl |w
v P z v ~ Z mnsf,\ ~ z
| AY > A >y AN 7 AY %

Figure 4.2: Tandem-DM, Abreast-DM and Hirose’s functions from [26]

4.2.1 Double-Block-Length Hash Functions in Linicrypt

To incorporate the DBL compression function into Linicrypt, we need to extend the
Linicrypt framework to support ideal block ciphers with double the key length, de-
noted as £ : F?2 x F — F. In the Linicrypt framework, the concatenation of two
values, K1|| K2, is represented as two separate inputs, denoted as (K1, K2). Con-
sequently, the ideal cipher now accepts three input values, namely E(t, K1, K2, X),
and it produces the output value Y, with all values belonging to F.

All the existing definitions and theorems from Chapter [3]can be extended naturally

to accommodate this change. Here, we present Definitions |3.2.3| and |3.2.5 along
with Lemmas [3.2.6] and [3.2.7] for compression functions that use two keys. Similar

adjustments can be made to other definitions as needed.

Assuming that q, and gy, correspond to the key values K1 and K2, respec-
tively, and that each constraint is in the form of ¢; = (t;, @k 1,, Qo> G, @;), we define

degenerate programs P as follows:

Definition 4.2.2. Program P = (M,C) is degenerate if

span({eh s 7ek+n}) Qspan({qu | (t, dK1,9K2,49x, a’) € C}
U {qKZ | (tqu17qK27qX7a’) S C}

Ul{ax | (t,qx1,qx2.9x,a) €C} U {a | (t,qx,qx,a) € C}
U rows(M))
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To characterize collision resistance within this context, we make a modification
to condition 1 as described in [3.2.5 If either of the two key parts is not in the span
of previous queries and the program output, we consider the key to be independent
of fixed values. Therefore, we define the collision structure for a program P in the

following manner:

Definition 4.2.3. Let P = (M,C) be a Linicrypt program. A collision structure for
P is a tuple (i*,c1,...,¢c,) where ¢1,--- ¢, is an ordering of C and i* € [1,n], such
that for i = i* at least two of the following conditions are true, and for all i > i* at
least one of (C2) or (C3) is true.

(C1)

dx1, ¢ Span({QK117QK21 el AK2, s qKZi}a {qX17 e QXH}’
{ai,...,a;_1},rows(M))

or

dro, ?é Spa”({QKh,‘JKzl e lqik1, 1 AK9, s qui}v {qX17 e qu_1}7
{ai,...,a;_1},rows(M))

(02) dx, ¢ span({th? dro, -+ dK1;> qKQi}’ {le) ce qu,l}v {a’17 s 7a'i}7 rOWS(M))

(C3) a; ¢ Span({q[(lla Ao, - -5 4qK1;» QK21-}> {lea . qu}7 {ai,...,a; 1}, rows(M))

In the next lemma, we show if there is a collision structure for a DBL* Linicrypt

program then there is a collision attack.

Lemma 4.2.4. If a Linicrypt program P with n constraints has a collision structure
(i*,c1,...,Cq) then there exists a collision adversary A with access to E and E~1
which given an input x makes at most 2n queries and returns x' # x such that

PE(z') = PE(z), and so has success probability of 1 in Game[4.9,

Proof. The adversary A first determines a setting of the base variables v by running

PE(x), and creates linear constraints on unknowns v’ as follows:

e add constraint Mv' = Mwv
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. - . /I ! __ ! __
e fori < *, add constraints g, V' = gy, V, Qo V' = Q.- V, @x, V' = qx, vV

and a; -v' =a;-v
e For ¢ > ¢*,

— If any of two parts of (C1) holds, if it’s the first part, choose K'1; € F
so that K'l; # qgy, - v and add the constraint g, - v = K'l;. If it’s
the second part, choose K'2; € F so that K'2; # qp,, - v and add the
constraint g, - v’ = K'2;. If one of the two-part doesn’t hold we add

constraint g, - v' = K1; or gy, - v' = K2;.

— If (C2) holds, set X| := E~'(t;,qy, - V', qko, - V' - a; - v') and add the

constraint gy, - v’ = X].

— If (C3) holds, set Y] := E(t;,qg, - v',qgs, - V', qx, - v') and add the

constraint a; - v’ =Y/

— If (C2) and (C3) both hold, choose X; € F such that X # qy, - v, set
Y; = E(ti,qy,, - V', qgo, - V', X]) and add the constraints gy, -v' = X and

ai-v’:Y;’

We claim that the constraints have a unique solution v’ # v such that if 2} = e;-v/,
1 <i <k, then ' # x and P¥(z') = PE(x).

To see that v’ # v, note that for i = i*, either (C1) holds, or both (C2) and (C3)
hold. The choice of K. in the first case and X/. in the second, ensure v’ # v.

The constraints that are added for the output matrix and for i < ¢* are consistent,
as they already have a solution, namely v. For i > *, a new constraint is added only in
the case that the corresponding gy, or g, qx, or a; is independent of the vectors
added in previous constraints, and so consistency is maintained as constraints are
added. Once all constraints are added, nondegeneracy ensures that v is unique.

Finally, v’ is consistent with the values returned by £ and E~!. This means that
v’ corresponds to the setting of base variables resulting from evaluating P¥(z’), so
from v’ # v we conclude &’ # x, and from the M constraint, PE(z') = PE(z).

O

The following lemma demonstrates that if there exists a collision adversary or
a 2nd-preimage adversary with a certain specified success probability for a DBL*

Linicrypt program, then there is a corresponding collision structure for that program.
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Lemma 4.2.5. Let P be a Linicrypt program with n constraints. If there is an adver-
sary A for P making at most N oracle queries with success probability > (N/n)*"/|F|
in the collision-resistance game (Game or success probability > (N/n)"/|F| in
the 2nd-preimage game (Game then the P is either degenerate or has a collision

structure (i*,¢1,...,¢p).
Proof. We may assume the following without loss of generality:

1. A does not repeat a query or make the inverse of a query it has already made.

This can be achieved by recording queries as they are made.

2. For queries made in the execution of P(x) and P(x’), A makes either the
query or its corresponding inverse query before returning. For Game [4.1] this
is achieved by having A run P(x) and P(x’) before returning and making the
corresponding queries subject to restriction (1). For Game this is achieved
by having A initially make all the queries that result from running P () and also
running P(x’) before returning, and making any corresponding query, subject

to restriction (1), before returning.

3. A returns v, v’ which are the settings of base variables determined by the exe-

cution of P(x) and P(x'), respectively.

The assumptions imply that for an oracle constraint ¢; = (¢;, g1, Axo, x> Q)
occurring in P, A determines the value of triples (qx; v, @xo v, gx - v, a-v) through
exactly one of its N queries, which is either a E-query or E~!-query. Based on this
fact, we define two mappings T,7" : C — [N] where C is the set of constraints in
P and the T'(¢;)th and T"(¢;)th adversary queries correspond to constraint ¢; in the
computation of P(x) and P(x’), and determine the triple (g v, qxs v, gx v, a-v)
and (gg, - V', qgs - V', qx - V', a - V') respectively. In Game [1.1] T'(¢;) and T"(c;) are
each mapped to one of N; queries made by A using nonce t;, so the maximum number
of possible mappings (7,7") is (N/n)?*". In Game Assumption 2 implies that T’
is fixed, so the number of possible mappings (7',7") is (N/n)™. Using the pigeonhole
principle and A’s assumed advantage in each game, there is a specific mapping (7', T")
for which A’s advantage when using this mapping is at least 1/|F|. We will assume
that the adversary is using this mapping — for any other mapping, it returns L as
its last action.

Using the same terminology as [25], a query ¢ € C is convergent if T'(c) = T"(c),

and divergent otherwise. Because & # @’ is a collision and P is nondegenerate there
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is at least one divergent constraint. Define finish(c) = max{T'(c),T"(c)}. Since each
constraint has a distinct nonce, two different program constraints can not be mapped
to the same adversary query, thus, function finish is injective. we will show that
there is an ordering of C as (cy,...,¢,) where the convergent constraints come first,
in any order, followed by divergent constraints in some decreasing order, and letting
i* denote the index of the first divergent constraint, we claim that (i*,¢y,...,¢,) is a
collision structure for P.

For i < i*, since each c; is convergent we have qg,-v' = gy .-V, Qyo, -V = qpeo. -,
qx, v =gy, v and a;-v' = a;-v and because P(x) = P(x') we have Mv' = Mwv.

For i = i* the query ¢; is divergent thus at least one of the following inequalities
holds gy, - v' # qg;, - v where j € {1,2}, qx, -V # qx, -v or a;-v' # a;-v. If
a;-v' #a;-vorqy v # qx, - v then at least one of the other inequalities hold
since the ideal cipher is a permutation when the key is fixed.

This gives five possible cases, and we show all the cases satisfy at least two con-
ditions of definition [£.2.3] Without loss of generality, in all cases, we assume that
T(c;) < T'(¢;). Also if we write K; = K it means both part of the keys are equal
(K1; = K'1; and K2; = K'2;) and if the keys are not equal K; # K| then either of
the two parts can be non-equal (K1; # K'1; or K2; # K'2;)

1. K;=K;and X; # X/ and Y; # Y/.

In this case, we prove both conditions (C2) and (C3) hold. By way of contra-

diction assume (C3) does not hold, say
a; = Z al;qy; + 02, + ZﬁjQXj + Z%‘aj +0M, (4.6)
j<i j<i j<i

for some al, a2, 8,7, d. After multiplying both side of the equation by (v’ —v)
and considering that all the queries before i* are convergent, M (v’ — v) = 0,
and K1, = K'l; and K2; = K'2; we have

ai-’v':ai-’u—l—ﬁini-(v/—’v)

Also because Y; # Y/ and X; # X! we know f3; # 0. If T"(¢;) is an encryption
query then the right-hand side of the equation is a fixed value but the left-hand

side is a query result, so the advantage of the adversary is < 1/|F| contrary to
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assumption. If 77(c;) is a decryption query then isolating gy, - v’ gives us

1
qu 'U/:qu'v—i_Eaz‘('Ul—’U)
and again the right-hand side of the equation is determined while the left-hand
side is a random value, again giving a contradiction. The proof for condition

(C2) is similar.
. Ki# K]and X; = X/ and Y; #Y/.

Because K1; # K'1; or K2; # K'2;, condition (C1) holds. We want to show
that 7"(¢;) is an encryption query and (C3) holds. If 7"(¢;) is not an encryption
then X; is fixed and X! random so X; = X/ holds with probability < 1/|F|. If
condition (C3) does not hold then Equation 4.6{holds. Multiplying the equation
to (v’ —v) and applying X; = X/ and M (v —v') = 0 gives

a;-v=a; v+ aliqgy, - ('U, —v)+ a2iqg, - ('U/ —v)

Note, at most one of the a1l and 2, can be equal to zero. The left-hand side of
the above equation is a random value and the right-hand side is a fixed value,

so the adversary advantage again is < 1/|F|.

. K # Kland X; # X/ and Y; =Y.

This is similar to the preceding case. Because K1; # K'l; or K2; # K'2;,
condition (C1) holds. We want to show that 7”(¢;) has to be a decryption query
and (C2) holds. If it is not a decryption query then the probability of a random
value Y, being equal to the fixed value Y; would be 1/|F|, which contradicts the
assumption, so we assume 7"(¢;) is a decryption query. If condition (C2) does

not hold then we have

qx, :Zﬁlj'fhﬂj + 725 - Qo +ij‘CIXj —|—Zgj-a]~—l—7'M

J<i J<i J<i

Multiplying the equation to (v' — v) and applying Y; =Y/ and M (v —v') =0

and canceling convergent queries, gives

qx, V' =qx, v+ 71liqg, - (V=) + 712, - (v —v)
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Note, at most one of the w1 and 72, can be equal to zero. The left-hand side of
the above equation is a random value and the right-hand side is a fixed value,

so the adversary advantage again is at most 1/|F| which is a contradiction.
4. K; # K] and X; # X! and Y; #Y/.

Because K1; # K'l; or K2; # K'2;, condition (C1) holds. We show if T"(¢;)
is an encryption query then (C3) holds and if it is a decryption query then
(C2) holds. In the first case, assume for contradiction that (C3) does not hold,
implying Equation [4.6] Applying the assumption M (v —v’) = 0 and canceling

all the queries before i* gives,

a;-v' =a;-v+aliqg, - (v —v) ++aliqg, - (v —v) + Bigy, - (v — )

Here when the adversary is making query 7"(¢;), all the values on the right-
hand side of the equation are fixed and so the adversary’s advantage is < 1/|F]|,
contrary to assumption. The case that 7"(¢;) is a decryption query and (C2)

holds is similar.

5. K; # K] and X; = X/ and YV; =Y.
The probability of this case occurring is < 1/|F]|.

For i > ¢* by way of contradiction, assume (C2) and (C3) both fail:

dy,; :Zﬂlj'QK1j+ZW2j'Qsz +ij'QXj +Z§j'aj+TM

J<i J<i J<i J<i

;=) olj qi, + ) 02 Qo+ B ax, + ) 6+ 0M
J<i J<i J<i J<i
Multiplying both sides by (v' —v) and canceling the terms having index less than
i* and noting M (v —v’) = 0 we get,

dx, V' =qy, v+ Z Tliqgy,; (v —v) + Z T2iq ko, - (v —v)

*<j<i *<j<i

+ Y pax, (W —v)+ Y ga; (v —v)

1*<j<i 1*<j<i

(4.7)
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a;-v' =a; v+ Z aljqpy, - (v —v) + Z a2iqr, - (V' = v)

*<j<i *<j<i

+ Y Biax, - (V' —v)+ ) e (v —v)

i <j<i i <j<i

(4.8)

Now, if the adversary is making query 7"(¢;) as an encryption query then in
Equation all the values on the right-hand side of the equation are fixed and the
left-hand side is random so the adversary advantage is at most 1/|F|, and if it is a
decryption query, Equation will give the same contradiction. So at least one of
the conditions (C2) or (C3) has to hold. O

These two lemmas demonstrate that the presence of a collision structure for a
nondegenerate DBL? Linicrypt program P with n constraints is equivalent to the
existence of either a collision adversary with a success probability exceeding N?"/|F|
or a 2nd-preimage adversary with a success probability exceeding N"/|F|.

Appendix[A.2]contains the Octave code capable of verifying the collision resistance
of a DBL? program P. The input to the code consists of the program description
represented as an 8 x 5 matrix: [th,qK21,le,quz,qK22,qX2,m1,m2]T. We ran
this code on the Tandem compression function [22] which is modeled in Linicrypt as

follows:

Example 4.2.6. Tandem Compression Function in Linicrypt

PE(Ul, V2, Ug) :

Vyq 1= E<t171}27v377}1>
Vs = E(t27U3,U4,U2>

return (vy + v, vs + v)

The corresponding matrix of this program is:
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vy U2 Uz Vg Us
4k, (0 1 0 0 O
drgo, | 0 0 1 0 O
gy, 1 0 0 0 O
4k, | 0 0 1 0 O
dr2,| O 0 0 1 0
gy, 0 1 0 0 0
my 1 0 0 1 0
mo o 1 0 0 1

Running the code from Section that verifies collision resistance for DBL* com-

pression functions produces the following output:

Cl1 holds for cl
C2 holds cl

3 order changed

Cl1 holds for ci

5 C2 holds for cli

s Collision-Resistant

This code examines all four possible collision structures in this program, namely
(c1,¢9,1), (€1,¢2,2), (c2,¢1,1), and (cz, c1,2) searching for any of these collision struc-
tures. It is evident that no collision structure exists for the Tandem compression

function, confirming its collision resistance.

To implement code capable of generating all collision-resistant DBL* programs
with two ideal cipher calls, we must iterate through all 2°*® matrices and filter out
programs without a collision structure. Even with optimizations and parallel compu-
tation, this process will still take a considerable amount of time. A solution to this
challenge is to fix certain vectors and generate all other vectors that yield collision-
resistant compression functions. As an illustrative example, we provide code in Sec-
tion that gets six vectors as an input: qgy,, Qo> Qx,> i1, i, a0d gx,.
These vectors represent ideal cipher calls and generate all possible output vectors
m, and ms resulting in the establishment of a collision-resistant DBL compression

function.
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Chapter 5

Conclusion and Future Work

The results of this thesis build upon the previous studies conducted by [8] and [25]
that demonstrate the utility of Linicrypt for providing a uniform and automatable
framework for security proofs in the random oracle model, using a language that is
powerful enough to capture many well-known constructions. We extended the work
of [25] by using Linicrypt to model notions of hash function security beyond standard
collision resistance, in particular giving a characterization of preimage awareness for
hash functions defined by Linicrypt programs using a random oracle. This is based
on a simple and poly-time checkable algebraic condition which may be easily imple-
mented. Our method supports automated verification and generation of PrA hash
functions. This is in contrast to existing approaches to proving PrA [13] which are
ad hoc and not obviously amenable to automation. Our approach to PrA provides
a uniform and automatable method for constructing indifferentiable hash functions,
following the methodology of [13].

We have also demonstrated the utility of the Linicrypt framework beyond the
random oracle model by giving characterizations of collision resistance property for
Linicrypt programs in the ideal cipher model and we have related our general approach
to the previous characterization of the PGV compression function[4]. We showed that
our characterization is equivalent to the well-known notion of group-1 for the PGV
functions. A general notion of group-2 for arbitrary Linicrypt programs was also
given and shown to include the group 2 PGV compression functions. Recognizing the
vast potential within the Linicrypt framework, we have extended its capabilities to
accommodate DBL hash functions and have provided a characterization of collision-
resistant DBL hash functions. This expansion of the framework serves as a significant

step towards a broader understanding of Linicrypt and its applications.



80

Overall, building on the existing work of [8, 25 20], the results of this thesis
demonstrate the utility of Linicrypt in providing a uniform and automatable frame-
work for security proofs in the random oracle model and ideal cipher model, in a
language that is powerful enough to capture many well-known constructions.

There are a number of possibilities for extending the work presented here. Some
are relatively straightforward, such as adapting the characterization of preimage
awareness to the ideal cipher model. As mentioned at the end of Section [4.2] there
is more work to be done in order to automatically generate collision-resistant DBL?
compression functions. We plan to investigate more efficient matrix algebra tech-
niques for dealing with this problem, from both a theoretical and practical perspec-
tive.

In a more speculative direction, an interesting question is whether a Linicrypt-
based characterization of indifferentiable hash functions is possible. Given the
methodology for constructing indifferentiable hash functions using PrA compression
functions, and the fact that Linicrypt is particularly suited to the fixed-input-length
setting, this question is more theoretical in nature than the others considered in
this thesis. The following is an outline of an approach for modeling indifferentiable

compression functions within Linicrypt programs in the ideal cipher model:

1. Initially, it’s important to note that the advantage the adversary holds over the

simulator is that the adversary knows the program’s input.

2. Adversarial Query to Random Oracle/Compression Function: The adversary
initiates the process by making a query to the random oracle or compression

function.

3. Computation of Program Values: The adversary uses the inputs of the program
and calculates all program values, which can be expressed as linear combinations

of the inputs.

4. Querying for Additional Program Values: To determine additional program

values, the adversary must make encryption or decryption queries.

5. Identifying Inconsistencies: For the adversary to mount an effective attack,
it must detect inconsistencies within the values calculated in the preceding
steps. Achieving this typically requires making some specific queries within each

program. (It is essential to understand that the critical step in characterizing
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indifferentiability in Linicrypt is knowing the specific queries required in step 4

to identify inconsistencies.)

6. Determining Program Input: In the final step, the evaluation revolves around
assessing, based on the adversary’s queries, whether it is feasible to deduce the
input to the program. This evaluation is equivalent to ascertaining whether
the inputs fall within the span of those queries’ inputs and outputs. If it is
indeed feasible to determine the program’s input, the simulator can find the
input and then make a query to the random oracle and provide the adversary

with consistent values.

One weakness of the Linicrypt approach is that it is limited to constructions that
use only linear operations. A more ambitious goal would be to extend the analysis
provided by Linicrypt beyond purely linear algebraic constructions. In particular, it
would be very useful to consider using bit-string operations, especially truncation, and
concatenation, which are used in many constructions such as the sponge construction
which is the basis of Keccak/SHA-3. Here it might be useful to revisit [1], which
considers equivalence properties of algebraic programs over GF(2*) which include
bit-string operations but do not have access to random oracles, ideal ciphers or (as

in the case of Keccak) random permutations.
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Appendix A

Appendix

A.1 Additional Information

A.1.1 The Birthday Bound

Consider a hash function H : {0,1}* — {0,1}¢. Suppose an adversary chooses
distinct z1,...,z, € {0,1}* and evaluates H at each input to see whether any two of
them produce a collision. Clearly, if ¢ > 2¢ then this works with certainty. However,
a simple argument shows that, even when H is a random function, the adversary
needs to make O(2%?2) queries to obtain a collision with probability > 1. A random
H :{0,1}* — {0,1}% has the property that for any z, H(z) is distributed uniformly
at random on {0, 1}4. Also, if z # 2’ then H(x) and H (') are independent. So now
we only need to ask: if values y,...,y, are chosen independently at random from

{0,1}%, what is the probability that for some 1 < i < j < ¢, y; = y;7 More generally,

nocoll(q, N) = Pr[no collision among ¢ independent variables from {1,..., N}|

coll(qg, N) =1 — nocoll(g, N)
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An asymptotic bound on nocoll(q, N) follows, using the fact that for 0 < z < 1,
(1-2)<e < (1-3):

1 g—1
1 N =(1——)--... 1— X
nocoll(g, N) = (1= 1)+ (1 = 21
Sefﬁ e%l
PSS Dy
a(g—1)
— e 2N
cq_dla—1)
- 4N

So coll(q,N) > % = Q(%) This means that for N = 2¢ = |{0,1}9], if the

adversary tries 0(2%) messages, a collision will occur with probability at least %

A.1.2 From PrA to Indifferentiability

Theorem A.1.1 ([13] Theorem 4.1). /RO domain extension via PrA] Let P be an
ideal primitive and HY : DomRng be a hash function. Let R be an ideal primitive
with two interfaces that implement independent functionalities P and R = RF gyg, rng-
Define FE(M) = R(HP(M)). Let F = RFpom rng- Let E be an arbitrary extractor
for H. Then there exists a simulator S = (S1,52) such that for any PRO adversary
A making at most (qo, q1,q2) queries to its three oracle interfaces, there exists a PrA

adversary B such that
Adv5 o(4) < Aduio(B)

Simulator S runs in time O(q1 + q2 - Time(E)). Let lpay the length (in bits) of
the longest query made by A to its first oracle. Adversary B runs in time that of A
plus O(qo - Time(H, lmaz) + g1 + G2), makes q1 + qo - NumQueries(H; {yq) primitive

queries, qo extraction queries, and outputs a preimage of length at most £,q..

Theorem A.1.2 ([13] Theorem 4.2). [SMD is PrA-preserving] Fizxn,d > 0 and let P
be an ideal primitive. Let ht : {0,1}" x {0,1}¢ — {0,1}". be a compression function,
and let H = SMDIh"]. Let &, be an arbitrary extractor for the PrA experiment
involving h. Then there exists an extractor &, such that for all adversaries A making

at most q, primitive queries and q. extraction queries and outputting a message of at
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most Lpae > 1 blocks there exists an adversary B such that
Advype, (A) < Advyp, (B)

En runs in time at most lpa,(Time(EL) + Time(unpad)). B runs in time at most that
of A plus O(qelmaz), makes at most Loz - NumQueries(h, €yaz) + g, ideal primitive

queries, and makes at most qolpmar €xtraction queries.

A.1.3 Essential Role of Nonces in the Ideal Cipher Model

Here is an example that illustrates how, without the use of nonces, adversaries can

implement certain attacks that defy characterization within a collision structure.

Example A.1.3.

PE(Ula Vg, US) .

Vyq4 = E(Ul, ’Ug)
Vs = E('Ul, Ug)

return vq + vy

In this example, the adversary swaps the values of vo and v3 to discover a second
preimage. However, if the two ideal cipher calls were independent, the adversary

would be unable to execute this attack.

A.2 Implementations

For each of the characterizations we have given, we also provided an efficient algorithm
for determining whether a Linicrypt program has the corresponding “bad configura-
tion” (critical query, collision structure.) The Octave code below implements these
algorithms in programs used to generate programs that satisfy a given security prop-
erty (in the case of PrA and collision-resistant rate-1 compression functions) or verify
that a program satisfies the property (in the case of collision-resistant DBL* compres-
sion functions.) These programs demonstrate the utility of the Linicrypt framework
for automated generation and verification of secure compression functions.

The following code generates all 530 rate % PrA compression functions with two

inputs.
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clear;

clc

3

file=fopen(’PrA2Inputs2Calls.txt’, ’w’);

count =0; Y%count the number of PrA functions

N =
M =

v
al=
a2=
el=
e2=
A =

for

end

3;
4;
ones (1,N*M);
[0,0,1,0]; %first query answer
[0,0,0,1]; Ysecond query answer
[1,0,0,0]; %first input
[0,1,0,0]; %second input
reshape (v, [N,M]);
i=1:2"(N*M) -1 %iterates over all possible 3%4 binary Matrices
k = find(v,1);
v(l:k) = 1-v(1:k);
A = reshape(v,[N,M]);
ql
q2
m = A(3,:); Y%program output
if and(q1(M-1)==0, q2(M)==0,0r(q1(M)==0,92(M-1)==0)) %no loops
in queries
if and(or(m(M)~=0,q1(M)~=0) ,or(m(M-1)~"=0,92(M-1) "=0)) %no
useless query
if and(rank([A;al;a2])==rank([A;al;a2;el]),rank([A;al;a2
1)==rank([A;al;a2;e2])) %nondegenerate
if and(rank ([A;a2])==rank([A;a2;al]),rank([A;al])==
rank ([A;al;a2])) %no critical query
A
count=count+1;
fprintf (file,’\nA%i= \n’,count)
fprintf (file,’%51i %i %i %i\n’,A’)

A(1,:); %first query

A(2,:); %second query

endif

endif

endif

endif

5 fclose(file);

clear;

clc

’
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3 file=fopen(’PrAConstant2Inputs2Calls.txt’, ’w’);
+ N = 3;

5 M = 5;

6 count=0; Jcount the number of PrA functions

7 v = ones (1,N*M);

s al=[0,0,0,1,0]; %first query answer

9 a2=[0,0,0,0,1]; %second query answer

0 e1=[1,0,0,0,0]; %first input

11 e2=[0,1,0,0,0]; Y%second input

12 m2=[0,0,1,0,0]; %constant value v

13 A = reshape(v,[N,M]);

14 for 1=1:2"(N*M)-1 Jiterates over all possible 3*5 binary Matrices
15 k = find(v,1);

16 v(l:k) = 1-v(1:k);

17 A = reshape(v,[N,M]);

18 ql = A(1,:); %first query

19 q2 = A(2,:); ’%second query

20 ml = A(3,:); %program output

21 if or(q1(M-2)==1,9q2(M-2)==1,m1(M-2)==1 ) ¥ v appears in the
function

22 if and(ql(M-1)==0,q2(M)==0,0r(ql(M)==0,q92(M-1)==0)) %no
loops in queries

23 if and (or (m1 (M) ~=0,ql1(M)~=0),o0or (m1(M-1)~"=0,q2(M-1)
“=0)) %no useless query

24 if and(rank([A;al;a2;m2])==rank([A;al;a2;m2;el])
,rank ([A;al;a2;m2])==rank([A;al;a2;m2;e2])) %nondegenerate

25 if and(rank([A;a2;m2])==rank([A;a2;m2;al]),
rank ([A;al;m2])==rank ([A;al;m2;a2])) %no critical query

26 A

27 count=count+1;

28 fprintf (file,’\nA%i= \n’,count)

29 fprintf (file,’%51i %i %i %i %i\n’,A’)

30 endif

31 endif

32 endif

33 endif

34 endif

35 end

36 fclose(file) ;

The following code generates the 12 collision-resistant PGV compression functions.

1 clear



cle
file=fopen(’GrouplPGV.txt’, ’w’);
count =0; %counts the number of collision resistant functions
N = 3;
M = 4;
ones (1,N*M) ;
a=[0,0,0,1];
el=[1,0,0,0];
e2=[0,1,0,0];
e3=[0,0,1,0];
mli=e3;
A = reshape(v,[N,M]);
for 1=1:2"(N*M)-1 Jiterates over all possible 3*4 binary Matrices
k = find(v,1);
v(l:k) = 1-v(1:k);
A = reshape(v,[N,M]);

A%

m2 = A(3,:); %program output

gk = A(1,:); Y%first component of the query (key)

gx = A(2,:); ’%second component of the query (input)

if and(or(qk(M-1)==0 ,and(qk(1)==0, qk(2)==0)),0r(gx(M-1)==0 ,

and (qx (1)==0, gx(2)==0)),0or(m2(M-1)==0,and(m2(1)==0, m2(2)==0)))
%“E_a(b)+c where a,b,c \in {x,y,x+y,v}
if and(qk(M)==0,q9x(M)==0) %no loops in the query
if m2(M) “=0 %no useless query
if and(rank([A;a;ml])==rank([A;a;ml;el]) ,rank([A;a;
ml])==rank ([A;a;ml;e2])) %nondegenerate
if or (and ( rank ([ml;m2])==rank([ml;m2;qk]) ,
rank ([ml;m2;q9k;al])==rank([ml;a;A])) , and( rank([ml;m2])==rank ([
ml;m2;qk]) , rank([ml;A])==rank([ml;A;al)) , and( rank([ml;A])
==rank ([m1;A;al) , rank([ml;m2;qk;al)==rank([ml;A;al)))%no
collision structure
A
count=count+1;
fprintf (file,’\nA%i= \n’,count)
fprintf (file,’%4i %i %i %i \n’,A?)

endif

endif

endif

91
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endif
endif
end
fclose(file) ;

The following code verifies collision resistance for DBL? compression functions f :
F3 — F? with two ideal cipher calls.
file_name = "matrix_data.csv";

% Use the load function to read the matrix from the file

A = dlmread(file_name, ’,’);

-
Il

b

0
0;
0

oG
Il

)

a1=[0,0,0,1,0];
a2=[0,0,0,0,11;
e1=[1,0,0,0,01;
e2=[0,1,0,0,0];
e3=[0,0,1,0,0];

gk11 = A(1,:); %first component of the query (keyl)
qk21 = A(2,:); %second component of the query (key2)
gxl = A(3,:); %third component of the query (input)
qk12 = A(4,:);

qk22 = A(5,:);

qx2 = A(6,:);

ml = A(7,:); Jprogram output

m2 = A(8,:); Jprogram output

2 %(C1,C2)

if or(rank([ml;m2;qk21]) "=rank([ml;m2;qk21;q9qk11]) ,rank([ml;m2;qk11])
“=rank ([m1;m2;qk21;qk11]))
disp ("C1 holds for ci1")
i=i+1;
endif
if rank([ml;m2;qk11;qk21]) "=rank([ml;m2;qk21;qkl1l;qx1])
disp ("C2 holds c1")
i=i+1;
endif
if rank([ml;m2;qk11;q9k21;qx1]) "=rank([ml;m2;q9k21;q9k11;q9gx1;all)
disp ("C3 holds for ci1")
i=i+1;

endif
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5 if or(rank([ml;m2;q9k11;9k21;q9x1;al;qk12]) “=rank([ml;m2;qk21;qkll;qx1l

;al; qk12;9k22]), rank([ml;m2;qkl1l;qk21;q9x1l;al;qk22]) "=rank([ml;m2
;qk21;qk11;q9x1;al;qk12;qk22]))
disp ("C1 holds for c2")
k=k+1;
endif
if rank([ml;m2;qk11;9k21;qxl;al;qk12;9k22]) "=rank([ml;m2;qk21;qkll;
gxl;al;qk12;9k22;q9x2])
disp ("C2 holds for c2")
j=3i+1;
k=k+1;
endif
if rank([ml;m2;qk11;q9k21;qxl;al;qkl12;qk22;qx2]) "=rank([ml;m2;qk21;
qgk11;q9x1;al;qk12;9k22;q9x2;a2])
disp ("C3 holds for c2")
j=3+1;
k=k+1;
endif
if or(and(i>=2,j>=1),(k>=2))
disp ("Not Collision-Resistant ")
return;

else

P S R
] Il l
o O© O

end

%h(c2,cl)

disp("order changed")

if or(rank([ml;m2;qk22]) "=rank([ml;m2;q9k22;qk12]), rank([ml;m2;qkl2
1) "=rank ([m1;m2;qk12;qk22]1))
disp ("C1 holds for ci1")
i=i+1;

endif

if (rank ([ml;m2;q9k12;qk22]) "=rank ([ml;m2;qk12;qk22;q9x2]))
disp ("C2 holds for ci")

i=i+1;

7 endif

if (rank([ml;m2;q9k12;9k22;9x2]) "=rank ([ml;m2;q9k12;9k22;9x2;a2]))
disp ("C3 holds for ci")
i=i+1;

endif
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if or(rank([ml;m2;qk12;qk22;q9x2;2a2;qk21]) "=rank([ml;m2;q9k12;qk22;qgx2
;a2;9k21;9k11]), rank([ml;m2;qk12;qk22;9x2;a2;qk11]) "=rank ([ml;m2
;qk12;9k22;9x2;a2;q9k11;q9k21]1))
disp ("C1 holds for c2")
k=k+1;
endif
if rank([ml;m2;qk12;qk22;qx2;a2;q9k21;qk11]) "=rank ([ml;m2;qkl12;qk22;
gx2;a2;qk21;q9k11;q9x1])
disp ("C2 holds for c2")
k=k+1;
j=3j+1;
endif
if rank([ml;m2;qk12;9k22;qx2;a2;9k21;qkl1;qxl]) "=rank([ml;m2;qk12;
qk22;q9x2;a2;q9k21;qk11;q9x1;a1l)
disp ("C3 holds for c2")
k=k+1;
j=j+1;

s endif
7 if or(and(i>=2,j>=1),(k>=2))

disp ("Not Collision-Resistant ")
return;
else

disp(’Collision-Resistant’)

2 end

The following code generates all the collision-resistant DBL* compression functions

with two ideal cipher calls with fixed inputs for the ideal cipher calls.

file = fopen(’DBL.txt’, ’w’);

count = 0; % counts the number of collision-resistant functions
al = [0, O, O, 1, 0];
a2 = [0, 0, O, O, 11;
el = [1, 0, O, O, 0];
e2 = [0, 1, O, O, O];
e3 = [0, 0, 1, O, O];

%“fixed vectors:

qk11 = [0, 1, 0, 0, 0I;
qk21 = [0, 0, 1, 0, 0I;
gqxl = [1, 0, O, 0, 0];
qk12 = [0, O, 1, O, 0];
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ones (1, N * M);
reshape(v, [N, M]);

2> hmax_iterations = 1000; % Set a maximum number of iterations

for i=1:2"(N*M) -1

k = find(v, 1);
v(l:k) =1 - v(1:k);
A = reshape(v, [N, MI);

AL, :);
AC2, :);

ml

=]
N
]

B = [qkll; qk21; qxl; qkl12; qk22;qx2; Al;

if and(qk11(M - 1) == 0 , qk21(M - 1) == 0 , gx1(M - 1) == 0 ,
qk12(M) == 0 , qk22(M) == 0 , gqx2(M) == 0 , any(ml) , any(m2))
if and(or(mi(M - 1) "= 0 , m2(M - 1) "= 0) , or(mi(M) ~“= 0 ,
m2(M) “= 0))
if and(rank ([B; al; a2]) == rank([B; al; a2; el]) , rank
([B; al; a2]) == rank([B; al; a2; e2]) , rank([B; al; a2]) ==
rank ([B; al; a2; e3])) %non-degenerate
notcl = and(rank([ml; m2; qk21]) == rank([ml; m2;

qk21; qk11]) , rank([ml; m2; qki11])
) g

rank ([m1; m2; qki1l; qk21]1)

notc2 = (rank([ml; m2; qki11l; qk21])
qk21; qki11; qx11));

notc3 = (rank([ml; m2; gx1; qgkl1l; qk21]) == rank([ml
; m2; qgx1; qk11l; qk21; all));

= rank([ml; m2;

notc21 = and(rank([ml; m2; qk21; qkll; qgxl; al; qk22
1) == rank([ml; m2; qk21; qkll; qxl; al; qk22; qkl12]) , rank([ml;
m2; qk21; qki1l; qx1; al; qk12]) == rank([ml; m2; qk21; qkll; qgxl
; al; qk12; qk221));

notc22 = (rank([ml; m2; qkll; qk21; qxl; al; qkl2;
qk22]) == rank([ml; m2; qkll; qk21; gxl; al; qk12; qk22; qgqx21));

notc23 = (rank([ml; m2; qkll; qk21; qgxl; al; qkl12;
qk22; qx2]) == rank([ml; m2; qkll; qk21; qgxl; al; qk12; qk22; qgx2
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; a2]));

notdl = and(rank([ml; m2; qk22]) == rank([ml; m2;
qk22; qk12]) , rank([ml; m2; qk12]) == rank([ml; m2; qkl12; qk22])
VE

notd2 = rank([ml; m2; qkl12; gqk22]) == rank([ml; m2;
qk22; qk12; gx21);

notd3 = rank([ml; m2; qgqx2; qkl12; qk22]) == rank([ml;

m2; qx2; qk12; qk22; a2]);

notd21 = and(rank([ml; m2; qk22; qkl2; qgx2; a2; qk21
1) == rank([ml; m2; qk22; qkl12; qgx2; a2; qk21; qk11]) , rank([mi;
m2; qk22; qk12; qx2; a2; qkl11]) == rank([ml; m2; qk22; qkl2; qgx2
; a2; qk11l; qk211));

notd22 = (rank([ml; m2; qk22; qkl12; qx2; a2; qkli;

qk21]) == rank([ml; m2; qk22; qkl12; qgx2; a2; qkll; qk21; qgx1]1));

notd23 = (rank([ml; m2; qk22; qkl12; qx2; a2; qkli;
gk21; qx1]) == rank([ml; m2; qk22; qkl2; qgx2; a2; qkll; qk21; gxl
; alld));

P1 = or(and(motcl , notc2) , and(motcl , notc3) ,
and (notc2 , notc3));

P2 and (notc22 , notc23);

P3 = or(and(notc21 , notc22) , and(notc21 , notc23)
, and(notc22 , notc23));

P4 = or(and(notdl , notd2) , and(mnotdl , notd3) ,
and (notd2 , notd3));

P5 = and(notc22 , notd23);

P6 = or(and(notd21 , notd22) , and(notd21 , notd23)
, and (notd22 , notd23));

if and(or(P1 , P2) , P3 , or(P4 , P5) , P6 )J no
collision structure

A
count = count + 1;
fprintf (file, ’\nA%i= \n’, count);
fprintf (file, ’%4i %i %i %i %i\n’, A’);

endif

endif
endif

endif



70 end

71

72 fclose(file);
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