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ABSTRACT

Despite the booming market of the Internet of Things (IoT), the weak security pro-

tection of IoT devices makes anomaly detection in IoT systems extremely challenging.

This dissertation tackles three critical problems in the anomaly detection of IoT: i)

fast update of deep learning-based detection models, ii) the non-independent and

identically distributed (non-IID) problem in federated learning (FL) based anomaly

detection, and iii) root cause analysis of anomalies.

First, to update deep learning-based detection models in IoT anomaly detection

systems, we propose a new machine unlearning method called ViFLa, which groups

training data based on estimated unlearning probability and treats each group as

a virtual client in the federated learning framework. Since the virtual clients are

physically in the same machine, ViFLa only leverages the concept of data/local model

isolation in federated learning without incurring any network communication. To

tackle the non-IID problem caused by the data grouping strategy, ViFLa designs

an enhanced class distribution weighted sum (ECDWS) aggregation method based

on Kullback–Leibler divergence and attention mechanism. It also introduces a new

state transition ring mechanism into the statistical query (SQ) learning framework

to update the local model of each virtual client quickly. Using real-world IoT traffic

data, we showcase the benefit of ViFLa regarding its efficiency and completeness for

model updates in the context of IoT traffic anomaly detection.

Second, we develop a new anomaly detection approach, called ClusterFLADS,

which depends on clustered federated learning to address the issue of non-IID data

amongst different clients in traditional federated detection systems. ClusterFLADS

takes advantage of the false predictions of inappropriate global models, together with

knowledge of temperature scaling and catastrophic forgetting, to reveal distributional

similarities between the training data of different clusters and the test data. To

improve the clustering speed, we introduce an efficient feature extraction scheme by

exploiting the difference in the role each layer of a neural network plays in the learning

process. We evaluate the performance of ClusterFLADS using real-world IoT trace

data in various scenarios. The results show that ClusterFLADS can cluster clients

accurately and efficiently, with a 100% true positive rate and no false positives over

various data distributions.

Third, to cope with the diverse anomaly scenarios that may be encountered by

FL-based IoT anomaly detection systems, we design Score-VAE, a new framework to
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identify the root causes of anomalies based on variational autoencoder (VAE) network.

Score-VAE can work with existing IoT anomaly detection systems built over the FL

framework. To achieve lifelong learning, Score-VAE builds a separate global model

for each abnormal scenario, so the intervention of new scenarios will not render the

existing system unusable. To obtain better generalization and collaboration capacities

required by the IoT systems, Score-VAE adopts a privacy-preserve training scheme

and a Hamming tests scheme. To further improve model performance, Score-VAE

employs a VAE network with dynamic loss, which exploits knowledge of multi-task

learning, stopping gradients and distributions. Evaluation results with real-world

IoT trace data collected from different scenarios demonstrate that Score-VAE can

accurately discover the root causes of alarms triggered by the IoT anomaly detection

system.
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Chapter 1

Introduction

1.1 Background: IoT Systems, IoT Security, and

Machine Learning

1.1.1 The Internet of Things System

The Internet of Things (IoT), also named the Web of Things, is an application ex-

tension of the Internet. The concept of IoT was proposed by Kevin Ashton [3] in

1999, who first worked for Procter & Gamble and then worked for the automatic

identification of the Massachusetts Institute of Technology center. In 2004, NetSil-

icon CEO Cornelius “Pete” Peterson considered that the Internet of Things would

be the protagonist of the next era of information technology, far surpassing today’s

networked computers in pervasiveness and importance. Peterson [4, 5] also predicts

that the medical equipment and industrial control fields will be two important stages

of applications of this technology. As shown in Fig. 1.2, from 2021 to 2026, the IoT

market size is expected to increase from $ 300.3 billion to $ 650.6 billion [6].

We can consider IoT [7] as the “virtual social network”, with which users and

various devices communicate with each other through the Internet. If the Internet

has brought an information age to people, the bounds of information interchange have

been significantly widened by IoT, which has also really achieved the intercommu-

nication between people, machines, and things. With such a rich connectivity, the

IoT technology can obviously change how we interact with each other and with the

environments. As shown in Fig. 1.1, IoT technology has been widely used in house-

hold, medical, agricultural, and other fields to make our lives more convenient. For
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example, smart home [8] users can control smart appliances with voice commands; By

utilizing the most cutting-edge IoT technology to facilitate communication between

doctors, medical equipment, and patients, remote consultation [9] can expand medical

services to rural areas and ease the pressure of medical demands and resource short-

ages; IoT sensors can collect environmental information, such as water pollution, in

real-time to minimize potential risks; Smart factory [10] can realize intelligent scenar-

ios, such as production safety monitoring and predictive maintenance, by integrating

mechanical equipment, computer networks, and artificial intelligence (AI).

INTERNET
OF THINGS

IoT ENABLED
FACTORIES

IoT SMART
TRANSPORTATION 

IoT ENABLED
MOBILE DEVICES

IoT SMART
AGRCULTURE

IoT SMART MEDICAL

IoT SMART
HOME

EDGE IoT DEVICES

Figure 1.1: The Internet of Things (IoT) can be used in many industries, considerably
improving our quality of life.

With the help of sensing devices like laser scanners, radio frequency identification

(RFID) [11], the global positioning system (GPS), and infrared sensors, the IoT

system interconnects physical objects to the Internet for intelligent monitoring and

control. Conceptually, the IoT technology can be divided into three layers [12, 13]

from bottom to top: perception layer, network layer, and application layer. As the

bottom layer, the perception layer uses devices such as sensors to gather data from

the environment. The data from the perception layer is packaged and transmitted

to the network layer, which is the middle layer. The application layer, which is the

top layer of the IoT system, realizes the control, management, and decision-making
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of the real physical world by analyzing the data of the perception layer. A detailed

explanation of the functionality of the different layers is described below.

• The perception layer, also referred to as the physical layer, employs sensors to

detect and gather meaningful data from the surroundings.

• The network layer, sometimes referred to as the transport layer, serves as a

bridge between the application layer and the perception layer. The network

layer communicates the data obtained from the perception layer using wired or

wireless communication. The routing layer and the encapsulation layer are the

two sub-layers of the network layer. The encapsulation layer shapes the packets,

while the routing layer transfers them from source to destination. Note that in

the IoT domain, the meaning of network layer is broader than the traditional

Internet network layer protocol stack.

• The top layer of the IoT system is called the application layer. By calculating

and processing the information gathered by the perception layer, the application

layer realizes the management, control, and decision-making of the physical

environment.

As shown in Fig. 1.3, IoT devices are physical objects equipped with sensors,

microprocessors, and IoT software. Via an Internet connection, they are controlled by

end users and can communicate with other devices. Compared to traditional Internet

applications, IoT applications have the following special features: First, IoT devices

are generally small and serve a special purpose. In most applications, users can obtain

real-time information via IoT devices. Second, combined with AI [14] technology,

IoT devices usually have a certain level of intelligence such as voice recognition and

adaptive control. Third, most IoT devices are cheap and thus can be deployed on a

large scale. These special features make IoT applications more and more popular in

different domains. As shown in Fig. 1.2, it is predicted that there will be 30.9 billion

IoT devices deployed in 2025 [15,16], making them an essential part of our daily life.
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2021

USD 300.3 Billion

USD 650.6 Billion

2026

(a) Global Internet of Things (IoT) Market.

IoT
TextIoT

non-IoT

Active connections in billions

(b) Estimated global connections (billions) of IoT and
non-IoT active devices between 2010 and 2025.

Figure 1.2: The share of the IoT market and the quantity of installed IoT devices.
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SmartThings

Objects Sensors embeded in
or on the objects IoT software Smart objects

Figure 1.3: IoT devices are physical objects equipped with sensors, microprocessors,
and IoT software.

1.1.2 Security of IoT Systems

IoT systems pose both opportunities and challenges. On the one hand, IoT systems

have evolved into a fundamental supporting technology in traditional and emerging in-

dustries, ranging from smarthome, autonomous vehicles, to metaverse. On the other

hand, IoT systems have caused serious concerns in security and privacy breaches.

Compared to traditional computers, IoT devices are smaller and constrained in com-

puting/storage resources, making them vulnerable to attacks [17]. To make things

worse, many IoT manufacturers quickly launched a large number of new IoT products

to occupy the market without carefully considering security, and most users take the

security of IoT devices for granted and do not take serious countermeasures against

malicious attacks. The consequences of ignoring IoT security has been reportedly

disastrous.

Main Threats

By far, the three security threats [18] that are very common in IoT systems are

botnets [19], data breaches [20], and shadow IoT [21]. We briefly introduce each

threat below.

• Botnets. IoT systems are frequently threatened by Distributed Denial of Ser-

vice (DDoS) botnet assaults [22]. IoT devices have become the perfect targets

for botnets due to their rapid development and rapid popularisation. As shown

in Fig. 1.4, IoT devices, such as smart cameras, fire alarms, and door locks, can
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Infected IoT Devices

Target

CnC
server

Command and
Control

Attacker

Scan

Vulnerable
device

DDos attack 

Internet

Figure 1.4: Mirai botnet.

be easily compromised due to their weak security design and limited built-in

security. What’s more serious is the cascading effect: attacking and compro-

mising other IoT devices become much easier with the help of compromised IoT

devices.

• Data breaches. When an IoT device is compromised, attackers can gain access

to the devise’s data to steal sensitive information. Therefore, attacks on IoT

devices can lead to serious data breaches, particularly when the IoT devices are

tightly linked to people’s daily lives. For instance, if a smartwatch is compro-

mised, the owner’s daily routine and health data may be immediately visible to

the attacker.

• Shadow IoT. Shadow IoT devices refer to those that are connected to an orga-

nization’s network without being authorized. Shadow IoT devices are common

because it is not easy for the administrators of the organization to control the

safety of all devices connected to the network if the number of devices become
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huge. Even if the users of these shadow devices are not malicious, these devices

may cause a huge damage if they are compromised and become bots.

Noteworthy Security Incidents

In addition to the threats previously mentioned, IoT systems also suffer from many

other threats. These threats can cause serious consequences, constituting a severe test

for IoT systems’ healthy and rapid development. Below, we list several noteworthy

security incidents in recent years, spanning from 2013 to 2017.

• In 2013, the first botnet in IoT systems was found [23]. The botnet consists

of many IoT devices such as smart TVs, baby monitors, and home appliances.

In fact, malware such as Crash Override, VPN Filter, and Triton had already

been used routinely at that time to compromise IoT systems.

• In 2015, researchers [24] hacked a Jeep remotely and performed a series of

operations, such as changing the radio channel, turning on the wipers, and

turning on the air conditioner. They claim they can do even more dangerous

maneuvers, such as disabling the brakes, causing the engine to stall, slow down,

or shut down entirely.

• In 2016, the largest IoT botnet incident [25] was reported. The Mirai mal-

ware [25, 26] attacked the website of European data center provider OVH and

compromised hundreds of thousands of IoT devices to create a botnet. IoT

devices like routers and IP cameras are the most common equipment that are

infected. The botnet took down many Internet services, such as Krebs on Se-

curity, DYN, and OVH.

• In 2017, two Black Hat security researchers, Billy Rios and Jonathan Butts,

demonstrated that they could remotely shut off a heart pacemaker, which would

endanger a patient’s life [27].

• In 2019, hackers gained control of a couple’s smart home devices to carry out

a series of disturbing actions [28, 29]. They communicated with the couple

through the kitchen camera, turned on music, and made the indoor temperature

a scorching 90 degrees Fahrenheit.



8

• In 2021, Verkada, a security services company located in Silicon Valley, suffered

a significant data breach [30]. Hackers compromised numerous security cameras

under its management to gain unauthorized access to the company’s databases.

• In 2022, a Mirai variant called V3G4 was found [31] to utilize 13 vulnerabilities

to spread itself among IoT devices.

Countermeasures

As the IoT industry continues to evolve, the threats now known may be just the tip

of the iceberg. There may be many unknown risks threatening the IoT industry’s

security. Therefore, the IoT system’s security protection has received the most in-

vestment and attention in the IoT industry, covering the IoT hardware, IoT software,

and IoT services. In response to the current IoT security threats, researchers have

proposed many countermeasures. The most commonly-used ones are user authen-

tication, network segmentation, and IoT intrusion detection. The user’s identity is

verified by using advanced authentication techniques like multifactor authentication

(MFA). Network segmentation improves the security of IoT systems by dividing the

network into smaller segments. Intrusion detection detects attacks by analyzing data

streams.

• User authentication [32]. One safeguard of IoT security is the authentication

of users. Authentication methods include password verification, biometrics,

and more advanced multi-factor authentication (MFA). User authentication has

become the first line of defense to hence the security of IoT devices.

• Network segmentation [33]. Network segmentation refers to dividing the net-

work into smaller network segments to improve the IoT system’s security. Fre-

quently, users can access only a small portion of the network. Network segmen-

tation not only prevents unauthorized devices from connecting to the network

but also prevents infected devices from further infecting other devices. This IoT

security technology is often applied to enterprise-level systems.

• IoT instruction detection [34]. An intrusion detection system based on machine

learning is currently the most prevalent strategy. Using machine learning mod-

els, we can analyze the benign and malicious data streams collected from the

IoT network platform. When the system detects abnormal behavior, it issues
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an alarm to the network administrator in time. The solutions to IoT intrusion

detection generally fall into two categories [34]. The first one is signature-based

instruction detection [35]. The underlying assumption is that a particular at-

tack usually has some recognizable patterns (e.g., the attack data packet has

a specific byte length or intrusion sequence), which can be used to build the

signature of the attack. Clearly, intrusion detection in this category is hard to

defend against unknown attacks. The other category is anomaly-based intru-

sion detection [1], which detects outliers that deviate from the majority of data

points or events that do not match defined normal behaviors. The training set

for such solutions may contain both normal and abnormal data or only normal

data. The former uses a combination of labeled “normal” and “abnormal” data

to learn a classifier but has significant limitations due to the imbalance between

normal and abnormal categories. The latter is based on the underlying assump-

tion that an IoT device is not a general-purpose computer and it has regular

and relatively stable traffic patterns in its normal operation. An IoT device

is considered anomalous when its behavior deviates from the normal behavior

learned by the model. Benefit from this, solutions in this category can detect

unknown attacks.

While the above three approaches are critical for IoT security, we only focus

on IoT intrusion detection in this dissertation, largely because recent advancement

in machine learning creates unprecedented opportunities to empower IoT intrusion

detection techniques, in particular, anomaly-based intrusion detection.

1.1.3 Machine Learning Techniques

Machine learning, a branch of artificial intelligence, primarily creates models for pre-

diction or decision-making by learning from training data. A good machine learning

model depends on high-quality massive data and can solve many problems that tra-

ditional algorithms are incapable to solve. For example, computer vision techniques

can automatically interpret Computed Tomography (CT) to reduce the workload of

doctors and the rate of misdiagnosis; The recommendation algorithm can predict the

items that the user is most likely to select in the future based on the user’s past behav-

ior. Machine learning technology also finds new applications in autonomous driving,

such as classifying driving style, recognizing obstacles and targets, and trajectory

planning.
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Figure 1.5: Machine learning is a sub-field of artificial intelligence and can be divided
into four categories.

As shown in Fig. 1.5, depending on the type of data and task, machine learning

algorithms can be categorized into four categories [36]: supervised learning, unsu-

pervised learning, semi-supervised learning, and reinforcement learning. Supervised

learning [37] uses labeled data samples to train a classification and regression model.

Unsupervised learning approaches [38] train the model using unlabeled data’s similari-

ties and differences. Semi-Supervised learning [39] takes advantage of both supervised

and unsupervised learning. Reinforcement learning [18] learns from the experience

by rewarding desired behaviors and punishing undesired behaviors.

• Supervised learning. A model is trained by supervised learning using samples

of labeled data. It is further divided into two subcategories: regression and

classification. A binary or categorical response is the result of the classification

model. The classification algorithm is mainly applied for the recognition of

speech, detection of spam, identification of diseases and medical diagnosis, and

segmenting and classifying images. A regression algorithm’s prediction is based

on the correlation between the input and output variables, and the output is a

continuous value. Typical applications of regression algorithms include house

price and stock price forecasting.
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• Unsupervised learning. Unsupervised learning identifies categories based on

similarities and differences in data. In this category, training samples are un-

labelled. Unsupervised learning is highly suited for clustering techniques like

k-means [40,41]. The data points are grouped into several clusters according to

how similar and distinct their properties are, and the meaning concealed in each

cluster is then determined. Unsupervised learning has many successful uses. For

instance, the recommendation system divides users into different clusters ac-

cording to their historical purchase behavior, so as to recommend suitable items

to them; Banks use unsupervised learning to identify illegal money laundering

in transactions. Although we cannot know in advance whether a customer is

normal or illegal, we can classify users by their features. Based on the assump-

tion that the behavioral characteristics of normal and illegal customers are very

different and the number of illegitimate customers is substantially lower than

the number of regular clients, we may easily identify illegal customer groups.

• Semi-supervised Learning. The benefits of supervised and unsupervised ma-

chine learning are combined in semi-supervised learning. This category’s model

is trained using a mixed dataset of labeled and unlabeled data. This category

is more suitable for situations where obtaining labeled data is very difficult and

expensive. Labeled and unlabeled training data losses are combined to form the

loss function for semi-supervised learning. This type of approach is common in

image recognition.

• Reinforcement learning. In this category, machine learning models learn from

experience rather than from labeled data. The learning agent and the environ-

ment are the two components in the framework of reinforcement learning. The

agent learns from the experience when it communicates with the environment

(rewarding desired behaviors and punishing undesired behaviors). Reinforce-

ment learning does not learn from human-labeled data but learns and explores

the environment by itself. Therefore, it has the opportunity to achieve better

performance than human ability. A very famous example is AlphaGo, which

beat the world champion in the board game Go.
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1.2 Motivation of Dissertation Research

As mentioned above, IoT intrusion detection is either anomaly-based or signature-

based. The underlying assumption of signature-based intrusion detection is that

a particular attack usually has recognizable patterns (e.g., the attack data packet

has a specific byte length or intrusion sequence), which can be utilized to build the

attack’s signature. The main drawback of signature-based methods is that they can-

not detect unknown attacks. The anomaly-based solutions detect outliers using the

model trained on defined normal behaviors of IoT devices. Building “signatures” for

attacks or IoT devices essentially belongs to the pattern recognition problems, for

which machine learning methods have been particularly powerful [42]. Due to the

above reasons, this dissertation focuses on IoT anomaly detection based on machine

learning.

1.2.1 Benefits of Using Machine Learning for IoT Anomaly

Detection

The combination of IoT and AI technologies has already attracted widespread atten-

tion, called AIoT [43–45]. Machine learning (ML), as a subfield of AI, enables us to

effectively analyze and make decisions on the vast amounts of data gathered from IoT

devices. While the benefits of applying ML in IoT are many, we only summarize the

following two that explain why ML techniques are frequently utilized in IoT anomaly

detection systems.

First, ML can learn complex patterns hidden in the data. As introduced above,

the booming IoT market has brought us massive amounts of data, whose value can

be realized only if we can find the hidden rules and patterns in data. Learning

these patterns manually is very expensive and difficult. Compared with expensive

and limited manual analysis, ML can process massive data and learn richer hidden

patterns and knowledge in a short period of time. ML can thus make more effective

predictions and decisions about future events.

Second, ML methods can help preserve data privacy. Despite the fact that a lot

of IoT devices produce enormous volumes of data, the owners of these devices may

not be reluctant to share data for privacy concerns. In fact, in the absence of privacy

protection measures, shared data may be misused and cause irreparable consequences.

Federated learning (FL) [46] can effectively solve this problem. In a nutshell, FL
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iterates the following steps until convergence: the initial global detection model is

downloaded by every client. After that, each client updates the global model with

its private data and uploads the updated model to the server. The server aggregates

the local models from the clients. The privacy of local users is protected since only

model parameter updates are provided during each communication round.

One of the typical works of federated learning-based IoT anomaly detection is

introduced by [1]. It designs an efficient IoT anomaly detection system by taking

advantage of some special features of IoT applications. For instance, traffic from the

same type of IoT devices usually has similar traffic patterns, traffic amount is usually

not high for a single IoT device, and so on. They identify the type of IoT devices

based on their special traffic patterns and train a three-layer Gated Recurrent Units

(GRU) [47–49] network as the anomaly detection model for the same type of IoT

devices via the architecture of federated learning. Gated Recurrent Units (GRU),

like Long Short Term Memory [50] (LSTM), is a type of recurrent neural network

(RNN) [51,52]. It uses the concept of memory gates to mine time series information

and semantic information in data. GRU is suitable for processing sequence data

and is mainly used for tasks such as natural language processing. The FL-based

approach to anomaly detection [1] laid the foundation for our follow-up research in

this dissertation.

1.2.2 Open Challenges

Although machine learning techniques have demonstrated their potential to enhance

IoT anomaly detection performance, many problems remain unanswered to address

the special requirements in IoT anomaly detection. To be specific, a good IoT anomaly

detection system needs to meet the following requirements.

First, the detection model should have a strong ability to update itself when en-

countering unexpected situations, e.g., training data was previously labeled as normal

but identified as abnormal at a later time; an IoT device may update its firmware and

cause traffic pattern changes. The problem of incrementally updating the detection

model by forgetting the impact of some training data and integrating the impact of

newly labeled data is referred to as machine unlearning. A näıve method is to retrain

the model from scratch with the current training data. Nevertheless, this method

is very time-consuming. Cao and Yang [53] trained a näıve Bayes malware detec-

tor using 142, 350 malware samples and found that it takes nearly a day to delete a
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sample and re-train the model from scratch [53]. Taking hours, let alone a day, to

update an anomaly detection model in the production environment is not acceptable.

This inefficiency is even more prohibitive for time-sensitive applications such as IoT

intrusion detection systems. The IoT system is integral to people’s daily lives, so it

will be extremely inconvenient if it is temporarily unavailable due to model upgrades.

Therefore, it’s necessary to find a new machine unlearning strategy that can update

the model quickly.

Second, the data from different clients (e.g., IoT devices) may not be independent

and identically distributed (i.e., non-IID1). As introduced above, federated learning

is an effective way for using a variety of IoT users’ data to train a global anomaly

detection model without worrying about privacy issues. Following the experimen-

tal setting and the FL-based solution provided in DÏoT [1], we were able to achieve

comparable performance. Nevertheless, good performance is obtained based on the

assumption that the data from different clients (e.g., IoT devices) are independent

and identically distributed (i.e., IID). Unfortunately, we found this assumption may

not hold in reality due to the unstable network environment of the FL architecture,

e.g., duplicate TCP packets triggered by TCP retransmissions due to link failures or

network congestion. Actually, we have observed quite different traffic patterns when

the same smart camera with the exactly same configuration is used in a home and

in a university lab. The global model’s performance will suffer a considerable decline

when the data from different clients (e.g., IoT devices) are non-IID. Although many

improvements have been introduced [54–57], most of them still aim at building one

global model for all clients. These solutions can only improve the effect of aggrega-

tion to a certain extent, and cannot fundamentally solve the problem. In other words,

aggregating the models trained on non-IID clients may not achieve the same perfor-

mance as IID clients. The reason is that local models trained on non-IID data may

negatively affect each other when we aggregate them [54,58,59] using the aggregation

algorithms in conventional federated learning (such as FedAvg). Thus, a single global

model cannot satisfy the needs of all clients in the case of non-IID data.

Third, in practice the anomaly alarms could go off for a number of different

reasons, not all of which are malicious attacks. For example, the unstable IoT network

environment may trigger a false alarm. A normal behavior that has been seen in

1The term “IID” is an abbreviation that expands to “Independent and Identically Distributed”.
The concept of independence and identical distribution assumes that the samples are independent
of each other and identically distributed. Non-IID refers to any settings beyond IIDnesses.
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one environment (e.g., a smart home) may be reported as an anomaly in another

environment (e.g., an office). Even under the same environment, the performance of

the local/global models may vary significantly over time. If the alarm’s underlying

reason remains unclear, the operator must immediately rush to deal with each alarm,

which will greatly increase the workload of the operator. By identifying the false

alarms caused by benign network environment changes from real malicious attacks,

operators can focus on alarms that are real threats that need to be dealt with urgently.

Therefore, it is critical to identify the underlying cause that triggers the alarms.

1.3 Research Objectives and Contributions

The purpose of this dissertation is to tackle the aforementioned challenges in IoT

anomaly detection: i) fast model update, ii) non-iid problem during model aggre-

gation, and iii) root cause analysis of anomalies. To address the first problem, we

propose a machine learning approach called ViFLa to update ML-based detection

models in IoT systems, which can ensure both efficiency and completeness. To ad-

dress the second problem, we design a clustered federated learning approach for IoT

anomaly detection. To address the third issue, we introduce a brand-new system for

root cause analysis, called Score-VAE. Score-VAE can work together with existing

IoT anomaly detection systems built over the FL framework. The background knowl-

edge, motivations, challenges, contributions, and evaluation results of each research

question are succinctly described below.

1.3.1 Fast Model Update for IoT Traffic Anomaly Detection

with Machine Unlearning

Background Knowledge

It is often needed to update machine learning-based models in traffic anomaly detec-

tion systems for the Internet of Things (IoT) when device firmware upgrades cause

small traffic changes or when some training data that were previously labeled as nor-

mal but identified as abnormal at a later time [60]. The task of updating an existing

ML model to remove the impact of certain training data on the model is termed as

machine unlearning. Clearly, a näıve method for machine unlearning is to re-train

the ML model from scratch using the complete set of updated training data. This
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method is also called näıve unlearning.

Research Motivation

Unfortunately, näıve unlearning is very time-consuming, which is ineffective for time-

sensitive applications such as an intrusion detection system. As such, we focus on

machine unlearning methods that quickly update the anomaly detection model with-

out re-training the model from scratch. The criteria to evaluate a machine unlearning

approach should consider both efficiency and completeness. Here, efficiency refers to

how fast the approach can update the model, and completeness refers to how close

the performance of the updated model is to that of näıve unlearning. There is a

clear trade-off between efficiency and completeness: näıve unlearning achieves the

best completeness but the worst efficiency. A natural question is: could we achieve

efficiency and completeness at the same time?

Challenges and Main Contributions

We propose a novel machine unlearning method called ViFLa to update deep learning-

based detection models in IoT anomaly detection systems, either because of misla-

belled samples or due to device firmware upgrades. The time for updating the model

depends on the amount of data to be unlearned and the complexity of the learning

algorithm. This type of solution mainly includes two approaches. One is to reduce

the amount of data affected by the unlearning process. The other is to reduce the

time complexity of the unlearning algorithm. ViFLa belongs to the second category.

It groups training data based on their estimated unlearning probability and treats

each group as a virtual client in the federated learning framework. By doing this,

when an unlearning request arrives, the samples included in the unlearning request

may be relevant to only one or very few local models. The majority of local models

do not need to be re-trained. We, however, need to address two technical challenges

in machine unlearning with ViFLa.

• First, intentionally partitioning data with high unlearning beliefs into a small

number of clients will cause data from different virtual clients to become non-

independently and identically distributed (non-IID). Handling non-IID data in

federated learning is a challenging task [54].
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• Second, each virtual client needs to quickly update its local model without

re-training from scratch.

To address the first question, ViFLa adopts an attention-based aggregation method

called enhanced class distribution weighted sum (ECDWS) to tackle the non-IID data

problem caused by the data grouping strategy. It aggregates the outputs of local mod-

els to obtain the final prediction result based on the concepts of KL-divergence [61]

and self-attention [62, 63]. For the second question, ViFLa introduces a new state

transition ring mechanism into the statistical query (SQ) learning framework to up-

date the local model of each virtual client quickly.

Evaluation Results

Using real-world trace data, we thoroughly evaluate the performance of ViFLa, cover-

ing not only the effectiveness of its individual components but also its benefit in differ-

ent application scenarios. Overall, ViFLa can achieve similar accuracy of re-training

from scratch with significant speedup. We also performed a theoretical analysis of

the efficiency of ViFLa using SISA [64] as a baseline. Compared to the baseline,

ViFLa can reduce the computational complexity and the amount of data affected by

unlearned samples. This work has been published in [65].

1.3.2 Taking Advantage of Mistakes: Rethinking Clustered

Federated Learning for IoT Anomaly Detection

Background Knowledge

In an FL-based anomaly detection system, non-IID data among various clients might

result in poor performance of the trained global model, because local models can

adversely affect each other when they are aggregated [54, 58, 59]. In this situation, a

single global model is not sufficient to serve the demands of every client. The non-IID

problem in the spatial domain (i.e., non-IID data among different clients) for FL can

be addressed by Clustered federated learning (CFL) [59, 66–69]. Instead of building

one global model [54–57], CFL aggregates clients with similar data distributions into

the same cluster and trains multiple global models that adapt to different clusters.
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Research Motivation

Existing clustered federated learning (CFL) solutions can be generally classified into

two categories according to whether there is knowledge (e.g., model parameters) shar-

ing between clusters. Nevertheless, we encountered several problems when we try to

apply these solutions to the IoT anomaly detection system.

• First, the non-IID problem in the IoT network affects both the spatial domain

(i.e., data from different clients are non-IID) and temporal domain (i.e, the

training and test data collected in sequence from the same environment can

also be non-IID). The spatial domain non-IID problem has been well under-

stood and studied, but very few research has touched the temporal domain

non-IID problem. The temporal domain non-IID problem is mostly caused by

two factors: i) the variation of network configuration and condition, and ii)

duplicate TCP packet transmissions caused by link failure and/or network con-

gestion. The non-IID problem of IoT systems in the temporal domain could

degrade the accuracy of CFL, since the test data (of each cluster) may differ

significantly from the training data used to create the global model (in that

cluster). Thus, the first question we need to answer is: how can we increase the

precision of IoT anomaly detection by addressing the spatial-temporal non-IID

issue under the existing CFL scheme?

• Second, the requirements for the time delay are typically strict for IoT anomaly

detection systems. A long time delay in model updates may lead to the tem-

porary unavailability of services, which can cause severe impacts on clients.

Nevertheless, the current clustering procedure in existing CFL solutions re-

quires multiple iterations [59, 67, 70], which is time-consuming and may cause

an unacceptable time delay in IoT anomaly detection. Thus, we also need to

answer: how can we re-design the clustering procedure in the current CFL to

improve its time efficiency while ensuring the clustering performance?

Challenges and Main Contributions

To answer the above two questions for more accurate and efficient anomaly detection

in IoT systems/applications, we are faced with two major challenges.

• First, with newly-collected test data from an IoT system, the distributional dif-

ference between the test data and the training data cannot be easily measured.
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This difference may change over time in IoT systems: for one period, it’s possi-

ble that the training data and the test data are quite similar, while for another

period, they may differ signficantly due to network congestion or configuration

changes.

• Second, model filtering (i.e., weeding out useless noisy parameters) can be used

to slim down the cluster models and speed up the clustering process. How to

discard noisy parameters and leave useful ones is non-trivial since most model

parameters from neural networks may not directly correspond to a practical

meaning in the real-world.

In this dissertation, we provide a new cluster federated learning method called

ClusterFLADS for IoT anomaly detection. In order to solve the non-IID problem

in the temporal domain, ClusterFLADS uses knowledge of temperature scaling [71,

72], and catastrophic forgetting [73, 74], and takes advantage of the false predictions

from inappropriate global models to reveal distributional similarities between the

training data of different clusters and the test data. We also design an efficient feature

extraction scheme by exploiting the difference in the role each layer of a neural network

plays in the learning process. By strategically selecting model parameters and using

the PCA method for dimensionality reduction, ClusterFLADS can effectively improve

clustering speed.

Evaluation Results

To evaluate the performance of ClusterFLADS, we use real-world IoT trace data from

diverse scenarios. For comparison, we introduce two baselines, which i) adopt tradi-

tional federated learning, and 2) adopt the key algorithm of the clustered federated

learning framework called IFCA [59], respectively. Evaluation results demonstrate

that our technique significantly outperforms the baselines, and can cluster clients ac-

curately and efficiently, with a 100% true positive rate and no false positives over

various data distributions.



20

1.3.3 Score-VAE : Root Cause Analysis for Federated Learning-

based IoT Anomaly Detection

Background Knowledge

FL-based IoT anomaly detection systems may trigger alarms for various reasons,

not all of which are malicious attacks. This is because the traffic patterns in the

network environment vary over time and over different locations (we call these spatial-

temporal dynamics in network environments), e.g., duplicate TCP packets triggered

by TCP retransmissions due to link failures or network congestion. If the problem

is not handled well, a large number of false alarms could overwhelm the network

administrator. Hence, it becomes critical to tell apart the root causes for the raised

alarms. Existing root cause analysis methods mainly rely on expert knowledge or

machine learning models to infer the root cause of anomalies. In the former, expert

knowledge is used to formulate specific rules [75–77] for determining the root cause of

alarms. The the latter, machine learning methods such as Bayesian networks, decision

trees, and neural networks, are used to train root cause classifiers.

Research Motivation

In our context, expert knowledge-based solutions may not work well since we usually

do not have enough expertise to establish effective rules for IoT systems. Different

from traditional Internet applications, IoT is an expanding sector that has grown

quickly in recent years. Short development history, rapid replacement, and uneven

products make it particularly difficult to acquire the expertise to identify different

IoT anomaly scenarios. Due to this reason, we mainly focus on ML-based root cause

analysis.

Challenges and Main Contributions

In this research, we need to address the following problems.

• First, existing solutions lack the generalization ability required by IoT systems.

Due to environmental factors such as network congestion, abnormal data with

the same root cause will also exhibit large fluctuations. Additionally, cunning

attacks may take new forms. Hence, we hope that the system can correctly

find the most-likely cause of the abnormality, instead of being confused by the

fluctuation from the same cause.
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• Second, existing solutions are mainly trained and applied locally, ignoring the

collaboration capabilities in the IoT system. The variety and complexity of IoT

anomaly scenarios make it challenging for local users to train a powerful root

cause analysis model alone. Hence, we need to design a root cause analysis

system that fits well with the FL-based anomaly detection system.

• Third, IoT root cause analysis systems should have the capability of lifelong

learning to adapt to new anomaly scenarios. IoT technology is changing rapidly,

and the known anomaly scenarios may only be the tip of the iceberg. It is

challenging to train a root cause analysis model that can account for all possible

anomalous circumstances. Therefore, the system should have the ability to

continuously learn new knowledge and self-renew.

To address the above problems, we propose Score-VAE, a novel root cause analysis

system that can collaborate with existing IoT anomaly detection systems built on

the FL architecture. Score-VAE fully leverages the generation and reconstruction

power of the variational autoencoder (VAE) network. To improve the generalization

capacity, our system trains a separate global model for each anomaly scenario and

relies on the reconstruction effect of the different scenario’s global VAE root cause

analysis models on the test sample to judge its category. Benefiting from this multi-

model framework, we can also build global models for new emerging scenarios without

disturbing existing ones. To jointly train a powerful global model without leaking

privacy and to further improve the generalization capacity, we let the actual input

to the local VAE network only contain the distance relations of the scaled symbols

in the original samples, and use the decoders uploaded by all the local models to

participate in the training of a certain scenario. We then generate new samples to

train the global model for that scenario. Both the local models and the global models

are realized through our dynamic VAE network, where the weights for different losses

change dynamically during training based on the knowledge of stop gradient [78–80]

and multi-task learning [70]. Furthermore, we propose a new test scheme based on

Hamming distance. Benefiting from the dynamic VAE network and the Hamming

test scheme, we can effectively alleviate the negative impact of noises.

Evaluation Results

Evaluation results with real-world IoT trace data collected from different scenarios

demonstrate that Score-VAE can accurately discover the root causes of alarms trig-
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Figure 1.6: The three research problems related to IoT anomaly detection.

gered by the IoT anomaly detection systems and obtain stronger generalization ability

and better performance compared to the baselines.

1.4 Dissertation Outline

Overall, this dissertation solves three research problems related to IoT anomaly de-

tection: fast model updates, clustered FL, and root cause analysis. The remainder of

the dissertation is structured as follows.

Chapter 2 proposes a novel machine unlearning method called ViFLa, which is

deployed at network vantage points, e.g., the gateway in Fig. 1.6. The anomaly

detection model trained over the ViFLa framework can be quickly updated whenever

necessary, e.g., when an IoT device firmware update causes traffic changes.

Chapter 3 proposes a clustered federated learning-based approach to IoT anomaly
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detection called ClusterFLADS. It takes advantage of the inappropriate global mod-

els’ false predictions, along with knowledge of temperature scaling and catastrophic

forgetting, to reveal distributional similarities between the training data (of different

clusters) and the test data.

Chapter 4 develops a framework named Score-VAE for alarms’ root cause anal-

ysis. According to the privacy-preserving training scheme and the Hamming test

scheme, Score-VAE well meets the collaboration, privacy-preserving, generalization,

and lifelong learning capabilities required by the root cause of IoT systems.
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Chapter 2

Fast Model Update for IoT Traffic

Anomaly Detection with Machine

Unlearning

2.1 Introduction

The Internet of Things (IoT) technology has triggered and enriched many intelligent

applications such as smart factories, smart transportation, and smart homes. Unlike

traditional Internet applications, IoT systems have special features, e.g., cheap and

easy to deploy, that make them popular but more vulnerable [1, 81]. Recently, deep

learning-based anomaly detection systems have been developed to safeguard IoT sys-

tems [1]. As an essential requirement, the IoT traffic anomaly detection system needs

to update the underlying machine learning model when people upgrade the firmware

of an IoT device that causes small traffic changes or when some training data that

were previously labelled as normal but identified as abnormal at a later time [60].

The task of updating an existing ML model to remove the impact of certain training

data on the model is termed as machine unlearning.

Clearly, a näıve method for machine unlearning is to re-train the ML model from

scratch using the complete set of updated training data. This method is also called

näıve unlearning. Nevertheless, näıve unlearning is time-consuming and ineffective for

time-sensitive applications such as an intrusion detection system. Cao and Yang [53]

trained a näıve Bayes malware detector using 142, 350 malware samples and found

that it takes nearly a day to delete a sample and re-train the model from scratch [53].
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Taking hours, let alone a day, to update an anomaly detection model in the production

environment is not acceptable. As such, we focus on machine unlearning methods

different from näıve unlearning.

The criteria to evaluate a machine unlearning approach should consider both effi-

ciency and completeness. Here, efficiency refers to how fast the approach can update

the model, and completeness refers to how close the performance of the updated

model is to that of näıve unlearning. There is a clear tradeoff between efficiency

and completeness: näıve unlearning achieves the best completeness but the worst

efficiency. A natural question is: could we achieve efficiency and completeness at the

same time? We offer a positive answer for machine unlearning in IoT traffic anomaly

detection by leveraging the special features related to IoT traffic and the concept of

virtual federated learning.

Several recent research efforts have been devoted to machine unlearning. For

instance, Bourtoule et al. [64] proposed a Sharded, Isolated, Sliced, and Aggregated

(SISA) training framework, which divides large training tasks into small sub-tasks

and only re-trains the shards containing the data points that need to be unlearned.

Cao and Yang [53] used statistical query (SQ) to transform the learning algorithm

into summation form and only updated the summations relevant to the data points

that need to be unlearned. The summation forms of simple algorithms such as näıve

Bayes and k-means are provided in [53]. To speed up machine unlearning, all the

above methods isolate the impact of training data within a small scope. The idea of

data isolation, in principle, is similar to federated learning [46,82,82,83], where each

client trains a local model with local data, and they work together to build a global

model.

We frame the data isolation principle in machine unlearning with a new concept

called virtual federated learning. The main idea of virtual federated learning approach

(ViFLa) for machine unlearning is as follows: We estimate the unlearning belief

values of training samples (unlearning belief refers to the likelihood that a sample

in a particular application context is to be unlearned in the future), and divide the

training samples into different groups based on their unlearning belief values. Each

group is considered as a client in the traditional federated learning, and thus a local

model is trained for each client. The outputs of local models are aggregated (at

a virtual server) using an attention-based aggregation method called enhanced class

distribution weighted sum (ECDWS) to obtain the final prediction result. Intuitively,

if the data points to be unlearned are contained in a small number of clients, we
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can effectively speed up the unlearning process because only the clients affected by

unlearned data points need to re-train their local models. We call this approach

virtual federated learning approach because the clients and server are only conceptual

and have no physical analogues in the real world. Virtual clients are used for

limiting the impact of data in a small scope, and thus do not have any

issue concerning data privacy, network communication, and delay . Note

that ViFLa, SISA [64], and SQ-based unlearning [53] all follow the same principle of

data isolation but have quite different underlying mechanisms for building the final

model, as further illustrated in Section 2.4.5.

Gateway

Anomaly detection model 

trained and updated with ViFLa

Internet

Figure 2.1: ViFLa at the gateway for training and updating anomaly detection model.
The detailed structure of ViFLa is in Fig. 2.3.

We need to tackle two technical challenges in machine unlearning with ViFLa.

First, since we intentionally divide data of high unlearning belief into a small number

of clients, it is likely that the data of different virtual clients are not independent

and identically distributed (non-IID). Handling non-IID data in federated learning is

a challenging task [54]. Second, each client needs to quickly update its local model

without re-training from scratch.

The proposed approach systematically addresses the above challenges and makes

the following contributions:

• We present a novel framework called ViFLa, which is deployed at network van-

tage points (e.g., the gateway as in Fig. 2.1) for IoT traffic anomaly detection.
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The anomaly detection model trained over the ViFLa framework can be quickly

updated whenever needed, e.g., when an IoT device firmware update causes

small traffic changes. Since the virtual clients and the virtual server can be

located in the same physical location (e.g., the gateway), ViFLa does not need

to consider the network communication and delay between the clients and the

server (the disadvantage of traditional federated learning).

• Tackling the first challenge: Different from existing model aggregation meth-

ods in traditional federated learning, ViFLa adjusts the weights for the outputs

of local models using the KL-attention mechanism, which improves the col-

laborative performance of local models by using their predicted vectors. The

KL-attention mechanism is highly linked to data distribution and global intent

and can achieve good performance in the presence of non-IID data.

• Tackling the second challenge: ViFLa includes a fast unlearning method for

local models by introducing a state transition ring into SQ-learning. We for-

mulate a new adaptive SQ-learning definition [84] for the LSTM network. The

state transitions of parameters are represented by the nodes and directed edges

in the ring. Benefiting from the summation [53] form and the state transition

ring, model parameter updates are much faster than näıve unlearning.

• We evaluate the performance of ViFLa on IoT-23 dataset [85] and our own

dataset to demonstrate the advantages of ViFLa. ViFLa can obtain a signifi-

cant speed-up and similar test performance compared to näıve unlearning. A

theoretical analysis shows that compared to SISA [64], ViFLa can reduce the

computational complexity and the amount of data affected by unlearned sam-

ples.

2.2 Related work

Existing machine unlearning solutions can be roughly divided into (1) solutions that

modify model parameters directly without accessing the training data, and (2) solu-

tions that update the model with the training data.
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2.2.1 Modifying Model Parameters Directly without Access-

ing to the Training Set

Solutions in this category modify model parameters without accessing the original

training data during the unlearning process. Golatkar et al. [86] took an information-

theoretical approach and proposed a “scrubbing” method. The objective of unlearning

is translated to calculating optimal noise to destroy information carried in the data

we wish to forget. Actually, the technique used by Golatkar et al. is equivalent to

avoiding forgetting the data that we wish to retain. To be more specific, use the

Fisher Information Matrix (FIM) for the samples we wish to keep, and add optimal

noise to destroy information in the samples we wish to forget, i.e., add noise to

destroy the weights that may have been informative about data to be forgotten but

not data to be retained. Clearly, Fisher Information Matrix (FIM) and its variation

are the key to letting the model remember the information in retained samples after

the “scrubbing” process. The main pitfall of this approach is the high storage and

computation overhead in the operations of FIM.

Loosely, “optimal brain damage” introduced by LeCun et al. [87] falls in this

category. Nevertheless, the main goal is to reduce the complexity of a deep neural

network by removing unimportant weights from a network. The basic idea is to use

the second derivative information to measure the impact of parameters and delete

those parameters that have the least effect on the training error.

2.2.2 Updating the Model Quickly with the Training Set

Solutions [64,88,89] in this category update the model quickly with the help of training

data. The time for updating the model depends on the amount of data to be unlearned

and the complexity of the learning algorithm. This type of solution mainly includes

two approaches. One is to reduce the amount of data affected by the unlearning

process. The other is to reduce the time complexity of the unlearning algorithm.

Regarding the first approach, Ginart et al. [88] proposed a divide-and-conquer

k-means algorithm to divide the data into leaves and merge the results into parent

nodes. Bourtoule et al. [64] proposed a SISA framework to reduce the amount of data

that needs to be unlearned. The main idea is to divide large training tasks into small

sub-tasks. To remove the impact of a data point from the model, this method only

needs to retrain the shard containing this data point. However, the storage overhead

of the slicing process in this method may be high. Aldaghri et al. [90] encoded the
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training data into shards using linear encoders prior to the learning phase. However,

this encoded machine unlearning approach was for simple regression models and may

be hard to apply in deep learning models. Brophy et al. [91] introduced a machine

unlearning method specifically for random forests. It is still unclear how to extend

the technique for neural network models.

Regarding the second approach, Cao and Yang [53] used statistical query (SQ) to

transform the learning algorithm into summation form [53]. To remove the impact of

a data point from the model, we only need to update the summations that involve the

data and then update the model with the updated summations. Since only partial

summations need to be updated, the process is much faster than näıve unlearning.

The work [53] only includes the summation form of simple algorithms, such as näıve

Bayes [92–94] and k-means [40, 41]. In [95], Neel et al. utilized convex optimization

and reservoir sampling to design a gradient-based machine unlearning method called

descent-to-delete. Nevertheless, this work is mainly theoretical and depends on strong

assumptions, e.g., the convexity of the model, which may not be true in practical IoT

anomaly detection systems.

As shown in Fig. 2.2, ViFLa belongs to the second category, i.e., updating the

model quickly with the training set, but it is different from all existing solutions in

this category. To be more specific, it uses the concept of virtual federated learning

to reduce the amount of data affected by unlearning. It also uses smart partition

and a new model aggregation method. Compared to the existing SQ approach [53],

ViFLa formulates a summation form of more complex models (e.g., LSTM network),

and uses a state transition ring algorithm to speed up the unlearning process. It can

achieve high efficiency and completeness for both IID and non-IID data.

2.3 Details of ViFLa

2.3.1 Overview

A high-level view of ViFLa is shown in Fig. 2.3, where the training, testing, and

unlearning processes are denoted with black, blue, and red arrows, respectively. The

training of ViFLa consists of two steps: smart partition and local model training. For

testing, each sample is input simultaneously to all the local models and ViFLa uses

an enhanced class distribution weighted sum (ECDWS) to aggregate the outputs of

local models to obtain the final prediction result. When machine unlearning is needed,
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Figure 2.2: Classification of machine unlearning approach.

ViFLa performs model update with the method introduced in Section 2.3.4.

For ease of reference, the main notations used in the paper is listed in Table 2.1.

2.3.2 Training ViFLa

ViFLa includes mainly two steps in training:

• Smart partition: this step divides training samples into different groups based

on their unlearning belief values. Each group is treated as a “client” as in

traditional federated learning.

• Local model training: this step trains a local model for each virtual client.

To speed up the (future) unlearning process of the local model, the local model

is formulated in the summation form and the local model is trained according

to the summation form.

It is worth noting that ViFLa does not use an explicit global model. Instead,

it uses an enhanced class distribution weighted sum (ECDWS) method, which is

different from existing model aggregation methods in traditional federated learning.



31

ECDWS only uses the prediction results of the local models and does not use any

local model parameters.

Predicted vector 1 Predicted vector 2 Predicted vector K

Use state 

transition ring to

update local model
no update no update

Group 1 Group 2 Group K

Virtual 

Client 1

Virtual
Client 2

Virtual
Client K

Anomaly detection

Final predicted result

Smart-partition

Data that
need to be
unlearned

Testing 

data

Enhanced Class Distribution Weighted Sum

Model update

 request

Anomaly detectionAnomaly detection

 : Model training : Model update (whenever needed): Testing 
Training data

Local model 1 Local model 2 Local model K

Figure 2.3: Architecture of ViFLa.

Smart Partition

Unlearning belief refers to the likelihood that a sample in a particular application

context is to be unlearned. If we group samples of high unlearning beliefs together

and build a local model with these samples, when an unlearning request arrives, the

samples included in the unlearning request may be relevant to only one or very few

local models. The majority of local models do not need to be re-trained.

Clearly, accurate estimation on unlearning belief is key for smart partition. Such

an estimation depends on a specific application context, and there exists no one-
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Table 2.1: Main notations

Notation Definition

x The feature of training sample
l Actual class value of training sample
ϵ A user-defined unlearning threshold
G The number of classes
K The number of sub-models
F The number of features

p(l|x1, x2, ..., xF )
The predicted probability that the sample belongs to its
actual label l

p(l) The probability that the sample has actual class value l

p(xf )
The predicted probability that the training samples have
feature value xf

p(xf |l)
The probability that the training samples have feature
value xf given that the actual class value is l

ni A node in state transition ring
ei An edge in state transition ring
B The number of mini-batches
θSj

The parameter state in node nj

gθSj
(batchb) The gradient of batchb at state θSj

fθSj
(batchb)

The mapping result of a sample batchb of query SQj at
state θSj

ASQj
The SQ answer at parameter state θSj

b∗x,l Unlearning belief of sample (x, l)

ÂSQj
The SQ answer at parameter state θSj

during unleaning

cli Sub-model i’s reliable value on class l
Nl The number of samples of class l
Ni,l The number of samples of class l in group i
vi The prediction of sub-model i’s outputs

vli
The probability that a test sample is predicted as class
l by sub-model i

R(j) The similarity vector for candidate vector vj
R(j)SUM The sum of all the elements in the similarity vectorR(j)

R(j, i)
The similarity of prediction vectors between sub-model
j and sub-model i

σ(R(j, i))
The softmax result of each element R(j, i) of the simi-
larity vector

v Final predicted vector

∗ The first part of notations is for smart partition; the second part is for state transition ring;
the third part is for näıve class distribution weighted sum method (NCDWS) and enhanced class
distribution weighted sum method (ECDWS).



33

fit-all solution. As an example, we use näıve Bayes classifier [92–94] to estimate

unlearning belief due to its simplicity yet surprising efficacy in many complex real-

world situations [14, 96].

Let X = (X1, X2, . . . , XF ) denote F features of training samples, where each

feature takes value from its domain Df . Let Z denotes the classes of the training

samples, where Z can take one of G values {1, . . . , G}. The details for preparing

training samples from raw IoT traffic data can be found in Section 2.4.2.

Given the feature value x = (x1, x2, . . . , xF ) of a training sample, the predicted

probability that the sample belongs to its actual class l(1 ≤ l ≤ G) can be calculated

as:

p(l|x1, x2, ..., xF ) =
p(l)

∏F
f=1 p(xf |l)∏F

f=1 p(xf )
, (2.1)

where p(xf ) denotes the predicted probability of training samples with feature value

xf , p(l) denotes the probability of training samples with actual class value l, p(xf |l)
denotes the probability of training samples with feature value xf given that the actual

class value is l.

We propose to estimate the unlearning belief value for the sample (X = x, Z = l):

b∗x,l = e−p(l|x1,x2,...,xF ). (2.2)

The above estimation is based on the observation that the higher the probability

p(l|x1, x2, ..., xF ), the higher the confidence that the system predicts the sample as

class l, and the lower the unlearning belief. As shown in Fig. 2.4, a lower unlearning

belief value implies a higher confidence in the prediction result, e.g., the probability

that the system predicts the sample as class l in the context of intrusion detection of

Internet of Things (IoT). An unlearning belief value greater than ϵ is considered as a

high unlearning value, where ϵ is a user-defined unlearning threshold.

After we estimate the unlearning belief for each training sample, we group the

training samples according to their unlearning belief. To be more specific, given the

number of groups K, we order the training samples based on their unlearning belief

values and then evenly divide the ordered samples into the K groups. In this way, we

try to contain the data points that are to be unlearned in a small number of groups.

After that, each group is treated as a client as in the federated learning that trains

a local model using the data in the group. Refer to Section 2.4.5 for the explanation

on why smart partition works in practice.
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Figure 2.4: Workflow of smart partition. The range of the unlearning belief is 0.37 ≤
b∗x,l ≤ 1 since 0 ≤ p(l|x1, x2, ..., xF ) ≤ 1. ϵ is a user-defined threshold.

Local Model Training

Each group is considered as a virtual client in the FL framework. We use the LSTM

network [97] as an example to illustrate the training method. To speed up future

unlearning, we adopt statistical query (SQ) learning [53] to transform the LSTM

network into summation form, whose details are given in Appendix. Each LSTM

local model is trained with mini-batch gradient descent, and the training of local

models is independent of each other. In addition, we introduce a new state transition

ring mechanism as shown in Fig. 2.5. The state transition ring involves B nodes

(n0, n1, . . . , nB−1) and B directed edges (e0, e1, . . . , eB−1), where B is the total number

of mini-batches. The state in node nj is represented as θSj
. We use node n0 as the

root node and store the initial parameter state θS0 in this node.

Statistical query (SQ) means the learning algorithm can only query statistics

about the training samples. We provide query SQj for each state θSj
. The query con-
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The sum of the mapping
results of all the batches 

Initial weights stored
in root node

First node that involves
unlearned samples

Figure 2.5: State transition ring.

sists of a mapping function and a set of training batches Q = {batch0, batch1, . . . , batchB−1}.
The mapping result of a sample batchb ∈ Q of query SQj at state θSj

is calculated

as,

fθSj
(batchb) =

gθSj
(batchb) if b = j

0 otherwise
(2.3)

where gθSj
(batchb) is the gradient of batchb at state θSj

.

We then calculate the summation-form answers of these statistical queries (SQ).

The answer of a statistical query SQj is the sum of the mapping results of all the

batches in the training set, denoted as ASQj
=

∑B−1
b=0 fθSj

(batchb). Using the answer

ASQj
, the parameter state θSj

(stored in node nj) is transferred to the state θSj+1

(stored in the node nj+1). After updating all the states in the ring, we set the latest

state θSB
as the new initial state θS0 and store it in the root node n0. We repeat this

process until convergence is determined by “early stopping” [98], i.e., the accuracy on

the validation set has reached the expected value, and the accuracy will not exceed

this value in the next few iterations. The pseudo-code for local model training is

shown in Algorithm 1.
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Remark. The state transition ring is not a new machine learning algorithm but just a

summation form [53] of traditional ML algorithms that make the machine unlearning

process faster. Specifically, it degenerates the converged state in the learning process

to the previous state by updating the summation form. This previous state serves as

the initial parameter state to learn a new convergent state. We can thus speed up

the unlearning process since the new initial state is close to a convergent state. It is

also worth noting that an epoch in the traditional form of ML algorithms means one

iteration over all training data. When one or several epochs are trained, we update

the checkpoint of the model and only one checkpoint (state) is saved. In contrast, the

state transition ring keeps a separate state for each batch and stores it in a node. Each

yellow node in the ring corresponds to a batch and a model state. During the learning

process, the state stored in a node is only updated when the batch corresponding to

its previous node is trained.

Algorithm 1: Local Model Training in ViFLa

Input: Initial parameter state θS0 stored in root node n0, mini-batches
Q = {batch0, . . . , batchB−1}

Output: state θS1 , . . . , θSB−1
, θS0 in the last epoch

1 repeat
2 for SQ j ← 0 to B − 1 do
3 for Batch b← 0 to B − 1 do
4 if j = b then
5 fθSj

(batchb) = gθSj
(batchb);

6 ASQj
= ASQj

+ fθSj
(batchb);

7 else

8 end

9 end
10 e = (j + 1) mod B;
11 Transfer state θSj

stored in node nj to state θSe stored in node ne by
using the summation form SQ answer ASQj

;

12 end

13 until Convergence;
14 return Final state θS1 , . . . , θSB−1

, θS0 stored in nodes n1, . . . , nB−1, n0,
respectively;
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2.3.3 Testing ViFLa

Each test sample will be input to all local models simultaneously. After that, ViFLa

uses an enhanced class distribution weighted sum (ECDWS) to aggregate the outputs

of local models to obtain the final prediction result. Before presenting ECDWS, we

first introduce a näıve class distribution weighted sum method (NCDWS), and then

explain how ECDWS overcomes the main pitfall of NCDWS.

Näıve Class Distribution Weighted Sum (NCDWS)

The motivation of NCDWS is to alleviate the impact of non-iid data in different local

models since the aggregation performance is highly linked to the data distribution. In

this method, we analyze the class distributions in different local models in advance,

and determine the aggregation parameters based on the class distribution. For a test

sample, each sub-model i outputs its prediction,

vi =
[
v1i v2i . . . vGi

]T
, (2.4)

where vli (1 ≤ i ≤ K, 1 ≤ l ≤ G) denotes the probability that the sample is predicted

as class l. The predicted vectors in different local models will be used as input vectors

of NCDWS. One simple solution is to use the weighted average over all the predicted

vectors. However, this method may suffer from non-IID data since the distribution

of training data largely impacts the test performance. To address the problem, we

define a class-based reliable value for each sub-model. The reliable value is used to

represent the reliability of the prediction result of each sub-model for different classes,

denoted as 
c11 c12 ... c1K
c21 c22 ... c2K
... ... ... ...

cG1 cG2 ... cGK


where cli represents sub-model i’s reliable value on class l. We use cli=

Ni,l

Nl
to ap-

proximate sub-model i’s reliable value on class l since a sub-model observes better

performance on a class if it includes more training samples of this class. Ni,l is the

amount of samples with class l in sub-model i and Nl is the total amount of samples

with class l. The detail of NCDWS is illustrated in Algorithm 2.

NCDWS achieves good performance by considering class distribution. However,
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Algorithm 2: Näıve Class Distribution Weighted Sum (NCDWS)

Input: Predicted vector vi (1 ≤ i ≤ K) of the sub-models, Nl(1 ≤ l ≤ G),
Ni,l(1 ≤ i ≤ K, 1 ≤ l ≤ G)

Output: Final predicted vector v
1 Initialing vl=0;
2 for class l← 1 to G do
3 for sub-model i← 1 to K do
4 vli = cli ∗ vli ;
5 vl = vl + vli ;

6 end

7 end
8 return Final predicted vector v=(v1,v2,...,vG);

it is not practical since it needs to know the distribution of training data in different

local models in advance. This assumption is too strong and too demanding in practice

since (1) it needs to test the distribution of training data and (2) this distribution may

change after model unlearning. To overcome this problem, we introduce an enhanced

class distribution weighted method (ECDWS). Unlike NCDWS, ECDWS does not

need to know any class distribution information in advance.

Enhanced class distribution weighted sum

The core of ECDWS is the KL-attention recommendation mechanism, which we pro-

pose based on the concepts of KL-divergence [61] and self-attention [62,63]. The main

idea of the KL-attention recommendation is to give higher weights to similar outputs

of local models. For a test sample, each sub-model i outputs its prediction,

vi =
[
v1i v2i . . . vGi

]T
, (2.5)

where vli (1 ≤ i ≤ K, 1 ≤ l ≤ G) denotes the probability that the sample is predicted

as class l. To capture the global intent of predicted vectors and ignore unimportant

information, we consider each sub-model’s predicted vector as a candidate item in

a KL-attention recommendation system. We calculate the similarity between two

candidate vectors vj and vi (1 ≤ j, i ≤ K). The similarity function R(j, i) is defined

based on KL divergence:

R(j, i) = e
−

∑G
l=1 v

l
j log

vlj

vl
i . (2.6)
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We obtain a similarity vector R(j) for each candidate vector vj, where R(j) =

(R(j, 1),R(j, 2), . . . ,R(j,K)). Denote R(j)SUM as the sum of all the elements in the

similarity vector R(j), i.e., R(j)SUM =
∑K

i=1R(j, i). We apply the softmax function

to each elementR(j, i) of the similarity vector, i.e.,R(j)=(σ(R(j, 1)), σ(R(j, 2)), ..., σ(R(j,K))),

where σ(R(j, i)) = R(j,i)
R(j)SUM .

We then represent the candidate vector vj as a weighted sum of all the candidate

vectors:

vj =
K∑
i=1

σ(R(j, i))vi. (2.7)

That is, the weight is determined by the similarity of candidate vectors. We repeat

this process to update all the candidate vectors until convergence. The proof of the

convergence of this process is given in Appendix. The detail of ECDWS is given in

Algorithm 3.

Algorithm 3: Enhanced Class Distribution Weighted Sum (ECDWS)

Input: Predicted vector vi (∀1 ≤ i ≤ K) of the sub-models
Output: Final predicted vector v

1 Initializing R(j)SUM = 0;
2 repeat
3 for candidate vector j ← 1 to K do
4 for candidate vector i← 1 to K do

5 R(j, i) = e
−

∑
l v

l
j log

vlj

vl
i ; R(j)SUM=R(j)SUM+R(j, i);

6 end
7 for candidate vector i← 1 to K do

8 σ(R(j, i)) = R(j,i)
R(j)SUM ;

9 end
10 vj =

∑
i σ(R(j, i))vi;

11 end

12 until Convergence;

13 v =
∑K

j=1 vj

K
;

14 return Final predicted vector v=(v1,v2,...,vG);

Summary of Test Procedure

We input the test sample into the local models simultaneously and obtain a pre-

dicted vector from each of the sub-models. The i-th value in the vector denotes the
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probability that the sample belongs to the i-th class. Then we apply the ECDWS

algorithm to aggregate these predicted vectors to obtain the final vector. The sample

is predicted as class i, where the i-th value in the final vector is the largest. If there

is a tie (i.e., multiple classes have the same highest value), randomly assign a class

from the tie.

2.3.4 Unlearning with ViFLa

The unlearning process in ViFLa is straightforward. To unlearn some data, we update

the summation form SQ answers ASQj
(∀0 ≤ j ≤ B − 1) in the learning process by

removing the contribution of the unlearned batch batchb (b ∈ U), where U denotes

the set of the index of all the unlearned batches. A batch is considered as unlearned

batch if its mapping result at any state in the state transition ring is affected by the

unlearned samples. Then the convergent state θSB
stored in node n0 in the learning

process will degenerate to a previous state. We use this previous state as our new

initial parameter state and learn a new convergent state. Different from the learning

process, the unlearning process is very fast since the new initial state is close to a

convergent state.

The main steps of the unlearning process are as follows:

• Step 1: Obtain the summation form SQ answer ASQj
(∀0 ≤ j ≤ B − 1) in the

learning process.

• Step 2: Calculate the new SQ answers, denoted as ÂSQj
(∀0 ≤ j ≤ B − 1), by

removing the mapping results of the unlearned batches from the SQ answers

obtained in the learning process, i.e., ÂSQj
=ASQj

−
∑

b∈U fθSj
(batchb) (∀0 ≤

j ≤ B − 1).

• Step 3: Use the new summation form SQ answers ÂSQj
(∀0 ≤ j ≤ B − 1)

obtained in step 2 to update the parameter state. The convergent parameter

state θSB
will degenerate to a previous state.

• Step 4: Set this previous state as new initial state.

• Step 5: Repeat the training process (Section 2.3.2) until convergence.
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(a) The confusion matrix of test data after re-
moving the contribution of 5% training sam-
ples of the model by näıve unlearning.

(b) The confusion matrix of test data after re-
moving the contribution of 5% training sam-
ples of the model by ViFLa.

Figure 2.6: The confusion matrix of test data after removing the contribution of 5%
training samples of the model by using different methods. The Kappa index between
the two confusion matrices is 0.938. We also test the case of removing the contribution
of 20% training samples of the model by näıve unlearning and ViFLa (figures omitted
for brevity). The Kappa index between the two confusion matrices is 0.921.
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2.4 ViFLa in Action: Machine Unlearning for IoT

Anomaly Detection

2.4.1 How and When Should ViFLa Be Used?

Note that ViFLa itself is not an anomaly detection model. Instead, ViFLa provides a

framework to train the detection model and more importantly to quickly update the

trained model. It must work with an underlying anomaly detection model for traffic

anomaly detection. Therefore, ViFLa should be deployed at the same place where

the anomaly detection model is trained and used, e.g., the security gateways of an

IoT system. ViFLa can be applied to an IoT network wherever multiple IoT devices

are connected to the network.

The model update is a much-needed feature for anomaly detection in IoT. For

instance, when some normal data samples used for model training are later identified

as anomalies or when an IoT device upgrades its firmware and causes changes in

traffic patterns, the detection model should forget the impact of obsolete data and

accommodate the contribution of new data. We in the following evaluate the benefit

of ViFLa with the underlying LSTM anomaly detection model (refer to Appendix)

and real-world trace data.

2.4.2 Data Preprocessing

We use IoT-23 dataset [85] as well as our own DCS-932LB data. IoT-23 includes ma-

licious and benign communication sequences of different IoT devices. We use benign

packets of a Philips HUE smart LED lamp (21, 664 benign packets) and Malware-

Capture-34-1 (233, 865 packets). DCS-932LB includes 28, 867 benign packets and

18, 559 Mirai malware packets of a smart camera. We use IoT-23 dataset as it is

a commonly-used public dataset. Unfortunately, this dataset does not provide data

for some experiments, e.g., IoT traffic data before and after device firmware update.

Therefore, we build our own testbed [26] and collect a dataset to complete the exper-

iments.

Anomaly detection can be built based on the communication patterns of IoT de-

vices. Using the 7 features proposed in [1], we extract the characteristic patterns from

the sequence of benign data packets, and then determine whether the characteristic

pattern of a device is consistent with the patterns learned from benign sequences.
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The seven features include traffic direction (incoming/outgoing), bin index of the lo-

cal port number, bin index of the remote port number, bin index of packet length,

TCP flags, protocol type, and bin index of packet inter-arrival time. Using the above

7 features, We extract a feature tuple (a1, . . . , a7) for each packet and then map each

packet to a packet type based on its feature tuple. The total number of packet types

is 38, i.e., the value of the feature tuple has 38 different combinations. As a result,

the data packet sequence in the dataset will be converted to a sequence of packet

types.

After that, we convert the packet type sequence to the actual input of ViFLa

using a sliding window of size F . For any m(> F ), the packet type sequence

(hm−F , hm−F+1, . . . , hm−1) of F preceding packets PKm−F , PKm−F+1, . . . , PKm−1 is

used as the feature values (x1, x2, . . . , xF ) of the input sample (refer to Section 2.3.2),

and the type of packet PKm is used as the actual class value l of the input sample.

These feature-class pairs ((x1, x2, . . . , xF ), l) can be used as training/testing samples

of ViFLa. We train a three-layer LSTM [50] model in the ViFLa framework for ef-

fective machine unlearning. Given any m(> F ) and the types of the F preceding

packets PKm−F , PKm−F+1, . . . , PKm−1, the detection model can estimate the prob-

ability distribution that data packet PKm belongs to different packet types. We set

F = 20.

2.4.3 Completeness

To evaluate the completeness, we compare the results of ViFLa and the results of

näıve unlearning. We use the confusion matrix to visualize the results, where each

row represents the samples in an actual class, each column represents the samples in a

predicted class, and the value at (i, j) denotes the probability that class i is predicted

as class j.

As shown in Fig. 2.6, the confusion matrix obtained with ViFLa after removing

the contribution of some samples and the confusion matrix obtained with a model re-

trained from scratch are very close. To quantitatively measure the difference between

two confusion matrices, we also calculate Cohen’s kappa coefficient [99] between the

two confusion matrices, which is a well-known metric to assess the agreement between

two classifiers. The kappa score is above 0.9. Note that a kappa score above 0.8 is

generally considered good agreement [99]. The evaluation results demonstrate that

ViFLa can achieve nearly identical performance of retraining from scratch.
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(a) The speed comparison of two unlearning methods in training
a new convergence when an IoT device (camera model: DCS-
932LB) upgrades its firmware version from V2.16.08 to V2.17.01.

(b) The speed comparison of two unlearning methods in training
a new convergence when an IoT device (camera model: DCS-
932LB) upgrades its firmware version from V2.17.01 to V2.18.01.

Figure 2.7: The speed comparison of two unlearning methods in training a new
convergence when an IoT device (camera model: DCS-932LB) upgrades its firmware
version.
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Upgrade

New features

Patterns of firmware version 2.17.01Patterns of firmware version 2.16.08

Figure 2.8: The traffic difference when the firmware of an IoT device (camera model:
DCS-932LB) is upgraded. After the firmware update, the user captures the new
traffic (right) of this device with Wireshark and submits a model update request to
ViFLa, which automatically identifies the difference in the feature and updates the
detection model accordingly. Different colors illustrate different packet types (Refer
to Section 2.4.2 for the detail of determining the type of a packet). The colored boxes
at the bottom of the packet window mean that for every packet, the sequence of 20
preceding packet types are used as the feature.

2.4.4 Efficiency

In the first test, we emulate the scenario where an IoT device upgrades firmware and

thus accordingly needs to quickly upgrade the corresponding detection model. The

IoT device we tested is a D-Link smart camera (model DCS-932LB). We upgraded

its firmware from V2.16.08 to V2.17.01, and then from V2.17.01 to V2.18.01. We

recorded its traffic before and after each upgrade. Following the feature extraction

method of [1], we extract characteristic patterns from the data packet sequence of the

old firmware version and the new firmware version of the IoT device, respectively. To

quickly update the detection model after the firmware upgrade, we can use ViFLa to

re-train the model. Note that we do not need to manually compare the data samples

in the two firmware versions. Instead, we only need to replace the entire data sample

of the old version with the entire data sample of the new version, and then use the

parameters in the old version of the model as the initial weights to retrain a model

for the new version. ViFLa can automatically identify the difference (based on the
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Figure 2.9: The speed comparison of two unlearning methods in training a new
convergence state for remaining training data.

initial weights and the state transition ring) and update the model accordingly. As

a comparison, we also retrain the model from scratch using all the new traffic. As

shown in Fig. 2.7, ViFLa achieves a significant speedup compared to retraining from

scratch when we upgrade the device. Each round of training means that we have

completed the training of a batch of samples (the batch size is 128).

Fig. 2.8 illustrates the traffic difference before/after the camera’s firmware is up-

graded, from which we can see that firmware upgrades only causes small changes in

traffic patterns of the IoT device. The characteristic patterns in the new version are

similar to the characteristic patterns learned from the old version. Benefiting from

this and with the help of the state transition ring, the convergence state of the old

version will be close to the convergence state of the new version. This explains why

ViFLa speeds up retraining from scratch.

In the second test, we randomly select a fraction of training samples with prob-

ability following their unlearning belief values. To unlearning the selected samples,

we re-train the model via ViFLa and via näıve unlearning, respectively. The train-

ing rounds required for different validation accuracy and average validation loss of
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Table 2.2: Ablation study of components in ViFLa

Smart
parti-
tion

State
transi-
tion ring

ECDWS Test accuracy improvement∗ Unlearning speed improvement∗

iid non-iid iid non-iid

✓ ✓ ✓ 2% -
3%↑

27% -
28%↑

≈100x ≈120x

✗ ✓ ✓ 2% - 3%
↑

27% -
28%↑

≈25x ≈30x

✓ ✗ ✓ 2% -
3%↑

27% -
28%↑

≈4x ≈4x

∗ The improvement is over a modification of ViFLa that uses random data partition and weighted
average local accuracy (WALAcc), and disables state transition ring.

remaining data in ViFLa and the training rounds using näıve unlearning is shown in

Fig. 2.9. After unlearning training samples with the highest 5% belief values, we can

see that ViFLa needs 30 rounds to obtain 93.8% validation accuracy of the remaining

data, while retraining from scratch requires 1794 rounds. In other words, ViFLa can

achieve up to 60X speedup compared to näıve unlearning.

Note that we compare our proposed method with näıve unlearning for two main

considerations. First, most of the existing methods have already reported their im-

provements over näıve unlearning. Readers can compare different methods more

objectively by seeing how much improvement each method achieves using näıve un-

learning as the baseline. Second, due to the lack of experimental details, it is difficult

to fairly compare our method with the existing methods directly. For instance, [95]

presents a general method that may have different implementation details.

2.4.5 Ablation Study: Compared to Other Methods

ViFLa is quite different from existing machine unlearning methods, such as SISA [64],

[60] and [53], in that ViFLa includes new mechanisms, such as smart partition,

ECDWS, and state transition ring. In addition, the underlying machine learning

models of ViFLa is different from that in [53, 64]. Due to this reason, it would be

difficult to obtain fair comparison between ViFLa and existing solutions. Neverthe-

less, we can remove some mechanisms in ViFLa to gain insight on the advantages of

ViFLa over others, because the performance of ViFLa with ablated function roughly
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Table 2.3: Performance of different aggregation methods before and after unlearning
mislabelled samples.

Aggregation ap-
proach

Accuracy of iid data (%) Accuracy of non-iid data (%)

learning unlearning learning unlearning

WALAcc 86.97 87.32 59.99 59.8

NCDWS 89.54 89.92 83.69 83.99

ECDWS∗ 89.79 90.02 87.47 87.65
∗ ECDWS achieves better performance without even knowing the distribution of training data.

reflects that of existing solutions. In the ablation experiment, we also use IoT-23

data.

Smart Partition

To evaluate the benefit of smart partition, we randomly selected some training samples

and mislabeled their classes (i.e., modified the actual class to a different class). Then

we use k-fold (k = 4) cross-validation [100–104] to calculate the unlearning belief

value for each sample. Each sample is used once in the test set and used to train the

näıve Bayes model 3 times. As a result, we can predict the probability of each sample

belonging to its labeled class. Then, we average the predicted probability of all the

mislabeled samples, and further estimate their average unlearning belief value (the

threshold ϵ = 0.9). We found that mislabeled samples would gain larger unlearning

belief values. We then group (the group number is 4) training samples according to

their unlearning belief. The test result is then compared with that obtained from

randomly group training samples. The benefit of smart partition is reflected at the

first and third rows of Table 2.2 under different combinations. The smart partition-

based method only needs to update one single group to forget the mislabelled data,

while the random group method needs to update all four groups.

Remark 1. The good performance of smart partition comes from the capability of

the näıve Bayes model in quickly learning the patterns in training samples. This does

not necessarily mean that the näıve Bayes model is a good candidate for IoT anomaly
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detection. The purpose of smart partition is to quickly estimate the chance that a

sample might need to be unlearned in the future, and thus achieving highly accurate

estimation, while helpful, is not the goal.

State Transition Ring

To evaluate the benefit of a state transition ring for different LSTM structures, we

test the unlearning performance with and without a state transition ring. The benefit

of the state transition ring is reflected in the first and second rows of Table 2.2 under

different combinations.

NCDWS vs. ECDWS

Two types of baselines might be considered. One is a parameter-based aggregation

method, such as FedAvg [46] that learns a global model by aggregating parameters of

local models. The other is weighted average local accuracy (WALAcc) that aggre-

gates the predicted accuracy of sub-models based on the number of training samples

used to train the sub-models. WALAcc improves a method in [105] by putting weights

on local accuracy. We omit FedAvg because (1) the final (global) model is coupled

with all local models, making FedAvg not suitable for machine unlearning, and (2)

FedAvg performs worse than WALAcc in our test.

We set the number of sub-models as 4, and test the performance of NCDWS

and ECDWS. The class distribution of the data samples generated from the IoT-23

dataset benign traffic is uniform. To evaluate the performance of different aggregation

methods on iid data, we evenly distribute the training data to the four partitions.

To evaluate the performance of non-iid data, we distribute some classes of data sam-

ples only to one or two partitions. From the results in Table 2.3, we can see that

both NCDWS and ECDWS achieve significant improvements over WALAcc in ac-

curacy for non-iid data. In addition, ECDWS shows clear advantages over NCDWS

because ECDWS can achieve similar accuracy without even knowing the distribution

of training data.

The above accuracy results only refer to the probability that a sample is correctly

predicted. They do not directly translate to the anomaly detection result, which is

disclosed below.
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2.4.6 Performance of Anomaly Detection

A common strategy to test anomaly detection accuracy is to treat a sample as abnor-

mal if its accuracy is lower than a threshold, and then trigger an anomaly alarm if a

given percentage of samples in a sliding window are abnormal. We use false positive

rate (FPR) and true positive rate (TPR) to evaluate anomaly detection results. The

20% of benign traffic generated by the Philips HUE smart LED lamp is used to test

the FPR, and malware traffic is used to test the TPR.

Since ViFLa is for model update and must work with an underlying detection

method for anomaly detection, we used LSTM as the detection model for the test.

The output of each sample in ViFLa is a predicted vector v = v1, . . . , vG, where vl

denotes the probability that the sample is predicted as class l(1 ≤ l ≤ G) based

on its feature value x1, x2, . . . , xF . Then we take the predicted probability of the

actual class of the sample. We choose an anomaly detection threshold of 0.01, and

a sample is considered as abnormal if the predicted probability of its actual class l

is lower than the detection threshold. If 50% of samples in a sliding window of size

of 30 samples are abnormal, an anomaly alarm is triggered. As a result, we got the

performance of 100% TPR and no false positives. This excellent performance is no

surprise because the detection model is type-based (i.e., different IoT device types use

their corresponding detection model), which has shown excellent detection accuracy

as reported in previous work [1].

2.5 Efficiency Analysis

While it is hard to have a fair comparison between ViFLa and existing methods as

discussed in Section 2.4.5, we can perform a theoretical analysis on the efficiency of

ViFLa to offer more insights on the difference between ViFLa and existing methods.

For this, we use SISA as the baseline since its components show a similarity to those

in ViFLa. As a rough analogy, its sharding method corresponds to our smart partition

(i.e., a shard in SISA corresponds to a virtual client in ViFLa), and its slicing method

corresponds to our state transition ring. The total samples of all the groups are

represented as N .

First, we compare the time cost of sharding in SISA with the time cost of smart

partition in ViFLa. In sharding, samples are randomly divided into different shards.

Thus, the probability that a sample to be unlearned falls on shard k is 1
K

, where K
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is the number of shards. The expected cost of an unlearning sample is the average

number of points to be retrained caused by this unlearning sample, and the expected

total cost is the sum of the expected costs of all unlearned samples [106]. Then, the

expected total cost of all the unlearning samples is

E1 =
M∑
i=1

i−1∑
j=0

(
i− 1

j

)
(

1

K
)j(1− 1

K
)i−1−j(

N

K
− j − 1) (2.8)

where M is the total number of samples to be unlearned, and N
K

is the number of

samples in each shard. To help understand (2.8), for any given ith unlearning sample,

j means the number of previous unlearning samples that fall in the same shard as i.

When i is fixed, a greater j means more samples land on the same group.

In contrast, the smart partition in ViFLa groups samples of high unlearning beliefs

together and builds a local model with these samples. When an unlearning request

arrives, the samples included in the request may be relevant to only one or very few

local models. The majority of local models do not need to be re-trained. We sort

the unlearned samples by their belief values from high to low and divide them into

different groups. Therefore, an unlearned sample has a higher probability of falling

on the kth group than the (k + 1)th group (1 ≤ k < K), where K is the number of

virtual clients. Assume that an unlearned sample falls on the group (1, 2, . . . , K) with

probability (P1, P2, . . . , PK), respectively, where
∑K

k=1 Pk = 1. Then the expected

total cost of all the M unlearned samples is

E2 =
M∑
i=1

i−1∑
j=0

(
i− 1

j

) K∑
k=1

Pk(Pk)j(1− Pk)i−1−j(
N

K
− j − 1). (2.9)

While it is difficult to rigorously prove that E2 ≤ E1, we run numerical simulation

with randomly generated M,N,K, and P1, P2, . . . , PK values a million times and

found that E2 < E1 in all the tests; E2 = E1 only when P1 = P2 = . . . = PK .

Second, we compare the time cost of slicing in SISA and the time cost of state

transition ring in ViFLa. The total cost of slicing in SISA is e
′ N
K

(2
3

+ 1
3R

), where e
′

is

the number of epochs without slicing and R is the number of slices in the retrained

model (refer to [106] for more details). When R is large enough, we obtain the lower

bound 2
3
N
K
e
′
, where N is the total number of samples and N

K
is the number of samples

in each shard. In the state transition ring, the total cost is ê N
BK

= ê
B

N
K

, where ê is the

number of iterations in state transition ring. In our experiment, the value (normally
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< 5) of ê
B

is much smaller than 2
3
e
′
since the new initial state is close to the convergent

state.

Third, we compare the storage cost between SISA and ViFLa. SISA assumes

that there are R slices in each shard k. First, SISA trains the model using the first

slice Dk,1 and saves the checkpoint as Mk,1. Then it trains the model using the first

two slices Dk,1 ∪ Dk,2 and saves the checkpoint as Mk,2. Hence, it needs to store R

model states (checkpoints) for each shard. In its evaluation [106], the slice size is

set to 1 since this value needs to be small enough for better unlearning performance.

Nevertheless, a very small slice size will make the number of slices R in each shard

close to the number of samples N
K

in each shard. So SISA needs to store N
K

model

states for each shard. Overall, the total number of model states that need to be stored

in SISA is N since there are K shards.

In contrast, for each group k in ViFLa, we just need to store a state for each

node and there are B (B is the number of batches in each group) nodes in the state

transition ring. Therefore, our method needs to store B model states for each group.

Since we have K groups, the total number of states that need to be stored in ViFLa

is BK. Clearly, BK < N because N = BKT where T (> 1) is the batch size. In

conclusion, ViFLa incurs a smaller storage cost than SISA.

2.6 Conclusion

Machine unlearning, a technique that quickly updates a machine learning model and

removes the impact of a small portion of training data on the model, is much needed

in IoT traffic anomaly detection. The requests for machine unlearning may come

from different scenarios, e.g., some training data may be mislabeled due to unknown

attacks or an IoT device upgrades its firmware and thus changes partial data that have

been used in the model training. We proposed a new solution, ViFLa, that leverages

the concept of virtual federated learning and consists of three new mechanisms, smart

partition, enhanced class distribution weighted sum (ECDWS), and state transition

ring, to achieve efficiency and completeness of machine unlearning. Using real-world

trace data, we thoroughly evaluate the performance of ViFLa, covering not only the

effectiveness of its individual components but also its benefit in different application

scenarios. Overall, ViFLa can achieve similar accuracy of re-training from scratch

with significant speedup. We also performed a theoretical analysis of the efficiency

of ViFLa using SISA as a baseline. Compared to the baseline, ViFLa can reduce the
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computational complexity and the amount of data affected by unlearned samples.
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Chapter 3

Taking Advantage of Mistakes:

Clustered Federated Learning for

IoT Anomaly Detection

3.1 Introduction

IoT anomaly detection has attracted significant attention due to the booming mar-

ket [107] and the lack of built-in security controls [108] of IoT devices. In order to

utilize large-scale data from IoT systems without revealing user privacy [109], the

federated learning (FL) based IoT anomaly detection system has been proposed [1].

Fig. 3.1 shows the architecture, where each client refers to an autonomously man-

aged IoT system, e.g., a small office/home office (SOHO), and the server refers to

a computing entity trusted by all the clients. Note that to improve accuracy, the

IoT anomaly detection is usually type-based [1], in which the type of IoT devices

are identified [81] and the FL procedure is performed for the same type of devices.

The effectiveness of this scheme is based on the assumptions that the traffic patterns

in IoT devices can be modeled and the same type of IoT devices have similar and

regular traffic patterns [1].

Nevertheless, the data from different clients (e.g., IoT devices) may not be inde-

pendent and identically distributed (i.e., non-IID). As a result, the global model may

perform poorly, as the local models can negatively affect each other when forced

to aggregate [54, 58, 59]. Consequently, a single global model cannot satisfy the

needs of all clients when dealing with non-IID data. clustered federated learning
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Figure 3.1: The federated learning-based IoT anomaly detection system.

(CFL) [59, 66–69] has been offered as a solution to this problem. Instead of building

one global model [54–57], multiple global models that can adapt to different clus-

ters are trained by CFL by grouping clients with similar data distributions into the

same cluster. It shows that CFL can effectively solve the negative impact caused by

aggregating local models trained on non-IID data.

3.1.1 Observations & Motivations

When applying existing CFL solutions for IoT anomaly detection, however, we have

the following findings and problems.

• The non-IID problem in the IoT network exists not only in the spatial domain

(i.e., data from different clients are non-IID) but also in the temporal domain

(i.e, the training and test data collected in sequence are non-IID to each other).

Based on our experiments in a real-world IoT testbed (refer to Section 3.5.1 for

details), the test data and training data from the same environment can also

be non-IID, due to i) the variation of network configuration and condition and

ii) duplicate TCP packet transmissions caused by link failure and/or network

congestion.
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• IoT anomaly detection systems usually have high requirements for the time

delay. For example, firmware updates of some IoT devices are quite frequent,

in which the global model for anomaly detection also needs to be re-trained

promptly. A long time delay in such updates may lead to the temporary un-

availability of services, which can cause severe impacts on clients.

In consequence, existing CFL solutions cannot adapt well to the IoT anomaly

detection task. The non-IID problem of IoT systems in the temporal domain could

degrade the accuracy of CFL, since the test data (of each cluster) may be quite

different from the training data where the global model is obtained (in that cluster).

Thus, the first question we need to answer is: how can we increase the precision

of IoT anomaly detection by addressing the spatial-temporal non-IID issue under the

existing CFL scheme? Additionally, the current clustering procedure in existing CFL

solutions is in need of multiple iterations [59,67,70], which is time-consuming and may

cause an unacceptable time delay in IoT anomaly detection and corresponding service.

Thus, we also need to answer: how can we re-design the clustering procedure in the

current CFL to improve its time efficiency while ensuring the clustering performance?

3.1.2 Challenges and Contributions

To answer the above two questions for more accurate and efficient anomaly detection

in IoT systems/applications, we are faced with two major challenges. First, with

newly collected test data from an IoT system, the distributional difference between

it and the training data cannot be easily measured. This difference may change over

time in IoT systems: for one period, the test data may be very similar to the training

data, while for another period, they may not look like each other at all due to network

congestion or configuration changes. Second, model filtering (i.e., weeding out useless

noisy parameters) can be used to slim the cluster models and speed up the clustering

process, while how to discard noisy parameters and leave useful ones is non-trivial

due to the uninterpretability of model parameters (obtained from neural networks).

In this work, we contribute the following in order to address the aforementioned

challenges.

• We present ClusterFLADS, a new clustered federated learning approach to IoT

anomaly detection. To address the non-IID problem in both spatial and tem-

poral domains, we take advantage of the false predictions of the inappropri-

ate global models, together with knowledge of temperature scaling [71, 72] and
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catastrophic forgetting [73, 74] to reveal distributional similarities between the

training data (of different clusters) and the test data.

• We design an efficient feature extraction scheme by exploiting the difference

in the role each layer of a neural network plays in the learning process. By

carefully selecting model parameters and conducting dimensionality reduction,

our approach can effectively improve the clustering speed and thus reduce the

anomaly detection delay.

• We extensively evaluate the performance of ClusterFLADS using real-world

IoT data. Compared to the baselines, our experimental results disclose that

ClusterFLADS can accurately and efficiently cluster diverse clients and achieve

better anomaly detection results over various data distributions.

The rest of the paper is organized as follows. We present the architecture and

training procedure of ClusterFLADS in Section 3.3, the re-designed testing proce-

dure of ClusterFLADS in Section 3.4, and performance evaluations in Section 3.5,

respectively. Section 3.2 introduces the related work. The paper is concluded in

Section 3.6.

3.2 Related work

As shown in Fig. 3.2, the clustered federated learning methods can be roughly divided

into two categories: i) those without knowledge sharing among clusters and ii) those

with knowledge sharing among clusters.

Solutions without Knowledge Sharing among Clusters

Solutions in this category do not share knowledge (e.g., model parameters) between

clusters. According to the number of clustering iterations, solutions in this cate-

gory will be further split into non-iterative clustering and iterative clustering. Liu

et al. [68] proposed a non-iterative clustering framework called PFA that enables

privacy-preserving federated adaptation. They exploit neural networks’ sparsity to

obtain privacy-protected representations and use them to divide the clients into dif-

ferent clusters. Nevertheless, this framework is primarily designed for computer vi-

sion and uses convolutional neural networks (CNNs). Sattler et al. [67] designed a

novel framework called clustered federated learning (CFL). They recursively partition
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Clustered federated learning (CFL)

Solutions without Knowledge 
sharing among clusters

Solutions with knowledge 

sharing among clusters

non-iterative clustering iterative clustering

Figure 3.2: Classification of clustered federated learning approaches.

clients into various clusters in a top-down fashion: clients use their local data and

the model update values from the cluster to update their local models. The server

computes the cosine similarity of client-transmitted updates and divides clients into

different clusters by minimizing the maximum similarity between clients of different

clusters. Model updates for each cluster are obtained by averaging the updates of

all clients belonging to that cluster. Such an iterative clustering method, however, is

time-consuming and does not allow clients to learn knowledge in different clusters.

Solutions with Knowledge Sharing among Clusters

Solutions in this category share knowledge between clusters. Ghosh et al. [59] de-

signed a new clustered federated learning framework called Iterative Federated Clus-

tering Algorithm (IFCA). The IFCA algorithm alternates between minimizing a loss

function and estimating cluster identities in a distributed setting. They also utilize

the knowledge-sharing strategy in multitasking [70] for cluster model training. A

distributed setup reduces the computational cost of the server but increases the com-

munication overhead. Furthermore, the multi-tasking sharing strategy helps to train

a more robust model for each task, mainly by sharing the first few layers of all models.

However, task-specific knowledge is mostly contained in the last layer [59, 110–113].

Although the training effect has improved, the sharing of cluster-specific knowledge

still needs to be improved.

This work belongs to non-iterative clustering in the first category. In contrast

to previous work, we are the first to apply clustered federated learning to tackle the

problem of IoT anomaly detection. Technologically, our approach is able to i) address
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the non-IID problems in both the spatial domain and the temporal domain (rather

than the IID data assumption between training and test data from the same client as

in previous work) and ii) determine the global model during testing in a dynamic way

(rather than using a fixed one). Furthermore, the strategic feature extraction of our

approach makes the clustering process more efficient than those based on complete

models [66].
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Figure 3.3: The architecture and workflow of clustered federated learning, in which
five major steps are involved. Note that the yellow arrows indicate the improved or
redesigned steps in this work.
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3.3 CFL Architecture and ClusterFLADS Train-

ing

In this section, we first make an overview of the existing CFL approach and its

typical workflow. Then, we elaborate on the training process of CFL, in which feature

extraction is refined to improve the clustering efficiency.

3.3.1 Architecture and Workflow

An overview of the CFL architecture and workflow is illustrated in Fig. 3.3, in which

five major steps are involved.

1. Each client trains an initial local anomaly detection model and uploads it to

the server ( 1 in Fig. 3.3).

2. The server extracts features from the uploaded local models ( 2 in Fig. 3.3).

3. The server uses the clustering method to divide the diverse clients into different

clusters based on the extracted features ( 3 in Fig. 3.3).

4. The server train a global anomaly detection model for each cluster ( 4 in

Fig. 3.3).

5. The test data are collected from each client and tested using the corresponding

global model ( 5 in Fig. 3.3).

For ClusterFLADS proposed in this work, we refine and redesign the CFL proce-

dures to tackle the aforementioned problems in Section 3.1 and boost its performance

of IoT anomaly detection. Specifically, we first refine the feature extraction process

in the original training phase (refer to Section 3.3.2), and then completely redesign

the testing scheme (refer to Section 3.4). For ease of reference, the main notations

used in this paper are listed in Table 3.1.

3.3.2 Training Procedure of ClusterFLADS

We adopt a three-layer LSTM [50] for both global and local detection models. The

detailed hyperparameters of the LSTM are given later in Section 3.5.1. Overall, the

training procedure of ClusterFLADS involves four steps.
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Table 3.1: Main notations

Notation Definition

H The number of packets in the sequence
N The number of local clients
M The number of neurons in the last layer of the model
U The last layer of the model

θUj (i, 1)
parameters in model j that related to the connection be-
tween the unit i in the last layer U and the unit 1 in the
output layer

Z The dimension of extracted client-specific features
fj The extracted client-specific features of client j
L The number of clusters

θglobal,l The global model for cluster l
Dj The privacy data of local client j
E The number of local epochs in each communication round

Aglobal,l The validation set’s accuracy of sub-model θglobal,l

Tglobal,l
The validation set’s temperature scaling value of sub-model
θglobal,l

B The number of batches in testing set
R The batch size

ĉlb,r
The global sub-model l’s predicted label of the rth sample
in testing batch b

(xb,r, ĉ
l
b,r)

The feature-label pair reconstructed by the global sub-model
l for the rth sample in the test batch b

θbupdate,l The updated model of the global sub-model θglobal,l
Aupdate,l The validation set’s accuracy in the update model θbupdate,l

F l
b

The forgotten value of the test batch b on the global sub-
model θglobal,l

β The comparison threshold

tf l
b

The calibrated forgetting value of the batch b on global sub-
model θglobal,l

ϵ The anomaly threshold
γ The trigger threshold

∗The upper part of notations is for training; the bottom part is for testing.
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Step 1

Each client trains an initial local anomaly detection model and uploads it to the

server. We take FedAvg [46, 114] as the aggregation method and perform T̂ rounds

of training.1 In each round, the aggregated global model is denoted as θ
(T̂ )
global and

is sent back to all clients. Then each client j (1 ≤ j ≤ N) updates θ
(T̂ )
global with its

private data and uploads the updated model to the server. After T̂ rounds of training,

the uploaded models from the clients are treated as initial local anomaly detection

models, which are used to extract client-specific features.

Step 2

The server extracts client-specific features from the uploaded local model parameters.

For the model parameters of client j, the server selects the parameters for the last

layer θUj , denoted as: 
θUj (1, 1) θUj (2, 1) ... θUj (M, 1)

θUj (1, 2) θUj (2, 2) ... θUj (M, 2)

... ... ... ...

θUj (1, R̂) θUj (2, R̂) ... θUj (M, R̂)


where M is the number of neurons in the last layer U , R̂ is the number of output

classes, and θUj (i, r) (1 ≤ j ≤ N, 1 ≤ i ≤ M, 1 ≤ r ≤ R̂) denotes the parameters in

client j’s local model related to the connection between the unit i in the last layer U

and the unit r in the output layer. We then perform principal component analysis

(PCA) [115] on the filtered residual parameters to reduce feature dimension and noise.

For each client j, we get client-specific features:

fj =
[
fj,1 fj,2 . . . fj,Z

]T
, (3.1)

where fj,z (1 ≤ j ≤ N, 1 ≤ z ≤ Z) is the zth features of client j and Z is the number

of features after PCA dimensionality reduction [115]. These features are fed into the

k-means [40] method for clustering.

1Our later experiments show that a small T̂ is sufficient for client-specific feature extraction
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Step 3

The server uses k-means to divide local clients into L clusters based on their client-

specific features obtained in Step 2. The value of L is determined by the Elbow

method [2]. By doing this, clients with similar data distribution are clustered together.

Step 4

For each cluster, the server uses FedAvg to train a global anomaly detection model.

The convergence state is determined by the validation set. We stop training when the

validation accuracy does not improve much. After this, we obtain a list of L global

models,

θglobal =
[
θglobal,1 θglobal,2 . . . θglobal,L)

]T
, (3.2)

where θglobal,l (1 ≤ l ≤ L) denotes the global model for cluster l. Finally, the server

sends the list of L global models to all clients.

Note that in Stop 4, compared to the original CFL training process, we filter

out all but the last layer parameters. Such an operation is based on the following

considerations. The first few layers of the model usually contain more general infor-

mation, while the latter layers contain more task-specific knowledge. The PCA [115]

method can further extract the key information and reduce noise. Benefiting from

the combination of parameter filtering and PCA [115], we successfully avoid the neg-

ative impact of permutation invariance of hidden layers [105]. In our later evaluation

(in Section 3.5.2), we provide more evidence and analysis to explain why our feature

selection can work well.

3.4 Testing Design of ClusterFLADS

In this section, we aim to redesign the testing scheme of the original CFL for adaption

of IoT anomaly detection. Specifically, we first give the main ideas and rationale of

the new design and then elaborate on each step of the testing procedure.
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Figure 3.4: The testing procedure of ClusterFLADS, which includes four steps: 1)
obtain the accuracy and temperature scaling values of the validation set on differ-
ent sub-models; 2) build dummy feature-label pairs to fine-tune the sub-models and
obtain the updated models; 3) compute forgetting values of different sub-models; 4)
calculate the calibrated forgetting value of different sub-models and get the final pre-
diction result.
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3.4.1 Design Rationale

Key idea 1: use false predictions to reveal the degree of the distribution

difference between test and training data

Here we leverage catastrophic forgetting [73, 74], which is one phenomenon showing

that the neural network forgets what it has learned from old tasks while learning a

new task. This phenomenon usually occurs in situations where the training data for

several tasks are non-IID. Specifically in our anomaly detection task, given a batch of

test samples, each global model makes its prediction. We thus can construct dummy

pairs with the features of the test samples and their labels predicted by each global

model. Then the formed dummy pairs are used to update their corresponding global

models. The global models that did not show catastrophic forgetting after updating

(e.g., validation accuracy reduction is smaller than a threshold) are selected as the

optimal model for anomaly detection.

Key idea 2: calibrate forgetting value with temperature scaling

In order to solve the situation where catastrophic forgetting occurs in multiple models,

we leverage temperature scaling to calibrate the forgetting value. Temperature scaling

is a technique designed for calibration of prediction confidence [71]. A calibrated con-

fidence means that the predicted class’s probability closely reflects its ground truth

correctness likelihood. The output logits in the neural network model are passed

through the softmax function to obtain the class probability distribution. Temper-

ature scaling fixes the model parameters and learns a temperature value T using a

validation set. Then it simply divides the logits by the learned scalar parameter T .

Then, if the model is less-confident, we can set a smaller temperature scaling value

(T < 1) to calibrate the model; otherwise, we set a larger one (T > 1) for calibra-

tion. A temperature scaling value close to 1 implies that only a minor calibration is

necessary for the confidence value.

In summary, if the global model does not observe catastrophic forgetting, the

dummy pairs that the global model generates are likely to follow a distribution sim-

ilar to the global model’s training data distribution. Thus, global models in which

catastrophic forgetting [73,74] was not observed had a better predictive ability on the

test data. If more than one such global model exists, we choose the global model with

a higher validation accuracy and a smaller temperature scaling value. This is because

a larger validation accuracy means that a change in precision has less effect on the
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overall accuracy, and a smaller temperature scaling value implies that the problem of

catastrophic forgetting is less likely caused by model overconfidence, i.e., the model

has a better match between the predicted class’s probability and its ground truth

correctness likelihood.

3.4.2 Testing Procedure

Following the above analysis, we redesign the testing procedure with four steps.

Step 1 (1.1,1.2 and 1.3 in Fig. 3.4)

First, we test the accuracy Aglobal,l (1 ≤ l ≤ L) and temperature scaling values Tglobal,l

(1 ≤ l ≤ L) of the validation set on all sub-models θglobal,l (1 ≤ l ≤ L). Details of

the method for calculating accuracy and temperature values are described in Alg. 5

(Line 1-Line 7).

Step 2 (2.1 and 2.2 in Fig. 3.4)

In order to obtain more accurate test performance, we divide the test samples into

small batches and make predictions in batch units. Assume that we have a batch of

testing data,

Xb =
[
Xb,1 Xb,2 . . . Xb,R

]T
, (3.3)

where b (1 ≤ b ≤ B) is the batch index and R is the batch size.

Each sub-model will output its predicted labels,

Ĉ l
b =

[
ĉlb,1 ĉlb,2 . . . ĉlb,R

]T
, (3.4)

where ĉlb,r (1 ≤ b ≤ B, 1 ≤ r ≤ R) denotes the sub-model θglobal,l’s predicted label of

the rth sample in Xb.

Based on the features and predicted labels we construct our dummy feature-label

pairs,

Sl
b =

[
(xb,1, ĉ

l
b,1) (xb,2, ĉ

l
b,2) . . . (xb,R, ĉ

l
b,R)

]T
, (3.5)

We use the dummy feature-label pair Sl
b to fine-tune its corresponding sub-model

θglobal,l. After that, the sub-model θglobal,l (1 ≤ l ≤ L) is updated to θbupdate,l (1 ≤ l ≤
L).
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Step 3 (3.1 and 3.2 in Fig. 3.4)

For each updated model θbupdate,l, we obtain its validation accuracy Ab
update,l (1 ≤ l ≤

L). Then we compute the forgetting value of batch Xb on each sub-model θglobal,l

using the following equation,

F l
b =

1 if Aglobal,l − Ab
update,l < β

0 otherwise
(3.6)

where 1 ≤ l ≤ L and β is the comparison threshold.

We denote the forgetting value of all sub-models as,

Fb =
[
F 1
b F 2

b . . . FL
b

]T
, (3.7)

where F l
b (1 ≤ l ≤ L) denotes the forgetting value of the test batch b on the global

sub-model θglobal,l.

The forgetting value is used to measure the degree of catastrophic forgetting of a

global model after learning dummy sample pairs. If the drop in accuracy is greater

than a threshold β, we consider catastrophic forgetting has occurred and set the value

of F l
b to 0, otherwise 1.

Step 4 (4.1 and 4.2 in Fig. 3.4)

We use the temperature scaling value and the validation set’s accuracy obtained in

step 1 to calibrate the forgetting values. The calibrated forgetting values of batch Xb

on sub-model θglobal,l are denoted as follows,

tf l
b =

F l
b√

Tglobal,l

∗ Aglobal,l (3.8)

The batch Xb’s calibrated forgetting values on all the sub-models are represented

as,

tf b =
[
tf 1

b tf 2
b . . . tfL

b

]T
, (3.9)

where tf l
b denotes the calibrated forgetting value of the batch Xb on global sub-model

θglobal,l.

Finally, the calibrated forgetting value tf l
b is used as the score of the batch Xb on

sub-model θglobal,l. The client accepts the prediction result of the sub-model θglobal,l∗
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that has the largest score as the final prediction result of the batch, where

l∗ = arg max
l

tf l
b. (3.10)

3.5 Performance Evaluation

We conduct a series of experiments to verify the performance of our approach. Our

experiments aim to answer the following questions. RQ1: can our feature extraction

and clustering method successfully cluster clients with similar data distributions to-

gether? RQ2: how does our test scheme select the optimal outcome from a set of

global sub-model predictions and what’s the overall performance? RQ3: what is the

overall performance of ClusterFLADS compared to existing solutions?

3.5.1 Data and Model Details

Data preparing

Although there are many existing IoT system datasets [85], we cannot find a complete

dataset that simultaneously covers all kinds of traffic, e.g., no attacks and no conges-

tion, congestion but no attacks, attacks, and so on. Hence, we have built our own

IoT network testbed to collect data, which mainly consists of the firewall, routers,

malware (Mirai) control center, monitoring machine, and IoT devices (smart cam-

eras). The overall structure of the testbed is shown in Fig. 3.5. We have captured

traffic data with Wireshark in the IoT network when the devices work normally or are

attacked by Mirai [25]. Our data includes both benign and malicious data of smart

cameras in different scenarios. Specifically, we collect the following datasets:

• Set M1: malicious data. This dataset contains the data from the cameras

when we compromise the camera and launch Mirai attacks on the compromised

cameras. This dataset includes 64101 packets.

• Set B1: normal benign data (following the distribution D̂1). This data set

includes benign data when the cameras are in normal working mode and the

network is not experiencing congestion. This dataset includes 20728 packets.

• Set B2: benign data with network congestion issues (following distribution D̂2).

This dataset includes benign data from the cameras where the network is con-

gested. To emulate the network congestion scenario, we use other local machines
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streaming internet video. Frequent packet re-transmissions and losses are ob-

served in this situation, indicating network congestion. This dataset includes

20102 packets.

• Set B3: benign data during network configuration changes (following distribu-

tion D̂3). This dataset includes the benign data from the cameras in the pres-

ence of network configuration changes. To emulate this scenario, we changed the

maximum TCP segment size (MSS) to a different value. This dataset includes

34971 packets.

We divide each benign set Bi (1 ≤ i ≤ 3) into training set Traini (80%), validation

set V alidationi (10%) and test set Testi (10%). Then we distribute the training sets

to different simulated clients to simulate a federated anomaly detection system. The

malicious set M1 is only used for testing. Note that the clients are simulated using

the collected data.

Data preprocessing

We borrow the same data preprocessing method as in DIoT [1]. Specifically, according

to the seven characteristics (refer to Table 3.2 for details), we convert the packet

sequences g1, g2, . . . , gH (1 ≤ h ≤ H), H is the number of packets in the sequence)

to the symbol sequences y1, y2, . . . , yH (1 ≤ h ≤ H). Skipping the first 20 symbols,

we treat each symbol yh (21 ≤ h ≤ H) as the actual label ah and its preceding 20

symbols as the features dh = (dh,1, dh,2, . . . , dh,20) to establish the feature-label pairs

(dh, ah). These feature-label pairs will be fed into the detection model as training and

test samples.
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Figure 3.5: The overall structure of lab testbed.

Table 3.2: Characteristics of packets used in symbol mapping [1]

ID Characteristics Value

u1 direction 0 = outgoing, 1 = incoming

u2 type of local port port type’s bin index

u3 type of remote port port type’s bin index

u4 length of the packet packet length’s bin index

u5 TCP flags values for TCP flags

u6 protocols encapsulated protocol types

u7 IAT bin bin index of packet inter-arrival time (IAT)

Hyper-parameters of the Three-layer LSTM

We adopt a three-layer LSTM as the detection model. The learning rate is set at

0.001, the batch size is 128, and Adam [116] is the optimizer. The anomaly threshold

ϵ is set to 0.01 and the trigger threshold γ is set to 0.1.
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Figure 3.6: The Elbow method [2] is used to calculate the number of clusters with
k-means. We plot the distribution score under a range of L values. The distribution
score is the sum of the square distance of each point to its cluster center. The optimal
L is the Elbow of the plot.

3.5.2 Answer to RQ1

To answer RQ1, we assign Train1 to the first 10 clients, Train2 to the middle 5

clients, and Train3 to the last 10 clients, as shown in the first and second columns

in Table 3.3. Each communication round will perform E local epochs and E is set to

5. We set T̂ to 2, Z to 2, the batch size to 128, and the learning rate to 0.001. Note

that the meaning of notations is defined in Table 3.1.

Experimental results.

The Elbow method [2] is used to calculate the number of clusters with k-means.

Fig. 3.6 plots the distribution scores under the different number of clusters, where

the distribution score is the sum of the square distance of each point to its cluster

center. We can see that the elbow position of the plot is 3, which is consistent with

the number of distributions in our data. The clustering results are shown in Table 3.3.

The first 10 clients (following data distribution D̂1) are clustered to cluster 1, middle

5 clients (following data distribution D̂2) are clustered to cluster 2, and the last 10
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Last layer+PCA
Last layer+TSNE

Feature extraction method

Figure 3.7: The clustering time under different feature extraction methods.

clients (following data distribution D̂3) are clustered to cluster 3. The above test

results show that our clustering method successfully clusters clients with similar data

distributions together.

Table 3.3: Clustering results for different clients.

Client ID Data distribution Cluster ID

1 ∼ 10 D̂1 1

11 ∼ 15 D̂2 2

16 ∼ 25 D̂3 3
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Table 3.4: Overall Performance of clustering under different feature extraction meth-
ods.

Evaluation metrics Last

layer+TSNE

All lay-

ers+PCA

First

layer+PCA

Last

layer+PCA

Silhouette score [117] 0.578 0.985 0.972 0.988

Calinski-Harabasz

score [118]

42.025 27045.462 4910.029 53803.984

Davies-Bouldin

score [119]

0.553 0.022 0.045 0.016

∗A higher Silhouette score and Calinski-Harabasz score indicate better clustering results. Better

clustering outcomes are indicated by a lower Davies-Bouldin score.

The efficiency of our feature extraction scheme. To demonstrate the ef-

fectiveness of our feature extraction scheme, we do a number of experiments. First,

we test the running time of clustering under different feature extraction methods.

For the configuration of the server, we use a machine with macOS Catalina Version

10.15.7, 16 GB 3733 MHz LPDDR4X RAM, and 2 GHz Quad-Core Intel Core i5

CPU. We consider the case of selecting the first layer, the last layer, and all layers of

the model parameters.

We consider two dimensionality reduction methods: Principal component anal-

ysis (PCA) [115] and T-distributed Stochastic Neighbor Embedding (TSNE) [120].

Large datasets with high-dimensional features can be handled using the linear dimen-

sionality reduction technique known as PCA. It uses singular value decomposition to

convert many correlated variables into a small number of uncorrelated principal com-

ponents. TSNE [120] is a nonlinear dimensionality reduction method. By minimizing

the Kullback-Leibler divergence between the low-dimensional joint probability and

the high-dimensional data joint probability, TSNE [120] can perform dimensionality

reduction. Specifically, it transforms the similarity of low-dimensional space data

points and high-dimensional space data points into joint probability by using Gaus-

sian distribution and long-tailed distribution, respectively, so that a small distance in

high-dimensional space will be a large distance after mapping.

The evaluation results are shown in Fig 3.7. The results show that our feature ex-

traction method dramatically reduces the running time for clustering, benefiting from

the efficient combination of PCA and the last layer. This time advantage becomes

more pronounced when the number of clients and neural network layers increases, and
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Score: (0.6694, 0.4434, 0)

(a) The average calibrated-forgetting values of test set 1.

Score: (0, 0, 0.4434)Score: (0, 0.4434 ,0)

(b) The average calibrated-forgetting values of test set 2.

Score: (0, 0.4434, 0.713)

(c) The average calibrated-forgetting values of test set 3.

Figure 3.8: The average calibrated-forgetting values of different test sets.
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the distribution of data becomes more diverse. This explains why we choose some

layers of the model instead of all layers to extract features and clusters.

We also compare the clustering performance under different feature extraction

methods using the three most popular evaluation metrics:

• Silhouette score [117]. The average of the silhouette coefficients over all samples

is known as the silhouette score. The Silhouette Coefficients for each sample

are calculated using the formula (b − a)/max(a, b), where a represents the av-

erage distance between this sample and other samples in its intra-cluster, and

b represents the average distance between the sample and other samples in its

closest cluster. Better clustering outcomes are indicated by a higher Silhouette

score.

• Calinski-Harabasz score [118]. The ratio of the sum of the between-cluster and

within-cluster dispersion is used to determine this score. A larger Calinski-

Harabasz score indicates better clustering results.

• Davies-Bouldin score [119]. Each cluster computes its similarity to its most

similar cluster. The metric then uses the average of this similarity across all

clusters as the score. The similarity is determined by the ratio of the intra-

cluster distance to the inter-cluster distance. The smaller the Davies-Bouldin

score, the better the clustering results.

As shown in Table 3.4, our feature extraction method (PCA + last layer) can

obtain the best clustering performance.

Further analysis. We first demonstrate that clients with smaller distances in

model parameters are likely to have more similar data distributions. Suppose we have

two clients. We use θFedAvg to denote the global model trained using FedAvg, θsgd to

denote the model trained locally using data from all clients, θlocal1 to denote the local

model of client 1, and θlocal2 to denote the local model of client 2. The sizes of the

training data in client 1 and client 2 are n1 and n2, respectively. According to [54],

if all clients have the same initialization weights, then the Earth Moved Distance

(EMD), which measures the distance between two distributions, is the root cause of

weight divergence ||θFedAvg − θsgd||/||θsgd||. We can rewrite the weight divergence as:
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||n1 ∗ θlocal1 + n2 ∗ θlocal2
n1 + n2

− θsgd||/||θsgd||

=||
n1 ∗ (θlocal1 − θlocal2) + (n2 + n1)(θlocal2 − θsgd)

n1 + n2
||/||θsgd||

≤n1 ∗ ||θlocal1 − θlocal2 ||
n1 + n2

/||θsgd||+ ||θlocal2 − θsgd||/||θsgd||

(3.11)

The right side of the inequality is determined by ||θlocal1 − θlocal2|| if θlocal2 and

θsgd are fixed. Therefore, if two clients have the same initialization weights, a larger

distance between their local model parameters implies a large distance in their data

distribution. In our algorithm, the global model aggregated in the first round of

communication will be used as the initial model for each local client j (1 ≤ j ≤ N) in

the second round of communication. Therefore, clients with similar data distributions

are more likely to have smaller distances in model parameters.

The reason why clustering works better with only the last layer of the model to

extract features is mainly that the last layer learns more task-specific features [59,

110–113].

3.5.3 Answer to RQ2

As mentioned in Section 3.3.2, we train a global model for each cluster. The global

model of each cluster will be considered a sub-model of our final global anomaly

detection system. Our test scheme can select the optimal outcomes for testing data

from a set of sub-models’ predictions. To evaluate the performance of our test scheme,

we use three test sets:

• Test1 that follows the distribution D̂1

• Test2 that follows the distribution D̂2

• Test3 that follows the distribution D̂3

We set the test batch size to 60, the learning rate to 0.1, and the number of epochs

to fine-tune the global model to 15. The comparison threshold is set to 0.1.

Experimental results. The overall performance is shown in Table 3.5) and

Fig 3.8. The samples in Test1 follow the same distribution D̂1 as cluster 1. We

can see that all samples in Test1 (the first row of Table 3.5) have correctly selected

the global model of cluster 1 as their optimal sub-model and the average calibrated

forgetting score is 0.6694 (see Fig. 3.8 (a)). The samples in Test2 follow the same
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distribution D̂2 as cluster 2. We can see that all samples in Test2 (refer to the second

row of Table 3.5) have selected the global model of cluster 2 as their optimal sub-

model and their average calibrated forgetting score is 0.4434 (see Fig. 3.8 (b)). The

samples in Test3 follow the same distribution D̂3 as cluster 3. We can see that all

samples in Test3 (refer to the third row of Table 3.5) have selected the global model

of cluster 3 as their optimal sub-model and their average calibrated forgetting score

is 0.713 (see Fig. 3.8 (c)). The above evaluation results show that our test scheme

performed extremely well in automatically selecting the optimal sub-model for the

test samples.

Table 3.5: Overall Performance of the test scheme.

Probability distribution of identified clusters (%)

Test traffic Actual cluster Cluster 1 Cluster 2 Cluster 3

Test set 1 1 100 0 0

Test set 2 2 0 100 0

Test set 3 3 0 0 100
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Figure 3.9: Test performance of anomaly detection in different scenarios.
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Discussion. Experimental results show that sub-models that observe (1) no

catastrophic forgetting after updates, (2) higher validation accuracy, and (3) lower

temperature scaling values are more likely to be optimal sub-models for the test batch

Xb. Our further explanations regarding these criteria are as follows.

1. According to [54] and Section 3.5.2, we know that a greater test accuracy re-

duction (compared to θsgd) of the global model θFedAvg can be explained by a

larger lower bound of the weight distance ||θlocal1 − θlocal2||. We use the sub-

model θglobal,l as the initial model (the training data trainl of θglobal,l follow the

distribution Dl). Then we use Sl
b to update θglobal,l to θbupdate,l, and use the

training data trainl from cluster l to update θglobal,l to θ
′

global,l. Since θglobal,l has

converged on the training data trainl, θ
′

global,l should approximate θglobal,l well.

If two clients have the same initial model θglobal,l, the more severe the non-IID

problem between the data Sl
b and trainl, the greater the accuracy reduction in

the global model θFedAvg = (n1∗θbupdate,l+n2∗θglobal,l)/(n1+n2). Since validation

set Vl ∼ Dl, we have validation accuracy Ab
update,l ≤ AFedAvg ≤ Aglobal,l. Hence,

the lower bound of Asgd−Ab
update,l is larger if Asgd−AFedAvg is larger. Therefore,

a more skewed non-IID between the test batch and the cluster’s training data

implies a larger accuracy reduction of the updated model θbupdate,l. The global

sub-model that observes a small accuracy reduction after updating is more likely

to be the optimal one for the test batch Xb.

2. A higher validation accuracy means that changes in unit accuracy (a change in

unit accuracy means the accuracy is increased or decreased by 1 percent) have

less impact on the overall accuracy.

3. A larger temperature scaling value means that when a model has difficulty

forgetting, it is mainly due to its own overconfidence rather than the fitness of

the test samples.

3.5.4 Answer to RQ3

To answer this question, we introduce two baselines:

1. Baseline 1: this baseline uses the method described in DIoT [1]. It is an IoT

anomaly detection method [1] built on the traditional federated learning archi-

tecture [46,82,82,83].
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2. Baseline 2: this baseline applies the algorithm introduced in IFCA [59]. It

should be emphasized that IFCA mainly uses convolutional neural networks

and is evaluated on the MNIST and CIFAR datasets, so we only refer to its key

algorithm, using our own LSTM network and hyper-parameters. The cluster

number is set to 3 and the learning rate is set to 0.001. Similar to the imple-

mentation of IFCA [59], we allow all clusters to share the weights for the first

three layers and execute the algorithm to learn only the last two fully-connected

layers.

We consider three testing scenarios:

1. IID-data scenario: the training data between different clients, and the same

client’s test data and training data are all IIDs.

2. Non-IID scenario 1: the training data among different clients are non-IID, but

the same client’s test data and training data are IID.

3. Non-IID scenario 2: the training data among different clients are non-IID and

the same client’s test data and training data are non-IID.

Experimental results. The evaluation results are shown in Fig. 3.9. The figures

in the first row show the evaluation results of IID data, the figures in the second row

show the evaluation results of non-IID data in the spatial domain (i.e., non-IID data

among different clients), and the figures in the third row show the evaluation results

of non-IID data in the temporal domain (i.e, the same client’s test and training data

are non-IID).

We compared the false positive rate (FPR), true positive rate (TPR), and overall

accuracy in our method with baseline methods under different test scenarios. The

true positive rate (TPR) means the probability of successfully detecting the malicious

samples, and the false positive rate (FPR) means the probability of falsely detecting

the benign samples as the malicious samples. The percentage of successfully identified

samples to all testing samples is represented by the accuracy rate. All methods achieve

good performance in the IID scenario (i.e, 100% true positive rate (TPR), 0% false

positive rate (FPR), and 100% accuracy).

For all non-IID scenarios, baseline 1 observed an improved false positive rate

(FPR). This is due to the negative impact of local models on each other during

aggregation.
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Baseline 2 solves the non-IID problem in non-iid scenario 1 (spatial domain) but

ignores the non-IID problem in non-IID scenario 2 (temporal domain). Although

all clusters share the first few layers, task-specific knowledge is mostly contained in

the last few layers. Therefore, each cluster mainly learns knowledge belonging to a

specific distribution and lacks knowledge of other clusters. Since each client selects

its own cluster’s global model for testing, very high false positives are observed when

its test and training data are non-IID.

By effectively combining our clustering, training, and testing methods, Cluster-

FLADS achieves excellent performance, i.e., 100% true positive rate and no false

positives, in all the test scenarios.

3.6 Conclusion and Future Work

Motivated by the observation that FL-based IoT traffic anomaly detection suffers

from data distribution shifts in both temporal and spatial domains, we present a

new clustered federated learning approach to IoT anomaly detection. ClusterFLADS

takes advantage of the false predictions of the inappropriate global models, together

with knowledge of temperature scaling and catastrophic forgetting to reveal distribu-

tional similarities between the test data and the training data (of different clusters).

The global models that did not show catastrophic forgetting after updating (e.g., val-

idation accuracy reduction is smaller than a threshold) had a better predictive ability

on the test data. If more than one such global model exists, we choose the global

model with a higher validation accuracy and a smaller temperature scaling value.

We design an efficient feature extraction scheme by exploiting the difference in

the role each layer of a neural network plays in the learning process. By carefully

selecting model parameters and conducting dimensionality reduction, our approach

can effectively improve the clustering speed and thus reduce the anomaly detection

delay.

To evaluate the performance of ClusterFLADS, we collected real-world IoT trace

data and used the data to simulate different scenarios. The extensive experiment

showed that ClusterFLADS could cluster clients accurately and quickly. It outper-

formed two existing baseline solutions and achieved excellent test performance (100%

true positive rate and no false positives) under different data distributions.

While ClusterFLADS was motivated to address the non-IID problem in FL-based

IoT anomaly detection systems, it should be generic enough to be applicable in other
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RL application domains. Nevertheless, we may need to adapt the ClusterFLADS

detection model and feature extraction method to make it work for a particular

application. We leave this as our future work.
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Algorithm 4: Training of ClusterFLADS
Input: Privacy data Dj and number of training samples qj of each client j

(∀1 ≤ j ≤ N), total number of training samples q
Output: Global model θglobal,l (∀1 ≤ l ≤ L) of the cluster l

1 Initialize global model parameters θ
(1)
global;

2 for communication round t← 1 to T̂ do
3 for client j ← 1 to N do

4 θ
(t)
j = ClientExecute(θ

(t)
global, j);

5 end

6 if t < T̂ then

7 θ
(t+1)
global =

∑N
j=1

qj
q θ

(t)
j

8 else
9 for client j ← 1 to N do

10 fj = FeatureExtraction(θ
(t)
j )

11 end

12 end
13 Execute k-means to cluster features f1, . . . , fN into L clusters ;

14 Calculate the number of clients l̂ in each cluster l and the number of training

samples ql in cluster l ;
15 Initialize θglobal,l ;
16 for cluster l← 1 to L do
17 repeat

18 for client o← 1 to l̂ do
19 θl,o=ClientExecute(θglobal,l,o);
20 end

21 θglobal,l =
∑l̂

o=1
qlo
ql
θl,o

22 until Convergence;

23 end
24 return Global model θglobal,l (∀1 ≤ l ≤ L) of the clusters;
25 ClientExecute (w, j):
26 for local epoch e← 1 to E do
27 for batch b← 1 to B do

28 w = w − η ∂l(w;b)
∂w

29 end

30 end
31 return w to the server;

32 FeatureExtraction (θj):
33 Extract the parameters θUj ;

34 fj=PCA(θUj );

35 return fj to the server;
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Algorithm 5: Testing of ClusterFLADS

Input: Global sub-models θglobal,l (∀1 ≤ l ≤ L), testing batch Xb, validation set V
Output: l∗

1 for cluster l← 1 to L do
2 Aglobal,l = DetectionAcc(θglobal,l,V) ;
3 Tglobal,l = Temperature(θglobal,l,V) ;

4 Feed Xb to θglobal,l and obtain Sl
b ;

5 Use Sl
b to update θglobal,l to θbupdate,l ;

6 Ab
update,l = DetectionAcc(θbupdate,l,V) ;

7 end
8 Compute Fb based on Equation 3.6 ;
9 Compute tf b based on Equation 3.8 ;

10 Compute l∗ based on Equation 3.10 ;
11 return l∗ ;
12 DetectionAcc (Model, S):
13 len=S.length() ;
14 acc=count=0
15 for sample (x, c) ∈ Set S do
16 Predicted label ĉ = Model(x);
17 if ĉ = c then
18 count++ ;

19 end
20 acc = count

len ;
21 return acc;

22 Temperature (Model, S):

23 initialize temperature ;
24 optimizer2 = torch.optim.LBFGS([temperature]) ;
25 for epoch e← 1 to E do
26 for batch b← 1 to B do
27 optimizer2.step(closure() );
28 end

29 end
30 return temperature ;

31 closure ():
32 clear the gradients ;
33 TScale = TScaling(logits,temperature) ;
34 loss = CrossEntropyLoss(TScale,labels) ;
35 loss.backward() ;
36 return loss ;

37 TScaling (logits, temperature):

38 TScale = logits
temperature ;

39 return TScale ;
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Chapter 4

Root Cause Analysis for Federated

Learning-based IoT Anomaly

Detection

4.1 Introduction

Due to the lack of built-in security controls [108, 121] in IoT devices and the “rush

to market” mentality of IoT device manufacturers [1, 122], IoT anomaly detection

has attracted a lot of attention. To leverage data on large-scale IoT devices of local

users without compromising privacy, federated learning (FL) [46, 82, 82, 83] has been

applied for IoT anomaly detection [1, 123]. As shown in Fig. 4.1, a global model

is trained for each type of IoT devices since the same type of IoT devices adopt

similar configurations (e.g., default factory settings) and thus yield similar traffic

patterns [1, 81].

Nevertheless, the traffic from different clients in a real IoT system may be non-

independent and identically distributed (i.e., non-IID), leading to quite different IoT

traffic patterns even for the same type of devices with the same configuration. This is

due to the fact that the performance of local/global models in federated architectures

varies over time and location changes (we call these spatial-temporal dynamics in

network environments), e.g., duplicate TCP packets triggered by TCP retransmissions

due to link failures or network congestions. Consequently, a large number of FP events

(false alarms) could raise (please refer to our experimental results shown in Fig. 4.2 for

more details) and overwhelm the operator of the anomaly detection system. Hence,
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it becomes incredibly critical to tell apart the root causes for the raised alarms (either

true or false).

Gateway  `1` Gateway `2` Gateway `K`

Server

Type a Type cType a

......

Type b

(1) 

(2) 

(3) 

(4) 

Figure 4.1: The architecture of FL-based anomaly detection. The training process
consists of the following four steps: 1. Each client downloads the initial global detec-
tion model. 2. The client updates the global model with local data. 3. The client
sends the updated model to the server. 4. The server aggregates the local models
from the clients.

4.1.1 Motivation

Root cause analysis has been widely applied to reason the raised failures or abnormal

events. (Refer to Sec. 4.2 for a thorough review of existing methods). When adopting

them for FL-based anomaly detection in IoT applications, however, we are faced with

the following problems.

• Root cause analysis applied to IoT systems require better generalization capa-

bilities. Due to the unstable network environment of the IoT system, abnormal

data caused by the same reasons will also fluctuate greatly. Additionally, cun-

ning and variable attack can take new forms we haven’t seen before. In this

case, we hope that the system can see the essence through the phenomenon,
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Figure 4.2: Boxplot of FPR (%) of different anomaly detection models when (a)
data from different clients are IID, (b) the training data and testing data from the
same client are IID, but data from different clients are non-IID. This emulates the
situation where different clients may have different network configurations or network
conditions, (c) the training data from different clients are IID, but the training data
and test data from the same client are non-IID. This happens when network conditions
change significantly over time and such changes may or may not be triggered by
attacks. We consider four different models: a 3-layer GRU model (marked as “model
1”, also the same model used in DÏoT [1]), a 3-layer LSTM network (marked as “model
2”), an encoder-decoder GRU network (marked as “model 3”) and an encoder-decoder
LSTM network (marked as “model 4”).
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and correctly find the most likely cause for the anomaly instead of becoming

random.

• IoT systems have higher requirements for collaboration capabilities. Due to the

diversity and complexity of IoT anomaly scenarios, it is difficult for local users

to train a powerful root cause analysis model alone. Nevertheless, the existing

root cause analysis solutions [124–127] are mainly trained and applied locally,

largely ignoring the collaboration capabilities required by the IoT system.

• IoT root cause analysis systems need to be capable of lifelong learning to adapt

to new emerging anomaly scenarios. IoT technology is changing rapidly, and

the known anomaly scenarios may only be the tip of the iceberg. Therefore,

it is difficult for us to train a root cause analysis model that can cover all

kinds of anomaly scenarios. Therefore, the system should have the ability to

continuously learn new knowledge and self-renew.

In consequence, existing solutions cannot well solve the task of root cause anal-

ysis in IoT systems. Unstable network environments and new forms of attack can

significantly degrade test performance for root cause analysis. Therefore, the first

question we need to answer is: how to improve the generalization ability? Addition-

ally, blind emphasis on collaboration may jeopardize user privacy. Therefore, the

second question we need to answer is: how can the local users collaborate while ensur-

ing privacy? Third, constantly emerging new anomaly scenarios can render existing

systems obsolete. Therefore, the third question we need to answer is: how can the

system continuously learn new knowledge and self-renew to adapt to new emerging

anomaly scenarios?

4.1.2 Challenges and Contributions

To design a root cause analysis solution that can solve the above three questions in

an IoT system, we have several challenges. First, the possible fluctuations and new

forms of the data are unknown, so it is difficult for the model to learn the essential

pattern through the phenomenon from the existing training data belonging to each

scenario. Actually, classifiers often rely on specific rules learned from the feature-

label pairs of the training data to determine the most likely category for the test

samples. However, this method may make the model pay too much attention to

details and even learn the noise of individual instances [128], which is not conducive
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to improving the generalization ability of the model. Second, we can add noise to

the data samples [129,130] so that local users can share their data to train the global

model without revealing their privacy. However, the randomness of noise and the

uncertainty of adding noise methods can destroy useful patterns contained in raw

data and reduce test performance. Third, the process of learning new knowledge

and self-renewal often renders the model temporarily unusable [131], leading to great

inconvenience and safety hazards in people’s daily life.

To address the above challenges, we propose a new framework named Score-VAE

to analyze the root cause of anomalies in IoT systems. Score-VAE designed a new

training scheme and testing scheme that can fit the requirements of generalization,

lifelong learning, collaboration, and privacy protection in root cause analysis of IoT

systems. Specifically, we summarize the major contributions of this work as follows.

Gateway

Anomaly detection model and 

root cause analysis system


Internet

Figure 4.3: Score-VAE at the gateway for root cause analysis.

• We introduce Score-VAE, a new root cause analysis framework of anomalies

in IoT systems, which is deployed at the same place as the anomaly detection

model, e.g., the gateway as in Fig. 4.3. To improve the generalization capacity,

our system trains a separate global model for each anomaly scenario and relies

on the reconstruction effect of the different scenario’s global VAE root cause

analysis models on the test sample to judge its category, rather than use a

single model to learn rules directly from the mapping relationship of feature

label pairs. Benefiting from this multi-model framework, we can also build

global models for new emerging scenarios without disturbing existing ones.
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• To collaboratively train a powerful global model without leaking privacy and

further improve the generalization capacity, we introduce a new training pro-

cedure such that the actual input to the local VAE network only contains the

distance relations of the scaled symbols in the original samples, and then use

the decoders uploaded by all the local models participating in the training of a

certain scenario and noise to generate new samples to train the global model for

that scenario. Both the local models and the global models are realized through

our dynamic VAE network, where the weights for different losses change dy-

namically during training based on the knowledge of stop gradient [78, 79] and

multi-task learning [70]. Furthermore, we propose a new test scheme based on

Hamming distance. Benefiting from the dynamic VAE network and the Ham-

ming test scheme, the negative impact of noise can be addressed.

• We extensively evaluate the performance of Score-VAE using real-world IoT

data. The experimental results show that Score-VAE can well meet the re-

quirements of collaboration and privacy protection, thus adapting to the feder-

ated learning architecture. Compared to the baselines, Score-VAE also shows

stronger generalization ability and thus better test accuracy.

4.2 Related Work

Existing work of root cause analysis can be roughly divided into two categories: i)

identifying root causes with expertise and ii) identifying root causes with machine

learning (ML).

4.2.1 Identify Root Causes with Expertise

In this category, expert knowledge is used to formulate specific rules [75–77] for de-

termining the root cause of failures. Mourtzis [75] designed a knowledge-based social

networking app for employees to collaboratively diagnose problems during the devel-

opment of large projects. Mamoutova [77] utilize expert knowledge to analyze failures

of storage systems.

Solutions in this category can achieve excellent performance with specialized

knowledge of fault classification or identification. However, in our case, we do not

have enough expertise to establish effective rules. Different from traditional Inter-

net applications, the Internet of Things is an emerging industry that has developed
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rapidly in recent years. Short development history, rapid replacement, and uneven

products make it particularly difficult to acquire the expertise to identify different

IoT anomaly scenarios.

4.2.2 Identify Root Causes with ML

Bayesian networks, decision trees, and neural networks are the three most commonly

used ML techniques in identifying the root cause.

Bayesian Networks

Bayesian networks have been widely applied to represent the relationship between

alarms and causes. Chockalingam et al. [132] proposed a new framework for analyzing

the root causes of problems observed in cyber-physical systems. However, conditional

probability tables in directed acyclic graphs are difficult to obtain efficiently. Wang

et al. [133] formulated a strategy for examining the underlying causes of a unique

kind of alert in thermal power plants. The Bayesian network’s prior and posterior

probabilities were updated using data samples, and the set of parent nodes with the

highest posterior conditional probability was used to identify the root cause. However,

it requires prior knowledge to be reliable.

Decision Trees

Chen et al. [125] introduced a decision tree-based approach for failure diagnosing.

They trained the decision tree by using the request traces and run-time information

from time periods when user-visible failures were presented. Yang [134] devised an

online random forest to diagnose sensor failures. Detzner et al. [135] employed an

interactive decision tree for root-cause analysis of product detection in manufacturing

companies. While decision trees are good at interpreting recognized causes, they are

inefficient on time series data, and errors may increase fast when the number of

categories is large.

Neural Networks

Roelofs et al. [124] introduced a method called Anomaly Root Cause Analysis. Their

method could find those features contributing more to wind turbine anomalies by
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applying an optimization algorithm to an autoencoder network. However, this ap-

proach assumes that the anomaly detection system has no false positives, which may

not be possible in reality. Velásquez et al. [126] designed a new proposal that adopts

RL based neural network classifier to identify the faults in power transformers. Nev-

ertheless, the implementation of the method is too complex. Additionally, existing

works [124, 126, 127, 136, 137] mainly focus on identifying the root causes of anoma-

lous events that have already been confirmed as failures or attacks and trained locally,

ignore the generalization, life-long learning, collaboration, and privacy protection ca-

pacities required by root cause analysis of IoT systems.

This work belongs to the second category and is realized through the neural net-

work technique. Different from existing work, our method involves anomalous sce-

narios not only malicious attacks but also false positives caused by environmental

changes. Furthermore, instead of locally training and applying a classifier like pre-

vious work, our privacy-preserving training scheme and hamming test scheme help

users jointly train a global root cause analysis model with better generalization and

lifelong learning capacities.

Table 4.1: Packet characteristics used in symbol mapping [1]

ID Characteristic Value

g1 direction 0 = outgoing, 1 = incoming

g2 the type of local port port type’s bin index

g3
the type of remote

port
port type’s bin index

g4 the length of packet packet length’s bin index

g5 TCP flags TCP flag values

g6 protocols encapsulated protocol types

g7 IAT bin bin index of packet inter-arrival time (IAT)
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(3) feed noise to the decoder to generate new samples (4) Train the global root cause scoring model
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Figure 4.4: Architecture of Score-VAE : the black arrows denote the flow of training
global VAE root cause analysis model, and the red arrows denote the flow of testing.

4.3 Overview and architecture of Score-VAE

4.3.1 Design Rationale

As indicated in Section 4.1, FL-based anomaly detection models could observe a

large number of FP alarms in complex IoT scenarios. The workload of the operator

could be much reduced if the false positives and true positives could be distinguished

correctly. Intuitively, we can either (1) develop new methods to enhance existing

FL-based anomaly detection or (2) design a separate root cause analysis system as an

add-on service that automatically discovers the causes of an alarm. It is a long journey

in the former direction [138, 139], and it is unlikely we will have a breakthrough in

the short term. We thus adopt the latter method.

Designing a root cause analysis system as an add-on service to complement the

functionality of the existing FL-based anomaly detection system is also based on the

following rationale:

• First, due to the imbalance of benign and attack data or the lack of (unknown)

attack data, it is more convenient to train an anomaly detection model with

benign data only [140]. This follows the commonly-accepted assumption that

device manufacturers are not malicious, i.e., IoT devices may be vulnerable but

should be trusted when first released by a manufacturer. As such, there is a time
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period long enough to learn benign models of IoT devices. Due to this reason,

many IoT anomaly detection systems such as [1] are trained with benign data

only.

• Second, re-training an existing anomaly detection model requires substantial

overhead in both time and cost. Even though machine unlearning methods [53,

91, 106] may be used to speed up the model update, it is still very time-

consuming and undesirable to update the global anomaly detection model for

better accuracy whenever a new scene (e.g., network congestion) is observed in

local gateways.

• Finally, root cause analysis and global anomaly detection can use different mod-

eling techniques, and the model for root cause analysis can be trained indepen-

dently from that for anomaly detection. In addition, we can train Score-VAE

incrementally based on new scenarios observed in local gateways, offering us

great flexibility for extending the Score-VAE model. Whenever a new scene is

observed, we can collect the corresponding data and use them to update the

root cause analysis without touching the global anomaly detection. This benefit

is further illustrated in the evaluation Section 4.7.2.

Root cause analysis has been widely used for reasoning a failure or abnormal event.

However, existing root cause analysis solutions highly rely on rules learned from the

mapping relationships of feature-label pairs for anomalous scenario classification, lack

generalization ability, and are mostly locally trained. Therefore, designing a root

cause analysis system, which has better generalization ability, and can adapt to the

FL architecture, will address these gaps and help FL-based anomaly detection systems

significantly reduce operator workload.

4.3.2 Architecture and Workflow

A high-level view of Score-VAE architecture and its workflow is shown in Fig. 4.4.

The black arrows denote the flow of training the global VAE root cause analysis

model, and the red arrows denote the flow of testing.

The procedures for training the models of Score-VAE are elaborated in Section 4.4.

For each scenario, we generate new training samples for the global model by feeding

noise into the decoders of the local models uploaded by the clients participating in
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training for that scenario. Both the local models and the global models are realized

through our dynamic VAE networks.

The procedures for the test scheme of Score-VAE are elaborated in Section 4.5.

Score-VAE works with existing anomaly detection models in the following way: the

test samples (i.e., incoming traffic) first pass through the anomaly detection model,

which raises alarms whenever anomalies are detected. Anomaly samples are passed

to the downloaded global root cause model for Hamming testing, and then find the

root cause of the anomaly.

4.4 Training procedure of Score-VAE

In this section, we introduce the training procedure of Score-VAE. We introduce

a joint noise privacy-preserve training scheme (we use the term ”joint noise” be-

cause with the help of noise, clients can jointly train a powerful model while ensur-

ing privacy) that can collaboratively train a powerful global variational autoencoder

(VAE) [80, 141–143] root cause analysis model while preserving clients’ privacy. Our

training scheme consists of five steps [144] [145] [129] [143].

• Step-0: perform two rounds of preprocessing on the training data.

• Step-1 (refer to (1) in Fig. 4.4): each client trains the local VAE generative

model by using the dynamic VAE network and the client’s private data.

• Step-2 (refer to (2) in Fig. 4.4): all clients upload their decoder of the local

VAE generative model trained in the first step to the server.

• Step-3 (refer to (3) in Fig. 4.4): the server uses random noise g ∼ N (0, 1) to

generate new data points from all the received local VAE generative models [80,

129,141]. The newly generated data can be treated as the server’s public data.

• Step-4 (refer to (4) in Fig. 4.4): the server trains its global VAE root cause

scoring model for each anomaly scenario by using public data belonging to that

scenario. The training method of the global VAE root cause scoring model is

the same as the training method in Step-2.

The details of the two rounds of preprocessing are displayed in Section 4.4.1. And

in Section 4.4.2, we explain the details of dynamic VAE networks that are used to

train the local and global root cause analysis models.
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4.4.1 Two-round data processing

First round of data processing

As introduced in Section 4.7.1, we built an IoT testbed with smart cameras (model

DLink DCS-932LB) to emulate various IoT scenarios and collect data. We then map

each packet to a symbol based on the seven characteristics of the packet listed in

Table 4.1. Specifically, the mapping assigns each unique combination of packet char-

acteristics (g1, . . . , g7) a dedicated symbol representing the “type” of the particular

packet [1]. Note that the symbols are indexed, and it is the index numbers that

are used for model training. Thus, the sequence of packets can be translated into a

sequence of symbols. We then adopt a moving window that covers 20 packets1 For

each packet, we use its symbol as the labeled class and the symbol sequence in its

proceeding 20 packets as its feature. In this way, we can translate each packet into a

sample.

Second round of data processing

For ease of training and to protect privacy, we conduct the second round of pre-

processing on the data samples. First, we scale each sample’s feature values to a

narrow range (A,B) using min-max scaling [146], where A and B are two hyper-

parameters, whose settings can be found in Section 4.7. Specifically, denote a sample

Dj = (f 0
j , f

1
j , . . . , f

19
j ), where f i

j(i = 0, . . . , 19) are the 20 feature values. Denote

f i
max = max{f i

0, f
i
1, . . .} over all samples, and f i

min = min{f i
0, f

i
1, . . .} over all sam-

ples. Then each sample Dj = (f 0
j , f

1
j , . . . , f

19
j ) is scaled to D̂j = (f̂ 0

j , f̂
1
j , . . . , f̂

19
j ),

where f̂ i
j =

f i
j−f i

min

f i
max−f i

min
∗ (B − A) + A. After that, we convert the input features

(f̂ 0
j , f̂

1
j , ..., f̂

19
j ) of the transformed data sample D̂j into a matrix Xj, denoted as

Xj =


dj(0, 0) dj(1, 0) ... dj(19, 0)

dj(0, 1) dj(1, 1) ... dj(19, 1)

... ... ... ...

dj(0, 19) dj(1, 19) ... dj(19, 19)


where dj(m,n) (0 ≤ m,n ≤ 19) represents the absolute distance between f̂m

j and f̂n
j

in the transformed data sample D̂j. Then the matrices will be used to train Score-

1The window size of 20 packets for feature representation is empirical and was validated to be
effective for anomaly detection in [1].
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VAE. The above processing steps make the actual inputs of the local VAE network

only contain the distance relations of the scaled symbols in the original samples. By

further combining with our joint noise training scheme, the privacy of users is greatly

protected.

For ease of understanding and intuitively illustration our testing process (as shown

Fig. 4.6), we in the rest of the paper treat matrix Xj as an image of size 20×20 pixels,

where dj(m,n) (0 ≤ m,n ≤ 19) denote the pixel values. In other words, each sample

is represented by a small image.

4.4.2 Dynamic VAE Network

As mentioned earlier, the local models and the global root cause analysis models are

realized through the dynamic VAE network. We call this a dynamic VAE network

because the weights for different losses change dynamically during training.

Architecture and workflow

The architecture of the dynamic VAE network is shown in Fig. 4.5. VAE [141,144,145]

network consists of three parts: encoding, reparameterization, and decoding. Given

a matrix sample Xj, the encoder approximates the posterior distribution p(zj|Xj) of

the latent variable. The posterior distribution is assumed to be a normal distribution

N (µj, σj
2) with mean µj and standard deviation σj. Then we use reparameterization,

which samples latent variable from the posterior distribution p(zj|Xj) and feed it into

the decoder to obtain the reconstructed sample X
′
j.

Loss function

It is worth noting that we use a dynamic loss function in the VAE network to replace

the traditional loss function. The detail of the training process of our dynamic VAE

network is illustrated in Alg. 6. Specifically, for each training sample j in batch

b, we calculate its reconstruction loss Lrec
j , kl loss Lkl

j , and distribution loss Ldis
j .

The reconstruction loss Lrec
j is the L1 norm distance |Xj −X

′
j| of the reconstruction

sample X
′
j and the original sample Xj. The kl loss Lkl

j represents the KL divergence
1
2
∗ (2log(σj)+1−σ2

j −µ2
j) of the posterior distribution p(zj|Xj) of the latent variable

and the standard normal distribution N (0, 1). The distribution loss is determined

by the probability that the original sample Xj belongs to the posterior distribution
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p(zj|Xj) of the latent variable, denoted as

Ldis
j = −log(p(Xj|µj, σ

2
j )) = −log(

1√
2πσj

e
−

(Xj−µj)
2

2σ2
j ).

Algorithm details

We calculate the total reconstruction loss, kl loss, and distribution loss for each batch

b of J samples, i.e., Lrec(b) =
∑J−1

j=0 Lrec
j , Lkl(b) =

∑J−1
j=0 Lkl

j and Ldis(b) =
∑J−1

j=0 Ldis
j .

Similar to [147], we adopt dynamic loss LSUM(b), which is the weighted sum of the

reconstruction loss, the kl loss, and the distribution loss, denoted as LSUM(b) =

wrec,kl ∗ (Lkl(b) + Lrec(b)) + C1 ∗ wdis ∗ Ldis(b) + C2 ∗ log(vrec,kl ∗ vdis) (we add a

constraint term C2 ∗ log(vrec,kl ∗ vdis) to avoid the weights becoming too small, C1

and C2 is the hyper-parameters used to adjust the order of magnitude of different

terms), where vdis = 2 ∗ wdis
−1/2. The weights of different losses can be automatically

tuned with model parameters through gradient descent as shown in Alg. 6. The

reconstruction loss and the kl loss share the same weight wrec,kl because they are

losses in the traditional VAE network [141]. Then we check whether the weight of the

loss is out of the defined range (Line 9 to Line 11 in Alg. 6). However, this process

may make the loss calculation process discrete, and we cannot calculate the gradient.

To solve the problem, we use an intermediate vector and stop gradient method as

shown from Line 12 to Line 14 in Alg. 6. Specifically, We use the PyTorch .detach()

method to stop gradient [79, 80]. During forward-propagation, the .detach() method

does not make any changes. We compute the loss of vdis = adis + (vdis−adis). During

back-propagation, the part with .detach() does not compute the gradient, so we only

compute the gradient of vdis = adis. Note that adis is continuous and its gradient can

be calculated.

Discussion of the efficiency of distribution loss

The purpose of introducing the distribution loss is to maximize the probability that

Xj belongs to the posterior distribution q(X
′
j|zj) of the reconstruction sample X

′
j.

The goal of reconstruction loss is to minimize the distance |Xj − X
′
j|, where

X
′
j is the reconstruction sample and Xj is the original sample. The goal of the

Kullback–Leibler loss is to make sure the distribution of the latent variable zj fol-

lows the standard normal distribution. We denote the distribution loss as Ldis
j =

−log(P (Xj|zj). So minimizing the distribution loss is equal to minimizing the dis-
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Figure 4.5: The architecture of dynamic VAE network in Score-VAE.

tance of q(X
′
j and p(Xj), where q(X

′
j) is the distribution of reconstruction data point

X
′
j and p(Xj) is the distribution of original data point Xj.

4.5 Test Procedure of Score-VAE

Hamming test: During the testing period, Score-VAE works together with the existing

anomaly detection model. The test samples first pass through the anomaly detection

model, which raises alarms whenever anomalies are detected. Then the anomalies are

passed to the global root cause analysis model for root cause analysis.

Fig 4.6 uses an example to illustrate the flow of our test scheme, which includes

5 steps.

• Step-0: convert the anomaly test data into image samples using the preprocess-

ing methods described in Section 4.4.1.

• Step-1 (refer to (1) in Fig. 4.6): pass the test image samples to the root cause

analysis system.

• Step-2 (refer to (2) in Fig. 4.6): reconstruct test image samples with the global

root cause analysis model for each scenario and output reconstructed images.



101

• Step-3 (refer to (3) in Fig. 4.6): convert each reconstructed image into a binary

image. The basic idea is to calculate the average of all pixel values in an image.

Set a pixel to 1 if it is greater than the mean, and 0 otherwise.

• Step-4 (refer to (4) in Fig. 4.6): calculate the Hamming distance between the

reconstructed binary image of each scenario and the binary image of the original

test sample. The Hamming distance [148] represents the number of pixels of

two images at which their corresponding values are different.

• Step-5 (refer to (5) in Fig. 4.6): compare the Hamming distance between the

reconstructed binary image and the original binary image. The scenario that re-

constructs the binary image with the smallest Hamming distance will be treated

as the root cause of the anomaly sample.

In each group, if the proportion of samples caused by root cause c is greater than

the root cause threshold γ, the root cause c is considered to be one of the root causes

for that group. Finally, the global VAE root cause scoring system outputs its root

cause score for the group,

s =
[
s1 s2 . . . sC

]T
, (4.1)

where sc (1 ≤ c ≤ C) denotes the score that the anomaly is caused by the root cause

c. The score sc is set to 1 if c is one of the anomaly root causes of the group, otherwise

set to 0.
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Algorithm 6: Dynamic VAE network

Input: Training set X, (arec,kl, adis), [h
min
rec,kl, h

max
rec,kl], [h

min
dis , hmax

dis ], mini-batch size J

Output: Optimal parameters θ∗ for the VAE model

1 Randomly initialize the parameters of the VAE model

2 repeat

3 for Batch b← 1 to B do

4 Lrec(b) =
∑J−1

j=0 |Xj(b)−X
′

j(b)|
5 Lkl(b) =

∑J−1
j=0

1
2 ∗ (2log(σj(b)) + 1− σ2

j (b)− µ2
j (b))

6 Ldis(b) =
∑J−1

j=0 −log(
1

σj(b)
√
2π

e
−

(Xj(b)−µj(b))
2

2σ2
j
(b) )

7 vrec,kl = arec,kl

8 vdis = adis

9 // Check loss weight range

10 vrec,kl = Compare(arec,kl, h
min
rec,kl, h

max
rec,kl)

11 vdis = Compare(adis, h
min
dis , hmax

dis )

12 // Use .detach() to stop gradient during backward

13 vrec,kl = arec,kl + (vrec,kl − arec,kl).detach()

14 vdis = adis + (vdis − adis).detach()

15 wrec,kl =
1

2∗v2
rec,kl

16 wdis =
1

2∗v2
dis

17 LSUM (b) = wrec,kl(Lrec(b) + Lkl(b)) + C1 ∗ wdis ∗ Ldis(b) + C2 ∗ log(vrec,kl ∗ vdis)
18 Backward LSUM (b) to update the model parameters and loss weights

19 end

20 until Convergence;

21 return Optimal model parameters θ∗;

22 Function Compare(a, min, max):

23 result;

24 if a ≤ min then

25 result = min;

26 else if a ≥ max then

27 result = max;

28 else

29 result = a;

30 end

31 return result;
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(1) Pass the test image samples to the root cause analysis system.

(4) Calculate the Hamming distance between the reconstructed binary image
of each scenario and the binary image of original test sample.

(3) Convert each reconstructed image into a binary image.

(2) Reconstruct test image samples with the global root cause analysis model
for each scenario and output reconstructed images.

Figure 4.6: Hamming distance between the original binary image and the recon-
structed binary image in the network congestion test example.

4.6 Further discussion: what are the main advan-

tages of Score-VAE for root cause analysis?

Better generalization capability

Score-VAE have better generalization capabilities. since it relies on the reconstruction

effect of the different scenario’s global VAE root cause scoring models on the test

sample to judge its category, rather than use a single model to learn rules directly

from the mapping relationship of feature label pairs.

Lifelong-learning

Additionally, this training scheme makes the global models of different scenarios in

the root cause analysis system independent of each other. Therefore, the process of

training a global model for a newly observed scene does not render existing global

models temporarily unusable.

Privacy-preserve

The privacy of local users can be preserved for the following reasons: 1. the processing

steps make the actual inputs of the local VAE network only contain the distance

relations of the scaled symbols in the original samples. 2. only the decoder parts

are uploaded to the server. 3. the data samples used to train the global model are

generated from random noise.
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The negative impacts brought by the randomness of noise and the uncertainty of

adding noise methods can be addressed due to: 1. we employ noise that has a similar

distribution to the latent variable. 2. the generative ability of the VAE network

provides an opportunity to build a bridge between random noise and training data.

3. the dynamic VAE network enables the trained model to reconstruct not only the

sample pixel values, but also its distribution. 4. the hamming distance can reduce

the distance of matching pixels and enlarge the distance of unmatched pixels by

converting the reconstructed image to a binary image. Then only the incorrect data

bits flipped in the binary image will be counted.

4.7 Experimental Evaluation

We perform a series of experiments to illustrate the benefits of Score-VAE by an-

swering the following questions. RQ1: can Score-VAE correctly identify the causes

that trigger the alarms from the anomaly detection model? RQ2: how does each

component of Score-VAE contribute to the overall performance? RQ3: how does the

performance of Score-VAE compare to the baseline?

4.7.1 Data preparation

The false alarms can be caused by attacks or the temporal-spatial dynamics of the

network environment. However, we did not find any existing IoT system datasets that

simultaneously contained all kinds of traffic. Hence, we built an IoT testbed with

smart cameras (model DLink DCS-932LB) to emulate various IoT traffic scenarios.

The cameras are connected to the Internet via a gateway (as shown in Fig. 4.1), and

we use sniffer software to capture the data package going through the gateway via

port mirroring.

We collected both malicious data and benign data. The malicious data include

data flows under different Mirai attack [19] stages: loading, scanning, and DDoS at-

tack. Benign data includes data flow under non-attack conditions, including different

network configurations (e.g., different MTU values) and different network traffic loads

(e.g., temporary network congestion). The details are as follows:

• Set1: Mirai data includes malicious traffic during the Mirai loading phase.

Specifically, Mirai infects a smart camera, turning it into a remotely controlled

“zombie.” This set includes 64101 samples.
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• Set2: Mirai data includes malicious traffic during the Mirai scanning stage. A

bot sends a small amount of data to declare its connection with the command-

and-control (CnC2) server and the CnC server sends the bots some commands.

This set includes 18494 samples.

• Set3: Mirai data includes malicious traffic during the distributed denial of ser-

vice (DDoS) attack stage. A bot attacks a selected target by generating a large

amount of fake data. This set includes 20310 samples.

• Set4: Normal data includes benign traffic when the cameras are in normal

working mode and the local network traffic load from other machines is light.

This set includes 20728 samples.

• Set5: Network configuration change data includes benign traffic when network

configuration changes. We changed the TCP maximum segment size (MSS) to

different values to test this scenario. Note that TCP may dynamically change

MSS to suit the path MTU (PMTU). This set includes 34971 samples.

• Set6: Network congestion data includes traffic in the presence of network con-

gestion. Specifically, we captured live video data from the cameras while other

local machines are streaming Internet videos. In this case, we observed frequent

packet re-transmissions and losses, which manifest the network congestion. This

set includes 20102 samples.

We divide each data set Seti (1 ≤ i ≤ 6) into training set Traini (80%), validation

set V alidationi (10%) and testing set Testi (10%).

2An attacker-controlled computer called the CnC server is used to issue commands to systems
infected with the Mirai malware. Since we have control of the Mirai bots, we configure the IP address
of the CnC server to our controlled machine to avoid attacking any machine beyond our lab.
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Table 4.2: Overall performance of Score-VAE

Probability distribution of identified root causes (%)

Test traffic No. Actual root cause Network

conges-

tion

Network

config-

uration

change

Mirai at-

tack

Others Test accu-

racy (%)

1 Mirai (loading) 1.49 0 98.51 0 98.51

Malicious 2 Mirai (scanning) 0 0 100 0 100

3 Mirai (DDoS attack) 0 0 100 0 100

Benign 4 Network configura-

tion change

0 99.05 0 0.95 99.05

5 Network congestion 100 0 0 0 100

4.7.2 Answer to RQ1

We consider three anomaly scenarios: network configuration changes (scenario 1),

Mirai attacks (scenario 2), and network congestion (scenario 3). Based on the training

method introduced in Section 4.4, we use Train5 to train the global model of scenario

1, Train2 to train the global model of scenario 2, and Train6 to train the global model

of scenario 3. The data of Test1 ∼ Test6 are used for testing.

We use the following hyper-parameters. The batch size is 100 and learning rate is

0.5 ∗ e−3. The values of C1 and C2 are set to 0.2 and 1000 respectively. The min-max

scaling range value for the Mirai attack scenario is set to (0, 1). The min-max scaling

range value for the network congestion scenario is set to (−2, 2). The min-max scaling

range value for the network configuration changes scenario is set to (−4, 4). The root

cause threshold γ is set to 0.2.

Experimental results. The overall performance of Score-VAE is shown in Table 4.2.

The results show that Score-VAE can successfully identify the root causes

of alarms triggered by global anomaly detection, with an accuracy higher

than 98%.

4.7.3 Answer to RQ2

Score-VAE includes three critical components: joint noise, dynamic VAE, and Ham-

ming test. To demonstrate the contribution of each component, we perform an abla-

tion study. The baseline is the one that disables joint noise and uses the traditional
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Table 4.3: Ablation study of components in Score-VAE

Joint
noise

Dynamic
VAE

Hamming
test

Test accuracy improvement∗ Privacy protection∗

Mirai
(load-
ing)

Mirai
(scan-
ning)

Mirai
(DDoS
attack)

Network
config-
uration
change

Network
conges-
tion

✓ ✓ ✓ 1.49%↓ – – 99.05%↑ 100%↑ Yes

✗ ✓ ✓ 10.10%↓ – – – 90.47%↑ No (same as
the baseline)

✓ ✗ ✓ 100%↓ 58.07%↓ – 100%↑ 3.44%↑ Yes

✓ ✓ ✗ – – – – – Yes

∗ The improvement is over the baseline that disables joint noise and uses traditional VAE network
and L1 loss. “–” means the same as the baseline.

VAE network and L1 loss. Table. 4.3 shows the results.

Joint Noise

If we disable the joint noise, the system will lack adequate protection for privacy, as

explained in Section 4.4.

Dynamic VAE

The second row of Table 4.3 indicates that dynamic VAE, working with the Hamming

test, can significantly improve the accuracy of identifying network congestion. The

main reason is that the dynamic loss function consists of traditional losses (recon-

struction loss and Kl loss) and distribution loss. The distribution loss can help the

VAE model learn the latent variables better and ensure that the posterior distribution

of reconstructed data is close to the distribution of original data. In addition, the

weights learned by the model can better capture the importance of different losses

than average weights or manually adjusted weights.

Hamming test

Comparing the fourth row and the first row of Table 4.3, we find that the Ham-

ming test can improve the accuracy of identifying network configuration and network

congestion. The main reason is that Hamming distance can reduce the distance of
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matching pixels and enlarge the distance of unmatched pixels by converting the re-

constructed image to a binary image. Then only the incorrect data bits flipped in the

binary image will be counted. Compared with other loss calculation methods such as

L1 loss and kl divergence, Hamming distance reduces the noise error value brought

by the preprocessing and reconstruction process.

In summary, the ablation study shows that combining these three components

can significantly improve the accuracy of identifying non-malicious root causes (e.g.,

network configuration change or network congestion), while achieving similar accuracy

in identifying malicious root causes (only the accuracy for detecting Mirai loading is

slightly reduced).

4.7.4 Answer to RQ3

As mentioned in Section 4.2, there are many potential supervised learning models

suitable for root cause analysis problems (for example, a simple neural network/tree-

based model). To better illustrate the necessity of our design score-VAE, we compre-

hensively compare Score-VAE with two baselines from two perspectives.

1. Baseline 1: this baseline uses a decision tree classifier [149] for root cause anal-

ysis.

2. Baseline 2: this baseline uses a 3-layer LSTM neural network [50] for root cause

analysis.

Experimental results. The evaluation results are shown in Table. 4.4. From the

perspective of test performance, Score-VAE can achieve the best performance (99.14%

test accuracy). This may be due to our joint noise training scheme and Hamming

test method enhancing the generalization ability of the model.

From the perspective of privacy preservation, in Score-VAE, only the decoder part

of the local VAE generative model is uploaded to the server, and the server trains

the global root cause scoring model by feeding noise to the decoder part to generate

new samples. Due to the effective combination of federated learning architecture,

preprocessing scheme, and joint noise training scheme, the data privacy of local users

in using Score-VAE can be preserved.
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Table 4.4: Comparison of Score-VAE with baseline

Method Overall test accu-

racy

Privacy protection

Baseline 1 49.28% No

Baseline 2 69.56% No

Score-VAE 99.14% Yes

4.8 Conclusion and Future Work

FL-based IoT anomaly detection systems may raise many false-positive alarms caused

by the spatial-temporal dynamics in the network environment of the FL architecture,

e.g., duplicate TCP packet retransmission due to temporary wireless link failures or

network configuration changes. This paper tackled this challenge by developing a

new root cause analysis system, called Score-VAE, which works as an add-on service

to help existing FL-based IoT anomaly detection filter out false positives. Score-

VAE uses the reconstruction and generation capabilities of the VAE network and

integrates three key components, namely joint noise, dynamic VAE, and Hamming

test, to ensure the good generalization, lifelong learning, collaboration, and privacy

protection capacities required by root cause analysis of IoT systems. Evaluated with

real-world IoT data, Score-VAE can correctly discover the anomaly’s root causes

while protecting the privacy of local users.

Score-VAE has the same inherent limitation as any VAE-based solution: its knowl-

edge about root causes is learned from known scenarios. How to break this limitation

is a challenging problem left for future work. Actually, it is still unclear whether or

not it is possible to break this limitation. We expect Score-VAE can attract more

attention and motivate more future research on root cause analysis.
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Chapter 5

Conclusions and Future Work

5.1 Conclusions

In this dissertation, we investigated three critical problems for the Internet of Things

anomaly detection.

First, the IoT anomaly detection system needs to update the model quickly, ei-

ther because of mislabelled samples or due to device firmware upgrades. To tackle

this problem, we propose a novel machine unlearning method, termed ViFLa. ViFLa

leverages the concept of virtual federated learning and can obtain efficiency and com-

pleteness of machine unlearning based on smart partition, enhanced class distribution

weighted sum (ECDWS), and state transition ring. We thoroughly evaluate the per-

formance of ViFLa using real-world trace data, covering not only the effectiveness of

its individual components but also its benefit in different application scenarios. The

evaluation result demonstrates that ViFLa can obtain similar accuracy of re-training

from scratch with significant speedup. We also performed a theoretical analysis of

the efficiency of ViFLa using SISA [64] as a baseline. Compared to the baseline,

ViFLa can reduce the computational complexity and the amount of data affected by

unlearned samples.

Second, in order to solve the non-IID problem in a federated learning-based

anomaly detection system, we propose a new anomaly detection approach Cluster-

FLADS based on the knowledge of clustered federated learning. To address the non-

IID problem in the temporal domain, ClusterFLADS takes advantage of the false

predictions of inappropriate global models, together with knowledge of temperature

scaling and catastrophic forgetting, to reveal distributional similarities between the
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training data of different clusters and the test data. To improve the clustering speed,

we introduce an efficient feature extraction scheme by exploiting the difference in the

role each layer of a neural network plays in the learning process. We evaluate the

performance of ClusterFLADS using real-world IoT trace data in various scenarios.

The results show that ClusterFLADS can cluster clients accurately and efficiently,

with a 100% true positive rate and no false positives over various data distributions.

Third, to cope with the diverse anomaly scenarios that may be encountered by

federated learning-based IoT anomaly detection systems, we developed Score-VAE,

a new framework to identify the root causes of anomalies based on a variational au-

toencoder (VAE) network. Score-VAE can work together with existing IoT anomaly

detection systems built over the federated learning (FL) framework. To achieve life-

long learning, Score-VAE trains a separate global model for each abnormal scenario,

so the intervention of new scenarios will not render the existing system unusable. To

obtain better generalization and collaboration capacities required by the IoT systems,

Score-VAE designed a privacy-preserve training scheme and a Hamming tests scheme

based on the generation and reconstruction capacities of the variational autoencoder

(VAE) network and the knowledge of hamming distance. To further improve model

performance, we employ a VAE network with dynamic loss, which exploits knowl-

edge of multi-task learning, stopping gradients and distributions. Evaluation results

with real-world IoT trace data collected from different scenarios demonstrate Score-

VAE can accurately discover the root causes of alarms triggered by the IoT anomaly

detection systems and obtain better performance compared to the baselines.

5.2 Future work

The Internet of Things has penetrated every aspect of people’s daily life at an un-

precedented speed. We believe that the demand for IoT technologies and devices will

continue to grow. The close connection with people’s life and the lack of built-in

security controls make the IoT intrusion detection critical in the IoT industry. This

dissertation catered to this need and has several directions for further investigation.

First, in Chapter 2, accurate estimation of unlearning belief is critical for smart

partition. we estimate the unlearning belief value (the likelihood that a sample is to

be unlearned) of a sample based on the knowledge naive Bayes and k-fold validation.

Such an estimation, while being verified effective in our evaluation, still has a large

room for further improvement. In the future, we hope to collect more factors that
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may affect the demand for samples to be unlearned, and take these factors into

consideration in the design of our smart partition method. In this way, we may

further improve the unlearning performance and adapt it to different application

contexts.

Second, in Chapter 3, our evaluation results were based on the assumption that

IoT devices belonging to the same type can be identified. However, this requires

prior classification of IoT devices. In the future, we hope to extend our method that

can automatically handle different types of devices in different network environments.

In other words, we need to answer the question “how can we automatically cluster

similar devices together and train a global detection model for each cluster without

knowing the device type.” This will pose more demanding requirements on clustering,

training, and testing mechanisms.

Third, in Chapter 4, the goal of the Score-VAE framework is to improve the

anomaly detection system by analyzing the root causes when the system raises alarms.

From the perspective of network operators, the root causes are critical information

to identify true network anomalies. While the inferred root causes can save time for

network operators, network operators might still need to verify the root causes to

ensure the safe operation of the network. Ideally, if the system can automatically

verify the root causes filter out the false alarms in the first place, the work overhead

of network operators can be further reduced. We are thus motivated to extend Score-

VAE for this purpose by automatically filtering false alarms with causal correlation

and contextual monitoring.
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Appendix A

Additional Information

LSTM Summation Form: LSTM is a type of recurrent neural network (RNN)

architecture [150]. Each LSTM neuron (shown in a colored box in Fig. A.1) has four

inputs: the original input x, the input gate that controls if x could be written into

the memory cell, the output gate that decides if the value of the current neuron is

accessible to the other neurons, and the forget gate that decides what time to forget

the content in the memory cell. We train an LSTM of three layers with mini-batches

(sample size = 128), and the dimension of its input feature is 20. Following [150], the

network is modeled as:

ft = σ(Wf ∗ [ht−1, xt] + bf )

it = σ(Wi ∗ [ht−1, xt] + bi)

C̃t = tanh(WC ∗ [ht−1, xt] + bC)

Ct = ft ◦ Ct−1 + it ◦ C̃t

ot = σ(Wo ∗ [ht−1, xt] + bo)

ht = ot ◦ tanhCt

where Wf ,Wi,WC ,Wo ∈ R128×(20+128), bf , bi, bC , bo ∈ R128, 128 is the number of hidden

units, and 20 is the dimension of the input feature. Each parameter state consists of

weights and biases of three LSTM layers and two fully connected layers. The initial

parameter state of the network θS0 is the parameter state stored in node n0 of the

state transition ring in Fig. 2.5. At each state, a mini-batch (128 samples) batchb

is input to the network and estimates the batch loss if b = j (refer to Eq. (2.3)).

We backward propagate this batch loss and calculate the gradient giθS0
(batchb)

for each
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parameter i and use this gradient as the mapping result. The summation form of

the LSTM network is the sum of mapping results of all the batches at state θSj
, i.e.,∑

b fθSj
(batchb).

Figure A.1: Structure of LSTM.

Proof of the convergence of KL-attention: We provide a sketch proof. The

proof is based on the concept of Cauchy sequence. The vector update rule defined

by Eq. (2.7) is equivalent to a mapping function T (vj) =
∑K

i=1 σ(R(j, i))vi. We use

||.|| to denote the vector norm. For ∀j ∈ {1, . . . , K}, we can calculate the difference
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between vj and T (vj) as:

||vj − T (vj)|| = ||vj −
K∑
i=1

σ(R(j, i))vi||

= ||
K∑

i ̸=j,i=1

σ(R(j, i))(vj − vi)||

We slightly abuse the notation by using vvv to represent the set of vectors vvv =

{v1, v2, . . . , vK} and T (vvv) to represent the set vectors T (vvv) = {T (v1), T (v2), . . . , T (vK)}.
We define the distance between vvv and T (vvv) as: d(vvv, T (vvv)) =

∑K
j=1 ||vj − T (vj)|| =∑K

j=1 ||
∑K

i ̸=j,i=1 σ(R(j, i))(vj − vi)||.
Similarly, we can obtain the distance d(T (vvv), T 2(vvv)) as follows:

d(T (vvv), T 2(vvv))

=
K∑
j=1

||
K∑

i ̸=j,i=1

σ(R′(j, i))(T (vj)− T (vi))||

where T 2 means applying the mapping function again, i.e., the second-round update

with Eq. (2.7). The mapping function of a vector is the weighted average of all

the vectors, and the similarity of the vector and other vectors will become smaller

after mapping T . So the distance d(T (vvv), T 2(vvv)) ≤ d(vvv, T (vvv)). There must exists a

number a(0 < a < 1) that makes d(T (vvv), T 2(vvv)) ≤ a ∗ d(vvv, T (vvv)).

By induction and by triangle inequality, we have d(T n(vvv), T m(vvv)) ≤ d(T n(vvv), T n+1(vvv))+

. . .+d(T m−1(vvv), T m(vvv)) ≤ an∗d(vvv, T (vvv))+an+1∗d(vvv, T (vvv))+. . .+am−n−1∗d(vvv, T (vvv)) =

an ∗ d(vvv, T (vvv)) ∗
∑m−n−1

k=0 ak. So d(T n(vvv), T m(vvv)) ≤ an ∗ d(vvv, T (vvv)) ∗
∑n−m−1

k=0 ak =

an ∗ d(vvv, T (vvv)) ∗ am−n

1−a
< an∗d(vvv,T (vvv))

1−a
for all n < m. For any ϵ > 0, we can choose an N

satisfying aN∗d(vvv,T (vvv))
1−a

< ϵ. Then for N ≤ n ≤ m, d(T n(vvv), T m(vvv)) < ϵ.

So the sequence {vnvnvn = T n(vvv)}∞n=1 is a Cauchy sequence. Convergence is

proved due to the Bolzano–Weierstrass theorem [151] that “each bounded sequence

in Rn has a convergent sub-sequence”, and a Proposition [151] that “if a sub-sequence

of a Cauchy sequence converges to x, then the sequence itself converges to x.”
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Appendix B

List of abbreviations

The following table describes the significance of various abbreviations utilized in this

dissertation. The page indicates where the abbreviation first appears.

Table B.1: The list of abbreviations

Abbreviation Meaning Page

KL Kullback–Leibler 16
IID independently and identically distributed 14

Non-IID non-independently and identically distributed 13
IoT Internet of Things 12
ML machine learning 12
FL federated learning 12
CFL clustered federated learning 17

ECDWS enhanced class distribution weighted sum 16
SQ statistical query 16
TPR true positive rate 50
FPR false positive rate 50
LSTM Long Short Term Memory 12
GRU Gated Recurrent Units 12
PCA principal component analysis 63
TSNE T-distributed Stochastic Neighbor Embedding 75
CnC command and control 107
VAE variational autoencoder 15
RQ research question 69

ViFLa virtual federated learning approach 14
ClusterFLADS clustered federated learning-based anomaly detection system 18


