
Approximating 4-Cliques in Streaming Graphs:

The Power of Dual Sampling

by

Anmol Mann

B.Tech. (Computer Science), Chitkara University, 2018

A Thesis Submitted in Partial Fulfillment of the

Requirements for the Degree of

MASTER OF SCIENCE

in the Department of Computer Science

© Anmol Mann, 2021

University of Victoria

All rights reserved. This thesis may not be reproduced in whole or in part, by

photocopying or other means, without the permission of the author.



ii

Approximating 4-Cliques in Streaming Graphs:

The Power of Dual Sampling

by

Anmol Mann

B.Tech. (Computer Science), Chitkara University, 2018

Supervisory Committee

Dr. Alex Thomo, Supervisor

(Department of Computer Science)

Dr. Venkatesh Srinivasan, Co-Supervisor

(Department of Computer Science)



iii

ABSTRACT

Clique counting is considered to be a challenging problem in graph mining. The

reason is a combinatorial explosion; even moderate graphs with a few million edges

could have clique counts in the order of many billions. When dealing with such

big data, it becomes critical to not just analyze it, rather analyze it very efficiently.

While randomized algorithms are known for estimating clique counts, 4-cliques have

not received as much attention as triangles in the streaming setting.

In this work, we propose 4CDS, a fast and scalable algorithm for approximating

4-clique counts in a single-pass streaming model. By leveraging a combination of

sampling approaches, we estimate the 4-clique count with high accuracy. We provide

a theoretical analysis of the algorithm and prove that it improves upon the known

space and accuracy bounds.

A comprehensive evaluation of 4CDS is conducted on a collection of real-world

graphs. Our algorithm performs well on massive graphs containing several billions

of 4-cliques and terminates within a reasonable amount of time. We experimentally

show that our proposed method obtains significant speedup, outperforming several

existing clique counting algorithms.
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Chapter 1

Introduction

Clique listing and counts divulge important properties about the structure of massive

graphs, especially social networks. Graphs are also popular in traditional enterprises

for instance, a retailer might view the products and customers as a graph. Assume

in a graph, we have a few nodes representing customers and the rest representing

products. Edges are either formed between affiliated products or when customers

purchase products.

Similarly, in financial institutions transactions can be modelled as a graph. In this

case, we can assume that a fraction of nodes in our graph represent branches of the

banks and the rest are the customers. The edges are formed when the customers de-

posit and withdraw money. Various types of queries can be performed on such graphs

such as in the former example which product or classes of products are frequently

bought together. Correspondingly, in the latter transaction graph, one might want

to discover small deposits followed by large withdrawals to detect money laundering

activities. Such queries can be expressed as finding all instances of a given subgraph

of the actual graph. For instance, the first query can be considered as discovering

all instances of a triangle constituting a customer and two correlated products. Sim-

ilarly, the second query can look for a slightly more complex pattern like k-cliques

or graphlets. Such queries are referred to as graph mining queries, where one is

interested in locating structural patterns in the underlying graph.

In this research work, the problems related to mining patterns in massive graphs

using approximation are studied. In addition to triangles, some of the commonly used

patterns include motifs, which are subgraphs formed by common set of vertices and

cliques. The standard approach to do this mining is to perform an iterative expansion.

An iterative expansion is given a graph and a subgraph, we start with all instances
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of the simplest subgraph that can be discovered (such as all the vertices in a graph).

This is followed by iteratively expanding the candidate set by adding the neighbouring

edges until the intended subgraph pattern is discovered. The challenge here is the

amount of data which is generated. With more complex subgraph patterns such as

4-cliques, the intermediate data explosion results in this technique being intractable

in massive graphs. Therefore, it becomes challenging to mine motifs such as 4-cliques,

etc. in large graphs. On average, using iterative expansion it takes several hours to

mine a subgraph pattern in a graph with 1 billion edges. However, using the technique

proposed as part of this thesis work, 4CDS (4-Clique Dual Sampler), the same

query can be processed on a much larger graph in a very short amount of time.

A clique in a graph is a set of nodes such that there is an edge between any two

distinct nodes in the set. Specifically, a 4-clique is a set of four vertices, all connected

to each other. Many recent works c.f. [37, 40, 46] make use of cliques in mining

dense graphs to discover emerging dense sub-regions of a network. 4-cliques have

also been shown to provide the foundation for computing the most practical case of

nucleus decomposition of networks (see [38]). Notably, [38] provides in-depth analysis

about the biological importance of small subgraph counts for detecting network motifs.

Thus, clique listing and counts are considered to be very important in social network

analysis and network science.

It is commonly thought that cliques, beyond three nodes, are difficult to enumerate

or count. This is because the number of possible instances grows as O(nk), where k

is the order of the clique and n is the order of the graph. Thus, for massive graphs,

it is believed that algorithms that enumerate cliques or compute exact clique counts

cannot terminate in a reasonable time [32], and thus, cannot scale well on large

graphs. The clique counting problem has been studied extensively [3,11,23]. Alon et

al. [3] proposed a technique to count given-length cycles. Bordino et al. [11] extends

triangle counting to subgraphs on three and four vertices in a three-pass streaming

model. Santoso et al. [36] present a method to exactly enumerate (not just count)

four node graphlets (including 4-cliques) in static graph. Other proposed solutions,

such as Arabesque [45] and 4-prof-dist [16] use distributed platforms.

We focus on the problem of estimating the count of 4-cliques using streaming

algorithms. Specifically, we use the one-pass streaming model in which incoming

edges of a graph are processed and the output updated as they come down a stream.

In essence, once an edge moves down a stream, it cannot be processed again. Our

algorithm processes edges of a data stream in a single pass. It is worth noting that
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there have been plenty of studies on triangle count approximation in the streaming

model. It was found that triangles can be estimated efficiently using state-of-art

techniques such as [21,40,43].

When it comes to approximating the number of 4-cliques, to the best of our

knowledge, none of the previous works can handle the one-pass streaming model. In

this paper, we show that by leveraging a dual sampling of both edges and triangles

we can achieve an accurate estimation of 4-cliques in the one-pass streaming model.

Our proposed algorithm achieves a significantly improved run-time and is able to

handle large graphs which other methods either take much longer to process or fail

to complete processing at all. Moreover, unlike previous works, our solution is the

first to work in a fully streaming setting producing the 4-clique count in only a single

pass.

Our experiment shows that some massive graphs can be processed very fast, on the

order of seconds, while some others take longer. We analyse the practical applicability

of our method, and refine the feasibility limit of clique enumeration in general.

1.1 Graph pattern mining and Sampling

The motivation of many streaming models is monitoring a very large undirected graph

that is changing dynamically. For example, a potentially massive graph can consist of

communication between entities like IP addresses in a network. A graph is formed by

a huge of volume of edges coming in as time progresses as for each connection there’s

an edge with IP addresses as it’s vertices. Edges of the graph arrive in sequence. We

want to continue to maintain a unique property of this large evolving graph. The

context of this research revolves around counting sub-graphs, specifically, 4-cliques.

Pattern mining is the problem of finding instances of a given pattern such as

triangles, 3-chain graphlets, k-cliques, network motifs, etc. in a graph. Most of the

graph pattern mining algorithms can reveal interesting properties in a graph but

struggle to process or scale massive graphs.

A baseline approach is to iterate over all possible embeddings in a graph. To do

so, we begin with a vertex or an edge and subsequently, filter out those along the way

that cannot possibly match. Then, one more vertex or an edge is added to expand

the remaining candidate embeddings. This process continues to repeat itself to list

all the patterns. The evident challenge in graph pattern mining, as opposed to graph

analysis, is the exponentially large candidate set that needs to be checked.
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1.2 Why 4-clique Counting?

Example : How often are four people connected via a single person in a network? This

formation is referred to as a 4-Clique in graph theory. In other words, how friends of

friends are connected to each other?

In general, there are many applications which makes use of clique counting. For

instance, Becchett et al. [5]) talked about web spam detection. In [5], it’s shown that

a larger than usual number of triangles is an indicator of a web spam. A triangle is

a subgraph pattern which constitutes of three vertices, all connected to each other.

If one wants to move to higher order cliques such as k-cliques, where k is the

number of vertices, all of which are connected to each other in a graph, biological

networks (Przul et al. [34], Kashtan et al. [24]) provides a graph summarization

technique which is called as network motifs or graphlets. Network motifs are vectors

consisting of several occurrences of various types of subgraphs in a large graph. These

subgraphs are patterns such as edges, triangles, cliques of size 4, 5, etc. Therefore,

network motifs are vectors providing a structural summary which describes a graph.

1.3 Motivation

Graphs are popular workflows in big data analytics. Most common applications of

such datasets can be found in domains such as social networks, biology, and medicine.

In particular, several small subgraph patterns in a network have been determined as

the simple building blocks of complex biological networks. In fact, the distribution of

their occurrences could reveal answers to many important biological questions [27,50].

4-cliques, in particular, reveal community structure in protein interaction networks

and word-association graphs [29].

There are many applications of clique discovery in the domain of Social Network

Analysis (SNA). In social networks, a clique is described as a group of individuals

who share similar interests and interact with one another. These groups are identified

as cliques if every individual is directly tied to every other individual. Nodes in

such a network tend to form highly connected neighborhoods which is measured by

clustering coefficient. In other words, the degree to which nodes in a graph tend to

cluster together is measured by clustering coefficient and is closely related to triangle

estimation problem [31,39,44]. The next central subgraph pattern after triangles are

4-cliques. To understand complex networks better, measuring clustering coefficients
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of order 4 are crucial [51]. Evidence suggests that in most real-world social networks,

nodes tend to create tightly knit groups characterized by a relatively high density

of ties. Furthermore, the probability of such an event happening is greater than the

the average probability of a tie randomly established between two nodes [19]. For

example, when capturing the friendship relationship in Facebook graph, we obtain a

higher value of clustering coefficient. The reason being cliques of friends are frequent

in such types of social networks. To measure clustering coefficient of order 4, we need

the count of 4-cliques in a network. This is the motivation behind this work.

Another motivation behind this work is based on the observations that in many

mining tasks, one does not require the exact count of sub-graph instances. Often,

in large graphs, it might be impossible to output all possible embeddings of a sub-

graph pattern. Thus, in such scenarios it’s favourable to leverage approximation to

do pattern mining.

The main determination of our work is preserving dual subgraph patterns (edges

and triangles) to obtain clique estimations. This reduces the execution times rea-

sonably well and allows our algorithm to scale efficiently to large real-world graphs.

Experiments on massive real-world graphs show that our streaming algorithm for

counting 4-clique is practically fast, scalable and accurate.

1.4 Contribution

The main contributions of this thesis are:

• Using color coding (graph sparsification) and reservoir sampling, we present a

one-pass, fast, and scalable streaming algorithm to approximate the number of

4-cliques that significantly improves upon the state-of-art.

• We provide a detailed theoretical analysis and prove that our estimation is

unbiased. Our algorithm works for any arbitrary edge ordering in a graph.

• Our algorithm does not need to wait for the entire graph stream to be processed

to provide a 4-clique count. Rather, it can provide the 4-clique count of the

graph seen so far at any instant of time.

• We create an efficient implementation of the algorithm for a single machine.

For instance, our algorithm is able to run on the densest graph we consider,
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dewiki, of millions of nodes and edges, within reasonable time and much more

efficiently than other methods.

1.5 Organization

This thesis is organized as follows:

Chapter 1 provides a brief introduction about the relevance of graph mining and 4-

clique counting, the motivation behind this research work and key contributions.

Chapter 2 provides the literature review for approximating k-cliques problem. It

provides a brief overview of the major contributions made in the field of clique

estimation. It also talks about the limitations and advantages of each approach.

Chapter 3 talks about the background knowledge for graph theory, streaming model,

and goes into details of some sampling methods. It contains basic terminologies

and concepts that are important to understand our contributions.

Chapter 4 presents the novel algorithm for approximating 4-clique count in a stream-

ing one-pass model. Theoretical accuracy and complexity analysis of the algo-

rithm is also provided in this chapter.

Chapter 5 contains the experimental results which evaluates the 4− clique approx-

imation done on some massive real-world datasets. It also provides the com-

parison of our algorithm with the existing published methods.

Chapter 6 concludes the problem statement and the contributions made as part of

this research work.

Chapter 7 contains a discussion about possible future work related to this area.
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Chapter 2

Related Work

Extensive literature is available for clique counting in graphs using several computa-

tional models [13, 15, 27]. Our study focuses on the approximation algorithm using

streaming model, however, not much has been done for counting k-cliques in that

model.

Chiba and Nishizeki [13] is a seminal work on clique enumeration. They use degen-

eracy ordering to split graphs into several subgraphs and then recursively list cliques

in these subgraphs. kClist is a parallel clique enumeration technique proposed in [15]

which improves on [13] but still could not scale for large graphs. Moreover, the run-

ning time of kClist depends on the ordering of nodes. Primarily, the key idea behind

discovering k-cliques is to count the number of (k – 1) cliques in the neighbourhood

of every vertex in the graph. The limitation of kClist is that despite being to list

trillions of cliques on a commodity hardware in a single day, it failed to scale up for

larger graphs.

Milo et al. [27] analysed frequent subgraph patterns, and called them network

motifs. Since then, there have been many studies on how to find and count small

subgraphs within a graph or network, including those we already discussed in the

Introduction. kClist is a parallel clique counting technique proposed in [15].

Most of the state-of-the-art techniques do not rely on streaming models to estimate

k-cliques (k >= 4). Using streaming model as a technique to approximate clique

counts in a graph can be tracked back to Bar-Yossef et al. [4] in 2002. To the best

of our knowledge, there has not been a solution employing the streaming model to

approximate 4-cliques by sampling both edges and triangles. Therefore, in this study

we propose a novel streaming algorithm for counting 4-cliques.

For k-clique counting in graph networks, randomized techniques such as edge
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sampling [35, 47, 49] and color coding [2, 6, 52] have been extensively used. The

recently proposed ordering-based algorithm Turán-Shadow [22] for estimating k-

cliques (k ≤ 10) (in a non-streaming setting) provides accurate clique estimates for

large graphs.

Approximation algorithm proposed in [20] counts directed k-cliques (k = 3, 4)

by decomposing graph network via node removal process. guise presented in [7] is

based on Markov chain Monte Carlo uniform sampling strategy and random walk for

estimating the motif frequency distribution of 3-node, 4node and 5-node motifs.

Note that none of the above works employs a streaming model. In other words,

the aforementioned methods require multiple scanning of a graph to estimate a clique

count. Thus, they cannot obtain a clique count at any instant in time. The limitation

of these methods is that either they do not scale well on massive graphs or they cannot

be employed on a single machine as they utilize clusters or parallelization techniques.

In contrast we consider a fully streaming setting and are able to produce an ap-

proximate clique count at any time instant. Our algorithm employs dual sampling

(sampling both edges and triangles) based on the certainty that several sampling

techniques have achieved fine results as demonstrated in [1, 14, 26, 28, 30]. Addition-

ally, our algorithm does not take into account the ordering of nodes unlike [13, 15].

Our approach is based on the streaming model which not only results in optimizing

resource utilization, but also allows computations in a single pass. Therefore, it allows

our algorithm to scale well on large graphs with billions of edges.
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Chapter 3

Preliminaries

In this chapter, we lay the groundwork and discuss several concepts, describe def-

initions and procedures related to k-clique counting. Sections 3.3, 3.4, 3.6 and 3.7

describe randomized clique counting algorithms closely related to our work in this

study.

We consider simple and undirected graphs G = (V,E) with no parallel edges and

no self-loops. Graph G is a streaming graph in an adjacency stream model, where the

edges are coming in a streaming fashion and their order is arbitrary. More specifically,

G comes as a stream 〈e1, e2, ..., e|E|〉 of edges. Let ei denote the i-th edge in the stream

order, n = |V | denote the number of vertices, and m = |E| denote the number of

edges. The set of neighbors of a node v ∈ V is N(v) and the degree is deg(v) = |N(v)|.
A 4-clique is a subgraph of four nodes where each node is neighbor of every other

node. It has 6 edges and four triangles as shown in Figure 3.1. The notations used

in this study are described in Table 3.1.

1 2

3 4

Figure 3.1: A 4-clique subgraph
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Table 3.1: Notation used in this paper.

Symbol Definition

G(V,E) An undirected graph with set of nodes V and
set of edges E.

DAG An acyclic directed graph.
n = |V | Number of vertices in G.
m = |E| Number of edges in G.

Σ A stream of edges 〈e1, e2, ..., e|E|〉, where ei denotes the
ith edge in the stream.

Σ(G) A stream of edges of graph G.
e = {u, v} An undirected edge between u and v
N(u) Set of neighbours of vertex u.
N(u)+ Set of out-going neighborhood of vertex u in a DAG
d(u) Degree of vertex u, d(u) = |N(u)|.
N (e) Set of edges adjacent to edge e and it arrives after e

in the stream.
c Palette of colors to choose from
cv A random number in [1, c]

(u, v, w)4 A triangle with nodes u, v, and w
(u, v, w)∠ A wedge with nodes u, v, and w, centered at v

C Exact number of 4-cliques.
T Estimate number of 4-cliques.

3.1 Data Streaming Model

A data stream constitutes a sequence of data items in which the items arrive one at

a time. The data streams studied in this work are graph streams. The adjacency

stream model is a streaming graph model in which a given graph G(V,E) is rendered

as a stream of edges Σ = 〈e1, e2, ..., e|E|〉. Each edge ei arrives in an arbitrary order

at any instant in time.

Lots of resources are wasted to process an entire graph stream as the data items

can be accessed multiple times in case of multiple passes. Due to limited memory

availability and resources, exact or an 100% accurate count is not the best way for-

ward. Streaming approach provides clique counts instantly on the arrival of an edge.

This reduces the consumption of resources. Hence, approximation counting (with er-

ror bounds) provide an optimal solution to our problem. The objective is to trade-off

accuracy for faster results. Approximate analytics is an area that has gathered atten-

tion in big data analytics. In fact, many social network firms use a count of similar
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Algorithm 1 BruteForceCliqueCount(G, k)

1: if k == 1 then
2: return |V |
3: if G is a 4-clique then
4: return

(|VG|
k

)
5: Let cliqueCount = 0
6: Convert G into a DAG directed graph by ordering the vertices according to

degeneracy ordering.
7: Let N(v)+ denote the out-neighborhood of vertex v in DAG
8: for each vertex v ∈ V do
9: cliqueCount = cliqueCount+BruteForceCliqueCount(N(v)+, k − 1)

10: return cliqueCount

graphlets in their applications to analyse social graph similarity. The context of this

research work revolves around employing a randomized approach to count 4-cliques

based on the streaming model.

3.2 Brute force clique counting technique

Chiba and Nischizeki provided a brute force clique enumeration technique that uses

degeneracy ordering to divide the graph into various subgraphs. The cliques are

counted recursively in these subgraphs. The algorithm lists every k-clique in a graph

and a 4-clique counting version of the algorithm is described in Algorithm 1.

3.3 Color Coding

We use the color-coding technique 2 introduced by Alon et al [2]. This is a randomized

approximation algorithm which cuts back the search space for cliques and speeds up

the clique counting process. Each vertex v of G is assigned a color cv which is a

random number in [1, c]. This technique sparsifies the graph G by assigning random

color to each vertex and preserves an edge if the colors of its two endpoints are the

same.

In Algorithm 2, after assigning colors to all vertices, we then count the number

of multicolored k-cliques (c = k, in this approach). Multicolored implies that each

vertex of the clique has a different color. Every vertex of a clique receives a different

color with a probability c!/cc. Hence, the expected number of multicolored 4-cliques
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in a graph would be C × c!/cc. We can count the multicolored cliques and compare

it with the expected value to obtain an estimate for the number of 4-cliques C ′. The

limitation of color-coding technique is that accuracy gets traded off at a large scale

when the number of multicolored cliques decreases.

Algorithm 2 ColorCoding(G, c)

1: Assign a color to all vertices in V . cv is a random number in [1, c]
2: Let color[v] = cv denote the color of vertex v
3: C ′ = perform recursive color coding on subgraphs of the sparsified graph G
4: cliqueCount = C ′ × c!/cc
5: return cliqueCount

3.4 Reservoir Sampling

Reservoir sampling [49] is a collection of randomized sampling algorithms used for

randomly choosing a sample of x items from a list G′ containing s items, where s is

either an unknown number or is a very large number that does not fit in memory. It

selects a data item to be processed or not based on a probability. This is a widely

accepted sampling technique in the context of triangle counting in graph networks.

Although, this approach is flexible enough and can be employed for large patterns as

well as shown in [16]. The key insight is that each incoming data item in the stream

has the same probability to be preserved as the others. The algorithm shown in

method 3 is employed to explicitly count 4-cliques. Each edge is sampled with some

probability r. Then, the 4-cliques are enumerated in the induced subgraph formed

by the sampled edges. A 4-clique is detected only if all it’s 6 edges survive in the

sampled subgraph. The probability of such an event happening is r(
4
2). The count

is then scaled up by 1/r(
4
2) to obtain an unbiased estimate for number of 4-cliques.

Much like color-coding technique described in Algorithm 2, this technique also poorly

in terms of accuracy when k > 3.

Algorithm 3 EdgeSampling(G, r)

1: for each edge ei ∈ E do
2: remove ei from G with sampling ratio r

3: return BruteForceCliqueCount(G, 4)/r(
4
2)
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(a) Type I
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3 4

(b) Type II

Figure 3.2: Type of 4-cliques estimated by Neighborhood Sampling

3.5 Neighborhood Sampling for 4-Cliques

One of the most recent extensively researched sampling techniques is Neighbourhood

sampling [30]. This approach was proposed in the context of a specific graph pattern,

triangle counting. It also provides an approach for estimating 4-cliques, however, there

is no experimental analysis provided in [30]. The central objective of neighborhood

sampling is to sample one edge from an edge stream, and then moderately add more

edges until either they form a 4-clique, or it becomes impossible to form the pattern.

Prior to counting 4-cliques, the set is partitioned into two classes (Type I and Type II)

as shown in Figure 3.2. Two separate neighborhood sampling methods are provided

to estimate these two classes of 4-cliques. Type I refers to a 4-clique in which the

first two incoming edges of a 4-clique share a common vertex. Otherwise, the 4-clique

represents a Type II clique.

For estimating 4-cliques of Type I, the algorithm works as follows. Given a graph

with |E| edges, a sample of three edges over four vertices is maintained by the sampling

algorithm. Then, the algorithm looks for the edges to complete the 4-clique formation.

To sample these three edges, the algorithm uses standard reservoir sampling.

To estimate 4-cliques of Type II, we only need to randomly sample two edges.

Then, the algorithm waits for the remaining edges to complete the 4-clique with the

two sampled edges. The drawback of employing neighborhood sampling for estimating

4-cliques is that it is really slow. The reason being the algorithm tries to look for all

common neighbors for the edges sampled at first level.
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3.6 Graft

Graft proposed in [35] is a variant of edge-sampling algorithm. It is an approximate

counting algorithm, which counts the occurences of all graphlets having up to five

vertices.

The sampling method proposed by Rahman et al. samples edges uniformly and

randomly from a graph G. Subsequently, the algorithm iterates over each of the

sampled edges in a sequential manner. Then, the number of graphlets (subgraph

patterns) that each sampled edge contributes to is calculated (line 5). Note that this

number is the partial count, which is incremented sequentially as the sampled edges

are processed. The partial count is normalized (line 6) to obtain the total count of

the clique in G to avoid counting the same clique more than once. The count is then

scaled up by dividing it with the sampling ratio (line 7). Algorithm 4 presents a

4-clique counting version of the algorithm.

Algorithm 4 Graft(G, r)

1: Let cliqueCount = 0, g denote a 4-clique, eg be a specific edge in g, nf be the

normalization factor for g

2: Sample edges Er from E with probability r . without replacement

3: for each ei = (u, v) ∈ Er do

4: align eg with e

5: li = Enumerate all listings of g found in G . where ei and eg are aligned

6: cliqueCount = cliqueCount+ (li/nf )

7: return cliqueCount/r

3.7 Turán-Shadow

Turán-Shadow [22] is an approximate k-clique (k <= 10) counting algorithm based

on the classic Turán theorem [48]. The graph G is first decomposed into smaller

dense subgraphs (shadows). Then, cliques within these dense subgraphs are sampled

to provide an estimate. A key concept in this algorithm is that of clique shadows.

Intuitively, a shadow is a large collection of subgraphs, in which the sum of clique

counts corresponds to the total clique count of G. We drill down on these shadows

and count cliques within them.

• Degeneracy
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Algorithm 5 ShadowConstruction(G,k)

1: τ ← {(V, k)}, S← φ
2: while ∃(H, l) ∈ τ s.t. ρ(H) ≤ 1− 1/(l − 1) do
3: Let GH be the subgraph of G induced by H
4: ~GH ← construct a DAG by the degeneracy ordering on GH

5: Let N(v)+( ~GH) be the set of out-going neighbors of vertex v in ~GH

6: for each u ∈ H do
7: if l ≤ 2 or ρ(N(v)+( ~GH)) > 1− 1/(l − 2) then

8: S← S ∪ {(N(v)+( ~GH), l − 1)}
9: else
10: τ ← τ ∪ {(N(v)+( ~GH), l − 1)}
11: τ ← τ \ {(H, l)}

Definition 3.7.1. The degeneracy of a graph is a measure of the density of the

graph. It is the smallest value d such that any induced subgraph of the graph

has a vertex with degree at most d.

• Degeneracy ordering

Definition 3.7.2. The degeneracy ordering of a graph is an ordering of vertices

obtained by taking the lowest degree vertex in the graph at that point (ties may

be broken by id) and removing it from the graph.

Given a graph G with degeneracy d, a node ordering is called a degeneracy

ordering if every node in G has ≤ d neighbors which come later in the ordering.

This technique is utilized by Turán-Shadow to convert a graph into a DAG.

• Arboricity

Definition 3.7.3. Arboricity, denoted by α, is used to measure the sparsity of

a graph G.

The minimum number of forests into which the edges of graph G can be parti-

tioned is defined as arboricity of G.

Algorithm 7 involves two sub-procedures: shadow construction 5 and sampling 6.

In the first procedure, the construction of a clique shadow takes place. We convert a

graph G to a DAG directed graph, order by degeneracy. Then, we build a clique enu-

meration tree, stopping whenever Turán density (the density bound for k) is reached.
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Algorithm 6 Sampling(S, t)

1: X ← φ . indicator set
2: w(H)←

(|H|
l

)
for each (H, l) ∈ S

3: p(H)← wH/
∑

(H,l)∈Sw(H)
4: for j = 1 to t do
5: Independently sample (H, l) from S based on probability p(H)
6: R← randomly picking l vertices from H
7: if R forms a l-clique then
8: Xr ← 1
9: else
10: Xr ← 0

11: return

∑
rXr

t
×
∑

(H,l)∈Sw(H)

This provides us with a k-clique Turán shadow of G. Specifically, the Turán theorem

states that for any graph G, if the density of G, denoted by ρ(G) = |E|/
(|V |

2

)
, is

greater than 1 − 1/(k − 1), then G contains a k-clique. For a given k, the Turán

shadow contains a set of (H, l) pairs, where H ⊆ V is a subset of vertices and l ≤ k

is an integer. Line 2 of the shadow construction shows that for each (H, l) ∈ S,

the density of the subgraph induced by H (ρ(GH)) is larger than Turán threshold

1− 1/(l− 1). Hence, for a (H, l) pair, the subgraph GH contains a l-clique by Turán

theorem.

Shadow construction algorithm 5 works as follows: pick a (H, l) pair iteratively

that does not satisfy Turán threshold (line 2). Then, based on the degeneracy

ordering, construct a DAG directed graph with (H, l) (lines 3-4). For any pair

(N(v)+( ~GH), l − 1) meeting the threshold is added to the Turán shadow S else it

is added to τ (lines 7-10). At last, the algorithm removes (H, l) from τ (line 11)

before re-cursing back to line 2. The intuition behind this algorithm is to iteratively

refine the pairs in τ until all pairs satisfies the Turán threshold.

Algorithm 7 Turán-Shadow(G, k, ε, δ)

1: Compute clique shadow S = ShadowConstruction(G, k)
2: Set γ = 1/max(S,l)∈S(f(l)|S|2)
3: t = (20 · ε2/γ) · log(1/δ) . number of samples required for estimation
4: return Sampling(S, t)

Once we have the Turán shadow, we set up distribution over sets in Turán shadow

as detailed in Algorithm 6. We pick a set from this distribution, pick some subset
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of random vertices, and check if they form a clique. We then scale the success ratio

(probability of finding a clique). In Turán-Shadow, bulk of the time is spent in

building the tree, and only a small fraction is needed for sampling. The drawback of

Turán-Shadow is that it requires an entire shadow to be available for sampling,

which requires considerable space.
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Chapter 4

Algorithms and Analysis

This chapter presents a randomized algorithm called 4CDS (4-Clique Dual Sam-

pler) to approximate the 4-clique count in a streaming one-pass model. Essen-

tially, it employs dual sampling (sampling both edges and triangles) based on the

fact that such sampling techniques have been used with much success as demon-

strated in [1, 14, 26, 28, 30]. We provide the pseudo-code and then go into the details

of the algorithm analysis to show runtime and memory bounds.

4.1 Problem Statement

In this work, we address the problem of estimating the counts of global 4-cliques. We

assume the standard data stream model where the insertions in the input stream,

which may not fit in memory, can be accessed once in the given order unless they are

explicitly stored in memory. Given an undirected graph G = (V,E), a 4-clique is a

set C of four vertices in V with all pairs in C connected by an edge. The problem is

to count the number of 4-cliques in G in a one-pass streaming model.

At this point, we have several questions to answer:

RQ1. How to sample both edges and triangles from a graph stream? Which sampling

techniques do we need to employ?

RQ2. How to count 4-cliques in a sampled subgraph?

For counting 4-cliques in sampled subgraphs induced by the sampled triangles,

we use a standard counting procedure 9 (as described in section 4.3).

RQ3. How to estimate the true 4-clique count?
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Our proposed solution should provide unbiased estimates. In other words, the

difference between the true 4-clique count and the expected value of its estimate

should be really small, thus, approaching zero bias.

In this research work, we focus on answering RQ1 and RQ3.

4.2 Main Contributions

Our main theoretical result is a randomized one-pass streaming algorithm 4CDS

that approximates the 4-clique count. The algorithm is implemented on a single

commodity machine and obtains clique counts for various datasets, the largest of

which has 50M edges. The main contributions of our work are as follow:

1. Using color coding (graph sparsification) and reservoir sampling, we present a

one-pass, fast, and scalable streaming algorithm to approximate the number of

4-cliques that significantly improves upon the state-of-art. The key idea behind

this approach is to utilize the benefit of sampling both edges and triangles in a

graph stream.

2. We provide a detailed analysis (in Section 4.4) and prove that our estimation

is unbiased (in Theorem 1). To obtain unbiased estimates, the discovery prob-

ability needs to be computed exactly. Instead of using only the edges stored in

memory, we use every arrived edge to improve its estimation, even if the edge

is about to be discarded without being stored.

3. Our algorithm works for any type of edge ordering in a graph. Hence, there is

no need of any pre-processing of graph streams.

4. Our algorithm does not need to wait for the entire graph stream to be processed

to provide a 4-clique count. Rather, it can provide the 4-clique count of the

graph seen so far at any instant of time.

5. We create an efficient implementation of the algorithm for a single machine.

For instance, our algorithm is able to run on the densest graph we consider,

dewiki, of millions of nodes and edges, within reasonable time and much more

efficiently than other methods.
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Algorithm 8 4CDS (4-Clique Dual Sampler)

Input: Graph stream G
1: global variables: cliqueCount← 0, T ← ∅
2: local variables: S ← ∅, number of colors c
3: for each edge e = (u, v) ∈ G do
4: Count4clique(u, v)
5: colorU ← random int(0, c)
6: colorV ← random int(0, c)
7: if colorU == colorV then
8: Insert edge e in S
9: uSet← N(u, S) . neighbors of u in S
10: vSet← N(v, S) . neighbors of v in S
11: for each t ∈ uSet ∩ vSet do
12: if coin toss(r) == “heads” then
13: Insert triangle (u, v, t) in set T

4.3 Algorithms

Our algorithm for 4-clique approximation, denoted by 4CDS (4-Clique Dual Sam-

pler), is a sampling algorithm (Algorithm 8) that uses color coding and reservoir

sampling. 4CDS first updates its estimate using the incoming edge and previously

sampled edges. For each observed 4-clique addition, increase corresponding estimate

by the reciprocal of the probability that the 4-clique is discovered. After that, 4CDS

decides whether to sample that edge and the corresponding triangles formed by that

edge or not.

The algorithm works as follows: Initially, the algorithm sets global variables,

cliqueCount = 0 and set T = ∅, and local variables, set S = ∅ and c (lines 1-2). The

preserved edges are stored in set S, and the sampled triangles in set T . Then, the

algorithm iteratively processes every incoming edge e in the graph stream G. Firstly,

4CDS invokes sub-procedure Count4Clique (Algorithm 9) to count the number

of 4-cliques formed by e with the induced graph by the sampled triangles in T . By

iterating over the common neighbors of vertices u and v, denoted by w, we discover

4-cliques formed by edge e by finding the common neighborhood between u, v and w

(line 6). The count is then scaled up as shown in line 9 of Algorithm 9. Specifically,

to obtain an unbiased estimate, we scale our count by r2/c3, which is the probability

of discovering a 4-clique (will be explained further in Section 4.4 below).

After counting the 4-cliques formed by edge e, we uniformly and randomly assign
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Algorithm 9 Count4Clique

Input: Edge e = (u, v)
1: count← 0, scale← c3/r2

2: uSet← N(u, T ), vSet← N(v, T )
3: . neighbors of vertices u and v in T
4: for each common neighbor w ∈ N(u, T ) ∩N(v, T ) do
5: wSet← N(w, T ) . neighbors of w in T
6: cSet← wSet ∩ uSet ∩ vSet
7: count = |cSet|/2
8: if count > 0 then
9: cliqueCount← cliqueCount+ (count ∗ scale)

colors to both endpoints of e (lines 5-6). The algorithm computes the color of each

vertex upon the arrival of each edge e, this takes O(m) work in total, and O(m) space.

Then, 4CDS determines if e is preserved or not (line 7) by matching the colors of

vertices u and v. If they are a match, edge e is preserved, that is, it is added to the

set of sampled edges S (line 8); else the algorithm continues with the next incoming

edge (line 3). Subsequently, after preserving e, the algorithm iterates through all

triangles formed by e on the subgraph induced by S (line 11). These triangles are

then sampled in T uniformly at random using reservoir sampling with probability r

(lines 12, 13). Recall T is the set of sampled triangles stored in the reservoir.

We note that 4-cliques are discovered (i.e., counted) in line 4 upon arrival of each

edge e before e is either sampled or discarded. The main idea behind this is to reduce

the estimation error and make the algorithm more robust by minimizing the loss of

information. In other words, we utilize every edge regardless of whether it will be

preserved or discarded. This significantly increases the discovery probability of a

4-clique and reduces the variance of the estimation.

4.4 Analysis

Theorem 1. 4CDS (Algorithm 8) provides an unbiased estimate of the number of

4-cliques in an undirected graph stream at any time instant.

Proof. Let C be the true 4-clique count in graph stream G, F be the 4-clique count

in the sub-graph T (induced on sampled triangles), p = r2/c3 (sampling probability

to discover a 4-clique), and X = F/p = F · (c3/r2). Note that this is the estimate

provided by our algorithm, 4CDS, for the number of 4-cliques.
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We now show that E[X] = C. Let S = {s1, . . . , sC} be set of 4-cliques present

in the stream in that order. Let Fi be an indicator variable denoting whether si is

discovered or not. Clique si is discovered if (1) all the four vertices are assigned the

same colour and (2) The first two triangles of si in the stream are sampled (the other

two triangles are discovered when the sixth edge of si arrives). We now compute the

probabilities of (1) and (2).

Each vertex is assigned a color c chosen uniformly and randomly (lines 5-6), and

the edges are preserved if both endpoints have the same color. For a 4-clique to be

discovered, all four vertices must be assigned the same color. The probability of such

an event happening is 1/c3. This is because we first need to fix the color of vertex u

(we assign color c to vertex u). Then, we pick the colors for remaining three vertices

and the probability to assign a color c to each vertex is 1/c. Hence, the probability

of all three remaining vertices are assigned the same color as that of vertex u is 1/c3.

All four triangles in the 4-clique sub-structure need to be discovered for a 4-clique

to be found. Once the first two triangles of a clique are sampled, the arrival of the

final edge e6 will form two more triangles and complete the formation of a 4-clique as

shown in figure 4.1.

1 2

3 4

Figure 4.1: A 4-node graphlet waiting for the arrival of final edge {2, 4} to complete
a 4-clique

With respect to triangles, we sample the first two triangles of of clique using

reservoir sampling. Each triangle is sampled uniformly and randomly with a sampling

ratio r. Hence, the probability to sample the first two triangles is r2. Note that these

two events, color coding of vertices and sampling of triangles, are independent of each

other.
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Now, the number of 4-cliques in graph T is F =
∑C

i=1 Fi. Therefore, E[F ] =

E[
∑C

i=1 Fi] =
∑C

i=1E[Fi] =
∑C

i=1 r
2/c3 = C · r2/c3. Finally, E[X] = E[F · (c3/r2)] =

(c3/r2) · E[F ] = (c3/r2) · C · r2/c3 = C. Thus, E[X] = C. �

Theorem 2. 4-Clique Dual Sampler 8 takes O(m/c+K) storage space, where

K is the reservoir size for storing sampled triangles.

Proof. Color-coding maintains O(m/c) edges on average, while reservoir sampling

maintains up to O(K), where K is the fixed memory budget. Therefore, the average

storage cost of our algorithm becomes O(m/c + K) at the end of a graph stream.

This makes 4CDS a space-efficient one-pass streaming algorithm. �

Theorem 3. Algorithm 8 takes O(d+Kd+d2/c) expected times to process m edges

in the graph stream G.

Proof. Let N [i] be the neighbors of vertex i, s is the number of sampled edges in

S and t be the number of sampled triangles in T . Each edge is processed by the

algorithm before it can be discarded. In other words, each edge contributes to the

4-clique count. Hence, the algorithm 8 first iterates over each sampled triangle to

discover all 4-clique formed by incoming edge e.

The most expensive step in processing each edge is to intersect neighbors of u and

v in T (line 4 algorithm 8) and neighbors of u, v and w (line 6 in algorithm 9). This

takes O(1 +N(u) +N(v) +N(w)) = O(1 +E[|T |]) = O(1 +K), where K is the fixed

reservoir size for sampling triangles in-memory. Let us assume that the algorithm has

processed d data items so far. Thus, processing first d elements takes O(d+K · d) on

average.

Further, we try to sample e using color coding sampling technique. If e is sampled,

the algorithm iterates over all the edges stored in S looking for a triangle. This step

takes O(E[N(u)+N(v)]) = O(E[|S|]) = O(s/c). Thus, in total, the triangle sampling

step takes
∑d

s=1(s/c) time. This turns out to be O(d2/c) on average. Therefore, to

provide an estimate of the global 4-clique count, our algorithm 8 on average takes

O(d+Kd+ d2/c) time overall. �

4.4.1 Time Complexity Comparison

We provide a detailed time analysis of how and why 4CDS algorithm is faster than

its competitors. The time complexities of Graft [35] and Turán-Shadow [22] are
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discussed below.

Time Complexity for Graft: In this algorithm, firstly, the edges are sampled in

memory without replacement. Thus, implying no fixed memory budget is employed

by Graft. The fixed sampling rate r specified as an input parameter implies that

the number of edges sampled by the Graft algorithm will be p · |E|. The algorithm

then iterates through each of these sampled edges to count the number of occurrences

of each clique that uses that sampled edge. This turns out to be the most expensive

step of the algorithm. The reason being there is no separate method to compute

3−, 4− or 5− cliques separately. In addition, as there is no memory budget, the

sampled edges keeps on increasing depending upon the number of edges in the graph.

Therefore, all these factors combined make Graft infeasible to process large graph.

Our experimental analysis in 5 show that Graft is not scalable and cannot be

employed on massive datasets.

Assuming d to be the highest degree of a node, the number of possible ways to get

4-clique embeddings from an edge are at most 3·d. .Hence, the time complexity of the

algorithm is dominated by the nodes with highest degrees. Thus, the expected cost of

work for Graft to estimate the clique count becomes O(2 · d ∗ 3 · d ∗ (
(
4
2

)
− 3) ∗ |E|) =

O(2 · d ∗ 3 · d ∗ 3 ∗ |E|) = O(d2 · |E|). Note that after listing an embedding, existence

of
(
4
2

)
− 3 = 3 edges are checked to discover the type of clique embedded.

Time Complexity for Turán-Shadow: The running time of the algorithm

depends on the size and time to construct the Turán shadow (explained in Section

3.7). Hence, only after the shadow is constructed, the sampling of cliques takes

place. This makes Turán-Shadow a non-streaming algorithm as for constructing

the shadow first, the whole graph needs to be available before sampling can take

place. The theoretical time bound of Turán-Shadow is O(n · α3), where α is the

arboricity of graph G.

Comparison: On comparing the runtime complexities of 4CDS, Graft and

Turán-Shadow, we can infer that the worst-case time complexity of Graft is

typically higher than that of Turán-Shadow and 4CDS. Experimental results in

Chapter 5 present the validity to our inference. Turán-Shadow being an ordering-

based algorithm takes time to compute the ordering and shadow before it can sam-

pled cliques. Compared to Turán-Shadow, 4CDS algorithm has a better time

complexity as it is not dependent on the ordering on nodes and does not require any

pre-processing time. However, once Turán-Shadow constructs the shadow, the

sampling is done in linear time.
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4.4.2 Space Complexity Comparison

A comprehensive space analysis of 4CDS, Graft [35] and Turán-Shadow [22] is

provided as follow. Note that our algorithm does not store entire graph in-memory

and hence, stores only a fraction of edges and triangles in the reservoir.

Space Complexity for Graft: The authors of [35] did not provide an analysis

for space usage by the algorithm as it is very hard to compute. Our analysis of

Graft shows that on average it takes O(|E| + |V |2) the expected amount of space.

The reason behind this is that the algorithm maintains two separate data structures,

one is the adjacency list representation of graph G and the other is the hash-table to

check if an edge exists between two vertices. This makes Graft infeasible to scale on

large graphs as it always has to store entire graph G in memory. The reason behind

storing G in memory is to count the generation tree graphlet. In [35], it is shown that

to process a graph with 1.7M vertices and 11M edges, the algorithm took around 4

GB of RAM.

Space Complexity for Turán-Shadow: To maintain the Turán shadow struc-

ture, the algorithm proves to be really memory intensive as it takes O(m + n · α2)

amount of expected space on average. This is because the shadow is relatively larger

than the graph size. Our experimental analysis shows that, for a graph with 770K

vertices and 6M edges, the algorithm takes around 5GB of memory space. Hence, it

is clear that the algorithm cannot scale well for massive datasets due to considerable

overhead.

Comparison: After comparing the space complexities of Turán-Shadow, 4CDS

and Graft, we can claim that Turán-Shadow performs the worst as it takes large

amount of space to maintain the Turán shadow structure. It is followed by Graft,

which always stores entire graph in memory to enumerate tree graphlets. To conclude,

our algorithm 4CDS, takes less space than both Graft and Turán-Shadow.

4.4.3 Parameter Selection

Prior to selecting input parameters for 4CDS, we need to address the following ques-

tions.

a. Will 4CDS ever run out of memory like its competitor Graft [35]?

4CDS employs reservoir sampling with replacement. In other words, once the

reservoir is full, a new triangle is sampled by replacing an existing sampled
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triangle. Thus, our method limits the size of sampled triangles in-memory by

fixing the memory budget = K, which is similar to algorithms using reservoir

sampling technique with replacement. On the contrary, in algorithms such as

Graft, there is no such storage limit and the reservoir size for storing preserved

edges always grows. Hence, we overpower the biggest limitation of state-of-the-

art algorithms by having an assigned budget.

b. Does 4CDS scale well on massive datasets?

Algorithms such as Graft [35], Turán-Shadow [22], etc., which may run

out of memory since at some point (as detailed in 4.4.2). Our experimental

results in section 5.4.2 also proves our claim. Therefore, this implies that these

state-of-the-art methods have limited scalability. As 4CDS has a fixed memory

budget for sampling triangles, which implies that it does not run out of memory

as discussed in a.. Hence, our algorithm do scale well on large graphs.

c. Does 4CDS suffers from information loss?

Algorithms without a memory budget tend to discard edges even when the

number of edges preserved in-memory are less than an ideal threshold. Due to

this issue, some algorithms do suffer from loss of information. 4CDS alleviates

this problem as it tries to maintain as many triangles as possible in the reservoir

at all times.

Table 4.1 details the input parameters required for our algorithm and existing

state-of-the-art algorithms, Graft and Turán-Shadow. 4CDS has two input

parameters, the number of colors c and the sampling probability r. There are a few

limitations of 4CDS algorithm in terms of determining the value of input parameters

beforehand. These limitation are discussed as follows.

• The values of input parameters, c and r, in advance are hard to configure and

require thorough analysis in order to get the desired estimation quality. It also

depends on the user, i.e., how much accuracy is the user willing to trade-off to

achieve faster execution times.

• As we use reservoir sampling with replacement, therefore, if both the chosen

value of r and the memory budget are large enough, 4CDS may run out of

memory for large datasets.
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Graft Turán-Shadow 4CDS

Input Parameters Sampling rate r Number of samples K Number of colors c

Saturation rate γ Sampling rate r

Memory budget K

Probability to sample edge r N/A 1/c

Probability to sample triangle N/A N/A r

Probability to sample cliques N/A O(1/γ) N/A

in a shadow

Use Reservoir Sampling? 7 7 X

Use Random Sampling? X X 7

Have memory growth limits? 7 7 X

Table 4.1: Characteristics of graft, Turán-Shadow and 4CDS algorithms

• On the contrary, if the chosen value of r small, the algorithm will provide skewed

estimates.

Further, as our algorithm requires sampling rate r (for preserving triangles) as

an input parameter, the user needs to decide the number of triangles that are to be

stored in-memory. Usually, in real-world scenarios, the graph properties are unknown

beforehand, the user might provide an arbitrary value and if the value is too small

with respect to the true value of the triangle count, the estimate will be inaccurate.

For real-world graphs following power-law degree distribution (especially social-

networks), it is hard to predict in advance what values of these parameters will yield

what kind of accuracy. This is because the partial count distribution of cliques in

these graphs are irregular.
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Chapter 5

Experimental results

In this chapter, we discuss evaluation experiments and results for the algorithm 4CDS

proposed in the previous chapter. The experimental study has been performed on

undirected graphs and the comparison is provided between our algorithm and state-of-

the-art algorithms (discussed in Section 3). Section 5.1 provides the details of various

datasets used for experimental analysis. In Section 5.2, we discuss the details of

resources used for conducting these experiments. Finally, Section 5.3 and 5.4 give the

experimental results and analysis based on comparison of the algorithms mentioned.

5.1 Datasets

The experimental analysis is carried out on six real-world datasets (as shown in Table

5.1). We downloaded these datasets from the Laboratory of Web Algorithms. We

symmetrized them and removed any self-loops to obtain simple undirected graphs.

In our implementation, we store the graphs in a compressed web-graph format [9].

Essentially, the web-graph framework [9] enables us to load data in-memory part

by part. Using this tool and about 10 GB memory allocated to the algorithms, we

were able to process dewiki and ljournal on our proposed algorithm.

The sampled sub-graphs (induced by sets S and T ) are stored in an adjacency

hash-table using fastutil1 Java library, where each vertex v is associated with a

hash-set containing its neighbors. The adjacency hash-table allows fast iterations

over the neighbors of vertex v.

1fastutil is a powerful Java package which provides faster and optimized versions of default
Java collections such as maps, lists, sets, etc.
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Dataset Nodes Edges dmax 4-cliques

enron 69,244 254,449 1,634 5,001,773

cnr 325,557 2,738,969 18,236 159,814,399

dblp 986,324 3,353,618 979 40,910,658

amazon 735,323 3,523,472 1,077 4,192,682

dewiki 1,532,354 33,093,029 118,246 158,337,013

ljournal 5,363,260 49,514,271 19,432 16,129,080,442

Table 5.1: Summary of real-world graphs. Here, dmax is the effective maximum degree.

The range of edge densities of the datasets used for experiments vary from 250K

edges to 50M edges. Section 5.3 also shows how our algorithm, 4CDS, scales on some

of these massive datasets such as dewiki and ljournal.

We provide a brief summary of the datasets [8, 10] used in this study:

1. enron: It consists of email communications between employees at Enron cor-

poration. The dataset is made available by Federal Energy Regulatory.

2. cnr-2000: A small dataset crawled from an Italian domain called CNR (Con-

siglio Nazionale delle Ricerche).

3. dblp-2011: In this dataset, each node represents a scientist and an edge be-

tween two nodes depicts a collaboration on an article between two scientists.

4. amazon: This dataset, reported by the Amazon store, represents the similari-

ties among books.

5. dewiki-2013: It depicts a snapshot of the German segment of Wikipedia

(https://de.wikipedia.org/wiki/Wikipedia:Hauptseite).

6. ljournal-2008: denoted by ljournal, this dataset represents a social network

(from a socail site) where nodes are users and an edge between these nodes is a

sign of friendship between users. (https://www.livejournal.com/).

https://de.wikipedia.org/wiki/Wikipedia:Hauptseite
https://www.livejournal.com/


30

5.2 Experimental Settings

We implemented our code in Java 8 using the Webgraph library [9] for graph streams.

This library compresses the graphs which helps in loading a graph in memory and

also saves memory resources.2 We used a standard intel core i5 machine equipped

with 2.50 GHz processor and 8 GB of RAM. For larger datasets (dewiki and ljournal),

we used Xeon E5620 processor as follows:

• Processor: Intel(R) Xeon(R) CPU E5620 @ 2.40 GHz

Dual processors for a total of 16 threads

• Installed RAM: 64 GB

• Operating System: 64-bit Ubuntu 14.04.1 LTS

The default settings of JVM were not changed, implying that the heap configu-

ration remained one-fourth of the system’s total available memory. To conclude, the

maximum available memory for the processing of our algorithm is 16 GB.

The comparison between 4CDS and the state-of-the-art algorithms is done consid-

ering the speedup of 4CDS over its competitors and the runtime of these algorithms.

Such a comparison criteria is established to obtain a fair analysis. For robustness, we

perform ten trials using distinct random seeds.

Parameter selection. In the 4CDS implementation, we can choose two param-

eters: the number of colors which can be assigned to a vertex and the sampling ratio

that determines the number of triangle samples. In practice, we saw that setting the

count of colors to 5 provided good estimates for all our datasets.

Evaluation metrics. The experiments measure the key performance metrics of

accuracy (in terms of percentage error) and running time as shown in Table 5.2. The

accuracy of our algorithm is measured (in terms of %) using formula |C −X|/C (the

lower the better).

5.3 Results

The key performance metrics, i.e. Accuracy and Running time, of our algorithm

(details provided in Chapter 4.4) are measured by the experiments performed in this

2Some other works that have successfully used Webgraph for scaling various algorithms to big
graphs are [12,17,25,33,41,42].
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Graph Tbase T4CDS Speedup Error (%)

enron 12.15 1.81 6.7 1.91

cnr 6.9K 2.40 176 3.78

dblp 22.42 4.56 4.9 3.43

amazon 9.36 2.61 3.6 1.65

dewiki 37K 91.14 400 1.63

ljournal 18K 141.24 130 0.78

Table 5.2: Experimental results for Runtime (in seconds), Accuracy (in percentage)
and Speedups of 4CDS

section as shown in Table 5.2. Section 5.3.1 presents the accuracy analysis. In this

section, we show how the estimation error of 4CDS varies with the sampling rate

r. Section 5.3.2 presents runtime experimental results of 4CDS and analyze how

the execution time of the proposed algorithm varies with r. Note that the baseline

algorithm is used only to obtain the exact counts in order to calculate the relative

errors. We don’t employ the baseline algorithm in our algorithm.

5.3.1 Accuracy

In Table 5.2 we see in the last column the relative errors for each dataset when c = 5

and r = 0.3. The relative errors are all quite small. They vary from 0.78% to 3.78%.

Figure 5.1 shows the relative errors computed for different settings of parameter r.

The errors decrease fast as the sampling rate r goes up. From this figure, we can

conclude that for dense graph networks such as dewiki and cnr, we get accurate

results only when a sufficient number of triangles are sampled.

In addition, we vary input parameter c when employing color coding technique

as shown in table 5.3. By assigning a random color in [1, ..., c] to each node, we

sparsify a graph stream. To arrive at the value for c, we tune the input parameter
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Figure 5.1: Accuracy of 4CDS for different r values (c = 5).

c by performing various experiments as follows. For evaluation purpose, we perform

accuracy analysis by setting c equal to 3, 4 and 5. From table 5.3, we can see that

the error rate increases as the value of c increases. The reason behind this is that as

c value increases, the number of sampled edges decrease. This leads to higher error

rate due to loss of information which occurs because of few sampled edges preserved

in memory.

5.3.2 Runtime

In Table 5.2, we present the execution time results of our algorithm. Note that Tbase,

the baseline time required to perform an exact counting by enumerating all 4-cliques,

does not only depend on the size of the graph, but also on the numbers of triangles.

Figure 5.2 plots the running time against the sampling rate r on various datasets. We

vary sampling rate r from 0.10 and increment it by a value of 0.05 till 0.35. Hence,

we ran our experiment by sampling 10%, 15%, 20%, 30% and 35% of the triangles

induced by sampled edges S.

Interestingly, while obtaining exact counting from baseline approach. dewiki re-

quires longer run-time than ljournal. Even though dewiki is smaller by an order
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Graph c = 4 c = 5 c = 6

enron 1.43 2.22 3.88

cnr 0.70 1.99 2.13

dblp 0.32 0.86 2.37

amazon 0.70 1.24 2.60

dewiki 1.49 1.77 3.56

ljournal 0.46 0.78 3.31

Table 5.3: Error(%) of 4CDS for different c values at r = 0.30

of magnitude, it is denser and has more 4-cliques. Our algorithm, 4CDS, handles

dewiki effectively. From the plots in Figure 5.2, we can see that the algorithm pro-

cesses sparse graphs like dblp and amazon much faster as compared to dense graphs

such as cnr and dewiki. The amazon dataset, which has relatively small maximum de-

gree can be processed in only a few seconds. Moreover, after a certain sampling rate,

the runtimes for sparse graphs do not vary much unlike cnr and dewiki. The dewiki

dataset has an enormous number of wedges (open triangles) and large maximum de-

gree and so the baseline approach took about 10.5 hours to finish the enumeration.

However, our 4CDS algorithm took merely a couple of minutes to estimate the global

4-clique count with more than 98% efficacy.

Another interesting analysis from Figure 5.2 especially in case of graphs such as

dewiki, dblp, etc. is provided as follows. After scanning through initial K triangles, in

4CDS, the number of triangles do not continue to grow. The reason being the limit

set on the reservoir size, which leads to a constant time required to iterate over all

the sampled triangles. Hence, our algorithm tends to be faster than its competitors.

5.3.3 Scalability

Figure 5.3 depicts how the resource demand evolves with increasing workloads. The

key objective behind measuring scalability is to examine if our algorithm can process

infinite graph stream and not just medium size graphs. 4CDS scales well in graphs
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Figure 5.2: Running time of 4CDS for different r values (c = 5).

billions of edges, even in densest graphs like dewiki. Hence, our algorithm achieves

scalability without giving up quality.

5.4 Comparison with State-of-the-art

In this section, we compare our algorithm, 4CDS, with competing algorithms such

as Color Coding [2], Edge Sampling [47], Graft [35] and Turán-Shadow [22]

(detailed in 3). The rationale for this choice of algorithms is because they all share

the idea of randomly sampling sets of edges using a reservoir. Still we recall that

these algorithms do not work in a fully streaming setting, which is in contrast to our

4CDS algorithm.

Section 5.4.1 compares the accuracy for obtaining estimation counts of 4-cliques

among the algorithms for various datasets. The objective of Section 5.4.2 is to com-

pare the computation time of 4CDS with the existing methods. Note that Graft is

infeasible for graphs with more than 10M edges. Hence, we could not finish executions

on dewiki and ljournal for Graft.

5.4.1 Accuracy

In terms of accuracy, Color Coding and Edge Sampling gave the worst estimates. For

edge sampling, we set the sampling ratio value initially to 0.1 and then increment it
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Figure 5.3: Scalability Analysis of 4CDS

by 0.15 up to 0.40. We observe that even though Edge Sampling is faster, it has very

poor accuracy (especially for r ≤ 0.4 in case of larger datasets).

The comparison results are shown in Figure 5.4. In terms of accuracy, we can see

that Turán-Shadow and 4CDS are very close to each other. Even though Turán-

Shadow performed slightly better on graphs such as dblp and dewiki, however, 4CDS

wasn’t much far behind. Our algorithm was still able to achieve the accuracy of less

than 2% while simultaneously achieving large speedups and gains in terms of time as

shown in Figure 5.5.

5.4.2 Running time

The comparison results are shown in Figure 5.5. The experiment shows that our algo-

rithm is much faster than its competitors. More specifically, 4CDS is faster about 2×
(on average) than its competitors. Our analysis shows that for dense graph networks

like cnr, graft has the worst execution time, however, it does provide competitive

results on sparse graphs. In addition, Figure 5.5 also demonstrates that for massive

networks like dewiki and ljournal, 4CDS is much faster than its competitors with
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comparable accuracies.

Comparison of Graft and 4CDS: We are orders of magnitude faster when

compared to Graft. The reason behind this is two-fold and is discussed as follows.

Firstly, Graft uses random sampling with a sampling rate r to sample edges from

a graph G. This way it does a first scan through the graph. Secondly, it iterates over

these sampled edges to compute the number of k-cliques that each of these preserved

edges are a part of. And, for each sampled edge er, the embeddings grow by extending

from any of the two vertices of er. Therefore, there can be 3×max[d(u), d(v)] possible

ways on average for to obtain a 4-clique for a single sampled edge er. This makes

the computation too extensive as the number of sampled edges increase, especially in

case of large graphs.

Especially for dense graphs like cnr as shown in figure 5.5, we can see that Graft

takes much longer time as compared to dblp even though dblp has larger number of

edges.

4CDS, on the other hand, employs reservoir sampling rather than random sam-

pling. This helps us to maintain a memory reservoir to store sampled triangles.
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Figure 5.5: Speedup comparison of 4CDS over existing methods

Hence, it does not put any constraint on system’s resources and the computations

never extend to beyond a certain threshold. Due to this reason, 4CDS processes a

graph stream within a reasonable time as depicted by Figure 5.5.

Comparison of Turán-Shadow and 4CDS: Among our algorithm and the

most recent Turán-Shadow, our algorithm outperformed the latter considering the

running time, but there is a trade-off of accuracy. Turán-Shadow is more accurate

whereas 4CDS is much faster than Turán-Shadow.

Conclusion. Our algorithm, 4CDS, has better execution time when compared

to existing methods. 4CDS outperformed all algorithms including recently proposed

Turán-Shadow. However, Turán-Shadow proves to be more accurate, although,

it consumes more space to store Turán Shadow structure.
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Chapter 6

Conclusion

In this research work, we presented a randomized approach for efficiently approxi-

mating 4-cliques in a one-pass streaming model. The existing methods were too slow

and did not scale well for higher order cliques. As the first step towards a one-pass

non-parallel streaming approach, we presented 4CDS (4-Clique Dual Sampler),

a randomized algorithm which uses dual sampling techniques to estimate 4-cliques.

We demonstrated through extensive experiments using six real-world graphs that the

estimates had smaller errors than those obtained by its state-of-the-art competitors.

Our algorithm randomly samples both edges and triangles to provide accurate

estimates. On the arrival of an edge in a graph stream, the algorithm first counts

the number of 4-cliques completed by the incoming edge in the subgraph induced

by sampled triangles. Hence, the edges are utilized irrespective of whether they are

sampled or discarded. The count obtained is then scaled up by the discovery proba-

bility of a 4-clique during the process. Once the counting procedure is completed, the

edge is sampled using the color-coding technique, which assigns random colors to the

edge endpoints and samples it if the color is a match. Once an edge is sampled, the

triangles completed by it are sampled using reservoir sampling with a fixed memory

budget. In addition, we theoretically and empirically prove that 4CDS maintains

unbiased clique estimates. We also provide analysis for the complexity and accuracy

of the algorithm.

The experiments were performed on a single commodity machine and 4CDS con-

sistently outperformed its competitors in terms of speed. 4CDS achieves significant

speedups without trading off much accuracy. For example, a real-world graph of 50M

edges which takes around 1 GB can be processed in ≈ 150 seconds on a 4-core ma-

chine. Based on the experiments, we can conclude that our algorithm is about 2×
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faster (on average) than its competitors. We were able to process massive graphs

consisting of millions of edges and provide estimates for more than a billion 4-cliques

in a single run within a reasonable amount of time.

Further, our experimental results also show that 4CDS gives significant savings

in space compared to state-of-the-art and is scalable on large real-world datasets.

Existing methods such as Graft [35] couldn’t process graphs consisting of more

than 10M edges. Hence, they couldn’t scale to large graphs. The recently proposed

Turán-Shadow [22] had its limitations as it stores an entire set of small subgraphs

in-memory. This introduced a significant constraint on the system resources as the

size of these subgraphs became larger than the graph itself (in the case of large

datasets).

Over the years, the clique counting problem has been fundamental to many graph

applications. There is a continuous trend to explore and incorporate details of bigger

patterns, and we hope that the solutions provided as part of this research work lead

to faster algorithms and provides useful insights for tasks performed on real-world

networks.
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Chapter 7

Future Work

This chapter presents the future work that can be done based on the contributions

of this research work. The information presented in this chapter provides a clear

research path for researchers who want to explore clique counting in a streaming

setting.

There are numerous possible directions for future research. One possibility is to

extend our result to five vertex or more high-ordered cliques. Our algorithm, 4CDS,

only provides estimates for global 4-clique counts. Hence, another direction of this

work can be to estimate per-vertex localized k-cliques counts.

Naturally, it would also be interesting to see if 4CDS can be employed when

there are both edge insertions and deletions. In other words, our algorithm provides

4-clique estimates in an insertion-only graph streams as part of this research work.

Hence, one might ask if it can handle a dynamic stream as well.

A few more natural extensions to 4CDS do come to mind as well. Firstly, we

have directly implemented the theoretical algorithm in a streaming model on a single

commodity machine without any parallelism. It is likely that we can achieve a faster

heuristic if our algorithm can be parallelized. Hence, it would be beneficial to explore

the feasibility of our algorithm in a MapReduce setting. This can definitely lead to

significant improvements.

Moreover, while sampling edges our algorithm sparsifies a graph using color coding

technique. An intriguing question is that whether our algorithm can achieve fine

results while having a memory budget while sampling edges. If yes, then this can

help in reducing the memory footprint of the algorithm.

It would also be interesting to extend our approach to probabilistic graphs where

each edge contains a probability of existence, e.g. [18]. Incorporating edge probabili-
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ties into sampling is worth exploring.

Another oblique approach would be to apply 4CDS to detect dense subgraphs

which are formed in a short span of time. In real-world datasets, dense subgraphs

have a certain characteristic to signal fraudulent behaviors or transactions. Some

examples of such transactions include services for boosting followers on social media,

manipulation of search engine rankings by websites, etc. One general framework in

which dense subgraph discovery is heavily used is called correlation mining. In this

case, the input dataset is processed into a graph by creating one vertex per entity.

An edge between two entities represents the high correlation between them. Such

type of mining is useful in various scenarios such as stock time series, gene expression

profiles, etc.

From an alternate perspective if we let go of the random ordering of the vertices

in a graph stream. Then, in the case of specific edge orderings such as endpoint

groupings of edges, edges sorted by weights, etc.; one might be interested in exploring

the complexity of several graph problems. All the above mentioned issues can be

studied in future.
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Appendix A

Performance Results of 4CDS

In this section, We provide the full results of the experiments performed for 4CDS

algorithm. Below is the table that shows the computational running times and the

error rates for all the graphs. The triangles are sampled from the subgraph induced

by the sampled edges stored in-memory (as described in section 4.4).

Graphs Speedup Runtime(sec) Error rate (%)

cnr > 2K 2.31 7.47

dblp 7.62 2.94 4.58

amazon 3.77 2.48 2.6

dewiki 824.78 44.86 20.95

ljournal 240.03 74.99 5.1

Table A.1: Performance results of various graphs for 4CDS while storing 20% of
triangles in memory.
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Graphs Speedup Runtime(sec) Error rate (%)

cnr > 2K 2.41 3.36

dblp 7.57 2.96 2.24

amazon 3.59 2.61 1.77

dewiki 820.58 45.09 9.90

ljournal 135.90 132.45 3.01

Table A.2: Performance results of various graphs for 4CDS while storing 25% of
edges in memory.

Graphs Speedup Runtime(sec) Error rate (%)

cnr > 2K 2.81 1.84

dblp 7.52 2.98 0.86

amazon 3.51 2.67 1.24

dewiki 405.97 91.14 1.77

ljournal 129.95 138.51 0.78

Table A.3: Performance results of various graphs for 4CDS while storing 30% of
edges in memory.
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Graphs Speedup Runtime(sec) Error rate (%)

cnr > 2K 3.2 0.70

dblp 7.44 3.012 0.36

amazon 3.48 2.69 0.70

dewiki 373.75 98.99 1.49

ljournal 127.44 141.24 0.33

Table A.4: Performance results of various graphs for 4CDS while storing 35% of
edges in memory.
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