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Abstract 

Developing a distributed debugger is much more complex than developing a sequen­

tial or even a concurrent debugger. This added complexity is mainly due to the 

non-determinism introduced by the communication delays in distributed systems. 

This thesis explores the problems that must be addressed when designing a dis­

tributed program debugger, and then describes our design and implementation of 

DPD (Distributed Program Debugger). Problems addressed include non-determinism 

of events, finding consistent system states, stopping processes, setting breakpoints , 

recording events, and checkpointing. Important features of DPD include dynamic roll 

back and replay, as well as a graphical user interface. DPD has been tested successfully 

in debugging distributed programs within a distributed facility called REM (Remote 

Execution Manager). The results for actual use of DPD are presented. Scope for 

future work is also discussed. 
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Chapter 1 

Introduction 

This thesis describes our implementation of DPD, a Distributed Program Debugger 

for the REM environment. Through DPD, we explored the problems associated with 

distributed debugging. In turn, DPD provided REM[Sho90, SCTT88, SCT88] with the 

necessary tools to debug its distributed applications. Included in the implemented 

tools are a graphical user interface and a dynamic roll back and replay facility. These 

tools are lacking or have not been fully developed in other distributed debuggers. 

Debugging distributed programs is much more difficult than debugging sequential 

programs[GMGK84] or concurrent ones [LM89]. A sequential program consists of a 

single process with a single instruction thread running on a single processor with a 

single memory. The deterministic behavior of sequential programs is heavily exploited 

when debugging. Given the same input data, a sequential program produces the same 

results thus allowing cyclic debugging[MC89, LMC87]. Debugging a concurrent pro­

gram in a tightly coupled system is similar to debugging a distributed program. A 

tightly coupled concurrent program is comprised of multiple processes with multiple 

instruction threads running on a single processor, or on multiple tightly coupled pro-
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CHAPTER 1. INTRODUCTION 2 

cessors with shared memory. Concurrent processes may communicate with each other 

to transfer information. Absence of significant communication delays in single pro­

cessor systems or in tightly coupled systems makes it easier to debug tightly coupled 

concurrent programs. However, a distributed program[Ens78, TR85] is comprised of 

multiple processes with multiple instruction threads running on multiple and remote 

processors each with their own separate memories. Distributed systems suffer from 

unknown and variable communication delays. The possibility of remote execution and 

communication delays makes it hard to debug distributed programs and makes it hard 

to implement a distributed program debugger. Furthermore, distributed programs, 

especially faulty ones, may not be deterministic[LMC87]. This non-determinism may 

be caused by synchronization errors which are brought on by communication delays 

and by changing processor loads. 

The same reasons that make it difficult to debug a distributed application also 

make the job of implementing a distributed debugger more complex. A distributed 

debugger must be capable of controlling multiple processes, working with commu­

nication delays, maintaining consistent global system states, setting and detecting 

distributed breakpoints, and collecting multiple trace streams. Furthermore, a dis­

tributed debugger must provide the facilities to display temporal relationships be­

tween distributed processes and to analyze the volume of trace information that can 

be produced by distributed applications. 

Sequential debugger technology is not sufficient to debug distributed applications. 

Sequential debuggers do not provide the tools to control and synchronize multiple 

processes, maintain consistent global system states, or display the temporal rela­

tionships between processes. Debuggers for tightly coupled systems are also not 

sufficient to debug distributed programs because they are not designed with the pos­

sibility of remote execution and the varying communication delays in mind. There 
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has been recent advances in the development of distributed debuggers, for instance 

[CW82, CP83, HHK85, Coo87, Els89]. Some of these debuggers lack useful facilities 

such as a graphical user interface to display temporal relationships and a dynamic roll 

back and replay to analyze event sequences. Those debuggers that have implemented 

a replay facility provide either limited dynamic replay[Wit89, FB89] or provide Instant 

Replay[LMC87] which can replay only a static sequence of events[MC89, PL89, Els89]. 

Some "distributed debuggers" are no more than postmortem analyzers[LR85]. These 

debuggers only supply the tools to analyze the effects of the bug, but not the tools to 

find the cause of the bug. Some distributed debuggers provide some facility to set se­

quential style breakpoints, that is breakpoints that effect only one process. There are 

others that provide the ability to set distributed breakpoints[HHK85, MC88, HW88]. 

Developing a distributed application also means developing a debugging strategy. 

There should be at least two main testing phases. In the first phase, one should test 

each process separately. This is to find sequential logic and programming errors. In 

the second phase, one should test the program in its distributed environment. This 

is to find the communication and synchronization errors in the program. Trying to 

debug a program for sequential problems and for distributed problems concurrently 

just makes the task of debugging more difficult. 

DPD was developed as a debugging facility for REM. REM, Remote Execution 

Manager, is a tool to build fault tolerant distributed programs. It provides facilities 

for process management, load sharing, and inter-process communication. The main 

objectives of REM are: (1) utilize the idle processing power of a local network of 

workstations, (2) provide a simple user interface, and (3) provide transparent fault 

tolerance in case of a workstation failure. REM requires no modifications to the UNIX 

kernel and is implemented entirely at the application layer. 
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1.1 Approach 

Our main goals were to explore distributed debugging techniques and to implement 

a useful distributed debugging facility for REM. We also wanted to develop DPD so 

that it would follow the REM paradigm, that is, it had to be extensible, portable, and 

easy to use. 

DPD is concerned with debugging the communication and synchronization errors 

of distributed programs. To provide this , DPD uses a graphical user interface that 

displays an abstract representation of the program being debugged. This abstract 

representation displays only processes, events, and the communication between pro­

cesses. Because of this, there is no need to debug using the source code of the program. 

DPD allows the user to inspect events, view the contents of messages, and set break­

points at events. Virtual time[Lam78] is used to show the temporal relations among 

processes and events. 

In its present form, the DPD prototype is not capable of debugging the system's 

remote execution manager, i.e., REM. We chose to limit our efforts to debugging 

application programs that run under REM. However, the ability to debug REM itself 

can be added to DPD at a later point in time. 

We assume that DPD has some effect on the performance of the application pro­

grams being debugged. Implementing the tools planned for DPD makes it difficult 

to write a non-impact debugger. However, with the tools that we provide and the 

techniques that we describe, the impact of the debugger should be minimal. 

We do not want to modify the operating system kernel. If we remove this con­

straint then we should be able to improve on performance. However, we would loose 

portability and furthermore the administration of the debugger would be more diffi­

cult. Most other debuggers and their corresponding distributed environments are em-
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bedded into the operating system kernel[HHK85], or need direct kernel support[FB89]. 

We wanted to use as many existing tools as possible and not to "re-invent the 

wheel." Existing tools for sequential process control, checkpointing, and system state 

maintenance are used. We also use REM's facilities to distribute DPD. 

The main tool that we wanted to implement and the tool that other debuggers 

lack is a dynamic roll back and replay feature. Some have implemented a replay 

feature that allows the user to continually replay the same static sequence of events. 

This is usually facilitated by keeping a history log of events[CC89, LR85]. A history 

log implies that a continual log of events be kept even when the application program 

is being used in the field. Also, the history log approach does not provide the facilities 

to dynamically analyze the execution behavior of application programs. We want to 

provide this dynamic roll back and replay facility, so that the user can roll back to 

any given event and interactively control the replay of the program. 

1.2 Overview 

In Chapter 2, we present the works that have influenced the design and development of 

DPD. We review monitors for distributed systems, debuggers for concurrent systems, 

and debuggers for distributed systems. 

In Chapter 3, we describe what makes debugging distributed programs and im­

plementing distributed debuggers more difficult than its sequential and concurrent 

counterparts. We also describe the problems associated with maintaining global sys­

tem states, collecting trace information, displaying temporal relationships, providing 

roll back and replay, and breakpointing in a distributed system. 

In Chapter 4, we describe the enhancements and extensions that were required 
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to REM. We present a brief overview of REM and its terminology. We discuss the 

enhancements that were required to bring REM to a state capable of handling complex 

distributed applications such as DPD. All the extensions, except for a specific module 

to handle the DPD interface, are usable outside the scope of distributed debugging. 

In Chapter 5, we give a complete and detailed description of the implementation 

of DPD. We describe the processes that make up the nucleus of DPD. We describe 

how application processes record their events and how these events are recognized by 

DPD. We show how our graphical interface interacts with the user, how processes and 

events are displayed, and how commands are entered. We describe how DPD controls 

target application processes. Finally, we describe the implementation of our roll back 

and replay feature. 

In Chapter 6, we present the usability of DPD by using it to debug a well-known 

distributed application. We then measure the intrusiveness of DPD by analyzing 

specific features of the debugger. 

In Chapter 7, we state our findings and contributions. We conclude the thesis by 

describing future work and possible enhancements to DPD. 

In Appendix A, we provide a brief user's guide for DPD. 



Chapter 2 

Background 

There has been a considerable amount of work both on monitors for distributed sys­

tems and on debuggers for concurrent programs. The development of debuggers for 

distributed systems, however, has only recently begun. Monitors aid in the devel­

opment of distributed programs, especially system programs like REM, by allowing 

the programmer to view state changes as the distributed program executes. They 

also allow the programmer to access a postmortem trace. Monitors do not control 

distributed programs nor should they influence the run-time behavior of the program. 

Concurrent program debuggers developed for shared memory environments have laid 

the foundations for distributed program debuggers. Such systems have some means 

of synchronization, be it either a single clock or a synchronous bus. This synchroniza­

tion is not available to distributed systems. Some of the early works on distributed 

debuggers have met with some success. They all have the ability to control distributed 

programs and to inspect and change system states; however, each one has its strong 

and weak points. 

7 



CHAPTER 2. BACKGROUND 8 

2.1 Monitors 

Radar[LR85] is a monitor that provides a graphical postmortem view of the execution 

of a distributed program. Event collection is controlled by a library which is combined 

at link time with the application programs. The purpose of this library is to save 

every event to disk. Since recording all events can use a lot of disk space, there 

exists an option that ignores the contents of messages when events are being saved. 

They offer no mechanisms to filter events or to reduce the number of events being 

saved. Their graphical interface is based on the partial order of events. It allows the 

user to run or step through the replay of execution and to inspect the contents of 

messages. It also provides an instant replay of events but only within a limited time 

frame. The authors dismiss the resulting intrusiveness of the library by stating that 

the intrusiveness does not affect the semantics of a program from reaching its goal. 

This, however, fails to realize that any influence, albeit small, on a faulty distributed 

program may cause results of successive runs to be different. 

Miller et al.[MMS86] describe a methodology for monitoring distributed programs 

running under Berkeley UNIX. Their main focus is on increasing the transparency of 

the monitor. To achieve this they have modified the UNIX kernel rather than placing 

the necessary code within a library or having it generated by a compiler. Their 

monitor provides a postmortem dump of the execution and supplies the mechanisms 

to record, :filter, and analyze events . Users can add their own :filters to aid in the 

analysis . Finally, the analysis procedure totally orders events. Global partial orders 

must be deduced by the user. 
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2.2 Concurrent Program Debuggers 

LeBlanc and Mellor-Crummey[LMC87] describe a mechanism, called Instant Replay, 

for reproducing the execution behavior of parallel programs. Their mechanism re­

quires monitoring a program and keeping a history log of events. They can repeatedly 

reproduce the same behavior in a parallel program by using this history log and by 

keeping the program's input the same. Instant Replay allows new trace statements to 

be added to the program and breakpoints to be set. However, when a process reaches 

a breakpoint, the best they can do is to keep the program in a consistent state by 

blocking any other process from continuing past a state which depends on the stopped 

process. Stopping a parallel program in this manner does allow a global state to be 

inspected and this global state does contain the current state of the process being 

subjected to breakpointing. However, this global system state may be so out of date, 

with respect to the time the breakpoint occurred, that the information contained 

in this global system state may not be beneficial to detect possible bugs. Unless a 

system can be stopped instantaneously, viewing the state in which the breakpoint 

occurred may only be possible if roll back and replay is implemented, and they do 

not describe such a mechanism. 

Baiardi et al.[BMV83, BFV86] describe a debugger for a concurrent language. 

Their debugger is based on comparing the actual program behavior with its expected 

behavior. To do this, they have a specification model that allows the programmer to 

formally define what the program's behavior should be. Their behavior specification 

model allows the programmer to define the order and number of iterations of events, 

and to state assertions. They do not require a notion of global time to establish 

the order of events. They do have a mechanism to delay processes so that the order 

of events can be maintained even when the event order is non-deterministic. When 
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running the debugger and the program diverts from the specification model, the 

debugger stops the necessary processes and returns control to the user. The problem 

with this approach is that the user must correctly specify the model. An incorrect 

model and a faulty program may not cause the debugger to stop the program in the 

wanted state. 

2.3 Distributed Program Debuggers 

Even though Jeff[Car83, Car85], the debugger for the Blit1 terminal, is a sequential 

program debugger, it is of interest because it is an early example of a distributed 

debugger. The target environment has limited resources, namely memory, and to 

use these resources as efficiently as possible, the debugger was implemented as two 

processes running on separate processors. A slave process along with the process 

being debugged reside on the Blit terminal. The master process resides on the host 

processor. The master and slave processes communicate through an asynchronous 

communication line. When implementing Jeff, the problem of communication delay 

was encountered which caused the master process on the host processor to become 

out of synchronization with the target process on the terminal. They found that it 

was relatively easy to solve this problem, the slave process simply ignored out-of-date 

commands from the master process. This solution was possible because the slave 

process, which had direct control over the target process, was always synchronized 

with the target process. 

Garcia-Molina et al.[GMGK84] do not describe an implementation but describe 

the issues involved in debugging a distributed computing system. They argue that 

when debugging distributed programs one should make generous use of traces, use a 

1The Blit is a bitmap terminal developed at Bell Laboratories. 
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two-phase debugging process, and proceed in a bottom-up fashion, i.e., test modules 

separately first and then as a whole. Their main tool for debugging distributed 

programs is the logging of traces and the ability to examine the trace data in a 

coherent manner. They also describe the need for controlled execution, the need 

to set breakpoints, and the need to monitor distributed processes. The first phase 

of their two-phase debugging process consists of running the faulty program and 

by using trace data identify the faulty process or processes and the series of events 

that led up to the fault. Phase two consists of running the faulty processes in an 

artificial environment and then debugging until the bug is found. The problem with 

this approach is that artificial environments may not only be hard to develop but 

may not model the real-world realistically enough so that bugs that occur because of 

real-world influences will not show up in the artificial environment. 

Smith[Smi84, Smi85] provides the ability to debug the inter-process communica­

tion between distributed processes. He provides typical process and message control 

as well as the ability to test assertions and record events. Daemon processes are used 

to provide assertion detection with effects. Each daemon has a trigger and a set of 

commands which can manipulate inter-process events. When a system call occurs, 

each daemon has its trigger tested. If the trigger fires then its set of commands is 

executed. Events are recorded with a transcriber and the recorded events can be used 

to replay a process. To implement and test his debugger, a kernel was written that 

extended the existing operating system to provide inter-process communication and 

control. Extensions were made to this kernel to provide a daemon trigger evaluator 

and event recording. 

Bugnet[CW82, WC85, JBW87] is a portable distributed debugger that can re­

produce the real-time event sequences of the distributed program. Bugnet moni­

tors a distributed program by giving information on inter-process communication, 
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input/output events, and trace data. It has the ability to exactly roll back and re­

play the events that occurred prior to the error while maintaining their real-time 

characteristics. To debug using real-time event sequences, a checkpoint algorithm 

was developed that required processes to synchronously start and be checkpointed 

together. This form of checkpointing and roll back does not have to address the 

problems of identifying consistent states during roll back, since all checkpoints are 

synchronous and thus define a consistent global state. However, this checkpointing 

scheme requires all clocks to be synchronized. Bugnet also implements a graphical 

user interface and allows process groups to be created for easier process management. 

IDD's[HHK85) strategies for debugging distributed programs include state exam­

ination, stepping, and tracing; however, its main strategy is assertion monitoring by 

using a powerful assertion language. The complexity of defining assertions is reduced 

by using a graphical interface and incremental assertion generation. They claim that 

a distributed debugger must be embedded deeply into the operating system. This has 

been challenged by Kenniston[Ken86) and by the implementation for a distributed de­

bugger that follows in Section 5. They also state that it is important to stop a set 

of processes as quickly as possible to preserve the relative state of the processes for 

programmer inspection. They, however, give no mechanism to do this and leave it to 

the users to set an assertion prior to a required state and then step the program to 

the state in question. A roll back and replay mechanism would alleviate this problem. 

Bates and Wileden[BW83b, BW83a] describe an approach to debugging dis­

tributed programs called Behavior Abstraction. They view a distributed program as 

a stream of events that can be filtered and clustered so that unnecessary events can 

be ignored and groups of events can be abstracted into higher level events. Clustering 

can be repeatedly used to build a hierarchy of abstractions. Their Event Definition 

Language[BW82) allows definitions of abstract events to be comprised of both ordered 
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or unordered sequences of events. Their ordering operator depends on synchronous 

clocks across processors so events are forced to be totally ordered. 

The debugger for Amoeba[Els89] is modeled after Bates[BW83a]. Programs being 

debugged generate a stream of events, but their debugger goes beyond the capabilities 

in [BW83a] by providing access to the state of the program. Replay is provided and is 

similar to that of Instant Replay[LMC87], but cannot always guarantee reproducible 

behavior. A checkpoint and roll back mechanism also exists. When a checkpoint 

occurs, a snapshot is taken for the whole program and because communication is syn­

chronous they did not have to implement a consistent global state snapshot algorithm 

as in [CL85]. Distributed breakpoints are not described but sequential breakpoints 

do exist. The debugger is built on the philosophy that a distributed debugger does 

not have to be transparent to the target program because the delays imposed by 

the debugger, although apparent, are not significant. They also feel that their de­

bugger should not be a monitor for production code so if the program crashes while 

in production, a postmortem analysis tool should be used to find why the program 

crashed. 

Cheung's dissertation[Che89] presents the use of abstraction for coping with the 

complexities of debugging distributed programs. The main problems addressed are 

process abstraction and event abstraction. For process abstraction two views are 

used. The first is the process view. It provides programmers with the ability to focus 

on the process structure of a distributed program. This allows the programmer to 

detect unexpected process death, unexpected process creation, or incorrect process 

interaction. The second is the temporal view. It allows programmers to focus on 

the relative ordering of the events among the processes. This view shows the order 

of events. For event abstraction, the problem of maintaining the precedence relation 

is studied. Cheung did not implement a debugger. He did, however, implement an 
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event recording mechanism to study its run-time behavior. This mechanism resides 

between the application process and the kernel and it simply needs to be linked into 

the application program at compile time. The implementation of the event recording 

mechanism required no modifications to the kernel or to the application programs. 

Analyzing the run-time behavior of the event recording mechanism found that its 

overhead was small; however, the volume of information being recorded was also 

small. He only recorded the occurrence of an event and any necessary information 

regarding that event, for instance its time. He did not record the contents of messages. 

Finally, he proposes a replay mechanism but does not present the details of one. 

2.4 Summary 

The work on distributed debuggers is still very immature as compared with the ma­

turity of sequential debuggers . An example of this immaturity is that it is still a chal­

lenge to view the real state in which the program crashed. Most distributed debuggers 

supply the sequential debugger's equivalents of tracing, stepping, and stopping, but 

the specialized tools for distributed debuggers, such as the detection of distributed 

breakpoints and execution replay, are weak or non-existent. Furthermore, the repre­

sentation of a program's system state has to be much more sophisticated than what 

is currently available. For this last point there has been recent work on trying to 

find a graphical representation for distributed programs[SBN89, Sto89). The existing 

debuggers for distributed programs, however, lack some essential facilities such as 

dynamic roll back and replay which has been included in DPD. 



Chapter 3 

Problems in Distributed 

Debugging 

The environment in which one debugs sequential programs contains a single proces­

sor and a single memory. Programs that run in this environment have only a single 

execution thread. A major feature when debugging sequential programs is that re­

playing a program does not usually change the behavior of the program thus allowing 

programmers to cyclically debug their programs. Distributed debuggers, on the other 

hand, are burdened with an environment that contains multiple processors, multi­

ple memory spaces, and a relatively low-speed asynchronous communication network 

connecting the processors. Programs that run in this environment may have multiple 

execution threads, may not be deterministic given the same input data, and may suf­

fer from uncontrollable communication delays among processes running on different 

processors. These unfavorable features cause delays when stopping and starting a 

program, makes it difficult to set and detect breakpoints, causes delays before a sys­

tem state can be inspected, and makes it difficult to cyclically debug. A distributed 

15 
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debugger must also synchronize the execution of processes, must collect events from 

remote processors, must not seriously interfere with the behavior of the program, 

and must provide a user interface to represent program behavior. These problems 

make the development of a debugger for distributed programs more complex than 

the development of a debugger for sequential or concurrent programs. Because of 

these problems, distributed program debuggers are not as widely developed or used 

as sequential or concurrent debuggers. 

3.1 Communication Delays 

Most of the problems associated with distributed debugging are directly related to 

communication delays such as the non-determinism of events, the failure to syn­

chronize, the difficulty of maintaining consistent states, the inability to display the 

current global state of a running program, and the inability to stop processes in a 

timely manner. The remaining sections touch on all of these problems in more detail. 

3.2 Non-determinism of Events 

The human debugger relies on the determinism of events when debugging sequential 

programs. This dependence on determinism is not valid in a distributed system. Non­

determinism of events is caused by constantly changing communication delays and by 

the differing speeds among processors in the distributed system. In an environment 

such as the above it is possible for a program to fail even though it is thought to be 

correct; it is also possible for a known faulty program to run correctly occasionally. 

For example, assume the execution of a program where event /3 occurs before 

event a. This order of events always holds in a sequential environment even if the 
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Figure 3.1: Desired and unexpected event orderings 

environment changes, (e.g. the load of the processor). In a distributed system where 

the events a and (3 occur on processors Pi and Pj, respectively, there may be different 

event orderings in different runs[Lam78). Suppose o: is the event send message to 

processor Pj and (3 is the event send message to processor P i and there are the cor­

responding events O:receive and f3receive on processors Pj and P i, respectively. Suppose 

(3 is expected to occur prior to O:receive, but no checks were made to assure this. Sup­

pose also that the programmer assumed that (3 would always occur prior to O:receive, 

because of the expected short computation time required to reach (3 as compared to 

the expected long computation time to reach a. If processor Pj is exceptionally slow 

or processor P i is exceptionally fast then event O:receive could occur prior to (3 causing 

unexpected results. Furthermore, if the combination of a fast P i or a slow Pj is a rare 

occurrence, then this bug may be very difficult to track down. 

There are two methods for debugging such a situation. One method is to continu­

ally monitor a distributed program even when it is in production. When the program 

crashes, a trace dump is analyzed and the order of events is determined. Since these-
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quence of events shows that a and O:receive occurred before /3, the reason for the crash 

can be determined. The problem with this approach is that it is not usually feasible 

to continually monitor a production system especially when bugs, such as the above, 

may occur only rarely. The other approach is to have a debugger that can change 

the order of events so that different event sequences can be tested. The problem with 

this approach is that it may not be feasible to test every event sequence; however, 

those critical event sequences that may lead to a failure can be rigorously tested. 

3.3 Synchronization 

Synchronization problems arise because the state the distributed debugger perceives 

the application program to be in might not be the state the application program 

is actually in . For instance, a command might be given to stop a running process; 

however, before the command arrives the application process stops. The other prob­

lem with a distributed debugger is that all the parts of the debugger must be kept 

synchronized with one another. 

3.4 Consistent States 

Distributed debuggers must be capable of identifying and maintaining consistent sys­

tem states. A system state of a program is inconsistent if the said state cannot 

be reached during the normal execution of the program. An example of an incon­

sistent state is where one process has received a message that has not yet been 

sent. Identifying and finding consistent states in a distributed system is discussed 

in [CL85, SK86, KT87, JZ88]. There are two situations where maintaining consistent 

system states becomes important for distributed debuggers. The first is displaying 
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the system states to the user. If delays prevent event information from arriving at the 

client processor, the user may see receive message events without the corresponding 

send message events. The second situation is when roll back and replay becomes a 

factor. Suppose that we have a program consisting of two processes, Pi and Pj. A 

message is sent from Pi and is received by Pj. If the program is stopped and Pi is 

rolled back to a state prior to the sending of the message and Pi is not rolled back to 

a state prior to receiving the message, the program is in an inconsistent state. In this 

example, not only a message appears to have been received prior to it being sent, but 

continuing the program will cause Pi to receive a duplicate message. 

3.5 Stopping Processes 

Stopping a process in a distributed environment is much more time consuming than 

in a sequential environment. The reason is communication delays. When stopping 

a process, one expects it to be stopped in the state in which the command is given. 

This is not possible in a distributed environment for two reasons. The first being 

the latency in sending the stop command from the client processor to the remote 

processor. The second being that the current state being viewed by the human 

debugger may be out-of-date with respect to the actual state the program is in. 

These two reasons make it impossible to stop a process in a distributed program 

instantaneously. For example, suppose there exists an application process executing 

on a remote processor Pi. The command to stop the process is given from processor 

Pi at time t. It takes times for the command to be sent through the network and to 

be performed on Pj. Before the stop command reaches the application process, the 

latter has executed an additional s time and is, thus, in a different state from what 

it was at time t. It is possible that important information available only at time t is 
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Figure 3.2: The latency in stopping a distributed program 

not available at time t + s. It is, therefore, extremely difficult, if not impossible to 

stop all of the processes of a distributed program instantaneously. 

3.6 Replay 

Normally, one is not concerned with roll back and replay in a sequential environment 

because of the deterministic behavior of its programs. li one needs to replay a pro­

gram, one can always replay from the program's initial starting point. If one does 

want to implement roll back with replay, for those long running sequential programs 

where it would not be feasible to re-start from the beginning, then checkpointing is 

possible without much difficulty. This is because (1) the state of the process does 

not change during a checkpoint, (2) there is only one memory space to be saved, (3) 

checkpoints can occur at almost any time during execution, and ( 4) checkpointing 

has no effect on a sequential program other than the delay involved in performing 

the checkpoint. To roll back a sequential program simply requires the restoration of 

a checkpoint. Since sequential programs are deterministic, roll back and replay can 

occur many times and the program's behavior does not change during replay. 
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To produce a snapshot in a distributed environment requires all processes to be 

checkpointed. One minor drawback when checkpointing in a distributed system is 

the extra storage space required to save every process's system state. A more serious 

drawback is that it is impossible to take an instantaneous snapshot of a distributed 

system. To find a consistent global state to roll back to, requires either implementing 

a snapshot algorithm that guarantees a consistent global state[CL85, SK86), or im­

plementing a sophisticated algorithm to find a consistent state during replay[JZ88]. 

When implementing the latter, the domino effect[JZ88, KT87] can occur. This is 

where a consistent state cannot be found in the set of all checkpoints causing the 

program to be rolled back to its initial state. 

When a roll back occurs in either a sequential or a distributed program, the effects 

to the outside world cannot normally be rolled back. Examples of side-effects are the 

sending of text to a printer or the launching of a missile. This problem can have an 

effect on a program especially if the program updates a database which may make it 

impossible for the same sequence of events to occur again. For example, suppose a 

process checks the existence of a record in a database. ff the record does not exist, 

the process performs the event sequence E 1 and adds the record. If the record does 

exists, the process only performs event sequence E 2• Now suppose the process is 

running and finds the non-existence of the record. It performs the event sequence E 1 

and adds the record. ff the process is rolled back prior to checking for the existence 

of the record, the process finds that the record does exist and, thus, performs event 

sequence E 2 • This problem is beyond the scope of this thesis. 
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3. 7 Trace Information and the Representation of 

Events 

In a sequential environment there is a single process producing a single stream of trace 

data. All events are totally ordered and the time between events can be used as a 

measure for the computation between events. In a distributed environment there may 

be a large number of processes producing multiple trace streams. If the trace streams 

are merged into a single stream, a total order is forced on a set of events where only 

a partial order is possible. The time the user sees among events cannot be used as 

a measure for computation because of varying communication delays. Furthermore, 

the amount of trace information produced in a distributed environment can easily 

overwhelm the user. 

The happened before relationship[Lam78), written A---+ B, can be used to partially 

order events in a distributed system. This relation states: 

1. If a and b are events in process Pi, and a comes before b, then Ci (a) < Ci ( b), 

where Ci is the clock for process Pi. 

2. If a is the sending of a message by process Pi and b is the receipt of that message 

by process Pj, then Ci (a) < Cj (b). 

Those events that do not fall into the above relation cannot be ordered. For instance, 

in Figure 3.3 one can state P 1.e1 ---+ P2.e1, P 1.e1 ---+ P 1.e2, P1.e2 ---+ P1.e3, P1. e3 ---+ 

P1.e4, P2.e1 ---+ P2.e2, P2.e2 ---+ P 2.e3, and P 2.e3 ---+ P 1.e4. No relationships can be 

drawn between P 1.e2 and P 2.e1, P 1.e2 and P 2.e2, P 1.e2 and P 2.e3, P 1.e3 and P 2.e1, 

P1.e3 and P2.e2 , and P 1.e3 and P 2.e3. Thus, for those events where no relationship 

can be drawn no ordering can be imposed. Because there has to be some means to 
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Figure 3.3: Event Order 

present the order of events in a distributed system, a sophisticated event viewmg 

facility must exist. 

Since events are recorded on remote machines, the time between events, especially 

for events occurring on different processors, cannot be represented in real-time. This 

is because the clocks in a distributed system may not be synchronized. To represent 

time in a distributed system one must use logical clocks[Lam78]. Logical clocks are 

maintained by the following rules: 

1. Each process Pi increments Ci between any two successive events. 

2. (a) ff event a is the sending of a message m by process Pi the message m 

contains a timestamp Tm= Ci (a). 

(b) Upon receiving a message m, process Pi sets Ci greater than or equal to 

its present value and greater than Tm· 

This means that if on one processor the real-time between two events is large, the 

logical clock is only incremented once; however, if on another processor many events 

occur rapidly, the logical time between the first and last event is large. 



CHAPTER 3. PROBLEMS IN DISTRIBUTED DEBUGGING 24 

A distributed program may be made up of many processes distributed across the 

network. There may be an overwhelming volume of trace data that the user cannot 

analyze. An ability to abstract events is required to assist the user in analyzing the 

event information. Usually a graphical representation to view the abstract events is 

chosen. 

3.8 Breakpoints 

To set a breakpoint in a sequential program one states an assertion with respect to 

a single time reference. This allows a sequential program to be stopped immediately. 

When a breakpoint occurs it leaves the program in the exact state in which the 

breakpoint is detected. There are two problems with breakpointing in distributed 

systems: 

1. Detecting the occurrence of a breakpoint. 

2. Stopping the system in both a consistent state and in a state where that break­

point still holds . 

In a distributed system there are multiple time references. This means that one needs 

to set breakpoints based on the happened before relation and the ability to detect 

simultaneous events without the advantage of a single time reference. If one were to 

state a simple assertion based on one process in a distributed system, then as soon 

as that assertion is met the whole system can be stopped. This situation leaves the 

breakpointed process in the exact state in which the breakpoint occurred. If we were 

to set an assertion based on two events occurring in different processes on different 

processors and there is no happened before relation between the two events, then it is 
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difficult to stop the system in a state where both breakpointed processes are in the 

state in which their individual breakpoint is reached[MC88, page 318). Furthermore, 

trying to stop a distributed program when a breakpoint is reached has the same 

difficulties as trying to stop a distributed program in general. This is compounded by 

wanting to stop the system in a state in which the breakpoint occurred. Miller[MC88) 

uses Chandy and Lamport's algorithm[CL85) to stop a distributed program in a 

consistent state after the breakpoint has occurred. Fowler and Zwaenepoel[FZ89) use 

roll back and replay to stop the distributed program in the largest consistent state 

that has happened before the state of the processes in which the breakpoints occurred. 

3.9 Summary 

This chapter has presented the hard problems inherent in both debugging distributed 

programs and in designing a debugger for distributed systems. Most problems such 

as non-determinism, synchronization, maintaining consistent system states, and stop­

ping processes are caused by the communication delays that exist in distributed sys­

tems. Other problems that are not based on communication delays are the multiple 

execution threads and the volume of trace information. 
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REM 

DPD provides debugging tools for programs developed for REM[Sho90, SCTT88, 

SCT88). REM, Remote Execution Manager, is a tool to build fault tolerant, dis­

tributed programs. It provides facilities for process management , load sharing, and 

inter-process communication. The main objectives of REM are to utilize the idle pro­

cessing power of a local network of workstations, provide an easy to use user interface, 

and achieve transparent fault tolerance in case of a workstation failure. REM is mod­

ular and is written in the C Programming Language[KR 78). It currently runs on a 

network of Sun workstations running SUN OS 4.0.1 An important feature of REM 

is that it requires no modifications to the UNIX kernel and is implemented entirely 

at the application layer. Because of this, REM is portable across UNIX systems that 

provide a socket facility. 

An overview of REM is presented in Figure 4.1. The REM environment consists 

of two components, a set of communicating daemon processes and REM's Applica­

tion Interface Library. The daemon processes are distributed across the network of 

1SuN OS 4.0 is based on BSD UNIX 4.3 . 
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workstations and provide the means to create, communicate with and terminate re­

mote application processes. These daemon processes are fully distributed without 

any centralized control. The second component, REM's Application Interface Library, 

is combined at link time with the processes of an application program and provides 

the means by which an application program can interface with REM. 

A socket[San90) provides the facilities for inter-process communication. Proto­

cols understood by sockets are ARPA Internet protocols (internet) and UNIX system 

internal protocols (interunix) among others. There are three socket types: stream 

sockets, datagram sockets , and raw sockets. REM uses the stream socket which pro­

vides bidirectional, sequenced, and unduplicated flow of data. 

Before continuing, we introduce the terminology used in the REM model. 

Definition 1 An application program is a set of distributed, communicating pro­

cesses that work together to reach a common goal. Each application process uses 

the routines in REM's Application Interface Library to communicate with and control 

other processes of the application program. 

Definition 2 The parent application process is the first process invoked when execu­

tion of the application program begins. There exists at most one parent application 

process per application program and all other application processes are offsprings of 

this process. 

Definition 3 A child application process is a remote process created by the parent 

application process through the facilities supplied by REM. There may exist many 

child processes per application program. 

Definition 4 A suite is a collection of daemon processes. Each REM daemon process 

has knowledge of only the other daemon processes in the suite. 
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Definition 5 The client workstation refers to the workstation where an application 

program is invoked ( the parent process). Remote workstations are all other worksta­

tions in the suite and are where the child application processes reside. 

In the REM model, an application program consists of a parent process and a 

set of child processes. The parent process resides only on the client workstation 

and child processes reside only on the remote workstations. More than one child 

process may occupy the same remote workstation if there are more child processes 

than workstations or if REM's load-balancing algorithm decides that it is favorable 

to double-up a workstation because the load average of all other workstations is 

too high. Before the parent process can create a child process, it must connect to 

REM through the interface routines supplied by REM's Application Interface Library. 

All communications are parent-to-child or child-to-parent, there are no facilities to 

provide child-to-child communication. Before a child process can communicate with 

the parent process or vice-versa, it must connect to REM. Before each application 

process terminates it must close its connection with REM. Each process is assumed 

to be deterministic between receive events. This means that if a program is re-run, 

and if all messages arrive at the processes in the same order and contain the same 

information, then the program produces the same result. This is not only important 

for roll back and replay, as described in Section 5.4.7, but also for fault tolerance. 

A suite is a collection of daemon REM processes. Daemons of a particular suite 

know only of other daemons in the suite and correspondingly know nothing of the 

ones belonging to other suites. There can be more than one active suite on the 

network and an individual workstation may have more than one suite running on it. 

An application program can belong to only one suite and its processes can reside only 

on workstations that have an REM daemon of that suite. The purpose of suites is 

to provide varying degrees of fault tolerance which may be needed for execution of 
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different programs. 

REM attempts to create child replicas on different workstations to maximize fault 

tolerance. A workstation may contain at most one replica of a child process. All child 

replicas run in unison. This means that when the parent sends a message to one of its 

child processes, that same message is sent to all replicas of that child process. When 

a child process sends a message back to the parent process, each replica of that child 

sends that same identical message back to the parent process because all application 

processes are assumed to be deterministic between receive events. The parent process 

receives only the first message to arrive from that child or one of its replicas, all other 

identical messages are ignored. This means that the parent process receives messages 

from the fastest running replica. If a workstation containing a child replica fails, 

the parent process is unaware of this failure, because the parent continues to receive 

messages from one of the other child replicas. This means that the degree of fault 

tolerance is dependent on the number of child replicas. 

4.1 Extensions 

Extensions to REM were needed for the development of DPD. The original functionality 

of REM was sufficient for many distributed applications; however, implementing DPD 

would have been difficult, if not impossible, without these following extensions . Fur­

thermore, the following extensions increase the usefulness of REM by allowing a larger 

class of distributed applications to be built with less work by the programmer. REM 

is now being used as the target environment for a distributed ray-tracer[Cor90) and 

as the target of an automatic parallelization compiler[Sin90). The following section 

discusses the important extensions to REM including asynchronous receives, message 

queues, and socket flushing. 
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4.1.1 Asynchronous Receives 

REM was originally implemented with only a blocking receive primitive. This primi­

tive, us_recv_di st [Sid90), requires the receiving process to specify the source process 

of the message. When invoked, the receiving process blocks waiting for a message to 

arrive from that source process. li the sending process has not sent the message, the 

receiving process remains blocked even if messages arrive from other processes. This 

prevents messages from being received and processed in a first-come first-serve man­

ner. This could be considered a non-efficient use of the available processing power. To 

allow messages to be received in a first-come first-serve manner asynchronous receives 

were implemented to extend REM's existing receive primitive. 

To implement asynchronous receives, the programmer is required to declare a 

function which is invoked whenever the process is in asynchronous receive mode and 

a new message arrives. This function is called the asynchronous handler (see Ap­

pendix A) . Within the asynchronous handler, the programmer is required to call 

us_recv_di st to actually receive the message. When the asynchronous handler is 

invoked, the sender's process identifier, the length of the message, and the type of the 

message are passed as arguments to it. This is sufficient information for the program­

mer to call us_recv_dist . Because the asynchronous handler is invoked only when 

a message is available, us_recv_di st does not block when called with the arguments 

passed to the asynchronous handler. 

For the programmer to register the asynchronous handler with REM, a new routine 

was added to REM's Application Interface Library. This interface function is called 

us_s_asynchandler and its only parameter is a funct ion pointer to the asynchronous 

handler . Another effect when us_s_asynchandl er is called is that all messages from 

this t ime forward are received asynchronously. If the programmer no longer wants to 
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receive messages asynchronously, a call to us_s_asynchandler with a NULL function 

pointer causes the application process to return to receiving messages synchronously. 

We now describe in detail how messages are received asynchronously, but before 

we continue, we first define two new terms. 

Definition 6 A message is considered to have arrived at an application process when 

the internal routines in REM's Application Interface Library have read the message 

from the socket. Since the message is not addressable by the application process, the 

application process has no knowledge that a message has been read from the socket. 

Definition 7 A message is said to be received by the application process when the 

message is transferred from the memory controlled by REM's Application Interface 

Library to the working memory of the application process. 

When us_s_asynchandler is called with a valid asynchronous handler, all arriving 

messages are handled asynchronously in a first-come first-serve manner. However, 

there is a possibility that prior to us_s_asynchandler being called, there could be 

messages that have arrived but are not received yet. When this occurs, each message 

that has arrived but is not received causes the asynchronous handler to be invoked. 

This means that if there is a backlog of messages, all these messages are serviced 

before any newly arriving messages are serviced. 

An important feature of asynchronous receives is that if a process is compute 

bound, it is able to receive messages without having to poll or wait. Sometimes, how­

ever, a process may want to receive messages asynchronously although it is not com­

pute bound. In this situation, there exists an interface function called us_s_wai tasync 

which causes the process to block waiting for new messages. us_s_waitasync returns 
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only when the application process changes from asynchronous mode to synchronous 

mode. 

Asynchronous receives were implemented by catching the SIGIO[Sun88] signal. The 

communication socket used by REM is configured, through a call to ioctl[Sun88], to 

raise this signal when input is available. A signal handler is declared which, when 

invoked by an IO signal, first calls REM's low-level routine to read from the socket 

and then call the user's asynchronous handler. When the signal handler is active 

all further SIGIO signals are blocked. This last point means that while receiving 

an asynchronous message, processes are not interrupted to service another message. 

When the asynchronous handler is finished with its current message, any blocked 

signals are then handled. 

In keeping with REM's modular style, a new module was created to hide how 

a socket is prepared for asynchronous receives. This module was added to REM's 

Application Interface Library. 

4.1.2 Queues 

In REM's skeletal prototype, messages are queued only within REM's Application 

Interface Library. Furthermore, messages are queued only when a process attempts 

to receive from a specified source process and a message arrives from another process 

prior to the one from the specified sender. The REM daemon processes, however, 

never queued messages. If a socket is busy, because the receiving daemon is not 

processing as fast as the sending daemon, the sender waits until the receiver has read 

and serviced all of its pending messages. Originally, this did not affect REM, since it 

is guaranteed that the receiving daemon reads the messages in short order and the 

sending daemon need not wait indefinitely. The major reason for not implementing 
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message queues within REM daemon processes is because of the additional overhead 

involved in checking and maintaining queues . In a networked system, the bottle-neck 

is not the transmission time to send a message but the overhead in preparing the 

message to be transmitted. One REM goal is to keep this message preparation time 

to a minimum. See (SCT88] for benchmarks. 

Not queueing messages became a problem in the following scenario . There existed 

two application processes, a and /3. a continually sent messages, one after another, 

to /3. /3 could not read the messages as fast as they were being sent, because of 

long computations being performed between receiving new messages. This caused a 

backlog of messages to build from a. This backlog caused the REM daemons involved 

in forming the communication channel from a to /3 to block for an extended period 

of time due to full sockets. This situation caused other application processes that 

were attempting to communicate with these daemon processes to block until a and /3 

finished communicating. Under normal conditions this is not a problem, since other 

processes attempting to communicate with those REM daemons would behave as if 

the communication network is slow. 

During the development of DPD this situation occurred causing DPD to loose con­

trol over the processes it controlled. When DPD stopped /3, a was left running. Very 

quickly, the socket buffers became full and the REM daemon processes became blocked. 

This made all communications with these blocked REM daemons impossible. Since 

the REM daemons were blocked there was no way to send a message from DPD to /3 to 

start it again. This meant DPD and the REM daemon processes became deadlocked: /3 

was waiting on DPD to start it, the REM daemons were waiting on /3 to start receiving 

messages, and DPD was waiting on the REM daemons to except new messages. 

The queue module was added to REM to solve the above dilemma. The actual 

performance decrease is minimal if the socket buffers never become full(Sho90]. When 
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messages are queued, REM polls every two seconds2 to see if the socket can accept new 

messages. If during this time the socket can accept new messages, queued messages 

are written to the socket. Not all the queued messages are sent during this time even 

if the socket can accept all the messages. The reason for this is that if the sender 

is continually sending messages and the receiver becomes capable of receiving all of 

them, then this situation prevents any other process wanting to communicate with 

REM to block until the sender and receiver are finished communicating. Restricting 

the number of queued messages that can be sent at any one time prevents two com­

municating processes from starving other processes that are trying to communicate 

with REM. 

4.1.3 Socket Flushing 

Replay requires the communication channels to be clear of any messages so that no 

spurious messages arrive at a process after it is rolled back. This implies all message 

queues are to be emptied and all sockets are to be flushed. Emptying the queues is 

straight forward; however, there is no means to flush a socket. To clear sockets, each 

process that has just been rolled back sends a flush communication channel message 

to REM. This message is received by REM causing the corresponding message queues 

for the process to be emptied and an end of socket token to be sent back to the 

process. The application process reads the socket until the end of socket token is 

read, discarding any messages that precede the token. Once the token is read, the 

communication channel is considered to be flushed. Since :flushing the communication 

channel may be used for purposes other than debugging, it was added to REM's 

Application Interface Library. 

2It is more efficient for REM to be signaled when the socket can accept new messages; however, 

no mechanism was found to provide this capability. 
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Implementation of DPD 

The Distributed Program Debugger, DPD, was inspired by the need for sophisticated 

but easy to use debugging facilities for distributed systems. A paradigm for debugging 

sequential programs with a standard sequential debugger is analogous to debugging 

that program microscopically, i.e., the human debugger can inspect every detail of 

the program. Debugging with most distributed debuggers can be thought of as de­

bugging macroscopically, i.e., the human debugger is trying to abstract the behavior 

of the program. When debugging distributed programs macroscopically, one is more 

interested in the communication behavior, the temporal relationships, and the overall 

global state of the program. Trying to debug a distributed program microscopically 

is futile, because one cannot possibly comprehend the overall global system state at 

this level. However, to debug complex distributed programs only macroscopically 

may leave the human debugger without the ability to explore the reasons as to why 

a program is behaving incorrectly. DPD tries to balance the micro and macro needs 

of a distributed debugger by supplying the ability to control and probe the behavior 

of distributed programs while allowing the human debugger to view the distributed 

program as abstract events and processes. 

36 
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In this chapter, we present a detailed description of the development of DPD. 

We first present an overview of the debugger and then describe the intrinsics of the 

debugger including event recognition and collection, user interface, process control, 

and checkpointing. Finally, we describe the roll back feature . 

5 .1 Overview 

DPD is comprised of three types of processes: User Interface Process (UIP), Remote 

Debugger Process (RDP), and Event Collection Process (ECP). An overview of a DPD 

configuration is presented in Figure 5.1. The User Interface Process resides on the 

client processor. It is responsible for coordinating all other processes in the DPD 

environment, controlling the parent application process of the target application pro­

gram and presenting a graphical interface to the user. A Remote Debugger Process 

resides on every remote processor that contains an REM daemon of the same suite in 

which the User Interface Process is invoked. Each RDP is responsible for controlling 

the remote child application processes running on its processor. The RDPs are also 

responsible for conveying to the UIP the state information of the child application 

processes that they control. The Event Collection Processes are responsible for col­

lecting event information from the application processes and for initiating the transfer 

of this information to the UIP. Since the ECP for the parent application process re­

sides on the same processor as the UIP, the ECP has a direct communication channel 

to the UIP. The ECP for a child application process has an indirect communication 

channel to the UIP through the local RDP. The interunix communication channels 

between the Event Collection Process and the Remote Debugging Process and the 

User Interface Process are through UNIX's p i pe1 facilities. 

1 A pipe is a means for two processes to communicate in UNIX built on top of sockets. 
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DPD was designed to be a standard REM application program within the REM 

paradigm. The UIP is the parent process and the RDPs are the child processes. All 

communications between the UIP and RDPs are through the facilities supplied by 

REM. All communications are point-to-point between the UIP and individual RDPs. 

DPD required no modifications to the UNIX kernel, but did DPD require changes to 

the REM nucleus as described in Chapter 4. The remainder of this section describes 

the individual processes that comprise DPD. 

5 .1.1 User Interface Process 

The main responsibilities of the User Interface Process are to control and coordinate 

the Remote Debugging Processes, directly control the application program's parent 

process, graphically display the application program's system state, and accept com­

mands from the user. An overview of the UIP is presented in Figure 5.2. The UIP is 

comprised of two main components. The first is the Graphical User Interface which 

depicts a graphical representation of the progress of an application program. The 

second component is the Process Controller which controls all application processes 

either directly in the case of the parent process or indirectly via the RDPs in the case 

of remote child processes. The process controller component handles commands after 

they are entered by the user. If the command affects a child application process, it is 

packaged into a message and sent to the necessary RDP. If the command affects the 

parent process, the command is passed to the low-level routines that handle process 

control. 

Since the UIP is the parent process of the DPD, it is the process invoked by the 

user. The first item on the UIP's agenda when invoked is to connect with REM. 

Following a successful connection, the UIP sends a message to REM announcing that 
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it is a debugger and that it requires the ability to create one RDP on every remote 

processor of the invoked suite. Following the successful creation of all the RDPs, the 

UIP displays its graphical user interface and is ready to accept commands from the 

user. 

The underlying graphical user interface is the Sun View windowing environment. 

This environment provides a bit-mapped display, a facility to manage windows, and 

enhanced features such as menus and browsers . A feature of the Sun View windowing 

environment is that user input is event-based and asynchronous. This means that the 

UIP never blocks waiting for user input. Sun View also provides the ability to build 

bit-mapped displays larger than the window the image resides in. This is necessary for 

our application since long-running programs may produce many events that cannot 

be displayed in the area limited by a window. A detailed description of the user 

interface is presented later in Section 5.3. 

The User Interface Process is responsible for creating and controlling the parent 

application process. Since REM allows at most one parent process to exist per applica­

tion program, the UIP directly controls at most one application process. Controlling 

the parent process is handled identically to controlling a child process by the RDPs. 

A detailed description of process control is presented later in Section 5.4. Since the 

UIP controls an application process, it collects event information arriving from that 

application process's Event Collection Process. Information arriving from the ECP 

is handled asynchronously and, thus, no processing is required by the UIP until in­

formation is available. A detailed description of event handling is presented later in 

Section 5.2. 

The UIP is also responsible for controlling all the Remote Debugging Processes. 

Since REM provides only parent-to-child communication there are no mechanisms to 

provide RDP-to-RDP communication. Therefore, the UIP acts as the central con-
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troller and synchronizer to all the RDPs. This model of a single parent process 

controlling several child processes conforms to the REM paradigm. All information 

arriving from the RDPs is received and handled asynchronously through the asyn­

chronous receive facility added to REM. 

5.1.2 Remote Debugger Process 

A Remote Debugger Process is responsible for managing all application processes that 

are being debugged on its remote processor, as shown in Figure 5.3. One Remote 

Debugger Process exists for every remote processor in the suite for which the UIP 

is invoked. The RDP's responsibilities are to carry out commands received from the 

UIP and to transfer application process's event information and state changes to the 

UIP. Since REM allows more than one application process to reside on a single remote 

processor, an RDP may control more than one application process at a time. 

RDPs are also responsible for creating the remote child application processes that 
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are going to be debugged. When an application program is not going to be debugged, 

the REM daemons are responsible for creating the child processes. The reason for 

creating the child application processes is to gain debugging control over them. When 

an REM daemon receives a message to create a child application process, it checks to 

see if the application process is going to be debugged. If the application process is 

not going to be debugged, it is created by the daemon. If the application process is 

going to be debugged, the daemon sends a message containing the child's name and 

arguments to the RDP. The RDP attempts to create the child process and sends back 

to the daemon either a positive or negative acknowledgement depending on whether 

the child process is successfully created or not. Once an acknowledgement is received 

by the daemon, it continues processing as if it had just created the child process itself. 

Another responsibility of the RDP is to transfer to the UIP the event information 

collected by the Event Collection Processes from child application processes. The 

ECPs on the remote processors do not have a direct link to the UIP. Thus the RDPs 

provide the means in which the event information can be transferred to the UIP. 

5.1.3 Eve nt Collection Process 

Event Collection Processes are responsible for collecting application process's event 

information and for initiating the transfer of this information to the UIP. There 

exists an ECP for every application process. To generate their event information, 

all application processes record their events to an event file when they are being 

debugged. This is facilitated by an Event Record Module which is transparently 

embedded in the application process. There are two communication paths which 

may be used to transfer event information to the UIP as shown in Figure 5.4. The 

first is a direct path from the ECP to the UIP. This path is only possible when the 
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ECP and its application process reside on the client processor. The second is an 

indirect path through an RDP. This is required when the ECP and its application 

process reside on a remote processor. The ECP communicates with the UIP or an 

RDP through a directed pipe. The ECPs do require some initialization information 

to be sent to them. This information includes the identifier of the process from which 

the events are to be collected, and the file descriptor with which the pipe is associated. 

This information is conveyed through command line arguments of ECP. 

An application process writes its event information to a specially named event 

file through the facilities supplied by the Event Record Module. This event file is 

named DBG-<process_id>, where <process-id> is the UNIX identification number of 

the application process. Once an ECP is created and initialized, it blocks attempting 

to read an event header from the event file. When a process records an event, the 

event record module writes an event header to the event file. This event header 

contains information such as what type of event occurred and the virtual time of 

the event. The event header may be followed by additional information such as the 

contents of a message or the name of a newly created child process. Once the event 

header is written to the event file, the ECP unblocks by reading the header. If 

there is additional information following the header, the ECP records the size of this 

information so that it can be read later. The event header is then written to the 

pipe. The ECP then reads the additional information if any and writes it to the pipe. 

Finally, the ECP blocks again waiting for the next event header to be written. 

In addition to event information being written to the event file, the event record 

module also writes information about checkpoints. When a checkpoint occurs, the 

process first checkpoints itself to a separate checkpoint file and then writes a standard 

event header to the event file. This event header is followed by the name of the file 

used to checkpoint the process. The ECP reads the event header and the name of 
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the checkpoint file from the event file and transfers this information to the UIP just 

as if this information describes a standard event. 

Within the application process resides an Event Record Module which is responsi­

ble for recording event information to the event file. The hooks to this module reside 

in REM's dist2 module and, thus, the event record module is transparent to the ap­

plication programmer. Furthermore, this module is never invoked if the application 

process is not being debugged. Obviously, writing to an event file may not be the most 

efficient mechanism for logging events; however, it is assumed that a process being 

debugged has additional delays. If a more efficient mechanisms for recording events 

is implemented, only the ECP and the event record module need to be changed. 

5.2 Recognition of Events 

Events have to be recorded in a reliable manner in order for the DPD to display the 

execution of a distributed program and to maintain consistent system states during 

roll back. This requires writing the necessary event information to disk, as discussed 

in Section 5.1.3, and guaranteeing that the program cannot be in an inconsistent state 

with respect to the recorded event information. This section describes when events 

are recognized and when they are recorded. This section makes use of Definition 6 

and Definition 7. 

Events that are currently recognized are: receive message, send message, create 

child process, initialization, and termination. The following rules describe how events 

are recorded. 

2The dist module contains the user interface routines for REM. 
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© Event is received; message is in memory addressable by the application process 

Figure 5.5: Recording of a receive message event 

Rule 1 A receive message event is recorded after the message has arrived, but before 

it is received, as shown in Figure 5.5. If the program is interrupted after the message 

has arrived, but before the message is recorded, or during the time the message 

is being recorded, the DPD does not show the message as being received and does 

not display the event to the user. If the process is interrupted after the message is 

recorded, but before the message is received, the DPD shows the message as being 

received and displays the event to the user. This situation does not cause problems 

because the message is addressable by DPD and is not affected by the REM libraries. 

Rule 2 A send message event is recorded before it is written to the socket, as shown 

in Figure 5.6. If the DPD records the event after it is sent, it is possible that the 

sender can be interrupted before the message is recorded. If the receiver records the 

message, this may lead to a situation where a message seems to be received but not 

yet sent. This situation cannot occur because if the process is interrupted before 

the message is recorded, or during the time the message is being recorded, the DPD 

does not recognize the event . Furthermore, since no write has occurred to the socket 

no message is sent . If the process is interrupted after the message is recorded, but 
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before the message is sent, then DPD recognizes the event and displays it to the user. 

This is a consistent state where the message is considered to be somewhere in the 

communication channels. 

Rule 3 The create child process event is recorded after the child creation acknowl­

edgement is returned from REM. When creating a child process, the parent process is 

blocked until the child process is successfully created and connected to REM. Once 

this occurs, REM sends the child creation acknowledgement to the parent process. 

This event cannot be recorded earlier than the receipt of the acknowledgement, be­

cause one cannot guarantee that a child process is created successfully until the child 

process connects to REM. 

Rule 4 The initialization event is recorded after the application process has suc­

cessfully connected with REM. When a successful connection occurs, a connection 

acknowledgement is sent to the process from REM. This event cannot be recorded 

prior to the receipt of this acknowledgement, because one cannot guarantee a suc­

cessful connection to REM until the acknowledgement is received. 
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Rule 5 The termination event is recorded prior to the process closing its connection 

with REM. If the event is recorded after the process closes its connection, the process 

cannot be restarted, because the communication channel to REM is lost. 

An event is not displayed to the user until the following occurs: the event is 

written to disk by the application process, read by the Event Collection Process, and 

transferred to the UIP. In the case of a child process, the event information has to be 

sent from the Remote Debugger Process to the User Interface Process. There may be 

a considerable lag between the time the event occurred and the time it is viewed by 

the user. In the DPD, this time lag is not a problem because of roll back and replay. 

5.3 User Interface 

Most widely used sequential debuggers are considered source-level debuggers. By us­

ing the source code as a reference for execution, programs can be controlled, system 

states can be inspected, and breakpoints can be set. Furthermore, there is no need 

to represent temporal relations for sequential programs, since there is only a single 

thread of execution. One needs only to have a text-based user interface to be able to 

present the program's execution, to set breakpoints, and to view the program's sys­

tem state. Sophisticated sequential debuggers, such as DBXTOOL[AM86], Microsoft's 

CodeView[Mic87], and Borland's Turbo Debugger[Bor88] make use of windows to aid 

the human debugger; however, the information they represent in the windows is only 

the program's source code or the textual representation of its current state. The 

information one wants to present when debugging a distributed program is the tem­

poral relationships among events, global system states, and distributed breakpoints. 

Displaying a distributed program's execution textually is possible; however the clear­

est and most understandable method is through graphical representation. A goal of a 
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distributed debugger, or any debugger for that matter, is to aid the human debugger 

in finding the cause of a bug. A graphical representation of a distributed program's 

execution gives the user the maximum information with the least complexity while 

debugging. This section describes the graphical interface used by the DPD. 

DPD's graphical interface consists of a Command Window and a Process Display 

Window as shown in Figure 5.7. The Command Window is where the user controls 

the DPD and the application processes. The Process Display Window is responsible 

for presenting the application program's global system state graphically. All input is 

through menus, browsers, and slide-bars. A menu is a static list of items from which 

the user can select one item. Browsers are lists of items that can change over time 

from which the user can select one or multiple items. Slide-bars allow the user to 

adjust quantities. 

5 .3 .1 Process Display Window 

In the Process Display Window, application processes are represented as vertical lines, 

events are represented as bullets ( • ) and process communication is represented as di­

agonal lines connecting two events between processes. No direction of communication 

is indicated by the process communication lines; however, one can always tell which 

process is the sender and which is t he receiver because a send event always occurs 

before its corresponding receive event. Temporal relationships are drawn using the 

virtual time of events. Each process starts with a virtual time of zero and has its 

virtual clock incremented according to the rules in [Lam78]. H the user clicks on 

an event bullet, a window pops up with a description of the event. This window 

includes in its display the virtual time for the event and the event type. H the event 

is a receive message or a send message, the contents of the message is displayed in 
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a character string format . Since the message is more likely to be a data type such 

as an integer, a floating-point number, or even a complex C-language style structure, 

the user can enter the name of the data type and the message is displayed in a form 

that represents that data type. See Figure 5.8 for an example showing a complex 

C-language structure. 

5.3.2 Command Window 

All DPD commands are entered through the interface supplied by the Command 

Window . This window consists of a menu from which the user can select commands 
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by the point-and-click of a mouse. This section itemizes the commands and state 

their effects. 

Argument : Before starting a distributed program under the DPD, the user may want 

to pass arguments to the parent process through the command line. The user can 

enter command line arguments after the argument prompt. The entered text is passed 

to the parent process when it is run. This prompt does not operate in the same 

manner as entering command line arguments from a UNIX shell, since wild cards are 

not expanded. 

Run : This selection invokes an application program. The effects of this command are 

that all active processes from the previous run are terminated, the Process Display 

Window is cleared, the UIP and all the RDPs are reset to handle the new run, the 

parent process is created and loaded into DBX, text entered at the argument prompt 

is passed through to the parent process, and then the program is run. 

Stop: This command stops all active processes. Because of the latency in stopping a 

distributed program, the Process Display Window may change after this command is 

issued. This behavior is caused because there may be messages in the communication 

channel prior to this command being issued. 

Stop Process: This command allows the user to stop individual processes. Once 

selected, a browser of all processes is displayed and the user selects which process to 

stop. Inactive processes are shown dimmed to signify that the process is currently 

stopped and is not selectable. 

Cont : This command resumes all stopped processes. 
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Cont Process: This command allows the user to resume individual processes. Once 

selected, a browser of all processes is displayed and the user selects which process to 

resume. Active processes are shown dimmed to signify that the process is currently 

running and is not selectable. 

Step: This command allows the user to step the entire distributed program. ff there 

are active processes, they are stopped since a stepping breakpoint must be set in 

them. Once all processes are stopped, the command to step is sent to all processes. 

When the first process reaches its next event, all the other processes are stopped. 

Step Process: This command steps an individual process. ff the process is active 

then it is stopped so that a stepping breakpoint can be set in it. As soon as the 

process reaches its next event, it is stopped. 

Group: This command allows the user to create sets of processes so that they can 

be controlled collectively thus allowing the user to abstract processes. When this 

command is selected, a browser of all processes is displayed from which the user 

selects which processes are to be in the new group. The user then names the group. 

A process is only allowed to be in one group. ff a process is already in another group, 

it is dimmed in the browser to signify that it is already grouped. 

Stop Group: This command stops all the processes in a named group . Upon issuing 

this command, a browser of groups is displayed from which the user selects one. All 

processes in the selected group are then stopped. It may be the case that some 

processes in the selected group are already stopped. These processes are not affected. 
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Cont Group : This command resumes all the processes in a named group. A browser 

of groups is displayed from which the user selects one. All processes in the selected 

group are resumed. It may be the case that some processes in the selected group are 

already active. These processes are not affected. 

Step Group: This command steps all the processes in a named group. A browser 

of groups is displayed from which the user selects one. If there are active processes 

in the selected group, they are stopped so that a stepping breakpoint can be set in 

them. When the first process reaches its next event, all the other processes in the 

group are stopped. 

Set Breakpoint: This command allows the user to set breakpoints in individual pro­

cesses or globally for all processes in the distributed program. Upon selecting this 

command, a browser consisting of global breakpoints and the names of all the pro­

cesses is displayed as shown in Figure 5.9. If the user selects global breakpoints then 

a menu of events is displayed from which the user selects one. A breakpoint is then 

set for that event in all the processes of the application program. If the user selects a 

process, the menu of events is once again displayed. If the selected process is active, it 

needs to be stopped prior to the breakpoint being set. The process remains stopped 

after the breakpoint is set . A breakpoint cannot be set in an individual process until 

it is created. Global breakpoints, on the other hand, are inherited by newly created 

processes. This means a global breakpoint can be set prior to the execution of the 

program and all of the processes for that program inherit that breakpoint. 

Clear Breakpoint: This command allows the user to clear a breakpoint. Upon select­

ing this command, a browser consisting of clear global breakpoints and the names of 
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all the processes is displayed. If the user selects clear global breakpoints, a menu of 

events is displayed from which the user selects one. That breakpoint is then cleared 

from all the processes of the application program. If the user selects a process, the 

menu of events is once again displayed. If the selected process is active, it needs 

to be stopped prior to the breakpoint being cleared. The process remains stopped 

after the breakpoint is cleared. A global breakpoint can only be cleared by selecting 

clear global breakpoints and an individual process breakpoint can only be cleared by 

selecting that process. 

Checkpoint Frequency: This command consists of a slide bar that allows the user to 

change the frequency of checkpoints. The checkpointing interval initially defaults to 

zero, meaning no checkpoints occur during the run. It is under user control to set the 

checkpointing interval to a non-zero number if checkpoints are desired. The number 

selected at this prompt represents the number of receive events between checkpoints. 

It is recommended that the checkpointing interval be set to a large number until the 

program reaches the point where unexpected behavior occurs. The checkpointing 

interval should then be decreased so that more checkpoints are produced. This allows 

greater control over a process at the point when unexpected behavior occurs. 

Rollback: This command causes the program to be rolled back to a previous state. 

Upon selecting this command, the entire program is stopped. The user then selects 

from the Process Display Window the event to roll back to. The processes are then 

rolled back to the selected event. It should be noted that the processes are in fact 

rolled back to the greatest consistent global system state prior to the selected event. 

The program is then stepped forward until the selected event is reached. If the 

checkpointing frequency is low, it may take considerable time before the desired event 
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is correctly rolled back to. 

5.4 Process Control 

The heart of a distributed debugger is process control. Distributed debuggers are 

required to control multiple remote processes. This is one of the fundamental reasons 

why the development of a distributed debugger is more complex than the development 

of a sequential debugger. The concept of execution, stopping, stepping, and system 

states differ from sequential programs. 

This section describes the process control mechanisms used in the DPD. First , we 

discuss how an existing sequential debugger is used to ease the burden of sequential 

process control. Next, we discuss how process initialization is handled. A discussion 

follows on how distributed programs are stopped and stepped by the DPD. The use 

of sequential breakpoints is discussed next. Finally, a discussion on the checkpointing 

mechanism is presented. 

5.4.1 Interface to DBX 

A distributed debugger needs the facilities for individual process control. This facility 

can be implemented from scratch; however, we chose to use an existing tool to perform 

this task. DBX was chosen to be the underlying sequential debugger. DBX, as supplied 

by Sun Microsystems, is well suited for being an underlying debugger, since it already 

has the built-in mechanisms to be controlled by another process. In Sun's case they 

developed DBXTOOL[AM86] which is a graphical front end to DBX. 

The virtues of using a debugger such as DBX are many. First and foremost it 

provides a clean and well-tested user interface. Second, DBX works and there are 
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no major bugs to work around. Third, DBX provides powerful sequential process 

control with sequential breakpoints. Finally, DBX supplies a mechanism for displaying 

complex data structures in an easy to read format. 

Communication with DBX is through a pipe and its standard input. 3 To initialize 

DBX to be controlled by another process, one sends it special command line arguments. 

These arguments are -P followed by a file descriptor. The -P tells DBX that it is going 

to be controlled by another process, and the file descriptor tells DBX where to output 

its control codes. The control codes produced by DBX are described in [Muc88]. DBX 

is controlled by writing to its standard input. The input format is the same as if 

entered by a user from a terminal. DBX also writes output to its standard output, 

however, this output is not needed by the DPD and since the user should not know 

that DBX is the underlying debugger this output is redirected to UNIX's bit bucket 

(i.e., /dev/null). 

5.4.2 Initialization 

Application process initiation for distributed debuggers is more complex than for 

sequential debuggers since mechanisms to collect events and to create checkpoints 

must be initiated. This section describes the steps involved in preparing an application 

process to be debugged. 

Step One: Load DBX and the application process into memory. This step consists 

of creating a DBX process and sending it a command to load the application process 

into memory. If the load is successful, two commands are sent to DBX, one to set a 

breakpoint at the entry point of the process and another to set a breakpoint at the 

3s tandard input can be thought of as UNIX's term for terminal base input for a program. 
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exit point of the roll back mechanism. The reason for this second breakpoint is that 

when the process is rolled back it needs to be stopped immediately after the restore 

takes place or else the process continues to run. 

Step Two: Start the application process running. This consists of sending the 

command line arguments to the application process and issuing the DBX command 

to run the process. The application process immediately stops since it reaches the 

entry point breakpoint as set in step one. 

Step Three: Query the application process for its UNIX process identifier. This 

is performed by sending a command to DBX that causes the application process to 

execute a getpid system call. The process identifier returned by getpid is, unfortu­

nately, not sent through the pipe used by DBX to communicate with DPD, rather it 

is written to a disk file. By reading this file, the identifier is available to DPD. This 

identifier is required by DPD so that it can send signals directly to the process. 

Step Four: Initialize the checkpointing algorithm for the application process. To 

perform this, a command is issued that writes the name of the application process 

and a path to its executable image to an area of memory readable by the checkpoint­

ing algorithm. The checkpointing interval is also set at this time. Initializing the 

checkpointing interval is performed by setting a variable in the application process's 

memory which is again readable by the checkpointing algorithm. 

Step Five: Create the Event Collection Process so that the application process's 

events can be collected. After this step, the application process is ready to be run. 

These steps make the preparation for an application process time consuming. The 
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time to start an application process under DPD control is tabulated and described in 

Chapter 6. It is obvious that initializing a process under DPD takes at least as long 

as to initialize the process under DBX and then some for DPD overhead. Performance 

can be improved if one were to implement the facilities of DBX within DPD, however, 

the effort to implement such a facility is beyond the scope of this thesis. 

5.4.3 Stopping 

When the user issues the command to stop an application program, DPD cannot 

possibly stop all of the application processes instantaneously. This is due to the com­

munication delays involved in sending the stop command to all the remote processors. 

The best one can expect is to stop the application program as soon as possible. Tim­

ing results for stopping a distributed program by DPD are given in Section 6.2.3. 

Maintaining a consistent system state is another problem that complicates stopping 

a distributed program. If a program is stopped in a state such that a received message 

is recorded but its corresponding send message is not, the program is in an incon­

sistent state. This section describes how processes are stopped and how consistent 

system states are maintained by the DPD. 

DPD stops a distributed program in a relatively simple manner. When the stop 

command is issued, a stop child message is sent to the necessary RDP for every child 

application process. This could mean that more than one stop child message may 

arrive at the same RDP. The parent process is stopped only after the messages to 

all the child processes are sent . To physically stop a process, DPD uses the kill 

system call with the STOP signal. The inefficiency of stopping a distributed program 

in this manner is the sending of almost the identical message to every RDP. A more 

efficient means would be to broadcast a single message that is received by all the 
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RDPs; unfortunately, the REM prototype does not currently include this facility. It 

will, however, be added in the near future[Liu90]. 

Stopping a distributed program in this simple manner does maintain a consistent 

global system state since at no time can a process receive a message that is not sent. 

The reason why an inconsistent state cannot occur is because of the manner in which 

events are recorded. This is described in Section 5.2. DPD may display an inconsistent 

system state for a short period of time; however, it does in time display the program's 

consistent system state. For example, it is possible that the UIP receives a receive 

message event before its corresponding send message event is received by the UIP. 

Since the receive message event is recorded, its corresponding send message event is 

also recorded, as discussed in Rules 1 and 2 in Section 5.2. Since the send message 

event is recorded it arrives at the UIP in some finite time and, thus, a consistent 

system state is displayed. 

DPD can also stop an individual process while keeping the remaining processes 

active. Stopping a process can affect the execution of a distributed program. In the 

REM paradigm, if a process is stopped and the other active processes continue to send 

messages to it, the processes that send messages to it never blocks because of the 

queues implemented within REM. If a process attempts to receive a message from a 

stopped process then this receiving process blocks unless this message is previously 

sent to it by the stopped process. A blocked process attempting to receive from a 

stopped process remains blocked until the stopped process is resumed and sends a 

message to it. 

Stopping a process under UNIX does have its difficulties. One problem is that the 

REM libraries make use of the select system call. This system call is not restartable 

and, thus, if interrupted by a signal, it causes an error to be raised. This error causes 

routines within the REM libraries to fail. To prevent select from raising errors, all 
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signals4 are masked before the select call is issued. This prevents select from 

ever being interrupted by a signal. Since this prevents signals from being handled 

by the process, the process is now unstoppable and, thus, uncontrollable by DBX 

and DPD. To prevent this from occurring, select is initialized to return after a 

timer elapses regardless of there being something available at a socket. Once select 

returns, all signals are unmasked. A check is then performed to find the reason why 

select returns. If it returns because something is at a socket, the process continues 

normally. If select returns due to an elapsed timer, the timer is reset, the signals 

are masked and the select routine is called again. The processing overhead involved 

in the loop when the timer elapses is negligible. It is during the time in which the 

signals are unmasked that the stop signal can be handled. In this way, select does 

not cause the REM libraries to fail and the process can be stopped even if it has called 

select. If the process is in the select system call, there may be a delay before a 

stop signal is handled. This delay does not affect the overall system state, since the 

process is already blocked and thus its state does not change. 

5.4.4 Stepping 

When debugging a sequential program, stepping means to execute one statement at 

a time. This statement may be one machine instruction or one source code state­

ment depending on the functionality of the debugger being used. For distributed 

debuggers, events are stepped instead of machine instructions or source statements. 

To complicate matters further, the time it takes to reach the next event may be un­

defined because of the dependencies among processes. This section defines stepping 

under DPD and describes how stepping is implemented. 

4Technically, not all signals are maskable. The unmaskable signals are used to forcefully terminate 

a process. 
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To step a single process of a distributed program requires the process to be run 

until its next event is recorded. This requirement specifies the granularity of stepping 

a distributed process. When stepping a sequential process, the time duration of a 

step is small, usually the time to execute one or several statements. When stepping a 

distributed process, the time duration may be large if events are few and computation 

is intensive. This requirement also states that the process is not considered stepped 

until its next event is reached and is recorded. This means if the next event is a 

receive message event then the process does not conclude its step until the expected 

message is received and then recorded. This also implies that the time in which a 

process finally reaches its stepping point may be dependent on other processes. 

We now describe the procedure used to step a process. When the step command 

is issued by the user, the process is stopped if it is not already stopped. A breakpoint 

is set in the process at the point immediately following where events are recorded. 

The process is then made active. The process concludes its step when the breakpoint 

is reached. 

When stepping a distributed program, all processes are made active. The first 

process to reach its next event causes all the other processes to stop. Furthermore, 

each process of the distributed program executes only until its next event and no 

further. When stepping a distributed program, not all processes necessarily reach 

their next event. A process whose next event is a receive message event may not 

conclude its step because the process which is supposed to send the message may 

not reach the event from which the message is sent. When stepping a distributed 

program, more than one process may reach their next events simultaneously and each 

of these processes attempts to stop the entire program. This situation has to be 

handled correctly. 

If the parent application process is the first process to reach its stepping break-
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point, the UIP sends a stop message to all other processes. ff a child is the first 

application process that reaches its stepping breakpoint first the RDP sends a has 

stepped message to the UIP and the UIP then sends a stop message to all other 

processes. If two or more application processes reach their next event simultane­

ously, more than one has stepped message arrives at the UIP. The UIP serializes these 

messages and executes only one of them. 

5.4.5 Sequential Breakpoints 

DPD provides the facilities to set sequential style breakpoints in application processes. 

Sequential breakpoints operate on a single process and only affect that one process. 

Most sequential debuggers have the capability to set breakpoints in a sophisticated 

manner. For example, breakpoints can be set at specific source lines, when functions 

are invoked, and when memory changes. DPD's sequential breakpoints can only be 

set at events. This section describes DPD's implementation of sequential breakpoints. 

Sequential breakpoints are implemented using the breakpoint facilities supplied 

by DBX. Each event has a special breakpoint function associated with it. These 

breakpoint functions are located within the Event Record Module. This implies that 

breakpoints can only be set at events recognized by DPD. The calls to the breakpoint 

functions are located after the point in which events are recorded. When the user 

sets a breakpoint for an event, a DBX breakpoint is set in that event's corresponding 

breakpoint function. For events such as receive message, create child, and initialize 

process, it does not matter when the breakpoint is reached. But for the send message 

event and terminate process event, it does matter when the breakpoint is reached. For 

the send message event, the breakpoint must be reached before the message is written 

to the socket. This is to ensure that the receiving process of the message does not 
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progress beyond the point in which it tries to receive the message. For the terminate 

event, the breakpoint must be reached before the process closes its connection with 

REM so that all necessary connections to REM remain open. 

Breakpoints can be set individually for a single process or globally for the entire 

program. An individual breakpoint can only be set for a specific process and only after 

the process is created. Global breakpoints are inherited by all newly created processes 

and, thus, global breakpoints can be set prior to execution. Global breakpoints and 

individual breakpoints are maintained separately. A global breakpoint can only be 

removed by the clear global breakpoint command and an individual breakpoint can 

only be removed for that process. 

Global breakpoints are useful when one wants to stop a program in a specific 

state. For example, suppose a global breakpoint is set for the initialize process event. 

When run, the parent process reaches its initialize process breakpoint and stops. If 

the parent is resumed and allowed to create all of its child processes, then each one 

of the child processes stops as soon as they are created. Once all the child processes 

are created, the parent process can be stopped by the user. In this state the program 

has all of its child processes created, but they do not execute beyond connecting to 

REM. At this time, the user can resume all the processes simultaneously or the user 

can step an individual process to analyze its behavior. Another useful place to set a 

global breakpoint is at the terminate process event. This allows all the processes to 

be run at full speed, but stop before they terminate. Once every process has stopped, 

the program can be rolled back and different event sequences can be analyzed. 
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5.4.6 Distributed Breakpoints 

The framework for distributed breakpoints is described by Haban and Wiegel[HW88] 

and by Miller and Choi[MC88]. Sequential breakpoints deal with one process and 

one time reference. Distributed breakpoints deal with multiple processes and mul­

tiple time references. Distributed breakpoints, for example, can be set to stop a 

distributed program when one event happens before another event, when two events 

occur simultaneously, or when a single event is reached out of a set of events. 

Distributed breakpoints are not currently implemented in DPD. The defini­

tions in [HW88] and [MC88] along with the algorithm described by Fowler and 

Zwaenepoel[FZ89] provide the basis to which distributed breakpoints can be facil­

itated in DPD. 

5.4. 7 Checkpoints 

There are two common methods to checkpoint a process under UNIX. The first method 

simply forks 5 a new process thus creating an in-memory checkpoint of the original 

process. The forked process is blocked and the original is resumed. To replay, the 

blocked process is simply allowed to continue. This method is used in [PL89]. The 

second method writes the information that needs to be checkpointed to a file. To 

replay, the process's memory must be overwritten with the information that resides 

in the file. Both methods have problems. The problem with the first one is the high 

usage oflimited system resources, namely main memory. It is conceivable that a large 

distributed process that produces many events could use up all available memory when 

checkpointing. The advantages of this method is that it is more faster than the other 

5forking a process means making an exact in memory duplicate of a process. The duplicate 

process can either continue running or become blocked. 
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method to produce and restore checkpoints. The problem with the second method is 

that it is difficult to restore a process to the exact state in which it is checkpointed. 

For example, if a file that is open at the time of a checkpoint is later closed, that file 

has to be reopened during the restore. Another problem with this method is that 

checkpointing is slow since it has to write to a file. This method is used in [FB89]; 

however, they have optimized it by only saving dirty pages when checkpointing. For 

DPD, we chose the second method because of the limited resources available. 

The checkpointing algorithm is derived from one developed by Curry[Cur88]. 

Curry's checkpointing algorithm was originally developed for a Digital Equipment 

Corporation's VAX computer. This meant that the format used to make system calls 

had to be changed to be compatible with the format used by Sun Microsystem com­

puters. Furthermore, since the architecture of the computers differ, the method in 

which the registers and the heap are written to disk also changed. 

The algorithm is comprised of two parts. The first is a library of modified system 

calls. Certain systems calls such as open, close, and socket have to be monitored so 

that information about when and how these routines were called can be saved. There 

are a total of 15 system calls being monitored. As an example of what information 

needs to be collected when monitoring these system calls, we examine the open system 

call. For this system call, we need to save the name of the file being opened, the flags 

and the mode used in opening the file, the file's current position, the number of locks 

on the file, and the file type. Saving the name of the file is important since there is 

no easy way under UNIX to get a file name from a file descriptor. 

The second part to the checkpointing algorithm is the code to produce and restore 

checkpoints. To produce a checkpoint means saving information on all open files, 

saving into the heap the program's limits, timers, priorities, signal stack, user and 

group identifiers, and finally writing to disk the heap, stack, and registers. Restoring 
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a checkpoint is almost the reverse of saving a checkpoint. The only major difference 

is that all files which are open during the time of the roll back are closed and only 

those files that are open during the checkpoint are reopened. 

There are serious limitations to this checkpointing algorithm. First, there is no 

way to checkpoint the contents of files. This means that if a file changes between 

two checkpoints and the program is rolled back to the first checkpoint, then the file 

contains the information written at the second checkpoint. This can have a devas­

tating affect on a program especially if the file contains a random access database. 

It is possible to checkpoint files but this is beyond the scope of this thesis. The 

second limitation is that the checkpointing algorithm cannot monitor or understand 

all calls to the kernel. Even though the algorithm monitors system calls, the state 

of the kernel can be changed by the data passed through these system calls. For 

example, suppose one opens a device and between checkpoints the state of this device 

changes. The checkpointing algorithm cannot revert this device to the state in which 

the checkpoint occurred. 

When restoring a checkpoint, one cannot close the socket file descriptor that is used 

to connect with REM. If the socket is closed, REM shuts down the connection to that 

process and removes that process from REM's internal tables. Thus, when restoring 

a checkpoint, the physical connection to REM remains open. To implement this, an 

interface routine that prevents the algorithm from closing file descriptors was added 

to the checkpoint module. Not closing the socket does not affect the communication 

between REM and the process as long as the socket is flushed to remove any pending 

messages. Socket flushing is described in Section 4.1.3. 

It should be noted that checkpointing is very system dependent , especially since 

the registers of the processes have to be saved. The current checkpointing algorithm 

is , however, written entirely in the C Programming Language. The current imple-



CHAPTER 5. IMPLEMENTATION OF DPD 70 

mentation is not portable to a segmented architecture, for example some of the 80x86 

family of processors, since the implementation expects a linear addressing scheme. To 

save and restore registers, we made use of the setjmp and longjmp system routines. 

This is the most portable method found to save registers. The only non-portable 

aspect of setjmp and longjmp is that there is no specific order in which the registers 

are maintained. This causes problems because the top of stack needs to be retrieved 

and set using this method and its position in the setjmp and longjmp data structure 

is not fixed. 

5.5 Roll back and Replay 

In this section we describe the roll back and replay mechanism used in DPD. We used 

the recovery algorithm described by Johnson and Zwaenepoel(JZ88] to implement 

our roll back feature. Their algorithm was designed to provide the facilities for fault 

tolerance in a distributed system using checkpoints and optimistic message logging. 

If a processor fails, a distributed program can be recovered from its checkpoints. If 

a checkpoint for a process does not form part of the recoverable system state, logged 

messages are used to roll forward that process to its recoverable system state. 

We have enhanced the algorithm so that it can be used by DPD for its roll back 

feature. The algorithm is used by DPD because it incrementally finds recoverable 

system states and because it does not suffer from the domino effect. In this section 

we present the background for Johnson and Zwaenepoel's algorithm and our roll back 

and replay implementation. 
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5.5.1 Algorithm Background 

Every time a process receives a message it begins a new state interval. Each process of 

the distributed system maintains a state interval index which is a count of the number 

of received messages. When a process receives a message from another process, it 

becomes dependent on the state of that other process. Each process maintains a 

dependency vector which contains the maximum state intervals of the other processes 

it depends on. This means that when a process sends a message, it must include in 

the message its current state interval. If a process has not received a message from 

another process, that process' element of the dependency vector is denoted by ..l 

which has a value less than any possible state interval. A system state is represented 

by an n x n dependency matrix where row i is the dependency vector of process i. 

The diagonal of this matrix contains the current state interval index of each process. 

A dependency matrix describes a consistent system state if no element of a column 

is larger than the diagonal element of that column. Figure 5.10 shows two system 

states and their dependency matrix. 

Since Johnson and Zwaenepoel describe an algorithm to recover from the failure of 

a distributed system, logged messages and checkpoints are written to stable storage. 

We are only interested in debugging programs not systems and assume a hardware 

fault free environment so logging messages and writing checkpoints to stable storage 

is not needed. Due to our pessimistic message logging their definition of a recoverable 

system state can be relaxed. By their definition, a system state is recoverable if 

and only if all component process states are stable and the resulting system state is 

consistent. We can relax this constraint and define a system state to be recoverable 

if the resulting system state is consistent. This means all consistent system states 

are recoverable. They also maintain the current recovery state which is the largest 

recoverable system state. The current recovery state is maintained incrementally and 



CHAPTER 5. IMPLEMENTATION OF DPD 72 

2 0 ..l ..l 1 0 ..l ..l 

..l 0 ..l ..l ..l 0 ..l ..l 
A= B= 

..l 0 2 0 ..l 0 2 0 

..l ..l ..l 0 ..l ..l 2 1 

Process 1 0 1 
B A 

Process 2 0 

Process 3 0 

Process 4 0 

Figure 5.10: Two system states and their dependency matrices 
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thus can never decrease. This prevents the domino effect. 

There are other features to this recovery algorithm. Processes are assumed to be 

deterministic between received messages. No coordination is required between the 

checkpoints of different processes. Checkpoints need only occur after a message is 

received. Since the state interval index for the process only changes after a message 

is received. Every process is required to checkpoint immediately after it is created so 

that there is at least one checkpoint in which to roll back to. 

5 .5 .2 Implementation of Algorithm 

We have implemented a modified version of Johnson and Zwaenepoel's recovery al­

gorithm. The algorithm resides in the User Interface Process. As described in Sec­

tion 5.1.3, the Event Collection Processes sends all event information for an applica­

tion process to the User Interface Process. Every time a receive message event arrives 

at the UIP, it increments that application process's state interval index and then the 

recovery algorithm is invoked to determine if there is a current recovery state. If 

there is one, it is saved in a list of recovery states. When an application process 

checkpoints, the UIP records the process's state interval and the file to which the 

checkpoint is written. 

To roll back the application program, the user selects a process and an event to roll 

back to. The state interval containing that event is found first and then a recoverable 

system state for the event's state interval is found next. The recoverable system state 

is the one that contains a state interval which is less than or equal to the state interval 

of the selected event. Finally, the checkpoints used to roll back each process with are 

found and are the ones that occurred at or prior to the state for that process in the 

recoverable system state. These checkpoints are called the effective checkpoints for 
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the processes. 

When the checkpoints are found, each process is then restored to their effective 

checkpoint. It is likely that the state interval in which the checkpoint occurred for a 

process are not the same state interval as its recoverable system state interval. This 

means that the process may have to be run forward until the recoverable system 

state interval is reached. ff the process is run forward, any message that it sends 

is discarded. ff the process expects to receive messages, those messages must be 

retrieved from the message log and sent to the process. If the process attempts to 

create a child process and that child process is still alive, that child process is not 

recreated and REM's create child interface routine returns the virtual process identifier 

of that active child process. ff the selected event is not a receive message event, the 

selected process is run forward until the selected event is reached. ff there are only 

send message events and create process events up to the selected event, the processes 

can be run forward to the selected event. If there is a receive message event between 

the recoverable event and the event selected to roll back to, this receive message 

event is not part of a consistent state and, thus, the process has to be stopped before 

executing this event. Once the selected process is run forward, the system is rolled 

back. 



Chapter 6 

Results 

This chapter shows the usability and effectiveness of DPD when used to debug a 

distributed program. The effects of DPD on running distributed applications and 

some performance figures are also presented. 

6.1 Usability 

To show the usability of DPD, we have chosen a distributed application that is simple 

but effectively tests all of the tools supplied by DPD. Through this application, we 

show how state inspection, process control, and roll back and replay can be used to 

inspect, change, and analyze the behavior of a program. 

6 .1.1 PAR 

The Positive Acknowledgement with Retransmission protocol (PAR) [Tan81] is our 

test-bed for DPD usability. The PAR protocol is meant to work in a networked 

75 
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environment where messages may be lost or damaged. To detect out of sequence 

messages caused by lost or damaged messages, the sender and receiver make use of 

a one bit sequence number. The protocol works in the following manner; for every 

message the sender sends, it embeds its current sequence number in the message. After 

sending the message, the sender sets a timer and then blocks waiting for an event 

to occur. If the event is the arrival of an acknowledgement, the sender increments 

its sequence number and sends a new message. If the event is a time-out, or the 

arrival of a damaged acknowledgement, the original message is retransmitted. The 

receiving process simply waits for messages to arrive. If a damaged message arrives, 

it is discarded. If an undamaged message arrives, the receiver checks its own sequence 

number against the sequence number embedded in the message. If the two numbers 

match, the receiver's sequence number is incremented and the message is transferred 

to its host. The receiver always sends an acknowledgement when an undamaged 

message arrives even if the message is out of sequence. 

The following experiment illustrates a distributed program consisting of two pro­

cesses that implements the PAR protocol. The parent process of the program was 

configured to be the sender and the child process was configured to be the receiver. 

To simulate the arrival of damaged messages, randomly chosen messages were flagged 

as being damaged. This simulation was necessary because REM presents an error 

free communication channel. Lost messages cannot be simulated; however, since the 

protocol behaves identically when messages are lost or damaged, simulating only 

damaged messages suffices. Time-outs were implemented through UNIX's setitimer 

system call. Both the percentage of damaged messages and the time-out interval are 

adjustable at run-time. Finally, since the protocol never halts , a small modification 

was made so that there is an upper bound of the number of successfully acknowledged 

messages in order to terminate the protocol. 
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For our tests , the PAR program was set to send 10 messages and, thus, the sender 

1s to receive 10 acknowledgements. It should be noted that it actually sends 11 

messages; the first message is an initialization message used for our implementation. 

The contents of the message is the string, "The quick brown fox jumps over the lazy 

dog." It is rotated one character after a message is sent. Using this strings and then 

rotating it one character shows when the protocol fails. 

6.1.2 State Inspection 

To simulate a faulty program, a bug was introduced that caused the sender to incor­

rectly increment its sequence number. The effect of this bug caused the receiver to 

correctly receive, acknowledge, and transfer to its host the first message that arrived. 

All subsequent messages were not being transferred to the host. To complicate mat­

ters further , the sending process was terminating normally. By analyzing the run-time 

behavior of the program without the aid of a debugger, one was able to deduce that 

either all of the messages except for the first one were not being received correctly, or 

that they were somehow being received correctly but were being mishandled by the 

receiver. 

DPD was invoked and the program executed under its control. The behavior of the 

program looked normal when viewed through the graphical interface. See Figure 6.1 

for DPD 's graphical representation of this event sequence. The graphical interface 

showed that the correct send-receive-acknowledge pattern was occurring. This ruled 

out the possibility that the second and subsequent messages were being lost. By 

inspecting the message at the receiver showed that the user's part of the message 

was correct . See Figures 6.2, 6.3, and 6.4 for the displays showing the contents 

of the user's messages. This probably meant that the receiver was mishandling the 
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second and subsequent messages. However, closer inspection of the system's part of 

the message showed the real reason why the protocol was failing. The system's part 

of the message contains the sequence number and every message had an embedded 

sequence number of O in it. Figures 6.5, 6.6, and 6.7 show the system's part of the 

messages. This caused the incorrect behavior to occur since only the first message and 

its embedded sequence number matched with the receiver's sequence number. Because 

the receiver correctly incremented its sequence number and because the second and 

subsequent messages always had a sequence number of O embedded in them, the 

receiver never transferred these messages to the host. Furthermore, since the receiver 

always sends an acknowledgement for every undamaged message that arrives, the 

sender was always receiving an acknowledgement for every message it sent. This 

meant that the sender terminated normally when its allotted number of messages 

were sent. 

To fix this problem one had to find out why the embedded sequence numbers were 

zero and this can only be done by viewing the source code of the program; however, 

DPD was able to isolate the problem to the sending process. This example showed 

how, by viewing the program behavior and by inspecting the contents of the messages, 

a bug in the program can be detected. This example also shows how one of the most 

commonly used techniques in sequential debuggers, namely state inspection, can also 

be used in a distributed debugger. 

6.1.3 Process Control 

We now show how the debugger can be used to control an application program. To 

show process control, we cause the PAR protocol to fail on its own accord. In this 

example, we use the notation Mik to represent a message, where j is the sequence 
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A Distributed Program Debugger 
(QUIT)~ @E!) (CONT PROCESS) (CONT GROUP)~ (STEP PROCESS) [STEP GROUP) 

[GROUP) (SET BP) [CLEAR BP) [ROLLBACK)~ [STOP PROCESS) (STOP GROUP) 

Frequency Of Checkpoints : [O] 0 I I 20 
Arguaents: -t ii .. 

par__send par_receive 
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(QUIT)~~ (CONT PROCESS) (CONT GROUP)~ (STEP PROCESS) (STEP GROU 

[GROUP) (SET BP) (CLEAR BP) (ROLLBACK)~ (STOP PROCESS) (STOP GROUP) 

Frequency Of Checkpoints: [O] 0 I I 20 
Argmtents: - t 1i 

A Distributed Program Debugger 
@0 (RUN) (CONT) (CONT PROCESS) (CONT GROUP)@:!£) I 

(GROUP) [SET BP) (CLEAR BP) (ROLLBACK)~ STOP PRO 

Frequency Of Checkpoints: [O] 0 I I 20 
Arguaents: -t 1i 

◄► 

(GROUP) (SET BP) ----Frequency Of Checkpoints: 
Argmtents : - t 1i 

◄► 

Figure 6.1: The expected behavior of the PAR protocol (Screens 1, 2, 3, and 4) 
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Distributed Program Debugger 

@m @!E) ~ (COITT PROCESS) [COITT GROUP)~ [STEP PROCESS) [STEP GROUP) 

(GROUP) (SET BP) (CLEAR BP) (ROLLBACK)~ (STOP PROCESS) [STOP GROUP) 

Frequeaq Of Checkpoints: [O] 0 I i 20 
Arglments: -t 10. 

◄► 

par__send par__receive 

[DONE) 
Virtual Tiae 11 

Event llECEIVE 
Message Type: struct Usenlessag". 

aesg - "he quick broim fox juaps over the lazy dog . T" 
} 

Figure 6.2: The user 's message contents (Screen 1) 
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Distributed Program Debugger 

[QUIT)~~ [CONT PROCESS) [CONT CROUP)~ [STEP PROCESS) [STEP CROUP) 

[CROUP)~ (CLEAR BP) (ROLLBACK)~ (STOP PROCESS) [STOP CROUP) 

Frequency Of Checkpoints: [O] 0 I I 20 
~ts: -t 1~ .. 

par_send par_receive 

(DONE) 

Virtual Tiae 16 

Event RECEIVE 

Message Type: struct UserMessag\ 

: { 

} 
aesg - •e quick brown fox j1111ps over the lazy dog . Th• 

Figure 6.3: The user 's message contents (Screen 2) 
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A Distributed Program Debugger 

~ @E) ~ [CONT PROCESS) [CONT GROUP)~ [STEP PROCESS) [STEP GROUP) 

[CROUP) [SET BP) (cu:u BP) [ROLLBACK)~ [STOP PROCESS) [STOP CROUP) 

Freqaenc7 at: Checkpo:lJlts: [0] 0 I I 20 
Argmoents: - t 1~ 
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.v-­

r-----." 
L----" 
r-----. 
L----" 
r-----.. 
L----" 

------­L----" 

[DONE) 
Virtual Ti-.e 20 

Event RECEIVE 
Message Type: struct UserMessag~ 

-.esg - • quick brown fox jwops over the lazy dog . The" 

F igure 6.4 : The user 's message contents (Screen 3) 
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@!ill @E) ~] [CONT PROCESS) [CONT GROUP)~ (STEP PROCESS) (STEP GROUP) 

[GROUP) (SET BP) (CLEAR BP) (ROLLBACK)~ (STOP PROCESS) (STOP GROUP) 

Frequency Of Checkpoints: [O] 0 I I 20 
Arquaents: -t ii .. 

par_send par_receive 

[DONE) 
Virtual Tiae 11 

Event RECEIVE 
Message~: struct SysteaPacke\ 

info - { 
aesg - •he quick brown fox juaps over the lazy dog. T• 

} 
seq - 0 

} 

Figure 6.5 : PAR's sequence number embedded in the message {Screen 1) 
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(QUIT)~~ (CONT PROCESS) (CONT GROUP)~ (STEP PROCESS) (STEP GROUP) 

(GROUP] (SET BP] (CLEAR BP] (ROLLBACK]~ (STOP PROCESS] (STOP GROUP) 

Frequency OL Checkpoints: [O] 0 I I 20 
Arguaents: -t 1\ 

◄► 

par_send par_receive 

[DONE) 
Virtual Tiae 16 

Event RECEIVE 
Message Type: struct SystelllPacke\ 

inLo - { 

[TYPE) 

aesg - •e quick bro,m fox j11111ps over the lazy dog.Th" 
} 
seq - 0 

} 

Figure 6.6 : PAR's sequence number embedded m the message (Screen 2) 
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~~~(CONT PROCESS) [CONT CROUP)~ (STEP PROCESS) [STEP CROUP) 

[CROUP) [SET BP) [CLEAR BP) [ROLLBACK)~ [STOP PROCESS) [STOP CROUP) 

Fre.quency Of Checkpoints: [0] 0 I I 20 
Arguaents: -t 1~ 

◄► 

-~ 

------K l,-----'" [DONE) 
Virtual Tiae 20 

Event RECEIVE 
Message Type: struct Syste•Packe\ 

info - { 

[TYPE) -----­L-----' 
aesg - • quick brown fox jumps over the lazy dog.The" 

------
·--------­-----­.L-----' 

} 

• 

} 
seq - 0 

Figure 6. 7: PA R 's sequence number embedded in the message (Screen 3) 
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number and k is either the initial ( i) or retransmitted (r) message. Since this protocol 

uses a 1-bit sequence number, j can only be 1 or 0. We use S to denote the sending 

process and R to denote the receiver. 

The protocol fails in the following situation. S starts by sending message Mo;. 

This message arrives at R and an acknowledgement is sent for it. However, before 

S receives the acknowledgement it times out and sends Mor• The acknowledgement 

for Mo; finally arrives at S but because of the limitations of the protocol, this ac­

knowledgement is mistaken to be the acknowledgement for Mor • The arrival of this 

acknowledgement causes S to send M1;. When Mor arrives at R, an acknowledgement 

is also sent for it. Suppose that when M1; arrives at R it is damaged. This means 

that there is no acknowledgement sent for it. Meanwhile at S, the acknowledgement 

meant for Mor arrives, but because the last message sent by S was M1;, S thinks 

this acknowledgement was meant for it. Snow sends a new Mo; message. The new 

Mo; arrives at R, but it is out of sequence, because R did not correctly receive M1;• 

This message is not transferred to the host but an acknowledgement is still sent for 

it. Since S receives this acknowledgement, it sends a new M1; message. R accepts 

this new M1; message since it contains the expected sequence number and transfers 

this message to its host. From this time forward the algorithm works as expected. 

The problem is that the second and third message are not transferred to the host. 

Figure 6.8 shows the expected sequence of messages that are supposed to be trans­

ferred to the receiver's host and Figure 6.9 shows the actual sequence of messages 

transferred. 

We now show how this situation can be detected by DPD. To guarantee that 

the required message always arrives damaged, a modification to the code was made 

so that the first M1 message arrives damaged. It should be stressed that we are 

trying to show process control. There are no induced bugs in the protocol and that 
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Message 1: The quick brown fox jumps over the lazy dog. 

Message 2: he quick brown fox jumps over the lazy dog.T 

Message 3: e quick brown fox jumps over the lazy dog. Th 

Message 4: quick brown fox jumps over the lazy dog.The 

Message 5: quick brown fox jumps over the lazy dog.The 

Message 6: uick brown fox jumps over the lazy dog.The q 

Message 7: ick brown fox jumps over the lazy dog.The qu 
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Figure 6.8: The Sequence of messages expected to be passed on to the receiver's host 

by stepping the program slightly differently one can produce the expected results 

as shown in Figure 6.8. The following sequence of commands causes the receiver to 

transfer to its host the messages sequence shown in Figure 6.9. 

• Set a send-message breakpoint in Sand a receive-message breakpoint in R. 

• Run the program. When S stops, it has reached the point where it is sending 

Mo;• 

• Step S to its next event. This causes Mo; to be sent and S's timer to be set. R 

stops when Mo; arrives . Since R is stopped it does not send the acknowledge­

ment within S's time-out interval. S times out and stops when it attempts to 

send Mor• 

• Resume R. This causes R to send an acknowledgement for Mo; and blocks for 

the next message to arrive. We denote this acknowledgement by AC I<a. 
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Message 1: The quick brown fox jumps over the lazy dog. 

Message 2: quick brown fox jumps over the lazy dog.The 

Message 3: quick brown fox jumps over the lazy dog.The 

Message 4: uick brown fox jumps over the lazy dog.The q 

Message 5: ick brown fox jumps over the lazy dog.The qu 

Figure 6.9: The incorrect sequence of messages passed on to the receiver's host 
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• Resume S. This causes S to send Mor and receive ACKa. Since the acknowl­

edgement is received, S stops when it attempts to send Mi;• Meanwhile, R 

stops when Mor arrives. 

• Resume R. This causes R to receive Mor, send an acknowledgement denoted 

by ACKb, and block waiting for the next message. 

• Resume S. S sends M1;, receives ACKb, and stops when it attempts to send 

Mo;. R stops when M1; arrives. Since this message arrives damaged, R does 

not send an acknowledgement for it when continued next. 

• Remove breakpoint from R and resume R. 

• Remove breakpoint from Sand resume S. S sends Mo; and R receives it. Since 

R is expecting an M1 message, this message is rejected but an acknowledgement 

is sent for it. S receives this acknowledgement and sends M1;. R receives this 

message, accepts it as the wanted M1 message, and sends the acknowledgement 

for it. The algorithm now runs as expected. 

This example showed how DPD can be used to control the program's behavior 
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to produce different results. This is an important feature of distributed debuggers 

because changing the behavior of a program may be the only way to find elusive bugs. 

6.1.4 Replay 

We now show how the roll back and replay feature can be used to analyze an event 

sequence. We use the same example as in Section 6.1.3 that caused the protocol to 

fail. We roll back the program to a state prior to where the unexpected behavior 

occurred and then re-step the program causing the protocol to work correctly. 

Figure 6.10 shows the event sequence that causes the PAR protocol to fail. We 

roll back the program to the point where R receives Mo,. How this is accomplished 

by DPD is shown in Figure 6.11. We can now step the program differently to produce 

the expected event sequence. 

• Resume R. This causes R to send acknowledgement ACI<a for Mo, and to block 

waiting for the next message to arrive. 

• Resume S. This causes S to receive ACI<a. Since ACI<a is received, S stops 

when it attempts to send M1,. 

• Resume S. S sends M1,, times out, and blocks attempting to send M1r. 

• Remove breakpoint from R and resume it. R receives M1,, but because this 

message is damaged no acknowledgement is sent for it. 

• Remove breakpoint for S and resume it. S sends M1r and R acknowledges it. 

The algorithm now continues to run as expected. 

By replaying and stepping the program in the above manner, the protocol works 

as expected. If the program is rolled back once again but one starts at the fourth step 
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s R 

ACKa 

Arrives Damaged 

Out of Sequence 
Send Ack Anyways 

Back In Sequence 

Figure 6.10: The event sequence that causes PAR to fail 
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A Distributed Program Debugger 
@!.!!) @E) @£E!) [CONT PROCESS) [CONT GROUP)[~ [STEP PROCESS) [STEP GROUP) 

[GROUP) [SET BP) [CLEAR BP) (:ltjm~~l ~ [STOP PROCESS) [STOP GROUP) 

Frequenc:r OL Checkpoints: [1] 0 ■ I 20 
Arguaents : -t 10 

◄► 

par_send par_receive 

Distributed Program Debugger 
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(QUIT) @E) @£E!) (CONT PROCESS) (CONT GROUP)~) (STEP PROCESS) (STEP GROUP) 

(GROUP) (SET BP) (CLEAR BP) (ROLLBACK)~ (STOP PROCESS) [STOP GROUP) 

Frequenc:r OL Checkpoints: [1] 0 ■ I 20 
Arguaents: -t 1\ 

◄► 

par_send par_receive 

Figure 6.11 : DPD rolling back PAR (Screens 1 and 2) 
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in Section 6.1.3, the protocol fails once more. This example shows how, by rolling 

back a program, different event sequences can be analyzed. 

6.2 Performance Measurements 

When debugging programs, the performance of the debugger becomes secondary to 

the its usability. As stated previously, DPD does affect the performance of a dis­

tributed program. This section shows where there are effects and describe what they 

are. There are two areas where DPD affects distributed programs the most. The :first 

is at child creation time and the second is when checkpoints occur. For these two 

areas, we describe why they are time consuming, provide timing results, and describe 

their effects on a running distributed program. Two other important performance pa­

rameters for distributed debuggers are the time it takes to stop a distributed system 

and the time it takes to save trace data. 

All the results for this chapter come from a network of eleven diskless Sun work­

station connected to two Sun servers. Each workstation has a total of four megabytes 

of memory and all workstations in which a measurement was taken from were running 

the Sun View windowing environment. The overall network was lightly loaded with 

on the average three other workstations being occupied. In general, the performance 

level of this network of workstations is considered poor. All results presented are the 

product of a sequence of twelve attempts. For each result, the highest and lowest 

scores of the twelve attempts were discarded and the remaining ten scores averaged. 
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6.2.1 Child Creation 

As stated above, the most time-consuming operation performed by DPD is child cre­

ation for a number of reasons. The first is the necessity of the Remote Debugging 

Processes to create the child process. The second is the necessity of creating a DBX 

process and loading the child application process into it. The third is the necessity 

of initializing the child process before it can start execution. 

The following steps show how normally a child process is created when it is not 

being debugged: 

1. A message is sent from the parent application process to its local REM daemon. 

2. The local REM daemon calculates which remote machine has the lowest load 

and sends a message to the REM daemon on it. 

3. The remote REM daemon with the lowest load receives this message, creates the 

child process, and waits for the child to connect to it. 

4. Once the child process is connected, its REM daemon sends a create acknowl­

edgement back to the parent process via the parent's local REM daemon. 

5. Once the parent process has received this acknowledgement, the child process 

has been successfully created. 

When a child process is created under the auspices of DPD, the following steps are 

undertaken: 

1. A message is sent from the parent application process to its local REM daemon. 

2. The local REM daemon calculates which remote machine has the lowest load 

and sends a message to the REM daemon on it. 
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3. The remote REM daemon with the lowest load receives this message and sends 

a message to the Remote Debugging Process that resides on its machine. 

4. The Remote Debugging Process receives this message and then creates the child 

process in the following manner: 

(a) a DBX process is created. 

(b) the child application process is loaded into memory by DBX. 

( c) breakpoints are set at the entry point of the child process and at the exit 

point of the roll back mechanism. 

( d) execution of the child process begins, but the child process immediately 

stops when it reaches the entry breakpoint. 

(e) UNIX's process identifier for the child process is extracted by making the 

child process write it to a file. The Remote Debugging Process opens this 

file and reads the child's process identifier. 

(f) the checkpoint algorithm is initialized. 

(g) the Event Collection Process for the child is created. 

(h) finally, the child process is allowed to resume. 

5. Once the child process has connected with its local REM daemon, a create 

acknowledgement is sent back to the parent process. 

6. Once the parent process has received this acknowledgement the child process 

has been successfully created. 

Since creating a child process under DPD requires the creation of a DBX process, it 

obviously takes much longer than normal child creation. 
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Child Creation Times 

(In Seconds) 

Without DPD Load, initialize, and Total time to start 

start execution under DBX under DPD 

0.60 12.54 14.26 

Table 6.1: Times to create the PAR child process 

Table 6.1 compares the times required to create a process without debugger con­

trol; the time to load, initialize, and start execution of the process under DBX control; 

and the total time to start the process under DPD control. As shown, the greatest 

overhead involves loading and initializing the process under DBX. The difference be­

tween the total time to create a process under DPD and the time it is loaded under 

DBX is approximately 1. 7 seconds. This is the overhead caused by the extra com­

munication and processing time required by DPD. One could probably reduce the 

total overhead time if one were to embed the functionality of the sequential debugger 

within DPD. 

Obviously, changing the timing at child creation time can impact a distributed 

program. For example, it may be important that all the child processes start as 

simultaneously as possible so that no one process gets too far ahead of all the others. 

This may be desired for parallel computations or for fault tolerance. A simultaneous 

start with REM is almost possible since process creation time is small. If this situation 

is needed when debugging, this can be accomplished by setting a global connect 

breakpoint before the program is run and then starting the program. All newly 

created child processes stop after they have connected with REM. Once all the child 

processes are created and stopped, the continue command can then be issued and all 

processes start almost simultaneously. 
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Checkpoint Times 

Checkpoint Size Checkpoint Time File Copy Time 

(In Bytes) (In Seconds) (In Seconds) 

141000 4.71 2.59 

1320155 44.6 31.4 

Table 6.2: Time to produce a checkpoint for a process 

6.2 .2 Checkpoints 

Checkpointing a process is another area that causes delays in the execution of a 

distributed program. To checkpoint, one must save the internal state of the process. 

This is similar to producing a core dump under UNIX. To produce a checkpoint , the 

process's registers, stack, and dynamic memory must be saved. The amount of time 

it takes to checkpoint a process is directly related to the size of the process's stack 

and its dynamic memory. Because of the volume of the information being saved, 

checkpointing is influenced by the performance of the media the checkpoint is being 

saved to. 

The times to produce checkpoints for two processes are tabulated in Table 6.2. 

One process has a relatively small combined stack and dynamic memory area and the 

other process has a relatively large data area. To be fair to ourselves, we compared 

the time to produce a checkpoint to the time it takes the operating system to read and 

write a similar size file. As shown, it takes what seems to be an excessive amount of 

time to produce a checkpoint. But compared with the performance of simply copying 

a similar size file on the system, the performance is not excessive. The reason why 

file accessing is so slow is because all the workstations are diskless. This means that 

all file accesses must occur through a remote server on the network. 
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The effects of checkpointing is a slower execution time for the application pro­

gram. Again, any change in the timing of a faulty distributed program can cause 

considerable behavioral changes. Checkpointing has the greatest impact on programs 

that make use of the asynchronous receive feature. For example, suppose that we 

have a distributed program where the parent process is in asynchronous mode and 

its child process is in synchronous mode. The parent process sends n messages, one 

right after another, to the child process. For every message the child process receives 

it sends an acknowledgement back to the parent. If the program is run without being 

debugged, there is a good probability, if n is large, that the first acknowledgement 

from the child process arrives before the parent has sent its last message. If the pro­

gram is run with the debugger and the child process checkpoints on the first message 

it receives, by time the parent process receives the first acknowledgement it has sent 

all of its messages. To reproduce the required behavior, one may have to roll back 

and step the application program manually. To lessen the impact of checkpoints on 

distributed programs one should reduce the frequency of checkpoints as described in 

Section 5.4.7. Another solution is to incorporate the dirty page scheme in [FB89). 

6.2.3 Stopping 

Stopping a process in a timely manner is important for distributed debuggers because 

the sooner you can stop the process the more likely it is stopped in an interesting 

state. As discussed previously, stopping all the application processes instantaneously 

is impossible. The best one can do is stop the processes as soon as possible. There 

are two delays involved in stopping a process. The first is the delay in sending a stop 

message to the required processor and the second is the processing time to physically 

stop the processes. 
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Under REM, the transmission time to send, transmit, and receive a message is 

approximately 48 milliseconds. Once the stop process message arrives at an RDP, 

issuing the DBX "stop" command and waiting for the required acknowledgement takes 

an additional 690 milliseconds. It should be noted that the target application process 

is stopped prior to the acknowledgement being received by the RDP. The reason 

for the long delay in waiting for the stop acknowledgement is that once the target 

process is stopped, DBX must send the stop acknowledgement to the RDP and the 

RDP must then read the acknowledgement from the pipe. It is not until the stop 

acknowledgement has been read from the pipe that the process is considered to be 

stopped even though it has been physically stopped much earlier. 

When stopping an entire distributed program, the parent process needs to be 

stopped along with every remote child process. There has to be one stop message 

sent for every remote process because there is no broadcast mechanism supplied by 

REM at present. Since the time to prepare and send a message is small, all the 

"stop" messages are sent to the RDPs first. This means that the physical activity of 

stopping the remote processes can occur in parallel with the stopping of the parent 

process. On the average, the time (in milliseconds) to stop a distributed program can 

be calculated from the following equation: 

(n-1) X 15+48+690 (6.1) 

Where n is the number of remote processes, 15 milliseconds is the time to prepare 

and send a message by the UIP, and 48 milliseconds is the time for the UIP to send a 

message and for an RDP to receive it. Equation 6.1 is derived from the following: the 

time to stop the last remote process is 48 + 690 milliseconds and the ( n - 1) x 15 is 

the time in milliseconds to prepare and send n - 1 messages to the remaining remote 

processes. The parent process should be stopped prior to the last child process being 

stopped and, thus, does not figure into the calculation as shown in Figure 6.12. 
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Parent Child 1 Child 2 • · · Child n 

n X 15 
milliseconds 

690 
milliseconds 

Stopped 
Stopped 

48 milliseconds 

690 milliseconds 
Stopped 

Stopped 

Figure 6.12: Time it takes to stop a distributed program 

If the parent process is the first process to be stopped, the calculation is 

690 + ( n - 1) X 15 + 48 + 690 
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(6.2) 

because the "stop" messages to the remote process are not sent until the parent 

process has successfully stopped. When REM incorporates its broadcast mechanism, 

the equation changes to: 

48 + 690 (6.3) 

assuming that the time to prepare, send, and transmit a broadcast message is equiv­

alent to sending a single point-to-point message. 
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6.2.4 Traces 

Saving trace data requires event information to be written to disk. Every event 

written to disk contains at least a 24 byte header. If a send or receive event occurs, 

the header is followed by the contents of the message. If a create event occurs, the 

header is followed by the name of the child. Since there is usually only a small amount 

of data to be written, the delay is not excessive. 

6.3 Summary 

We have shown that DPD is usable as a distributed debugger. The program used 

as our test example was the PAR protocol as described in [Tan81]. DPD was used 

on this program to inspect its system state, to control execution, and to analyze its 

behavior. We presented in detail the steps used to debug three different aspects of 

the program. First, we have shown that by inspecting the program's system state 

through the graphical display and by inspecting messages, an error can be found and 

isolated in a process. Second, by setting breakpoints and stepping processes we have 

shown that DPD can be used to control a program's behavior. Finally, we have shown 

how replay can be used to analyze a program's behavior. 

This chapter also presented the performance measurements that are important 

for DPD. We have shown that DPD does affect the execution speed of distributed 

programs, we have also described what these effects are and how they can be mini­

mized. We have found that DPD affects distributed programs the most during child 

creation and checkpointing. We discussed why these two areas are so time consum­

ing. The consensus for child creation was that the underlying sequential debugger 

was the bottleneck because it takes so long for it to load and initialize a process. 
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For checkpointing, the major bottleneck was saving the information to disk. Other 

performance areas measured include the time it takes to stop a process and the time 

to save trace data. We have shown how long it takes to stop an individual process 

and we presented a formula that can be used to calculate how long it takes to stop 

an entire distributed program. 



Chapter 7 

Conclusions 

The main goals of this thesis were to explore distributed debugging and to implement 

a distributed debugging facility for REM . Our approach to the design and development 

of DPD was to: 

• debug distributed programs in a high-level and abstract manner, 

• limit ourselves to debugging only application programs not system programs, 

• realize that DPD may have some effect on the target application program, 

• not modify the operating system kernel, 

• use as many existing tools as possible, and 

• implement a dynamic roll back and replay facility. 

In this chapter we state our findings and describe possible future work. 

102 
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7 .1 Contributions and Achievements 

We have succeeded in our main goals of exploring distributed debugging and im­

plementing a debugger for REM. We have also succeeded in implementing a true 

distributed debugger, not a glorified sequential debugger. Furthermore, DPD debugs 

distributed programs in a high-level and abstract manner. We believe that DPD is 

extensible, portable, and easy to use. To show usability, we used the well-known 

PAR protocol[Tan81] to find programming and algorithmic errors in a distributed 

application. 

DPD did not require changes to the operating system kernel, thus making it more 

portable and easier to administer. We needed to monitor certain system calls to 

successfully implement our checkpoint facility; however, this monitoring is transparent 

to the user and does not affect the semantics of the monitored system calls. 

Many existing tools were used to ease the development of DPD. The most 

prominent tools used were DBX[Muc88] and a checkpointing facility developed by 

Curry[Cur88]. DBX was used as the underlying sequential process controller. This 

relieved us from the burden of developing a distributed program debugger as well as 

a sequential process controller. The checkpointing facility provided us with the basis 

in which processes can be checkpointed under UNIX. Development of such a facility 

from scratch would have been difficult and time consuming. 

One of our main development goals was to implement a dynamic roll back and 

replay facility. This facility was successfully implemented by using the recovery al­

gorithm developed by Johnson and Zwaenepoel[JZ88]. This algorithm finds con­

sistent and recoverable system states in which distributed programs can be rolled 

back to. Furthermore, our roll back mechanism does not need synchronous clocks 

or inter-process communication to control checkpoints such as in Curtis[CW82] and 
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Chandy[CL85]. Even though checkpointing in DPD is completely asynchronous, con­

sistent system states in which to roll back to and checkpoints to restart the processes 

with are found quickly and easily. 

We also made substantial enhancements to REM so that it is now capable of 

handling larger and more complex distributed computing problems than previously 

possible. We have enhanced REM from a prototype implementation to a reliable and 

useful tool to develop distributed applications. 

7.2 Future Work 

DPD is currently a useful tool for debugging distributed programs; however, addi­

tional tools are needed by DPD so that it can become a more complete debugging 

environment. 

DPD is currently implemented with only sequential style breakpoints. Distributed 

breakpoints as described in Section 5.4.6 are desirable. 

We could provide access to the source code of individual processes since there are 

times when this may be useful. This feature is relatively easy to implement given 

that a sophisticated underlying sequential debugger is already being used. 

Finally, DPD should be enhanced to use the multicast facility that is currently 

being developed for REM. This feature will reduce DPD 's communication overhead 

and give better response to existing tools such as distributed stopping. 
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Appendix A 

DPD Brief User's Guide 

This appendix describes how to compile and link application processes and how to 

use DPD. We assume that the reader already knows how to initialize and use REM. 

A.1 Compile and Link 

To compile an REM application program so that DPD can be used to debug it, the 

following flags must be passed to the C compiler: 

• -g: This is the standard flag that causes the C compiler to produce the addi­

tional symbol table information for DBX. See cc(l) in [Sun88] for conflicts and 

constraints when using this flag. 

• -Bstatic: This flag tells the compiler not to use shared libraries. By default, 

SUN O S 4.0 executables are created using shared libraries. The checkpoint 

faci lity cannot be used with shared libraries and thus this flag is necessary. 
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With the introduction of DPD, all REM application must be linked with the fol­

lowing libraries: librem. a, libdbg. a, libutils. a, and libchkpt. a. This means in 

addition to the flag needed to link with REM's library, - lrem, the following flags are 

also needed: -ldbg, -lutils, and -lchkpt. All of DPD's libraries are needed to be 

linked with all REM application programs even if they are not going to be debugged. 

A.2 Getting Started 

Once the application program is compiled and linked with the proper compiler flags, 

the application can be debugged with DPD. To invoke DPD, type dpd <application> 

as a UNIX command where <application> is the name of your distributed program. 

DPD must be run in the Sun View windowing environment. There is currently no 

command line user interface. 

When DPD starts, it requires certain environment variables to be set. These 

environment variables are: 

• RDPPATH: This variable tells DPD where to look for the executable image of 

the RDP. If this variable is not set, the RDP executable image is expected to 

be in the current working directory. 

• ECPPATH: This variable tells DPD where to look for the executable image of 

the ECP. If this variable is not set, the ECP executable image is expected to 

be in the current working directory. 

• SUITENAME: This variable tells DPD which suite to run in. If this variable 

is not set, the default suite "sui te1" is used. 
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These environment variables can be set in the . login, . cshrc, or . profile files 

or in a . DPDrc file. DPD first looks for a . DPDrc file in the current working directory. 

If one is not found, DPD looks in the $HOME directory for one. If neither . DPDrc 

files are found, the environment is searched. If your environment does not contain 

these variables, the defaults are used. 

The syntax of the . DPDrc file is as follows: 

<variable>= <value> 

where <variable> is one of RDPPATH, ECPPATH, or SUITENAME and <value> 

is any string. The current format does not allow comment lines to be included in the 

file. An example of a .DPDrc file is as follows: 

RDPPATH = /usr/local/bin/rdp 

ECPPATH = /usr/local/bin/ecp 

SUITENAME = debugsuite 

A.3 Commands 

This section presents a brief summary of the commands available to the user. See 

Section 5.3.2 for a complete discussion of all commands. 

• Argument: Command line arguments for the application's parent process can 

be entered at this prompt. Any string can be entered after this prompt; however, 

UNIX's shell wild cards are not expanded. 

• Checkpoint Interval: Sets the number of receive message events that must 

occur before a checkpoint is produced. If the checkpoint interval is 0, no check­

points are produced. 
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• Run: Starts the application program. 

• Stop: Stops all active application processes. 

• Stop Process: Stops an individual application process. To select a process, a 

browser of processes is displayed. 

• Cont: Resumes all stopped application processes. 

• Cont Process: Resumes an individual application process that is stopped. To 

select a process, a browser of processes is displayed. 

• Step: Steps the application program one event. 

• Step Process: Steps an individual application process one event. To select a 

process, a browser of processes is displayed. 

• Group: Creates abstract process groups. To select the processes that are to 

be placed in a group, a browser of processes is displayed from which multiple 

processes can be selected. 

• Stop Group: Stops all processes in a group. To select a group, a browser of 

groups is displayed. 

• Cont Group: Resumes all stopped process in a group. To select a group, a 

browser of groups is displayed. 

• Step Group: Steps a group one event. To select a group, a browser of groups 

is displayed. 

• Set Breakpoint: Sets a breakpoint for an individual process or globally for 

all processes in the application program. First, a menu is displayed containing 

Global Breakpoint and and all of the processes. If Global Breakpoint is selected, 
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a menu of breakpoints is displayed. All processes are set with the selected 

breakpoint. If an individual process is selected, the menu of breakpoints is be 

displayed. The selected process is set with the selected breakpoint. 

• Clear Breakpoint: Clears a breakpoint for an individual process or globally 

for all processes in the application program. First, a menu is displayed contain­

ing Clear Global Breakpoint and all of the processes. If Clear Global Breakpoint 

is selected, a menu of breakpoints is displayed. The selected global breakpoint 

is cleared from all processes. If an individual process is selected, the menu 

of breakpoints is displayed. The selected process has the selected breakpoint 

cleared. 

• Rollback: Rolls back the program to an event. To roll back, the user must 

select an event from the Process Display Window. Once an event is selected, 

the application program is rolled back to that event. 

A.4 New REM Interface Routines 

This section contains the definitions for the interface routines added to REM's library 

during the development of DPD. These routines were added to facilitate DPD; however, 

all of these routines can be used by other application programs. See the REM Interface 

Routines[Sid90] document for a description of all REM 's interface routines. 
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Syntax : 

void us...s_asynchandler (void (*handler)(Vpid src_pid, int msgJ.en, 

int msg_typ)) 

Description : 
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This routine is used to set the asynchronous and synchronous mode for REM. 

If handler is not NULL, whenever a new message arrives at the process , the 

function pointed to by handler is called with the virtual process identifier of the 

sender of the message (src_pid), the message len (msg--1.en), and the message 

type (msg_typ). From within the asynchronous handler, one is required to call 

us_recv_dist_typ. If handler is NULL and we are in asynchronous mode, the 

mode changes to synchronous mode. 

If there are queued messages waiting to be received prior to this routine being 

called with a non NULL function pointer, these messages are sent to the function 

before us_s_asynchandler returns. 

See Also : 

us_recv _disLtyp and us_s_wai tasync. 

Syntax : 

void us...s_waitasync (void) 

Description : 

This routine causes the process to block until a call to us_s_asynchandler 

is made with a NULL handler. Obviously, one can still receive asynchronous 

messages while blocked in this routine. 
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Syntax : 

void us_s_flush (void) 

Description : 

This routine flushes all internal queues of messages, flushes the socket to REM, 

and causes REM to flush its internal queues. 
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