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Abstract

Digital images have become a dominant source of information and means of communica-
tion in our society. However, these images can easily be altered using readily available image
editing tools. Image tampering can be done in several ways such as image splicing, retouching,
and copy-move forgeries. In copy-move forgery, part of an image is copied and pasted into a
different part of the same image for the purpose of hiding or adding an object to the image. In
image splicing, part of an image is copied and pasted into a different image. To detect image
forgeries, image features must first be extracted. A feature is information related to the edges,
objects or a specific region in the image.

In this dissertation, new methods for detecting copy-move forgery and image splicing are
introduced. Most existing block-based forgery detection methods use large feature dimensions
up to 64 per image block so the complexity is high. However, reducing the feature dimensions
lowers the detection accuracy, so a new method of detecting copy-move forgery in images us-
ing only 4 features per image block. This method uses steerable pyramid and singular value
decomposition (SVD) techniques to decompose and extract features from image blocks. Then
the features are sorted lexicographically and matched using the Kolmogorov-Smirnov (KS) test.
The proposed algorithm is compared to several well-known techniques and shown to provide
better accuracy.

To detect image splicing, a new deep learning method is introduced. This method employs
Mask-RCNN to generate masks for spliced regions in forged images. It is specifically designed to
learn discriminative artifacts from tampered regions. In this method, a ResNet backbone is used
to convert the input image into a feature map. The ResNet-50 and ResNet-101 backbones are
considered. The ImageNet, He_normal, and Xavier_normal initialization techniques are em-
ployed and compared based on convergence. To train a robust model, several post-processing
techniques are applied to the input images.

Several techniques have been introduced for image forgery detection. However, most only
focus on detecting a certain kind of forgery and perform poorly in other cases. As a result, de-
tecting multiple kinds of forgery using one technique remains a problem. Thus, a novel deep
neural architecture called PADNET is introduced which has been specifically designed to de-
tect multiple kinds of forgery. Unlike other solutions, PADNET is an end-to-end trainable deep
neural network which employs feature pyramid network (FPN) to aggregate features from mul-
tiscale levels of a ResNet-50 backbone. The feature maps are then used to train a DeepUNet
architecture designed to learn discriminative features by considering both high-level global
features and low-level local features. The convergence of PADNET is tested using two loss func-
tions, binary cross-entropy and weighted binary cross-entropy. Experimental results show that
weighted binary cross-entropy is more efficient as a loss function for copy-move forgery while
binary cross-entropy is more efficient for image splicing. In addition, the performance of PAD-
NET with training on only the boundaries of the forged area is compared to the network trained
on the entire forged area. Evaluation is done using the well known CoMoFoD dataset for copy-
move forgery and CASIA1 for image splicing forgery. The results obtained demonstrate that
PADNET outperforms state-of-the-art copy-move and image splicing forgery detection algo-
rithms.
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Chapter 1

Introduction

The rapid growth in computer technology has made digital images a dominant source of infor-
mation. Among their many uses, digital images can be used as evidence in courts or by news
editors as part of event coverage [1-3]. Images may undergo alterations or modifications such as
cropping or color adjustment which may or may not be acceptable. However, images presented
as evidence should not be manipulated or else credibility is lost. Tampered images presented as
evidence can be misleading resulting in imprisonment of the innocent or freedom of the guilty.
In general, image tampering may have significant consequences in politics, economics, and
justice. Whether tampering is done for illegal purposes or not, authenticity is necessary. The
advent of digital images and the availability of image processing software makes authenticity
uncertain. For this reason, digital image forgery detection has become an active research area
in recent years.

Image tampering can be done in several ways such as image splicing, retouching, or copy-
move forgery [4]. Copy-move forgery is one of the most common techniques used to manip-
ulate images. It can be done by copying part of an image and pasting it into the same image
to conceal or change information. Since the copied region is from the same image, some fea-
tures such as color and noise are consistent with the rest of the image which can make forged
regions indistinguishable to the naked eye. Further, post-processing techniques such as bright-
ness change (BC), color reduction (CR), contrast adjustment (CA), and image blurring (IB) can
be used to make forgeries harder to detect. Image splicing is another kind of forgery that is
made by copying part of an image and pasting it into a different image. Image retouching is
used to change the appearance of a subject in an image [5].

Image forgery detection techniques can be categorized into active and passive approaches
according to the presence of additional information. In active approaches [6], additional in-
formation is embedded in the digital image for tampering detection. Examples of active ap-
proaches are digital watermarks and digital signatures. However, prior information about the
image is required in order to remove the watermark and retrieve the original image. In contrast,
passive approaches do not require prior information about the image [7] and is the focus of this
dissertation.



1.1 Passive approaches

Passive approaches only use the received image to detect forgeries and so are called blind forgery
detection techniques. In most cases of image forgery, only forged images are available without
any prior information about the image. This makes passive approaches the most popular tech-
niques. In these approaches, forgery detection is done by analyzing the content and statistics
of the images [4]. One of the early passive approaches used for detecting image forgeries is
exhaustive search. In this method, every image pixel is compared to other pixels of the same
image to detect similar pixels resulting in a very high time complexity. This section presents a
review of existing passive approaches for detecting image forgery.

1.1.1 Keypoint-based methods

Several techniques can be used to extract keypoint features from images such as the scale in-
variant feature transform (SIFT) and speeded up robust features (SURF) [8]. In these tech-
niques, keypoint features are extracted based on regions with high entropy. Then, these fea-
tures are used to extract regions with similar features in the image. Any regions with the same
features are considered to be duplicates. However, keypoint-based methods have limitations
such as not being invariant to geometrical transformations (rotation and scaling) [9]. For this
reason, block-based methods are employed in this research.

1.1.2 Block-based methods

Several block-based methods have been introduced to detect image forgery. These methods
consist of several stages which are discussed below.

Preprocessing

In block-based methods, an image can be preprocessed before further analysis. Several meth-
ods such as those in [10-14] convert an image into grayscale using the luminance formula
L =0.299R +0.587G + 0.114B, where L represents the total luminance and R,G, and B repre-
sent the red, green, and blue luminances, respectively, of the colour image. Each color is repre-
sented by a vector which provides the brightness intensity, for example 0 to 255 for 8-bit images.
The reason behind converting an image into grayscale is to reduce the complexity by changing
a 3-dimensional (3D) image (R, G, B) into a 1-dimensional (1D) image. Further, the color in-
formation does not contribute to identifying important image features such as edges, contrast,
and brightness [15].

Image partitioning

In block-based methods, an image is partitioned into overlapping or non-overlapping blocks.
The output blocks can be any shape such as squares [10, 13] or circles [16, 17]. Each block has
features which can be extracted. Some methods operate directly on the blocks without feature
extraction such as in [18]. In this dissertation, the images are partitioned into square blocks of



size B x B. The total number of blocks is
Novertapping=M—-B+1)x (N-B+1) (1.1)

for overlapping blocks and for non-overlapping blocks the number of blocks is

M N
Nyuon-overiapping = (E) X (E) (1.2)

where M is the number of rows and N is the number of columns. If M is not divisible by B then
the image is padded with zeros.

Feature Extraction and Matching Techniques

After image partitioning, features are extracted from each block to find duplicated regions in the
image. Techniques such as discrete cosine transform (DCT) and singular vector decomposition
(SVD) can be used to extract feature vectors from image blocks.

DCT coefficients can be used to represent an image as a sum of sinusoids of varying magni-
tudes and frequencies [13]. These coefficients can be used as feature vectors for the image. The
earliest block-based approaches were based on DCT coefficients of blocks [19].

SVD is a matrix factorization technique that can be used to extract singular values from an
image [20]

Amxn = UmxmsmannTxn (1.3)

where A, is an image of size m x n, S« is a diagonal matrix with singular values along the
diagonal, and U, , and V},«, are orthogonal matrices so that

UTU = Lyxm (1.4)

vIiv =1, (1.5)

The extracted singular values can be used as feature vectors. These feature vectors are sorted
using techniques such as lexicographic sorting or nearest neighbour. This reduces the com-
plexity of the algorithm as then only blocks with similar features are compared. After sorting,
a distance measure is used between feature vectors such as Euclidean distance to detect the
matching blocks.

In this dissertation, a block-based method is developed for detecting copy-move forgery in
images. SVD is employed to extract feature vectors from the image. These feature vectors are
sorted using lexicographic sorting. Then, they are matched using the Kolmogorov-Smirnov (KS)
test.

1.2 Deep learning

In the field of artificial intelligence (Al), an artificial neural network (ANN) is used to mimic
the functioning of a human brain. A perceptron is one of the earliest ANN architectures [21]
and is used to classify data as shown in Figure 1.1. It consists of a single layer of input neurons
and one binary output. Single layer perceptrons can only be used for simple linear classification
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Figure 1.1: A single layer perceptron.

problems [22]. To solve non-linear classification problems, deep learning techniques have been
introduced.

Deep learning is learning with ANNSs constructed by stacking many layers [23]. It is used to
solve complex problems such as objects detection and speech recognition. This is because it
can learn without being explicitly programmed and predict or classify based on the learnt data.
It consists of an input layer, hidden or intermediate layers, and an output layer as shown in
Figure 1.2. Each layer consists of a number of neurons. Each neuron takes inputs, multiplies
them by weights, adds bias values, and then passes the result to other neurons. This can be
expressed as

N
y=f0_ wixi+Db) (1.6)
i=1
where x; is the input value from neuron i, w; is the weight applied to input x;, b is the bias term,
y is the output value, N is the number of neurons, and f is an activation function. Input values
pass through the network of hidden layers and the results arrive at the output layer. Each hidden
layer modifies the data to produce an output. The output layer is the prediction which contains
one neuron for a binary classification problem, or several neurons for a multiclass classification
problem. Predictions can be improved by using backpropagation. Backpropagation is used in
deep neural networks to fine tune the weights based on loss values.

1.2.1 Convolutional neural network

A convolutional neural network (CNN) is the most common deep learning model. It has been
applied successfully in image classification and recognition tasks [24] and in areas such as face
recognition, natural language processing, and text classification [25]. A CNN is a multistage
neural network (NN) with each stage consisting of multiple layers. It derives its name from the
convolutional operation. The primary purpose of a CNN is to extract features from the input
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Figure 1.2: A deep neural network.

data. For images, the input layer of the CNN is responsible for converting the input image into
a feature map. The feature map is a matrix that contains the extracted features of the image.
These features are used to represent characteristics of elements such as edges, colors, shape, or
size.

1.2.1.1 Convolutional layer

The main building block of a CNN is the convolutional layer. This layer is made up of kernels
which create feature maps based on the corresponding weight and bias values. Each kernel
convolves the values of a receptive field as shown in Fig. 1.3. Convolution preserves the spatial
relationships between pixels by learning image features using a receptive field.

The first convolutional layer of the CNN is responsible for extracting low-level features such
as edges and colors. By stacking convolutional layers, the network can also extract high-level
features. This results in a network that can learn features related to the elements to be detected.

Each convolutional layer requires a number of image frames to cover the entire image. To
convolve the layer kernels with these frames requires that they have equal size. The size of the
output feature map is

y=x—-(k-1) (1.7)

where x is the size of the input feature map and k is the kernel size. For example, if the input
image size is 50 x 50 and the kernel size is 3 x 3 then the size of the output feature map is 48 x
48. Thus, the convolutional operation results in a reduction in size. To avoid size reduction,
padding can be applied to the convolutional operation. There are two options for padding: i)
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Figure 1.3: Feature extraction from an image using the convolution operation.
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Figure 1.4: Activation functions: (a) linear, and (b) non-linear (ReLU).

valid padding and ii) same padding. In valid padding, no padding is applied so the feature map
is reduced in size compared to the input. In same padding, the feature map size is the same as
that of the input by padding with zeros. The padding size is then

(k—1)
p:

2 (1.8)

where k is the kernel size.

1.2.1.2 Activation function

After the convolutional layer, an activation function is applied to obtain the final results. This
function is used to determine the output of the neural network. It is attached to each neuron in
the network to determine whether it should be activated or not. A neuron is activated based on
its input and whether it is relevant to the model prediction. The activation function maps the
output of each neuron to a value between 0 and 1 or -1 and 1.

Activation functions can be linear or non-linear as shown in Figure 1.4. The derivative of a
linear activation function is constant and has no relation to the input. Thus, if there is an error in



prediction, these functions cannot use backpropagation with gradient descent to improve the
prediction. Backpropagation is a mechanism that is used to update the weights using gradient
descent. It calculates the gradient of the error function with respect to the weights and this
calculation propagates backwards through the network. With non-linear activation functions,
the gradient is not constant and is related to the inputs. Thus, the weights can be modified to
provide better prediction. Multiple layers of neurons can be stacked to create a deep neural
network. These are used to learn complex datasets such as images, videos, and audio [28].
Examples of popular non-linear activation functions are the rectified linear unit (ReLU) [26]
and sigmoid functions [27]

f(x) =max(0, x) (1.9

s(x) = (1.10)

1+e™*
respectively, where x is the input.

1.2.1.3 Poolinglayer

A pooling layer is another component of a CNN. The main objective of this layer is to reduce the
size of the feature map to reduce the number of computations in the network. This can be done
by removing features that are not important. Examples of pooling layers are max pooling [29]
and average pooling [30].

In max pooling, the maximum value is selected for each patch of the feature map as shown
in Figure 1.5(a). This is useful when the background is dark or for classification tasks where
features such as sharp edges are important as in forgery detection. In average pooling, the
average value is calculated for each patch of the feature map as shown in Figure 1.5(b). Thus,
the output feature map is smoothed so edges may not be detected when this pooling method is
used. However, average pooling uses all values to create the feature maps.

1.2.1.4 Loss function

A loss function is used to evaluate how well the proposed network models the given data. First,
the difference between predicted and true values is calculated which is known as the cost. Then,
the derivative of the cost with respect to the weights is determined which is known as the gra-
dient. Finally, the weights are updated according to

o

1.11
5 (1.11)

wj:a)j—a

where w; is the input weights, a is the learning rate, and % is the gradient.

There are several types of loss functions such as binary cross-entropy and categorical cross-
entropy [31]. The choice of a loss function for a deep learning model depends on the type of
output. For example, binary cross-entropy is used to generate binary outputs (two classes) for
segmentation problems and is given by

Lpc =—-ylog(p(y) -1 -y)log(l - p(), (1.12)
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Figure 1.5: Types of pooling operations: a) max pooling, and b) average pooling.

where y is the ground truth label (0 or 1) and p(y) is the prediction probability (0 < p(y) <1). In
the first term, for each pixel that belongs to one class (y = 1), it adds log(p(y)) to the loss, that
is, the log probability of it being a pixel in that class. Thus, if the probability is high then the log
probability is low and a small value is added to the loss. Conversely, if the probability is low then
the log probability is high and a large value is added to the loss. The categorical cross-entropy
is used to generate categorical outputs (more than two classes) for classification problems and
is given by

N
Lee =) yilog(p(yi), (1.13)
i=1
where N is the number of classes, y; is the ground truth label for class i and p(y;) is the predic-
tion probability for class i.

In recent years, CNNs have been used to detect image forgeries [32]. In forged images, the
image feature statistics have been changed and artifacts introduced resulting in inconsisten-
cies. In this case, a CNN is designed to learn artifacts from tampered regions. However, a robust
CNN model has to be trained on a large dataset that contains different examples of forged im-
ages.



1.3 Data augmentation

Data augmentation is a technique that can be used to expand the size of a dataset by creating
modified versions of images in the dataset. This can be done by applying transforms to exam-
ples from the dataset to create new and different images. These transforms include operations
such as rotation, scaling, and shifting. This section discusses augmentation techniques based
on geometrical transformations and other image processing functions.

A geometrical transformation G maps pixel P = (x, y) from an image I to pixel P’ = (x', y') of
image I’ such that P’ = G(P) [33]. A rigid geometrical transformation preserves the Euclidean
distance between pairs of pixels such that the size and shape of the figure remain the same.
It consists of two components, translation and rotation. The translation component is rep-
resented by a two-dimensional vector with parameters x and y. The rotation component is
represented by the rotation angle 6. Thus, the transformation has three parameters x, y and 0.
These parameters map a pixel (x, y) from image I to a pixel (x/, ') in image I’

IJ,c’,y’ = G(Ix,y) = T(tx; ty) + R(H)Ix,y (1-14)

where T and R represent the translation and rotation operations, respectively, and 7, and 7, are
the translation parameters in the x and y directions, respectively. This can be expressed as

x' ty) (cos@ —sinf)(x
(J/) B (ty) - (Sin@ cos0 ) (y) (1.15)

A geometrical transformation can also have a scaling parameter for uniform image scaling.
The transformation then has four parameters, fy, ty, s and 6 and can be expressed as

I),c’,y’ = G(Ix,y) = T(txy ty) + Sx,yR(Q)Ix,y (1-16)

(xi) _ (tx)+(sx 0)(0936 —sinH) (x) (1.17)
¥ ty 0 sy/\sinf cosO J\y
where sy and sy scale the object in the x and y directions, respectively. Figure 1.6 shows exam-
ples of rigid transformations.

An affine transformation is a more general form of rigid transformation. It preserves collinear-
ity and the ratio of distances between points. Collinearity means all points lying on a line before

transformation still lie on a line after transformation. Image shearing is an example of an affine
transformation which changes the aspect ratio via nonuniform scaling. An affine transforma-

tion can be represented as
/
b=l )G (2) a2
y ax  ax)\y) \iy

where a1, a2, a1, azz, ty, and £, are the transformation parameters. Figure 1.7 shows examples
of affine transformations.

or
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Figure 1.6: Examples of rigid transformations.

Shearing Reflection Nonuniform scaling

Figure 1.7: Examples of affine transformations.



1.4 Problem statement

Advances in technology along with the plethora of social media have dramatically increased
the number of digital images that are produced everyday. Digital images are used to document
evidence for legal purposes as well as for medical diagnostic purposes. Image editing tools have
become commonplace and even sophisticated software is available free of charge. This allows
anyone with a computer to easily manipulate an image. Thus, forged images can be found
everywhere, in social media, in court rooms, and in newspapers.

The key research objectives addressed in this dissertation are as follows.

(i) Detect well known kinds of forgeries such as copy-move and splicing forgeries.

(ii) Create arobust and effective method for image forgery detection with low time complex-
ity.

(iii) Study the effect of image post-processing on the prediction accuracy.
(iv) Detect multiple kinds of forgery using a single method.

This dissertation considers the use of block-based methods to detect copy-move forgeries
with pixel-level accuracy. A complexity analysis is conducted to show that the proposed method
has lower time complexity than other block-based methods. Despite this, block-based methods
still have high time complexity.

Deep learning approaches are used to reduce the time complexity for image forgery de-
tection. While many layers are required to train the network, training is conducted once and
the trained model can then be used to detect image forgeries with low time complexity. Deep
learning techniques require a vast amount of data to train a robust model. Thus, an algorithm is
introduced to generate synthetic forged images for training. Furthermore, augmentation tech-
niques are used to increase the robustness of the model in detecting forgeries in post-processed
images.

Most techniques have been developed to detect only one kind of forgery. For this reason,
a method is presented which can detect multiple kinds of forgeries. This method can also dis-
criminate between kinds of forgeries based on the extracted features.

1.5 Outline

The goal of this work is to introduce new forgery detection techniques to validate images. The
dissertation is organized as follows.

* Chapter 1 provided the backgroud and a description of the problems studied in this re-
search.

* Chapter 2 introduces a new method for detecting copy-move forgeries. In this method,
an image is first partitioned into blocks of fixed size. The steerable pyramid and singular
value decomposition (SVD) techniques are used to decompose and extract features from
the image blocks. Then, the features are sorted lexicographically and matched using the
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Kolmogorov-Smirnov (KS) test. A comparison is made with other techniques which shows
that this method provides better accuracy using fewer features per image block than ex-
isting methods.

* Chapter 3 introduces a new method for the detection of image splicing which is based on
deep learning. It employs the Mask-RCNN architecture to generate masks for spliced re-
gions in images. It is specifically designed to learn discriminative artifacts from tampered
regions. The proposed network is initialized using three different initialization techniques
for comparison. It is shown that initialization with ImageNet weights provides better re-
sults than other techniques in the literature. Different backbones are also tested and com-
pared, and evaluation is done on a computer generated dataset.

* Chapter 4 presents a deep learning method for the detection of copy-move forgeries in
post-processed images. This method is based on an encoder-decoder architecture de-
signed to learn discriminative artifacts from the boundaries of forged regions. The per-
formance is evaluated using six post-processing techniques, namely brightness change,
contrast adjustment, color reduction, image blurring, JPEG compression, and noise ad-
dition. This method is compared with other techniques in the literature using the well-
known CoMoFoD dataset.

* Chapter 5 presents a deep learning architecture called PADNET to detect multiple kinds of
forgeries. PADNET is an end-to-end trainable deep neural network which employs a fea-
ture pyramid network (FPN) to aggregate features from multiscale levels of a ResNet-50
backbone. The feature maps are then used to train a DeepUNet architecture designed to
learn discriminative features considering both high-level global features and low-level lo-
cal features. PADNET is tested using two loss functions, binary cross-entropy and weighted
binary cross-entropy. The performance of PADNET when trained on only the boundaries
of the forged areas is compared to the network trained on the entire forged regions. The
performance is evaluated using the well-known CoMoFoD dataset for copy-move forgery
and CASIA1 for image splicing forgery.

* Chapter 6 concludes this dissertation and suggests topics for future work.
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Chapter 2

Blind Copy-Move Forgery Detection Using
SVD and KS Test

Digital forensics is a branch of forensic science which deals with the problem of determining the
authenticity of digital data. Digital data such as images play a significant role in digital forensics
since they are a main source of information. With the advent of image editing software, digital
images can easily be manipulated. Tampered images can be found everywhere and this has
eroded confidence in the reliability of digital images.

Digital image forensics can be categorized into two groups: active and passive. In the active
approach [6], a digital watermark or signature is embedded into the image to verify its integrity
and authenticity. A digital watermark can be visually undetectable but can be used to detect
changes in image pixels and locate where the changes occurred [34]. However, watermark re-
moval software is readily available at no cost and the images are still vulnerable to forgery. For
this reason, passive methods have been introduced which require no prior information to de-
tect tampering [7].

Images can be modified in several ways such as image splicing, retouching, and copy-move
forgery [4]. Image retouching alters an image in order to change the look of a subject [10].
Image splicing refers to copying a part of an image and pasting it onto another image. Most
techniques to detect image splicing rely on the sharp edges and corners of the pasted region
and the inconsistency in the color of the pasted region compared to the original image [35]. In
contrast, copy-move forgery refers to copying a part of an image and pasting it onto the same
image. Since the pasted region comes from the same image, the color is typically consistent
which makes it hard to detect. Thus, copy-move forgery is more difficult to detect than other
types and is the focus of this chapter.

In this chapter, a new copy-move forgery detection technique is introduced which is based
on singular vector decomposition (SVD) for features extraction and Kolmogorov-Smirnov (KS)
test for decomposition. The proposed method can detect copy-move forgery in images with
accuracy up to the pixel level by using only 4 features per image block of dimension 16 x 16. Four
different post-processing techniques are considered, namely brightness change (BC), contrast
adjustment (CA), color reduction (CR), and image blurring (IB). Comparisons are conducted
with several well-known techniques in terms of accuracy, time complexity, and image post-
processing using the well-known CoMoFoD dataset [36].

The remainder of this chapter is organized as follows. Section 2 provides a review of existing
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Figure 2.1: Alexander Malchenko has been edited out: (a) original image, and (b) forged image.

approaches for copy-move forgery detection. Section 3 explains the structure of block-based
methods and a review of the existing block-based methods. Section 4 discusses the proposed
method. The experimental results, comparisons and analysis are given in section 5. Finally, the
conclusions are drawn in section 6.

2.1 Copy-move forgery

Copy-move forgery has a long history beginning in the early 1900s when Alexander Malchenko
(standing on the left) was edited out from the image as shown in Fig. 2.1. This task was com-
plicated due to the limited tools available at that time. In contrast, there are now tools that can
easily perform this task such as Adobe Photoshop which is available at no cost.

Copy-move forgery is usually used to maliciously hide or add information as in Fig. 2.1.
Since the forged region comes from the same image, the resulting image has at least one du-
plicated region. The goal of detection methods is to determine these regions. Searching for
duplicated regions by comparing pixels in the image is a direct solution but is slow and com-
putationally expensive. Further, post-processing techniques such as brightness change (BC),
color reduction (CR), contrast adjustments (CA), and image blurring (IB) can be used on the
image or just the copied region to make the forgery harder to detect. This makes copy-move
forgery detection a challenging task.

Copy-move forgery detection can be keypoint-based or block-based. In block-based meth-
ods, an image is partitioned into fixed size overlapping or nonoverlapping rectangular or cir-
cular blocks. A feature vector is extracted for each block and these vectors are matched by
calculating the distance between them. This distance can be Euclidean distance [16,37], Ham-
ming distance [38], Hausdorff distance [39], logical distance [40], correlation coefficient [17,41],
phase correlation [11,42], or local sensitive hashing [12,43]. The main concern with block-based
methods is their computational complexity.

Keypoint-based methods detect and describe local features in an image using techniques
such as the scale invariant feature transform (SIFT) and speeded up robust features (SURF) [44].

14



These features are used to find matching regions in the image and if two regions have similar
keypoint features, one is assumed to be forged. However, these methods can fail when the
forged regions have been modified using techniques such as image retouching [45]. For this
reason, block-based methods are employed here. The next section presents a review of copy-
move forgery detection using these methods.

2.2 Block-based methods

A number of block-based methods have been proposed to detect copy-move forgery [13, 19].
The goal is to find similar regions in a forged image.

2.2.1 Preprocessing

Some block-based methods require the image to be preprocessed before any further analysis. In
[10-14] an image was converted to grayscale using the luminance formula Y = 0.299R+0.587G+
0.114B, where R, G, and B represent the red, green, and blue luminance respectively, of the
colour image. Each color is represented by a vector which provides the brightness intensity, for
example 0 to 255 for 8-bit images.

2.2.2 Image partitioning

In block-based methods, an image is partitioned into fixed size overlapping or non-overlapping
blocks. Square block partitioning was used in [10, 13, 19,43, 47]. Circular partitioning was used
in [16, 17] to reduce the dimension of each block compared to square blocks which lowers the
computational complexity. After an image is partitioned into blocks, features can be extracted
from each block to find those with similar features. Other methods operate directly on the
blocks without feature extraction such as those in [18].

2.2.3 Feature extraction and matching techniques

Copy-move forgery detection is used to find replicated regions in an image. However, the copied
region can be processed prior to pasting into another part of the image to make it harder to
detect. The detection accuracy depends on finding matching features in a copy-move pair of
blocks in an image even if the image has undergone post-processing such as blurring, color re-
duction, brightness change, or contrast adjustment [48]. To accomplish this goal, several pro-
cedures have been proposed.

In [19], a method for copy-move forgery detection was given which is based on the Discrete
Cosine Transform (DCT). In this approach, DCT coefficients are extracted for each block. To re-
duce the complexity, the coefficients are sorted lexicographically and then quantized to reduce
the effects of noise, JPEG compression, brightness change or other post-processing. After quan-
tization, the coefficients for each block are compared and a block is said to be copied if these
coefficients are comparable. To reduce the false positive rate, a region is detected as forged
only if there is a cluster of copied blocks in the region. However, this may result in small forged
regions going undetected.
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In [50], the DCT coefficients were considered as eigenvalues for each block. Then, the dis-
tances between the eigenvectors of all blocks were calculated and lexicographically sorted to
reduce the false positive rate [19]. If the distance between two blocks is less than a certain
threshold, the block is considered to be a duplicate. This method is robust to noise and JPEG
compression but not to other post-processing operations. Comparing block features makes
block-based partitioning methods complex. As a result, several techniques have been devel-
oped to lower the complexity by reducing the length of the feature vectors. Cao et al. [47,49]
reduced the feature vector length by using circular blocks instead of square blocks. Each block
is divided into four regions. DCT is applied to each region so each is represented by DCT coef-
ficients. The mean of the coefficients in each region is used as a feature resulting in 4 features
per block. This method is robust to noise and blurring, and can detect multiple forgeries in the
same image. However, it is not robust against rotation or scaling.

Several block-based algorithms have been proposed to reduce the feature vector length
while being robust to post-processing operations. A log-polar transform was used in [17,50,54].
This transform maps the image blocks to log-polar coordinates [51]. This approach is robust to
post-processing operations such as rotation, scaling, mirroring, illumination modification, and
chrominance modification, but not against other techniques such as noise, JPEG compression
or blurring.

SVD is a matrix factorization technique that can be used to extract features from an image.
Li et al. [52] proposed an algorithm based on SVD and the Discrete Wavelet Transform (DWT).
The DWT is used to decompose an image into a series of coefficients corresponding to the im-
age spatio-frequency subbands and SVD is employed to extract the feature vectors. Then these
vectors are sorted lexicographically to detect duplicated regions. Zhang and Wang [96] intro-
duced a method which combines SVD with a k-dimensional (KD) tree. A KD tree is commonly
used to search for nearest neighbours. First, SVD is used to extract a feature vector for each
block, and these features are organized using a KD tree for fast searching. Similar blocks are
matched using the Euclidean distance

,
D, v) = (Y (i) - v(i)D)?,
i=1
where u = (uy,uy,...,u;)T and v = (v1, v,...,v,) T are length r feature vectors. Xiaobing and
Shengmin [6] used an approach similar to that in [96], but only the k largest singular values
were considered and the remaining values discarded to reduce the feature vector size. Kang and
Cheng [6] also retained only the largest k values. Regions were matched using the cumulative
contribution which is defined as

k r
n=0_ AN/} (A),
i=1 i=1
where A is the feature vector sorted from largest to smallest and r is the number of singular

values. However, this method is not robust to post-processing operations.

The size of the feature vectors is an important factor in the complexity of detection algo-
rithms. Steerable pyramid is a technique used for image decomposition. In this method, an
image is smoothed using a smoothing filter and subsampled by a factor of 2 along each coor-
dinate. This process is repeated multiple times which looks like a pyramid if illustrated graphi-
cally. In [10], steerable pyramid decomposition was applied to image blocks to reduce the size
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Figure 2.2: Lena Image and its decomposed steerable pyramid subbands

from 16 x 16 to 4 x 4. Then, similar blocks were extracted using the Gaussian copula which is a
distribution constructed from a multivariate normal distribution.

Kolmogorov-Smirnov (KS) test

Kolmogorov-Smirnov test is used to compare two samples based on a distribution function [56].
Given samples xi,...,x, of a random variable with cumulative distribution function (CDF) F,
consider the problem of testing Hy : F = F,, versus H; : F # F,, where F, is some specified
distribution function. For example, in the univariate case Hy can be tested using the KS test
statistic supyegr | Fn(x) — F(x) |, where supycr is the supremum of the set of distances, F is the
CDF of the reference distribution, and F,, is the empirical distribution of the samples [57]. The
test statistic measures the similarity between distributions and equals 0 when they are identical.

Steerable pyramid

Steerable pyramid is a mathematical tool that is multi-orientation, multi scale image decom-
position technique. This transform was first introduced in the literature in early 1990s. It is
a wavelet-based representation [58]. Steerability refers to the ability of the wavelets to rotate
to any orientation by forming suitable linear combinations of a primary set of equiangular di-
rectional wavelet components [59, 60]. In steerable pyramid decomposition, an image is de-
composed into lowpass and highpass subbands, using steerable filters Ly and Hy. Then, the
lowpass band breaks down into a set of bandpass subbands By, ..., By and lower lowpass sub-
band H;. The resulting lower lowpass subband is subsampled by a factor of 2 along the x and
y directions. This process is repeated until we arrive at the desired scale of decomposition.
Fig. 2.2 shows an image of size 128 x 128 pixels decomposed to its steerable pyramid subbands.
This example shows 4 orientations and 3 scales. Each scale has 4 orientations. The first scale is
128 x 128 where the second and third scales are 64 x 64 and 32 x 32 respectively. Finally, the last
subband is 16 x 16 pixels [59].
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Figure 2.3: Image partitioning into 16 x 16 overlapping blocks.

Singular value decomposition (SVD)

Singular value decomposition has been used in several fields such as data compression, signal
processing and pattern analysis [6,61]. An N x M matrix A € RN*M of rank Jj can be factored in
the form

A=P3QT (2.1)
where

_|% O

z_[ 5 0] 2.2)

isan N x M diagonal matrix and X, = diag(c1,0>,...,0;) is a square diagonal matrix with pos-
itive diagonal entries called the singular values of A, and orthogonal matrices P € RV*" and
Qe RMM,

2.3 The proposed method

In the proposed method, an image is partitioned into blocks of size 16 x 16 using a 16 x 16 sliding
window which is shifted by one pixel per step as shown in Fig. 2.3. This results in 246,016
blocks for an image of size 512 x 512. To reduce the computational complexity, each block is
decomposed into a 4 x 4 block using steerable pyramid decomposition. A 4 x 4 block has 4
nonoverlapping 2 x 2 sub-blocks. SVD is applied to each 2 x 2 sub-block to extract a single
singular value which is the corresponding feature as shown in Fig. 2.4. This results in 4 features
per 4 x4 block. Thus, each original 16 x 16 block is represented by a vector of only 4 features. Fig.
2.5 shows a block diagram of the feature extraction process. The indices of the original blocks
are stored with the feature vectors so that each pixel is associated with a feature vector.
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The feature vectors are sorted lexicographically so that similar vectors are close which sim-
plifies the search process. The KS test is applied to the sorted feature vectors. The empirical and
reference CDFs F,, and F are represented by the two feature vectors being compared. If the test
statistic is below or equal to the threshold, the two feature vectors are said to match and belong
to the same distribution. Conversely, if it is above the threshold, the vectors are said to differ
and belong to different distributions. Pixels belonging to the same distribution share the same
features and so one group is said to be forged.

Pixels in the same region often share the same features such as brightness and color. Thus,
applying the KS test to the corresponding feature vectors may increase the false positive rate.
To avoid this problem, a minimum distance between pixels is employed. The distance between
two pixels is defined as

D =xy—x1|+1y2— 1l

where (x1,y;1) and (xp, y») are the coordinates of the pixels. If D = d where d is a minimum
distance threshold, then the pixels are said to be in different regions. This threshold should
be high enough to avoid detecting pixels in the same region, but if it is too high forged pixels
in different regions may be missed. A good threshold should have low false positive and false
negative rates. To find the best threshold, several values were tested between 10 and 100 pixels
with increments of 10 pixels. False positive and false negative rates were calculated for each
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Figure 2.6: Block diagram of the proposed algorithm.

value and the best value was found to be 50 pixels. A block diagram of the proposed algorithm
is shown in Fig. 2.6.

2.4 Results and discussion

In this section, experimental results are presented to evaluate the effectiveness of the pro-
posed method for image forgery detection. This method is compared with state of the art im-
age forgery detection methods in terms of complexity and robustness to post-processed tech-
niques.

2.4.1 Image dataset

The CoMoFoD image database [36] is used here to evaluate the image forgery methods. This
database consists of two groups of images, one with 200 images of size 512 x 512 and the other
with 60 images of size 3000 x 2000. The small scale images are classified into 5 categories: trans-
lation, rotation, scaling, distortion, and combination of all previous. Each category consists of
40 images and all images are processed using 6 post-processing techniques. These techniques
are brightness change (BC), contrast adjustment (CA), color reduction (CR), and image blurring
(IB). The proposed method has been evaluated on the 40 images of the translation category and
4 post-processing techniques BC, CA, CR, and IB. The proposed method has also been evalu-
ated on one high resolution image of size 3000 x2000. All images have 8 bit color vectors. Forged
regions have been added to these images and modified using 4 different post-processing tech-
niques [36]. For BC, the range of the color intensity values was changed by mapping the inten-
sity to values between lower and upper bounds. Intensity values that fall outside these bounds
are set to the corresponding minimum or maximum value. For CA, the image contrast is ad-
justed by mapping the range of color intensity values to a new interval bounded by lower and
upper bounds. For BC and CA, the bounds are (0.01,0.95), (0.01,0.9), and (0.01,0.8), denoted
by 1, 2 and 3, respectively. For CR, the intensity values for each color are quantized to a smaller
range. The ranges are (0,32),(0,64), and (0,128) denoted by CR1, CR2 and CR3, respectively.
For 1B, the images are blurred by adding Gaussian noise to the intensity values. The mean of
the noise is ¢ = 0 and the variances are o = [0.009,0.005,0.0005] denoted by IB1, IB2 and IB3,
respectively [36]. This is known as Gaussian blur. Note that IB1 is the highest level of blurring,
whereas BC3, CA3, and CR3 are the highest levels of change for the other techniques. Fig. 2.7
shows examples of forged images from CoMoFoD database. Column 1 is showing the original
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image, column 2 is showing the binary mask to show the duplicated regions, and columns 3 to
6 are showing examples of forged images post-processed with techniques BC, CA, CR, and IB
respectively. The post-processing techniques showing in this table are at the highest level.

Original Image Binary Mask Forged Images
CA CR

Figure 2.7: Examples of forged images from the CoMoFoD database.

2.4.2 Performance analysis

Fig. 2.8 shows the performance of the proposed algorithm on 5 images from the CoMoFoD
database. These images were selected because they show the performance for different sizes
and numbers of forged regions. The first two columns show the original and forged images.
Columns 3 to 6 show the results with the images after post-processing has been applied to the
forged region, i.e. the detection results after BC1, CAl, CR1 and IB1 post-processing. The origi-
nal region is circled in green and the forged region is circled in red. Thus in the first image, the
bird was copied along with part of the adjacent area to make the color more consistent with the
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Original Image Forged Image Results
BC1 CAl CR1 IB1

Figure 2.8: The results obtained using the CoMoFoD database.

surrounding area after pasting. This makes the forged region hard to detect. In all cases, the
proposed algorithm was able to detect the forged regions. The proposed method was able to lo-
cate and mask the forged region accurately even with a small region as in image 4 and multiple
regions as in image 5.

To evaluate the robustness of the proposed algorithm against post-processing, all 3 levels of
each technique are considered. Fig. 2.9 shows the results for four images from the database.
This shows that the forged regions were detected in all 12 cases. The accuracy of the proposed
algorithm for the 200 images in the database is evaluated using precision and recall. Typically,
precision and recall are calculated at the image level, i.e. based on how many images are cor-
rectly classified as forged, but to provide more accurate results, the precision and recall are
calculated per pixel here. In other words, precision and recall are calculated based on the per-
centage of pixels in the image that are correctly classified.
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Original Image Forged Image Image After Post-processing

Figure 2.9: Four images altered using different levels of post-processing.
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The precision, recall and F1_score are given by

.. Forged region N Detected region TP
Precision = - = , (2.3)
Detected region TP+FP
Forged region N Detected region TP
Recall = - = , (2.4)
Forged region TP+FN

2 x Precision x Recall
F1_score = — , (2.5)
Precision + Recall

where TP is the true positive rate which is the number of forged pixels detected as forged, FP
is the false positive rate which is the number of pixels incorrectly detected as forged, and FN
is the false negative rate which is the number of forged pixels incorrectly detected as original.
Precision is a good measure of the false positive rate whereas recall is a good measure of the
false negative rate. F1_score is the weighted average of precision and recall which means it
takes both false positives and false negatives into account. A good detection technique should
have high precision, high recall, and high F1_score.

To calculate TP, FP and FN, the results are binarized using the Otsu method [46] for com-
parison with the binary masks from the database. In a binary mask, the intensity values of the
forged pixels are set to 1 and the intensity values of the original pixels are set to 0. Fig. 2.10 illus-
trates the precision and recall for the three levels of each of the four post-processing techniques.
The results obtained are calculated by averaging over all 40 images chosen for evaluating this
method. These results show that the precision and recall rates are almost constant over the lev-
els with a maximum variation of +2% except for blurring which reduces the precision to 34%
at the highest level. This consistency reflects the robustness of the proposed algorithm even
with image post-processing. The precision achieved is more than 95% for three of the post-
processing techniques, and except for the highest level of blurring it is greater than 75%.

Table 2.1 presents FP for the three levels of each post-processing technique. This shows
that FP increases as the level of post-processing increases and reaches a maximum of just over
1% except for image blurring which is 4% for the highest level of blurring (¢ = 0, o = 0.0005).
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Figure 2.10: Precision and recall with image post-processing (a) brightness change, (b) contrast
adjustment, (c) color reduction, and (d) image blurring.

Table 2.2 presents the results for one image with the proposed and three other methods
[10, 13, 19]. The binary mask is shown along with the result for the other three methods for
comparison with the proposed method. The forged region and the region where it was copied
from are shown in white and the reminder of the image is shown in black. The feature size per
block for each method is given in the last column. Table 2.3 presents the results for one image
of size 3000 x 2000 from the CoMoFoD high resolution database. The proposed method was
able to detect the forged regions with an F1_score of 68.5%. The high precision and low recall
mean that the proposed method has a low false positive as well as a high false negative ratio.
Conversely, the method [19] was not able to detect the forgeries in this image due to the high
complexity of the feature vectors used per block (i.e. 64 features) which exceeded the maximum
array size of the software used.

The size of the feature vectors has a significant effect on the complexity. Thus, the main goal
of the methods in [10,13,19] is to reduce the feature size while providing good detection perfor-
mance. However, applying post-processing to an image may result in losing important features
that can be used to find similar image blocks. For this reason, reducing feature size may result
in the loss of more information which will affect the robustness against post-processing tech-
niques. The last column in Table. 2.3 shows that the proposed method was able to accurately
detect forged regions using only 4 features per block compared to the other methods which re-
quire 64, 32, and 16 features per block. The performance using the 200 small size images in the
CoMoFoD database is given in Tables 2.4 and 2.5. In terms of precision, recall, and F1_score,
the proposed method is the best while the technique in [19] is better in terms of the compu-
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Post-processing technique Parameters FP (%)

BC (0.01, 0.95) 0.60

(lower bound, upper bound) (0.01, 0.9) 0.76
' HPP (0.01, 0.8) 1.08

CA (0.01, 0.95) 0.57

(lower bound, upper bound) (0.01, 0.9) 0.57
4P (0.01, 0.8) 0.57

(0, 32) 0.58

(lower boundCIL{l er bound) (0, 64) 0.56
P (0, 128) 0.54

u=0,02=0.009 1.11
IB u=0,02=0.005 1.80
u=0,02,=0.0005 4.08

Table 2.1: FP for different levels of post-processing.

tation time. This is because the Big-O complexity of computing the DCT coefficients is O(NV)
while the Big-O complexity of SVD is O(N?). However, the SVD features are better suited to im-
age post-processing as the proposed method performed better than the other techniques for all
four post-processing techniques using the lowest number of features.

2.5 Conclusion

In this chapter, a new copy-move forgery detection algorithm was presented which is based on
SVD and the KS test. The singular values are used as features. The feature vectors are sorted
lexicographically to reduce the false positive rate. The KS test is then used to extract similar
features. The performance of this method was tested using the CoMoFoD database. The re-
sults obtained show that the proposed method can detect forgeries at a pixel level and has a low
false positive rate of less than 4%. Furthermore, this method is robust to post-processing tech-
niques such as brightness change, contrast adjustment, color reduction, and image blurring.
Although this method has a slightly longer computation time compared to one other method,
the proposed method had the highest precision, recall, and F1_score which averaged 95% for
brightness change, contrast adjustment, and color reduction. For image blurring, it achieved
the highest precision, recall, and F1_score which are 70%, 82.7%, and 75%, respectively. The
proposed method uses only 4 features per block which is smaller than the number used in the
other methods.
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Original image Forgedimage Binarymask | Method Results Feature size
Ref. [19] 64
Ref. [13] 32
Ref. [10] 16
Proposed 4

Table 2.2: Copy-move forgery detection results for the proposed and three other methods [10,
13,19].

Original Image Forged Image Binary Mask Results Precision Recall F1_score

L

[ R FRAN A L

T

ll\l.‘ i

Table 2.3: The results obtained for a 3000 x 2000 image from the CoMoFoD database.

Brightness Change Contrast Adjustment . .
Method . . Computation time (s)
Precision (%) Recall (%) Fl-score (%) Precision (%) Recall (%) F1-score (%)
Ref. [10] 59.3 46.4 49.7 57.1 44.5 47.7 2495
Ref. [19] 57.5 76.9 58.4 53.7 78.8 55.0 51
Proposed 95.7 93.9 94.8 95.9 94.2 95.0 604

Table 2.4: Comparison of the proposed and two other methods [10, 19].
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Color Reduction Image Blurring

Method . . Computation time (s)
Precision (%) Recall (%) Fl-score (%) Precision (%) Recall (%) F1-score (%)

Ref. [10] 59.1 46.4 49.5 39.2 30.7 32.6 2495

Ref. [19] 57.0 78.8 58.5 53.0 70.6 51.0 51

Proposed 96.5 95.3 95.9 70.0 82.7 75.8 604

Table 2.5: Comparison of the proposed and two other methods [10, 19].
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Figure 3.1: Example of image splicing [62].

Chapter 3

Image Splicing Detection Using Mask-RCNN

The advent of the internet along with the plethora of social media and other applications has
made digital images a dominant source of information. They are used to document evidence for
legal purposes as well as in medical imaging for diagnostic purposes, sports, and many other
fields [1-3]. While digital imaging provides numerous possibilities for creation, it can also be
used to produce forged documents. Image forgery is almost as old as photography itself and
started as early as 1865 when photographer Mathew Brady added General Francis P. Blair to an
original photograph to make it appear that he was present as shown in Fig. 3.1.

Image editing tools have become commonplace and even sophisticated software is available
free of charge. This allows anyone with a computer to easily manipulate an image. As a con-
sequence, forged images can be found everywhere, on the covers of magazines, in courtrooms,
and on the internet. Therefore, a robust and effective method for image forgery detection is of
great importance in digital image forensics.

Image forgery detection techniques can be classified into two categories: active and pas-
sive. In active methods, certain information is embedded into the image during creation such
as a watermark or signature. With these methods, image tampering is detected by analyzing the
watermark or signature. Although watermarking can protect an image from theft, its applica-
tion is limited because human intervention is required to recover the original watermark-free
image. Conversely, passive techniques do not require manual processing [7]. Forgery changes
the image feature statistics and introduces artifacts resulting in inconsistencies. Most passive
techniques use these inconsistencies to identify forged images.
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Image tampering can be done in several ways such as image splicing, retouching, and copy-
move forgery [4]. Copy-move forgery refers to copying a part of an image and pasting it into the
same image to conceal or change information. Several methods have been introduced to detect
and localize copy-move forgeries [63]. Image retouching is used to change the appearance of a
subject in an image [5]. In image splicing, part of an image is copied and pasted into another
image to hide or add information. Image splicing is widely used to create forgeries in images.
Several approaches have been proposed to detect image splicing based on the abnormal tran-
sients at splicing boundaries. A method for image splicing detection based on a natural image
model was introduced in [64]. This model uses statistical features extracted from the image
and 2-D arrays generated by applying a multi-size block discrete cosine transform (MBDCT) to
the image. The statistical features include moments of characteristic functions of wavelet sub-
bands and Markov transition probability matrices. In [65], the method in [64] was improved by
capturing intra-block and inter-block correlations using DCT coefficients. The original Markov
model obtained using a discrete wavelet transform (DWT) was used to extract addiitonal fea-
tures. Then, the cross-domain features were used to train a support vector machine (SVM)
classifier.

In [66], grey level run length matrix (GLRLM) texture features for forged and original images
were determined. Then, statistical features extracted from the GLRLM were used to train an
SVM for classification. In [67], an approach based on statistical features obtained from the run
length and image edges was proposed. The method in [67] was improved in [68] by using a
detection algorithm based on approximate run lengths. This improved the detection accuracy
from 69% to 75% in less time.

Deep neural networks such as deep belief network [69], deep autoencoder [70] and Convo-
lutional Neural Network (CNN) [71] have recently been used to extract useful, high-level struc-
ture representations. This allows deep learning networks to generalize well across a wide variety
of tasks such as image classification [28] and speech recognition [72]. This has led to their use
in source identification [73,74] and image and video manipulation detection [32,75-77]. ACNN
model was introduced by in [32] to detect image splicing by extracting dense features from im-
age patches. These features are concatenated and then a pooling operation (max or mean) is
applied on each patch feature. Then, an SVM classifier is trained on these features for classi-
fication. In [78], a two-stage deep learning approach was introduced to detect tampering in
images. First, a stacked autoencoder model is trained on the wavelet features of the images to
learn complex features for each image patch. Then, the contextual information of each patch is
integrated and used for detection.

A good detection method should consider low resolution images resulting from compres-
sion or resizing. Thus in [79], a shallow CNN (SCNN) was trained to distinguish the boundaries
of forged regions from the original edges in low resolution images by discriminating changes in
chroma and saturation. This was done by first converting the image from RGB space to YCrCb
space. Then, only the CrCb channels were used in the convolutional layers to exclude the illu-
mination information. A different approach to copy-move forgery detection (CMFD) based on
a CNN was proposed in [80]. In this method, a pre-trained CNN model was fine tuned using
3000 forged images from the ImageNet database. These images were generated by randomly
moving a rectanglular block from the upper left corner of the images to the centre.

In this chapter, a supervised Mask-RCNN is used to learn the hierarchical features result-
ing from forgery operations such as image splicing. To generate the initial feature map, a new

30



ResNet architecture called ResNet-conv is introduced. This is obtained by replacing the feature
pyramid network FPN in ResNet-FPN [81] with a set of new convolutional layers. A comparison
is made between ResNet-FPN and ResNet-conv in terms of the convergence speed. Different
ResNet architectures have been tested and compared including ResNet-50 and ResNet-101 [82].
For faster convergence, a transfer learning strategy is used to initialize the proposed network.
Different initialization techniques have been developed and compared such as ImageNet [83],
Xavier_normal [84] and He_normal [24]. The proposed method is shown to have a higher effi-
ciency than these techniques.

The remainder of this chapter is organized as follows. Section 2 briefly discuss the frame-
work of Mask-RCNN, Section 3 presents the algorithm used to generate the dataset, the experi-
mental results, comparisons and analysis. Finally, the conclusions are drawn in section 4.

3.1 Mask-RCNN

A CNN consists of several convolutional and pooling layers and ends with one or more fully
connected layers. Each convolutional layer consists of three steps, convolution, non-linear ac-
tivation and pooling. After each convolutional layer, a feature map is generated and passed to
the next layer. A convolutional layer can be represented by [32]

F"(X) = pooling(f"(F" ' (X) * W" + B™) (3.1)

where F"(X) is the feature map for layer n of the convolution with kernel and bias given by W”
and B", respectively, and * denotes convolution.

The mask regional convolutional neural network (Mask-RCNN) model was developed in
[65] for semantic segmentation, object localization, and object instance segmentation. Mask-
RCNN outperformed all existing single model entries on every task in the 2016 COCO challenge
including large-scale object detection, segmentation, and captioning dataset [86]. Mask-RCNN
consists of two stages. The first stage, called region proposal network (RPN), scans the initial
feature maps and generates region proposals or regions of interest (Rol) which is the same pro-
cess employed by the faster-RCNN model [87]. In the second stage, an operation known as Rol-
pooling [88] is applied to each Rol to downsample the feature map by using a nearest neighbour
approach. This process selects important features from the feature map. Rol-pooling can result
in misalignment between the Rol and the extracted features, so Rol-align is applied to each Rol
to create more accurate Rols. In Rol-align, the value of each sample point is calculated using
bilinear interpolation from the nearby grid points on the feature map. In addition to predict-
ing the class and bounding boxes for each object, Mask-RCNN also generates a binary mask
for each Rol using a fully convolutional network (FCN). Fig. 3.2 shows the framework of the
Mask-RCNN network.

Both stages of the Mask-RCNN are connected to the backbone structure. The backbone is
another deep neural network that is used to create the initial feature map. In principle, the back-
bone network could be any CNN pre-trained on an image dataset such as ResNet [82]. ResNet
is an artificial neural network (ANN) that is based on residual learning. In residual learning, a
network is trained by feeding the output of an initial layer to advanced layers to share the earlier
residuals [82].
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Figure 3.2: The Mask-RCNN framework [65].

3.2 Proposed method

With the advent of new techniques, a forged image can easily be processed to make it more dif-
ficult for a human to detect the forgery [89]. In this section, the proposed method is presented
and experiments are conducted to evaluate the effectiveness in detecting image forgery. To cre-
ate a robust model, it is trained on a large dataset that contains different examples of forgery.

3.2.1 Image dataset

In order to generate a robust deep learning model, a sufficiently large dataset is required that
contains different kinds of forgery. Currently available image forgery datasets are not large and
do not cover a wide range of forgeries. For this reason, a computer generated dataset is used to
train the proposed model.

Computer generated forged images have been created using the COCO dataset [86] and a
set of random objects with transparent backgrounds [90]. This dataset consists of 80 classes,
80,000 training images and 40,000 validation images. The images have dimensions 480 x 640
pixels. To create image splicing, an object Y was chosen randomly and pasted into a random
image X from the COCO dataset to create the spliced image Z which can be represented by

X+Y=>2Z M (3.2)

where M represents the output binary mask. The COCO dataset was originally developed for
detecting different types of objects such as cars, people and vegetables. However, the proposed
network is specifically designed to detect forged regions in images. Thus, the original COCO
dataset labels are not used for training. Instead, a new binary mask M is generated for each
spliced image with the forged region shown in white and the original region in black.

Fig. 3.3 gives three examples of forged image generation using image splicing. A subset of
21,000 images was selected randomly from the 80,000 training images to create forged images
and an equal number of original images was selected for a total of 42,000 training images. Vali-
dation images were created similarly by selecting 905 original images and an equal number for
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Original image (X) | Object (Y) | Forged image (Z) | Binary mask (M)

Figure 3.3: Examples of forged image generation.

forged images from the validation images in the dataset for a total of 1810 images. Validation
images were selected randomly and are different from the images chosen for training. This en-
sures the model is evaluated on images not used during training for accurate evaluation. To
complete the dataset, binary masks were created for each image with the forged pixels labeled
by ones and the others labeled by zeros.

A forged image can be post-processed to alter any artifacts resulting from the forgery pro-
cess. To create a robust model that can detect forgeries in post-processed images, image aug-
mentation techniques were used on the computer generated dataset. These techniques are ro-
tation, shift, shear, and zoom. In rotation, the image is rotated with an angle chosen randomly
between 0° and 360°. In shifting, a spatial shift is applied to the image with a width and height
shift chosen randomly between 0 and 0.4. After shifting an image, it is cropped to its original
dimensions. In shearing, a random transformation intensity between 40° and —40° is used to
create a shear matrix. Then this matrix is applied to the image using an affine transformation
which results in the upper part of the image shifted to the right and the lower part to the left. In
zooming, a zoom is applied to the image by randomly selecting two zoom values from the range
[1,10] for the image width and height. These values are used to create the zoom matrix which is
applied to the image using an affine transformation. After zooming, the image is cropped to its
original dimensions. Each of the four augmentation techniques is applied to an image during
the training process with probability 0.50. Thus, an image has no augmentation or all four tech-
niques applied with probability 0.0625. Adding augmented images expands the image dataset
which improves the generalization ability and helps prevent overfitting.

3.2.2 Implementation

A Mask-RCNN model is used with the ResNet model to extract the initial feature map. This
is based on an existing implementation by Matterport Inc. released under MIT License [91].
Stochastic gradient descent (SGD) optimization is used to optimize the proposed model with a
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momentum of 0.99 and a weight decay of 0.001. Using SGD with momentum helps accelerate
the gradient vectors in the correct direction, thus leading to faster convergence [92]. Further,
a small weight decay is multiplied by the weights after each update iteration to prevent the
weights from growing too large. An initial learning rate of 0.01 is used and this is reduced by
10% if the validation loss does not decrease for 3 consecutive epochs where an epoch denotes
an iteration over all training examples. A reducing learning rate helps fine tuning the model to
reach its local minimum. The proposed method was implemented using Keras [93] and evalu-
ated on an NVIDIA GeForce GTX 1080 Ti GPU with a memory bandwidth of 11 Gbps.

3.2.3 Initialization

The initialization plays an important role in the convergence speed of a neural network. A

good initialization strategy can reduce the feasible parameter space and help the network learn

robust features related to the tampering operations rather than complex image content. Ini-
tialization can be done using random weights. Examples of random weight initializations are
Xavier_normal [84], He_normal [24], Random_normal [94], and Random_uniform [95]. In Xavier_normal,
the weights of the network are initialized from a distribution with zero mean and variance

0?=1/Nip, (3.3)
where N;, is the number of incoming neurons. He_normal has a similar variance given by
0% =2/Njy. (3.4)

Initialization can also be done using the weights of a network trained on a large dataset. In
this case, the weights of a network are used to initialize another network to perform a different
task. The ImageNet dataset has been used to pre-train networks such as ResNet [83]. This is
because ImageNet contains over 14 million images which belong to more than 20,000 classes.
Hence, networks pre-trained on ImageNet can learn a wide variety of features and so can be a
good backbone.

Fig. 3.4 presents the network convergence with initialization using a ResNet network pre-
trained on ImageNet [83], Xavier_normal [84] and He_normal [24]. The training and validation
losses are defined as L = L;js+ Lpox + Linask Where L. is the classification loss, Ly, is the
bounding-boxloss, and L;, sk is the mask loss [82]. Classification loss is calculated using sparse
categorical cross-entropy, bounding box loss is calculated using smooth L; loss and mask loss
is calculated using binary cross-entropy [82]. These results show that the ResNet network pre-
trained on the ImageNet dataset outperforms the other techniques by about 0.1 in both training
loss and validation loss. Xavier_normal and He_normal converge to the same minimum value
which is about 0.2. The convergence speed is the same for both training and validation for all
three methods which indicates that the model can achieve the same accuracy on new examples
and overfitting did not occur.

3.2.4 Backbone

Convergence speed can also be improved based on the number of layers in the backbone. The
number of layers depends on how many features exist in the dataset and that the network needs
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Figure 3.4: Convergence performance for three different initialization methods, (a) training and
(b) validation.

to be trained on. For this reason, two different ResNet architectures were considered which
are ResNet-50 and ResNet-101 [82]. ResNet-50 consists of 5 stages. Stage 1 is the input stage
which consists of one convolutional layer followed by batch normalization and activation func-
tions to generate the initial feature map. Stages 2 to 5 have convolutional blocks and identity
blocks. Both blocks consist of convolutional layers followed by batch normalization and ac-
tivation functions. The convolutional blocks have an extra bridge to add residuals learned in
the input layer to the output layer. The ResNet-101 architecture is the same as ResNet-50 ex-
cept that it has 22 convolutional blocks in stage 4 compared to only 5 in ResNet-50. In total,
ResNet-50 has 50 layers while ResNet-101 has 101 layers.

To study the performance of the proposed model with ResNet-50 and ResNet-101 back-
bones, the convergence is compared. Both models were initialized with ImageNet weights [83]
and trained for an equal number of epochs. All layer weights have been used to initialize the
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Figure 3.5: Convergence performance for ResNet-50 and ResNet-101, (a) training and (b) vali-
dation.

proposed model except the output layer. This is because the ImageNet weights are for 1000 out-
put categories while our network output has only two categories: original and forged. Fig. 3.5
shows the training loss and validation loss versus the number of epochs. Although ResNet-101
contains twice the number of convolutional layers as ResNet-50, the training loss with ResNet-
50 converges to a lower minimum. The difference in validation loss is even greater. This is
because the number of layers in ResNet-50 is sufficient to learn the features in the dataset. On
the other hand, ResNet-101 has extra layers that cause overfitting, resulting in an increase in the
validation loss. Both models were tuned by reducing the learning rate by 0.005 if the validation
loss did not improve for 5 consecutive epochs.

ResNet-FPN has been shown to improve both the accuracy and speed of some tasks [91]. A
feature pyramid network (FPN) is a feature extractor designed in a pyramid for the purpose of
generating multi-scale feature maps. FPN requires its own backbone network in order to create
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Figure 3.6: The backbone architectures for (a) ResNet-FPN [81] and (b) ResNet-conv.

the feature pyramid.

To detect image forgeries, the proposed model needs to learn features based on the artifacts
resulting from forgeries. Adding more layers to the backbone network may increase the conver-
gence speed, but can also lead to overfitting. To choose a backbone suitable for our problem,
ResNet-FPN is compared with a simplified version of ResNet called ResNet-conv. In ResNet-
cony, the FPN network is replaced by four convolutional layers each with 256 filters, one layer
for each of the 4 feature maps created by ResNet. Fig. 3.6 shows the ResNet-FPN and proposed
ResNet (ResNet-conv) structures.

Fig. 3.7 presents the convergence performance with ResNet-FPN and ResNet-conv. For a
fair comparison, both networks were trained for the same number of epochs. Although, ResNet-
FPN has lower validation and training losses than ResNet-conv up to epoch 30, the losses sub-
sequently converge to the same minimum for both networks. Thus, adding FPN to ResNet does
not improve the training which indicates that the feature maps created by ResNet have suf-
ficient features to differentiate between the original and forged regions in an image. This is
because the features in a forged region are related to sharp edges, color consistency with sur-
rounding pixels, and differences in contrast and brightness which are basic features that can
be learned in backbone training. FPN is a very complex network that may be necessary for
more complex problems such as instance segmentation of objects [85], In summary, the results
presented here show that an FPN is not required.

Fig. 3.8 presents the receiver operating characteristic (ROC) curve for the proposed network.
This illustrates the ability of the network to discriminate between original and forged regions.
It was created by plotting the true positive ratio (TPR) against the false positive ratio (FPR) at
different threshold values. TPR and FPR are given by

T
TPR=—2 (3.5)
Tp +FN
F
FPR= —2 (3.6)
TN+Fp

where Tp is true positive which represents the number of pixels that are correctly detected as
forged, Fy is false negative which represents the number of pixels that are falsely detected as
original, and T} is true negative which represents the number of pixels correctly detected as
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Figure 3.7: Convergence performance for ResNet-50 with and without an FPN, (a) training and
(b) validation.

original. Thus, TPR and FPR are determined at the pixel level. They can be calculated by com-
paring the output binary mask with the truth binary mask. Threshold values from 0 to 1 in steps
of 0.01 were used to calculate TPR and FPR for the ROC curve. The network performance can
also be measured by calculating the area under the curve (AUC) which has a value between
0 and 1. A high AUC means high TPR and low FPR and thus precise model predictions. The
proposed network has an AUC value of 0.967, which is excellent.

3.3 Conclusion

In this chapter, a new image forgery detection method based on a Mask-RCNN network was
introduced. A new backbone architecture called ResNet-conv was designed to create the initial
feature map to train the Mask-RCNN. This new backbone is a simplified version of ResNet-FPN
which is obtained by replacing the FPN with convolutional layers. ResNet-conv was shown to
have the same convergence speed as ResNet-FPN. Two ResNet architectures were considered,
ResNet-50 and ResNet-101. The convergence of ResNet-50 was shown to be faster. This is be-
cause features related to forgeries are basic features that can be learned in the early layers of the
network. Using additional layers does not improve the detection accuracy but rather slows con-
vergence. The proposed method was trained and evaluated using computer generated forged
images. Different augmentation techniques were used to create a model that is robust to several
post-processing techniques. The ImageNet, Xavier_normal and He_normal initialization tech-
niques were considered. Initialization with ImageNet weights outperforms other techniques by
about 0.1 in both training and validation losses. The network performance was evaluated us-
ing the AUC. The proposed network achieved a high AUC of 0.967. Thus, it is able to classify
forgeries with high precision.
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Chapter 4

Localization and Detection of Copy-Move
Forgery in Post-processed Images using
U-Net

The rapid growth in digital technologies has significantly increased the popularity of social me-
dia services such as Facebook and Instagram. This has led to a huge growth in the number of
images distributed every day through the internet. Many of these images have been manipu-
lated such that they may mislead viewers and distort the truth. The distribution of such images
can have very serious consequences, so determining the authenticity of digital images is of great
importance.

Several methods to detect copy-move forgeries have been developed. Most of these are
block based, key-point based or transform based methods. In [96], a singular value decom-
position (SVD) technique was proposed to extract image features. First the image is partitioned
into square blocks and then SVD is applied to each block to obtain the feature vectors. These
vectors are sorted lexicographically and matched by calculating the distances between them.
The main advantage of this approach is the ability to represent an image by feature vectors of
small dimension. However, SVD requires many matrix multiplications to extract the feature
vectors which results in high computational complexity.

Although block based methods can detect forgeries with high accuracy, they often fail when
post-processing such as rotation, scaling, and JPEG compression is employed on the forged
images. Further, the computational complexity of these methods is high due to the image par-
titioning required before feature extraction. Conversely, key-point based methods do no not
need this partitioning. Instead, features are extracted directly from the images using techniques
such as the scale invariant feature transform (SIFT) and speeded up robust features (SURF) [42].
These techniques extract features based on entropy. Then, the features are matched using ap-
proaches such as clustering or Euclidean distance. If two regions have similar features, then one
is considered to be forged. Key-point based methods are faster than block based methods, but
they may fail to detect flat copied regions, i.e. regions with a highly uniform texture. They also
have a higher false positive rate (FPR) than block based methods especially with highly textured
areas [97].

While block based and key-point based methods can provide excellent accuracy in image
forgery detection, this comes at the cost of high computational complexity. Thus, developing

40



low complexity techniques that can detect image forgeries without sacrificing accuracy are crit-
ical to the field of image forensics. In this chapter, a new image forgery detection technique is
proposed which is based on a U-Net model. A computer-generated dataset is used to train this
model. This dataset is created using the COCO dataset [86] and a set of random objects [90].
To train a robust model against image post-processing, data augmentation is applied to im-
ages in the dataset. Six different post-processing techniques are considered, namely brightness
change (BC), contrast adjustment (CA), color reduction (CR), image blurring (IB), JPEG com-
pression (JC), and noise addition (NA). The proposed method is compared with several well-
known techniques in terms of accuracy, time complexity and image post-processing using the
well-known CoMoFoD dataset [36].

The remainder of this chapter is organized as follows. Section 2 provides a review of exist-
ing deep learning approaches for image forgery detection. Section 3 discusses augmentation
techniques, the proposed U-Net framework and the algorithm used to generate the augmented
dataset. The experimental results, comparisons and analysis are given in Section 4. Finally,
some conclusions are drawn in Section 5.

4.1 Deep learning

Deep learning networks such as deep autoencoder [70] and convolutional neural network (CNN)
have achieved considerable success in many fields such as classification [28], semantic segmen-
tation [82], and speech recognition [72]. More recently, deep learning has been employed in the
field of image forensics. In [32], a deep learning approach was introduced which is based on a
CNN model to detect image splicing. First, an image is divided into non-overlapping 128 x 128
patches. Second, image features are extracted from image patches using convolutional lay-
ers, and then these features are concatenated and pooled using a max pooling layer. Finally,
a support vector machine (SVM) classifier is trained on the extracted features. Another CNN
based technique was introduced in [35]. This method uses ResNet-50 as a backbone to convert
the input image into a feature map. The Feature Pyramid Network (FPN) is replaced by a set
of convolutional layers to generate multiscale feature maps. Then these maps are input to a
Mask-RCNN to locate forgeries.

In [98], a ringed residual U-Net (RRU-Net) for image splicing detection was introduced.
RRU-Net combines residual propagation and residual feedback to learn features related to im-
age splicing. Residual propagation acts like the recall mechanism of the human brain and is
used to solve the degradation problem in the deep network. Residual feedback consolidates
the input feature information to increase the differences in the image attributes of the original
and forged regions. In [99], a dense U-Net approach was proposed to detect image forgeries.
This network uses the cross-layer intersection technique to determine the multiscale contribu-
tion of shallow-layer features of the predicted segmentation. It was evaluated using several well
known datasets but tested only against JPEG post-processing.

Deep learning techniques have also been used to detect copy-move forgeries. In [100], a
deep learning architecture called BusterNet was introduced to detect these forgery. A BusterNet
network consists of two branches to locate potential manipulated regions via visual artifacts
and copy-move forgery via visual similarities, respectively. These features are combined in a
fusion layer to localize the forged region and the source. A data-driven strategy to solve the
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problem of small datasets was introduced in [101]. This approach is based on two branches.
The first consists of a generator to generate forged images and a discriminator to detect if an
image is forged or real, while the second is a similarity detection network to extract regions
with similar features. The feature vectors from these branches are combined in a fusion layer
and an SVM classifier is trained using these features to locate forged regions.

Many techniques have addressed the problem of detecting image forgeries, however several
problems remain open such as image post-processing, overfitting, and computational com-
plexity. Post-processing is used to slightly change the appearance of an image. It is often ap-
plied to forged images to hide artifacts resulting from the forgery operation. Overfitting is a
challenge whenever deep learning is employed. This occurs when a model achieves a good fit
with the training data but fails to achieve the same results on new, unseen data. Computational
complexity is a significant problem with most non deep learning approaches. While the com-
plexity of training deep learning networks can be high, this need only be done once and the
resulting model can provide results quickly.

4.2 Proposed method

This section presents the proposed method and the experiments to evaluate the performance
in detecting image forgeries.

4.2.1 Network architecture

U-Net is based on a deep end-to-end encoder-decoder architecture that is used for segmenta-
tion. It has an encoder to convert the input image into a feature map and a decoder for upsam-
pling the feature maps resulting from downsampling to obtain a segmentation map.

In this chapter, a new U-Net architecture is presented which is specifically designed to de-
tect copy-move forgeries. It consists of a convolutional layer to convert the input image into
feature maps, 3 downsampling stages (encoder) followed by 3 upsampling stages (decoder) and
two convolutional layers to generate the output mask. Figure 4.1 shows the architecture of the
proposed network. First, an image of size 480 x 640 is converted into feature maps using a con-
volutional layer with a receptive field of size 3 x 3 and 64 filters. Then, these feature maps are
downsampled using 3 downsampling stages. Each downsampling stage consists of two convo-
lutional layers with receptive fields of sizes 3 x 3 and 2 x 2, and 64 and 32 filters, respectively.
Different receptive field sizes are used to extract features related to forgeries at different scales.
A rectified linear unit (ReLu) is applied to the extracted feature maps to ensure only useful in-
formation is retained. Finally, a 2 x 2 max pooling layer with stride 2 is used to downsample the
output feature maps by a factor of 2. Max pooling is used to improve convergence by discarding
less important features while keeping those related to forgeries. This also reduces the computa-
tional complexity of the convolution operations by reducing the size of the feature maps. Each
upsampling stage consists of a layer with a receptive field of size 2 x 2 and stride 2 for upsam-
pling the input feature maps by 2. This is followed by two convolutional layers with a receptive
field of size 3 x 3 and 64 and 32 filters, respectively. Then, a ReLu function is applied to the ex-
tracted feature maps. Finally, a convolutional layer with a receptive field of size 3 x 3 and stride
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Figure 4.1: The proposed encoder-decoder network framework.

2 followed by a convolutional layer with a receptive field of size 1 x 1 and stride 1 are used to
generate the output mask.

4.2.2 Training dataset

It is well-known that deep learning techniques can suffer from overfitting of the dataset used for
training. One means of avoiding this problem is to use a sufficiently large dataset that contains
different kinds of forgery. However, currently available datasets are not large and do not cover
a wide range of forgeries. In addition, it is time consuming to manually annotate a large num-
ber of images. Several techniques have been introduced to generate image forgery datasets by
simulating the forgery process [80]. However, most use a window of a specific shape such as
a rectangle to copy and paste forged regions. This results in a network that overfits the gener-
ated dataset and can only detect forgeries with a similar shape. A more robust model can be
obtained by training on a dataset that has a greater variety of forged images.

In this chapter, forged images are created using the COCO dataset [86] and a set of random
objects [90]. These random objects have transparent backgrounds to avoid generating forged
regions with specific boundaries such as a rectangle or circle. The COCO dataset was originally
developed for detecting objects such as people and animals and consists of 80 classes, 80,000
training images and 40,000 validation images. This enables us to generate different kinds of
forged images and to avoid overfitting certain types of objects. All images have dimensions
480 x 640 pixels. To create a forged image, an object is chosen randomly and pasted into a
random image from the COCO dataset.

The proposed network is specifically designed to detect forged regions in images so new
labels are created to represent the forged regions. Most techniques label all forged region as
forged. This results in a network that learns features related to the objects such as color, bright-
ness, and shape which are not forgery features. However, the key features related to forgeries
are the artifacts that appear at the boundaries of the forged regions such as sharp edges. Hence,
forgery labels are given to those pixels that lie across these boundaries. This produces a model
that has learned features related to the actual forgeries. Figure 4.2 gives three examples of forged
images from the generated dataset.

43



Original image | Object Forged image Binary mask

¥

-

-~

Figure 4.2: Examples of the forged images generated.

4.2.3 Evaluation dataset

In this chapter, the CoMoFoD image dataset is used to evaluate the robustness of the proposed
network for image forgery detection. This dataset consists of 200 images of size 512 x 512 classi-
fied into five categories, namely translation, rotation, scaling, distortion, and a combination of
these four techniques. Each category consists of 40 images and all images are processed using
6 post-processing techniques. These techniques are brightness change (BC), contrast adjust-
ment (CA), color reduction (CR), image blurring (IB), noise addition (NA) and JPEG compres-
sion (JC). For BC, the color intensity values are mapped to a new range defined by upper and
lower bounds. Any intensity values beyond this range are set to the corresponding minimum or
maximum value. For CA, the color intensity values are mapped to a new interval bounded by
upper and lower bounds. The bounds used for BC and CA are (0.1,0.95), (0.1,0.9) and (0.1,0.8)
denoted by BC1, BC2 and BC3, respectively. With CR, the color intensity values are quantized
from (0,256) to a smaller range. These ranges are (0,32), (0,64) and (0, 128) denoted by CR1, CR2
and CR3, respectively. For IB, noise is added to the intensity values by applying averaging filters.
These filters have sizes [3 x 3, 5 x 5, and 7 x 7], denoted by IB1, IB2 and IB3, respectively. For NA,
Gaussian noise is added to the intensity values to create what is known as Gaussian blur [102].
This noise has mean p = 0 and variance o = [0.009,0.005,0.0005] denoted by NA1, NA2 and NA3,
respectively. For JC, images are compressed with quality factors [20, 30, 40, 50,60, 70, 80,90, 100]
denoted by JC1 to JC9, respectively.

4.2.4 Data augmentation

Data augmentation is used to increase the size of a dataset without having to annotate more
images. This can be done by post-processing images to create altered versions which are added
to the dataset. An advantage of this approach is that the resulting model is better able to detect
forgeries in post-processed images. Four augmentation techniques are used here, namely rota-
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tion, shift, shear, and zoom. With rotation, the image is rotated by a random angle between 0°
and 360°. Shifting applies a spatial shift to the image with a width and height chosen randomly
between 0 and 0.4. After shifting, the image is cropped to its original dimensions. In shearing,
arandom transformation intensity between 40° and —40° is used to create a shear matrix. This
matrix is applied to the image using an affine transformation which results in the upper part of
the image shifted to the right and the lower part to the left. With zoom, two values are randomly
chosen from the range [1,10] corresponding to the image width and height. These values are
used to create a zoom matrix which is applied to the image using an affine transformation. Af-
ter zooming, the image is cropped to its original dimensions. Each of the four augmentation
techniques is applied to an input image during the training process with probability 0.50. Thus,
an image has no augmentation or all four techniques applied with probability 0.0625.

4.2.,5 Implementation

A deep learning network learns by means of a loss function which evaluates how well the net-
work can predict the given data. In the proposed method, binary cross entropy is used as the
loss function during training [103]

L=-ylog(p(»)-(1-ylog-p(), 4.1)

where y is the ground truth label (0 or 1) and p(y) is the prediction probability. Stochastic gra-
dient descent (SGD) optimization is used to minimize L with momentum 0.9 and weight decay
0.001. SGD with momentum accelerates moving the gradient vectors in the correct direction,
leading to faster convergence [92]. Further, the weights are multiplied by a small decay value
after each update to prevent them from growing too large. An initial learning rate of 0.01 is used
and this is reduced by 10% if the validation loss does not decrease for 3 consecutive epochs
where an epoch denotes an iteration over all training data. In addition, a reducing learning
rate is employed to help the model reach a local minimum. The proposed method was imple-
mented using Keras [93] and evaluated on an NVIDIA GeForce GTX 1080 Ti GPU with a memory
bandwidth of 11 Gbps.

4.2.6 Initialization

The initialization plays an important role in the convergence of a neural network. This can be
done using the weights of a network trained on a very large dataset such as ImageNet [83]. Such
networks have been shown to be able to learn a wide variety of features and thus are a good
backbone. However, this can lead to overfitting for tasks that have different kinds of features.
Initialization can also be done using random weights such as Xavier_normal [84], He_normal
[24], Random_normal [94] and Random_uniform [95].
Here, Xavier_normal [84] is used to initialize the proposed U-Net model. With Xavier_normal,

the weights of the network are initialized from a distribution with zero mean and variance

a?=1/N;,, (4.2)

where Nj, is the number of incoming neurons to a layer. This leads to bounded layer weights
given by
—\/E6/n§”+nl‘-’”t) <w; < \/E6/n§”+nl‘.’”t), (4.3)
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Method Precision Recall Flscore Computationtime Number ofimages detected as forged

(%) (%) (%) (seconds per image) (out of 200)

[100] 57.3 49.4 49.3 0.62 117

(63] 39.9 47.6 41.8 1.78 93

[104] 45.8 34.4 37.4 5.11 90

[105] 36.3 40.4 31.1 0.95 53
[106] (AlexNet) 51.1 83.5 63.3 - -
[106] (VGG) 49.7 72.0 58.8 - -
[8] 61.6 71.0 65.9 - -

Proposed 72.2 72.6 71.7 1.67 181

Table 4.1: Performance results for the CoMoFoD dataset with no post-processing.

where w; is a weight on layer i, n; " is the number of incoming network connections to layer i,
and n;.”” is the number of outgoing network connections from that layer. With Xavier_normal,
the variance of the input data is kept the same which helps keep the weights from exploding or
vanishing [84].

4.3 Performance results

This section presents performance results obtained using the CoMoFoD dataset. The metrics
employed for evaluation purposes are

.. Forged region N Detected region Tp
Precision = - = , (4.4)
Detected region Tp + Fp
Forged region n Detected region T
Recall = - 1860 €8 ; gon__-» 4.5)
Forged region Tp+Fpn
2 x Precision x Recall
F1 score = , (4.6)

Precision + Recall
where Tp is the true positive rate which is the number of forged pixels detected as forged, Fp is
the false positive rate which is the number of pixels incorrectly detected as forged, and Fy is the
false negative rate which is the number of forged pixels incorrectly detected as original. Preci-
sion is the percentage of pixels successfully detected as forged while recall is the percentage of
forged pixels successfully detected by the network. F1 score is the weighted average of precision
and recall so it takes both false positives and false negatives into account.

To validate our results, we compare them with seven recently proposed deep learning based
methods which are described below. BusterNet [100] is a two branch deep neural network that
has been used to detect and localize image forgeries. First branch consists of an end-to-end
encoder-decoder architecture designed to learn features related to copy- move forgery. Second
branch is a selfcorrelation module designed to extract similar features between image blocks
and localize real and forged regions. The dense-field based method given in [63] can be used
to extract features from each pixel in the input image. The similarity between features is cal-
culated and a set of heuristics is used to improve the detection performance. The block based
method in [104] used Zernike moments to extract features from each block in the input image.
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Deep matching and validation network (DMVN) [105] is a two-branch deep neural network
that extracts features from donor and query images using a CNN feature extractor. Both feature
maps are fed into a deep dense matching module to compare the two images. The predicted
masks are fed into a visual consistency validator module to focus on the segmented areas in
both images and similar regions are extracted using a siamese-like module. The domain ad-
versarial neural network (DANN) given in [106] has three components: i) feature extractor, ii)
source classified, and iii) domain classifier. First, features are extracted by using two different
pretrained networks, AlexNet and VGG. Second, a domain classification (DC) network is used
to predict the domain of the input image. Finally, a source classification (SC) network is used to
predict the label for source samples. The keypoint-based method given in [8] used speeded up
robust features (SURF) to localize similar features resulting from copy-move forgery.

Table 4.1 gives the precision, recall, F1 score, computation time and number of detected
images for the proposed and other methods using the CoMoFoD dataset (without any post-
processing). An image is correctly detected if the F1 score is greater than 0.5. The best results are
indicated in bold. These results show that the proposed method outperforms the other meth-
ods in terms of precision, F1 score and number of detected images. The recall of the method
in [106] is better than the proposed method by only 1.9%. However, the precision and F1 score
of the proposed method is better than the AlexNet based method in [106] by 21.1% and 8.4%
respectively. The computation time of the methods in [100, 105] is lower than the proposed
method, but only by 0.72 and 1.05 seconds, respectively. Further, the proposed method out-
performs the methods in [100, 105] in all other metrics. Note that the computation time and
number of images detected for the methods in [106] and [8] were not available.

To evaluate the effectiveness with post-processing, the F1 score was calculated for the en-
tire CoMoFoD dataset. Figure 4.3 presents the F1 scores for the proposed and other methods.
This figure consists of 6 sub-figures representing the F1 scores for each of the 6 post-processing
techniques in CoMoFoD dataset. These results show that the proposed method outperforms
the other methods for all but the IB post-processing technique. The results for the proposed
method are as follows. For BC, increasing the level of post-processing from BC1 to BC3 only
reduced the F1 score by 11%. For CA, the values were also reduced by 11% from CA1 to CA3. For
CR, the values are very similar and only changed by 0.01% from CR1 to CR3. For IB, increasing
the level of post-processing from IB1 to IB3 reduced the F1 score by 14%. For NA, increasing
the level of post-processing from NA3 to NA1 reduced the F1 score by 19%. For JC, increasing
the level of post-processing from JC9 to JC1 reduced the F1 score by 12%. Table 4.2 shows the
F1 scores for the proposed and other methods. This table contains the F1 scores for each of the
6 post-processing techniques in the dataset.

Figure 4.4 presents the receiver operating characteristic (ROC) curves for the proposed method.
The false positive rate (FPR) is given on the x-axis and the true positive rate (TPR) on the y-axis
for different threshold values. The threshold values range from 0 to 1 in steps of 0.01. The
area under the curve (AUC) indicates how well U-Net can discriminate between original and
forged regions and has a value between 0 and 1. The higher the AUC, the better the model can
distinguish between the regions. For BC, increasing the level of post-processing from BC1 to
BC3 reduced the AUC by only 2.6%. For CA, increasing the level of post-processing from CA1l
to CA3 reduced the AUC by 3.1%. For CR, increasing the level of post-processing from CR1 to
CR3 reduced the AUC by only 0.1%. For IB, increasing the level of post-processing from IB1
to IB3 reduced the AUC by 5.2%. For NA, increasing the level of post-processing from NA3 to
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Figure 4.3: F1 scores for the CoMoFoD dataset with different post-processing techniques.
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Figure 4.4: ROC curves for the proposed method using the CoMoFoD dataset with different
post-processing techniques.
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Post-processing technique [63] [104] [105] Proposed

BC1 43.8 375 305 52.0
BC2 43.8 36,5 31.8 49.8
BC3 40.0 36.0 31.8 40.8
CAl 44.0 38.0 30.8 53.0
CA2 43.8 38.0 30.8 51.3
CA3 438 38.0 31.8 42.3
CR1 44.0 38.0 32.0 53.0
CR2 43.0 37.8 31.0 52.6
CA3 420 376 320 52.0
IB1 420 47.8 282 35.1
IB2 400 36.0 25.0 26.6
IB3 385 343 20.0 21.0
NA1 18.0 9.7 26.2 30.2
NA2 29.0 16.8 29.0 35.8
NA3 36.3 34.0 31.0 48.7
JC1 30.0 18.0 16.0 32.2
JC2 340 259 19.0 36.3
JC3 35.0 29.0 21.0 38.3
JC4 36.0 30.0 223 39.6
JC5 36.8 31.8 23.8 41.1
JC6 378 32.0 250 42.3
JC7 39.0 35.0 282 45.3
JC8 41.8 36.0 30.0 30.0
JC9 40.0 33.0 28.0 43.9

Table 4.2: F1 score results for the CoMoFoD dataset with different post-processing techniques.

NA1 reduced the AUC by 6.3%. For JC, increasing the level of post-processing from JC1 to JC9
reduced the AUC by only 3.4%. Overall, the proposed method was able to effectively detect
forgeries in post-processed images and was robust to increases in the level of post-processing.
Table 4.3 summarizes the AUC results for the proposed method with different post-processing
techniques.

4.4 Conclusion

In this chapter, a new image forgery detection method based on deep learning was introduced.
This method employs an encoder-decoder network that encodes an input image into a feature
map and decodes the feature map into a binary mask with the forged regions segmented. Syn-
thetic data was created to train the network and evaluation was done using the well-known
CoMoFoD dataset. Unlike other techniques in the literature, the generated data only masks the
boundaries of the forged areas. This helps the network learn only features related to the forged
areas such as sharp edges. Four different augmentation techniques, namely rotation, shear,
shift and zoom, were randomly applied to the training images. This augmentation helps in cre-
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Post-processing technique AUC (%)

BC1 97.7
BC2 97.2
BC3 95.2
CAl 97.5
CA2 97.0
CA3 94.4
CR1 97.7
CR2 97.7
CA3 97.6
IB1 94.2
IB2 91.5
IB3 89.0
NA1 90.8
NA2 93.0
NA3 97.1
JC1 97.1
JC2 92.9
JC3 94.1
JC4 94.8
JC5 95.3
JC6 95.6
JC7 96.0
JC8 96.7
JC9 97.3

Table 4.3: AUC results for the proposed method using the CoMoFoD dataset with different post-
processing techniques.

ating a robust network that can detect forgeries in post-processed images. It also reduces the
probability of overfitting.

Compared to recent techniques in the literature, the proposed method achieved the highest
precision, recall, and F1 scores with 72.2%, 72.6% and 71.7%, respectively. It also achieved the
highest F1 score for 5 of the 6 post-processing techniques in the CoMoFoD dataset. The com-
putation time for the proposed method was 1.67 s per image which is only 1.05 s higher than the
lowest computation time. In addition, the number of forged images detected was 181 out of 200
(90.5%), which is very high for this kind of forgery. The other methods had a success rate of less
than 60%. ROC analysis was conducted to evaluate the effectiveness of the proposed network
in discriminating between original and forged regions. The AUC values were greater than 90%
for all post-processing techniques except IB3 which was 89%.
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Chapter 5

Image Splicing and Copy-Move Forgery
Detection using PADNET

The internet has made digital images and video a main source of information. They can be
presented as evidence in a court of law, used in news items, or form part of a medical record.
Several tools have recently become available at little or no cost to easily manipulate images.
These tools are becoming more sophisticated which makes forgeries harder to detect. Further,
manipulated images can be rapidly and easily distributed through the internet to mislead view-
ers and distort the truth. Thus, there is an urgent need for quick and effective image validation.

There are three main image forgery techniques, copy-move forgery, image splicing forgery,
and image retouching [4]. In copy-move forgery, part of an image is copied and pasted into
another part of the same image to conceal or change information. In this case, the source and
target are the same so the photometric characteristics are similar. Image splicing refers to copy-
ing part of one image and pasting it into another image. This results in different photometric
characteristics such as brightness, color, and contrast. Image retouching refers to the process
of altering an image to slightly change the appearance of a subject [5]. Several post-processing
techniques such as noise addition, resizing, and blurring can be employed to disguise forgeries.

The remainder of this chapter is organized as follows. Section 5.1 presents a review of exist-
ing approaches to image forgery detection. The PADNET architecture is introduced in Section
5.2. The implementation details and loss function are given in Section 5.3. Section 5.4 presents
the algorithm used to generate the training dataset, augmentation techniques and the evalua-
tion dataset. Section 5.5 presents the experimental results, comparisons and analysis. Finally,
some concluding remarks are given in Section 5.6.

5.1 Related work

In this section we provide a review of existing approaches for detecting copy-move and image
splicing forgeries.
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5.1.1 Copy-move forgery

There is a considerable amount of literature on copy-move forgery detection. Most approaches
are either block-based or keypoint-based. Typically, block-based methods partition an im-
age into overlapping blocks and features are extracted from the blocks using a suitable tech-
nique [10]. Conversely, keypoint-based methods require no image partitioning prior to feature
extraction.

In [47], a method was introduced to detect copy-move forgeries using DCT coefficients as
eigenvalues for each image block. Then, the Euclidean distance between the eigenvectors was
calculated and lexicographically sorted to reduce the false positive rate. Two image blocks are
considered to be duplicates if their distance is below a threshold. This method is robust to
Gaussian blurring and noise addition, but not to other post-processing techniques. In [96], sin-
gular vector decomposition (SVD) was used to extract features from image blocks. Then, the
distances between the feature vectors are calculated and sorted lexicographically to identify
matching blocks. The main advantage of using SVD is the ability to decompose the image fea-
tures to a smaller dimension. However, SVD requires many matrix-vector multiplications which
increases the computational complexity.

Block-based methods can detect forgeries with high accuracy. However, most existing ap-
proaches fail to detect forgeries after post-processing operations such as rotation and scaling
have been performed. Another drawback is that that these methods have high computational
complexity. Conversely, keypoint-based approaches require no image partitioning prior to fea-
ture extraction. Instead, features are extracted directly from the image based on identifying and
selecting high-entropy image regions. Techniques such as the scale invariant feature transform
(SIFT) and speeded up robust features (SURF) can be used to extract keypoint features from the
image [42]. The main advantage of keypoint-based methods is lower computational complexity
compared to block-based methods. However, a major drawback is that they often fail to locate
homogeneous forged regions.

Recently, deep learning has been the subject of considerable research in the field of digi-
tal forensics. In [100], a deep learning architecture called BusterNet was introduced to detect
copy-move forgeries. This network consists of two branches, one for locating potential manip-
ulated regions via visual artifacts and the other to locate copy-move forgeries via visual similar-
ities. Then, these features are combined in a fusion layer to localize the forged regions and the
source. In [110], a data-driven strategy was presented to solve the problem of small datasets.
First, a generator is used to generate fake images and then a discriminator to detect if an image
is fake or real. Then a self correlation convolutional neural network (CNN) is used to extract re-
gions with similar features. Finally, feature vectors are combined in a fusion layer and an SVM
classifier trained using these features to locate forged regions.

5.1.2 Image splicing forgery

Several approaches have been proposed for detecting image splicing forgeries [35]. A method
for image splicing detection based on a grey level run length matrix (GLRLM) was introduced
in [66]. The GLRLM is used to extract features from forged and original images. Then, these
features are used to train an SVM for classification. In [67], statistical features extracted from
the run length and image edges were used to localize forgeries. The method in [111] improved
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the detection accuracy obtained in [67] from 69% to 75% in less time. This was achieved using
a detection algorithm based on approximate run lengths.

Deep learning techniques have also been used to detect image splicing forgeries [35, 79].
In [79], a shallow CNN (SCNN) architecture was designed to detect forgeries in low resolution
images. First, the image is converted from RGB space to YCrCb space. Then, the network is
trained on CrCb channels only to exclude the illumination information. Finally, forged regions
are detected by discriminating changes in chroma and saturation. A deep learning approach
was introduced in [35] to detect image splicing forgeries. A modified FPN architecture is used
to extract the feature maps and then a Mask-RCNN is trained using these maps to localize forged
regions.

Most techniques have been developed to detect only one kind of forgery. For example, some
methods have been designed to detect copy-move forgeries [10] while others focus on detecting
image splicing [35] or forgeries in images that have been subjected to lossy compression such as
JPEG [77]. However, there is no technique which can detect multiple types of forgeries. Current
approaches have limitations so cases exist where they perform poorly [63]. For this reason, the
goal here is to present a solution which can detect multiple kinds of forgery.

In this chapter, a novel deep learning architecture is proposed for detecting image forgeries.
This method addresses the two major limitations of state-of-the-art image forgery detection
algorithms

(i) it can detect multiple kinds of forgery, and

(ii) it can detect forgeries in low resolution images and images that have been subjected to
post-processing.

The proposed architecture, denoted PADNET, has two stages. The first stage is a feature pyramid
network (FPN) [81] which is used for feature aggregation from multiscale levels. FPN consists
of a bottom-up and a top-down networks. The bottom-up network is used to extract features
map as a usual convolutional network. However, the spatial resolution decreases as we go up.
Thus, a top-down network is used to extract higher resolution maps from a semantic rich map.
In the second stage, the feature maps are used to train a DeepUNet architecture [112] designed
to learn discriminative features considering both high-level global features and low-level local
features. The combination of low-level and high-level features is necessary to detect features
from multiple kinds of forgery such as copy-move and image splicing. For copy-move forgery
detection, PADNET is trained on only the boundaries of the forged areas while for image splic-
ing detection, it is trained on the area around the forged regions. A class imbalance can occur
for copy-move forgery detection due to a low number of pixels in the forgery class compared
to the original class. To solve this problem, weighted binary cross-entropy is employed to bal-
ance the two classes. PADNET is evaluated on the well known CoMoFoD dataset for copy-move
forgery detection and CASIAL1 for image splicing forgery detection. The results obtained show
that PADNET outperforms state-of-the-art copy-move and image splicing forgery detection al-
gorithms.
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5.2 Proposed method

This section presents the PADNET architecture and the experiments conducted to evaluate the
performance in detecting copy-move and image splicing forgeries.

5.2.1 Network architecture

PADNET is a deep end-to-end architecture specifically designed to detect multiple kinds of im-
age forgeries. It consists of two networks (1) ResNet-50 FPN and (2) DeepUNet. In this section,
the architecture of both networks is discussed in detail.

5.2.1.1 Feature pyramid network (FPN)

A feature pyramid network (FPN) is one of the most popular networks for object detection. It
detects objects at different scales in the corresponding pyramid levels. An FPN consists of a
bottom-up and a top-down networks. ResNet-50 is used as a bottom-up network to extract fea-
tures at different scales. It consists of 5 stages. Each stage consists of a convolutional block
and identity block. Both blocks consist of 3 convolutional layers followed by batch normaliza-
tion and activation functions. The convolutional blocks have an extra bridge to add residuals
learned in the input layer to the output layer. A total of 5 multiscale bottom-up feature maps
are extracted from the 5 stages of ResNet-50. The bottom feature maps have high resolution
but the semantic value is not high enough to be used for detection. Only upper feature maps
are used and therefore perform much worse for small objects. Thus, a top-down network is
used to reconstruct high resolution maps from semantic rich maps. The recontructed maps are
semantic strong, however the locations of objects are not precise after all the downsampling
and upsampling. Thus, lateral connections are used between bottom-up and top-down layers.
These connections help the detector to predict the location better. Finally, the extracted feature
maps are used to train the DeepUNet. The FPN architecture is shown on the left side of Fig. 5.1.

5.2.1.2 DeepUNet

A DeepUNet has a symmetric architecture similar to a UNet [112]. The proposed DeepUNet ar-
chitecture is specifically designed to learn discriminative features considering both high-level
global features and low-level local features. It consists of downsampling and upsampling paths.
The downsampling path (encoder) consists of 3 repeated downsampling blocks which are con-
nected to the corresponding upsampling blocks. There are also short connections between
successive downsampling or upsampling blocks. These connections reduce the possibility of
losing important features when going deeper into the network. Each downsampling block con-
sists of two convolutional layers with receptive fields of sizes 3 x 3 and 2 x 2 and 64 and 128
filters, respectively. Then, a rectified linear unit (ReLu) is applied to the feature maps to ensure
only useful information is retained. Finally, a max pooling layer is used to reduce the computa-
tional complexity by discarding less important features. The upsampling blocks are similar to
the downsampling blocks. Each contains two convolutional layers with receptive fields of size
3 x 3 and 64 and 128 filters, respectively. However, it has an upsampling layer instead of a max
pooling layer to upsample the encoded feature maps back to their original size. The DeepUNet

55



ResNet-50 FPN

Image Splicing
% N i

i
3x3 conv, 128 Copy-Move Forger
3x3 conv, 64

—
(w0
L

T

DeepUNet

-
=
c
o
o

—
=

—

3x3 conv, 2

3x3 conv, 64

Input Image
512x512x3

Features Map
512x512x256

L J
T

ResNet-50 FPN

[ 2x2 conv, 128 ]
|

2x2 maxpool, 12

—

Figure 5.1: The PADNET architecture.

architecture is shown on the right side of Fig. 5.1. The blocks are represented by different colors
for identification.

5.3 Implementation

The goal of any deep learning method is to reduce the difference between the predicted out-
put and truth which is known as the loss function. This can be done using an optimizer which
guides the model to minimize the loss function. Stochastic gradient descent (SGD) optimiza-
tion with momentum 0.9 and weight decay 0.001 is used here. SGD with momentum acceler-
ates moving the gradient vectors in the correct direction to improve convergence [92]. Further,
a small weight decay is used after each update to prevent the weights from growing too large.
An initial learning rate of 0.01 is used to update the weights based on the convergence speed.
This learning rate is reduced by 10% if the validation loss does not decrease for three consec-
utive epochs where an epoch is an iteration over all training data. A reducing learning rate is
employed to help the model reach the minimum loss. The proposed method was implemented
using Keras [93] and evaluated on an NVIDIA GeForce GTX 1080 Ti GPU with a memory band-
width of 11 Gbps.
In the proposed method, binary cross-entropy is used as the loss function during training
and is given by [113]
L=-ylog(p(y)—(1-y)logl-py), (5.1)
where y is the ground truth label (0 or 1) and p(y) is the prediction probability. For copy-move
forgery detection, the forged region is copied from the same image. Thus, features such as color,

brightness, and contrast are consistent with the remainder of the image. As a result, PADNET
is trained on only the boundaries of the forged area. However, this results in a class imbalance
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Figure 5.2: PADNET convergence with the binary cross-entropy and weighted binary cross-
entropy loss functions for copy-move forgery detection, (a) training and (b) validation.

when detecting forged and original classes. Class imbalance occurs when there is a significant
difference in the number of samples among classes in a training set. This results in a model
that has learned features from one class more than the others. In this case, the model is more
likely to predict all images as original (the majority). To solve this problem, a modified binary
cross-entropy function is employed called weighted binary cross-entropy. This function gives
higher weight to the forged class and less weight to the original class and is given by [114]

Ly =-woylog(p(y)) —wi1(1-y)log(l - p(y)), (5.2)

where y is the ground truth label (0 or 1), p(y) is the prediction probability, w is the weight for
the forgery class and w; is the weight for the original class. The weights used for copy-move
forgery detection are 0.7 for the forgery class and 0.3 for the original class. This ensures that the
model provides a low penalty for misclassifying original pixels and a high penalty for misclas-
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Figure 5.3: PADNET convergence with the binary cross-entropy and weighted binary cross-
entropy loss functions for image splicing detection, (a) training and (b) validation.

sifying forged pixels. PADNET convergence with the binary cross-entropy and weighted binary
cross-entropy loss functions for copy-move forgery detection is given in Fig. 5.2. These re-
sults show that PADNET converges to a lower minimum with weighted binary cross-entropy for
both training and validation. In both cases, the loss is 0.012 with weighted binary cross-entropy
compared to 0.019 with binary cross-entropy. As a result, weighted binary cross-entropy is more
efficient as a loss function for copy-move forgery.

For image splicing detection, the forged region is copied from a different image. This results
in inconsistencies in the forged region features such as color, brightness, and contrast. There-
fore, PADNET is trained on the entire forged region so there is no class imbalance. PADNET
convergence with the binary cross-entropy and weighted binary cross-entropy loss functions
for image splicing detection is given in Fig. 5.3. These results show that PADNET converges
to a lower minimum with binary cross-entropy for both training and validation. In both cases,
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the loss is below 0.01 with binary cross-entropy compared to 0.058 with weighted binary cross-
entropy. As a result, binary cross-entropy is more efficient as a loss function for image splicing.

5.4 Image dataset

The datasets employed play a key role in creating robust deep learning models. Thus, it is im-
portant to have a wide variety of input data to ensure the generalization ability of the model. In
this section, the algorithm used to create the datasets is presented.

5.4.1 Training dataset

A common problem with many deep learning techniques is insufficient data. This can result
in high variability in model predictions, which means that the model fits the training data well
but performs poorly with new data. Most existing image forgery datasets focus on a specific
kind of forgery. In addition, these datasets are small and do not cover a wide range of forgeries.
For this reason, an algorithm is developed to create a computer generated dataset. This dataset
contains both copy-move and image splicing forgeries and is used to train the proposed model.

The forged image dataset is created from the COCO dataset [86] and a set of random ob-
jects [90]. The COCO dataset consists of 80,000 training images and 40,000 validation images.
The random objects have transparent backgrounds to avoid generating forged regions with spe-
cific boundaries such as a circle or rectangle. To create image splicing forgeries, an object was
chosen randomly and pasted into a random image from the COCO dataset. To create copy-
move forgeries, forged images were generated by randomly copying a region of random shape
from an image and pasting it into a different part of that image. The COCO dataset was origi-
nally developed for object classification such as people, animals, and cars. However, the pro-
posed method is designed to detect forged regions in images. Thus, the original COCO dataset
labels are not used for training. Instead, binary masks were generated for each forged image
with the forged region in white and the original region in black.

A subset of 21,000 images were randomly selected from the 80,000 training images for image
splicing and an equal number for copy-move forgery for a total of 42,000 training images. Simi-
larly, a subset of 905 images was randomly selected from the 40,000 validation images for image
splicing and an equal number for copy-move forgery for a total of 1810 validation images. The
images chosen for validation are different from those chosen for training. This avoids overfit-
ting as the training data will only be statistically similar to what the model is tested on. Finally,
a binary mask is created for each forged image with the forged pixels labeled as ones and the
others labeled as zeros.

For copy-move forgeries, the forged region is copied from the same image. Thus, features
such as color, brightness, and contrast are consistent with the rest of the image. The key features
are the artifacts that appear at the boundaries of the forged regions such as sharp edges. Fig. 5.4
presents the PADNET convergence when training on boundary and full masks for copy-move
forgery detection. This shows that convergence is better when training is done using boundary
masks. Further, both the training and validation losses converge to a minimum.

With image splicing, the forged region is copied from a different image. Hence, features
such as color, brightness, and contrast are different from the rest of the image. For this reason,

59



Training Loss

0.04
0.035
0.03
0.025 |
002 ||
0015 |
0.01
0.005

Full mask

Boundary mask

Loss

Epoch

(@)

Validation Loss
0.03

0.025
Full mask

0.02
- Boundary mask

Loss

0.015

0.01

0.005

0 10 20 30 40 50 60

Epoch
(b)

Figure 5.4: PADNET convergence when training on boundary labels and full mask labels for
copy-move forgery detection, (a) training and (b) validation.

these are key features for forgery detection. Artifacts that appear at the boundaries of the forged
regions are also important features to detect image splicing. Fig. 5.5 presents PADNET conver-
gence when training on boundary and full masks for image splicing detection. This shows that
convergence is better when training is done using full masks. The large gap between loss values
indicates that features such as color, brightness, and contrast obtained by training using full
masks is important.

The above results indicate that the choice of a binary mask should depend on the kind of
forgery. For copy-move forgery, forgery labels are given to pixels that lie across the boundary of
the forged region while for image splicing, these labels are given to the entire forged region. Fig.
5.6 shows examples of the generated copy-move and image splicing forgeries.
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Figure 5.5: PADNET convergence when training on boundary labels and full mask labels for
image splicing detection, (a) training and (b) validation.

5.4.1.1 Data augmentation

In forged images, artifacts such as sharp edges can be present prior to the forgery process, but
inconsistencies in these artifacts can be evidence of tampering. To hide these artifacts, post-
processing techniques such as brightness change, color reduction and JPEG compression can
be applied to an image. Thus, a more robust model can be obtained by training on a dataset
that has a variety of forged images with different post-processing. To achieve this goal, image
augmentation techniques were used on the computer generated dataset. These techniques are
shift, shear, zoom, and rotation. In shifting, the image is spatially shifted by a width and height
chosen randomly between 0 and 0.4. Then, the image is cropped to its original dimensions.
In shearing, a shear matrix is created by using a random transformation intensity between 40°
and —40°. Then, an affine transformation is applied to the image using this matrix. This results
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Figure 5.6: Examples of the forged images generated.

in the upper part of the image shifted to the right and the lower part to the left. In zooming,
a zoom matrix is created by selecting two zoom values from the range [1,10]. Then, an affine
transformation is applied to the image using this matrix. Finally, the image is cropped to its
original dimensions. In rotation, an angle between 0° and 360° is randomly chosen and used
to rotate the image. These augmentation techniques are randomly selected during training so
that each is applied to an image with probability 0.50. Thus, an image has no augmentation or
all four techniques applied with probability 0.0625. Adding augmented images to the dataset
increases the diversity of the data used for model training. This improves the generalization
ability of the model and helps prevent overfitting.

5.4.2 Evaluation dataset

In this chapter, the CoMoFoD and CASIA1 datasets are used to evaluate the proposed method.
These datasets are described below.

5.4.2.1 CoMoFoD dataset

The CoMoFoD image dataset is used to evaluate the copy-move forgery detection performance
[36]. This dataset contains 10400 images of size 512 x 512 divided into five groups according
to the changes done to the images, namely translation, rotation, scaling, distortion and a com-
bination of the four. These images have been processed using six post-processing techniques.
These techniques are brightness change (BC), contrast adjustment (CA), color reduction (CR),
image blurring (IB), noise addition (NA) and JPEG compression (JC). For BC, the brightness of
the image is changed by mapping the intensity values of the original image to a new range be-
tween lower and upper bounds. Any value that lies below the lower bound or above the upper
bound is saturated to the corresponding bound. For CA, the contrast of the image is changed
by mapping the intensity values of the original image to a new interval bounded by upper and
lower bounds. The bounds used for BC and CA are (0.1,0.95), (0.1,0.9) and (0.1,0.8) denoted
BC1, BC2 and BC3 for BC and CA1, CA2 and CA3, for CA, respectively. For CR, the color inten-
sity values for each color channel of the original image are quantized from (0,256) to a smaller
range. These ranges are (0,32), (0,64) and (0,128) denoted by CR1, CR2 and CR3, respectively.
For IB, the original image is blurred by convolving the image with averaging filters of sizes 3 x 3,
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5x 5 and 7 x 7, denoted by IB1, IB2 and IB3, respectively. For NA, Gaussian noise with zero
mean and different variances is added to the image. The variances are 0.009, 0.005 and 0.0005
denoted by NA1, NA2 and NA3, respectively.

5.4.2.2 CASIA1 dataset

The CASIA1 image dataset is used to evaluate the proposed method for image splicing detection
[115]. This dataset consists of 1721 JPEG images of size 384 x 256. These images are divided into
two subsets: authentic and forged. Only the forged set is considered here for evaluation and it
contains 921 images.

In the CASIA1 dataset, spliced images are generated by copying part of a randomly chosen
image from the authentic images and pasting this into another authentic image. These copied
image regions may be processed with a post-processing technique such as scaling or rotation
before pasting. The regions can be of any size and can be pasted into an image of the same or
different texture.

5.5 Performance results

In this section, the copy-move and image splicing forgery detection performance is evaluated.
The metrics employed are

.. Forged region n Detected region Tp
Precision = - = , (5.3)
Detected region Tp+ Fp
Forged region N Detected region T
Recall = & g - glon _ P (5.4)
Forged region Tp+Fy
2 x Precision x Recall
F1 score = ) (5.5)

Precision + Recall

where Tp is the true positive rate which is the number of forged pixels detected as forged, Fp
is the false positive rate which is the number of pixels incorrectly detected as forged, and Fy
is the false negative rate which is the number of forged pixels incorrectly detected as original.
Precision is the ratio of correctly detected forged pixels to the total predicted forged pixels while
recall is the ratio of correctly detected forged pixels to the total number of forged pixels. F1 score
is the weighted average of precision and recall so it takes both false positives and false negatives
into account.

The performance of PADNET is compared with several well-known techniques to evaluate
its effectiveness in detecting forgeries. For copy-move forgery detection, we compare our re-
sults with the four recently proposed methods given in [63,100,104,105]. In [100], a two branch
deep neural network called BusterNet was used to detect and localize image forgeries. The first
branch consists of an encoder-decoder architecture trained to detect copy-move forgeries. The
second branch has a self-correlation module designed to extract similar features from image
blocks and discriminate between real and forged regions. In [63], a dense-field based method
was introduced to extract features from each pixel in an input image. The similarity between
these features was then calculated and a set of heuristics used to improve the detection perfor-
mance. The block-based method in [104] uses Zernike moments to extract features from each
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Method Precision (%) Recall (%) F1 score (%)

[100] 57.3 49.4 53.1
[63] 39.9 47.6 43.4
[104] 45.8 34.4 39.3
[105] 36.3 40.4 38.2
Proposed 50.4 91.9 65.1

Table 5.1: Performance results for the CoMoFoD dataset with no post-processing for copy-move
forgery.

block in an input image. In [105], a deep matching and validation network (DMVN) was devel-
oped to detect image forgeries. It is a two-branch deep neural network that extracts features
from donor and query images using a CNN feature extractor. The extracted feature maps are
compared using a deep dense matching module. Then, the predicted masks are fed into a vi-
sual consistency validation module to focus on the segmented areas in both images. Finally,
similar regions are extracted using a Siamese-like module.

For image splicing detection, we compare our results with the five recently proposed meth-
ods given in [116-120]. In [116], a passive approach was introduced to detect image splicing
based on block artifacts resulting from JPEG compression. In [117], features were extracted
based on demosaicking artifacts at a local level. A deep learning approach was presented in
[118] to detect image splicing. This method employs a coarse CNN and a refined CNN to ex-
tract the differences between an image and splicing regions from patch descriptors at different
scales. A fully convolutional network (FCN) was used in [119] for image splicing detection. Pre-
trained networks such as AlexNet, VGG, and GoogleNet were used to initialize the FCN and then
it was fine-tuned for the segmentation task. DeepLabv3 was used in [120] to detect image splic-
ing. This network uses parallel atrous (dilated) convolutions in parallel to capture multi-scale
context using multiple atrous rates.

5.5.1 CoMoFoD dataset performance

The performance of the proposed method is evaluated using the well known CoMoFoD dataset
for copy-move forgery detection. Table 5.1 gives the precision, recall and F1 score for the pro-
posed and other methods without any post-processing. The best results are indicated in bold.
The precision of the method in [100] is better than the proposed method by only 6.9%. How-
ever, the recall and F1 score of the proposed method is better than the method in [100] by 42.5%
and 12% respectively. In copy-move forgery, the forgery labels are only given to the boundaries
of the forged area. Thus, if few pixels are falsely detected as forged, it will have a big impact on
the false positive ratio due to the low number of forged pixels compared to the whole image.
This results in a high sensitivity of the precision and recall values. For this reason, an average
of the precision and recall is better in evaluting the model performance which is represented
by the value of the F1 score. The results show that the proposed method outperforms the other
methods in terms of recall and F1 score.

To evaluate the effectiveness with post-processing, the F1 score was calculated for the entire
dataset. Figure 5.7 presents the F1 scores for the proposed and four other methods. The pro-
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Figure 5.7: F1 scores for the CoMoFoD dataset with different post-processing techniques.
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Post-processing technique [100] [63] [104] [105] Proposed

BC1 49.7 438 375 305 64.1
BC2 483 438 36,5 31.8 63.6
BC3 478 400 36.0 31.8 61.3
CAl 50.0 44.0 38.0 30.8 64.5
CA2 50.0 43.8 38.0 308 64.5
CA3 50.0 438 38.0 31.8 63.4
CR1 498 44.0 38.0 320 64.4
CR2 498 43.0 378 310 64.1
CA3 498 420 376 320 52.0
IB1 48.0 42.0 478 282 59.7
IB2 40.8 40.0 36.0 250 57.6
IB3 39.0 385 343 200 55.0
NA1 424 180 9.7 26.2 52.1
NA2 442 290 168 29.0 55.2
NA3 483 363 34.0 31.0 61.5
JC1 315 30.0 18.0 16.0 56.7
JC2 36.0 34.0 259 190 58.7
JC3 370 350 29.0 210 59.5
JC4 420 36.0 30.0 223 60.1
JC5 410 36.8 31.8 238 60.7
JC6 43.0 378 32.0 250 60.5
JC7 442 39.0 35.0 282 61.2
JC8 470 418 36.0 300 62.0
JC9 440 40.0 33.0 280 61.1

Table 5.2: F1 score results for the CoMoFoD dataset with different post-processing techniques
for copy-move forgery.

posed method outperforms the other methods for all post-processing techniques. This figure
consists of 6 sub-figures which give the F1 scores for each of the 6 post-processing techniques
in the CoMoFoD dataset. For BC, increasing the level of post-processing from BC1 to BC3 only
reduced the F1 score by 3%. For CA, the score was reduced by only 1% from CA1 to CA3. For CR,
the score was reduced by 12% from CR1 to CR3. For IB, increasing the level of post-processing
from IB1 to IB3 reduced the F1 score by 5%. For NA, increasing the level of post-processing from
NA3 to NA1 reduced the F1 score by 9%. For JC, increasing the level of postprocessing from JC9
to JC1 reduced the F1 score by 4%.

The method in [100] achieved the highest F1 score among other techniques in all post-
processing techniques. However, the proposed method achieved a higher F1 score by 14.4 %,
15.3 % and 13.5 % from BC1 to BC3. For CA, the proposed method achieved a higher F1 score
by 14.5 %, 14.5 % and 13.4 % from CA1 to CA3. For CR, the proposed method achieved a higher
F1 score by 14.6 %, 14.2 % and 2.2 % from CR1 to CR3. For IB, the proposed method achieved
a higher F1 score by 11.7 %, 16.8 % and 16 % from IB1 to IB3. For NA, the proposed method
achieved a higher F1 score by 9.7 %, 11.0 % and 13.2 % from NA1 to NA3. For JC, the proposed
method achieved a higher F1 score by 25.2 %, 22.7 %, 22.5.4 %, 18.1 %, 19.7 %, 17.5 %, 17 %, 15 %
and 17.1 % from JC1 to JC9. Table 5.2 shows the F1 scores for the proposed and other methods.
This table contains the F1 scores for each of the 6 post-processing techniques in the dataset.
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Figure 5.8: ROC curves for the CoMoFoD dataset with different post-processing techniques.
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Method Precision (%) Recall (%) F1 score (%)

[116] 35.9 87.1 50.8
[117] 5.7 84.6 10.7
[118] 41.7 42.4 42.0
[119] 50.9 17.3 25.8
[120] 48.1 63.6 54.8
Proposed 51.3 74.5 60.8

Table 5.3: Performance of the proposed and five other methods using the CASIA1 database for
image splicing.

The receiver operating characteristic (ROC) curve is used to evaluate the discrimination per-
formance in detecting copy-move forgeries. Figure 5.8 gives the ROC curves for the proposed
method. The false positive rate (FPR) is given on the x-axis and the true positive rate (TPR) on
the y-axis for different threshold values. This shows the tradeoff between TPR and FPR as the
criterion for positivity is changed. The threshold ranges from 0 to 1 in steps of 0.01.

The area under the curve (AUC) indicates how well PADNET can discriminate between orig-
inal and forged regions. The AUC lies between 0.5 and 1 where 0.5 denotes a poor classifier and
1 denotes a perfect classifier. For BC, increasing the level of post-processing from BC1 to BC3
only reduced the AUC by 0.4%. For CA, increasing the level of post-processing had no effect
on the AUC which is 0.994. For CR, increasing the level of post-processing from CR1 to CR3
reduced the AUC by only 0.1%. For IB, increasing the level of post-processing from IB1 to IB3
reduced the AUC by 1.4%. For NA, increasing the level of postprocessing from NA3 to NA1 re-
duced the AUC by 1.9%. For JC, increasing the level of post-processing from JC1 to JC9 reduced
the AUC by only 0.1%. Overall, the proposed method was able to detect copy-move forgeries in
post-processed images with high discrimination performance.

5.5.2 CASIAl dataset performance

The performance is now evaluated using the well known CASIA1 dataset for image splicing de-
tection. Table 5.3 presents the precision, recall, and F1 score for the proposed and other meth-
ods. The best results are indicated in bold. These results show that the proposed method out-
performs the others in terms of precision and F1 score. Only the method in [116] has a higher
recall than the proposed method by only 12.6%. However, the proposed method has a higher
precision and F1 score than the method in [116] by 15.4% and 6.7%, respectively. Figure 5.9
presents the ROC curve for PADNET. The AUC is 0.962 which indicates that PADNET is effective
in discriminating between original and forged regions.

Overall, the proposed method was able to detect both kinds of forgery with high discrimi-
nation. Figure 5.10 shows examples of the results for images from the CoMoFoD and CASIA1
datasets. For copy-move forgery, the forgery mask is across the boundaries of the forged region.
For image splicing, the forgery mask is over the entire forged region. This allows for detection
of different kinds of forgery based on the shape of the generated mask.
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Figure 5.10: Examples of the results obtained using the CoMoFoD and CASIA1 datasets.
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5.6 Conclusion

This chapter introduced path aggregation DeepUNet (PADNET). This architecture is an end-to-
end trainable deep neural network that employs a feature pyramid network (FPN) to aggregate
features from multiscale levels of a ResNet-50 backbone. The extracted feature maps were used
to train a DeepUNet architecture designed to learn discriminative features considering both
high-level global features and low-level local features. Synthetic data was created to train PAD-
NET. PADNET convergence during training was evaluated for both the boundaries of the forged
regions and the entire forged regions. For copy-move forgeries, PADNET converged to a lower
minimum when trained on the boundaries of the forged regions. This is because the key fea-
tures related to forgeries are the artifacts that appear across the boundaries of the forged regions
such as sharp edges. For image splicing, PADNET converged to a lower minimum when trained
on the entire forged regions. This is because features in these regions such as color, brightness,
and contrast differ from the rest of the image and so are key forgery features.

As there is a class imbalance problem when training PADNET on boundary labels for copy-
move forgery detection, weighted binary cross-entropy was used as the loss function during
training. Experiments were conducted to evaluate the convergence of PADNET with weighted
binary cross-entropy and binary cross-entropy loss functions. The experimental results ob-
tained indicate that convergence is improved using weighted binary cross-entropy as the loss
function for copy-move forgery detection and binary cross-entropy as the loss function for im-
age splicing detection.

PADNET was evaluated using the CoMoFoD dataset for copy-move forgery detection. Com-
pared to six other methods in the literature, PADNET achieved the highest precision, recall, and
F1 scores for all six post-processing techniques in the dataset. The ROC curves showed that
PADNET is effective in discriminating between original and forged regions and the AUC was
greater than 97% for all post-processing techniques. For image splicing detection, PADNET was
evaluated using the CASIA1 dataset. Compared to four other methods in the literature, PADNET
achieved the highest precision and F1 scores. In addition, the ROC curve showed that the AUC
was 96.2%. Finally, this method addresses the two major limitations of state-of-the-art image
forgery detection algorithms which are

(i) detecting multiple kinds of forgery, and

(ii) detecting forgeries in low resolution images and images that have been subjected to post-
processing.
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Chapter 6

Conclusion and Future Work

In this chapter, the contributions of this dissertation are summarized and suggestions for future
research in the field of image forgery detection are given.

6.1 Conclusion

This dissertation considered the problem of detecting forgeries in images. The main contri-
butions are the detection of forgeries in images that have been post-processed and methods
that have low time complexity compared to other methods. Both copy-move forgery and im-
age splicing were considered. First, a block-based method was introduced to detect copy-move
forgeries in images using SVD for feature extraction followed by a KS-test for matching image
blocks. Second, a deep learning method based on an encoder-decoder network was introduced.
The encoder is used to transform the input image into a feature map and the decoder is em-
ployed to convert the feature map into a binary mask with the forged regions labeled. For im-
age splicing detection, a deep learning method was introduced based on Mask RCNN with a
new ResNet backbone design for faster convergence. Unlike other methods, a network was in-
troduced to detect both kinds of forgery. This network is called path aggregation DeepUNet
(PADNET). It consists of two networks: a feature pyramid network (FPN) to aggregate features
from multiscale levels of a ResNet-50 backbone and a DeepUNet architecture to learn discrim-
inative features considering both high-level global features and low-level local features. The
proposed methods were tested on post-processed forged images and comparisons were made
to other methods.

6.2 Future work

The work in this dissertation focused on detecting copy-move and splicing forgeries using block-
based and deep learning approaches. In addition, post-processing techniques were used with
the forged images to evaluate the effectiveness of the proposed methods. Inspired by the results
obtained, the following topics can be investigated for future research.
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Figure 6.1: Example of image retouching: (a) original image, (b) image with real makeup, and
(c) retouched image.

6.2.1 Image retouching

Image forgery can be done in several ways such as copy-move forgery, image splicing, and im-
age retouching. The forgery process changes the image feature statistics resulting in artifacts
due to inconsistencies. These artifacts change according to the type of forgery. In copy-move
forgery and image splicing, artifacts are the result of copying a region from one area to the other.
On the other hand, image retouching does not employ a copy-paste process. Instead, an image
is altered to improve the appearance of the image. For example, a retoucher can use editing
tools to add makeup, smooth skin, or whiten teeth. Fig. 6.1 shows an example of a person with
real makeup versus adding makeup by using image retouching. Artifacts resulting from image
retouching can be found anywhere in the image and are consistent with the rest of the image.
Thus, image retouching detection is a challenging task.

In the last decade several techniques have been introduced to detect image retouching
which can be classified as: 1) before-and-after makeup [122], 2) disguise [123], plastic surgery
[124], or 3) morphing based synthetic alterations [125]. In [122], a technique was introduced to
reduce the impact of makeup on face recognition. First, features are extracted by capturing the
shape and texture characteristics of the face. Then, SVM and Alligator classifiers are applied for
comparison. In [123], a method was introduced to verify faces under disguise variations. This
method automatically localizes feature descriptors to identify disguised face patches. In [124],
the effect of plastic surgery on face recognition algorithms was examined. It was shown that
current state-of-the-art face recognition algorithms cannot provide acceptable identification
performance. Therefore, further research is required to address this problem.

In [125], a new technique was introduced to generate morphed images. The aim of this
study is to show that printed photos pose serious concerns in terms of security. For example, an
image can be visually very similar to the actual image but contain facial features of a different
subject. This allows a criminal to exploit the passport of an accomplice with criminal records
to overcome the security controls. Proper countermeasures must be taken to avoid storing dig-
itally altered photos in electronic machine readable travel documents (eMRTDs).

Image retouching affects image pixels such that new features are generated. Deep learning
networks such as UNet can be used to learn these features. This network will work as a classifier
that can distinguish between retouched and original images. To train this network, a dataset
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Figure 6.2: Fake images generated using the GAN model in [129].

is required such that retouched images are labeled as ones and original images are labeled as
zeros. A robust model can be produced by providing images with and without real makeup.
Thus, the network can learn to distinguish between real makeup and retouching.

6.2.2 GAN generated fake images

Recently, deep learning approaches such as generative adversarial network (GAN) [126] have
been used to generate realistic fake images. A GAN consists of two networks: a generator and a
discriminator. The generator learns to generate realistic fake images using random noise while
the discriminator learns to discriminate between real and fake images. GAN models such as
those in [127, 128] can be used to generate high resolution images that are indistinguishable
from real ones by humans. Figure 6.2 shows examples of images generated using the GAN
model in [129]. Several techniques have been developed to address the problem of detecting
GAN generated fake images [130-132]. In [130], an approach was presented which is based on a
combination of co-occurrence matrices and deep learning. A co-occurrence matrix is a matrix
that is defined over an image to be the distribution of co-occuring pixel values at a given off-
set. First, co-occurrence matrices for the three color channels are obtained in the pixel domain.
Then, a deep CNN framework is trained using these matrices to extract features. Detecting GAN
generated images requires both real and fake images from the targeted GAN model. However,
the model used by the attacker is often unavailable. To solve this problem, a GAN simulator
(AutoGAN) was developed to simulate the artifacts produced by several well known GAN mod-
els [131]. This method can identify artifacts caused by up-sampling in the GAN pipeline. These
artifacts are manifested as replications of spectra in the frequency domain and can be used as
inputs to the classifier model. In [132], a method was introduced for discriminating between
GAN-generated and camera images. This exploits the fact that the frequencies of saturated and
under-exposed pixels will be suppressed by the generator normalization steps. In particular, a
measure based on the frequency of over-exposed pixels provides good discrimination between
GAN-generated and camera images.

Further research can be conducted by training a GAN model to regenerate the generator
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used to create fake images. Unlike existing GAN-based methods, this method has three inputs:
1) real images, 2) fake images, and 3) realistic fake images. Fake images are generated from ran-
dom noise by the generator and realistic fake images are generated by an unknown generator.
The training process has two stages. In the first stage, the GAN model is trained with two inputs
which are the real and fake images. The discriminator is trained to classify the real and fake
images while the generator is trained to fool the discriminator by generating more realistic fake
images. The training process continues until both networks cannot be improved any further.
In the second stage, the GAN model is trained with three inputs: 1) real images, 2) realistic fake
images from the trained generator, and 3) realistic fake images from the unknown generator.
The realistic fake images are generated by two different generators. Thus, the discriminator is
trained to extract generic features that are not related to a specific generator. These features can
be used to classify real and fake images.
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