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ABSTRACT

This dissertation applies dynamical systems theory (DST) to formally investigate

the statistical run-time performance predictability of arbitrary scale software-centric

systems, ranging from small-scale embedded systems to modern large-scale cloud-

deployed container and virtual machine based distributed systems. The research

focuses on verifying Birkhoff’s Ergodic Theorem (BET) compliance for queuing net-

work (QN) models of deployed software systems against BET-compliant Poisson and

bursty incoming workloads. The approach applies a previously developed extension

of Maurer’s Turing-reducible computer model, termed the Extended Maurer Model

(EMM), as the requisite bridge between classical QN software system models and

the DST-based BET tenets underlying classical Markovian QN analysis approaches.

Moreover, it is shown that as the EMM describes a σ-finite measure space, a known

ergodicity equivalency theorem can be used to develop a formal DST analysis ap-

proach to prove when BET left-hand and right-hand side conditions can be met for

run-time software systems performance measures. More specifically, formally prov-

ing recurrence holds within large-scale systems, as required by classical Markovian

analyses, has remained an open problem. By comparison, this research shows that

this issue can be addressed by instead assessing when and why: i) wandering sets of

non-zero measure arise and ii) event space variations and non-invariant DST mea-

sures arise, given (i) and (ii) are mathematically known to be equivalent to assessing

recurrence within σ-finite measure spaces.

This theoretical DST analysis of QNs defined over the EMM representation of run-

time software system behaviors then leads to the development of four pragmatically

easily measurable and implementable software engineering design rules that can be

used to assess when and why a given deployed software system will (or will not) exhibit

statistically predictable run-time behaviors. These design rules are then applied to de-

velop a sufficiently rich cloud-deployed software system simulation framework, which

includes incoming statistical workloads, cloud networking fabric, physical server, vir-

tual machine, and container deployment regimes, fair and real-time OS scheduling,

and background physical server workloads. This simulation framework is then used to

validate the DST theory BET-compliance analysis insights through a detailed set of

software system run-time deployment scenarios, both for an industry-held exemplar

system and for emerging industry deployment trends.
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To our knowledge, this is the first set of research to formally assess run-time

software system BET-compliance for systems of arbitrary scale and complexities.

Moreover, it is the first work to show, through theory and simulation-based validation,

that modern software systems exist as highly complex dynamical systems that can

concurrently admit BET-compliant and BET non-compliant performance measures,

while also admitting measures that can dynamically transition back and forth between

BET-compliance and non-compliance as the system runs. As engineering can be

summarily defined in terms of the need to build systems and solutions that behave

predictably in their real-world operation under all likely deployment scenarios and

environments, the developed novel insight into the core DST complexity of software

systems helps to partially explain why the software engineering of modern industry-

scale software systems has remained a challenging and largely open problem, outside

of specific quite tailored regimes, i.e., the regimes that can be seen to follow this

dissertation’s developed software engineering design rules.

The issue of BET-compliance has wide applicability across many areas, spanning

statistical run-time performance predictability, control theory, machine learning (ML)

and artificial intelligence (AI), quantum computing, etc. The insights and theoretical

framework developed in this research have wide potential applicability beyond just the

core software engineering need to develop and deploy software systems that behave

predictably, in the sense of remaining within a defined set of statistical behavioral

bounds. More particularly, emerging areas of potentially applicable research include:

the use of formal control theory approaches within cloud elastic services; the safety

and operationally critical aspects of Smart Cities, Smart Grids, autonomous vehicles

and vehicle networks; when, why, and how AI/ML approaches can be applied to

accurately predict software system run-time behaviors; BET-compliance within cyber-

security focused regimes and solutions; etc. As such, we hope this work will be seen as

a useful and insightful contribution to advancing the formal engineering of software-

centric systems and solutions.
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Chapter 1

Introduction

1.1 Software System Ergodicity and Run-time Per-

formance Predictability

Ergodicity is a fundamental concept in dynamical systems and statistical mechanics

that implies the equivalence of time averages and ensemble averages for a system’s

properties. In simpler terms, if a system is ergodic, its behavior averaged over time

will be the same as its behavior averaged over different initial states. This concept

which has been formulated as Birkhoff Ergodic Theorem (BET) is crucial for pre-

dicting long-term behavior based on shorter-term and past observations. Therefore,

ergodicity and consequently being BET-compliance is also a very important property

in the world of software systems because software systems are cornerstones of modern

societies, influencing everything from the devices we use for personal communication

and entertainment, to the systems that support our critical infrastructure and ser-

vices. Increasingly, it is crucial that software systems perform reliably and predictably

to meet societies’ needs and expectations.

In general, for modern user-focused systems, such as Software as a Service (SaaS)

solutions, Massive Multiplayer Online Games (MMOG), etc., the Quality of Ser-

vice (QoS) and the Quality of Experience (QoE) are key drivers for social media

comments and ratings, which can have significant market and economic impacts for

the producers of such systems. On the other hand, cloud computing has become

the dominant method for commercially deploying distributed software systems and

has transformed cost of service delivery and performance expectations among users

and developers. The increasing migrating of service providers towards the cloud, is
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also given a rise to increasing demands for such service to provide faster software

development processes along with improved QoS/QoE, performance, reliability and

security. As a result, approaches such as agile development are common place and

drive on-going updates and changes to the deployed systems, which although easily

accomplished through cloud deployment APIs and management services, they must

not negatively impact system’s performance behavior. Furthermore, although the

emergence of auto-scaling serverless container-based technologies, such as Docker [6],

Kubernetes [7], Knative [8], etc., has helped mitigating deployment and scaling issues,

but the effects of cloud management processes, Virtual Machines (VMs), containers,

etc. on software systems predictability have not been thoroughly and well-studied nei-

ther analytically nor experimentally. Particularly, the significance and difficulties of

being able to reliably predict Large-scale Distributed Software Systems (LDSS) run-

time performance in cloud environments have been increasingly recognized by the

researchers, cloud customers and service providers, e.g. [9–14]. Most importantly,

with the on-going emergence of application areas such as smart cities [15–17], smart

grids [18–20], autonomous vehicle and vehicular networks [21–24], etc., the impact of

software systems’ run-time behavior predictability will become even more critical as

such domains intersect with significant human and environmental health and safety

concerns which can literally mean the difference between life and death.

However, despite extensive research efforts in the field of run-time performance

predictability which is tightly related to ergodicity, the challenge of explicating the

core factors that contribute to the gain or loss of run-time performance predictability

in software systems remains a formidable task because there is no study that proves

under which conditions we can assure a system behave predictable. The current

solutions have yet to yield a comprehensive understanding of this issue. The following

section provides a review of the most widely-used approaches in this field and outlines

the challenges that are currently being encountered.

1.2 Solution Approaches and Challenges

The problem of run-time performance predictability is a challenging subject in the

software engineering field and a considerable amount of research has been devoted to

this topic, resulting in the proposal of numerous techniques and methods that can be

organized in the following categories, which include but are not limited to:
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• Architecture Analyses: In this approach, the documented architecture of

the given software systems is examined and then analyzed through available

mathematical modeling approaches to determine the systems performance prob-

abilities. As one example among many, in [25], Sharma employs Discrete Time

Markov chainss (DTMCs)[26] to predict the overall behavior of the system based

on its architecture. Although these approaches typically provide a general un-

derstanding of system’s likely performance and cost envelop but for non-trivial

and complex systems, they do not provide the statistical run-time performance

prediction, as will be defined formally in section 1.3.

• Simulation-based Testing: System architectures can further be evaluated

through simulating the system under a variety of workload conditions. A wide

number of simulation platforms and approaches have been developed includ-

ing for web-sites, web-based and distributed systems solutions [27–31]. As an

example, Palladio [27] is a quantitative architecture simulation approach for

modeling quality of service in early design states for web applications. A more

recent work is provided by [29], suggests a modeling approach based on queuing-

based analytical models and simulations for predicting the performance of big

data applications in cloud environments. Simulations rest on mathematical

models of the systems being simulated, where this may include rich simulation

of network packet flows and routings [30; 31], with Monte Carlo approaches [32]

generally being applied to account for statistical variations between simulations

runs. It is noteworthy that Monte Carlo approaches aim to achieve an ensemble

average that is equivalent to the time average. However, this assumption holds

valid only for an ergodic system, as stated by BET [33] and to date, there is no

proof of ergodicity for software systems, to the best of our knowledge. On the

other hand, although simulation based approaches are generally low cost but

can abstract out important system characteristics that can impact run-time

performance.

• Emulation-based testing: A significantly more costly performance testing

approach is via emulation in which the full software system executable code-

base is deployed into an isolated and controlled computer and network cluster

[34–38]. The running systems is then exercised by either synthetically generated

workloads or replays of recorded real-world workload in a controlled and repeat-

able manner. In this way, the full executable software system’s performance
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can be assessed inclusive of all of its potential behaviours that simulation-based

testing may have abstracted out. As an example, [4] uses data from a real-

world distributed system to develop a realistic model for workload generation

for different scenarios, and then analyzing the impact on the response time

distributions across multiple runs on a test deployment of the system on the

Amazon Web Services (AWS) Elastic Compute Cloud (EC2) [39].

• Real-world or Ad hoc testing: Due to the expense of emulation-based test-

ing, a practical and commonly used alternative is to apply synthetic or real-

world replayed workloads to a fully deployed version of the software system to

be tested. For example, part of the testing of a new release of a cloud-deployed

SaaS may include performance testing of the system against previously collected

real-world workloads [40] which may then be synthetically enriched to explore

potential “what-if” workload conditions [41]. In this approach, a full version

of the new release of the SaaS systems would be deployed into a commercial

cloud facility, as per the production version of the SaaS systems, but it would

then be exercised and assessed against the generated workloads [42]. If the

system has an acceptable performance, it is then released as the production

system. This approach has the advantage that the full system in all its richness

is performance tested, but it lacks the controllability and repeatability available

through emulation-based testing.

• Ongoing Monitoring: In this approach, the system’s performance behav-

ior is been monitored in operation applying dynamical analysis and self-test

techniques [43]. While run-time monitoring has been in use for decades, but

there is a renewed interest in this approach because of the increasing complexity

and ubiquitous nature of modern software systems [44]. Due to the fact that

ongoing monitoring enforces an overhead required by testing and monitoring

instrumentation, it may not be suitable for applications with limited resources,

therefore, it is very important to determine where and when to observe the

system’s behavior for a meaningful and effective results. In this approach, the

observed behavior is compared to the expected behavior to detect performance

variations early enough to add/remove resources if possible. Hand in hand

with monitoring, control theory techniques such as feedback loops has received

considerable attention particularly in self-adaptive software systems and for

performance control but typically the proposed techniques lack generalization
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and tend to be ad hoc and suitable for specific types of problems. Moreover,

to develop a theoretically sound controller for a software system, it’s necessary

to have mathematical models of the system’s dynamics which are inherently

complex models, however, many software engineers don’t have the necessary

background to create these models [45]. While analytical abstractions of soft-

ware systems, e.g. [46; 47] can be used for this purpose, they’re not enough to

bridge the gap between software models and dynamical models for full control

synthesis. More importantly, to be able to derive and trust those mathematical

models, the underlying system has to be ergodic to assure that there is a path

from the current state to the desired state.

The methodologies discussed above primarily focus on the run-time performance

testing of software systems, where such testing is usually conducted after the comple-

tion of standard functional testing, such as unit testing, integration testing, systems

tests, and acceptance testing. Performance testing, as an additional testing regime,

has gained immense significance as studies have shown that, for example, web users

have increasingly low tolerances for unexpected response time delays, as do users of

video stream and on-line gaming services and platforms [48–50].

Typically, a combination of the above approaches may be applied to any given

software systems or software intensive system, depending on the available testing

resources and time frames. However, deployed systems tend to evolve away from their

original software architect descriptions due to feature creep [51], changes required

to resolve system bugs, and the impacts of real-world constraints such as limited

development and testing time, deployment costs, etc.[52]. Consequently, run-time

performance issues often go unnoticed until the system becomes fully operational, as

a full-scale production system. Identifying and then resolving critical performance

issues at this late stage in the system’s deployment can be exceedingly costly as,

generally, major performance improvements will need to wait until the system’s next

major release cycle. Unfortunately, the challenging nature of run-time performance

prediction means that this next major release may also introduce its own set of

excepted performance limitations and critical issues.

Besides the limitations already mentioned for software systems of any size, the

run-time performance prediction of LDSS holds another level of challenges and is

proven to be unreliable [14; 4; 53–59]. This is primarily due to the heterogeneous and

elastic nature of cloud environments which results in variation in critical components

affecting performance measurements of a distributed system such as data bandwidth
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variation, overheads of managing distributed data centers, several layers of virtu-

alization which leads to a more complex resource sharing schemes, heterogeneous

workload, system size variability, migrations and more importantly lost data due to

system overloads. All these variations together has a combined and non-trivial effects

on performance prediction and in fact leads to high performance variability in com-

mercial clouds as investigated in [53] more than a decade ago and observed in many

recent works, e.g. [14; 54; 55]. As another instance, in the study conducted by [4],

the author measured a cloud-based software system’s performance under the identi-

cal workload distribution and cloud deployment configurations but observed different

response time distributions. They concluded their system’s performance is highly

variable and dependent on initial conditions such as the underlying cloud servers

utilization, the network conditions, and random variations in the arrivals of user ses-

sions along with the timing of requests. In [56], authors observed that for similar

use-cases and experiments, there exists a variation in public clouds’ Infrastructure as

a Service (IaaS) performance which made them motivated to investigate the patterns

underlying performance variations of IaaS-based public cloud systems. There are sev-

eral earlier studies as well in the literature such as [57–59] which show the cloud ap-

plications performance can vary dramatically, applying identical configurations from

cloud’s user side, due to the changes in cloud resource management parameters which

are usually unknown to the cloud users. The traditional cloud resource management

techniques, usually results in either over-provisioning which leads to lose benefits for

service providers while wasting a vast amount of energy in data centers as explained

by Alibaba cloud [60] or overloading the servers which eventually leads to violating

Service Level Agreement (SLA) terms with customers, e.g. the AWS outage incident

happened in 2021 [61]. As another example, as Kubernetes cluster gets larger, the

performance deteriorates and the cold start delay can get unacceptably long. Cold

start can take up to 10-15 seconds (and in some cases, a minute or more)[62]. In this

case, developers tend to keep at least one pod replica alive and never scale to zero to

defy the pod cold start delay. This approach and similar ones not only waste cloud

resources but also increase the cost for cloud customers.

Therefore, it is no wonder run-time performance prediction in cloud environment

has attracted considerable research attention and various techniques have been in-

troduced or applied to solve the problem including control theory [63–68], machine

learning methods [69–76] and analytical approaches such as applying Layered Queu-

ing Network (LQN) models [77–79]. Typically, as per numerous published works, e.g.
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[77–79], the run-time behaviours of these LQNs are then analysed via the mathematics

of Markov process or stochastic Petri-nets or through simulation based approaches.

Such works have shown impressive results in controlled simulations, such as in [80]

where simulated cloud performance levels are shown to be predictable three signifi-

cant figures for skew and kurtosis. Moreover, there are plenty of research been done

in analyzing and modeling the effects of virtualization on performance prediction such

as ones introduced in [78; 81–83]. There also exists performance prediction studies

that consider applying containers instead of VMs for the sake of virtualization and

resource sharing [79; 84–86] and as a result, studies to compare performance of the

two, e.g.[87; 88]. Likewise, a large body of performance prediction research exists

with respect to cloud management and resource consolidation techniques in virtual-

ized environments [64; 89–92]. Other researchers suggest applying game theory as

an optimization method for resource allocation to make the performance predictable

[93–96]. Despite the vast amount of research and work done in this field, it is obvious

that there is a gap between academia results and the observed reality in industry

as explained earlier [14; 4; 53–59] regarding performance prediction and performance

variation especially for larger scale software systems which brings the following ques-

tions to the mind:

• What is the core difference between academic research and real-world systems

which results in the observed gap?

• Why are some software systems perfectly predictable under test and in the

simulation but exhibit unpredictable behaviours in production environments?

As a matter of fact, in most academic studies with promising results, many real-world

workload traffic characteristics, such as self-similarity, long-range dependence, and

heavy-tailed distributions, are not considered due to the loss of analytical tractability

[77–80]. Moreover, the complexity of academically simulated and analyzed systems

are generally several orders of magnitude smaller in scale than commercial LDSS

[64; 89–92]. The latter can easily cost into the low millions to build, run concurrently

on thousands of interacting VMs, have hundreds of thousand a year in cloud deploy-

ment costs, and servicing active user bases numbering in the millions to hundreds of

millions, placing them well beyond the contexts of academic research.

As well explained by Linda Northrop and her colleagues in their report on ultra-

large scale systems[97], scale changes everything and that there exist fundamental

gaps which are strategic not tactical in current understanding of software and software
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development at the scale. They explain how these gaps are unlikely to be addressed

by incremental research within established categories and the need for a breakthrough

research which brings broad new conception of both the nature of such systems and

new ideas for how to design, develop, control, monitor and assess them. In the

next chapters, we explain how we tackle the existing gap, providing a novel strategic

approach to the analyses of software-centric systems based on a solid mathematical

foundation.

1.3 Formal Problem Definition

The problem which this dissertation is about to investigate is the lack of a solid and

reliable mathematical model foundation which is able to explain the behaviour of

today’s complex software systems and also be able to fill the existing gap between

the performance models and QoS management techniques in academia and industry.

Therefore, this dissertation focuses on assessing and assuring BET-compliance con-

ditions for arbitrary scale software systems within normal operational condition, i.e.,

excluding the impacts of potential attacks.

We define a predictable software system as one in which its future behaviors and

their likelihoods can be learned through the collection and analyses of historical run-

time data from the system’s operation or from the operation of a sufficiently similar

system. More formally, within the dissertation, statistical run-time predictability is

defined as the ability to determine that any given run-time performance measure of

interest x(t) e.g. response time, throughput, etc., will fall within a set of upper and

lower bounds, denoted Blower(t) and Bupper(t), with probability (1 − ϵ) over some

future time period, t ∈ ( 0, T+], based on the analysis of the past history of a set of

performance measures x(t) collected from the same system for some historical time

period t ∈ [T−, 0), where t = 0 denotes the current time as demonstrated in Figure

1.1 and equation 1.1.

P̂x[ x(t) ∈ [Blower(t), B
upper(t)]] ≥ (1− ϵ) (1.1)

We focus on when the tightest bound of Equation 1.1 can be determined in non-

trivial cases for software systems considering current bounds in commercial cloud’s

SLA is too loose [60; 98]. This leads to develop the understandings of what formal

software engineering issues lead to a loss of run-time predictability, and how these
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Figure 1.1: Statistical run-time behavior of any performance measure of interest
x(t)

identified issues can be addressed. More generally, x(t) may be a collection of run-

time performance measures, i.e., x(t) becomes x(t), and Blower(t) and Bupper(t) may

be constants, denoting standard limit or range checking [99] similar to Figure 1.1,

or analytical time dependent bounds that are created as functions of other run-time

performance measures as depicted in Figure 1.2 and Equation 1.2:

Blower(t) = F [y(t)]

Bupper(t) = G[y(t)]
(1.2)

where F [.] and G[.] are known functions that are constructed (or learned) through

analysis of a system’s past run-time data, where the historical data can be denoted

as:

Dsys[T
−] = {x(t) ∪ y(t) | t ∈ [T−, 0)} (1.3)

This form of software system performance predictability is inspired by the bound

checking and analytical fault detection approaches used within standard industry-

scale operational engineering plant Fault Detection and Identification (FDI) method-

ologies. As such, it is of particular importance within the emerging mission criti-

cal software-centric systems arising across areas including smart cities, smart grids,

autonomous vehicle and vehicular networks, i.e., systems with strong human and

environmental health and safety concerns.
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Figure 1.2: Analytical time dependent bounds created as functions of other run-
time performance measures as shown in Equation 1.2

Traditionally, run-time software system predictability has been serviced through

analysing formal analytical models of the system, e.g., via queuing networks [26; 100–

106] and Markovian analyses [26; 104; 107–109] against prescribed incoming on/off

workload models [110–116]. But, modern software systems are now commonly several

orders of magnitude larger in scale and complexity than the prior generations of sys-

tems that gave rise to these classical run-time performance assessment approaches.

More particularly, from a queuing network perspective, modern cloud-deployed soft-

ware systems can require hundreds, to thousands, to tens of thousands of computers to

run. Therefore, these systems can involve tens of thousands to hundreds of thousands

(or more) of active queues within a sufficiently representative LQN model. Modern

real-world cloud-deployed software-centric systems tend to be significantly larger than

those studied and simulated within the academic literature [79; 83; 117]. Each queue

within a LQN model can be assumed to have a small but non-zero queue-drop rate,

denoted as ζ > 0. As all real system queues must be of finite length, if a system’s

representative LQN model composed of K queues, then the likelihood of a queue-drop

from any queue in the full running system is given by 1− [1− ζ]K . For a small-scale

system to function efficiently, this probability must approach zero, though, for a suffi-

ciently large-scale systems, this probability quickly approaches one even for very small

queue-drop probabilities as shown in Figure 1.3, denoting that large-scale operational

software systems must always be expected to drop some important information.

This dropped information is then “recovered” via modern system’s use of reliable

protocols and fault recovery methodologies [118], where this dissertation shows these
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Figure 1.3: Queue-drop probability in any of the system’s queues based on ζ and
the number of queues in the system (K)

effects then directly impact the resulting system’s statistical run-time performance

predictability. This provides a core insight as to why modern industry-scale software

systems tend to lack sufficient performance predictability, therefore this dissertation

formalizes mentioned observation through applying Dynamical System Theory (DST)

to an extended version of Maurer’s Turing-reducible computer model, denoted as the

Extended Maurer Model (EMM) [5], to show that the above queue drop events lead

to the production of wandering sets of non-zero measure within the σ-finite measure

space the EMM describes. This in turn is shown to lead to a direct loss of statistical

predictability, of the form described above, due to the resulting violations of DST

ergodic theory requirements and, particularly, the requirements detailed within BET

[33], i.e., that such a systems statistical behaviours will change both over time and

across different instantiations of the system.
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More precisely, this PhD research addresses the following research challenges:

• Will a particular software system behave predictably when processing ”typical”

workloads? Why?

• When is the performance of a software system statistically predictable (or not

predictable)?

• What formal assumptions and constraints are sufficient and/or necessary for

predictable behaviours to be guaranteed?

• Can predictable performance measures coexist with unpredictable measures for

the same system? And if so why?

• Based on the above issues, do software engineering design approaches exist that

can give rise to performance predictability improvements?

Formally, it is shown that the above issues and concern relate to when a software

system does (or does not) exhibit BET compliant behaviours. Hence, a core focus of

the conducted research is applying the DST concepts underlying BET to derive the

necessary and sufficient conditions for it to hold within software systems of arbitrary

scales and complexities.

1.4 Assumptions

Section 1.4 outlines the assumptions exist in our research. First of all, we are in-

vestigating the run-time performance of an operational system in a production

environment that has already undergone standard software testing, including unit,

integration, and system testing, among others. Although our theory works for soft-

ware systems of any size from embedded systems to edge computing in the clouds,

but in this thesis, we are specifically aim the non-linear time-variant systems with

stochastic sampling, otherwise the system would be simple and deterministic. More-

over, we’re interested in cases where the Law of Large Numbers (LLN), Central

Limit Theorem (CLT) and memory-less workloads do not hold. These statistical con-

cepts that are commonly used to make predictions are not applicable when dealing

with complex systems with non-linear behaviors. We assume that the cloud is in

its day-to-day operational state, meaning it is functioning normally and not facing
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any abnormal downtime due to power outages or cyber attacks, among others. Ad-

ditionally, we assume that there are concurrent clients and shared resources, which

may impact the system’s performance. We also acknowledge that processing occurs

on real machines with limitations, which may lead to high utilization, queue drops,

and other issues. We assume that the systems we are investigating are not starved or

overloaded(saturated), meaning they are functioning within their capacity. We are

only considering causal systems, which means that we cannot have knowledge of the

future. Causal systems are those that produce an effect only after an input or action

occurs, and thus, it is impossible to know the outcome of a system before the input or

action occurs. When measuring performance, we assume that measurable features are

any measures that can be measured within a σ-finite measure space. The performance

prediction involves learning from past behavior can be done with any technique from

traditional analytic methods to more advanced AI and machine learning techniques.

We are dealing with a more fundamental issue and that is if the system is predictable

at all and if yes, then we can apply any method for the prediction process itself. In

other words, we look for predict-ability and not optimal prediction. Lastly, while

LQN can model a universal system, our research does not focus on universal systems,

but rather dealing with Turing reducible machines and languages.

1.5 Contributions

This dissertation develops a new and novel approach to the analysis of software-centric

system run-time performance predictability centred in the mature mathematics of

DST and BET. It is shown that the developed approach is scale-agnostic, applying

equally well to large- and small-scale systems, while also enabling direct insights into

the set of defined software engineering design rules that must be followed if a system is

to support run-time performance predictability. To our knowledge, the set of derived

software engineering design rules required if run-time performance predictability is to

be achievable has not be previously denoted within the literature, nor have such rules

been set within formal and strong mathematical foundations. Hence, these represent

the principal novel contributions of this dissertation:

• Applying DST to derive the necessary and sufficient conditions for software

systems of arbitrary scales and complexities to exhibit BET-compliant run-time

performance measures.
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• From the derived DST conditions developing a set of pragmatically and easily

implementable software engineering design rules required to assess when and

why BET-compliance is lost (or gained) for the run-time behaviours exhibited

by arbitrary scale and complexity software systems.

• Conducting detailed cloud-deployed software system simulations, via a con-

structed packet-level simulation environment, to validate the developed theory,

understandings, and insights as to how run-time behavioural predictability is

gained (or lost) within modern VM and container deployed SaaS applications.

• Identify how and why emerging industry software deployment trends and regimes

align with the conducted DST-based BET analyses, so as to provided the math-

ematical foundations underpinning these evolving industry trends.

Each of the above contributions are novel contributions with research to the soft-

ware engineering field and discipline. More particularly, a general proof of ergodicity

and BET-compliance within arbitrary scale and complexity software systems has not

been previously provided within the literature nor has the reduction of these math-

ematical requirements into a minimal set of easily and pragmatically implementable

software engineering design rules.

1.6 Dissertation Organization

As a first step to tackle the ergodicity in software systems problem, a general scale-

agnostic approach for modeling software-centric systems inclusive of their statistical

predictability is developed which will be explained in detail in Chapters 3 and 4. This

approach first models the software system in the application layer as a LQN in Chapter

3 and then applies a DST’s model of the performance measures, in which all stochastic

processes are known to possess equivalent dynamical system model [33] to explain the

behavior of the corresponding LQN model. Moreover, the prior PhD work of Elgamal

[5] on the EMM is used to provide a scale-agnostic bridge between Turing models and

DST and, therefore, to provide a general modeling approach for software systems of

any size in terms of DST. This provided a path by which to apply known ergodic

theory results for sigma-finite measure spaces to the analysis of BET-compliance

and performance predictability issues within software-centric systems particularly the

most complex ones in cloud-deployed distributed systems. This is a novel and largely
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unexplored approach that offers the promise of placing such issues on the very solid

mathematical foundations of ergodic theory.

As a second step, this theory-based research is then validated using simulation on

OMNeT++ platform which is a modular, component-based C++ simulation library

and framework, primarily for building network simulators [31]. The simulation pro-

vides a scalable, repeatable, and accurate environment to verify theory-based analysis

of performance predictability. Our simulation has been structured on top of the lat-

est version of OMNeT++ in a way to support full-stack full-packet level simulation

which provides vetting the stochastic properties dependent to load size. Moreover,

the simulation applies standard QNM to model distributed systems at the virtual

machines and containers level. Therefore, designing different scenarios is as easy as

manipulating queuing network parameters in configuration files. The configuration

file is being used as an input to the simulation tool. Basically, in simulation-based

research we tested and verified results of theory-based analysis of performance pre-

dictability of cloud deployed distributed systems. Different scenarios designed in a

way that applications execute either in virtual machines or containers or both at the

same time which introduce additional levels of complexity. Using the various simula-

tion scenarios, we investigated unpredictable systems and explored where and when

QoS predictability may lost based on theoretical results. We then applied and eval-

uated the proposed techniques to bring the system back to a predictable state.The

result of simulation experiments explained and discussed in Chapter 6.

The remainder of this dissertation is structured as follows:

• Chapter 2: Defines the scope of the research and provides a rigorous review

of relevant literature on software systems performance modeling, particularly

focusing on large-scale distributed software systems (LDSS). This chapter ex-

plores the existing studies on the performance variability of cloud applications

and highlights the challenges faced by both industry and academia in ensuring

predictable run-time behavior of software systems. It also reviews cloud service

models, including the emerging trends of Containers as a Service (CaaS) and

Functions as a Service (FaaS), which are increasingly used for deploying mi-

croservices in the cloud. Furthermore, the chapter examines existing scheduling

techniques in cloud environments, workload modeling, and prediction methods,

alongside the current challenges in these areas. . Importantly, it introduces re-

cent works considering the importance of ergodicity in software systems, noting

that while earlier efforts in computer science attempted to prove ergodicity, con-
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temporary research often assumes it without formal verification. This review

underscores the gap between theoretical models and real-world implementa-

tions, setting the stage for the novel approaches and analyses presented in the

later chapters.

• Chapter 3: Introduces a unified layered queuing network (LQN) model tailored

for software-centric systems, ranging from embedded systems to large-scale dis-

tributed systems with serverless microservice architectures. This model serves

as the basis for understanding the run-time performance behavior of software

applications. The chapter details the construction of LQN models, illustrat-

ing how they capture the hierarchical nature of modern software deployments,

including the on/off scheduling effects of virtualization. By mapping the soft-

ware system’s application layer into an LQN framework, this chapter sets the

stage for integrating dynamical systems theory (DST) to analyze performance

measures. This approach enables a more accurate representation of the system’s

behavior under various workloads and operational conditions, forming the foun-

dation for the DST analyses and BET-compliance considerations discussed in

the subsequent chapters.

• Chapter 4: Provides one of our main contributions and establishes the foun-

dational bridge between queuing network (QN) models and dynamical systems

theory (DST) through the Extended Maurer Model (EMM). This chapter de-

velops a scale-agnostic approach for modeling software-centric systems, using

QN models to represent the software system’s behavior and integrating EMM

to map these behaviors into a DST context. The integration is crucial for sup-

porting subsequent BET-compliance analyses. The EMM, based on Maurer’s

Turing-reducible model, allows for the analysis within σ-finite measure spaces,

which is essential for dealing with the complexities of modern, large-scale soft-

ware systems. Additionally, this chapter extends traditional QN models to

incorporate stochastic On/Off switching at the per-queue level, accurately re-

flecting real-world cloud operations where VMs are time-sliced into available

CPU resources. This extension, which addresses a critical gap in existing liter-

ature, is vital for modeling the unpredictable nature of cloud environments and

supports the detailed theoretical analyses presented in Chapter 5.
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• Chapter 5: Conducts a full theoretical analysis to establish the necessary and

sufficient conditions for achieving BET-compliance in software-centric systems,

leveraging the QN and EMM-based approach developed in Chapter 4. Uti-

lizing Peter Walters’ Ergodic Equivalency Theorem 3, it was demonstrated

that Markovian approaches rely on the recurrence requirement of Statement 3,

whereas Statements 2 and 4 provide alternative conditions. By applying these

insights, the research identified that queue drop events and the recovery actions

of reliable protocols produce wandering sets of non-zero measure, while time-

variant stochastic effects from fair OS scheduling and resource contention lead

to loss of measure invariance. These findings underscore that achieving BET-

compliance in software systems involves addressing these specific factors, which

are often overlooked in traditional Markovian analyses. The chapter’s theorems

and proofs offer a novel perspective on ensuring predictability in large-scale,

complex software deployments.

• Chapter 6: Focuses on validating the results and insights from Chapter 5 using a

Monte Carlo simulation framework developed with OMNet++ and INET. This

framework models modern container and VM-based cloud computing deploy-

ments, incorporating Poisson and bursty workloads, fair and RTOS OS schedul-

ing, and background server VM processes. The simulation provides a scalable

and accurate environment for verifying performance predictability, structured

to support full-stack, full-packet level simulation. By applying standard QNM

models, various scenarios were designed where applications execute in virtual

machines, containers, or both, introducing additional complexity. The simula-

tions tested and verified the theoretical analysis results, exploring where and

when QoS predictability might be lost and applying techniques to restore pre-

dictability. The analysis included 32 experimental scenarios with Monte Carlo

ensembles of 100 runs each, and the results aligned with the theoretical expec-

tations from Chapter 5, confirming the insights derived from the DST analyses.

• Chapter 7: Applies the simulation approach from Chapter 6 to explore and

quantify the impacts of two modern software system deployment techniques:

Apache Spark and Storm-like auto-scaling, and Xen-like hypervisor soft RTOS

scheduling, compared to classical load balancing solutions. The focus is not

merely on performance improvement but on how these techniques enhance

BET-compliance and run-time performance predictability. Consequently, the



18

study in Chapter 7 places these industry-developed methodologies onto a solid

theoretical foundation, demonstrating that while they contribute to improved

performance predictability, they are not adequate to ensure complete BET-

compliance on their own.

• Chapter 8: Concludes the dissertation by providing the four Software Engineer-

ing Design Rules derived from formal analyses of Chapter 5 and outlines future

work in this field.

1.7 Summary

In summary, the focus of this PhD work is to address the identified software pre-

dictability challenges and to answer the mentioned question of if and why the tech-

niques used for performance management are working by exploring where, when, and

why performance predictability is lost (or gained) in software systems of any size and

especially in the attractive case of cloud deployed distributed systems. To answer

the mentioned questions, we provide a framework rooted in a solid mathematical

foundation which is based on understanding of the nature and underlying dynamics

of software system. Based on that reliable mathematical foundation, we are able to

analyze the software behaviour from the smallest in embedded systems to the most

complex ones expanded across several clouds, we can also explain the underlying

reasons of observing unpredictable/predictable behaviour in software systems or any

other complex software system and provide reliable and promising solutions to fix the

unpredictability problem. We can then evaluate the reliability of the existing industry

solutions based on the proposed model. Moreover, the result of this research enables

us to answer the following important questions about performance measures:

• Whether observable past performance datasets are informative as to any given

system’s likely future behaviours? (Exploring the stationarity characteristic)

• Whether performance data collected from one deployed instance of any given

system are informative as to the behaviours likely to be expressed by any other

instance of the same (or sufficiently similar) system? (Exploring the ergodicity

characteristic)

Fundamentally, when “informative” is defined in terms of Shannon information,

then the above questions can be recast as simply exploring degree of statistical pre-
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dictability the observed performance measures possess. Clearly, achieving reasonable

levels of such predictability has direct implications on the rate at which service level

agreements (SLAs) and obligations (Service Level Obligations (SLO)s) can be met,

as well as on wider issues such as how to cloud resource consolidation management

problems [90] should best be addressed, etc. To examine our proposed theories and

techniques, we are going to apply an Omnet-based simulation tool which we intro-

duced for the first time in this research. We propose and describe the aforementioned

simulator in Chapter 6 along with related experiments.
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Chapter 2

Related Work

The motivation for this research is ignited when we were investigating if it is possible

at all to predict the performance of LDSS in a cloud environment with a multi-

tenancy regime in place. As we progressed in the research, reviewing and evaluating

the existing work, we discovered there is a missing piece in the literature which can

cause a well-tested, well-documented software to behave unpredictably, particularly

in multi-tenancy environments. That resulted in expanding our research to dig deeper

and investigate the run-time behavior predictability of software systems of any size.

In this chapter, we will define the scope of our current research and summarize and

discuss related works and studies on software performance prediction, modeling dis-

tributed software systems, and cloud applications. We also discuss various approaches

taken in an attempt to predict the performance of a cloud application from workload

modeling to applying control theory, game theory and machine learning to solve the

problem. Moreover, we review experimental studies that have observed significant

performance variation in software applications deployed in commercial clouds. These

studies suggest that the performance of cloud applications can be highly variable in

real-world environments, and further research is needed to understand and address

this issue.

In Section 2.1, we define and explore LDSS and its characteristics as well as its

role in the modern world. In Section 2.2, we review cloud service models and the

new trends of Container as a Service (CaaS) and Function as a Service (FaaS), which

are both being applied for deploying micro-services in the cloud. In Section 2.3, we

examine the existing scheduling techniques applied in cloud environments. In Section

2.4, workload modeling and prediction are explored along with discussing the existing

challenges and issues in this field. In Section 2.5, we discuss the analytical models



21

for performance evaluation. In Section 2.6, while we discuss existing approaches for

performance prediction and resource management in cloud environments, we highlight

the predictability issues observed in practice and reported by researchers. In Section

2.7, we introduce recent works that consider the importance of ergodicity in software

systems. Section 2.8 summarizes the whole chapter and draws conclusions.

2.1 Large-scale Distributed Software Systems

In this section, we clarify the definition of large-scale distributed software systems

we are dealing with and modeling in this PhD research. There are many different

definitions of distributed systems in the literature, depending on the specific domain

and goals of a particular system. However, one of the most comprehensive definitions

is the one proposed by Steen and Tanenbaum, which includes all types of distributed

systems. In this definition, a distributed system is a collection of autonomous comput-

ing elements that work together in a way that appears to its users as a single entity.

These computing elements are called nodes, are independent of each other communi-

cating by exchanging messages through a network which can be wired, wireless or a

combination of both [119].

Compared to centralized systems in which a single computer handles all the pro-

cessing, data storage and communication, distributed systems especially the larger

ones are way more complex and need to address issues such as synchronization and

coordination within a distributed system, managing membership and organization of

nodes, authentication and admission control in closed groups, security mechanisms,

message passing protocols, fault tolerance and reliability issues, etc. Also, a dis-

tributed system has a dynamic nature considering nodes can join and leave, with the

topology and performance of the underlying network almost continuously changing.

The size of a distributed system may vary from a handful of devices, to millions of

computers. In this work, we are more interested in the case of large-scale distributed

software systems which have at least tens of thousands of nodes scattered across one or

more commercial clouds with unreliable communication channel such as the Internet,

consist of several heterogeneous interacting software components exist on multiple

computing and storage nodes, deals with huge amount of data, has tens of thousands

to millions of users and has specific performance requirements such as throughput,

response time, latency and availability. Design, development and maintaining such

systems to meet the mentioned requirements is extremely challenging due to the
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significantly big size and dynamic nature of these systems. Moreover, it is often the

case the components of the system are running on multi-tenant virtualized resources

with unknown continuously changing scheduling and prioritization policies [120; 121].

Modern examples of large-scale distributed software systems such as e-commerce

websites, financial markets applications, social media applications or MMOG must

service thousands or millions of requests concurrently and most of them are now

shifting toward the use of commodity clouds [122]. These applications are often very

sensitive to user experience and failing to meet performance requirements leads to

unfavorable reviews and media coverage. However, software, hardware and human

failures are not exceptions but the norm in these systems [97]. In the next section,

we will review the various service models available in clouds and how they are being

applied in the deployment of LDSS in cloud environments.

2.2 Cloud Service Models

Cloud computing, often referred to as simply “the cloud,” is the delivery of on-demand

computing services via the Internet on a pay-as-you-go basis. The National Institute

of Standards and Technology (NIST) has denoted five essential characteristics for

cloud models, namely as per the definitions of [123] which are repeated for conve-

nience:

• On-demand self-service.“A consumer can unilaterally provision computing ca-

pabilities, such as server time and network storage, as needed automatically

without requiring human interaction with each service provider”.

• Broad network access. “Capabilities are available over the network and accessed

through standard mechanisms that promote use by heterogeneous thin or thick

client platforms (e.g., mobile phones, tablets, laptops, and workstations)”.

• Resource pooling. “The provider’s computing resources are pooled to serve mul-

tiple consumers using a multi-tenant model, with different physical and virtual

resources dynamically assigned and reassigned according to consumer demand.

There is a sense of location independence in that the customer generally has no

control or knowledge over the exact location of the provided resources but may

be able to specify location at a higher level of abstraction (e.g., country, state,

or datacenter). Examples of resources include storage, processing, memory, and

network bandwidth.”
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• Rapid elasticity. “Capabilities can be elastically provisioned and released, in

some cases automatically, to scale rapidly outward and inward commensurate

with demand. To the consumer, the capabilities available for provisioning often

appear to be unlimited and can be appropriated in any quantity at any time.”

• Measured service. “Cloud systems automatically control and optimize resource

use by leveraging a metering capability at some level of abstraction appropriate

to the type of service (e.g., storage, processing, bandwidth, and active user ac-

counts). Resource usage can be monitored, controlled, and reported, providing

transparency for both the provider and consumer of the utilized service.”

2.2.1 Traditional cloud service models

The aforementioned characteristics have made the (IaaS), PaaS, and SaaS hierarchy

highly attractive to increasingly wide cross-sections of industry. As expected by

Armbrust et al. in [124], cloud computing has transformed large parts of the IT

industry by making larger-scale distributed software systems easier to cost-effectively

build, deploy, and manage. The relation between the IaaS, PaaS, and SaaS cloud

offering models is illustrated in Figure 2.1.

Figure 2.1: Traditional IaaS, PaaS, and SaaS cloud hierarchy service model.
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IaaS is the lowest layer of cloud services as it provides cloud clients (or users)

with direct access into the VMs they have leased. The user is then fully responsi-

ble for managing all aspects of these machines, from installing and patching OSes

or Operating System (OS) images, to installing and configuring all of the per-VM

software components and applications required, to then configuring, deploying, and

managing all but the most basic network layers of their full cloud-deployed distributed

software systems.

Platform as a Service (PaaS) removes many of these lower level cloud deployment

details by packaging them up into easier to use and access software platforms. Com-

mon examples of commercial PaaS offerings include Google App Engine (GAE) [125]

and AWS Elastic Beanstalk [39]. A drawback with PaaS approaches is that they are

typically limited to only being able to support software applications that are written

against the PaaS’s specific services. For example, GAE does not support the full

Java Runtime Environment (JRE) libraries. This restricts GAE deployed applica-

tions to those that only use GAE supported JRE subset [126]. Such PaaS service

decisions also tend to evolve over time, typically necessitating on-going reworking of

PaaS deployed applications by PaaS user communities. SaaS is the highest tier layer

and typically designed to allow the easy turn-key incorporation of new cloud-based

services into an existing software service or solution. From the perspectives of this

research, SaaS is of less interest as many key QoS/QoE software engineering design

and architecture decisions would have already been incorporated into offered SaaS

solutions. Hence, the core research issues of interest in this work arise in the IaaS

and PaaS cloud layers and in the design, implementation, and re-engineering of SaaS

offerings.

2.2.2 Container as a Service Model

In general, IaaS as the lowest-level and least restrictive cloud offering, requires highly

skilled and knowledgeable people to make effective use of it. PaaS is easy to use, even

by lower skilled people, but it tends to abstract out and effectively fix or substantially

restrict many of the critical software engineering architecture design decisions. Such

issues, combined with a strong industry-wide desired not to have to custom tailor

solutions against each cloud providers’ offering, has lead to the introduction and rapid

adoption of CaaS solutions [127], of which the Docker platform current dominates[6].

CaaS sits between the IaaS and PaaS layers and provides developers with richer tool-
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sets to deploy and maintain their applications compared to PaaS while reducing the

detail-oriented burdens IaaS requires. This concept illustrated in Figure 2.2.

Figure 2.2: The CaaS cloud service model [1].

CaaS solutions have made inter-cloud migrations and non-cloud to cloud mi-

grations trivial by packaging entire application and reducing the need for any re-

engineering efforts, therefore, also substantial reducing the associated cost of chang-

ing deployment regimes. Since containers provide process isolation, it makes it easy

to break apart and run applications as independent components called microservices

which is a very popular architecture among LDSS. Moreover, deploying microser-

vices using container makes scaling much easier and faster. Also, one can fit multiple,

lightweight containers on a single virtual machine, which increase the efficiency and

usage density of resources. These are good reasons for rapidly increasing popularity

of CaaS in clouds. According to Flexera in their most recent report on “The State of

the Cloud” published in 2022 [128], container use becomes increasingly mainstream.

Similarly, Amazon reported 150% year over year growth in its container services us-

age in 2022 [129]. The following are some of the CaaS offerings from major cloud

providers:
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• AWS Fargate

• Google Cloud Run

• IBM Cloud Container based on Red Hat OpenShift or Kuberneres

• Microsoft Azure Container Instances

Figure 2.3: An example of CaaS deployment model on top of IaaS.

Figure 2.3 provides an illustration of a Docker-based CaaS deployment approach

on top of an IaaS offering. An alternative CaaS deployment approach, which con-

sidered less secure and, generally, is only available for semi trusted users [130], is

shown in Figure 2.4. In this CaaS deployment model, all Containers on a given phys-

ical server share the same kernel host removing the need for intermediate hypervisor

monitoring layers. This improves performance by reducing overheads, but as the cost

of setting aside VM sandboxing.

This research will focus on the CaaS deployment model on top of IaaS as this

is rapidly coming to dominate how commercial cloud platforms are used[131], set-

ting aside SaaS offerings which themselves are increasing based on CaaS deployment

regimes. Also, when we mention containers, we mostly talk about Docker contain-

ers, however, in 2015, Docker and other industry leaders came together to form the
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Figure 2.4: CaaS architecture for Semi-trusted users.

Open Container Initiative (OCI). The purpose of the OCI is to create standards for

container formats and runtimes [132]. There exist a large body of literature studying

performance prediction of applications in cloud environments but none of them con-

siders involving containers in the clouds. Fortunately, our theory is applicable to any

size and any deployment. Using Docker Containers, migration between different cloud

providers becomes a simple task and clients can distribute their applications easily

on several clouds for efficiency. For example, one could deploy compute-intensive ser-

vices on Google cloud and deploy I/O intensive containers on Amazon cloud AWS.

Investigating and modeling the behavior of such a hybrid and complex application

deployments is necessary in performance evaluation and prediction. The need for

QoS prediction is more obvious in the hybrid case where different chosen clouds and

services have different characteristics and costs. It is good to mention that using con-

tainers for deployment of distributed software systems in cloud environments provides

the following advantages:

• Simplifies and increases the convenience of deploying, running, and testing dis-

tributed applications for cloud environments

• Enables platform-independence



28

• Enables easy tuning of the deployed scale to match workload demands

• Enables easy immigration between cloud providers’ cloud offerings

These advantages though come at the cost of introducing an extra abstraction

layer between the distributed systems application-layer code and the hardware on

which it ultimately runs. This cost can be reduced by providing direct non-VM based

container support within a cloud platform, but this in turn generally runs against the

industry-standard VM-based cloud billing and resource leasing models.

2.2.3 Function as a Service (FaaS)

Containers are at the core of enabling another relatively new cloud service model

which allows a function gets executed as a response to an event. FaaS is a serverless

technology which compared to CaaS is more abstract and agile but less configurable.

In this model, developers can break their application down into functions and scale

each function independently. The focus will be on writing functions with one purpose

similar to a microservice but a microservice can contain several related functions.

This concept illustrated in Figure 2.5. These functions get triggered by an event and

behind the scene, cloud providers execute the triggered function inside a container

with required run-time configurations.

Figure 2.5: FaaS compared to monolithic and microservices architecture.
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Moreover, FaaS is cost effective because one’s account gets charged only when

a function gets executed i.e an event happened in the system. Obviously, FaaS is

highly scalable and is a good choice for implementing high-volume parallel workloads

such as web application with millions of users, MMOG, Monte Carlo simulations,

parallel data processing, healthcare workloads such as DNA sequencing, etc. Figure

2.6 shows how FaaS related to other cloud services. Most modern systems are using

a combination of these cloud services.

Figure 2.6: Cloud service models comparison[2].

All major public cloud providers offer at least one version of event-driven com-

puting services. The following are some of those offerings:

• Alibaba Cloud Function Compute

• AWS Lambda

• Google Cloud Functions

• IBM Cloud Functions based on Apache OpenWhisk

• Microsoft Azure Functions

• Oracle Cloud Functions

Figure 2.7 shows the comparison between the most popular FaaS providers.
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Figure 2.7: FaaS providers comparison[133].

In conclusion, modern application architectures require a more elastic infrastruc-

ture with a continuum of services from CaaS to FaaS. CaaS and FaaS make it easy

to use the infrastructure resources more efficiently while also giving the flexibility to

run many different workloads. Both serverless technologies make the life of developers

easier by taking away the complexities of managing the underlying deployment infras-

tructure such as virtual machines or servers and also relaxing the need for capacity

management from developer side, leaving all the heavy lifting jobs for cloud providers.

At the same time, cloud customers expect to see similar performance behaviour and

QoS measures for different instances of the same application running in the cloud but

apparently this is not the case based on several recent studies [4; 53; 57–59]. In the

following section, we will examine the most widely used methods and technologies for

managing cloud resources in order to address performance issues.
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2.3 Cloud Resource Management

We are discussing cloud resource management in relation to other topics here because

it plays a crucial role in the performance prediction of cloud applications as we will

illustrate in Chapter 3. In cloud computing, resource management is the process of

allocating, organizing and controlling the resources available to the cloud. These re-

sources may include hardware resources such as servers and storage devices, software

resources such as operating systems, virtual machines, containers and other applica-

tions, and networking resources such as bandwidth and virtual private networks. A

successful resource management policy or technique, on one hand seeks to meet the

performance objectives of the users’ applications and on the other hand satisfies the

performance requirements of the cloud provider (i.e., data center). The objectives of

the cloud providers focus on efficient and effective cloud resource usage within the

constraints ofSLA. The objectives of the cloud users are centered around preserving

desired application performance such as response time, throughput and availability

with cost-effective scaling in place. Often, these objectives come with constraints

regarding resource dedication to meet non-functional requirements relating to, for

example, security or regulatory compliance [134].

There are typically three terms commonly used in the literature when discussing

cloud resource management:

• Resource allocation is the process of reservation of or assigning a quantity of

resources such as computing, storage, and networking resources, for a tenant’s

use to ensure guaranteed performance.

• Resource provisioning refers to the process of making the allocated resources

available for use. It involves the selection, deployment, and run-time manage-

ment and configuration of allocated resources so that they are ready for use.

• Resource scheduling which interchangeably used by terms resource mapping,

resource brokering, load balancing, etc. is the process of deciding when and how

resources should be used and results in the precise assignment of provisioned

resources (e.g. CPU, memory, storage, network) to tasks within the workload.

Resource allocation and provisioning is more of a high-level task versus the schedul-

ing which is more kind of a hypervisor’s operating system task. For example, it’s the

resource allocation duty to decide based on the incoming workload how many other
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VMs or containers are needed to start and it’s the resource provisioning duty to de-

cide on which physical server to start the VM or on which VM to start the container

but then the scheduling algorithm is the one who decides which VM or the container

gets to access the physical resources on a particular server as shown in Figure 2.8.

Figure 2.8: Cloud resource management.

Resource allocation is also responsible to meet the user’s need based upon the

quality of service parameters (QoS), SLA negotiations and match the resources to

the upcoming workloads [120]. The basic idea behind the resource allocation and

provisioning respectively is to detect the best amount of required resources and select

the best candidate servers providing those resources based upon upcoming application

demands. The ultimate goal of resource allocation is to optimize the algorithm in a

way that minimize the number of resources needed to serve the application demand to

maintain a desirable level of service quality and performance which translates to min-

imum execution time with maximum throughput. Resource provisioning algorithms

map upcoming request with running virtual machines or containers so that user gets

the services with minimum cost and time while service provider get the maximum

profit without affecting the violation of SLA [135]. According to [120], there are three

major resource allocation approaches available for the cloud users:
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• On-demand: Resources allocated based on the application needs and clients

billed accordingly.

• Advanced reservation: Clients reserve a specific cloud resource (e.g. EC2)

for a specific time period in advance.

• Spot instances: If there are any unused cloud resources at a given time, clients

can bid on them for an immediate use with a lower price compared to advanced

and on-demand allocation.

Considering aforementioned general approaches, there exists different techniques for

resource allocation, including static and dynamic allocation, quality of service (QoS)

based allocation, and capacity planning. Below is a brief overview of each:

• Static resource allocation: This technique involves allocating a fixed amount

of resources to an application or service. It’s under the category of advanced

reservations and although this technique is simple to implement, but may not

be as efficient as other techniques because it does not take into account the

changing needs of the application or service [136].

• Resource reservation: This is a technique for advanced reservation approach

and involves reserving resources in advance for a particular application or ser-

vice. This can be useful for ensuring that resources are available when they are

needed, but may be less efficient than other techniques because it may result in

the allocation of unnecessary resources and over-provisioning.

• Dynamic resource allocation: This method is under the category of on-

demand allocation approach and involves allocating resources to an application

or service as needed, based on factors such as the workload or the performance

of the application. Dynamic resource allocation can be more efficient than static

allocation because it allows resources to be used more flexibly. A good review

of different algorithms in dynamic resource allocation can be find in [137]. Here

are two most popular methods of dynamic resource allocation:

– Capacity planning: It involves forecasting the future resource needs of

an application or service, and allocating resources accordingly. This can

help to ensure that resources are available when they are needed, but may

be less efficient than other techniques because it requires forecasting and
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may result in the allocation of unnecessary resources or under-provision.

Researchers applied different techniques to tackle this issue, for example

the authors in [138] developed a new Swarm Intelligence Based Prediction

Approach (SIBPA) to predict the resource requirements.

– QoS based resource allocation: This involves allocating resources to

applications or services based on the level of service that they require.

For example, an application that needs a high level of performance may

be allocated more resources than an application that is less critical. In a

recent work, Haji et al in [139] explore different algorithms proposed for

QoS aware resource allocation.

There are different techniques and algorithms introduced in the literature to op-

timize cloud resource allocation and provision methods mentioned before from opti-

mization and game theory to the use of machine learning. For example, [140] presents

a technique for optimizing cloud resource allocation using online learning, which in-

volves adapting resource allocation decisions based on real-time data. The authors

demonstrate the effectiveness of the technique through simulations and show that it

can improve resource utilization.

No matter which approach, technique or algorithm used for cloud resource man-

agement, there is no work in the literature that formally studies the roots and fun-

damentals of how these techniques can affect the predictability of software systems

deployed in cloud.

2.4 Workload modeling

Characterization of the software system’s workloads and understanding of their prop-

erties and behavior is essential for an effective resource allocation, performance pre-

dictability and QoS management to achieve the desired service levels. As stated

by Feitelson [111] understanding the workload is more important than scheduling

algorithms and other optimizations. Essentially, the workload model should have sta-

tistical characteristics which are representative of the real one. As Ferrari states in

one of the early researches about workload characterization:

The performance of computer systems cannot be seriously and meaning-

fully measured unless the workload the system is dealing with during the
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measurement sessions is carefully selected. . . . The main objective in se-

lecting a workload should always be representativeness, i.e., the resulting

workload should faithfully represent the real workload [141].

According to [112], the term workload refers to all types of inputs including inputs

from applications, services, transactions, data transfers, etc. which are submitted to

an e-infrastructure. In the framework of cloud computing, aforementioned inputs

usually come from online interactions of the users with web-based services hosted in

the cloud or from the jobs processed in batch mode. It is important to note that

typical cloud workloads almost never refer to hard real-time applications. While the

general principles applied to parallel and distributed systems workloads are still valid,

the cloud workloads characterization has its own challenges because it consists of a

collection of many diverse applications and services, each characterized by its own

performance and resource requirements and by constraints specified in the form of

SLA [142]. The aim of this section is to survey the most relevant studies in the area

of cloud workload characterization and identify and discuss the main issues in this

area.

Despite their importance, the characterization of cloud workloads has received a

little attention in the literature and mostly at the level of the VMs without taking

into consideration the features of the individual workload components running on

the VMs themselves. Therefore, here we have to discuss general workload modeling

alongside distributed systems and cloud workload modeling. The general problem of

computer systems workload characterization and prediction has been widely studied

in the past (e.g. [114; 143; 144]). Calzarossa et al. [114] started a comprehensive

survey on workload characterization in early ‘90s and then revisited it in 2000 [145]

to talk about issues and methodologies and in 2016 [113] to include growing domains

such as social networks, video servicing, mobile devices and cloud computing.

In the late ‘80s and early ‘90s, network engineers observed that some properties

of computer systems and networks are related to distributions with very long tails

[146–148] and then in the mid ‘90s, researchers started to consider heavy-tailed distri-

butions in computer systems [115; 149–152]. In early 2000s, Crovella in [153] explores

the effects of heavy-tailed distributions on performance evaluation of computer sys-

tems in general. In heavy-tailed distributions, tails are not exponentially bounded,

in contrast to traditional distributions (e.g., Gaussian, Exponential, Poisson) whose

tails decline exponentially. Among the most famous heavy-tailed distributions are

Pareto [3], Cauchy, and t-distribution.
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Figure 2.9: The comparison between a heavy-tailed and exponential distribution

Figure 2.9 compares Pareto and exponential distribution and shows that the expo-

nential survival function becomes essentially zero very quickly, whereas there is still

lots of probability well into the tail of the Pareto distribution. If a distribution’s tail is

“too heavy”, then its mean will not exist. For example, the above Pareto distribution

has no mean.

Some of the early works done toward characterizing the workload in a cloud en-

vironment presented in [116; 154–156]. However, these studies are concerned with

statistically understanding and reproducing computing tasks (e.g., MapReduce tasks)

scheduled on a cloud. The work on capacity management and VM placement typ-

ically employs some workload modeling and prediction techniques [157–162]. These

methods depend on the statistics of individual workload time series to predict future

resource demand.

2.4.1 Workload Classification

Here, we analyze the behavioral characteristics of cloud workloads (i.e., their qualita-

tive and quantitative attributes) to identify some broad categories in the literature,

specified in terms of arrival rate, processing models and resource utilization.

One of the most basic criteria to classify workloads is the arrival rate pattern .

We can explain the workload characteristics based on the different patterns observed

in the coming requests. Before we continue, it is good to remind that the arrival rate

is the number of request arrivals per unit of time and is often used as a parameter of a
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queue in queuing network analysis. Followings are the most common workload/traffic

classification based on the arrival rate [3]:

• The “On and Off” pattern reflects applications that have a short period of

activity and can be switched off after producing a result. The advantage of

workloads with this pattern for shared resources environments such as clouds

is that cloud resource manager might schedule it with other “On and Off”

workloads with similar resource requirements at different times. The time spent

between the ON and OFF states, commonly referred to as the transition time, is

expected to follow an exponential distribution [3]. This model is originally used

for broadband networks, but a modified version is used for modeling distributed

web applications where users have an idle time between sending requests to the

system [143]. This model is also quite useful to model application queues when

queues have two ON and OFF states based on scheduling scheme. We can

assume a system is in ON state when events in the queue can be processed and

in OFF state when the queue is paused by scheduler. The On/OFF model is

used to simulate workloads discussed in [143; 163; 164].

• The “Growing Fast” pattern is the scenario of start-ups with workload grow-

ing exponentially along with resource requirements. The effect of fast-growing

workload on QoS predictability is one of the issues investigated in this thesis.

• When a workload contains “Unpredictable Bursts”, it is not known when the

peak demand will be. This type of workload makes the consistency of the

scheduling system vulnerable especially if several cloud customers experience

it at the same time. It may affect the resource manager and QoS to the point

that customers mistakenly taken long response times as denial of service attack.

It actually is a failing with respect to the QoS. In this thesis, using Extended

Maurer Model (EMM) to model dynamical systems, we explore which param-

eters of the system is responsible for these unpredictable failures and what is

the solution to this situation.

• “Predictable Burst” pattern unlike previous pattern has similar characteristic

to the “On and Off” pattern and it has been known in advance when demand

will be high. Scheduling this type of traffic is not a difficult problem and is

usually modeled by Poisson on/off traffic model which based on the Poisson

process, a statistical process that describes the random arrival of events over
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time. The on periods represent the time when traffic is present, and the off

periods represent the time when traffic is absent. The rate of arrival of packets

or messages during the on periods is assumed to follow a Poisson distribution,

and the duration of the on and off periods are also assumed to be exponentially

distributed.

Figure 2.10: Basic building blocks of workload incoming patterns [3].

Among all different possible workloads, fast growing and unpredictable bursting

workloads are the most problematic ones for effective resource management of any

system. However, the arrival rate of cloud workload can not be simply identified

as one of those main categories. The cloud workload has a dynamic nature due to

the collection of many diverse applications running at the same time and consists of

streams of requests submitted at unpredictable times. The intensity of the workload

can grow or shrink depending on the types of applications running in the cloud at

the same time and their workload characteristics.

In practice, the co-location of heterogeneous workloads concurrently executed on

a given virtual machine (VM) can be partially responsible for performance unpre-

dictability issues due to incompatible temporal patterns of the resource usage as

stated in[58]. The workload classification based on processing model is a high-

level categorization refers to interactive (online) or batch (offline) processing of the

requests. An interactive workload typically consists of short-lived processing tasks
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submitted by a variable number of concurrent users, whereas a batch workload con-

sists of resource intensive long-lived tasks. These categories are characterized by di-

verse behaviors and performance requirements. Likewise, they have different impacts

on management policies such as resource scheduling, VM placement, VM migration,

etc. [112].

Another important criterion which can be used for workload characteristics classi-

fication is the run-time behavior . Related to this, there are qualitative attributes

such as priority and termination status as well as quantitative attributes such as

workload intensity and resource utilization patterns. These characteristics classify

workloads as either compute intensive or I/O intensive. On the other hand, the

bandwidth utilization classifies them as elastic or bandwidth sensitive workloads.

These attributes can directly affect on resource consolidation strategies. Especially,

the quantitative attributes should be analyzed carefully to avoid over-provisioning or

under-provisioning of the resources.

In [165], workload intensity is quantified in terms of task submission rate and

clustering is applied to highlight variability in the submission rate across groups of

tasks. Other papers model the workload intensity by means of stochastic processes.

It has been shown that simple Poisson processes generating independent identically

distributed inter-arrival times are not suited to represent real cloud workloads [166].

2.4.2 Workload Prediction

Researchers tackled the workload prediction problem from different perspectives.

Some are focusing on time series analysis[162; 167–169] and others applying machine

learning techniques [170–172; 71]. From time series perspective, Roy et al. [168]

applied Auto-regressive Moving Average model to estimate the incoming workload

of a system for future time periods. The model considers the workload patterns up

to the current time period. Similarly, Calheiros et al. [169] using an auto-regressive

integrated moving average model to address the prediction of workloads character-

ized by a seasonal behavior. The model is based on historical workload data and get

updated real-time by applying feedback from latest observed loads. The predicted

load is then used to dynamically provision cloud resources. On the other hand of time

series perspective, there are experimental works such as one explained in [167] trying

to characterize and predict the workload of VMs in the cloud. They searched data

traces obtained from a private cloud for repeatable workload patterns by exploring
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cross-VM workload correlations resulted from the dependencies among applications

running on different VMs. They use Hidden Markov Model (HMM) to explore the

temporal correlations in workload pattern changes which assumes that the workloads

are ergodic and stationary.

Applying machine learning techniques, Islam et al. [170] developed prediction

models to be used for adaptive resource provisioning in the cloud. They applied

machine learning algorithms, particularly error correction neural network and linear

regression along with the sliding window technique to show the superior prediction

of the neural network models with an optimal window size (i.e., the Mean Absolute

Percentage Error is 0.195 compared to 0.364 for linear regression). Yang et al. in

[171] integrate a workload predictor based on a simple linear regression model to

propose a cost-aware auto-scaling approach for on-demand resource allocation. On

the other hand, in [172], Chang et al. apply recurrent neural network model for

workload forecasting.

In the framework of data center workload prediction, Kumar and Singh [71] pro-

pose a prediction approach based on three-layer neural network trained using a self

adaptive differential evolution algorithm able to explore the solution space in multi-

ple directions. A cyclic window learning approach is applied in [173] to predict the

probability distribution parameters of the number of task arrivals to a data center

during every predetermined period, while a Seasonal ARIMA model is proposed in

[174]. Liu et al. [175] propose an adaptive approach for workload forecasting based

on the idea that workloads exhibit different change patterns. According to this ap-

proach, different models – based on linear regression and support vector machine –

are associated with different workload classes. The Mean Relative Percentage Error

of this approach (i.e., 0.4677) is lower than errors obtained with other methods (e.g.,

linear regression, ARIMA). It is important to note that all the works applying ma-

chine learning techniques are basically assuming the systems under training is ergodic

and stationary (at least weakly), otherwise it is not possible to learn from historical

data to be able to predict the future behaviour.

A recent work [176] on modeling and predicting dynamics of heterogeneous work-

loads for cloud environments combines various workload characterization techniques

to obtain an integrated approach for predicting workload access patterns. Those

patterns then used for resource provisioning in cloud environments[72; 74; 73].
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2.4.3 Workload Modeling Challenges

Workload scheduling corresponds to the mapping between tasks and VMs is a chal-

lenging problem in cloud environments because of the heterogeneity of workload char-

acteristics. The problem of finding an optimal mapping is NP-complete [112] and with

large number of VMs and tasks in cloud it becomes intractable with exact methods.

For this reason, meta heuristics based on methods, such as neural networks, evolu-

tionary algorithms, or set of rules, are being applied in solving optimization problems

related to scheduling.

Another challenge in workload modeling is the observed self-similarity character-

istics in the cloud environments workloads. In distributed systems, similar to most

cloud applications, modeling workload using exponential distribution based on in-

dividual user’s behaviour fails to accurately represent the real workload due to the

fact that real web traffic shows self-similarity characteristics [149]. As discussed in

[177], to simulate the self-similarity effects, one or both of the ON and OFF states

in “On and Off” model, need to be drawn from a heavy-tailed distribution such as

Pareto or Weibull. According to [149] self-similarity happens where bursts happen at

many different time scales, and so appears similar to itself at different resolutions. To

describe the time-varying behavior and self-similar effects, metrics, such as index of

dispersion and coefficient of variation, are complemented with models based on two

states Markovian arrival processes, parameterized with different levels of burstiness

[178]. The two states represent the bursty and non-bursty request arrival processes,

respectively as shown in Figure 2.11. Markovian arrival processes are integrated in

[179] with analytical queuing models to predict system performance.

A different approach based on fractal techniques is proposed in [146; 180] for rep-

resenting workload dynamics in terms of job arrivals. The arrival process is modeled

using fractional-order differential equations with time-dependent parameters, whereas

fitting is applied to identify statistical distributions for CPU and memory usage.

In general, a cloud cannot transform a non-stationary or non-ergodic workload

into a stationary or ergodic one by conventional means. One simplistic approach is

to discard the workload entirely and return a constant ”error” message, effectively

bypassing any execution of the workload. However, other strategies can also be em-

ployed, such as introducing controlled delays or buffering to smooth out fluctuations,

applying statistical methods to approximate the workload’s behavior over time, or

partitioning the workload into smaller, more manageable tasks that can be processed



42

Figure 2.11: Example of concurrent non-bursty and bursty arrivals and (a) the
corresponding 2-state Markovian arrival process (b).

independently in a stationary and ergodic manner. Each of these approaches involves

trade-offs and may not fully address the underlying non-stationarity or non-ergodic

behavior of the original workload. The literature review presented in this section,

shows the importance of considering workload characteristics to effectively model the

behavior of software systems with respect to performance and QoS metrics.

2.5 Analytical Performance Modeling

In this section, we discuss existing analytical models for performance evaluation of

software-centric systems from a simple embedded system to complex distributed appli-

cations deployed in commercial cloud environments. Analysis technique is a popular

tool in the area of performance prediction because it provides less expensive approach

to study and estimate performance and QoS measures in planning and design stages

of new services. In most of those studies, queuing theory, the classical approach for

modeling computer systems, has been applied to evaluate service performance. There

are different perspectives in how to model software systems and cloud environment

with queuing networks which results in different approaches and techniques which we

discuss here.

For example, queuing theory is used in [77; 80; 181] to obtain those indicators

necessary to make online control decisions such as a method introduced in [182] to
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apply Lyapunov optimization to design an online admission control and resource

allocation algorithm in clouds. It basically works as a dynamic loadbalancer for

all applications running in the cloud based on application throughput and energy

consumption. There are different admission levels in clouds and although the main

one is on VM level which decides if start a VM or not, the proposed approach in [182]

admission control is on application request level.

In another work, an adaptive feedback control scheme alongside with a queue

model of the application was employed in [66] and authors in [67] modeled cloud

services using queuing theory and controlled them through adaptive proactive con-

trollers that estimate whether services need some of the resources in the near future

or not. The Markov decision process framework proposed in [183] modeled admission

control in cloud, while approximate dynamic programming paradigm was utilized to

devise optimized admission policies. There are other approaches to model cloud for

resource management and performance analysis such as one based on gaming theory

proposed in [93] and another one in [68] which employs network calculus to determine

effective bandwidth for aggregate flow. Still, the most popular and accurate way to

model clouds is queuing theory because it can model scaling behaviour as well as

competition for limited resources.

In [100], the cloud is modeled as queuing network with two tandem servers as

shown in Figure 2.12. The first server represents a web server, and the second server

models the cloud service center, both modeled as M/M/1 queues. The percentile

of response time to service requests was evaluated as the performance metric in this

paper to study the relationship among the maximal number of customers, the minimal

service resources, and the highest level of service performance. The proposed model

with two tandem M/M/1 queues lacks the ability to represent the large number of

interconnected servers and their collaboration affect on the performance and also lacks

the ability to model virtualization and containerization in cloud computing.

As cloud computing became more popular, more studies started considering vir-

tualization in their performance modeling. For example, Goswami et al. [78] modeled

applications as queues and the allocated virtual machines as servers. The number of

servers is variable and can be used to represent the elastic feature of the cloud by

being dynamically adjusted based on the queue length. Similar to the previous model

in [100] both request inter-arrival time and server service time are assumed to have

an exponential distribution and so the model is an M/M/m/N queue with m servers

and a finite buffer of size N. A steady queue size distribution state was obtained
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Figure 2.12: A queuing performance model for customer services in cloud computing
[100].

using a recursive method and the service response time was evaluated as the main

performance metric in this paper.

Liu et al. [81] addresses resource sharing among virtual machines and its affects

on performance. They also studied the impact of various types of failures, such as

VM failures, physical servers’ failures, and network failure on the cloud performance.

Each service request is assumed to comprise multiple sub-tasks, which will be assigned

to different virtual machines that share the underlying physical infrastructure. The

requests arrival and the service rates are both follow an exponential distribution.

All the failure’s rate modeled as a Poisson process. They showed that resources

scheduling strategy of cloud centers have great influence on performance. Ellens et

al. [82] developed an M/M/C/C queuing model for cloud computing centers with

multiple priority classes for users with different Service Level Agreements (SLAs) as

shown in Figure 2.13.

There are C servers in the model and the total system capacity is C which means

there is no buffer before the servers. All servers are split into two categories: reserved

servers that are assigned to process client requests by following priority scheduling,

and shared servers that are used to serve the request from any client based on a FIFO

policy. The model assumes that the service request arrival process to be a Poisson

process and that the service time is exponentially distributed. The main performance



45

Figure 2.13: Performance of cloud computing centers with multiple priority classes
[82].

criterion in this paper is the rejection probability for different customer classes, which

can be analytically determined.

All the mentioned works assume the service time distributed exponentially. Al-

though this assumption simplifies the modeling and analysis, does not precisely rep-

resent the practical service times in cloud infrastructures with heterogeneous imple-

mentations and technologies. For that reason, researchers in this area, turned their

attention to general distribution as a more appropriate representative for modeling

the service time of a cloud server. However, applying general service time distribution

may lead to higher analysis complexity. For example, the solution for response time

in M/G/m models and its variations cannot be obtained directly in a closed form and

needs suitable approximations.

Khazaei et al. in[181] proposed an approximate analytical model where cloud

server farms modeled as M/G/m/m+r queuing system. The arrival process of the

task requests is assumed to be a Poisson process and the service policy is FCFS. The

performance is being evaluated using a combination of a transformed-based analytical

model and an approximate Markov chain model to obtain a complete probability

distributions of service response time and the number of tasks in the system. The

authors also discussed the immediate service probability and blocking probability

and determined the buffer size required for keeping the blocking probability below a

threshold. In this work, the burst arrivals of request have not been considered. To

validate analytical solutions, a simulator based on Petri net has been developed and

they concluded that in cloud centers with diverse services, there may exist relatively
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long response times for some tasks compared to others or even there are tasks that

could get blocked. This happens due to the observed heavy tail on the right-hand side

of the response time distribution. They later extend their work to represent the effects

of bursty arrival workloads of cloud infrastructures in service performance evaluation

[77]. In their new research, Khazaei et al. modeled cloud computing centers as an

M[x]/G/m/m + r queuing system. In such a model, the arrival service request process

is assumed to be a sequence of super-tasks, each of which consists of a burst of tasks.

The inter-arrival time of super-tasks is exponentially distributed and the service time

of each task in a super-task has a general distribution. The system has m servers and

a buffer size of r. A super-task will be rejected if there are not sufficient resources for

the whole super-task.

Modeling and predicting cloud service performance requires appropriate models

that cover a vast parameter space. A monolithic model may suffer from intractability

and poor scalability due to the large number of parameters[184]. An approach to

reducing the complexity of cloud service performance analysis is to divide the system

model into sub-models and then obtain the overall solution by iteration over individual

sub-model solutions. In [185], end-to-end cloud service provisioning is considered to

have three main steps: resource provisioning decision, VM provisioning, and run-time

execution. Compared to a single one level monolithic model, this analysis method is

more tractable and scalable. This model has two disadvantages, first, the performance

analysis is only applicable to service requests with a single task and second, the effect

of virtualization in cloud infrastructures was not explicitly reflected in the analysis

reported in [185]. [186] while applying the sub-model analysis idea explained earlier

also considering the important features of cloud environments, such as batch arrival

of tasks and resource virtualization. The authors developed sub-models for resource

allocation and virtual machine provisioning in an interactive way such that output of

one sub-model is the input of the other one and vice versa.

The sub-models implemented using an interactive Continuous Time Markov Chain

(CTMC). The super task arrival process considered to be a Poisson process and

will get serviced in a FIFO basis. The overall solutions for performance metrics

such as task blocking probability and total waiting time incurred on user requests

were obtained by iteration over individual sub-model solutions. In [187], the authors

combined the system details, such as Physical Machine (PM) occupation/release, PM

warm-up/cool-down, PM fail/recover, and job rejection, into a general model in order
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Figure 2.14: The steps of servicing and corresponding delays [186].

to consider all service provisioning details having simultaneous impacts in determining

the overall QoS as shown in Figure 2.14.

Figure 2.15: Request handling and provisioning steps [187]

This model captures system behaviors in a general state transition model and

considers the inter-influence of these behaviors in deciding the final QoS. This research

focuses on expected service completion time and rejection probability as QoS metrics.

The state explosion issue of the Markov chains employed in the paper, results in a

too complex model and limits the developed techniques only to be able to evaluate

small scale cloud infrastructures. If we compare this combined model against the sub-

model techniques proposed in [185; 186], we realize that there has to be a trade-off
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between accuracy and complexity in developing analytical models for cloud service

performance evaluation.

The literature review presented in this section, shows the importance of analytical

modeling in performance and QoS analysis of cloud environments. The majority of

analysis has been done by applying queuing network techniques, but cloud centers

differ from traditional queuing systems in following manners:

• A cloud center can have a large number of server nodes, typically of the order

of hundreds or thousands while traditional queuing analysis could become too

complex to solve by considering systems of this size.

• As we mentioned earlier, service times must be modeled by a general, instead

of a more convenient exponential probability distribution.

• Dynamic nature of cloud environments, diversity of user’s requests and time

dependency of load, makes it difficult for cloud centers to provide expected

quality of service at widely varying loads. The literature review here has shown

that it is very difficult to find a suitable trade-off between complexity and

accuracy of analytical models to be able to show such a dynamic nature.

2.6 Performance predictability in cloud environ-

ments

Across the composite of all the deployment regimes, performance and QoS manage-

ment remains an open industry as well as an academic research challenge which can

be defined in terms of seeking to dynamically allocate resources to the cloud-deployed

distributed software systems so as to guarantee service levels based on performance,

availability, reliability, etc. [89]. As stated in [188], “QoS is fundamental for cloud

users, who expect providers to deliver the advertised quality characteristics, and for

cloud providers, who need to find the right trade-offs between QoS levels and op-

erational costs”. Any violation of service level agreements (SLAs) entails a loss for

both cloud providers and cloud users [189]. Such QoS/QoE including performance

measures are becoming increasingly important as more and more commercial services

are transitioned to cloud deployments, as evidenced by the impacts of Amazon AWS

recent system-level outage [190].



49

The cloud providers are applying the traditional approach to address such issues

by simply over provisioning the resources. But this could be wasteful in terms of

both resource and energy costs [191]. Moreover, cloud resource optimization still

is an important open research problem that largely hinges on developing improved

understandings of cloud performance predictability, inclusive of the characteristics

that lead to reduced predictability. Though QoS properties have received consider-

able attention, particularly in the prior generations of network engineering research,

the heterogeneity and resource isolation mechanisms of cloud platforms combined to

significantly complicate cloud performance analysis, prediction, and assurance. This

is leading researchers to explore approaches such as automated QoS management

that is designed to leverage the high programmablity of hardware and software re-

sources in the cloud [192]. The viability of such approaches though rests, again, on

the degree that cloud computing environments support or can be designed to support

performance predictability. This in turn rests on developing more detailed and formal

understandings of performance predictability within cloud computing’s contexts. A

significant body of literature has sought to investigate various aspects of PaaS and

SaaS performance, but less research has focused on CaaS dand FaaS deployment

regimes. In general, the introduction of CaaS works to further complicate these prior

PaaS and SaaS’s performance models through its introduction of an additional layer of

abstraction. Moreover, different applications have different QoS/QoE measures that

are of interest, a rough classification of which has been propose in by Ghahramani

et al. [193] and is depicted in Figure 2.16. According to [193], the most interested

performance measures are response time, processing time, service throughput, data

transfer rate and latency. All these can be calculated applying a proper QN model

as discussed before and will be explained in detail in Chapter 3 but there is no overt

reason to believe that all application-layer performance measures produced by a given

instance of a given application would necessarily possess the same (or similar) degree

of predictability. Moreover, different instances (or different cloud deployments) of

the same application-layer CaaS or FaaS code-base may exhibit different degrees of

performance predictability.

The current literature has largely does not provide a detailed exploration of such

issues, even though industry is becoming well aware of the propensity of different cloud

deployments of the same software application stack to produce widely different be-

haviors. As an example, following studies show the different aspects of unpredictable

behavior of clouds:
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• The same workload with the same cloud configuration for the application re-

sulted in different response time distributions over several runs. O’Dwyer in [4]

shows that performance of a system against the same scenario is highly variable

and dependent on initial conditions of instances.

• The IaaS instances with exactly the same configuration behave different on

different clouds. In [57], performance of scientific workload which are coming

from very large systems and demanding high performance has been evaluated.

They have done empirical evaluation of four public IaaS clouds and realized

that the performance of instances using the exact configuration can vary due

to the behavior of other collocated tenants. In a similar study in [56], authors

motivated to explore performance predictability of IaaS clouds by observing

variations in performance results of instances with same configuration in similar

experiments.

• The same instance configuration on the same cloud shows different behavior

with respect to performance. In [58] authors conclude that EC2 performance

varies a lot and often falls into two bands having a large performance gap in-

between.

• Existing QoS management techniques can lead to unpredictability. Cerotti et

al. in [59] showed that flexible CPU allocation policy used by cloud providers

will lead to performance unpredictability.

• Work of Lou et al. in characterizing microservice performance on Alibaba clus-

ters [194] using a 2021 trace has revealed that microservice graphs are dynamic

in run-time, most graphs are scattered to grow like a tree, and the size of call

graphs follows a heavy-tail distribution which means there has to be variability

in their performance.

All these works are a sign that researchers are becoming more aware of unpre-

dictability in cloud environments but none of them could tell what the exact source

of unpredictability in clouds is. As mentioned earlier, cloud performance predictabil-

ity has direct impacts on cloud resource allocation, consolidation, and management

strategies. A significant body of literature seeks to address dynamic resource allo-

cation in virtualized environments e.g., [63; 64; 69; 195–199], where such research

predates cloud computing’s emergence. Common to these approaches is that appli-

cations of control theory methods to tune application performance in a fine-grained
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Figure 2.16: Classification of QoS metrics[193].

manner, as such these methods rely on workload predictions models in order to solve

the main control theory problem. Although, such methods have been migrated to

cloud computing environment [200–202], it is less clear the required levels of pre-

dictability hold. This research has proposed several resource allocation policies which

were then evaluated against different workloads. Such works have generally focused

on applying batch-queue models to multi-tier web application domains while focusing

on improving QoS performance without, necessarily, considering operational costs. A

clear unaddressed concern in such works is how do the proposed approaches generalize

to wider classes of workload and application domains, in that tuned approaches are

easily viable in highly predictable environments whereas they will tend fail in more

dynamic environments.

Prior research has also sought to address cost issues through proposing cost-

efficient dynamic resource allocation for data centers [90; 200; 203–205]. In most

cases the objective is to maximize cloud provider profits while maintaining SLA.

Again, this rests on underlying assumptions about the cloud computing environ-

ments QoS/QoE predictability. For example, Mao and Humphrey [206] introduced a
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cloud auto-scaling strategy to address trade-offs between performance and cost while

maintaining user defined application QoS levels. This presupposes that the effects of

the auto-scaling strategies on the application-level QoS behaviors are a priori known,

i.e., predictable.

Hassan et al. in [207] studied and tested workload associated with Big Data prob-

lems by running a group of typical Big data jobs on Amazon cloud EC2, i.e., video

surveillance services. They collected statistics of workload by running the applica-

tions on Amazon EC2. Then based on the statistics they created a large emulation

scenario and compared their proposed method with other approaches. They propose

an online resource allocation method based on optimization. It has been assumed

the workload of Big Data applications is unpredictable and so non-stationary. There-

fore, they apply optimization on independent time slots. They showed that their

proposed approach was cost effective, but their assessment did not seek to consider

more detailed performance metrics such as delay, delay variability, throughput, etc.

M. Xu et al. [105] introduced a multiple QoS constrained scheduling strategy of

multi-workflows (MQMW) to address the issue of multiple workflows with different

QoS requirements. The proposed strategy was designed to schedule multiple work-

flows with arbitrary start times and multiple QoS requirements. They focused on

a few aspects of performance such as the mean execution time or mean execution

cost of all workflows. QoS constraints such as availability and reliability were not

added to workflows. Moreover, it has been assumed that all application layer deploy-

ments are the same and all workflows have access to all resources. At the very base

core, it is more like scheduling priority queues. The system is assumed deterministic

and predictable and simulation is considered small with 25 users/workflows and 20

services/resources.

There are researches that consider predicting behavior and performance of large-

scale distributed systems in clusters without considering their behavior in virtualized

environments. Ganapathi et al. [156] proposed a model to predict the execution

time of MapReduce jobs in order to maximize performance while minimizing costs.

A workload generator based on statistical models was used to guide the prediction.

However, the authors did not consider the full distribution to build the model, in-

stead, the distribution is estimated from the 1st, 25th, 75th and 99th percentiles,

causing information loss that compromises the accuracy of the model. Kavulya et

al. [208] characterized resource utilization patterns and sources of failures to predict

job completion times in MapReduce applications. They did not present an analysis
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of data justifying the distributions used. Furthermore, they use only the method of

Maximum Likelihood Estimation (MLE), which is sensitive to outliers. Kavulya et al.

[208] presented Kolmogorov–Smirnov (KS) values with no critical value. Thus, it is

not clear which set of distributions and parameters provide a good fit to the modeled

data.

Other than dynamic resource allocation and workload modeling techniques to

handle QoS issues, there are other projects which target QoS directly and propose

several QoS management and monitoring techniques [209–216]. As an example, P.

C. Hershey et al. [209] introduce a 5-step procedure named SoS (System of systems

for Quality-of-Service) approach for QoS monitoring, management and response for

large complex computing systems deployed in a cloud environment. They describe

a mathematical model for the QoS metrics considered in SoS in order to identify a

QoS breach whenever happens. Then, possible response actions to breach has been

discussed. This work lacks ways to quantify effectiveness of this approach to restore

QoS in the presence of anomalous enterprise events. In analysis of collected QoS

metrics and reactions to breach, it has been assumed that cloud systems are stationary

and ergodic for a specific application deployment which makes them predictable. This

is the question that we aim to answer in this thesis.

Although many works have looked at performing QoS assessments via actual cloud

deployments which can provide analyzable data but does not and cannot answer

questions as to the QoS predictability of cloud systems or what does and does not

influence it, i.e., why does the data collected from one deployment instance or set of

instances say anything about the QoS behaviors expected for any other deployment

instance or set of instances.

2.7 Ergodicity in Software Systems

In the early days of computing, ensuring the ergodicity of software systems was a

fundamental aspect of engineering system design [217]. However, as computing tech-

nology advanced and systems grew more complex, the practice of proving ergodicity

gradually waned. Instead, ergodicity and BET-compliance was often assumed with-

out formal verification, leading to potential unpredictability and stability issues in

modern software systems.

Recently, there has been a renewed interest in revisiting the concept of ergodicity

within the context of software systems. This resurgence is driven by the critical
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need for reliability and predictability in especially mission-critical applications, such

as those found in cloud computing, nuclear power, and aerospace industries. A few

pioneering works have started to re-examine the importance of ergodicity, but non

advocating for formal checks and proofs to ensure that modern software systems can

maintain stable performance and behavior under varying conditions.

In the paper ”Towards Developing of Oberon System with Specific Requirements

of Ergodicity,” D.V. Dagaev [218] explores the development of an Oberon-based sys-

tem designed to meet the stringent functional safety standards of IEC 60880 category

A, essential for mission-critical software in industries such as nuclear power. The focus

is on achieving ergodicity to prevent the degradation of system properties over time.

The system’s runtime environment and application software were prototyped using

the Active Oberon A2 system, a high-reliability industrial real-time operating system.

Key aspects include memory management, real-time processing, exception handling,

and network reliability, all designed to maintain system stability and predictability.

The system incorporates strict design principles, such as no memory allocation post-

initialization, non-preemptive scheduling, and fixed time intervals for data processing,

ensuring high reliability and stability. These measures prevent memory leaks, dead-

locks, race conditions, and data loss, crucial for safety-critical applications. Despite

potential inefficiencies in CPU usage, the approach significantly enhances system re-

liability, making it suitable for critical applications.

Although this work provides valuable insights into achieving ergodicity and relia-

bility in software systems, it does not offer formal proof of why and when ergodicity

is broken. Instead, the author applies a simulation method, demonstrating that 100

hours of simulation is not equivalent to 100 simulations of one hour each. While it

is commendable that the author checks for BET-compliance, this method is not a

reliable way to prove that BET-compliance does not hold.

In another recent work in the paper ”The Application of the Theory of Dynamic

Systems to Software Quality Estimation,” A.V. Kopyltsov [219] explores the applica-

tion of dynamic systems theory to evaluate and classify software quality. The author

proposes that both hardware and software can be viewed as dynamic systems, placed

in the phase space of their respective variables. By treating programs as dynamic sys-

tems, the paper introduces the use of spectral analysis methods, such as the Fourier

transformation and auto-correlation functions, to classify programs based on their be-

havior in phase space. This approach aims to reveal important quality indices, such
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as fractal dimensions and information entropy, which serve as measures of program

complexity and quality.

Kopyltsov’s work emphasizes the need for a unified approach to assess both hard-

ware and software quality, drawing on fundamental concepts from modern physics

and ergodic theory. The study shows that applying dynamic systems theory to pro-

gramming allows for the evaluation of quality indices that are traditionally difficult

to measure. This method not only separates the quality assessment of hardware

and software but also highlights mixed indices, such as reliability, that pertain to

both. The findings suggest that integrating these theoretical principles into software

engineering can transition the field from an art to a science, grounded in rigorous

mathematical foundations.

However, the paper has several shortcomings including that the approach faces

scalability issues when applied to large, heterogeneous systems. Furthermore, the

practical implementation of these methods is not detailed, limiting their adoption in

current software engineering practices. The metrics proposed, such as fractal dimen-

sions and information entropy, may be innovative but are not readily interpretable or

accepted by industry practitioners. Additionally, the paper does not provide a com-

parative analysis with existing software quality assessment methods, which would

help contextualize its advantages and limitations.

We are not aware of any other works that specifically address ergodicity in software

systems.

2.8 Summary

In this chapter, we conducted a comprehensive review of the existing approaches for

evaluating and predicting software performance, with a particular focus on the com-

plex task of predicting performance in cloud services. We explored various methods

for modeling software systems, encompassing both workflow modeling techniques and

analytical approaches predominantly based on queuing theory. We highlighted the

increasing popularity of cloud computing among service providers, which has led to

a heightened emphasis on the quality and reliability of the services they offer. The

ability to deliver fast and reliable services is crucial in the competitive landscape of

cloud computing.

Furthermore, we discussed the growing importance of adopting new technolo-

gies like Docker containers, particularly in cloud environments. These technologies
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have become necessary due to the agile development trend and the frequent updates

required in modern applications. However, the use of Docker Containers in cloud

environments introduces new considerations regarding the performance predictabil-

ity. Actually, the combination of cloud computing and the utilization of containers

presents both opportunities and challenges, because while cloud services offer scala-

bility and flexibility, the introduction of containerization technologies raises concerns

about maintaining the desired level of quality in the services provided and raise the

question of statistical predictability in such systems.
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Chapter 3

Formal Performance Modeling via

Queuing

Analytical performance modeling is a popular and less expensive method of evalu-

ating the performance of a system using formal analysis and modeling techniques.

This often involves using mathematical models, such as stochastic processes to rep-

resent the system and its components. A popular method in performance modeling

is Markov chain [220], which is a memory-less model for system’s different states

depicts transitions from one state to another, between a finite or countable number

of possible states. In other words, it is a random process that describes a sequence

of possible events in which the probability of each event depends only on the state

attained in the previous event.

Another common method used in analytical performance modeling is Queuing

Network (QN) which is a network of interconnected queues and can be used to predict

the performance metrics of the system such as the number of requests in the system,

the expected waiting time, and the utilization of servers [26]. These models then

can be used to predict and analyze the run-time behavior of a system under different

conditions, such as varying workloads, different system configurations, and different

network conditions. Typically, as per numerous published works (e.g. [77–79]), the

run-time behaviors of these QNM are analysed via the mathematics of Markov process

or stochastic Petri Nets [221] or through simulation based approaches [26; 222]. Such

academic works have shown impressive results, such as in [80] where simulated cloud

applications performance levels are shown to be predictable three significant figures

for skewness and Kurtosis measures. Importantly, though many real-world workload
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traffic characteristics, such as self-similarity, long-range dependence, and heavy-tailed

distributions, are not considered due to the resulting loss of analytical tractability.

Moreover, the complexity of academically simulated and analyzed systems are gen-

erally order of magnitude smaller in scale and complexity than commercial LDSSs.

The latter can easily cost into the low millions to build, run concurrently on thousands

of interacting cloud VM, have many hundreds of thousand a year in cloud deploy-

ment costs, and servicing active user bases numbering in the millions to hundreds

of millions, placing them well beyond the contexts of academic research. Although

the goal of analytical performance modeling is to provide insights into the system’s

behavior, identify bottlenecks, capacity limits, and other performance issues before

the system is deployed, but here, we apply these models as universally approved mod-

els for system and performance modeling to model software systems of any size and

then in the next chapter we will analyze the behaviour of these QNMs using EMM

and DST to investigate how different behaviours such as queue drops can affect the

system’s performance predictability.

The Chapter begins by reviewing formal notations for performance modeling, then

followed by discussing workload modeling and exploring typical workload notation for

the purpose of this research and then introducing a unified QNM for software-centric

systems from smallest units in embedded systems to most complex ones as in modern

LDSSs using micro-architecture. We then discuss solutions of those QNMs.

3.1 Performance Modeling Formal Notations

In this section, we define the formal notations we used for modeling the run-time

behaviour of software systems. We used the most common notations applied in the

literature in the context of performance modeling. The notations presented in this

Section are: Markov processes, workload modeling and QN.

3.1.1 Markov Processes

Markov processes [220; 223], also known as Markov chains, are a fundamental tool in

the mathematical analysis of a system. They are a specific class of stochastic processes

characterized by the Markov property, which states that the conditional probability

distribution of future states of the process, given the present state, is independent

of the history of the process. This property implies that the future behavior of the
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process is dependent only on the current state and not on any past state. Markov

processes play a central role in the quantitative analysis of systems, particularly in

performance modeling. They can be used as a primary notation for the dynamics of

a software system or as a method for solving various types of performance models

such as QN and Stochastic Petri Nets.

A stochastic process is a family of random variables, denoted by X = X(t) : t ∈ T ,

where X(t) : T ×Ω is defined on a probability space Ω and the index set T , typically

referred to as time, with a state space S. The state space can be either discrete

or continuous, and the time parameter can also be either discrete or continuous.

The statistical dependencies among the variables X(t) are described by the joint

distribution function. Stochastic processes can be classified according to the state

space, the time parameter, and the statistical dependencies among the variables X(t).

For example, processes with discrete state space are known as chains, while processes

with continuous state space are known as processes. A stochastic process is a Markov

process if X(t) has the Markov or memory-less property introduced earlier. More

formally, the Markov property holds if and only if, given the value of X(t) at some

time t ∈ T , the future path X(tf ) for tf > t does not depend on the past history

X(tp) for tp < t, i.e. for t0 < t1 < · · · < tn < tn+1:

P (X(tn+1) = xn+1|X(tn) = xn, ..., X(t0) = x0) = P (X(tn+1) = xn+1|X(tn) = xn)

(3.1)

A Markov process is usually represented either as a labeled graph or as a transition

matrix. An example of a labeled graph Markov Chain is shown in Figure 3.1 which

models a web application in which the user interactive requests progresses from the

initial node in the chain through to subsequent nodes, provided the required precon-

ditions for the proceeding node have been met [4]. The equivalent transition matrix

for the same system is shown in Equation 3.4. In this matrix, each row i and each

column j represent a state and A(i, j) represent the probability for the transition

from j to i. Obviously, in both cases the probabilities of all transitions leaving the

same state must sum up to 1.
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Figure 3.1: The exemplary industry-held workload Markov Chain for a user
session[4].

A =



0 0 0 0 0 0 0

1 0 0 0 0 0 0

0 0.4 0 0 0 0 0

0 0 0.27 0 0 0 0

0 0 0 0.56 0 0 0

0 0 0 0 0.21 0 0

0 0.6 0.73 0.44 0.79 1 1


(3.2)

The primary objective of the analysis of a Markov process is to calculate the

probability distribution of the random variable X(t) over the state space S, as the

system reaches a steady pattern of behavior. This is known as the steady-state

probability distribution. It is obvious from Figure 3.1 and the transition matrix in

Equation 3.2 that the steady state is the “End Session” state and we achieve this by

6 steps as shown in Equation 3.3.

Steady Sate = X̄ =



0

0

0

0

0

0

1


(3.3)
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If we consider the aggregated traffic, then we have a slightly modified version of

the original Markov Chain by removing the “Start Session” and “End Session” states.

Figure 6.1 depicts the modified Markov Chain for the workload and Equations 3.4

and 3.5 shows the transition and steady state matrix respectively.

Figure 3.2: The exemplary industry-held workload modified Markov Chain[4].

A =


0.6 0.73 0.44 0.79 1

0.4 0 0 0 0

0 0.27 0 0 0

0 0 0.56 0 0

0 0 0 0.21 0

 (3.4)

Steady Sate = X̄ =


0.632

0.253

0.068

0.038

0.008

 (3.5)

If a state i ∈ S is entered at time t and the next state transition takes place at

time t + τ , then τ is the sojourn time in state i which is the time takes between

state transitions. As of the Markov property, at any time point τ , the distribution

of the time until the state changes again is independent of the time of the previous

state change. It means sojourn times are memory-less and in any state of a Markov

process is an exponentially distributed random variable. Performance measures based

on subsets of states can be derived from this probability distribution. The solution

of Markov processes is closely tied to their representation by matrices and finding

the average behavior of the model involves solving the matrix equations. This is

accomplished by solving the balance equations, also known as the global balance
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equations, which connect the steady-state probabilities of the different states of the

chain to one another. X(t) converges to a strictly positive vector only if the transition

matrix A is a regular transition matrix which means there is at least one An with all

non-zero entries. Since X̄ is independent from initial conditions, it must be unchanged

when transformed by A. This makes it an eigenvector (with eigenvalue 1), and means

it can be derived from A. In other words, the steady-state vector is the vector that,

when we multiply it by A, we get the exact same vector back. If the transition

probability from state i to k is given by qik and equilibrium distribution given by π

then the balance equations for a Markov chain can be written as Equation 3.6,

πi =
∑
k∈S

πkqki (3.6)

where πi is the steady-state probability of being in state i, and the sum is over all

states k. These equations form a system of linear equations, and can be solved using

matrix algebra which is computationally intractable for most queuing models [224].

Another method is to use the eigenvectors of the transition matrix. The eigen-

vectors of this matrix can be used to find the steady-state probabilities of the chain.

The corresponding eigenvalues can be used to analyze the stability and convergence

of the chain. It is important to notice that for a Markov Chain, all eigenvalues have

magnitude less than or equal to 1 and one eigenvalue is equal to 1. The eigenvector

corresponding to the eigenvalue of 1 is the steady state distribution. It’s also impor-

tant to mention that the eigenvalues and eigenvectors of a matrix are closely related

to the matrix’s geometric and algebraic properties, and understanding the eigenvec-

tors and eigenvalues of a matrix can help understand the behavior of the system

represented by the matrix. In our example, the steady state probabilities is obtained

after 8 steps and is shown in Equation 3.5 which explains how busy each node will

be in the steady state. In this example, we assumed the “OFF” period for ON/OFF

workload model has a uniform distribution. For complex or high-dimensional Markov

chains, it may be difficult or impossible to find an analytical closed form solution.

In these cases, numerical methods or simulation can be used to find an approximate

solution.

In an ergodic Markov chain, every state in the chain is accessible from any other

state, either directly or through a sequence of transitions. This property implies that

the chain possesses a single, well-defined stationary distribution, which describes the

long-term behavior of the system. More formally, an ergodic Markov chain satisfies
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two key conditions of irreducibility and periodicity which means there should be no

fixed intervals at which the chain returns to a given state. When these conditions

are met, an ergodic Markov chain guarantees convergence to a unique steady state

regardless of the initial state. The ergodicity property makes ergodic Markov chains

suitable for analyzing systems with steady-state behavior, as they ensure that the

system will eventually settle into a stable state distribution.

3.1.2 Workload Model Assumptions

The workload arriving into a software system may or may not be predictable on its

own, for example if it follows self-similar, heavy-tailed, long-range dependent behav-

iors, it would be hard to predict. In some cases the workload distribution might be

non-stationary and that makes it unpredictable as well. In software systems with in-

teractive users (not necessarily human), ON/OFF models are commonly employed to

simulate user session-based workloads [143; 111; 164] such as one discussed in previ-

ous section. This model is particularly useful for simulating independent web traffic,

where each session starts with a request and the ON time represents the time required

to service that request. When the start of a user session is initiated by the user, the

OFF times are typically assumed to follow an exponential distribution [151].

Actually, for analyzing workload or traffic patterns in a system, it is essential to

consider the distribution of “ON” and “OFF” times. If these durations follow heavy-

tailed distributions like Pareto or Weibull, the resulting traffic exhibits self-similarity,

which is characterized by bursts of increased activity that occur at different time

scales, creating a pattern that appears similar to itself when observed at different

resolutions. This self-similarity increases queuing delay and queue drops rate [] which

leads to unpredictability as we will discuss in the next Chapter.

Accurately capturing self-similarity effects in simulations of workload is crucial for

assessing software performance. Failure to reproduce these effects can lead to unre-

liable predictions. To determine the appropriate modeling approach, it is necessary

to conduct statistical tests. These tests help determine whether the traffic follows a

Poisson model, or if a more complicated self-similar model is required to capture the

bursty nature of the workload traffic accurately. The choice between these models

has implications for accurately predicting system behavior and more fundamentally

the predictability of the system in the first place. As an instance, if the workload

follows a Poisson ON/OFF traffic model then it is reasonable to predict the incoming
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workload where “prediction” is in the sense that the workload x(t) is within some

upper and potentially lower bounds Bupper and Blower with some known probability

ϵ as formulated in Equation 3.7.

P̂x[ x(t) ∈ [Blower(t), B
upper(t)]] ≥ (1− ϵ) (3.7)

Poisson ON/OFF traffic can be modeled as a two-state Markov process where

the system alternates between an active state ON and an inactive state OFF with

certain probabilities. The state transition probabilities are defined by the arrival

rate λ and the service rate µ of the traffic. The arrival rate describes the rate at

which new traffic arrives in the system and the service rate describes the rate at

which the traffic is processed by the system. The arrival process is modeled as a

Poisson process, which means the inter-arrival time between successive traffic arrivals

is exponentially distributed. The time spent in the active state ON is modeled as an

exponential distribution with a mean of 1/µ. The time spent in the inactive state

OFF is modeled as an exponential distribution with a mean of 1/λ. The system’s

behavior can be characterized by the steady-state probabilities of the system being

in the On and Off states, which can be then found by solving balance equations.

If workload follows a non-exponential ON/OFF traffic model then it will not gener-

ate a memory-less Markovian model which generally removes the analytical solutions.

Although the Markovian chain could still be simulated, if one takes to account all

possible ways one could have arrived in each given state. There are some analytical

solutions for Gaussian ON/OFF models.

Finally, if we assume that the incoming workload is stationary and statistically

known then what we are looking at, are the impacts that their execution environment

could be cloud or otherwise has on the predictability of the performance measures of

the executing system. In that sense, the execution environment acts as a transform,

or more accurately - since it is non-linear - a mapping, on the incoming workloads.

Therefore, the incoming workloads could be stationary and ergodic and then the

cloud can shift that into a non-ergodic non-stationary measurement regime, i.e., the

nature of the cloud could take something that was predictable and mapping it into

something that no longer is predictable.

If xk(t) is the kth instanced of the incoming workload and Gt,k(.) is the impact of

the execution environment then the measurable performance features contained in yk

could be defined as Equation 3.8.
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yk(t+ τ) = Gt,k[xk(t)|xj(t
′)] (3.8)

for all other incoming j workloads and all t′ < t + τ which means how all the other

workload that has entered the system impacts how xk(t) produces the measurable

performance features contained in yk(t+τ) where τ > 0 denotes the delay the system

takes to begin processing xk(t).

In order to demonstrate the profound impact of the environment on performance

measures, we present an industry-held system as an illustrative example. As dis-

cussed in the previous section, the exemplary industry-held system operates in a

well-defined environment where the incoming workload follows a statistically pre-

dictable and well-behaved pattern, allowing for the application of an easily solvable

Markov Chain model. Moreover, the workload Markov Chain satisfies the ergodicity

conditions. In the experiment, the production system in a commercial cloud, under-

went a 30-minute load test applying several scenarios, during which the necessary

parameters were collected to assess the response time distribution for user requests.

To gain a comprehensive understanding of the response time distribution, they re-

peated each scenario 10 times without changing any configurations. The results of

their experiments revealed that the response times exhibited highly variable behaviour

as shown in Figure 3.3 and dependent on the initial conditions such as the underlying

cloud servers, the network conditions, and random variations in the arrivals of user

sessions and timing of requests. They concluded on one hand, there is a need for

multiple runs of the same load for load testing and capacity planning purposes but

on the other hand, using summary statistics to evaluate the system’s performance

over many tests may provide misleading results, as it would be averaging over modes

of behaviour with different underlying response time distributions[4].

The widespread occurrence of performance variability and the reported issues

within industry settings serve as the primary motivation for undertaking this re-

search. The next Chapter aims to uncover the underlying factors responsible for

such inconsistencies in system behavior, even when subjected to identical loads and

configurations.

3.1.2.1 Typical Workload

We can borrow the idea of typical sequences from information theory and define

a typical workload for a software system which means within the given software
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Figure 3.3: Increased Traffic Source Scenario Clique Distributions (AD-test) [4]

system, of all of its potential execution paths we are concerned with those that are

typically executed when the system is processing “typical” or indeed normal/common

workloads. Based on the concept of entropy in statistical mechanics, if we draw a

sequence of n independent and identically distributed (i.i.d.) random variables, the

probability of a typical sequence is about 2−nH(X) and that there are about 2nH(X) of

such typical sequences, whereH(X) is the entropy of the random variableX measured

in bits as shown in Equation 3.9.

H(X) = −
∑
x

p(x) log2 p(x) (3.9)
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The asymptotic equipartition property (AEP) shows that most sequences are typ-

ical in that they have a sample entropy close to H. So attention can be restricted

to these approximately 2nH typical sequences [226]. If a sequence x1, ..., xn is drawn

from an i.i.d. distribution X defined over a finite alphabet X , then the typical set,

Aϵ
(n) ∈ X (n) is defined as those sequences which satisfy Equation 3.10:

2−n(H(X)+ϵ) ≤ p(x1, x2, ..., xn) ≤ 2−n(H(X)−ϵ) (3.10)

As a trivial example, assume we have eight different types of requests and suppose

probabilities of having each request are (1
2
, 1
4
, 1
8
, 1
16
, 1
32
, 1
64
, 1
64
, 1
64
). The entropy is 2

and having let’s say a sequence of 10 consecutive requests, then the number of typical

sequences will be 210×2 or 220 while the total number of all possible sequences is

230. We should note that typicality here is only concerned with the probability of a

sequence and not the actual sequence itself. Equivalently, we need software systems

to be predictable for the most probable workloads not necessarily the unusual ones.

In summary, we assume that the incoming workload to the system is statistically

predictable as defined in Equation 3.3 and consists of typical workload and repeatable.

3.1.3 Queuing Networks

Queuing Networks(QN) is a network of connected queues governed by rules of Queuing

theory and often used to model, analyze and predict the behaviour of computer

systems and networks [107; 227]. Basically, in computer systems, everything is stored

in queues from instructions waiting to be executed on CPU, packets of data in routers

and switches, http requests in a load balancer to VMs in cloud waiting for the physical

servers to become available. The behavior of the system is then described using

Queuing-theoretic performance measures such as the average number of entities in the

system, the average waiting time in the queue, and the probability of the system being

in a certain state. This model can be represented and solved using a set of differential

equations or a Markov chain model. It’s important to note that QN models can

become very complex when modeling large systems with multiple service stations and

customer classes. As the number of service stations and customer classes increases, the

number of equations required to model the system also increases, making it difficult

to solve the model analytically. In such cases, simulation-based approaches may be

more appropriate.
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There are two main types of queuing networks: open and closed. In open networks,

customers arrive from an external source and leave the system after being served.

In closed networks, there is a fixed population of customers that circulate among

the service stations [26]. Kendall notation, also known as Kendall’s notation, is a

standard system used to describe the characteristics of a queuing system and named

after the British statistician David George Kendall, who introduced it in 1953 [228].

The notation consists of a string of letters and numbers that describes the system,

with the format A/S/m/k/n/D. For example, M/M/1 queue as shown in Figure

3.4 represents a queuing system with a Markovian arrival process λ, a Markovian

service time S, one server, infinite queue capacity, infinite requests and a FIFO service

discipline. This notation is explained in more detail in the following:

• A represents the arrival process of requests in the system. The most common

ones represented as M (Markovian or memoryless), D (Degenerate distribution),

or G (for general)

• S represents the service time distributions. The most common ones are M, D

and G similar to arrival process distributions.

• m represents the number of servers in the system.

• k represents the maximum queue capacity.If this number is omitted, the capac-

ity is assumed to be unlimited, or infinite.

• n represents the size of requests population. If this number is omitted, the

population is assumed to be unlimited, or infinite.

• D represents the service discipline, or the order in which requests are served.

It can be represented as FIFO, LIFO, PQ (priority queuing) or PS (priority

service). The default discipline is FIFO.

Figure 3.4: M/M/1 Queue

The different types of queuing systems can be analyzed mathematically to find

performance measures of steady state in which all transient behavior has ended, the
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system has settled down, and the values of the performance measures are independent

of time. The system is then said to be in statistical equilibrium; i.e., the rate at which

jobs enter the system is equal to the rate at which jobs leave the system. Such a

system is also called a stable system. Transient solutions of simple queuing systems

are available in closed form, but for more general cases, we need to resort to Markov

chain techniques. The most important performance measures are as follows:

• K: The probability of K number of requests in the system is denoted by P [K].

We can describe the behavior of a queuing system by the probability vector of

the number of requests in the system. The mean values of most of the other

interesting performance measures can be deduced from P [K].

• λ: The mean arrival rate of requests is denoted by λ which is the average

number of requests arriving per unit of time.

• L: The average number of requests in the system is denoted by L. This measure,

also known as the mean number of requests, is the expected value of the number

of requests in the system at any given time and can be calculated using the

Equation 3.11 usually known as Little’s result, theorem, lemma, law, or formula

[229].

E[L] = L =
∞∑

L=0

L× P [L] = λWq (3.11)

where where E[.] denotes the expectation operator and λ is the arrival rate of

request to the queue and Wq is the mean waiting time of a request in the queue.

• Wq: The mean waiting time in the queue is denoted by Wq. This measure, also

known as the mean waiting time, is the expected value of the time a request or

a job spends waiting in the queue before being serviced.

Wq =
Lq

λ
(3.12)

where Lq is the mean number of requests waiting in the queue.

• s: The mean service rate of the servers is denoted by s. Service time is 1
S
.
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• U : The utilization of servers is denoted by U . This measure, also known as

the server utilization, is the proportion of time that servers are busy servicing

requests or jobs. It can be calculated using Equation 3.13.

U =
λ

s
(3.13)

• Z: The throughput Z is the number of requests are serviced by the system per

unit of time. It can be calculated using Equation 3.14.

Z = λ× (1− U) (3.14)

• R The response time R is the total time a request spends in the system and

calculated by Equation 5.19.

R =
D

1− U
(3.15)

where D = (1/s)×V and V is the average number of visits to the server in the

general case of feedback queues where fully processing a workload element may

require more than a single visit to a queue as shown in Figure 3.5.

Figure 3.5: Feedback queues

3.1.4 Layered Queuing Networks

A LQN is an extension to QN and is a mathematical model that is used to analyze

the performance of complex computer systems composed of multiple interconnected

queues or resources, such as distributed systems, client-server systems, and web-

based systems. In an LQN, each layer represents a different level of service, and each



71

layer may have its own set of queues, servers, and arrival processes. The layers are

interconnected, with requests flowing from one layer to the next. Each layer may also

have different service times, queuing disciplines, and resource sharing policies. LQNs

are particularly useful for analyzing the performance of distributed systems, where

multiple layers of service may be provided by different components or subsystems.

LQNs allow for the modeling of interactions between the layers and the analysis of

the impact of these interactions on the overall system performance.

The solution of LQN models typically involves finding the steady-state probabil-

ities of the different states of the network, as well as performance measures such as

the mean response time and throughput of the system. It’s important to note that

LQN models can be complex and computationally intensive, so it’s important to have

a clear understanding of the system being modeled and to use appropriate tools and

techniques to solve the model. In this Chapter we use the mathematics of LQN for

calculating the performance metrics.

3.2 Performance Modeling Using Queuing

To model a software system using layered QN, the first step is to identify the different

layers of the system architecture, representing the different functional components

of the system. These layers should have distinct responsibilities in processing user

requests. For each layer, the service demand must be defined as the amount of work

that the layer must perform to process a request. This service demand distribution

can be expressed in terms of time or CPU cycles required to complete the work.

The arrival rate can be estimated based on historical data or expected usage of the

system. Once the service demand and arrival rate are known, a QN can be created

with required queues and a servers for each layer. The servers are connected to the

next queues with arrows indicating the direction of the flow of requests.

The QN mathematics can then be used to calculate performance metrics such as

response time, throughput, and utilization as described in Section 3.1.4. The total

response time for a request can be calculated as the sum of the service times for each

layer plus the time spent waiting in each queue. The throughput can be calculated

as the number of requests processed per unit time in the whole system. Usually, as

more data is gathered about the system’s performance, the model can be refined to

make it more accurate. This may involve adjusting the service demand or arrival rate
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based on new information or adding additional layers to the model to capture new

components of the system.

In this section, we model software systems via QN from the most trivial ones

running on one machine called single server to the most complex ones containing

millions of queues deployed in commercial clouds such as the case in most SaaS

applications. We assume all our software systems are dealing with typical workload

and our main modeling objective is to obtain the performance measures as shown in

Figure 3.6. We build our QN models gradually on top of each other as the software

systems becomes more complicated.

Figure 3.6: LQN models as a general performance modeling tool.

3.2.1 Single Server Software Systems

Single server software systems refer to systems where a single server or processing

unit is responsible for handling all incoming requests. These systems typically have a

CPU or a dedicated server that executes the required computations. In such systems,

often all requests are processed sequentially by the single server. This means that each

request must wait for the previous request to complete before it can be processed. The

server allocates its resources, such as processing power, memory, and input/output

capabilities to handle each request in a sequential manner.

Examples include embedded systems, traditional client-server applications, where

a single server responds to requests from multiple clients, as well as stand-alone

applications running on a single machine or server. One of the simplest software

systems are ones on embedded systems as these systems are often dedicated to a

particular function or a set of functions and are typically embedded within a larger

product or infrastructure and been used in various industries such as automotive,

healthcare, industrial automation, consumer electronics, and more. They are usually

running independently and have their own operating system and hardware. Figure

3.7 shows the architecture diagram of a typical embedded system consisting of two

main parts, embedded hardware and embedded software. The embedded hardware

primarily includes the processor, memory, bus, peripheral devices, I/O ports, and



73

various controllers. The embedded software usually contains the embedded operat-

ing system and various applications which can also include middle-ware and device

drivers.

Figure 3.7: Basic architecture of an embedded system.

While embedded systems may be considered simpler compared to larger software

systems, they still consists of multiple layers of interconnected queues due to the

presence of various layers/components and interactions within them as depicted in

Figure 3.8. As shown in this figure, each request to the system will break down

to several sub-requests and accordingly several instructions going thorough different

processing stages.

In addition, even single server software systems often require task scheduling to

ensure timely execution of different activities. Each scheduled task can be associated

with a specific queue representing its execution requirements. For example, in a

real-time control system, there may be queues for high-priority control tasks, lower-

priority monitoring tasks, or background maintenance tasks. The reader should keep

in mind that the result of later DST analysis applies to all levels of queues in the

system.

The QNM characteristics of a single server software system is described in below:

• Open Network
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Figure 3.8: Several layers of QN in a simple system.

• Single Server: The system has a single server that processes requests or trans-

actions in a sequential manner.

• Finite Queue: The system has a finite queue capacity that can hold limited

number of requests or transactions waiting to be processed. Once the queue

reaches its maximum capacity, the flow of requests into the service center is

halted, leading to a blocking situation. Extensive research literature has defined

and analyzed various blocking mechanisms such as Blocking after service (BAS),

Blocking before service (BBS) or Repetitive service blocking (RS), which accu-

rately represent the distinct behaviors exhibited by real systems with limited

resources [230; 231]. When assuming exponential distributions, it is possible to

define and analyze the continuous-time Markov chain that underlies the queue-

ing network. In certain special cases, queueing networks with blocking exhibit

a product-form solution, subject to specific constraints, for different types of

blocking.

• Arrival Process: The arrival of requests or transactions to the system fol-

lows an ergodic and stationary random process.Typically the arrival process is

modeled as Poisson but it doesn’t have to.
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• Service Time: The time required to process a request or transaction by the

server which typically follows an exponential distribution.

• Scheduling Discipline: The requests or transactions in the queues are pro-

cessed according to the scheduling process which is usually FCFS or round robin

in the order in which they arrived, without any preference or priority given to

any specific request or transaction.

• No Resource Contentions: The system does not have any resource con-

tentions, such as locks or shared resources, that can cause delays or contention

among requests or transactions.

• Typical Load: The system is subject to a typical load according to the defi-

nition of typical workload in Section 3.1.3.

Figure 3.9: Single Server software system queuing model in the application layer.

3.2.2 Distributed Software Systems

A distributed software system can be modeled as a LQN consisting of multiple inter-

connected queues, each representing a component or a service in the whole system.

The queues can be connected in various ways depending on the structure/architecture

of the system, such as in a hierarchical or mesh topology. In such a distributed soft-

ware system, requests arrive at one or more entry points, which may be load-balancers

or front-end servers as shown in Figure 3.11. These requests are then processed by a

series of interconnected services, each with their own processing times, service rates,

and queue sizes. The output of one service becomes the input to the next, forming a

chain or a network of services.

To model such a system, we can assign a queue to each service, with the input

and output flows represented by the arrival rates and service rates of the queues,

respectively. The arrival rates can be based on historical data or estimates of the

traffic patterns of the system, while the service rates can be estimated based on
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the performance characteristics of the servers. These connected queues often called

tandem queues in the literature as shown in Figure 3.10.

Calculating the response time of a tandem queue can be complex, especially when

dealing with general service times and finite buffers. One approach to approximate

the response time in a tandem queue is to decompose the tandem queue into single-

buffer subsystems and iteratively estimate the unknown parameters of the service

times of each subsystem [232]. For a tandem network with two single-server nodes

with infinite buffers and exponentially distributed service times, we can analyze the

mean sojourn/response times at each node as explained in [233]. Let Tk(n,m) be the

expected sojourn time spent at queue k by a tagged request that joins a system being

in state (n − 1,m). The total expected sojourn time for a request in the tandem

network can be calculated as Equation 3.16.

T (n,m) = T1(n,m) + T2(n,m) (3.16)

In more general cases, we may need to use simulation, numerical methods, or

other techniques to analyze the response time in tandem queues, depending on the

specific characteristics of the system, such as the arrival process, service times, and

buffer capacities [234].

Figure 3.10: Distributed system QN as tandem queues.

The arrival rate has a significant impact on the response time in tandem queues.

As the arrival rate increases, the system may become saturated or unstable, leading to

longer response times. The maximum throughput of a tandem queueing system is the

maximum arrival rate that the system can support before becoming saturated [235].

The response time is also affected by the different arrival processes, such as batch

arrivals, Poisson arrivals [236] or heavy-tailed traffic arrivals [237]. The dependency of

the steady-state mean of the sojourn time on the arrival rate can provide insights into

the behavior of the tandem queuing model and can be used as a base for developing

approximations for it [238].

Moreover, the number of servers in a tandem queueing system can affect the

response time. As the number of servers increases, the maximum throughput of the

system converges. This means that the system can handle more requests and maintain
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Figure 3.11: Distributed system QN as tandem queues with an arbitrary topology.

stability, which can lead to reduced response times. However, the analytic formula

for the maximum throughput of the system tends to become more complicated as the

number of servers increases [235].

In systems with heterogeneous servers, the fastest server has a larger effective rate

of service than the slowest server. This implies that the overall maximum throughput

of the system depends on the efficiency of the individual servers and their service

rates. Also, the buffer size in a tandem queueing system affects the response time

by influencing the throughput and mean sojourn time. In a study of single-server

tandem queues with finite buffers, jobs were served according to the Blocking-After-

Service protocol, and the tandem queue was decomposed into single-buffer subsys-

tems. The service times in these subsystems included starvation and blocking, and

the approach attempted to include dependencies due to blocking by employing the

concept of Markovian Arrival Processes. This indicates that the buffer size plays a

significant role in determining the response time in a tandem queueing system, as it

affects the system’s ability to process requests and maintain predictability [232]. In

the next Chapter, applying DST, we will show how the buffer size and queue drops

can affect the stability and predictability of software systems.

3.2.2.1 Shared Servers in Cloud Environment (IaaS)

In a distributed system running on a shared server, the architecture becomes slightly

more complex as the components are encapsulated within VMs. Each VM within the

shared server represents a self-contained environment with its own operating system,

resources, and configurations. The distributed system’s components, such as servers,

databases, or services, are deployed within these VMs. The host server’s underlying

hypervisor manages resource allocation and scheduling among the VMs.
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It is still possible to model this system using tandem queues and all the elements

discussed earlier such as the number of servers and their speed, buffer size, arrival

rate, etc., which affect the performance of the system, still hold true. However, in

this case, the VMs and their associated queues dynamically go on and off based

on the scheduling decisions made by each server’s hypervisor scheduler as shown

in Figure 3.15. In this figure, each queue is an aggregated queue presenting one

service in a VM. As we can see from the QN in the picture, software systems that

have dependency between services affected more compared to the software systems

where the components are more independent and can run in parallel. This is one of

the reasons in popularity of architectures applying parallelism such as microservice

architecture and MapReduce systems.

Figure 3.12: Distributed system QN as tandem queues with on/off switches on
queues.

Here, the scheduling decisions made by the hypervisor can impact the response

time variability of the VMs [239]. If the scheduling algorithm is unpredictable or

favors certain VMs over others, it can result in increased response time variability.

Individual queues may experience inconsistent response times which has a cascading

effect in a tandem queue and amplify the impact on the overall response time as

delays propagate through the system, leading to potential performance issues or user

dissatisfaction. Conversely, a well-designed scheduling algorithm can reduce response

time variability and provide more predictable and consistent performance across the

VMs.

What happens in practice though is that hypervisors often support over-commitment,

allowing for more VMs to be provisioned than the physical resources can fully accom-
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modate. Here, the scheduling decisions become crucial in managing resource sharing

and preventing resource contention. The hypervisor scheduler needs to efficiently al-

locate CPU resources to the VMs, considering their priorities and resource demands,

to ensure adequate performance and prevent excessive queuing and response time

delays.The hypervisor scheduler plays a crucial role in determining the overall per-

formance of a cloud environment, and different scheduler types are best suited for

different virtualization scenarios. In scenarios where specific VMs or applications

require guaranteed QoS levels, the hypervisor scheduler should become critical. By

prioritizing certain VMs or allocating dedicated CPU resources to them, the hypervi-

sor ensures that performance and response time meet the defined QoS requirements.

This enables critical applications or VMs to receive the necessary resources to per-

form predictable, even under high loads or contention situations. In the next Chapter,

applying DST, we’ll show how scheduling can affect performance predictability.

More specifically, Hyper-V hypervisor supports several modes of scheduler logic

that determine how the hypervisor schedules virtual processors on the underlying logi-

cal processors. These scheduler types include the classic scheduler, the core scheduler,

and the root scheduler. The classic scheduler uses a round-robin approach to map a

VM’s virtual processor to an available simultaneous multi-threading (SMT) thread

that can execute instructions on behalf of the virtual processor. The core scheduler

offers a strong security boundary for guest workload isolation and reduced perfor-

mance variability for workloads inside VMs that are running on an SMT-enabled

virtualization host. The core scheduler is used by default starting in Windows Server

2019. On Windows Server 2016, the core scheduler is optional and must be explicitly

enabled by the Hyper-V host administrator, and the classic scheduler is the default.

The older root scheduler hands over control of work scheduling to the root partition,

in this configuration, the NT scheduler within the root partition’s operating system

instance takes charge of all aspects related to scheduling work on the system’s Logical

Processs (LPs). It manages the allocation and distribution of workloads across the

LPs, determining which processes and threads are executed on which LPs at any

given time [240].

As another example, the Xen based hypervisors which is widely recognized and

adopted as a popular virtualization technology [241], employs a scheduling mechanism

that efficiently allocates virtual CPUs (vCPUs) to physical CPUs (pCPUs). With

modern CPUs supporting multiple threads on each core, the Xen hypervisor can take

advantage of this feature by assigning vCPUs to different threads within a physical
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core. The Xen hypervisor utilizes a two-level hierarchical scheduling framework which

allows for the allocation of pCPUs to virtualized hosts and enables the execution of

multiple VMs simultaneously. Within each VM, multiple vCPUs can be assigned,

allowing for parallel execution of tasks inside VM. This helps with yet another layer

of virtualization and parallelism in containers which we will discuss in the next section.

One notable scheduler available in the Xen hypervisor is the Real-Time Deferrable

Server (RTDS) scheduler. The RTDS scheduler caters to the needs of soft real-time

systems, which require deterministic and predictable response times. It ensures that

tasks with real-time constraints are executed within specified deadlines and provides

guarantees for their timely completion which reduces variability in response time and

helps with predictability issues as we will show with DST analysis. It’s important to

note that the performance and scheduling characteristics of type-1 hypervisors can

also be influenced by the underlying hardware, such as CPU architecture, memory ca-

pacity, and I/O subsystems [242]. Additionally, specific workload characteristics and

deployment scenarios can impact the performance of a hypervisor and consequently

the software systems running on top of it.

3.2.2.2 Applying Container Technology (CaaS or PaaS)

Container technology, such as Docker or Kubernetes, has revolutionized the deploy-

ment and management of distributed software systems. When applying container

technology to a distributed software system, we can still model it as a QN to analyze

its performance characteristics. Each container represents a specific functionality or

microservice within the system and can have its own queue, representing the waiting

time for requests to be processed by that specific component. The arrival rate of

requests to each container and the service rate of each container needs to be mod-

eled to estimate the performance of the system. Interactions between containers can

be represented as communication links or channels connecting the queues of differ-

ent containers in the queuing network and communication time between containers

should be considered in the overall response time analysis. Container orchestration

platforms like Kubernetes handles the scheduling and placement of containers across

a cluster of machines. The scheduling algorithm determines which containers should

be deployed on which hosts, considering factors such as resource availability, load bal-

ancing, and fault tolerance. The scheduling decisions impact the performance and can

be modeled in QN by varying the distribution of workload and resource utilization.
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Figure 3.13: An application running in a Docker container inside a VM on a server
in cloud.

The additional level of virtualization in CaaS platforms introduces some schedul-

ing complexities and performance implications. Figure 3.13 depicts the multiple lay-

ers of virtualization found in a cloud server, illustrating how an application operates

within a Docker container, which in turn runs within a VM on a server. At the bot-

tom of the diagram, we have the physical hardware of the server, which provides the

underlying computational resources. On top of the hardware, a hypervisor or virtu-

alization layer is employed to enable the creation and management of VMs. Within

these VMs, an application is running inside a Docker container. The Docker container

operates within the VM and benefits from the resources allocated to the VM by the

hypervisor. The container encapsulates the application, including its code, libraries,

and configurations, providing a self-contained and portable unit of deployment can

be used for scaling and migration to other hosts.

In Figure 3.14, the focus shifts to the levels of schedulers involved in the system.

The hypervisor scheduler is responsible for managing and scheduling the VMs on

the server. It needs to ensure fair resource allocation and efficient utilization of the

underlying hardware resources. Within each VM, there is an operating system sched-

uler, which is responsible for scheduling tasks and processes within the VM including

containers. This scheduler determines the allocation of resources, such as CPU and

memory, among the applications and containers running within the VM. However,
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Figure 3.14: Different level of scheduling in a server

there is a third level of virtualization and scheduling introduced by Docker Engine,

which is responsible for managing containers within the VM. Docker Engine acts as

a container run-time orchestrator, providing the necessary tools and services to man-

age and schedule containers efficiently. Inside Docker Engine, there is another layer

of scheduling that occurs within containers themselves. Containers have their own

internal schedulers, which handle the allocation of resources and scheduling of jobs

and applications running inside the container. It’s important to note that containers

run their own operating systems, separate from the underlying VM’s operating sys-

tem. This allows for greater flexibility and portability, as each container can have its

specific dependencies and configurations.

As a result, the levels of virtualization and scheduling in a cloud server involve

the hypervisor scheduler at the VM level, the operating system scheduler within the

VM, the Docker Engine scheduler for managing containers, and the internal scheduler

within each container. Each level of scheduling plays a crucial role performance pre-

dictability and in ensuring efficient resource utilization and task coordination within

the distributed software system. In such a shared physical server environment, VMs,

containers, and applications all utilize the same available server resources. How-

ever, they can only execute when they are allocated time slices by their respective

base operating system scheduler. Figure 3.15 visually depicts the synchronization of

schedulers necessary for the application layer processes to run.

In the LQN modeling approach, each queue represents a specific layer within the

system. The queues are activated or deactivated based on the scheduling policies

implemented at different levels. Figure 3.16 provides a representation of the dynamic
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Figure 3.15: Applications can only run when all of the schedulers align

nature of queue activation and deactivation. It demonstrates how the scheduling de-

cisions made at different levels influence the availability and utilization of the queues.

Figure 3.16: Schedulers’ queuing network in a server

It is important to note that the fundamental principles and performance charac-

teristics discussed in earlier models remain applicable. However, when applying con-

tainer technology and utilizing container orchestration managers such as Swarm or

Kubernetes, there are additional considerations that impact the performance metrics

of the queuing model. One significant difference is the enhanced flexibility and agility



84

offered by containerization. Containers can be easily moved or scaled up, which has

a direct impact on the performance of the system and the QNM. Container orches-

tration managers, like Swarm or Kubernetes, play a crucial role in managing these

dynamic operations. When a node fails or becomes heavily loaded, the container

orchestration manager detects the issue and takes appropriate action. In the case of

a node failure, the manager automatically moves the affected container to another

healthy node in the cluster. This migration ensures the continuity of service and

minimizes disruptions which can affect performance predictability. By redistributing

the containers, the arrival rate to the queues is adjusted, potentially reducing con-

gestion and improving overall system performance. Moreover, container replication is

another mechanism employed by container orchestration managers to optimize perfor-

mance. If a container becomes overloaded or experiences high demand, the manager

can create additional replicas of that container. This replication process distributes

the workload across multiple instances, mitigating performance bottlenecks and re-

ducing waiting times in the queues. Consequently, the response time of the system is

positively influenced as the increased capacity allows for faster processing of requests.

3.2.2.3 Serverless FaaS Architecture

FaaS is a cloud service model where developers can execute individual functions or

pieces of code in a serverless environment. This means that developers do not need

to manage or provision servers and the cloud provider handles the underlying infras-

tructure and resource allocation. In this architecture, the execution of functions is

triggered by the events, but the specific location where the functions will be executed

is unknown. The servers responsible for executing the functions are distributed across

nodes within a cloud network zone, and they periodically change their placement, tak-

ing the existing queues of requests with them. Compared to containers, the functions

have a time constraint for execution, for example, as the time of writing this thesis,

AWS has a 15 minutes limit per execution and for IBM functions is 10 minutes. Also,

there is a fixed limit on the concurrent execution including ones waiting in queues to

run for each function which is 1000 for IBM and AWS which means the number of

servers plus items waiting in the queue should be less than 1000. Customers are able

to increase these limits by individually requesting higher service levels.

To model a FaaS system using QN, we consider each function as a separate queue

in the network. Each queue has a limited capacity to hold incoming requests, repre-
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senting the maximum number of requests that can be queued for a specific function.

The size of the queue may depend on factors such as the resource availability and

the cloud provider’s policies. Associated with each queue, there are multiple servers

allocated to handle the requests. The number of servers assigned to a specific function

can vary dynamically based on the current load on the system. This flexibility allows

the system to scale up or down to efficiently utilize available resources and meet the

demand. Additionally, in FaaS systems, each server has a time limit during which it

remains active and available to process requests. This time limit is typically set by

the cloud provider and helps manage resource allocation and optimization. After the

time limit is reached, the container running the function becomes deactivated and

needs to be restarted which means a new placement within the cloud network. The

QNM of FaaS is similar to QNM in Figure 3.10 but each node can have multiple

servers as shown in Figure 3.17.

Figure 3.17: A node in the FaaS QNM

One of the technical challenges in analyzing such queueing networks lies in the

complexity of the multidimensional Markov chain that describes the system’s behav-

ior. However, recent advancements in the analysis of semi-open queuing networks

without server movement, using structured generator Markov chains, have helped

overcome this difficulty. In a multidimensional Markov chain, each state variable

represents a different aspect or characteristic of the system. For example, in a queu-

ing system, one state variable could represent the number of requests in the queue,

while another state variable could represent the number of available servers. The val-

ues of these state variables change over time based on transition probabilities. The

transition probabilities in a multidimensional Markov chain determine the likelihood

of moving from one combination of states to another. These probabilities are typ-



86

ically defined in a transition matrix, where each entry represents the probability of

transitioning from one combination of states to another in a single time step.

In a structured generator Markov chain, the transition matrix has a specific form

that allows for efficient computation and analysis. The structured generator matrix

has a block structure, where each block corresponds to a specific subset of states in

the Markov chain. The blocks represent different subsystems or components of the

overall system being modeled. The advantage of using structured generator Markov

chains is that they allow for the decomposition of the analysis of a complex system

into simpler subsystems. Each subsystem can be analyzed separately, and then the

results can be combined to obtain the overall behavior of the system. [243; 244].

3.2.3 Single Server Queues Analysis

These characteristics of a single server makes the system simple enough to be modeled

using a basic queuing network, such as anM/M/1/m queuing system, where the inter-

arrival times and service times follow an exponential distribution and the system has

a single server and a finite queue with capacity m. We may also have M/G/1/m,

M/D/1/m or G/G/1/m where arrivals are Poisson but service times are general or

deterministic respectively. Under exponential assumptions a queueing network model

with finite capacity can be represented by a Markov process. Let S = (S1, ..., Sm)

denote the state of the network and let E be the state space, i.e. the set of all feasible

states. The network model evolution can be represented by a continuous-time ergodic

Markov chain with discrete state space E as shown in Figure 3.18 and with transition

rate matrix Q .In the next Chapter, we explore if the ergodicity assumption holds for

complex software systems.

Figure 3.18: Markov chain with discrete state space E

Based on Poisson definition[245]:
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P (exactly one arrival) = λδ + o(δ)

P (zero arrivals) = 1− λδ + o(δ)

P (more than one arrival) = o(δ)

Where o(δ)/δ → 0 as δ → 0

(3.17)

Here, δ is a small time interval and o(δ) represents a function that is negligible

compared to δ based on Taylor series, as δ → 0. It can be shown that [245],

P [n arrivals in interval T ] =
(λT )ne−λT

n!
(3.18)

The transition probabilities in the matrix Q are defined in Equation 3.19

Q =



1− λδ λδ 0 0 · · ·
sδ 1− (sδ + λδ) λδ 0 · · ·
0 sδ 1− (sδ + λδ) λδ · · ·
0 0 sδ 1− (sδ + λδ) · · ·
...

...
...

...
. . .


(3.19)

where the transition probabilities q(i, j) are defined in Equation 3.20

q(i, j) =


λδ for j = i+ 1 (arrival transition from state i to i+ 1)

sδ for j = i− 1 (departure transition from state i to i− 1)

0 otherwise

(3.20)

The diagonal elements q(i, i) are calculated such that the row sums of the matrix

Q are equal to zero, ensuring that the probabilities add up to 1 for each row. The

stationary and transient behavior of the network can be analyzed by the underlying

Markov process. The performance metrics such as response time and throughput can

be calculated using following formulas applying the same notations as explained in

Section 3.1.3.

• Inter-arrival times pdf assuming exponential arrivals:

f(t) = λe−λt (3.21)
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• Service times PDF assuming exponential service time :

f(t) = se−st (3.22)

• Probability of k requests in the queue in equilibrium state:

P [k] = (λ/s)P [k − 1] (3.23)

P [k] = (λ/s)k × (1− (λ/s)) (3.24)

The Equation 3.24 holds for infinite capacity queues based on the probability

axiom
∑∞

i=0 P [i] = 1. For the case of limited capacity, it follows:

P [k] =
(λ/s)k

k!
× 1

1− (λ/s)
(3.25)

• Average Server Utilization:

U = λ/s (3.26)

• Average response time of a request:

R =
1/s

1− U
=

1

s− λ
(3.27)

Note: The average response time doesn’t depend on scheduling regime but the

distribution of response times experienced does depend on scheduling discipline

and that what concerns from performance predictability perspective.

• Average number of requests in the system (Little’s Theorem[246]):

L = λR =
λ

s− λ
(3.28)

Note: Little’s Theorem is true for ergodic systems [247] and λ doesn’t have to

belong to a Poisson process.

• The amount of time spent in the queue:

Wq = R− 1

s
=

1

s− λ
− 1

s
(3.29)
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• The average number of requests in the buffer/queue can be obtained from little’s

formula:

Lq = λWq =
λ

s− λ
− λ

s
=

U2

1− U
(3.30)

• For the case of M/G/1 from the Pollazcek-Khintichine [248] formula:

Lq =
λ2σ2

s + U2

2(1− U)
(3.31)

Where σ2
s is the service time variance.

• for the case of G/G/1 there is no exact result but the following approximation

is popular [249]:

Lq ≈
U2(1 + C2

s )(C
2
a + U2C2

s )

2(1− U)(1 + U2C2
s )

(3.32)

Where C2
s is the squared coefficient of service time variation:

C2
s =

σ2
s

(1/s)2
(3.33)

And C2
a is the squared coefficient of inter-arrival variation time:

C2
a =

σ2
a

(1/λ)2
(3.34)

There are other approximations which depends on the application.

Note that if U ≥ 1 in a queue where either the inter-arrival or service time or

both following random processes, the queue becomes unstable because the length of

the queue and the wait become infinity. If both are constants, U > 1 also leads to

instability. For these queues we need additional servers for stability.

3.2.4 Multi-server Queues Analysis

Here, we consider the identical (homogeneous) server case in which there are c iden-

tical servers in parallel and there is just one waiting line (i.e., the queue is a single-

channel queue) similar to the load balancers or scaling up containers in the cloud.

Let c denote the number of identical servers:
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• The utilization can be calculated:

U =
λ

cs
(3.35)

• For the M/M/c queue [248]:

Lq =
P [0](λ

s
)cU

C!(1− U)2
(3.36)

Where:

P [0] = 1/

[ c−1∑
m=0

(cU)m

m!
+

(cU)c

c!(1− U)

]
(3.37)

Therefore:

Wq = Lq/λ (3.38)

• For the G/G/c queue, we have the following popular approximation [250]:

WG/G/c
q ≈ WM/M/c

q

C2
a + C2

s

2
(3.39)

This works well for M/G/c queues, but does not always work well when the

inter-arrival time is not exponentially distributed.

For multi-server queues, it has been shown that data on two moments is usually not

sufficient to generate good approximations for the mean waiting time or queue length

[251]. When the distributions are known, it is often possible to deduce expressions

for these metrics, but they often involve calculus and computational methods. [252]

explains the situation in bulk queues and [250] discuss the general case including the

Lindley equation [253].

3.3 Summary

In this chapter, we focused on using queueing networks as a prominent analytical

modeling technique to evaluate the performance of software-centric systems. We

delved into the formal notations and concepts associated with Markov chains and

queueing networks. Our modeling approach encompassed a wide range of software

systems, starting from the simplest ones represented as single-server systems and

extending to the more complex scenarios of large-scale distributed systems deployed
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in cloud environments. We explored how these systems can be modeled using queueing

networks, taking into account factors such as the number of servers, different arrival

processes, service times, and queuing disciplines.

In addition, we extensively explored the various deployment options that are

prevalent for distributed software systems, including IaaS, CaaS, and FaaS. Through-

out our discussion, we emphasized the challenges and complexities associated with

modeling these deployment models within the framework of queueing networks. One

key aspect we delved into was the impact of multiple layers of virtualization and

scheduling on the performance metrics of these distributed systems. We analyzed

how the virtualization of resources, such as servers and containers, as well as the

scheduling policies employed in these deployment models, can influence the overall

system performance. These factors introduce additional sources of variability and

intricacies into the modeling process.

Moreover, we introduced a novel concept known as ”queues’ on/off switches”

to capture the unpredictable nature of these distributed systems. These switches

represent random processes that affect the predictability and behavior of the queues

within the system. By incorporating this concept into our modeling approach, we

acknowledged the dynamic nature of workload processing, considering scenarios where

queues may become active or inactive based on various factors such as scheduling,

resource availability and demand fluctuations. By examining the complexities arising

from virtualization, scheduling, and the introduction of on/off switches, we aimed

to provide a more comprehensive understanding of the performance dynamics and

predictability challenges faced by distributed software systems. This knowledge serves

as a foundation for developing more accurate and realistic analytical models that can

effectively capture the behavior and performance of software systems.

Going ahead, in the next chapter, we apply DST to gain a deeper understanding

of the behavior exhibited by these queues. By leveraging DST, we aim to uncover

insights into the dynamic characteristics, and performance prediction of the queueing

systems we have modeled. This will provide a more comprehensive perspective on

how these systems operate and evolve over time, contributing to a more nuanced

analysis of their performance predictability.
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Chapter 4

Bridging Queueing Network

Models and Dynamical Systems

Theory via the Extended Maurer

Model

In Chapter 3, we applied Queuing Network Model (QNM)s as a general and well-

known technique for modeling computers and distributed systems, irrespective of

scale and complexities. As explained in Chapter 3, under exponential assumptions,

a QNM with finite capacity can be represented and solved by a Markov process.

As per [223], Markovian analysis to solve QNM, presumes ergodicity holds, specifi-

cally via a recurrence property, such as Poincare’s recurrence. This equals having a

unique steady-state transition matrix. Similar ergodic presumptions are made within

stochastic Petri-Net analysis [223]. Additionally, Monte Carlo simulation is generally

structured to exploit the ability to equate time-averaged behaviors with the ensemble-

averaged behaviors, where this directly requires assuming that (BET) [33] holds.

Similarly, machine learning-based approaches innately must assume similar Shannon

information between their training data sets and the data to be processed during

production deployments, i.e., that ergodicity must holds across the Machine Learn-

ing (ML)’s utilized measurement features. Additionally, control theory approaches

innately assume that a transition path exists between any operational states x and

desired state x′ such that a control rule exists to bring the system from state x to

state x′. As with Markovian analysis, this requires ergodicity to hold [254].
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Early work exists showing that BET held for the first generations of software

systems and network protocols [255], but no works appear to exist that show BET

continues to hold for modern LDSSs. Moreover, it is well known via Physics that

BET holds for systems that can be described by conservation laws as a consequence

of Noether’s theorem [256], i.e., systems which can be reasonably modeled in terms

of Hamiltonian or Laplacian differential equations. Such systems are the common-

place and majority systems of interest within the bulk of traditional engineering

domains, i.e., system were conservation of energy, momentum, etc. apply. Within

cloud-deployed LDSSs, it is difficult to argue what is conserved as clearly energy is

continually pumped into such systems, Shannon information is continually being pro-

cessed and changed, etc. Hence, Noether’s theorem is not applicable, meaning such

systems are not likely to be well behaved in the BET sense.

This observation suggests a potential explanation as to why performance pre-

dictability appears as a largely solved problem within the academic literature whereas

it is a known hard problem within industry-scale systems[53; 186]. Clearly, if the

well-developed academic models accurately represented real-world complex and large

software systems behaviors then performance predictability should be an industry-

solved problem, particularly as knowledgeable graduate students and post-doctoral

researchers, transition from academia to industry, i.e., industry is not lacking knowl-

edge of these academic solutions and approaches. The fundamental question as to

whether or not BET indeed holds in modern LDSSs would provide a potential expla-

nation of this disconnect between industry and academia’s experiences with respect

to LDSS performance predictability.

BET is set within the context of DST. As such, to prove (or disprove) if a

software system follows BET, a DST approach must be undertaken. Fortunately, the

Extended Maurer Model [5] has been already proposed as a bridge between Turing

reducible computer systems and DST as defined over σ-finite measure spaces. This

allows the QNM of Chapter 3 to be easily mapped into a DST context such that

the BET required conditions can then be directly tested while being mapped to

QNM behaviors, thereby enabling formal DST-based answers to be developed for

predictability problems.

This Chapter begins by formally defining, for the purposes of this research, what

is meant by run-time performance measurements within software systems of any scale

and complexity i.e. scale agnostic performance predictability. This is then followed

by a review of DST within σ-finite measure spaces, the EMM is then briefly reviewed
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related to the QNM of Chapter 3. The Chapter continues with analyzing the QNM

via the EMM-enabled DST perspective to provide a platform for directly and formally

assessing software systems performance predictability. The analysis of which is done

in Chapter 5.

4.1 Run-time Performance Measurements

In general, for most software systems, the run-time measurement features of interest

are macro-level observables, such as response time, end-to-end delay, lag, etc., that

arise through the composite execution of millions to billions of individual proces-

sor level instructions across potentially thousands of collaborating processors and/or

servers. Such a performance measurement feature will be defined as x(t) ∈ ℜ, where
t is assumed discrete and, for convenience, t = 0 denotes the current time with t > 0

denoting future behaviors and t < 0 denoting past behaviors. Although microproces-

sor instruction level executions are deterministic given known instruction inputs, the

x(t) macro-level will exist as stochastic processes as x(t) incorporates the collection

of all execution timings, input values, error conditions, re-transmissions, etc. of the

composite set of instructions that pertain to the given macro-level measurement fea-

ture. For example, x(t) could be selected to denote the response time to customer

web requests. In this case, x(t) incorporates all of the back-end operations required

to service those requests, inclusive of disk read operations, data base look-ups, web

page population events, etc. Clearly, at this macro-scale, the x(t), is a stochastic

process, outside of all but the most trivial systems and environments.

Generally, performance measurements of interest are obtained by calculating the

measure’s average, e.g. average response time, over a specific time window W [257].

This is due to software systems operating in event-driven manner, where actions

occur only when events arrive to be processed. The selection of the window size W ,

or equivalently the sampling time T , depends on the rate at which events arrive in the

system. It is desirable for W to be set in such a way that during normal operation,

events are almost always present within the selected averaging windows. For instance,

setting W to 10−9s would likely result in most windows being empty of events. In

general, within industry settings, appropriate values for W would be on the order of

seconds to minutes to hours, reflecting the expected arrival rate of events into the

system.
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Assume there exists a collected past history of x(t) measurement for t ∈ [−T, 0)

and denote this composite set of past observations as:

x(T−) = {x(t) | ∀t ∈ [−T, 0)} (4.1)

As x(t) is a stochastic process, the goal is not that of standard time series prediction.

More formally, in standard time series prediction, it is assumed an estimate x̂(t) =

g[t|x(T−)] can be produced of x(t) from the collection of past history provided via

x(T−), i.e. via constructing a Kalman filter, etc. The second goal would then be to

construct x̂(t) such that,

0 < |x̂(t)− x(t)|2 < ϵ ∀t ∈ [0, T+], (4.2)

Assuming a standard L2-norm is applied. Instead, for software system predictability,

the goal is to use x(T−) to generate a sufficient accurate estimate of x(t)’s PDF

designed by p̂x(t)(x|x(T−) such that it then provides sufficiently good (or accurate)

estimate of x(t)’s true probability density over T+. More formally if

px(t)[Blower(t) < x(t) < Bupper(t) | ∀t ∈ T+] ≥ 1− ϵ (4.3)

Then

p̂x̂(t)[Blower(t) < x(t) < Bupper(t) | ∀t ∈ T+] ≥ 1− ϵ (4.4)

where ϵ > 0.

Pragmatically, industry tends to be more concerned with the tail behaviours of

px(t)(x) than the true full shape of this distribution, as the tail behaviors denote the

portion of customers receiving poor performance and, therefore, for example, posting

negative social media reviews, comments, and ratings for their software systems and

services.

Following standard industry limit (or range) checking approaches [257], upper

and lower bounds can be placed on x(t) to denote when x(t) has left the region

between the denoting acceptable performance for the given measurement features. In

general, for many common software performance features only the upper bound will

be of interest given it denotes problematic system performance and, generally, the

lower bound would be zero. For example, if x(t) denotes delay then the upper bound

denotes those users who have received poor download speeds, whereas the lower bound

denotes those who have good experiences. Similarly, if x(t) denotes response times
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then the lower bound denotes those users who have experienced exceptionally fast

responses, whereas the upper bound denotes those experiencing poor performance

levels. On the other hand, if the measure of interest is the system’s throughput

then the situation reverses with the now upper bound denoting the users who have

received an excellent service, where as the lower bound now specifies those users who

have received poor performance. In this case, the lower bound is more interesting to

watch than the upper bound.

As we will see in Section 5.1, the formal nature of what x(t) can measure can

be defined via the EMM as any σ-finite measurable feature that arise through any

information processing transform (or set of transforms) that can occur within the

composite Turing-reducible model of the cloud-scale computing environment in which

the given software system is deployed and executing.

This research focuses on normally behaving systems under typical workloads, as

predicting performance in these standard conditions is industry’s primary concern.

Systems in overload or starvation conditions or under substantial targeted attack are

outside intended scope of this research.

4.1.0.1 A Predictable Performance Feature

A software performance measurement feature x(t) is defined as stochastically pre-

dictable over some future time period T+ = [0, t+), where t+ > 0, with respect to the

chosen bounds BLower(t) and BUpper(t), where

−∞ < BLower(t) < BUpper(t) (4.5)

And based on the available past history x(T−) if and only if it can be shown that,

p̂x(t)( x(t) ∈ [Blower(t), B
upper(t)]) ≥ 1− ϵ (4.6)

where

p̂x(t)(x(t)) = G[xk(T
−
k )|k = 1..K] (4.7)

where xk(T
−) denotes the available past histories of k instances of the given software

system and x(t) is observed from the system’s current running instance. More par-

ticularly, only being able to predict x(t) for specific time instances (or time periods)

and/or only for specific run-time instantiations of a given software system is insuffi-

cient from an industry perspective, i.e., potentially losing performance predictability
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when a software system is re-instantiated into a cloud regime is not an useful industry

characteristic.

It should be noted that, in general, the distribution p(x(t)) will not be known

and instead must be estimated based on the available past history x(T−). The per-

formance predictability definition introduced in Chapter 1 denotes a weaker form of

predictability than is generally sought in, for example, in time series analysis method-

ologies, but it is appropriate to this research as it suffices to support industry’s soft-

ware system’s performance predictability needs.

4.2 Dynamical Systems Theory

Dynamical Systems Theory (DST) provides a mature formal framework for modeling

how systems behave over time, as it was developed within Physics and Mathematics to

modeling complex systems [258]. More particularly, a DST is denoted as a mapping,

T : Ω → Ω′, occurring over the spaces of possible events, Ω and Ω′. Generally, T may

define a time shift mapping, denoting how a system evolves over time, or an ensemble

mapping, defining the relationships between the results seen in different experimental

runs (or system instantiations), or a spatial mapping defining the relationship ex-

isting between measurements taken in different locations within a system. For the

purposes of this research, the first (time shift) and second (ensemble) mappings will

be considered as these underlying the formal definitions of statistical stationarity and

statistical ergodicity that are of interest within this research and will be discussed in

details in Chapter 5. For notational simplicity, Ω is generally assumed to denote a

generalized event space such that Ω′ can be replaced with Ω such that T : Ω → Ω. In

mathematics this allows for a significant simplification of the notation as the Ω need

no longer be specified. Hence, the nth event space can just be written as T n[Ω]. More

formally, a dynamical system consists of following components:

1. Ω : A universal space of events such that |Ω| < ∞

2. Σ : A σ-algebra on Ω such that the pair (Ω,Σ) is a Borel space β

3. T [.]: A Transformation T : Ω → Ω denoting a mapping between event spaces

4. µ(.) : A σ-finite measure on Ω such that µ : Ω → ℜ+

Of interest in DST, is how the measure µ(.) changes with application, (or repeated

application) of the transformation T . More particularly, a mapping T [.] is defined to
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be measure preserving (or alternative, the measure µ(.) is measure invariant with

respect to T [.]) if for the dynamical system T : Ω → Ω, the measure µ(.), and for all

events A ∈ Ω if and only if

µ(T−1[A]) = µ(A) (4.8)

Where T−1[.] denotes that pre-image of A. T−1[.] equates to the inverse of T [.] if and

only if T [.] is a bijective transform, i.e., one-to-one and onto. As per [33], all stochastic

processes have an equivalent DST representation. Hence, an observable performance

measure, x(t), can be described in terms of a dynamical system through defining the

space of events Ω containing events A such that A = [Amin, Amax] ∀A ∈ (−∞,+∞).

The particular sets A of interest are the ones that produce the cumulative density

function (cdf) of x(t) as shown in Figure 4.1 such that,

P̂ [Amin < x(t) < Amax] = P̂ [x(t) < Amax]− P̂ [x(t) < Amin] ∀A ∈ (−∞,+∞) (4.9)

If the measure µ(.) : Ω → ℜ+ is normalized to meet the Axioms of Probability

then it gives the pdf (or cdf) of x(t). As they are related to each other through

integration and differentiation either may be used. Within σ-finite measure spaces

this normalization of µ(.) can always be done, hence, it is assumed in Equation 4.10.

µx(t)(A) = p(x(t) ∈ A) ∀A ∈ Ω (4.10)

To achieve the desired property where the measure µ(.) remains invariant, it is

necessary for the underlying software system that generates the performance measure

x(t) to exhibit both stationarity and ergodicity such that the pdf/cdf doesn’t change

over time or with different runs of the system. Ergodicity and stationarity are related

through Birkhoff’s Ergodic Theorem (BET), discussed in more detail in Chapter 5

Theorem 1, states a random process is ergodic if and only if Equation 4.11 holds.

lim
N→∞

1

N

N∑
n=1

1A(T
n[x]) = µ(A) (4.11)

Within Chapter 5, the equivalency theorem of Peter Walter [254] for ergodicity

within σ-finite dynamical systems will be used to directly test the Right-Hand-Side

(RHS) of BET, within the context of software systems. The Left-Hand-Side (LHS)
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Figure 4.1: The cdf of performance measure x(t).

will be directly tested via the formal dynamical system’s definition of stationarity

within σ-finite dynamical systems.

In the remaining sections of this chapter, we focus on the process of modeling

software systems as dynamical systems while maintaining Turing reducibility. To

achieve this, we employ the Extended Maurer Model (EMM) [5], which allows us

to capture the scale-agnostic dynamic behavior of software systems while preserving

their Turing reducibility of the model.
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4.3 Review of Extended Maurer Model

The EMM is a formal modeling framework designed to represent modern computers

and networks. It is an extension of the existing Maurer computer model [259], a

Turing-reducible model of computer operations. The EMM framework builds upon

the foundational components of the Maurer model and introduces additional struc-

tures to facilitate the modeling of modern programs, concurrency, multiple processors,

and networks. As demonstrated by [5], EMM retains its Turing-equivalent nature,

making it suitable for modeling complex programs like modern virtual machines, web

browsers, cloud computing regimes, etc. It also provides a scale-agnostic approach to

software system run-time performance modeling.

This provides a significant contribution as, to the best of our knowledge, provides

the first formal connection between Turing-reducibility and measure theory. As a

result, it enables a formal explanation of the behaviors of modern computers intro-

duces dynamical systems theory. We’d like to note that the original Maurer model

lacks essential components required to represent modern computers such as programs,

security policies, and concurrency, among others.

The Maurer model is primarily concerned with modeling computers in terms of

the effects instructions execution have on how the information stored in a computer’s

memory change over time as the computer executes its instructions. This memory

encompasses the full variety of components capable of holding or storing data (e.g.,

RAM, CPU registers, hard drives, disk drives, hard-coded memory). Given the finite

nature of memory, the set of all possible memory states is also finite. Hence, if Ωt

denotes the computer’s memory space of events at time t then |Ωt| < ∞ for all t. The

Maurer model therefore denotes a σ-finite measure space describing how instruction

executions enact changes in the memory space.

In this thesis, our focus lies on the aggregation of memory locations across servers

responsible for maintaining application-level queues. Therefore, only these specific

parts are modeled using EMM. Important to Maurer’s definition, instructions include

the values of their operands. Hence, ADD R1, R2 denotes a different instruction than

ADD R2, R3 under Maurer’s definition. This critical distinction is what allows the

Maurer computer model building a bridge into DST analysis.
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4.3.1 The Probabilistic View of Memory, M

Most of the modern computing systems are comprised of of detachable components

such as USB devices or permanent components such as CPU registers. Given that all

these components are included within the model’s memory, it becomes necessary for

the memory to exhibit time-dependent characteristics especially to cover the detach-

able components. Therefore, in the EMM, the Maurer model’s definition of memory

M is extended as follows. At any time instant t, the EMM’s memory is denoted as

M(t) and is given by Equation 4.12 [5],

M(t) = {mk|k = 1, ..., NM(t)} (4.12)

where NM is the number of existing memory components, each mk is disjoint with any

other elements M(t′) and t is discrete. It is assumed that in general M(t) ̸= M(t′).

The detailed structure of M can be found in [5]. This extension of the memory

allows the modeling of the dynamic nature of the memory of modern computers as

well as the information flows from outside world into and out of the computer. For

digital computers |ΩM(t)| = 2M(t) where ΩM(t) defines the space of all possible memory

states within M(t) at time t. Instruction executions change memory, to describe such

changes, Maurer introduced the input and output regions of an instruction i denoted

as IR(i) ⊆ M and OR(i) ⊆ M , respectively.

Define by S(t) the power set of all possible events M(t) can represent. Then, an

instruction i executes at time t and s1 ∈ S(t) is the state of M(t) impacted by i’s

execution at time t, then,

s2 = i(s1) (4.13)

Where s2 ∈ S(t+τ) and s2 is the change in the memory caused by i’s execution on s1

which is assumed to take τ time steps (on clock cycles) to complete. Therefore, S(t)

represents the universe of events that the given computer can represent and process

such that,

ΩM(t) = S(t) = P[M(t)] (4.14)

where P[.] denotes the power set. For modern computers, |S(t)| ≈ 216,000,000,000 ≈
1016B assuming 16 Gigabytes of memory which denotes an extremely large event

space given that classic physics gives way to statistical physics as event space eclipse

1020 states. As will be highlighted in Chapter 5, the DST approach’s power lies in
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its ability to reason across these full and extremely large spaces, i.e, it enables a

scale-agnostic analysis approach.

OR(i) ⊆ M is the set of all memory elements which their content have changed due

to the execution of i. Whereas, IR(i) ⊆ M defines the set of all elements of M that

affect OR(i). Figure 4.2 shows an example of how the state of the memory changes

from s1 to s2 due to the execution of i with the input region IR(i) and output region

OR(i) as indicated. For notational simplicity it is assumed that M(t) = M(t′ =

M ∀ t, t′. Maurer also addressed situations where instructions lack input or output

regions by introducing the identity (no-op) instruction.

Figure 4.2: Input and Output Regions of instructions [5].

Consider a time interval denoted as τ = [−T1, T2], which starts from some time

t = T1 in the past when the computer was powered on, and extends up to some

finite time t = T2 < ∞ in the future. For simplicity, assume that t = 0 denotes

the current time. Consequently, the interval τ− = [−T1, 0] means the computer’s

historical events, while τ+ = [0, T2] means its future operations. As the time variable

t is assumed to be discrete due to the use of digital computers, i.e. closed systems,

we can define the collection of all memory transitions occurring within the time span

τ as follows:

S(τ) = {M(t)|t ∈ τ} (4.15)

For each t ∈ τ , |M(T )| < ∞ and in the limit as x → ∞, it is the case thatM(τ) for

τ = [0, Tx] defined as finite measure space. Here, |M(T )| is finite where |.| indicates
the cardinality of the set. Given the variable nature of the EMM’s memory, the set



103

of all the feasible states of the EMM can also change over time. Specifically, the state

of M(t) at a given moment t is represented as s(t) ∈ S(t), where S(t) corresponds to

the set of all possible system states at time t.

It’s important to note that the state of the system can only be known for past

time, i.e. ∀τ ∈ [−T1, 0), as such S(τ−) represents the past history of the system.

Whereas, for future times S1(τ
+) for all τ = [0, T2], is probabilistic in nature. This

distinction between S(T−) and S(T+) is shown in Figure 4.3. As such there exists a

probability distribution (or cdf) that describes the likelihood of S(T+) future states

and over which Shannon Information can be computed. By comparison for S(T−)

this probability distribution has collapsed to a delta function around just the events

in S(T−) that did occur.

Figure 4.3: The EMM at past, current and future times [5].

It’s important to recognize that this probabilistic perspective of the future states

of the EMM is consistent with real-world systems behavior, where future states are

generally not known. For instance, the outputs of programs remain uncertain until

they receive inputs, which clearly can differ from one run to another. Furthermore,
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various factors such as attacks, faults, etc., can come into play, with their occurrences

not being predicted. Thus, even though the instruction set of the EMM follows

deterministic principles in the sense that the state of OR(i) is known given the state

of IR(i) for all i ∈ I, the actual states of IR(i) and the execution times of i are

generally not deterministically known outside of quite trivial systems. Hence, S(T+)

is probabilistic and describes a stochastic process, which as per [33] has a dynamical

system model.

4.3.2 Multiple Control Units

The computer model proposed by Maurer and extended in [260], focused on systems

within a single control unit responsible for executing all instructions. Consequently,

this model lacks the capability to support the simultaneous execution of multiple

instruction sets. In order to enhance multiprocessor support capacity for modeling

modern systems, Maurer’s model can be extended such that the single control unit C

previously defined in [260] is replaced with a collection of NC(t) control units, denoted

as C(t) and specified as follows:

C(t) = {Ck|k = 1, 2, . . . , NC(t)} (4.16)

Where NC(t) denotes the number of control units within the system at time t, and

each Ck ∈ C(t) represents a separate control unit as defined in [260]. Furthermore,

C(t) is assumed to contain all processing components capable of affecting the states

of M(T ). Consequently, CPUs, GPUs, DMA controllers, and similar elements are all

included within the set of control units denoted by C(t). Due to this diverse range

of control units, each Ck ∈ C(t) might have a distinct collection of instructions. As a

result, the whole instruction set of the EMM is extended as well such that,

I(t) =

NC(t)⋃
k=1

Ik (4.17)

Since it’s assumed that all control units operate in parallel, simultaneous modi-

fications to memory are possible. This is in contrast to the original Maurer model,

in which only single, sequential instruction execution were allowed. Generally, vari-

ous instructions are expected to possess distinct execution times, with the concept of
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atomic execution time for instructions not being assumed. Consequently, the execu-

tion of an instruction might span multiple time slots t as discussed in [261].

Figure 4.4: The execution of an instructionik and the spatial-temporal sub-spaces
representing IR(ik) and OR(ik) [5].

In Figure 4.4, the system is depicted across the time span T (referred to as S(T )).

Within this illustration, a snapshot is taken at a specific time instance t ∈ τ(ik),

denoted as s(t). Here, ik represents the execution of an instruction i on control unit

Ck ∈ C(t), and τ(ik) denotes the time interval required for the execution of ik on

Ck. This snapshot portrays the immediate input and output regions of ik as IR(ik, t)

and OR(ik, t), respectively. Additionally, the image showcases the spatial-temporal

regions denoting IR(ik, τ(ik))) and OR(ik, τ(ik)).

To align with standard computer architectures, it is assumed that for all t ∈
τ(ik), the intersection of IR(ik, t) and OR(ik, t) is the empty set. This restriction is

necessary to enforce the defined causality properties of the EMM. Furthermore, the

definition of Maurer instructions [259] ensures that this is consistent with standard

models of instruction executions.

To illustrate, let’s consider the simultaneous execution of two instructions, i1

and i2, taking place on control units C1 and C2 respectively, within the EMM. As
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depicted in Figure 4.5, at a given time t during their execution, it’s not necessary for

IR(i1, t) and IR(i2, t) to be completely separate (i.e., their input regions can overlap).

However, it’s evident from the Figure 4.5 that OR(i1, t) ∩ OR(i2, t) = ϕ, indicating

that the output regions OR(i1, t) and OR(i2, t) must not overlap. In general, the

hardware of computer memory ensures that concurrent write operations cannot target

the same memory location(s), i.e. via standard locking constructs.

Figure 4.5: The concurrent execution of instructions [5].

4.3.3 EMM’s Software Components or Composite Set of In-

structions

To represent programs, the EMM employs the established software engineering notion

of software components, which are callable collections of instructions with distinct

functionalities [262]. Generally, a software component is characterized as:

a block of instructions and internal data that exists as a black box that

performs specific input-to-output mappings over given time frames [263].

While a simple program stands as a standalone software component, a complex

program can manifest as a collection of components that may execute concurrently.

Let IJ be a sequence of instructions that is defined by,

IJ = (ij|j = 1, 2, ..., J), (4.18)
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Here, J is an index set over I with a length J > 2. The instructions within IJ

are executed sequentially in accordance with their indexed order. It’s important to

recognize that, just like in real-world systems, the instruction sequence can involve

instructions that are executed across different control units. For example, a sequence

of instructions could involve in reading data from the disc and sending it via email to a

remote recipient. This sequence encompasses instructions handled by disk controllers

as well as those managed by network adapter controllers, and so on. The execution

of the instruction sequence IJ leads to a sequence of alterations in the system’s state.

Without any loss in generality, the overall state transformation can be viewed as a

single transition from the initial system state, denoted as s, to the resulting system

state, designated as s′. This transformation can be represented as:

s ≡ IJ(s) ≡ iJ(i(J−1)(. . . (i2(i1(s)))) (4.19)

Let’s now examine the execution of the previously defined instruction sequence IJ

within a system featuring multiple control units, spanning a time period τ that is a

subset of T (τ ⊆ T ). Naturally, there could be concurrent execution of the individual

instructions from IJ across distinct control units. To encompass the temporal aspects,

we can define the execution trace of the composition of IJ as follows:

trace(IJ , τ) = {< ij, Ck, τ(ij) > |ij ∈ IJ , Ck ∈ C, τ(ij) ⊆ τ} (4.20)

Here, τ(ij) ⊆ τ represents the time interval during which instruction ij ∈ IJ was

executed by control unit Ck ∈ C. Consequently, trace(IJ , τ) captures the dimensions

associated with the simultaneous execution of the instructions within IJ throughout

the system. This is achieved by specifying the control units responsible for executing

the instructions, along with the corresponding time intervals over which these in-

structions were executed on each respective control unit. Consequently, trace(IJ , τ)

accurately describes the control units that participated in the execution of the given

instruction sequence.

Furthermore, it’s important to note that there is no explicit requirement for the

control units to be synchronized or sequential. Within the EMM, the computer’s op-

erating system itself can be modeled as a program. Consequently, the responsibility

for ensuring the accuracy of parallel high-level instruction execution sequences lies

within the OS, and is achieved through the implementation of standard semaphore
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or lock constructs. It’s worth noting that such concerns exist at significantly higher

levels than the atomic one-at-a-time instruction execution processes originally defined

by Maurer. Importantly though Maurer’s original model does describe a dynamical

system as it designed how instruction executions generate a mapping between se-

quences of event spaces. The input and output regions resulting from the execution

of IJ within the time interval τ , denoted as IR(IJ , τ) and OR(IJ , τ) respectively, can

be formally defined as follows:

IR(IJ , τ) =
⋃

∀ij∈trace(IJ ,τ),∀τ(ij)⊆τ

IR(ij, τ(ij))

OR(IJ , τ) =
⋃

∀ij∈trace(IJ ,τ),∀τ(ij)⊆τ

OR(ij, τ(ij))
(4.21)

Where IR(ij, τ(ij)) and OR(ij, τ(ij)) represent the input and output regions re-

spectively for ij ∈ IJ . It’s important to highlight that, based on its definition,

trace(IJ , τ) is deterministic for past times and probabilistic for future times. Given

that t = 0 represents the present time, the segments of IR(IJ , τ) and OR(IJ , τ)

within the interval T− (which encompasses past and current times) exist as subsets

of S(T−). Conversely, the segments of IR(IJ , τ) and OR(IJ , τ) within the interval

T+ (which depicts to future times) exist within the probabilistic space S(T+).

Thus, the past history of the computer’s execution is deterministic while its fu-

ture states are probabilistic as is consistent with the behavior of real-world computer

operations. Consequently, the structure trace(IJ , τ) defines the spatial-temporal pro-

gression of the subset of S(T ) linked to the execution of IJ , encompassing all feasible

concurrency arrangements stemming from the utilization of multiple control units to

execute segments (or the entirety) of the IJ instructions, i.e. it provides a scale-

agnostic representation that can encompass modern computers and their operands.

Now, let γ represent a software component defined as:

γ = IJq |q = 1, . . . , Q (4.22)

IJq refers to an instruction sequence, as established in Equation 4.18 and 4.19,

representing potential input-to-output mappings achievable through the execution of

γ. Equation 4.22 outlines that γ embodies all the different control paths the software

component can take during execution. This includes not only the ideal scenarios but
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also accounts for possible errors, various inputs, and any other factors that might

impact how the software operates during its execution.

Certainly, when γ is executed, it follows a specific sequence of instructions that

dictates its behavior. However, within each individual execution, only one out of the

many possible sequences of instructions will be chosen and executed. The specific

sequence of instructions that is executed during any instance of γ depends on the

inputs that are provided to γ at that run’s time. Different inputs can lead to different

paths through the set of possible sequences of instructions, determining which IJq

sequence is followed in that specific execution.

4.3.4 Turing Reducibility

Maurer proved that its original Maurer model was Turing reducible [264] with Church’s

thesis [265], highlights that anything computable is also computable by a Turing ma-

chine. Therefore, the EMM must be shown to maintain Turing reducibility if the

EMM is to be used as a general model for software systems. The fundamental dis-

tinction between the Maurer computer and the EMM lies in the mode of instruction

execution. In the Maurer computer, instructions are restricted to sequential execu-

tion, occurring one after another within distinct time slots. As detailed in Section

4.3.2, the EMM permits concurrent execution of up to NC instructions during each

time slot.

In [5], it was shown that the EMM’s parallel (or concurrent) instruction execu-

tions can always be reduced to an equivalent set of sequential instruction executions.

Moreover, this notion of “sequential equivalence” is the common notion of “correct-

ness” as applied to parallelization, i.e. this approach is standard to computing theory.

Therefore, the EMM can always be trivially reduced to an equivalent Maurer model.

Hence, Maurer’s original Turing reducibility proof innately also extend to the EMM.

As such, the EMM provides a general computer model. But, importantly, one that

is i) scale-agnostic and ii) admits dynamical systems analysis approaches, i.e., the

EMM provides the critical unified bridge between Turing-reducible computer models

and DST-based performance analyses.

4.3.5 Modeling Virtual Machines and Containers

As the EMM is Turing reducible, it provides a foundation for modeling various pro-

grams and computations. Nevertheless, a particular subset of programs demands
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extra attention and more thorough explanation of their EMM modeling. These pro-

grams are the popular virtual machines (VMs) and containerization. Generally, a

virtual machine (VM) is a software application that simulates hardware to enable the

execution of an unaltered guest OS in an isolated environment, on top of the already

existing operating system, known as the host OS. Consequently, when a VM oper-

ates within the EMM, it can be viewed as a program is executing within the model.

Therefore, based on [5], the most effective way to model VMs within the EMM is by

employing a hierarchical EMM model. In this configuration, the primary computer

hosting VMs is considered as the foundational EMM at the level 0 with the individual

VMs then being modelled via separate nested EMMs.

Moreover, if the group of programs within a VM contains yet another VM or a

container, an extra third layer of models would be required to simulate the program

execution within that nested VM/container. Clearly, this approach can extend to

arbitrary level of hardware abstraction. Within this structured setup, complex pro-

grams like VMs, containers and browsers can be accurately represented within the

EMM, while their essential qualities remain intact. Specifically, VMs perceive vir-

tualized hardware components as being under software control—a complexity that’s

best represented using nested hierarchical EMMs. It’s important to note that this hi-

erarchical EMM approach is also applicable for capturing the operations of multi-tab

browsers, as well as other modern computing designs including function-as-a-service,

etc.

4.3.6 Modeling Computer Networks and Cloud Computing

Lastly, let’s explore the application of the EMM in computer network modeling.

Consider a network that, at a given time t, consists of a finite number of computers

(1 < Nnet(t) < ∞). Clearly a EMM for each computer can be established. The net-

work can then be designed as the union of all these individual EMMs. In this manner,

the network model’s memory is the combination of all the individual computers mem-

ory with the same principle applying to all the computer’s components, instructions,

etc. Hence, heterogeneous collection of computers can be trivially modelled, as for

example, any computer in cloud-to-edge systems and solutions.

It’s important to highlight that in EMM, as described by Elgamal [5], there’s no

presumption of a single system clock. Each computer’s assumed to possess its own

clock, where a clock synchronization may or may not exist. Even in the absence
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of clock synchronization, as long as Nnet(t) < ∞, there will always be an ϵ > 0

that is smaller than the minimum time difference between any two clock ticks of any

two arbitrary systems in Nnet(t). As a result, ϵ exists and provides the theoretical

reference clock necessary for constructing the composite EMM network model. It

should be noted that this global reference clock with separated clock ticks is a purely

theoretical concept which can not be known (or knowable) in practice, as per [266].

That ϵ exists and ϵ > 0 is though required if the EMM is to represents a σ-finite

measure space over a countably infinite sequence of transformations.

In this composite EMM, every element capable of altering information within

the network is regarded as a computer within the EMM framework. Consequently,

routers and other networking devices are classified as specialized computers within

the EMM paradigm, since, by definition, they incorporate EMM modellable control

units and executable instructions whether done in hardware or software. Clearly, this

extension of EMM for network-based systems is highly versatile and can be employed

across a wide variety of networks, including both wired and wireless configurations, as

well as mixed networks. As per real-world systems, the number of computers in the

network must be finite for all instances t within the defined time interval T . Therefore,

EMM can effectively model modern enterprise networks and critical infrastructure

networks, encompassing wireless elements and intermittently present sensors (e.g.,

modern smartphones and tablets), as well as standalone embedded devices. Hence,

the EMM provides a general and scale-agnostic approach to modelling of modern

computers and network deployments.

It should be noted that this form of the EMM is restricted to modelling to digital

components of modern computer systems. Hence, the physical gadget’s analogue

operational characteristics are outside of the EMM’s intended scope. As such, wireless

jamming attacks, broadcast capacity issues, etc. are outside of the EMM’s scope to

reason about, except with respect to what digitally observable information they may

provide and/or generate. More details about the modeling of multiple control units,

concurrent execution of programs, software components, virtual machines, networks

and the proof of Turing reducibility can be found in [5].

4.4 Applying EMM to bridge QNM and DST

In Chapter 3, we demonstrated how we can model software systems in general and

LDSS in particular as an QNM. By definition, all queues within a QNM exist in
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memory and are executed on by instructions, with the processed events then being

passed onto the next queue(s). As such, this can be trivially represented within the

EMM as the subsets of the EMM’s memory holding the queues and the instruction

sets and control unit then need to process each queued event. Clearly any style on

complexity of queues on queuing network can be modeled in this way via the EMM.

Sections 4.4.1 and 4.4.2 highlight this EMM based QN modeling for basic queues and

multi-server systems respectively.

4.4.1 EMMAnalysis of Single Server Software Systems QNM

This section analyzes a software system which is modeled as a single server QNM

in Chapter 3. By applying the EMM approach to gain insights into the system’s

behavior via DST.

Queuing theory model

Dynamical systems theory model

e1e2ek e3
l

time

Figure 4.6: Modeling the evolution of a single-server queue over time applying EMM
and DST
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As shown in Figure 4.6, the single-server queue resides in memory. Each request

in the queue represents an event ek in the corresponding EMM and III[ek] denotes the
instructions associated with each ek event. Transformation τ(.) denotes the time it

takes for III[ek] to complete where this is stochastic outside of trivial systems. Note

that τ(.) corresponds to the service time St(ek) in a QNM as shown in Figure 4.6

with the difference that τ(.) includes any interruptions produced by OS schedules.

As such, τ(.) potentially consists of several hidden middle states and transformations

in EMM and DST, however, we are interested in the final state where the system has

finished servicing the request by executing all the instructions in the III[ek] i.e. the

event ek has been fully processed by the queue. The server in the QNM consists of

two components to service the request, one is the set of required instructions and

the second is the required time to execute those instructions. In the QNM analysis,

typically these details are abstracted out as only the average service time is generally

considered. Primary difference is that EMM must preserves all detail of all individual

event executions (or processing) within each given queue as it describes a dynami-

cal system and its full evolution over time. Within standard QNM analysis, such as

provided via Markovian approaches, what is of interest are more general observable

statistics or the QN’s operation, e.g. average throughput, average response time, av-

erage wait time, etc. This is the same distinction that arises between the microscopic

physical interactions of atoms and the macroscopic aggregate observables of temper-

ature, pressure, etc. Similarly, within software systems or software-control systems,

standard performance measures of interest exist as macroscopic observables e.g. de-

lay, stutter, response time, etc. That exist and arise due to, generally, many billions

of individual instruction executions; the microscopic world the EMM describes. We

then can explain how this micro-level behaviors contribute to the averages and affect

the performance predictability of the system.

In Maurer’s original model, each instruction was assumed to execute sequentially

allowing time to be inferred but not explicitly stated. Within the extended Mau-

rer model, time must be now explicitly included to both dependent more complex

and concurrent instruction executions and to allow for the bridging into DST. More

specifically, by ek, a specific instance of an event that executes on the EMM. The full

set of instructions associated with ek’s execution is then given by III(ek) with the time

period over which ej executes given by ζ(ej).

For notational simplicity, the exact start time of ej’s execution within the EMM

is given by t0(ej) with t(ej) then giving the super-scripted absolute time associated
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with ej’s execution such that,

R(ej) = t(ej)− t0(ej) (4.23)

And

t0(ej) = Min[τ(ej)] (4.24)

From a QN perspective, τ(ej) is then composed of wait times, service times, and

off times associated with all queues involved in ej’s execution. Respectively, denote

these times by twait[.] ≥ 0, tservice[.] ≥ 0 and toff [.] ≥ 0 where these can then be

super-scripted to denote the portions included by each specific queue such that,

τ(ej) = twait[ej] + tservice[ej] + toff [ej] =

K(ej)∑
k=1

tkwait[ej] + tkservice[ej] + tkoff [ej]

Assuming K(ej) queues were involved in that specific instance of ej’s execution.

Denoted by êk a class of sufficiently similar events, such as a ”web page load”

event, or a ”data base retrieve, process, and store” event. Then

êk = {ej|j = 1, ..., J} (4.25)

Importantly, DST and hence the EMM, deal with the specific execution instances

of events ej and not the general class label êk for types of events, as the EMM focuses

on how memory changes as instructions are executed.

4.4.2 Modeling Shared Servers in Cloud Environment (IaaS,

CaaS and PaaS)

For a distributed system running on shared servers, the components are encapsulated

within virtual machines (VMs) or containers and as discussed in Section 3.2.2 can be

modeled applying QNM with additional ON/OFF switches associated with queues.

The virtual machines and containers can be modeled by EMM as described in Section

4.3.5.

We can analyze the QNM depicted in Figure 3.12 applying EMM by modeling

each VM/container as an individual EMM and then all the EMM analysis for tan-

dem queues can be applied here. As shown in Figure 3.15, in the beginning of each

time frame, schedulers in various levels decide about the set of active queues. Events



115

in running queues are processed and then trigger other events to be queued up to be

processed in other queues. Also, new requests arrive to the queues according to a ran-

dom arrival process Λ(t) with time average rate λ. Being on a shared resources with

ON/OFF switches, a delay d(t) will be added to the service time which complicates

the calculation of performance measures in both QNM and EMM. However, in EMM,

this situation can be discussed through analyzing τ(III[e]) which includes the interrup-

tion(OFF) times occurring by schedulers. The effect of schedulers on performance

predictability will be discussed in details in Chapter 5.

4.4.3 Modeling Multi-server Queues in Cloud Environments

(Seamless FaaS)

Compared to other architectures, FaaS has a constraint that affects the performance

predictability which will be analyzed through EMM in details in Chapter 5. In FaaS,

the functions have a time limit for execution, for example, AWS has a 15 minutes time

limit per execution and IBM has a 10 minutes time limit. Also, there is a fixed limit

on the concurrent execution including ones waiting in queues to run for each function

which is 1000 for IBM and AWS which means the number of servers plus items

waiting in the queue should be less than 1000 [267]. Customers are able to increase

these limits by individually requesting higher service levels. Therefore, we can model

each function with its queue and all the servers running it as an individual EMM

with multiple cores as explained in Section 4.3.2. The number of servers assigned to

a specific function can vary dynamically based on the current load on the system.

This flexibility allows the system to scale up or down to efficiently utilize available

resources and meet the demand. The corresponding EMM depicted in Figure 4.7

shows this.

As shown in the Figure 4.7, each function can have several servers, and each

server has different capacity and load. Therefore, it is possible to have different

execution times for the same instruction set. It should be noted that the EMM

depicted in Figure 4.7 is not only modeling loads but is also applicable to any multi-

server queue associated with the specific functions running with their respective loads

and capacities.
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Figure 4.7: QNM evolution over time based on DST for a multiserver queue (e.g.
FaaS)

4.5 Summary

In Chapter 4, we explored the utilization of the EMM to model QNMs and their

performance based on the DST rules. This enables us to formally analyze software

systems for BET-compliance in Chapter 5 by employing DST principles.

In the beginning of the Chapter 4, we cleared how for the run-time performance

measurements, we focus on macro-level observables like response time and end-to-

end delay. These observables denoted as a stochastic process, x(t), encompass the

execution of numerous processor-level instructions across collaborating processors and

servers. Generally, in calculating performance measurements, statistics computed

over time are typically used for software systems. The chosen window sizes depend
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on factors such as event arrival rates, typically ranging from seconds to minutes to

hours.

Software system performance measures, therefore, generally involve these x(t)

stochastic process macroscopic observables and run-time system features. Moreover,

in general, exact time series x(t) predictions are not required. Instead, based on a

recording past history of x(t) behaviors, the predictability goal is to accurately assess

the probability that x(t) will remain within a defined set of upper and lower bounds

for all t ∈ [0, T ], with T denoting some reasonable time into the future. This weaker

form of x(t) prediction generally suggests intervals of meeting SLA and low SLO

performance requirements, i.e., ensuring subsequent levels of client satisfaction are

met.

The connection between the EMM and DST was then established and motivated

via the need to assess the above x(t) predictability concerns within a DST context.

Chapter 5 will now use the carefully proposed approach to directly assess the nec-

essary and sufficient conditions for BET to hold under QN models and their EMM

representations.
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Chapter 5

Analysing Software System

Predictability and BET-compliance

via DST

This chapter provides a detailed formal investigation of the extent to which it is

possible to assuredly predict the performance of software-driven systems, specifically,

via the EMM and DST approach to model software systems. Importantly, this is done

in a scale-agnostic manner, making the results of analysis apply equally to complex

large scale cloud-to-edge systems as they do to stand-alone small-scale embedded

systems. In part, this scale-agnostic capability is gained via the formal application of

QN and DST.

As discussed in Chapter 4, although both academic and industry research have

sought to apply various techniques including control theory [63–68] and machine

learning methods [69–71] to address QoS predictability, performance predictability

remains an open industry problem particularly for modern large, complex and het-

erogeneous system deployments. Prior approaches generally assume that BET [33]

holds, implying that the software systems as constructed and deployed are guaran-

teed to only produce ergodic measurement processes [268]. This presumption though

has been not tested in the literature, outside of very early proof for only small scale

systems in the earliest years of the IT industry [217]. To formally assess this pre-

sumption, we directly apply dynamical systems theory (DST) to test when and why

BET may be violated in software systems and how this then leads to the generation of

unpredictable performance behaviors within LDSSs, such as those observed in [4; 56].
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Via this analysis, a clear and simple set of four software engineering design rules are

produced. Following these four rules are shown to denote the necessary and sufficient

conditions for BET to hold. Hence, these derived rules denote the “line in the sand”

that differentiates run-time systems for which performance predictability exists, for

example via traditional Markovian methods, from those systems where it doesn’t,

i.e. systems that exhibit non-stationary and non-ergodic statistical behaviours. The

critical insight is also developed that software systems, particularly at large scale

and complexity, are quite unique in that their run-time behaviours can take them

back and forth across this predictability line. This denotes that software systems

fall into a far more complex class of systems than are generally addressed in other

engineering domains. This analysis therefore provides a direct formal explanation as

to why real-world engineering of software systems has proven to be so challenging.

In summary, the core questions assessed in this Chapter are:

i) Are all software systems especially modern elastic cloud-deployed LDSSs assured

to be BET-compliant?

ii) If not, then what conditions and scenarios cause BET violations?

iii) Subject to (ii), how must LDSSs then be designed such that BET-compliance

and, therefore, performance predictability is guaranteed to hold?

Formal answers to (i)-(iii) will be developed via applying the EMM and DST approach

of Chapter 4 to analyze the QN model of LDSSs developed in Chapter 3.

Chapter 5 begins by formally detailing how stochastic performance measures can

be modelled as dynamical systems within the context of a software system’s EMM

and DST models. Formal definitions of statistical stationatrity and ergodic theory

inclusive of BET and the equivalent definitions of ergodicity provided by Peter Walters

in [254] are then provided and discussed. The QNM is then analyzed via the EMM-

enabled DST approach to directly and formally assess (i) and (ii), where it is shown

that: (a) queue drops and reliable protocols lead to the production of wandering

sets of non-zero measures and that (b) fair OS process scheduling and high resource

utilization levels lead to direct violations of measure invariance. Due to the differing

DST impacts, (a) and (b) are addressed in details separately. The Chapter concludes

by identifying the sources of performance predictability losses in software systems and

applying the theory insights of (a) and (b) to develop a set of software engineering

design rules required for software systems to maintain performance predictability,
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as per Section 4.1 definition. Chapter 6 will then apply simulation to validate the

Chapter 5 theory results.

5.1 Performance Measures as Dynamical Systems

As discussed in Chapter 4, the run-time performance measures of interest are typically

macro-level observables obtained by calculating an aggregate function on a selected

observable run-time performance feature over a specific time window. For example,

average or maximum response times over 10 seconds or 1 minute periods are typ-

ical. Outside of trivial cases, these measurements are non-deterministic and must

remodelled as a stochastic process x(t) as shown in the top of the Figure. 5.1.

Run-time performance measures x(t) are assumed to be produced by an executing

software system deployed within a production execution environment. As a result,

we have two interrelated dynamical system models. The first model encompasses the

entire information space modelled by EMM, which represents the complete system

along with its execution environment, be it a cloud regime, an embedded system,

etc. The second model pertains to the subset of the information space of the first

dynamical system which is responsible for mapping to the performance measure of

interest through the application of Gk[.].

In Chapter 4, we provided an in-depth description of the DST modeling of queu-

ing network applying EMM as shown in the bottom of the Figure 5.1. It’s important

to note that while EMM deals with machine-level instructions, operating at a micro-

scopic level of events, the performance measure x(t)’s dynamical system deals with

macroscopic event measurements. These measurements are acquired by executing an

aggregate function F [.] on performance metrics over a specific time window.

As explained by Gray [33], any stochastic process, x(t), has a dynamical system

model defined by (Ω,B, T, µ) where T : Ω → Ω is a time-shift transform, µ is a

measure such that µ : Ω → ℜ+. If we normalize µ(.) such that it meets the axioms of

probability, then µ(.) denotes a probability function. Within σ-finite measure spaces

such a normalization is always possible, whereas it is not possible for infinite measure

spaces.

Definition 5.1.1 (x(t)’s Dynamical System). A dynamical system on a σ-finite

measure space is defined by quartet (Ω,B,µ T ) where,
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Figure 5.1: The relation between the performance measure x(t)’s dynamical system
representation and the core underlying EMM-based dynamical system
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• Ω is the universe of all possible events Ak such that for all k, Ak ∈ Ω and

|Ω| < ∞.

• B is the Borel Space over which Ω and µ(.) are defined.

• µ(.) : Ω → ℜ+ is the mapping of the events onto the positive reals. If µ(.) can

be normalized to meet the axioms of probability then µ(.) = p(.) and µ(.) can

be considered to equivalently describes a pdf such that µ(Ω) = p(Ω) = 1

• T [.]: Ω → Ω defines a mapping between event spaces, whether over time as per

stationarity, or over an ensemble, as per ergodicity. For notational simplicity, Ω

generally is assumed to denote a fully generic event space such that T (Ω) = Ω

is not assumed, i.e. T (Ω) ⊂ Ω or Ω ⊂ T (Ω).

Three very useful properties of a dynamical system are how µ(A) changes with

the applications of T [.], how multiple sequential application of T [.] can be defined,

and how A’s pre-image T−1[.] is defined.

Definition 5.1.2 (Measure Invariance). A measure µ(.) is invariant to T [.] if and

only if:

µ[T−1(A)] = µ(A) for all A ∈ Ω (5.1)

Where T−1(A) denotes A’s pre-image. Equivalently, the transform T [.] can be stated

to be measure preserving.

Definition 5.1.3 (Sequential Application of T [.]). Denote by T n[.] is sequential

application of T [.] such that:

T n[A] = T [T [T [...T [A]]]] (5.2)

If T [.] is the time-shift transform then T n[.] denotes the forward progression of time,

such that:

∀j tj = T [tj−1] (5.3)

Definition 5.1.4 (Pre-image T−1[.] of T [.]). Denote the pre-image of T [.] by T−1[.]

such that:

∀A ∈ Ω A = T [T−1[A]] (5.4)

It should be noted that T−1[.] only denotes an inverse of T [.] where T [.] is a one-to-

one and onto transform (or a bijective transform). If T [.] is the time-shift transform

then T−n[A] denotes the time reversal of A’s mappings back into A’s history.
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Figure 5.2: The relation between set A and its pre-image T−1(A)

As will be discussed, most prior software predictability works and results rely

on the presumption that BET holds. For example, Markovian solution approaches

generally rely on recurrence theorems to hold, such as Poincarè recurrence [269], which

generally rely on stronger forms of recurrence than the weaker recurrence of Theorem

3 Statement (3).

5.2 Statistical Stationarity and Ergodicity

Two critical concerns for modern software systems are: (i) how the system will behave

over time, and (ii) whether multiple instances of the same (or a sufficiently similar)

system, will perform similarly, i.e. do deployment regime sensitivities exist? Formally,

within DST, issue (i) can be defined and assessed via statistical stationarity whereas

issue (ii) denotes statistical ergodicity. As discussed in Chapter 4, stationarity and

ergodicity can be defined through Birkhoff’s Ergodic Theorem (BET) which states

that:

Theorem 1 (Birkhoff Ergodic Theorem (BET)). [258]

If µ(.) is a probability measure on Ω and T : Ω → Ω is a measure preserving trans-

formation, then T [.] is ergodic if and only if:

lim
N→∞

1

N

N∑
n=1

1A(T
n[x]) = µ(A) (5.5)

For each measurable set A ⊆ Ω and for almost every event x ∈ Ω of non-zero measure,

where T n[.] denotes applying the transform T [.], n times in succession and 1A(x)
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denotes an index function where:

1A(x) =

1 if x ∈ A

0 otherwise
(5.6)

The Left-Hand-Side (LHS) of BET assesses the average number of times x falls

within A in the limit as the dynamical system’s transform T (.) is applied N → ∞
times. If T (.) is the time shift transform then this infinite sum only converges if

statistical stationarity holds, i.e. if the dynamical system is stationary, the LHS of

BET will converge to a scalar value.

BET provides the basis of Monte Carlo based simulation analyses as in general it

is far easier and cost and time efficient to average across K experimental runs that

it is to simulate very long runs. BET ensures that the averaged statistics computed

across the former will provide identical information as if they were computed over

the latter. Importantly, though applying BET requires proving Eq.5.5 holds, whereas

most existing approaches presume BET holds without proof.

5.2.1 Formally Defining Statistical Stationarity

Assume T : Ω → Ω and that T [.] is the time-shift transformation. Then if T [.] is

measure preserving then ∀A ∈ Ω, µ(A) = µ[T−1(A)]. If these A’s define the cdf such

that P (x < A) then it is clear that the cdf cannot change over time, i.e. past histories

of x(t)’s behaviour can be applied to accurately asses x(t)’s likely future behaviours.

Formally, stationarity is defined as:

Theorem 2 (Statistical Stationarity). [33]

The dynamical system T : Ω → Ω describing the stochastic process x(t) is defined to

be stationary if and only if T [.] is:

• One-to-one and onto, i.e., a bijective transform,

• The time-shift transform such that x(t+ 1)) = T [x(t)] ∀t,

• µ(T−1[A]) = µ(A) almost surely ∀A ∈ Ω.

Where almost surely denotes that the only A for which µ(T−n[A]) ̸= µ(A) must there-

fore be of zero measure in the limit as n → ∞ such that µ(T−n[A]) = 0 ∀A ∈ Ω such

that µ(T−n[A]) ̸= µ(A) where T−1[A] denotes the pre-image of A.
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It is important to note that the formal definition of stationarity permits the exis-

tence of a finite number of transient statistical behaviors within x(t), provided that all

of these eventually settle within a finite time frame. Hence, for a stationary stochastic

process x(t) described by its cdf Pt[x(t)] then there must exist some finite time Tj

such that:

∀t > Tj Pt[x(t)] = P [x(t)]. (5.7)

However, stationarity requires that x(t) always settles down to its steady-state

behaviour in finite time post any disturbance to the system, with the formal re-

quirement being ”almost always” and, hence, only excluding events (or distributions)

which themselves are of zero measure. Importantly, stationarity requires that Tj < ∞
exist but it does not seek to determine Tj’s value for every (or any) disturbance, as

these settling times are themselves system and disturbance dependent and, hence,

cannot be generally derived or assessed.

Additionally, it should be noted that as DST addresses Ω in its entirety and against

all possible disturbances, it cannot be verified experimentally, outside of extremely

trivial systems. Theoretically derived insights, as developed via Chapter 5, though

must be validated via experimental work, as provided in Chapter 6, to ensure the

developed theory provides a useful model for the systems being analyzed, i.e. to avoid

the problem of inaccurate theory models providing poor and inapplicable insights.

5.2.2 Formally Defining Statistical Ergodicity

Clearly, software system executables can be re-instantiated and/or multiple identical

copies of those executables could be instantiated across multiple cloud computing

facilities, i.e. to facilitate load balancing, etc. Hence, a reasonable question to ask

is whether observations obtained from any given run-time instance can be used to

predict the performance behaviours of any of the other run-time instances of the same

(or sufficiently) similar system, assuming every instance exposed to the sufficiently

similar incoming statistical workloads (as described in Chapter 3). Assume that

k = 1, . . . , K run-time instances of a software system exist all deploying identical

executable code bases. Then for any chosen stochastic performance measure x(t), the

above question can be formally posed as asking if:

Pk[x(t) < A] = P [x(t) < A] ∀A ∈ Ω. (5.8)
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Theorem 3 (Ergodic Equivalency ). [254]

If T : Ω → Ω is a measure-preserving transformation of the probability space (Ω,B, µ)
defined over an ensemble k = 1, . . . , K of experiments runs then in the limit as

K → ∞ the following statements are equivalent:

1. T [.] is ergodic.

2. The only members A ∈ B with µ(T−1[A]∆A) = 0 are those with µ(A) = 0 or

µ(A) = 1 (where ∆ is symmetric set difference: A∆B = A/B
⋃
B/A).

3. For every A ∈ B with µ(A) > 0 it is the case that µ(
⋃∞

n=1 T
−nA) = 1

4. For every A,B ∈ B with µ(A) > 0 and µ(B) > 0 there exists n > 0 with

µ(T−nA ∩B) > 0

This theorem defines three equivalent tests that can be used to prove whether or

not ergodicity hold, where (2) denotes the formal definition of ergodicity, (3) denotes

the existence of a recurrence relationship, and (4) denotes that only wandering sets

of zero measure may exist. It should also be noted that for ergodicity, T [.] is defined

as a general transform whereas stationarity defines T [.] specifically as the time-shift

transform as presented in Figure 5.3.

Most prior works have pursued software system performance predictability either

via assuming ergodicity hold (Theorem 3 Statement (1)) or via assuming as per

Markovian approaches, that recurrence holds (Theorem 3 Statement (3)). Although

applicable to smaller-scale it remains an open question with the current literature as

to how to formally prove Statements (1) and (3) hold for model large-scale complex

software systems and deployment regimes.

A core insight within this research and dissertation is that Theorem 3 Statements

(2) and (4) can instead be applied to enable formal analyses of modern large-scale

complex software systems. As will be discussed, these mathematically equivalent

statements do not suffer the scale-induced challenges of Statement (3). Instead, when

combined with the Chapter 4 developed QN-based DST-based EMM approach they

provide a scale-agnostic approach for formally deriving the necessary and sufficient

conditions for ergodicity to hold in software systems irrespective of the complexity or

their run-time deployment regimes.

Proving recurrence for large-scale software systems has proven to be extremely

challenging and difficult in practice, given the inherent complexity, scope, intricate
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Figure 5.3: Stationarity and ergodicity relation

interactions, and time varying modern systems. Hence, current academic literature

primarily models systems that are typically of orders of magnitude lower scales and

complexities than those that are now commonplace within industry. Academic simu-

lation and experimentation studies, while valuable, innately cannot assess the scales

and complexities of modern global-scale cloud-deployed software systems. Formally

assessing recurrence holds (Theorem 3 Statement 3) is hampered by modern real-

world systems possessing many thousands of queues spanning the hardware and net-

work layers, though the OS layers, and within each involved server’s VM, container,
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and application layer(s). Such realities have lead to existing Markovian-based litera-

ture generally focusing on simulating relatively small (to very small) scale QN-based

systems when compared to the scale and complexities of, for example, the modern

global software industry’s commonplace SaaS systems and solutions..

Statement (2) defines ergodicity, by stating the only places where the symmetric

set difference between any set A ∈ B and its pre-image T−1[A] can be of zero measure

are when:

i )A itself has zero measure, which then requires µ(T−1[A]) = 0 if µ(T−1[A]∆A) =

0 is to hold, given that µ(.) must be consistently applied and A and T−1[A] must

be identical almost surely everywhere.

ii ) µ(A) = 1 which requires that A = Ω, i.e., it is required that T [Ω] = Ω, given

the Theorem 3 is for σ-finite measure spaces.

It should be noted that Theorem 3 Statement(3) defines weak recurrence, whereas

standard Markovian analysis approaches typically rely on strong recurrences as pro-

vided via Poincaré recurrence theorem [270; 271]. By comparison, Theorem 3 State-

ment (4) states that wandering sets of non-zero measure cannot exist in ergodic sys-

tems defined over σ-finite measure spaces. By contrast, for infinite measure spaces,

wandering sets of non-zero measure leading to more complex definition of and consid-

eration regarding ergodicity concept within infinite measure spaces than are covered

by Theorem 3, which applied only to σ-finite measure spaces and not infinite spaces.

5.2.3 A Practical Illustrative Example

The Theorem 3, provides the conditions required for the RHS of BET to be a scalar

and for the LHS BET to be a convergent scalar. To more clearly illustrate the BET

concepts and the fundamental roles they play in the analysis and predictability of

systems a simple coin-flip based system is considered. Assume Ω = {H,T} denotes

the only allowable event outcomes of the coin flip. Denote by ΩJ the space of possible

“Heads” (H) and “Tails”(T) observed, produced by J successive iterative coin flips,

i.e. the time sequence corresponds to coin flip outcomes (e.g. for J = 6 one possible

event is ej=6 = {H,H,T,T,T,H}).
Now, extend the experiment by defining three separate coins. Coin 1 is a fair

coin that is always flipped first and used to select whether Coin 2 or Coin 3 is then

used for all subsequent flips within experiment run. All coins appear identical to the
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observer and, hence, the observer can only “observe” (or measure) iterative sets of

“Heads” or “Tails” outcomes of each experiment run. Consider the Scenario A and

Scenario B experiments described below.

5.2.3.1 Scenario A:

In Scenario A, Coin 1, Coin 2, and Coin 3 are all fair coins as shown in Figure 5.4

such that:

ΩCoin1 = ΩCoin2 = ΩCoin3 = Ω and µ {H} = µ {T} = 0.5. (5.9)

In each run of experiment, we first flip Coin 1. If the outcome of Coin 1 is “Heads”,

we will use Coin 2 for J successive flips. Conversely, if the outcome of Coin 1 is

“Tails”, we will use Coin 3 for J successive flips. This setup ensures that the choice

of the coin for the successive flips depends entirely on the result of the initial flip of

Coin 1.

“Heads” “Tails”

Coin 1
0.5

“Heads” “Tails”

Coin 2
0.5

“H
eads”

“Tails”

“Heads” “Tails”

Coin 3
0.5

Figure 5.4: Coin Flip Scenario A in which Coin 2 and Coin 3 have the same proba-
bility {H,T} distributions and all observed outcomes are independent and identically
distributed (iid).
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In the limit as J → ∞, the outcome of the first coin flip (or the system’s initial

condition) becomes a zero-measure event. The only element A ∈ B is A = { H, T }
and it is clear that µ(T−1

k [A]∆A) = 0 with µ(A) = 1. Statement (2) clearly holds,

and the system as described in Scenario A is ergodic.

5.2.3.2 Scenario B:

As shown in Figure 5.5, Coin 1 and Coin 2 are again fair coins, but Coin 3 is now an

unfair coin such that:

µ({H}Coin3) = 0.7 and µ({T}Coin3) = 0.3 (5.10)

This means that Coin 1 and Coin 2 are fair coins with equal probabilities of landing

on “Heads” or “Tails” (0.5 each). Coin 3, however, is biased with a 0.7 probability

of landing on “Heads” and a 0.3 probability of landing on “Tails”. The rest of the

experiment is similar to Scenario A.

“Heads” “Tails”

Coin 1
0.5

“Heads” “Tails”

Coin 2
0.5

“H
eads”

“Tails”

“Heads” “Tails”

Coin 3

0.3

0.7

Figure 5.5: Coin Flip Scenario B in which Coin 2 and Coin 3 have unequal proba-
bility distributions.

The initial condition provided by Coin 1 remains a measure zero event in the

limit as J → ∞. Importantly, an observer can only see the “Heads” and “Tails”
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outcomes which are indistinguishable between Coin 2 and Coin 3. Therefore, from

the observer’s perspective, Ωobserv. = {H,T}. The actual (or true) experiment event

space over the ensemble is composed of the composite of the fair and unfair coin event

spaces, given by:

Ωfair = {Hfair, Tfair} (5.11)

or

Ωunfair{Hunfair, Tunfair}. (5.12)

Hence, the true event space of the experiment is Ω = Ωfair × Ωunfair across

the K runs of the experiment, wherein only the events Hfair, Tfair, Hunfair, and

Tunfair can have non-zero measures. The action of the first coin flip, in any given

experiment run, is to then set the measure µ(.) such that either µ(Hfair) = µ(Tfair) =

0 or µ(Hunfair) = µ(Tunfair) = 0 for all subsequent coin flips seen by the observer

during that experiment run. As such, the measure µ : Ω → ℜ+ depends on the

per-experiment initial condition, as produced by the outcome of the first coin flip

event. From the observer’s perspective and relative to the observable event space Ω,

the measure µ : Ω → ℜ+ is given by,

µ(X) =


0.5 if X1 = H

µ(HCoin3
) if X1 = T and Xj = H

1− µ(HCoin3
) if X1 = T and Xj = T

(5.13)

Where X1 denotes the outcome of the 1st coin flip and Xj denotes the subsequent

jth coin flip within the same experiment run and µ(Ω) = 1 in all cases. As such,

the measure µ(X) no longer denotes a scalar as required by BET’s RHS as it instead

describes a distribution. Averaging the results across any K experiment runs of each

of Jk successive coin flips will produce a µ̄(X) scalar but one, by definition, that

exists somewhere in the continuum between the above “fair”/“unfair” coin boundary

cases. Importantly, the boundary cases though exist as the only true possible models

of the experiment. Hence, although averaging produces a scalar, it also will almost

assuredly only produce a clearly wrong statistical model of the given experiment.

More particularly, this averaged model is one that expressly can never exist within

the real coin flip system. This highlights the necessity of ensuring BET applies (or

provably holds) before such averaging is applied if meaningful and informative results

are to be produced.
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This arises as Monte Carlo simulation and ensemble average-based analyses are

based on the underlying presumption that BET holds and, hence, that the ensemble

averaged statistics equal time averaged statistics. As discussed above, under Scenario

B, the right-hand side of BET becomes a distribution and therefore, it can not equal

LHS scalar. Hence, the system of Scenario B is asymptotically stationary but not

ergodic.

It should also be noted that the ergodicity of the above coin flip experiment

relies only on Coin 2 and Coin 3, from the observer’s perspective, having identical

events with identical measures and not on whether both Coins are fair or not. Two

equally unfair coins would also produce an ergodic system. Moreover, as Coin 1 only

provides a measure zero initial condition to the system, in the limit as J → ∞ the

asymptotic ergodicity of the system arises independently of whether Coin 1 is fair or

not or whether it is similar to Coin 2 or Coin 3. In all cases, the system remains

asymptotically stationary as each Coin’s respective possible event outcomes and their

respective measures remain constant i.e. with iterations of J successive flips of the

same coin are made.

5.3 Assessing BET for Software Systems

This Section combines the QN model of Chapter 4 with the EMM DST model to

directly analyze when BET does and does not hold for run-time LDSSes and their

performance measures. More particularly, traditional Markovian analysis approaches

require that recurrence holds, typically for example via an application of Poincaré’s

Recurrence theorem (strong form) [269]. It is this BET-compliance assumption that

then enables both Monte Carlo simulation and matrix-based Markovian analytical

methods. From the perspective of Theorem 3, it is Statement 3 that formally describes

recurrence (weak form) but it remains an on-going open research problem as to how

to prove and ensure recurrence holds within modern large- to very-large scale software

systems under modern deployment and management regimes, i.e., modern large-scale

cloud-deployed software systems.

Theorem 3 though also denotes the equivalencies of Statements 1 through 4.

More particularly, this Section shows that Statements 2 and 4 can be applied to

provide a scale-agnostic approach to assess BET-compliance for run-time LDSS sys-

tems and, hence, to assess the predictability of the operational performance measures

they produce. Scale-agnostic is an important property as any analysis methodol-
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ogy constructed for LDSSes should continue to work and provide useful insights for

smaller-scale systems, down to and including stand-alone embedded systems. All

results of this Section apply only to systems whose behaviors can be described by

dynamical systems defined over σ-finite measure spaces, i.e., the spaces over which

probabilities and probability measures can be defined. The research does not address

or seek to address infinite-measure spaces. As such, the provided analyses apply to

all classical computing and may also apply to quantum computing, given the latter is

typically formally expressed within probabilistic frameworks. Additionally, we show

that Statements 2 and 4 of Theorem 3 relate to real-world easily measurable software

engineering properties and, hence, produce a set of four easily followable software

engineering design rules which are shown to be necessary and sufficient if a deployed

LDSS is to produce predictable performance measures.

More particularly for simplicity but without a loss a generality, assume a specific

time-domain run-time performance measure of interest, given by xk(t), is produced

by the kth deployment instance of a given LDSS. As discussed previously in Chapter

4, the focus is on assessing when it can be formally shown that:

P [xk(t) ∈ [Blower(t), B
upper(t)]] ≥ 1− ϵ ∀t ∈ [0, T ] (5.14)

for some appropriately small ϵ ∈ [0, 1] over some defined time period [0, T ] where for

convenience t = 0 = t0 is the assumed start time and 0 < T < ∞, i.e., that the

performance of xk(t) falls within some prescribed upper and lower bounds. Clearly,

assessing Eq. (5.14) requires knowledge of xk(t)’s underlying cdf, defined by P [x(t)].

Most generally, this cdf will be both time and ensemble dependent. Hence, it is more

accurately denoted as Pk,t[xk(t)], where t is the time index and k is the ensemble

index. From the BET perspective, the LHS can be seen as asking if and when there

exists a t′ ∈ [Tstat.,∞) such that ∀t′ > Tstat.,

Pk,t[xk(t
′)] = Pk[xk(t)] (5.15)

Hence, ostensibly, the BET’s LHS asks whether the given run-time instance of

the LDSS assuredly settles down over time into a statistical steady-state behavioral

model, as described by Pk[x(t)] and ideally, it would be the case that Tstat. < T . More

formally, the notion is that this convergence over time into a steady-state behavioral

model must occur within a finite time post any disturbance to the system or any finite

set of such disturbances, where all disturbances themselves can only span finite time.
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Hence, BET does not in any way seek to address what may happen to a system while

it is undergoing a disturbance, only that it must settle down to a known statistical

behavioral model (or state) in finite time post any disturbance.

BET’s RHS then asks whether this state is unique, i.e., do all possible instances of

the LDSS under all possible disturbances always settle down to the same steady-state

statistical behavioral model. For the purposes of this research, we are interested in

the asymptotic behaviors of the LDSS in the limits as t and k go to infinity, given

we are interested in how all possible instances of a deployed LDSS may behave. As

such, BET’s RHS can be seen as assessing in the limit as K → ∞ whether,

Pk[xk(t)] = P [xk(t)] ∀ k = [1, 2, . . . , K] (5.16)

Mathematically, BET requires that its LHS and RHS converge to the same scalar

value, i.e., the LHS must be a convergent sum and the RHS cannot be a distribution.

In both cases, for the conducted analyses it is assumed that the LDSS of interest

is only processing BET-compliant in-coming statistical workloads. From the xk(t)

performance measure perspective, the events A ∈ Ω of particular interest are those

that inscribe the Pk,t[xk(t)] cdfs, i.e., the sets A for which Pk,t[xk(t) ≤ A] for all

A ∈ [min(xk(t)),max(xk(t))] and for all t. It should be noted that Pk,t[xk(t)] can

be both time and ensemble dependent. Hence, why xk(t) retains its k subscript, as

xk(t) ̸= xk′(t) for all k ̸= k′ and t ∈ [0, T ] almost always. The formal BET analysis

will focus on applying Theorem 3 to assess the above issues in the context of:

(i) How wandering sets of non-zero measure can be and are produced within the

QN model described EMM DST model (Theorem 3 Statement 4),

(ii) When event measures µ(A) can be shown to arise in BET consistent (or non-

consistent) manners within the QN model described EMM DST model (Theo-

rem3 Statement 2), and

(iii) Consequently, when BET’s RHS and LHS can be shown to hold for the DST

model of the chosen xk(t) run-time performance measure, i.e., when predictable

run-time performance measures arise, as defined by Eq. (5.14).

Importantly, this distinction between the EMM-based DST model and the xk(t)

DST model must be clearly understood. The EMM provides the lowest level descrip-

tion of the operation of the deployed LDSS. It specifically focuses on how each and
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every memory change in the system occurs as the LDSS and its deployment environ-

ment run. As such, the QN model of the LDSS’s operation is with respect to the EMM

DST model. Performance measures, by definition, only focus on selected aspects of

a LDSS’s run-time operation, e.g., average response time, maximum latency, median

jitter, etc. Hence, each given performance measure xk(t) exists within the context of

its own DST model, formed as an information lossy mapping of the EMM’s full DST

model.

What is and is not mapped depends on the nature and characteristics of the

specific xk(t) performance measure. This is captured as the Gk[.] mapping denoted

previously in Figure 5.1. For simplicity, Figure 5.1 also includes a mapping F [.], which

is intended to denote the specific statistical moments and characteristics reported for

the performance measure xk(t), such as moving averages, moving medians, and mov-

ing quantiles, etc. Generally, in modern cloud-deployed LDSSes and associated cloud

management systems, the instrumentation of these performance measures is sepa-

rated out from the reporting shown on the user interface dashboard. This separation

of the Gk[.] and F [.] mappings captures this reality. Mathematically, the operations

in F [.] can be integrated into Gk[.] such that F [.] = 1 without a loss of generality.

With respect to the xk(t) performance measures, the conducted analyses will

explore when:

1. Ergodicity does (or does not) hold with respect to the dynamical system defined

over the ensemble of xk(t) observables (the RHS of BET), and

2. Stationarity does (or does not) hold with respect to each xk(t) time evolution

(the LHS of BET).

It tends to be simpler to view the QN model in terms of its time domain operation.

Hence, the issues of (2) will be explored first before discussing how these translate into

the issues of (1). For notational simplicity, T [.] and µ(.) will not be subscripted as it is

clear by context whether (1) or (2) is being analyzed, i.e., whether T [.] is defined over

the ensemble, as per (1), or as the time-shift transform, as per (2). Clearly, to show

BET-compliance does not hold it suffices to show that either the LHS or RHS do not

produce scalar values. Within the conducted analyses though the LHS and RHS are

both assessed. This more complete analysis is done as a number of emerging works

are seeking to apply artificial intelligence (AI) or machine learning (ML) approaches

to the problem of LDSS behavioral predictability (e.g.[69–71; 76; 12; 272; 72–75]). For

such AI/ML techniques to work, the training data must contain sufficient Shannon
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information to support accurate off-training data prediction. More directly, AI/ML

results are based on knowledge they have been made aware of in training or via on-

going training. Hence, from a Shannon information perspective, BET’s LHS asks

when and if past run-time behavioral histories can be used to provide sufficiently

accurate predictions of a given LDSS deployment instance’s likely future behaviors.

BET’s RHS, by comparison, asks when past knowledge gained from other run-time

deployment instances of the same LDSS (or a sufficiently similar LDSS) can be used to

accurately predict the given LDSS deployment instance’s future behaviors. Through

providing a complete analysis of BET’s LHS and RHS, we also directly answer the

questions as to when and why AI/ML techniques can or cannot be effectively used in

LDSS performance prediction.

Importantly, the conducted analyses will also show that LDSSes do not exhibit

static behaviors with respect to (i)-(iii) and (1)-(2) above. Instead, during run-time

operations LDSSes can (and do) move back and forth over the BET denoted math-

ematical “lines in the sand” both within given LDSS instantiations and across sets

of LDSS instantiations. Hence, LDSSes act in fundamentally different and distinctly

more complex ways than do many classical DST analyzed systems, such as those aris-

ing within the more traditional domains of Physics, Mechanical Engineering, etc. This

is further complicated by the operational reality that LDSSes evolve, are patched, are

re-deployed, are enacted on by dynamic resource allocations and elastic services, etc.

within deployment environments that themselves are patched, re-deployed, enacted

on by management services, by cyber-security services, etc. Hence, from the QN

and QN topology perspective, LDSSes inclusive of their deployment environments

must also be considered as time-variant and, potentially, ensemble variant entities.

As such, the conducted analysis must be with respect to this family of possible QNs

and QN topologies that could arise from a given LDSS deployment instance or set of

deployment instances, in terms of when and why the (i)-(iii) and (1) and(2) issues

above arise.

As will be seen, the conducted analyses’ focus on Statements 2 and 4 of Theorem

3 are inclusive of this family of potential QNs and QN topologies. Hence, the analysis

produced insights and software engineering design rules innately are generalizable,

as a consequence of generalizability of QN models and DST in both the EMM and

performance measure contexts. Recognizing this generalizability across a LDSS’s po-

tential family of QN model and topologies though is important to the formal analysis

of problem in the domains such as cloud resource allocation, elastic services, and the
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applications of formal control theory based approaches[63–68]. The development and

analyses of these more advanced areas are outside of the intended scope of this work.

Finally, as per Chapter 4, the applied QN model is idealized in that all inter-

queue transitions are assumed to always occur successfully and in zero time. These

idealizations are important as they allow the software engineering issues associated

with any run-time performance measure to solely be restricted to those issues involve

or arising within the modelled queues themselves, e.g., their behaviors, characteristics,

topological interconnections, and execution regimes. This can be done without a loss

of generality as transmission-oriented issues can simply be incorporated into per-

queue characteristics, e.g., a wireless packet collision can be equivalently modelled as

a queue drop event in the recipient queue. From this QN-focused software engineering

perspective, we identified a complete set of four core issues that produce DST impacts

relevant to BET analysis. These four core QN-related software engineering issues are:

1. Queue drop events and, particularly, on-going recurring queue drops within the

modelled LDSS system and deployment.

2. Re-generation of queued events through the actions of reliable protocols, whether

within the network, OS, or application layers.

3. Execution timing impacts produced by OS scheduling regimes, whether due to

commonplace fair scheduling regimes or alternative regimes, such as Real-time

Operating System (RTOS) scheduling, and

4. Execution timing impacts resulting from system resource utilization, loading,

and contention issues.

Clearly, each of these issues is directly measurable in a software engineering sense

within run-time LDSSes and their modern deployment regimes. Moreover, the above

are a complete set of the issues that can occur relative to the QN model, under

the interconnection idealization. A core insight of this research is how to map these

software engineering relevant and easily run-time measurable issues to the foundation

mathematics provided via DST that define when and why xk(t) performance measures

are or are not predictable, as per Eq. (5.14). Again, it should be noted that the

analysis follows the common traditional approach used within Physics, Mechanical

Engineering, Chemistry, etc. of focusing the analysis on the macroscopic observables

of a systems, in this case the xk(t) performance measures, wherein these arises as a
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consequence of vast numbers of unobservable microscopic interactions and events, as

defined via the EMM DST model. It is important in the analyses that follows that

confusion does not arise between the macroscopic xk(t) DST model and microscopic

EMMDST model. They are different and quite distinct from each other as highlighted

previously in Figure 5.1.

For simplicity, Section 5.3.1 begins by exploring how wandering sets of non-zero

measure (Theorem 3 Statement 4) are produced first across the time-series data pro-

duced by a given LDSS deployment instance and then across an ensemble of the

LDSS’s deployment instances. Section 5.3.2 then explores how variations in measure

assignments can arise (Theorem 3 Statement 2) again first across the time-series data

produced by a given LDSS deployment instance and then across an ensemble of the

LDSS’s deployment instances.

5.3.1 Production of Wandering Sets of Non-zero Measure

(Theorem 3 Statement 4)

This analysis begins by looking at software engineering issues (1) and (2) above,

namely QN queue drop events and the event regenerations produced via reliable

protocol actions. Both are shown to produce wandering sets of non-zero measure with

respect to the EMM DST model, although the production mechanisms are different

and distinct across the two issues. Hence, for formal BET-compliance it is shown

that neither (1) or (2) can be on-going issues within the LDSS’s run-time operation.

Pragmatically, even if BET-compliance does not formally hold, the levels at which

(1) or (2) arise can be sufficiently low so as not to be observable under statistical

goodness-of-fit tests.

In such cases, a given xk(t) performance measures can “appear” to be predictable

via appropriately selected data analysis methods, while concurrently failing to for-

mally BET’s DST requirements. Such boundary cases arise due to the well-known

issue of the innate uncertainties associated with data-driven statistics when com-

pared to measure theory’s more absolute analytical nature. Importantly, it is also

shown that the Gk[.] mapping existing between the EMM DST model and each xk(t)

performance measure DST model entails that run-time LDSS’s can concurrently sup-

port both predictable and non-predictable xk(t) performance measures, where this

depends on whether or not the given performance measure is (or is not) impacted by

the produced wandering sets.
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More particularly, from the software engineering perspective and relative solely to

issues (1) and (2) above, a given run-time xk(t) performance measure will be shown

to be formally:

• BET non-compliant if the measure is impacted by queue drop events and/or

reliable protocol event recovery actions, and

• BET compliant if the measure is independent of and unaffected by any and all

queue drop events and/or reliable protocol event recovery actions.

Moreover, as queue drop and reliable protocol actions are themselves time depen-

dent, it can also be the case that a given xk(t) performance measure to transition

from being predictable to non-predictable (or vice versa) during the run-time oper-

ation of the LDSS, i.e., the LDSS can transition back and forth across the BET-

compliance/non-compliance boundary as it runs. Traditionally, DST modeling with

classical domains such as Physics, Chemistry, Mechanical Engineering, etc. do not

consider such cases. Traditionally, BET-compliance arises largely as a consequence

of Noether’s Theorem [256]; Classical systems tend to be either BET-compliant or

non-compliant, i.e., traditional DST systems are modelled in terms of how invariant

measures lead to Hamiltonian or Laplacian system models. Modern LDSS therefore

exhibit significantly more complicated DST behaviors than the classical DST systems

found in more traditional domains.

It should be noted that data driven analyses cannot be used to formally assess

BET compliance. This can only be done via DST-based analytical analyses. Again,

this is due to the well-known uncertainty issues associated with statistical methods,

as compared to analytical probabilistic or measure theory analyses. As will be seen

in Chapter 6, the cases of interest in this work clearly fall well outside of the typically

relatively small neighborhood of statistically non-observable BET non-compliant sys-

tems. Instead, as the Chapter 6 simulation results will show, the BET non-compliant

LDSS scenarios produce fairly broad families of xk(t) cdfs even for the pragmatics

but fairly limited cases of ensembles of 100 experiment runs.

As will be seen, the developed DST mathematical analyses directly guide soft-

ware engineering measurable observables and insights into the degree to which a

given LDSS run-time behaviors will (or will not) be statistically predictable (or well-

behaved). Hence, the above formal distinction between when BET-compliance does

or does not hold versus when it can be statistically measured is primarily of theoret-

ical interest. The theoretical analysis does have important implications in emerging
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areas such as the use of formal control theory approaches within cloud resource al-

location and elastic services, as BET-compliance directly related to the formal issue

of controllability. Such issues though are outside the intended scope of this work and

left as future research areas. A core insight of the conducted research though is that

real-world easily measurable software engineering metrics can be directly connected

to the underlying BET mathematics governing performance measure predictability,

which highlight the value of taking a DST-centred analysis approach.

Within all the analyses, the LDSS is assumed to be processing typical workloads

such that the LDSS is neither a highly overloaded state or a starvation state. Clearly,

run-time performance prediction is trivial in these boundary cases. Hence, the in-

teresting cases are those in this middle ground. As per BET theory, it may be the

case that the LDSS enters starvation or overload for limited time periods, such as

may occur with bursty workloads. As per the formal DST stationarity and ergod-

icity definitions, such situations do not impact the resulting analyses as the only

excluded cases are permanent and complete system starvation or overload. More-

over, the workloads arriving at the LDSS to be serviced are presumed to themselves

be BET-compliant. This is necessary as it makes no sense to seek to assess LDSS

performance predictability for workloads that themselves are not predictable.

Finally, of interest in analyses is assessing the limits of an LDSS’s observable

performance predictability across the full extent of time and over the full set of po-

tentially instantiable systems. Hence, the conducted analyses do not seek to explore

(or assess) the time period that may be required for a given LDSS to settle down

post-disturbance into a well-behaved (or BET-compliant) statistical state. Again,

such issues are important in terms of the design and analysis of dynamic resource

allocation and elastic service approaches, but they are also innately LDSS and dis-

turbance dependent. Hence, these issues have been left as areas of future research.

More formally, the conducted assessments focus on asymptotic stationarity and

asymptotic ergodicity in the limit, respectively, as time goes to infinity and the en-

semble cardinality goes to infinity, i.e., the system’s behaviors in limj→∞ T j[.] and

limk→∞ T k[.]. In this sense, the analyses ask the question as to “Can the LDSS

produce predictable performance measures?”, as opposed to whether a given LDSS

deployment instance does or does not behave predictably. It will be shown that

answering the former question leads to software engineering insights and easily run-

time measurable quantities that enable the latter to also be answered. In general,

particularly for cloud-based LDSS deployments, there is limited to no control over
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the detailed characteristics of any given deployment instances. Hence, “luck of the

draw” performance predictability is of limited value given that data drawn at different

times or from different execution instances would no longer exhibit the claimed run-

time statistical behaviors, as per Eq. 5.14. As such, pragmatically it is asymptotic

BET-compliance that is of more interest and the solely focus of the analyses.

5.3.1.1 Impacts of Queue Drop Events

By definition, when an event is dropped out of a queue within the QN model, that

event is then “lost” from the QN model in that it assuredly can no longer trigger

(or produce) any future events (or memory changes) within the QN. Within Marko-

vian analyses queue drop rates are computable but, via commonly applied Markovian

mathematics, any information contained within any and all dropped events is then

also “dropped” out of the subsequent analyses. In general, this leads to the common

practice of reporting Markovian analyses in terms of the average values of measure

performance measures of interest, as opposed to the full characteristics of the perfor-

mance measures’ complete pdfs (or cdfs).

The commonplace Markovian analyses approach of reporting on only a relatively

small set of low order statistical moments, e.g., average, median, etc., can also arise via

the presumption that the Law of Large Numbers (LLN) applies and, hence, that these

denote informative statistics. The LLN though also presumes BET-holds [33]. Hence,

it is not appropriate to non-BET compliant regimes. Moreover, as per Eq. (5.14), the

performance predictability of interest in this research innately requires knowledge of

the tail behaviors of the cdfs. Such behaviors are typically not captured by low order

statistical moments for anything but quite simplistic distributions or, more formally,

cdfs completely describable via a small set of sufficient statistics, e.g., exponential

family distributions.

As per Figure 5.6, denote by W0 ∈ Ω the composite collection of events that are

dropped out of any queue within a given LDSS’s QN at the defined but arbitrary

starting time of t0. Defining T : Ω → Ω as the dynamical system of interest, where

T [.] is the time-shift operator and µ : Ω → ℜ+. Then it is obvious that µ(W0) > 0

given that actual events were dropped out of their respective queues at t0, as per the

definition of W0’s construction. By applying standard DST it is then the case that,
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Figure 5.6: Dropped events in a single queue

W1 = T [W0]

Wj = T [Wj−1] = T j[W0]
(5.17)

These Wj then denote the iterative set of queue drop events occurring at each

subsequent tj time step. Importantly, no presumption exists that the Wj are related

to or dependent on each other. The Wj queue drops arise as independent events.

But, these time domain queue drop events can be collected in the composite set

W = {Wj|j = 1, . . . , J}, denoting the iterative collection of all queue drop events

occurring within the given QN for tj ∈ [0, Tj]. If no queue drop event occur within

any queue within the LDSS’s defined QN model for some tj ∈ [0, Tj] then Wj = ∅
where for simplicity but without a loss of generality tj is assumed discrete.
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As each Wj ∈ W denotes events that have “dropped” out of the QN, i.e., events

that can no longer produce any effects on the QN, it is clear that W0 ∩Wj = ∅ for

all j. Moreover, it is equally clear that Wj ∩Wj′ = ∅ for all j ̸= j′. Additionally, as

the Wj denote actual events that were within the QN until they were “dropped”, it

must also be the case that µ(Wj) > 0 for all tj unless Wj = ∅ given that |Ω| < ∞, as

per the EMM’s σ-finite measure space description of the QN.

For simplicity and without a loss of generality, the new set W∗ ⊂ W can be

produced simply by removing all of the Wj ∈ W for which Wj = ∅. As queue drops

are assumed to have occurred in the system, it must be the case that |W∗| > 0 and,

if queue drops are on-going, that |W∗| → ∞ in the limit as j → ∞. Without a loss

of generality, W∗ can be considered in the subsequent analysis.

Definition 5.3.1 (Wandering Set of non-zero Measure [254]). Define a dy-

namical system T : Ω → Ω with measure µ : Ω → ℜ+ over a σ-finite measure space.

Define a set W such that W = {Wj = T j[W0] | j = 1, . . . , J} and W0 ∈ Ω. Then W
is a:

a. Wandering set if for all W ∈ W it is the case that W ∩ T j(W ) = ∅ for all j

where T j(W ) ̸= T j′(W ) for all j ̸= j′ and µ(W ) > 0 [270; 271].

b. Weakly wandering set if for all Wj ∈ W where Wj+1 = T [Wj], it is the case

that Wj ∩Wj+1 = ∅ and µ(Wj) > 0 and µ(Wj+1) > 0 [270].

Clearly, if W a wandering set then it will also be weakly wandering, although

weakly wandering sets need not be wandering sets. Moreover, Theorem 3 Statement

4 requires that there be no weakly wandering sets of non-zero measure as per (b),

whereas traditional Markovian analyses [223] via its reliance on theorems such as

Poincaré Recurrence Theorem [273] typically requires that there be no wandering sets

of non-zero measure, as per (a). The distinction between (a) and (b) is important

as it denotes whether the defined recurrence requires that any A ∈ Ω can be passed

through either an infinite number of times, as per (a), or at least once, as per (b), in

the limit of T j[A] as j goes to infinity. Matrix-based Markovian solution approaches

generally require that (a) holds. With respect to assessing performance predictability,

we are able to show when the more restrictive (a) does (or does not) hold and, hence,

consequently when (b) also does (or does not) hold.
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Theorem 4. (Claim 1).

Within QN modelled LDSSes, the on-going occurrence of queue drop events within the

QN creates wandering sets of non-zero measure with respect to the executing run-time

LDSS instances for:

(i) The dynamical system defined over the time-shift transform for a given LDSS

deployment instance, and

(ii) The dynamical system defined over the ensemble of possible run-time deployment

instances of the same (or sufficient similar) LDSS.

As such a LDSS experiencing on-going queue drop events will not be BET-complaint

and, therefore, will not exhibit predictable run-time behaviors for any performance

measure xk(t) impacted by the produced wandering sets under the definition of Eq.

(5.14)

Proof. The proof of the above theorem is as follows:

(i) Time-shift Dynamical System:

Clearly, it must be shown that the set W defined above for the run-time queue

drop events meets the above (a) and (b) conditions that define wandering sets

of non-zero measure. As discussed above, the composite set of specific run-

time event instances dropped from any queue in the QN at any time tj can be

denoted by Wj ∈ Ω. For all tj for which no queue drop occurs anywhere in the

QN thenWj = ∅. By DST, if T [.] is the time-shift transform thenWj+1 = T [Wj]

with T [.] for all j > 0, assuming t0 is chosen as the arbitrary start time of the

analysis.

By definition, ∀tj′ , tj for which tj′ > tj, it must be the case that Wj ∩Wj′ = ∅.
Moreover, as each Wj represent real events dropped out of the system and

|Ω| < ∞, then for all j it must be the case that µ(Wj) > 0. Hence, the set W =

{Wj|∀j = 0, 1, 2, . . .} is a wandering set in limit as j goes to infinity provided

queue drop events are on-going within the system. As W is a wandering set it

is also a weakly wandering set. Moreover, it is clear that Wj ∩Wj+1 = ∅ for all

j > 0.

Hence due to the existence of a wandering set of non-zero measure the LHD of

BET cannot converge to a singular scalar value as which value arises depends on

how the denoted wandering set evolves during the given deployment instance of
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the LDSS’s run-time execution. More particularly, the size of the power set of

W describes the cardinality of set of possible xk(t) cdfs that can be produced.

(ii) Ensemble Dynamical System

Based on the above time-shift transform DST analysis, define a new set W ={
Wk|k = 1, 2, . . .

}
as the collection of wandering sets of non-zero measure that

occur for across all of the k run-time possible deployment instances of the LDSS

under analysis. By definition, the collection of such Wk = ∅ occurrences will

themselves be of measure zero in the limit as k → ∞, given the above presump-

tion that queue drops are both occurring and on-going.

The dynamical system of interest is now the one defined across the ensemble of

k run-time deployment instances of the LDSS such that T [.] spans the ensemble.

For any time tj within any k instance there must exist a W k
j ∈ Wk as per the

above definitions, where tj references the absolute run-time within each LDSS’s

own instantiation. More specifically, each such tj can be viewed as a count of

the system-wide clock ticks that have occurred since the kth instance of the

LDSS began its execution. It should be noted that this definition of the tj’s is

different and distinct from the notion of there being a global absolute reference

time clock accessible to and across all LDSS instances, as such a definition would

be more restrictive and not allow different LDSS instances within the ensemble

to be instantiated at different absolute start times.

As such, ∀ k, k′, and tj, if W
k
j ∩ W k′

j ̸= ∅ it must be the case that the exact

same specific event instances have been dropped by the exact same queues at

the exact same point in each of the instantiated LDSS’s run-time executions.

In the case of weakly wandering sets, this would need to occur at least for

some of the k run-time instances, whereas for wandering sets, it would need

to occur across all instances. Clearly, this could occur if the system always

entered into an overload condition relatively quickly after instantiation. But this

would then simply be a “broken system” for which run-time software system

performance predictability itself is no longer a meaningful objective, i.e., as

discussed previously, this system would be in the class of “failed systems” that

are within the uninteresting trivial boundary cases within conducted analysis.

Clearly, if all of the W k
j can exactly match for all k and j then no wandering

sets can exist across the ensemble of the LDSS’s possible run-time executions.
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Define this specific perfectly matching W set by W∗. In the limit as k and j

go to infinity the number of possible W sets itself is countably infinite. Hence,

µ(W∗) = 0 across all possible ways queue drops can occur within the LDSS

across all time and across possible instantiations of the LDSS. As such, for all

other cases there must exist W k
j ∩ W k′

j = ∅ for k ̸= k′ for every fixed tj. As

such these sets form wandering sets of non-zero measure over the ensemble and,

hence, also form weakly wandering sets of non-zero measure.

Clearly, the above discussion is not impacted for any k and tj for which no queue

drops occur, asW k
j = ∅ in this case, as per the definition of theW k

j . Hence,W
k
j ∩

W k′

j′ = ∅ for all k′ and tj′ . Therefore, the only case where wandering sets of non-

zero measure no longer arise are when queue drop event no longer ever occur.

In which case the LDSS will transition into being a BET-compliant system

possessing predictable performance measures. The case of interest though is

when queue drops are occurring and are on-going.

Hence, when a LDSS has occurring and on-going queue drop events the RHS of

BET is also non-convergent, as it then denotes a distribution and not a scalar.

Therefore, as per (i) and (ii), neither the LHS nor RHS of BET converge to

scalar values. Hence, a LDSS experiencing on-going queue drop events cannot

be formally BET-compliant. Moreover, the cardinality of the family of possible

xk(t) cdfs produced by the system is now given by the cardinality of the power

set of W defined across the ensemble.

Observation 1:

It should be noted that Theorem 4 only states that the xk(t) performance measures

impacted by the wandering sets will not exhibit predictable behaviors. It does not

state that other xk′(t) k ̸= k′ performance measures cannot independently arise that

are unaffected by the generated wandering sets. Such xk′(t) would exhibit statisti-

cally predictable run-time behaviors whereas, concurrently, the xk(t) measures would

not. This observation highlights the behavioral complexity inherent in modern LDSS

deployments.
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Observation 2:

Theorem 4 also highlights that it is possible for a LDSS to transition to and from being

BET-complaint for a given xk(t) performance measure. A LDSS’s run-time behavior

can cause a given xk(t) measure to cross back and forth over the mathematical “line-

in-the-sand” denoting BET-compliance due to the specific nature and characteristics

of the produced queue drop wandering sets. From a software engineering perspective,

the nature of when and where queue drop events occur though is generally easily

measurable in real-world operational systems.

Observation 3:

Finally, as per Theorem 4, it is the production of wandering sets of non-zero measure

that give rise to a loss of LDSS behavioral predictability. As such the number of

behavioral regimes a given LDSS could exhibit for a given xk(t) performance measure

is given by the power set over all possible W k
j occurrences for all k and all j. For

any reasonably large-scale LDSS, even presuming a finite ensemble and finite time,

the cardinality of this power set, is finite but exceedingly large. The pragmatic effect

of this is that a continuum of possible cdfs are producible by any given LDSS for

any given xk(t) measure. Hence, developing a bound on this cdf continuum would

generally not be possible.

The above discussions leads to the following software engineering design rule which

is required if run-time LDSSes are to support predictable performance measures rel-

ative to issue (1) above.

Definition 5.3.2. (Software Engineering Design Rule 1)

Within a deployed LDSSes, queue drop events must be actively managed and mit-

igated if the resulting LDSS’s run-time performance measures are to be statically

predictable in accordance with Eq (5.14).

Moreover, it is possible that observably predictable performance measures occur

in LDSSes experiencing occurring and on-going queue drop events, but only when at

least one of the following condition occures.

(i) The given xk(t) performance measure arises independently of and is unaffected

by the queue drop events.
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(ii) The rate at which queue drop events are occurring is sufficiently low that the

formal loss of BET-compliance within xk(t) is not detectable via appropriately

chosen data-driven statistical goodness-of-fit tests.

(iii) The nature and characteristics of differences between the produced wandering

sets are such that these differences are not detectable via appropriately chosen

data-driven statistical goodness-of-fit tests.

Of these cases, (i) can commonly occur within real-world LDSSes for a num-

ber of common performance measures, such as round-trip delay, that by definition

require that all the underlying events giving rise to the measure have successfully

transited through all the relevant LDSS queues. Additionally, (ii) may occur in real-

world LDSSes but it would be largely restricted to appearing within quiescent or

near-quiescent LDSSes and deployment environments, where these are well-known to

generally produce predictable performance measures. Hence (i) and (ii) are largely

trivial boundary cases of the above DST analysis. Finally, although (iii) is theoret-

ically possible within real-world LDSSes, it is highly unlikely as it would exist as a

measure zero outcome within any sufficiently large-scale LDSS run-time deployment.

Within modern container-based cloud deployment environments, Software Engi-

neering Design Rule 1 can be easily and relatively trivially run-time implemented by

simply viewing each container as servicing a queue and instrumenting the container

to count the items (or events) waiting to be processed. As the count of waiting (or

queued) events increases towards a selected performance threshold, conditioned on

expected workload volumes, then the container can serve off a duplicate container

and establish the required load balancing. This type of active container management

can include a “self-terminate” once duplicate containers have detected themselves to

be in starvation for a selected time period. In this manner, a container-deployed soft-

ware system could dynamically increase (or decrease) its required resource footprint

in a fully distributed manner so as to ensure the overall LDSS remained within a

BET-compliant behavioral regime, at least with respect to the impacts of queue drop

events.

As such, Theorem 4 and Software Engineering Design Rule 1 provide the mathe-

matical insights and software engineering requirements underlying increasingly com-

mon in-industry practices such as implemented in whole or in part within modern

dynamic resource management frameworks such as Apache Storm, Apache Spark,

Kubernetes and Docker Swarm. To our knowledge, the DST mathematical under-
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pinnings of these types of solutions and their necessity for achieving run-time LDSS

performance measure predictability has not been previously formalized or highlighted.

5.3.1.2 Impacts of Reliable Protocols

Clearly, as queue drop events occur then, when reliable protocols are used, these

protocols whether within the network layers or application layers actively act to re-

instantiate the lost (or dropped) events. Importantly, under formal DST contexts,

these recreated events are not identical to the dropped events but exist as new events

created into the LDSS at a later time and then posses their own time periods under

which they are serviced by the LDSS. Moreover, for simplicity with respect to the

QN model, it will be assumed that all methodologies by which dropped events are

regenerated or otherwise responded to fall into the general class of the response ac-

tions created or initiated by reliable protocols, i.e., a very broad definition of reliable

protocols is used. This broad definition though is appropriate to the QN model ap-

proach in that what is of interest is any and all activities that cause dropped events

to be recreated into the QN at some later time.

In a similar manner to the above Section 5.3.1.1 discussion, a set Wrel. such that

Wrel. =
{
Wk|k = 1, 2, . . .

}
can be defined over each of the k ensemble instantiations

of the LDSS such that W k
j ∈ Wk

rel. represent the events reproduced at each time step

tj by the reliable protocol actions, i.e., in response to the need to recover a previously

dropped event(s) that occurred at some time tj′ < tj. If no events are reproduced

for some tj and k then W k
j = ∅. Importantly, the events within the so defined W k

j

exist as real events that are re-queued in to the QN to then be processed. Within

the DST context, the time evolution of these W k
j events will arise independently of

what may have occurred for the dropped events had they not dropped. Hence, these

W k
j sets are different and distinct from the W k

j queue drop sets described in Section

5.3.1.1. These new events themselves though may end up being dropped by the QN

while being processed, triggering an addition W k
j′ set at the future time tj′ . Such

issues are reasonably likely to occur in practice as queue drop events tend to arise

as a LDSS deployment moves towards overload conditions. Hence, the actions of

reliable protocols can be viewed as creating additional workloads via re-generated

events into an LDSS already experiencing overload conditions. Clearly, identical

arguments to those of Section 5.3.1.1 can now be applied to show that this new

Wrel. =
{
Wk

rel.|k = 1, 2, . . .
}
set produced by the reliable protocol actions is itself a
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Figure 5.7: Re-created events in a single queue

wandering set of non-zero measure across both the time-shift dynamical system and

the ensemble dynamical system. Hence, Theorem 5 can be stated as follows:

Theorem 5. (Claim 2).

Within QN modelled LDSSes, the actions of reliable protocols to recover events lost

due to the on-going occurrence of queue drop events within the QN creates wandering

sets of non-zero measure with respect to the executing run-time LDSS instances for:

(i) The dynamical system defined over the time-shift transform for a given LDSS

deployment instance, and

(ii) The dynamical system defined over the ensemble of possible run-time deployment

instances of the same (or sufficient similar) LDSS.

As such a LDSS using reliable protocol actions to recover from on-going queue drop

events will not be BET-complaint and, therefore, will not exhibit predictable run-time
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behaviors for any performance measure xk(t) impacted by the produced wandering sets

under the definition of Eq. (5.14).

Proof. Assume that the wandering sets of non-zero measure of Theorem 5 exist within

the QN model of the LDSS. Define this wandering set of QN dropped events by

Wdropped = {Wk|k = 1, 2, . . .}, as per Section 5.3.1.1. Again, as per above, each

W k
j set occurred at time tj within the kth run-time instance of the given deployed

LDSS. Hence, each such W k
j is composed of a set of events {en|n = 1, . . . , Nk

j } ∈ W k
j

that have been “lost” from the LDSS’s executing QN model at times tj′ ≤ tj. These

en events can no longer generated any future events with in the QN model’s execution.

Hence, the reliable protocol(s) must regenerate them if they are not to be permanently

lost from the system.

Denote by ẽnj′′ , the reliable protocol reproduction of any such “lost” events at

some time tj′′ > tj, later in the QN’s execution, where for simplicity the k subscript

is dropped. Clearly, the time between an event being “lost” and it being reproduced

will be a stochastic process, denoted by t∆ = tj′′ − tj′ > 0. But, for each tj time

step in the LDSS’s execution the set of reliable protocol reproduced events can be

collected and assigned into a set W̃ k
j , where W̃ k

j = ∅ if no events were reproduced for

a given time tj. Clearly, µ(W̃ k
j ) > 0 for all times tj and run-time instances k where

such reproduced events do occur given that real events are reproduced and re-queued.

Clearly, these W̃ k
j sets themselves form wandering sets of non-zero measure with

respect to both the time-shift and ensemble dynamical systems. More particularly,

the formal proof follow identically from the formal proof of Theorem 4 above, the

only difference being the nature and characteristics of how the respective wandering

sets Wdropped and Wrel. are produced.

Observation 1-3 of Theorem 4 also continue to hold and apply for Theorem 5,

where the actions of the reliable protocols replace those of the queue drop events. It

should be noted that within the context of the QN model as applied in this work,

reliable protocol actions only occur as a consequence of queue drop events having

occurred. Hence, this Section highlights that the Wrel. wandering sets a secondary

type of wandering set across both the time-shift and ensemble dynamical system and,

therefore, will act to decrease the overall statistical predictability of any performance

measures xk(t) also impacted by Wrel.. Importantly, the reliable protocol produced

wandering sets can be seen to further increase the cardinality of the family of possible

xk(t) cdfs by the additive impacts of the power set of Wmboxrel..
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Reliable protocols are clearly a critical necessity within modern LDSS operations.

The above discussion does not seek to negate their usefulness, but only to assess the

degree to which their use impacts performance predictability as per the Eq. (5.14)

definition. More specifically, a likely general presumption would be that reliable pro-

tocols add to or improve run-time performance predictability. The DST analysis

though produced the initial counter-intuitive result that reliable protocols produce

a secondary form of wandering sets of non-zero measure, which the acts to decrease

performance predictability. This result can be explained by observing that reliable

protocols add regenerated workloads into LDSSes already experiencing queue drop

events, i.e., already entering into overload conditions. Hence, from the performance

predictability perspective the net impact of reliable protocols is to increase the work-

load within a LDSS already experiencing overload, which will then act to further

reduce its performance predictability as per the above DST analysis.

Definition 5.3.3. (Software Engineering Design Rule 2:)

Within a deployed LDSSes, the use of reliable protocols to recover from queue drop

events will generally result in the LDSS’s run-time performance measures having

decreased statistical predictable. Hence, reliable protocols should be used where they

are required and necessary, but they should not be overused where and when they

are not required.

5.3.2 Production of Variations in the Event Spaces and Non-

invariant Measures (Theorem 3 Statement 2)

Section 5.3.1 addressed the issues inherent in the production of wandering sets within

dynamical system event spaces. By contrast, this Section explores the issues inherent

of how the T [.] mapping and µ(.) measures associated with each dynamical system

are impacted by OS scheduling and resource utilization timing issue within LDSSes

and their deployments. More specifically, it is the sets A inscribing xk(t)’s cdf given

by Pk,j[x(t) < A] that are of interest, where for completeness A ∈ Ωj,k as the events

spaces themselves can change both over time and ensemble instances. Given that

xk(t)’s cdf exists for all k and times tj, the Axioms of Probability must also hold and,

therefore µ(Ωj,k) = 1 for all k and tj. As was highlighted in Section 5.3 above, the

QN-related software engineering issues that can give rise to such issues are due to:
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i The execution timing impacts of OS scheduling regimes and, particularly those

of commonplace fair scheduling regimes, and

ii The execution timing impacts of system resource utilization, loading, and con-

tention issues.

The (i) and (ii) issues are different and distinct, with each impacting the tim-

ing characteristics separately and, potentially, concurrently affecting how events are

processed and executed. The sub-Sections below discuss (i) and (ii) in turn. To

simplify the discussions and analyses, it is useful to consider the impacts of (i) and

(ii) on a particular or specific form of xk(t) performance measure. In assessing BET-

compliance, it suffices to show that non-compliant xk(t) measures can exist, which

then allows for the development of the software engineering design rules required if

BET is to hold for any given xk(t) run-time performance measure.

More directly, assume that xk(t) denotes the average response time associated with

a given class of events E = {ep|p = 1, . . . , P}, such as web page load events, database

write or read events, etc. As xk(t) is an average it must be computed over some

set of time intervals (or windows) W = {W0,W1,W2, . . . ,WJ} where Wj ∩ Wj′ = ∅
and |Wj| = |Wj′| for all j ̸= j′. Define the start time of an event (or window) by

t0(.) and its duration by ∆(.), such that each event ep’s completion time is given by

t0(ep)+∆(ep) and the end time of each Wj window is given by t0(Wj)+∆(Wj). The

average response time xk(t) performance measure is then formally given by,

xk(t) =


∑

∀ep 1Wj
(ep)·∆(ep)∑

∀ep 1Wj
(ep)

undefined otherwise
(5.18)

where 1Wj
(.) is an index function that equals 1 if [t0(ep), t0(ep) + ∆(ep)] ⊆ Wj and 0

otherwise. Hence, xk(t) simply counts the number of events that have completed their

executions within each defined time window and reports the average of the completion

times recorded for each window. Typically, the time windows Wj will be fixed and set

within the given LDSS run-time deployment and management system, i.e., as per sec-

ond response time averages, per hour averages, etc. The complexity comes in that the

∆(ep) event durations will most generally exists as stochastic processes that are both

time and ensemble dependent. Hence, this is more accurately denoted as ∆k,j(ep),

whereas k denotes ensemble but j now denotes any time tj ∈ [tk,0(ep), tk,0(ep)+∆k(ep)]

given that how event’s evolve over time can be impacted by system and deployment
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environment issues arising throughout their execution durations. Importantly, events

are not “recorded” within the xk(t) average until they have completed their execu-

tions. As per common real-world measurement regimes, partially completed events

do not give rise to changes in the reported average response times.

The issue of interest in the subsequent sub-Sections is that how stochastic vari-

ations in ∆k,j(ep) arise and the impacts these have on the Pk,j[xk(t) < A] sets that

define xk(t)’s cdf. More particularly, Statement 2 of Theorem 3 requires that the

only members A ∈ Ω and T−1[A] ∈ Ω with µ(A∆T−1[A]) = 0 must be such that

µ(A) = 0 or A = Ω or, equivalently, µ(A) = 1. It should be noted that Theorem 3

requires that T [.] be measure preserving but, unlike the formal stationarity definition

one-to-one and onto is not required. To simplify but without a loss of generality, the

event spaces associated with each of the Wj windows will be denoted as Ωj wherein

each of these windows will be assumed to denote the same time period across all of

the ensemble runs, e.g., a sequence of one second windows beginning at the start of

execution for the LDSS’s kth deployment instance.

5.3.2.1 OS Scheduling Impacts

In general, with respect to the QN model, OS scheduling regimes can be modelled

in terms of enacting stochastic On/Off switches for each impacted queue. Within

commonplace fair OS scheduling, the durations of each On (or Off) instance will

depend on the number of active executing processes currently executing within the

given OS layer, which is time-varying, stochastic and load-dependent. By contrast,

real-time OS scheduling, would place an upper bound on when each given process

will have received its allocation of processing resources. From a QN perspective,

under real-time scheduling, queues continue to exhibit On/Off sequences, but these

now arrive systematically and consistently as opposed to stochastically under fair OS

scheduling. Importantly, within the real-time OS scheduling periods, i.e., at finer

time resolutions, the QN On/Off processes remain time variant, stochastic, and load

dependent. It is only at time resolutions at or above the real-time OS’s enforced time

constraints where these behaviors change.

As with Section 5.3.1 above, the analysis will begin with the time-shift dynam-

ical systems before proceeding to show how the relevant issues persist across the

ensemble defined dynamical system. Additionally, the focus will be on assessing the
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average response time xk(t) performance measure described above, although this can

be replaced by any other desired xk(t) performance measure.

Theorem 6. (Claim 3):

Within QN modelled LDSSes, the actions of OS fair scheduling within non-quiescent

processing regimes produces stochastic per-event driven DST transforms leading to

variation in the observed event spaces for:

(i) The dynamical system defined over the time-shift transform for a given LDSS

deployment instance, and

(ii) The dynamical system defined over the ensemble of possible run-time deployment

instances of the same (or sufficient similar) LDSS.

As such a LDSS that relies on fair OS scheduling within its deployment regime(s)

will not be BET-complaint for any xk(t) performance measures impacted by these

stochastic variations. Therefore, such xk(t) measures will not exhibit predictable run-

time behaviors under the definition of Eq. (5.14)

Proof. i)Time-shift Dynamical System: As per the proof of Theorem 4, assume

that T [.] denotes the time-shift transform associated with an LDSS’s kth deploy-

ment instance and that a measure µ : Ω → ℜ+ is defined for this dynamical

system. As per the above description, associated with each Wj window of time

is an event space Ωj denoting the composite of events A that inscribe xk(t)’s

cdf over each Wj window. Clearly, for all j it must be the case that µ(Ωj) = 1

and, moreover, the Axioms of Probability must be met for µ(.) across all Ωj

such that µ(Ωj) = 1. The A’s that inscribe xk(t)’s cdf, as per Eq. 5.18, denote

the distribution of the number of events completing within the Wj window. Un-

der fair OS scheduling, the stochastic, time-varying, and load dependent nature

of the queues On/Off behaviors will cause subsets of event completions to be

shifted stochastically forward in time. This entails that there must be events

A′ ∈ Ωj′ for j′ > j which now complete in windows Wj′ where in a quiescent

system would have completed in Wj such it would have been the case that

A′ ∈ Ωj. As these are real events being executed µ(A′) > 0. Hence, if event

completions are being stochastically shifted forward in time, then there must

be cases where Ωj ̸= Ωj′ for j′ ̸= j. Moreover, these cases themselves cannot

be measure zero. Hence, T [.] cannot be a bijective transform nor will it be a
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measure preserving transform for all A ∈ Ωj for all j. Hence, the LHS of BET

cannot be a convergent sum.

If the fair OS scheduling is replaced by real-time OS (RTOS) scheduling, then

all ∆(ep) executions times would be guaranteed to complete within a defined

time period, denoted as TRTOS, such that ∆(ep) ≤ TRTOS for all successfully

completed ep. If the Wj measurement windows are then set to cover TRTOS or

greater intervals, then event completions can no longer shift forward in time.

Hence, at time resolutions of TRTOS or greater it will be the case that Ωj =

Ωj′ for j′ ̸= j. Moreover, if the incoming workload is stationary and ergodic

then statistically similar sets of events will be completed during each Wj. If

resourcing utilization issues are set aside, then all sufficiently similar events will

complete in sufficiently similar times and, hence, T [.] will necessarily be bijective

and measure preserving at (or above) the selected real-time OS time scale (or

resolution). Below this time resolution, such arguments cannot be applied and

the system will appear to be non-stationary as per the fair OS scheduling case.

ii) Ensemble Dynamical System: Now consider the dynamical system defined

over the k ensemble instances, but with the same Wj, Ωj, and A definitions

as per (i) above. It is now assumed that the LHS of BET always converges to a

scalar with the question being to assess whether the RHS of BET also converges

to a scalar and always to the same scalar, i.e., xk(t) is now presumed to be a

statistically stationary process for all k albeit potentially a different process for

some (or all) k. To clarify this issue, the notation Ωk is now used to highlight

that the potential of the event space changing over the k ensemble runs, i.e.,

time has been removed from the analysis as result of presuming the LHS of BET

is convergent. Again, the A’s of interest are the ones that inscribe the cdfs al-

though in this case this is for Pk[xk(t) < A] given the assessment is across the

dynamical system defined over the ensemble. More specifically, T [.] defines this

mapping across ensemble cdfs with µ(.) being the measure over the Ωk event

spaces. As per above, under fair OS scheduling the ∆k(ep) will be a stochastic

process drawn from unknown and unbounded underlying distributions. More

particularly, as per the k-subscript, these underlying distributions are likely to

change considerably from run to run, i.e., with k. Hence, again, it will be the

case that there exist Ωk∆Ωk′ ̸= ∅ for at least some k ̸= k′. More particularly,

as per DST define Ωk′ = T−1[Ωk]. Hence, it will be the case that there exist
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A ∈ Ωk for which T−1[A] ∈ Ωk′ and A′ ∈ Ωk for which T−1[A′] /∈ Ωk′ . Clearly,

as such it cannot be the case that for all A ∈ Ωk such that µ(A∆T−1[A]) = 0

that µ(A) = 0 or µ(A) = 1 given that there must also be A′ ∈ Ωk for which

µ(A′) > 0 as a consequence of the Axioms of Probability. As such the RHS of

BET cannot converge to a scalar for all A when ∆k(ep) is itself a stochastic pro-

cess, as must be the case for fair OS scheduling within non-trivial operational

regimes.

As per (i) above, the same arguments can be used if fair OS scheduling is replace

with RTOS scheduling in that ∆k(ep) ≤ ∆max(RTOS) for all ep and all k. Hence,

when suitable windows are used the RHS of BET can then be convergent and

BET-compliance can be achieved, but at the observation time frames of the ap-

plied RTOS scheduling. If soft RTOS scheduling is used, then BET-compliance

will again be broken for any performance measures involving ep events that are

late to complete, as defined within the given RTOS implementation.

As per the above discussion, in the DST sense LDSSes present extremely complex

run-time behaviors within their commonplace fair OS scheduling deployment regimes.

This is further complicated by multiple OS scheduling layers being present and active

within modern cloud computing regimes in which containers are deployed into leased

VMs which then are task swapped by the server OS, given generally more active VMs

exist with server than its count of cores required to service them, i.e., time-slicing of

the VMs is a well-known cloud computing behavior.

Observation 4:

Clearly, the above fair OS scheduling issues impact all events being executed by the

LDSS, although, potentially, to quite different degrees. Hence, these fair scheduling

issues can lead to performance predictability issues within xk(t) performance mea-

sures that are not impacted by the Section 5.3.1 discussed wandering sets. Hence,

the each of the Section 5.3.1 and 5.3.2 issues arise independently and, potentially,

concurrently within LDSS run-time operations. As such, co-occurrences of the issues

can significantly magnify the degree to which run-time performance predictability is

lost for given xk(t)’s, as will be seen within the Chapter 6 simulation results.



158

Observation 5:

Within small-scale systems or systems near their quiescent regimes, although ∆(ep)

will formally retain its stochastic nature under fair OS scheduling large variations in

∆(ep) observed run-times for a given ep or class of sufficiently similar ep events are

relatively unlikely. Moreover, in any LDSS where with suitably high probability given

ep’s required processing time can be delivered by the relevant OS layers in sufficiently

timely manners xk(t) performance predictability will not appear to have been lost,

even though the system will formally remain asymptotically non-BET compliant.

More formally, if an LDSS and its deployment environment are such that for all ep

required to be processes it is the case that almost always ∆(ep) < ∆min(ep) + ζ then

the LDSS’s run-time performance measures will for practical purposes appear BET

compliant, where ∆min(ep) is the minimum possible execution time required for event

ep and ζ > 0 is a sufficient small positive constant.

Observation 6:

It should be noted that utilizing RTOS OS scheduling does not eliminate the run-

time performance predictability issues. Instead, a ROTS merely enforced absolute

time periods by which point each ep event must have completed. Hence, if all ep

events are subject to RTOS scheduling, then it is only for time resolutions above that

of the RTOS scheduling periods where BET-compliant xk(t) behaviors will arise.

For narrower time period, the same xk(t) performance measure may exhibit non-

BET compliant behaviors, as these finer time resolutions are outside of the RTOS’s

intended regime of control. Hence, the introduction of RTOS scheduling has the

effect of also introducing the need for multi-resolution time series analysis in that the

LDSS performance measures may exhibit quite different fine and coarse grain time

resolution behaviors.

Observation 7:

Finally, if a LDSS is primarily processing very small duration ep events, then issues

similar to those of Observation 5 arise in that the LDSS performance measures could

then appear to be BET-compliant. Moreover, if the LDSS has a complex mixture

of small and long duration ep events then this is likely to produce very poor xk(t)

predictability behaviors. Mixing traffic types is well-understood to lead to poor per-

formance regimes within Markovian analysis. Hence, the observation that mixed QN
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traffic workloads should be avoided is not in itself new. The new insight relative to

Theorem 6 above is that such mixing is also likely to also lead to further decreases in

the xk(t) performance predictability, again as defined per Eq. (5.14).

This set of Theorem 6 generated observations lead to the following software engi-

neering design rule.

Definition 5.3.4. (Software Engineering Design Rule 3)

Within a deployed LDSS, where possible, RTOS OS scheduling with hard scheduling

regimes should be employed, particularly within LDSSes requiring run-time perfor-

mance predictability, as fair OS scheduling regimes under typical non-quiescent oper-

ational regimes will innately give rise to non-predictable LDSS performance measures

for all but quite trivial operations and workload scenarios.

5.3.2.2 Resource Utilization and Contention Impacts

As with OS scheduling issues, resource utilization and contention issues also impact

the nature of the QN model’s queues On/Off processes. More particularly, from the

perspective of contention, assume a given process holds a lock (or semaphore) on a

given resource. All other processes requiring that resource for their execution then

cannot run until the lock is released, irrespective of the processing time allocated by

the associated OSes for those queues. Hence, the impact of contention is to produce

another stochastic process that overlays onto the per-queue level On/Off processes

engendered through OS scheduling. In essence, resource contention leads to stochastic

increases in the duration of the Off cycle periods, where such impacts are themselves

time-dependent and arise at the per-queue level. These issues can continue to arise

even if RTOS scheduling is enabled if careful consideration is also not given to resource

utilization and contention issues. Hence, these issues exist as separate and distinct

concerns to the Section 5.3.2.1 OS scheduling issues.

Within standard Markovian QN analysis under Little’s Law [246] and, presuming,

recurrence holds (Theorem 3 Statement 3), then the response time Rn of some queue

n that uses resource m for its execution in its simplest case is given by:

Rn(ep) =


D(ep)

1−Um
if Um ∈ [0, 1)

∞ if Um ≥ 1
(5.19)

where D(ep) is the service demand required to process workload ep on queue n when

resource m is at quiescent (or near quiescent) load and Um ≥ 0 is the normalized
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utilization of resource m. Within real-world LDSSes, as Um → 1 then Rn(ep) → ∞ in

the limit. But, within the theoretical analyses conducted in LDSS system design stage

Um ≥ 1 can commonly arise, with this denoting a failed system in which extreme

overloading will have rendered the system non-operational. Typically, operational

utilization rates in the U ∈ [0.2, 0.7] are deemed as providing a reasonable trade-off

between response times and per-resource costs.

Within real-world LDSSes and deployment environments, per-resource utilization

is itself a time varying stochastic process, more accurately denoted as Um(t). More

particularly, within modern cloud environments physical servers may host 100+ con-

currently active VMs, where this generally exceeds the count of their available pro-

cessing cores. As such, VMs themselves are swapped in and out of being active by

the base server OS, i.e., they ostensibly exist as heavy-weight processes under the

server’s base OS scheduling regime. Moreover, the cyclical activating and deacti-

vating of these heavy-weight processes lead to contention issues within the server’s

hardware caches, physical drives, network services, etc. In particularly bad cases it

can lead to drive thrashing, an issue that led to major cloud providers moving away

from allowing database servers to be created using their lowest cost VM offerings.

As such, Eq. (5.19) is more accurately written for real-world LDSS operations as,

Rn(t|ep) =


D(ep)

1−Um(t)
if Um(t) ∈ [0, 1)

∞ if Um(t) ≥ 1
(5.20)

wherein the assumption of Theorem 3 Statement 2 holding is now also removed.

Hence, Rn(t|ep) ∈ (0,∞) is itself now an unbounded stochastic process even when a

real-world relevant utilization is presumed of Um(t) ∈ [0, 1). More particularly, the

rate of change of the response time is then given by,

d

dt
[Rn(t|ep)] =


D(ep)· d

dt
[Um(t)]

[1−Um(t)]2
if Um(t) ∈ [0, 1)

∞ if Um(t) ≥ 1
(5.21)

This highlights the core non-linear nature of the LDSS performance predictability

problem in that even relatively small changes in utilization past the approximate 0.7

threshold can quickly lead to the occurrence of effectively unbounded response times

for all impacted events. When reliable protocols are in use, this is likely to generate

even more events to be processed leading to yet higher resource utilization levels as

the unbounded response times surpass reliable protocol time-out thresholds.
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The overall impacts of resource contention and utilization issues is therefore to

create an additive stochastic process effect that adversely impacts the ep execution du-

rations. Denoted this resource contention and utilization impacts as ∆2(ep) with the

prior OS scheduling stochastic impacts now denoted as ∆1(ep). The overall timing im-

pacts to the event ep’s execution can then simply be given by ∆(ep) = ∆1(ep)+∆2(ep),

where both ∆1(ep) and ∆2(ep) are generally unknown and unbounded stochastic pro-

cesses. Hence, the following theorem can be stated with respect to resource utilization

and contention issues:

Theorem 7. (Claim 4):

Within QN modelled LDSSes, the impacts of resource contention and utilization is-

sues within non-quiescent processing regimes produces stochastic per-event driven DST

transforms leading to variations in the observed event spaces for:

i) The dynamical system defined over the time-shift transform for a given LDSS

deployment instance.

ii) The dynamical system defined over the ensemble of possible run-time deployment

instances of the same (or sufficient similar) LDSS.

As such a LDSS that experiences sufficient resource contention and utilization

issues will not be BET-complaint for any xk(t) performance measures impacted by

these stochastic variations. Therefore, such xk(t) measures will not exhibit predictable

run-time behaviors under the definition of Eq. (5.14)

Proof. As per the above discussion, the impacts of the resource contention and uti-

lization issues are to produce an unknown and unbounded stochastic process that

impacts the execution duration of all effected ep events, denoted as ∆2(ep). This com-

bines with the OS scheduling issues to produce an overall unknown and unbounded

stochastic process impacting the execution durations of all effected events defined by

∆(ep) = ∆1(ep) + ∆2(ep), where ∆1(ep) denotes the OS scheduling impacts.

As the proof of Theorem 6 (Claim 3) is simply based on ∆(ep) being an unknown

unbounded stochastic process the identical proof applied for this theorem. Moreover,

it is clear that the proof continues to hold even in the case where ∆1(ep) is itself

deterministic, as effectively occurs under RTOS-based OS scheduling.

Observations 4 through 7 continue to hold for resource utilization and contention

based stochastic impacts on event execution durations. But these impacts can arise
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independently of the observed OS scheduling based issues. This leads to the final

software engineering design rule, namely,

Definition 5.3.5. (Software Engineering Design Rule 4:)

Within a deployed LDSSes, where possible resource contention issues should be min-

imized and resource utilization levels carefully monitored so as to ensure adequately

bounded event execution times are occurring. Failing to manage such issues will tend

to give rise to non-predictable LDSS performance measure for all but quite trivial

operation and workload scenarios.

Importantly, the above software engineering design rules do not differ for what is

pragmatically well-known in industry to give rise to better behaving LDSSes. The

insight and contribution of this research though is that these software engineering

design rules have now been placed onto and source out of formal DST mathematical

foundations, i.e., they arise as necessities and not just “nice-to-have” LDSS opera-

tional features. Moreover, as the above issues exist as the complete set of issues that

can arise with respect to the denoted QN model and each of the issues are shown

to arise independently within the DST analysis, the conditions and concerns consti-

tutes the necessary and sufficient set of issues that must be considered if formally

BET-compliant xk(t) performance measures are to be ensured with run-time LDSS

operations, as per the Eq. (5.14) definition of predictability.

5.4 Summary

In Chapter 5, our focus was on the formal investigation of software-centric systems

ergodicity, spanning from simple embedded systems to complex distributed software

systems in commercial clouds. Many modern software-centric technologies rely on

using control theory and machine learning to solve challenges from predicting perfor-

mance in large-scale distributed systems to analyzing the reliability of autonomous

systems. The underlying assumption for all these methods is that the deployed soft-

ware systems are ergodic and stationary, allowing them to predict future behavior

based on past data.

We explained the modeling of stochastic runtime performance measures as dy-

namical systems, particularly macro-level observables obtained through averaging

over specific time intervals, for example, average response times over 10-second or

1-minute periods. Then, we explored formal definitions of statistical stationarity and
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ergodic theory, including Birkhoff’s Ergodic Theorem (BET) and equivalent defini-

tions of ergodicity. One of the most important theories of ergodicity (Theorem 3) is

proposed by Peter Walters [254] in which he proposes four equivalent conditions for

testing ergodicity and if a system fails to satisfy just one of these conditions, it loses

its ergodicity. The core developed insight is that Statements 2 and 4 can be relatively

easily applied to modern large-scale LDSS, whereas this has proven to be problematic

within the literature for Statement 3. Hence, Statements 2 and 4 were shown to lead

to a scale-agnostic DST and EMM-based QN analysis methodology.

The investigation of these conditions revealed the sources of unpredictable per-

formance behavior, especially in large-scale distributed systems (LDSS) deployed in

commercial cloud environments. Leveraging EMM, we applied DST rules to study the

behavior of software systems under fair scheduling, server overloading, queue drops

and reliable protocols with more focus on shared environments. We proved that all

these factors led to challenges in maintaining ergodicity in deployed software systems.

As a result, we discussed how the application of RTOS and careful management

of server utilization are essential for addressing the measure invariance challenges due

to fair scheduling and server overloading. Furthermore, we need to make sure that

queues are not becoming overly full to prevent the queue drops result in wandering

sets of non-zero measure render the system non-BET compliant. The DST analysis

led to the development of the four software engineering design rules required to ensure

BET-compliance is maintained. These are summarized in Table 5.1 below.
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Table 5.1: Software Engineering Design Rules

SEng DST Theory Pragmatic
Design Rule Context Issue Action

No. 1
Theorem 3
Statement 4

Queue drop events
create wandering sets
of non-zero measure.

Measure queue drop
events and duplicate
resources to minimize

queue drops.

No. 2
Theorem 3
Statement 4

Reliable protocols
create wandering sets
of non-zero measure.

Measure rate at which
reliable protocol actions
are enacted and add
resources to minimize

occurrence rates.

No. 3
Theorem 3
Statement 2

Fair OS scheduling
shifts event completions
stochastically forward

in time.

Where possible replace
fair OS scheduling with

RTOS scheduling.

No. 4
Theorem 3
Statement 2

Resource contention
and high utilization
rates shift event
completions

stochastically forward
in time.

Where possible
minimize resource

contention and overly
high utilization rates.
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Chapter 6

Simulation-based Validation

In this Chapter a packet-level cloud-deployed LDSS simulation framework, based on

OMNet++ and INet, is developed and used to experimentally validate the Chapter

5 theory results and insights.. To retain a real-world context the simulated exemplar

LDSS is taken from an operational industry-held cloud deployed SaaS system. The

Chapter begins by introducing this industry-held system. The details of the developed

simulator platform and framework are then introduced. This is then followed by a

relatively comprehensive set of experiments scenarios and results designed to test the

exemplar LDSS under the composite set of the Chapter 5 Software Engineering Design

Rules 1-4 and their combinations. This more thorough validation-based analysis is

provided due to the quite strong claims of Chapter 5 i terms of when and why LDSS

deployments and run-time behaviors can and cannot be BET-compliant.

6.1 Industry Case Study

The examplar case study is taken from the work of Robert O’Dwyer master’s thesis

[4] which evaluated the run-time performance behavior of a production-scale software

system within a real-world cloud deployment environment. More specifically, this

SaaS system handled hundred millions of mobile ad placements per month. In [4], a

thorough statistical analysis was conducted across 10 identical real-world cloud de-

ployments of the same LDSS executable, serving statistically identical incoming test

workloads generated within the cloud environment. All testing occurred within a sin-

gle day in the same commercial cloud facility. Given the costliness of such real-world

performance envelope testing, [4] was limited to only 10 test runs. Consequently,
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questions naturally arise regarding whether the observed predictability losses in the

study would persist over a larger set of experimental runs or across other similar or

dissimilar LDSSes. This Chapter addresses these concerns by expanding the Monte

Carlo ensemble by an order of magnitude, simulating queue drops and hypervisor

schedulers effects while also evaluating the relative impacts of reliable versus non-

reliable protocols on LDSS performance.

The assessed application is a web application in which the user engages through

a series of user enacted decision points, describable via a simple Markov chain as

illustrated in Figure 6.1. The user progresses from the initial http request node in

the chain through to subsequent nodes provided the required preconditions for the

proceeding node have been met.

1.0

Start Session

0.4

0.6

Type 1
0.56

0.44

Type 2(B)
0.21

0.79

Type 2(C)

1.0

Type 2(D)

0.73

0.27
Type 2(A)

End Session

Figure 6.1: Markov Chain for the case study SaaS [4].

While we employed the case study’s SaaS framework, we also made slight ad-

justments to the Markov Chain probabilities to simulate both relatively small and

relatively large distributed systems. These LDSSes varied in levels of user inter-

action, with one type having lower user interaction and the other involving more

intensive user engagement. The latter type results in deeper traversal within the

middle servers, demanding greater server resources. Additionally, we expanded our

testing to include both Poisson workloads and bursty workload patterns.

In each experimental scenario, full simulations were conducted for both of the

architectures of two mentioned cloud-based distributed software systems. The ini-

tial architecture is characterized by simplicity, comprising 6 distributed servers, each

middle server possessing a mere 0.27 probability of advancing to the next component

in the system as depicted in Figure 6.2. Comparatively, the second architecture fea-

tures a greater number of distributed components, each with a higher probability of

0.9 to progress to the subsequent component as shown in Figure 6.3. Consequently,

we anticipate longer response times with more variation in the latter architecture.
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Henceforth, we refer to the first design as the “Small System” and the second one

as the “Large System”.

6.1.1 Small System

To simulate the Small System, we utilized a modified version of the Markov Chain

probabilities outlined in Figure 6.2, which represents the first type of LDSS charac-

terized by lower user interaction. For simplicity and as depicted in Figure 6.2, it is

assumed that all servers, excluding the initial web server, have an identical 0.27 prob-

ability of advancing the workload onto the next server in the sequence. The Figure 6.2

transition probabilities are a simplified version of those of the actual industry-held

production system, as detailed in [4].

1.0

Start Session

0.4

0.6

Type 1
0.27

0.73

Type 2(B)
0.27

0.73

Type 2(C)

0.73

0.27
Type 2(D)

0.73

0.27
Type 2(A)

End Session
1.0

Type 2(D)

Figure 6.2: Markov Chain for the small system.

Within the conducted cloud-deployed LDSS simulations, run-time performance is

assessed via measuring the within-cloud application-layer response time encompassing

the entire session duration from when a http client request enters the modelled cloud

environment to be serviced to when the subsequent LDSS response leaves the modeled

cloud environment. The above SaaS LDSS is modelled as a distributed cloud-deployed

system composed of a sequence of 6 servers communicating via TCP/IP within the

modelled cloud internal network.

6.1.2 Large System

The second system augments the first system, with sessions now being relatively

longer due to the addition of more states to the Markov chain. This adjustment is

accompanied by higher probabilities of transitioning to the next state, increasing from

0.27 to 0.9, as illustrated in Figure 6.3.
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1.0

Start Session

1.0
Type 1

0.9

0.1

Type 2 (B)
0.9

0.1

Type 2(C)

0.1

0.9
Type 2 (D)

0.1

0.9
Type 2 (A)

End Session
0.1

0.9
Type 2 (D)

1.0

Type 2 (E)

Figure 6.3: Markov Chain for large system.

6.1.3 Workload

For both systems, keeping the system’s structure, we simulated and assessed them by

subjecting them to two of the most common workload patterns:

• Poisson Traffic: Inter-arrival times between requests follow an exponentially

distributed pattern with a configurable parameter λinter.

• Bursty Traffic: Bursts of requests arrive at the system simultaneously for a

specified time duration in an on/off manner.

Additionally, the think time between phases within each session was modeled as an

exponential distribution with a configurable parameter λthink. However, to facilitate

comparison among different scenarios as will be explained in the next sections, we

applied the same λthink and λinter value across all of them. This ensured consistency

in the simulation setup, allowing for meaningful comparisons of results across various

experimental conditions.

While a quite simple LDSS is explored in this work, our constructed simulator is

fully capable of modeling far more complex systems. Focusing on a relatively simple

SaaS system though is more useful to support the research focus on assessing and

more fully understanding cloud-induced performance variability and predictability

constraints, given more complex LDSS and workloads can easily mask out the actual

sources of observed run-time predictability issues.
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6.2 Simulator

This simulator enhances our previous work introduced in [30], enabling simulation of

load balancing, resource sharing, and VM/container scheduling. This enhancement

allows for the simulation of an arbitrary number of interconnected servers to handle

requests efficiently. It enables us to incorporate the richness of modern cloud comput-

ing LDSS deployments, encompassing operating system schedulers, application-layer

clients, physical servers, VMs within servers, containers within VMs, and more.

The developed simulator is built upon the latest version of the OMNET++ dis-

crete event simulation platform, OMNET++ V5.6.2 [31] (Objective Modular Network

Testbed in C++ [274; 275]). To enable full simulation of network layers and proto-

cols, the INET framework is utilized. As for the application layer protocol, TCP is

adopted as this is the protocol used in the exemplar system of [4]. The simulator has

been implemented such that various attributes, including OS scheduling and queue

drops, can be enabled or disabled, or attributes such as server utilization rate can be

adjusted within any given simulation run. Hence, the impacts of each attribute on

performance predictability can be properly assessed in isolation. A full detailed de-

scription of the developed OMNet++ simulator and relevant design choices provided

in the following sub-Sections.

6.2.1 Simulator Architecture

Our simulator is implemented on top of OMNET++, a modular, component-based

C++ simulation library and framework. While OMNET++ is primarily utilized for

network simulation, its core lacks models for network protocols such as IP or HTTP.

Therefore, external libraries are required to incorporate these protocols. Among the

commonly used ones is INET, which offers a diverse range of models for various

network protocols, layers, and technologies, including TCP, IPv6, BGP, and more.

We employed the INET framework to fully simulate all the necessary network layers

and protocols. TCP serves as the application layer protocol, mirroring the protocol

used in the production industry system employed as the simulation’s LSS exemplar.

Alternate simulation frameworks, such as ns-2 [276] or ns-3 [277], were not used as

these tend to abstract out packet-level payload details in favor of improved simulation

performance. These packet-level payload details though are critical in the run-time

analyses of LDSSes.
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Figure 6.4: Simulator architecture.

Each simulation consists of sets of clients and servers interacting over a modeled

cloud network and deployment environment. All the network components including

the components needed for communication between different nodes in the cloud or

inside each physical node or in application layers, are sourced from INET framework.

Each simulation has several workload generators embedded in clients and concurrently

sending ”http” requests to the servers using TCP protocol. Each server in the cloud

represents a physical host that hosts several virtual machines. While we haven’t

implemented detailed hardware components such as CPU, memory, and storage, we

have implemented a hypervisor scheduler to emulate resource sharing among hosted

virtual machines. Each virtual machine can host multiple containers and applications,

competing for available resources. The high-level architecture of the simulation is

illustrated in Figure 6.4.
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6.2.2 Simulator’s Main Components

• Client Node:

The “Client Node” is one of the most important components of the simulation

because serves as a tool for modeling the behavior and interactions of the sim-

ulated system’s clients within the simulated cloud environment. Each “Client

Node” is represented as a physical node that emulates either an IPv4 or IPv6

and is equipped with SCTP, TCP, UDP, and an application layer that sup-

ports the execution of multiple workload generator applications simultaneously.

The “Client Node” aggregates performance measures such as response times

and failed requests from all running workload generator applications, providing

client-side performance measurements of the simulated system.

– Workload Generators:

“Client Node” hosts applications which are responsible to generate the

workload for a request-response style protocol over TCP. They can be

used as a rough model of HTTP or FTP users which are compatible with

both IPv4 and IPv6.

A workload generator application is tasked with orchestrating interac-

tions with server modules in accordance with the prescribed communi-

cation protocols and application logic. This entails tasks such as estab-

lishing and managing connections, transmitting data packets, processing

acknowledgments, and overseeing mechanisms for timeout handling and

re-transmission strategies as necessitated by the simulated scenario. INet

provides full support for all network protocol details, including TCP/IP

handshaking, etc.

A client application communicates with the server via sessions. Within

each session the client initiates a single TCP connection to the server,

transmits multiple requests, ensuring it receives the complete reply before

sending the next request, and subsequently closing the connection.

– Ergodicity Test Client:

We have introduced a new client application named the “Ergodicity Test

Client”, which not only serves as a workload generator but also includes

the essential components for implementing reliable protocols. These com-

ponents incorporate mechanisms for timeout handling and re-transmission

strategies. Furthermore, the “Ergodicity Test Client” application imple-
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ments the on/off bursty traffic pattern, capable of generating bursts of

traffic based on specified burst length parameters. This module collects

performance measures such as response time, failed requests, end-to-end

delays, as well as sent and received packets. Table 6.1 lists the configura-

tion parameter within the Client Node module.

Table 6.1: Configuration parameters within the Client Node module

Configuration
Parameter

Description

Local address The address of the local client node
Local port The port number of the local client node
Connect address The address to which the client node connects
Connect port The port number to which the client node connects
Start time The time when the client node starts its operation
Stop time The time when the client node stops its operation
Number of requests
per session

The number of requests per session, which depends on
workload structure

Request length The length of each request, which can be stochastic
Reply length The length of each reply, which can be stochastic
Think time
distribution

The distribution that determines the time between two
consecutive requests

Idle interval
distribution

The distribution that determines the idle time between
two client sessions

Reconnect interval
The interval for retrying to connect to the server in
case of losing the connection

• Internet Cloud:

In the most recent version of INET framework, there is a new module called the

“InternetCloud” which implements IPV4 routers in cloud communications that

can delay or drop packets while retaining their order based on which interface

card the packet arrived on and on which interface it is leaving the cloud. Our

simulator uses this component for handling communications between nodes in

the simulator. This module lets us configure the delay, drop and data-rate

parameters via XML file.

• Servers:

Each cloud server in the simulation represents a physical server equipped with an

IPv4/IPv6 host, along with support for SCTP, TCP, and UDP communication
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protocols. Additionally, each server is equipped with an application layer that

enables the concurrent execution of multiple virtual machines (VMs) within

its infrastructure. Furthermore, a hypervisor scheduler is integrated into each

physical server, tasked with ensuring fair scheduling among the virtual machines

it hosts.

The number of VMs hosted on each server is configurable, allowing users to

adjust this parameter according to their simulation requirements. This config-

urability enables the customization of the simulation environment to explore

various deployment scenarios and evaluate the performance of cloud-based sys-

tems under different VM configurations.

– Hypervisor Scheduler:

Whenever a new virtual machine get created on the physical host, this

module assigns a queue for it which keeps all the requests in order. The

queues get on and off depending on the scheduler configurations. By de-

fault, the scheduler is a fair scheduler with a configurable share amount.

A turned-on queue means that the according virtual machine is up and

running, using the system resources to respond to the requests. There is

a small configurable service time associated with processing each queue’s

request to mimic the scheduling overhead and physical host resource usage.

The configurable parameters for each modeled queue within an OS Sched-

uler layer are given in Table 6.2.

Table 6.2: Configurable parameters for each modeled queue within an OS Scheduler
layer

Configuration
Parameter

Description

Capacity If set, it may result in queue drops.

Fetching algorithm
Options include priority, random, round-robin, and
longest queue.

Service time Mimics the overhead associated with processing.

Status
Determines if there are other unknown loads on the
server.

Sleep time Effective when there are other VMs on the server.
Scheduler Share Effective when there are other VMs on the server.
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– Virtual Machines:

Each virtual machine can accommodate several application/containers.

Virtual machine module has an operating system scheduler which is re-

sponsible to do a fair scheduling between applications/containers. This

scheduler is similar to the hypervisor scheduler with configurable share

amount and service time. This approach is chosen as it models real-world

commercial cloud deployments in which clients deploy their containers into

VMs they have leased on within a given cloud platform (or facility).

– Applications or Containers:

Containers execute server applications to model TCP-based request-reply

style protocols or applications. This module is designed to handle any

number of incoming TCP connections and expects messages specifying the

desired size of the reply (in bytes). The server application adjusts the

length of the received message accordingly and sends back the modified

message object. Additionally, the reply can be delayed by a constant time.

The per-container configurable parameters are: local address, local port,

and reply delay.

6.3 Simulation-based Validation of DST-derived In-

sights

This Section details specific simulation scenarios and results that have been conducted

to investigate the insights derived from the DST theory regarding LDSS performance

predictability. The focus of these simulations is on assessing the underlying cdfs

describing the simulated LDSS’s performance behavior and how they vary across

different independent simulation runs. More formally, the analyses assess the BET-

compliance of the simulations. More specifically, the interest lies in the richness of the

family of cdfs producible under any given simulation scenario and set of experiment

runs (or ensemble). A wider variety of producible cdfs indicates larger losses in run-

time performance predictability. For these assessments, the focus is restricted to

evaluating the application layer response times of the simulated LDSS.
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Figure 6.5: Distributed system architecture with seven nodes which is equivalent
to large system’s Markov Chain.

6.3.1 Simulation Scenarios

The described user-system interaction in both “Small’ and “Large” systems corre-

spond to distributed systems comprising six and seven layers or middle servers com-

municating over the network, as illustrated in Figure 6.5 for the Large System. This

architecture closely resembles the popular micro-architectures observed in modern

systems. Throughout our experiments, we consistently utilized six and seven layers

across all scenarios to ensure comparability. However, it’s worth noting that in our

simulator, the number of layers and their associated probabilities are entirely config-

urable. This flexibility allows for the simulation of both smaller and larger distributed

systems, accommodating a diverse range of architectural configurations.

Comparing to modern LDSS, both “Small” and “Large” systems are considered

non-complex systems which can be modelled using Markov chains and therefore their

performance behavior expected to be predictable and well-behaved. The main ob-

jective of simulating such systems is to demonstrate that even in supposedly simple

well-behaved systems, if we break the BET-compliance rules then we lose predictabil-

ity. To assess run-time performance, we measure the within-cloud application-layer

response time simulating progressively complex scenarios as shown in Table 6.3

By providing configurable workloads and distributed system architectures, and

by employing six key scenarios spanning from simple to complex, we can facilitate
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Table 6.3: Description of conducted Monte Carlo experiment scenarios.

Experiment Description Pages

Scenario 1 System with uncontested resources and infinite
queues.

179 to 194

Scenario 2 System with uncontested resources and finite
queues.

194 to 207

Scenario 3 System with shared servers servicing fixed number
of VMs with infinite queues.

207 to 215

Scenario 4 System with shared servers servicing fixed number
of VMs with finite queues.

216 to 224

Scenario 5 System with shared servers servicing dynamic
varying load with infinite queues.

224 to 232

Scenario 6 System with shared servers servicing dynamic
varying load with finite queues.

232 to 242

effective comparison between the performance of a straightforward BET-compliant

software system and that of more realistic, BET non-compliant systems. Moreover,

the flexibility to toggle various factors such as reliable protocol, queue drops, or

resource competition in the simulation allows us to systematically investigate and

understand how these different elements influence system performance predictability

in cloud environments.

In each scenario, we imposed both distinct incoming workloads on the system.

The first involved a regular workload characterized by a Poisson distribution (P).

The second workload was of a bursty (B) nature, with intermittent surges of requests

flooding the system at a rate 10 times higher than the normal traffic. The volume

and duration of these bursts are adjustable within the simulator. In this Chapter, the

term “Request” refers to the complete session, while “Internal Request” denotes

the back-and-forth requests between middle servers.

Furthermore, within each scenario, we conduct simulations using both a reliable

protocol (TCP) and a non-reliable protocol (UDP) to evaluate the impact of reliable

protocols on performance predictability. In reliable protocol, if we don’t get response

from any components of the system in an expected time window e.g. 32s, then we

re-send the request and this process will be repeated for maximum of 8 times. In

non-reliable protocol, we wait for a specified time period e.g. 128s, and if we don’t

get any response, we consider the request as a failed request and we proceed with the

next request. It should be noted that in the response time figures for all scenarios,

only successful requests considered to have a response time.
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The resulting six distinct scenarios with their variations as summarized in Table

6.51 serve as a sufficient test suite for the developed simulator while also enabling

the derived DST insights to be properly assessed, i.e., whereby extraneous factors are

abstracted out of the LDSS application-layer simulations so as to focus on the core

issues leading to performance predictability losses. In Table 6.51, “Sx-Ey” indicates

the scenario number and the experiment number within that scenario. For example,

S3-E6 represents experiment 6 within scenario 3. System can be either “Small” (S)

or “Large” (L) and the scheduling refers to either a common hypervisor OS fair

scheduling (F) or a quiescent scheduling without resource competition (Q). Servers

can either have a static number of VMs assigned to them (S) or they can have a

dynamically varying load (D) assigned to them. Queues can be either very large

to simulate infinite queues without queue drops (I) or finite queues (F) with queue

drop possibilities. This approach allows experiments to be easily differentiated by

their coded labeling. For example, [S:P:F:F:TCP:S], denotes a simulation of a small

system servicing Poisson traffic on a shared server with static load and fair scheduling

having finite queues using TCP protocol.

In each simulation run, for the sake of consistency between different scenarios,

the same number of workload generators were used for the same type of workloads.

For normal traffic, 10 workload generators concurrently dispatch ”http” requests to

the system. For bursty traffic, 100 workload generators are used in the same man-

ner. Each session mirrors one user’s interaction with the system, aligning with the

workload model illustrated in Figure 6.2 and Figure 6.3. Session time, measured

as the total response time, is recorded for each interaction. The shared simulation

parameters, common across all simulations, are summarized in Table 6.5.

Each simulation run’s overall system response time distribution is computed as the

aggregate of all the response time distributions computed for each simulated workload

generator, as illustrated in an example with 14 workload generators in Figure 6.6. For

ease of comparison between runs, these are then combined into the resulting overall

system response time distribution, as shown in Figure 6.7. However, this process

results in the same overall system response time distribution that would occur if the

raw response time data were first aggregated and then used to produce the overall

cross-ensemble response time distribution. Figures 6.6 and 6.7 highlight the statisti-

cal simplicity of the incoming workloads and, hence, that workload complexities are

not the source of the observed run-time behavioral complexities.
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Table 6.4: Comparison of simulation scenarios and experiments with various con-
figurations and workloads.

Set of
Conducted Simulations

(Ordered by increasing complexity)
Ensemble

Code
System
(S/L)

Workload
(P/B)

Scheduling
(F/Q)

Queue
(F/I)

Protocol
(TCP/UDP)

Load
(S/D)

S1-E1 (100) S P Q I TCP S
S1-E2 (100) S P Q I UDP S
S1-E3 (100) L P Q I TCP S
S1-E4 (100) L P Q I UDP S
S1-E5 (100) S B Q I TCP S
S1-E6 (100) S B Q I UDP S
S1-E7 (100) L B Q I TCP S
S1-E8 (100) L B Q I UDP S

S2-E1 (100) S P Q F TCP S
S2-E2 (100) S P Q F UDP S
S2-E3 (100) L P Q F TCP S
S2-E4 (100) L P Q F UDP S
S2-E5 (100) S B Q F TCP S
S2-E6 (100) S B Q F UDP S
S2-E7 (100) L B Q F TCP S
S2-E8 (100) L B Q F UDP S

S3-E1 (100) S P F I TCP S
S3-E2 (100) S P F I UDP S
S3-E3 (100) L P F I TCP S
S3-E4 (100) L P F I UDP S

S4-E1 (100) S P F F TCP S
S4-E2 (100) S P F F UDP S
S4-E3 (100) L P F F TCP S
S4-E4 (100) L P F F UDP S

S5-E1 (100) S P F I TCP D
S5-E2 (100) S P F I UDP D
S5-E3 (100) L P F I TCP D
S5-E4 (100) L P F I UDP D

S6-E1 (100) S P F F TCP D
S6-E2 (100) S P F F UDP D
S6-E3 (100) L P F F TCP D
S6-E4 (100) L P F F UDP D
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Table 6.5: General simulation parameters.

Simulation Parameter Value

Performance Measure Application Layer Response Time
No. of Independent Runs 100
Idle time distribution p(x) = λe−λx;λ = 1/100 ms
Think time distribution p(x) = λe−λx ; λ = 1/10 ms
Service time per server p(x) = λe−λx ; λ = 1/300 OR λ = 1/400 ms
Simulation time 36× 105 and 36× 106 ms (1h and 10h)

Figure 6.6: Per-workload generator produced workload response time.

It should be noted that in Figure 6.6, the term “Client” refers to an individual soft-

ware system acting as a cloud customer, while ”app” represents workload generators

containing TCP client applications that generate ”http” requests. These applications

interact with the web server based on our Case Study’s Markov Chain model.

As per Table 6.51,all simulations were conducted and analyzed over independent

sets of 100 Monte Carlo runs. This resulted in a total of 3,200 conducted experiments

across the 32 experiment scenarios.
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Figure 6.7: Aggregated system’s response time for one simulation run.

6.3.2 Scenario 1: System with uncontested resources and in-

finite queues.

In the baseline simulation scenario, our exemplary distributed systems were deployed

in a cloud environment with dedicated servers and sufficiently large queues to pre-

vent queue drops. Note that, queue drops may still arise within the INET simula-

tion network layers and protocols, but sufficient resourcing levels are simulated such

that application-layer queue drop events do not arise. Within this scenario, we con-

ducted eight experiments involving both small and large distributed systems exposed

to both normal (Poisson) and bursty incoming traffic, employing both reliable and

non-reliable protocols. In each experiment, we initially presented the results from the

reliable protocol, as it is more common in practice. Then, for the sake of comparison,

we presented the results after removing the reliable protocol at the application layer.

Each experiment was repeated 100 times to enable the examination of the run-time

environment’s impact on the system’s performance behavior. In the first few exper-

iments, we conducted simulations for duration of 1 hour and 10 hours to investigate

whether the (weak) law of large numbers [33] applies as we collect more samples from

independent identical runs of the system.



181

6.3.2.1 S1-E1: Small distributed software system exposed to normal

traffic and employing reliable protocol [S:P:Q:I:TCP:S]

Figure 6.8 presents the application-layer response time pdfs and cdfs derived from

100 independent simulation runs of the exemplary distributed software system. All

runs within this experiment exposed to identical statistical Poisson workload, with

quiescent scheduling in which there is no resource competition. Table 6.6 provides

a summary of the simulation parameters for this experiment. Figure 6.8a and 6.8b

display the response time cdfs of the system over one hour and 10 hours of simulation

time, respectively. Figure 6.8c and 6.8d illustrate the associated pdfs. These figures

reveal that in this quiescent state, no statistically significant variations exist across the

100 independent experimental runs. The generated response time cdfs exhibit nearly

identical patterns, with any distinctions attributed to expected statistical variations

inherent in ergodic stochastic processes. More particularly, these results highlight that

within quiescent run-time environments, the distributed software system produces

highly consistent and, therefore, predictable performance results. Furthermore, due

to the system’s BET-compliant nature, the law of large numbers results in smoother

distributions as more data points are considered.

Table 6.6: S1-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms

6.3.2.2 S1-E2: Small distributed software system exposed to normal

traffic and employing non-reliable protocol [S:P:Q:I:UDP:S]

Experiment S1-E2 mirrors Experiment S1-E1, but with the application of a non-

reliable protocol. The results confirm and validate the DST-derived insights for quies-

cent software systems deployments where resource competition and queue drop events

do not occur. Consequently, the reliable protocol is lightly activated and therefore,

the performance results of the reliable and non-reliable protocols are almost identical.

Table 6.7 offers a summary of the simulation parameters for Experiment 2.



182

(a) S1-E1 one hour of simulation. (b) S1-E1 ten hours of simulation.

(c) S1-E1 one hour of simulation. (d) S1-E1 ten hours of simulation.

Figure 6.8: S1-E1 Application-layer response time distributions. [S:P:Q:I:TCP:S]

Table 6.7: S1-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms

6.3.2.3 S1-E3: Large distributed software system exposed to normal

traffic and employing reliable protocol [L:P:Q:I:TCP:S]

Experiment S1-E3 is akin to Experiment S1-E1, with the difference that the system

under test is the large distributed system wherein most sessions consist of 5 to 6

requests. All other simulation conditions, such as the incoming workload, processing

time at servers, etc., remain identical to Experiment 1. As in Experiment 1, all runs
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(a) S1-E2 one hour of simulation. (b) S1-E2 ten hours of simulation.

(c) S1-E2 one hour of simulation. (d) S1-E2 ten hours of simulation.

Figure 6.9: S1-E2 Application-layer response time distributions. [S:P:Q:I:UDP:S]

are exposed to identical statistical workloads, with no resource competition or queue

drop events. Table 6.8 provides a summary of the simulation parameters for this

experiment.

Table 6.8: S1-E3 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms
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Figure 6.10c and 6.10d depict the response time pdfs of the system over one hour

and 10 hours of simulation time, respectively. Correspondingly, Figure 6.10a and

6.10b illustrate the associated cdfs. These figures unveil that in this quiescent state,

irrespective of the system’s size, no statistically significant variations are evident

across the 100 independent experimental runs. Additionally, due to the similarity in

the number of requests per session, the pdfs exhibit a more symmetric shape compared

to those of our smaller system, where the probability of sessions with fewer requests

is higher. The generated response time cdfs demonstrate nearly identical patterns,

with any discernible differences attributed to expected statistical variations inherent

in ergodic stochastic processes. These results highlight that within quiescent run-

time environments, the large distributed software system produces highly consistent

and, therefore, predictable, performance results. Furthermore, similar to the small

system, due to the system’s BET-compliant nature, the law of large numbers results

in a smoother distribution as more data points are considered.

6.3.2.4 S1-E4: Large distributed software system exposed to normal

traffic and employing non-reliable protocol [L:P:Q:I:UDP:S]

Experiment S1-E4 replicates the structure of the previous one, focusing on a large

distributed software system operating under normal traffic conditions but with the

omission of a reliable protocol at the application layer. The main objective here is

to explore the variation in the performance behavior of the system resulting from the

removal of the reliable protocol from the application layer. Given the BET-compliant

nature of the system and insights derived from DST in Chapter 5, the reliable pro-

tocol in the previous experiment is not frequently triggered in a manner that could

impacts the system’s BET-compliance or its performance behavior. Consequently, the

expectation is that the removal of the reliable protocol may not affect the system’s

performance behavior. Table 6.9 summarizes the parameters used for experiment 6.

The results obtained from the simulation, as depicted in Figures 6.11a to 6.11d,

validate the expectations derived from the DST-driven insights outlined in Chapter

5.
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(a) S1-E3 one hour of simulation. (b) S1-E3 ten hours of simulation.

(c) S1-E3 one hour of simulation. (d) S1-E3 ten hours of simulation.

Figure 6.10: S1-E3 Application-layer response time distributions. [L:P:Q:I:TCP:S]

Table 6.9: S1-E6 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms

6.3.2.5 S1-E5: Small distributed software system exposed to bursty

traffic and employing reliable protocol [S:B:Q:I:TCP:S]

Experiment S1-E5 replicates the conditions of Experiment S1-E1 but introduces an

incoming bursty workload, consisting of bursts lasting 300 seconds with a traffic in-
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(a) S1-E4 one hour of simulation. (b) S1-E4 ten hours of simulation.

(c) S1-E4 one hour of simulation. (d) S1-E4 ten hours of simulation.

Figure 6.11: S1-E4 Application-layer response time distributions. [L:P:Q:I:UDP:S]

tensity at least 10 times higher. It should be noted that the burst length and intensity

is configurable. Upon the arrival of a burst, the queues begin to accumulate, allowing

the initial requests to be processed similar to a normal traffic. However, subsequent

requests encounter prolonged waits within the queues of each server. As the burst

concludes, the queues gradually diminish until the occurrence of the next burst. With

the reliable protocol, we resend requests whenever we don’t receive a reply from any

server within 32 seconds. This occurrence is frequent as the burst progresses. This

behavior overloads the server and disrupts the natural order of requests, resulting

in long delays in response times as shown in Figures 6.12a to 6.12d but the occur-

rences are not large enough to make the performance behavior unpredictable within

the experiment. Table 6.10 provides a summary of the simulation parameters for

Experiment 3.
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Table 6.10: S1-E3 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 300s
Burst Intensity 10x
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/300 ms

(a) S1-E5 one hour of simulation. (b) S1-E5 ten hours of simulation.

(c) S1-E5 one hour of simulation. (d) S1-E5 ten hours of simulation.

Figure 6.12: S1-E5 Application-layer response time distributions. [S:B:Q:I:TCP:S]



188

6.3.2.6 S1-E6: Small distributed software system exposed to bursty

traffic and employing non-reliable protocol [S:B:Q:I:UDP:S]

Experiment S1-E6 replicates the conditions of Experiment S1-E3 but applying a non-

reliable protocol. Using a reliable protocol in Experiment 3 entails re-sending the

request if no response is received within a specified time frame. This, in turn, leads

to heightened queue congestion, consequently causing longer response times as shown

in Figures 6.12a to 6.12d, compared to the non-reliable protocol shown in Figures

6.13a to 6.13d. Without the reliable protocol, we simply wait for the response to

arrive. For each middle server, for the sake of simplicity in comparison, we wait four

times the timeout time used in the reliable protocol, which in this case equals 128

seconds, before considering it a failed request. Consequently, we observe bumps in

the pdf, indicating system’s 5 phases in each requests require an additional processing

step. These jumps are observable because the requests maintain their arrival order,

unlike in the case of the reliable protocol. Table 6.11 provides a summary of the

simulation parameters for Experiment 4.

Table 6.11: S1-E4 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 300s
Burst Intensity 10x
System Architecture Small system in Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/300 ms

In the comparison of reliable and non-reliable protocols for bursty traffic, it is

observed that the system applying non-reliable protocol has shorter response times at

the 95th percentile around 125 normalized time steps compared to the reliable protocol

system’s 250 steps. However, at the 90th percentile, the difference in response times is

less which presents the consequences of request resending that can strain the server,

resulting in longer response times and increased failure rates. Consequently, the

system with the reliable protocol experiences a failure rate of approximately 14%. In

contrast, the non-reliable protocol system logs no failures, suggesting that a timeout

of 128 seconds is sufficient for waiting for each server to handle the incoming request
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(a) S1-E6 one hour of simulation. (b) S1-E6 ten hours of simulation.

(c) S1-E6 one hour of simulation. (d) S1-E6 ten hours of simulation.

Figure 6.13: S1-E6 Application-layer response time distributions. [S:B:Q:I:UDP:S]

load. It is worth noting that shorter timeouts might also lead to failures in systems

using non-reliable protocols.

6.3.2.7 S1-E7: Large distributed software system exposed to bursty

traffic and employing reliable protocol [L:B:Q:I:TCP:S]

Experiment S1-E7 mirrors the conditions of Experiment S1-E5 but on a larger dis-

tributed system. The incoming traffic consists of on-and-off bursts with a traffic

intensity at least 10 times higher. It’s important to note that both the burst length

and intensity are configurable parameters in our simulator. When there is no queue

drop, the reliable protocol merely exacerbates queue congestion, resulting in gener-

ally longer response times. The burst length indicates the duration of bursts in the

incoming workload. In three separate tests within this experiment, burst lengths of

150 seconds, 300 seconds, and 500 seconds were explored, with equal durations for
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both the “on” and “off” periods. Table 6.12 provides a summary of the simulation

parameters for Experiment S1-E7.

Table 6.12: S1-E7 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 150s, 300s, 500s
Burst Intensity 10x
System Architecture Large system in Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/300 ms

The results clearly indicate that bursty traffic in larger systems triggers the reliable

protocol to a significant extent, disrupting the system’s BET-compliant state and

leading to unpredictable performance behavior regardless of the burst length. In

reality, the burst length can vary over time, exacerbating the situation by causing

transitions between these cdfs. The following figures present the results of simulations

for bursts of lengths 150, 300, and 500 seconds, respectively. We can compare these

cdfs at their 95th percentile. From the figures, we can see that the worst-case scenario,

with the longest response time and the widest cdfs, occurs for bursts with a length

of 150s because the off time is not long enough to conclude the burst. On the other

hand, from all figures, we observe that the more the reliable protocol triggers, the

higher the congestion, leading to more and more triggers of the reliable protocol,

which causes the systems’ response time behavior to diverge further from each other.

6.3.2.8 S1-E8: Large distributed software system exposed to bursty

traffic and employing non-reliable protocol [L:B:Q:I:UDP:S]

Experiment S1-E8 replicates the conditions of Experiment S1-E7 but applies a non-

reliable protocol. Using a reliable protocol in Experiment 7 entails resending the

request if no response is received within a specified time frame. This, in turn, leads

to heightened queue congestion, consequently causing longer response times as shown

in Figures 6.14a to 6.14f, compared to the non-reliable protocol shown in Figures

6.15a to 6.15f.
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(a) S1-E7 - cdfs for burst length of 150s. (b) S1-E7 -pdfs for burst length of 150s.

(c) S1-E7 - cdfs for burst length of 300s. (d) S1-E7 - pdfs for burst length of 300s.

(e) S1-E7 - cdfs for burst length of 500s. (f) S1-E7 - pdfs for burst length of 500s.

Figure 6.14: S1-E7 Application-layer response time distributions. [L:B:Q:I:TCP:S]

Table 6.13 provides a summary of the simulation parameters for Experiment S1-

E8. It should be noted that for each middle server response, we wait 128s before we

consider it a failed internal request.

From the simulation results illustrated in Figures 6.15a to 6.15f, it is evident that

eliminating the reliable protocol from the application layer irrespective of the burst

length, restores the system to a BET-compliant state. This restoration brings back

performance predictability and validates the DST-driven insights from Chapter 5.
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Table 6.13: S1-E8 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 150s, 300s, 500s
Burst Intensity 10x
System Architecture Large system in Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/300 ms

6.3.2.9 Scenario 1 Results Summary

We summarized the configurations and results of scenario 1 experiments in Table 7.2.

The burst’s length is 300s for the bursty traffic results in S1-E5 to S1-E8.

Table 6.14: Scenario 1 experiments results comparison.

Ensemble
Code

Experiment
Code

Failure Rate
[Min. , Max.]

Response Time (NTS)
Percentiles [Min. , Max.]

90th 95th 99.99th

S1-E1(100) S:P:Q:I:TCP:S [0.0% , 0.0%] [11.2 , 12.0] [14.0 , 14.5] [28.5 , 43.2]

S1-E2(100) S:P:Q:I:UDP:S [0.0% , 0.0%] [11.2 , 12.0] [13.6 , 14.0] [27.0 , 45.0]

S1-E3(100) L:P:Q:I:TCP:S [0.0% , 0.0%] [30.0 , 31.0] [31.5 , 32.5] [39.0 , 61.5]

S1-E4(100) L:P:Q:I:UDP:S [0.0% , 0.0%] [30.0 , 31.0] [31.5 , 32.5] [39.0 , 63.0]

S1-E5(100) S:B:Q:I:TCP:S [0.0% , 0.0%] [120.0 , 135.0] [230.0 , 238.0] [510.0 , 590.0]

S1-E6(100) S:B:Q:I:UDP:S [0.0% , 0.0%] [110.0 , 114.0] [125.0 , 130.0] [205.0 , 270.0]

S1-E7(100) L:B:Q:I:TCP:S [0.0% , 0.0%] [630.0 , 860.0 [710.0 , 920.0] [900.0 , 1260.0]

S1-E8(100) L:B:Q:I:UDP:S [0.0% , 0.0%] [200.0 , 204.0] [205.0 , 214.0] [260.0 , 285.0]

Note that in none of the experiments conducted in Scenario 1, did we encounter

any failed requests. This is primarily because, with the non-reliable protocol, there

were no queue drops, and the timeout duration for each reply was sufficiently long

to prevent failed requests. Similarly, for the reliable protocol, the situation remained

the same. However, it’s important to note that using smaller timeout durations could

potentially lead to failed requests. We further conducted additional experiments with

shorter timeouts (16s and 8s), resulting in instances of failed requests. The results

of these experiments are detailed in the appendix. Moreover, the only variations in

performance observed when the reliable protocol triggered enough in experiments S1-

E5 and S1-E7 which is validating the DST-driven insights from Chapter 5 about the
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(a) S1-E8 - cdfs for burst length of 150s. (b) S1-E8 - pdfs for burst length of 150s.

(c) S1-E8 - cdfs for burst length of 300s. (d) S1-E8 - pdfs for burst length of 300s.

(e) S1-E8 - cdfs for burst length of 500s. (f) S1-E8 - pdfs for burst length of 500s.

Figure 6.15: S1-E8 Application-layer response time distributions. [L:B:Q:I:UDP:S]

role of reliable protocol in producing wandering sets of non-zero measure which lead

system to a BET non-compliant system with unpredictable performance behavior.

Therefore, the main reason we see unpredictable performance with bursty workload

is due to the reliable protocol triggers.
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Table 6.15 compares the simulations conducted in Scenario 1 according to their

compliance with the four Software Engineering Design Rules formally derived from

Chapter 5 analyses and summarized in Section8.1.1.

Table 6.15: Comparison of simulations conducted in Scenario 1 according to com-
pliance with software engineering design rules.

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S1-E1 (100) S:P:Q:I:TCP:S ✓ ✓ ✓ ✓ ✓ 6.8
S1-E2 (100) S:P:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.9
S1-E3 (100) L:P:Q:I:TCP:S ✓ ✓ ✓ ✓ ✓ 6.10
S1-E4 (100) L:P:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.11
S1-E5 (100) S:B:Q:I:TCP:S ✓ ✗ ✓ ✗ ✗ 6.12
S1-E6 (100) S:B:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.13
S1-E7 (100) L:B:Q:I:TCP:S ✓ ✗ ✓ ✗ ✗ 6.14
S1-E8 (100) L:B:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.15

6.3.3 Scenario 2: System with uncontested resources and

finite queues

Scenario 2 is different from Scenario 1 by the introduction of non-zero probabilities for

queue drops at the application layer. Operating under the same workload and without

resource competition as in Scenario 1, Scenario 2’s focus is on examining the impact of

the application-layer queue drops on system performance. Additionally, as in Scenario

1, queue drop events may still occur at the application level within the INET simulated

network layers and protocols. The following Figures and experiments display the

outcomes of application-layer response time cdfs generated from 100 independent

simulation runs in each experiment. These figures highlight that the introduction of

application-layer queue drops induces variations between the cdfs that did not arise

under Scenario 1. More particularly, the Scenario 2 cdfs would now fail standard

statistical goodness-of-fit tests.

This result is expected through the DST-derived insights due to the application-

layer queue drops introducing wandering sets of non-zero measure into the DST.

Moreover, as TCP is used as the application-layer protocol, the queue drops result in
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the re-transmission of any dropped application-layer events. From a DST perspective

these re-transmissions create a loss of measure invariance, which also gives rise to the

variations in the cdfs. As can be seen, the resulting Scenario 2 cdfs highlight a decrease

in performance predictability in that the resulting cdfs now exhibit an increased

dependence on each run’s initial conditions. Hence, data collected from one run

can no suffices to provide sufficient information to predict the system’s performance

in other runs, where information in these sense denoted Shannon information. The

introduction of application-layer queue drop event has therefore transitioned the BET-

compliant software system of Scenario 1 to the BET non-compliant software system

of Scenario 2. Experiments S2-E1 to S2-E4 simulate a small distributed system, as

illustrated in Figure 6.2, employing both normal and bursty on/off workload with

both reliable and non-reliable protocols. Experiments S2-E5 to S2-E8 replicate the

same conditions but simulate a larger distributed system, as depicted in Figure 6.3.

6.3.3.1 S2-E1: Small distributed software system exposed to normal

traffic and employing reliable protocol with possible queue drops

[S:P:Q:F:TCP:S]

Figure 6.16 presents the application-layer response time cdfs for the small distributed

system exposed to normal traffic, derived from 100 independent simulation runs of

the exemplary distributed software system. All runs within this experiment exposed

to identical statistical workloads, with no resource competition but possible queue

drop events. The following table provides a summary of the simulation parameters

for Experiment S2-E1.

Table 6.16: S2-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Finite with possible queue drops
Service time per server p(x) = λe−λx ; λ = 1/400 ms

Across the 100 runs, varying rates of queue drops were observed, resulting in

between 0 to 150 failed requests in each run, compared to approximately 60,000 suc-

cessful requests. Comparing this outcome with the results of Experiment 1 of Scenario
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1, (S1-E1), it becomes evident how queue drops lead to multiple re-sends of requests

(with a maximum limit of 8 retries per missed request) and subsequently contribute

to increased queue congestion and longer response times. While the maximum re-

sponse time in S1-E1 was 46 normalized time steps, it escalated to around 360 steps

in experiments with more frequent queue drops. In fact, the maximum response time

ranged from 35 to 364 across the 100 runs, depending on the occurrence of queue

drops.

Based on the insights from Chapter 5, Experiment S2-E1 violates the Software

Engineering Design Rule 1 and 2 (summarized in 8.1.1) which results in producing

two types of wandering sets of non-zero measure which in turn leads to a BET non-

compliant system. The simulation results depicted in Figure 6.16 validates the result

of formal analysis in Chapter 5.

Figure 6.16: S2-E1 Application-layer response time distributions. [S:P:Q:F:TCP:S]

6.3.3.2 S2-E2: Small distributed software system exposed to normal

traffic and employing non-reliable protocol with possible queue

drops. [S:P:Q:F:UDP:S]

Experiment S2-E2 mirrors Experiment S2-E1, but with removing the reliable protocol

effect. The results confirm and validate the insights derived from DST for software

system deployments where queue drop events may occur. Experiment S2-E2 and
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S2-E4 are one of the most important experiments because they isolate the impact

of queue drops on the system. A summary of the simulation specific parameters for

S2-E2 is provided in Table 6.17.

Table 6.17: S2-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Finite with possible queue drops
Service time per server p(x) = λe−λx ; λ = 1/400 ms

Figure 6.17 presents the outcomes of Experiment 2, where the reliable protocol was

excluded compared to Experiment 1. Throughout the 100 runs, varying rates of queue

drops were observed, resulting in failure rates between 0.01% to 1.6%. Comparing

these results with those of S1-E2, it becomes evident how queue drops contribute to

variations in response time cdfs. While the maximum response time in S1-E1 was

46 time steps, it increased to around 60 in runs with larger queues and therefore

less frequent queue drops. The slight increase in response time is due to overhead

of queue drops and finite queue management compared to infinite queues. In fact,

across the 100 runs, the maximum response time ranged from 19 to 59, depending on

the frequency of queue drops. In shorter queues, we have a better response time for

successful requests but a higher failure rate.

Based on the insights from Chapter 5, Experiment S2-E2 violates the Software

Engineering Design Rule 1 (summarized in 8.1.1), which results in wandering sets of

non-zero measure and leads to a BET non-compliant system. The simulation results

depicted in Figure 6.17 validate the result of formal analysis in Chapter 5.

6.3.3.3 S2-E3: Large distributed software system exposed to normal

traffic and employing reliable protocol with possible queue drops

[L:P:Q:F:TCP:S]

Experiment S2-E3 replicates S1-E3 but introduces queue drops into the system. Simi-

lar to previous observations, this leads to the re-sending of dropped requests/internal

requests, causing congestion in queues. Consequently, longer waiting times ensue,

triggering additional re-sending of requests due to timeouts, thereby perpetuating
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Figure 6.17: S2-E2 Application-layer response time distributions. [S:P:Q:F:UDP:S]

longer queues and response times compared to S1-E3. In runs with more queue drops,

response times increase from around 75 normalized time steps to 500 steps. Based

on the insights from Chapter 5, Experiment S2-E3 violates Software Engineering De-

sign Rules 1 and 2 (summarized in 8.1.1), resulting in the production of two types

of wandering sets of non-zero measure, which in turn leads to a BET non-compliant

system. The simulation results depicted in Figure 6.18 validate the formal analyses

presented in Chapter 5.

Table 6.18: S2-E3 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Finite with possible queue drops
Service time per server p(x) = λe−λx ; λ = 1/400 ms
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Figure 6.18: S2-E3 Application-layer response time distributions. [L:P:Q:F:TCP:S]

6.3.3.4 S2-E4: Large distributed software system exposed to normal

traffic and employing non-reliable protocol with possible queue

drops. [L:P:Q:F:UDP:S]

Experiment S2-E4 mirrors S2-E3 but employs a non-reliable protocol. With non-

reliable protocol, any dropped request is deemed failed, effectively reducing congestion

as dropped packets are not re-sent. In contrast to S1-E4, which operated with infi-

nite queues, the current experiment demonstrates improved performance with shorter

queues, although at the expense of a higher failure rate due to the absence of retrans-

mission.

Table 6.19: S2-E4 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Finite with possible queue drops
Service time per server p(x) = λe−λx ; λ = 1/400 ms

Notably, the response times do not extend as dramatically as they did with the re-

transmissions of a reliable protocol in the previous experiment. Instead, the response
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Figure 6.19: S2-E4 Application-layer response time distributions. [L:P:Q:F:UDP:S]

time increases modestly compared to the similar experiment in the first scenario pre-

sented in S1-E4. However, there is a wider dispersion in response times, reflecting

the direct impact of packet loss (queue drops) on performance predictability, rather

than the compounded delays caused by retransmissions. On the other hand, when

compared with S2-E3, this clearly illustrates the direct effects of the protocol choice

on system performance predictability. The result of S2-E4 validates the Chapter 5

formal analyses where violating Software Engineering Design Rule 1 (summarized in

8.1.1) leads to production of wandering sets of non-zero measure which breaks the

required condition for BET-compliance.

6.3.3.5 S2-E5: Small distributed software system exposed to bursty

traffic and employing reliable protocol with possible queue drop

events [S:B:Q:F:TCP:S]

Experiment S2-E5 replicates the conditions of S2-E1 but introduces an incoming

bursty workload, consisting of bursts lasting 300 seconds with a traffic intensity at

least 10 times higher. It should be noted that the burst length and intensity are

configurable as before. Upon the arrival of a burst, the queues begin to accumulate,

allowing the initial requests to be processed quickly and advance to the next station.

However, subsequent requests encounter prolonged waits within the queues of each
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server. As the burst concludes, the queues gradually diminish until the occurrence

of the next burst. If we compare these results with S1-E5, we observe that the

maximum response time decreased from approximately 700 to 550. This reduction

occurs because the queues are finite, which imposes a limit on the waiting times in

queues. The following table provides a summary of the simulation parameters for

S2-E5.

Table 6.20: S2-E5 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 300s
Burst Intensity 10x
System Architecture Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Finite with possible queue drop events
Service time per server p(x) = λe−λx ; λ = 1/300 ms

Based on the insights from Chapter 5, Experiment S2-E5 violates Software Engi-

neering Design Rules 1, 2 and 4 (summarized in 8.1.1), resulting in the production

of two types of wandering sets of non-zero measure, which in turn leads to a BET

non-compliant system. The simulation results depicted in Figure 6.20 validate the

formal analyses presented in Chapter 5.

6.3.3.6 S2-E6: Small distributed software system exposed to bursty

traffic and employing non-reliable protocol with possible queue

drops. [S:B:Q:F:UDP:S]

Experiment S2-E6 replicates the conditions of S2-E5 but removing the effects of reli-

able protocol. Using a reliable protocol entails re-sending the request if no response is

received within a specified time frame. This, in turn, leads to heightened queue con-

gestion, consequently causing longer response times as shown in Figure 6.20, compared

to the non-reliable protocol shown in Figure 6.21. Table 6.21 provides a summary of

the simulation parameters for Experiment E2-E6.

Figure 6.21 clearly illustrates the effect of queue drops on the response time dis-

tribution. Similar to the previous experiment, the longest response time is shorter

compared to S1-E6 due to finite queues, which impose a limit on the queue waiting
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Figure 6.20: S2-E5 Application-layer response time distributions. [S:B:Q:F:TCP:S]

Table 6.21: S2-E6 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 300s
Burst Intensity 10x
System Architecture Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Finite with possible queue drop events
Service time per server p(x) = λe−λx ; λ = 1/300 ms

time. However, this leads to a failure rate ranging from 0.16% to 15.7%, whereas

in S1-E6, we observed zero failed requests. Experiment S2-E6 is particularly signifi-

cant because it highlights the effect of queue drops on the system’s BET-compliance

state, thereby validating the insights derived from Chapter 5, which indicate that

queue drops result in the production of wandering sets of non-zero measure, lead-

ing to unpredictable behavior. Moreover, bursty traffic results in a high utilization

rate in servers, which itself violates the measure-preserving condition required for

BET-compliance.
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Figure 6.21: S2-E6 Application-layer response time distributions. [S:B:Q:F:UDP:S]

6.3.3.7 S2-E7: Large distributed software system exposed to bursty

traffic and employing reliable protocol with possible queue drops.

[L:B:Q:F:TCP:S]

Experiment S2-E7 duplicates the setup of Experiment S2-E5, but on a larger dis-

tributed system, characterized by bursts spanning 300 seconds with a traffic intensity

at least 10 times higher. Upon the initiation of a burst, queues start to accumu-

late with subsequent requests experiencing prolonged waits within the queues of each

server. As the burst subsides, the queues gradually diminish until the next burst

emerges. In comparison to S1-E7, which features infinite queues, as expected we

observe a decrease in the longest response time from around 1400 steps to around

1000, albeit with a higher failure rate. However, queue drops continue to contribute

to greater variability in the response time cdfs and consequently leading to unpre-

dictability in performance. Table 6.22 provides a summary of the simulation param-

eters for Experiment S2-E7.

Based on the insights from Chapter 5, Experiment S2-E7 violates Software En-

gineering Design Rules 1 due to queue drops and Rule 2 due to overuse of reliable

protocol (summarized in 8.1.1), resulting in the production of two types of wander-

ing sets of non-zero measure, which in turn leads to a BET non-compliant system.

Moreover, bursty traffic results in a high utilization rate in servers, which itself vio-
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Table 6.22: S2-E7 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 300s
Burst Intensity 10x
System Architecture Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Dedicated
Type of Queues Finite with possible queue drop events
Service time per server p(x) = λe−λx ; λ = 1/300 ms

Figure 6.22: S2-E7 Application-layer response time distributions. [L:B:Q:F:TCP:S]

lates Rule 4 and the measure-preserving condition required for BET-compliance. The

simulation results depicted in Figure 6.22 which shows a wide range of cdfs validate

the formal analyses presented in Chapter 5.

6.3.3.8 S2-E8: Large distributed software system exposed to bursty traf-

fic and employing non-reliable protocol with possible queue drops.

[L:B:Q:F:UDP:S]

Experiment S2-E8 replicates the conditions of Experiment S2-E7 but applying a non-

reliable protocol. Using a reliable protocol in Experiment S2-E7 leads to heightened

queue congestion, consequently causing longer response times as shown in Figure
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6.22, compared to the non-reliable protocol shown in Figure 6.23. The following

table provides a summary of the simulation parameters for Experiment S2-E8.

Table 6.23: S2-E8 specific simulation parameters.

Simulation Parameter Value

Workload Bursty
Burst Length 300s
Burst Intensity 10x
System Architecture Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Dedicated
Type of Queues Finite with possible queue drop events
Service time per server p(x) = λe−λx ; λ = 1/300 ms

Figure 6.23: S2-E8 Application-layer response time distributions. [L:B:Q:F:UDP:S]

Since the only distinction between S1-E8 and S2-E8 is the presence of queue drops

in the latter, comparing these two in Figure 6.24 can directly illustrates the impact of

queue drops which violates Software Engineering Design Rule 1 on BET-compliance

and run-time performance predictability which is validating the DST-driven insights

from Chapter 5.
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(a) S1-E8 ten hours of simulation.
[L:B:Q:I:UDP:S]

(b) S2-E8 ten hours of simulation.
[L:B:Q:F:UDP:S]

Figure 6.24: The effect of queue drops on the baseline scenario predictability under
bursty traffic.

6.3.3.9 Scenario 2 Results Summary

The results of scenario 2 experiments are summarized in Table 6.24. The odd-

numbered experiments with reliable protocols consistently show lower failure rates

and generally wider response times, validating the DST-driven insights of Chapter

5 regarding the effect of queue drops and reliable protocols on breaking system’s

BET-compliance by producing wandering sets of non-zero measure. In contrast,

even-numbered experiments with non-reliable protocols exhibit higher failure rates

and generally narrower response times, as there are fewer wandering sets of non-zero

measure created by the reliable protocol. These results clearly show the effect of two

types of wandering sets of non-zero measure produced by queue drops and reliable

protocols as explained in details in Chapter 5 on system’s BET-compliance.

Table 6.24: Scenario 2 experiments results comparison.

Ensemble
Code

Experiment
Code

Failure Rate
[Min., Max.]

Response Time (NTS)
Percentiles [Min.,Max.]

90th 95th 99.99th

S2-E1(100) S:P:Q:F:TCP:S [0.0% , 0.2%] [4.0 , 11.0] [6.0 , 33.5] [33.0 , 354.0]

S2-E2(100) S:P:Q:F:UDP:S [0.1% , 1.6%] [5.0 , 12.0] [7.0 , 15.0] [11.0 , 58.0]

S2-E3(100) L:P:Q:F:TCP:S [0.0% , 1.0%] [20.0 , 50.6] [29.4 , 100.0] [146.0 , 497.0]

S2-E4(100) L:P:Q:F:UDP:S [0.0% , 4.0%] [23.0 , 31.0] [22.0 , 33.8] [28.0 , 70.5]

S2-E5(100) S:B:Q:F:TCP:S [0.0% , 0.1%] [140.2 , 190.0] [170.5 , 240.0] [242.5 , 470.3]

S2-E6(100) S:B:Q:F:UDP:S [0.2% , 15.7%] [51.0 , 89.8] [60.4 , 100.8] [81.0 , 156.5]

S2-E7(100) L:B:Q:F:TCP:S [0.0% , 1.0%] [560.5 , 770.0] [590.0 , 800.3] [625.0 , 932.8]

S2-E8(100) L:B:Q:F:UDP:S [0.5% , 64.0%] [126.0 , 209.0] [130.0 , 215.0] [139.0 , 264.0]
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Table 6.25 compares the simulations conducted in Scenario 2 according to their

compliance with the four Software Engineering Design Rules formally derived from

Chapter 5 analyses and summarized in Section8.1.1.

Table 6.25: Comparison of simulations conducted in Scenario 2 according to com-
pliance with software engineering design rules.

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S2-E1 (100) S:P:Q:F:TCP:S ✗ ✗ ✓ ✓ ✗ 6.16

S2-E2 (100) S:P:Q:F:UDP:S ✗ ✓ ✓ ✓ ✗ 6.17

S2-E3 (100) L:P:Q:F:TCP:S ✗ ✗ ✓ ✓ ✗ 6.18

S2-E4 (100) L:P:Q:F:UDP:S ✗ ✓ ✓ ✓ ✗ 6.19

S2-E5 (100) S:B:Q:F:TCP:S ✗ ✗ ✓ ✗ ✗ 6.20

S2-E6 (100) S:B:Q:F:UDP:S ✗ ✗ ✓ ✓ ✗ 6.21

S2-E7 (100) L:B:Q:F:TCP:S ✗ ✗ ✓ ✗ ✗ 6.22

S2-E8 (100) L:B:Q:F:UDP:S ✗ ✗ ✓ ✓ ✗ 6.23

6.3.4 Scenario 3: System with shared servers servicing fixed

number of VMs with infinite queues.

The figures 6.25 to 6.30 display the results of the application-layer response time cdfs

generated from 100 independent simulation runs for each experiment. The exemplary

software system is identical to the distributed software system in Scenario 1, with the

same statistical Poisson workloads. However, in this scenario, the application-layer

distributed system is simulated to operate within server-level VMs. More specifically,

each simulated physical server must now support a composite of VMs into which

the application-layer distributed software systems are placed, with each simulation

run denoting different levels of active VMs. This means that the simulated base

OS within each physical server must now schedule the VMs for execution, i.e., via

a standard UNIX fair (round robin) scheduling process. This induces a time slicing

of the VMs, similar to real-world cloud deployments where executing VMs exist as

processes within the DOM-0 physical server’s base OS, which are brought into and

out of execution via this OS’s scheduler, adhering to the fair scheduling policy applied

across all OS executing processes.
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Given that we have already demonstrated in both Scenario 1 and Scenario 2 that

bursty traffic disrupts predictability triggering queue drops, reliable protocol and high

utilization rates, there is no necessity to replicate experiments involving bursty traffic.

6.3.4.1 S3-E1: Small distributed system on shared servers exposed to

normal traffic and employing reliable protocol. [S:P:F:I:TCP:S]

Figure 6.25 presents the application-layer response time cdfs obtained from 100 inde-

pendent simulation runs of the exemplary distributed software system in Figure 6.2.

All runs within this experiment were subjected to identical statistical workload exe-

cuted on shared servers, with no occurrence of application layer queue drop events.

Table 6.26 provides a summary of the simulation parameters for this experiment.

Figure 6.25 displays the response time cdfs of the system over 10 hours of simulation

time.

Table 6.26: S3-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms

Figure 6.25 clearly illustrates the effect of fair OS scheduling on the response time

distribution. Unlike previous experiments in Scenario 2 that involved queue drops,

this experiment focuses on the implications of fair scheduling policies. These cdfs

reveal that fair scheduling depending on the load on shared servers can dramatically

affect the predictability of response times, dispersing 90th percentile response times

between 15 normalized time steps on lightly loaded servers to 140 steps on heavily

loaded servers. The wider response time cdfs in S3-E1 experiment are significantly

influenced by the fair (round robin) scheduling and overuse of reliable protocol which

violate Software Engineering Design Rule 3 and 2 respectively. The effect of violating

these rules is clearly illustrated in Figure 6.26b when compared to Figure 6.26a where

100 runs of the same system were executed on dedicated servers.
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Figure 6.25: S3-E1 Application-layer response time distributions. [S:P:F:I:TCP:S]

(a) S1-E1 ten hours of simulation.
[S:P:Q:I:TCP:S]

(b) S3-E1 ten hours of simulation.
[S:P:F:I:TCP:S]

Figure 6.26: The effect of hypervisor fair scheduling (violating Software Engineering
Design Rule 3) on BET-compliance of baseline scenario.

6.3.4.2 S3-E2: Small distributed software system exposed to normal traf-

fic and employing non-reliable protocol. [S:P:F:I:UDP:S]

Experiment S3-E2 mirrors Experiment S3-E1, but with the application of a non-

reliable protocol. The results confirm and validate the DST-derived insights for soft-

ware systems deployments on shared resources with fair scheduling. Comparing the

results of this experiment with S3-E1, we can observe that in the previous experiment,

the reliable protocol is activated more frequently resulting in noticeable differences in
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performance between the reliable and non-reliable protocols, particularly on servers

with higher loads. In the non-reliable protocol scenario, servers with lower loads

exhibit similar behavior, but those with higher loads demonstrate improved perfor-

mance compared to S3-E1, narrowing the 90th percentile between 15 and 70 time

steps. However, despite this improvement, the performance still shows considerable

variability and cannot be reliably predicted. Table 6.27 offers a summary of the

simulation parameters for S3-E2.

Table 6.27: S3-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms

Figure 6.27: S3-E2 Application-layer response time distributions. [S:P:F:I:UDP:S]

Experiment S3-E2 is particularly significant because it isolates the effect of vi-

olating Software Engineering Design Rule 3 by applying fair OS scheduling. This

validates the insights derived from Chapter 5, which indicate that such scheduling

violates the measure-preserving condition required for BET-compliance.



211

6.3.4.3 S3-E3: Large distributed system on shared servers exposed to

normal traffic and employing reliable protocol. [L:P:F:I:TCP:S]

Experiment S3-E3 mirrors Experiment S1-E3, with 100 independent identical runs

but executed inside VMs on shared servers instead of dedicated servers. Figure 6.28 il-

lustrates the impact of fair scheduling on BET-compliance and therefore performance

predictability. The results reveal that depending on the variety in number of VMs

on shared servers, the performance predictability decreases. This is evident from the

broader distribution of response times observed compared to S1-E3 results as depicted

in Figure 6.29b. Table 6.28 provides a summary of the simulation parameters for this

experiment.

Table 6.28: S3-E3 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms

Figure 6.28: S3-E3 Application-layer response time distributions. [L:P:F:I:TCP:S]
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Based on the insights from Chapter 5, Experiment S3-E3 violates Software Engi-

neering Design Rule 2 in servers with higher loads and Rule 3 by applying fair OS

scheduling (summarized in 8.1.1). These violations result in producing wandering

sets of non-zero measure and breaking the measure-preserving condition, leading to a

BET non-compliant system. The simulation results depicted in Figure 6.28 validate

the findings of the formal analysis in Chapter 5.

(a) S1-E3 ten hours of simulation.
[L:P:Q:I:TCP:S]

(b) S3-E3 ten hours of simulation.
[L:P:F:I:TCP:S]

Figure 6.29: The impact of hypervisor fair scheduling (violating Software Engi-
neering Design Rule 3) on BET-compliance of baseline scenario.

6.3.4.4 S3-E4: Large distributed software system exposed to normal traf-

fic and employing non-reliable protocol. [L:P:F:I:UDP:S]

Experiment S3-E4 mirrors Experiment S3-E3, but with the implementation of a non-

reliable protocol. The results reaffirm and validate the DST-derived insights regarding

software systems deployments on shared resources with fair scheduling. Table 6.29

offers a summary of the simulation parameters for S3-E4.

Table 6.29: S3-E4 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared
Type of Queues Infinite
Service time per server p(x) = λe−λx ; λ = 1/400 ms
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In the experiment with the non-reliable protocol, servers with lower loads ex-

hibit comparable behavior, while those with higher loads demonstrate enhanced per-

formance and reliability compared to S3-E3. However, despite this enhancement,

performance still exhibits significant variability and cannot be reliably predicted, es-

pecially if the number of hosted VMs changes over time or with each deployment.

Comparing the outcomes of this experiment with those of S3-E3, it becomes evident

that in that experiment the reliable protocol is employed more frequently, particularly

on servers with higher loads. This leads to noticeable discrepancies in performance

not only between the reliable and non-reliable protocols but also among servers with

similar high loads, as depicted in Figure 6.52a.

Figure 6.30: S3-E4 Application-layer response time distributions. [L:P:F:I:UDP:S]

Based on the insights from Chapter 5, Experiment S3-E4 violates Software Engi-

neering Design Rule 3 by applying a fair OS scheduling (summarized in 8.1.1). This

violation results in breaking the measure-preserving condition, leading to a BET non-

compliant system. The simulation results depicted in Figure 6.30 validate the findings

of the formal analysis in Chapter 5.
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(a) S3-E3 ten hours of simulation.
[L:P:F:I:TCP:S]

(b) S3-E4 ten hours of simulation.
[L:P:F:I:UDP:S]

Figure 6.31: The impact of reliable protocol on the performance predictability of
shared servers especially overloaded ones within a cloud environment.

6.3.4.5 Scenario 3 Results Summary

As can be seen through the results of Scenario 3’s experiments, varying the number

of VMs a physical server must service, significantly changes the distributed software

system’s response time distributions. But, as queue drops do not occur within Sce-

nario 3, consistency exists between simulation runs that involve the same number

of physical layers supported VMs. It should be noted that the six visible modes in

Scenario 3 results are produced due to the simulation’s six possible different loads

on the server. In real-world systems, there is no such constraint on server loads,

especially with time-varying loads. This causes the system behavior to move across

different cdfs, making it unpredictable. However, variations in cdfs arise between

differing numbers of VMs per-physical server as increasing the number of VMs entails

that more time must be devoted by the base OS schedule to the task swapping of the

VMs, i.e., as required to time slice the set of “executing” VMs over the smaller set of

simulated CPUs that can perform each VMs run-time execution. Hence, performance

predictability is retained when the number of executing VMs remains constant and

is known and for a known distributed software system. But performance predictabil-

ity is lost between instances with differing numbers of executing VMs. This latter

point is important in real-world cloud deployments as, in general, the number of VMs

“executing” at any given time within any given physical server is itself a stochastic

process. Hence, its value change dynamically and is not knowable a priori, thereby,

resulting in a direct loss of performance predictability. Again, these simulation re-

sults validate the DST-derived insights. The following table summarizes the failure
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rate and 95th percentile for experiments done in Scenario 3. Since there are no queue

drops, and the servers are fast enough to service requests before the timeout, we do

not observe any failures in any of the experiments.

Table 6.30: Scenario 3 experiments results comparison.

Ensemble
Code

Experiment
Code

Failure Rate
[Min. , Max.]

Response Time (NTS)
Percentiles [Min. , Max.]

90th 95th 99.99th

S3-E1(100) S:P:F:I:TCP:S [0.0% , 0.0%] [17.0 , 130.0] [21.0 , 155.5] [38.5 , 285.0]
S3-E2(100) S:P:F:I:UDP:S [0.0% , 0.0%] [17.0 , 62.0] [20.0 , 76.0] [37.5 , 138.0]
S3-E3(100) L:P:F:I:TCP:S [0.0% , 0.0%] [44.0 , 292.0] [46.0 , 295.0] [53.0 , 325.0]
S3-E4(100) L:P:F:I:UDP:S [0.0% , 0.0%] [44.0 , 150.0] [46.5 , 154.0] [53.5 , 190.0]

Table 6.31 compares the simulations conducted in Scenario 3 according to their

compliance with the four Software Engineering Design Rules formally derived from

Chapter 5 analyses and summarized in Section8.1.1. In Table 6.31, “T” stands for

“Transitional” refers to situations where an LDSS deployment can move back and

forth across the Software Engineering Design Rule boundary due to changes in its

run-time deployment and/or dynamic variations in its service workloads.

Table 6.31: Comparison of simulations conducted in Scenario 3 according to com-
pliance with software engineering design rules.

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S3-E1 (100) S:P:F:I:TCP:S ✓ ✗ ✗ T ✗ 6.25

S3-E2 (100) S:P:F:I:UDP:S ✓ ✓ ✗ T ✗ 6.27

S3-E3 (100) L:P:F:I:TCP:S ✓ ✗ ✗ T ✗ 6.28

S3-E4 (100) L:P:F:I:UDP:S ✓ ✓ ✗ T ✗ 6.30
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6.3.5 Scenario 4: System with shared servers servicing fixed

number of VMs with finite queues

Scenario 4 repeats the simulations of Scenario 3, but with the inclusion of non-zero

application-layer queue drop probabilities using finite queues. The result of Scenario

4’s experiments validates the DST-derived insights of Chapter 5 by showing that

the introduction of application-layer queue drop events creates increased levels of

statistical variation between the simulation runs, where an increased spread now can

be seen to exist between runs involving the same number of VMs per physical server.

As with Scenario 2, these variations are caused, from a DST perspective, by the queue

drop events causing wandering sets of non-zero measure to arise with the application-

layer use of TCP then causing re-transmission of the dropped events which then

induces a lack of measure invariance across simulation runs. All runs within this

scenario exposed to identical statistical workloads executing on shared servers with

possible queue drop events.

6.3.5.1 S4-E1: Small distributed software system on shared servers

exposed to normal traffic and employing reliable protocol with

possible queue drop events [S:P:F:F:TCP:S]

Experiment S4-E1 mirrors the S3-E1 experiment by introducing possible queue drops.

It holds significant importance as it collectively investigates the impacts of scheduling,

queue drops, and reliable protocol. Application-layer response times distributions

(cdfs), derived from 100 independent simulation runs of the exemplary distributed

software system presented in Figure 6.32. In the cdfs plot, it’s evident that queue

drops contribute to increased variation and spread among the response times. This

outcome aligns with the BET-compliance insights from Chapter 5, where queue drops

and their re-transmissions generate wandering sets of non-zero measure, leading to lose

of BET-compliance and therefore unpredictability even among servers experiencing

the same load. Table 6.32 provides a summary of the simulation parameters for this

experiment.

The increase in the variability of response times as shown in Figure 6.43b due

to queue drops is not merely a random occurrence identifiable through simulation;

rather, it stems from fundamental formal behavioral characteristics of software sys-

tems. As discussed in Chapter 5, queue drops produce wandering sets of non-zero
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Table 6.32: S4-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared
Type of Queues Finite with possible queue drops

Figure 6.32: S4-E1 Application layer response time distributions. [S:P:F:F:TCP:S]

measure which violates the condition required by BET-compliance system results in

a system with unpredictable behavior.

Based on the insights from Chapter 5, Experiment S4-E1 violates Software En-

gineering Design Rule 1,2 and Rule 3 by applying fair OS scheduling (summarized

in 8.1.1). These violations result in producing two types of wandering sets of non-

zero measure and breaking the measure-preserving condition, leading to a BET non-

compliant system. The simulation results depicted in Figure 6.32 validate the findings

of the formal analysis in Chapter 5.
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(a) S3-E1 ten hours of simulation.
[S:P:F:I:TCP:S]

(b) S4-E1 ten hours of simulation.
[S:P:F:F:TCP:S]

Figure 6.33: The effect of queue drops on performance predictability of shared
servers using reliable protocols.

6.3.5.2 S4-E2: Small distributed software system exposed to normal

traffic and employing non-reliable protocol with possible queue

drop events [S:P:F:F:UDP:S]

Experiment S4-E2 mirrors Experiment S4-E1 but applies a non-reliable protocol, and

is identical to S3-E2 except for the inclusion of possible queue drops. As evidenced

by the following figures, queue drops increase the variability of response time cdfs

particularly in servers experiencing higher loads, where the likelihood of queue drops

is greater. Conversely, compared to S4-E1, removing the reliable protocol reduces

system overload and significantly improves the tail of the distribution, decreasing

from approximately 600 to around 150 normalized time steps. Figures 6.35 and 6.36

illustrate these effects, respectively. Table 6.33 offers a summary of the simulation

parameters for S4-E2.

Table 6.33: S4-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared
Type of Queues Finite with possible queue drops

Based on the insights from Chapter 5, Experiment S4-E2 violates Software En-

gineering Design Rule 1 and 2 in servers with higher loads and Rule 3 by applying
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Figure 6.34: S4-E2 Application layer response time distributions. [S:P:F:F:UDP:S]

(a) S3-E2 ten hours of simulation.
[S:P:F:I:UDP:S]

(b) S4-E2 ten hours of simulation.
[S:P:F:F:UDP:S]

Figure 6.35: The effect of queue drops on performance predictability of shared
servers.

fair OS scheduling (summarized in 8.1.1). These violations result in producing two

types of wandering sets of non-zero measure and breaking the measure-preserving

condition, leading to a BET non-compliant system. The simulation results depicted

in Figure 6.34 validate the findings of the formal analysis in Chapter 5.
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(a) S4-E1 ten hours of simulation.
[S:P:F:F:TCP:S]

(b) S4-E2 ten hours of simulation.
[S:P:F:F:UDP:S]

Figure 6.36: The effect of reliable protocol on performance predictability of shared
servers in the presence of queue drops.

6.3.5.3 S4-E3: Large distributed software system on shared servers

exposed to normal traffic and employing reliable protocol with

possible queue drop events [L:P:F:F:TCP:S]

Experiment S4-E3 mirrors Experiment S4-E1 but extends to a larger distributed

system, as depicted in Figure 6.3, and also mirrors Experiment S3-E3, albeit with the

inclusion of possible queue drops. Figure 6.37 presents the application-layer response

time cdfs derived from 100 independent simulation runs of the exemplary distributed

software system. Table 6.34 provides a summary of the simulation parameters for

this experiment.

Table 6.34: S4-E3 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared
Type of Queues Finite with possible queue drops

As depicted in Figure 6.37, queue drops introduce dispersion and variability, even

in servers with lower loads, depending on the frequency of queue drops. They disrupt

the cdfs, causing significant fluctuations. Additionally, they elongate the tails of the

distributions, increasing worst-case scenarios from approximately 350 to around 750

normalized time steps. Figure 6.38 clearly illustrates the impact of queue drops on
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Figure 6.37: S4-E3 Application layer response time distributions. [L:P:F:F:TCP:S]

performance predictability. As anticipated from insights in Chapter 5, queue drops,

combined with fair scheduling and reliable protocols, drive the system into a BET

non-compliant state, rendering it unpredictable as they violate Software Engineering

Design Rules 1,2,3 and Rule 4 for servers with high loads.

(a) S3-E3 ten hours of simulation.
[L:P:F:I:TCP:S]

(b) S4-E3 ten hours of simulation.
[L:P:F:F:TCP:S]

Figure 6.38: The effect of queue drops on performance predictability of shared
servers for a larger distributed system.
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6.3.5.4 S4-E4: Large distributed system exposed to normal

traffic and employing non-reliable protocol with possible queue

drop events [L:P:F:F:UDP:S]

Experiment S4-E4 is identical to S4-E3 but without the effect of a reliable protocol,

and it also mirrors Experiment S3-E4 but with the addition of queue drops. As an-

ticipated from the DST-driven insights and illustrated in Figure 6.40, queue drops

introduce variability even among servers with the same load, making the behavior

of the system unpredictable even under a known load. Conversely, comparing this

experiment with the one applying a reliable protocol, we observe that removing the

reliable protocol substantially reduces the tail of the response time distribution, de-

creasing worst-case scenarios from 750 to around 180 normalized time steps. It also

reduces variability among servers with the same load as shown in Figure 6.41. Ac-

cording to insights from Chapter 5, queue drops and reliable protocols produce two

different wandering sets of non-zero measure and it is expected that by removing one

of them the system should become closer to a BET-compliant system. Table 6.35

offers a summary of the simulation parameters for S4-E4.

Table 6.35: S4-E4 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared
Type of Queues Finite with possible queue drops

Based on the insights from Chapter 5, Experiment S4-E4 violates Software En-

gineering Design Rules 1 and 3 by allowing queue drops and applying a fair OS

scheduling and using a non-reliable protocol (summarized in 8.1.1). This violation

results in producing wandering sets of non-zero measure and breaking the measure-

preserving condition, leading to a BET non-compliant system. The simulation results

depicted in Figure 6.39 validate the findings of the formal analysis in Chapter 5.

6.3.5.5 Scenario 4 Results Summary

The results of scenario 4 experiments are summarized in Table 6.36. Odd-numbered

experiments with reliable protocols consistently demonstrate lower failure rates and
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Figure 6.39: S4-E4 Application layer response time distributions. [L:P:F:F:UDP:S]

(a) S3-E4 ten hours of simulation.
[L:P:F:I:UDP:S]

(b) S4-E4 ten hours of simulation.
[L:P:F:F:UDP:S]

Figure 6.40: The effect of queue drops on performance predictability of shared
servers for a larger distributed system.

typically exhibit broader response times, aligning with the insights derived from Chap-

ter 5 by violating Software Engineering Design Rules 1,2 and 3. Conversely, even-

numbered experiments employing non-reliable protocols show higher failure rates and

generally narrower response time distributions, attributed to the absence of reliable

protocols which means adherence to Design Rule 2, leading to removing one type of

wandering sets of non-zero measure and therefore becoming closer to BET-compliant

system.
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(a) S4-E3 ten hours of simulation.
[L:P:F:F:TCP:S]

(b) S4-E4 ten hours of simulation.
[L:P:F:F:UDP:S]

Figure 6.41: The effect of reliable protocol on performance predictability of shared
servers for a larger distributed system in the presence of queue drops.

Table 6.36: Scenario 4 experiments results comparison.

Ensemble
Code

Experiment
Code

Failure Rate
[Min. , Max.]

Response Time (NTS)
Percentiles [Min. , Max.]

90th 95th 99.99th

S4-E1(100) S:P:F:F:TCP:S [0.0% , 0.08%] [17.5 , 80.0] [21.0 , 123.0] [34.5 , 516.0]
S4-E2(100) S:P:F:F:UDP:S [0.0% , 24.0%] [16.8 , 58] [20.0 , 68.0] [34.4 , 112.0]
S4-E3(100) L:P:F:F:TCP:S [0.0% , 7.2%] [44.0 , 230.0] [46.0 , 290.0] [63.0 , 680.0]
S4-E4(100) L:P:F:F:UDP:S [0.0% , 42.0%] [43.0 , 146.0] [45.5 , 150.0] [60.0 , 162.0]

Table 6.37 compares the simulations conducted in Scenario 4 according to their

compliance with the four Software Engineering Design Rules formally derived from

Chapter 5 analyses and summarized in Section8.1.1. Again “T” stands for “Tran-

sitional” state which means the system can cross over the boundary of Design Rule

4.

Table 6.37: Comparison of simulations conducted in Scenario 4 according to com-
pliance with software engineering design rules.

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S4-E1 (100) S:P:F:F:TCP:S ✗ ✗ ✗ T ✗ 6.32

S4-E2 (100) S:P:F:F:UDP:S ✗ ✓ ✗ T ✗ 6.34

S4-E3 (100) L:P:F:F:TCP:S ✗ ✗ ✗ T ✗ 6.37

S4-E4 (100) L:P:F:F:UDP:S ✗ ✓ ✗ T ✗ 6.39
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6.3.6 Scenario 5: System with shared servers servicing

dynamic varying load with infinite queues

Scenario 5 further extends and enriches the Scenario 3 simulations by dynamically

varying load on servers as it happens in practice, where each physical server hosts

differing numbers of VMs coming and going and each VM has differing numbers of

application-layer LDSS components running within it. This creates differing loads

within the physical server as well as within the differing number of VMs and, hence,

creates an increased level of complexity over that of Scenario 3. As can be seen in

the following figures, this increased level of operational complexity being simulated,

results in additional levels of variability in performance behavior over that seen in

Scenario 3. As with the other Scenarios, this increased degree of variation between

the cdfs is expected via the DST-derived performance predictability BET-compliance

insights. All runs within this experiment exposed to identical statistical workloads,

with no queue drop events.

6.3.6.1 S5-E1: Small distributed software system on shared servers

exposed to normal traffic and employing reliable protocol with no

queue drop events [S:P:F:I:TCP:D]

Experiment S5-E1 mirrors the S3-E1 experiment but introduces dynamically varying

loads on servers. It holds significant importance as it collectively investigates the

impacts of scheduling with load variability, and reliable protocol. Application-layer

response time distributions (cdfs), derived from 100 independent simulation runs of

the exemplary distributed software system, are presented in Figure 6.42. In the cdfs

plot, it’s evident that dynamically varying loads contribute to increased variation and

spread among the response times. This outcome aligns with the BET-compliance

insights from Chapter 5, where load variability generates wandering sets of non-zero

measure, leading to a loss of BET-compliance and therefore unpredictability, even

among servers experiencing the same load.Table 6.38 provides a summary of the

simulation parameters for this experiment.
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Table 6.38: S5-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared with varying load
Type of Queues Infinite

Figure 6.42: S5-E1 Application layer response time distributions. [S:P:F:I:TCP:D]

6.3.6.2 S5-E2: Small distributed software system exposed to normal

traffic and employing non-reliable protocol with no queue drop

events [S:P:F:I:UDP:D]

Experiment S5-E2 mirrors S5-E1 but with the application of a non-reliable protocol.

The results confirm and validate the DST-derived insights for the performance be-

havior of software systems with cloud deployments where resource competition with

several layers of scheduling and virtualization is present but here we eliminated the

effects of queue drop events and reliable protocols. As we can see in Figure 6.44,

not only the BET-compliance of system is broken but also we are moving between

different distributions. In theory and practice, there is no limit for variety of these dis-

tributions. However, the tail of the distributions are much shorter in comparison with
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(a) S3-E1 ten hours of simulation.
[S:P:F:I:TCP:S]

(b) S5-E1 ten hours of simulation.
[S:P:F:I:TCP:D]

Figure 6.43: The effect of varying load on performance predictability of shared
servers using reliable protocols.

reliable protocol in S5-E1 as shown in Figure 6.45. On the other hand, as depicted

in Figure 6.46, if we compare the result of this experiment with S3-E2 in which the

server hosts a fixed number of VMs, we can see that in S3-E2 that the performance

behavior is predictable for known scheduling regimes which validates the insights of

Chapter 5 about scheduling effects.

Table 6.39 offers a summary of the simulation parameters for S5-E2.

Table 6.39: S5-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared with varying load
Type of Queues Infinite

6.3.6.3 S5-E3: Large distributed software system on shared servers

exposed to normal traffic and employing reliable protocol with no

queue drop events [L:P:F:I:TCP:D]

Figure 6.47 presents the application-layer response time cdfs derived from 100 in-

dependent simulation runs of the larger exemplary distributed software system. All

runs within this experiment exposed to identical statistical workloads. Experiment

S5-E3 is similar to S5-E1 but for a larger distributed system. As shown in Figure
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Figure 6.44: S5-E2 Application layer response time distributions. [S:P:F:I:UDP:D]

(a) S5-E1 ten hours of simulation.
[S:P:F:I:TCP:D]

(b) S5-E2 ten hours of simulation.
[S:P:F:I:UDP:D]

Figure 6.45: The effect of reliable protocol on performance predictability of shared
servers with varying load.

6.48, and detailed in Table 6.42 we can see as expected that the larger system has

a generally longer response times across almost all runs and there is more unpre-

dictability for servers with heavier loads as they put more pressure on the already

overloaded servers. Experiment S5-E3 is also mirroring S3-E3 but with introducing

dynamic varying loads on the servers. The effects of varying load on the servers is

shown in Figure 6.49. Table 6.40 provides a summary of the simulation parameters

for this experiment.
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(a) S3-E2 ten hours of simulation.
[S:P:F:I:UDP:S]

(b) S5-E2 ten hours of simulation.
[S:P:F:I:UDP:D]

Figure 6.46: The effect of varying load on performance predictability of shared
servers.

Table 6.40: S5-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared with varying load
Type of Queues Infinite

Figure 6.47: S5-E3 Application layer response time distributions. [L:P:F:I:TCP:D]
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(a) S5-E1 ten hours of simulation.
[S:P:F:I:TCP:D]

(b) S5-E3 ten hours of simulation.
[L:P:F:I:TCP:D]

Figure 6.48: The effect of reliable protocol on performance predictability of shared
servers with varying load.

(a) S3-E3 ten hours of simulation.
[L:P:F:I:TCP:S]

(b) S5-E3 ten hours of simulation.
[L:P:F:I:TCP:D]

Figure 6.49: The effect of varying load on performance predictability of shared
servers for the larger distributed system.

Based on the insights from Chapter 5, Experiment S5-E3 violates Software Engi-

neering Design Rules 2 and 3 by applying a reliable protocol and fair OS scheduling

(summarized in 8.1.1). This violation results in producing wandering sets of non-

zero measure and breaking the measure-preserving condition, leading to a BET non-

compliant system. The simulation results depicted in Figure 6.47 validate the findings

of the formal analysis in Chapter 5. The modes visible in the cdfs are due to the six

base loads on the simulated servers. In servers with higher loads, depending on how

often the reliable protocol is triggered, we observe more variety in the cdfs.
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6.3.6.4 S5-E4: Large distributed software system exposed to normal

traffic and employing non-reliable protocol with no queue drop

events [L:P:F:I:UDP:D]

Experiment S5-E4 mirrors S5-E3 experiment, but with the application of a non-

reliable protocol. As we can see in Figure 6.51 using non-reliable protocol remove

pressure form overloaded servers and results in generally better response times in

those servers and a relatively less variations in response time distributions.

Experiment S5-E4 also mirrors S3-E4 experiment but with introducing dynamic

varying load on the servers which as expected results in more variations in response

time distributions as shown in Figure 6.52. Table 6.41 offers a summary of the

simulation parameters for S5-E4.

Table 6.41: S5-E4 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared with varying load
Type of Queues Infinite

Based on the insights from Chapter 5, Experiment S5-E4 violates Software Engi-

neering Design Rule 3 by applying fair OS scheduling (summarized in 8.1.1). This

violation results in breaking the measure-preserving condition, leading to a BET non-

compliant system. The simulation results depicted in Figure 6.50 validate the findings

of the formal analysis in Chapter 5. The modes visible in the cdfs are due to the six

base loads on the simulated servers.

6.3.6.5 Scenario 5 Results Summary

Table 6.42 presents a comparison of the results from different experiments conducted

under Scenario 5, focusing on failure rates and response time percentiles. All experi-

ments report a failure rate of 0.0%, which was expected considering there were zero

queue drops in this scenario. Experiments using the UDP protocol (S5-E2 and S5-

E4) generally exhibit better response times across all percentiles compared to their

TCP counterparts (S5-E1 and S5-E3). This is also expected because the reliable pro-

tocol crowds the queues by resending requests that didn’t receive a response within
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Figure 6.50: S5-E4 Application layer response time distributions. [L:P:F:I:UDP:D]

(a) S5-E3 ten hours of simulation.
[L:P:F:I:TCP:D]

(b) S5-E4 ten hours of simulation.
[L:P:F:I:UDP:D]

Figure 6.51: The effect of reliable protocol on performance predictability of shared
servers with varying load.

a defined threshold. Large system simulations (S5-E3 and S5-E4) result in higher

response times compared to smaller system (S5-E1 and S5-E2), reflecting the impact

of system’s size and load handling capacity on performance.

Table 6.43 compares the simulations conducted in Scenario 5 according to their

compliance with the four Software Engineering Design Rules formally derived from

Chapter 5 analyses and summarized in Section8.1.1.
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(a) S3-E4 ten hours of simulation.
[L:P:F:I:UDP:S]

(b) S5-E4 ten hours of simulation.
[L:P:F:I:UDP:D]

Figure 6.52: The effect of varying load on performance predictability of shared
servers for the larger distributed system.

Table 6.42: Scenario 5 experiments results comparison.

Ensemble
Code

Experiment
Code

Failure Rate
[Min. , Max.]

Response Time (NTS)
Percentiles [Min. , Max.]

90th 95th 99.99th

S5-E1(100) S:P:F:I:TCP:D [0.0% , 0.0%] [30.4 , 224.0] [36.8 , 326.4] [62.4 , 928.0]

S5-E2(100) S:P:F:I:UDP:D [0.0% , 0.0%] [30.4 , 74.4] [37.2 , 86.4] [65.0 , 147.2]

S5-E3(100) L:P:F:I:TCP:D [0.0% , 0.0%] [85.0 , 594.0] [89.8 , 739.5] [104.5 , 980.5]

S5-E4(100) L:P:F:I:UDP:D [0.0% , 0.0%] [83.5 , 190.5] [89.0 , 198.0] [104.5 , 219.5]

Table 6.43: Comparison of simulations conducted in Scenario 5 according to com-
pliance with software engineering design rules.

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S5-E1 (100) S:P:F:I:TCP:D ✓ ✗ ✗ T ✗ 6.42

S5-E2 (100) S:P:F:I:UDP:D ✓ ✓ ✗ T ✗ 6.44

S5-E3 (100) L:P:F:I:TCP:D ✓ ✗ ✗ T ✗ 6.47

S5-E4 (100) L:P:F:I:UDP:D ✓ ✓ ✗ T ✗ 6.50

6.3.7 Scenario 6: System with shared servers servicing

dynamic varying load and finite queues

Scenario 6 is an extension of Scenario 5, which, in turn, enriches the simulations

by limiting the size of queues which can lead to queue drop events. The results of

experiments conducted in Scenario 6 demonstrate how queue drops combined with
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increased operational complexity results in additional levels of variability compared

to Scenario 5 and Scenario 4. As expected, this heightened complexity leads to

variations in cdfs, in line with the performance predictability insights derived from

the DST analysis, consistent with the patterns observed in the other scenarios.

6.3.7.1 S6-E1: Small distributed software system on shared servers

exposed to normal traffic and employing reliable protocol with

possible queue drop events [S:P:F:F:TCP:D]

The subsequent figures present the application-layer response time cdfs derived from

100 independent simulation runs of the exemplary small distributed software system.

All runs within this experiment exposed to identical statistical workloads. Experiment

S6-E1 is the closest one to the real world as it combines the effect of servers hosting

variable number of VMs with the effects of queue drops and reliable protocol. As

we can see in Figure 6.53, the cdfs are all over the place and the 99th percentile is

anywhere between 68 to 451 seconds which clearly shows the BET non-compliant

behavior of the system even for a relatively simple, small cloud-deployed distributed

system.

More specifically, Experiment S6-E1 violates all the Software Engineering Design

Rules (summarized in 8.1.1) by allowing for queue drops, applying reliable protocol

and using fair OS scheduling. These violations result in producing wandering sets of

non-zero measure and breaking the measure-preserving condition, leading to a BET

non-compliant system. The simulation results depicted in Figure 6.53 validate the

findings of the formal analysis in Chapter 5. The modes visible in the cdfs of S6-E1

show more variety depending on how often the queue drop events occurred.

Table 6.44 provides a summary of the simulation parameters for this experiment.

Table 6.44: S6-E1 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared with varying load
Type of Queues Finite with possible queue drops

Figure 6.54 compares the same experiment with and without queue drop events.

In Figure 6.54a which represents the result of experiment with infinite queues, we
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Figure 6.53: S6-E1 Application layer response time distributions. [S:P:F:F:TCP:D]

can see that there is a trade-off between no lost data and the significant delays under

heavy load conditions. The infinite queue actually highlights the fair scheduling issue

where there is no bound on execution time. Finite queues actually put a bound on

the requests execution times and that’s the reason we see a tighter bound on the

response time but queue drops themselves leads to more variability in the response

time distributions.

(a) S5-E1 ten hours of simulation.
[S:P:F:I:TCP:D]

(b) S6-E1 ten hours of simulation.
[S:P:F:F:TCP:D]

Figure 6.54: The effect of queue drops on performance predictability of shared
servers with varying load.
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Figure 6.55 demonstrated the comparison between the same experiment, but one

with servers with fixed number of VMs in Scenario 4 and one with varying number of

VMs in Scenario 6. As we expected from the Chapter 5 DST-driven BET-compliance

insights, the results of these experiments show that the varying load leads to more

variability in response time distributions.

(a) S4-E1 ten hours of simulation.
[S:P:F:F:TCP:S]

(b) S6-E1 ten hours of simulation.
[S:P:F:F:TCP:D]

Figure 6.55: The effect of varying load on performance predictability of shared
servers.

6.3.7.2 S6-E2: Small distributed system exposed to normal traffic and

employing non-reliable protocol with possible queue drop events

[S:P:F:F:UDP:D]

Experiment S6-E2 mirrors Experiment 1, but with the application of a non-reliable

protocol. Again, all runs within this experiment exposed to identical statistical work-

loads. Table 6.45 offers a summary of the simulation parameters for S6-E2.

Table 6.45: S6-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Small system in Figure 6.2
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared with varying load
Type of Queues Finite with possible queue drops

As can be seen by comparing Figures 6.57a and Figure 6.57b, while noting the

order of magnitude difference in x-axis scaling, the use of reliable protocols produces a
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Figure 6.56: S6-E2 Application layer response time distributions. [S:P:F:F:UDP:D]

far broader set of response time cdfs than for the non-reliable protocol case. Variations

in the Figure 6.57b observed cdfs are due to the impacts of standard cloud computing

issues including number of executing VMs per modeled PH, background workload

variations within the modeled VMs, VM scheduling and task swapping, as driven by

the modeled OS-level fair scheduling processes, etc. These cloud regime issues though

arise equally and are common to S6-E1 and S6-E2. Hence, they are not the cause of

S6-E1’s far wider statistical behavioral patterns, as seen in the Figure 6.57a.

More specifically, Experiment S6-E2 violates Software Engineering Design Rules

1 and 3 (summarized in 8.1.1) by allowing for queue drops and using fair OS schedul-

ing. Additionally, it can break Design Rule 4 in servers with higher loads. These

violations result in producing wandering sets of non-zero measure and breaking the

measure-preserving condition, leading to a BET non-compliant system. However, S6-

E2 adheres to Design Rule 2, which is why it is closer to a BET-compliant system

compared to S6-E1, which breaks all the Design Rules. The simulation results de-

picted in Figure 6.56 validate the findings of the formal analysis in Chapter 5. The

modes visible in the cdfs of S6-E2 show more variety depending on how often the

queue drop events occurred.
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(a) S6-E1 ten hours of simulation.
[S:P:F:F:TCP:D]

(b) S6-E2 ten hours of simulation.
[S:P:F:F:UDP:D]

Figure 6.57: The effect of reliable protocol on performance predictability of shared
servers with varying load.

6.3.7.3 S6-E3: Large distributed software system on shared servers with

varying load exposed to normal traffic and employing reliable pro-

tocol with possible queue drop events. [L:P:F:F:TCP:D]

The subsequent figures present the application-layer response time cdfs derived from

100 independent simulation runs of the exemplary large distributed software system.

All runs within this experiment exposed to identical statistical workloads. Table 6.46

provides a summary of the simulation parameters for this experiment.

Table 6.46: S6-E3 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Reliable with timeout=32s and 8 re-send attempts
Type of Servers Shared with varying load
Type of Queues Finite with possible queue drops

Figure 6.58 shows noticeable variability in the cdfs across different runs suggesting

inconsistency in performance resulted from broken BET-compliance conditions in the

system.

Figure 7.15 shows the effect of dynamic fair scheduling and queue drops on the

large system distributed system’s performance. As we can see, these factors break the

BET-compliance of the system and validates the result of Chapter 5’s investigation on

ergodicity in software-centric systems. More particularly, Experiment S6-E3 violates



239

Figure 6.58: S6-E3 Application layer response time distributions. [L:P:F:F:TCP:D]

Software Engineering Design Rules (summarized in 8.1.1) 1, 2, and 3 by allowing for

queue drops, applying a reliable protocol, and using fair OS scheduling. Moreover, it

can break the Design Rule 4 in servers with higher loads. These violations result in

producing two types of wandering sets of non-zero measure and breaking the measure-

preserving condition in two ways, leading to a BET non-compliant system. The

simulation results depicted in Figure 6.58 validate the findings of the formal analysis

in Chapter 5. The modes were visible in the cdfs of S5-E3 are experiencing more

variety depending on how often the queue drop events happened and how often the

reliable protocol is triggered.

6.3.7.4 S6-E4: Large distributed system exposed to normal traffic and

employing non-reliable protocol with possible queue drop events.

[L:P:F:F:UDP:D]

Experiment S6-E4 mirrors S6-E3 experiment, but with the application of a non-

reliable protocol. As we can see in the Figure 6.60, using non-reliable protocol reduces

the response time significantly. The system still shows the BET non-compliant be-

havior by spreading the 100 runs 95th percentile between 86 to 217 seconds compared

to the base scenario as shown in Figure 6.61. More specifically, Experiment S6-E4
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(a) S1-E3 ten hours of simulation.
[L:P:Q:I:TCP:S]

(b) S6-E3 ten hours of simulation.
[L:P:F:F:TCP:D]

Figure 6.59: The effect of queue drops,and shared servers with varying load on
performance predictability for the larger distributed system in the presence of reliable
protocol.

violates Software Engineering Design Rules 1 and 3 (summarized in 8.1.1) by allow-

ing for queue drops and using fair OS scheduling. Additionally, it can break Design

Rule 4 in servers with higher loads. These violations result in producing wandering

sets of non-zero measure and breaking the measure-preserving condition in two ways,

leading to a BET non-compliant system. The simulation results depicted in Figure

6.58 validate the findings of the formal analysis in Chapter 5. The modes visible in

the cdfs of S6-E4 show more variety depending on how often the queue drop events

occurred.

Table 6.47 offers a summary of the simulation parameters for S6-E2.

Table 6.47: S6-E2 specific simulation parameters.

Simulation Parameter Value

Workload Poisson
System Architecture Large system in Figure 6.3
Communication Protocol Non-reliable with timeout=128s
Type of Servers Shared with varying load
Type of Queues Finite with possible queue drops

Figure 6.62 and Figure 6.63 show the effects of queue drops and dynamic load

on the performance behavior of the system respectively. As we can see in Figure

6.62, queue drops produce more variability in performance behavior validating the

observations drawn from Theory 4 from Chapter 5.
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Figure 6.60: S6-E4 Application layer response time distributions. [L:P:F:F:UDP:D]

(a) S1-E4 ten hours of simulation.
[L:P:Q:I:UDP:S]

(b) S6-E4 ten hours of simulation.
[L:P:F:F:UDP:D]

Figure 6.61: The effect of queue drops and shared servers with varying load on
performance predictability of the larger system.

6.3.7.5 Scenario 6 Results Summary

The failure rates vary significantly across different experiments, with UDP protocols

(S6-E2 and S6-E4) showing higher maximum failure rates compared to TCP protocols

(S6-E1 and S6-E3) which is expected as the UDP protocol in our simulations drop the

request if there is no response in 128 seconds from any internal server. UDP protocols
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(a) S5-E4 ten hours of simulation.
[L:P:F:I:UDP:D]

(b) S6-E4 ten hours of simulation.
[L:P:F:F:UDP:D]

Figure 6.62: The effect of queue drops on performance predictability of shared
servers with varying load for the larger system.

(a) S4-E4 ten hours of simulation.
[L:P:F:F:UDP:S]

(b) S6-E4 ten hours of simulation.
[L:P:F:F:UDP:D]

Figure 6.63: The effect of varying load on performance predictability of shared
servers for the larger system.

generally have better response times at all percentiles but they are less reliable and

can have higher failure rates. Large system simulations (S6-E3 and S6-E4) show

higher response times compared to smaller systems (S6-E1 and S6-E2), reflecting the

impact of system size on performance variations.

Table 6.49 compares the simulations conducted in Scenario 6 according to their

compliance with the four Software Engineering Design Rules formally derived from

Chapter 5 analyses and summarized in Section8.1.1.
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Table 6.48: Scenario 6 experiments results comparison.

Ensemble
Code

Experiment
Code

Failure Rate
[Min. , Max.]

Response Time (NTS)
Percentiles [Min. , Max.]

90th 95th 99.99th

S6-E1(100) S:P:F:F:TCP:D [0.0% , 0.7%] [28.8 , 83.2] [36.0 , 134.4] [68.8 , 451.2]

S6-E2(100) S:P:F:F:UDP:D [0.0% , 17.6%] [17.6 , 60.8] [20.8 , 70.4] [36.5 , 131.2]

S6-E3(100) L:P:F:F:TCP:D [0.0% , 4.4%] [87.0 , 259.5] [88.5 , 319.5] [106.0 , 632.0]

S6-E4(100) L:P:F:F:UDP:D [0.0% , 39.0%] [67.5 , 186.0] [70.0 , 193.5] [86.5 , 217.5]

Table 6.49: Comparison of simulations conducted in Scenario 6 according to com-
pliance with software engineering design rules.

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S6-E1 (100) S:P:F:F:TCP:D ✗ ✗ ✗ T ✗ 6.53

S6-E2 (100) S:P:F:F:UDP:D ✗ ✓ ✗ T ✗ 6.56

S6-E3 (100) L:P:F:F:TCP:D ✗ ✗ ✗ T ✗ 6.58

S6-E4 (100) L:P:F:F:UDP:D ✗ ✓ ✗ T ✗ 6.60

6.4 Summary

In Chapter 6 we presented the detailed results of OMNet++ based Monte Carlo sim-

ulations that explore the statistical effects that factors such as queue drops, reliable

protocols and different OS scheduling strategies have on software system run-time

performance predictability. Real-world relevance is addressed by focusing the behav-

iors generated via the simulation of a real-world industry-held in-production Large-

scale Distributed Software System (LDSS). The impacts of mentioned factors were

contrasted through simulating the same LDSS under statistically identical incoming

workloads and deployment regimes.

In this manner, it is shown that ongoing queue drops and their recovery actions

through reliable protocols results in a substantial decrease in the LDSS’s runtime

performance predictability and cause increased violations of Chapter 5’s Software

Engineering Design Rules 1 and 2. This somewhat counter-intuitive result arises due

to reliable protocols inherently generating additional workloads to be serviced into

LDSS systems already experiencing the onsets of overload conditions. On the other

hand, The presented work quantifies these impacts while highlighting the ease with
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which the Chapter 5 Software Engineering Design Rules can be measured within

operational systems and settings.

More particularly, outside of the explored quiescent cases, it was shown that the

impacts of violating the Chapter 5 derived Software Engineering Design Rules are

additive, with increasingly broad families of cdfs arising as more of the rules were

triggered. Additionally, as per the Chapter 5 DST results and insights, it can be

concluded that further increasing the size of the Monte Carlo ensembles will simply

lead to the production of wider cdf families. were the size of these families is driven

by the power set over the produced wandering sets and the power set over the possible

variations in the event execution completion times. The DST of Chapter 5 highlights

that neither of these BET non-compliant effects are bounded, a conclusion supported

by the Chapter 6 experimental validations. Tables 6.50 and 6.51 show the summary

results of all experiments conducted in Chapter 6.
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Table 6.50: Experiments Results Comparison

Ensemble
Code

Experiment
Code

Failure Rate
[Min.,Max.]

Response Time (NTS)
Percentiles [Min.,Max.]

90th 95th 99.99th

S1-E1(100) S:P:Q:I:TCP:S [0% , 0%] [11.2 , 12.0] [14.0 , 14.5] [28.5 , 43.2]

S1-E2(100) S:P:Q:I:UDP:S [0% , 0%] [11.2 , 12.0] [13.6 , 14.0] [27.0 , 45.0]

S1-E3(100) L:P:Q:I:TCP:S [0% , 0%] [30.0 , 31.0] [31.5 , 32.5] [39.0 , 61.5]

S1-E4(100) L:P:Q:I:UDP:S [0% , 0%] [30.0 , 31.0] [31.5 , 32.5] [39.0 , 63.0]

S1-E5(100) S:B:Q:I:TCP:S [0% , 0%] [120.0 , 135.0] [230.0 , 238.0] [510.0 , 590.0]

S1-E6(100) S:B:Q:I:UDP:S [0% , 0%] [110.0 , 114.0] [122.0 , 131.0] [205.0 , 270.0]

S1-E7(100) L:B:Q:I:TCP:S [0% , 0%] [630.0 , 860.0] [710.0 , 920.0] [900.0 , 1260.0]

S1-E8(100) L:B:Q:I:UDP:S [0% , 0%] [200.0 , 204.0] [205.0 , 214.0] [260.0 , 285.0]

S2-E1(100) S:P:Q:F:TCP:S [0.0% , 0.2%] [4.0 , 11.0] [6.0 , 33.5] [33.0 , 354.0]

S2-E2(100) S:P:Q:F:UDP:S [0.1% , 1.6%] [5.0 , 12.0] [7.0 , 15.0] [11.0 , 58.0]

S2-E3(100) L:P:Q:F:TCP:S [0.0% , 1.0%] [20.0 , 50.6] [29.4 , 100.0] [146.0 , 497.0]

S2-E4(100) L:P:Q:F:UDP:S [0.0% , 4.0%] [23.0 , 31.0] [22.0 , 33.8] [28.0 , 70.5]

S2-E5(100) S:B:Q:F:TCP:S [0.0% , 0.1%] [140.2 , 190.0] [170.5 , 240.0] [242.5 , 470.3]

S2-E6(100) S:B:Q:F:UDP:S [0.2% , 15.7%] [51.0 , 89.8] [60.4 , 100.8] [81.0 , 156.5]

S2-E7(100) L:B:Q:F:TCP:S [0.0% , 1.0%] [560.5 , 770.0] [590.0 , 800.3] [625.0 , 932.8]

S2-E8(100) L:B:Q:F:UDP:S [0.5% , 64.0%] [126.0 , 209.0] [130.0 , 215.0] [139.0 , 264.0]

S3-E1(100) S:P:F:I:TCP:S [0.0% , 0.0%] [17.0 , 130.0] [21.0 , 155.5] [38.5 , 285.0]

S3-E2(100) S:P:F:I:UDP:S [0.0% , 0.0%] [17.0 , 62.0] [20.0 , 76.0] [37.5 , 138.0]

S3-E3(100) L:P:F:I:TCP:S [0.0% , 0.0%] [44.0 , 292.0] [46.0 , 295.0] [53.0 , 325.0]

S3-E4(100) L:P:F:I:UDP:S [0.0% , 0.0%] [44.0 , 150.0] [46.5 , 154.0] [53.5 , 190.0]

S4-E1(100) S:P:F:F:TCP:S [0.0% , 0.08%] [17.5 , 80.0] [21.0 , 123.0] [34.5 , 516.0]

S4-E2(100) S:P:F:F:UDP:S [0.0% , 24.0%] [16.8 , 58.0] [20.0 , 68.0] [34.4 , 112.0]

S4-E3(100) L:P:F:F:TCP:S [0.0% , 7.2%] [44.0 , 230.0] [46.0 , 290.0] [63.0 , 680.0]

S4-E4(100) L:P:F:F:UDP:S [0.0% , 42.0%] [43.0 , 146.0] [45.5 , 150.0] [60.0 , 162.0]

S5-E1(100) S:P:F:I:TCP:D [0.0% , 0.0%] [30.4 , 224.0] [36.8 , 326.4] [62.4 , 928.0]

S5-E2(100) S:P:F:I:UDP:D [0.0% , 0.0%] [30.4 , 74.4] [37.2 , 86.4] [65.0 , 147.2]

S5-E3(100) L:P:F:I:TCP:D [0.0% , 0.0%] [85.0 , 594.0] [89.8 , 739.5] [104.5 , 980.5]

S5-E4(100) L:P:F:I:UDP:D [0.0% , 0.0%] [83.5 , 190.5] [89.0 , 198.0] [104.5 , 219.5]

S6-E1(100) S:P:F:F:TCP:D [0.0% , 0.7%] [28.8 , 83.2] [36.0 , 134.4] [68.8 , 451.2]

S6-E2(100) S:P:F:F:UDP:D [0.0% , 17.6%] [17.6 , 60.8] [20.8 , 70.4] [36.5 , 131.2]

S6-E3(100) L:P:F:F:TCP:D [0.0% , 4.4%] [87.0 , 259.5] [88.5 , 319.5] [106.0 , 632.0]

S6-E4(100) L:P:F:F:UDP:D [0.0% , 39.0%] [67.5 , 186.0] [70.0 , 193.5] [86.5 , 217.5]
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Table 6.51: Comparison of simulation scenarios and experiments according to
compliance with software engineering design rules (summarized in 8.1.1).

Conducted Simulations
(Sorted from Simple to Complex)

Ensemble
Code

Experiment
Code

Software Eng. Design Rules BET
Compliant

cdfs
No. 1 No. 2 No. 3 No. 4

S1-E1 (100) S:P:Q:I:TCP:S ✓ ✓ ✓ ✓ ✓ 6.8

S1-E2 (100) S:P:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.9

S1-E3 (100) L:P:Q:I:TCP:S ✓ ✓ ✓ ✓ ✓ 6.10

S1-E4 (100) L:P:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.11

S1-E5 (100) S:B:Q:I:TCP:S ✓ ✗ ✓ ✗ ✗ 6.12

S1-E6 (100) S:B:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.13

S1-E7 (100) L:B:Q:I:TCP:S ✓ ✗ ✓ ✗ ✗ 6.14

S1-E8 (100) L:B:Q:I:UDP:S ✓ ✓ ✓ ✓ ✓ 6.15

S2-E1 (100) S:P:Q:F:TCP:S ✗ ✗ ✓ ✓ ✗ 6.16

S2-E2 (100) S:P:Q:F:UDP:S ✗ ✓ ✓ ✓ ✗ 6.17

S2-E3 (100) L:P:Q:F:TCP:S ✗ ✗ ✓ ✓ ✗ 6.18

S2-E4 (100) L:P:Q:F:UDP:S ✗ ✓ ✓ ✓ ✗ 6.19

S2-E5 (100) S:B:Q:F:TCP:S ✗ ✗ ✓ ✗ ✗ 6.20

S2-E6 (100) S:B:Q:F:UDP:S ✗ ✗ ✓ ✓ ✗ 6.21

S2-E7 (100) L:B:Q:F:TCP:S ✗ ✗ ✓ ✗ ✗ 6.22

S2-E8 (100) L:B:Q:F:UDP:S ✗ ✗ ✓ ✓ ✗ 6.23

S3-E1 (100) S:P:F:I:TCP:S ✓ ✗ ✗ T ✗ 6.25

S3-E2 (100) S:P:F:I:UDP:S ✓ ✓ ✗ T ✗ 6.27

S3-E3 (100) L:P:F:I:TCP:S ✓ ✗ ✗ T ✗ 6.28

S3-E4 (100) L:P:F:I:UDP:S ✓ ✓ ✗ T ✗ 6.30

S4-E1 (100) S:P:F:F:TCP:S ✗ ✗ ✗ T ✗ 6.32

S4-E2 (100) S:P:F:F:UDP:S ✗ ✓ ✗ T ✗ 6.34

S4-E3 (100) L:P:F:F:TCP:S ✗ ✗ ✗ T ✗ 6.37

S4-E4 (100) L:P:F:F:UDP:S ✗ ✓ ✗ T ✗ 6.39

S5-E1 (100) S:P:F:I:TCP:D ✓ ✗ ✗ T ✗ 6.42

S5-E2 (100) S:P:F:I:UDP:D ✓ ✓ ✗ T ✗ 6.44

S5-E3 (100) L:P:F:I:TCP:D ✓ ✗ ✗ T ✗ 6.47

S5-E4 (100) L:P:F:I:UDP:D ✓ ✓ ✗ T ✗ 6.50

S6-E1 (100) S:P:F:F:TCP:D ✗ ✗ ✗ T ✗ 6.53

S6-E2 (100) S:P:F:F:UDP:D ✗ ✓ ✗ T ✗ 6.56

S6-E3 (100) L:P:F:F:TCP:D ✗ ✗ ✗ T ✗ 6.58

S6-E4 (100) L:P:F:F:UDP:D ✗ ✓ ✗ T ✗ 6.60
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Chapter 7

Assessing Industry Trends

The global cloud computing software industry actively evolves new approaches, frame-

works, and deployment regimes to mitigate, address, and, ideally, improve software

run-time performance predictability issues. This Chapter applies the insights and un-

derstandings of Chapters 5 and 6 to assess why the emerging and evolving industry

trends of dynamic resource allocation and RTOS-based scheduling are not just ”nice-

to-have” features but, instead, necessary requirements to build software systems and

solutions that behave predictably.

More directly, the complementary industry-developed approaches that explored

are: (i) Apache Spark’s dynamic resource allocation approaches to elastic scaling

[278], and (ii) Xen’s introduction of soft real-time OS scheduling as a configurable

hypervisor instantiation option [279; 280]. We apply the Chapter 6 simulation frame-

work to demonstrate and quantify how both approaches lead to statistically better-

behaved systems, with these observed improvements driven by different and comple-

mentary mechanisms formally explained by the Software Engineering Design Rules

and DST analysis of Chapter 5. Additionally, we show that although the industry (i)

and (ii) methods substantially improve the system’s observed behaviors, they are in

themselves insufficient to bring the system back to being fully BET-compliant. This

arises as violation in the Chapter 5 Software Engineering Design Rules still occur

albeit at substantially lower rates than when (i) and (ii) are not applied.

More specifically, we highlight that these run-time performance predictability im-

provements were likely masked within prior simulation-based approaches, as Monte

Carlo analyses are generally performed under the presumption that BET holds. Our

analysis differs in that we do not assume BET holds. Instead, we provide the sim-

ulation results in terms of the empirical cdfs produced for each Monte Carlo ensem-
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ble run, presenting the full cdf results rather than just the averaged cdf computed

over the ensemble. This approach allows us to observe richer behavioral modali-

ties and complexities than previously reported, leading to a better understanding

of why the approaches (i) and (ii) produce improved run-time behavior predictabil-

ity within cloud-deployed LDSSes and to more fully quantify these improvements.

The question explored in this Chapter is therefore “By how much comparatively do

these approaches improve predictability?”, given the solutions do not have the same

deployment costs or complexities.

Our contribution, relative to this Chapter, is not to claim that industry has not

or is not actively evolving improvements in software system deployment regimes and

run-time operations. Instead, it can be observed that such industry improvements

are driven primarily through knowledgeable but largely ad hoc processes and method-

ologies. Our work seeks to place these industry-driven advancements onto the firm

theoretical foundation provided via DST and our Chapter 5 analyses. Such deeper

more formal analyses are required if modern large-scale software systems are to be

brought fully back into being BET-compliant systems and, hence, systems producing

statistically predictable run-time performance measures.

7.1 Assessing Apache Resource Scaling

Apache Spark dynamically allocates resources to scale with the workload and main-

tains fault tolerance through Resilient Distributed Datasets (RDDs), which can re-

build lost data. Furthermore, Spark’s integration with cluster managers like Hadoop

YARN, Apache Mesos, and Kubernetes enables flexible deployment and resource man-

agement [278]. Apache Storm is designed for real-time data processing, enabling rapid

data ingestion and response through dynamic task distribution with stream grouping

strategies. While Storm does not natively support dynamic resource scaling, it can

integrate with systems like Apache Mesos for this functionality. Its fault-tolerant

architecture and back-pressure mechanisms prevent system overloads [281].

In this Section, we use Monte Carlo simulation to quantitatively analyze the ef-

fects of resource overload prevention, as implemented by Apache, on the ergodicity

and therefore BET-compliance state of the system through run-time performance

predictability of LDSSes.
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7.1.1 Monitor and Control Resource Utilization

Based on Chapter 5’s DST-driven insights for BET-compliance, it has been estab-

lished that on-going queue drops produce wandering sets of non-zero measure. This

then renders the impacted run-time performance measures statistically unpredictable,

in the sense of Eq. 5.14. This Chapter 5 insight was validated in Chapter 6’s Scenario

2 where the effect of queue drops were isolated. As was highlighted in Chapter 5

and 6, under reliable protocols queue drop events then trigger event regenerations,

which further load the system, which is already experiencing the onset of overload-

ing. This further worsens the run-time predictability as both Software Engineering

Design Rules 1 and 2 are not violated. Due to the hierarchical nature of QNs and

modern computer hardware, software, and networks, queue drops can occur in any

layer and/or part of the system or its deployment environment. For example, if the

limits of available (or allocated) memory are reached and swapping is required, then

under the QN model this equates to a queue drop event as the event’s execution is

stalled and then restarted at some future time [282].

To restore the system to BET-compliance and predictability, controlling queue

drops becomes imperative as formally derived with the Chapter 5 analyses. The

sotware industry employs various strategies for this purpose. One approach involves

configuring limits on resources, especially memory. For example, on the Apache

web server, administrators can set directives such as the number of server processes,

threads per process, maximum simultaneous connections, and limits on the number

of requests a server process will handle before being terminated and replaced. These

settings can help manage memory leaks [282].

Another strategy is elastic resource management, which enables systems to auto-

matically scale resources based on real-time demand. When scaling up with more

resources available, load balancers distribute incoming requests evenly across all

servers in a pool, preventing any single server from bearing an excessive load. This

prevents servers from reaching their maximum capacity, thereby reducing the like-

lihood of queue drops. For instance, Apache can be configured to operate in a

load-balanced environment using modules like ”mod proxy balancer”, distributing

incoming requests across a pool of back-end servers to optimize resource usage and

improve response times. Moreover, platforms offering serverless computing services,

such as AWS Lambda, Google Cloud Functions, and Azure Functions, employ this
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technique, automatically managing infrastructure resources by scaling up or down

instantly based on request volume.

7.1.2 Simulation Details

The impacts of an Apache Spark-like dynamic resource allocation methodology were

assessed as follows. An ensemble of 100 Monte Carlo simulation runs was produced,

via our Chapter 6 cloud deployment simulation framework, where each run spanned

10 hours of simulated time and involved the exemplary LDSS in 6.2 executing con-

currently with a selected set of 12 to 18 other cloud clients so as to model modern

commercial cloud environments. Our modeled LDSS remains active throughout the

10 hour period processing in-coming statistically generated workloads which model

the real-Poisson workloads of the original industry-held system explained in Chapter

6. In total, 10 workload generators were simulated to produce the cloud-incoming

workloads to be processed by the modeled systems. All incoming traffic was mod-

elled as sessionless “http” requests in accordance with the real-world industry-held

system. The incoming workloads themselves were BET-compliant and, hence, were

not the source of any non-BET compliant issues observed.

Similar to Chapter 6 simulations, session time, measured as the total response

time, was recorded as the run-time performance measure of interest for each “http”

request to subsequent LDSS response interaction. The think time between user re-

quests and the idle time between sessions follow Poisson distribution with parameters

detailed in Table 7.1.

Table 7.1: Simulation Parameters

Simulation Parameter Value

Performance measure Response time
No. of independent runs 100
Idle time distribution p(x) = λidlee

−λidlex;λidle = 1/100 ms
Think time distribution p(x) = λthinke

−λthinkx ; λthink = 1/10 ms
Service time per server p(x) = λservicee

−λservicex ; λservice = 1/300 ms
Simulation time 36× 106 ms (10h)
Queue length Infinite
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7.1.3 Fair Scheduling

Figure 7.1 displays the cdfs for response times across 100 independent runs of our

exemplar LDSS running on a hypervisor employing fair OS scheduling without any

load balancing as a benchmark to assess load balancing scenarios. These runs were

subjected to a statistically identical Poisson workloads on a single server, which was

experiencing time-varying loads, as per commercial cloud regimes. The spread of the

cdf curves illustrates the inconsistency in response times occurring between Monte

Carlo similar runs. This aligns with the observations reported in the original industry

study of [4] as well as the theory and validation insights of Chapters 5 and 6.. This

variability in performance, as reflected by the distinct cdf trajectories highlights a core

lack of LDSS run-time predictability. Moreover, a real-world deployed system will not

simply be described by one of the potential cdfs within this family of possible cdfs.

Instead, it would actively transition across this family of possible cdfs stochastically

as was executing, highlighting a far more complex performance predictability problem

and challenge.

Furthermore, Figure 7.1 highlights the combined impact of fair OS scheduling,

reliable protocol usage, and physical hosts (PHs) workloads on an LDSS ability to

provide consistent and predictable run-time performance. More particularly, a sin-

gle server is shown to be able to efficiently handle a certain amount of requests but

then performance predictability quickly degrades as load increases. This is an ex-

pected result based on Chapter 5 DST-based insights, but Figure 7.1 quantifies the

impacts. Importantly, the server transition threshold would generally not be a priori

computable except in quite trivial workload cases.

Moving to the right with Figure 7.1, the increasingly wider spread and more

gradual ascent within the observed cdfs is indicative of server resource saturation.

This suggests that there are points where the server was unable to efficiently handle

the load, leading to increasing and more variable response times. We should note that

concurrently with load increases would have been the triggering of reliable protocol

actions to recover from load-induced “dropped” events. This would have had the

effect of placing even more load on a server that is already entering into an overloaded

condition driving the further decreases in the run-time performance predictability, as

denoted by observable spread in the produced response time cdfs.
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Figure 7.1: Response time cdfs for 100 independent runs of the system for the fair
OS scheduling regime.

7.1.4 Fair OS Scheduling with Apache-like Resource Scaling

In this experiment, we investigated the effects of incremental server scaling on system

performance, modeling the approach implemented within Apache Spark and Storm.

We systematically introduced additional servers in pairs, starting with a two-server

configuration and progressing to configurations with four, six, eight, and finally ten

servers. At each stage, we simulated identical workloads, mirroring the conditions

of the initial single-server environment. By employing fair OS scheduling strategies

alongside Apache-like auto-scaling capabilities, we observed the impacts on LDSS re-

sponse times and their cdf consistencies. Gradually scaling was used to monitor when

and where breakpoints in run-time performance predictability occurred, allowing us

to understand both the benefits and overheads of increasing server counts.
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As shown in Figure 7.2, transitioning from a single server to a two-server system

shows a significant improvement in response time cdf behaviors as a consequence of

server overloads being prevented. This, in turn, reduces the need for reliable protocol

actions, thereby creating a smaller family of generated cdfs. These improvements

continue as the cloud environment is extended to four and six servers as depicted

in Figure 7.3 but clearly with diminishing returns. The produced cdf families show

increasingly less impacts with the cdfs’ upper regions. As the available resources are

further increased to eight and to ten servers more nuanced effects arise. The cdf

families remain steep initially, indicating most events (or customers) receive prompt

service but the upper region of the cdfs highlight more marginal improvements, par-

ticularly relative to the higher costs that would accumulate through these higher

server count usages. Costing in commercial cloud deployments is of critical industry

concern. Hence, the trade-offs and breakpoints between LDSS increased performance

predictability and the resulting cost increases is a critical issue. Figure 7.4 highlights

that this issue is a LDSS and cloud-regime dependent mapping, which in turn would

necessitate significant of real-world LDSS and deployment regime instrumentation

and analysis to effectively and optimally manage the available resources.

(a) No active resource management with
one server does all the jobs.

(b) Apache-like resource management with 2
servers

Figure 7.2: Response time cdfs comparison for 100 independent LDSS runs ap-
plying fair OS scheduling with one server and 2-servers Apache-like active resource
management. Note the x-axis scaling range decreases from 1300s to 100s.
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(a) Apache-like resource management with 2 servers

(b) Apache-like resource management with 4 servers

(c) Apache-like resource management with 6 servers

Figure 7.3: Response time cdfs for 100 independent LDSS runs applying Apache-
like active resource management against varying server counts of 2, 4 and 6. Note
the x-axis scaling range decreases from subplots (a) to (c).
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(a) Apache-likeresource management with 8 servers

(b) Apache-likeresource management with 10 servers

Figure 7.4: Response time cdfs for 100 independent LDSS runs applying Apache-
like active resource management against varying server counts of 8 and 10.

To better assess the Figure 7.4 results, the 90th percentile response times threshold

is used as this provides a good comparative measure of performance under load and,

specifically, for the region of the cdf that would lead to SLO/SLA violations. These

results are shown in Table 7.2. In the one-server configuration, the 90th percentile

range is from [31.1, 300.0] seconds with the longest response time at approximately 300

seconds. This highlights a significant tail latency, resulting from peak load conditions

when the server itself becomes a bottleneck due to overload.

As more servers are added, the 90th percentile range contracts. With two servers,

the range is [11.8, 40.0] seconds, with an upper response time of approximately 100 sec-

onds, a significant improvement over the one-server case. Doubling the count to four
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Table 7.2: Performance improvement rate comparison.

Simulation
Improvement Rate

[Min., Max.]
90th Percentile Response Time(s)

[Min., Max.]

1-Server - [31.1 , 300.0]
2-Server [61.2% , 86.6%] [11.8 , 40.0]
4-Server [77.4% , 92.9%] [6.7 , 21.2]
6-Server [83.8% , 95.0%] [4.6 , 14.9]
8-Server [87.0% , 96.2%] [3.5 , 11.3]
10-Server [87.0% , 96.7%] [3.5 , 9.8]

servers produces more modest improvements, with the range reducing to [6.7, 21.2]

seconds and an upper response time of approximately 60 seconds, indicating a dou-

bling of cost with slightly less than a doubling of performance. At six servers, the

range is [4.6, 14.9] seconds with an upper response time of approximately 55 seconds.

Now, costs have tripled compared to the two-server case, but this increased cost is

not reflected in the observed performance improvements. With eight to ten servers,

the range tightens to [3.5, 11.3] and [3.5, 9.8] seconds, respectively, with upper re-

sponse times of approximately 44 and 39 seconds. Clearly, the respective 4x to 5x

cost increase over the two-server case is not worth the observed performance improve-

ment, even though the produced family of cdfs has significantly less variability and,

therefore, the LDSS has increased run-time performance predictability.

These comparisons quantify the reductions in upper bound of response times

with increasing resourcing and the ensuing marginal gains at higher resourcing levels.

Clearly, the impacts are non-linear, LDSS dependent, and cloud regime dependent.

This highlights the need to carefully and in detail instrument real-world LDSS so

as to be able to extract the information required to achieve optimal cost-effective

resource allocation and performance predictability levels. Moreover, it is clear that

simple linear optimizations will not suffice, given the modeled and studied scenario

is far simpler than that of actual real-world cloud-deployed LDSS contexts.

7.2 Assessing Modern Cloud Auto-scaling

Modern cloud computing regimes have enabled an alternative approach of auto-scaling

so as to dynamically adjusting the number of resources (such as virtual machines or

containers) allocated to an application as it workload changes. Several modern cloud
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frameworks and technologies incorporate auto-scaling for efficient resource manage-

ment because the general consensus is that auto-scaling helps to maintain performance

predictability. Amazon Web Services (AWS) offers Auto Scaling, which automatically

adjusts the number of EC2 instances in response to workload changes, allowing users

to define scaling policies based on various metrics [283]. Similarly, Google Cloud

Platform (GCP) provides an Autoscaler service that adjusts the number of Virtual

Machine (VM) instances in managed instance groups based on load metrics or other

signals like Stackdriver Monitoring metrics [284]. Microsoft Azure offers Autoscale

capabilities for dynamically adjusting the number of virtual machines in scale sets

based on predefined conditions such as CPU utilization or custom metrics [285].

In containerized environments, Kubernetes includes the Horizontal Pod Autoscaler

(HPA), enabling automatic scaling of pods based on CPU utilization or custom

metrics [286]. Serverless computing platforms such as AWS Lambda[267], Azure

Functions[287], and Google Cloud Functions[288] inherently support auto-scaling,

adjusting resources allocated to individual functions based on incoming requests or

events. Moreover, modern Application Performance Monitoring (APM) tools like

Datadog [289], New Relic [290], and AppDynamics [291] include auto-scaling features

that dynamically adjust resources based on application performance metrics, optimiz-

ing system performance and resource utilization. Importantly, auto-scaling directly

leads to core formal theory questions as to the applicability of control theory regimes

and approaches, wherein these traditional theories require ergodic regimes so as to

ensure a control rule indeed exists to be able to move the system from any operational

state x into any desired state x′, i.e., ergodicity is the formal requirement that ensures

all x to x′ paths exist.

For the sake of comparison, we shall note that classical load balancing distributes

tasks across multiple servers using static methods such as round-robin or least con-

nections, without seeking to adapt in real-time to changes in workload volumes. This

makes load balancing simple to implement but less efficient for time varying loads.

Dynamic load balancing, on the other hand, continuously monitors resource states

and adjusts task re-allocation in real-time using complex algorithms such as weighted

round-robin and dynamic hashing. This enhances scalability and performance, pro-

vided the sufficient required resources have been pre-allocated. Auto-scaling goes a

step further by automatically adjusting the number of active resources based on real-

time demand and predefined metrics, providing elasticity while seeking to optimize

resource usage and minimize deployment costs. As such, it has become a common



258

feature of modern cloud environments and deployment frameworks as it is designed

to address fluctuating workloads.

To be consistent, we apply Monte Carlo simulation to compare and quantify the

effectiveness of classical load balancing and auto-scaling in their ability to address

run-time performance predictability issues arising in cloud computing deployment

regimes, More specifically, our focus is on assessing the methodologies’ ability to

address the losses in predictability(ergodicity) in the non-BET compliant regimes

that are induced by queue drop events. We applied load balancing and auto-scaling

techniques on S6-E3 ([L:P:F:F:TCP:D]) as it closely resembles real-world scenarios

with the most complex performance behavior. In load balancing scenario as of the

previous section, the incoming traffic is distributed across the shared pre-allocated

cloud servers, with each modeled VM supporting between 4 to 12 containers so as to

mimic the multi-tasking environments of real-world clouds. This Section introduces

auto-scaling, where additional VM and containers are deployed only if the response

time surpasses a client-side specified threshold. In the load balancing strategy, the

end-goal is to prevent queue drops through having sufficient pre-allocated resourcing,

whereas the auto-scaling strategy seeks to dynamically control the rate at which queue

drops occur.

All scenarios are then tested against both Poisson and bursty LDSS incoming

workloads, with Monte Carlo ensembles of 100 runs conducted for each simulated ex-

periment scenario for each workload type. All parameters and statistical workloads,

background VM loads, etc. are identical across all simulations so as to ensure consis-

tency. This enables a fair comparison of the modeled LDSS performance under the

different scenarios and workload behaviors, as required to quantitatively assess the

resulting impacts within the resulting non-BET compliant operational regimes.

7.2.1 Scenario 1: No Resource Scaling

The baseline no scaling scenario was simulated as follows. The exemplar LDSS was

deployed on one VM hosted on a PH, which also co-hosted additional non-LDSS

VMs that themselves possessed time varying loads. The PH is simulated to have

hypervisor employing fair scheduling with TCP used as the communication protocol.

As per real-world deployments, queues within the hypervisors, VMs, and containers

“drop” requests from the queue ends once the queue is full, i.e., a first-come-first-serve

queuing policy is employed. Events were deemed as “timed-out” and then resent if
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they failed to transition any given system component within a simulated 32 seconds,

where this was set to be an intentionally long time-out period. At the per-event level,

this “time-out and resend” process was repeated for a maximum set of 8 retries. If

still no response was received after the full 8 retries then the given event was marked

as “failed” with no further retries attempted.

The modeled and simulated LDSS therefore follows a very standard time-out and

resend approach but with quite generous thresholds. Such thresholds are useful to

highlight that the observed variability is cloud-induced and does not arise due to the

impacts of tight thresholds. For all simulated scenarios, the fulls set (or family) of cdfs

produced for the ensemble of 100 Monte Carlo runs is plotted, under both Poisson

and bursty workload conditions. This is done as the observed results highlight non-

BET compliant behaviors, rendering just plotting the ensemble average cdf as an

uninformative approach. The bursty workload generated to have a peak workload

of 10 times the normal workload volume with a statistical on/off pattern with 300

second maximums. The Poisson and bursty workload are illustrated in Figures 7.5

and 7.6.

Figure 7.5: No scaling scenario for Poisson traffic.

7.2.2 Scenario 2: Classical Load Balancing

In Scenario 2, traditional load balancing was employed with the LDSS load balanced

across four VMs hosted on different PHs, with each PH retaining the time varying

background VM workloads as in Scenario 1. Four load balanced servers was chosen
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Figure 7.6: No scaling scenario for bursty traffic.

as the result of experiments in the previous section, which assessed that for the given

LDSS and workload traffic, queue drop rates where minimized at minimum resource

cost at four load balanced systems. Load balancing is performed via a standard round-

robin load balancing strategy, which is selected given the homogeneous nature of the

modeled LDSS deployment. As in Scenario 1, TCP is used as the communication

protocol and the same timeout and resend processes and thresholds are employed.

The cdf families for the 100 Monte Carlo runs under Poisson and bursty traffic are

illustrated in Figures 7.7 and 7.8.

Figure 7.7: Load balancing scenario for Poisson traffic.
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Figure 7.8: Load balancing scenario for bursty traffic.

7.2.3 Scenario 3: Auto-scaling

In scenario 3, the more recent approach of cloud-based auto-scaling was employed,

as commonly underlies elastic services within commercial cloud platforms. Under

the simulated auto-scaling, new VMs were launched based on predefined maximum

per-event response time thresholds. For the simulated scenarios, the 2 client-side

defined thresholds explored were set at 16 and 32 seconds. When the response time

threshold was exceeded then auto-scaling was triggered with the system then initiating

the deployment of an additional VM to help service the workload of each identified

overloaded VM. In this manner, the system dynamically adapts its resource footprint

adding VM resourcing only where and when overloads arise. More directly, overload

events can be identified through either the exceeding of the maximum response time

thresholds or by observing the occurrence of queue drop events, where in general the

former is likely to precede the latter. Again, the 16 and 32 second maximum response

time thresholds are intentionally set to be generous and result in overall maximum

possible observable event response times of 112 to 224 seconds for the given LDSS.

Identical timeout and resend policies to those of Scenarios 1 and 2 were used.

The full families of cdfs produced under Scenario 3 for the conducted 100 Monte

Carlo runs under both Poisson and bursty traffic conditions are shown in Figures 7.9,

7.10 and 7.11. Of more interest in the auto-scaling scenario are the bursty work-

load results given that bursty workloads arise commonly within real-world industry

Internet-based cloud-deployed LDSSes and elastic services. Auto-scaling provides the



262

promise of enabling more cost and performance effective deployment regimes over the

more traditional load balancing methods. What constitute optimal auto-scaling or

elastic service regimes though remain open research problems.

Figure 7.9: Auto-scaling scenario applying 16s threshold for Poisson traffic.

Figure 7.10: Auto-scaling scenario applying 32s threshold for Poisson traffic.

7.3 Observations and Insights

Queue drop events clearly can significantly increase the overall latency of a system as

under reliable communication regimes the “lost” events must be resubmitted and re-

processed. As more queue drops occur, more re-submissions arise. This significantly
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Figure 7.11: Auto-scaling scenario applying 32s threshold for bursty traffic.

increases the workload on a system already experiencing the onsets of overload, given

that queue drop events are beginning to occur. This effect can be clearly seen for Sce-

nario 1 in Figure 7.5 where a broad family of themselves quite broad cdfs results, i.e.

the system lacks overall behavioral predictability and exhibits clear non-BET com-

pliant behaviors. The Scenario 1 system has no ability to secure additional resources.

Hence, high workloads lead to queue drops which lead to even higher workloads due

to the reliable protocol triggered resend events.

Moreover, within all the provided cdf figures, only data arising from successful

requests are plotted. All “fail” requests, as defined above, are not shown as they by

definition do not produce defined response times. Table 6.50 provides the failure rates

for each of the conducted simulation scenarios. As can be seen, maximum failure rates

across all scenarios ensembles of 100 Monte Carlo runs are generally quite minimal,

falling below a 1.6% level. The only exception is Scenario 1 under bursty workload

where failure rates peak at 69.1%, as bursty traffic peaks and overloads the LDSS,

which cannot acquire any additional resourcing to service these workload peaks.
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Table 7.3: Failure rate and response time(s) comparison.

Simulation

(Auto Scaling(A.S.))

Failure Rate

[Min. , Max.]

Response Time (s)

Percentiles [Min. , Max.]

90th 95th 99.99th

Scenario 1 (Poisson) [0.0% , 0.7%] [84.2 , 270.6] [89.1 , 320.0] [108.3 , 632.1]

Scenario 1 (bursty) [1.8% , 69.1%] [222.2 , 486.9] [288.1 , 534.7] [384.7 , 869.8]

Scenario 2 (Poisson) [0.0% , 0.0%] [19.5 , 58.0] [21.4 , 62.4] [28.7 , 81.1]

Scenario 2 (bursty) [0.0% , 1.0%] [66.9 , 128.1] [72.4 , 191.8] [83.7 , 408.9]

Scenario 3 (Poisson-16s) [0.0% , 1.0%] [41.0 , 61.9] [47.4 , 65.9] [62.6 , 85.4]

Scenario 3 (Poisson-32s) [0.0% , 0.2%] [49.9 , 131.0] [56.4 , 138.7] [66.1 , 153.2]

Scenario 3 (bursty-32s) [0.6% , 1.6%] [38.6 , 86.9] [42.1 , 97.6] [54.3 , 142.8]

Table 7.4: BET-compliance of simulations based on the 3 scenarios.

Simulation
Software Eng. Design Rules Formally

BET-compliant
cdfs

No. 1 No. 2 No. 3 No. 4

Scenario 1 (Poisson) ✗ ✗ ✗ ✗ ✗ 7.5
Scenario 1 (bursty) ✗ ✗ ✗ ✗ ✗ 7.6
Scenario 2 (Poisson) ✗ ✗ ✗ ✓ ✗ 7.7
Scenario 2 (bursty) ✗ ✗ ✗ ✗ ✗ 7.8
Scenario 3 (Poisson-16s) T T T T T 7.9
Scenario 3 (Poisson-32s) T T T T T 7.10
Scenario 3 (bursty-32s) T T T T T 7.11

In Table 7.4, “Transitional” (T) refers to situations where an LDSS deployment

can move back and forth across the BET-compliance boundary due to changes in

its run-time deployment and/or dynamic variations in its service workloads, such as

those seen in bursty workload scenarios.

7.3.1 Comparative Analysis

The baseline Scenario 1 with static resourcing shows very high vulnerability to bursty

traffic, as expected, and significantly higher response times at all percentiles. Scenario

2 is classical load balancing and with the four VM load balanced set demonstrates

substantial improvements over Scenario 1. The failure rates drop to 0.0% under

Poisson traffic and remains low even under bursty workloads at a 0.0% to 1.0% for
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the 100 Monte Carlo runs. The observed response times are also far lower and more

consistent than those of Scenario 1. Additionally, the families of produced cdfs,

although still exhibiting non-BET compliance, are themselves narrower and more

consistent highlighting a significant gain in the LDSS’s overall run-time performance

predictability. The Scenario 2 load balancing approach though requires that full four

VMs are always available, irrespective if the current workload requires them at any

given time. Hence, the deployment cost of Scenario 2 comes at a constant level of

4× that of Scenario 1, where the gained performance improvement can be seen to

generally be less than a 4× improvement.

Table 7.5: Consumed Resources Comparison

Strategy Workload Average Number of VMs

No Scaling Poisson 1
No Scaling Bursty 1
Load Balancing Poisson 4
Load Balancing Bursty 4
Auto Scaling Poisson-16s 3.1
Auto Scaling Poisson-32s 1.4
Auto Scaling Bursty-32s 9.2

Scenario 3 addresses the constant cost limitations of Scenario 2 via introducing

auto-scaling. Enabling auto-scaling results in low failure rates and consistent response

times even under bursty traffic conditions. The failure rates for Poisson workloads

remain low, in the 0.0% to 1.0% range. Bursty traffic experiences slightly higher

failure rates, in the 0.6% to 1.6% range, which is of the same order of improvement

over Scenario 1 as with load balancing. But, the average number of utilized VMs varies

significantly from that of Scenario 2, with 3.1 average VMs being used for Poisson

workloads with a 16 second threshold, and only 1.4 average VMs used when the

threshold is relaxed to 32 seconds. Under bursty traffic, the auto-scaled system more

aggressively scales up to service the peak workloads, averaging 9.2 VMs. This adaptive

scaling, better optimizes resource utilization and cost by deploying additional VMs

only when necessary. The auto-scaling also results in significantly reduced variations

(or spread) in the family of produced cdfs, although significant spread still exist.

Hence, auto-scaling by itself is not sufficient to bring the LDSS into BET-compliant

run-time behaviors. But, the observed variation can be seen to be substantially less

than in both the Scenario 1 and Scenario 2 cases. Hence, the auto-scaling approach

can be seen as a pathway to both maximize performance impacts at minimal costs
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while also bringing the LDSS towards more predictable run-time behavioral regimes

(or BET-compliance).

7.3.2 How Load Balancing and Auto Scaling Help with Per-

formance Bounds

In the Scenario 1 with no-scaling approach, under the DST analyses of Chapter 5,

no upper bound exists on the possible observed response times. Pragmatically, such

bounds will depend on the reliable protocol thresholds or the users’ patience. The

response time is highly dependent on the host server’s utilization rate, scheduling,

queue drops, and the reliability of the protocol used. For the Scenario 1 experiments,

the maximum possible response time is 32 × 8 × 7 = 1792 seconds. Hence, any

performance measure xk(t) of interest lacks any useful upper performance bound.

Additionally, the xk(t) measures will be highly susceptible to both cloud-induced

run-time variability and in-coming workload variability, i.e., a highly sensitive system

will result.

In the load balancing scenario, additional resources are pre-allocated such that

load can be distributed as a preventive measure for mitigating server overloads. While

this reduces the likelihood of excessive delays, there is still no formal upper bound on

observable performance. The response times depend on the incoming workloads pat-

terns, the PH time varying utilization and scheduling processes, as well as a number

of other factors. The additional resources allow for significant reductions in failure

rates over those of Scenario 1, as well as more stable response times for Poisson work-

loads. However, very long and variable response times remain for bursty traffic, as

detailed in Table 6.50. Moreover, the families of produced cdfs still exhibit consider-

able spread, even though this spread is a significant improvement over the cdf spread

observed for Scenario 1.

By comparison, auto-scaling is the only strategy that allows for a formal and pre-

defined upper maximum response time. For example, assumed client-defined limits of

32 or 16 seconds. In auto-scaling the system dynamically adjusts resource allocations

to maintain these specified performance targets, irrespective of cloud- and workload-

induced variations. Hence, auto-scaling provides an approach that admits formal up-

per bounds on the xk(t) performance measures. More specifically, such a constraint on

the maximum provided that cloud has available the requested auto-scaling resources.

Table 7.5 illustrates that auto-scaling improves resource utilization while maintaining
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low failure rates and response times, even under bursty traffic conditions, thereby

providing a more robust solution for managing performance variability. Moreover,

as can be observed, the families of produced cdfs are again even narrower in spread

that the Scenario 2 load balancing case. Hence, auto-scaling also acts to significantly

improve the run-time performance predictability of an auto-scaling managed LDSS in

manners not achievable under load balancing. It should be noted that although the

auto-scaling improvement to cdf family spread are significant, they still are insufficient

to bring the run-time LDSS behaviors back to being fully BET-compliant.

As highlighted through Chapters 5 and 6, the above Monte Carlo experiment

results are fully explainable through the developed Software Engineering Design Rules

and their violations, particularly Rules 1 and 2. Importantly, the underlying Chapter

5 DST theory analysis highlights that no bounds exist on the region (or neighborhood)

with the produced cdfs can span or the “shapes” they can exhibit. More particularly,

the furthest left cdf can be pragmatically viewed as denoting the “quiescent system”

cdf in many cases, but the Chapter 5 theory highlights that no right boundary “worse

case” is generally derivable. Additionally, the Chapter 5 theory highlights that a very

wide variety of cdf “shapes” are possible as these are relative to the vast number

of per-instance and specific ways the Software Engineering Design Rules 1-4 can be

violated during a system’s run-time operation.

7.4 Operating System Scheduling Algorithms

The scheduling algorithms implemented in operating systems or hypervisors play a

critical role in determining BET-compliance within a system as observed in [239] and

investigated in Chapter 5, producing Software Engineering Design Rule 3, which was

then validated in the Chapter 6 simulations. In practical scenarios, hypervisors often

allow for over-commitment onto physical servers, enabling the provisioning of more

virtual machines (VMs) than the available physical resources can fully support, i.e.,

substantially more active VMs than the available CPU cores. In such cases, effective

scheduling decisions become critical in managing resource sharing and mitigating

resource contention. As explained in Chapter 5, with fair scheduling, we cannot

guarantee BET-compliance, as per Software Engineering Design Rule 3 and Theorem

6.
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In this Section, we focus on the scheduling mechanisms of two prominent hypervi-

sors, Hyper-V as a Classical fair scheduler and Xen for RTOS, and quantifying their

impacts on seeking to improve run-time performance predictability.

7.4.1 Hyper-V Scheduler

Hyper-V [240], developed by Microsoft, offers several modes of scheduler logic that de-

termine how virtual processors are scheduled on underlying logical processors. These

modes include the classic scheduler, the core scheduler, and the root scheduler.

7.4.1.1 Classic Scheduler

The classic scheduler has been the default choice for the Windows Hyper-V hypervisor

since its introduction, including Windows Server 2016 Hyper-V. It offers a fair share,

preemptive, round-robin scheduling model for guest virtual processors [240].

In this way, the classic scheduler ensures that each virtual machine gets its fair

share of CPU time, preventing resource contention and promoting efficient utilization

of the host’s CPU resources. However, it may not be optimized for certain scenarios

with specific performance requirements, as it operates on a fixed time-slicing basis

without considering the priority or workload characteristics of individual virtual ma-

chines.

7.4.1.2 Core Scheduler

The hypervisor core scheduler was introduced as an alternative to the classic scheduler

logic in Windows Server 2016 and Windows 10 version 1607. It provides enhanced

security and reduced performance variability for workloads running inside virtual ma-

chines (VMs) on a simultaneous multi-threading (SMT)-enabled virtualization host.

The core scheduler leverages the SMT topology of the virtualization host and allows

for running both SMT and non-SMT VMs simultaneously. It schedules groups of

guest virtual processors (VPs) from the same VM onto groups of SMT logical pro-

cessors (LPs) in a symmetric manner. For example, if LPs are organized in pairs,

VPs are scheduled in pairs, ensuring that a core is never shared between VMs which

reduces vulnerability to side-channel snooping attacks from malicious VMs [240].

However, there are cases where only one VP from a group of VPs can be actively

executed at a given time due to contention or other resource constraints. In such a

situation, the core scheduler chooses one VP to run while the other VPs in the group
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remain idle. This happens because the physical core can only execute one instruction

stream at a time, and the other VPs have to wait for their turn. The idling of the

remaining VPs in the group represents a potential performance reduction. Since only

one VP is executing instructions while others are idle, the overall processing power of

the core is not fully utilized. This can lead to decreased throughput and less efficient

use of the available CPU resources. It’s important to note that this performance

impact is a trade-off introduced by the core scheduler’s approach of grouping VPs

from the same VM together. While it improves security and reduces contention in

some cases, it can potentially lead to under-utilization of CPU resources when only

one VP can run at a time. We should note also when a VP is scheduled for a

VM without SMT enabled, that VP consumes the entire core when it runs [240]. The

default scheduler has transitioned to the core scheduler starting from Windows Server

2019, while the classic scheduler remains the default for Windows Server 2016 unless

explicitly enabled by the Hyper-V host administrator.

7.4.1.3 Root Scheduler

With the introduction of Windows 10 (version 1803), the root scheduler was intro-

duced as a new type of scheduler. When enabled, it transfers the responsibility of

work scheduling from the hypervisor to the root partition. The NT scheduler within

the root partition’s operating system instance takes charge of workload allocation

and distribution across logical processors (LPs). Currently, Microsoft advise against

employing the root scheduler with Hyper-V on servers. Its performance attributes

have not been thoroughly characterized and optimized to accommodate the diverse

array of workloads commonly encountered in server virtualization deployments. [240]

7.4.2 Xen Scheduler

Xen is a bare-metal hypervisor that runs directly on the hardware without the need for

a host operating system. The Xen-based hypervisors, widely recognized and adopted

in the industry [292], employ efficient scheduling mechanisms for allocating virtual

CPUs (vCPUs) to physical CPUs (pCPUs). Utilizing the capabilities of modern CPUs

that support multiple threads per core, the Xen hypervisor assigns vCPUs to different

threads within a physical core. This approach is enabled by a two-level hierarchical

scheduling framework that allocates pCPUs to virtualized hosts, enabling the simul-

taneous execution of multiple VMs. Within each VM, the assignment of multiple



270

vCPUs allows for parallel execution of tasks, thereby introducing an additional layer

of virtualization and parallelism.

7.4.2.1 Real-Time Deferrable Server(RTDS)

An important scheduler available in the Xen hypervisor is the Real-Time Deferrable

Server (RTDS) scheduler. Designed specifically for soft real-time systems with strict

response time requirements, the RTDS scheduler ensures that tasks with real-time

constraints meet their specified deadlines. By providing guarantees for timely task

completion, the RTDS scheduler reduces response time variability and enhances pre-

dictability. The rationale behind this, is quite evident as it restores the system to an

ergodic state by ensuring measure invariance for macro performance assessment.

7.4.2.2 Soft Real-Time Operating Systems(SRTOS)

Soft real-time design centers around ensuring that individual tasks meet specified time

constraints rather than optimizing the total time spent on all tasks. For example, a

soft real-time system may strive to complete 99.9 of requests within 10ms, processing

100 requests per second. In contrast, a non-real-time system might aim for 200

requests per second, allowing occasional requests that can block for 50ms or more.

Meanwhile, a hard real-time system commits to processing one request every 15ms

without exception.

Soft real-time is applied in scenarios where missing a deadline leads to service

degradation but isn’t performance-critical. Common use cases include multimedia

and telephony, where timely rendering of audio or video frames is crucial, and oc-

casional frame skipping is acceptable. In Erlang, reliability took precedence over

maintaining continuous connections, accepting occasional call drops to ensure the

overall functionality of the telephone exchange.

Conversely, applications like motor control demand software that never misses a

deadline to ensure precise control. While this approach involves performance trade-

offs and limits the complexity of achievable behaviors, it is indispensable for critical

applications. On the other hand, tasks like number crunching prioritize overall perfor-

mance, emphasizing the speed of operations like matrix multiplication over individual

component processing speed.
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7.4.3 Assessing Xen RTOS and Apache-like Resource Scaling

Real-Time Operating Systems (RTOS) are designed to manage and operate applica-

tions with strict timing constraints. As discussed in Chapter 5, RTOS helps address

measure-preserving issues by ensuring that tasks are completed within a specified

time frame. This characteristic can be used to define the time-shift transformation

T to be larger than this time frame, ensuring predictable behavior within that pe-

riod. Therefore, RTOS can provide BET-compliant behavior within the specified time

frame, contributing to predictable system performance. The only caveat here is the

possible high failure rate in case of overloaded servers.

Figure 7.12 and Figure 7.13 show cdfs for response times of 100 independent runs

of the exemplar LDSS of Section 7.1 and S6-E3 [L:P:F:F:TCP:D] in a modeled cloud

environment employing RTOS scheduling and load balancing across four servers, as

informed by the prior section’s results. The RTOS scheduling produces a tighter fam-

ily of cdfs. The simulated RTOS has a hard limit of 8 seconds per process execution,

resulting in a hard maximum of 48 seconds in the first system and 56 seconds in the

system from S6-E3 experiment as the longest possible observed response time, with

any unserviced requests being dropped after the 8-second mark in any part of the

system.

Figure 7.12: Applying RTOS and load balancing on system from Section 7.1 with
6 distributed servers and infinite queues.
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Figure 7.13: Applying RTOS and load balancing on S6-E3 experiment.
[L:P:F:F:TCP:D]

7.4.4 Assessing Xen RTOS and Cloud-like Resource Auto-

Scaling

RTOS ensures that tasks are completed within defined time frames, providing pre-

dictable BET-compliant behavior even under varying loads, while auto-scaling adjusts

resources dynamically to meet demand, preventing overloading and maintaining the

hard limit of RTOS. Therefore, this integration is the only possible solution to main-

tain the BET-compliance of the system and leads to improved performance vs cost

results.

7.4.5 Comparative Analysis

Table 7.6 illustrates the impact of different configurations—baseline, load balancing

(L.B.), auto-scaling (A.S.), and their combinations with RTOS—on the run-time per-

formance predictability of LDSSes using Sc6-E3 experiment of Chapter 6. Starting

with the baseline configuration using a single VM, response times are high and fail-

ure rates are around 4% in cases where the Physical Host(PH) is overloaded. This

configuration is setting a reference point for evaluating other configurations. Load

balancing with four VMs significantly reduces response times across all percentiles and

eliminates failure rates, showing the effect of PH load on performance predictability.
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Figure 7.14: Applying RTOS and auto-scaling on S6-E3 experiment.
[L:P:F:F:TCP:D]

Adding RTOS to load balancing further improves maximum response times, but in-

troduces a potential for high failure rates because RTOS turning down the requests

that can’t be serviced in the specified hard limit. auto-scaling with an average of

3.1 VMs provides moderate improvements generally but very similar improvement to

load balancing for the maximum response time but also with slightly increased failure

rates compared to load balancing.

Table 7.6: Performance improvement rate comparison based on Sc6-E3 experiment.

Simulation VMs
Imp. Rate on
[Min. , Max.]

Failure Rate
[Min. , Max.]

Response Time (NTS)
Percentiles [Min. , Max.]

90th 95th 99.99th∗

Baseline 1 N/A [0.0% , 4.4%] [87.0 , 259.5] [88.5 , 319.5] [106.0 , 632.0]

L.B. 4 [74.0% , 87.0%] [0.0% , 0.0%] [19.8 , 58.0] [21.5 , 62.0] [27.5 , 81.6]

L.B. & RTOS 4 [70.1% , 92.4%] [0.0% , 85.6%] [22.0 , 42.4] [24.6 , 44.8] [31.6 , 48.8]

A.S. 3.1 [40.9% , 86.4%] [0.0% , 1.0%] [41.0 , 61.9] [47.4 , 65.9] [62.6 , 85.4]

A.S.& RTOS 4.4 [85.3% , 92.9%] [0.0% , 0.0%] [9.0 , 18.5] [10.5 , 19.0] [15.5 , 44.5]

The combination of auto-scaling and RTOS with 4.4 VMs yields the best per-

formance among conducted experiments, showing the lowest response times across

all percentiles and zero failure rates. This configuration offers the most predictable

and stable performance, making it the optimal choice for achieving reliable run-time
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(a) S6-E3 ten hours of simulation with load
balancing on 4 servers. [L:P:F:F:TCP:D]

(b) S6-E3 ten hours of simulation with
auto-scaling. [L:P:F:F:TCP:D]

(c) S6-E3 ten hours of simulation with load
balancing on 4 servers and applying RTOS.
[L:P:F:F:TCP:D]

(d) S6-E3 ten hours of simulation
with auto-scaling and applying RTOS.
[L:P:F:F:TCP:D]

Figure 7.15: RTOS applied on load balancing and auto-scaling.

performance in LDSS cloud environments. However, it is essential to consider the in-

creased cost and complexity associated with RTOS implementations. Based on DST-

driven insights from Chapter 5, the combination of auto-scaling and RTOS helps to

maintain the system’s ergodicity in two ways. First of all, by applying auto-scaling

we are preventing the ongoing queue drops and therefore triggering reliable protocol

which leads to wandering sets of non-zero measures. Secondly, the application of

RTOS helps to have transformation T as a measure-invariant transformation with

respect to performance measure in the RTOS hard limit time window.

In Table 7.7, “Transitional” denotes situations when a LDSS deployment can cross

back and forth over the BET-compliance boundary due to changes in its run-time

deployment and/or dynamic variations in its service workloads, e.g., as per bursty

workload scenarios.
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Table 7.7: BET-compliance of simulations on S6-E3 experiment.

Simulation
Software Eng. Design Rules Formally

BET-compliant
cdfs

No. 1 No. 2 No. 3 No. 4

Baseline ✗ ✗ ✗ ✗ ✗ 7.5
Load Balancing ✗ ✗ ✗ ✓ ✗ 7.7

Load Balancing & RTOS T T T T T 7.13
Auto Scaling T T T T T 7.9

Auto Scaling & RTOS T T T T T 7.14

7.5 Insights and Observations

The above simulation results clearly highlight the value of industry advancements

such as auto-scaling and the ROTS based hypervisors, particularly over traditional

methods such a load balancing. Again, these industry approaches has largely arisen

via informed but ad hoc innovation processes. Our work, particularly that of Chapter

5, allows these methodologies to be placed onto solid deep theoretical foundations

provided via DST. Importantly, the industry-developed methodologies reduce but

do not eliminate violations of the Software Engineering Design Rules developed in

Chapter 5. This explains why families of cdfs are still produced, even though their

overall span, at least across the conducted 100 Monte Carlo ensembles, is clearly

reduced, thereby significantly improving run-time performance predictability. The

underlying theory in Chapter 5, however, highlights that establishing bounds on the

producible cdfs and their possible characteristics is not feasible. Hence, larger Monte

Carlo ensembles will produce richer cdf variations, but with the same overall trend of

observing tighter sets of behaviors for systems employing auto-scaling and/or RTOS

scheduling.

Importantly, the issue of how to best apply approaches such as auto-scaling and

RTOSes to bring run-time software systems back to being fully BET-compliant re-

mains an open question. The DST approach developed in Chapter 5 can be used to

develop and assess potential and, ideally, optimal solution approaches.

Additionally, both load balancing and auto-scaling effectively mitigate the impacts

of cloud-induced variability. But only auto-scaling is able to formally place a system’s

performance measures within predefined maximums. Pragmatically, load balancing

achieves effective bounds by distributing the load across the sets of pre-allocated re-

sources but often this results in potential over-provisioning. Auto-scaling’s dynamic

ability to adjust resource allocations to ensure client-defined performance limits are
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met can enable better and more predictable performance at lower costs. Notably,

these improvements come without increasing the failure rates of the respective sys-

tems. An issue previously not highlighted in the literature is the degree to which load

balancing and auto-scaling impact the observed richness of the produced cdf fami-

lies, i.e., the degree to which the systems exhibit non-BET compliant behaviors. As

was highlighted, auto-scaling significantly improves these issues over both the base-

line and load balancing scenarios, but still not to sufficient degree that the LDSS

could be considered to have been brought back to being a BET-compliant system.

As such, run-time predictability can still vary significantly for different LDSS instan-

tiations and run-time cloud deployments even under auto-scaling regimes. On the

other hand, if we apply RTOS and auto-scaling we can bring back the systems closer

to become a BET-compliant system by adhering to software system’s design rules of

Chapter 5 which derived from formally investigating ergodicity of software systems.

Notably, combining the theory, observations, and insights from Chapters 5 to 7

suggests that it should be possible to construct an optimal adaptive control and man-

agement process for run-time software systems. Such a system would actively work

to maintain and ensure BET-compliance while achieving maximal resource efficiency,

i.e., at minimal resource cost.

This chapter’s assessments make it clear that current auto-scaling methodologies

help but are also non-optimal. Moreover, the open question remains regarding the

nature and characteristics of an approach that would assuredly place bounds on the

viable neighborhood in which the cdf families could exist. These bounds might be

statistical bounds relative to the cdf families’ own underlying distribution of possible

cdfs. Both issues are non-trivial but approachable via the theory and Software Engi-

neering Design Rules developed in Chapter 5. Hence, these have been left as areas of

future work, which importantly would not be approachable without the theoretical

contributions and insights developed in Chapter 5.
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Chapter 8

Conclusions, Contributions and

Insights, and Future Work

The Section below highlight the conclusions and summary of the conducted research,

the main novel contribution and insights gained through the work, and avenues and

directions left for future work.

8.1 Conclusions and Summary

This research began with the aim of better understanding the bifurcation between

industry and academia regarding their respective views on the nature and complex-

ity of building software-centric systems that exhibit assuredly predictable run-time

behavior. The academic literature largely suggests that software system behavioral

predictability is a mostly solved problem, whereas industry recognizes it as a difficult

and largely unresolved issue outside of very specific contexts. This problem is signif-

icant because modern societies increasingly depend on large- to global-scale software

systems for various critical operations. Building systems that behave predictably in

all likely real-world operational contexts is a fundamental principle and requirement of

any engineered system. Therefore, developing the theory and understanding needed

to achieve this within modern, large-scale, and highly complex software systems is a

core societal expectation of software engineering as an engineering discipline.

This led to a detailed review of current literature and industry perspectives in

Chapter 2. The analysis highlighted that, due to the inherent limits of academic

contexts, it has become commonplace for industry to deploy, manage, and operate
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software-centric systems that are orders of magnitude larger in scale and complexity

than those typically studied in academic settings. In general, with modern coding

frameworks and deployment regimes, even smaller high-tech startups commonly de-

ploy systems serving global client bases with relatively small core software engineering

teams. These systems, even at smaller scales, still cost millions to build and hun-

dreds of thousands per year to operate, placing them well outside the scope of all but

the most well-funded global academic research labs. Consequently, most academic

researchers have transitioned to simulation-based studies and explorations, generally

involving Monte Carlo approaches and analysis frameworks.

Markovian-based analysis methods have generally dominated the academic liter-

ature, while industry must focus its efforts on at-scale, real-world deployed systems.

This distinction allowed for identifying a key and core differentiator between industry

and academic approaches that may explain the ongoing bifurcation. In particular,

Chapter 3 highlighted that the vast majority of the published academic literature

either implicitly or explicitly is based on the presumption that the systems being stud-

ied and modeled are statistically ergodic. However, a detailed search of the literature

showed that no general proof of ergodicity holding within modern software-centric

systems exists. Moreover, the methodologies by which ergodicity conclusions are sup-

ported within classical physical systems do not translate to software-centric system

contexts, i.e. standard Hamiltonian and Laplacian descriptions of conservative sys-

tems do not apply. This led the research to focus on the need to formally assess

ergodicity within the context of modern software-centric systems and their deploy-

ment regimes. For this purpose, ergodicity was defined in terms of Birkhoff’s Ergodic

Theorem (BET) and BET-compliance, as it applies to σ-finite measure spaces.

The statement of BET, however, is within the context of dynamical systems theory

(DST). Thus, an approach was required to map software-centric system and their run-

time behaviors into the required DST context. More particularly, it was useful to build

on the queuing network (QN) and hierarchical QN approaches developed to support

Markovian analyses, as these have been previously shown to provide general run-time

inclusive models of software systems. Chapter 4, therefore, developed the bridge

between QN software system models and the previously developed Extended Maurer

Model (EMM), to enable this bridge between QN models and DST so as to support

the subsequent BET analyses. Moreover, the formal structure of the EMM, as based

on Maurer’s original Turing-reducible model, enabled the analysis to be limited to

the context of σ-finite measure spaces, i.e., the boundary of the spaces over which
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probabilities can be formally defined. This is an important consideration as ergodicity

is a far more complex concept within the context of infinite measure spaces. Via the

EMM, we are able to show that σ-finite measure spaces suffice for modern arbitrary

scale and complex software-centric systems, while infinite measure space may or may

not be required in the performance study of quantum computing-based systems, the

latter being an open research question.

Importantly, to support modern cloud VM and container deployment regimes and

fair OS scheduling processes, it was necessary to extend the traditional QN model

to incorporate stochastic On/Off switching at the per-queue level. This extension

more accurately reflects real-world cloud operations, where commercial cloud servers

support more active VMs than CPU cores, leading to time-sliced CPU resources and

stochastic On/Off periods for each ”active” VM. To our knowledge, this important

reality has not been addressed in prior published works.

The QN and EMM-based approach of Chapter 4 allowed for a full formal BET-

compliance theoretical analysis to be conducted in Chapter 5, proving in the general

case the necessary and sufficient conditions for the run-time behaviors of software-

centric systems to be BET-compliant, or conversely, to identify when and why a

system becomes BET non-compliant. A critical understanding within Chapter 5 was

provided via Peter Walters’ Ergodic Equivalency Theorem (3), whereby it was ob-

served that Markovian approaches were based on the recurrence requirement denoted

by Statement 3 of Walters’ theorem, whereas Statements 2 and 4 provide equivalent

mathematical conditions. Within the literature, it has proven difficult to formally

ensure recurrence holds within systems of arbitrary scales and complexities. Our

core insight was that, via the QN and EMM approach, Statements 2 and 4 are rel-

atively easy to prove within scale and complexity-agnostic contexts. This then led

to the Chapter 5 theorems and proofs that: i) wandering sets of non-zero measure

(Statement 4) are produced by queue drop events and the recovery actions of reli-

able protocols, and ii) event space variability and the loss of measure invariance are

created by time-variant stochastic effects of fair OS scheduling regimes and resource

contention and utilization issues.

As the claim in Chapter 5 to a general understanding of ergodicity and the nec-

essary and sufficient requirements for general achievability within arbitrary scale and

complexity software-centric systems and deployment regimes is quite strong, Chap-

ter 6 focused on providing a detailed validation of the Chapter 5 results and insights.

A Monte Carlo simulation framework was developed, utilizing the lower-level services
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and packet-level capabilities provided through the OMNet++ and INET frameworks.

This simulation framework modeled modern container and VM-based cloud comput-

ing software system deployments, inclusive of Poisson and bursty incoming workloads,

fair and RTOS OS scheduling, background server VM processes, and more.

The simulation framework developed in Chapter 6 was directly informed by the

DST analyses and insights from Chapter 5, ensuring that all pertinent aspects high-

lighted via DST were retained and incorporated into the simulator, as well as the

conducted simulation and subsequent analysis methodologies. The analysis was done

in the context of the presumption of BET non-compliant regimes. Hence, the full

families of produced cdfs were retained, as opposed to the more commonplace ap-

proach of simply reporting the ensemble average results, which, by definition, is only

meaningful if BET-compliance holds.

To maintain real-world relevance, Chapter 6 then proceeded with simulating the

impacts of the four Chapter 5 derived Software Engineering Design Rules for an ex-

emplar Software-as-a-Service (SaaS) system modelled after a real-world industry-held

system for which a previous study had explored it cloud deployment run-time per-

formance predictability[4]. As this system was quite a simple system, it exhibited

behavioral complexities result from the impacts of the deployment regime(s) as op-

posed to any inherent complexity within the SaaS system itself. The combination of

the fours Software Engineering Design Rules, with testing against Poisson and bursty

workloads, and against fair, and fair and RTOS-based OS scheduling, resulting an a

total of 96 experimental scenarios, which were all run for Monte Carlo ensembles of

100 runs each. As subset of the 34 most important of these results were presented

in Chapter 6, with the results although exhibiting quite complex families of cdf be-

haviors aligning with the expectations and understandings provided via the Chapter

5 developed theory and design rules, i.e., all of the results of the Chapter 6 exper-

iments were consistent with the expectations and understandings of the Chapter 5

DST results.

Finally, Chapter 7 applies the Chapter 6 simulation approach to explore and

quantify the impacts of two modern software system deployment options of: i) Apache

Spark and Storm like auto-scaling, and ii) Xen-like hypervisor soft RTOS scheduling,

where these are compared against classical load balancing solutions. Of interest is

not whether or not such approaches improve performance, given this was the goal

of their development by industry, but instead to quantify the degree to which they

comparatively increase run-time performance predictability. Moreover, it was shown
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that although (i) and (ii) both decrease the span of the family of cdfs produced via

the Monte Carlo simulation, they are insufficient approaches to being the system

back to being fully BET-compliant. This result is explainable via the Chapter 5

developed software engineering design rules, given that the (i) and (ii) are insuffi-

cient to ensure that none of this design rules are violated. Instead, the rate at which

the rules are violated is reduced, but violation still occur thereby leading to the ob-

served BET non-compliance. The contribution of Chapter 7 is to place this industry

developed methodologies onto the Chapter 5 developed formal DST analysis foun-

dations, whereas such mathematical foundations have not been previously available.

Hence, via Chapter 5 the (i) and (ii) approaches can be determined to be require-

ment for BET-compliant run-time software system performance measures to exist as

opposed to simply being “nice-to-have” features that appear to improve performance

predictability.

8.1.1 Software Engineering Design Rules

The DST theory insights and observations led to the construction of four prag-

matically easily measurable and real-world implementable Software Engineering De-

sign Rules, which denote the sufficient and necessary conditions required to keep a

software-centric system within a BET-compliant run-time regime.

The theoretical derivation of these rules is thoroughly detailed in Chapter 5, where

extensive DST analyses and formal proofs are employed to establish their necessity,

importance and applicability. These design rules are not merely theoretical con-

structs; they are mandatory guidelines that software engineers must apply in real-

world scenarios to ensure their systems exhibit predictable and reliable behavior ac-

cording to Eq. 5.14. The effectiveness of applying these rules is validated through

the simulations presented in Chapters 6 and 7. Chapter 6 demonstrated how vio-

lations of these rules lead to BET non-compliant systems, highlighting the negative

consequences of non-adherence. Conversely, Chapter 7 illustrated how following these

rules brings systems closer to BET-compliance, providing empirical evidence that ad-

herence to these design rules results in systems that meet the required criteria for

predictability.
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More particularly, BET compliance was assessed with respect to when LDSS per-

formance measures xk(t) admit statistically predictable (or bounded) behaviors such

that:

P [xk(t) ∈ [Blower(t), B
upper(t)]] ≥ 1− ϵ ∀t ∈ [0, T ] (8.1)

for some appropriately small ϵ > 0, i.e., some appropriate confidence level. This

results in the following derived BET-compliance softare engineering design rules:

Rule 1: Controlling for Queue Drops

For deployed LDSSes on-going queue drop events produce wandering sets of non-zero

measure causing BET-compliance to be violated. Queue drop events therefore must be

actively managed and mitigated if all LDSS’s run-time performance measures are to

be statically predictable.

Rule 2: Impacts of Reliable Protocols

For deployed LDSSes, the actions of reliable protocols produce wandering sets of non-

zero measure causing BET-compliance to be violated. Therefore, reliable protocols,

although necessary, should not be overused if all LDSS’s run-time performance mea-

sures are to be statically predictable.

Rule 3: Real-time OS Scheduling

For deployed LDSSes, fair OS scheduling under non-quiescent operational regimes lead

to stochastic event completion times causing BET-compliance to be violated. Where

possible, RTOS should be used if all LDSS’s run-time performance measures are to be

statically predictable.

Rule 4: Impacts of Resource Utilization and Contention

For deployed LDSSes, resource contention and utilization issues can produce stochastic

event completion times causing BET-compliance to be violated. Therefore, resource

contention must be minimized and resource utilization levels carefully monitored if all

LDSS’s run-time performance measures are to be statically predictable.
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It should be noted that a run-time LDSS can concurrently support xk(t)’s that

do or do not violate some, all, or none of the rules. Moreover, for given xk(t) this can

change dynamically. Hence, the rules are required if all xk(t) are to be statistically

predictable, but they do not preclude that some xk(t)’s can exist that exhibit statis-

tical predictability even when all the rules are violated, i.e., as would generally occur

within quiescent systems under fair OS scheduling experiencing rare but non-zero

queue drop events. This highlights the behavioral complexity of modern larger-scale

LDSSes in that, as per the research’s developed insights and understandings, can ac-

tively cross back and forth between BET-compliance and non-compliance and at the

level of individual xk(t) run-time performance measures.

8.2 Contributions and Insights

The core novel contribution of this research is the development of a generally appli-

cable, scale- and complexity-agnostic approach to assessing and understanding BET-

compliance for the run-time performance measures of software-centric systems. No

such methodology currently exists in the literature, as formally assessing recurrence

properties within large-scale, highly complex systems has proven difficult. This con-

tribution was achieved by applying the Extended Maurer Model to QN software sys-

tem modeling approaches common to Markovian analysis, while also incorporating

stochastic per-queue level On/Off switching to reflect the realities of modern cloud

computing deployment regimes, such as VMs and containers. Statements 2 and 4 of

Peter Walters Ergodicity Equivalency theorem (3) for σ-finite measure spaces were

then applied and shown to avoid the scale and complexity issues inherent within

Statement 3, which denotes the recurrence requirements upon which most Markovian

analysis approaches are based.

The developed DST analysis and software-centric BET-compliance theorems al-

lowed as set of four software engineering design rules to be stated, where by following

these pragmatically easily measurable and real-world implementable enables the re-

sulting run-time system to maintain BET-compliance. The development of these

rules, set on solid DST foundations, as they allow for a more usable understanding

of why and when software system performance predictability is lost and/or gained.

Importantly, these rules and their underlying DST formalization act as “lines-in-the-

sand” in terms of clearly delineating when and why a system may or may not admit
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statistically predictable run-time performance measures. Moreover, key and critical

insights became available via the developed novel theory analysis.

More particularly, via the combined QN, EMM, and DST analysis software-centric

systems could be shown to exits as far more complex dynamical systems than are gen-

erally studies within more traditional domains such as Physics and Mechanical Engi-

neering. In particular, software-centric systems were shown to be able to shift back

and forth across the mathematical “line-in-the-sand” that denotes BET-complaint

systems in response to variations in their run-time conditions, deployment environ-

ments, and time varying operational characteristics. Hence, unlike more classical DST

regimes, software-centric system analyses require considering the families of possible

QNs that can arise for a given software-system instantiation regime, or nominally

fixed set of executable code, where this itself is one-to-many with the many not being

easily a priori predictable. That fair OS scheduling and resource contention and uti-

lization issues both enact stochastic scatterings of the DST event space is also a novel

and problematic aspects of software system behaviors. Such considerations are not

required in the analysis of more classical DST problem domains. These theory based

observations an insights provide formal foundational arguments as to why the engi-

neering of software-centric systems such that they assuredly behave predictably under

all likely real-world feasible scenarios, inclusive of those caused by intelligent adver-

saries, has proven to be an on-going hard open challenge particularly at the large scales

and complexities commonplace to many modern operationally deployed systems. In

general, most within most other engineering domains BET-compliance arises as a

consequence of conservation laws applying, as first identified via Noether’s theorem

[256], whereas this research has formally shown and highlighted that a core part of

why the engineering of real-world operational software systems is hard is that they can

easily cross back and forth between being BET-compliant and non-compliant. This

places such systems as being far removed from and far more behaviorally complex

than those studied in nearly all other engineering domains.

This important connection between DST and software system run-time perfor-

mance analysis has only been very lightly explored previously, with no prior works

seeking to apply DST in combination with traditional QN modeling so as to formally

prove when BET-compliance does or does not hold, inclusive of where and why com-

pliance is lost. Hence, solidifying this connection and formal theory underpinnings

to scale and complexity agnostic statistical run-time performance predictability is

am important novel contribution to software engineering as an engineering discipline.
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Moreover, it should be noted that by following the developed software engineering

design rules, since the run-time software system then becomes BET-compliant, prior

works and approaches implicitly or explicitly based on requiring BET-compliance to

hold now become fully applicable. Additionally, by run-time monitoring the soft-

ware engineering design rule adherence it can be quickly and easily assessed when

statistical predictability has been lost again as well as to usefully quantify the degree

to which it has been lost. This allows for example systems to be built that ensure

and retain quality of service predictability for high valued and high-cost customers

while allowing lower tiered customers to trade-off run-time predictability for accrued

cost-savings.

8.3 Future Work

Modern societies are increasingly critically dependent on software-centric systems

across many core domains spanning critical control and management, banking and

finance, social media and entertainment, eVoting and eGovernment, and advaned

healthcare and eHealth, eCommerce, etc. Such systems are rapidly growing in their

deployment scales and complexities, with emerging areas of Smart Cities and Build-

ings, Smart Grids, autonomous vehicles, etc. adding significant human and environ-

mental health and safety concerns and unfolding regulatory landscapes. Hence, it

can be expected that modern socities will increasingly require and demand that such

large-scale complex software systems be formally engineered to behave predictably

within all real-world likely operational scenarios, inclusive of active targeting by in-

telligent and, potentially, nation-state adversaries.

Within most engineering domains, ergodicity is a fundamental precept of building

real-world operational that behave predictably, i.e., ergodicity is a foundation precept

within the mathematical models used to design, analyze, and engineer such systems.

For software-centric systems, this can be seen in the widespread implicit or explicit

presumptions made within Markovian-based software system run-time performance

assessment and prediction academic literature that the studied systems are necessarily

ergodic. Similarly, BET-compliance is generally presumed to hold within Monte Carlo

based simulation studies. Generally, these works make such ergodic presumptions

without formally proving that such assumptions will continue to hold within real-

world operational contexts. Hence, this becomes a potential explanation of the on-

going industry-academic bifurcation in terms of whether or not run-time software-
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centric system behaviors are predictable. The available academic literature strongly

suggests they are whereas industries’ direct experience shows that they are not, where

again the underlying issue is one of industry commonly developing, operating, and

maintaining systems of scales and complexities that are orders of magnitude largely

than those amenable to most academic research contexts.

By utilizing Peter Walter’s Ergodic Equivalency theorem in concert with the ex-

tended version of Maurer’s computing model, we have been able to derive more general

conditions for BET-compliance to hold within software-centric systems of arbitrary

scales and complexities. Hence, the resulting work and developed formal DST foun-

dation have applicability to a wide set of possible future research directions and con-

tributions. The following subsections briefly highlight some of these potential areas

and directions.

8.3.1 Extensibility of Prior Academic Literature and Insights

As stated previously, in general the prior Markovian works have been based on assum-

ing ergodicity holds and a consequence of recurrence theorems, as required to support

standard matrix-based Markov chain-based solution approaches. This leads to open

challenges in terms of how to prove recurrence holds within arbitrarily large-scale and

complex software systems, an issue we sidestepped by making use of the mathemati-

cally equivalence of Theorem 3’s Statements 2 and 4. Importantly, though although

Theorem 3 Statements 3 denotes a recurrence requirement, it is a requirement that

weak recurrence holds and not the stronger recurrence required by the matrix-based

Markov chain-based solution approaches. In both cases, any x ∈ Ω can be reached

via the iterative application of T : Ω → Ω, i.e., recurrence holds. The distinction

though is whether each such x can be reached (or passed through) at least once or an

infinite number of times, where Markov solution approach generally presuppose the

latter.

Our intuition is that the Chapter 5 theory most likely results in all x ∈ Ω being

passed through an infinite number of times almost always with the iterative applica-

tion of T [.]. But, it remains an area of future work to actually develop a formal proof

that this is the case. If we can develop such a proof, then all of the prior Markovian

based research works on software system run-time behavioral predictability then be-

come fully applicable to describe observed operational real-world system behaviors

when the developed four software engineering design rules are met and actively run-
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time managed for under. Hence, our work is complementary to this past rich body

of literature in that it provides, via the developed software engineering design rules,

the run-time mechanisms required to ensure that the real-world industry operational

systems admit the prior literature’s developed solutions, while also enabling easy

measurements of when a run0-time system has left the operational regimes covered

by the prior literature.

Moreover, as per the Chapter 7 assessments, current industry auto-scaling and

RTOS-based hypervisor approaches appear to be insufficient to fully bring cloud de-

ployed software systems back to being BET-compliant. Hence, a nearer term future

research direction is to seek to develop, verify, and experimentally vet an the viability

of an optimal auto-scaling solution sufficient to bring cloud-deployed software sys-

tems back to BET-compliance at minimal resourcing costs. If and where this is not

possible, then the goal would be to develop formal bounds on the family of producible

cdf for BET non-compliant scenarios. Ideally, this would include developing formal

constraints on the possible shapes of producible operational cdfs, where such bounds

may be in terms of confidence intervals on the underlying statistical distribution of

producible cdf families. Such future directions though require substantive additional

formal analyses past those provided in Chapter 5.

8.3.2 Applications of Control Theory for

Cloud Elastics Services

A emerging area of software engineering interest is in the application of formal control

theory approaches to the development of optimal and responsive cloud elastic services

and auto-scaling solutions. Most generally, the goal of control theory is to move a

system from an unwanted operational state x ∈ Ω into some desired state x′ ∈ Ω.

This directly leads to the question as to whether a path (or control rule) exists by

which the system can be moved from operational state x to the desired x′. Ergodicity

is important in control theory as recurrence provides the formal guarantee that all

such paths exists for any x and x′, i.e., no wandering sets of non-zero measure exist

into which the system could get trapped and unable to get out of.

Importantly, the Chapter 5 DST analysis highlights that larger-scale software-

centric systems, particularly cloud-deployed systems, do not exist as the singular

fixed systems common to most other engineering domains. Instead, as resources are

added to and removed from the system, so as to maintain performance levels while
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minimizing costs, a relatively broad and complex dynamic and time-variant family

of software systems results. All system within the family service the same input-

to-output functional needs by they do so with potentially very different resource

allocations and within potentially very different run-time deployment environments.

The derived software engineering design rules of Chapter 5 though can be used

to ensure all members of the produced family of the given software-centric system

retain BET-compliance. Hence, paths from any x to x′ are guaranteed to exist,

but the control rule required to transition along each path changes as the active

member of the potential family of instantiated run-time systems changes. Given

the nature of software-centric systems, it would seem feasible and possible to make

run-time observations of the currently instantiated family members such that these

required dynamic and time-varying control rules could be generated and enacted

sufficiently quickly to enable and allow for the overall control of the system as a

whole. Achieving and formalizing this though would require substantial additional

research and developed understanding. Hence, it has been left as an areas of potential

future research.

8.3.3 Applications to Emerging Domains of Smart Cities,

Buildings, Grids and Autonomous Vehicles

Smart cities, buildings, and grids as well as autonomous vehicles are all rapidly emerg-

ing areas where software-centric systems coincide with the need for formally controlled

systems so as to manage and mitigate the inherent human health and safety risks. As

per the Chapter 5 analyzes, academic research simulation studies of such systems are

highly likely to be within BET-compliant regimes, whereas real-world operational-

scale deployments of such systems are highly unlikely to be. Moreover, such systems

innately will tend to require hard real-time observe, orient, decide, and act (OODA)

processes[293] due to their safety critical nature. This in turn requires that the the

systems necessarily maintain BET-compliance in their operation. Hence, this works

developed theory, insights, and observations developed may have a core role to play

within these emerging areas.
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8.3.4 Applications of AI/ML Approaches to

Software System Prediction and Control

As discussed in earlier Chapters, research works are beginning to appears that seek

to apply modern machine learning (ML) and artificial intelligence (AI) approaches to

the problem of run-time prediction and management (or control) of software-system

behaviors. AI/ML approaches that are based on training data consumption and

analyses though inherently make the presumption that the training data contains

information that is representative of both the test data and, subsequent, operational

data. Moreover, the need to address cases where this does hold has lead to the

emergence of the concern over what is being termed “concept drift” within the modern

AI/ML communities[294; 295]. It can be observed though that the well-developed

mathematically foundation provided via ergodic theory and, specifically, BET provide

a rich set of already existing and mature mathematical tools by which to identify,

address, and, potentially, mitigate such issues, or at least identify when re-training

must occur.

As such, the Chapter 5 derived software engineering design rules can be seen as

also identifying where and when AI/ML approaches are likely to be successful in

modeling and predicting run-time software-centric system behaviors. Moreover, they

are likely also usable to provide useful measures of when the AI/ML system “tracking”

is degrading and becoming lost such that the AI/ML approach requires re-training.

In particular, the scope of the generated wandering sets is quite easily measured as

in the scope of how event completions are being stochastically “shattered” forward in

time. Hence, there are important future applications primarily of the Chapter 5 DST

and analysis to how to most appropriately and successfully apply AI/ML approach

to the run-time control and management of software-centric systems.

8.3.5 Relevance to Quantum Computing

Clearly, quantum computing is also a rapidly emerging field. At this point though

more work would be required to assess whether or not the Chapter 5 σ-finite measure

space based DST-formalism continue to apply to quantum computing systems, or

whether such system are more appropriately described via dynamical systems defined

over infinite measure spaces. The issue is important as BET (Theorem 1) and Peter

Walter’s Ergodic Equivalence Theorem (Theorem 3) are both defined with respect to

DST on σ-finite measure spaces. Within infinite measure space, ergodicity is a more
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complex concept which broaden out into a multiplicity of ways in which a dynamical

system on an infinite measure space may or may not be ergodic, i.e., for infinite

measure space ergodicity itself then arises in multiple “favors”.

Currently, many quantum computing theory analyses appear to be based on σ-

finite measure space ergodicty presumptions, but significant future work would be

required to assess the degree to which the Chapter 5 developed results may (or may

not) apply to quantum computing based systems.

8.3.6 Relevance to Cyber-security Issues and Concerns

Finally, the presented work and research also have applications to issues and con-

cerns within cyber-security areas as detecting malicious events, activities, and/or

intrusions within BET non-compliant normal operating regimes is itself an extremely

challenging proposition. Moreover, a core approach to the development of anomaly

detection based cyber-security methods is to developed well-functioning models of

normal behaviors and then detect attacks and, potentially, novel attacks as devia-

tions from normal. Such approaches follow on from quite roughly similar approaches

used within classical fault detection and diagnosis.

Such approaches though are predicated on relatively well-behaved or well-modellable

normal behaviors, where the formal theory, insights, and observations of this research

can be applied to assess where and when these are likely to occur and when they are

not. Hence, as with prior Markovian-based run-time performance prediction works,

the discussed research may offer path by which the performance of existing cyber-

security solution approaches may be improved via driving BET-compliant normal

systems behaviors. This may be particularly useful for cyber-security approaches

seeking to exploit AI/ML solution approaches as a consequence of the issues dis-

cussed in Section 8.3.4 above.

8.4 Summary

This Chapter provided a brief review of the research work and outcomes provided in

this dissertation, inclusive of the motivations for the research directions and under-

takings. A summary of the core novel contribution produced by the research were

then provided. Finally, a set of potential future research directions and emerging re-
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search areas for which the dissertation results may have applicability were presented

and discussed.
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[101] J. Vilaplana, F. Solsona, I. Teixidó, J. Mateo, F. Abella, and J. Rius, “A queuing

theory model for cloud computing,” The Journal of Supercomputing, vol. 69,

pp. 492–507, 2014.

[102] Y. Tay and R. Suri, “Error bounds for performance prediction in queuing net-

works,” ACM Transactions on Computer Systems (TOCS), vol. 3, no. 3, pp.

227–254, 1985.

[103] D. Arcelli, “Exploiting queuing networks to model and assess the performance

of self-adaptive software systems: a survey,” Procedia Computer Science, vol.

170, pp. 498–505, 2020.
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